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/ ABSTRACT
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3 This reses. .b-represents a preliminary step in the development of a reliable
application program simulating an operating system which handles several multi-
security-level users dynamically sharing system resources in the Gemini Trusted
Multiple Microcomputer Base machiné.

R The proposed design presents the necessary steps to follow when working in a
W multilevel configuration. The use of primitives that support the application désign
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" are explained along with a description of the implementation of this application
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DISCLAIMER

The reader is cautioned that computer programs developed in the research
may not have been validated. However every effort has been made to ensure that
the programs are free of computational and logical errors. The nature of this

research and the time available were not sufficient to validate completely all the

P N

software developed.
Many terms used in this thesis are registered trademarks of commercial
products. Rather than attempt to cite each individual occurrence of a trademark.
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GEMSOS
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Janus/Ada Development Package
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INTEL
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3 5) Xerox Corporation. Stamford. Conneticut
ETHERNET. Local Area Network

6) Digital Equipment Corporation, Maynard, Massachusetts

Vax 11/780 Minicomputer
Unix Opserating System

R

B = = AAA RN AT NG X% DA DN OB WY " 1% TEHRCH - 1n
'b-"‘- ?‘\h?ie‘.'n 3‘ TV.“,":!‘.‘"'.‘_‘?‘-‘?h,‘?'\“h‘?h ?h ,",:L & LA 9.\4'{‘ .'T;"\,h ,.,‘!ﬁ."h"f’.‘?ﬁ % ‘f’,\‘Q ’l, RN ‘Q. "o %, ‘0.“"""‘\‘.‘"?‘,‘., ‘Q,I"!! ,,l‘.. . l!. Yoos

»

MRS Y
SN
MA}A



R N N N = % " - Lo pe i o RAR _tall 2al "ol
U
.. 1

#
s
D)
Y TABLE OF CONTENTS
:
X - L IN T ROD U CT IO N e e eee et e e e e s e e s e 9
4 A. GENERAL DISCUSSION .oiiiiiiriiiiieiceieccie e 9
£ B. THESIS FORMAT oot 11
Rt II. BACKGROUND oottt e e et e s e e eeaes 13
! A. TRUSTED COMPUTER SYSTEM ..coooiiiiiiiiiiiiie e 13
‘; B. GEMINI TRUSTED MULTIPLE MICROCOMPUTER
b BASE .ot 15
\fo. 1. General Information ........ccoiiiiiiiiiii 15
2. Resources Management ........ccoooeviiiiiiiiiineiiiiieeiii e eerieeenannens 16
;" a. Segment Management ..........coocciiieiiiieeiiiiireiire e 17
i b. Process Management ............ccooooiiiiiiiiiiiiiiiiie e 17
E‘ c. Device Management ..........cccoiiiiiiiiiiiiiiieii e 17
‘T 3. Gemini Security ATChiteCtUre ...ooviivniieiii i e e eans 18
) 4. Naval Postgraduate Scholl Version of Gemini .....cc..cooeevvnviennnn. 19
: III. SOFTWARE DEVELOPMENT OVERVIEW ..., 20
L A. GENERAL DESCRIPTION it 20
4 B. HIERARCHICAL STORAGE STRUCTURE .....ccocvviiiviririiiiieen 21
. C. I/O DEVICE ASSIGNMENT .o 24
£ D. PROCESS CREATION et 24
! . 1. Create / Makeknown Segments Module ........ccocoeinninnn. 26
X 2. Address Space Specification Module .........coiiiiiiiinniiini, 27
. 3. Register Record Module .....cooovviiiiiiiiiii e, 28
’ 4. Resource Record Module .......ccoooiiiiiiiiiiiiiiiiini e 28
‘ 5. Create Process Module ........ooooiiiiiiiiiiiiiii e 29
’ E. LOCAL DESCRIPTION TABLE (LDT) .ccoooiiiiiieeiiieeeee 29
F. CREATE/DELETE SEGMENT ...ccocooooiiiiiiiieeeeeeee s 30
. G. MAKEKNOWN/TERMINATE SEGMENT .....cccccciiiiiiiniiiiiinnn, 30
3 H. SWAPIN/SWAPOUT SEGMENT .....ooooiiiioieieeeeeeeeeeeeereen, 3
: I SYNCHRONIZATION _..oooioiooiiieoioeooeoeeeoeeoeeeeeeeee e 31
IV, SYSTEM DESIGN e 32
¥ A INITIAL DESIGN e 32
: L. ODbBJECLIVE 1erniiiii it 32
E:' , 2. Initial Design Constraints ........ccccoooeviiiiiiiiiiiiiiiiiniin s 32 J
) B. COMPROMISE DESIGN .. 34
L. ODBJOCTIVE oo 34
S

R AT ST RL I S T e L Ll 0 D "
A A N A A B AN LA SO M IO MO P X M YW ¥



2. Actual Design Constraints ... .....cccocoeiireiiiieiiiiiiirineeeriieeeevaenns 34

3. Hierarchical Structure Design ........oceiiiviiiniiiiii e 36

C. SYSTEM SOFTWARE DESIGN ..o, 39

1. Application Programs Design ........ccoeeeriiiuiiiiiiiiiiiiiinniiieiiiieneeeen, 39

a. Load Parameters Module .......cccocvvriiviviiiiiiiiiiiiieiiieeee e 40

b. Create Segments Module ..o, 10

c. Create Process Module .......cooiiviieiiiiiiiiiiiiiiiiieieerereeiae. 42

d. Synchronization Module ..........couvierriviriiiiiiiceeee e 42

e. Delete Processes Module .........couveiiiiiiiiiiiiiiiiiiiiiiniieenene, 44

f. Terminate Segments Module .........c.ocooiiiiiiiiiiii 44

g. Delete Segments Module ........ccooiiiiiiiiiiiiiiiiiiiiiiereee. 45

2. User Handler Application Program .........ccccooiiiiiiiiiiiiiiiieiinnnnens 45

a. Load Parameter module ..........cccceiiviiiiiiiiiiiiniii e 45

b. Create Segments Module ......ccocoooiiiiiiiiiiiniiii s 45

c. Create Process Module ........cocoviiiiiiiiiiiiiiiiiiiii e 46

d. Synchronization Module .......cccooiviiiiiiiiiiii e 16

3. Active User Application Program ............cccoiiiiiiiiiiiiiiinniinnnn 48

a. Attach terminal Module ... 48

b. Loop Module .......ooiiiiiiiiiiiiiiii e 48

¢. Detach terminal Module ..o 49

d. Self delete Module ..........ccocooiiiiiiininini 49

V. IMPLEMENTATION oot e e ae e 50
A. GENERAL DISCUSSION ittt ettt eeann s 50

1. Primitive Calls .....ccooviiiiii, ettt et aaans 50

2. Auxiliary FUNCtions .......occooiiiiiiiiiiiiiiiieeec e 51

B. IMPLEMENTATION CONSTRAINTS .., 53
C. IMPLEMENTATION STEPS oo 54

1. Single User, Single Security Access Level .........cccooeiiiiiiiiiinennnnn. 24

2. Several Users, Sigle Security Access Level .............c...ccooiii. 35

3. Several Users. Multilevel Security Access .........cocoeeiiiiveriiennnn. 55

D. SYSGEN SUBMIT FILE ..o 57
VI. CONCLUSIONS AND RECOMMENDATIONS s, 58
A CONCLUSIONS e 58

:: 1. System OPeration .......ccccoieiiuuiieiiiieeimiii et e et eraaneeeaiinaees 58
- 2. System Performance ..........cooiiiiiiiiiiiii e 59
B. RECOMMENDATIONS e 59

1. Hardware Improvements ........c.ccocoooiviiiiiiiiiiiiiiiiie e, 59

T T PO P I I I N N B T I



2. Software ImMprovements ........cccooiiiiiiiiiieiii e
3. Future Research ...coocoiiiiiiiiiii e
a. Directly Related to this Research ........c.ccooooooiiiiii,
b. Related to Secure Mass Storage SYStem ........oovevvvvivinerinnnnns
APPENDIX A - MAIN APPLICATION PROGRAM (CCP) .ceeeeeereee
APPENDIX B - USER HANDLER APPLICATION PROGRAM ..............
APPENDIX C - ACTIVE USER APPLICATION PROGRAM ..................
APPENDIX D - PRBDOS APPLICATION PROGRAM ...,
APPENDIX E - COMMON PROCEDURES UTILITY ...,
APPENDIX F - SERVICE ROUTINES AND ADDITIONAL
DATA STRUCTURE oo,
APPENDIX G - SYSGEN SUBMIT FILE (SSB) .eveveiiiiiiiieeeeiiiicee e
LIST OF REFERENCES it
INITIAL DISTRIBUTION LIST oottt
p
::"’
;",o "‘
o
"y
)y
Wt
oy , TR
R A T 2 L SRS P04 o L Lp o By Rl TN Ll S g Y (D e s

.....



TR

.

1.1
3.1
3.2
3.3
4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8

5.1

LIST OF FIGURES

Microcomputer System Organization ...........ccooeeiivviiiireiieniiiinennnnn.
Hierarchical Structure .......c...ooociiviiiniiinn.os reserereenrenneas e s eanenne
Hierarchical Structure including an application .......cccccoeeieiiinieennin.
Process Creation Main Modules ...........oooeviiiiiiiiiiiiiiiin s
Initial Design .....ccocovvveuereees ettt aeeteeeteneeeeaaeeetaaerraaeeiaeertannaaeaes
Actnal Design ..o e reaa e
System : Hierarchical Structure ..........cooviiiiiiiiiiiniiii e
Address Space Specification for each user process ..........cccceeeveeennn.
Hierarchical Structure : User Processes ........cc.ovveeeiiiiiiiiiiiiiiiieeeeenn,
Main Application Program ...........coieiiiiiiiii
System Parameters .....cccooiiiiiiiiiiiiiii e
User Active Application Program Modules ...............ocoooiiiinn
Main Application Program LDT ...

P Ea e SN - gL
52\."‘._.‘. VA S ".'_
{ X A" A - e .4




I' 1' 1 ] ll
Y

[y

e,
e

Pl
PO

<,

-

T T T I T T AT T T ITE T LN U T T EFTTOTUNE R U RLFTEFR T FUNSFTFRT Ry s e e~

I. INTRODUCTION

A. GENERAL DISCUSSION

This thesis presents the design and part of the implementation of software for
the Gemini Computer, under CP/M-86 and GEMSOS Operating Systems. to
allow the dynamic sharing of systen: resources in a multilevel secure computer
system. using Janus/Ada language as a host language.

Security has traditionally been provided by physical measures (fences. police.
dogs. alarms. etc.) to prevent unauthorized access to computers. But today this is
no longer sufficient. The extensive use of networks brings the possibility of
uncontrolled access to the resources of any installation from r-mote sites.
Discretionary security measures. i.e.. "password" types. alone are not totally
adequate where security of information is paramount |[Ref. 1]. Steps must be
taken to strictly reinforce a non-discretionary policy as well. This situation
provides enough motivation to look for more reliable methods to control and limit
the access.

This necessity of Trusted Computers is even more critical and compulsory in
military organizations. where manyv delicate decisions depend on the quality of the

information. which if known or modifiable by unauthorized users. creates a risk to

the country’s security.




o
e'::v
ey The XNaval Postgraduate School is involved in the use of microcomputers in
':;:
4 . : )
R its Microcomputer Laboratory in which several of them are networked together
ey . . .
1l through a concentrator for information sharing. These systems are to be used by
K) (-4 (=] B
A
‘?‘,'l':o people with different levels of security clearance who handle information with
T!’l?e
) multiple security classifications. This application necessitates the use of a mass
:z'a
g storage system with the ability to limit access to.classified programs and data.
‘:::s'! . . . . . .
el The only effective way to insure multi-level internal security is by employing a
&N . .
"} N Trusted Computer Base [Ref. 2| such as provided by the Gemini computer.
“aj:ﬁ
e . ) :
&3y Figure 1.1 shows the proposed configuration of a microcomputer svstem
o g prop g p
Al
s having the Gemini computer at its base. The Gemini Systemn provides the base
=
-2 layer of an operating system which implements internal information security
i
e
R through a "security kernel™ design 'Ref. 3:pp. 1-2}. To construct the
)3-:.) architecture proposed in Figure 1.1 requires implementing the top layer of the
2 |
f_;;: operating system for handling the Input/Output operations. Three design
LR
. elements can be identified :
7
._?} 1) The Concentrator. The concentrator will contain a software "crossbar
“-,-'; switch"” which allows dynamic switching for I/O interconnection between
- attached systems.
h W !
e
.r: 2) The Dynamic Assignment of Security Access L-vels to I/O devices. In this
o aspect. the main idea is to manage the access level of the terminal without
{g relating it to an specific connection. The access level should be dynamically
recognized by the characteristics of the user. rather than be limited to a
S secondary issues such as location or terminal number. This is the main topic
4 addressed by the current research.
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gtor

3) A Segmented "File" System for Mass Storage. The purpose of this system
would be to provide a one-level segmented storage system for mass secondary
storage (hard disk) within a secure environment.

B. THESIS FORMAT

This thesis is composed of six chapters organized in such a way as to provide
the reader with .he background necessary to understand internal multilevel
computer security concepts. in particular dynamic sharing of system resources.
Simpie guidelines in software development are introduced and a design is
presented for the implementation of a prototype system which allows several users
with different clearance levels to share system resources.

Chapter I provides general information focusing on reasons why Multilevel

Secure Systems are important.
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:.’-‘;: Chapter II addresses the background necessary to understand Multilevel
Security concepts and explains the Gemini System Architecture and possibilities.
Chapter III provides specific information related to the steps necessary to
produce basic application programs in the Gemini System.
Chapter IV describes the design of a small "Operating System" application
s%t, program that will handle dynamic sharing of resources. in particular I/O.
‘\:‘S' Chapter V presents the description of the ;upport modules used to develop
NV application programs. and describes the implementation constraints and the steps
performed to complete an application.
Chapter VI discusses the results obtained from this research effort. It also

Y suggests future investigations in this field as a continuation of the work performed

in this thesis.
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II. BACKGROUND

A. TRUSTED COMPUTER SYSTEM

Most of the basic concepts and definitions mentioned in this section are

]

PR
é referenced to the standardization performed by the Department of Defense (DoD)
l

" related to Trusted Computer Systems. These standards are contained in "DoD
;'u' Trusted Computer System Evaluation Criteria" [Ref. 2] published in 1983: it lists
'

"‘,1: definitions and concepts. and provides detailed criteria pertaining to the test and
Y,

%

evaluation of trusted computers.
358 The security policies considered are mandatory (non-discretionary) security
o
\ ( . . .
X and discretionary security.

A ~ . .

o Mandatory Security is defined as :

ek
i

t

Security Policies defined for systems that are used to process classified or
other specifically categorized sensitive information must include provisions
for the enforcement of mandatory access control rules. That is. they must

=

) . . . .
PN include a set of rules for controlling access based directly on a comparison of
] the individual's clearance or authorization for the information and the
n, classification or sensitivity designation of physical and other environmental
ol
by, factors of control. The mandatory access control rules must accurately reflect
o the laws. regulations. and general policies from which they are derived. Ref.
M e ‘
B Y~ 2:p. 72
” A
"
- . . -~ . .
i. Discretionary Security is defined as :
" Security Policies that are defined for systems that are used to process
] . P - . . P
" classified or other sensitive information must include provisions for the
o enforcement of the discretionary access control rules. That is. they must
£ ) \
Vo include a consistent set of rules for controlling and limiting access based on
[N
¥,
o 13
e
)
Q)
1)
’,"’"
oy
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1A identified individuals who have been determined to have a Need-to-Know for
y . . -
‘;fi, the information. [Ref. 2:p. 73]
‘et : As the names imply. mandatory policy contains a set of rules - .at are
i
Y . . L . . .. .
! imposed on all users in the organization. and discretionary policy is a specific set
]
1
et Ny :
of rules further limiting access on a "need-to-known" basis.
[ . . . . .
/ A multilevel secure system in a conventional computer system is impossible to
ol ) puter s p
5
Y attain without a way to enforce the policies previously indicated. Security can be
L';tw broken without knowledge of the user because intentionally or not, there are
2Cq
-:$ possible unsecure points that will allow access to the system. A typical example of
: this problem is a "Trojan Horse" program [Ref. 4:p. 66] provided by a third
e source which may have code intentionally "hidden" with the purpose of copying
AT
.x;:b .
> the user's access control code [Ref. 5:pp. 55-36] when the user executes the
# i)
taay program. This represents an illegal condition.
N
l‘:*‘l . - . . . .
\c‘ The mandatory (non-discretionary) and discretionary policies are
T

implemented in a "security kernel" which provides mechanisms for limiting the

4 access to the information. Security Kernel is defined as the hardware and
&
E . software that realizes the "reference monitor" abstraction (i.e.. the realization of
¥
! these limiting policies), and in turn provides the idea of protection in which the
g .
o~
o active entities (subjects), such as people or computer programs. make reference to

passive entities (objects). such as documents or segments of memory. using a set

- of current access authorizations |[Ref. 6:p. 14]. The access class is divided into

»
~:X¥
iy

Y
-t

[Ref. 6:p. 16] :
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a) Compromise (observe) which states that a subject can not "observe" the
O contents of an object unless the access class of the subject is greater than or
’ equal to the access class of the object.

P
,. b) Integrity (modify) which stipulates that a subject may not "modify" an
3:. object unless the object’s access class is greater than or equal to the access
e class of the subject.
> The multilevel secure system considered in this research is focused on the
[
*’t: access of many users to common system resources without restriction of a
designated resource to a specific kind of user. Specifically, any user can utilize any
’(.‘
]
: 2 terminal. and the access class in not limited to physical terminals with fixed
?
a%y
" N access levels. The user priviledges. will be determined during a logon process when
.' the user provides his username and password.
g
‘ \I
- Additional explanations and details concerning secure communication
~ p
P
) methods and possible threats involved are described in [Ref. 7:pp. 15-28] and |Ref.
-}l -
od
‘1 8:pp. 19-21].
[ ﬁ
".“-9;
B. GEMINI TRUSTED MULTIPLE MICROCOMPUTER BASE
N
L 1. General Information
iy
s A0

Gemini Trusted Multiple Microcomputer Base was the computer used in

@ the research of this thesis. It represents an advance in technology combining
)

N

e several concepts, Multilevel Security, Multiprocessing and Multiprogramming. to
-

provide an important Trusted Base Machine that can be considered for a wide
i
] .
o range of computer applications where security is a fundamental consideration.

o Actually, it has been evaluated by the U.S. Department of Defense for

b5t 15
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oo
N certification to meet the B3 class [Ref. 3:pp. 1-2]. and is currently undergoing
) 3
< . . o
™ evaluation in a specialized application for Al class.
W The major features of this system are [Ref. 3] :
§..
o 1) Up to 8 Intel iAPX286-Base microcomputers are connected on the same
- Multibus.
S e e . . . .
N 2) Minimization of bus contention by locating data and code segments in the
o local memory of each microcomputer, whenever possible.
)
3) Capability of multiprocessing and multiprogramming. The Gemini Secure
o Operating System {GEMSOS) can multiplex many virtual processors onto a
2 single physical processor. and support combinations of parallel and pipelined
L processing.
-~
,'
4) Connection of different storage and I/O devices using an RS-232 Interface
- Board which can handle up to 8 ports.
-
:;; 5) The system includes a Bus Controller. 3 Real-Time Clock. a Data Encryption
g Device (NBD-DES. Algorithm). a Non-volatile Memory for storing system
- passwords and encryption keys. It also provides a System-Unique Identifier.
‘
:,
p i 6) Each iAPX286 microprocessor supports 4 hierarchical privilege levels.
$
]
o
7) CP/M-86 Operating System is used for software development and several
- different programming languages are available to develop application
" ,:_" software.
V)
\ . .
2 8) Modular Expansion and Configuration Independence.
"j 2. Resources Management
o
:': At the heart of the Gemini computer system is the GEMSOS operating
-
" system as previously mentioned.
0
Y GEMSOS resource management services are invoked by an application
, pp
3
program through a set of calls to a collection of subrcutines which represent an
. 16
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K interface between GEMSOS and the application. Each language compiler has a
- unique interface library [Ref. 3:p. 4]. GEMSOS manages three classes of entities :
segments, processes. and devices.

b . a. Segment Management

All the information is stored in logical objects called segments which

are handled by the application programmer using segment management calls.

o’ ot uinl Job wb &>

These operating system calls are described in detail in [Ref. 9:p. 10].

n b. Process Management

\

, A process can be viewed as an application program that runs under
‘I
o the control of GEMSOS to perform some specific activity. The process is created
2 by the application program using service calls related to the process management

described in [Ref. 3:pp. 5-8] and [Ref. 9:p. 23]. In addition to Process
\

. Management. there are additional concepts related to process synchronization in
K which the application programmer has tools to sequence processes that
4
G communicate with each other. Synchronization is obtained utilizing eventcounts

and sequencers [Ref. 10:pp. 115-124] associated with processes. A working
explanation will be provided in Chapter IV. Process Synchronization calls are
)
b described in detail in [Ref. 3:pp. 6-7! and [Ref. 9:p. 33].
.
' c. Device Management
)
3 The design of the I/O management functions of the Kernel are novel.
.vq
b’ The basic idea consists of reducing the code needed in the Kernel to control I/O

D
S
' functions. by incorporating many of the details within the application program.
L
'y 17
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-

h The result is a reduction of the Kernel's size and the verification is easier.
: Security checks are performed only when the device is attached to a process [Ref.
3:pp. 8-9]. I/O management service calls are described in [Ref. 11:p. 38].

3. Gemini Security Architecture

T

P x s 854

Since the iAPX286 Microcomputer supports 4 protection levels. GEMSOS

?;’.
W
o uses these levels to enforce the security critical layering of the system. Protection
N
: levels are called Ring O thru Ring 3. with Ring O the most privileged ring [Ref. 3
" p.10]. Ring O supports the Mandatory (non-discretionary) Policy and Ring 1
v
O
:.» contains the Discretionary Policy. the combination of which comprising the
4
i Security Per.meter and the greater portion of GEMSOS.
>
". . . Pt . . . .
- Ring 1 also Luli< functions such as user authentication. system security
-
" » . - . . . . RS
officer functions and audit functions. Ring 2 is used for common services utilized
<3 by many users. e.g.. Database Management System: Ring 3 is used as application
b .
o layers for programs and data: both are outside of the Security Perimeter and can
¥ be used during the system development process (i.e.. as in developing the upper
[}
J; laver of an application system as is the focus of this research). and for the
o4
o execution environment for user’s programs.
3
» Process management in the GEMSOS architecture is through the use of a
o
‘u: . . . A
. two level traffic controller design (inner traffic controller or bottom level. and
o RJ
!
; upper traffic controller).
s
... . . . . .
. The inner traffic controller binds a physical processor with a fixed number
ey . . .
e of "virtual processors". Two of these are used to support system services (an idle
»g#
18
\
W)
ﬁ

\ y. '& Y '\ NS \ ". \ \
m“'\h n; n_\{m .n.‘f.-.{-;"\. oL




i . : .

.:: virtual processor and a manager virtual processor) and the others are available to
io¥ 4

- the upper level traffic controller. The inner traffic controller also provides the
‘.’b primitives for syachronization between virtual processors emulating a

4 . multiprogramming configuration.

=

The upper level traffic controller multiplexes a number of processes onto

the virtual processors defined by the inner traffic controller. These functions are

()
N)
l":-'.
performed in each of the physical processors comprising the Gemini computer (up
k $’, to 8) [Ref. 7:pp. 14-15}. through a distributed operating system.
1 .
[\
3
P 4. Naval Postgraduate School Version of Gemini
[ A
a. One APX286 Microcomputer
e b. Two 1.2 Mbyte floppy disk drives
- c. One RS-232 Interface Board (max 8 ports)
_:\
X
. With this configuration. GEMSOS must multipiex the processes created
G
: onto virtual processors and then onto a single physical processor. The
by synchronization primitives support the communication among processes. It Is
R, . . . . . . .
oY important to note that in this configuration. a multiprocessing environment does
)
.
> not exist. The potential for exploiting processor parallelism does not exist.
iy
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III. SOFTWARE DEVELOPMENT OVERVIEW

A. GENERAL DESCRIPTION

This chapter provides the foundation for the necessary steps to develop
software in Gemini machines. It is important because it provides the basic
components that are needed. Considering that Gemini is a new concept in
Multilevel Secure machines. it is still not user friend.v. A bridge between the
application programmer and the operating svstem service primitives had to be
created 11. order 1o develop reliable software.

The ba:  Gemini operating system 1s limited and only supports those
operating svstem functions which are concerned with system security. Thus. only
an operating system base is provided upon which an upper level i.e.. I/O handler.
file managzer. ete. must be provided to support specific user requirements.

subroutines or modules were prepared to perform the interface between the
programnrier and the operating svstem primitives. A complete explanation of
these modules is provided in the design and implementation chapters.

The objective of this chapter is to present an ordered method of developing
apphcation software wirhin the environment. It should be considered as a guide

and no a< a Sxed <ot of rules. The facts considered here are taken from the user's

"
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B. HIERARCHICAL STORAGE sTRUCTURE

The Gemini Systern provides a one-level secondary storage svstem for
information (In the NPS configuration. secondary storage refers to floppy disks).
File concepts are not supported by Gemini. but instead segments are used which
are considered as objects having logical attributes related to them (i.e.. security)
and being of a maximum 64 K bytes size. Segmentation is extended to secondary
storage, providing the one-level storage system.

The segments are handled by the system as a hierarchy. where each segment
is identified by a unique path name. This segment’s "handle" corresponds to the
index of an entry in the Local Description Table (LDT) of the process that creates
and/or uses the segment. As such. a single segment can have many different
handles depending on where and how many processes enter it into their respective
LDT tables. But it has only one unique path name in the hierarchy.

The representation of segments follow a hierarchical structure in which the
root is the System Root (transparent to the user) and the whole collection of
segments is assembled as an inverted tree. Each user’s program is part of the
hierarchical structure and it is declared as a segment that is statically created at
svstem generation time using the Sysgen Submit file explained in [Ref. 11:pp. 12-
14

Svstemn generation consists of creating a hierarchical structure of all segments
known to the system at systemn runtime. in particular at system "Bootload". It

basically i1s the inclusion of the segment hierarchy comprising the upper levels of

21




‘,::: the application target system. into the provided base level hierarchy that is known
e
ot . . eye = . .
W as GEMSOS. This is accomplished by utilizing segments declared in the submit
-gh +

v file. i.e.. the sysgening process creates a hierarchy using the segments indicated in
R
‘ the submit file.
i
‘ﬁ.": . . . . : ;
e Figure 3.1 shows a typical hierarchical structure representing the entries that
AW
i;:: GEMSOS requires to run programs. This structure is fixed and must be
. . . .. .
'.:':' considered in the development of any application program. Figure 3.2 shows the
'b

" addition of segments necessary to execute a specific application. Entry 5 in the
H ..‘.

]
3 ‘,t hierarchical structure is always dedicated as the "root" of user applications. This
h¥
[

G entry is the root or mentor of all the segments that are needed to implement the
_.~.‘.
.:;‘ upper levels of the system application program. Under the Gemini concept, a
R segment can support up to 12 descendants (entries) numbered from 0 thru 11. To
). ’ .

-
. L]
3
) {l.“
) ' ' System Mentor
b
‘t'a‘_

-
vli
ol
4: s SSAT Viloader Viloader Rltrap
' code stack code
oy
L)
g
Al
:. NV.DS Vllogin apﬁlic
N> code code
B

.- Figure 3.1 Hierarchical Structure
%
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support this concept there is an "aliasing" table that relates the segments to their
mentors: a segment can only have one mentor {Ref. 11:p. 1,.

When an entry is used. it cannot be assigned again until a delete segment call
marks this segment as available. The numbers indicated in both figures
correspond to entry numbers of segments associated with a mentor (from O thru
11): segment numbers have a different enumeration. which correspond to their
entries in the LDT.

Each segment in the system has a unique pathname that identifies it. but this
identifier is not used by the application processes. Instead a process-local segment
number is used. When two processes share the same segment. each one recognizes

the segment by the number assigned in its own LDT.

. System Mentor

NV.DS
(applic, e “ .. Q
mentor)
SSAT Vlloader Vliloader Rltrap
code stack code
% Q : : 0 ment.or chld Q
NV.DS Vilogin ap%hc code
code coce
chld chld
stack data

Figure 3.2 Hierarchical Structure including an application




I 2 & 00 80
wati ey

.
.I-I
AT )

VAN

AP AR
NIy

ry

e Y

P

LA

l."

.."-.:‘

In Figure 3.2 the path 3.7 corresponds to a segment that holds the code of a
child application program and must be declared in the Submit file. Entry 5 is the
mentor of Entry 7. This creation is static and the path indicated must be known
in the application program. On the other hand. the path 5.5.7 is used to hold data

and will be created dynamically duriag execution of the application program. A

more complete explanartion is presented later in this chapter and in Chapter IV.

C. I/0 DEVICE ASSIGNMENT

The process of "Attaching Devices" must be accompiished before an I/0
device becomes "known" to the svstem. It invoives assigning a logical process to
the I/O device so that the device then is known by its process. The process then
contains the device drivers. This step is necessary before any 1/O operation. A
device can be declared either as a Read (input) or Write (output) device. as part
of the information provided to the Attach primitive call into GEMSOS [Ref.
9:pp. 39-41]. A device can be attached to only one process at a time. an error will
occur if an attempt is made to attach a device more than one time.

The inverse step is called Detach devices. in which the associated process is

elitninared and the device becomes available for further assignments [Ref. 9:p. 42].

D. PROCE=s CREATION
This section describes the steps that should be considered when creating a

process. One process is created from another. The "creator" process is known as

tne parent and the created process is known as the child. also having its own

24
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unique identifier. The c¢hild process receives its fixed amount of resources from the
parent. subtracting from the parent’s overall resources. A process is a collection
of segments known to the process. The segments are managed using a set of
primitive functions or "calls" provided by the system. An address space is created
to hold a segment. The application programmer must make use of GEMSOS
primitives in creating and using this address space.

The sequence of steps that must be followed in order to create a process.
starts with the creation of a segment in the address space using the resources
available on secondary storage. The primitive create is called. resulting in the
creation of the address space for this segment. The next step links the space
created with a specific process that will use it. In other words. a recognition of this
segment 1s performed in which the process makes the segment known to itself by
entering it in the next available entry in its local description table (LDT). The
result is the identification of this address space by a number that is called
segment number which will be used when the secment is referenced. The
primitive used i~ makeknown. The result is the identification of this segment for
the process and to the system.

The last step is related to the utilization of this segment: a segment must be
in main memory in order to be used. This function is performed using the

primitive swap-in. which produces the loading of the segment from secondary

storage Into [ain memory.

w
ct




When the segment is no longer needed by the process. i.e.. process completed

U execution. an inverse action must be performed in order to release the space used
L
2 . . .
B by the segment. As in the steps declared above, a logical sequencing must be
i’:;g
ﬁ"' i followed, starting with the release of the memory used by the segment. This is
58
’;If!v;
. performed by the swap-out primitive in which the segment is written back out
i
A . - . . . .
'\-ﬁ'.: to secondary storage. The next step is the elimination of the association
Saigd
N
W segment-process. Elimination of a segment from a process’ address space is
:v‘ N performed by the terminate primitive: the association is broken. and the entry
o
N !'M number used in the LDT of that process is available again.
1
:“'q’l
The total removal of a segment from the system address space is
[ RN
s
{7 accomplished by using the delete primitive: the result is the removal of the
R . .
X segment from the system and process local name space. and the returning of its
,;)._- address space back to the system resources. The steps necessary to create a
o
pd process are indicated in the Figure 3.3.
’ »
1. Create /| Makeknown Segments Module
o
St
" ..
- A process needs a minimum of two segments. a code segment and a stack
) )
G : . . .
Wi segment. in order to be created. The code segment for a process is declared in the
gt ~ . . . . .
;. [ Sysgening Submit file and is created automatically by the system during the
‘:o‘ )
¢ "'5' . .
W) system generation (statically).
“‘ )
by
The stack segment, as well as any additional segments, are created in the
L/ f.’
Lo . . . . .
Wl user’s program (dynamically) by making the appropiate operating system calls for
v
b Create and Makeknown. These calls will be explained later in this chapter.
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Figure 3.3 Process Creation Main Modules

(3%

Address Space Specification Module

The address space specification contains a list of the segments that will be
passed by the parent process to the new process (child). In addition. the attiributes
of each segment to be passed are loaded into this module. The address space
specification of a process is composed of 5 segments : a stack segment, a code
segment (both are compulsory). 2 free segments (can be used as application
mentor and for holding data) and a trap segment that is automatically created (it
is declared in the submit file) and handled by the system. It holds information for
GEMSOS that will be used when a user trap fault is detected. These segments
correspond to entries 20 thru 24 of the Local Description Table to be associated

with each process.
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g 3. Register Record Module

R

This module performs the initialization of the register record which

'.:. defines the state in which the program will begin its execution. The register
e "i
) . . .
K record contains the following fields {Ref. 9:p. 27} :

’Is Lr

-‘:.' 1) Instruction pointer (ip) .- Specifies the code offset address.
Aty 2) Stack pointers :
',: X - SP .- The initial stack pointer for the new process.
e

- SP1 .- Points to the base of the ring 1 stack segment.
" - SP2 .- Points to the base of the ring 2 stack segment

L . .
P, (if one’is used).
WG
el
BN
‘:‘:: 4. Resource Record Module

‘,."o

, In this module the new process (child) attributes are declared. and the
\‘:2
:j_ amount of resources that the parent process will have to provide to the new
*-*'
-
. process are defined [Ref. 9:pp. 27-28]. The resources received by the child process
f;‘.: are subtracted from those of the parent. The amount of resources needed by a
1SN
193¢ . . . . . .
;}‘ child will depend of the kind of application that a child will perform. The
P resources involved are [Ref. 9:pp. 27-28] :
no!
4§ Ja¥
Lo - Amount of memory (blocks) that the child is allowed to swapin.
‘::: - Maximum number of processes that the child is allowed to create.
- Total number of segments that the child will have.

}-::- In addition to the resources. a child process number must be declared that
‘-.‘.a
e

LT . . . . . . . . o
W uniquely indentifies this child. Also the child’s access class must be specified which
e, must be within the parent’s range. The resources passed to the child process are
Mg

[ . . .
J"- recovered by the parent when the child finishes its execution and self deletes.
":‘:’_.
ﬁ).\"
Y
'~; 28
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o 5. Create Process Module
0\

\

g The primitive Create Process is called. resulting in a new process being
o4
‘ f:: created. A success code is returned by the operating system to indicate success or

- : . . .

O failure for this operation. The parameters passed by this module are the record
R description of the process to be created (rl cp struct) and a variable called
S

S . .. . . .
y "success”" that will hold the execution’s result of this primitive. The application
N
._.g'l .. .

programmer must fill all the fields related to the characteristics. attributes and

l‘

‘w.:'. resources that the new process will have. A description of the record
W
::_' "rl cp struct” is given in the library AGATE.LIB provided by Gemini
-, Computers Inc.. and in {Ref. 9:pp. 24-28]. Error codes are explained in [Ref. 9:pp.
A ~
P 84-93]. All the modules described above can be executed in any order before the

L]

execution of this module.

E. LOCAL DESCRIPTION TABLE (LDT)

“w
- ‘ i ~ — . . . - . .
Since the actual use of the GEMSOS primitives requires interfacing to the
'._~
_:;f upper level of the application system under development. special interface
v
e . . . . .
e routines had to be implemented. The next three sections describe these interface
KA
;T routines. A process has a fixed collection of segments which comprisess its address
. ]
M space: these are known by the process as entries in its Local Description Table
2 (LDT). Each process can have up to 52 segments (from 0 thru 51) known to it at
s one time. Segments O to 19 are used by the Kernel, segments 20-24 correspond to
segments pre-defined in the address space definition of the new process [Ref. 9:pp.
'
K-
1
) 20
[\,
1)
.
l:..
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b
::l; 26-27]. and segments 25 through 31 are available to the application programmer.
{d
0
e This segment distribution is fixed in the LDT and can not be modified. A fatal
Y error will result if a system segment is used for other purposes (segments 0 thru
3
B
R 24).
R/ )
|
F. CREATE/DELETE SEGMENT
“f'
. Because a process is a collection of segments. segment creation is an
M
N
important step that should be considered during process creation. Each segment
QA
;ﬂ has its own attributes which are specified in a Create seg struc record: this
‘;' record must be declared before calling the primitive Create segment. The
.. segment is created with the specified attibutes. and the addition of a new branch
~, .
‘ -
" in the hierarchical structure is made [Ref. 9:pp. 14-15]. The inverse action is the
-
Delete segment call. where a segment created previously is removed from the
°)
J
. hierarchical structure. this call should be performed when the specified segment is
X
no longer needed [Ref. 9:pp. 16-17.. This call must be used when a process
X finishes its execution because the applicable segments are not automatically
L]
! removed.
W
I.'
. G. MAKEKNOWN/TERMINATE SEGMENT
: The Makeknown segment call adds the specified segment to the address
space of the calling process (including the segment number in its LDT table) [Ref.
8"
o
Y 9:pp. 17-19]. Like all the primitives it has its own record Mk kn_structure.
,, which must be initialized with the pathname that the segment will use in the
30
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3
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W hierarchical structure. Complete details are provided in Chapter IV. The inverse
step eliminates the pathname created in the makeknown process and also frees the

segment number from the LDT table. This primitive is Terminate segment

" and it is described in [Ref. 9:p. 20].

y H. SWAPIN/SWAPOUT SEGMENT

K

;:c A segment is created in secondary storage by first utilizing the primitive
e Swapin segment. to provide main memory space for the new segment. and the
k) —

R writing the new segment out to secondary storage by utilizing
RS

W

i Swapout segment primitive. This function call writes any segment currently
"

\' stored in main memory out to secondary storage [Ref. 9:pp. 21-22]. releasing the
- main memory.

»

Lk

f" -

4 I. SYNCHRONIZATION

Yy
1 ]

o Synchronization among processes is maintained by the use of eventcounts and
\

" sequencers [Ref. 10.pp. 115-124]. which are maintained in segments used to
iy

W .

:: synchronize processes. The segments used must be common to all the processes
B

W . . . . . . .

e involved in the same synchronization. An eventcount is maintained by an integer
A

‘o counter under control of the cooperating process. Completion of an operation

W

ﬂ . . . .

e (event) is signaled by incrementing the eventcount. The updated eventcount
’,: provides a signal to a waiting process that the operation which it has been waiting

for is complete. The primitives used are described in [Ref. 9:pp. 33-37].
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IV. SYSTEM DESIGN

A. INITIAL DESIGN
1. Objective

The initial objective of the design was to build the upper levels of «..
operating system based on the Kernel provided by GEMSOS, which would
provide multiuser mass secondary storage capability. in a multilevel. secure
internal environment. User access through terminals was initially to be without
physical security barriers, and terminal access levels determined dynamically
based on user access levels. I/O device servicing was to be interrupt driven.
Figure 4.1 shows the initial design containing 3 main modules that compose the
upper levels operating system : Basic Input/Output (BIOS). Console Command
Processpr (CCP). and Basic Disk Operating System (BDOS). Implementation of
these modules duplicates the same organization used in CP/M or DOS Operating
Systems. Secondary storage is to be by segments. providing a "one level" storage
svsterm. i.e.. no file concept. Security is provided by the GEMSOS operating
system.

2. Initial Design Constraints

One major limitation to the above design was the restricted way in which
GEMSOS handles interrupts. I/O interrupt handlers currently can not be used

from ring 2 or 3 levels. and as such can not be developed in the BIOS module.
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Figure 4.1 Initial Design

Future versions of GEMSOS from Gemini Computers Inc. will resolve this
constraint. but the efforts in this thesis were restricted to programmed I/O type of
device handling.

The second limitation was related to the number of users that the BIOS
module can handle. Since the communications are performed through a RS-232
interface board with 8 ports. and each user needs one physical port (read/write).
the maximum number of users is 8 (without considering a device for the main
application program). This limitation still exists in the Naval Postgraduate School

system configuration.
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A
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j B. COMPROMISE DE~IGN
v
3
.T“ 1. Objective
' . A : : : L
IS The primary objective 1~ the same as declared 1n the imtial design. except
ol
b A"‘
r{:‘ that the BIOS module 1+ replaced by a «dedicated program to handle each
"y terminal. instead of <everai terminals handled by one program. Each of the
Y
0
p N programs are identical routines which operate at a System high access level to
.‘
\J
llv : : N b :
identifv a new user through the terminal. and create a corresponding access level
N : : .
" process to which the rernnnal i~ then "atrached". Figure 4.2 shows the actual
S
),
' , .
;::' design used
b
" Wotn rhis design. Gennni's capabilities of multiprocessing can also be
M
7 -
ER . .
ol raxen advantage of Lach user can have a virrual processor attached to itself and
L4
“~
.
work i a maltiprogramming configuration. limited only by the resources available
% tprocesses. ~egments. memory. ports, etc.). Considering the NPx svstem. it is
L)
W
£
Z_. possibic to emulate multiprocessing with a single processor in which GEMSOS
1950 )
K
multiplexes the processes using svnchronization methods. The distribution of the
i)
g
Mot svstemn resources among individual users can be dynamically assigned/reassigned
iy
‘
", A .
RAK based on the needs of the user. The amount of resources assigned to the users
T'-
i must not be greater than the resources that the complete system has.
s . .
R 2. Actual Design Constraints
e
i As previously mentioned. the number of users is limited to 8 because of
-'..
"\' - < .
ey the NPS system configuration.
o]
u‘
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Figure 4.2 Actual Design

The second limitatior is related to the size of the LDT. i.e.. the number
of entries that the application programmer is able to use. If a process nominally
needs 3 segments (stack. code. and data) this means that not more than 9
processes can be created in the main application program. Considering the actual
design in which a process creates another process, it means that for each user
process six segments are needed. Since there are only 27 segments available in the
LDT for each process. then the maximun number of processes is 4 (3 users and

the BDOS process). By including the data segment in the stack segment. only 4
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1"
998
o segments are needed for each process. the result is a maximun of 5 users and the
o
o
A BDOS process.
2 An additional limitation comes from the fact that there are no developed
e
“_: modules to handle the hierarchical structure or to handle the LDT table of each
>'“‘.
process. This means that the next available entry or segment number in the LDT

et -

" . . .
::i or the next entry related to a segment mentor are not dynamically provided by
i the system and must be obtained in some way. Instead of designing and
3 implementing these modules. temporary modules were designed to create

e
3 parameters that were useful to the system. A complete set of modules was

N}

rovided by Gemini Computers Inc. when the system was delivered, but these

. p ] p )
Ny
o were coded in Pascal MT+ and the implementation language for this research was
"y
'h" Janus/Ada. Conversion from Pascal MT+ to Janus/Ada was one alternative but
e there was no documentation of the function and structure of these modules
-F"u
Q- resulting in the creation of parameters instead of conversion.
ahy

q

These temporary modules create parameters statically for those that the

., syvstem should provide automatically. Using these temporary modules it is possible
£ . |
“ to evaluate system functions and observe how the the hierarchical structure is
L . .

> maintained.

|
N2

d . . - .
“‘1 3. Hierarchical Structure Design
3

Figure 4.3 shows the complete structure design of the system. considering

°¢
"¢ . . . . .
et the segments needed to work with 3 users. The numbers indicated inside the
b
3 \.)
o circle represent an entry number in the mentor’s LDT (maximum 12 segments).
e 36
83
)
O

o
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Figure 4.3 System : Hierarchical Structure

and the numbers shown outside the circle represent the process-local segment
numbers of the CCP application program. They are used to identifv each
segment. This can be seen in Figure 4.4. The hierarchy shows the segments
33.35.37.39 as segments that hold the code developed to support the application
program in each specific level : User Handler p;rocesses and the BDOS process.
These segments are specified in the Submit file and are created in the sysgening
process together with those segments needed to hold the code of the three Active
Users processes. The segments 32.34.36.38 are used to hold the stack segments.
and the segments 40.41.42.43 are used to pass information between processes.

The segment 51 is used by CCP to effect synchronization with the other processes.
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0 32 34 38 38 45 47 49 STACK
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2 51 51 51 51 51 51 51 SYNCIIRONIZAT.

3 40 41 42 43 48 48 50 DATA

oY 4 -- .- -- - - - - TRAP

Figure 4.4 Address Space Specification for each user process

= awaiting the eventcount of this segment until some other process advances it.

A thereby letting the CCP execute its functions.

.h\"‘h
e - o
YR

. 33 35 37
— o e LDT main LDT main LDT main
Ak
e mentor 3 33 33 33
D)';

WA code code code

o 32 ° 34 32 e 34 32 a 34
7

Ol stack data stack data

e Figure 4.5 Hierarc 'ical Structure : User Processes
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A unigue pathname identines each segment in the hierarchical structure.
An example of this concept is shown in Figure 4.5. This tree represents the user
handler application code segments and their segment numbers in each process.

Although the segment numbers are the same (32.33.34). they differ by the
pathname associated with them. i.e.. pathname 5.7.3.1 (userl) pathname 5.8.3.1

(user2). and pathname 5.9.3.1 (user3).

C. SYSTEM SOFTWARE DESIGN

1. Application Programs Design

The design was divided into 2 types of programs. applicative programs
(Main Application programn CCP. User Handler program. Active User application
program. and BDOS application program) and utility programs (common
procedures and functions). Structured programming techniques were used to
develop the application programs. These technigues are well supported by the
implementation language selected. Janus/Ada. Figure 4.6 shows the modules
supporting the Main Application program (CCP) that are used to manage the
whole system.

These modules are :

1} Load parameters
2} Create segments
3) Create processes

)
1) Synchronize processes
Delete Processes

J

Terminate segments

Delete segments

Lasn ae aes o |
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Figure 4.6 Main Application Program
"’ Each module was developed as an independent procedure or function.
o
J~ - . . . .
iy requiring, in some cases. additional subdivisions because of the high complexity of
W
" the module. These modules represent upper level interfaces to GEMSOS system
‘
"
5 calls.
>,
-
Y a. Load Parameters Module
&4 Figure 4.7 shows the table of parameters created by this module. In
s
A Y
N addition it creates another table with segment numbers that will be used to
. synchronize the main application program (CCP) with the Active User programs.
LY
":,E b. Create Segments Module

This module creates the segments necessary either to represent some

.

o

!

part of the hierarchical structure or to perform syvnchronization among processes.

The size of these segments is fixed (1 byte) because they only function as mentors

jors

)

of other segments or as synchronization segments. A synchronization segment is

5]
o : .
T created as a common segment, which must be known for all the processes in the
o
w
y
I 40
v
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i
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o
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':.:' A entry 1 2 3 ]
+ c
[
N number a2 34 38 38
" assigned
.‘.
;'.‘ mentor seg(2) seg(2) seg(2) seg(2)
194 ¢ 22 22 22 22
L) « 0
{. ; D entry 7 8 [ 10
[
& nuamber
w . 33 35 37 kI
assigned
s b mentor 31 31 an 31
P\ -
‘W A entry 5 8 v 8
R T
A
» auaber 40 a1 42 4a
. . assigned
j:‘_ Figure 4.7 System Parameters
™
ﬁ_“, . . .. . . v
o application program. This is necessary because the execution of the main module
W
K ¢
o ' CCP must be accessible to all processes communicating with the CCP to perform
W some operation.
- The segments created are :
'
Ve ) B
1) Function : mentor of stack and data segments
fs," of the User Handler processes
"y Mentor : initial segment {2) system segment
[
,o::, Entry )
Ay . :
’4'\ Classif  : unclassified
- Number : 31
3
o . o
>0 2} Function : synchronization
j Mentor : segment 31 (created previously)
[}
= 41
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t,(.
;; Entry 11
.,: Classif : top-secret
’< Number : 51
g " c. Create Process Module
"
o This module contains a loop that is executed 4 times which creates
TN
v three User Handler processes (3) and the BDOS process. All of these processes will
~
*\
i have multilevel access classes to handle users with different levels of clearance.
~
L \ . . . . . - .
v This module is sub-divided into sub-modules that are easier to test
)
«,::- and understand. The sub-modules are :
., 8
\”'
)
e 1) Create and Makeknown segments
. 2) Fill the Address Specification
oy 3) Initialize the Register record
Q% 4) Fill the Resource record
K
\.
o . L
KN An explanation of each module was provided in Chapter III. The
-, main point here is that the process will be created using the paramenters loaded
N
~~ . . : .
b previously and each process will receive the following resources :
‘b'-
e
Memory : 100 bytes
?V-r Segments : 300 segments available
X Process : 1 (max number of processes that can create)
N
o
) . .
v d. Synchronization Module
vy
W The synchronization used can be cataloged in one of four types :
o
b"‘f . . . - . . .
. -.; 1) Main Application Program-User Handler Process. This is performed in two
B}
ways :
i
N
Ay - After process creation the User Handler Process communicates that it was
o created and returns control to CCP.
b
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- During process synchronization the User Handler Process will communicate
to CCP that a User (terminal) is active or inactive.

2) Main Application Program-Active User Process. This is performed when the
Active User created by a User Handler process sends a message (command —
information) to CCP in order to execute some specified operation. i.e.. The
CCP performs this command (calling BDOS if necessary) and returns a
result to the Active User.

3) Main Application Program-BDOS. This synchronization is performed when
the Active User executes a command that requires BDOS participation. such
as a read/write segment to secondary storage. CCP receives the message from
the user and directs it to BDOS. When BDOS executes the command. it
returns the result to CCP which in turn directs the result to the Active User.

4) User Handler Process-Active user Process. This is performed when the
Active User is created and communicates that it was created. returning the
control to the User Handler. The same communication is performed when the
Active User finishes execution (entering "bwve").

When the communication is between CCP and a User Handler or an
Active User. the CCP must recognize which user sent the message in order to

return the result. The synchronization is obtained using the following segments :
1) Stack Segment. To synchronize the execution of that process.

2) Data Segment. To determine which user was activated. The CCP stores the
previous value of the data segment of each process. When User Handlers or
Active Users send a message. it advances the eventcount (also the
synchronization segment eventcount) then CCP compares this value against
the value stored previously. If the result is different it means user activated.
otherwise CCP checks the eventcount of the next user until an active user is
found.

[
——

Synchronization Segment. To synchronize the execution of the CCP. All the
processes know this segment in order to activate the CCP execution.
advancing the eventcount of this segment. When CCP finishes execution. it
advances the eventcount of the process that activated it previously and then
waits until another process calls it again.
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L
¥
S
::‘.
o
o .
‘z:' The CCP knows the synchronization segments used by each process
‘.:nt
o
':f since they are specified in the system parameters. The segments used are :
.,t"’
oA STACK DATA
"
::’ user handler 1 32 40
NS
" active user 1 45 46
Wy user handler 2 34 41
\ active user 2 47 48
N
R user handler 3 36 42
™ active user 3 49 50
¥
; The synchronization mechanisms used here are Await. Advance
( *
.
! and Read eventcount. as provided in GEMSOS.
- ’
- e. Delete Processes Module
N
> This module will delete the processes created before. It is executed
W when users enter "bye". In addition to this, it will also terminate and delete the
2
> segments created in the process creation (stack and data). and will terminate the
L )
ity code segment. The success of this module depends on the previous self deletion of
e P
\_l'
vy the User Handler process.
)
a. f. Terminate Segments Module
gl .
‘ This module terminates the segments created previously (mentor and
o . . -
;:. synchronization segments). The result is that segments numbered 31 and 51 are
"
) now available in the LDT.
o
'.1
;.‘
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g. Delete Segments Module
This module returns the space used by the segments terminated
before. and marks free the entry numbers used to create these segments.

2. User Handler Application Program

The design is like that of thg CCP design. The differences are related to
the way the modules perform internally. The function of this application program
is to create a single access level Active User according to the user clearance level
determined during the Logon process. It is also divided into the following
modules :

a. Load Parameter Module

This module creates a table with parameters that are needed in the
Active User process creation. The parameters are the same for all users’ processes
since each User Handler has its own LDT table. This means that they have
independent segments. Again. Figure 4.5 shows the struct'ire and numeration of
each segment.

b. Create Segments Module

This module creates the segment that will be used as mentor of the
Stack and Data segments for the Active User process. One difference between this
module and the Create segment module in the Main Application program (CCP)
is that it does not create a specific synchronization segment. Another difference is

related to the mentor used to create the User Active process. The User Handler
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Ay
.
e
1' \
’
e 4
R : L . : .
f.: program’s code was used. because it is unclassified and can satisfy requirements of
oy .
™Y security.
'-*‘ An unclassified segment has minimum access class constraints and
oY
P . . -
- can be mentor of classified segments. As such the segment that holds the User
)Y
Wy
Handler code was used since it is unclassified and satisfies security requirements.
0N i
:'
N The inverse case occurs when a classified segment is used. It can only be mentor
N
e
G . : . :
Dy of those segments with equal or greater classification. This means that segments
s with less access class cannot be created. limiting the participation of users with no
1Ay i
0 . . .
e classification level. In a multilevel system. the mentor segments must be capable
A
v
of handling different kinds of users and segments associated with those users.
ﬂ.\
YN
AUy c. Create Process Module
]
O
we This module creates a single access level Active User Process (only
e . .
e one). The access level is determined when the user enters the system. The
e
o | | e . _
:":. difference between this module and the one contained in the Main Application
N
program is thr resources assigned to the created process :
*Z'.
Wy Memory : 60 bytes
0:"|. N : J .
rihy Segments : 100 segments available
oy, .
W Processes : 0 (cannot create child processes
p

d. Synchronization Module

The synchronization used wes explained previously: the segments
userd are :

1) Codc Segment. To synchronize the execution of User Handler Process.

2) Stack Segment. To svnchronize the execution of the Active User.
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This synchronization takes place when the User Handler process
releases the attached terminal. creates and activates the Active User process
(advancing its stack eventcount), and waits until the Active User (child) finishes
execution (entering "bye" and self deleting). When this happens, it terminates
and deletes the segments created to support the execution of the Active User
(stack, data, mentor segments), and communicates to CCP that this user is

inactive.

ACTIVE USER
appl. program

attach

terminal loop d‘thh self

terminal delete

read I-
put et Toaa sync.

promot| | 1nput | |data synchr ?::ult write
tldvmcu
await

terminal

Figure 4.8 User Active Application Program Modules
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4
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g0
4 :ii 3. Active User Application Program

A This program was designed following structured programming techniques.
R : : - o
B Figure 4.8 shows the modules that compose the Active User application program.
5‘.“ 4
by
W These modules are :

KW

': 1) Attach terminals (read - write)
?
A 2) Loop
::c' - Prompt the user
f!::, - Get user input

- Load data segment
" - Synchronize
o - Put result
P 3) Detach terminals
L 4} Self delete
X
'.:'a Following the same structure used in the description of the Main
it . . -
,'n. ; Application prograr. and the User Handler Application program. the modules
LN
wYy
indicated above are described individually :

o a. Attach-terminal Module
et
oy This module assigns a terminal to the Active User process. the object
; 3 being to allow the user to perform I/O operations. There is a specific
)

% | | |
::.l Attach device call for assignment of read and wrirte.
’0?5"

i b. Loop Module
Loy
e . ' | | .
e This module handles the main process. It starts with the input

s

e
Py . :
0 entered by the user, and finishes when the user receives a result for the input
',':.(" entered. The intermediate steps necessary to get the output result from CCP are :
- 'P'
o |
e 1) Load Data Segment. The segment created to pass data.
!
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2) Synchronize with CCP. Data segment is passed to CCP and the
synchronization segments are activated (advance synchronization and data
segments eventcounts; await stack segment eventcount).

c. Detach terminal Module
This module detaches the device previously attached, returning
control of this device to the Operating System, making it available for future
assignments in other processes. There must be a balance between Attach and
Detach calls, otherwise a system error will occur.
d. Self delete Module
This module holds the ending of a child process. Self delete is
required if the next step is delete the child (Active User) process from the address
space of the parent (User Handler). When the delete process is complete. the
parent recovers all the resources that were assigned to the child in the
Create process step. In addition to the Self deletion call. a segment number must
be specified in order to perform the synchronization. This is due to the fact that
when the process finishes. it automatically Advances the segment eventcount

indicated in the Self_delete call.
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V. IMPLEMENTATION

1 A. GENERAL DISCUSSION

Implementation of the model was designed considering one application

Pl

~ .

7 program for each process. The following prograrns were developed :

.

2
> . . . . \
% 1) Main Application Program- CCP (Appendix A)

] 2) User Handler Application Program (Appendix B;
._ 3) Active User Application Program (Appendix C)
\ :;\‘- 4) BDOS Application Program (Appendix D)
N
3«'.* To this end. it was necessary to construct the following support programs :

o~ L ,

1) Primitive Calls

oy 2) Auxiliary Functions

-",

1. Primitive Calls

.;33
:\:" The object of this program is to be used as an interface between the
- GEMSOS primitives at the Kernel level of the svstem and the application
::. programs. All primitives use a record structure initialized by the programmer
-

rJ . . .
[~ before calling for the specific operation. The set of programs developed to perform
JP

these functions are called "PROCE": they were built by modifying the

j demonstration program provided by Gemini Computers Inc. and adapting them
’,
:"' to the requirements of the proposed model.

A The program "PROCE" has two extensions: "PROCE.LIB" contains the
o

-y ' .

N specifications that can be visible to the user. and "PROCE.PKG" contains the
< p

ﬂ'I
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code developed to handle these specifications. T 1s i1s an ADA feature that helps
ro reinforce security aspects (Information Hiding Principle).

The procedures developed in these modules are :

PROCEDURE PRIMITIVE SUPPORTED
CR-SEGMENT CREATE-SEGEMENT
DL-SEGMENT DELETE-SEGMENT
MRK-SEGMENT MAKERKNOWN-SEGMENT
MAKEKNOWN-SYNCH Used to makeknown the synchronization

segments (CCP-to-Active User)
TERMINATE-SYNCHR-SEG  Terminates the segments indicated

above
FILL-INIT Fills the resources record needed b\
Create-process primitive
CR-PROCE== CREATE-PROCESS

The program listing is contained in Appendix E. Those GEMSOS
primitives not requiring record initialization (i.e.. Terminate-segment and all
the primitives used for synchronization) were not included. The primitives
Attach-device and Detach-device. were separated into the Auxiliary Functions
program because they may be called in future applications that may not need the
1use of the other primitives declared above.

2. Auxiliary Functions

This program contains additional data structure needed by the main
application program. i.e.. command record. password’'s record description.
constants used. etc.. It also contains procedures and functions to perform I/0
operations (read and write), and functions to create parameters replacing the

modiles that the system needs but were not delivered in the NPS Germini package
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(The LDT entryv allocation procedure for exampie). These were described in the
design constraints of Chapter IV. As in the previous program. some procedures
and functions provided by Gemini Computers Inc. were used as a basis to
construct this program segment. with the addition of code and records required to
support the current research. This program. called "FILES", has two extensions.
"FILES.LIB" contains the specifications and records. and "FILES.PKG" contains
the code developed.

The procedures and functions included are :

NAME TYPE DESCRIPTION
GET-STR Procedure  Gets a string from the terminal
PUT-STR Procedure  Displays a string in the terminal
PUT-DEC Procedure  Displavs a number in the terminal
PUT-sUCC Procedure Displays a string and a number
GET-INPUT Function Gets an input string from the terminal

and echoes the input if the echo option
is on. It also convert= all the input to
lower case

ATTACH-TEW/TER Procedure  Supports the nrimitive ATTACH
DEVICE specifving if the device is
to read or write

LOAD-PARAM Procedure  Produces a table of parameters with
information needed by the main appli-
cation program (segment number. entry.
mentor)

LOAD-ACCESS-CLASS  Procedure  Produces a table with the security
access level depending on the user level

LOAD-PARAMI Procedure  Produces a table of parameters with
information needed by the user handler
program (segment number.entry.mentor)

LOAD-CHILD-ACTIVE  Procedure  Initializes the Active User record to
false. It lets the CCP load the Active
User segments each time a false record
1s found

[4]
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LOOK-FOR-LEVEL Procedure  Simulates the Logon process. loading the
access class of the user depending on
Username and Password

CONVERT Procedure  Assembles the command line using
the input message t1vped by the user

The program listings are contained in Appendix F.

B. IMPLEMENTATION CONSTRAINTS
Two factors dictated splitting the implementation into several steps thus

making the syvstem easier to develop and test. These factors were :

11 Lack of *ysrem: Documentation and prior experience.
2: Time required 1o develop. implement. integrate and test.

At the time this research started. sufficient information about the system
dic¢ not exist. As such numerous system "quirks" posed additional time delays in
the implementation process. Upper level interfaces to GEMSOS had to be
implemented. at times by experimentation. Program development using an
unfamiliar set of procedures and new functions is error prone. requiring
programming tools that are still not available in this machine. Another
unplementation constraint was the time required for program development.

A main factor related to the speed of development is the fact that a
program. in addition to compiling and linking. requires a special process. called
"svsgen" prior to execution. Sysgening takes longer than 10 minutes each time.
even if only a <ingle line was changed. Since debugging tools were limited. it often

took several attempts to find a mistake or the exact wayv of performing a specific

o
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operation. As previously described. the "sysgen" process has the functions of

creating and formating logical volumes in secondary storage. and creating a
bootable Gemini System Segment Structure on formatted volumes. This
second function is called each time a program must be loaded to execution [Ref.

8:p. 1]. The use of the system program (sysgen) is explained in [Ref. 8:pp. 8-18].

C. IMPLEMENTATION STEPS
The basic approach starts with a model using the demonstration program
provided by Gemini Computers Inc. The primary steps followed were :

1. Single User. Single Security Access Level

This step established the ability to create a child process and 1o
establish communication between parent and child processes. The main issue here
was the stack size. Its size had to be determined experimentally (AFFF hex). since
it is not clear as to the correct way to measure the size. The size of the stack is

determined by the following constants :

stack-size = vector-size + segment-manager-size + constant
= 4 bytes 76 bytes AFFF bytes

The size of the last constant was derived empirically. and is
apparently a combination or the amount of memory needed to create a child
process and the number of processes that can be activated simultaneously in the

system.
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2. Several Users. Single Security Access Level

This step proved the creation and synchronization among several

processes. The key points were :

a) The hierarchical structure of the system required special procedures for
handling. A procedure was created to dynamically determine the next
segment available in the system. This procedure was written to associate the
next segment number to be used in process creation. and the entries used by
each segment. The resulting table of parameters created by this procedure
was previously shown in Figure 4.7.

b} A synchronization method among processes was needed. which included the
structure needed to determine which process was activated (two
svnchronization segments for each process).

c) Communication between processes was developed (passing information). The

procedure Move bytes is considered to pass information from one process
o’ to another. an example and further explanation is provided in [Ref. 9:pp. 5-
6 .

Several Users. Multilevel Security Access

(2%

This step introduced the security constraints needed to work

miultievel secure systern. the kev points were :

a Creation of a Child process (Active User) by another child process (User
Handiery previously created by a main application program (CCP). This
addresses the resources passed by the parent process. A balance was
actueved herween the resources passed by CCP when it creates a User
Handler process. and the resources passed by the User Handler process to
ar. Active User process during its creation. In other words the following

orsrriins were anpiied
t

(User Handler (1 — 2 — 3) -~ BDOS resources) < CCP resources

Active User resources < User Handler resources

Deveiopment of three kinds of synchronization : between Child (Active User)
aret Parens o User Handier): Grandehild {(Active User) and Grandparent
¢ P Parens User Handler) and Grandparent (CCP). Different segments

55

N

\q.n,\, -\"\A‘:‘

m.p. &{MAA\.LL& -u.mm 'memmmwj




pathname
0 - 19 kernel
20 - 24 address
specif.

28 - 30

not used here
31 users’ mentor 5,5
32 stack user 1 5,5,1
33 code user 1 5,7
34 atack user 2 5,5,2
35 code user 2 5,8
38 stack user 3 5,5,3
37 code user 3 5,9
38 stack BDOS 5,5,4
39 code BDOS 5,10
40 data user 1 5,5,8
41 data user 2 5,5,8
42 data user 3 5,8,7
43 data BDOS 5,5,8
44 | mentor chld users 5,7,3/5,8,3/5,9,3
45| stack chld user 1 5,7,3,1
48 | data chld user 1 5,7,3,2
47 | svack chld user 2 5,8,3,1
48 | data chld user 2 5,8,3,2
49 | stack chld user 3 5,9,3,1
50| data chld user 3 5,9,3,2
51| SYNCHRONIZATION 5,5,11

Figure 5.1 Main Application Program LDT

were used to synchronize the execution of Active User and User Handler from
those used to synchronize Active User with Main Application (CCP) or User
Handler with CCP. The synchronization of the Main Application program
with all users was implemented through the same segment.

Restrictions imposed on segment handling due to security access levels:
segments with equal or greater access class must be passed between processes.
The security access level is composed of two parts : Compromise (Observe)
and Integrity (Modify). This research worked within Compromise
constraints. Integrity  involves levels in the system’s rings,
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t
)
'y compartmentalization (audit. operator. programmer. etc.). and the concept of
4 ring brackets. In order to keep the model simple. integrity was not
considered. The execution of each primitive checks security constraints and if
o satisfied. the execution continues. otherwise the system aborts for security
.
h reasons.
)
X
:\.0
% . . . ~ . . . . -
y d) Main Application Program Segment Distribution. Figure 5.1 shows the LDT
table including all segments needed by the seven processes (3 User handler
" processes. 3 Active User processes. and BDOS process). It also presents the
.: segments used as mentors of other segments (31 and 44) and the segment
? used to synchronize the CCP (51).
"
D. SYSGEN SUBMIT FILE
e,
Y Appendix F shows the Sysgen Submit File used to define the structure of
)
‘ the application programs developed in this research.
1
5
"
3
)
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VI. CONCLUSIONS AND RECOMMENDATIONS

't} A. CONCLUSIONS

1. System Operation

| The security check starts with the logon process. If the operator
RN has a valid username and password that is recognized by the system, then the
:’,‘a:, security level of this operator is adopted for the terminal, otherwise the system
e:g continues prompting for the username three more times. Failing a correct

response. the svstem restarts the logon process. The main testing performed was
e the validation of the segments defined in the submit file. If they were "classified"
ol the operator had to satisfy the security constraints in order to use this
application. Otherwise. the system aborted the execution and prompted for a new
logon operation.

The application programs work according to the design, dynamically
loading the user’s security level in the "terminal logon" process. Access is limited
0 to those users recognized by the system and restricted to the use of information
:S . based on the user’s access level. The interaction between Active User-CCP-BDOS
::“ \ is performed within security constraints (only compromise). The messages passed

are "prccessed" by the CCP and results are returned to the user.
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System Performance

Because of the NPS system configuration. the performance of the

application program is degradated for the following reasons :

- Single processor emulating parallel processing
- Secondary storage consisting of only floppy disks
- Programmed I/O environment instead of interrupts

B. RECOMMENDATIONS

1. Hardware Improvements

A system upgrade should be considered which at least addresses
adding a hard disk to the present configuration. This would provide an
improvement in the access time required to handle segments and decrease the
response time in process creation. In addition, there would be a considerable
reduction in thé svstemn development time, i.e.. the time required to compile. link
and sysgen. frequent operations in the development phase.

Additionally., to take tull advantage of the machine’s parallel
processing abilities. more processors. two at least. should be added. Memory
expansion would relax many restrictions currently imposed on process creation as
utilized in this thesis work.

2. Software Improvements

The current system as delivered was incomplete with respect to the

modules necessary to develop application programs in the Janus/Ada language.

59

et




[y
Uy,
:é: Software improvements should include better documentation related to the
o
::: system and debugging and programming tools for the application programmer.
o 3. Future Research
."
“t' As a result of the research presented in this thesis. areas of related
R
v research should include the following :
) a. Directly Related to this Research
E’:'s (1) Inclusion of integrity access constraints (modify) into this current
Yo implementation. In this thesis, system integrity was considered at its
minimum level in order to execute the application programs without
x limitations. Since this is a main issue with respect to the information
- security. a careful implementation should be developed working in this area.
4,54
i (2) Development of interrupt driven environment in the current design.
( The initial design using the BIOS module is an event driven system. This
| 3 design approach was not used due to present hardware limitations as
: -." explained in Chapter IV. "Initial Design Constraints".
e
e (3) Addressing (solving) the issue of a restricted LDT size. This
s\ restriction is due to a limited number of application programs or application
: program complexity. since an upper bound of 27 segments are available for
;‘i the user from the bounded LDT of 52 that a process can have.
"
-~

(4) Implementation of the "terminal logon" method. This function is\

o simulated in the actual development through a module that loads the access
'\_‘_-; class of a recognized user. A possible solution would be the conversion of
¥ »_ . . . . . -
f$.. those libraries provided by Gemini Computers Inc. from Pascal language into
L -
e Ada language.
Y b. Related to Secure Mass Storage System
3%
é (1) Development of software "crossbar" in the Concentrator for
‘ff; integration of the Gemini computer into the Naval Postgraduate School
e Laboratory as a Secure Mass Storage System (S3).

re (2) Implementation of BDOS using a design for a one-level segmented
\. .§s secondary storage system and a large capacity hard disk (mass storage).
b o
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APPENDIX A - MAIN APPLICATION PROGRAM (CCP)

This appendix presents the Main Application Program code.
including the modules developed to handle the dynamic sharing of system
resources. Instead of the preseat svstem consisting of several programs. each
containing one module. all modules are grouped into one main program with the
indicated modules separated by comments. This program is called "PRMAIN"

and is 'isted below.
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rragma rarzecheck( cff ); rragma detuz( off )j
pragma arithcherk{ off ); pragma enutat( off );
WITH agate, agatej, arl, alitr, alivj, strlib, util, proce,

filess
FACXAGY RQOCY prrein IS
USE agate, agatej, arl, alitr, alivcj, strlit, util, greoce,

.
files;
e AR s o S e ok % e Besi et Bt ARl R e ok S 3 e Rl S8 AR S 3 ROR oK R A s e R R e

-- C(Cc=stants used ty tre treograrm

-= STCIO_W --> assigns logical device 1 to write

- STPIO_R --> assigns logical device 2 to read

-- I0_FORT --> main pregremr uses port 2 of the RE-Z32
-- PRRBLOS --> opreocess numter for the BDOS

QTZIC_W : CCNSTANT integer := 1;
STZIJ = : CONSTAANT integer := @i
IC PORT : CCNSTANT integer := @; -~- pcrt zero f£ar mair
NUMEER CF USERS : CCNSTANT integer := Zj
\UMZER OF "FEQCESS : CONSTANT integer := 4;
PRRDOS : CONSTANT integer := 4;
NUMBFR_FRCCFSSES : CONSTANT integer := 1¢ =-- # cf childs
MEMORY AVAILARLE : CONSTANT integer := 13@;
SECMENTS AVAILAEBLE : CONSTANT integer := 227:
-- Verietles nsed ty main progrem.
w_class : access_class;i -- security ascvests
su~cess : integer; -~ result
mece : attach_structs

rode r @ attarch_struct;

def off : integer;

def seg : irtezer,

rl def size : inatezer:
y""hr_seg : integer;

ch_cut : zcrard _lires

ck_ia : iaput_recsage;
ch_resource : child _resource:’
init : r1 _preccess_def;

rd_str : striag;

class T access Classs
rentcr : integer;
eatryx : integer;
see_rode : seg _access_tyres
eg _~urter : irteegers
PCP EUSY : tcolean:
€2

e
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ch _parereter : rl _rarameters;
ch_parar : rl_rararm;

ch_level : user_level;
ch_access_level : level reccrd;
ch_ch_user_synchrc : users_active;
ch_ch_eve_val ¢ integer;
Eroces : integer;

ro_active _users : irteger,
evc_value : integer;

evc_active : integer:

active _user : integer;

index : integer;
-= MAIN
EEXSIN
init := get _r1 _def(); -- %% this sentenre is

-= obligatery

- FENIIIIRIT IR IARTICVCIA NI NIRRT AN 32 NI IR AR ALAC N NI O RCNCIANL NN NN s e e Lk

-- attach serizl port for writing.

-- This sentence is ortional arnd is used to 4isrlay messaz-
- ges provided ty the main aprplicatiocn program on thre

-- s¢reen .

attach_tew! I0_PORT, STDIOQ_¥ ;3

lit_set_trecket( 1, 1, 1, init.resources.min_class )i

e 9ts ols ats ale ats als uts ol e wle ats wle abs aty ais W), VB 1o wle wba ol lr wleais ols alz wie wtoals oo als w s Ne a'sats alenswlsatsnie wls ol Neatras wle ale s
—— 3298 S AT LRI LRI SR 32 [ 12313508 28 38 3 N S NINE N RINZ SR BANT BN NN AN NI N NIL BN NI BN RINIzABR 532

-—- LCAT FARAMETERS MODULE

-- This mcdule assizns fixed parameters to each grocess

-- that will te created. The parareters are meantor nurter
-— entiry nurter, segment numter. They are used to create

-- each segment reeded Tty the prccess to te creeated

-- {(USER EANTLIR). There is a group of these parameters for
-- the stack, cciée, and date segrents

lcad _paramr(init, ch_parem);
-- load child 2ctives arrey are adéitional pareamesters
-- used ty the main aprlicatior rrogram t¢ syrchronize its
-- operation witk the ACTIVF USIR processes
load_child_activelch_ch_user_synchrol;
-- load access class that each process will have. In cur

-- case all the processes will te multilevel. Mirimrurm is
-- unclassified ard maximum is tcop-secret
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R lcad_access_class(init,ch_level);
B

w_class := init.rescurces.mex_class;

o *\' - AR R ALAT I AI VT RINI NI R RINIACIT NIRRT NI NI RN RN IR NIRRT LN BT ILNL ST e
*
o)
‘..A.'
g! b - RTRT {2 TR 1T HAC AT NN N ST IR I KL L IR AT R NS RN E N AIRS KR IO R NIBLRTANT RO KN I
¢ -- CREATZ SEGMENTS MODULE
e -
W% 3y
:}& -— This rodule creates the segrents needed for the
. ‘.gf' .
LA -- following :
)l
Ny - a.- Mentor ¢f tke steck and data segments cf each
- process and 2DOS process. The stendard elected
o -~ was use entry 5 of the mentor intial segmert {2}
SN " " X -
v - application mentecr and call this new zegrent
;?:5 - 31 ir the LDT of the mrain
f o \ —_—
Wl . .
S _— t.- Synchrcrizaticn segrent. Its meator is ths
- segrent created in the previcus steyp, entry 11
L -- of segmrent Z1 was elected ard tnis rew sezment
a ﬁ -— was called 31 in the same LIT, The access class
’ d -- is TCP-SECRET
" .
s ck_access_level := ch_level{1):
mentor := init.initiel seg(2):
B entryx HERE
%ﬁﬁ class := init.resources.mrin_class;
12 cr_seegrent/init,mentor,entryx,class,svccess);
:g if success /= ¢ ther .
fiata put sucr( success value 22 is ,success,w_class,:
fput _1n(STIZIC_W,w_cless, )
" ¥ND IFS
‘lﬁ
W . . .
‘?~ -- nma¥exwcwn this segment witk nurter 31
E_j seg _mode = r_w;
dett seg_nurter := Z1;
mk _segrent(init,mentor,entryx,seg_aurier,
‘R seg_mode,success);
Fyls if success /= € then
> " .. v
::;; put_succ( success value 21 is ,success,w_class);
e rut _1n(STCID _W,w_class, )i
Loty IND IF:
R -- create syncaronization segrert (rax access class)
) () .
"
fuq class := ch_access_level.max:
o mentor := 21, -~ segrert 31
s 41 N ertryx := 113
7,
LaPhl
e €4
2204
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t
L%
A

* ey P

LR IS R IS B e ]

el Wy .

‘ ; v . ' T e N N e T U A R T A e AN MO RN R W
ANIAR NNNAF M) ”‘ W A% _’h. e B e A P e A Py .o&n"h b I'w'".,l, A% AP AR 190200 S S U )




cr_segreat{init,mreatcr,eatryx,class,success);

if success /= 2 then .
rut_succ( success value 27 is ,success,w_class,;
put 1a(STTIO w,w class, );

END IFS -

rakekxncwn this segmeat with nurter 21

seg_mode _4a
seg_nurter := 1%
mk_segwent(init,mentor,entryx,seg_numter.
seg mcde,success )]

if success /= ¢ then

put_suce(“success value 24 is ",success,w_class)i

put_1n(STLCID_W,w_class, )i
IND IFS
synchr_seg := seg _nurter:

swapri~ thic sezgrents

swapin_segmeat(synrhr_seg,success;;
if success /= 7 ther
tut_sucec( succese val
put_1n(SITIC W,w_cles
END IFS

ue 2% is " ,success,w ~l3ss};
s
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= creates 4 prccesses
handler ard 1 EDOS)

STAET CEEATINT EACE PFROCESS IN TEE SYSTEM

précess 1 ====) TERMINAL EANDLER
Lroress ¢ ====3 TFRMINAL BANTLFR
vreccess 2 ====) TEEMINAL HANDLEF
process ¢ ====3 FLC3 FANDLEFZ

ch tarareter := ca_zarar{irdex);:
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rh_access_le
lcad the rescurc
merery -=>
segrents >
processes

ck_rescurre.rer

ck_resource.seg

ch _resource.rro

read _evc'!synchr_

cr_precess(init
ind

synchrconize eacn

its message {(weord

await(synchr
index := ind

vel := ch_level(1);

€3 that the cnild will have
19¢ {ccrnverted to R2¢ forrat)
3z2¢
1 (rax nurter of proc. that can create)
ery := MFMCRY AVAILAZLT,
ments = SEGVEVTS_AVAILAELE:
cesses := NJMBER_PROCESSESS

seg, €vc_value, success

,Ch_taremeter,ch _access_level,
ex,ch_resource,synchr_sez, success

~
-e

3

the new trocess disylays

ct

time to le
i USEER

S

<
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user ‘s hardler
processes when

ACTIVATE USER’
This ster stc
users’ segmen
sent the mess

reai evcich
- ch
rez2d evelch

ch_param{irdex).evn_ccunt_data,success )i
advance(ch _parar(index).cep _qumter_stack,success )i
g
. -.;-.::'.';\'- ’-.J‘\";\ ::'.';\::f." ;

irdex := index + 13}

IR AF AL RS E SIS K
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cutes the synchronizaticrn among

ting with the synchronization witn tne
processes ard then witn tne active user
these have leen activated

raCCESS
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ts, the otject is to know whick user
age

{= NUMBFR_OF_USERS LOCP?

parar{index’.seg nurter stack,
Daran(indez,._vn ccunt, sucrc=ss

paraw(1ndex5.seg_nurter date,
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erd LJOP;

LOCP UNTIL NO USEE IS ACTIVE

Thic loor is the main fprccess’s rmccule in the wasnle
syster tecause will te in executicrn until all the users
finish their icts (snter ths word tye
CCF RUSY := FALSTES
ne_active users := 2
while no _2ctive users < NUMBE2 (CF US¥RS  LCCE ;
i# CC:r ETUSY thner
CCP BUSY := FALS¥:
else
read_evcisyrchr_seg, evc _value, success )i
await(synchr_sez, evc_velue+l, success ,;
ENT if3
active user := 9; !

deterrine the user that sert the ressapse romre
event count value, different value means that

while index <= NUFBF?_OF_USVRS LCOF
read_evc(ch_param(index}. seg_ n\rtor ¢
evc_active, success b
if (evc active >

]

[¢Y]
ot
{

ring the
usSer weas

“ch varar{irdex).e vw _count _data) tnen
=i

active_usnr : n4Ex
ch_parem(index).evn ﬂcunt date :=
evc_active:
index := NUMEER OF USkRS + 13
else
irdex = index =+ 13
END IFS
END LOCES

. . -
15 1n <,

~

1ata

checxs if the activated process came from an user
fandler cr an active user. If rame fror the active
user it mezsns tnat the veriatle "active user”
ctherwise i1t mears that the ccrruricetior ie tetween
3 user raniler trocess ani the main prosrar {2079
tf 2rntive user /= ¢ then
1ef seg := 11t mz _sel{ldt_tatle
) ck _pararfactive ucer).seg nur’cr
ef £ = @3
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move_bytes(def seg,def off,get_ss(),
ch_in’ADLRESS, rl _def size);
ch_tarameter := ch_parar\active_user);
if ck_ch_user_synchro(active_user).active then
ch_ch_user_synchrofective_user).active :=
FALSE:
terminate_synchr_seg(init,ch_parameter,
ch_in.input_class,sucress):
if success /= 2 ther

put_succ( terrinate ",success,w_class):
put_1n{STDIC w,w_class, )i
erd if3 v
if ch _in.input_cae = "tye" then
no_active_users := no_active_users =+ 13
else
advance(

ch_perem(ective_user).seg_numter_ctack,
success) s
ENT 1
else
if ch_in.input_cne /= “tye” then
make know_syrc(irit,ch_varameter,
ch_in.input_class, active_user,
ch_ch_user_synchro, success’':
ch_ch _user_synchro{active _user).active :=

rxq

.
+

TRUFES
advance (
ch_parar(active _user).seg_nurter stack,
SuCCcess);
else

no_active users := no_aclive_users + 13
FND 1F:
END IF;
ELSE
irdex := 13
while index <= NUMRER OF USEKERS 100°P
if ch_ch user synchkro{incex).active then
read_evc{ch_ch_user_synchro(index;.seg data,
ch_ch_eve_val, success);
if ch_ch_evc_veal >
ch_ch_user_syrchro(index).evc_data then
active _user := index;
ch_rh_user_synchro(index).evc _data
ch_ch_evc_val;
index := NUMEER_OF _USERS =+ 13
END IF3
FNI IF;
index := index + 1:
END LOOE;

.o
1]

if active _user = @ tren

€8
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rut_1n(STCI0 W,w_class, active user er
END OIFS
def seg := 1i» r¥k_sel(ldt _tetle,

ch_ch_user_syrchrcfactive_user).seg_data’

def cff "= ¢j

ri_def _size := input_message’SIZE/8;

reve tytes(def seg,def cff,zet ss(),
ch_1n’ADD27SS, rl_def_slze);

convert(cn_ir,w_class,ch_cut);:

pass trhe segreat to prbdos proress

def_sez := lit_mk_sel(ldt_tatle,
ch_parar(PREDOS).sez_number 4

def cff = 23

rl def cize := ccrard lire’SIZE/8:

rove _tytesfget se(),rh_cut’ADDRIS3,def <o
def ~ff,ri1 def <ize }i

ACTIVATF =703 PROCESS

advancefch_varam(PRRIJS).seg_numter _stack,

success )3
read evc(synchr_seg, evc_value, success!
await(syrchr_sez, ev:_value+l, success

XY

RYCEIVFD MESSAGE WITH RFSULT HAS TG PBE PASSET T
CSER
def _cez t= 1it rr_cel(ldt tatle,
ch_p2rar(PRET0S).seg nurter
def off = @5
ri def c¢ize := ccrand line’SIZ:/&;

move Pytes(dnf seg,‘ef ¢ f ,2et ssi),

cn cut “ADDFE SS. r;_dnf_size;:

ascsertle user messape with the result

ch_ir.irput _result := ch_cut.result;

Aef seg := 11t _rx sel(ld4t tabdle,
ch_ch _user_syncrhro(active user).seg

def c¢f¢ HE

rl def <ize := input resgsasge SIZF/9}

_data);

ror )

atajs
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e
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move_tytes(get_ ss(),ch_in"ADLRESS,def_seg,
jef cff,r1 def_size }j

- advance the rrocess that executes the commernd

cr
[*1)
(@]
~

advanrce(ch_ch_user_syrchro(active_userj.sez_s
success )3

oAl IFS

active_user := 7;

irdex := 1%
-- deterrine if while CCF was tusy executing the previous
-- commranés, some ucger handiercr a~tive user sent
- a8 message
- UST2 TANTI
-- determire the user the* sert %re 7egsaze ~:z~j;aring the
- eve-~t ccu~t value, di{ffere~t value mearns tnat uSEr was

while index (= \NUMZFR Cr_ T
reai_evc(ch_parar/irndiex
evc_aﬁtive sucC

if 'eve_active D
ch_param{irdex).evr count deta' ther

gelse
infet = index + 13
END IFS
PAD LCOES
- ACTIVE USER
- cetermire the user that sert the ressage ~cmparing tre
- eveat ccunt value, 1ifferert value reans that user was

index := 13
if active_user = 2 then
while index <= NUMEBFR _CF _USERS LOOP
if cn_ch_vser_synchro(inder).active tren
reai_evc(ch_ch_user_synchro{index).seg data,
cn_ch_eve_val, success);
if ch_ch_eve vel °
ch_ch_user_synchrofindex).evc_data then
CCP_EUSY := TRUF;
index := NUMEER _CF_USFRS + 13
BT 7S
EAT TIF3
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index := index + 1;
END ICOEF;
ENTD ifs

erd LCOP;

ACTIVATE EDCS AGAIN AND WAIT UNTIL CBILD DELFTE ITSEF

ck_out.comrmand := "tye "3
def seg = lit_rk_selil at
).

dt _t
ch_param(PR2DDS

*

le
seg_numter_data);

def cff := g3
rl_cdef _size := comand line'QI"T/E:
move _tytes(get _ss(),ch _out’ACTRESS,def seg,def cff,

rl def size);
advaace(ch_param{PREDOS).seg_numter stack,
stocess )
reai_evc’syrnchr_seg, ovc_value, sucress):
awaltfeyachr_sez, evr _value+l, success ;i

—-— Ree Srse s e Redesie e e ool sl el i el s AR Ao o sl sleoie sle e 2l ek 3l 3R 2230 348 e TRE 2 el sie s K Ae e ST e e e
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-= EBEGIn TELETTING PROCEZE MOLULE

B e iy Q Q)
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Trhis rmodule eliminates the user’s kandler processes created
to suriort the active user prscesses, since each

prccess reaquired of a suecific rurter of segrents that

were ~reat=d in the CRE PRCTFSS module, taese will

e terninated and dsleted Ih stis step

’

s < NUMRFR_OF PROCESS LOCP
child deletefproces, svccess )i

put_succ! “child deleted 7, success, w_class ,;
put_1lr( STTIC W, w_cless, )i

termirate_segrent{ch_parar(prcces+l).seg_-umter_stack,
\ e

SUCCESS )

terrirate_segment(ch _perar/grcces+1).seg nurter _Zata,
SUCCESS 3
terrinate_seement(rh paraﬁ(prcce<+1) seg _nurter rcie,

success j;
delets_segrent{ch_param{ircces+l).mentor stack,
prores+1l ,success); -~ delete entries
dejate segrertich_garam(proces+l).rentor dete,
proces+%,success;; -- delete entries data

71
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e delete sezment(ch_param(proces+l).meator_code,
Wi proces+6,success): -- delete entries code
proces := trreces + 13

- RTIRRRE TR RN A N0 AT e 200l e e e 203 AT AT HONT AW AR RO NN IR AR AR AORC A AL AR AN A AR R Aene Aok o

“4 P S IR OISO SIE I e S AE NE LS ST O NT SRS N NI AN NI INL e NI AT N Lol sl e e Y sie e B e s e sle vie e B

e - TE2YINATE SEGMENTS ANT TELETE SIGMENT MCDULES

Y -

M ] .
E?‘ - These modules will terminate and delete the segrente
'g& -- created previously to hold the rentor segrant used t»o
‘ . .

A - create the user’s stack segments ard the user’s date

L-- segrents, and the synchrcnization segmeat teo

o - estarlish communicetion 2mong rrcocesses.

]
u;\::( —
A .
B -- terrinate aand delete synchrcanization segrent
-*’t;‘g

terrinate_segment(Zl,success); -- segrent Z1
R delete_segmenrt(21,11,success;; -- entry 11
V§.
fﬁ? -— terrinate and delete mentor segrent
‘ ‘1h
K‘g“ Y e
F terrinate_segrent(Zl,success;; -- segment 21
delete_segreat(init.initial _seg(2), S, success );

LR/
Rty

Y
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Ly -- ErD PROCESS
i

pQ put_la{ STDIC ¥, w_class, =~ %ok GCOD RYE  wx” )

-e

En) -= Irfinite lcop to prevernt trac. <Could also await an
-- eveantcount.

i success := @3

p while success = 2 LOOFP

o success = Z;

e FND lcops

R |
INT prrmains

e

ﬁg

3 .

4

R,y

L2
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APPENDIX B - USER HANDLER APPLICATION PROGRAM
This appendix lists the User Handler Application Program
code. Only one program is provided since the three different programs. one for
each different user, differ only in the port used on the RS-232 board. which is
indicated below :
Port 6 User 1
Port 5 User 2
Port 3 User 3
The programs are called PUSER1. PUSER2. and PUSER3.
The program listing for user 1 is detailed next.
73
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D
,:.::
praamra ra"eechecr(o‘f\ pragre detugioff)ipraasra
arithcheck(cff); vragra enurtat(cff);
4173 2gete, agatej, arl, 2lit, alitj, strlit, files, util,
rrcce;
Ci PACKAGE ROLY gpuserl IS
Y JSE egate, agatel, arl, elit, alitj, strlit, files, util,
Ly Troce;
LR )
7“,,-“: -—— 32T RN ACNI NI A NINTITHININE BT BRI HMIOATIART RV NIACRINTAIRCE ALXE NI L3 ST [T 38 Ko
! - Censtants used ty the prograr
\ -
si' -- STZIC W --> assigns logical device 1 to> write
D> - STCIQ R --> assigns logical aevice @ tc read
e -- I0 PORT -=> ascigns the ports according with the
- follow detail :
vl -- puserl --> port €
E» -- puserz -=> port £
e - fuser? --3 rort 2
N -- PEJCESS --> assigns prcess numter 1,2,2 for ruser?,
N -- puser?2 and tuserl respectively
(,"‘1.
Luy STCIO_W : CONSTANT integer := 1;
3& STTIC_R ¢ CCASTANT integer := 23
4, IC_ZCAT : CONSTANT irteger := €3
&t TROCESS : CONSTANT integer =13
MIVMOIY _AVAILAFRLE : CONSTANT {integer := £¢;
e STGMENTS AVAIIZATIE : CONSTANT integer := 1273
gt NOMBER_FROCESSES : CONSTANT integer := 23
i
t:S:I -=
L, -- Varietles used ty the gprogrearm
AR w_class : access_classs
b surcecs : integer;
o ch_ir : input_ressage;
e date _def_size : integer;
e def_cff : intezer;
daf’” _seg : integer;
T ch_evc_val ! irteger;
) = - .
AR eve_ch_val : Integer;
K rd_str : string;
N0 userrare : string(g&);
e rasswerd : string(€);
T rh_class i acress_clesss
ﬁi ch _rescurce : child _resource;
“ eco : tcolean;
'ﬁi erd prog : tcolean;
Y ch_access _level : level reccrd;
-
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ch _level
entryx

merter

seg _rcde
seg_rurter
ch_parareters
init :

S T TR R T R e R AR e

: user_level;
integer;

: integer;

: seg_access_typ
: integer;

: rl_paramelers;
(=]

1))

.
'

rl_rrocess_d4ef;

-- MAIN
Eegir

init := get_rl _def(); -- this sentence is orlizatory
- SR 3R ST AT AT 2T AT 00 L TN AT NINE ¢ 30 NTHT 2T T AN IEIR I AT SN IR HT KT AR NL IANIILII NI

-- ATTACH TERMINAL

-- Thig rcdu
-- use it in
-- attach t

attach _tew( IC_PORT,

W Class :=

MCDULE

e z2ttaches port ¥ to its process in crder to
I/C cyi=2rations
rrirgl as write device

STDIN_w):

init.resources.rar_classs.

-~ attack terminal as a read device

zttech_ter{IC_PORT, STDIC_R );

~- indicates that was activated oXx

put

-~ syachrcaize with thke main application (CCP,
-- tthat it was created

s ho

-= 1sirge the
-- wait unti

-- Iroc2ss

advarce({init.initial_seg(2
real_evelinit.initial _seg
await{init.initiel seg(®), evc_ch_vel+l,

3

In{STCIC_¥,w_cless, U S ER ")

tc indicate

ck and ellow centinved executicn

await ogperater. It means that the rrocess will
tre main application returns contrel to this

SUCCESS )}

),
(2), eve_ch_val, success )i
3

success )

- el P4 2358 3 nengse 3,
— SRR 34 HE AT HE e SU NG SR 3L 8 S 3K ST 0 58 318 2 K SR I 10 032 310 S8 SR 308 58 31 K SR SIE 3K 3 X0l AT 3K 3T 5g 52 S R SIE NI SE SIS e Bl e ia
-- I0AD DPARAMFTIRS MCDULE
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o
t,
o
-
.ﬁ'
L
{5 -- This mcdule assigns varameters to the trecess that it
i. ~- will create, These parareters are rentor nurber, entry
: -- nurter, anrd segment nurter, used ty stack, code and date
-=- segme~ts reeded by the rr:icess tc te created
! -= {ACTIVE UJSFR)
IQ:
& load_raraml’init,ch_parareters);
B lcad_access_class(irit,ch_level};
I"
end prog := false;
2 while nct end_prcg LOOP
fa
».Q‘ - HENT R NI TIRTHOANTRIN S HNINCIAIRCNLATNL NI AN RIR T AN AL B NIRT UL LN NI RINL NI AR BN ST ML s
A -
B ~- LOCF MODULE
p -- This module executes"several orerations until the opera-
e -- tcr enters the werd tye . This means thet the users werx
;g -- 1s finishel and termiantes this prcecess execution. The
) -=- stejs considered cre :
5 -
-- 3.- Clearance identificaticn
ol - USFRNAME and PA3SWC2D (login process)
e _—
1 -- t.- Treate and makekncwn .mentor and synchronization
m - segments
wy -=
- r.- load the child’s resources (this will be
o - suttracted fromr the parent resources)
& T . - )
1 - d.- Create child process (ACTIVE USER) single level
e - e.~ Zetach the device used for 170, it will te use
-~ ty child
‘i . -
ﬁ -- f.- Syrchronize with the child created toc indicates
) - what was created (USFR CHILD)
X —-——
Q - g.- Synchronize with rain epplication prcgrari(lCF) t¢
-- indicate that an ACTIVE USKR was created. In turn
J; - CCP will mekeknown the segments that ere synchro-
) - nized with ACTIVE USFE (4%,4F for userl;
'{ - 47 ,4Ff for user?2, 46,3¢ for userd)
S -
”» -- h.~ Syrchronize main with active user and wait until
- the active user {inishes his jot
A -
A, 7 . “ g :
My -= i.- “her ACTIVE USEERE terrirates his Jjct the user
re -- handler recovers the rescurces assignei to hkis
" -- child and tarminates ard deletes the segrents
. -- created to te mentcr aré syrnchrornizatiorn, rlus all
o
3
¥
“
‘;;'
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A

e
.
A

e s

)

the segments needeg to create the child
{loaded in step t)

j.= Synckronize with CCP to indicate that ACTIVE USEXR

is not lenger active
IND 1LOOT
clearance identification

tlk_scr(STDIO_%,w_class, )i _
put_str{STDIC W,w_class, USERNAME ");
2820 := true;

[Ty

usernare := H
usernare := get _input(eco,w_class);
Fut_ lwchEI” w (W_Class,” )i -- put cursor in next lire
if userrare = bye ther
end_pree = TRUE;
else
put_str(STDID ¥,w_class, PASSWORD )i
eco 1= false;
password e= 73
passwerd := get_irvut(ecc,w_class);
put _1n(STDIO w,w_class, 3

lock_for_levelfusername,passworé,ch_level,ch _class);

rreate renter tc the child process

~k_access_level := ch_level
merter := init.initiel seg(
entryx :=
~h_rless :
create the rernto
cr_segment{i
if surcess (

ch_access_level.mins
r segrent
a1it,rentor,entryx,ch _clacs,surcesc;;
= § then
rut_suce
put 1rn(STD
Ff—: IFv

I0_w,w_class, " );

rmakek-cwn this segment

seg _mode = r_ w;

seg numter := 31,

mk_segrent(init,rentor,entryx,seg _nurber,seg mcde
success )’

if success /= @ ther

put_succ( success value ¢4 is ",success,w_class.i

put_1r{3T2IC ¥W,w class, )i
EN»‘ IF!

ck_acrese level.min := ch_eaccess_level.rax;
cirgle level

77
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4)y -- min access class
b

success value @4 is ",success,w_class);




B

B

s?:‘

u - load the resources that the child will have

1) - memory ~=> €2 ( forrat RBZ¢)

' -- segments --> 12¢

9& -- processes => 2;

(2

‘&' ch_resource.memory := MEMCRY AVAILASBLE;

) ch_resource.segments := SEGMENTS_AVAILAELES

I ch_resource.processes := NUMBER_PROCESSES;

-‘,;‘

1

A -- SYNCHRCNIZATION : ccde segmeat will te used to

¢ -- synchr. parent ard its child, tut

N - initial_seg(2) is used to synchr.
- child with main application prcgrar

W .

by er_yrocessiinit,ch_rerereters,ch_access_level,

ot orccess,ch_rescurce,init.initial _seg(2,,success;:

i if success /= 7 then .

o put_succ( success value @€ is ~,success,w_class';

put_1n{ST2I0 W,w class, ;i

s END IF3

s

‘) read _evc(ch_rarareters.seg_numter_code,

o) ch_evc_val,success );

" detach _device(STDIO_¥, success):

v detack_device(STDIO_R, csuccess);

N await(ch_parameters.seg nurter_code,ch_evc_val=+l,
$ success);

~- synckronize with main application program to create

Y -- segmerts tc hold stack ard data (will te used as Synchnr.

o -~ segrents with the new process)

2 “

4%

Pl def_seg := 1lit_mk_sel(ldt_table,init.initial sez{(3));
def off := @;

Tia ch_in.input_one := usernemre:

u ch_in.input_result := "7;

.ﬁ; ch in.iaput_class := w_class;

K- date def size := (input_message’ SIZE/8);

o meve_tytes(get _ss(), ch_in ADDRESS, def seg, def off,

. data_def _size);

o

%; -- synchronization proress

W)

N, advance(init.initial _seg(2), success );

W advance{init.initial seg(2), success );

i
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read _evclinit.initial_seg(2), evc_ch_val, success };
await( init.initial_<eg(e), evc_ch_val+l, success ,;

read _eve(ch_perereters.seg_rumter _code
ch_evc_val,success ;3

advance(ck_rarameters.seg_nurter stack,success);
-- will await until child self delete

await(ch_parareters.seg_number_code,cn_evc _val+1,
Success)

if success /= @ thern
| rut_suce("success value 1¢ is ",success,w_class);
! put_1a{STDIC W,w_class, " );
‘ ExT O OIF;

again and delete segments created

) nals
hild process

é

—— a‘
r

cr

v
-t )
m -y
N

(@]

(o d
— M
3
m 3

ra
03

(D ~

attach_tew (I

0_ O_%J5
attach_ter(I0_ c_ =)

terrinate_segrent(ch_parareters.ceg_numter stacxk,
success);
terrirate_segrent(ch_parameters.seg_rumter code
success); B
terminete_segrent(ch_gparereters,sez_nurter datez,

\
|
’
~-- celete segrents
|
|

success s
delete_cegrent(31,ch_paremeters.entry_stack,success’
delete_segwe:t(31.cn_parameters erntry Z2ata,success);

t rrinate segnent(’l sucress); -- terminate mentcr
‘ elete segrent’ init.initial _seg(1),3,success?;
rbild delete(PWOC $5-1,success);

-— «corrurnicate with main a2pplicetion program to delete the
-=- segre~ts tc held stack ard data that were created to
-- cynchrzcnize rain with chili

ef ser = lit_rk_sel(ldt_tatle,irit.iznitial seg(2));
of off := ¢

n lr.lfput one = usern
h ir.irput_result :=

P ia.input_class = w_c

A

-
e
c
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A
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R
L)
%? date_def _size := (input_ressage 'SIZE/S);] |
4 rove_tytes{get ss{), ch in "ADDRESE,def seg. def_off, !
e data_3def size); ‘
bt |
-- syrchrorizaticn frocess , tne contrel will return to 5
Lt -- main applicatiocn program CCF '
R 9
[
*.'l
sq advance(init.initial seg(2), success );
ﬁ\ aivance(init.initial <eg(2). success
O read °V"(iﬁlt initial_seg(2), evc_ch _val, success .;
await{ init. initial segl@), evec_ch_val+1l, success )i
12‘.“
£, end if:
1"
Y
o end 100®:
== synchrcnize with main aprlicaticn rregrar tc tell that
o —- the user ro lorger will use the terriral
l‘ll .
R cef seg := lit_mk_sel(ldt_tatle,init.initial _ses(Z. ;;
x{ cef _off := €3
e ch_ ir.in Tput_one = user"awe,
ct_in.input_result := H
N rn_in.input_cless := w_class;
. data_def 51z° := (invut messaze SIZ~/E):
[ move_tytes{zet_ss(), ch_in ATDEESS,def sez, def off,
E data_def_size);
s
detacn_device( STDIO_R, success):
98 detech_devwce( STDIC_W, success )3
o advancelinit.initiel_seg’2), success );
tog self _deletel i-~it.initial seg( 2 ;, success ,;
Kro if surcess /= ¢ then
Mgt attach tew I0_:2RT, STD'I'O_'! j
put_suce! "successor is " ,success, w_class);
;.’9 FR‘: 1f‘
r:
hols 2 tuserls
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- APPENDIX C - ACTIVE USER APPLICATION PROGRAM

D This appendix lists the Active User Application Program
~ code. Only one program is provided since the three different programs. one for
each different user. differ only in the port used on the RS-232 board. which is

indicated below :

N Port 6 User
Port 5 User
Port 3 User

L =

The programs are called PRCHL1. PRCHL?2. and PRCHL3.

The program listing for user 1 is detailed next.
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pra2gra rangecheck{off)
£)

pragre detug(off)
pragma arithcheck(of p

) H

sjpragma enumtat(off);

¥IiTH agate, agetej, arl, alitr, 2lirj, strlit, files, util;
PACKAGE EOLY prchll IS

USE agate, agatej, arl, alit, elitj, strlit, files, util;

o e sck N e R s ol e SRR St AR 3K S o 46 AR e Ao 0 o e R 3 304 e e eole e ok R ol K i
-— Ccrstarts used bty the vregrarm
- STDIV W -=> assigns lcgical device 1 tc write

-- STDIO R -=> assigne logical device 2 to read
- IC_FCRT -=> assigns the pcrts eccorcing with the

-- fclicwing detail :
- puserl --> pert £
-= puser< --> jport 2
-- ruser? --> port 3
SITIC. ¥ : CCNSTANT integer := 135
STZIO = ¢ CORLETANT integer := 23
IC_PCRI : CONSTANT integer := £3
-- wvarietles used ty the trogrem
w_class : access_classs
suecess ¢ o intezery
ch in @ input_messages
data _def size : integer;
def ¢ff : Integer;
iaf seg : integer;
eve_ch _val : irteger;
rd _str : string;
ecc : toolean;
erd _zrecg : toolean;
init : rl _process_def:
-= MAIN
e ez i -
init := get rl def(); -~ this sentence is otligatory
- B3I INERE N3NNI W32 SIE 3 YT NI RT KOS NI RCAN 2 AN ACHERT IO AN T NI 2T NN 38

-- ATTACY TEEMINAL MUDULE

-- Trie mcdui= attaches port X to this process in order to

E2
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42 {
%3 -- use it in I/C ojeraticns, tne device will have the sare |
%5 -~ clearance that tae precess has

"‘." :
. W _class := init.resources.rax_class;

ﬁ; -- attach termirals {(reaid a-d write)

e

a attach ter( I0_PORT, STZIC R )i

]

‘|

fe attach_tew{ IO_FORT, STLIO_ W ); |
N o : bo1 - " . !
§ put _1a(STDIO %,w_class, USER CHILZ "); |
it

Wt -- Syncrcnize with JUSEE EANDLER to indicate that it was

Ky -- created ok and let rim contirnue his executioa usi~g the i
' -- advance, erd awaeit operator (advence User Handler \
. -- evertccunt to continue, andéd aweit tec stop its process |
a0 -- and returns thre coatrcl |
1
|

*

\ . . < . . ! a .
N advance’irit.initiel _seg’i),success);

Qf read_evo(irit.initial see(2,,evn_ch_val,success,;

K aweit{init.initial_seg(2),evc_ca_vel=+l,success);
..;;" - XTI N S N BT U NN NI RINT IR NI NN RT3 ‘
? ?} 4‘
vq,j - PIRINIRIRALILANIT LTI 51432 323 HL3E BE RCATHCSCRIA N TN KK R NLBCRNI I RTALC LRI AN T A WL e e ek |
R)
K™
. <

: -~ LOOF MOLULE
o -- This module executes several cperations uatil thre
:& ~~ operatcr enters the word tye that means work ic done
e -- The stsps ccrnsidered are @
.a.:: T . o, " .
’ -- 2.= Put prompt {"*)7) indicatineg that is ready to
. -- accert ACTIVE USEE irput messages

KN ] -
o . .

o -- *.- Get tre user’s irput ressege

M) -
5 -- .- Load input message entered ty the user into

it . . . .

v -- segrent date used to pass the information

[% ) -
Py, -- d.- Synchronize with rain application program CCP
g - w2iting for the answer to tne r=2ssa3ge sent
Ny -

k. -- e.- Dicplay the result ¢f the messaze after it was

- rroressed ty CCF

N -- N[ LCCF
{
& erc = TRUES
14 erd preg = false;
.‘ e
LS
35
W)
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LY |
3& while 1ct end prcg LCOP
A.‘f‘!
-- get input messa2ges from the terminal
r"_ "
I rd_str := "3 |
?‘,'.
' put_str(STCIC W,w_class, ) ");
. rd_str := get_input(eco,w_class); !
=f@ put_ln( STTIO W, w_class, )3 -- put the cursor in ?
aﬂ‘ -~ the next line
R def seg := lit_mk_sel(ldt_table, init.initial_seg(Z/);
’ def _off := 23
ch_in.input_one := rd_str;
e ck_in.input_result := H
o’y ~n in.input_cless := w_class;
e data _def size t= (input_messaege 'SIZE/8)]
B move tytes(get_ss(), ch_in ATDRESS, def_seg, def_off,
aa data_def size); |
if ((rd_str = "tye”) or (success /= ), then
Wy end _prog := true;
W else
L R "
§; -- tegin the synchronizaticn vrocess
‘l
X advance(init.initial _seg(2), success );
ﬁﬂ advence{init.initial _seg(Z2), success );
‘i; read _evec(init.initial_seg(@,, evc_ck_val, success ,;
e ’
await/ irit.initiel _seg(2), evc_ch_val+l, suvccess )i
By ,
N -- display tte answer’'s mescage that was traasritted ty CCP
.‘" A
g def seg := lit_mk_sel(ldt_tetle,init.initiel_seg(3});
W def off := @3
date def size t= (inpLt_message 'SIZE/8);
- move rytes/def_seg, def cff,zet_ss{), ch_ir ADCRESS,
v data_def _size )
e rut_le’ SYTIO_¥, w_cless, ~h_ir.irput_result )i
)
i erd if:
'§ endq LOCP:
)
‘..).' —_ NINT A NIVEIIIATININITINININE NI NINI I NINL AL NI AN IR BT INCIINIIIL ATILNIACIZNINCAE S RCAL I LI NCHLIT AL 32 2L
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il il of 13
-- TETACHE TEEMINAL MODULE
-

-- 1This mcdule returns the device’s control to the user
-- hardler

detack device{ STDIC_R, success;;

detach device( STDIC_W, success )i

- $2E 3R SN 32 KT 2 22 3 5% 3 AT 2O TN S I 320 NE STCNE N TZ AT NI AT T AL BAIL N L HNIBINE L 2T HTSR NN A8
- BeNE N A NI AN NI 3L NCT TN AC NI AT C 22T AT NE AT NI L SN RN HENRL ATNE N NN AT NI AT I AN ARO[ AR
-—
—_— TTT DRFIT TS W \

SELF DELETT® MOLULE
-

—-- This mcdule terminates the child process (ACTIVE USER)
-- gand advances the eventccunt of the segment indicated.
-~ In this case it is tre segment used t¢ synckronize with
-~ pis parent {(user hendler)

csel® delete! init.initial_seg( 1 ;, success ;i
if success /= 2 then

attach_tew(IC_PORT, STTIOC ¥ );

put _succ! "successor is ~,success, w_class;;
FND if3

INZ prchll;s
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APPENDIX D - PRBDOS APPLICATION PROGRAM

This appendix presents the application program used to
simulate the behavior of the BDOS operating system. Because of time constraints
this program only has code that shows the process that should be performed when
BDOS in invoked, simulating the result in order to pass it to the CCP process.

This program is called PRBDOS. and its listing is next.

£6




rra2gma rangecheck(off)
pragra arithcheck(off)

.
.,
.
L

MG Ak ale ol

Fregra cdetugicff):
pragra enumtat{cff,;

wWI[1E egate egetey, arl, alit, elitj, strlit, files, util;
PACKAGE BOEY rrtcos IS
UST agate, agatej, arl, alit, alitj, strlit, files, vtil;
—— R ekl ok e sieefe e e e e et ok o o e e e 3 3 3ok it e ok o ek o 3 o e o 3 e 46 o s e ok
_-. Ihis preerar conly simulates the tenavior of tns 22CS
-= work, in order t5 hendle disk files
- HTIR N AT 0T NN AL 28 202k 3T siE e ook e N3 M NI e sle 3i8 BTk ol ale 3ie aeale s BEER ST NANC SO NI LA NLIA LA sL e
-= corstaats
STZIC_¥ : CCNSTANT integer := 13
STTLIC A : CONSTANT integer := @3
IJ_:JET : CONSTANT integer := 3;
-= MAIN
w_class : access_class;
success ¢ intezer;
1ata _def size : integer;
def coff t i-t~ger;
def seg t integer;
evc_ch_vel : integer;
ch_cemm @ comand _lirnes
end_vprog : tcoleans
--file_deta : files _date;
--seg_head ¢ segment_header:
~-—seg data : segment_date;
init : r1 _grocess_def;
Bezir
nit := get_rl def();
—— R Rk e A R AR s R A He e e e o s s N6 ol X686 2 e oA e e e e a6 o ACHR s e e e i e 2l oK 2 sk ok
-= attack terrinal as write device

w_class :=

attack _tew

3aNL NI e s

irit.rescurces.max_class;

w(

NIRRT AL AN B2 5

put_1a(STTIC W,

IC_PCRT, STL.C_%/3

initialize directory

w_rlass, "B DO S L4

ST 32T AT LTI NI NI N R 3E KI5 3¢ EESER RS AR EP IS RS S S S TR
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~- Synchronization with CCP to tell that it was created
- without troutle

-~ tegin the synchronization crecess
advance(init.initial_seg(2), success )i
read_evc(init.initial_seg(2),evc_chk_val,success J;
await( irit.initiel_seg!2),evc_ch_val+l,success );

~- PROGRAM WAITS UNTIL TEX CONTRCL IS PASSEID FROM CCP

- s 340 % X0 X8 3 o 51 e A e e A Ao R 3k Ak ReAe e e i ek e 3K X i 3R e e e e e o8 A A ek ORI AR HRR R R

- 3232 3 52 A2 KR (O AT A AEL N0 Ae 30X ARAR FAK He sk e v A A AT 2 AT IR AR SRAT BT AT EL RO ST HCRC A2 ey SR HINE e e
-- %egin lcop until CCP sends ‘tye’
while not erd_prog LOOF
-- 2et caommand line passed ty CCP
def_SEg := 1ib _mk_sel(ldt_tatle,irit.initial_seg(Z;;:
def cff = 23
data def size := {corard line”SIZE/8B)}
move tytes(def_seg,def off,eet_ss(),ch_comm "ADDRES
data_def_size); |
--  put_12(STrI0_W,w_class, ch_comm.command);
if (en_corr.command /= “tye ") then

IF ch_comm.command = "create = TEEN
ch_comr.result := "file created’;

-- create_file();

FISIF ch_comm.command = "delete =~ then
ch_comm.result := file deleted ;

-- delete_file():

FLSIF ch_comm.command = "renare =~ ther
ch_comm.result := "file renamed ;

g8
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- rename_file();
ELSE " "
ch _corr,resvlt := ress, prccessed
IND IF3S
- load the result to pass it to the parent process

N

iv_mk_sel(ldt_tatle,init.initial_seg(3));
;

data_def size := (comand lire’SIZE/g);
move _btytes{get_ss(),ch_corm ADDRESS,def seg,def off,
data_def _size);

XORE N SITT 318 NN N HE AL T HINTNCNT L HTAT KT 1T T TN L 2T T KENE I AT HTIL T 2T 3O ST RTTT HINL N LE ML e sk

Synchrorize process with CCF in crder to tass the
result

edvance{init.initial_seg!2), success );
read _evc{irit.initiel _seg(2), evc_ch_val, success ,;
await(init.initial _<eg(2), evc_ch val+l, success );

else
erd _precg := true;

erd 1¥;
erd LOCP;

238 MO AL AR WL NN A2 LRI N IL RN RO 33T IE RLNAL AL AT UL 2T I RN AL AT NCHTI N O ACAROACNL O L 238008 ¢

Erd of the prcegrarm ard self deleticn process

detach _device{ ST
detach devicei ST

CIC_R, cuccess)
DIO_W,

;
success )i

self delete( intt.initial_seg( 2 !, success /i
if surccess /= 2 then
attach tew(IO _PORT, STIIO
put succ!{ SUCCESSQOR IS
LD iS5

'
,cuccess,w class);

-

D prtdces;
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APPEXNDIX E - COMMON PROCEDURES UTILITY

This appendix contains the procedures and functions used to
provide information when the system primitives are used. These were obtained
from the demonstration program provided by Gemini Computers Inc., and
modified to reflect a generic use by the application programs developed in this
research. The programs are "PROCE.LIB" (contains the specifications) and

"PROCE.PKG" (contains the code developed).
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WITE agate, agatej, arl, elit, alitj, strlit, util, files;
PACKAGY EOLY rprcce IS
USY agete, agatej, arl, alit, alibj, strlit, utril, files;

—— Ccastants fcr device slcts.

STTIC W : CONSTANT integer := 1
STCIO_R : CONSTANT integer := 23

I0O_PCRT CCNSTANT integer ~- port & for mai-x

-- Constents fcocr segments.

SIZE_MENTOE : CONSTANT integer := 1} -=- size merter
-— synchr. segmrt

—_— 23R AR IR R e AT oR e X R0 32 %0 A0 i e foole e R desie e B e e s N sl sl siesie SR SR sl sl s ke sl Bt

-— TRCCELURY CR_SEGMENT

-— 7Thic procedure completes the parareters needed ty the
-- cyrirmitive create_segrent. The record structure is

-- descrited ir the file “agate.lid” yrevided ty Gemiri
-- {crputers Inc.,

-~ The varameters received ty this procedure are :

- iait -=> initial prcress definition

- menptor --> indicetes the segrent nurter tnet

- will te rarert of this new sezrert

- eatryr --> indicates which entry numter of the
- mentcr is used to create this segrent
- class --> indicates the security level cof the
-- segment to te created

-= success --> outrut verietle thet indicates the

-- result of tne cperation efter call

-- the primitive

-~ This vrecceduce is usec tc create the rentor anrd
-- synchrcnization segments

PROCETURY cr_segment( init : ir rl _process_def;
: mentor ¢ in integer;
entrx tirn integer;
class :

in arccess _class
success ¢ cut integer ;1

[Z X

g_struct;

[TIN ))
o]
w wn
w

€ 0O
]|
—w

trt
ay
[
—
—

"?,'_A_ o w "'l"-"-"&'“}-\‘n\\’r'ﬁ"ﬁ’)‘r\.\' ‘\\'p\'-\‘ 'y
AR TR R AN AR AR AL P i A e A

> AR S T '
RGN OANG AT,

AR |




w_class := init.rescurces.min_clacs;
cr_seg_str.rmenticr := mrentor;
cr_s=g_str.entryx := entrx;
cr_seg_str.limit := SIZE _MINTOE:
cr_seg_str.class := class;

create_segment{ cr_seg_str, success );
if ( success = €17 } THEN .
put_lal STCIO_W, w_class, €17 reans seamsnt already
exists.” );
ENT if5
INT cr_segment;

- SRR A3 RO A0 R AR A A A ROR AR N0 ROHE A 2 AR R0 RN 2% e e ATAe AR A A0 R AR R 2 A Kesle e e e g sk sk

- TR AN NINI T3, 3T AIRI RIJTIE AT R 2 NI L RIA RN AL NI I RIS NI ISR NN NIRRT T Nk
- IR T o ol nl \NOT
- FRCCETURF DI SEGMENT

-- This yreocedure corpletes the parameters reedei ty tze
-- primitive delete_sezmrent, The rencrd structure is

-- descrited in the file "agate.lil” ;rcvided ty CGewini
-- ZScmputers Inc.

—— The parereters received bty this grocedure are :

- init -=> 1initial process aefiniticn

- rentcr -=-> indicates the segrent aumter tnat
- will e tparent of this new segrent
-— entryx -~> 1indicates which entry numter cf the
-- mentcr is used to create this segreat
-- class --> indicates the security level »f tne
-= segmert to te created

-- suncess -~> cutput variatle that indicates the
- result of the ogperetion after ceall
- the primitive

PRACCZIURY 41 _segrent ( init : in rl_gpreccess_def;

mertorx : ir integer;
seg_numter : in integer;
success : out integer ) I3

Teator, eatryy @ irntegzer;
w_nlass : access_class;

FESIN
w class := init.rescurces.mir_class;
rentor := mrentorx:
enliryx seg_numter;
delete segrert( mentor, e~tryx, success ,
EvD 41 _cez tsts

42
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== FRCCETURE “K_SEGMENT

-- This gprocedure corpletes the parareters needed ty the
-- (riritive makeknown_segment. The recorc structure is
-- descrited in the file “agate.lit” provided ty Serini
-- (Corputers Inr.

-- The varareters received ty this prccedure are :
-- init -~> initial process definition
- rentlr --> indicetes the segrent nurter tnat
- will te parert ¢f this new segrent
-- entryx --> indicates which entry naurter c¢f tre
- mentor is used to create this sezren
-- nurter -=-> indicates tane rumter that the segrer
-— will have in the LIT
- rcdée -=-> indicetes the kiné of segrert that
-— will te created (r_w, r_e, etc.
-- SLUCCESS --> output variablie that indicates the
-- result >f the speraticn efter cell
-= the prirmitive
-- This proceduce is used to mekeurocwn the mwenter 2nd
-—- syncnrcnization segments
TROCEITURF mx_segrent ( init : in rl_precess_def;
mentor : in integer;
entrx : in integer;
rurter : in integer;
rcie : in seg_access_type
success : sut integer ) I3
SEZ _rec : rx_Ekn_struct:
seg _ret rec : rk_kn_return:
w_class : access_class;
TEGIN
w clase := init.rescurres.min_slass;
seg res.rertor = mentor
cep rec.enrtryx := enirx:
seg_rec.see_nunber := nurter;
seg rec.s2p mwode 1= mole;
seg rec.yrot level := tyte{ 1 .3 ~=rire 1 preotectic-
cepg rec.r;ate qurter = ANILL INITYS -- 1c sate

«®* ct

O K T 80 0 Wy o A T e PR S
l.. (L0 U ! ‘;?\ w?l‘y’t ‘.Q.c 0‘.'3'?!‘-?0',’.‘, '.. S, & '\-". | PN » ‘. A {\, !‘ !

516318208 340 30 3 3% 3¢ 30 A K N R HK

4

-

- -
< ('n*"v




L e 4 o . 4o don kAol dind Aol 4l e SO PETeR L4 Mo aat ool lac e A

2 )i

seg_rec.gate_pret ytef
g _rec, seg_ret_rec, success );

makekncwrn_segment (
INT mk_segment;

=t
se

—_— R X8 AEAE A e NTA R AT A 20 ROIWAT AT KA I HORCA AL FE AR A0 ROALAT A0 RO A A K3 A R W RO AR AT K WAL K38
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-- FROCECURE MAKF KNOWN_SYNC

-~ Trhis procedure effects several actions related to thre
-— creaticr ¢f sgpecial segments to synchronize the rz2in

-- apprlicaticr pregram with the active user. Si ce the

-~ <cegreats were created ty the active user th vrecedurs
-- will only makeknown those ir its own LTI ta;le. enc

-— swapin these in mremcry

-- Trhe parameterc receivei ty this prcceiure are :
T\

- init --> initiz] irocess definitio

-- ch_vara -=> irdicetes tne cvarareters usst t°
- create the user raniler itrccecs

-= ~h_class --> indicetes the &ccess_class of tre
- segrert to te created

-- rk _active --> indicates wkich active user is

- tryirz to cormunicete with

-- chr_user _sync==> i< ar- cutput reccrd tnat ccntairns
-- the gegment numrters assizned to ke
- synchreonizaticn segrents

-- SUCCESS --> outyput variatle that indicates the
-- result ¢f the operatica after c21!l
- the jrirmitive

~-=- Tris prcnc r2 1s ueed to ma¥
-~ segrents ‘rain eprlicetion -

TICCFIUAT rake _uncew _syncd i-it ¢ oin rl_grocess_ief;
ch _rare : in rl_verarvetersd
chk clacs : i acress rlasss
~h active : in irtegers
ch_user_syac o ocult users_actives
SUCCESS cut iateper ) I3

~ertcr ! integer.:

ertprwx * {-tegery

vy ces rcie 1 ocees arness Lygpe;
o se, ~u~ter integer,
N zlass access class:
5
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-=- m:z¥ke Znown rc2l segrent fccde segment of each chiid)

b YW |

< Terter = ch rara.sez rurter ccde;
entryx := g

. seg _rumter := ch_para.synchr_chli _menteors
ceg rcde 1= T W,

4 class := irit.resources.min _cless;
TR _searent{i~it renteor €ntryx,seg_numrter,

seg_mode,sustcess);,
if suzscess /= ¢ then

;ut_succ("suc*°ss value 27€ is ",sucecess,ch_class)i

\ - . N TRT
K put _1n(STCIC w,ck _class, )i
end 1°f3
¥ —-= rage Kriwrn stacx segment
; meator := ch_para.syanckr_chld_rmeater!
: ertryx := 13
y sesg_numter := Th_tpara.synchr_chld_stacks
sez rodle 1= r_ws
rk_segrent’init,mentor,entryvt,seg_nurter
seg_ rode SUCCESS
1f success /= 7 then
Fut_succisuccess value 227 is ",success,ch_clzss):
) put _11{STTIJ _w,ch_class, ,:
. end if;
» -- make ¥ncwn data segment
%
. mentcr := ch_para.syncar_chlc_mentcer;
r entryx := 23
: sSPg "L"t er := ch_pere.synchr_chld_data?
X seg rcde = r_w;
N rx segre t'init,rentor,entryx,scg_nurter,
seg_mode,suctess
if success /- £ thern
put_ su*”( success value 278 is  ,suctcecce,r -
; pht In/STLI0_w,ck cless, )i
’ erd if
L)
r ch_user_syncich_active).seg date ::=
. ch_pAre.synnr -
. ck_user_sync(ch_active).seg stack :=
: ~h ;_av-.: < e -
' swaplr~ _sepgrent(ch user _si-mc'cn a“*1.- -
Syc T
-= read event counts of earrn sep ~van:
. read_evc(ch_user_syrcion activ- |
0 chr uvger cyneclicr 2oty .
)
L] -
1]
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terminate _ssgment{44,success);

if success /= @ thern
put_succ(“success value ¢12 is ",success,ch_class)
put_1n{STCIC W,ch class, )i

erd if;

ENT make_%acw_syncs

.
)
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== PRCCEDURY TERMINATE_SYNCHR_S¥G

-- Tris procedure terminatecs the sezmrents MaXEXnOWN
-- gpreviously with the otject
-- ticr tetween an active user

nd the rain apovl. proara

-- The parameters received ty this prccedure are :

- init --> initiel process defirition

-- ch_para ~=-> indicates the parareters 1sei to
-- create the user nandler proress

-= ch_cleass -=> indicetes the access_class a2f thre
- segment tc te created

-~ SUCCESS --> output variadle that indicates tkre
- restult of the operation after call
-- the primitive

-=- This pro~educe is used to delete the syncaronization
-~ segrents created tefore (main - ective user,

FRCCETCURE terminate_syrchr_seg( irit : ir rl_process_def;
ch_yara ¢ in rl_rarareters:
ch_class ¢ ia access_clacss;y
success ¢ out integer | IS

-- terminates the segmrents create¢ to synchrornize mrain
-- aypliceation program with tne prccess created ty the

e
t2 synchrcnize the corrunics-
av‘

1 d
Hi

-— <¢chilé rrccess leaving availatle the segment aurters in

== the I77

BYGIN
terrirate_segment{ch_para.synchr_chld data, success

~ -
-e

~

terminete_segrent{ch_pera.synchr_chld _stack, success

EXD termirate_synchr_seg;
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e.g.‘»: -- DPRCCETURE FILL_INIT

By ) - .

L. -- This procedure fills the prccess definitior reccrd with

-- tke data previded in the iaitial process definition plus

S -- the ressrces thet the parent will pess to his child 2nd
»Q} -- the access class of this specefic trocess
" et

) (3¢ ” . . . .

{& -— Thke parameters received ty this procedure are :

el - irit --> initial grocess dofiniticn

- ch_init -=> output process defiritior

e - ck_rescurce -~> 1indicates the resources passed ty; ite
N 7 -- pérent
the --= SUCCESS --> outvut veriatle that iniicata2s the
iy -- result of the operatica after cqll
WA} —_— + 3 .

e the primitive
W -
[\

A o - .. : : o

A PRCCEDURE fill_irit( init : in rl_process_dcefs

T ch_init : out rl_rrocess_def:

.;f ch_resource : in child_rescurce;

ch_access : level record ) IS

14 8

(At . .

2 - fill in tke initial process record of a child

:f? - prccess celled ty crt_proc_tst.

4 g

LT X

s BEGIN

ch_init.cpu := init.cpu;

Ly ch_irit.num_cpu := init.num_cgu;
ﬂ% ch_init.rum kst := init.aur kst;
ﬁf. ch_init.rcct_access := init.rcct_arcess;:
o ch_init.s_seg := 33
Wy ck_irit.rescurces.priority :=

- init.resourres.priority) —--same as parent.
e ¥24 _frm_integer( ch_rescurce.remcry,

;ﬁ rh_init.resour~es.memery )i

q&. rh_init.rescurces.prccesses = ch_resjurce.Lrocesses;
i ch_init.rescurces.seegmrnts := ch_resource.segments;

N

. -- this will te modified with the <cpecific access ¢lass
o - of each process
i ch_irit.resources.min_class := ch_access.min;
A6 ch_init.rescurces.max_class := ck_access.mrarx;
IR chiinit.ring num := tyte! 1 );

e

ik ¢7

W
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ch_init.sp2 := 23
fill inits
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PROCEDURE CH_FROCESS

This irocecdure performs ell the orerations necessary to
create & child process, this operations include
rma%ekncwn the rode sezment c¢f the child, creation of
stack end Zate segments, fill the addess sypeace
specificaticn and precess creation

The parameters received ty thkis pricedure are :

init -=> iritizl process cefinition

ch_par -=> rpdarameters to create a child
(segment aurters,entry numters,=in)

irocess --> indicetes the prccess nurter to te
created (exarple active user 1

ch_resource --> indicates the resources that the

child will have

synchr_segz --> indicates the segment trhat is used
to synchronize this aew process with
its perent

SUCCESS -=~> output variatrle that iandicates the
result of the operation after cell
the primitive

TRJCEDURE cr_grccess( init : ir r1_grocess_def:

ch_par : ir rl_parameters;
ch_access : in level_record:
proces : in integer;y

ch_resource : ip child resource.:
synchr_seg : ia integer;

success : cut integer ) IS

chld _seg : rl_seeg _structi-- rl_addr_array for crhild csezment
ch_init @ rl_grccess_defs == rl_grocess_def for chili

seg_rec

create_seg _struct; -- used to create stack segrent

sezl mkn : TX _¥n_struct; -- used to make %known starxX sezrent
segl ret : rk_kn_return;

crt_rec : rl _cp_struct; -- create grccess structure
ch_seg_list : seg array;

Y . e 3 oy . ' 'F‘ i < '(. s '-q.
~:‘.~".o".~"-\ t,.h,‘,h_.’« J' !' W BASN T ., N.O’M.M Ll 1, . ey L L ’ et

>..ﬂ’ LR . L "'-"\'-

e
3
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o ch_ingt_mess : irput message;
“ data_def_size : i-teger;
5 ead _cklad : tcolean;
‘ w_cless : access_class;
evc_value : integer;
[ stack_size : integer;
seg _mgr _Ytytes : integer;
A def _cff : integer;
- def_seg : integer;
‘ rl_def_size : integer;
dummy : integer;

§*
‘Ai
b -- constants for determining stack size
3
)
KN
3 rl_stack_size : CCNSTANT integer := 1EEAFT#;
- vect_size : CON3ITANT irteger := 4;
R BEGIN
% w_class 1= ck_access.min;
X
4
4 segl_mrkr.menter := ch_var.renter_code; -- appl. roct
a segl _mkn.ertryx := ch_gpaer.eairy_code;
. segl_mkn.sez_numter := ch_par.seg_rurter_ccdes
3} segl _mrkn.s€g_mode := r_eg;
A segl ran.prot_level := tyte! 1 )i
segl_rikn.gate_rumter := NULL IND®X: -- no gate
g makekncwn_cegment( segl mgn, segl _ret, success )i
' if success /= 2 then .
- put_succ( success valuve is ~,success,w_class):
n put_1n(STDIC_W,w_class, "};
N ENT IF;
W,
k!
g
! --  address spec fcr child’s steck
K .
W chlé seg.seg_nurter := ch_jer.seg_nunmter_stack:
" chld_sez.sez_modie := r_wi
. chld _seg.swarin := TRUE;
e ckld _seg.prctect := byte( 1 );
‘ crt_rec.rl_addr_array( ¢ ) := chld _seg;
K - address spec fcr child’s cede
l‘
N chld_seg.seg_aumter := ch_pér.seg_nurber coie;
. chld_seg.seg_mode := r e}
: chld_seg.swagin := TRUF;
2 cnld _seg.pretect := tytel 1 )3
: crt_rec.rl_addr_array( 1 ) := chld seg:
; -- address spec for child’s reator
;: :
: 59
b
K
L)
»
K
iy
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o chld_seg.seg_nurter := syrnchr_segs
@ chld_seg.segz_mode := n_a;
e ckld _seg.swapin := TRUES
B chld_seg.prctect := tytel 1 )i
crt _rec.rl_addr_array( 2 ) := chld_seg;
N
:& -~ address spec fer trep haadler segment
¢
% chld sez.seg_nurter := irit.initial_seg{4)
b chld_seg.seg_mode = r_e:
chld_seg.swapia := TRUZ;
g: chld _seg.prctect := tyte( 1 )i
5, crt_rec.rl_addr_array( ¢4 ; := chld_seg:
R
& ,
i -- addéress spec fcr child’s date
chld seg seg_rumter := ch _par.seg_numter_jiatai
¢ ckld seg.sez mode := r_w!
R chld_ seg swatin := TRUE;
X chld_sez.prctect := tytel 1 .3
o crt_rec.rl_addr_arrey( 3 ) := chld_seg;
DAY
-- fill the order in which the segments will te passed
R
! ch_seg list(@e) := ch_rar.seg_aurter_stack;
0 ch_seg list(1) := ch_tar.seg_rurter_code;
T ch_seg list(2) := synchr_seg:
o ck_seg list(2) := ch_per.seg_numter_dat
ch_sez list(4) := init.initial_seg(4);
L]
:
) -- calculate required stack size. . .
o -~ {in the future will calculate btased on dete in C™T
iy -- file neader tut now just use ccrstant.)
Y sez_mgr_tytes := ( stack_heeder’SIZL/E ) +
i ( irit.num kst * ( xst entry 'SIZF/€ ;) +
‘ ( kst_header’sSIzZr/g );
. stack size := r1_stack_size+vec t_size+segz_mgr_tytes +
B ( rl_process_defSIZE/8 )3
g} --= create and make known child’s stack segment
o
)
[ seg_rec.mentor := ch_par.rentor_stack;
G seg rec.entryx := ch_par.eatry_stack;
0! seg rec.limit := stack_size - 1%
v seg rec.class := ch_access.maxj —- CRuEIGORGE
. create segrent( seg_rec, success )i
bj if success /= @ then .
. put_ suce(“success value 32 is ,success,w_class,s
: put 1n(STCIO_W,w_rlass, )i
.‘
'{: 100
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END IF3

segl _mkn.mentor := ch_per.rentor_stack;

segl mkr.entryx = ch_trar.entry_stack;
segl_mXn.seg_number := ch_rar.ség_numter_stack;
segl_rkn.seg_mode := r _w;

segl_rkn.prot_level := tyte( 1 );
segl_mkn.gate_numter := NULI_INTZIXS

segl mkn.gate_prot := tytel @ )°

makekncwn _segment{ segl _mkn, segl _ret, success ;i

if success /= € then
put_succ( success vaelue g
put_1n(STDIO_W,w_class,

END IF;

swapir_segment( ch_rar.seg_numter_stack, success );

if success /= 2 then
put_ succ( success value t is ",success.w_cla%s):
put _1n(STRIO W,w _class, 3

IND IF;

is ",success,w clazs);
Ve
711

- create eénd rage knowr child’s data sezre-t

seg_rec.rentor := ch_par.mentor_d4atas
seg_rec.entryx := cnh_par.ertry_data;
seg_rec.limit := input _message 'SIZF/g:
Seg_rec.C].aSS e = Ch_dCCESS.FaX; - ST RININIYINe e
create_segrent( seg _rec, success )i
if success /= 2 then
Fut_succ( success value ¢c is ",success,w _cless’
put_1n(STDIO W,w _class, )i

¥ND IFS
segl _mrkn.rmentcr := ch_par.rentcr_datal
segl_rkn.entryx := ch par.entry date;

segl _m¥r.seg rumter := ch_par.seg_numter data:
segl mkn.sez _mede = r wi

segl_rkn.prct_level := tyte! 1 )i

segl _mxn.gate _nurter := NULL INTXX?
segl_rir.gate_prot := tyte{ 2 )

makekncwr _segment( segl mkr~, segl ret, success !;

if success /=2 then .
rut_succ(”success value ¢ is ,sucecess,w clacc);
put _1n(STLIO W,w_class, )i B
FND ITF;
swepin_segrent! ch _par.ceg _rvrter_date, success i
if success /= 7 ther .
tut_ succ( " succecs value 1 ySUCCESS,w _Cclacs ]
rut 1n(STCIC ¥,w _class, i
TND IF;

-= fill ia childs rl_procecss_def

.

£i11 init( irit, ch_irit, ch_rescurce, ch_access )

121
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-= determine segment & offset of rl _prceecss_def injtiel
-- record

def _seg := 1it _mk_sel( 1dt_table,
ch_par.seg_numter_stack ;i
def off := stack_size - ( vect_size + seg _mgr_tytes -
rl_process_def 'SI7z/8 );

- move ch_init into progper place in child’s stack segment
rl_def size := ( rl _gprocess def’SIZE )/R;

move_tytes( get_ss{), ch_init’address, def _
rl_def_si

ses
z

e
e

-- fi1l in rerainder of create_rrocess_structure

crt_rec.ip := 1285 -- skip cormand file heeder (€2 nex)

crt _rec.svx := def cff;] -- set childs stacx peinter

crt_rec.spl := stack_size - (vect_size =+ segz rmgr_tytes i
HE s

-— no ring 2 stack
-- rl address array ei1ement 2
2ck_size - vect_size;

crt _rec.sp2 '
crt _rec.vec_seg 1= @
crt _rec.vec_off :
crt_rec.child_num := proces-1;

crt _rec.priority := ch_init.rescurces.priority;
crt_rec.merory := ch_init.resources.memory;
crt_rec.processes := ch_init.resources.irocesses:
crt _rec.segmrnts := ch_init.resources.segmnts;
crt_rec.min_class := ca_irit.resources.min_class;:
crt_rec.max_class := ch_init.resources.max _class;

"
nw
o o

- re3d evert count so we know when child has self _deleted
-- read _evc(syrchr_seg,evc_value, success );
- create the process

crecte_preocess( crt_rec, success );

if success /= 2 THFN

put_succ( " creete process success =
success, w_class

~ -
-e

ENT if5
END cr_grocess;

¥ND fproce;
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wWITH agate, agatej, arl, alit, alirt
FACKAGE rfroce IS

USr agate, agatej, arl, alir, alitj

- NEXC ORI AT AR A2 30 e 3 3 e e e el A N KR Ak e S
~- TEI3 PRCGRAM IS PROCE.LIB

== Contains the specificaticns nee
- 3008 Besle s s sl e e s sl e e sl e s sl sie Sl e sl e diesie s

FROCEDURE cr_segment{ init : in ri_
mentor :
entrx : i
class :

success

FRCCEZURY 21 _segment ( init : in rl

out integ

FRCCELURF rk_segment ( init : in ri
mentor :
eatrx :
numter
mode :
success

PRCCEDURE rake _know_Sync{ init : in
ch_para
ch _class
ch_active
ch_user_s
SuUcCcess

FROCEDURE terminate_synchr_segf{irit

cb _para :
ck _cleass
success

o
e
[}
(@}
tay
[y
a
=)
=y

£111 _init( init :
ch_init
ch_rescurce
rh_access

cr_zrocess{

148/
poe)
(&)
(@]
ey
(]
[}
~rt
&

irit
ch_pars :
cn_access

1¢2

‘w\‘-J\'

. : PP OR R TETs SN
J,hhrhfhdi" -Jh)..)ﬁ*bﬂ*§'~-f’7

’

ync :

J, strlit, util, files;

, strlit, util, files;

oo ats ole o e we wls sle ale e ule L0, o she o s olr Do 20 s Wi wts wty
SRR ORI N NRRINE R SRS ML RN R A sk kN e sk

ty PRCCF.PKLG

Jeals a'e ale aloale v'e ste wloa o 3'2 w2 als ntp nisa
N2 SR BT s e FREES)

rrocess_def;
ir integer;

n integer)

in eccess_class

.
1
AY .
H

cut integer

_ETr
er

_prccess_def;

in integer:

in integer;

in irnteger;

ir seg_access_types
out integer );

1_3rocess_def:

r rl_parareters;

in access_class)

: 1n integers

cut users_active;
integer):

r
i

¢ out

: in rl1_prcecess_def;
in rl1_parameters,

! in access_class;
: out integzer’:

in rl _process_def:

out rl _grrocCess_Jef;
: iz chilid _rescurce;
ia level recori )
in rl _rrecess_der:
in rl_varameters;
t in level records

“a ® -
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(o ARG
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rrcces ¢ ir integers

ch_resource : in child_resocurce;
synchr _seg : ir integer:

success : cut integer);

r .-

- s
Y

s

.

re
<
[y ]
s
3
(9]
0
(4]
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APPENDIX F - SERVICE ROUTINES AND ADDITIONAL DATA STRUCTURE

This appendix contains the procedures and functions used by
the application programs related to execution of I/O operations. It also contains
additional data structures necessary to run specific application programs
(parameters. record’s description. constants. etc.). The program is "Files" and is
composed of two modules. "FILES.LIB" (contains the specifications of records.

functions and procedures used) and "FILES.PKG" (contains the code developed

for each procedure or function).
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LY ¢
] "
g
i
v ; . s . :
h WITZ azate, agatej, arl, alilr, alitj, strlilt, util;
B PACKAGE ECLY files IS
D USE egate, agatej, erl, alilt, elitj, strlit, utili
Bk
. STTIC W ¢ CCONSTANT integer = 1;
L STCTIC_R : CONSTANT integer := 23
o
W _
fN FROCEDUEY t24_frr _integer( in_val : in integer;
¢ tz4 _val : out tZ4_tyrve ;I3
: -- Routine to ccorvert ar integer inrto a
'$} --  B2¢ type variatle { Z-tytes )
Y BEGIN
W t24 val.tyte2 := tyte( 2 )i
P24 val.tytel := hi( 12 val )i
T t24 val.tyteg := lo( in_val )i
k@ FND t24 frr integer;
\"'I
Sl
Tt FRCCEZURF put 1ln ( 1lcéev : in irteger;
w_class : in access_classs
S0l str ¢ in string | IS
N
-y -= Put @ string on device Jcdev with cr and 1f
b
( out_tuf : strirz{ 82 ;;
surcess @ intesery
, wt sio : wt seg_struct;
" size _str : integer;
S C2 : CONSTANT integer := 13;
A LT : CONSTAAT integzer := 13;
" RGN
A out _tuf := str;
4N size str := length! str );
J cut_tuf := cut_tuf & char_to_str/ Characte"'val( SEoL
o out _tuf := out_tuf & rckar_tc_str( character’val( LF ));
" wt_sic.devire := ldev;
wt _sic.cata _cff := cut btuf “aDDPESS + 1:
] wt_sio.data_ceg := get s<():
N wt _sio.count = size_str + 23
o wt _sioc.class := w_class:
ol write seguential( wt_sic, succese O3
A =hI ;Ut_lﬁ:
—_"'
s PANCETURE tl¥ _sor ! ldev i in iateger:
e w class @ in access_cless:
P str : i~ <tring ) IS
>
oo —~
':‘ 1¢€
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-- tlan«z the ¢~
- first tosici
cut_tuf : stiri-af
success @ intezer
wt_sic ¢ wt_sec s
size _str : integze
ESC ¢ CONSTANT 1n
X : CONSTANT inm

ESGIN

cut_tuf := st
size str := 1
out tuf := cu
out tuf := cu
wt sis.devirce
wt siz.data ¢
wt sic.iata <
wt siz.rount

wt_sis.zlass

write sszuent

IND tlk_sors

-- get a strine
in_tuf : strirg’
SuUCcess

rd _ret

BXCIN

ré_sio.data_cf

ri_sic.device
rd_sioc.data s
read sequerti
in ruf{ ¢
str := irn_tu
r_class :=r
NT pet _str:
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.
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irtezer:

ri_sic : rd _seg_strue
: rc_seq_raturn

size _sir : integer;

.s wo

e by

ret.cless)
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\ e
LY
! N3

r tc str! character
r_tc_str! crharacter
u? “AIDEEES . 1
<Yy

- Z3
, sucress Vi

1 integer:
: out access_cless:
t strirz ) IS

or device ldev.
Vi

s()s
ri ret, sucress )3
‘vall( rd rst.ccunt
integer;
v in access ctlasst
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:& - put a string on device ldev.

.?“»‘ -

ALY

e out_tuf : string;
ot success : integer;

wt_sic : wt_seq_struct;

fgi size _str : integer:

o

o BEGIN

K out tuf := str;

X size str := leangth( str );

, wt_sic.device := ldev;

L wt_sio.data_off := out_tuf "ADCRESS + 1;
. wt_sio.data_seg := get_ss(};

bl wt_sio.count := size stri

o wt _sio.class := w_class?

b write _sequential( wt_sic, success );

END put_strs

i

4

Q‘

:,‘ PROCIZURE put _dec( ldev : iz integer:

b)) w_Ccless ¢ in access_clesss

dval : ir integer ) IS

X3

[ -= putl the string equivalent c¢f a integer con the tarminal
e ~- screer.

+IAN

b0 e _

R out_tuf : string( 12 };

\ FEGIN

b out_tuf := Irt_to_str{ cval };

23 put_str( ldev, w_class, cut_tuf J;

o FNL put_decs

W,

\'l.

;“ FROCEDUEE tut _succ!{ ir_str : in strirg;

K% dec_val : in integer;
a0 w_class : ir access_class ) IS
(]

- print a string ard an irteger on device attached in
~-- slot STDIC_W (should te a serial terminal).

o

% BEGIN

3 put _str{ STDIO_w, w_class, in str ;3

b put_dec( STTIO W, w class,, dec val )3
put_ln( STLCIO %, w _class, V3

END put_succ;

.
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FUNCTION get _input( eco : in boclean;
rd_class : ir access_class ; RETURN string IS

-- Gets an input strinz from the terminal and echoes the
-~ irnput if the echo optior is on. It alsc converts all the
== input tc lower case

-= constants
STLTIO R : CONSTANT irnteger
ST“IO_& t CONSTANT integer

-
.. we

rd _str : string;

ind ! integer:

values : integer:

inp_ch : string(1);

w_class @ access_classiend _irput : ctocleans

REGIN
w_class = ré_class;
end _input := false;
ird =13
rd_str := i

while pot end _input LOC?
get _str(STLIO R, w cless, inp_ch}s
if Inp ch(1) Iin “A7..°2Z7 ther
iap ch(1) :=
Charecter “val(charecter’pos{ing_ch(1)}+22 3
end if;
if ( character’pos(inp ch(1)) = 12 ) tren
end_input := true;
else
if ecc then
put _str(STDIC_¥, rd_class, inp_ch ):
END IFS
rd_str := insert( inp_ch, rd_str, ind );
ind := ind + 13
end if}
end LOOF;
RETURN rd_stri

=1

N

(S

get _inputs

PRCCEDURE atta~h tew( IC_PCRT : in integer;
LLEV : in integer) I3

~-= attach serial port for writing.

129
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rode ¢ attach_structs
w _class : access_class;
success : integer;

BEGIN

rode.dev_reare = siow;

rode.siow_rec.dev_num := 10 gort;
mode.siow_rec.dev_tygpe := ic;
mode.sicw_rec.dev_id := LDEV;
mode.siow_rec.mrl := tyte( 15#24T# );
mode.siow_rec.mrz := bdytel( 1E#Q3E# )3
rmode.sicw_rec.io_mode := asrt_rts;s

attach device( mode, success )i

END attach_tews

PROCEDURE attach_ter( IC_PORT : ia integer;
LDEV : in integer) I3

-~ attach serial rort for readingz.

mode r : attash_struct;

w_class : access_class;

success 1 integer;

BEGIN
rode_r.dev_nare := sior;
mcde _r.sicr_rec.dev_nur := io_tycrt;y
mode r.sior_rec.dev_tygpe := 103
rode_r.sicr_rec.dev_id := LIEVI
mode_r.sior_rec.mrl = tyte! 1FmZ4C4 )
mode r.sior_rec.mr2 := tyte{ 16#22%% );
mode_r.sicr_rec.ic_mrode := asrt_atr;
rede_r.cicr_rec.delim _active := FALSF;
rode_r.sicr_rec.delimriter := tyte{ 13 )i
rede _r.sicr_rec.maximum :=

13
-= 0nly ree?d
attach _device! mecde_r, €S

ENT attach_ter;

FROCFDIUEE load _gparam{init : in rl _process_def:
ch_para : out rl param) IS

Froduces 2 tetle

112
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-- Yy the mair applicaticn prcerar (segment numter, ertry,
-- nmentcr).

INITIAL : CONSTANT integer := 31;
NEYT NUMBER FR¥E : CONSTANT integer := 4
CH_ SYNCER NEN"‘OD : CONSTANT integer := 4

index : integer;

- next _segmeat : integer;
deta_number : integer;
ch_rarar ! rl_rarameters;
usr_level : level_record;
synchr_chld : integer;

REGIN
next_segrent := INITIAL;
date_numler NEXT NUNMBER FRFZX;
syncnr_chld CE_SYNCER_MFNICE + 13
-- next segsment avsilatie

it u

irndex = 15
while irndex < £ LOOP
ch_param.entry_stack := index;
ch_rparem.mentor_stack := INITIALS
next_segmert := pext_segrert + 13
ch_peram.seg_numter_stack := next_segment;
rext_segment := next_segmert + 11
ch_param.seg_numter_code := nexti_segment:
ch_parar.entry_code := index + 63
ch_taram.renter _code := init.iritiel _seg’2):
ch_parar.entry _data := index + 4;
ch_rarem.mentor data := INITIAL:
ch_rarar.seg_rumter_data := data_nurter;
data_numter := data_numter + 13
if index < 4 then
ch_parem.synchr_chld_menter
ch_raram.synckr_chld_starck
synchr_chld := synchr_chld
ch_traram.synchr_chld _data
syachr_chld := synchr_chld
else
ch_varam.synchr_chld _mentor
ch_param.synchr_chld_stack
ch_perem.synchr_chld _date
ENC IF;
ch_para(irdex) := ch_parar;
index := index + 13
ENT 1OOP;

CH SYNCHR MEATORS
Syn"hr chld;

+
e oo
- ’—‘ nou

synchr_chld.

.
’

+

2

(LT}
e
. -

<

ENZ load_param:
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e
a9
ﬁ? PROCEDURE loed_access_class(init : in rl_process_def;
;ﬁz usr_access : out user_level ; IS
-— Froduces a2 tatle with the security access level dejen-
Qqa ~- dirg on the user level
e
§§v usr_level : level_record;
:'Q,-
- BEGIN
o usr_level.rir.comyromise.int? := @;
ey usr_level.mir.comprcmise.intl := 2;
e usr_level.min.integrity.int := 2;
$§ usr_level . .min.integrity.intl := 212€4:
et usr_level.rax.compromise.int@ := €;
usr_level.max.comprorise.intl := @;
i usr_level.rax.integrity.int? := 23
A usr_level.max.integrity.iati := Z215€¢:
ha usr_eccess{TOP_SECRETI) := usr_level;
St
"':'h
usr_level.min.compromise.int? 1= 2
S04 usr_level.min.comrromise.intl t= 23
O usr_level.rin.ictegrity.int? = 33
< usr level.rin.integrity.intl = 21524
v usr_level.mex.compromise .inté@ 1= 43
'y usr_level.rax.comprcmise.intl = 2
usr_level.max.integrity.int? M
Ay usr_level.mex.integrity.intl 1= 218¢4:
zyh ust_access{SECRET) := usr_level;
hide
3, usr_level.min.ccmpromise.intZ := 23
Yy usr_level.min.comrrorise.intl := 2;
usr_level .mir.,irtegrity.inte¢ := 23
o usr_level.rmin.integrity.intl := Z2125¢€4;
R usr_level.rex.compromise.int? := Zj
R usr _level.rax.compremise.intl = 2;
) usr_level .rax.integrity.inte := 2;
Rk usr_level.max.integrity.intl := 21504;
usr_access{CONFIDENTIAL) := usr_level;
-
N usr_level.min.comprorise.int@ := 2;
N usr_level.rin.compromise.intl := @&;
k 1 usr_level.min.integrity.iat? := 2;
s usr_level.min.integrity.intl := 215@4:
, usr_level .max.compreoemrise .intd = &3
i usr_level.rar.compromise.intl := ¢;
o usr_level.rex.integrity.int¢ := ¢;
-l usr_level.rax.integrity.intl := 215€4;
‘%.: usr_access(UNCLASSIFIZT) := usr_level;
.!L.
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i
5
ﬁﬁ ENT load_2ccess_cless;
*a‘f‘
' PROCEDUR® 1lcad_rparaml(init : ir rl_prccess _def;
ﬁﬁ ' ch _param : out rl_parameters ) IS
act
(] —-- Produces a tatle of parameters with irformation reede?
N -- ty the User Handler
ll' W
‘M MEANTOR : CONSTANT integer := 313
iy N
K BEGIN
sl ch parar.eatry_stack := 1j -- always 1
ch_parem.rmentor_steck := MENTCR; .
» ch_taram.seg numter_stack := 323 - 22
KN ch_peram.seg_numter_code := 33!
oy ch_traram.ertry_ccde 1= 4;
x&, ch_parav.mentcr_code := init.initial_seaz{1l.
et ¢k _pérem.entry date := 2
ch_vparar.rentcr_data = MENTORS
ﬁ? ch_pararm.sez nurter_data := 243
% INT loced_gererml
:ﬁ‘ PROCEDURY loac_child _active
' (usr_active : cut users_active] IS
..s.'}‘
gt -- Initializes the Active User record tc FALSE. It lets
{ -- CCF load the Active User seprents epack time a false
N -- record is fzurnc
My
%ﬁ irdex : integer:
19
e TEGIN
iy irdex := 13
A while index < 2 LOOF
usr_active(index).active := FALSF:
Y. usr_active{index).seg date := 2;
02 usr_activegindex).56g_stack e
hhd usr_active(index).eve_data := 23
:$M usr_active(index).eve_steck := &3
L

N irdex := irdex + 13
' end LCOPF:

"t
W IND load_child active;

e 1 in ctrings
3 ¢+ ir strineg

v,

J
e PROCEDURF lock_for level (v

~
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m

ch_access ¢t in user_levels
ck _class : out access_class) I

n

(9]
L]

-- Simrulates the lcgon rrccess, loading tne access class
-- the user dependins ¢n the Username and Pasword

if passwerd = "falconl” ther
ch_class := ck_access(l).rax:
elsif password = "faleon  ‘*hLen
ch_class := ch_accessi2,.max;
ELSIF passwcrd = secret tren
ch_class := ch_accessid'.rex;
FLSY
ch_class := ch_access(4&).rax;
END IF;

INT leck _fer_levels

h

FRCCEDURY initialize_tetles/seg _tatle
scz_head :

S

(Dﬁ
ct

.
t

\ T
r: Lo

D b

-
L

~

-

w

d
he

TS b

mw

u ¢
segr

-- Initializec the internal tatiec that will sisulats the
) —-- autcmatic creatior ¢f segrerts numters usirg tae 17T
-- tatle
inderx t integer;
w _rlass : access_classs
BEGIN
w_class,.integrity.int? := 27 .
w Cclass.integrity.irntl 1= 73
w_class.corprermise.intl 1= &3
. w _class.rorprerice,int? = 23
! seg nead.mrax _files stoared R
seg_ head.rext avqll _Seg := INITIAL ¥RTE_SEGMINTS
seg_read.neyt_avail ent := INITIAL FREY _FNTZVS
seg_head.nex _avall_wew t= INITIAL_FREE_MENIDRS
seg_hkead.max_cpen_seg := INITIAL TFREE SEGMENT
seg_head.mex_cpen_ent i= INTTIAL FREP FNTEYS
s€g_head.Tax_cren_mern := INITIAL FREE _MENTOES
-- inttializaticn of array thrat rclds €iles iaformaticn
irdex := 23 .
while index < MAX_NUMEEKR OF _FILFS + 1 LOOF

/ seg ta2tlefindex).nurter
seg tatle’index).entrys

e oo

"
145 Mo
.o we
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WY T

o

)

g. seg_tatle(index).mentor 1= 25

A seg_tatle(index).file neme := ;

K seg_tatle{index).access cla := w_classs

' seg_tatle/indey).next_avail_segz := INITIAL FREE_SEGMENTS
o seg_tatlefindex).next_evail_ent := INITIAL FAFr _EATRY:
N seg_tatle(index).next_avail men := INITIAL FREN_MENTOZ;
N index := inder + 1;

LX)

(}\

N end LOOF;

v END initialize_tables;

I

L)

g; FUNCTICON check if _exists_file_rare

i (seg_table : in files fatas

A file name : a2 string) RFTURIN boolean I3
- —-- check if file reme declered in input comrard exists zor

. -- dces rct

answer := FALSE;
while inderxr < MAX_NUMBFR Q¥ FILES + 1 LQOF

KA inier : integer:
e answer : "oolean;
¥ RECIN
<y

» index := 23

if seg_tatlel{index).file nare = file reme then
answer := TRUE;

1S
by RETURN answer;,
else

b index := index + 1)

A end IF;

', ENT 1OCP;S

vt FETURN anpswer:

"

\J

By INT check_if_exists_file_nare;

I

| PRCCEDURE convert(ch_ in : in injut_messages;
o w_class : irn access_class;
& ch_out : out rorani_line) I
i

A --= this procedure assembles the cormmad line using the irnput
e ~- mecsage typed ty the user

- index : inteeer;

ﬁ‘ indiexl t inteper;yg
'x teryp : strings

' N inp ch : stringfll);s

L) OO o) i W 0 O8
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RESIN
terp := Ty
index := 13
index1 := 1;
while ((index <= 4¢ )
ard (index <= length(ch_in.input_one’)! LOCF
if ((ch_in.input_cnelinder) in "a’..”’z" ;) or
(ch_in.input _one(index) 12 “28°..°s” )) then
temp(index1) := ch_in.input_one(index):
index1l := indexl +1:
else
if ({character ‘pos(ch_in.input_ore(irdex)) = Z2)
and
( index /=1 ) and
(character’pes(ch_ir.input _one(index-1)) /= 22))
ther
terp(index1l) := ch_in.input _cne(index:;
indexl := indexl - 1,
else
if
({character’pos(ch_in.iaput_cne(index)) = ¢¢)
cr
(ckaracter ‘pcs(ch_in.iaput onefindex') = 128))
indexl := irdexl - 1:
termp(index1} := ~ 73
end ifs
end if;
end if;
index := index + 13}
erd ILCCP: .
- load corrand line
ch_sut.cemrend = i

-s

ch_out.file_ramel :=
ch_cut.file _name2 :=

ch_sut.commard class := ch_in.input_cless;
irdex := 13

index1l := 13

== lcop to fill command

while ({character’pcs(terp(index)) /= 32) anad
{index1 < 5 )) LOGOF

ch_cut.corrmandfirdexl) := temp(index);
indexl := indexl + 1; !
irdex := index + 1; _!
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end LCCP:
-- 1loop t¢ fill filenerme 1

irdex := irdex + 13
indexl := 13

P

j while ((character ‘pos{temp(index)) /= 32 ard
¢ (indexl < @ )) LOOP

) ch_out.file narel{indexl) := terp(index);

! index1l := indexl + 1;

index 1= index + 13
end LJOF:

-- lccp to fill filenare 2

irdex := irdex -+ 1%
irdexl := 11

while ((chararter’pos(terp(index)) /= 22
{irdexl < S )) LOOF

[$7)
o3
K2

ch_out.file name2(indexl’ := terp(index;:
indexl := irdexl + 13
index := index + 13

end LCCPE3

INT corvert;
INT files;
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W

X WITE agate, agatej, arl, alit, elitj, strlit, util:

i PACKAGEF files IS

N USF agate, agzatej, arl, alit, alitj, strlit, utils:

Lo

5 MAX USERS : CONSTANT integer := Z;

) MAX_FRCC : CONSTANT integer := 4;

¥ MAX_LINES : CONSTANT integer := 10@;

o ~- rex. records for file

) MAX NUMEER_CF_FILES : CONSTANT integer := 21;

‘ MAX INTFUT CHSAR : CONSTANT integer := £2;

v INITIAL FREE _SFGMENT : CONSTANT integer := 31;
INITIAL® FP}r INTRY : CONSTANT integer := @:

\ INITIAL FREF MENTOR : CONSTAMT integer := 253

¥, LAST FREE SFGMFENT : CONSTANT integer := 213

) LAST FREF _ENTRY : CONSTANT integer := 11}
LAST FREE MENTOR : CONSTANT integer := 23;
SEGMENT LEINGTH ¢ CONSTANT integer := EQ2R1;
MaY LEVELS : CONSTANT integer := 4;

—-= max. se~urity levels

TCF_SECEET ¢ CONSTANT integer := 13
SECRET : CONSTANT integer := 23
COAFIDENTIAL : CONSTANT integer := %i
UNCLASSIFIET : CONSTANT integzer := 4;

! SUETYFE segrent _nurter IS irvteger RANGF 31..51;

SUBTYPE entry nurter IS integer FAMNGY 2..11;5

SUBTYPE rentor_nurter IS integer RANGE 25..3Y3

y TY?F r1 rarareters IS RECORD
entry _stack : integer;
f: mentor_stack : lnteger;
i seg_nurter _stack : integer;
> entry ccde : integer:i
mentcr _code ! Integer;s
e seg_number code : integer;
ertry deta : integer;
b rentcr _data : integer;
(-, seg_numter fata : integer;
- evn_rount : integer;
. evrn ccurt data ¢ integer;
. <3rﬂhr crla _meater ¢ o integer;
. synchr_ckld_stack : integer; J
d synchr _chld iata : integer;
Jr FNT RECCRD;
. :
f: TYZF rl1 iarer IS ARRAY (1..M3X _F3CC ) of rl paraeameters: 1
N 11
o
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TYTZ data receord [S RECORT
datal : string(g2:3

FND RECCEIN

TYTE data file IS AXRAY (L..MAX LINES) cf

TYPY sez info [S RFCCRT
rurter ! segment _nurter;
entrys t entry_nrumter:
mentor : mentor nurter;
file rame i string(8)s
arcess_cla ! accecss_classs
next_avail_seg : segrent runter:
rext avail e- i entry_rzurter;
next _avail ren : mentor_nurters

END RECCRIG

TYTE seprent neader IS FECQED
ray filec stored : fatezer:
next _2veil_seg ! segreat_nurter:
neyt avail ent i entry rurter)
next_avail _ren : meator_tumter:
maY_oaren_seg ¢ sezment rnurter;
rax_oper_ent P eatry_nurder;
rexy_OCpen_men t rentlor_numter;

ENL RECCRIS

TYFE irvut _ressage IS FECORD
input _one Postrirg(ge:
ingut_result : strirg(Ze):
irput _class ! access _classs

IND RECORDS

TY*E -~omernd line IS R¥CCRT
corrand : strirz (£
file narel : ostring(s,;
file narez t string(g);s
cormand cless iaccess classs
result : striagz{em);

ENT R2FCCRD:

TYTE segrent data IS ®ECORC
cezr_iafo : date _files
segr _class : access_classs

Z* T FECOED:
T?PF files data IS

TYTW
TYTE

level rercrd

« o

IS FECORT
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%y
5,
3

v in :acress _classs
p - - .
AN mz : access_classs
e N2 ORECORIN
EAPI 4
N TYET user level IS BREAY (7..MAY LEVELS) of level record;
1 HEN
N TYZD user 3ynenr:z IS 3RCJ3D
- -
e artive : Ytoclean:
.gz ceg data t iateger:
v segs_stacr ! integer;
ceve _date t iateger;
7. < ay~ stank : integer:
‘::- TRTORRILEDS
W
-,
W, " - ~ . . sy
s TYEY vucers active IS ARR2AY 71..MAX USFRS, of user syachro:
: - -
2172 cnild resource IS F-I0RT
“‘- -
l".’. em~row ] .
oy crCry t inteeer;s
o yTomessss : incaecer:
a: segrEmtg ! inteper;
Y L ST
- L. - e e s U
o FRCTFIVEL tr4 frm integer! in wval @ in integer:!
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Ao FECOEIURY cut_In 0 ldev ¢ in inteager:
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A w_class : ir arccess classy
str ¢ i1 string /i
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oA FECCEIURL z2et str ! ldevy @ ir integer:
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FRCCECUZE loed_2c7ess_class’ ini*t @ in ri treress =41
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FROCEDURE lock _for _levelf{userrare : in strizne
passwerd ¢ in <trinz

ch_access : in user level]
ch_class : out access_class 'y
' PROCEZUEE initialize tatleclceg tatle : cut files datz:
seg head 1 cul segmert reiler '
) FINCTICN rreck_if exists _file narmelcez tatle : in filec 42tz
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APPENDIX G - SYSGEN SUBMIT FILE (SSB)

This appendix contains the description of the Sysgen Submit

A .
¥ File used to sysgen the entire system, the commands used are :
K
» bs:1d3.cmd
. ks:kO.cmd
t ks:kl.cmd
: ks:k2.cmd
cs:vlloader.cmd;2;
‘ ds:vilogin.cmd;2.10;
, ds:nv.ds;2,5:
X ds:nv.ds;5:
i ds:prmain.cmd:5.0:t:

¢ ds:puserl.cmd:5,7;
ds:prchll.cmd;5,7.4:
ds:puser2.cmd:5.8;
ds:prchl2.cmd:5,8,4;
ds:puser3.cmd:3.9:

) ds:prchl3.cmd;5.9.4;
ds:prbdos.cmd:5.10; .
k. ds:rltrap.cmd;:6;
. end
¥
‘ L 3
)
a
v
L)
1
K
X .
n)
K
N ) v
A 122
\
s
1
L}
1)

114"1

AT % 0 0 O N 2 ¥
b % ‘\'."h,’ Fe RN q’.‘.'»’.‘q‘,‘a’-ﬁi R .‘t a“‘"l Wby '. ' R ‘0'30. KT 0.- v, ,."n"‘—x o l.' DAY «'0 e i,:al:“ Rl 50.1'“%‘ i !.v



[ I~

10.

11.

LIST OF REFERENCES

Schiller. W.L.. Design and Abstract Specification of a Multics Security
Kernel. Mitre ESD-TR-77-259. Mitre Corp.. Bedford. Massachusetts.
November 1977.

Department of Defense Computer Security Center. Ft. Meade, Maryiand.
Report CSC-STD-001-83. DoD Trusted Computer System Evaluation
Criteria. August 15, 1985.

Gemini Computers Inc.. Carmel. California. System Overview Gemint
Trusted Multiple Microcomputer Base. September 1985.

Boebert. E.. Kain. R.. and Young.B.. "Trojan Horse Rolls Up to DP
System." Computerworld. December 2. 1985.

Rushby and Randel. "Distributed Secure System." Compute. July 1985.

Ames. S.. Gasser. M.. and Schell. R.. "Security Kernel Design and
Implementation : An Introduction.” Computer. July 1983.

Corbett. P.J.. Multilevel Secure Front End For Data Communications.
Master’s Thesis. Naval Postgraduate School. Monterey. California. March
1983.

Cavalcanti. C.A.. Modelling of a Multilevel Secure Tactical Combat Computer
System. Master's Thesis. Naval Postgraduate School. Monterey. California.
June 1986.

Gemini Computers Inc.. Carmel. California. Gemsos Ring 0 Users Manual for
the Janus/Ada Language. (Version 1.4). May 1986.

Reed. D.P. and Kanodia. R.K.. "Synchronization with Eventcounts and
Sequencers." Communications of the ACM. Vol. 22, No. 2. February 1979.

Gemini Computers Inc.. Carmel. California. Gemsos Ring 0 Sysgen User's
Manual, September 1985.

123




l..'
"
AN
S
Y
:::' INITIAL DISTRIBUTION LIST
‘ No. Copies
l"?
l'g“
::" 1. Defense Technical Information Center 2
::: Cameron Station
o Alexandria, Virginia 22304-6145
w 2. Library (Code 0142) 2
S Naval Postgraduate School
;% Monterey, California 93943-5002
' t
3. Chairman (Code 52) 1
o Department of Computer Science
" Naval Postgraduate School
o Monterey. California 93943
b
R
. 4. Computer Technology Programs (Code 37) 1
Y. Nava] Postgraduate School
> Monterey. California 93943
LA
e 5. Gary S. Baker (Code 52Bj) 5
. Department of Computer Science
W Naval Postgraduate School
Y Monterey. California 93943
’ L]
N 6. Uno R. Kodres ({Code 52Kr) 5
_ Department of Computer Science
ﬁ."‘ Naval Postgraduate School
X Monterey. California 93943
::‘t
Ty 7 Peruvian Air Force-Comando de Instruccion 1
y Ministerio de Aeronautica
e Lima, Peru
4 "
A ‘N
'.7“- 8. Peruvian Air Force-Centro de Informatica 1
Y Ministerio de Aeronautica
- Lima, Peru
B 3¢
A
,;:: 9. Mayor FAP Miguel A. Reyes 2
’::., Ministerio de Aeronautica-Centro de Informatica
" Lima, Peru
o
X 124

O AT AR oy e - R T R ) - o W00
RANGDOLAIRS AL A A R IR SO SIS DO O AT




P

[

>
-

BN AN s RN

20,3 08w sy g




