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ABSTRACT

o This work 1is an analysis of the use of a multilevel

secure computer system to execute tactical combat

R
égé applications programs. Using the Gemini Trusted Multiple
!“‘s
!

X Microcomputer Base, currently under evaluation by the

Department of Defense Computer Security Center, applications

;::E:E and test programs were written and implemented in order to
:':;,3' expose some characteristics of the system.

{hn Using a Janus/Ada compiler with the necessary library
E:::E': alterations for the Gemini machine, a simple weapons
él:::;: application program was implemented in a system designed to

simulate a tactical environment where classified material

:;:5: . can be handled in spite of the different levels of security
:'\‘:' '
:..: held by the operators that can access the system.

The 1loss in performance due to the secure operating

system's overhead is  estimated in order to establish the

tradeoffs in performance gains due to parallel processing

capability of the multiprocessor system.
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THESIS DISCLAIMER

"

i"f't

:ﬁﬁ The reader is cautioned that computer programs developed
ot :

;ﬁg during this research are not completely validated. Although
oy every effort has been made in order to make the programs
¢

BAN _ . N . .
;%h free of computational and logical errors, the time available
ek

‘ot

Lg: was not sufficient to perform; a fully reliable )job.
?Q* Documentation and software used in this work were supplied
)

Sot

?§‘ by the manufacturers of the microcomputer used, in a
1’;&'

ﬁ&- preliminary format with updates being received throughout
be the research period.
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égf Some terms used in this thesis are registered trademarks
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&f; of commercial products. All trademarks appearing in this
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3&' 1. Gemini Computers Inc. Monterey, California.

;ﬁq Gemini Trusted Multiple Microcomputer Base.
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W 2. RR Software Inc. Madison, Wisconsin.

;‘b Janus/Ada development package.
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. ' I. INTRODUCTION

s
?:i A. PROBLEM STATEMENT
e
i,f ' This thesis investigates the use of a multilevel secure
$$ computer system in a tactical combat environment. The
§§ specific application of the system proposed is to perform
‘ﬁQ: the duties of a real-time system with the extra ability to
gy* handle sensitive information in a trusted manner.
égs A real-time system is defined as:
?§§ A system that reacts as to affect the environment in which
2 it is operating. It is a collection of devices,
M cornitrolled by a stored program of instructions. This
‘o] program acts as the regulating element in a feedback loop,
?5‘ which then forms part of a system. [Ref. 1: p.1]
.ﬁ; ‘ Sensitive information is defined as a collection of data
?”} that cannot be accessed but ‘by those who have specific
»é%l - authorization.
i&A The type of environment where a secure tactical system
3& can be implemented is shown in Figure 1.1 , which depicts a
}%ﬁ hypothetical section of the operation's room of a combat
;$ﬁ ship.
iQ;. The tactical program executed by this specific system
%?? requires some secret data, in order to produce the desired
;,} results. The system should allow the tactical program to
;;m access the secret data, make the necessary computations and
i‘ transfer the result to the desired peripheral. The operator ;
ﬁgu | who ''drives" the tactical program should not have direct
< 1
EE:':.: 9
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access to the secret data. The eventual access to the

secret data, i.e. to update. some parameters, should be

allowed only to operators wWwith secret clearance or acove.
Another important aspect of a tactical secure combat

system 1is that the tactical program needs to be maintained

by on-board technicians, who might not have secret
clearance. If a "free" access to the secret data 1is
allowed, a skillfull maintainer with some corrupt

intentions, can easily produce a "patch'” which will extract
the sensitive information and transfer to a printer or a
display. This dangerous picture 1is very much likely tc
exist® and in fact, such a problem ocurred two years ago on
board o¢f an aircratt carrier, involving the geographic
positions of U.S. Navy's nuclear submarines.

In order fo avoid the necessity to clear all tue
maintainers on-board to secret level, some sort of

independence should exist between the modules of a tactical

M program. The modules should be able to receive different
; security labels that cannot be changed by on-board
. maintenance. The modules authorized to be maintained on

L

board should bLe re-integrated into the system with nco

i
TS

changes to the security parameters.

Since tactical environment automatically calls for

speed, all the necessary security techniques must not- create

, f-'lt"l

too much overhead to the overall performance.

-~
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This research was performed 1n  ¢onjJUnStilon wWith the
Naval Postgraduate School's AEGIS Modelling Group. This
8roup is sponsored by the AEGIS Combat 3System Project Office
to conduct research in the area of combat system
development.

To summarize the problems discussed in this section we
can state the following requirements for a tactical secure
combat system:

1) The system will execute tactical programs that uses
sensitive information;

2) The access to the sensitive information should be

controlled;
3) -~ The tactical programs need to have an on-board
-maintenance by technical personnel with no clearance

to the sensitive information;

4) Changes to the security parameters should not be
possible unless by authorized personnel;

5) There should be no large overhead due to the security
aspects of the system.

B. PROPQSED SOLUTION
This thesis proposes the use of a multilevel secure
computer system to execute the tactical combat program. The
seéure computer system would be the "heart"” of the proposed
system, executing the application program specifically
designed for each different situation. The multilevel
secure computer system, based upon the security level of the
operator currently logged on, would perform differenﬁ kinds

of functions. The capacity of labeling the modules of

YROEIGeY )

AVh 41"
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L execution in a multilevel secure computer system would allow

" the 1isolation of sensitive modules, thus protecting them

ﬁq . against unauthorized users. |
;&' An schematic view of the proposed solution is shown in
ﬁg ) Figure 1.2. }
$§ Here, an application program would be delivered to the
3; ship's system containing five independent modules. Module 1
ﬁﬁ is the "master"” module, which controls the execution of the
‘5? whole system and performs the synchronization between
3} modules. It would not be permitted to maintain this module
?ﬁ on-board.- Modules 2 and 3 contain algorithms to process
.E? inputs and outputs and some intermediate calculations.
’Eé Those modules can be maintained on-board. Module 4 accesses
WY ' the secret data, and cannot be maintained on-bcard. Mcdule
ﬁs S contains the secret data, and cannot be maintained
§~ on-board although alteration of some specific fields can be
k? done by an authorized operator.

é@' When an unclassified operator logs on, the master module
gﬁ will activate modules 2 and 3, which will execute and call
ﬁﬁ module &4 to access the secret data. The secret data is
32% then, handled only by module 4 which provides the result of
:Eé the operation requested by modules 2 and 3. but will never
itﬁ transmit the information read from module 5.

%‘ When a "secret" operator logs on, the master module will
i

‘&E activate directly module 4, which accesses module S, but
A .

5- this time the information read is transferred to the

e

3: 13
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MODULE 1

o MODULE 2

W TNPUTS

MODULE 5

By MODULE & DATA

"; -
ey o MAINTAIN
e SECRET DATA

(. MODULE 3

o Figure 1.2 A Secure Processes Interaction
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g
Eé operator whose ''secret"” classification level authorizes
}é access to the information. |
@? There are several systems being currently evaluated by
! |
%i the Department of Defense to cperate as a multilevel secure %
%ﬁ i system. The Gemini Trusted Multiple Computer Base is the ‘
:} one used in this research. This system is still undersgoing
§ development and so, some restrictions were imposed.
e
C. THESIS FOURMAT
"
%; This thesis 1is composed of five chapters ordered in a
%? sequence to provide the reader with a presentation of the
{L problem, some background informaticon in secure systems and
{% thenbintroduce the design and the implementation of a sys;em
:$ . to execute tactical secure combat programs. }
" éhapter I preseﬁts the problem and the solution in a |
g\ : generic format.
Jg Chapter I1 describes the concepts of multilevel security
= and provides some detailed information about the
v
g} microcomputer used in this research, the Gemini Trusted
ﬁ: Multiple Computer Base.
LN
f;‘ Chapter III discusses the actual design of the
‘ﬁg application program for the proposed system.
E?‘ Chapter 1V covers the implementation and testing of the
:; application program using the Gemini system. Some
 5 information about loss in performance due to overhead.caused
;ﬁ: by security checks is included in chis chapter.
)
EE:' 1s
g
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II. 3SECURE SYSTEMS

A. TRUSTED COMPUTER
1. Bagckground

There is not to date an unique and generally
accepted definition for a trusted computer system.
Depending on the origin (i.e., business or government), the
requirements can be quite different and sometimes they even
conflict between each other. The Department of Defense,
with the purpose to define parameters for any work in the
area-- of secure systems,‘has elaborated a document which is
entitled DOD Trusted Computer System Evaluation Criteria and
was published in 1983 [Ref. 2]. , This document established
guidelines for the test and evaluation of any new system
involving security aspects. It contains all the information
necessary to anyone involved in research with trusted
computer systems.

One of the important concepts described in this
publication, which has direct effect 1in the analysis
executed in this thesis, is the establishment of two basic
types of security policy: Mandatory (sometimes called Non-
discretionary) and Discretionary Security.

Mandatory Security 1is defined by the following
direct quote.

Security policies defined for systems that are used to
process classified or other specifically categorized

17
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sensitive information include provisions for the
enforcement of mandatory access control rules. That is,
must 1include a set of rules for controlling access based
directly on a comparison of the individual's clearance or
authorization for the information and the classification
or sensitivity designation of the informaticn being
sought, and indirectly on c¢onsiderations of physical and
other environmental factors of control. The mandatory
access control rules must accurately reflect the laws,
regulations, and general policies from which they are
derived. [Ref. 2: p.72]

As it <can be understood from the definition above,
the mandatory policy 1is expressed by a lattice of access
classes. The mandatory policy establishes that the control
of the accesses 1is based on an access level determined by
the user’'s security c¢learance and this policy cannot be
modified or bypassed within the system. The mandatory
policy, furthermore, establishes the limits for the

discretionary security, which 1is an additional set of

constraints on access to information, based on soume
particular constraint, 1like the military 'need-to-know”
policy.

The Discretionary ©Security 1s the second type cof

security policy established by the DOD document and it is

expressed by direct quote which follows.

Security policies that are defined for systems that are
used to process classified or other sensitive information
must include provisions for the enforcement of
discretionary access control rules. That is, they must
include a consistent set of rules for controlling and
limiting access based on identified individuals who have
been determined to have a need-to-know for the
information. [(Ref. 2: p. 73]

18
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¥ There will be certain situations where although the
» elements of a group, involved in an analysis or a fesearch
project may have the same clearance, the manager wants to
limit the type of information which each one should access.
This can be done in order to extract different and unbiased
opinions and observations. The discretionary policy is the
tool qo provide this access granularity without affectinsg
the mandatory rules.

R 2. The Threats

' The attractive field of computer technology has had

in the past few years one of the fast and impressive

R LI

developments ever observed in a new science. This has lead

.
pt . . .
N to a proliferation of computers and networks so that it is
% improbable to find today any company or organization that
} does not use some kind of a computer system.

i Among all the information stored, some 1is
k classified, and so, need special care. The few and basic
k security controls first used were considered sufficient to
3' limit the access to classified information. The machines
R were physically isolated and locked. Some more
5 sophisticated systems had a software coded control. As it
_} has always happened in human history, there is always a
? conflict of interests and there is almost no limit to the
E: human desire and dedication. So, the computer ''hackers”
$ entered the scene and there has been a lot of break-ins
t

widely reported by the press, in many types of computer

"o

“; o -_—‘b.

|
]
\ .
¥ |
S (b} i \‘\ ‘- ‘- -P- L" -‘\" A5 -

[
u,,‘, QL . ! ~ : K™ N A W™
"t\ ’ .. “‘?,';.‘1. ‘,I. (¥ %) .,‘ ﬁ‘ "l .IJ_I!‘ o AN AN 1% 1N 0 L R ) o0 .,. 1,
~ L . L) . A

.-\)- ..-' \.J-"-‘}“



o D - Mie amnl aae s as oy 2 f‘.mmmw
‘” 1,

"

$ systems. The control processes had to be improved and the

Z§’. break-in techniques improved concurrently!

;,, The only very low break-in probability technique ended

gl. up to be the enclosure of the peripheral, which permits

'ﬁ% access to the classified information, in a tightly secured

j1r vault. Evidently this is not a satisfactory solution. In

§¥2 some tactical applications, for instance, the operators

2&? ’might have no secret clearance, but the data the tactical

e program uses, 1is secret. A bright and "interested’" operator

;ﬁ% can use this situation to create a software patch, for

3

$§§ example, which although transparent to the normal operation

;@; of the system, will extract some of the classifiead

~;f information that is stored somewhere.

Vﬁf 3. Proposed Technology

@:. Research centers and universities have conductad a

; § great amount of work and fortunately, some very goocd results

H}

%i‘ are now available to be implemented. The security kernel

;gﬂi technology ([Ref. 31 has been considered the driving force

ot

'gig for thg building of trusted computer systems and several

?t:% products have implemented and improved this technique in an

?i& effort to turn the products into practical, simple to use,

i:‘:':i and most of all, secure systems. |
hﬁﬁ To determine if a system is secure or not, is a very j
= |
‘_3; difficult task, starting with the problem to establish the i
;iﬁ criteria to evaluate the performance. The Departament of

mﬁﬁ Defense 1is preparing a document which will contain the

e |
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details of such an evaluation criteria and this analysis is
not considered in this work.

The employment of secure products by potential
customers 1is usually not considered until some harmful
break-in happens, mainly because the practicality of its use
has not been demonstrated yet. 1In the tactical environment
there are extra concerns like timing, adaptability and real-
time applicability that have to be demonstrated together
with the secure capabilities, in order to integrate these
products into a combat systen.

The Gemini Trusted Multiple Microcomputer Base using
the -Gemini Multiprocessiné Secure Operating System (GEMSUS)
is <claimed by its manufacturers to fulfill the tactical
requirements with secure aspects, and this was the machine

used in this research.

B. THE GEMINI SYSTEM
1. General

The Gemini Multiprocessing Secure Operating System
(GEMS0OS) was designed for the Gemini Trusted Multiple
Microcomputer Base, 1in order to have the system to operate
at the B3 [(Ref. 2] level of classification, although the
ultimate goal 1is to meet the class Al, the highest level
defined. The system 1is currently under evaluation by the
Department of Defense Computer Security Centér for

certification to the B2 <class. The system was developsd
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Al
N pased on the securlty kKernel technology [(Ref. 3] like all
=
%t& trusted systems are, and the main idea was to provide an
ety _ .

! off-the-shelf product, using state of the art, hardware
'l

é? components and software engineering techniques. The main
3"

SN . .
?@ characteristics of the system are [Ref. 4]:
heh

’

i 1) Can operate with up to eight Intel APX-286 based
gy microcomputers in parallel, giving a great processing
,f power. The microcomputers communicate through shared
‘;: memory segments providing high throughput, and the:
j&p GEMSOS minimizes bus contention by locating data and
R code in the local memory of each processor, whenever

it is possible.

l‘!
*ﬁ 2) The multiple microcomputers are capable of
h ; multiprocessing and multiprogramming. The GEMSOS can
, b multiplex processes to a single processor or
&5? distribute processes to several processors, So¢ that
g - both parallel and pipeline processing is possible.
:.I' M
"ﬂ 3) Concurrent computing is independent of the programming

. language used, since the GEMSOS provides its own
i primitives to manipulate the abstracts eventcounts and

ﬁ sequencers, in order to support communication and
synchronization among processes.

T 4) A variety of 1I/0 devices and storage, which include
133 fixed disks, high density floppy diskette drives and
*:% non-volatile memory, can be directly connected tc the
W Multibus. Each RS-232 interface board can handle up
MJ to eight devices.
b W)
Koo S) The system includes some other features like a real
tﬂﬁ time clock, data encrypticon device (NBS-DEZ
'zﬁ algorithm), a system unique identifier to prevent
ﬂ, covert channels, and a non-volatile memory to store
;“ passwords and encryption keys.
+ iy
f%p The Gemini system allows the development of
“ .
'£$ applications programs using theoretically any language
M
%
;3; supported by the CPM-86 operating system. Some additional
e
f?* files, which will change the utility library associated with
o
g the programming language, has to be provided with the Gemini
e i
. ]
- 22
-r:
[}
0
| e
:h:"
Fi% .
.‘-g’igp‘ SE [ "] ™ e W “» LTS TR RIS o 'c‘}_\ u o™ e % \ ;

R T ¥ WO T, ) _ o TR el
1,50 b0, Y ,0!!'[ k”’l’o...:".-l.a..‘.l-l.miml'l. b % ') ..‘p. U900 e Lo ' o - .. " '. k] A

&



system. As the decision was to generate application
software using the Janus/Ada computer ianguage. the actual
coding of this work had to wait the delivery of the
Janus/Ada environment software and documentation, which
happened in late March. There are special features for the
Gemini Janus/Ada environment that cannot be easily adapted
from a normal Janus/Ada code and these will be pointed out
later in this work. The current implementation of Janus/Ada
on GEMSOS still does not include the ability to use a
Janus/Ada process as the initial Ring 1 process and some
limitations result from that.
~ The claimed abiiity to handle different hardware
configurations 1is an important characteristic of the Gemini
system. If the system is going to be used in real tactical
applications, this certainly is an important aspect.
2. Resource Management Concepts
A set of resource management services that can be
invoked by an application program is provided by the GEMSOS,
in .order to provide the customér with tools to control the
performance of the particular implementation under
development. The application program uses what is called a
service call, which can be treated as a subroutine call,
with arguments being passed and returned. These service
calls are called gate calls, since they make <certain
security checks to allow the flux of data. The actual

details of each call is specific to the language being used

[N
w
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::i and 1is supplied 1n the GEMSOS interface library provided
‘izf with each compiler (Janus/Ada in this study:.

;q‘; The GEMSOS Kkernel 1is divided intb three basic
?;% management areas, which are: segment management, process
DL ~

management and device management.
a. Segment

Segments are discreet and logical objects

(entities) that contain all the information to be

w. manipulated in a Gemini system. The segments ©of concern to
3 t: the applications programmer are the code, data and stack
::O ,
B0 segments.
b - The GEMSOS kernel allows some application
bt
igg procgram to move data within the system in such a way as to
:fi be immediate available to a particular process or not.
B There are eight different calls provided for tnis
iﬁig management. These calls will handle the movement, c¢r=ation
TR
é_ﬂ and termination of data as well as the transfer of the

; necessary information to the Kernel's mandatory security
7§%i model, which will deny or accept the request for service.
Hx; ' The segment manager controls a "Known Segment Table'™ (KST).
‘;ﬂ, where the segment numbers are related to the system-unique
W o
lg%: identifier of the segment usable by the memory. The segment
“ u )
ifﬁﬁ when created, will receive a tag associating it to &
L 3
%i; particular collection of segments, called a volume, which is
*:‘E the unit of secondary storage. A volume can be treated as
tﬁé Separate entity and so be called by a process. A dJdetailed
g 24
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advance, await, read and ticket.

: By
A *:
' % description about each of the segment management calls is
b
q? contained in [Ref. 5].
O b. Process
Ty .
o The management of a process includes the actual
NS .
;¢\
s ’ management and the synchronization between processes.
f;i (1) Management. When created, each process is
‘; *l
i
*\' uniquely identified by code, stack and data segments and at
& <).:
e A the same time, a fixed amount of resources is assigned to
o it. There are four primitives to manage a process.
\I
;; (2) Synchronization. Once a segment is created
N
b in an application program, an eventcount and a sequencer are
| W
- autonatically associated with it. These two abstract
! _"). .
I-'-A - . .
ﬁ¢: objects have the same name as their owning segment. The
b
P A‘ . o -
By process can then be synchronized with other processes by
A means of four primitives supported by the kernel, which are:
»
‘.. »
|1

c. Device

R The Gemini system treats the management of
v
,33 devices 1in a very peculiar way, which is, to reside most of
- :
s he¥]
hl . . . .
AN the functions dealing with I/0 management in the code at the
~
‘§ application level. This design is two-fold. It reduces the
,¢ﬂ size of the kernel making verifications easier, but it alsc
i-J makes the 1I/0 applications software more difficult teo be
j;f coded. There are six c¢alls to handle a device. .The 1,0
<
L)
&l' . . - -
¥f' device controller 1is treated as a process, which is then
A g
v,
s synchronized with the segments eventcounts and sequencers to
o
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Y perform the desired functions. More 1information about
gﬂ device management, process management and synchronization,

can be found in (Ref. 5].

gﬁ 3. The Operating System
gk. The Intel. APX-286 supports four protection levels
%,
: and GEMSOS uses them as four hierarchical rings to enforce
%k the security layering. They are numbered from 0 to 3, O
gk being the most privileged one. The mandatory and
¥, . )

discretionary policy are supported in rings 0 and 1
’ o
§§ respectively. The mandatory policy, as already mentioned,
sﬁ cannot be modified and is represented as a lattice of access
g' classes in the distributeq kernel contained in ring 0. This
*E distributed kernel in ring O will virtualize processors,
“' storage, I/0 and objects (processes, segments and devices).
. Ring 1 supports the discretionary policy and any other
KT
?L} security requirements. The supervisor, which is built on
;3 the kernel, uses the virtualized objects to perform the
:Q normal functions of an operating system. The other twoc
y; rings, 2 and 3, are used by the programmers for the f
; : development of applications. |
f% The implementation of a reference monitor [Ref. 3]
%\ is the base of the GEMSOS. All the access by the active
Y
%: entities, subjects, to passive entities, objects, has to be
i: mediated by the reference monitor as shown in Figure 2.1.
~j All these checks are performed by the security
e? kernel located in ring 0. The subjects are processes
il
;;‘:si 26
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allowed to perform 1in a specific domain, and objects are
pieces of information that are observéd or modified. Both
have security 1labels assigned to them. The result of the
comparison between the security labels of the subjects

versus the objects, 1is what decides if the transaction is

approved.
SUBJECTS OBJECTS
USERS, REFERENCE FILES, PROGRAMS,
JOB STREAMS ... | MONTTOR TERMINALS ...

REFERENCE MONTTOR DATABASE

USER ACCESS, OBJECT SENSTTIVITY
NEED-TO-KNOW ...

Figure 2.1 The Functions of a Reference Monitor
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2:;:: Security label 1s a tag that represents the access
25!
%E' class of an entity. This access class is defined as having
B,
n"\
- two compohents: a compromise level and an integrity level.
WA )
! :J There are properties that establish the criteria for an
12 . .
:‘ﬁ access to be granted based on the compromise and integrity
(B &
protection enforcement rules. These properties are listed
g’l A
#ﬁ in [Ref. 4: pp. 16,17] and are summarized here as follows:
"y
Wt
‘? Compromise Properties. ]
[
W
1, If a subject has '"observe" access to an object, the
1{! compromise access component of the subject must
3&5 dominate the compromise access component of the
‘B object.
O
tegld i j
et 2) If a subject has "modify" access to an object, the
Lx - compromise access component of the object must
:;A' " dominate the compromise access component of the
-4 subject.
{ '\‘-'_'.
1ty Integrity Properties.
Ve Y
B
1) If a subject has "modify" access to an object, then
ﬂ*‘ the integrity access component of the subject
*:: dominates the integrity access component of the
%ﬁ object.
1
‘e
hﬂ‘ 2) If a subject has '"observe' access to an object, then
E the integrity access component of the object dominates
taY the integrity access component of the subject.
:0; Compromise can be related to the secure distributicn
by . . . . o ,
,'55 of information, and integrity to the secure modification of
o
N information. "Dominates"” in the above properties, mearns
N access level greater than or equal to the referred entity.
- 1]
o
8 } The number 1 property of both compromise and
1]
L integrity protections are the traditional security policies
37 :
.
$§2 which are called simple security properties. They state
'.l

that in order to observe/modify some information one has to

18
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K} have a clearance at least equal to or greater than the
2, information referenced.

The number & property, on the other hand. is not

% usual and it is called the *-property (star property). The
i purpose of this protection 1is to avoid an indirect
? observation or modification of an entity by an "inferior”
N

%; one. In the compromise situation, for example, a secret
Qv process could modify an unclassified file if this protectiocn
\i did not exist. ‘ This "modification” could easily be the
% transmission of secret data that the secret process has
g access, to the unclassified file. In the integrity
;, situdtion, it prevents .a secret process of observing an
é; unclassified file, and this observation could be "read some
. data and include it in your computation”, which will allow
X ‘ the secret process to be influenced by an unclassified user.
é; In [Ref. 6] there are some more comments about the types of
ﬁ attacks (Trojan Horse) that can result if these properties
$ are not enforced.

§ Ring integrity is enforced, in addition to all those
b ‘ properties already mentioned, in the Gemini system. It
;ﬁ means that, subjects can only access objects with equal or
;E greater ring number, which enforces the hierarchical
ﬁ. structure of the rings.

P. The rigid observance of the properties mentioned
E%- above, would transform the simple task of d;stributing
3 messages (when they have different access classes), into a
"
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very complicated and resource consuming procedure.  AS the
Gemini system 15 a multilevel system, this would be tne
case. In order to avoid this problem, the *-property for
compromise and integrity are relaxed within a certain range
of security levels. The process, which has certain
flexibility in order to execute some trusted activities, is
called "trusted" subject, and it is up to the application
programmer that his "trusted" process does not violate the
security policies. In GEMSOS, the implementation of
"trusted subjects" are in the form of multilevel subjects
and they are trusted within a range, demarcated by their
maximum and minimum accéss classes. As mentioned already.
only subjects guaranteed not to improperly observe or modify
information, should be <created as multilevel subjects.
Extreme caution should be emphazised when interfacing with
devices.

The range of access classes for devices, should bte
chosen depending on the physical 1location in which they
operate. Devices can be single level or multilevel, and the
classification is based on the data they manipulate,whether
they have a security label attached to it or not.

The security properties of single and multilevel

devices are the following [Ref. 4: pp. 21,22]:
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Single-level Devices.

1) To receive ('"read') information:
Process maximum compromise ;=Device minimum compromise
Device maximum integrity T

2) To send ("write”) information:
Device maximum compromise j=Process minimum compromise
Process maximum integrity }=Device minimum integrity

Multi-level Device.
1, To receive ("read”) information:
Process maximum compromise }=Device maximum compromise
Device minimum integrity }=Process minimum integrity
2) To send ("write”) information:
Device minimum compromise }=Process minimum compromise
Process maximum integrity j(=Device maximum integrity

4. The NBS configuration

- The Gemini system used during this research has the
following configuration:

1) one Intel APX-286 microcomputer

2) two 1.2 Mbyte floppy disk drives

3) one RS-232 board

ports

interface with a maximum of eight

This system proved to be sufficient for the

execution of some preliminary processes 1like the ones

presented in this thesis. However, the amount of time

expended during compilation, linking and sysgening and the

constant swapping of floppy disks due to the floppy disk

drive environment was a big constraint.
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ITI. TACTICAL SYSTEM DESIGN

A. DESIGN ISSUES
1. OQbjectives

The primary objective of this design was to develop
a model which would demonstrate the use of the Gemini
Trusted Multiple Computer Base in a tactical c¢ombat
environment. Based on the requirements for a tactical
secure combat environment listed 1in the introductory
chapter, the model shown in Figure 3.1 is presented.

In this model, the Gemini computer would be used to
receer the encoded data from a tracker radar, and transmit
some positiconing information to a weapons device. The
actual devices being controlled in this model, are
irrelevant at this point. The applicaticon program executed
by the Gemini computer would make use, for the computation
of the results, of some stored information classified as
secret. This can be better understocd, if we suppose that
the tracker radar is tracking an incoming missile, and the

desired response, 1is the firing of a chaff burst as a

g defensive procedure. During the computation phase, the
LR
<.
ftg program has to access data about our own ship which might be
Dy
.? classified. The operator controlling the tactical picture
e cannot have direct access to his data. However this data
.“ﬁ has to be updated eventually by some authorized operator.
1,0%,
o
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Figure 3.1 Tactical Combat Model
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In addition to all that, th

O

System has To nave a
very fast response, and the steps of execution (reception ot
radar data, computation of results, <transmission ot
position) have to be precisely synchronized.

2. Hardware Simulation

The construction of the model described in the
previous section, would be ideal, since the attachment of
different devices to the Gemini computer would be tested.
Response timé, encoding input techniques and many other
aspects would be revealed. This should be part of a follow-
up research.
~ As a preliminary research, the development of the
application program was considered the main task.

The complete model, will then be simulated as
follows: One terminal attached to a serial port is going to
simulate the radar input. The values sent to the "main”
process will be generated by scftware. Ancther terminal
will perform the same simulation of the weapon to be driven,

showing on the screen the transmitted values. The '"main

process will make use of the secret data stored in ancther
segment, simulating a secondary storage.

These simulations will not disturb the development
of the application program. The processes to be created in
order to perform the simulations described above, wguld be

necessary in the complete model as well. The. main
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b difference would be in the code itself, since the processes

would be executing controlling functions.

8 . B. SOFTWARE DESIGN

hd The application software for this system was designed |
using the modular programming construction technigue. In

the particular case of the system used, which had a floppy

<
s
§¥§ disk environment, this techn%que was very useful, because
di' the modules could be compiled separately. Unfortunately, . 1
§$: the testing of the modulées cannot be done separately, when
§§; the modules execute <calls to the GEMSOS. To prepare a
%w program to be executed in the Gemini computer, which is
* :
;y going to be explained in a further section, takes about 15-
‘ii 17 minutes, and the main process (the parent process) has to

) ' be included always, since the creation of processes and

?w synchronization are coded in the main process.
¥
G
) " . .
$ The application software was then divided 1in four
b
i)
ey application programs:
-
o 1) "THEMAIN", the parent process, containing the
N& initialization, creation of processes, synchronization
iy’ )
.$ and deletion of processes(log off).
£h
& . . . '
WY 2) "RADAR", a child process, performing the simulation of |
S the radar inputs, and the transmission of data to the i
j?? parent process. |
i) ;
Sjij 3) "COMPUTE", a <child process, which receives data from
:{jf the "RADAR" process, execute some computations, and
Pz 2 tramsmit the results to the "CHAFF" process.
L
{:: 4) “"CHAFF", a child process, which will receive data from
p{: the "COMPUTE" process, and will simulate the
el positioning of a weapon.
e
RN
;Aj 0
k%) 35
4 ) *
hol
‘
7

TR YRV y 3, Mg ™ ", . g N 8 oo A o X Oy
bR N .lmn,"i. ™ -_’l ok )¢ A 2 ,,,J .t “!‘ .i»tl.‘ AU _33-",\?:’4, o ‘h &l Lg’ J"’.:‘QQQ.‘\.“‘N




N
.‘-’-'n'@'n fa

TALYR G

4

D g

Y .

X
..

A

“..t*‘—n.-'!.‘.-'qntq- -
) .’l. .. -:.-\. ' .’t‘_"\""-.\ \'\\"J‘

1. The Parent Frocess

This 1is the controlling process for the whole
system. The creation of the child processes is established
in this module, together with the security parameters and
the synchronization scheme. This module has to be designed
and c¢oded by a programmer cleared to the maximum level of

security to be used, since he will decide the levels for

each of the child processes to be created. The coding of
the <c¢hild modules, will be given to different programmérs.
depending upon the security level of the module.

The general algorithm for a parent process is shoun

in Ftigure 3.2.

Package body THEMAIN is

begin
perform initialization;
Ccreate segment .o be parent;
create segment to perform synchronization;
create processes;
loop
call child 1;
call child 3;
call child 2;
exit when some condition;
end loop;
delete processes;
end THEMAIN;

Figure 3.2 Package THEMAIN
There are some other procedures, to transfer data to
and from the child processes, not shown here. They can be

found in the program listing in Appendix A.
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The Child Processes

e These processes will perform some defined functicn
which has peen determined by the software manager. The

actual details of implementing the code are left to the

programmer in charege.

\, In our application progran, the <child modules
A
;3 execute the general algorithm described in Figure 3.3.
~ .
Q" This is just a general algorithm, and the full
f:& listing of each module used in the applicaticn program ?
R . . .
ﬁ.* developed in this research, is shown in Appendix A.
0
«.‘.s
3. ¥
L
Y
vk&{ Package CHILD body is
S S
;:5 begin
W% ) receive data from parent; !
perform calculation; |
¢ execute simulation;
- pass data to parent;
S end CHILD:
o
.'
) Figure 3.3 Package CHILD
,!"p
!: e,
K
N
Ho |
r.& As it was mentioned before, the child processes can
M)
; be maintained separately, as long as the synchronization
f
o
%g& part of each module is not changed. If a module is to be
LA
tH labelled as secret, the maintenance can be restricted to
() )
; - Authorized personnel. The preparation of the complete
I S
e ‘: \ )
3 program to be executed in the system, will be done by a user
o
Cf
~
Yooy with the necessary level of security.
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;S C. SOFTWARE DESIGN GOQALS

*%3 The configuration used for this research had some
;ﬁz restrictions, as already mentioned, and among them, the
;;ﬁ amount of time necessary for each development step
SE? represented considerable difficulty. The GEMSOS calls using
SN

Lo the Janus/Ada language are yet under development. A
g‘ preliminary version of the Janus/Ada software library and
? ; manuals were received 1in March 86. Due to these reasons,
“h the following sequence of steps has been established for the
2& development of the application program:

:ﬁ% 1) Demonstrate the attachment and detachment of a
:}é terminal. '

2)" Demonstrate an application program which samples an
input device, performs calculations, and presents the

.

~54

P

#g result, all synchronized sequentially.

o
’ﬁ 3) Extract some information about overhead caused by some
* GEMSOS calls.
3y$ 4) Synchronize the application program via a real-time
) clock.
J:i
bLa S) Label one of the child processes as secret, and test
”; the access for different operators.
1;4 This research was performed 1in cooperation with
) » 1
?$ another student, Major Miguel Reyes, Peruvian Air Force.
7~
L X R
R who has one more quarter to work on this system. Hopefully,
ti'!.!‘
»
h_j the steps not accomplished by this thesis would be
ol
N demonstrated in his work.
o
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IvV. IMPLEMENTATION ON GEMINI SYSTEM

'f:‘f A. GEMSOS LIBRARY

5%:{ When developing Janus/Ada application programs to run on

(s GEMSOS, the standard 1/0 and file type utilities provided

..

:E?E with the normal Janus/Ada compiler, cannot be used.

:fo Insteadi the GEMSO0S gate calls provided by the

{mﬁ manufacturers, have to be used. As the Janus/Ada
#Eé environment provided for use with the GEMS0OS, i1is nct

ﬁ&f complete vyet, some of the utilities necessary for the

‘ig development of the application program had to be
§§§ constructed. Four packages were built to modularize the

;{: procedures, functions and declarations necessary for the

‘R{ present application: MANAG, GEMIO, CRPROCE, TABLES.

ﬁlf 1. Package MANAG

..:.

Nﬁ This package includes the procedures necessary for
ig the management of segments and terminals. To create a
Eg segment, a number of parameters should be passed to the
-? GEMS0OS call CREATE_SEGMENT. These parameters are then

%;& explicitly passed in this procedure.

.E§ Any device to be used by the Gemini system needs to

BN,

iﬁ‘ be attached. This applies to the screen terminal as well.
3;: The GEMSOS call ATTACH_DEVICE, has a specific configuration
EEE parameters which are used with terminals. The same applies
P AP .

:&? for the GEM30S call DETACH_DEVICE. Two procedures were then
7
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{ﬁ%, built, 1n such a way that some paramneters wilch are
:'":1, >'

:@% constants for terminals do not have to be passed.

i

2. Package GEMIO

11

$$$ This package 1is designed to be the I/0 package for
BON

1t

khg the Gemini systen. The procedures included here, are the

ones found to be necessary up to this point of the research.
f& - Evidently, many more have yet to be developed, in order to
iy have a comprehensive [/0 package. Some of the procedures

included in this package were taken from the demonstration

~,'lg .
A program supplied by the manufacturers of the Gemini
%:." computer.
L
L2 3. Package CRPROCE
'\."'." -
q"’-‘
gﬁgg In order to create a process, the general algorithm
) '-
AN
?ﬁf{ presented in Figure 4.1 has to be applied.
Gy Package body CREATE A PROCESS is
- "::
'. .’.,; begin
W makeknown the mentor segment
et specify the address for the process stack
,;' specify the address for the process code
'Q specify the address for the process mentor
gﬂ‘j specify the address for the trap segment
A calculate the stack size
&q,' create the segment for the stack
R makeknown the segment for the stack
4 swap in this segment
iR create the segment for data
Sl makeknown the segment for data
45 swap in this segment
. complete the record for the CREATE_PROCESS call
“*l; call the GEMSOS CREATE_PROCESS
%ﬁ‘ end CREATE A PROCESS
b,
Qe
Wt Figure 4.1 Package CRPROCE |
e
o
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e As it can be seen from Figure 4.1, the creation of a
process involves a large number of steps. The size of this
) procedure alone, Justifies the construction of a package
t; containing just this procedure.
} 4. Package TABLES

The purpose of this package is to concentrate a

) great number of the declarations necessary for the

l::’.

implemented application program. Since, as already
§ mentioned, the utilities programs coded in Janus/Ada have

not yet all been delivered, some procedure to supply the
f parameters necessary for the create and makeknown calls, had
f; to be built. For the time being, a simple loop that will
?? generate fixed numbers is what will be used. A correct
; procedure, which will look for the next free number to
N allocate, should be done in the future. This package has a
E preliminary procedure to 1load access classes vyet to be
N tested.
4 B. PROCESS STRUCTURE
_f 1. Pathname Convention
r Since all information in the Gemini system is stored
[
;: in segments, some method to make reference to these segments
~
25 is needed. A pathname is the shorthand method used for this
i purpose of aliasing a segment. It consists of a sequence of
% entry numbers that together define all of the'~mentor
: segments to a particular segment. The pathname "3,8"
o

“l
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indicates that the target segment 1s  at entry 8 of 1%s
mentor segment, which itself has entry 3 in the systen
mentor segment. Pathnames may be up to S entry numbers long
in the present implementation.

The pathname 1s used during the generation of a
program to run in the secure environment, and it will be
explained in the next sections.

2. Ring 1 Environment

The current implementation of Janus/Ada on GEMSJS
does not allow the use of a Janus/Ada process as the initiail
Ring 1 process. The Ring 1 Login and the Ring | Loader
prov?ded have to used in order to run Janus/Ada programs.

Another restriction imposed by this preliminary
version 1is that, the file RITRAP.CMD, which contains the
trap handler and debugger, has to be sysgened (to be
discussed later), at entry six off the system mentor
segment. Figure 4.2 shows the Ring 1 environment segment
naming hierarchy. The segments which have fixed "positions”
in the ring 1 structure are shown in Figure «.2, which are:

1) SSAT- System Segment Aliasing Table; containing the
bootstrap and kernel segments.

2) Vi1loader- Ring 1 loader code segment.

3) Vilogon- Login process code segment.

4) NV.DS at 5,0- Shared segment for loader processes.
S) NV.DS at S5- Appliccation Root

6) Riltrap- Trap entry and debugger
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Figure 4.2 Ring 1 Structure

The entry of concern for the applications
programmer, is ~entry number S. In the current
implementation, this 1is the position were the application
program should be located.

3. Application Program Environment

The application program developed in this research,

is composed’ of four segments. The mentor segment for the

code segments (the application mentor) will be at entry S

43
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off the system mentor. The mentor segment for the stack and
data segments will be at entry S off the application mentor.
The parent process Will be located at entry 0 off the
applicaticn mentor. The child processes will be located at
entries 7, 8 and 9 ¢off the application mentor. This séheme

can be better explained by the diagram in Figure 4.3.

. ' e APPLICATION MENTOR

SYNC S — /

PARENT

CODE

—

STACK DATA

D OO OO0 O
— v—l ) W ,

Figure 4.3 Application Program Structure
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:

é The entries used f{or this structure, were chosen
?S with no special reason. Other combinations could have been
: cheosen. The only restriction 1is to position the parent
'& process at entry 0 off the application mentor.

0

" ’ These entry numbers are treated as paths, when
:? referenced. So, entry 7 off entry S off the system mentor,
i’ is called 5S,7. This will be wused in the file with the
:% commands for the sysgening phase. Those entries have to be
‘i passed as parameters during the creatiocn and makeknown of
-

,; segments.

‘; For the application program developed, a segment for
&k the -“purpose of executing the synchronization was created,
;; and will be located at entry 6 off the application mentor.
2; 4. Process Synchronization

;é Process synchronization is accomplished Qsing the
Eﬁ eventcount of the synchronization segment (5,6)., and the
é) eventcount of the stack segment of each child. Advancing
33 each eventcount in turn, the parent process would brepare
fi each child to execute its code, as soon as the parent makes
(04

A an AWAIT call. The c¢hild, would then, after execution,
A

:3 advance the eventcount of the syncronization segment, which
tg is the one beling read by the parent process. This scheme
&} would be repeated and the synchronization between all
:V‘ : processes is achieved. The actual sequence of
S; synchronization used in the programs developed, can be seen
N in the programs’ listing 1in Appendix A.

2
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¢. GENERATION OF A SECURE FPROGEAM

To prepare programs to run in  the Gemini Seour

g

Operating System  (GEMSOS) environment 1S much more
complicated than running a Janus/Ada program in a non-securs
envirconment. There are some specific calls the program has
to make, in order to be recognized by the GEMSOS, and gain
access to the security Kernel. The programs are compiled
and linked 1like normal Janus/Ada programs. The command
(CMD) files, will then be put in the secure environment. To
assign the security classification and prepare the programs
to run 1in a secure environment, a secure volume must te
created by running the operating system generation program
{SYSGEN) . Execution of the SYSGEN program will include the
application programs into a segment structure, which will
then be transformed into a bootable executable program.

The SYSGEN program reads a submit file to identify the
segment structure. This submit file, for the current
implementation, will have the format as in Figure 4.4.

Except for the application.cmd and the child.cmd files,

all the other =segments are to be sysgened exactly as

described in Figure 4.4. The submit file used to SYSGEN the |

—r3
<3

R

application program implemented is listed in Appendix E
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File : Application.ssb

bs:1d3.cmd
ks:kO.cmd

ks:kl.cmd

ks :kOh.cmd
ks:k2.cmd
cs:vlloader.cmd; 2;
ds:vilogin.cmd;2,10;
ds:nv.ds;2,5;
ds:nv.ds;5;
ds:application.cmd;S,0;
ds:childi.cmd;S,7;
ds:child2.cmd;5,8;

PIRI ORI RN RN P IT AR IR PO N RO PO IR ID RSP

TEEO PP AL PO RV IRV FO RO PP IR RO PR PR RT NY

ds:ritrap.cmd;6;
end -

Figure 4.4 Submit File

D. LOSS IN PERFORMANCE

In order to achieve a secure environment, we have
developed our program using four different processes, which
can have different access classes. During the executicn of
the secure progran, the operating system will perform
security checks each time a process 1is brought into
execution and each time a segment is accessed. Evidently,
some overhead, in comparison with a non-secure system,
exists. A test program was developed in order to extract

the preliminary measurements of such a overhead.
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1. Test Program
The same structure used in the application process
developed, was used in this test progran.

The algorithm used in the main program is described

in Figure 4.5.

Package body TOTIME is

begin
perform initialization
create parent segment
create synchronization segment
create processes
case
. execute calculations with no calls
execute calculations with one call
execute calculations with calls
every loop
end case
delete processes
end TOTIME;

Figure 4.5 Package TIME

When the procedure to execute calculations with no
calls 1is activated, the program will perform a simple
arithmetic calculation 20000 times. These calculations will
be performed by the main process, after the creation of all
child processes, and with values already in the main

process, so there. are no GEMSOS calls.
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When the procedure to perform calculations with one

, call 1is activated, the program will activate two processes:

- CALC1L and STODISP. The STODISP process will supply <ne
Eé value to the CALC1l process. CALC1l process will receive tnis
?f value and perform the same arithmetic calculation as before
;Q 30000 times as well. The actual value passed by one process
iﬁ to the other is irrelevant, and it is there just to provoke
.

f& a call to the operating system during the transmission of
gz the value. The result of the calculation will be dJdisplayed
"~ by the STODISP process.

5Q Finally, the procedure to perform calculations with
%i call~ in every loop is. activated. The program will then
:E activate CALC2 and STODISP processes. Process CALCZ will
:J ' perform the same calculations as before, but this time will
W include 1in every loop of the computation, a transmissicn of
b o -

ﬁ data between the STODISP and CALCZ segments.

L} Because a loop statement is being used to control
&g these tests, two measurements are taken at the first step
?: (calculations with no GEMSOS calls), in order to estimate
i' the contribution of the 1loop control code to the overall
N

?; time taken by the calculation.

EJ All those steps are measured and analysed.

i: 2. Performance Results

.
L

S

The results obtained from the test program are the

e

;# following:

)

X 1) With no GEMSOS calls, 30000 operations =, 3.23
seconds.

N .
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o 2) Wlth four (4) SEMSQE calls, 30000 operatlons =. .12
é*ﬁ seconds.
Y,
fagd X . . . .
ety 3) With four (4) GEMSOS calls for each operation, 300
° operations => 23.8 seconds.
. ..l
M0 . -
Y At the first step, no GEMSOS calls, another
g 1N
(57 . R
%ﬁy measurement was taken, doubling the number of operations and
K‘I
A I
maintaining the same loop number, in order to estimate the
EA & time delay contribution of the 1loop c¢ontrol. The time
b
TV .
A ‘. A
y&. measured was 6.03 seconds, which shows that the actual
e
operations take 2.7 seconds, and the 1loop contreol 1is
j %7
L el
iq? responsible for 0.63 seconds. Since we execute the loop
\ .
s
a N
zj 30000 times, it is possible to estimate the time delay fcr
%
Lx each.” loop to be 21 useconds. The times measured show that
pat* o
-
05 each mult/div operation, which there are 12 on each lgop. 1s
N
jﬁ using 7.5 useconds, which is the expectable time delay fcr a
P
APX-~-286 CPU.
1A
P N
fﬁ; The time measured during the execution of the second
Mad
1' ".' : —
_E:. step, the same number of operations plus four GEMSOS calls,
}
A did not show any appreciable difference.
I
o At the third step, where there are four GEMS0S calls
Sl
K) x on each loop, and the loop is executed 300 times, the time
. measured was 23.8 seconds. As the test executes the loop
U\l‘
o
fﬁﬁ 300 times, each loop wuses 79 milliseconds. Assuming the
S
f¢§ same loop delay time as before, each loop control uses 21
v, ’{
: Wseconds, and the time delay of the actual calculations is
e
ﬁﬁy (12 x 7.5 useconds) 90 useconds. Therefore, as four GEMSOS
7
b
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calls are executed in each loop, each call uses an average

n’;_{’-f <N

iVe 5"

of 19 milliseconds.

¢ s
4-“.

These preliminary measurements are far from

o
ey Y

complete, but the results obtained can be considered as a

R

design parameter to be expected when the security

»

environment is used with the Gemini system.
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V. APPRECIATION QF RESULTS

A. GENERAL COMMENTS

The development of application programs to execute in
the Gemini microcomputer proved to be much more time
consuming that it was anticipated. Testing and debugging of
the programs could not be done using the techniques and
skills normally used when working with non-secure systems.
Some factors can be 1listed as the major ones which
contributed to this problem. They were:

1)~ new terms and concepts that had to be completely
understood before attempting to use the system

2) preliminary version of the manuals provided, which are
still being updated and developed

3) preliminary version of the library programs which do
not include yet, most of the common needed procedures

4 ) the system used was configured with two floppy disk
drives.

The Janus/Ada gate calls for the Gemini Secure Operating

system (GEMSOS), are not yet very well explained in the
manuals provided. As such, any time a new call was to be

tested, 1in order to increase our understanding of a new
concept, the complete process of preparation of a program to
run 1in a secure environment had to be executed. Since this
process involves the access to a large number of files, the

fact that the system used floppy disk drives, imposed a time

delay of at least 7 minutes.




As discussed in Chapter III, 1in order to prepare a
program to run in the secure environment, the operating
system generation program {(3YSGEN) had to be executed, wnich
would create a secure volume containing the program segment.
Before running the system generation program, the
application program had to be compiled and linked in the
normal way.

After the creation of the secure volume, the system haz
to0 be reinitialized with the =secure applicaticn program
volume. If a problem 1is found in the execution of the
program, the system will either execute an interrupt trapg
haltw indicating the processor's register contents, c¢r
sometimes will halt completely not giving any indicaticrni on
the screen. The error then, must be corrected before any
further progress can be achieved. After the correction has
been made. the preparation process has to be repeatea
completely to check 1f the modificaticn was successful. The
average amount of time from compilation to the final run of
a program, was found to be between 15 to 17 minutes for the

application programs developed in this research.

.
LA The use of the modular programming technique is very
Nt
Y
:ﬁ important fcr the compilation and linking phases, but as the
- '.-
St preparation of the secure program has the ''sysgening'" phase.
™

where all the modules have to be included, the modularity

(A

L O A A

does not bring great advantages to the preparation phase.




Improved versions o©f the Geminl system will certainly

become available in the near future, which will reduce

IJ#J -l

significantly the effects of these problems. System

libraries will be expanded, makinsg the process of writing

-

ol

programs to be run in the secure system less complicated and

-
o

time consuming.

X
-

by B. SYSTEM OPERATION

'; The system designed proved the possibility of using a

:; secure computer system as the main building block in a

¢§ tactical computer system. The ability of handling different

4

™ and somewhat independent processes, easily synchronized by
}i the "calls already provided by the operating system, was

vy
‘ig demonstrated by the model implemented. The actual code of
;f the modules used do not represent any real application, but ‘
¢$ only exemplifies that they can be independently developed.
1

:f and integrated into a complete systen.
f; Due to the problems already discussed in the previous
+43

sections, the amount of time for this research, was not

Tl

sufficient to proceed with the next step scheduled, which

o L

-
-

wasg, to label one of the processes as secret and then limit

»

\(\

the access based on the security 1level of the operator

L
Lot

L.,

'I

logged on the system.

R

-"‘

P The use of the system clock to control the

ff' synchronization between the different processes involved in 1
s
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i

§ the application program could not be completed in time to be

ﬂ included in this thesis.

f' The overhead analysed has shown that an average of 13

ES miliseconds is used for each GEMSOS call, where

;5 synchronization and security checks are performed. This

¥ time delay has to be taken into account when the tactical

gi system is designed, but certainly it is not a high price to

5, : pay 1in order to be able to develop a system with a large

o number of security possibilities available.

}‘ C. CONCLUSIONS AND SUGGESTIONS

¢ In this thesis, a model of a tactical combat system was

:%, deveiéped to demonstrate the possibility' of wusing a

i@ multilevel secure computer system in this environment. The

. Gemini Trusted Multiple Microcomputer Base used in this

g research, proved to be able to synchronize the execution of

§i independent processes which will give the capability of

: assigning different security labels to these processes.

¥: Although 1t has not been possible to achieve all the

:, desired goals proposed when this thesis was first planned,

;u the c¢oncepts and research done, will certainly facilitate

l; any further work to be done in this new area.

",

f; Most of this research was done in conjunction with
another student, Major Miguel Reyes, working with the same

microcomputer, which to a certain extent guarantees that the
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X, results here obtained are completsly known by a follow-up
8
o researcher.
}Vf The unit testing of application program modules should
ﬂ;- first be accomplished on development systems which have
’53 existing tools for testing the logical correctness and real
.‘l
»
o time performance. A specially trained "lead programmer'’
;'d should take the unit tested modules and incorporate these
L]
L]
}‘: into a system's program which synchronizes the units and
P
§ . . . .
Wl produces the necessary communications between the units in a
. ] . .
oy secure systems environment. The art of systems integration
B
;;3 programming in a secure environment requires an in-depth
[ N
(}
“; understanding of GEMSOS functions as well as the real-time
()
kxj performance of the system.
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APPENDIX A
APPLICATION PROGRAM LISTING

This application program is compiled and prepared for
execution in the manner discussed in Chapter III. The
program consists of four packages, each one generating a
separate command (CMD) file. The packages to be sysgened as
child processes are designed to have procedures which can be
altered without modifying the overall synchronization of the

application program.
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-- This package controls the ozeration of the ccmrlete --

-- syste

m

with arl,
reckage to
use arl,

-=- c¢onsta

STCIO_W :
STDIO_R :
IC_ZFORT :

-- variatl

init
calls
ch_tatle
rk_level
seg_mode
ch_tabd
ch_lev
w_Class
class
rd_class
in_rhoice
vass_rad
pass_chaf
mentor
entryx
def_seg
def off
def _size
size
success
sez_number
syachr_seg
choice
evc_value

procedure

tegin

alivi, agate, manag,
dy TEEMAIN is
alivj, agate, marag,

nts

CONSTANT integer := 13
CONSTANT integer := &;
CCNSTANT integer := @3
es
rl_process_def;
rl_param;

user_level;
seg_acress_type,
ri_rarameters;
level _record?
access_class;
access_classi
access_class;
string’
radar_input;
chaff_out;
integer;
integer;
integer’
integer’
integer;
integer;
integer;
integer;
integer;
integer;
irteger;

*% se es oo se oo

INITIALIZATION is

tatles, gemio, alit,

tatles, gemio, alibv,

== @ port for main

crproce;

program

--necessary for all kxernel

--— attach seriel port for writing

attach_tew (I0_PORT, STDIQ_W);

== attach serial port for reading

S8
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bl attach_ter IJ_PORT, STLIJ_R);
" -- lcad parameters to create up to 4 children
Ko
N load_param_to_4_ckld(init, ch_tatle);
hY
e --load access ~lasses for Top-Secret, Secret, Confiiential
and Unclessified .
b load_access_class (irit, ch_level);
o
;5 ~- prepare class for accessing mein terminel
Ao
w_class := irit.resources.min_class;
%i end INITIALIZATION?
b
A
RS precedure STACK_AND_SYNC_CREATION is
)
E" begin
D -- éreating segrent for steck(perent).Will te unclassified
i ~- s0 as to otey compatitility property : segment ccmpromise
s, ~- must domrinate mentor compromise.
>
. mentor := init.initial seg(2);
e entryx := %3
ry class := irit.resources.min _class}
* size := 1283
e
e .
0 cr_segment(init,mentor,entryx,size,class,success);
P if success /= @ then
e " " R
- put_succ( success stack pareat ,success,w_class;;
Yo put_ln (STDIO_W,w_class, )i
i3 end if;
]
-- mrakeknown this segment
$ seg_mode = r_w)
~ seg_numter := 213
" u'
mk_segment(iait,menter,entryx,
seg_numter,seg_mode,success’;
X
by if sucrcess /= ¢ then
put_succ(“success makeknown
ﬁ stack parent ,success, <class)i

put_lr (STDIO_%,w_class,” )i
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',% end if3
"4t

-- creating syrchronization segrent . Will te Tcp-Secret.

¥ .
-._. mentor

3595 entryx
§0d class := 1

it.initial_segl2);

in
€5
nit.resources.min_class;

cr_segment(init.mertor.entryx,size,class,success);

i if success /= ¢ then )
(-t put_suce( "success sync is ,success,w_class);
e put_1a(STDIO_W,w_class, )i
o, end if;
Py -- makekxnown this segment
S
o seg_mrode := r_wj
NE; seg_numter := Z1j
RN
£ mk_segment(init,mevtor.entryx,seg_numter,seg_mode,success\:
"p* o
Y if success /= 2 tren
%) " " .
gt put_sucn( success rkknown sync ,suCcCess,w_class);
b put_1n(STCIO _W,w_class, )3
Ko end if;
atg synchr_seg := seg_nurter;
aeh
'uﬁ ~- swapin this segment
%l. swapin_segment(seg_numter,success);
LJ ‘ if success /= ¢ then “
e put_sucr( success swapir sync ysuccess,w_class);
o put _1n(STDIO ¥,w_class, )3
) end if;3 :
Nyt
‘\::.f.f'.
o end STACX_AND_SYNC_CRZATION:
._5;&1 procedure PROCESS_CREATICN is
e,
Byls begin . .
i put_1n(STDIO_¥,w_class, Pegin Process Creation );
- type_any_key_to_continue(w_class);
--— start creaeting processes ir the system
-- process 1 == > Radar
-- process 2 == ~ C(Compute
-= process 3 == > Cheff
60
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-- all processes with urnclassified acess class
-- next versicn to have process Z chaaged to Top-Secret

nrdier
- tc access Secret data.
for { in 1..3 loop

ch_tat := ch_tabtle(i);
ch_lev := ch_level(4):

to_create_process(init,ch_tat,
ch_lev,i,synchr_seg,success);
end loop;
end PROCESS_CREATION

procedure MFNU (selection : out integer) i<

in

-- Present optior to run tactical program or ealter det:z

field
-=- Data field to secret in next version

tegzin
put_11(STDID _V¥,w_class, "®un Tactical
Program == > ¢ any ¥ey > i

put_ ln(STDIO ¥,vw_class, dalter
Data Field =

put_1a(STDPIO W,w_class, Fxit

rogra

A
F

Wwrg i
vE V
AT AN

ass,ir_chcice)

get_str(STDIO_R, i
in_cboiﬂe = “A" then

if in_cholce =
selection :

elsif in_choice
selection

.‘1'
)
[ N ad

hnl

or in_choice = "E" thnen

muon s

2
else
selectic~ = 3}
erd if;
and MENUGS
procedure ALTER is

tegin " "
put_1n(STDIO _W,w_class, Not implereated yet ); -

erd ALTEP;
procedure RFCEIVE_FVM_RADAR is

" 61
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tegin
def _seg :=
Tit_mk_sel (1dt_table,ch_tatle(1l).seg_number_data);
def _ off := 2
def size := radar_input’size /§&;
move tytes(def seg,def coff,get_ ss()
pass_rad ADDRVSS def _size};

end RECEIVE_FM_RADAR ;
procedure PASS_TO_COMPUTF is

tegin
def_seg :=
11t _mk_sel(ldt_tatle,ch_table(2).seg_nurber_data);
def_off := €}
def size := redar_input’size /&; |
move _bytes .
(get ss(),pass_rad "ADDRFSS,def_seg,def_off,def_size);

end PASS_TOQCO“PUTE ’
proredure RECFIVE_FM_COMPUTF is

tegin
def _seg:=11b_mk_sel(lxdt_table,
ch_txabtle(2).segx_numter_date)x
def off := @3
def <ize := chaff_out’size /8;
move_tytes(def seg,def off,get_ss{), pass_chaf ALDRFSS

,def _size);
end RECEIVE_F¥M_COMPUTE 3
procedure PASS _TO_CFAFF is
tegin
def_seg :=
liv_mk_sel(ldt_tatle,ch_tatle(3).seg_nurter_cata!l;
ief_off := 73

def size = chaff out’size /8;
move_tytes’get_ss{),pass_chaf "ADDRESS,
def_seg,def_off,def_size;;

end PASS_TO_CHAFF;

procedure RUN s
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tegin
pass_rad.flag_z := false;

outer : locp
inner : for i in 1..3 loor
advarce(ch_table(i).seg_number_stack,success):
read_eve(cynchr_seg,evc_value,success);
await(synchr_seg,evc_velue+l,success);
if 1 =1 then
receive_fm_radar;
if pass_red.flag_z then
exit outer;
ead if;
pass_to_compute;
elsif § =2 thern
receive_£fm_compute ;
pass_to_chaff;
end if;
end loop inners
end 1loop outer;

end RUN;
procedure SELF_CDELETION is

begin
for i irn 1..% loop
advance(ch_teble(i).seg_numter_steck.success);
read _evc(synchr_seg,evc_value,success);
await(synchr_seg,eve_value+l,success;;
end loopi

end SELF_TTFLETION;S
procedure DELETE_PRPOCESS_SEGMENT is

tegin
for i 12 1..2 loop
child_delete(i-1, success;;

terminate_segmert(ch_table(i}).seg_numter_stack,succes
terrinate_segment(ch_table(i).seg_numter_iata,success
terminate_segrent(ch_tatle(i).seg_number_code,success
delete_segment(ch_table(i).mertor_stack,i,success)i
delete_segment(ch_table(i).mentor_data,i+4,success);
delete_segment(rh_table(i).mentor_code.i+6.success):

end loop;

s)s
‘e
Rl
\

J

end DELETE_FROCESS_SEGMENT;
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procedure DELFTE_MENTOR_SYNC is

tegin
jelete_segment (init.initial_seg(2), &, success);

terminate_segment (S1, success);
delete_segrent f(init.initial_seg(2), 5, success);
terminate_segment (31 ,success);

end DELETE_MENTOR_SYNC i

procedure DFLFTION_ALL is

tegin
self_deletion;
delete_process_segmeat;
delete_mentor_syncs

end DELETION ALL ;
procedure PREVENT TRAP is

begin
success := @3
wnile success =
success =
end loops
end PREVENT_TRAP 3

—— RUpBERHRURRRY MAIN PROGRAM HERBRARGHBRERE

tegin
init := get_rl_def();
1it_set _bdracket(1,1,1,init.resources.min_class);
initialization;
stack _and_sync_creations
preccess_creation;
loop
menu(choice);
case choice is
wken 1 => alter ;
when 2 => EXIT;
when 3 => runj
end rcasey
end loogs
deletion_allj
preveat_trap;
end THEMAIN 3
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IN -- This peckage simulates the sempling of a trackar --
W -- radar, as an input tc a tactical system --
i with arl, meneg, gemio, strlit, egete , tatles , ealid,
p. - ality; ;
‘e package tody RADAR is |
O use arl, maneg, &emio, strlit, agate , tatles , alit,
' alitys |
\;.'
v -- constants
e |
L STDIO_%W : CCONSTANT integer := 1}

M STDIO_R : CONSTANT integer := 2;

. I0_PCRT : CCONSTANT integer := €;

. INIT_DIST : CONSTANT integer := 192320;
o INIT_BEAR : CONSTANT integer := 29¢;
W CR : CONSTANT integer := 13;
o -- variatles

:'.. ' .

P init t rl_process_def;

- w_class : access_class;i

- miss_rec : radar_irput;
- success t integer;
0 evc_ch_val : integer;
br -
s def_seg : integer;
Y def off t integer;

'§3 def _size : integers
o

Is procedure JET_TRACK is

~d -- simulate tracking of a missile

e -— constants
S8

\._'

N

T tegin
'35 miss_rec.radarl := miss_rec.raderl - 50;

x if miss_rec.radarl < 20098 then

ﬁ¥ miss_rec.radar2 := miss_rec.radar2 - 1;

Y end if; " "

el put_str{STDIO_W,w_class, RANGE ");

A put_dec(STDIO_W,w_class,miss_rec.radarl);

.j put_str{STDIO_¥W,w_class, REARING )3

ey put_dec(STDIO_W,w_class,miss_rec.radar2);

Y put_str(STDIC_W,w_class,char_to_str(crharacter’val(CR}));
Y if miss_rec.radarl < 673 then

o miss_rec.flag_z = true;

Y end {f3
5

P
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end GFT_TRACK;

procedure PASS_TO_FARENT is

tegin
def seg := lit_mk_sel(1ldt_tetle,init.initial_seg(2))i
def "off := @i
def_size := radar_input’size /8&;
move_btytes(get_ss{),miss_rer "ACTRESS,def_seg,éef_off,def_size

end PASS_TO_FAERFNT
-- MAIN PRCGRAM

begin
init := get_rl _def();

-- attach terminal to write

attach_tew!IO_FORT,STDIJ_V);
w_class := init.resources.mia_class;

-- attach termizal to read
attach_ter{IO_PORT,STDIC_R);
put_1n(STDIO W,w_cless,” R ADAR )i

-~ 8dvance the eventcount of the syackroaization segment
-- path £,6 , plsn 51 , passed to coild es ch_seg_list(2).
-- 111 te recognized in child as init.initial_seg(2).

advaence(init.initiel _seg(2),success); -- this will
permit creation cf processes to go on

read_evc(init.initial_seg(®?),evc_ch_val,success)i--
stack to sync

await(init.initial _seg{@),evc_ch_val+l,success;;
-- ~ontrol sent tack to creatioan of processes.

false?
INIT DIST
INIT_3BFAR

miss_rec.flag_z :
miss_rec.radarl
miss_rec.raderZ2

[T I |

.
Y
.
|

loop
get_track; -- get track information
pass_to_parent; :
advance(init.initial seg(2),success);
(@5.evc_ch_val.success):
, 2 '

read_eve(init.initial_seg
ve_ch_val+1l,success)

await/init.initiel_seg/C)
if miss_rec.flag_z then

66
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miss_rec.radarl := INIT_DIST;
miss_rec.radar2 := INIT_3BFARj

end if3
erd loog:s
advance(init.initial _seg/2),success);
-- detach and deletion
detach_device(STDIC_R,success

)s
detach _devi~e(STDIO_W,success);
self_delete(init.initial_sez(2)

end RADAR;
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{at - This package performs the actual computations --
X
?Q-: with arl, manag, gemio, strlit, sgate, tatles, alit, alitj;
N package btody COMPUTE is - .
Y use arl, manag, gemio, strlid, agate, tabtles, alit, alitj;
i -- constants '
L} '."

oy STDIO W : CONSTANT integer := 1;
foss STPIOR : CONSTANT integer := @;
s I0_PORT : CCNSTANT integer := 3;
1 R : CONSTANT integer := 133

-=- variatles

il,.“'

) init :+ rl_process_def;

o w_class : access_class;
:ﬁ‘ rad_ir : rader_input;
ey "cha_out : chaff_out;
‘} ;hip_rec : ih%p_ga?am;
e e?_seg : irteger;
fﬁij def_off : integer;

o def_size : integer;

> success : integer;

Pl eve _ck_val : integer;
o
it procedure RFCEIVE FM_PARENT is

’ J
'i"‘
R tegin
el def seg := 1ib mk_sel(ldt_tatle, init.initial_sez(3));
def off := 23

jéh def_size := radar_input’size /8;
wie move _tytes(def _seg,def _off,
W get ss(),rad _in"ADDRESS,def size);
o - -
o end RECEIVE_FM_PARENT;
M procedure PASS _TO_PARENT is
o

e tegin
0% def seg := 1it mk sel(ldt tetle, init.initial sez(3));
-~ - . - - -
v def off := 0; ’

: def_size := chaff_out 'size /8;

"y move tytes(ges_ss{),che_out ADDRFSS,
<N def seg,def off,def _size);
\-..\

X end PASS_TO_PARFINT ;
L ',"n
e procedure CALCULATION is
""4.
‘.h ]
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tegin " .
put_str{STHIO_¥,w_class, Computing ... Ji
put_ Str(STDIO W,w _class,char_to_str(character’val(CR))):
cha_out.chaffl :=
({rad_in.radar1/172¢2)*ship_rec.paraml)+7¢

che_out.chaff2 := “(rad _in.reder2/12) + 20;

end CALCULATION 3

-- MAIN FROGRAM
tegirn

ship_rec.paraml := 2;
init := get_ri1_def():
-— attach terminal to write

attach_tew (IO_PORT,STLIO_W);
w_class := init.resources.min_class;

--attach terminal to read
attach_ter(I0O_PORT,STDIO R)j
put_1n(STDPIC ¥,w_class, COMPUTTE ");
-- edvance eventcount of synchro segment path 5,6 plsn 31
-- passed to child as ch_seg _list(2).
-- Will be called in child as init.initial_seg(2)
advance (irit.initial_seg(2),success);
read_evc(init.initial_seg(@),evc_ch_val,success)
await(init.initiel_seg(@),evc_ch_vel+l, succ=>s‘

cha_out.flag_z := false;

loop
receive_fm_parent;
calculation;
if rad_in.raderl < 150¢ then
piit_ln(STDIO_W,w_class, L) .
put str(STDIO_ W ,Ww_class,” F T RF ",
end if
. Pass to parent;
N advance{init.initial_seg(2),success);
77, read_eve(init.initial_seg(@),evc_ch_val,success);
Y await(init.initial_seg(? ,eve _ch_val+1, success);
s end locp;
i
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e advance(init.initial seg(2),success);
L -- dettach and delete
‘3“ detach_device(STDIO_R, succes

s)
&\; detach device(STDIO_W, success%;

o self délete(init.inTtial_seg(2), success);

Q'I
e end COMPUTE ;
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m -- This package simulates the driving of a weepon device --
")

N : with erl, meneg, gemio, agate ,strlit, tatles, alit, &alit} i
3 package tody CHAFT is

?- use arl, manag, gemio, agate ,strlit, tatles, alibt, alitj ;
; --constants

¥ STDIO_W : CONSTANT integer := 1;

» STDIO_R : CONSTANT integer := 9;

. I0_PORT : CONSTANT integer := 5;

K CR : CONSTANT integer := 13;

B -—- variabdles

) init : r1_process_def;

o w_class : access_class;

s cha_cont : chaff_out;

o def _seg : integers)

; def off : integer;

. . “ef size : integer;

W success : integer;

- evc_ch_val ¢ integer;

™ procedure RECEIVE_FM_PARENT is

%l tegin

o def _seg := lib_mk_sel(ldt_teble,init.initial_seg(3));

P def off := 2;
¢ def _size := chaff out’size /8;

rove_tytes(def_seg,def_off,get_ss(),
cha cort "ADDRESS,def_size);

» end RECEIVE_FM_PARENT 3

! ~- MAIN PROGRAM

) .

Yl tegin

& init := get_r1_def();

-= attach terminal to write

attach_tew({IC_PORT,STDIO_W);
w_cless := init.resources.min_cless;

-=attach terminal to read

attach_ter(IO_PORT,STDIQ_R)i .
put_1n{STDIO_W,w class. "CHAFTF ")
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-- advance eventcount of sync segment path 5,8 plsa 51
-- passed to child es ch_seg_list(2).
-- Will te called in child as irit.iritial_seg(2)

advence (init.initial_seg(2;,success);
read evc{init.initial” seg(@) evc ch_val,success);

await(init.initial_seg(@) evc_ch_val+1,succes=);
cha_cont.flag_z := false;

loop
receive_fm_parent; - w
put_str(STCIO_W,w_class, BEARING ");
put_dec(STDIO_¥,w_class,cha_cont.chaffl);
put_str(STDIC_W,w_ class. FLEVATION )3
put _dec(STDIO_¥,w_class,che_cont.chaff2);
put_ str(STDIO ¥,w class char to_str(character’val(CR)));
advancé(inlt.inttial _seg(2) , success);
read evc{init.initiel seg(@),evc_ch _val,svccess):
await(irit.iritial_seg(e),evc_ch_val+l, sucress)
if cha_cont.flag_z tken "
Fut_1n(STDIO_W,w _Class, )3
put_1n(STDIO ¥,w_class,” PARK ETD ");
cha_cont.flag_ z T= false;
end if;
end loorgs

put_ln(STPIO_W,w_class, "); .
put_1n(STDIO W,w_cless,” PARKED ");
advance(iaitTinitial _segl(2),success);

- dettach ard delete
detach_device(STDIO_R,success);

detach device(STDIO_W,success);
self_delete(init. 1nTtial _segl2),success);

end CHAFF ;
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5 LIBRARY PROGRAMS LISTING
These packages were built in order to concentrate all

& common procedures used for the application program developed
Vs

"

§' in this research. They are far from complete, although they
W _

X establish the organization necessary to develop secure
3 applications progranms. Some of the procedures included in
)

.

a this library were taken from the demonstration program
Yy

W

ol supplied by the manufacturers of the Gemini computer.
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-- Specification for the MANAG package -
-— Contains procedures to handle segments -
with agate, agatej, arl, util;

rackage MANAG 1is

use agate, agatej, arl, utils

procedure

procedure

prozedure

-— a2ttach

procedure
-- attach

procedure

erd MANAGS

CR_SFGMFNT (init in rl_process_def;

mentor : in integer)
entrx : ip integer;
size ¢t {1 integer;
class ¢ in eccess_class;

success: out ianteger );

MK_SEGMENT ( init : in rl_process_def;
mentor: in integer;

entrx : in integer;

rumbter : in integer;

mode : 1in seg_access_type;
success : out integer );

ATTACE_TEZW( IO_PORT : in integer;
LDEV : in integer);

to write; IO_PORT is physical device ;
LDEV is logical device

ATTACH_TER( IO_PORT : in integer;
LDEV : in integer)

to reais IO_PORT 1s prysical device
LCEV is logical device

t24_FEM_INTEGER (ir_val : in integer;
t24_val : out b24_type );
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oy -- This package has procedures tc handle segments -
' -- and terminals -
249 - -
W ae e e e e o e e e e e e e o T > = e e o
o
o with agate, agatej, arl, util;
W package tody MANAG is
use agate, agatej, arl, util;
.
4 -- Constants for device slots.
»
ﬁ) STDIO_W : CONSTANT integer := 1;
B STDIOTR : CONSTANT integer := €;
IO_FORT : CONSTANT integer := @; -— port zerc for main
- process
§
"
o
) \:
0 procedure CR_SEGMENT( init : in rl_proccess_def:
¢ mentor : ia integer;
‘A - entrx ¢t ir integer;
- size ! in integer;
N class : in access_class;
~ success : out integer ) is
)
¥
-- C(Create segment call
%? cr_seg_str : create_seg_struct;
> tegin
» cr_seg_str.mentor := mentor;
cr_seg_str.entryx := entrzxj
= er_seg_str.limit := size;
$~ cr_seg_str.class := class;
[ ™
:: create_segment( cr_seg_str, success );
L
o end CR_SEGMENT;
&
- procedure MK_SEGMENT ( init : in r1_process_def;
.- mentor : in iateger;
[ entrx : irn integer:
e numter : in integer;
P, mode : in seg_access_type,
~ success : out integer ) is
=£ -- Makekncwn segment cell
' seg _rec : mk_kn_struct;
)
" 75
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seg_ret_rec : mk_ka_return;

tegin
seg_rec.rentor := mentor;
seg_rec.entryx := entrxi
seg_rec.seg_number = pumber;
seg_rec.seg_mode := mode;

seg_rec.prot_level := tyte( 1 ); --ring 1
protection
seg_rec.gate_number := NULL_INDEX; --no gate

seg_rec.gate_prot := tytel( @ )i
makekrown_segmert ( seg_rec, seg_ret_rec, success );
end MK_SEGMENT;
proredure ATTACE_TEW (IO_PORT : in iateger ;
LDEV : in integer) is
- attach serial port writing

mode. : attach_struct;
success : integery

regin .
mode.dev_name := siow;

mode.siow_rec.dev_num := jo_port; --physicael device
mode.siow_rec.dev_type := {o0; --device itself to te
used
mode.siow_rec.dev_id := LDEV; -=logical device
mode.sicw_rec.rrl =  dyte( 15#e4D# )3 --device

configuration
mode.siow_rec.mr2 := tyte!( 1E#O3E# );
mode.siow_rec.io_mode := asrt_rts;
attach_device( mode, success )i

end ATTACH_TEW;

procedure ATTACH_TER( IO_PORT : in integer;
LDFV : in integer) 1is

- attach serial port for reading.

mode_r : attach_struct;
success ¢ integerd
tegin

mode_r.dev_name := sior:
mode _r.sior_rec.dev_num := io_port;
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mode _r.sior_rec.dev_type := 10

mode _r.sior_rec.dev_id := LDEV

mcde_r.sior_rec.mrl := byte( 15#24D# );

mode r.sior_rec.mr2 := tyte( 16#83%# )i

mode_r.sicr_rec.io_mcde := asrt_dtr;

mode_r.sior_rec. delim _active := FALSE

mode r.sior_rec.delimiter := tyte( 13 )i

mode_r.sior_rec maximum = 13 == only reads one
character at a time.

attach_device( mode_r, success );

end ATTACH_TERS

procedure b24_FRM_INTEGER (in_val : integer;
t24_val : cut t24_type) is

-- to convert an integer irto a t24_type veriatle (3 tytes)
begin
b24 val.tyte2 := dbyte( ¢ );
b24 _vel.bytel := hi( in_val )
t24_val.tyted lo( in_val )

-e weo

end b24_FHN_INTFGFR;

end MANAGS
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with agate, agatej, strlibd ;

end GFMIO;

78

package GEMIO is
use agate, agatej, strlid ;
procedure PUT_LIN ( ldev : in integer;
w_class : in access_class;
str : ia string );
procedure GET_STR ( ldev : in integer;
r_class : out access_classy
str : out string )i
procedure PUT_STR ( ldev : in integer;
w_class : in access_class;
str : in string )i
procedure PUT_DEC ( ldev : in integer;
w_cless : in access_class:
dval : in integer ) ;
procedure PUT_SUCC( dia_str : in string;
dec_veal : in integer;
w_class : in access_class );
procedure TYFEF_ANY_XEY_TO_CONTINUE (w_class : in
access_class) 3
procedure BLK_SCR ( ldev : in integer;
w_class : in access_class);
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with agate, agatej, strlit;
package tody GEIMIO is
use agate, agatej, strlits

STDIO_W : CONSTANT integer := 13
STDIO_R : CONSTANT integer := 3;
prccedure PUT_LN ( ldev : in integer;’

w_class : in access_cless;
str : in strirg ) is

- put a string on device ldev with cr and 1f

cut_tuf : string( 82 );
success : integer;
wt_sio : wt_seq_struct;
size.str : 1nteger,

CR : CONSTANT integer :=
LF : CONSTANT integer :=

tegin
out_tuf := strj
size_str := length( str )i
out_buf := out_tuf & char_to_str( character’val( CR ));
out_tuf := out_tuf & char_to_str( character’val( LF ));
wt_sio.device = ldev;
wt_sio.data_off := out_buf "ADDRESS + 1;
wt_sio.data_seg := get_ss();
wt_sio.count := size_str + 2;
wt_sio.class := w_classi
write_sequential( wt_sio, success );

end PUT_LN;

procedure GET_STR ( ldev : in integer;
r_class : out accress_class!
str : out string ) is

-- get a string from device liev.

in_tuf : string!{ 862 );
success : integer;
rd_sio : rd_seq_struct;
rd _ret : rd_seq_return;
size_str : integer;
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NN BEGIN

L rd_sio.data_off := in_bufACTRESS + 1;
W rd_sio.device := ldev;

rd_sic.data_seg := get_ss();

reed_sequential( rd_sio, rd ret, success );

-
XY
{j& in_tuf( @ ) := character’val( rd_ret.count );
o str := in_buf;
o r_class := rd_ret.class;
A end GET_STR;
.2
L2 .
) procedure PUT_STR ( ldev : in integer;
o w_class : in access_class; i
’ str : in striag ) is
];ﬁ -— put a string on device ldev.
2N |
,Jﬁ out _tuf : string; !
R success : integer: ;
2 wt_sio : wt_seq_struct;
L2 size_str : integer; .
Y
OON tegin
S out_tuf := str;
"N size_str := lergth( str )i
wt_sio.device := ldev; ,

- wt_sio.deta_off := out_buf "ADDRESS + 1
! wt_sio.data_seg := get_ss();
S50 wt_sio.count := size_str;

Ay wt_sio.class := w_class;
i‘“ write_sequential( wt_sio, success );

) end PUT_STR;
.x":
2o -

s procedure PUT_DEC( ldev : in integer;

n w_class ¢ in access_class;j

N dval : in integer ) is
XK. g
;Qﬁ -- put the strirg equivalent of a integer on the termiral
,‘_n‘; screen.
B,
:%& out_tuf : string( 12 );
,, tegin
e out _tuf := Int_to_str( dval )i
e put_str( ldev, w_claess, out_tuf );

L]
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N procedure PUT_SUCC( in_str : in string:
) dec_val : in integer;
% w_class : ir access_class ) is
ol¢
y -- print a string and an integer cn device attached in
| slot STDIO ¥
& - (should be a serial terminal).
g
ko btegin
) put_str( STDIO_W, w_class, in_str )i
. put_dec( STDIO_W, w_class, dec_val )j
put_ln( STDIO_W, w_class, )3
- end FUT_SUCC;
L .
N procedure TYFE_ANY_KEY_TO_CONTINUE(w_class : in
o access_class) is
§‘ rd_str : string;
- rd_class : access_class;
& begin
¥ put_str (STDIO_¥,w_class, ~ type ary key to contirue’);
. get_str (STDIO_H,rd_class,rd_str);
N put_ln (STDIO_W, w_cless, rd str)s
o
- ead TYPE_ANY KEY_TO_CONTINUE ;
"I
ol
d procedure BL¥_SCR ( ldev : in integer;
N w_class: in access_class) is
\
- -- clear screen and home cursor
‘
> out_tuf : string;
L. success :integer;
‘N wt_sio : wt_seq_struct;
; ESC : CONSTANT integer := 27;
N i ¢ CONSTANT integer := 4%;
i vegin
3 out_tuf :=char_to_str(character val{ESC));
y out_tuf :=out_buf & char_to_str(craracter’val(¥)};
o wt_sio.device := ldev;
‘0 wt_sic.data_cff:=out_tuf "ADDRESS + 1;
e wt_sio.data_seg:=get_ss();
b wi_ “sio.count:=2;
: 81
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wt_sio.class:i=w_cless;
write_sequertial{wt_sio,success);

S,

end BLK_SCR;

end GEMIO;
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O
A -- This package contains declaraticns for the -
- -~ application programs -
N
3 with agate, arl;
) package TABLES is
. use agate, arl;
| MAX_PROC : CONSTANT integer := 4;
MAX_LEVELS : CONSTANT integer := 4;
A TOP_SECRET ¢ CONSTANT integer := 1;
K SECRET : CONSTANT integer := 2j
- CONFIDENTIAL : CONSTANT integer := 3;
UNCLASSIFIED : CONSTANT integer := 4;
type R1_PARAMETERS is record
» entry_stack t integer;
“ mentor_stack : integer;
? seg_number_stack integer;
; entry_code : integer;
: mentor_code t integer;
: seg_number_code : integer;
entry_data : integer;
mentor_data ¢ integer;
. seg_number_data : integer;
. evn_count ¢ integer;
j evn_count_data : integer;
end record?
type P1_PARAM is array (1..MAX_P20C ) of rl_parameters; |
D
'< type LEVEL _RECORD is record
. miz : access_classs

Y max t access_classy

end record;

type USER_LEVEL is array (@..MAX_LEVELS) of level_record;

type SHIF_PARAM is record
! pararl : integer;
param2 integer;
rarem3 : integer;
flag_z : toolean:
end records

- i h

[ EEFI

type RADAR_INPUT is record
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integer;
integer;
integer;
boolean:

rederl
radarz2 :
radarl2
fleg_z :
end record;

type CHAFF_OUT is record

chaffl : integer;
chaff2 : irteger;
chaff2 : integer;
flag_z : Ytooleean;

end record;

type TEST_MESSAGE is record

recl : integer;
rec2 ¢ integer;i
result : iateger:
flag : booleean:
end record;
procedure LOAD_PARAM_TO_4¢
rl_process_def;

procedure LOAD_ACCESS_CLASS(

end TABLESS

_CHLD

usr_access :

84

oy g A% |
;"':ﬁ'l.‘."".c,ﬂ 1,00, 75,0, t.}- il 'l!.,l‘.' .‘:‘.’ (W

hadihe bk = it il o Bk AR it Bl St il Bl Sl e Bt i dia o va aae aan T

( init in

ch_para : out rl_param);

init ¢ in rl_rrocess_def;
out user_level);
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-— This packege loads the paramaters for the segments -
-=- Also loads security parameters --

- D ————— - T D > - T N —— ——— ————— —— — ——— . — — ——— . ———— ———————

with agate, arl ;
package tody TAPLES is

use agate, arl 3

procedure LOAD_PARAM_TO_4_CHLD ( init : in rl_process_def:
ch_para : out rl_param) is

-— loed the §egwents specifications

INITIAL : CONSTANT integer := 31,
NEXT_NUMBER_FREE : CONSTANT integer := 40;

prep : rl_parameters;

tegin
for i in 1..4 loop

prep.eatry_stack := 13
prep.mentor_stack := INITIAL;
prep.seg_number_stack := INITIAL + i3
prep. SEg_nuwter_code = INITIAL + { + 43
prep.entry_code :=1 + 63
prep.mentor_code := init.initial_seg(2)};
prep.eatry_data =1 + 43
prep.mentor_date := INITIAL;
prep.seg_number_data := NEXT_NUMBEER_FREE + i - 1;

ck_para(i) := prep:
end loop;

end LOAD_PARAM_TO_4 CHLD ;

in rl_process_def;

procedure LOAD_ACCFSS_CLASS ( init
out user_level ) is

usr_access

== 1load user security levels

usr_level : level_record;

BEGIN
usr_level.rin.compromise.int?
usr_level.min.compromise.intl
usr_level.min.integrity.int@d
usr_level.min.irtegrity.intl
usr_level.max.compromise.int2
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usr_level.rar,compromise.intl
usr_level.mex.integrity.int@d
usr_level.max.integrity.intl

usr_access(TCF_SECRFT) := usr_

usr_level.min.compromise.int?
usr_level.min.compromicse.intl
usr_level.min.integrity.int@d
usr_level.mir.integrity.intl
usr_level.max.compromise.int®
usr_level.max.compromise.intl
usr_level.max.integrity.int®
usr_level .max.integrity.intl

usr_access{SECRET) := usr_level;

usr_level.min.compromise.int¢
usr_level . .min.compromise.intl
usr_level.min.integrity.inte@

usr_level.min.integrity.intl

usr_level.max.compromise.int@
usr_level .max.compromise.intl
usr_level.max.integrity.int®
usr_level .max.integrity.intl

MAA N A Al i h At Bl el Rab At oo M o aaeia: pasin 04 en o ]

1= @5
1= 9
1= 215¢4;
level;
1= @y
1= @3
t= @y
1= 21504;
1= 4,
HE I H
1= 0
e= 215043
1= @5
1= @)
1= @
1= 215€4;
1= 23
1= 23
1= 23
1= 21534,

usr_access(CONFIDENTIAL) := usr_level;

usr_level .min.compromise.int?
usr_level.min.compromise.intl
usr_level.min.integrity.intg
usr_level.min.integrity.intl
usr_level.max.compromise.int@
usr_level.max.compromise.intl
usr_level .max.integrity.int@d
usr_level.max.integrity.intl

P 80 a4 00 20 26 eo o

usr_access(UNCLASSIFIED) := usr_

end LOAD_ACCESS_CLASS;

end TARLESS

86

23
25
]
215047
e
@
2s
215045

levels




3 with agate, agate}, arl, alit, alibj, menag, gemio, tatlass;
s 3 package CRPROCE is
.; use agate, agatej, arl, alidv, alidbj, manag, gemio, tatles;

L)
o8
.\
W procedure FILL_INIT( init : in ril_grocess_def;
I ¢ ck_init : out ri_process_def;
2y ch_access : in level _record ) ;
1
procedure TO_CREATE_PROCESS( init ¢ in rl_process_def;
ae: ch_grere ¢ in rl_peremeters;
ﬁ: ch_access : in level _record;
2 prcces : in integer;
a$ synchr_seg ¢ in integer;
p) success : out integer);
)
&
.
g end CRPROCE:
W
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_' -- This package contains the procedure to create --
0o -- processes -
- with egate, agate}, arl, eliv, alitj, gemio, meneg, tatles;
ods packaze tody CREROCE is
; X use agate, agatej, arl, alit, alivj, gemio, manag, tables;
§§: -- Constants for device slots.

- STDIC W : CONSTANT integer := 1;
¢ STCIO R : CONSTANT integer := @;
) IO_PORT : CONSTANT integer :=@; =-- port zero fcr main
{q process
Ny
A

- procedure FILL_INIT( init : in rl_process_def;

QQ: ch_init : out rl_process_def;
ib: ch_aCcess : level _record ) is
Y
;$§ -- £111 1in the 1initial process record of a chkild
o Frocess.
@g --= - called ty to_create_prccess
__,
i tegin

2 ch_init.cpu := init.cpu;
,f_ ch_init.aum_cpu := init.num_cpu;

Rt ch_init.nur_kst := init.num_xst;
AL ch_init.root_access := init.root_eccess;
R ch_ “init.s 565 HE I
A ch”init.résources.priority := init.resources.pricrity:
o --same as parent.
§*&' 24 _frm_irteger( 5¢, ch_init.resources.memcry );

oF ch_init.rescurces.processes := 2;

v ch_init.resources.segmnts := 1033

|‘ -
J% -= this will te modified with the specific acecess class cf
’?" -- each process
:.‘l N -
A ch_init.resources.min_class := ch_access.min;
A ch_init.rescurces.max_claess := ch_access.max;
4% ch_init.rirg_num := tyte( 1 );
R ch” _init.sp2 = 23
f:.
end FILL_INIT;
;§% procedure TO_CREATF_PROCESS( iniv ¢ in rl_process_def;
3? ch_par : in ril_paremeters;
e ch_access : in level_record;
A%
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L)
- ‘
o ' proces : in integer;
k> synchr_seg : in integer;
- success : out integer ) is
:; - precess creation
K\
RL: chld_seg : ril_seg_struct; -- r1_eddr_array for child’s
i segment
ch_init : rl_process_def; -- rl_process_def for child
V) seg_rec : create_seg_struct; -- used to create stack segmrent
J segl_mrmkn : mk_%n_struct; -- used to make kKnown stack
4 segmernt
" segl_ret : mk_kn_return;
b crt_rec ¢ rl_cp_structs -- create process structure
ch_seg_list : seg_arreay;
. w_class : access_classi
K, evc_value : integer;
B>, stack size : integer;
A seg_mgr_tytes : integer;
X def_off ¢ integer;
; def_seg : integer;
rl_def _size : integer;
'? -- constants for determining stack size
&
&
b r1_stack_size : CONSTANT integer := 1S8#FFF#;
' vect_size : CONSTANT integer := 43
) IEGIN
L w_class := ch_access.min;
EA?
Y segl mka.mentor := ch_par.meator_code;
~ segl_mrkn.entryx := ch_par.eatry_code;
p segl _mkn.seg_numter := ch_par.seg_numrter_code;
8 segl_mkn.seg_mode := r_e;
" segl _mkn.prot_level := byte( 1 };
o« segl _mkn.gate_numder := NULL_INDEX; -- 20 gate
o
R makeknown_segment( segl_mkn, segl_ret, success )i
XS if success /= @ then .
R put_succ("success value is ,success,w_class);
o) put _1n(STDIO_¥W,w_class, i
‘ end if}
b -- address spec for child’s stack
f chld_seg.seg_number := ch_par.seg_nurter_stack;
[a chld _seg.seg_mode := r _w;
, chld_seg.swapin := TRUE;
l;
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chld _seg.protect := btyte( 1 );
crt_rec.rl_addr_array( 2 ) := chld_seg;
-- address spec for child’s code

chld_seg.seg_number := ch_par.seg_number_code;

chld _seg.seg_mode := r_e;
chld_seg.swapia := TRUF;
chld_seg.pretect := byte( 1 );

crt_rec.rl_addr_array( 1 ) := chld_seg;

-- eaddress spec for child’s mentor

chld_seg.seg_rumder := synchr_seg;
chld_seg.seg_mode := 1_a:?
chld_seg.swepin := TRUE;

chld “seg.protect := bytel 1 ;};

crt_rec.rl_addr_array( 2 ) := chld_seg;

- baddress'spec for trap handler segment
chld_seg.seg_numter := init.initial_seg(4);
chld_seg.seg_mode := r_e;
chléd_seg.swepin := TRUE;
chld_seg.prctect := byte( 1 );
crt_rec.rl_adédr_array( 4 ) := chld_seg;

-- address spec for child’s data
chld_seg.seg_numdber := ch_par.seg_numter_data;
chld_seg.seg_mode := r_w; :
ckld seg.swapin := TRUE;
chld_seg.protect := byte( 1 );
crt_rec.rl_addr_array( 2 ) := chld_seg;

-- fill the order in which the segments will be pessed

ch_seg_list(@)

ch_par.seg_rumbter_stack;
ckseg 1list(1)

ch_par.seg_aumber_code;

ch_seg_list(2) synrhr_seg:
ch_seg_list(2) ch_par.seg_number_data;
ch_seg_list(4) inft.initial_seg(2);

-= calculate required stack size.
-- (in the future will calculate tased on data ia "CMD”
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j.” file header

o -- but now just use constant.)
g seg_rgr_tytes := { stack_header’SIZE/g ) + {
b ( ipit.num_kst * ( kst_eatry'SIZE/g )) ‘
g +
ol ( kst _header’SIZZ/§ );
L stack_size := rl_stack_size + vect_size + seg _mgr_tytes
* +
o ( r1_process_def’SIZE/8 );
(s ,
}‘ -— create and make known child’s stack segment
A
’: seg_rec.mentor := ch_par.mentor_stack;
e seg_rec.entryx := ch_par.entry_stack;

" seg_rec.lirmit := stack_size - 1;
M seg_rec.class := ch_access.mini
g
é§ create_segment( seg_rec, success );
Nt
€? if success /= @ then .

® . put_ succ(“success value chsta is ,success,w_class);
1 T put_1n(STLIO _W,w_class,” )i
X end if’
¥
o, . segl _mkn.mentor := ch_par.mentor_stack;

g segl mkn.entryx := ch_par.entry_steck; -

segl _mkn.seg_numter := ch_par.seg_number_stack;

segl_mkn.seg_mode := r_w;

. segl _mkn.prot_level := Ttyte( 1
“: segl_mkn.gate_rumter := NULL_IN
“ segl_mxn. gete_prot := byte( @

makeknown_segwent( segl mkn, segl_ret, success j;

ﬁ?

Lo if success /= ¢ then "

RS put _succ( success value mksta is ",snccess,w_class);
& put_1n(STDIO_W,w_class,” )3

b end if;

:5 swapin_segment( ch_par.seg_number_stack, success );

1

b if success /= @ then

b put _succ( success value swapsta  is

it i ", sucress,w_class);
L put _1n(STTIQ_W,w_class, )i

‘ erd if;

W

N ’ - create and make known child’s data segment

9 '

e seg_rec.mentcr := ch_par.mentcr_data;

K
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seg_rec.entryx := ch_par.ertry_data;
seg_rec.limit := test_message’size/8;

seg_rec.class := ch_access.minj

create_segmeat( seg_rec, success )j

if success /= @ then . !
put_succ( " success value chdat is ~,success,w_class); |
put_ln(STDIO_W,w_class, )i

end if}

segl mkn.mentor := ch_par.meantor_data;
segl mkn.ertryx := ch_par.eatry_data;
segl_mrkn.seg_numter := ch_par.seg_numter_data;
segl_mkn.seg_mode := r_wi

segl _mkn.prot_level := tyte( 1 );

segl _mkn.gate_numbter := NULL_INDFX;
segl_mkn.gate_prot  := byte( € );

makeknown_segment( segl_mkn, segl_ret, success ;;

if success /= @ then w

" put_succ( success value mkdat is ,success,w_class);
put_1n(STDIO_W,w_class, )i

end if3

.

swapinr_segment( ch_par.seg_rumter_data, success );

if success /= 2 then :
put_succ( "success valve swadat is ",success,w_class);
put_ln(STDPIO_W,w_class, )i

erd if;

-- i1l ir childs ri1_process_def
£i11 _iait( init, ch_init, ch_access )i

-- determine segment and offset of rl_process_def 1initial
record

def_seg := 1lib_mk_sel( 1dt_tabdle,
ch_par.seg_numter_stack );
def _off := stack_size - ( vect_slize + seg_mgr_bytes +
rl_process _def 'SIZE/S )i

-— move ch_init into proper place in child’s stack segmeat

i

ri_def_size := ( rl_process_def’SIZE )/E;
move_btytes( get_ss(J, ch_init’address, def_seg, def_off,
rl_cdef_size );

o

"y

92




- fill in remeinder of creete_rrocess_structure

crt_rec.ip := 1283 -= skip command
file header (82 rex)

crt_rec.spx = def off; -- set childs stack
pointer

crt_rec.spl := stack_size - ( vect_size + seg_mgr_tytes
)3

crt_rec.sp2 := 0; -— no ring 2 stack

crt_rec.vec_seg := €; == rl address array

alempent 3
crt_rec.vec_off := stack size - vect_size;
crt_rec.child_num - = 7 proces-1;
crt_rec priority = ch_init.resources.prioritys’
crt_rec.memory := ch_init.resources.memory; --
crt_rec.processeés := ch_init.resources.processes;
crt_rec.segmnts := ch_inrit.resources.segmnts;
crt_rec.min_class := ch init.resources.min_class;
crt_rec.max_cless := ch_init.resources.mex_class;

-- read event count so we prepare for syachronizaticn
( “read _evc(syachr_seg,eve_value, success )i
- create the precess

create_process( crt_rec, success );

1f success /= & THEN .

put_succ( create process SUCCess , success,
w_class )i

end if;

await(synckr_seg, evc_value+l, success )j=-=- tlocks and
await

-- "gcto” process created

end TC_CREATE_PROCESS
end CRPROCES
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APPENDIX C

TEST PROGRAM LISTING
This program was developed following the general format
of the application program in Appendix A. The preparation
of this program to execute in the secure environment is done

in the same way as the application progranm.
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-=- This packa;e coentrols the cogperation of the test --
== progrem -
with arl, alit, ality, agate, strlit, manag, tatles, zeric,
Crgroces

package tody TOTIME is

use arl, alit, ality, agate, strlid, manag, tatles, gerio,
crrroce;

-- constants

STDIO_W : CONSTANT integer := 13

STDIO_R : CONSTANT integer := @;

IO_PCRT : CONSTANT integer := €; -- 2 port for maia program
TFL : CONSTANT integer := 73

-= variatles

init :* rl_process_def; --necessary for all xernel
calls

ch_tatle : rl_param;

ch_level : user_level;

seg_mode : seg_access_type

ch_tat : rl_garameters:

ch_lev : level_record?

w_class : access_class,

class ¢ access_classsy

rd_class t access_classy

in_choice : string;

test_rec ¢ test_message;

mentor : integer;

enstryx : integer’

ief _seg : irtegers

def_off : integer;

def_size : Integer;

size ¢ irteger;

success : integer;

seg_numtecr : integer;

synchr_seg : integer;

cheice : integers’

eve_velue : integer;

procedure

tegin

-=- attach
attac

-- atitach

'K, 1 ‘.' ﬂ, AT

\ v " '5-'..
e s e A g

INITIALIZATION is

serial port for writing
h_tew (IQ_PORT,

serial port for reeding

T 95
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Le

et attach_ter (IO_PORT, STLIO_R);

¥

‘”L

%f: ~- load parameters to create up to 4 children

o load_parem_to_4_chld(init, ch_tatle);

!;“\-‘

‘@§ --lo0ad access classes for Top-Secret, Secret, Corfidential
?rﬁ and Unclassified .
0,

A load_access_class (init, ch_level);

‘-}.

%? -- prepare class for accessing main terminal

i‘l,o"

ﬁma w_class := init.resources.min_class;

B .

L end INITIALIZATION;

e procedure STACK_AND_SYNC_CREATION is

'.’,"

;:;'. tegin

o-‘z' N
;“? -- creating segment for stack(parent).will be unclassified
P ~-=- 50 as to obey compatibility property : segment comiromise
e -- must dominate mentor compromise.
,3&3 ‘ mentor := init.initial_seg(2);

%ﬁ* entryx := 8;

- class := init.resources.min_class;
;'i:;, size := 12835
lﬁg cr_segment(init.mentor.entryx.size.class.success):
:f"'.
ﬁh if success /= @ then "
B put_succ( success stack pareat ~,success,w_class)i
o put_ln (STDIO_¥,w_class, );

i end if;
b
g.t -- makeknown this segment
A
R seg_mode := r_w;
e seg_number := 31;
R
%g“ mk_segment(init,mentor,entryx,seg_numter,seg_mode,success);
,’g'
§" if success /= @ then
;’, put_succ(“success makekenowns  stack _
- perent ,success, w_class);
P put_1lr (STDIO_¥,w_class, )i
153 end 1f;
"\-_,:
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%%ﬁ -~ creating synchronization segment .

- mentor := init.initial_seg(2);
b : entryx := €3
R class := init.resources.min_class;
i ‘l! ;
ﬁ?% cr_segment(init,mentor,entryx,size,class,success);
e if success /= @ then
(A&* put _ succ(“success sync is ‘,success, w_class);
Al put_ln(STDIO_W,w_class,”");
;;ﬂ'.a‘: ‘ end if; '

LX)
P 4

A _ == makeknown this segment
N seg_mede := r_w;
%?ﬁ seg_nurter := 51}
b
ﬁgﬁ mk_segment(init,mentor,entryx,seg_rumter,seg_mode,success);
»'O‘Ji
L .if success /= @ then-
b v put _ succ{ “success mkknown sync ,success,w_class);
(127 put_1n(STDIO_V,w_class,”" )

A \'3 end if;

Ly
W syachr_seg := seg_number;
éff -- swaepin this segment

‘ !
&h ' swapin_segment (seg_number,success);
..‘: = -

§
Iy if success /= @ then

, : put_sucr{“success swapin, sync ",success,w_class);
e put_ln{(STPIO_W,w_class, )}
i end if;
11
L
b ' end STACK_AND_SYNC_CREATION;
Pl procedure PROCESS_CRFATION is

o

:ﬁ begin
%xf put_1n(STDPIO_¥W,w_class, Begir Process Creation’):
260 type_any_key_ to _continue(w_class);
{{m -=- start creating processes in the system
k}n -- process 1 == > Store and Display
o, : -~ process 2 == > Calcl ~> cne field passed
K -- process 3 == > (Calc2 -> field passed every loop
EL ™
’:‘.’(
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u\»‘”
:§l? for 1 in 1..3 loop )
i (i)
- ity 1T Glavel(s)!
ch lev :=
“’;gi_v‘ - it ch_tab’ .
3 rocess(init, ccess)
ﬁg t°-°reate3§_1ev.1-Syncb"-seg'su
'?:::’ end loor)
_ SS CREATION
hT end PROCESS_ : out integer) is
R tion : ou .
) MENU (selecti
B procedure T te each timing program
Y x| e
ol -- Fresent option to execu ey,
‘ GEMSOS galls )i
ecute with no imes”)i
kS beginPut 1n(STTIO g e 2%222' 52 mult/div 32020 t = <1 >u%:
b “1n(STDIOC T te 4 times )j
S T In(STRIOTV v -class, Ezecute passing datz ¢ ti i
R 2t 1n(STDIO W v 5{222' 12 mult/div , 30002 tires) z;
?"l' - ‘u ¥
. 7put_lr‘(qTDIo ‘;: : ClaSSl Sing data P/ 199? !
iy “put_ln(STDIO Fxecute pas e times j;
R zzt'ln(sTDIO ¥ow g{:;g' '12 mult/div , 3 => <2 g?
‘g 1 ’ w, o,
ety TDIO_VW,w = < 4 >");
\_: put ln(gTDIO W, rlaSS. ' >
N put_ln( “W,w_class, "Ixit
MR, put_1n(STDIO W,w_ ' e);
N I0_R,rd_class,in_croice);
s . get_ str(STD "'1"-then
Wy In_choice = !
‘;.. if P := 1’"
Uy selectig e = 2" then
K\ elsif in_ckoic ez 23
) selecticn "= "z then
Vi) elsif in choice = LS
. selection = ; then
fmv elsif in Ch°1c°,: .
ﬁe seléction :=
\ e -
:‘E! els selection :=
L end if;
EY)
. endi MENU;S
oy START 1is
g procedure .
v )3
I\ v to time LR
. lass, Prep .
e heginput 1a2(STDIO ¥ wcccmtinun (w_class);
1 type any_key_to
by erd STARTT
e procedure FINISY 1s
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begin
put_str(STDIO_W,w_class,
char_to_str(c
put_ln(STDIO_¥,w_class, STO P )
type any _key_to_continue(w_class);
end FINISHE;

naracter ‘val(3EL)));
1

procedure RECFIVE_FM_STO is

tegin
def seg :=
: Tiv mk_sel (ldt_tatle,ck_tadble(l).seg_rumber_data);
def_off := @3
def_size := test_message’size /8;
move_bytes(def_seg,def _off,get_ss(), = -
test_rec "ADDRFSS,def_size);

end RECFIVF_FM_STO
procedure PASS_TC_CALC1 is

tegin
def_seg :=
1it_mk_sel(ldt_tadle,ch_tetle(2).seg_numter_data);
def_off := @;
def_size := test_message’size /8;
move_tytes
(get_ss(),test_rec "ADDRESS,def_seg,def_off,def_size);

end PASS_TO_CALC1 ;
prncedure RECEIVE_¥M_CALC1 is

begin
def_seg:=1it_mk_sel(1ldt_tetle,
ch_tatle(2).seg_numrber_data);
def_off := @3
def_size := test_message’size /8;
move_dytes(def_seg,def off,get_ss(),
test_rec’ADDRESS,def_size);

end RECEIVE_FM_CALC1
procedure PASS _TO_CALC2 is
begin

def_seg 1=

11t _mk_sel(ldt_tadle,ch_tadle(3).seg_numbter_date);
def_off := 2%
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def_size := test_message’size /&;
move_tytes
fzet_ss(),test_rec "ADDRESS,def_seg,ief_off,def_size);

end PASS_TO_CAILC2 3
procedure RECEIVF_FM_CALC2 is

tegin
def _seg:=11ib_mk_sel(ldt_tatle,
ch_tatle().seg_number_data);
def_off := @3
def” size := test_message’size /&;
move_bytes(def_seg,def_off,get_ss(),
test_rec “ADDRESS,def_size);

end RECFIVE_FM_CALC2 ¢
procedure FASS_TO_STO is

tegin
def_seg HE
~  1irt_mk_sel(ldt_tatle,ch_table(1l).seg_numter_date);
def _of? := 0;
def size := test_message’size /8&;
move_tytes(get_ss(),test_rec ADDRESS,
def_seg,def_off,def_size;;

end PASS_TO_STO 3

procedure CALC _NO_CALLS is

FIRST : CONSTANT integer := 102203
SECONT: CONSTANT irteger := £70;
tegin
start;
for i ian 1..222¢8 loop
test _rec.resvlt := (( 12020 / 500 ) * 3¢e¢ ) / 12@:
test_rec.resnlt := (( 10020 / 580 ) * 320 ) / 12¢;:
test_rec.result := (( 1¢@2e / s@e¢ ) * 22¢ ) / 122;
test_reec.result := (( 10@C¢ / 5@0¢ ) * 28 ) / 120;
end loops
finish; .
put_1n(STDIC_W,w_class, now do the same operation
twice”);

"put_ln(STDIO_W.v_class."calculate the 1loop ccatrol
time”);
start;

100




b for i in 1..22¢€2 loo

P
e test_rec.result := (( 1002¢ / S@¢ ) * 22@¢ ) / 1¢@;
R test rec result := (( 10209 / 520 ) * 328 ) / 120;
test _rec.result := (( 1202 / Sge ) * Zoe ) / 1e0;
O . test_ _rec.result := (( 1200¢ / 5@2 ) * 300 ) / 1e¢;
R test_rec.result := (( 12020 / 50¢ ) * 30¢ ) / 130;
B test rec.resnlt := (( 1060 / 5208 ) * 2e¢ ) / 1¢9;
Jo test_rec.result := (( 100e¢ / 50¢ ) * 300 ) 7/ 120;
A test_rec.result := (( 18000 / 5¢¢ ) * 300 ) / 100;
" end loop?
:ﬁ: finish3
NS
Eg end CALC_NO_CALLS:
U
e procedure CALC_ONE_PASS is
5% tegin
oy start;
20 advance(ch_table(1).seg_number_stack,success);
RN read_evc(synchr_seg,evc_value, Success);
e await(synchr seg.evc valne+1, succes=‘
4 receive_fm_sto: :
ﬁ‘ -"pass_to_calcls
'; advance(ch_tatle(2).seg_rumter_stack,success);
'& read_evc(synchr_seg,evc_value, Success);
" , await(synchr_seg,evc_ value+1, subcnss).
A receive_fm_calcl;
] pass_to_sto;
Y finish;
0 advance(ch_table(1).seg_numter_stack,success);
5 read_evc(synchr_seg,evc_value, Success);
#ﬁ await(synﬁbr seg,evc_ value+1, sucress),
3..' ‘
: end CALC_ONE_PASS; |
L] ) i
Aﬁﬁ }
3’ procedure CALC_PASS_ALL is |
iy :
ﬁk tegin |
: start] ;
mY for 1 in 1..3¢@ loop
R advance(ch_tadle(1).seg_number_stack,success);
3 read_eve(syachr_seg,evc_value, success,,
i avait(synchr_seg,evc_value+1,success’
1 receive_fm_sto;
bee pass_to_cale2;
2 advance(ch_tatle(3).seg_numter_stack,success);
"o read evc’synchr _seg,evc_value, success\'
- awaitl/synchr_seg,eve_ vaTue+1, success);
N~ . receive_fm_calc2;
Qﬂ pass_to_sto:
f::‘;‘ 101
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end loop:*
finishs
end CALC_PASS_ALL 3

i -
>

atal il af

= -
-
e -

>

procedure SELF_DELFTION is

S e e i e

T el
g
=

.,
=
-

begin
test_rec.flag := true;
for i in 1..2 loop
def_seg :=
1it_mk_ sel(ldt _table,ch_tatle(i).seg_rumter dat=)’
def off := 23
def_size := test _message’‘size /&3
move bytes (def _seg,def _off,get_ ss(),
test_rec ‘ADDRESS,def _size);
advance/ch_tabtle(i).seg_numter stacx success);
read_evc(synchr_seg,evc_value, success),
await(synchr seg,eve_ value+1.suc0ess),
put_succ{"self deleted ",i,w_class);
“end loop’ .

end SELF_DELETION:
procedure DELETE_PROCESS_SESMENT is

tegin

for i in 1..3 loop

child deleteli-1, success);
terminate_segment(ch_table(i).seg_number_stack,success)
terrinate_segment(ch_tetle(i).seg _nurter _deta, success);
terminate_segmert(ch_tatle(i).seg _numter_code,success);
delete_segment(ch_ table(i) mentor_stack,i, sucress).
delete_segment(ch_table(i).rentor _date, i+4 success)
delete_segment(ch_table(i).mentcr_code,i+6,success);
put_succ( deleted ",i,w class)

erd looys;

end DELFTE_PROCFSS_SEGMFNT;

procedure DELETE_MENTOR_SYNC is

tegin
delete_segment (init.initial seg(2). , success);
terminate_segrent (“1 success);

delete_segment (init. initial _seg(2), &, success;;
terrinate_segment (31 ,success);
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e
o and DELETE_MENTOR_SYNC ;

)
o procedure DELFTION_ALL is
A 4 tegir
" self_deletior;

e delete_process_ segment;
jf delete_mentor_sync; )
W put 1n{STDIO _¥,w_class, 0. K. ");
m end DELFTION_ALL ¥

o:,

. procedure PRFVENT_TRAP is
h)

. tegin

W success := 2;
W while success = @ loop .

4 success := @;
b end loop;
4,
b3 end PREVENT TRAP ;
)
o —— HEBBRBHY MAIN FROGRAM ##sspsnusnspgpppst

tegin
init := get_ri_def(); --must be the first statement
1it set_dracket(1,1,1,init. resources.min_class);
initialization:
stack_and_sync_creation;
rrocess_creation;
test_rec.flag := false;

L

N menu{chcice);
W case choice is
P! wvhen 1 => calc_no_calls]
R when 2 => calc_one_pass;
. when 3 => calc_pass_all;
iy when 4 => exit]
K+ when 5 => null}
:2 end case;
C.a end lo9ps
e deletior_all;
i prevent _trap:
b
end TOTIME 3
)
g
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-=- This Package c<irulates the stc¢re process in the test --
-- prcgram -

with arl, manag. §emio. agate, tatles, alit, alibdj;
package tody STODISF is
use arl, marnag, gemio, agate, tatles, alit, alit};

-- constants

STDIC_W : CONSTANT integer
STNIO_R : CONSTANT integer
IO_FCRT : CONSTANT integer

-= variables

iait : rl_process_def;
w_cleass ! eccess_classi
test_rec : test_message)
def seg : integer)

def off ¢ integers
de;_size ! irteger;
suceress : Integer;

evc_ch_vel : integer;

procedure RECFIVE_FM_PAZENT is

tegin
def seg :=1
def_off := ¢
def_size := test_message 'size /8;
move bytes’def seg,def _off,get_ss(),test_rec "ADDRESS,
def size)}

it_mk_sel(ldt_table, init.initial_seg(2));
;

end RECEIVE_FM_PARENT;
procedure PASS_TO_PARENT is

tegin
def _seg :=1
de€ off := 2
‘ef size := test_message 5129 /83
rove_bytes’/get_ss{),test_rec ADDRESS,def_seg,def off,
def_size);

it _mk_sel(ldt_tatle, init.initiel_seg(3));

end PASS_TO_FARENT ;
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-- MAIN PROGRAM

W

- begin

. init 1= get_rl _def();
i -— attach terminal to write

attach_tew (IO_PORT,STDIO_W);
w_class := init.resources.min_class;

-—-attach terminal to read

attech_ter(IO_PCRT,STDIO_R);

put_1n(STDIO_W,w_class,” STORAGE AND DISPLAY READY 7);

2@% -- advance eventcount of synchro segment peth 5,6 plsn E1
s, -- passed tc¢ child as ch seg_list(2).

W -- ¥ill te called in chiId as init.initial_seg(2)

fl..‘l .

‘“f © advance (init.iritial_seg(2),success);

Yo read_evc(init.initial_seg(Z),evc_ch_val,sucress);

o0 await{init.iritiel_seg(2Y,evc_ch_vel+l,success);

sy :

354

R toop

pass_to_perent;
advarce{init.inttial seg(z)ssuccess):
1]

&5: read_evc(init.initial_seg(@),evc_ch_val,success);
1y awaitfinit.initial_seg(2),evc_ch_val+1l,success);
150 receive_fm_parent;

}é advance(init.initial_seg(2),success);

el read_evc!init.initial_seg(@),evc_ch_val,success);
f.a await{init.initial_seg(@),evc_ch_val+l,success);
i receive_fm_parent;

S if test_rec.fleg then

K . exit;

ﬁ? end if;

o end loop;

;?ﬁ‘ advance(init.initial _seg(2),success);

ol .

o -- dettach and delete

A

fgf detach _device(STDIO_R, success):

bas detack_device(STDIO_W,success);

N self_delete(init.initiel_seg(2), success):

1)

LY

Eﬁ end STODISP ;

3\?
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with arl, manag, gemio, agate, tatles, alit, alit};

Fackage tody CALC1 is
use arl, manag, gemio, agate, tatles, alit, alibjs

-= ccnrstants

STDIO_W : CONSTANT integer := 1;
STDIO R : CONSTANT integer := 2)
IO_PCRT : CONSTANT integer := &;
-= variatles

init : rl_process_def;
w_class : access_class;
test_rec : test_message;
def_seg : irteger;

def_off : integer;

def_size : integers

Success : integer;

eve_ch_val : integer’

procedure RECEIVE_FM_PARENT is

tegin
def_seg := 1
def_off := @
def_size :=
move_tytes(d

ib_mk_sel(ldt_table, init.initial_seg(2));
test_message’size /8;
of seg,def_off,get_ss(),

test _recADDRESS,def _size);
end RECFIVE_FM_PARENT;
procedure FASS_TO_PARENT is

tegin
ib_mk_sel(ldt_teble, init.initial_seg(2));
'

def_size := test_message’size /8;
move_tytes(get_ss(),test_rec "ADDRESS,
def_seg,def_off,def size);

end PASS_TO_PARENT 3

== MAIN FROGRAM
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begzin
init := get_rl_def();

-— attach terminal to write

attech tew (IO PORT,STDIC h),
w_class := inif. resources min_class;

--attach terminel to reead
attach_ter(IO_PORT,STDIO R);
put_1a(STDIO_W,w_cless,” CALC ONE PASS READY "):

-- advance evertcount of synchrc segment path £, plsn E1
-- passed to ckild as Ch_SEg_list(Z?.
-- %11l te called in child es init.initiel_seg(2)

advance (init.initial_seg(2),success); |
read eve(init.initial seg(z) evc_ch_vel, ShC”ESS); ;
await(init.inttial seg(?) evc_ch_val+l,success)

loor
receive_fm_parent;
if test_rec.flag then

exits
end ifs
for 1 in 1..30022 loop
test_rec.result := (( 19020 / S¢2 ) * 32g2 ) / 189,
test_rec.result := (( 122¢2 / S@@ ) * 222 . / 127;
test_rec.result := (( 12020 / 500 ) * 322 )} , 122;
test_rec.result := (( 12200 / 500 ) * 322 ) / 122;

end locp?

Fass_to_parent;

advancelinit.initial_seg(2),success);

read eve(init.initial seg(e) evc_ch_val,success);

awaitf(init.inttial_sez(0),evc_ch_val+1, succpss),
end lcops

advance(init.initial_segf(2),success);
-—- dettach and delete
detach _device(STDIO_R, success)s
detach device(STDIO W,success);
self_delete(init. tnTtial _seg(2), success);

end CALC1 ¢

107




LIS
B ‘!t'
’;ligi!
B .
DO with arl, manag, gemios, agate , tables , aliv, alibj;
e package tedy CALC2 is
I use arl, manag, gerio, agate , tatles , alit, alidj;
i
Ry
[)
{Q« -- constants
M)
) '.
i STDIO_¥ : CONSTANT integer := 1;

_ STDIO_R : CONSTANT integer := 0@;
W I0_PORT : CONSTANT integer := €;
‘6". .
=§$’ -- variatles
R
i init : rl_process_def;

w_class : access_class;i

oy test_rec : test_messege;
&3 Success : irtegers
;xg eve_ch_val : integer;
e

(3L [} .
Ly def_seg t integer;
g def off : integer;
?p, def_size : iategers

by
s
Lhed
kAT
At
R procedure PASS_TO_PARENT is
b : tegin .
dnt def_seg t= 1it_mk_sel(ldt_table,init.initial_seg(3));
N defZoff := @3
4$W def_size := test_message’size /6
i move_tytes(get_ss(),test_rec ADDRESS,

: def_seg,def_off,def_size);

Bﬁ end PASS_TO_PARENT ;
84
e',‘*l.
wil procedure RECEIVE_FM PARENT is
fglh tegin
e def _seg := 1ib_mk_sel{(ldt_table, init.initial_seg(2));
o def off := 0; )
kX def_size := test_message’size /8j
R move_bytes(def_seg,def_off,get_ss(),AD RESS.def size)
i test_rec "ADD ydef_size);
'\j‘i .
oY end RECEIVE_¥M_FARENT:
e '
*)¢§

O
Rl -- MAIN PROGRAM
08
;»:gs 108
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tegin
init := get_ri1_def();

-= attech terminal to write

attach_tew{IO_PORT,STDIO _X);
w_class := init.resources.min_class;

-- attach terminal to read
attach_ter(IO_PORT,STDIO_R);
put_1n(STDIO_W,w_class,” CALCZ PASS EVERY LOOP READY");

~- Advance the eventcount of the synchronization segment
~- path 5,6 , plsn 51 , passed tc child as ch_seg_list(2).
~- Will te recognized in child as init.initial_seg(2).

advance(init.initiel _seg(2),success); =-- this will
rermit creaticn of processesto go on

‘read_evc(init.initial_seg(@),evc_ch_val,success);
-- stack to sync
await(irit.iritial_seg(@),evc_ch_val+l,success)
- control sent btack to creation of pronesses

loop
receive_fm_parent;
if test_rec.flag then
exits
end if;
test_rec.result := (( 10202 / S02¢ ) * 202 ) / 120;
test_rec.result := (( 1e¢2¢e / 5¢@ ) * 300 ) / 100;
test _rec.result := (( '100020 / 500 ) * 30608 ) / 100;
test_rec.result := (( 1200@ / 5@@ ) * 2@2 ) / 10@;
pass_to_parent;
advance{init.initial_seg(2),success);
read _evc(init.initial se (@) evc_ch_val,success) i
await(init.initial_seg(2),evc_ch_vel+1l,success);
end loops

advance(init.initiel_seg(2),success);
-- detach and deletion

detach_device(STDIO_R,success):;
detach_device(STDIO_W,success);
2)

self delete(irit, inTtial _seg(2),success);
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end CALCZ2}
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APPENDIX D

SIMPLE ACCESS PROGRAM LISTING
This program presents a very simple program, with the
purpose to show the basic steps necessary to be able to
access the secure systemn. Different from non-secure
systems, the terminal is not automatically a part of the
system, and as shown in this program, a GEMSOS gate call is

necessary to include a terminal in the system.
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-- Sample program to access the system -

-— - e - — — —-—— e . —— —— - —— ——— ——— —

pragma rangecheck( off ); pragma detug( cff ) pragma
arithcheck( off )i
pragma enumtat( off );

wITH agate, arl, alibj, util, manag ,gemio;

PACKAGE BODY alo IS
USE agate, arl, alidj, util, manag ,gemio ¢

-= Constaats for device slots.

STDIO_W : CONSTANT integer := 1;
STDIO R : CONSTANT integer := @3
IO_FORT : CONSTANT integer := 3j — port zero for main

process

-- Vaerietles used by main program.
w_class : access_classy =— AGATE
init : r1_process_def; —-- AR1
mentor ¢ integer
entrx ¢ integer ;

size : integer ;
success : integer;
class : access_class: §
seg_mode : seg_access_type ;5 --AGATE

seg_numter : integer ;
-- MAIN
3FGIN

init := get_r1_def(); -- AR1

1ib_set_tracket( 1, 1, 1, init.resources.min_class )i
- attach serial port for writing.

attach_tew( IO_PORT, STDIO_¥ )i —--MANAG
w_class := init.resources.mia_class;

put_ln(stdio_w,w_class, " HELLO COMPLICATED WORLD");
-- attach serial port for reading.
attach_ter( IO_FORT, stdio_r); —--— MANAG

put_ln(stdio_w,w_class ,"aow I will create a segment”);
type_any_key_to_continue {(w_class);
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—- creating segment for STACK (parent)

mentor := irit.initial_seg(2);
entrx :=5;

size :=1023;

class t:= ipit.resources.min_classi

cr_segment (init, mentor, entrx, size, class, success);

Fut_ln(stdio_w,w_class, now I will 3
make the segment known );
type_any_key_to_continue(w_class)i

-- makeknown segment created

seg_mode := r_w;

seg_numter := 31;

mk_segment(init, mentor, entrx,seg_number,seg_mode,success);
put_ln(stdio_w,w_class,” Ate logo (goecd tyel)”);

-- infinite loop to prevent trep.
success := @3
while success =

success := @)
erd loops

2 loop

end alo;
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APPENDIX E

SUBMIT FILES LISTING

O

AN This appendix presents the submit files used for the
e sysgening of the application program, the testing program

Wl and the simple access program.
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'

13

; - SURMIT FILY FOR AFPLICATION PROGRAM -

t

4 ts:ld3.cmd

\ Xs:k@.cmd

X ks:kl.cmd

b ks:k@h.cmd

ks:k2.cmd

. cs:viloader.cmdi2;

¥ ds:vilogin.cmd;s2,1@;

4 ds:nv.ds32,5%

y, ds:nv.dsiSs

] ds:themain.cmdi5,8; ‘
ds:radar.cmd;5,7; i
ds:compute.cmd;S,8: i

: ds:chaff.cmd;5,S; |

g ds:rltrap.cmdids !

: end i

P,

™

n

X

)

K

! )

»

¥

)

: ' 115

DR

AT TN T I OO O M PO P 4 O 1) ) ; : : : , W . )
- LBl : NI AN Yo ATt h B y W \J 3 0 WL
N MR S .2'"." U DARS it ,ho DL ,‘.lm‘l..yel 8 >i.w O.J\‘J l‘n‘l :'0’\\0. ) ‘r.l ?'l I ) a‘i'x'b‘}' ’ Wy .‘»‘:‘k '




TR oravrw
. L2 i o a ae A ala ate o oue oaaoha aaoaba o T T T T WY

-= SUBMIT FILF FOR TEST PROGRAM -—
ts:1d2.cmd

ks:k@.cmd

Ks:kl.cmd

¥s:kCh.cmd

ks:k2.cmd
cs:vliloader.cmd;i23
ds:vlilogin.cmd;2,1¢;
ds:nv.ds;2,S,
ds:nv.ds;Ss
de:totime.cmd; S
ds:stodisp.cmd;
ds:calcl.cmds5,
ds:calc2.cmijs,9
ds:ritrep.cmdi€s
end

' @3
5,73
€

’
.
1
.
?
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-~ SUBMIT FILF FOR SAMPLE

......

- - —— — - ——————— — ——— " - Y

bs:1d3.cmd
Kes1k€.cmd
ks:kl.cmd
ks:k@h.cmd
ks:k2.cmd
cs:vliloader.cmd;2)
ds:vilogin.cmdi2,13;
ds:av.dsi2,5
ds:nv.ds;35s
ds:alo.cmdi 5,05
is:rltrap.cmdi6;

end

S % Y M
9,758,558,

-

. » \ Al AN -.\.l NOA
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