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ACCAT GUARD technology during IOC and to assess potential enhancements to
this system, it is desirable to evaluate these concepts in an operational

exercise.

The primary purpose of the FORSCOM GUARD experiment is to provide an I0C
test bed for GUARD to test the effectiveness of GUARD as a major security
application in an operational environment. The major operational exercise
will be PROUD SPIRIT. Although the tezg\uill be conducted in a benign
system~high environment, the experiment uill\be structured to simulate
the "potentially threatening” environment of allowing the availability to

non=Top Secret WES sites. 3
\

Presently, the MLS ACCAT GUARD system has completed its GENSER phase tes-
ting. Based on the GENSER test phase the following new GUARD

requirements have been jdentified:

a. An "automatic" downgrade mechanism for reducing the workload

of the Security Watch Officer (SWO).

b. A special "low=to-high" filtering mechanism for Limiting low

user capabilities on the system.

The first new requirement allows the GUARD, in a trusted manner, to per-
form automatic downgrade operations for certain recognizable high side
outputs. Presently with ACCAT GUARD all high=to=low data must be
screened by the SWO0. This new feature will reduce the workload of the

SWO0 and also improve the overall responsiveness of the system.
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Fe 1.1 IDENTIFICATION . ”
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mﬁ' — » This document sets forth design and implementation requirements for the ‘kqs

“ﬂ : t.e,it';

Mk Initial Operational Capability (I0C) phase of the GUARD project. The 10C 3&}

oy i

X phase of GUARD will operate under the UNIX Operating System, which shall ;?;

i § 5.1

Thay e L . !

iﬂg ultimately consist of the Kerneélized Secure Operating System (KSOS) secu- :4@

' A

:ﬁ' rity kernel and the UNIX emulation package.) This 10C phase of GUARD ﬁi&

AT [ARNEY
‘t

software will operate under a version of !;‘tern Electric UNIX (Baseline 'ﬂﬂ

e, T O
?h; 6.0) enhanced to provide both a more KSO0S-like environment and operate 'k%
el )
Y . %
ﬁﬁ‘ with the special I0C testbed fnterfaces. Jy

-

Y Yt

s 1.2 FUNCTIONAL SUMMARY e

z ¢ &

i i

fﬁ; ~ The FORSCOM WWMCCS environment has been chosen for the GUARD I0C test o

(. site. This environment is ideal for experimenting further with the GUARD SE{
}? technology. It is desired to experiment with the GUARD technology at }ﬁg‘
o

A FORSCOM in order to determine whether FORSCOM could connect its present NC

o and future WES sites without jeopardizing security thus eliminating the

“Wy

o efforts and associated costs of upgrading these sites to Top Secret, the

g .

'ﬁ' system high operation. Therefore, to determine the true value of the - '’ ~ Q.
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k* The second requirement is for security considerations. The purpose of e
the filtering mechanism is to confine the low user's activity on the high w;;
& 3
Eé. side of GUARD. It is believed that with the incorporation of the automa- h\%
140 Ve
%f tic downgrade mechanism, it will be necessary to restrict the Low user ;‘Q
he :
from performing certain operations. This 1is particularly true for gi%
i g
;gf GUARD's 10C phase at FORSCOM, where the user is provided an interactive hﬁﬁ
i . b
Kh. environment. 0
e -~
g The following outcome of the GUARD IOC experiment will provide excellent *ﬁ?
a,'l X \]
;ﬁf data as to the true effectiveness of a downgrade mechanism for solving N
';":,!‘ W :
.Ek MLS problems in essentially non=MLS systems. ;;E
¢‘ ‘J "':i‘: 3
W W,
o 1.2.1 ACCAT GUARD eS¢
W W,
P Wi
i?‘ {:5
. The ACCAT GUARD system allows the controlled "writing down" of informa- *
A “'Rt“’
(U
}é& tion from a high security level network computer host to that of a lower $ﬁ§
59 R
ﬁ: security level network computer host. The "writing down" operation of *gﬁ
‘?!l 'l’qii
- the system is controlled completely by a Security Watch Officer (SWO). »-
' i
::',: Since the ACCAT GUARD will become one of the first applications to be
N .
“‘ '\ §
ﬂ? placed under the Kernelized Secure Operating System (KSOS) (currently &

e

under development), it will be a verifiably secure system. In particu-

25 lar, the "writing down" mechanism has been formally specified and will be A

. ~ $ .

X .
:; implemented using the Modula programming Language, a language which lLends E ,
"' A 4" A
E"‘ itself to formal code proofs. ®
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aa?& Funtionally, the ACCAT GUARD (see Figure 1-1) provides a transactional-
ey
i like interface to its user set. ACCAT GUARD users reside on distant
()
fehy
y % hosts connected to the ARPANET. One user set resides on a host with a
e
fo
ﬁ:c' high security level and the other user set resides on a host with a lower
1,0,
it security level. The users communicate to each other and other hosts
i'q“, /]
EXAN
tﬁa} through GUARD wusing standard ARPANET messages (referred to in GUARD as
¥ 8‘ i
0
;ﬁf; transactions). Three basic transactions are supported by the ACCAT
A Moy
GUARD.

b . .
ﬁ \ a. Messages from a Low/high user to a high/low user.

)
§§&
Ly b. Canonical queries from a low/high user to a high/low host.
o3
:«i{ C. English queries from a low/high user to a high/low host.
) N‘{\
e

Messages are standard ARPANET mail, canonical queries are queries which

vy

are in the proper syntactic form for direct processing by the recipient

host, and English queries are queries which must be manually translated

A I

by GUARD personnel 1into canonical queries prior .to submission to the

iﬁk} recipient host.

§

‘o:'.:l‘.

ﬂyS{ Communication security is guaranteed by the COMSEC approved Private-

,?f- Line=Interfaces (PLI) c¢onnecting the hosts to the ARPANET. The PLI's

B M) )

N J

gﬁ;: provide encryption/decryption of information flowing from/to the hosts.

v"i‘!

eé&?, The connectivity of a low host to a high host is only possible through

8%

> the ACCAT GUARD. GUARD has two PLI connections to the ARPANET, one com=

P

jﬂi: patible with the high host PLI and the other compatible with the Low host \
?tﬁ PLI (Figure 1-1) g&
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R 1.2.2 FORSCOM Security Monitor (FSM) GUARD o
- ' n 4
,:‘;u The FORSCOM Security Monitor (FSM) GUARD (to be called FSM from here on) f\,g
valid e
;:9 will be a further extension of the technology of the existing ACCAT GUARD :}"5-
e €
a0 and be based on the actual software currently comprising this system. 4
‘;;‘,l"' The FSM system, however, requires some alterations to the current ACCAT _ t
N ol
Yol et
i) GUARD system. These are as follows: :!:
e o
l'k‘l l'-‘l
a. The FSM system will interface a set of Llow security Llevel o
. ]
¢t |."':
:‘:‘ users to a high security level host (see Figure 1-2), |:::;'.
]
) :
;:;:’,: G
e b. The "communication unit”™ of the FSM is not transaction orien= f‘"
." % ey
W ted, but instead is highly interactive. y 3
Y ~ 4
R '5.\" "
WEN e
f_'. Ce Based on GENSER phase testing, the FSM requires that certain ,"
) -
low Llevel user inputs be filtered prior to submission to the "‘.
oy
:.‘ high Level host. "‘l::
v ':':v;
:‘9 ‘Q'O:t
i d. Based on GENSER phase testing, the FSM will employ a special i
i.;n:. "recognition mechanism” which will allow the automatic o
s"‘l' '
:;:\: screening for certain system level prompts to the Llow secu— ’.
\ !)
!EE:B, rity level user. s
4 C . C i 54
N Since the FSM exercise will be operating in a benign environment, the '}:
(e A i ;.
R z: standard UNIX version of the ACCAT GUARD (GENSER version) can be used as ‘-
2 g )
' a software baseline for this new system.
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Based on GENSER phase testing, it has become advisable that a special
automatic screening mechanism be added to the current GUARD system.
Although the initial test of this technology will only simulate the "wri-
ting down" of information from a high security level to a lower security
level, the basic architecture and design of this mechanism must be care-~
fully analyzed to ensure that future implementations under KSOS can be

verified to operate correctly.

The basic operation of the FSM system is as follows. As depicted in
Figure 1-2, the FORSCOM WWMCCS system, the FSM and the Screener are loca~
ted in a Top Secret system high area. (The Screener is the FSM counter-
part to the ACCAT GUARD's Security Watch Officer.) The FORSCOM WWMCCS
system and the FSM are directly connected and the low security users are
connected to the FSM only. Therefore, the multi-level secure situation
exists only in the FSM processor. When a low security Llevel user Llogs
onto the FORSCOM system, they are in reality logging onto the FSM system
which in turn logs the user onto the FORSCOM system. Note, the FORSCOM
system software is not cognizant of the fact that the FSM system is
between it and the low security users. Therefore, the FSM system must
have complete knowledge of what the user is entering into the system.

This is required for two reasons:

a. In order for FSM to properly filter what the user is enter~
ing, the filtering must be accomplished within the context of

what the user is doing in the FORSCOM system.
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ﬁ?; b. In order for FSM to properly recognize certain system respon= "y
e ses for automatic screening sequences, FSM must again do this ,3
) Y, _"-.
LA P
il within the context of what the user is doing in the FORSCOM -3
& 1%
5 ‘3 '
.};\ system. N
’ -
‘:Q A pre-established set of FORSCOM system level prompts will be recognized o~
l.\ ) - Y
A -~
Sl by the FSM system and sent directly to the low security level user >
Aol =
00 . . . . §
: without Screener intervention. ALl variable data (e.g., teleconferencing b
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SECTION 2

APPLICABLE DOCUMENTS

Following is a list of documents relevant to this computer program

development specification.

2.1 GOVERNMENT DOCUMENTS

b.

C.

d.

Logicon, "ACCAT GUARD Computer Program Development Specifica=

tion (Type B5)", February 1979.

Logicon, "Formal Specification of GUARD Trusted Software",

September 1979.

Logicon, "ACCAT GUARD Acceptance Test Plan (ATP)", March
1980.

Mitre Corporation, "ACCAT GUARD System Specification (Type

A)", August 1978,
Mitre Corporation, "ACCAT GUARD Overview”, November 1979.

U.S. Army Forces Command, "WWMCCS Entry System (WES) Terminal

User's Handbook", September 1978.
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g. I8M, "FORSCOM Computer Security Concept Experiment Notebook”,

| PSS Al e, TR

April 1980.

b~

§ and
22 ¥

-
&

2.2 NON-GOVERNMENT OOCUMENTS

m“é\“‘f"

L2

a. Bell Telephone Laboratories, "UNIX Programmer's Manual”, May

1973.
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! SECTION 3

REQUIREMENTS

ﬁ?' The FORSCOM Security Monitor (FSM) system shall provide for the secure

transfer of information from the FORSCOM WWMCCS system running at Top

3? Secret system high to a set of WWMCCS Entry System (WES) users of a lower
§ﬁ classification Llevel. Special facilities provided by FSM will be con=
?&' trolled downgrading of information from FORSCOM WWMCCS to the WES sites,
t?' both manual and automatic, low user command filtering, extensive audit
-<§ trail capabilities, and mechanisms to monitor and alter the FSM environ-
oy ment.

&

QH In order to accomplish the above FSM functions two FSM personnel types
&z must be provided: the FSM Screener and the Environment Manager (EM).

The Screener is responsible for insuring manually that information being

';a downgraded (i.e., "written down'") to low security level WES site users

does not contain sensitive information of a higher classification. The
| Screeners perform their function via a Cathode Ray Tube (CRT) terminal

S§ which interfaces with FSM "trusted software.” The trusted software will

%% potentially be formally verified to guarantee that it does indeed operate

;i correctly in accomplishing the downgrade. This special software guaran=-

51? tees that information 1is written down to the "low side" of FSM only if

Eﬁ the Screener has viewed all the information and has approved and confir=

o
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b
t ‘
e
WY
N
Wy med a downgrade. The EM is responsible for a variety of tasks; the reas-
!t.a
) signing of Llow WES site users to a specific Screener, the monitoring of
& )
) ﬁ low WES site user activity, the establishment of special test/exercise
,_j parameters for automatic/manual screening, and the control of the FSM
oY

. audit trail. The EM accomplishes his role via a terminal and untrusted
1
R . . . .
ﬁ\a software (albeit, some of the current functionality required for the
e
s exercise/experiment s potentially security relevant. However, these
S
B

mechanisms would be removed in an operational environment).

e
;: 0
%h Automatic screening and low user filtering will be accomplished with
a0
;32 trusted software which interacts in concert with the Screener trusted
;f; software. Automatic screening is performed on those FORSCOM WWMCCS sys-

f tem outputs which are exactly recognized within the context of the
eyl user/system dialogue. Those system outputs which are not recognizable
L (i.e., termed "variable data'") must be screened manually by an assigned
)
a8
ksﬂ Screener. Low WES site user filtering is accomplished by the same set of
’. ’|
i
ﬁ.ﬁ trusted software which performs automatic screening. For this situation
}éi the low user's input is restricted to a subset of the total FORSCOM
) .
Qh
: ' WWMCCS capability.
o
ff! The FSM functionality described above will be accomplished by a set of
lfﬁ computer programs and data structures. The remainder of this section
¥ ir [}
:ig will describe these in detail.
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3.1 PROGRAM IDENTIFICATION

A program is defined by the algorithms it requires and the data struc-
tures (j.e., the program "states") required by the algorithms. The
specification and subsequent implementation of these algorithms is by the
use of computer programs. These programs when activated are called pro-
cesses. FSM is specified and implemented by a set of concurrent processes
which operate over a set of data structures representing the current
state of FSM., The remainder of this section presents and specifies in

detail all FSM programs, data structures, and their interaction.

3.1.1 Functional Areas

This subsection describes the basic functional areas which comprise the
software of the FORSCOM Security Monitor (FSM). As discussed above, FSM
will be implemented via a set of concurrent processes and a set of data
structures which represent the state of FSM. Some processes will be
invoked by user action (i.e., the Screener, the EM, or a low WES site
user) while others may exist at all times performing required system
functions. The data structures will be comprised of non=volatile disk
files and volatile message queues. The precise specification of the sta-
tes of these data structures in relation to the interaction of the pro=
cesses constitutes the total algorithm of FSM operation. This section
deals with the classes of FSM programs and descriptions of FSM data

structures. B8efore discussing these in detail an overview of information

flow fn FSM will be given.
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The overall information flow of FSM is shown in Figure 3-1. Here FSM
programs are represented as executing processes (indicated as ellipses).
Each program name is contained within the ellipse. The arrowed Llines
connecting processes indicate the direction of information flow, where in
some cases the information flow is bi=directional (i.e., arrow heads on
both ends). The FSM environment is divided into a high security domain
and a low security domain. Note, except for the FSM Guardian Program
(FSMGP), all FSM programs operate in the high security domain of FSM.
FSMGP operates in both domains and has been given the privilege of viola-
ting, in a controlled manner, the *—-property of the DoD security model
(i.e., FSMGP can write information to a lower security Llevel). Conse-
quently, FSMGP must be trusted software. FSM personnel are depicted at
the top of Figure 3=1 and interface through the high security domain of
FSM. This 4implies that they must be physically located in an area that
is cleared Top Secret "system high". The WES site users are physically
located at a site with a Lower security classification. The FORSCOM
WWMCCS complex is depicted at the bottom of Figure 3-1 and is also con-

nected to the high security domain of FSM.

In order to illustrate the overall dinformation flow in FSM a simple

scenarto is described below.
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Basic FSM Process and Information Flow

Figure 3-1.
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%a For this scenario let's assume that one or more Screeners are currently
- logged on to the FSM system. Now a low WES site user wishes to access
:5 the FORSCOM WWMCCS system. The WES user logs onto the FSM via his ter-
%& minal. The FSMGP 1is responsible for interfacing with the user (i.e.,
™ there will be a separate copy of FSMGP for each user interfacing to FSM).
;}, FSMGP requests a Screener assignment from the FSM Assignment Daemon
35 (FASSD) and allows the WES user to continue until a Screener is needed.
o Since Screeners are currently Llogged onto FSM one is available for
?1 assignment. Upon receiving the request from FSMGP, FASSD reviews the set
?é of FSM Screeners that are currently logged onto FSM. Based on their
RS current load (i.e., other WES users may be logged onto FSM) and their
f_f logon time, FASSD makes the appropriate Screener assignment. The
&; Screener assignment is then passed back to FSMGP by FASSD. fFollowing
wt logon to FSM, FSMGP logs the user on to the FORSCOM WWMCCS complex. This
}t is accomplished by establishing a connection to WWMCCS via the Remote
: S Network Process Emulator (RNPE). Following successful logon to WWMCCS,
5" the WES user and WWMCCS continue with their dialogue, with FSM as a
'3: somewhat invisible intermediary. However, FSMGP is busily performing
153 many internal tasks, one of which is auditing specific events. This is
e accomplished by writing out the audit event and required data which is
i& periodically moved to the FSM audit trail by the FSM Audit Daemon (FAD).
%g FAD is always present in the FSM environment and is responsible for
i? recording other processes' audit events into the FSM audit trail. During
?i: the user/WWMCCS dialogue, FSMGP 1is constantly monitoring all data the
&é user enters and all data the WWMCCS host is writing back to the user. If
0
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the user inadvertently enters illegal command sequences (those which are
either syntactically incorrect or are privileged and hence not available
to the low user) FSMGP will inform the user of the error and not send the
input to the WWMCCS system. This is the “filtering” mechanism of FSMGP.
For WWMCCS system output, FSMGP determines if the data 1is recognizable
(termed "fixed") or unrecognizable (termed “variable”). If the data is
recognizable and the user's current screen mode permits it, FSMGP writes
the information to the WES user's terminal. This is the "automatic
screening” mechanism of FSMGP. If the data is not recognizable or if the
user's current screen mode requires Screener intervention, FSMGP notifies
the Screener Trusted Process (SCTP) that manual screening is required
(remember, FASSD had assigned- a Screener to this specific WES user).
SCTP notifies the Screener (note, each Screener lLogged on to FSM has a
separate copy of SCTP) of the "downgrade" request. The variable data
from WWMCCS is then viewed, a screen at a time, for potential high Level
sensitive information. The Screener will screen all data and then make a
decision whether to "downgrade" the information. Let's assume for this
scenario, the Screener accepts the data. SCTP then asks the Screener to
confirm his decision and following confirmation, notifies FSMGP that the
data can be written down to the Low user. FSMGP also audits this event
which is then recorded into the FSM audit trail by FAD. The above
sequence 1is the "manual screening” mechanism provided by FSM., This set

of operations is continued until the WES user logs off FSM. FSMGP noti-

fies FASSD of the logoff and then exits.
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i As a final comment on the overall information flow of FSM, EM can  also -
L) i
'! ‘4 - . » - -
o peruse the FSM Audit Trail via the Audit Trail Display Program (ATDP).
tysé At
;aﬁ' This program is called via the EMP as directed by the EM. y
l e *
L p [
e . . ;
Qﬁﬁ 3.1.7.1 Programs. The FSM system consists of several different programs .
SN which are divided into two classes: transient programs and daemon pro- N
v i
- B
:;2 grams. A transient program is normally brought into existence (i.e., 3
$ ' .
:35; becoming a process) via some external event. Following satisfaction of X
. this event the process usually exits, hence the name "transient". Daemon §
ne .
s"‘ [J
'}‘ programs are those programs which are usually brought into existence when t
Y
AR J
ié? the system is brought up and remain active as a process until the system %
) ‘:;
_E{? is brought down. Also, daemons usually perform functions which are not ;
b
. .
AN tied directly to some external event (although almost always related i
‘l
239 .
IIJZ indirectly to some external event) and appear "invisible", hence the name X
Ly

“daemon” .
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7Y,
=W

PR
N g}

ij 3.1.1.1.1 FSM Programs. Following is a Llist of FSM programs, each '
) N
1Y accompanied with a short description of its function.
)
."‘r ; '{
gzr‘ a. FSM Guardian Program (FSMGP) v
by v
A t
IQ.. | )
N The FSM Guardian Program (FSMGP) interfaces directly with a \J
bt low WES site user and 1is responsible for monitoring all R
NN -
H{ﬁ information flowing from the WES wuser to the Top Secret f-
! :
ghi' WWMCCS system and vice versa. FSMGP contains the WES user
:ﬁ“ "filtering"” and '"automatic screening"” mechanisms of FSM. )
My
\ . )
N FSMGP operates over a set of extensive data structures 3
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representing the user/system dialogue set for a WES user.
Screener Trusted Program (SCTP)

The Screener Trusted Program (SCTP) interfaces directly with
a FSM Screener. The SCTP provides a verifiably secure
mechanism oy which a Screener can review information coming
from the FORSCOM WWMCCS complex and accept/reject it for wri-
ting douwn to the low security Llevel user. The process provi-

des a "manual' screening facility for FSM.
FSM Assignment Daemon (FASSD)

The FSM Assignment Daemon (FASSD) is responsible for making
initijal Screener assignments to WES users. It also maintains
overall FSM logon/logoff information in the Global Logon File

(GLF).
FSM Audit Oaemon (FAD)

The FSM Audit Daemon (FAD) operates invisibly within the FSM
environment. It is responsible for maintaining the current
FSM audit trail. It receives audit requests from the other
processes of FSM and records these events onto the current

FSM Audit Trail.
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e. Environment Manager Program (EMP)

The Environment Manager Program (EMP) interfaces directly

N:\
vt ¥
:4& with the FSM Environment Manager (EM), performing specific '
AN ]
:5&: tasks as directed by the EM. These tasks include reassigning :
PN
o FSM Screeners to WES site users, monitoring and modifying WES
% user environment parameters, and monitoring WES user activity '
o
W profiles. s
oL n Y
Ak f. Audit Trail Display Program (ATOP) X
K -": W
;ﬂm The Audit Trail Display Program (ATDP) interfaces with the h
K " ?v
L r FSM Environment Manager (EM). This program allows the EM to -
.".' i .
\2}3 selectively display portions of the FSM Audit Trail. Also, &
g ‘
ﬁ?% ATDP provides an audit trail maintenance facility by which e,
L
oy ;
’ the EM can save current FSM Audit Trails into other "time -
c ¢
e <
‘n . L)
Fods stamped” files. 5
»
L 3
4] g.  Remote Network Processor Emulator (RNPE) ¢
5'3; W .
ﬁ%: The Remote Network Processor Emulator (RNPE) 1is responsible
RN ) .
nﬂjh for communicating with the FORSCOM WWMCCS complex. It emula- :
§ )
% 0%
* tes (by multiplexing/de-multiplexing WES users) a set of :
26 ’
o users interfacing to the WWMCCS complex. s
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3.1.1.1.2 Global Functions. This section provides descriptions of the

global functions implemented for the FSM. Functions are defined in the

’EE, literal sense as in the C language, hence are not programs but are actual
?E functions which are compiled with the individual programs requiring their
"! services. The global functions are described below.

: . 3.1.1.1.2.1 Audit Function (GFAUDIT). To facilitate the Llogging of
3: audit events, a global audit function is called by all event generators.
:'a The passed argument list is variable except that the first argument is
E$ always the one-byte event code (FEVENT). GFAUDIT processes its arguments
R and constructs an audit request file in the audit queue. It returns to
A8 the event generator when this is done. Note: The event generator does
0N

[fs not wait for the event to be logged, only entered into the audit gueue.

SN A]

]

Input Paramaters - Inputs to GFAUDLT consist of the passed arguments.

With the exception of the first argument (which is always the audit event

AL

"

b code, FEVENT), the argument list is of variable lLength and format. See

. L]

L; Table 3-1 for the calling sequences to GFAUDIT, which are dependent upon

ﬂ the event code; see also Appendix D for detailed event definitions.

R

'h: These arguments are passed to GFAUDIT by any one of the four event gen-

't

" erators (EMP, FASSD, FSMGP or SCTP):

i‘... t::
- ‘= R

o a. FEVENT =- The audit event code. :}

s ~

S e

NS

,‘f This one-byte quantity ranges from 01 to 19 and indicates \

‘- - 5

l#ﬁ which event occurred. It is used by GFAUDIT to process the :'

A . . :

Y7 remaining arguments passed tu it. <

':‘ : \3
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SUBSYS —-- The current WWMCCS subsystem code.

This one-byte quantity ranges from 1 to 8 and indicates the
WWMCCS subsystem currently in use. A value of zero indicates
all subsystems. See Table 3-2 for the subsystem names and

their values.

'lﬁ A
i,

2 A

SRCFLG —— Text Source Flag

LYl

>

This flag indicates if the audit text pointer (TP) 1is a

=y
.’l
a2

- Y
LT A

character pointer into a buffer (0) or if it is a character

-

pointer to a filename (1) which contains the text to audit.

TP -- The audit text pointer or filename where text can be

found.

?his character pointer is used to reference the beginning of
the audit text (system.output or user input). The event gen-
erator will set up this pointer and use a buffer for storage
of the text. Alternatively, if there is a Large amount of
text the event generator will write a disk file instead of
allocate in-core buffers. In this case, the SRCFLG will be
set to one, not zero, as in the case of buffers. Upon return
from GFAUDIT, the caller may de-allocate the buffer since the

text is copied by GFAUDIT into the Audit Request File.
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ﬁgé e. FAILEX ~- The coded reason why user input was not sent.
e !
ht This one-byte quantity ranges from 1 to 2 and 1indicates the \
‘ ka
:f y reason why user 1input was not sent to WWMCCS by FSMGP. A !
b, )
SRS value of 1 indicates no match was made with the user input,
0 while a value of 2 indicates a match was made but the input |
A A .
:%.J was disallowed. This value is only used in Event 02 (User ;
‘|::.'. H
o0 Input Not Sent). 1
‘I’ \)
"$¢ f. SCRID -- The FSM user ID of the Screener
‘;T \
R i
By This one-byte quantity is identical, in concept, to the UNIX v
LR
5 =
* user ID and serves to uniquely identify the Screener involved ;
el (
4,0 . . d
Sy in this event. ;
A 3
N
‘: t 1]
SN g. STATUS -- The status of the subsystem initiation
,"f‘
A 1]
*1: This one-byte quantity indicates success (1) or failure (0) '
At ' »
%ﬁ 2 when a user attempts to initiate a WWMCCS subsystem. Note: N
v.i. Logon is not considered a valid WWMCCS subsystem in this con- )
i‘ﬂ
e
:$k; text. This argument is only used in Event 11 (User Initiated ;
oD
NX WWMCCS Subsystem).
000
i h.  USERID — The FSM user ID of the WES user
«.::"? )
T g
iﬂ?; Identical to the SCRID argument, except that it identifies "
‘l.h‘.i
S . . .. A
e the WES user involved in the event. A value of -1 indicates
o
ﬂ¢$ all users.
e |
. ‘t'." ‘q
.‘,.,‘A
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Cm'
:4§
l~ !,
A el
Q ie USRTTY —— The WES user's UNIX terminal identifier ’“'
This one~byte quantity identifies the user terminal involved Py
i} with this event. It is the last character of the user's UNIX iﬁ:
terminal name ("/dev/tty?"). '“i;
i) “
[ j. SCRTTY == The Screener's UNIX terminal identifier ;lé
At
N ety
This one-byte value is identical to the USRTTY argument, with ,
K the exception that it identifies the Screener terminal invol- 'ﬁ?ﬁ
¢ ved in this event. fﬁ
4 3
ke SCMODE = The current screen mode ,-?F
) ,_ ; |‘
. 289
This one-byte quantity indicates whether no (0), normal (1) 1 ﬁ
(Y W
Y
; or all () screening i§ now in effect. It is only passed for o
&
d Event 14 (Screen Mode Modified). N
J hd}
- s
) L. RATE — The bandwidth threshold for messages Yy
‘ .ll,‘
, This one-byte quantity indicates the number of messages which ;gﬁf
4 ] |‘0'
K
: may be automatically downgraded without Screener interven- sm
1 ita® ¢,
; ]
f tion. It must be a positive integer in the range of one to ﬂﬁﬁ
N 127 -

-

i i s o

EMID == The FSM user ID of the Environment Manager

This one-byte quantity is identical to the SCRID and USERID

‘§

\ arguments, with the exception that it identifies the Environ-
(™

=: ment Manager involved in this event.
%
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’6‘ n. EMTTY -- The EM's UNIX terminal identifier
) !
‘ﬁ: This one-byte quantity is identical to the USRTTY and SCRTTY
gt
™ )
: agruments, with the exception that it identifies the EM ter-
! &
g minal involved in this event.
.
4
2r Output Parameters = None.
A
;&y
Operation - GFAUDIT assumes that the first argument passed to it 1is the
l'.
)
‘5 one~byte event code (FEVENT). It uses this event code as a switch to
\J
)
3, ¥
i: decode the remaining arguments. After the arguments are extracted, GFAU-
%
PR
% DIT must obtain additional event data, such as the DTG of the event and
H
f& its size. GFAUDIT then constructs an Audit Request filename from the
oy
: event DTG, the process ID of the event generator (EMP, FASSD, FSMGP or
SCTP) and a random character. This file is created in the Audit Request
0
b Queue and the event record is written as record one. If there is also
i
3- text to audit (implies passing the TP and SRCFLG arguments), GFAUDIT
D)
W
copies the text into the second and possibly additional records. The
¥
Q text is copied "as is". It is null-terminated. GFAUDIT then closes the
B,
™ ]
v Audit Request File and returns control to the calling process.
B
..
‘ 4
)
Y
)
%
t
)
)
¢
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- Table 3-1. GFAUDIT Calling Sequences K.
e ",
‘f* Code Description Calling Sequence Caller W

5 3
z*‘ﬁ 01 User Input Sent to WWMCCS gfaudit (01, userid, FSMGP ﬁ
AR usrtty, srcflg, tp) H
XU U2 User Input not Sent to WWMCCS gfaudit (02, userid, FSMGP L
o usrtty, subsys, failex,
)aw : srcflg, tp) \
AN 03 System Output Sent to User gfaudit (03, userid, FSMGP ¢
i f ) '
N usrtty, srcflg, tp \
'3§§, 04 System OQutput not Sent to User gfaudit (04, userid, FSMGP ;
Wi usrtty, subsys, srcflg,

tp)

Jﬂﬂa 05 System Output Accepted by Screener gfaudit(05, userid, FSMGP )
KN usrtty, subsys, scrid, '
;: _ scrtty, srcflg, tp) h
g » 06 System Output Rejected by Screener gfaudit(06, userid, FSMGP ’
qﬁqu usrtty, subsys, scrid,
a2 scrtty, srcflg, tp)
¢?§ 07 Screener Logged onto FSM gfaudit(0?, scrid, FASSD
| 4g%2¢ scrtty)
Mgty
3&@# 08 Screener Logged off FSM gfaudit(08, scrid, FASSD
::Q:t:‘ scrtty)
DR 09 WES User Logged onto FSM gfaudit(09, userid, FSMGP

" usrtty)
o 10 WES User Logged off FSM gfaudit (10, userid, FASSD
N usrtty) :
tﬁ : " User Initiated WWMCCS Subsystem gfaudit(11, userid, FSMGP -
1gH8N usrtty, subsys, status) ’
e 12 User Assigned to Screener gfaudit (12, userid, FASSD

,Z usrtty, scrid, scrtty)
er 13 User Input Simulated gfaudit (13, userid, FSMGP
KRR usrtty, subsys, srcflg,

\'. : tp)

k". 14 Screen Mode Modified gfaudit(14, subsys, EMP,
ng’ userid, scmode) FSMGP
A

R 15 B8andwidth Threshold Modified gfaudit (15, userid, EMP
D rate)

13;:;.;2 16  EM Logged onto FSM gfaudit(16, emid, emtty) EMP
:’l Y

;:::: ; 17 EM Logged off FSM gfaudit (17, emid, emtty) EMP
BN

i,;: 18 System Output Received by FSMGP gfaudit (18, userid, FSMGP
Ot usrtty, subsys, srcflg,

.' :: tp)

:ﬁ.'j 19 Downgrade Request Review Begun gfaudit (19, scrid, sCcTP
,‘»( ::: scrtty, subsys)
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x 3.1.1.1.2.2 Date Conversion Function (GFOTGTOA). Input Parameters - s
‘ GFOTGTOA requires a pointer to a buffer to store the converted ASCII NCY
. RO
time. ")
s
:: R
- M
" Output Parameters - GFDTGTOA outputs a pointer to the null character that -
* . . ot
& terminates the converted ASCII string. . }
- o
i : '=
? Operation - GFDTGTOA provides a common means for other processes to sz
QQ LA
obtain a null-terminated ASCII string of the current Date-Time Group. ':?
A "
3 w |
\ GFDTGTOA uses a UNIX function to obtain the current date and then con- ﬁéﬂ
3 g‘i‘.i~
5 verts that to an ASCII string of the form MMODHHmmss (Month, Day, Hours, tt'
o \
1 minutes, seconds). :l[
: A
" fx :
:: 3.1.1.1.2.3 String Match Function (GFEQUAL). Input Parameters =~ poin- pit
& L% |.
i ters to two null-terminated strings to be tested for equality. o,
. W'y
» . . QQ‘:
M Output Parameters - GFEQUAL outputs a value of 1 if the strings are \$
] t
) equal, zero otherwise. -3?
d O
PR . 4
- -4
R Operation - GFEQUAL does a character-by-character comparison of the two &\a
B ol
‘ strings until a mismatch occurs or the end of one is reached. H;?
k. N
5.1.1.1.2.4 Error Function (GFERROR). Input Parameters -  GFERROR
3 . "
: requires one {input parameter - an error/message number. GFERROR will ;HE
et
: accept any number of variable length null-terminated ASCII strings fol- : :
) .1
y Ed
: lowing the error/message number. o
:. )
j
.
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Qutput Parameters - None.

P P P
B

R

Operation - GFERROR provides a common means for the output of
errors/messages to a user and system errors/messages to the system con-
sole. The first input parameter is an error/message number which speci-
fies the error/message to be output. This number represents a canned
message. If the number is greater than 500, then the error/message will
be output to the system console and, in addition, if it is a system error
and the standard output (file descriptor 1) is a terminal, a standard
message wWill be output to the user indicating that a system error has
occurred. Any further parameters will be inserted into the error/message
at points where asterisks are encountered. Note: If GFERROR encounters
a system error itself, it will output that error instead of the one with

which it was called.

If the error is not a system error, the error message number indicates
the appropriate error description item in GFEDES (error description file)
which in turn contains pointers to the canned message text contained in
GFEMES. Any character strings also provided as input parameters will be
inserted in the canned message at points where asterisks are encountered.

After printing the message to the user's terminal (or the system console

for a system error/message), GFERROR returns to the calling function.

. -

-

GFERROR uses Library functions GFLOCK and GFUNLOCK to Lock and unlock the

-

system console in order to output system errors/messages. For this

=

reason, it is mandatory that the calling program not have the system con-

sole locked when calling GFERROR.
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GFERROR also uses two internal functions. These are:

a. gfout - internal function which outputs a string.

b. gfia - internal function which converts integer to ASCII.
Input is an integer, output is a pointer to a null-terminated

string in a fixed buffer (max of 9 characters).

3.1.1.1.2.5 Obtain User's Logon Name (GFGETNAME). Input Parameters -

UNIX user ID.

Output Parameters -~ GFGETNAME returns a pointer to the user's logon name

or to the strings "none” or "unknown", depending upon the user ID passed.

Operation - GFGETNAME opens the UNIX password file and searches for the
passed user ID. If found, GFGETNAME returns a pointer to the user's
logon name. Otherwise, GFGETNAME returns a pointer to the string ‘'unk-
nown". If no user ID is passed to GFGETNAME, it returns a pointer to the

string "none".

3.1.1.1.2.6 File Copy Function (GFILECOPY). Input Parameters -

GFILECOPY requires three input parameters:

a. A flag with the following values:

0 - Create destination file.

1 - Append data to existing destination file.
b. Pathname of source file.

Ce Pathname of destination file.
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Output Parameters - GFILECOPY returns a null if the copy was successful,

or a positive system error number (with which to call GFERROR) if unsuc-

cessful.

Operation - GFILECOPY provides a mechanism for the copying of one file to
another. The first input parameter is a flag which specifies whether the
destination file is to be created or not. 1If the flag is set, the des-
tination file is assumed to exist, and if it cannot be opened, GFILECOPY
will return with an error (Open error). The second 1input parameter is
the pathname of the source file, and the third input parameter is the
pathname of the destination file. GFILECOPY first attempts to open the
source file. If unsuccessful, then it returns an open error to the cal-
ling function. Otherwise, GFILECOPY attempts to open/create the destina-
tion file, depending on the value of the input flag. If the action is
unsuccessful, GFILECOPY returns an open/create error to the calling pro-
cess. If append is indicated, GFILECOPY seeks to the end of the destina-

tion file before beginning the copy. It then reads blocks of data from

the source file and writes them to the destination file until the End-

Of-File (EOF) of the source file is reached. If a read or write error is
encountered at any time, GFILECOPY returns that error to the calling
function. Otherwise, after a successful copy, both files are closed and

GFILECOPY returns a successful value to the calling function.

3.1.1.1.2.7 Integer to ASCII Function (GFITOS). Input Parameters - an

integer to be converted to an ASCII string.

Output Parameters = GFITOS returns a pointer to the beginning of the

3 - 20
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ASCII string.

Operation - GFITOS allocates space for the ASCII string and then uses a
modulo operation to fill the buffer from the end to the beginning. If

the input integer was less than zero, GFITOS prepends a minus sign

character to the ASCII string.

Y

33 3.1.1.1.2.8 Lock Function (GFLOCK). Input Parameters - GFLOCK requires

L one input parameter - a pathname of the file to be locked.

q

ﬁ Qutput Parameters - None.

p

" Operation - GFLOCK provides a common means for the locking of data files

y which must be updated by more than one process. GFLOCK first builds a

{’ “Lock-file” pathname by concatenating the string "-lock” to the supplied

t} pathname. GFLOCK then attempts to create the lock-file with a read-only

%, mode. If the file already exists, an error status is received. GFLOCK

?. then sleeps for one second and then attempts the create again. Eventu-

g ally, the create is successful and GFLOCK returns to the calling func-

%1 tion. At this point, the file is "locked-out" from other read-for-update

% attempts. Of course, this assumes the cooperation of other processes

? which update this file to call GFLOCK prior to such updates. The file
can now be updated, and after the update is complete it is mandatory that

E' the calling process call the GFUNLOCK function to "unlock" the file.

E Note: The user ID of the calling process must not be that of the

: superuser since, in that case, the create is always successful even if

: the file does already exist.

»
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3.1.1.1.2.9 Leading Zero Integer to ASCII Conversion Function (GFLZI- ”5&
(]
TOA). Input Parameters - GFLZITOA requires three parameters: »
¢ has!
3 l._\
. ) '
. a. Number of digits to convert to a string. .f:'
§ o
« t
b. Integer value to convert. -
" '
. "%
: C. A pointer to a user supplied buffer to place the converted K’i
: e
N string in. B
| B
L -" )
p S
2 Output Parameters - None. ti
- &
] l. )
» g
o Operation - GFLZITOA first converts the integer to an ASCII string, using fjr
LS ’
. S
D) the same technique as does GFITOS. It then checks the leading characters NS
2, ,' .‘hq' t
L *
. of the ASCII string and if they are blank, GFLZITOA converts them to s
r “»
character zeroes. Finally, the ASCII string is stored character-by- ‘é
. -
S character beginning at the buffer location given by the third argument. e
o o
g
i 5.1.1.1.2.10 List Match Function (GFMATCHLIST). Input Parameters - a fQ’
pointer to an array of strings and a pointer to a string to match to the 6“@
) (X
. -
: array. %s:
X ?M
¥ ;:!:1
o Output Parameters - GFMATCHLIST returns the index of the array string e b
?ﬁ matched, 1if found. Otherwise it returns a =1 for no match or a -2 if a };;
M .
] " A
oy match was made to more than one array string. }_k
A '
G 5
Y Operation - GFMATCHLIST first makes certain both array and search string ]
2 are lower case, and then searches the input array for any occurances of :E’
k; the input string. If only one exact match is made, the index of the t%.
) g'
« . . '::
o 3- 22 .
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:ﬁﬁ matched array string is returned. Otherwise a -1 is returned if no match

‘!

) . . . . . .

a0 is found or a -2 is returned if multiple array strings matched the input
éf string.
0,
0
;b: 3.1.1.1.2.11 String Match Function (GFNEQUAL). Input Parameters - GFNE-

e

- QUAL requires three input parameters:
iQ’

“g a. Length of match.

’

s, b. Pointer to a string to match.

o ¢. Pointer to a second string to match with.

o . . .
%* Output Parameters - GFNEQUAL returns a 1 if both strings are equivalent
W

for the amount of characters specified, otherwise a zero is returned.

35

5: Operation - GFNEQUAL compares the two strings character-by~character

> until a mismatch is detected or the specified number of bytes have been

;' checked, whichever occurs first.

MY

)

)

%; 3.1.1.1.2.12 Read IPC Function (GFRIPC). Input Parameters = GFRIPC

!I.

_ requires three input parameters:

|

?.

- a. A file descriptor for the port.

. b. A pointer to a user supplied buffer in which to store an IPC

p.: message. X
o e
Y ‘: {'

c. A flag with the following value:

>, 'l:’ =
-

-y "_ g Y X2
A
e

et A

0 - Block on port read.

1 - Poll on port read.
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2 - Block on port read, but return EOF if all

writers die.

Output Parameters - GFRIPC returns the number of bytes in the current IPC

message, O for EQOF, or -1 if a read error has occurred.

Operation — GFRIPC provides a common means for the reading of ports. The
first input parameter is a file descriptor which the user obtained from a
successful port call. The second input parameter is the Llocation of a
ouffer into which the input IPC message will be placed. The third input
parameter is a flag with three values. The value of zero (0) indicates
that the caller #ishes to block on port reads, i.e., does not want GFRIPC

to return until a message has been read. The value of one (1) indicates

e

-,

£

that the caller does not want to block on reads, but wants GFRIPC to

K
[

NI

return EOF if there is no data available. The value of two (2) indicates
that the caller wishes to block on port reads, but does want GFRIPC to
return EOF if all of its writers have died. GFRIPC returns one of three

values. A count is returned if an IPC message has been read. An EOF (0)

is returned if the user has indicated that polling is desired and there

is no data, or if the user has indicated that partial blocking is desired
and all writers have died. A minus one (-1) is returned if GFRIPC

encounters a read error from the port.

GFRIPC uses the alloc and free system calls in order to buffer up IPC

messages from more than one writer.
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GFRIPC first checks if polling is wanted, and if so performs an EMPTY

call on the supplied file descriptor. If no data is available, GFRIPC

5t returns a no data value to the calling function. Otherwise, it reads on
ig
ig the supplied file descriptor. If a system error occurs (read error), a
v read error value is returned to the calling function. If an End-0f-File
;w (EOF) is encountered (all writers have died) and partial blocking was
;? requested, a no data value is returned to the calling function. 0th-
erwise, GFRIPC reads an IPC header. If this is the first block for this
 3 message (indicated by the Process ID (PID) in the header), then GFRIPC
2

allocates enough core for an entire message. If this is not the first

segment of a message, then GFRIPC searches for the start of the message

% S

f in already allocated core. It then reads the block of data into the allo-
SE cated core. If this is the end of a message, then GFRIPC moves the

" entire message into the user supplied buffer, deallocates the core and

-3 returns the number of characters in the message to the calling function.

.

’1 Otherwise, it reads again on the port for another message segment.

’ M

- 3.1.1.1.2.13 Compute String Size Fuﬁction (GFS1ZE). Input Parameters -

H? a pointer to a null-terminqted string whose size is to be computed.

L

k. Output Parameters - the number of characters in the string.

)

;: Operation - GFSIZE steps through the string counting characters until it

.

if finds a null character. 1t then returns the character count to the cal-

o

i ler. Note: the terminating null byte is not included in the count.

.

; 2
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3.1.1.1.2.14 String Copy Function (GFSTRCOPY). Input Parameters - a

pointer to a null-terminated string to be copied and a pointer to a buf-

fer in which to place the copy.

Output Parameters - a pointer to the terminating null byte in the des-

tination buffer.

Operation - GFSTRCOPY copies the input string character-by-character into
the destination buffer until it reaches the terminating null character in

the source string.

3.1.1.1.2.15 Unlock Function (GFUNLOCK). Input Parameters = GFUNLOCK

requires one input parameter - a pathname of the file to be unlocked.

Output Parameters - None.

Operation - GFUNLOCK provides a common means for the unlocking of data
files which must be wupdated by more than one process. GFUNLOCK first
builds a "lock-file" pathname by concatenating the string "-lock” to the
supplied pathname. GFUNLOCK then unlinks the lock-file, thus allowing
another process to create it and hence gaining control of the fiie. of
course, failure of a process to call GFUNLOCK after successfully locking

out a file with GFLOCK would eventually bring the FSM to a halt.

3.1.1.1.2.16 Write IPC Function (GFWIPC). Input Parameters - GFWIPC

requires three input parameters. It will accept a variable number of

other parameters as specified below.
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3. A flag specifying interpretation of the second parameter:
0 - second parameter is a pathname of a port
to open for write,
1 - second parameter is a file descriptor of a

port already opened.

b. Pathname of a port, or a file descriptor depending on the

value of the first parameter.
c. IPC message type as defined in the FSM global data.

d. Optional parameters, in the following order if present: User
ID, Bandwidth rate, Screen Mode, Subsystem index, user secu-

rity classification, pathname of a downgrade file, pathname

of a context file.

Output Parameters - GFWIPC returns the status of the write: 0 - suc-~

cessful, positive error number with which to call GFERROR if write was

unsuccessful .

Operation - GFWIPC provides a common means for writing to ports. The
first input parameter is a flag which tells GFWIPC whether the second
parameter is a pathname of a port to open or a file descriptor of an
already opened port. The second input parameter is then either a file
descriptor or a port pathname. The third input parameter is an IPC mes-
sage type which will be stored in the IPC port message structure. Any

other parameters are data to be stored in the IPC port message structure.
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GFWIPC sets up the IPC message in the structure 2ccording to the input
parameters which have been passed. If a pathname was input, then GFWIPC
opens the port. If the open is unsuccessful, an open error is returned
to the calling function. Otherwise, GFWIPC writes the IPC message to the
opened port. If a write error occurs, then GFWIPC returns a write error
to the calling function. If a pathname was input, GFWIPC closes the

port. It then returns to the calling function with a successful value.

$.1.1.2 Data Structures. The state of FSM is contained in a set of data

structures which can be divided into two types:
a. non-volatile disk files
b. volatile message queues (i.e., ports)

Disk files are used to contain that information which must be saved
through continuous day-in and day-out operations of FSM. Audit trail
information is a good example of information contained in disk files. In
addition other system oriented information must be maintained in disk
files in order for FSM to operate correctly; i.e., predefined data which
3 represents the user/WWMCCS dialogue contexts. Volatile data is that data
which is not needed in FSM for Long periods of time; message queues for
inter-process communication (IPC) are good examples of volatile data.
All message queues will be implemented in FSM via the port data struc-
ture. Ports provide sophisticated First=In, First-Out (FIFO) queues for

efficient inter-process communication between processes. In addition,

ports allow inter-process communication across different process fami-



lies, hence allow transient/daemon process communication.

Figure 3-2 illustrates the entire FSM directory/data structure hierarchy.

Before describing this structure the notational conventions used in this

figure will be defined.

Rectangles represent files or directories with the
file/directory name appearing on top. The name is followed
by "(d)" if it represents a UNIX directory, and "(f)" if it

is a disk file.

Disk files entered in a directory have their names inside the

rectangle representing their presence.

Circles represent ports, with the port name appearing inside

the circle.

UNIX C-structure names appear in capital letters (e.g.,

GPROF).

Special lock-files are denoted as dashed-line entries in

directories (e.g., gaud-lock).

Symbolic names are employed to depict multiple occurrences of
a name. For example ‘user-1" through "user-n" is used to

depict different FSM WES users.
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To determine the entire UNIX pathname of any given data structure, each
directory-to-directory/file/port must be concatenated together. For
fl example, the pathname for the profile file of WES wuser-i is "/fsm/usr/
% user-i/gprof". Similarly, the absolute pathname for the Assignment Dae-

mon (FASSD) input port is "/fsm/port/faport'.

!'.

z: Before going into the detailed descriptions of the individual data struc-

%

% tures depicted in Figure 3-2 a general overview will be given on the

. entire directory/data structure hierarchy.

e,

{, AlL directory/data structures originate directly or indirectly from the

a0

b UNIX 'root" directory, termed "/". FSM will have its own directory with

4

[-S

o the absolute pathname of "/fsm”. It contains system level data structure

K

‘ '

2' entries and other related directories. System level data structures are
the user logon file (*/fsm/glf") which contains information on all FsSm

‘Q personnel and WES users currently Llogged onto FSM; the system lLevel

. environment file ("/fsm/genv”) which contains information currently

)

3

) representing system-wide FSM environment values; the user/system dialog

f context structures for teletypewriter ("/fsm/gcont.tty”, "/fsm/ghdel.tty"

]

t

Lk and "/fsm/gtext.tty”) and VIP ("/fsm/gcont.vip"”, "/fsm/ghdel.vip" and

é'

- "/ fsm/gtext.vip") terminals which control the automatic output screening

o and input filtering mechanisms of FSM; the error description file

b

4? ("/fsm/gedes”) which contains a pointer to the first character of an

1 error message text and number of characters in the message (used by GFER-

Iz ROR); the error messages themselves ("/fsm/gemes'"); and finally, the glo-

: bal terminal file ("/fsm/gttys") which is used by the FSMGTTY program to
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[
,;3.
R start up a Guardian Process for specified WES terminals.
e
',"': : The FSM directory contains three directories relevant to data structures:
;i:,:' the Llow user directory ("/fsm/usr”), the FSM audit trail directory
J..’ ("/fsm/fsat”) and the IPC port directory ("/fsm/port"). The user direc-
Ef. tory contains entries to individual directories for each WES user logged
‘:::: on to FSM. Individual directories exist regardless of whether the user
o is Llogged on or not. For user-i, the directory *"/fsm/usr/user-i" would
:s: contain four data structure references; the user profile file
= 2 ("/fsm/usr/user-i/gprof"), the user environment file ("/fsm/usr/user-
‘; i/genv"”), the downgrade file ("/fsm/usr/user-i/gdown") and the user down-
grade context information file ("/fsm/usr/user~i/ginfo"). The FSM audit
V: trail directory, "/fsm/fsat", contains the entire FSM audit trail
e environment. This directory resides on a separate file system to ensure
:'. the security of the generated audit trail, since it will contain Top
2,"“ Secret data. The directory contains one directory and two classes of
“2' audit trail events/texts, and one lock-file. The primary audit file data
,‘;" structure is '"/fsm/fsat/gaud” which contains information describing the
:;:‘:‘ ‘current state of the FSM audit trail. Directory "/fsm/fsat/auditq" is
> used by FSM processes for registering audit trail events. For example,
i .~" the FSM Guardian Program (FSMGP) in auditing an event would insert an
2::4 entry into this directory using the current Date-Time Group (0TG), its
:o‘i. process identifier (PID) and a random character as a file name. This
'E‘::;: combination ensures uniqueness within the directory "/fsm/fsat/auditq". )
v:: Data structure "/fsm/fsat/current.e” and '/fsm/fsat/current.t" contain :
': 3 the event and text information respectively of the current audit trail. '
YK
::::i'- 3 - 3
&
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Similarly, data structure entries "“/fsm/fsat/dtg.ei"” and
“/fsm/ fsat/dtg.ti" contain previously saved audit trails and are identi-
fied by a unique DTG. Finally, the lock-file, "/fsm/fsat/gaud-lock"” is
used when the audit trail file 1is being updated (i.e., the file

"/ fsm/fsat/gaud™) .

The last directory in the main FSM directory is the port directory
(""/fsm/port™). This directory contains all FSM ports. FSM utilizes
five basic ports, the FSM Assignment Daemon (FASSD) port ("/fsm/port/
faport"), the FSM Screener assignment port ("/fsm/port/fsagn-i"), the
Screener request port ("/fsm/port/scregq-i"), Screener reply port
("/fsm/port/fsrly~i") and the Screener logoff port ("/fsm/port/sclog-i").
The fsagn and fsrly ports exist for each logged on WES wuser, while the
screq and sclog ports exist for each Screener that is Logged on. These
four portnames are constructed for uniqueness using the owner's FSM user
ID (hence the "-i"). ALl ports only exist when the reading process is
activated within FSM. Note, since FASSD is a daemon-the faport is always

present.

3.1.1.2.1 pisk File Descriptions. Each disk file that appears in Figure

3-2 will be described in detail in the following sections.

3.1.1.2.1.1 GCONT (Global Context file). This structure provides the

information FSMGP needs to follow a user's progress through the various
WWMCCS subsystems allowed in the restricted environment. It is tree-~like
in its structure, since any given item will reference several other items

in the file. The file contains a serijes of CONTEXT items. A CONTEXT

5 - 35




.*:. 4 -
"a, o !
Q,‘ item (termed "CONTEXT") represents all possible recognizable user inputs y
vl and/or system outputs at a branch of the input/output dialog tree.
O
. y
. .
: 3 Each CONTEXT item contains a HEADER item and one or more SUBCONTEXT
oy
o items. A HEADER and SUBCONTEXT define a CONTEXT. See Figure 3-3 for a
{;t depiction of their relationship. The HEADER supplies information that is
N
; : applicable to the entire CONTEXT while SUBCONTEXTs supply information
l' "
e relevant to a given user input or system output. The HEADER allows FSMGP
ﬁﬁﬂ to know when to stop accumulating system output or user input. It also
&U
3 Jz _i
‘izj provides default actions on error conditions. Figure 3-4 shows a HEADER
Wl
2i;f item. A CONTEXT can have one or more SUBCONTEXTs, depending on the pos-
;é; sible recognizable user inputs/system outputs at this stage of the
h -"--..}
;}? user/system dialog. ALl SUBCONTEXTs, whether user input or system output b
o ]
l' J
ol are the same size. See Figure 3-5 for a SUBCONTEXT item description. l
oy S
o
Nt HEADER Field Descriptions
fh)
'
) GPOPTR The pop-up context pointer points to a recovery CONTEXT item when
o)
FSMGP encounters an error condition or a user-entered break.
'
)
; ' Error conditions include a no match condition between current
Al
Sy
. SUBCONTEXT items and system output, a time-out condition on sys-
LW
’3ﬁ tem reads, and Screener rejection of system output. FSMGP
{
'#tf usually performs some action (i.e. simulate user input) to resyn-
ey
e chronize its processing with the next system output and then pro-
A
;‘;h ceeds to the appropriate CONTEXT. GPOPTR points to this item, in
'{‘\
fﬁ o general a higher level within a given WWMCCS subsystem.
"t
s
":""'
U
A
5?}2‘{:
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> Word 0 GSTRP
:‘3‘
K> wWord 1 GNEXT
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Word 3 GSTART
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!
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GSUBFL (from above)
4
P
"
c
=
X Figure 3-5. GCON Subcontext Item
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w::'c:': S
igs GOLIMP The delimiter set pointer points to a byte offset in the Halting 2:
C Delimiter file at which the particular delimiter set for this 2

’Ts CONTEXT resides. FSMGP reads user input or system output until

%TF one of these strings is matched.

i GNSUBS The number of subcontexts field specifies the number of SUBCON-

’" TEXTs comprising this CONTEXT. Since SUBCONTEXTs are of a fixed

g;é size, this value can be used in reading the complete CONTEXT for

B processing by FSMGP.

f}‘ GCONFL The header flags field contains various bit settings representing

;E}% conditions of the CONTEXT as a whole, in contrast to states

E?; specific to individual SUBCONTEXTs. The following bit settings

,ﬁ;i are used:

‘Eig BOTH User Input and System Output (1). This bit, when set, sig-

J*?: nifies that either user input or system output can be

F;’j expected next. When this bit is set, FSMGP must poll both

'JEE the user and the system for the next data. Note: when

Sﬁh this bit is set, the USR bit is ignored.

g;; USR  User input(1) / System Output (0). This bit signifies

;:Ei whether the CONTEXT represents user input or system output.

i:? It is only used when the BOTH bit is zero.

; ﬁk RPT  Repeating CONTEXT (1) / Non-repeating CONTEXT (0). This

'{£§ bit signifies whether the CONTEXT requires multiple itera-

;.f?f tions of the FSMGP Read System Output (RSO) function in

ngg order to satisfy a single SUBCONTEXT.

::& FIX Fixed Repeating CONTEXT (1) / Variable Repeating CONTEXT

;SE:; 5- 38
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b ".:4‘: ’
by ;'_-. ‘
W
iy o
.; (0). Only applicable when the RPT bit is set to one. In ;%t;
2 either situation of this bit setting, multiple calls to the =
i RSO function are required in order to satisfy this CONTEXT. ;Eif
e
a For fixed CONTEXTs, FSMGP will call the Read System Output '?ig
function repeatedly, doing a continuous match on the indi- fj:;
:E cated search string specified by the single SUBCONTEXT. é&;f
:j This will allow, for example, a simple delimiter string set ;E?i
h for halting by the RSO function (probably Line-by-Line for i-,"
@ . some lengthy output; e.g., TCON skeletons). for variable ég:f
;' CONTEXTs, FSMGP will accumulate the variable data until a ;'}
E match is made by one of the SUBCONTEXTs. This mechanism is Lﬁgg
; applicable, for example, to TLCF message texts. %i};
- AUD  Audit subsystem entry (1) / no audit required (0). This Eif
C, X
\ bit signifies that an audit trail event is required because i;%%
{ the user just entered another WWMCCS subsystem. The sub- :xtﬁ
; system entered is specified in field GSYSX (see below). é%;
: GFUNX This entry indexes a function in FSMGP which will generate the :':;
N appropriate simulated user input required to place FSMGP (and the ;i*'
g WES user) back to the “pop-up" Llevel as specified in field :%W?
o
: GPOPTR. Different sequences are required for different subsys- W*ﬁ'
tems. N
N
: GSYSX This field specifies which subsystem the CONTEXT is concerned i:?f
1 with. It will be filled with an index that identifies the sub- Tx -

system name. See Table 3-2 for subsystem names and their values.
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;553 SUBCONTEXT Field Descriptions fv
!.!. Lf
GSTRP  This field is an offset into the GTEXT data structure which 3y
«jj specifies the string to be searched against for this particular E1
N
Ry SUBCONTEXT. The SUB bit field in GSUBFL controls how this search ™~
B is performed. >
,{} GNEXT This field is an offset into GCONT specifying the next valid CON- -i
B/ .
.P.l‘ ~
N TEXT to transfer to if this SUBCONTEXT satisfies the given user o
y ' o -
input/system output. k‘
o b
,::: GSFX  This field indexes a function in FSMGP and indicates that a h
SAY W
‘:f: special function is required to validate user input parameters or :r
o .
LP to modify system output. .
rr GSUBFL This field contains a set of bit flags which represent various A
L. -
J.!‘. "h
L conditions of this particular SUBCONTEXT. The following bits are .
defined: )
- .
b e, .
*xj- FX Fixed data (1) / Variable data (0). This bit in conjunc- 5:
e
- O
L] i -
;u? tion with the SUB bit indicates the type of match algorithm m
T 3
_d to use. Fixed data (whether user input or system output) .
N
jﬁ: has two cases: substring and no substring. Fixed, no sub- N
A »
‘ﬁ:j string matching is perhaps the easiest to comprehend since o
N it involves a character-by-character comparison between the _
W
I -
;ﬁ:j input data and the text string in GTEXT. Fixed, substring r
T .
5o on the other hand utilizes two additional values (GSTART b
RV T
s T and GLENG) to define a window, or substring, within the
Y . X
e GTEXT text string to match against. This window is com- ::
WA !
o, - "
*} pared against the input data and if a match occurs, the t:
L) llﬂ' y
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GTEXT string is written to the user, not the input data.
If this bit is not set (i.e. variable), again there are two

cases to consider: substring and no substring. Variable,

substring is very similar to fixed, substring with the

exception that the text string in GTEXT is not further
defined and 1is assumed to be the substring with which to
match. Variable, no substring (otherwise known as a “null
subcontext”) 1is a wildcard and will match any input data.
If the screen mode is normal, fixed data is a candidate for
automatic screening by FSMGP, while variable data must be
visually inspected by the Screener.

Input data requires Substring match (1) / no substring
match (0). Used in conjunction with the FX bit, see
description given abave. .
This bit signifies that sa special function is required (1)

/ function not required (0). Field GSFX contains the index

of the special function if this bit is set.

-

This bit signifies that a user's matched input is invalid

t A L/
Ok

:."b{v’v

(1) / matched input is valid (0). This provides a finer

s

granularity on the filtering of user input.

v
,".

This bit signifies the subcontext as user input (1) / sys-

F

tem output (0). It is used only if the BOTH bit flag in

kv v,

the CONTEXT header is set.
This bit signifies that the halting delimiter for the sub-

context 1is the beginning of the next subcontext (1) / the
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N
4 '
. s
¥
(R ‘ \
g _‘ ‘
t‘i
‘g :,-
3\ end of the current subcontext (0). Since system output »&
” strings may terminate with unmatchable variable data, a “
A o4
l’fj given halting delimiter may apply to the beginning of the i.
'y **
x 3 string expected next.
L A
g GSTART This field is a byte offset into a fixed system output at which %
Bl
;gg to begin the subcontext match. This field is relevant for fixed, b,
0
f*% substring system outputs only. 0
» Wy 3
GLENG This field specifies the Llength of the system output to be é
:'I‘Q ’
LM N
;'5 matched. It is used in conjunction with GSTART to make an exact Q
_|‘l .20
fb; match on the substring at the specified Llocation within the sys- 3‘
-'t.n, n
{—} tem output. This field, Like GSTART, is relevant for fixed, sub- x
‘5'2 string system outputs only. gl
™%, : 5
* ~‘_ i
oy ) _ - 2
A 3.1.1.2.1.2 GTEXT (Global Text File). This structure contains the i
A actual text strings of user input and system output. These text strings ?l
i, Y, P
Y : .
j\ are used by FSMGP when it is identifying the user/system context. when
ot E
J‘\ v
W FSMGP has obtained a user input or system output, it must identify it to 3
o
ig; recognize the user's place in the particular WWMCCS subsystem. This is "
:'1
¢ ; i
f o accomplished by comparing the system output or user input with a subcon- %
ﬁhﬂ text string. Strings in GTEXT are referenced by the GSTRP field in the f
O SUBCONTEXT item. GTEXT is thus simply a concatenation of all possible R
» X
\ . .
55‘ user input/system output strings in one file, each terminated by a null !
L
" !
3335 character. When a particular SUBCONTEXT is checked to see if it matches !
t'; a particular system output or user input, the SUBCONTEXT field GSTRP
~
%5* points to the appropriate string to match. FSMGP then obtains that
L)
& string and makes a comparison.
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3.1.1.2.1.3 GHDEL (Global Halting Delimiter File). This structure con-

tains all the character strings required by FSMGP to determine when it
has accumulated enough system output or user input to satisfy a particu-
Lar CONTEXT. These delimiter strings are arranged in sets, since the
SUBCONTEXTS of a given CONTEXT may be terminated differently. Etach del-
imiter string in the file 1is terminated by a null character, and the
final string in each.set of delimiter strings is terminated by two null
characters. This allows FSMGP to know when it has reached the end of a

particular set.

FSMGP must read system output and user input, but in order for it to know
when enough data has been read (and therefore to stop) it must be aware
of the possible terminating sequences of any given CONTEXT. GHDEL provi-
des this information. After a new CONTEXT is fstabtished by FSMGP (poin-
ted to by the old one), it must read data (system or wuser) to find a
match to one of the particular SUBCONTEXT strings in the current CONTEXT.
A read will continue until one of the delimiter strings is found (or an
error occurs). The particular string set that FSMGP searches against is

pointed to by the GDLIMP field in the current CONTEXT's HEADER.

3.1.1.2.1.4 GDOWN (Global Downgrade File). This structure contains the

text of the system output that is to be examined by the Screener. It is

created by FSMGP and written to each time a downgrade is required. wWhen

a system output is recognized as requiring screening (either because it :;"
is variable data or because the current screen mode is set for all data ;f{{
SR

P

to be screened), FSMGP sends an IPC message to SCTP requesting a down- ;3:1
» Iq
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grade. In this message is the pathname of the user's GDOWN (uniquely
identified by wuser) which SCTP displays to the Screener to accept or

reject.

3.1.1.2.1.5 GINFO (Global Downgrade Context File). This structure con-

tains the Llatest user/system interactions so that the Screener may make
his downgrade decision in concert with the current user/system dialog.
It contains recent user input and system output text strings in the order
of their occurrence. Whenever a downgrade is required FSMGP writes the
data from the Downgrade Context (GINFO) Buffer to this file. The

~

Screener may peruse this file if he/she desires.

3.1.1.2.1.6 Global Logon File (GLF). The Global Logon File is esta-

blished at system generation time and contains one record for each FSM
user. The record contains user identification (in the form of fSM Llogon

name) and bit-flags denoting if the user is a Screener, an EM or a WES

K]
:u

-
-
-

user and if the user is currently logged on. A user's FSM user ID is
obtained by noting the location of the user's record in the file. For
example, the user described by record 14 has a FSM user ID of 14. In
this way, the normal UNIX user ID is not used. Since the FSM user ID is

a one-byte quantity, GLF must contains no more than 127 records (the

1 4
I
P

zeroth record 1is not used). This file will be updated by the Guardian

LIS
R A

Process (FSMGP), FSM Assignment Daemon (FASSD), Environment Manager Pro-

s'n

LA

! Lu‘ P

cess (EMP), Screener Trusted Process (SCTP) and by a stand-alone program

.v"# f‘ o
:n"n, <‘..

USER (see Appendix E). In light of the number of potential writers, GLF

has an associated lock file ("/fsm/glf-lock”) which must be created prior
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to writing. When a user logs onto the FSM, the user's process (whether

EMP, SCTP or FSMGP) checks this file for a record containing the user's

£
-

-
14

e

name. If there is no match found or a match is made and either the

F e g 2y )
s

R

DEFINED bit is not set or the user-type bit (DHI-EM, DHI-SCR or DLO-USR)

RKARp A
™
o}-

is not proper, the user cannot proceed and his process is terminated. If

4
b,
>

. A
, a record is found and all bit settings are correct, the user's process zﬁz
! . . Y1
i~ marks the record active by setting the DLOGDON bit to one. when a ity
[N B
Screener or WES wuser Llogs off FSM, FASSD is notified and resets the ]
LAY
r '
: user's terminal ID to zero and marks the record inactive by setting the ﬁﬂw
& oy
ﬁ? DLOGDON bit to zero. EM logoff is taken care of by the EMP. Whenever h?
] Ve
¥, L
f FASSD makes a WES user/Screener assignment, the WES wuser's record is f
Lo
K- modified to contain the assigned Screener's FSM user ID. Finally, when jtxl
()" '-‘..
< the EM manually reassigns a WES user to a Screener, FASSD modifies GLF. ;::‘
] - l'
EMP reads this file when processing its commands. See Figure 3-6 for a &
5 2
:: record layout of the GLF file. The corresponding fields are described Wy
y Lk
il -41--‘.
- be Low: R
e -
d LFLAG A collection of bit flags that have the following meanings:
. WA,
“ DEFINED This bit signifies that the user which this record q‘?:
» l.\'.
"3 describes is a valid FSM user. In this way, records are ?“;
4 ?
] L&
! never removed from GLF (thus altering a user's FSM user
Byt
\ ID), but are marked as not-DEFINED, when a user is A
N deleted from FSM participation. ﬁ%a
Y
: s
: 9
- R
o Ny
: R
Y
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LFLAG (from above)

A GLF Record
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i)

N

iv DLOGDON This bit signifies that this user is currently Logged

X onto FSM. During lLogon, this bit is checked and set by

'f; the user's process (EMP, SCTP or FSMGP). During Llogoff,

i& FASSD resets the bit for WES users and fcreeners, while

:5 EMP resets it for the EM. Its purpose is to prevent

331 users with the same name from being Logged on simul-

E?c taneously.

. DHI-EM This bit indicates that this GLF record describes a

Bl *high-side” Environment Manager. Only one record should

%: be marked as an EM.

i‘ ODHI-SCR This bit indicates that this GLF record describes a

;g "high~side" Screener.

;? DLO-USR This bit indicates that this GLF record describes a

; . "Low-side" WES user.

%: LUSRID The FSM user ID of this WES user's currently assigned Screener.

Ef If there 1is no Screener currently assigned, the field will be

:i zero. This field is undefined (not used) for Screener and EM

9; records.

.f LTTYID The UNIX identifier of the terminal this user is logged onto or

™

: 2ero if the user is not logged on. 3

§: LUSRNAM The eight-byte UNIX Logon name of this Screener or EM; or the gﬁﬁ
N

gs twelve-byte WWMCCS user ID of this WES user. St

N
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3.1.1.2.1.7 Global Logon File Lock (GLF-LOCK). Because FSMGP, FASSD,

SCTP, EMP and USER all modify the Global Logon File (GLF), the standard
lock mechanism is used during writes to GLF. The existence of the Llock
file indicates that a process is currently updating GLF. The lock file
has no records, it is merely an entry in the /fsm directory so that its

presence or absence may be easily checked.

3.1.1.2.1.8 System Global Environment (GENV) File. Established at FSM

initialization is the System Global Environment File. When a WES user
logs onto FSM, he is given a copy of the system default values. Subse-
quent changes in the environment can be made by either the EMP, at the
behest of the EM, or by the FSMGP, following detection of bandwidth over-
flow. The file contains one record with values which indicate bandwidth
threshold and subsystem screen modes. Updates occur when the EM, via the

EMP, modifies system-wide or user-specific environment values. See

Figure 3-7 for a GENV record Llayout. The corresponding fields are

described below:

BANDW The bandwidth threshold. Indicates number of messages per minute
which are allowed to be automatically downgraded.

ACCSM The ACCESS subsystem screen mode. A screen mode has one of three
discrete values: OFF (no screening is done), NORMAL (FSMGP deter-
mines what system outputs need to be sent to the Screener for
manual downgrading) or ALL (all output is manually screened).

LSTSM The LIST subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).
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g SIOSM The SIOS subsystem screen mode. Screen mode can be OFF (0), NOR-

MAL (1) or ALL (2).

. +.
ﬁﬁ: TCNSM The TCON subsystem screen mode. Screen mode can be OFF (0), NOR-
.'. ~.}.
Lo, MAL (1) or ALL (2).
i
‘ TLCSM The TLCF subsystem screen mode. Screen mode can be OFF (0), NOR-
AL
fgy. MAL (1) or ALL (2).
weteh
ﬁk: TSSSM The TSS subsystem screen mode. Screen mode can be QFF (0), NORMAL
;dfu’
(1) or ALL (2).
??; WwDMSM The WWOMS subsystem screen mode. Screen mode can be OFF (0), NOR-
"
'y MAL (1) or ALL (2).
.afg.l
s,i 3.1.1.2.1.9 User Global Environment (GENV) File. Associated with every
ﬁlg logged-on WES wuser is a GENV file which contains environment values for
o
50 the specific user. The file is created when the user Logs onto FSM. The
Fags user's FSMGP copies the system GENV into the user's GENV. The file is
ﬁ’%
fz( contained in the user's directory ("/fsm/usr/user=i'"). The file is modi-
)
o
??, fied, when environment values change, by FSMGP. The format of the file
| 00
;1“ follows the system GENV exactly (refer to Figure 3-7). FSMGP modifies
A . . . .
\: ~ this file when the EM makes environment changes pertinent to this WES
ﬁ?. user and when bandrate overflow has been detected. EMP reads this file
't
- when displaying a current WES user's environment to the EM.
‘.
X
S 3.1.1.2.1.10 Global Profile (GPROF) File. Associated with each WES user
Yo .
L f is a wuser profile file. This file is created and updated by the user's
;kaL FSMGP. The file contains only one record which identifies the user (with
)
o
b$)§ FSM user ID and UNIX terminal ID), indicates the current WWMCCS subsys-
.:.ﬁ:
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tem, user's status and the Date-Time Group (DTG) of the status. Status
in this sense refers to potential delays. There are six conditions that

can cause delay:

. waiting on user input

.« Wwaiting on system output

. waiting for Screener response

. waiting on polling text (user input or system output)
. Wwaiting on Screener assignment

. waiting for RNPE connection

Each time the WES user's delay state changes, FSMGP updates the wuser's
GPROF file. This file 1is read by EMP whenever the EM requests a user

profile. See Figure 3-8 for a GPROF record.

Each record has the following fields:

PUSR  The one-byte FSM user ID.

PTTY The UNIX terminal ID.

PSUB The WWMCCS subsystem in use at the time the status was recorded.

PSTAT The user's status. Values are 0 (waiting on user input), 1
(waiting on system output), 2 (waiting on Screener response), 3
(waiting on polling text), 4 (waiting on Screener assignment) and
5 (waiting on RNPE/Honeywell H6000 connection).

PDTG The four-byte DTG of the status.
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B 3.1.1.2.1.11 Global Audit Description (GAUD) File. In order for ATDP to
!e L]
- know quickly what audit files are present, in addition to the total time
=
aj range they cover, a file exists which contains all audit file-pairs (one
[~
@t entry per pair), including the current pair, their DTG of creation and
i~
o8 . . .
“ OTG of Last entry. Each time FAD lLogs an audit event in the current
txf file-pair, it must also update the corresponding GAUD record with the new
.0
: "last entry" DTG. Since the description record (in GAUD) for the current
- file-pair is always the last record in the file, FAD has no problem upda-
05 ti it
t‘ ing 1t.
K
t . The description file contains fixed-length sequential records; one record
!"
" per audit file-pair. Each record follows this format:
-
T AUDFN Audit file-pair name (14 bytes).
-
e CRET Date-time group of creation (4 bytes).
<’ LMOD Date-time group of last entry (4 bytes).
&
K¢
::} In addition to FAD, the description file is also updated by ATOP. when
K
w, ATDP saves the current file-pair, it modifies the description record of
ﬁT
4 ~ the current file-pair by changing the filename from "current" to the DTG
i)
}t of the save. It also writes a new record with a filename of "current"
. and the DTG of creation. Notice, ATOP does NOT modify the DTG of Llast
-
[
‘: entry on the old current file. This data is only modified by FAD. Simi-
7
‘:: larly, FAD never modifies the filename or the DTG of creation. Since
e 25|
X both FAD and ATDP have write-access to this file, it must be locked ,i
" .
N oefore writing. See Figure 3-9 for a GAUD record. :
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3 . . .
% 3.1.1.2.1.12 Audit File Lock (GAUD-LOCK). As mentioned previously, to
protect audit files from being simultaneously write-accessed, FSM employs
o
:: a standard lock-for-writing mechanism. The mechanism involves requiring
‘h'
'al all writing processes to lock the file before writing and unlocking it
'»
after. The existence of the lock file signifies a process is currently
y updating an audit file. The two file sets which are of concern are the
3 Current Audit File-Pair and the GAUD file. Both are updated by ATDP and
b
FAD. The Llock file has no records, it is merely an entry in the audit
?; directory so that its presence or absence can be detected easily.
)
)
" 3.1.1.2.1.13 Current Global Audit Event (GAEV) Files. The Global Audit
s; Event Files are pairs of sequential files which contain records of
Ly
:ﬂ varying format and length. ALl audit events are written to the GAEV
Y files. These events can be generated by any one of the four FSM pro-
] cesses: FSM Guardian Process (FSMGP), Environment Manager Process (EMP),
I}
y Screener Trusted Process (SCTP) or FSM Assignment Daemon (FASSD). Audit
L
)
f& events are actually audited (written to the GAEV files) by the FSM Audit
*
% Daemon (FAD). User-oriented formatting and display of GAEV records is
- performed by the Audit Trail Display Program (ATDP).
.
I
by
J
)
)
1]
"
%
i
)
i
.a
s
Y
l.‘
% i
z 3- 55 i
..l .:.&'
K7
'
A T O NN N L DR AN O NN NN




- TR T e THZTARIT RAEATT WA E T /T ET Y 3 T A WU F T LTI W RE W W T RO O TR W T W TR W - hndhiiid
\ X

7

p ot

% There are nineteen events logged by FAD: y
1ahi Event Code Event Description

il '
&Y

‘E} 01 User input sent to system (WWMCCS)

.; 02 User input not sent to system

-'.,E 03 System output matched and sent to user :
9 04 System output not matched

Yy

‘ 0s System output accepted by Screener

'_;3 ) System output rejected by Screener

:3' 174 Screener lLogyed onto FSM

;‘t 08 Screener logged off FSM

g‘ 09 User logged onto FSM

*%: 10 User Logged off FSM

R 11 User initiated a WWMCCS subsystem

3:: 12 User assigned to Screener

:?b" 13 User input simulated (resynch)

i",‘ 14 Screen mode modified

e 15 Bandwidth threshold modified

%g:é 16 EM Logged onto FSM

! 17 EM Logged off FSM

::“: 18 System output received from WWMCCS

o : 19 Screener begins downgrade request

3

3;'::; The GAEV file-pair consist of two files: the Event file and the Text

1::;; file. Every audit event causes a record to be written to the Event file.

f:::‘ Additionally, some audit events will write ASCII strings to the Text

;% 3 - 56
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file. ALL auditable user input and system output will be written to the
Text file with the appropriate offset and Llength entered with the
corresponding Event file record. For example, consider audit event 01
(User input sent to system). This event causes a record to be written in
the Event file containing useful data (user ID, DTG and so on), as well
as the offset in the Text file where the user input can be found and its
length. The motivation behind two files, as opposed to one, stems from
the potential size of user inputs and system outputs; as well as the fact

that not all audit events have text to audit.

ALl of the following event records are written to the Event file. Also,
the following descriptions pertain only to the Event file, NOT the Text
file. Records in the Text file are format-less; that is, they are

variable-length ASCII strings.

Each audit event record contains a fixed~size header block followed by a

variable tength Event Description. Figure 3-10 illustrates an audit

event record.

The header is the same for all audit events and contains these fields:

FEVENT The Event Code (01-19).

FEVSIZ The number of bytes in the Event Description. NOTE: This does
not include the size of the header.

FEVTIM The Date-Time Group (DTG) of this event in standard UNIX two
integer (four bytes) format.

Figure 3-11 is an Event file Record Header Description.
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The following paragraphs provide a description of the content and format
of the audit event record for each of the nineteen events recorded in the

GAEV files.

EVENT 01 (User input sent to system)

FSMGP will generate this audit event whenever the FSM has recognized and
allowed user input to be sent to a WWMCCS subsystem. The user input will
be copied to the Text file with the text file offset and text Length
entered in the Event file. Figure 3-12 is an Event 01 record description

to be written to the Event file.
Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal from which the input was
sent.

SUBSYS The current WWMCCS subsystem in use. See Table 3-2 for the

OFFSET The byte offset from the beginning of the Text file where the
user input is written.

LENGTH The byte length of the user input.

3 - 60

W o o v -

oo, Kooy




: X
;“ o
v
: 4
: 3
se)
(¢ Yy
it Y,
W Fe 8
N 5
:’ Word O FEVENT FEVSIZ ;
'y >
b o
sﬁ Word 1 W
¥
‘,- B FEVTIM ] AN
> Word 2 e
: 3
0 .
¥ . Q‘Q
1 Word 3 USERID USRTTY &
‘e
5 by
Y Word 4 SUBSYS g
: 3
::l '.:"»
4 Word 5 0
; - _ [ &
d OFFSET o
‘ Word 6 .p‘
2 A
e b
Ey ‘u
) Word 7 P
| — LENGTH - M
3 Word 8 o
g
8 ;
3 R
1 y
b A
k& W
My X
iy 4
v
a8
a
b
¢:,
e
"o
:": Figure 3-12. Description of Event 01, 03, 04 , 13 and 18 Records
't
R
XS
oL
: 3 - 61
o
\

BCAOO0) Fd
A "‘ DGR DA i‘;'l‘ '! g 'v '1.



" v
" w3
i: E
’ v
; %
3

i
: ¢
B\ Table 3-2. WWMCCS Subsystems and their FSM codes Ol
é Subsystem Code WWMCCS Subsystem
¢ 0 ALL subsystems
i: 1 ACCESS
K\
it 2 LIST
f 3 SI0OS (Standard Input/Qutput System)
P 4 TCON (Transaction Constructor)
K
" 5 TLCF (Teleconferencing)
¥
¥
4 6 TSS (Timesharing System)
. 7 WWDOMS (World-Wide Data Management System)
r,
v 8 Logon
)
%
t
P EVENT 02 (User input not sent to system)
“ whenever FSMGP cannot recognize the user input or the user attempts to
44

use a privileged WWMCCS facility that is not allowed, FSMGP will generate
+y
‘s this audit event. The user input will be written to the Text file.
"
$ Figure 3-13 is an Event 02 record description to be written to the Event
"

file.
&
A
i Field Descriptions
)
.l
. USERID The one byte FSM user 1D.
.'{
?
’y
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Y
y
‘.l
.‘l
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Bt Word O
¥ word 1
ﬁ% Word 2

Word 3
Qﬂ Word 4
- Word 5
;*ﬁ Word 6
§§4 Word 7

0 Word 8

'8
A 1‘1

vy,
¥,
. “l‘ ¥ .l',‘g’ ‘

FEVENT FEVSIZ
B FEVTIM

USERID USRTTY

sSuBsYS FAILEX
B OFFSET
i LENGTH

Figure 3-13. Description of Event 02 Record
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A
bas
#
;'95'1
el USRTTY The UNIX identifier of the terminal from which the input was
oy sent.
L
: % SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code
:‘ﬂ explanations
Aty *
et FAILEX The coded reason why the input was not sent. Codes are: 1=No
)
o
i > match (unrecognizable input) and 2=Match but disallowed.
B \
E&i OFFSET The byte offset from the beginning of the Text file where the
0 user input can be found.
[
S
jﬁﬁ& LENGTH The byte length of the user input.
b
3 '.ﬁ !
".‘e‘l‘
i.; EVENT 03 (System output matched and sent to user)
)
100
Sﬁki wWhenever system output is matched (recognized) by the FSMGP and sent to
FL
) the user, thereby bypassing the Screener, FSMGP generates this audit
o, event. The system output is written to the Text file. Refer to Figure
%
:: :' 5-12 for an Event 03 record description to be written to the Event file.
L
j‘r
- Field Descriptions
el
".
ﬁﬁg- USERID The one byte FSM user ID.
X
i USRTTY The UNIX identifier of the terminal to which the output was sent.
ol P SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code
%‘~ explanations.
y
g%s& OFFSET The byte offset from the beginning of the Text file where the
?a;. system output was written.
ey
fzﬁ. LENGTH The byte length of the system output.
X
o
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EVENT 04 (System output not matched)

-t

Iy

.
i
8.

N In the course of a system~user dialogue, whenever the system responds e
™ R
oY . . 3
b)) with unrecognizable output, FSMGP will generate this audit event. The Y
?3 system output will be written to the Text file. Refer to Figure 3-12 for
. an Event 04 record description to be written to the Event file.

‘ » - »

1! Field Descriptions

1} .

s ’

9 USERID The one byte FSM user ID.
),
hd

" USRTTY The UNIX identifier of the terminal to which the output would
b

2,

A have been sent.

g] SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code
.l*

;4 explanations.

AN N .

A OFFSET The byte offset from the beginning of the Text file where the
4%

. system output was written.

y# LENGTH The byte length of the system output.

! L]

b

EVENT 05 (System output accepted by the Screener)

I

jl When a WWMCCS subsystem returns output which must be visually inspected
.y“

2 by a Screener for downgrading and the output was accepted for downgra-
? ding, FSMGP generates this audit event. The accepted system output is
»

A

y written to the Text file. See Figure 3-14 for an Event U5 record
iﬁ description to be written to the Event file.
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by

o
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3 4
a 3
g Field Descriptions 2
‘l‘.’ r"s
J USERID The one byte FSM user ID. r.‘;
" A s . . o~y
. USRTTY The UNIX identifier of the terminal to which the accepted output _f:;
N _
! -
‘ (3
‘ was sent. .(
N ‘ ;
K SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code %
5 , oy
N explanations. Y
» _!
SCRID The one byte FSM user ID of the Screener. >
. . . 4]
;‘ OFFSET The byte offset from the beginning of the Text file where the ;:"
19 "
":' system output is written. ‘:
W ";.‘:
‘:‘ LENGTH The byte length of the accepted system output. *
i
e
L~
L8 o
" EVENT 06 (System output rejected by Screener) :';',
N In this case, a WWMCCS subsystem output was visually inspected by a .
1 o
4 Screener and the downgrade request was refused. FSMGP will be notified ’}1
S
:.‘ of the downgrade rejection and will then generate this audit event. The ﬁ
€ -
rejected system output is written to the Text file. Refer to Figure 3-14 -
o
“{ for an Event 06 record description to be written to the Event file. "‘
W M.
:‘ ' g:(
‘1% %
WY Field Descriptions H'
. =
‘;4 Yt
)
f:: USERID The one byte FSM user ID. fc':
Yy ':\.
'.:: USRTTY The UNIX identifier of the terminal to which the output was to be ?Q'
W !
- sent. )
- 2
,,; SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code T
ol A
b explanations. rt!
RS
b3 )
3 oM
by 3 - 67 "
5
) h
s . -
,'“ I’
W ."'
’,‘“, AL P VO ALY

o, o
',n ‘
[y o) o N

n o S Rt ity
b ) e N e, <

T
-
-

DG DUOAOADAINS M B L OO, ‘
: .\i.,»,’T‘.J,f'u,l""l'lyttfw,l‘\.g’;,l'__..t_.’tfh DO .I!p. fog, iV .‘!,‘0',‘ XY ‘>



Y <

D RS

) -

" X

' v
» )_ "

R 5]

..J SCRID The one byte FSM user ID of the Screener. B

[ X}
- ®

OFFSET The byte offset from the beginning of the Text file where the

T
A
x_»

>

!
{
o rejected system output is written. :
K- *.xg
o | e
3% LENGTH The byte Length of the rejected system output. ‘zf
> 5
8 =
;* EVENT 07 (Screener logon to FSM) -
P .‘\:
Tt; ﬁ]
M whenever a Screener logs onto the FSM (through a new instance of SCTP), C
f$' SCTP will generate this audit event. See Figure 3-15 for an Event 07 {f
.,,: 5,
- record description to be written to the Event file. -
r o~
K¢ Y
< Field Descriptions
3
2 N
(]

SCRID The one byte FSM user ID of the Screener.

B

o A
Aeall I
’

SCRTTY The UNIX identifier of the Screener terminal logging on.

£
o i;
o EVENT 08 (Screener logoff of FSM) 5
‘ &
k) 'rr "':
b o
» wWhen a Screener lLogs off of the FSM, FASSD will generate this audit
N event. Refer to Figure 3-15 for an Event 08 record description to be
f'
A
K ﬁ written to the Event file.
)
h
f’; Field Descriptions
k2
AL SCRID The one byte FSM user ID of the Screener.
",
e
i. SCRTTY The UNIX identifier of the Screener terminal logging off.
o
W
"
» ol
»
)
X! 5 - 68
0‘ §
0
"
N
Vot a:,
S e e e, - R o S i S P i e e U O S U ST WL A LIRS I T ) ‘-.)..5‘ - W30
O 2 e Lt e o o T O L e I R A 7 S D 3t S IR D




e
<-f

27

Sy

"?’-
o

Word 0 FEVENT FEVSIZ

-
o
“‘ﬁ.n
-~

X

"’
o

Word 1

i 3 B FEVTIM 7

i&g Word 2

B "‘: I
+
ﬁ Y Word 3 SCRID I SCRTTY

Figure 3-15. Description of Event 07 and 08 Records

5
P LTS AL

R
-
L
f
o,

3 - 69

P~ el <

ERTATALRY

(CRER L EUATRERS
P SNSRI by

N arr s o - ol W] o A F AN Y N AR
A A NI A S iy

AL TATAN AT AT Y L
OO A A OO0 . L) ' L



] D)
» -
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3 2
BN
¥
; EVENT Q9 (User logon to FSM) ek
Kt A
" when a WES user begins a terminal session (which includes logon sequence) R
- o
- R
. FSMGP will generate this audit event. See Figure 3-16 for an Event 09 .
we
J record description to be written to the Event file. .:
o or
}‘ - I3 b‘ '
Field Descriptions -:k
S
by
USERID The one byte FSM user ID. A
}ﬁ USRTTY The UNIX identifier of the user terminal logging on. )
'-.‘ - - - » - ' '
P NOTE: A user who fails the initial logon sequence may not have any audit gg:
LY )
2 events generated. ey
. Wy
B
o EVENT 10 (User Llogoff of FSM) N
Nl );
W L
When a WES user ends a terminal session, FASSD will generate this audit f,
j event. This event involves two cases: explicit user Logoff and user ot
. [} 4
- cos . Y
- logoff due to error conditions. Refer to Figure 3-16 for an Event 10 .sl
1!
_ record description to be written to the Event file.
L Ny
A S
L~ . . s M
' Field Descriptions ;g't,‘
W
g K3
. USERID The one byte FSM user ID. )
A . .".
} USRTTY The UNIX identifier of the terminal logging off. ok
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EVENT 11 (User initiates a WWMCCS subsystem)

wWhen a user initiates a WWMCCS subsystem, FSMGP will generate this audit
event. A WWMCCS subsystem can be initiated in response to the "SYSTEM ?"
prompt or at other less well-defined times. For instance, if the user is
currently using the TCON subsystem, he can invoke the LIST subsystem at
any time. NOTE: Logon is not considered a valid WWMCCS subsystem for
this event. See Figure 3-17 for an Event 11 record description to be

written to the Event file.
Field Descriptions

USERID The one byte FSM user ID.

USRTTY The UNIX identifier of the terminal initiating a WWMCCS subsys-
tem.

SUBSYS The initiated subsystem code. Refer to Table 3-2 for code
explanations.

STATUS The status of the initiation attempt (O=Failure, 1=Success).

Note: If STATUS=0, SuBSYS will be undefined.
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EVENT 12 (User assigned to Screener) Ay

;FJ Whenever the FASSD makes an initial WES user/Screener assignment or the ‘8
A in

L EM (via the EMP) reasssigns a WES user to a Screener, FASSD generates

e
’.ﬂl

L ) e

B this audit event. See Figure 3-18 for an Event 12 record description to

L) be written to the Event file.

X

,
-.ﬁ
.
" Py

o Field Descriptions

-
-
-
-
e

AL USERID The one byte FSM user ID of the assigned user.

USRTTY The UNIX identifier of the assigned user terminal.

v e W bl

SCRID The one byte FSM user ID of the assigned Screener.

SCRTTY The UNIX identifier of the assigned Screener terminal.
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3-75 I

TR A%, 4 ) A ; 7 e Y ; LR AL LA (% v OO OO X0 M XN
AN} . W \¢ 4% '0 3y : < R
DS "-‘-"Y"-“hq‘““.*g'\ <t “1“‘";dzzn"\”ﬂ‘*ﬂ";1.‘3'7-’0.'5“',0‘*:*‘ 4 ?.!‘,‘fﬂ.‘fﬁ"‘i" 9"?4"-9“\‘.“ ALY 030 L J!.c ot k@i!?!i.‘! B e‘ﬂ'.‘;'*‘;xt AR 91‘ s el




EVENT 13 (User input simulated)

when the FSMGP receives system output that is unrecognizable, FSMGP will
simulate wuser input to the WWMCCS subsystem in use in order for FSMGP to
keep from getting lost in the context tables. This wusually involves
“popping up” to the next higher Level within WWMCCS. This zould ter-
minate the current subsystem (thus, returning the user to the "SYSTEM?"
prompt) or return to a well-defined point within the currcnt subsystem
(eg. the "NEXT?" prompt in TCON). The simulated user input is written to
the Text file. Refer to Figure 3-12 for an Event 13 record description

to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID.

o

USRTTY The UNIX identifier of the terminal from which input 1is being

-
2

RS o it

simulated.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code

0

explanations.
OFFSET The byte offset from the beginning of the Text file where the
simulated user input is written.

LENGTH The byte length of the simulated user input.

EVENT 14 (Screen mode modified)

when the EM (via the EMP) modifies the downgrade screening mode, EMP gen-

erates this audit event; or if a WES user's FSMGP detects that the user's
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:I
ﬁz‘ bandwidth threshold has been exceeded, FSMGP modifies the user's screen
f;; mode (to ALL) and generates this event. Screen mode may be set to any
f N one of three values:
ia% NONE No output is inspected by the Screener.
4,
H:j NORMAL Only output FSMGP cannot match is inspected by the Screener.
g&; ALL AlLL output is inspected by the Screener.
?§§ Additionally, the screen mode may be set for a user, for a subsystem or
A for a user/subsystem. See Figure 3-19 for an Event 14 record description
o
i?i to be written to the Event file.
e
e Field Descriptions
P-4
Fﬁ; USERID The one byte FSM user ID. If ALL users are affected, this value
:: will be set to -1.
o USRTTY The UNIX identifier of the user's terminal. This value is unde-
S fined if USERID is =1.
'iéa SUBSYS The WWMCCS subsystem(s) for which the screen mode was modified. ;

Refer to Table 3-2 for code explanations. The logon subsystem is
not affected by the screening mode.

SCMODE The new screen mode (0=NONE, 1=NORMAL and 2=ALL).
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? ™ Figure 3-19. Description of Event 14 Record
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EVENT 15 (Bandwidth Threshold modified)

When the EM (via the EMP) modifies the bandwidth threshold for a user,
EMP generates this audit event. The bandwidth threshold is defined as
the number of messages allowed to be automatically downgraded for a user
each minute. I1f the bandwidth threshold is surpassed, screen mode is
automatically modified to ALL for the particular user (by FSMGP). See

Figure 3-20 for an Event 15 record to be written to the Event file.

Field Descriptions

USERID The one byte FSM user ID. If ALL users are affected, this value
will be -1.

RATE The number of messages per minute which may automatically bypass
the Screener. The rate must be a positive integer in the range
of one to 127.

EVENT 16 (EM logon to FSM)

when the EM logs onto FSM, EMP generates this audit event. See Figure

3-21 for an Event 16 record to be written to the Event file.

Field Descriptions

EMID The one byte FSM user ID of the Environment Manager. E

EMTTY The UNIX identifier of the EM's terminal.



iy Word 0 FEVENT FEVSIZ
v&

Word 1
' — FEVTIM -
(A Word 2

Word 3 USERID RATE

Figure 3-20. Description of Event 15 Record

3-80

AR R A SRR R



EVENT 17 (Em logoff of FSM)

when the EM Logs off of FSm, EMP generates this audit event. See Figure

3-21 for an Event 17 record to be written to the Event file.

Field Descriptions

EMID The one byte FSM user ID of the Environment Manager.

EMTTY The UNIX identifier of the EM's terminal.

EVENT 18 (System output received by FSMGP)

when FSMGP receives a system output from WWMCCS, via the RNPE, and has
matched a halting delimiter (the output may or may not subsequently match
a SUBCONTEXT), this event is generated. The system output received is

written to the Text file. Refer to Figure 3-12 for an Event 18 record

description.
Field Descriptions

USERID The one byte FSM user ID of the user.

USRTTY The UNIX identifier of the user's terminal.

SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code
explanations.

OFFSET The byte offset from the beginning of the Text file where the
system output can be found.

LENGTH The byte length of the user input.
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.‘; b
X
ﬂa EVENT 19 (Downgrade request received by Screener)

g
:ya When the Screener begins reviewing a downgrade request from a WES user
)
..Q
k;g this event is generated by SCTP. The time of this event in conjunction
K
lﬂ! with the time of the subsequent event 05 (accept) or 06 (reject) yields
%ﬁﬁ the time needed by the Screener to make his decision. See Figure 3-22
Ul
35? for an Event 19 record description.
i:.?
"[f".-

Field Descriptions

W
i
?.$ SCRID The one byte FSM user ID of the Screener.
{/
1
ﬁﬁb SCRTTY The UNIX identifier of the Screener's terminal.
ffi SUBSYS The current WWMCCS subsystem in use. Refer to Table 3-2 for code
o explanations.
- ‘:r)
fﬁﬁ; USERID The one byte FSM user ID of the WES user requesting the down-
iy grade.
O,
o

\)
5'* 3.1.1.2.1.14 Current Audit Text File. When audit events are Llogged
t‘::l
W . . . .

' which contain audit text (system output or user input), the text is writ-
Wy
é?l ten in the current audit text file. It has no format. Text is written
‘W
W to the file, by being appended, as ASCII strings. The starting lLocation
"
h
. (OFFSET) and LENGTH of each event's text is recorded with the correspon-
3
'ﬁ o ding event record in the current GAEV file.
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&ﬁ?; 3.1.1.2.1.15 Saved Global Audit Environment (GAEV) Files. ATDP can save :
:r: the current audit file-pair and initialize a new pair. Once a file-pair 3
g%ﬁ has been saved, it can be accessed only by ATDP and only for reading. %
ss& Therefore, saved audit files (i.e. non-current) need no corresponding ?
‘s:' lock files. A saved audit file-pair is renamed to the DTG of the save ;
S?ﬁ? operation. For example, saving a current file-pair on April 2 at E
s&% 12:05:30 has the effect of renaming the current Event file from A

“current.e” to "0402120530.e" and the current Text file from "current.t"

o 3
%i; to "0402120530.t". The new current file—-pair exists with the same name 5
%2# as before but now with zero lLength. NOTE: Do not confuse the saved DTG N
;*: with the DTG of the last-entered audit event. Records in the saved Event i
v t
:i E files have formats as described above in the Global Audit Event (GAEV) ﬂ
%[‘ file description. Records in the saved Text files are format-less. %
'1! oo *
ol 3.1.1.2.1.16 Saved Audit Text Files. Saved audit text files have no 3
Eéﬁ? ' format. They contain ASCII strings which were audit text. Associated %
;g&, with each saved text file is a saved GAEV file. :
5%: 3.1.1.2.1.17 Audit Request Files. After an audit event has been genera-

ﬁ& ted by one of the four primary FSM proéesses, GFAUDIT is called by the ?
Eﬁ‘ generating process and passed pertinent event data items. It processes :
;:, its arguments and writes a file containing an audit request into the i
i&é- audit queue. The audit request file contains all known event data that %
;’f is needed by FAD to log the audit event into the current audit files.

{ : The file has a name composed of the Date-Time Group (DTG) of the audit

a;f event, the process 10 of the event generator (one of FSMGP, EMP, SCTP or

I
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FASSD) and a random alphanumeric character. This format guarantees

que filenames in the queue. Specifically, the filename format is:

MMDDhhmmsspppr

where,

M is the month (01-12)

0D the day (01-31)

hh is the hour (00-23)

mm is the minute (00-59)

ss is the second (00-59)

ppp 1is the process ID of the event generator (000~-999)

r is a random alphanumeric character

The audit request file written by GFAUDIT is composed of one or more
records. The first record of every file will follow the format of the
audit event it represents. These follow the formats described above in
the Global Audit Event (GAEV) file description. 1f the particular event
also contains text, in the form of system output or user input, there
will be a second and possibly additional récords which contain the text.
The text has no format; that is, it is composed of ASCII strings and is

guaranteed to be terminated by a UNIX null byte ('0*).

-

8§ o

ALL audit request files are written into an audit request queue by the

=3l ok aw Bre
.:l.;\"_ >

|

global audit function GFAUDIT. Audit request files are processed (the

+

events are logyged) by the audit daemon FAD. The audit request queue is

implemented as a directory entry in the main audit directory "/fsm/fsat”.
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The queue pathname is /fsm/fsat/auditq”.

An empty audit queue directory (i.e. no files) signifies that there are
no pending audit requests. Similarly, n files signifies n pending audit
requests. Audit requests are handled in a strict First-in, First-out
(FIFO) basis and are unlinked by FAD as the specified event is recorded

in the current audit files.

3.1.1.2.1.18 Lock-File sclog-i. This Llock-file provides a means for

SCTP to inform assigned FSMGPs that a Screener is logging off or has log-
ged off. This prevents downgrade requests from being sent to Lloyged=-off
Screeners. Prior to requesting .a downgrade, FSMGP checks for the
presence of this lock-file. If the Lock~-file is not present, the down-
grade request is sent to the assigned Screener. If the port exists, the
downgrade request is deferred until a new Screener is assigned. In the
latter case, the user is also notified that no Screener is available.
The lock=file name consists of the characters '"sclog" followed by the

Screener's FSM user ID as a five character string with Leading zeroces.

3.1.1.2.2 Port Descriptions. The inter-process communication (IPC)

ports used by FSM are for the use of FSMGP, FASSD, EMP and SCTP. Ports
are used to pass IPC messages indicating various events applicable to
FSM, such as Screener assigmments, Screener logon/logoff notifications,
environment changes, and so on. Following are descriptions of the indi-

vidual ports implemented in FSM and corresponding message formats.
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ﬁ§§ 3.1.1.2.2.1 Port Message Descriptions. The FSM port messages will con- E
o sist of structured data, both binary and ASCII. See Table 3-3 for a sum- g
e
:; ; mary of the message types. Figure 3-23 describes the actual structure of ¢
A% 31 (8
‘kui the message. 5
AL il
- y s 5
§$§ jeld Descriptions ;
R
oy ¥
S GMTYP One byte Message Type. Y
:"::\ 3
GUID One byte FSM user ID. ‘
LI ) ¢
Sty K]
lkﬂ? GECNG A one byte environmental change value (bypass rate or screen z
RO .
) y
ﬁ“ﬁ mode); or a second FSM user ID. -}
o 3
{ - GSSI One byte subsystem index (refer to Table 3-2 for code explana- il
g v
1dnd tions). 1
s 3

GCLAS Integer security classification code.

o
.~
-

bl

GDPTH Pathname of a downgrade file.

o GCPTH Pathname of a context file.
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Figure 3-23. Description of IPC Messages
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'§§ Table 3-3. Summary of IPC Messages ¢y
Rl <
» t!"l‘ !t.
ﬁﬁS General Format: A

e -

I '
KUY <mtyp>C<uid>](<ecng>C<ssinx>1{<sc><dgfn><ctxfn>] :

-

Sy

where:

k)
hH * JItems enclosed in [] are optional. \
%ﬁﬁ{ * “mtyp" represents the IPC message type (byte). 4
i e
) s! 3
e * "uid" represents a user ID (byte). )
Wy ¢
i 2
,f-: * "ecng” represents an environment change, a bypass rate 4
L » "
i .
3:;* change (number of messages per minute), a screen mode
S 1N
R \}
Y change (0 - none, 1 - normal, 2 - all); or a second Al
X user ID (all values one byte). .;
Irobis N
:ﬁﬁ: \
;'u * "gsinx" represents a subsystem index for a screen mode 3
L ¢
ERY
i change (byte).
l“;:! i
H 1]
.,;:;, !
gt 0 - AlL subsystems b
Nl A
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3
EAN)

by
*\‘q:
ey

i

%
'uh. SCNAV Screener not available.
, SCCNG <uid><ecng> Screener assignment change.
15 128
e

WY BRCNG <ecng> Bypass rate change.
s
1
g:¢ SMCNG <ecng><ssinx> Screen mode change.
By
%

0
R0 DGREQ <uid><ecng><sc><dgfn><ctxfn> Downgrade request.

;0;'0
e DGACC <uid> Downgrade accepted.
il
R
ey DGREJ <uid> Downgrade rejected.
g2
¥ 5 DRRDY <uid><ecng> Screener ready (logon).

o)
RS DRLGO <uid> Screener logoff notification.
& ‘
! o 3.1.1.2.2.2 Port faport. This port provides a means for a FSMGP to
i?s request a Screener assignment for a newly logged on WES user. FSMGP wri-
’ .’,

‘ tes a UAREQ message to FASSD. FASSD writes a reply (SCASS or SCNAV) on

J,.l;
fh\ the appropriate fsagn-i port. SCTP also uses the faport to notify FASSD
ey

A
%&f of Screener logons/logoffs (DRRDY/DRLGO). Finally, EMP utilizes this
4

port to notify FASSD of Screener reassignments (SCCNG).

o

‘BN .

K t; 3.1.1.2.2.3 Port fsagn-i. This port provides a means for FASSD and EMP

R %

6'.’ to communicate with an FSMGP. The port name consists of the characters

Eé? "fsagn" followed by the WES user's FSM ID as a five character string with R

[% 20 '

I y

yf. leading zeros. FASSD writes messages SCASS and SCNAV on this port to one .

i )
) ,

&5&: or more of the currently running FSMGPs. Messages SCASS and SCNAV are "
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15,8 M

"y ¥

Y 3 - 92 J
ol '

_":".'5‘; )

[
-«

Wy ® 0 o O W W 30 e B G Tl
Yeatea%y, ‘M‘n?l?uﬁ':?" RN oy O O D D e EmC S Ll

- n

> st X A O0C0 0 V) el
'1‘?!.‘ ,'Jh‘?!n, ‘_‘& K2 ’.bt" I .h"‘:'\‘f, A‘}‘:“Ju‘!".n"ﬁs ?'5)'~ '.A‘ SN,




¢

2y

g f

PR

B

replies to the request message UAREQ which FASSD reads from its input

P w o e

port faport. Messages BRCNG and SMCNG can be written at any time on this

port by the EMP.

REX

e Ve e 2

3.1.1.2.2.4 Port screq-i. This port provides a means for a FSMGP to

.
T

request a downgrade (DGREQ). The port name consists of the characters

¥, 17’Y1

"screq” followed by the Screener's user ID as a five character string

with Leading zeroes. The FSMGP writes a DGREQ message to the appropriate

SCTP using this port. The SCTP will write a reply message (DGACC, OGREJ

AT

fod

or DRLGO) on the appropriate fsrly-i port.

3.1.1.2.2.5 Port fsrly-i. This port provides a means for a SCTP to com-

L3

v

municate with a FSMGP. The port name consists of the characters "fsrly"”

Y

N TR
". o8 s

followed by the WES user's FSM ID as a five character string with leading

22y’

Tr

zeroes. The SCTP writes messages DGACC, DGREJ and DRLGO on this port to
the appropriate FSMGP. These are reply messages to a DGREQ message which

the SCTP read from its input port screq-i.

3.1.2 Process/Data Structure Interfaces

To this point we have described FSM's data structures in great detail but
have only given a simplistic view of how they are manipulated by FSM pro-
cesses. In this subsection we now describe how and when processes access
FSM data structures and/or communicate using them (from a data structure
viewpoint). For particulars of data access from the process view, see
Section 3.2. The descriptions presented below refer to Figures 3-24 and

3-25, disk files and ports, respectively.
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FSM Process/Disk File Flow

Figure 3-24.
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\ 3.1.2.1 Disk File Interfaces. ALl FSM disk file data structures will be e
* described with respect to process manipulation. These disk files are: fvﬂ
c a. Context Data (GCONT) i
[N e."’f

; N
52 b. Context Text Data (GTEXT) W ;
| ]

) W
B :gc

“ ¢.  Context Halting Delimiter Data (GHDEL) W
: L’
0 d.  User Profile Data (GPROF) -3;
K o
L e. System Environment Data (GENV) su
'.':‘ x"::
: 3

\ f. User Environment Data (GENV) N

g)_'

- "
~ :"_
e G User Logon File (GLF) B
- £

. &
iy h. Downgrade File (GDOWN) v
% g
', R
ﬁ i. Downgrade Context Information File (GINFQ) ;y
R * .'!a'vg

P je Audit Request Data

,_.>
]
£
e
e

> k. Audit File (GAUD) 13
4 4
o L.  Audit Event Data (GAEV) bry
A Ly
3 .
) . R
’ m. Audit Text Data ,&{
’\ 3
3¢ N
v N. Screener Lock=File (sclog-i) !r
= 5
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3.1.2.1.1 Context Data (GCONT). FSM Context Data (GCONT) is manipulated

by only one FSM process type, the FSM Guardian Program (FSMGP). This
data structure contains the entire user/WWMCCS dialogue context and con-
trols all automatic/manual screening and filtering decisions. It is
read-only and is used to control the referencing of 1its related data
structures, the Context Text Data (GTEXT) and the Context Halting Delimi-
ter Data (GHDEL). Since this data structure is read-only it does not

need to be locked during FSM operation.

3.1.2.1.2 Context Text Data (GTEXT). FSM Context Text Data (GTEXT) is

manipulated by only one FSM process type, FSMGP. This data structure
contains the textual data of the wuser/WWMCCS dialogue context and is
pointed to by appropriate entries in GCONT. Since this data structure is

read-only it does not require locking sequences.

3.1.2.1.3 Context Halting Delimiter Data (GHDEL). FSM Context Halting

Delimiter Data (GHDEL) is referenced by only one FSM process type, FSMGP.
This data structure contains halting delimiter strings utilized by FSMGP
in recognizing user/system data sequences. As with its related data
structures GCONT and GTEXT, this data structure doe$ not require Llocking

sequences.

3.1.2.1.4 User Profile Data (GPROF). The User Profile Data (GPROF)

structure is created by FSMGP for each WES user logged onto FSM. GPROF
contains the current state the WES user is in during his dialogue with
WWMCCS . GPROF is updated by FSMGP each time the WES user enters another

profile state. The Environment Manager Program (EMP) reads GPROF when
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0,:
Wy
;%\' the Environment Manager (EM) wishes to view the profile of some WES user
~. logged onto FSM.

)
z \
;‘A 3.1.2.1.5 System Environment Data (GENV). The Environment Data (system)
=1

'ﬁ‘ (GENV) structure is created when the FSM is initiated and contains a set
ey of default enviromment values. The Environment Manager Program (EMP),
e
%sr under direction of the EM, updates this data structure to reflect new
et

i system~wide environment values. EMP also displays GENV to the EM. FSMGP
?': utilizes the system GENV to establish initial local environment values
"y
hat for its local user (it is used to build the user level GENV).
o3

'.h!
iz 5.1.2.1.6 User Environment Data (GENV). The Environment Data (user)
L $'

;; Structure 1is created by FSMGP when a WES user logs onto FSM. FSMGP uses

T

-
A the system GENV data structure to initialize the user's local GENV. As
'-.lh

. FSMGP receives  new environment values from EMP, it updates the user's
3 ,

i GENV accordingly.
YR 3.1.2.1.7 Global Logon File (GLF). The Global Logon File (GLF) exists
a?ﬁ when FSM is initiated and is updated by the FSM Guardian Process (FSMGP),
k)
g},f FSM Assignment Daemon (FASSD), Screener Trusted Process (SCYP), Environ-
o

(
Wl ment Manager Process (EMP) and a stand-alone maintenance program, USER
”u,. (see Appendix E). When a WES user logs onto FSM, FSMGP updates GLF to
iy
"*: reflect that fact. SCTP operates similarly when a Screener logs on.
R .'
ol FASSD modifies GLF when WES users or Screeners log off. When an EM logs
355, on or off, EMP modifies GLF. Additionally, FASSD modifies GLF when an
g
“H;. assignment is made and when an EM-directed reassignment occurs. USER
l",t.
$ﬂ$} modifies GLF whenever it is directed to do so.
B
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S 3.1.2.1.8 Downgrade File (GDOWN). The Downgrade File (GDOWN) is created kﬁﬁ

. .

by the FSM Guardian Program (FSMGP) when a user logs onto FSM. This data “F

(] J

", structure contains WWMCCS output for manual screening by the FSM Screener .*?

> J

‘ assigned to the WES user. Therefore the Screener Trusted Process (SCTP) 5&:
)

must read GDOWN. %%

[

.'i‘c

X : D ¢ i
] . . 4

R 3.1.2.1.9 Downgrade Context File (GINFO). The Downgrade Context File .$§

l' {

(GINFO) 1is created by FSMGP when a WES user Logs onto FSM. This data

;‘ structure contains dialogue context data used by the FSM Screener in mak- ﬁﬁ%
é ing a decision as to the sensitivity of the downgrade data (i.e., GDOWN). §§g
2 Under Screener control, SCTP reads GINFO, displaying a screen at a time ggé
:; to the Screener. <;£f
‘% 3.1.2.1.10 Audit Request Data. Audit Requesf Data is created as ﬁ;&
separate event/text file entries by four FSM processes: the FSM Guardian aéu

: Program (FSMGP), the Environment Manager Program (EMP), the Screener Q:{
» Trusted Program (SCTP) and the FSM Assignment Daemon (FASSD). FSMGP ?ég
., builds event/text entries for many different audit events, such as enter- P
'2 ing new WWMCCS subsystems, inputting commands, and so on. EMP creates =$G
; audit event entries when the EM alters the environment. SCTP audits Asg
Screener Llogon and whenever a downgrade request is accepted for inspec- '.}

: tion. FASSD creates audit events when a WES user or Screener logs off of "3‘
} FSM or a WES user/Screener assignment is made. The FSM Audit Daemon ii:
: (FAD) is responsible for updating the current FSM Audit Trail with these [ ] ‘
. audit request data. FAD deletes the request data after it is recorded in % *
! the current audit trail. ;g
et
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Y 3.1.2.1.71 Audit File (GAUD). The Audit File (GAUD) exists when FSM is ]
“$ initiated and is updated by the Audit Trail Display Program (ATDP) under 'é
'x direction of the EM. GAUD reflects the current and old (saved) audit
) trail events/texts. When the EM desires to save the current audit trail, r
o
Q’ EMP updates GAUD to reflect the saved event/text pair. FAD also updates {1
A »
X ‘
s'- GAUD to reflect information concerning the current audit trail event/text s
taly |
b; pair. Since both ATDP and FAD update GAUD, it requires a lock sequence. .
o
4N 3.1.2.1.12 Audit Trail Event Data (GAEV) Structure. The Audit Trail 4
5
R Lot
ii‘ Event Data (GAEV) Structure is created by the FSM Audit Daemon (FAD) and ¥
LY *
‘j contains current audit trail events. EMP, under direction of the EM, can k.
. X
.&i display this data in concert with its text file counterpart. when the EM s
AleY " h
o
%E; wishes to save the current audit trail event/text pair, EMP creates v
§ -
&) '
) another copy of these data structures and recreates the current GAEV to
At ) Q!
5“ zero length. Although both ATDP and FAD have write access to the current .
an '
43& GAEV, a lock sequence prevents an update conflict. \
i N
= 3.1.2.1.13 Audit Trail Text Data Structure. The Audit Trail Text Data "
;, ' i I
5%; Structure is handled identically as GAEV. It is created by FAD and is s
Y .n
{;' displayed by ATDP. ATDP also deletes the current version of this data q
. [)
= structure when the EM commands it to be saved. N
45 ;
ol <
B\‘ 3.1.2.1.14 Screener Lock-File (sclog=i). The sclog=i Llock-file is $
» b
\
;'f created when an active Screener is logging off. Its presence indicates *
:g that the owner (Screener) 1is unavailable for any further downgrade N
s >
f; requests. Prior to sending his assigned Screener a downgrade request IPC Dy
" !
fb' message, FSMGP checks for the existence of this port (the "-i" 1is the -
3 N
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Screener's FSM ID and uniquely identifies the file). If it 1is present,

fSHGP must defer its downgrade request until another Screener is assig-

ned. Otherwise, the downgrade request can be made as usual.

3.1.2.2 Port Interfaces. Figure 3-25 illustrates the FSM port/process

interface. Ports are used in FSM as FIFO message queues and provide an
efficient mechanism for inter-process communication (IPC). FSM ports

are:

FSM Assignment Daemon (faport) Port

Screener Assignment (fsagn-i) Port

Bl 20

oy

-
s

Screener Request (screq-i) Port

d. Screener Reply (fsrly-i) Port

Following is a description of these ports with respect to their utiliza-

tion by FSM processes.

5.1.2.2.1 FSM Assignment Daemon (faport) Port. The faport oort is

created by the FSM Assignment Daemon (FASSD) and is utilized by existing
FSM Guardian Processes (FSMGP) for requesting WES user/Screener
assignments, Screener Trusted Processes (SCTP) for Screener
logons/Logoffs, and Environment Manager Process (EMP) for reassignment

requests.

"d‘.o-'b‘ " -
e A

- gy

-

Fole

-

~
'
-

e e
- .
¥ e

L
e

-

v

MMM ’ TR« FO Ny S0 20 0N ' 2 CRCRLE RS L P8 I LN T ING Y PN Do o '
BRSNS TR Lo S A K i Ll bowhond 3 S 0 RO M R 0O OO0 0 iR S r A




-
s ta !

(g

3.1.2.2.2 Screener Assignment (fsagn-i) Port. The fsagn-i port is

created by FSMGP when it is invoked by a WES user. This port is written
to by FASSD to pass WES user/Screener assignments and by EMP to indicate
new enviromment values for the WES user. This port type exists for each
WES user logged onto FSM and therefore utilizes the user's identifier in
its name (i.e., "-i" means the "ith” WES user user ID). Port fsagn-i is

deleted from FSM when the WES user lLogs off of FSM and FSMGP exits.

3.1.2.2.3 Screener Request (screq-i) Port. The screq-i port is created

by the Screener Trusted Process (SCTP) and is written to by an assigned
FSMGP for Screener requests. Since a FSM Screener can service more than
one WES user, potentially many FSMGPs will be writing on any individual
screg~i port. WNote here, since more than one Screener can be logged onto
FSM, the Screener's user ID is used in the port name (i.e., "-i"
represents the "ith" Screener user ID). This port is deleted from the

system when the Screener logs off of FSM and SCTP exits.

3.1.2.2.4 Screener Reply (fsrly-i) Port. The fsrly-i port is created by

FSMGP and is written to by an assigned SCTP. 1In this situation, since a
WES user can only have one Screener assigned to him at any one time, only
one SCTP will be writing on this port. SCTP uses this port to inform the
FSMGP of the Screener's downgrade decision (i.e., accept/reject) or of
Screener Llogoff. This port is deleted from the system when the WES user

logs off of FSM and FSMGP exits.
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oy 3.2 DETAILED FUNCTIONAL REQUIREMENTS 3

v%%? This section provides descriptions of the programs comprising the FORSCOM
5&5‘ Security Monitor (FSM). Each program description is organized as fol-

lows. A short general description is followed by a List of the FSM glo-
¢&a' bal data used. Then, if applicable, a Llist of pertinent local data con-
ﬁa“ tained in the program is provided. A general process flow details the

major paths the program traverses in accomplishing its task(s), with
s references to global and local data as well as major functions. The

descriptions of major functions, if any, used in the general process flow

-
]
¥

. e -

{‘; discussion complete the program description.

FE

;ﬁ\ The FSM programs described include:
S a. FORSCOM Security Monitor Guardian Program (FSMGP) !
o a's b. Screener Trusted Program (SCTP)
N ~ :
ﬁaﬁ C. FSM Assignment Daemon (FASSD)
:i; d. FSM Audit Daemon (FAD)
)

h
.¢i e. Environment Manager Program (EMP) '

L)
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RS f. Audit Trail Display Program (ATDP)

)
‘%. Notice, the Remote Network Processor Emulator (RNPE) is not described

L]
.
»
.
-

since it is furnished by a subcontractor and its internal operations are

AL s unknown.

3.2.1 FORSCOM Security Monitor Guardian Program (FSMGP)

The FORSCOM Security Monitor Guardian Program (FSMGP) is responsible for

22t

.
{3&% following user/system interactions in the restricted WWMCCS environment.
'reb
ﬁr?. It must know exactly where a user is in any given subsystem so that down-
)
Y
T grade decisions can be made. Any given user input can be identified only

in the context of what system output preceeded it and what is to follow

prTy
’fgik

it. Conversely, any given system outEut can be understood only in terms

Yo

_é&; of what has happened before and what the possible future events are. To
A5

f:’i do this tracking FSMGP must rely on a disk file, the context file, which
Ak

fj contains all user inputs and system outputs, Llinked together in a tree-
:aﬂ like structure. FSMGP is thus table driven, and its processing depends
1535 heavily on the information contained in the context file.

LAl

‘J 3.2.1.1 Global Data Usage. FSMGP uses the following global data files:
%‘é GCONT Context items and associated subcontexts.

?’i GHDEL Context halting delimiter strings.

?;:i GTEXT Context text strings.

3:;; GENV  System environment values.

f-Zf GINFO Downgrade context information buffer.

b
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GLF Global Llogon file.

GPROF Current processing state buffer.

3.2.1.2 Local Data Usage. FSMGP uses the following pertinent Llocal

data:

1B Wworking input buffer.

3.2.1.3 General Process Flow. The FORSCOM Security Monitor Guardian

Process (FSMGP) is activated when its parent process, FSMGTTY, receives
user input from the terminal keyboard. FSMGP follows the standard WWMCCS
TSS and TLCF logon procedures in the LOGON function which also esta-
blishes initial conditions. FSMGP receives the terminal identification
as an argument and following local validation of the low-side WES user's
WWMCCS userid, communicates to the FSM Assignment Daemon (FASSD), via an
Inter-Process Communication (IPC) message on the port faport, requesting
that a Screener be assigned to this user. FASSD communicates to FSMGP
via the port fsagn, which is read only by the FSMGP for this user (the
portname has a user identifier appended to it making it unique for this
FSMGP). If there is no Screener available, the user is allowed to pro-
ceed until one is needed. Otherwise the Screener identification, user
identification and terminal identification are written to the Global
Logon File (GLF), using a Lock mechanism. FSMGP then reads the system
default Environment Values file (GENV) to determine the current default
screen mode and bandwidth. This information 1is then written to the
user's copy of the GENV, created by LOGON, so that FSMGP can update these

values if the Environment Manager decides to change them. An audit event
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is then passed to the Audit Function, GFAUDIT, indicating that a user has

-,
- -

-

logged onto FSM. LOGON also creates the user Profile file (GPROF), Down-

.’l

z?iﬁ¢k4Hv”

E3

grade file (GDOWN) and the Downgrade Context file (GINFQ).

e

-

LOGON processing then continues as if for a normal Logon to WWMCCS TSS or
TLCF systems. Upon successful completion of the lLogon sequence an event

is passed to GFAUDIT recording that fact.

FSMGP then enters the main loop of its processing which continues until
the user logs off. Since the loop is iterated each time a user input or
a system output occurs, a new context must be established with each
iteration. This is accomplished by reading the context file GCONT at the
point established by the last context. The current context, with header
and a variable amount of subcontexts, is copied into a buffer local to
FSMGP so that quick access can be made to the information. Processing
then takes alternate paths depending on whether the current context is

system output or user input.

If it is a user context a loop is entered which reads inputs from the
user until a match is made to one of the subcontext strings in the
current context. Before FSMGP reads user input the GPROF file is updated
to reflect that fact. If no match is found, an error message
*x% UNRECOGNIZABLE OR DISALLOWED INPUT -=— PLEASE TRY AGAIN *%*

is issued to the user, the previous system output is re-written to the
terminal, an audit event is recorded indicating invalid user input and
the user is expected to enter new input. If a match is made the particu-

lar subcontext is checked for the presence of a special function. Special
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functions for user subcontexts perform command syntax verification. If a
special function is present it is executed. If the user's syntax was
incorrect, it is treated the same as if it was invalid input (see above).
If no error is detected the loop is exited and the user input is moved to
the GINFO buffer, a lLocal buffer to FSMGP that is continually written in
a circular fashion enabling the most current user/system interactions to
be saved. FSMGP then writes the matched user input to the system, audits
that fact and establishes a new context in preparation for the system

response.

If the current context is a set of expected system outputs, the System
Output Match (SOM) function is called. This function updates GPROF to
reflect the fact that FSMGP is waiting for system output, and reads sys-
tem output from the Remote Network Processor Emulator (RNPE), comparing
it to the set of subcontexts in the current context. If a match is
found, the system output is written to the user's Downgrade file (GDOWN),
which eventually is written to the user (if the system output is fixed),
or the Screener (if the system output is variable) for downgrading. Sys-
tem output may be repeating or nonrepeating, which simply serves to indi-
cate the size of a particular expected system output. Contexts of the
repeating type are expected to be large, as in the case of TCON skeletons
or TLCF messages, and oftentimes there is only one subcontext item. 1If
the context indicates that the expected system output is repeating, SOM
may make repeated reads to acquire the entire system output text. If the
current context is variable repeating (e.g. TCON skeleton with data or a

TLCF message), SOM accumulates system output Lline-by-line. If the
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N current context is fixed repeating (e.g. TCON skeleton without data), SOM
N acquires the entire system output matching each character until the ter-
4

‘?Q minating delimiter sequence is encountered.

W

G
e

"o If the current context is nonrepeating, System outputs are expected to be

;;* smaller and there may be more than one subcontext item. In this case SOM

.-‘,.l . .

.;:: Lloops for the number of subcontexts or until a match is found to the

e

?30 current system output. If no match is found to the system output, SOM

- returns that fact.

<
{ ':::.:

{2 If SOM returns with no match to a system output FSMGP audits the no match
: !,,*‘-
i:' condition. Then a special function is executed which sends a simulated

oo user input to the system to get FSMGP back in synchronization. This sen-

’\!:.

- ding of simulated user input is known as a "pop-up”. The special func-
b

S

- tion used is indexed by the current context and performs a specific
Jiffj action depending on the particular place FSMGP is in the current subsys-

TS
. tem. The current context also contains a pointer to the next context in
O
:;J the event that SOM returns no match. This resynchronization event is
TR . . .
N 2 audited and FSMGP continues execution at the next context.
'
‘

)
R Lf SOM finds a match to the system outut FSMGP must then decide whether
?_1 or not it is to be sent to the Screener. System output may or may not be

-
,"E; automatically screened by FSMGP. This depends on the current screen mode
3
s . . . .

- and bandwidth. FSMGP determines these values by first checking the port

' ay

!E: fsagn to see if the EM has changed either of these values. If so, the .
o :
A user's Environmental Values file (GENV) is updated. FSMGP switches on )
»-'.: N
ix the screen mode value. .
'
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If the current screen mode is for no messages to be sent to the Screener,
the system output contained in the GDOWN file is sent to the user's ter-
minal. FSMGP then audits that fact, establishes a new context, and

repeats its main execution loop.

If the current screen mode 1is for all messages to be sent to the
Screener, the user's GPROF is updated to show that FSMGP is waiting for
the Screener's decision, and a message is sent to SCTP via its port
screq, requesting a downgrade. This message contains the name of the
user's GDOWN, as well as the name of the user's GINFO. FSMGP then waits
for the Screener's reply on the fsrly port, which contains the
accept/reject decision. If the Screener accepts the system output, an
audit event of that fact is recorded, the system output is sent to the
user, a new context is established and FSMGP_continues at the top of its
main processing loop. If the Screener rejects the system output, an audit
event is recorded, an error message is sent to the user, and the special

function that resynchronizes FSMGP is executed.

1f the current screen mode is for normal and the matched subcontext indi-
cates that the current system output is fixed, the bandwidth rate is
checked. This is accomplished in the CBR function, which computes a rate
for the number of automatically screened messages that have occurred in a
specific amount of time. If this bandwidth has been exceeded, the user's
screen mode is automatically changed to "all", and his GENV is updated to
reflect that fact. The system output is then sent to the Screener, and

processing continues as above. If the bandwidth rate was not exceeded,
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jJ35 the system output is written to the user, an audit event is recorded, and
'zﬂm processing continues in the main loop with a new context. Finally, if
3% : the current system output is variable, it is sent to the Screener and
§§5; processing continues as above.

Wi

: ;$ When the user terminates his session with WWMCCS, the LOGOFF function is
g;? called to terminate the program's execution. This function is invoked as
. a special function when the user enters a terminating sequence (e.g. bye)
ii}ﬁ at an appropriate point. LOGOFF sends a logoff notification to FASSD,
:zﬁg via the faport, so that FASSD may change GLF accordingly.

oy

ii' 5.2.1.4 Major Functions.

o

: "y LOGON

! The LOGON function is responsible for establishing FSMGP 1initial condi-
;f)i tions and for tracking a user's progress through the WWMCCS TLCF and TSS
:4{5 logon procedures. LOGON writes an IPC to the FASSD, via the port faport,
‘{;5 requesting that a Screener be assigned to the FSMGP's user. LOGON
;t;? receives FASSD's reply on the port fsagn, and allows the user to continue
?Eﬁ until a Screener 1is necessary. (At that time, if there is no Screener

f available, the user is given the option of waiting for a Screener

"fﬁ assignment (and subsequent downgrade decision) or logging off.) If a
Fﬁ; Screener has been assigned, this information, as well as the user's ter-
é-f‘ minal identification, 1is written to GLF -- a Global Logon File with
o

records for each valid user. Since this file is written to by every

1Y

FSMGP during a wuser Llogon, a lock mechanism must be used. LOGON then

reads the system default Environment Values file (GENV) to determine the

.
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.5. system~wide current screen mode and bandwidth rate. This infor- mation t;!
1. is then written to the user's copy of GENV. The user's GENV is main- ;ﬁf
; tained by FSMGP and is updated when it is discovered that the Environment ; ;

.E Manager has changed one of these values. LUGON then calls the the global %u€

\ function GFAUDIT so that an audit event indicating that the user has log- éé
g ged on to WWMCCS can be recorded in the audit file. LOGON then processes 5&
23 a user's logon to WWMCCS TLCF or TSS systems in the normal fashion with fﬁﬁ
" two exceptions. The user's response to the "IDENT?" question is used to §£é
‘& look-up this user's User Master Catalog (UMC) designation. All subse- N t
% quent references to user-owned files, regardless of the WWMCCS subsystem !_¥
3‘ involved, must be preceeded by this UMC. Also, the response "2zz" to the ,nl
4 system query "CLASSIFICATION OF YOUR OUTPUT?" is substituted for the E:‘
§ user's response so that the paging and classification headers are not ;gj
‘ displayed by the system. LOGON also creates the user's copy of the ,}v;

Environment Values file (GENV), the user's Profile file (GPROF), the

-
v

.:‘:;:“ 2

Downgrade file that 1is sent to the Screener (GDOWN), and the Downgrade

0]

AN SN
PN
-‘-. »

Context file that the Screener may peruse during a downgrade (GINFQ).
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The User Input Match function (UIM) searches the subcontexts of the

ﬂ current context for a match to the user input that it reads upon its
invocation. UIM loops for the number of subcontexts. If a match is

found to the wuser's input the loop is exited. If a null subcontext is

Bt

encountered it is saved so that it may be returned as a default match.

A

g Only one null subcontext per context set is allowed. A matched user
h input is moved to the Downgrade Context Buffer (GINFO), as well as
;
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ﬁ: returned to FSMGP so that it can be written to the system. If no match (hJ
X is found, this fact 1is returned to FSMGP. FSMGP then issues an error n
?ﬁ‘ message to the user and calls UIM again. ;,
A "
¥ : i l
%, ]
wTP 3
§i‘ The Write to Profile function, WTP, updates the wuser's GPROF whenever ;ﬁ
af FSMGP is waiting for the next user input, system output or Screener y‘
] ‘F-' 1
Al action. Additionally, during logon only, WTP is called to record the =
‘€§ fact that FSMGP is uaiting'for an RNPE connection. Under normal cir- ?
¥, W
j*ﬁ cumstances, this event will occur once for a very short duration. WTP is :$
125 |':
‘?' called when a wuser input match search is made (by UIM), when a system )
L] ‘ .
'Ju output match search is made (by SOM), or when a downgrade request is made ;.
\ J\l >
N X to the Screener (by STS). GPROF is created for the user by LOGON upon {
PN \.
g invocation of FSMGP. WTP opens GPROF, writes the index of the appropri- s
4
i“ ate event (passed to it by FSMGP) as well as the current subsystem index e
&
%‘_ (also passed to it by FSMGP) and current DTG. WTP then closes GPROF and N
O e
h& exits. \
- L
= o
:“ WwCB ;;:,
(%) ,‘l‘
0 i
ﬂ? The Write Context Buffer function, WCB, maintains the ODowngrade Context é
‘:'» |
N Buffer (GINFQ) in preparation for its eventual transferrence to the GINFO __}
¥y 5
1)
5\, file for the Screener's perusal during a downgrade. All user inputs and it
L y
%f? system outputs are moved to GINFO by WCB, but GINFO is written to the k
i N
£ WINFO file only when a downgrade request occurs, thus ensuring that the
Sy ? "
'tg most current information is in the file. WCB maintains GINFO in a wrap fi
Lo v
‘:5; around fashion, moving data to GINFO until the end of the buffer is Py,
s W
‘\..' . v
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&: reached, and then overwriting old data at the beginning of the buffer. ]
[} 2
e

When data is written to the GINFO file from GINFO, the start of transfer-

"
L] 3
3? rence in GINFO is that point at which data was last moved into GINFO. tV
W <J
ﬂ:“ w18
g SOM "
°‘ ]
iy, The System Output Match function (SOM) searches the current context for a 3
i
»4 i
:f match to the current system output. System output contexts may be fixed 5{
e
)
:ﬁ or variable depending on whether or not the system output that matches b
e them is to be sent to the Screener. System ouput contexts may also be :&
0y .
{: repeating or non—-repeating, which provides an indication of expected sys- .
e |‘¢
Af‘ tem output size. Repeating contexts are used when lLarger system output :§
B .
| §
L is expected (e.g. TLCF messages or TCON skeletons). When a system output ’
-y y-_;
N is matched to a subcontext, the output is written to GDOWN, and SOM o
g returns a match found condition. If no match is made, SOM returns that o
l.n i
1
. fact to FSMGP. ,
) Ly
t
' 1
§a Repeating contexts will contain only one subcontext. If the current con- N
{
# . . . A
0 text 1is wvariable repeating SOM looks for the terminating sequence (from
)
$$ the place in the GHDEL file pointed to by the context) in the system out- °]
t ] * .ﬁ
:ﬁ' put returned by the Read System Output function (RSO). If the termina- :%
Wy vy
! \J
Ky ting sequence is not found, the searched data is written to GDOWN and o
. o
another call to RSO is made. This sequence of events is continued until }
a match is made or a read error occurs, either of which 1is returned to 5
",
: FSMGP . ih
) o
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If the current context is fixed repeating RSO is called and the system
output is matched character-for-character to the subcontext until its end
or until the system output is exhausted. In the Latter case the system
output is written to GDOWN and more system output is read and the process
continues. In the former SOM writes to GDOWN and returns that a match

has been found.

If the current context is non-repeating there may be several subcontexts
to compare against the current system output, and SOM loops for the num=-
ber of subcontexts. Also, one of the subcontexts could be null, which
indicates that any system output is to be accepted. If a fixed subcon-
text is encountered in the loop SOM attempts an exact match. If a match
is found, it is written to GDOWN and SOM exits. If not, the search con-
tinues. If a subcontext is encountered that is null, it is saved as a
default match. I1f a subcontext is encountered that is variable, a sub-
string match is attempted on the system output. If a match is found,
GOOWN is written and SOM returns to FSMGP. Otherwise the search con-

tinues.

At the end of the loop the presence of a null subcontext is determined.
If so, a match to the system output is assumed and it is written to GDOWN
and SOM returns. If no null subcontext was flagged SOM returns a no

match condition.

RSO
The Read System Output (RSO) function is responsible for reading WWMCCS

system outputs through the Remote Network Processor Emulator (RNPE).
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This function must initiate reads from WWMCCS and buffer them so that SOM
can attempt a subcontext match. RSO must therefore stop reading when one
of the delimiter strings is encountered or a time-out has occurred. The
RSO function maintains a local buffer, the input buffer (IB), in which it
puts data from RNPE. RSO is passed the delimiter set by SOM (i.e. a
pointer to it) so that it may search for these characters in IB. RSO
begins searching in IB where it last left off from a previous invocation.
RSO searches the buffer until a match is found to one of the delimiter
strings or until the end of the system output in IB is encountered. If
this 1is the first invocation of RSO the end of the system output will be
found at the outset so that an initial read will occur. The read may
result in normal completion with the number of characters read returned,
an 1/0 error from RNPE or a time-out error. RSO returns to SOM when
either error condition results. After a read, RSO's buffer pointers are
updated and an end of read marker is placed in the buffer indicating the
end of the system output, and the search is continued. If a match is
found to one of the delimiter strings, pointers to the beginning and end

of the system output are returned to SOM.

CES

The Check Environment Set function (CES) determines current values for
the Screener identification, bandwidth rate and screen mode. Screener
identification is used in communicating with SCTP when a downgrade
request is made by FSMGP. Since a Screener is not permanently assigned
to any given user (the Screener may log off or be reassigned by an EM),

FSMGP must know the assigned Screener before a request is made. Bandwidth
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rate determines the rate at which messages are allowed to be automati-
cally screened. If this rate is exceeded, FSMGP must change its user's
screen mode to 'all', which requires all messages to be screened by the
Screener. Screen mode is checked by FSMGP to help it decide whether or

not a particular system output is to go to the Screener.

CES must first examine the port fsagn (uniquely identified by the user's
identification appended to the port name) to see if the Screener
assignment, the bandwidth rate, or the screen mode has been changed. If
there is data on the port, the appropriate Local FSMGP variables are
updated. In addition, if one of the changes involves an environmental
value (screen mode or bandwidth), the user's GENV is opened, updated to
reflect the change(s), and closed. If there is no data on the port, CES
must read the current environment values from GENV and set the appropri-

ate local variables. In either case, CES returns to FSMGP.

STS

The Send to Screener function sends a downgrade request to the Screener
and takes appropriate action depending on the Screener's decision. The
function actually encompasses several logical tasks, but has common entry
from several places in FSMGP. If the screen mode mandates all system
output must be screened, or if the screen mode is normal and a particular
system output is tagged as variable by its matching subcontext, or if the
screen mode is normal and the system output is fixed but the bandwidth

has been exceeded, the STS function is executed.
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iy when a downgrade is to go to the Screener, STS writes the information in -

AL o

the Llocal buffer GINFO to the GINFO file. GINFO is the downgrade context g

|‘;' .

ﬁ buffer and is updated with each user input and system output. The GINFO %,

M 1

${ file allows the Screener to view the downgrade material in context to the .

l'; ) M

current user/system interactions. STS then sends a request message to }%

P . g

ff SCTP via the port screq. This port is uniquely identified to SCTP (so it 15

L. o

‘N /

. . . g e
§> knows where to send the reply) by STS appending the Screener's identifier "
ELA " o

to the port name. This message contains the name of the user's GDOWN, ﬁ-

,li » ‘] J

1 which is a text file of the information to be downgraded, and the name of :q

) W)

?‘ the user's GINFO. STS then waits for a reply to the downgrade regquest. A;
& b

1

4 This reply is delivered on the port fsrly, uniquely identified by appen- i?

3

{: ding the user's identifier to the port name. If the Screener accepted -
AN e
v 3

J;: the material, STS calls the global function GFAUDIT to record that fact {f

e, . iy

on the audit file GFAUDIT. STS then urites the information in GDOWN to i

\' ‘._ Y
oo the user and returns to FSMGP. 0y
-:{ .

M 1f the Screener rejected the downgrade material, STS audits that fact and
) 3

w sends a message to the user stating the decision. STS must then esta- R

0 -~

D . . . . o
iy blish a new context to proceed. This 1is accomplished by calling a RS

3 N

)

' special function that is pointed to by the current context. Since the o

" particular point in the current subsystem is implicit in the current con- X
s.‘ '.-
\ text, the function that it points to will know the appropriate action to -
AN . b

:\} take to “pop-up'" FSMGP to a level from which to proceed safely. The y

;\- current context also contains a pointer to another context appropriate to &
--‘ ‘
. the special function. Therefore STS sets a new context and calls the Ry

<Y (]

::: special function. This function must send an appropriate simulated user "

- ‘

row "
T . -3
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input to the WWMCCS system to resynchronize FSMGP. This is accomplished
by sending a canned message to the current WWMCCS subsytem via RNPE. The
special function then records the fact that simulated user input has been

sent with a call to GFAUDIT.

CBR

The Check Bandwidth Rate function determines a dynamic rate of messages
automatically screened by FSMGP and compares it to the current setting of
the FSM-wide rate. 1f the dynamic rate is greater than or equal to the
set rate, FSMGP returns this fact to FSMGP which must then change the
screen mode of its user to "all". If the dynamic rate is less than the
set rate, CBR returns this fact to FSMGP and no special action need be

taken.

CBR calculates the dynamic rate by keeping track of the time the Last
system output was sent to the user (the last invocation of CBR), and the
number of system outputs automatically bypassed to date. If the time the
last system output was sent to the user was sufficiently long ago
(defined by some default time set at FSM initiation), a rate is calcula-
ted by dividing the number of system outputs that have been automatically
screened by the amount of time. If this rate 1is greater than the
system-wide set rate, CBR returns that value, otherwise CBR returns
nothing. In either case CBR must reinitialize its counters before retur-
ning. If the time was not sufficiently long ago to calculate a rate, no
counters are changed and CBR returns nothing. On its initial invocation,

CBR establishes its counters and returns nothing.
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LOGOFF

The LOGOFF function performs clean-up activities when the user logs off
the WWMCCS system. It must make sure that the assignment daemon knows
about the logoff. LOGOFF is invoked when the user indicates he is log-
ging off, for example entering 'bye'. Wwhen this occurs, a pointer in the
context with the user's input will direct FSMGP to execute LOGOFF. LOGOFF
communicates with FASSD over its port FAPORT, informing it that the user

has logged off.

3.2.2 Screener Trusted Program (SCTP)

The Screener Trusted Program (SCTP) interfaces directly with the FSM

Screener when the Screener Llogs onto FSM. SCTP is responsible for

ey

displaying downgrade information to the Screener in order for the
Screener to determine if the information to be written down to the low

security domain of FSM contains sensitive high security Level data. This

AR

information 1is presented to the Screener one screen at a time. Any time

» P.
3
-

during this data review sequence the Screener can reject the data for
downgrading. However, the entire downgrade file must be displayed to the
Screener before he can accept it for downgrade. An additional downgrade
context information file is also available to the Screener in order to

assist in determining if the downgrade information contains sensitive
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data. This downgrade context file contains two screen fulls of informa-
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e

tion reflecting the user/system dialogue just prior to the downgrade

data. This data can be perused by the Screener following the inspection
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of the downgrade information. buring the perusal of the downgrade
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context file, the Screener can accept/reject the downgrade request.

5.2.2.1 Global Data Usage. SCTP utilizes the following FSM global data

structures in performing its function:

GLF SCTP updates the logon file (GLF) when a Screener logs onto FSM.

GDOWN SC%P reads in the downgrade file (GDOWN) and displays its contents
to the Screener for review.

GINFO SCTP reads in the downgrade context information file (GINFO) and
displays its contents to the Screener for review.

Audit Requests SCTP builds audit trail requests whenever the Screener
logs onto FSM and when the Screener begins reviewing a downgrade

request.

3.2.2.2 Local Data Usage. SCTP uses no pertinent local data structures.

3.2.2.3 General Processing Flow. The Screener Trusted Program (SCTP) is

invoked when a FSM Screener logs onto FSM. There is a separate copy of
SCTP for each Screener lLogged onto FSM. As soon as SCTP is initiated it
locks, opens and reads in the Global Logon File (GLF), updates its con-
tents reflecting the Screener logon, writes GLF out, then closes and
unlocks the file. SCTP audits the Screener logon event via the global

function GFAUDIT.

Following Screener registration into GLF, SCTP creates its screening
request port based on the Screener's user ID. This port will be utilized
in receiving screening requests from the zero or more FSM Guardian Pro-

cesses assigned to this Screener.
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Next SCTP checks the screening request port for possible screen requests.
If requests are not present then SCTP outputs to the Screener a set of
prompts stating that there are no pending screening requests and he may
log out if he wishes. Then SCTP checks for both Screener logout requests
or potential screening requests. 1f neither event occurs for some

predetermined time SCTP again outputs no screening request/logout prompts

‘,,4.,.
L LA p

to the Screener. This sequence continues indefinitely until either the

P -

T

Screener logs out or a screening request appears.

If the Screener logs out, SCTP deregisters the Screener from GLF by wri-

Xl A s

ting a message to FASSD via its port (faport).

If a screening request is present then SCTP notifies the Screener with
the prompt options to continue with the screen request or logout.
Assuming the Screener decides to continue with the screen request, SCTP
then reads 1in the downgrade file (GDOWN) indicated in the request port

message and displays the first page to the Screener. Following this page

4
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of data are one of two possible prompts: If this is not the only page of

data then SCTP prompts the Screener with a reject/continue option; if

. e v e
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this is the first and Last page of downgrade information, SCTP prompts
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the Screener with accept/reject/continue options. For the first situa-

|

tion, the Screener continues screening the downgrade information by con-

tinving for each subsequent page. Following complete display of the

oyt S

downgrade file, the Screener has the option of viewing a downgrade con-
text information file (GINFQ). This is accomplished by continuing past

the downgrade file. For each page of context data, SCTP prompts the
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A Screener with an accept/reject/continue option. If the Screener con- %
- tinues through and past the context information file, SCTP will cycle hA
5
A ) -
“ back to the downgrade file, ad infinitum. BX:
N N
by :
5 during the above sequence the Screener will eventually either accept the r
i: downgrade or reject it. If the Screener accepts the downgrade request :f
(0 Ly
iﬁ SCTP requests that he confirm his action. If the Screener does not con- ;T
hy A
¥ firm the accept, SCTP continues displaying information at the point where r
o M
‘ﬁ. it left off. If the Screener does confirm the accept action, SCTP noti- o
'i’ fies the appropriate FSMGP through the screening reply port (fsrly-i). :.
- o
‘E Then SCTP notifies the Screener that the confirmation has been acted upon P
‘ta and continues at the beginning of its cycle Looking for another screening :F
-“\ .
o Ny
& request. ~
X "o N
- =
If the Screener decides to reject the downgrade, SCTP requests that he !%
R oy
151 confirm the rejection. If the Screener does not confirm the rejection, y
oY . . . . R
5 SCTP continues displaying data. If the Screener confirms the rejection, ‘fi
SCTP notifies the appropriate FSMGP of the rejection through the screen- h
- . . e o
- ing reply port (fsrly-i). Then SCTP notifies the Screener that the At
Tl f.n
¥ rejection has been acted upon and then proceeds to obtain another screen- )
-P 3
2 Y
é‘ ing request.
d | . . 3
N 3.2.2.4 Major Functions. Following are a set of salient functions :i
!:J -’
! important to SCTP operation. et
L
‘o SCUGLF .
f{ The Update GLF function is responsible for processing the Global Logon :f
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File (GLF). This function operates on an input parameter specifying the
Screener's logon name. It locks GLF (using global function GFLOCK). The
Screener's GLF record is sought and, if found, is checked to see if this
Screener is currently logged on. If so, the Screener is informed and his
SCTP terminates. If the found record indicates .an inactive record (not

logged-on), SCTP marks it active and updates GLF with it (the file is

,‘.'}".‘.‘u.

still write-locked). If no GLF record is found for this Screener, he is

informed and his SCTP terminates. The GLF file is unlocked following

this sequence, regardless of the outcome of the logon.

"o Yo el Y

SCPROMPT
The Screener Prompt runction is responsbile for determining the appropri-
ate user prompt based on the current state of SCTP. Prior to outputting

the next appropriate prompt, SCPROMPT flushes the Screener's terminal

\

input in order to remove superfluous characters that the Screener may
have entered. Then SCPROMPT determines the prompt on the following SCTP
states. If the current SCTP state is proceed, then valid prompts are
"logout (L)" or "continue (<CR>)"; if the current state is continue, then
valid prompts are "continue (<CR>)" and "accept (a)", and "reject (r)".
If the Screener has not seen all downgrade information and the state is
continue, then "continue (<CR>)" and "reject (r)" are valid prompts. If
the state is accept, then "confirm-yes” and '"confirm-no"” are valid
prompts. If the state is reject, then "confirm-yes" and "confirm-no" are

valid prompts.
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T 3.2.3 FSM Assignment Daemon (FASSD)

The FSM Assignment Daemon (FASSD) 1is responsible for automatic WES
user/Screener assignments within the FSM. The Environment Manager (EM),

via the EMP, can manually reassign users and Screeners as desired.

' O -
2? However, since the EMP is not always expected to be running, FASSD makes
] !
: M J
}‘: atl initial assignments as WES users and Screeners lLog on and off. ]
gl
o 5.2.3.1 Global Data Usage. FASSD uses the following global data struc- i
s '
o tures: 3
oA
.‘.-‘\ e
ii} GLF FSM global logon file.
P N.‘-(
p.o GAEV Current audit event files. ;
3 ':‘l"\‘_' h
sﬁQﬁ FSAGN-i FSMGP assignment reply port. ‘
v Xy Y
+Ya
¢ FAPORT  FASSD assignment request port.
L
.53 ;
:- \ 3.2.3.2 Local Data Usage. FASSD uses no pertinent Llocal data struc- h
[ }
{ ) tures. .
M X
A
iy »
f‘i 3.2.3.3 General Process Flow. FASSD is a daemon which is initiated at
oy
Qaf FSM system startup. FASSD reads its input port, faport, for an IPC mes-
D)
f
)
" sage and blocks on it if empty. If there is at lLeast one port message in
sfs' faport, FASSD reads the message and checks the message type.
~l
)
A A
by ? IPC messages from EMP can only be WES user/Screener reassignments (SCCNG)
- -
— followed by the WES user ID and Screener ID to reassign. FASSD reads the
f;i Global Logon File (GLF) searching for the WES user ID. When the user's K
S )
y#: record is found, the Screener ID for this WES user is changed to reflect .
“n
) .
W \
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{3’ the new Screener that the EM reassigned. The record is updated in GLF
A
. (after GLF is locked) and FASSD generates an audit event indicating a WES
u“‘!'
14; user/Screener assignment has taken place. FASSD checks its port for more
Khhy
'ﬁy messages and if none, blocks.
[9EAL |
Sﬂ IPC messages originating from SCTP can either be Screener Logon (DRRDY)
3
Al or Screener Logoff (DRLGO), followed by the Screener ID and (for DRRDY

messages only) the Screener's UNIX terminal ID. If the port message is

DRRDY, FASSD may make WES user/Screener assignments if this is the only

s

Screener currently logged onto FSM. If the port message is ORLGO, FASSD

};E searches the GLF for a record with the FSM ID the same as the passed
; ; Screener ID and marks the record inactive. Then, FASSD searches GLF
ﬁﬁj looking for active WES wusers which are assigned to this Screener. 1If
%?: there are any, FASSD uses its assignment algorithm to reassign WES users
;rz to other Screeners. If there are no other Screeners available, FASSOD
%ﬁ% sends a port message to the FSMGP of each WES wuser denoting that no
3;? Screeners are available (SCNAV). FASSD generates an audit event when the
yfq Screener logs off and whenever a WES user/Screener assignment occurs.
W
{Eé IPC messages from FSMGP can be either User Logon (UAREQ) or User Logoff
: (UALGO) followed by the user ID and terminal ID. Similar to SCTP message
;§3 types, FASSD searches GLF for a user ID that matches the passed user 1ID.
‘JE In the UAREQ case, FASSD assigns the WES user to a lLogged-on Screener, if
; 2 any. FASSD notifies FSMGP of the assignment by sending a Screener Assig-
gﬁ{. ned (SCASS) message and the assigned Screener's ID to the FSMGP's port,
;:2 fsagn-i. If no Screener is available, FASSD sends the SCNAV message to
P
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this port. An audit event is generated if an assignment occurs. In the
UALGO case, FASSD marks the WES user's GLF record inactive. FASSD gen-

erates an audit event indicating that the WES user has logged off of FSM.

3.2.3.3.1 Specification of Assignment Algorithm. Four cases need to be

considered with the assignment algorithm:

1. Screener Logs On

Screener Logs Off

User Logs On

User Logs Off

3.2.3.3.1.1 Screener Logs On. FASSD makes no assignment changes in this

case. Even though there may be a heavy load on another Screener, no

users are automatically assigned to the new Screener, in the interest of

user/Screener stability. The new Screener will be the prime candidate

for future assignments however.

-
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g |

3.2.3.3.1.2 Screener Logs 0ff. This is the most serious case since it
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5

is Llikely that at least one WES user, and possbily more, will need reas-

ol

T

signment. If no other Screeners are available, the port message No

Screeners Available (SCNAV) is sent to each FSMGP's fsagn-i port. FSMGP
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al lows the user to proceed until a Screener is needed, at which time the
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user has the option of logging off or waiting for either a Screener

assignment or screen mode change (via the EMP) to occur.

If other Screeners are available, FASSD chooses the Screener with the
smallest current Lload (fewest users assigned) to reassign the user to.
This step may be repeated multiple times in order to reassign all WES
users who were assigned to the Llogged-off Screener. Each time, the
Screener with the smallest current load is chosen. In the case of ties
(multiple Screeners with the same load), FASSD chooses the Screener who
most recently logged on. This is done because the most recently Llogged-
on Screener will probably remain logged-on Llonger than the other
Screener(s). This scheme requires that FASSD record the Screener Llogon
OTG in a Llocal data structure (following a DRRDY port message from a

SCTP).

35.2.3.3.1.3 User Logs On. Similar to the previous case, FASSD chooses

the Screener with the smallest current load to assign the WES user to.
Ties are resolved as stated above. This case will require at most one

assignment. As before, there may be no Screeners available.

3.2.3.3.1.4 User Logs Off. FASSD makes no assignment changes when a WES

user Llogs off. The reasoning follows that discussed in "Screener Logs
On". The EM may manually reassign users and Screeners; however, 1in the

light of user/Screener stability, FASSD makes no assignments.
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3.2.4 FSM Audit Daemon (FAD)

FAD lLogs audit events in the current audit files based on requests in the
audit queue. Audit requests are processed on a strict FIFO scheme.
Audit request files are opened, processed and unlinked as the audit event

specified is actually logged in the audit files.

5.2.4.1 Global Data Used. The following global data is used by FAD:

Audit Request Files Contains audit events to log.
AUDITQ@ Directory contains all audit request files.
Current Audit File-Pair Contains logged audit events.
GAUD Audit description file.

GAUD-LOCK Write-lock mechanism for audit files.

3.2.4.2 Local Data uUsed. FAD uses the UNIX file status buffer returned

oy the "stat" call.

5.2.4.3 General Process Flow. Due to the large volume of audit events,

FAD is implemented as a daemon, rather than a callable process or func-
tion. As such, it has no input or output parameters. AlL data that FAD
uses in Llogging an audit event is either contained in the audit request

file(s) or is obtained by FAD. FAD will sleep for 30 seconds, wake up

PR
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and examine its queue, "/fsm/fsat/auditq", for pending requests. If

oy

there are no file entries in the Audit Queue directory, FAD returns to

the sleep state and repeats this process again upon waking. If there are

a
i

g

5!
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pending audit requests, FAD must find their filenames and Date-Time Group

Lo

(0TG) of Last modification. The filenames and DTGs of last modification
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.ﬁai are entered in a list and are sorted on the DTG using the UNIX gqsort
N function. The filename with the Least recent Last modification (the
Eg? oldest file) appears first in the List, followed by the second oldest
%géf file and so on.
5‘: FAD locks the audit files (GAUD) for writing by calling GFLOCK. Then, it
é.: opens the current audit file-pair and the next oldest audit request file.
3&; FAD increments the pointer into its sorted filename List, so on the next
§$‘ pass it will pick up the next oldest file. After reading the event :
éﬁa record and saving it, FAD reads the text record(s), if any, and copies f
iggw them byte-by-byte to the current Text file; remembering the beginning
i@f location of the text (OFFSET) and keeping a count of the number of bytes
J;g transferred. FAD sets up the event record, updates it (with OFFSET and
.Fﬁ LENGTH) if necessary, and writes it to the current Event file. The event
- has now been logged, so FAD closes the current audit file-pair. FAD sig-
.Eg nifies successful event Llogging by closing and unlinking the audit
"S request file just processed from the audit gqueue.
-gk: FAD must update the Audit Description (GAUD) file, as well, with the new k
é?". "last entry” DTG for the current audit file-pair. FAD opens GAUD (the %
6?',‘1, ¥

audit files are still write-locked), lLocates the last record in the file

and reads it into a small buffer. The DTG of lLast entry is updated and

O P - .

the record is written back to the GAUD file. FAD closes and unlocks the

T e T
'l ‘l‘ y
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audit files for writing by calling GFUNLOCK.

q

-
e = )

If there are any files left in the sorted list, FAD repeats the sequence

- -

<,

described above until there are no files left in the List. Then, FAD g

LJ
e = "l'll“n‘!r
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¢
ffcf.,‘ re-examines the audit queue and if there are any files, continues as
o described above. Otherwise, FAD will sleep before repeating this entire

ﬁ.'.

oo
‘i process.

i ‘_“:J
25

g 3.2.5 Environment Manager Program (EMP)

a
b

;( The Environment Manager Program (EMP) permits monitoring and alteration
PR .

tah of the FSM operating environment. EMP performs manual WES user/Screener
:‘ assignments, profiles WES user's status and modifies FSM screen modes and
A .\:

'4;:- bandwidth thresholds. The EMP is run by the Environment Manager (EM).

l&'

.l
'! 3.2.5.1 Global Data Usage. EMP uses the following global data:

e . .

B, 0 GENV  System (default) and user's environment files.
‘,{‘-."1

b )¢ GLF FSM global logon file.

Tt GPROF User profile file.

yas

B

; 5.2.5.2 Local Data Usage. The following local data is used by EMP:

2
o 1. Screener list - a variable-length Llist whose entries each
A ’

W) . .

:' g contain a one-byte Screener ID and an eight-byte Screener

'&_e.

o Logon name.

;'.-é’

D ,:; 2. User Llist - a variable-length List whose entries each contain

l. "

i:' $ a one-byte user ID, a one-byte Screener ID (who the user is

) +

~ currently assigned to) and a twelve-byte WWMCCS user ID.
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3.2.5.3 General Process Flow. When invoked by the EM, EMP checks the

LRI 2ol

Global Logon File (GLF) to verify the logon name that was entered and to

}E ensure that the EM is not currently logged on. Only one EMP can exist
§ at any given time, and therefore only one EM record can be defined in
- GLF. If the EM name is valid and not lLogged on, EMP marks the record as
"ﬁ active and updates GLF (after locking it for writing). Then, the EMP
;2 help file is displayed which briefly describes available EMP commands.
. Following this display, the EM is placed at the EMP's command level, sig-
ri nified by an asterisk on the EM's terminal. EMP commands are valid at
ji this point. See Appendix B for detailed command information.
"«
‘g If the assignments command is entered, the EMP prints the current Llist of
95 user/Screener assignments. This is done by reading each Global Logon
;1 File (GLF) record and checking the Logged Bi} Flag (DLOGDON) for Llogged-
on users. Records of wusers that are not logged onto FSM are not con-
E? sidered. For each active (logged-on) record, EMP also checks whether
:;: this user is a WES user or a Screener. If the active record indicates a
“w WES user, the FSM user ID, user's WWMCCS user ID and the Screener ID are
E; stored in the user list. If the active record indicates a Screener, the
o
%? Screener ID and the Screener's logon name are stored in the Screener
*J list. After all GLF records have been read, EMP checks each record in
;'g the Screener Llist. The Screener ID of each record in the Screener Llist
‘: is compared with each Screener ID in the user List. When a match is
f; found (there may be more than one), the Screener user logon name from the
*é Screener List is printed on the EM's terminal, followed by the user's
:;% logon name from the user list. Each record in the user list is compared
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with records in the Screener list. For each Screener list record, if a
match occurs a flag is set. After all user list records have been com-
pared with a Screener list record, the flag is checked. If it was never
set, the Screener associated with this Screener list record is not assig-
ned to any users. This information is important for future EM-directed
WES user/Screener reassignments, hence the Screener's user lLogon name
from the Screener Llist is printed on the terminal followed by the string
"

- none assigned -". When the Screener list is exhausted, EMP returns to

command level.

If the EM enters the display command at EMP command level, EMP prints out
current system/user environment values. Display entered without
arguments causes the current system environment values to be listed, fol-
lowed by the current environment values of every logged-on WES user. If

optional names follow the display command, they must be names of logged-

on WES wusers or the keyword "SYSTEM". This causes EMP to only display

those user's status. If no arguments followed the command name, EMP
reads the system Global Environment (GENV) file and displays the
bandwidth threshold and the WWMCCS subsystem screen modes. Additionally,
EMP reads each GLF record and keeps counts of the number of logged-on WES
users and Screeners. This information is printed out on the terminal.
Following the system display, each GLF record is read. For each logged-
on WES user, the user ID 1is used to form a filename of the form
“/fsm/usr/user-i/genv'. This file contains the user's current environ-
ment values. EMP reads it and displays the information on the EM's ter-

minal. wWwhen all GLF records have been read, EMP returns to the command
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level. If optional names follow the display command, each name is com-
pared with the string "SYSTEM". If a match occurs, the procedure descri~
bed above for displaying system environment values is performed. If the
name does not match ‘“SYSTEM", then each logged-on WES GLF record is
checked with the user name. If there is no match for a name, EMP warns
the EM and requests a replacement user name. If there is none, EMP con-
tinues with the next name following the display command, otherwise, it
repeats the process for the replacement user name. E£ach name is pro-
cessed identically in sequential fashion. The WES user's GENV file is
read and the contents formatted for display. When there are no more
names remaining, EMP returns to the command level. The display command
has a Limit of five user names and if this number is exceeded, EMP prints

a message and ignores the remaining names.

I1f the history command is entered at the command level, EMP fork/executes
the Audit Trail Display Program (ATDP). This command enables the EM to
view previous audit events. The audit event information may aid the EM
in making a FSM environment change. When the EM terminates ATDP (by
using the quit command), EMP returns to the command level. See Appendix

D for detailed ATDP command formats.

If the modify command is entered at the command level, EMP parses and
saves any optional arguments. The modify command has both long and short
command forms and depending upon which 1is used, various displays and
prompts appear. In the case of no command arguments, EMP prints a menu

of valid modification actions and then prompts the EM for the action
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desired. The selected action then causes a new menu to be displayed and
the €M is prompted to enter the new environment value(s). When finished
with this modification action, the EM is returned to the initial menu
which details modification actions. This was done so that the EM can
modify multiple values with one modify command. If command arguments are
present, they are parsed syntactically and errors cause EMP to re—prompt
for the bad value(s). When the modification has been made, in this case,
the EM is returned to the command Level. This is an important distinc-
tion between the long and short command forms. The short form enables
multiple changes to be made with a single modify command, with the EM
being prompted from menus. The long form validates the command
arguments, modifies the desired value(s) and returns to the command
level. Except for this external distinction, the two command forms
operate identically. If the system-wide environment values are modified,
EMP writes the new values in the system Global Environment (GENV) file.
The wvalues in this file are given to each WES user at logon. To alter
currently logged—-on user's values, a port message (BRCNG or SMCNG) is
sent to each FSMGP noting that an environment value has changed and indi-
cating the new value(s). System-wide values that can change include
bandwidth threshold and subsystem screening status. Notice, EMP does not
update each WES user's GENV file. Following the system-wide change, EMP
generates an audit event which details the change and new values. If a
specific user's environment values are modified, EMP writes a port mes-~
sage to the user's FSMGP, via the fsagn-i port, noting the change and new

value(s)., User environment values, like system~wide values, which can be
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altered are bandwidth threshold and subsystem screening modes. Again,
the EMP does not alter the WES user's GENV file. EMP generates an audit
event which details the change and new values. The final type of modifi-~
cation that can occur is WES user/Screener reassignment. EMP verifies
that both the WES user and Screener specified by the EM are logged onto
FSM. I1f they are not, EMP messages and re-prompts for user names. If
ooth names are valid and logged-on, EMP sends a port message (SCCNG), via
the faport, to the FSM Assignment Daemon (FASSD) indicating the user ID
and Screener ID to reassign. There 1is no communication between the
user's FSMuUP and EMP in this case. EMP returns to command level after
the port message has been sent. Notice, EMP does not directly reassign

WES users and Screeners and it does not generate an audit event.

If the profile command is entered at the command level, EMP displays the
WES wuser's profile. Profile followed by no optional command arguments
causes EMP to read the GLF and for each logged-on WES user, to form the
filename '"/fsm/usr/user-i/gprof”. This file contains the last wait con-

dition for this user. Additionally, the file contains the WES wuser's

terminal ID, WWMCCS subsystem and DTG of the wait. This information is

displayed, one line per user, on the EM's terminal. When the GLF file
has been exhausted, the EMP returns to command level. If optional com-
mand arguments follow the command, EMP checks the GLF for a match between
each argument and GLF WES user names (if the argument is longer than one
byte) or GLF terminal IDs (if the argument is a single byte). If no
match is found, the EMP prints a warning message and the EM is prompted

for a replacement name. If a match is found, the wuser ID of the GLF
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record is used to form the filename shown above and the file contents are o
formatted and displayed on the EM's terminal. As with the display com- :
mand, there is a Limit of five names following the command and remaining ?
names are ignored with a message. i
The final EMP command is one to terminate the program. Since EMP has no ﬁ:
input ports and automatic WES user/Screener assignments are performed by A
the FSM Assignment Daemon (FASSD), the EMP does not always need to be
running during FSM operation. If the EM enters the quit command, EMP -
exits. The EMP can be run at any future time the EM desires. s
3
35.2.6 Audit Trail Display Program (ATOP) f
ATOP performs all formatting and display of generated audit events. It E
also is wused to prevent the current audit file-pair from growing to an 5
unmanageable size. ATDP is invoked by using the HISTORY command in the E
-
Environment Manager Program (EMP). R
3.2.6.1 Global Data Usage. The following global data is used by ATDP: <
Current Audit File-Pair Contains logged audit events. E
GAUD-LOCK Audit files Lock mechanism. f
Saved Audit File-Pair(s) Contains previously logged audit events. 3
GAUD Audit description file. ;
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L1y 3.2.6.2 tLocal bData Usage. ATDP does not use any pertinent local data.
2.:;?',

'?’ 3.2.6.3 General Process Flow. After ATDP has prompted the EM for com-
jj; mand input (signified by ATOP printing a ">" on the EM's terminal) and
:éé has read it, argument parsing begins. This is a major phase of ATOP
f? since at least one command has several optional variables, with many
iy; variables also taking several optional arguments. The only restrictions
b; on command input are argument ordering. See Appendix D for detailed com-
i N mand syntax and descriptions. The ATDP command name is always the first
5_3 argument. In the LIST command, the flag variable is always second (if
5:3 present), followed by the event-name (if present) and the time-range (if
E&: present). Several non-fatal errors may be detected during this parsing
{Eﬁ phase and if an unrecognizable argument is decoded, ATDP prompts for the
_?: value again after printing a warning message detailing the problem.

S

If the command to ATOP is END, ATDP write-locks the audit files by cal-

3,: ling GFLOCK. This 1is necessary since ATDP renames the current audit
o file-pair and updates GAUD. ATDP renames the current audit file-pair

'; from "current" to the DTG of the END operation. For example, ENDing the

o

P current audit file-pair on April 2 at 12:05:30 causes a rename from
1)
Nt "current.e” to "0402120530.e" for the Event file and a rename from

.. "current.t” to "0402120530.t" for the Text file to take place. ATDP then
!éﬂ updates GAUD (audit files are still write-locked) to change the filename

..,

)

% of the old current file to the new DTG and to create a new current record
?{; with the filename of current and the DTG of file creation. Then, ATLP

-

Ny,

2 unlocks the audit files by calling GFUNLOCK.
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If the command is QUIT, ATDP exits back to the Environment Manager Pro-

cess from which it was fork/executed.

If the command is LIST, ATDP checks the second argument for a flag value.
If it is a flag argument, it must be preceeded by a "-". The flag indi-
cates method and destination of the output. Methods include paging and
no paging. Destinations include terminal and printer. I1f the second
argument is preceeded by a "-" and the remaining character is not a valid

flag argument, a warning message is printed and the flag is ignored.

ATDP checks the next argument, if any, for an event name keyword. If a

i DAL g 4

valid event keyword is found, and there is no valid event type following

PL A

it, ATDP prompts the user for a List of event types. Otherwise, ATDP

oy

decodes the event type and sets the appropriate internal flags. Event

Yot 4

N

types include FSM user names, WWMCCS subsystem names and event codes.

2]

L

This argument serves to limit ATDP output to a selected subset.

;
g

- . e s m

ATDP checks the next argument(s), if any, and expects to find valid time

e

-

ranges or time keywords. A time range is a numeric string indicating

7

month, day, hour and minute or a time keyword. If the remaining

34

s

argument(s) are not valid time ranges, a warning message is printed.

3¢ iaedne

ATDP also reprompts the user for the correct time range. Time ranges,

like event types, serve to Llimit the output to a selected subset of

D R R

events.

L e -

Once all arguments for LIST have been parsed, validated and internal pro-

gram flags set, ATDP reads the GAUD file from the beginning, searching
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for the first audit file-pair whose date of last modification is greater
than the LIST start-time. 8y default, the start-time is midnight on the
current day. Once a file has been found, ATDP opens it for read-only.
Each event is read from the Event file and its FEVTIM (DTG of the event)
is compared with the start- and end-times to Llist. If the record is
within the specified time range, ATDP checks the event name condition(s),
if any. By default, all event types are chosen. If the event record
satisfies the event name condition(s), it is printed out. The event's
text, if any, is read and written to the output destination in a byte-
by-byte fashion. When the current event is done, ATDP reads the next
Event file record. At end of file, ATDP gets the next audit file-pair in
the GAUD file. ATDP stops looking for next event records (files) when

the DTG of the event is greater than the end-time.
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APPENDIX A

%ﬁ FSM CONTEXT TABLES
¥

ey A.1 OVERVIEW

e The Llow-level context tables which are used by the FORSCOM Security Moni-
‘ tor (FSM) are produced from high-level files created with the UNIX text
editor, ed. A C program named Conbuild exists which makes the transtor-
mation from the human-oriented, high-level files to the machine-oriented,

low-level files.

Using Conbuild offers many advantages in context table construction. All

«

::E labels used are symbolic and thus do not require alteration if the file

5: is changed. Non-printing ASCII characters can be easily entered and
; visually checked. In addition to generating correct low-level tables,

:§:. Conbuild checks and verifies high-level values. Errors detected in the

i'i high-level tables can be quickly pinpointed and corrected.

W

o Conbuild accepts three high-Level files and produces three Low-level

i&é files: context, halting delimiter and text. The formats of the high-
ot

level files are detailed below. The halting delimiter and text files
) make use of special symbols to visualize non-printing or hard to see

characters. Special symbols are character strings preceeded and followed
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Zé‘? by a vertical bar (*|"). Conbuild translates the special symbols into =)
l the appropriate character sequence. Special symbols include: s,
L .
it h
‘ﬁ
o o
o | one blank 0
i Ibell] terminal bell W
N lerl carriage return 1.
. lctl=A] control-A o
? JLfl Line feed i
\! Int| new line (carriage return, line feed) S
oy I null byte oy
5%5 A.2 CONTEXT ;
e ¥
f&g The high-level context file follows this format: '
:':’. .l
£ ;
o Cs Cp Dh bf SS Lpfl C!comment]
e Ts cn bf gs gt (sf]  [!comment] ¢
h "‘\.. w
e : s
[, - [
-‘.:{ . [\
Ts cn bf gs gl (sfl C!comment] )
\ N,
153: The first line of every context is the context header. The fields are: a
2% N
o ]
' 3; 1. Cs == The context Llabel o
>
ﬁ& This symbolic Label serves to identify this context. It can !
doaly N
353 be wused by other contexts (as a pop-up reference, following 5
L 4

an abnormal match) and subcontexts (as a go-to context, fol-

lowing a match).

e

P

-

Y-

2. Cp -— Pop-up context

If, during normal context processing, an input is received

o

from the user or system which cannot be matched in any of the
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subcontexts, a "pop-up" is effected. This Label serves to
symbolically identify the context to process next, in the

event of a pop-up.

Dh -- Halting delimiter set

The halting delimiter set is identified by this symbolic
label. It is an offset into the halting delimiter file where

the desired delimiter set can be found.

bf -- Context header bit flags

The header bit flags are positional and represent the fol-

lowing:

Source of next input

This bit flag can take the value "uU" (user
input), "S" (system output) or "B" (both). This
flag identifies the location of the next input to
process. In the degenerate case of both, polling
is done and the first input received is pro-

cessed.

Length of next input

This bit flag can take the value "R" (repeating)
or "N" <(non-repeating). In the case of multi-

line system outputs, such as bare TCON skeletons,
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o3

multiple reads will need to be performed to

E5 5 -5 505 )

obtain the entire output. This occurs because

S
. At
%

iR )

the read function stops reading when a halting

delimiter is encountered. One Llogical system

LehL el

x
-

output may contain many halting delimiters.

}'
-
-~

-

s
WP &

o

Matching of next input

This bit flag can take the value "F" (fixed) or

“v'* (variable). The flag identifies the type of

:;U'J'—'.:

matching to be performed, during repeating reads

ZEE

only. This flag does not supercede the subcon-

' ol
I

.

text fixed/variable bit flag.

X

= XA

Subsystem entry to audit

.
e

; z
‘& ¥

This bit flag can take the value "A" (audit) or

— a w
-
4

"N (no audit). The flag, if "A", causes an
audit event to be generated that records the fact

that a new WWMCCS subsystem was entered.

ss =— Subsystem name

This field contains the name of the WWMCCS subsystem which
this context item pertains to. The field is used for audit

purposes when the audit bit flag is set.
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o

b .

B« 6. pf =— Pop-up function name

“ This optional field, if present, contains the name of a C
; , function to execute which will simulate user input, so as to
Hh

) effect a pop-up to the pop-up context.

:. 7. ! comment

-

An exclamation mark followed by anything can appear at the

end of any context header lLine. It is ignored by all pro-

-
e

grams. ALl comments are optional.

W‘ N o

i Each Line of input following the context header is a subcontext item that
T is part of the context item. The fields are:
A 1. Ts == Text string to match on
; This symbolic Label identifies the text string to use when
- matching input. It is an offset in the text file of a null-
terminated string.
X -
W 2. Cn -- Next context if match made
Y
o If this subcontext's text matched the input, use this sym-
% bolic Llabel as the next context to process. It is an offset
; in the context file of a context item.
;
v
K3
-
'Y
N -
" A-S5
'y
L/
N
y

o
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3. bf -- Subcontext bit flags

g
!vg' The subcontext bit flags are positional and represent the t,
Nad ?.
N following: k)
by h
A I
1% n
i Type of matcning to perform 'Y

5 }
!-\': i
N .
Al This bit flag can take the value "F" (fixed) or A
“fn.' ¢
‘X'l "V" (variable). The value determines the type of -
‘ X
o matching to perform on the 1input received. A ]
& K
’:{g fixed match compares the input against the text o
N string byte-by-byte. A variable match compares ;
> :
.::ﬁ the text string against the input, Looking for a N
'ésg match anywhere. :

-
B

ii. All or partial match

-

)
ot

5
-

; .
L) by
e :
9&3\ This bit flag can take the value "S" (substring) Ny
:-‘03 .
AR . . . . .

e or "N" (no-substring). Used in combination with 3
i
ﬁs‘ the previous bit flag, it denotes whether the '
¥ )
A )
:ﬁJo entire input is to be matched against, or only !
B ) »
4 A )
@ﬁ? part of it. Fixed no~substring requires that the ©
"; . input and the text string be of equivalent sizes, g
L

[ 3
o order and each byte matches (i.e. an exact h
ﬁg.? match), Fixed substring requires that a smalt L)
1%A part of the text string match the input exactly. -
oo l
2 - Following a match, the text string is used and Bt
v i
:*); not the input that was received. Variable no-
. {
! |
';t ,.l e
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substring involves no matching and is otherwise

b o
T T

termed a "null subcontext". This can be thought

of as a "wildcard" and will match any input.

-l .-
s e

Ay

Variable substring is similar to fixed substring,

with the exception that the input is used, rather

than the text string.

Special function necessary

This bit flag can take the value "F" (function
required) or 'N" (no function required). This
flag denotes whether the optional field "sf" will

be present or not.

Validity of input

This bit flag can take the wvalue "v" (valid
input) or "I" (invalid input). Following a match
between the received input and the text string,
this bit is checked and if not set, the input is
not allowed to proceed due to its invalidity.
This occurs in subsystems which have commands
that FSMGP does not allow to be used. Ffor exam-
ple, the TCON OLD command is a valid WWMCCS
input, but is not part of the subset of WWMCCS

operations that FSM allows.
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Ve Source of input

This bit flag can take the value "U" (user input)
or '"S" (system output). In the event that the
header bit flag was "Both", this bit flag identi-
fies whether this subcontext pertains to the

received input or not.

vi. Disposition of input following match

This bit flag can take the value "E" (end of
current input) or "B" (beginning of next input).
Its use is limited to variable substring matches
and serves to identify whether the substring
matched is part of the current input, to be down-
graded, or is the beginning of the succeeding
input. The flag will normally be "E", signifying
that the substring matched is to be downgraded

with the rest of the input received.

gs == Start of fixed substring match

This field pertains only to fixed suostring matches and in
that event, gives an offset into the text string to use in
matching. The length of the substring, since it 1is not

null-terminated, is given by the next field, "gl".
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3§:ﬁ
:ﬁﬁ S. gl == Length of fixed substring match
" This field pertains only to fixed substring matches and in
.o‘.:i
2} that event, gives a length from the start of the substring to
ﬁﬁ’ use in matching. In the event that the substring defined by
. these two fields is matched, the input received is discarded
e
353 and the entire text string is used as the input.
O
e
i 6. sf =—— Special function name
ot
!'5 This optional field, if present, contains the name of a ¢
:
:\" function which can be to perform special actions in regard to
W
? ’ the input received, following a successful match. Initially,
N2 . .
5iﬁ this field only pertained to user input and was lLimited to
d -".l'
‘;; validating complex user inputs so as to reduce the possible
N number of error messages received. Since that time, the con-
A
;; X cept has been generalized to include system output as well.
g‘: The special function can implement any special actions that
' »
. are not normally performed during the FSMGP's processing
i
!'::I Loop.
S
Do)
y
0 7. ! comment
'%E An exclamation mark followed by anything which appears at the
A
12N end of a subcontext input Line is regarded as a comment and
Ll
¥
] is ignored by all programs. It is optional.
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Context items, which include the single context header followed by zero

l.-
-
»
-
-

or more subcontext items, are delimited from each other by a blank Lline.

Ay ;
H . L
AWy A.3 HALTING DELIMITER f
);:i’;: )
%ﬁ ‘ The halting delimiter file follows this format: g
€ ..

flfy s d1°d2" ... di*"
A o
&'::!:" r
‘:t Y .
‘N‘ Ds di
e d2"
! 8 . g
1 .4 .

,od .
[ _.-::J di®" "
4 :\: \
gfﬁ- Each halting delimiter set contains one or more halting delimiters. Hal- ;
L ]

ting delimiters are delimited from each other by a special character that

is called a "pseudo-null". This character will be recognized as a meta-

symbol and translated to a null byte everywhere it is encountered. The

EC I

W pseudo-null character is a carret ("""). This indirection is necessary
(53§ due to the editor's inability to insert nulls in a file. Each halting

3 delimiter set is doubly null-terminated.

- -

The fields in a halting delimiter set are:

P

M 1. Ds ~- The delimiter set Llabel

This symbolic Llabel 1is used in the context file as a

i}:i—
v
)

oTate . A

reference to a delimiter set.
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e
% 2. dj == The halting delimiters
G
¢ Each halting delimiter is null terminated and can contain any
n meaningful characters that are legitimate halting delimiters.
4
)
{5 Typically, halting delimiters will be new-lines or carriage
. returns.
#.. .
R,
g' A halting delimiter set can be entered on a single Line or on multiple
. lines, as desired. It is best NOT to split a halting delimiter across
0
a new-Llines, however, it will be interpreted correctly. In the event
b

L)
"
& multi~line input is used, following the new-line there must appear a tab.
)
4 This serves to denote that the set is not yet terminated, as well as pro-
- viding a visual mnemonic to that effect.

' dalting delimiter sets are delimited from each other by a blank Lline.
W

o)
W
e
? A.4 TEXT STRING
:" e —
=§ The text string file follows a similar format to the halting delimiter
4
“ file. The format is:
)
iy
e

Ts ttetttt ... ttt”

kS, or
R
N Ts ttt
»Y tett
9 .

X 13448
W)
&
[
§ A= 11

X,

»
K; Py
‘ N
0 ’
“W! . ]

AR
lby !‘1 L]
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. . )
o)
ft?g:l '
[\ [
o
X ;
' . ’ ;\
‘v »”
ik "»
'F‘. Each text string contains zero or more characters and is terminated by :
LR
- the ‘"pseudo-null" character, as described above. Each text string A
A ¢
:§f' requires a unique label and is delimited from other text strings by a
1564
%
oy blank Lline. "
3 W ol
\
o The fields are: !
i
[ e
' f ] -
o} 1. Ts =— The text string label !
e
™ This symbolic label identifies the text string and is used in :
ey .
& . .
‘ 3§ the context file. It must be unique. 3
" ",
._q. »
22 2. t -- The text string :
[ - 2
,u-’f'j N
Sgi The text string must be null-terminated and can be entered on %
' . . .
o . a single input Lline or on multiple lines. If using multi- v
ﬁﬁg Line input, following a new-line there must be a tab. Simi- N
K :
{?& lar to the halting delimiter file, this provides an indica- R,
) |
""in ‘
ﬁﬂ. tion that the text string is not terminated. ¢
g )
2, " 1
4d 'i‘.
g A.5 SOURCE CONTEXT TABLES ]
™ ’.
o Following is a Listing of the source context files for the teletypewriter f
ol ]
M ! and wang terminals which were used during the PROUD SPIRIT exercise. |
Onhlon
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"'i‘. K
.A\ - "
' : "
4. ‘!
.Q
‘:I. *: .’
) ||
,gl!" O
. o
e '
D J
X \

A - 12 S

. P
% =
- o

Wy ; AR P o P T T o P I P TR T PN AN N, ot A o L et ORI TR L
Y e T R R S i e g Tl T S MO LA A s 4w S S TN I A ot AT S AN N



A.5.1 Source Context File (GCONT)

The context file which follows has had its comments truncated to eighty

columns in order to fit onto the page. ALl essential data is otherwise

">
"

intact.

-
o s T )

D1 outnup ! begin tty/wang logon
VSNVSE ! "1316400" (Line number)
VNNVSE ! (anything else)

- ———
£

.'k._

020 outnup ! system prompts for subsystem
VSNVSE ! "PROGRAM NAME -"

psg

-_

040 outnup ! user enters subsystem
FNNVUE ! "tss"
FNNVUE ! "tlcf"

D30 outnup ! Begin TSS Logon
FNNVSE ! “TERMINAL "

AN Py T

D1 outnup ! system identifies terminal
VSFVSE termid ! "nn" (terminal id)

o T

D50 outnup ! system prompts for userid
FNNVSE ! "USERIDSPASSWORD ... "
FNFVSE locked ! "LOCKED" (terminal is locked)

040 outnup ! user enters userid
VSNIUE ! <uid>$<pw>/scc/scec Cinvalidl
VSFVUE getuid ! <uid>$<pw>

040 outnup ! system re-prompts for userid
FNNVSE ! "USERIDSPASSWORD ... "

D40 outnup ! user enters userid (last chan
VSNIUE ! <uid>$<pw>/scc/scec Cinvalidl
VSFVUE getuid ! <uid>S<pw>

o Ty

01 outnup ! system prompts for ident
FNNVSE ! "IDENT?"

o ]

040 outnup ! user enters identifier
VSNVUE ! <ident>

- e e -
- .

D110 outnup ! system responds to ident

-
-
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FNNVSE
VSNVSE
FNNVSE
VSNVSE
FNNVSE

! "CLASSIFICATION OF YOUR OUTPUT?"
! "CLASSIFICATION OF YOUR OUTPUT?"
! "classification of your output?"
! "classification of your output?”
! "IDENT?" (previous one bad)

[«NoNoNoNo]

040

FNFVUE
FNFVUE
FNFVUE
FNFVUE
FNFVUE

(7]
ow

outnup ! user enters output class
getcls ! uzz
getcls ! ufo
getcls ! czz
getcls ! szz
]

getcls ! swp

COoO0O00 -

0130

FNNVSE
FNNVSE
FNNVSE
FNNVSE

-t
w
w

outnup ! system responds to output cla
! "CLASSIFICATION OF FILES ... "
! "classification of files «oa "
! "ILLEGAL CLASSIFICATION CODE"
! "illegal classification code"”

oCcC oo

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

w
w

outnup ! user enters file class
! uzz

! ufo
! cz2
|
{

! szz
! swp

OCOoCooOo-

0150

FNNVSE
FNNVSE
VSNVSE
FNNVSE
FNNVSE

(%]
(%]

outnup ! system responds to file class
! “SYSTEM ?" (only)

! "SYSTEM ?" (after pop-up)

! "SYSTEM ?" (preceded by message)

! "ILLEGAL CLASSIFICATION CODE"

! "illegal classification code"

ocooocowv
oocoocooco-

D40

FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

[%]
w

outnup ! user enters TSS subsystem
! acce (ss)

! acces (s)

! access

! Llist (with no arguments)

vumc L ! list

! sios

! tcon

! wwdm (s)

! wwdms

! bye (lLogoff)
t Listl (with no arguments)
vumcl ! Listl
1

]

|

|

LR ARy
) ':-"oq:’.d'.‘l‘{f

2)

! wwdm n(ew)

! wwdms n{ew)
! wwdm new

! wwdms new

e
e

COO0O0O0OCO0O00000O0O0O0O0CC
[eNeoloNoNoRojojojeNaooRaajola ]
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c2u0
T30

€210
T40

€220
T50
T51

€230
T60
T61

€240
750

€250
T60
T61

€260
T90

€270
T100

C280
T110
11
T90

€290
T121
T122
T123
T124
T125

€990
7995
7991

€999
m™

¢1000
T1000

€1010

€999
ce10

€999
€220

€999
€230
€999

€240
€230
€260

€999
cesu

€999
€250
€260

€999
ce70

€999
€280

c999
€290
€290
€270

€999

€11000
€11000
11000
€11000
€11000

€999
€999
€990

€999
€999

€150
€1020

€150

030
FNNVSE

01
VSFVSE

p50
FNNVSE
FNFVSE

p40
VSNIUE
VSFVUE

040
FNNVSE

D40
VSNIUE
VSFVUE

01
FNNVSE

040
VSNVUE

0110

FNNVSE
FNNVSE
FNNVSE

040

FNFVUE
FNFVUE
FNFVUE
FNFVUE
FNFVUE

D990
VSNVSE
FSNVSE

D999
VNFVSE

01000
FNNVSE

01000

NFN

SNVN

SNFA

SNFN

LCF

TSS
0

ACCESS
0

ACCESS

A=~ 15

outnup ! Begin TLCF logon
! "TERMINAL "
outnup ! system identifies terminal
termid ! “nn" (terminal id)
outnup ! system prompts for userid
! "“YSERIDSPASSWORD ... "
locked ! "LOCKED" (terminal is locked)
outnup ! user enters userid
! <uid>$<pw>/scc/scc Cinvalidl
getuid ! <uid>$<pw>
outnup ! system re-prompts for userid
! "USERIDSPASSWORD ... ™
outnup ! user enters userid (last chan
! <uid>$<pw>/scc/scc Linvalidl
getuid ! <uid>$<pw>
outnup ! system prompts for ident
! "IDENT?"
outnup ! user enters identifier
! <ident>
L 4
outnup ! system responds to ident
! "CLASSIFICATION OF YOUR OUTPUT?"
! "classification of your output?"
! "IDENT?" (previous one bad)
outnup ! user enters output class
getcls ! uzz
getcls ! ufo
getcls ! cz2
getcls ! szz
getcls ! swp
exit ! system accounting info
! "#xon at ... "
! "LINE TERMINATED CP"
exit ! end of the Line !
exit ! fsmgp termination !
outnup ! begin access
! "FUNCTION?"
outnup ! system prompt for 2nd+ passes

A

g P




A%
2N
."r
KXY,
1 \ d
4138 &
'1..;' ¢
;a# T1000 C1020 FNNVSE O 0 ! "FUNCTION?"
- €1020 C150 040 UNFN  ACCESS outnup ! user enters acecess function
- T1020 C1030 FNNVUE O 0 ! mf (modify file)
ik T1021 C1030 FNNVUE O 0 ! fm (file modify)
% T1022 €150 FNNVUE O 0 ! done
e T1023 €150 FNNVUE O 0 ! <carriage return>
oY
‘ €1030 €150 D1030  SRFN ACCESS outnup ! prompt user for catalog
sy 71030 €1040 FNNVSE O 0 ! "CATALOG STRUCTURE TO WORKING LEVEL?" M
B €1040 c150 040 UNVN ACCESS outnup ! user inputs catalog string '
*,: T1040 C1050 VNFVUE O 0 vumci ! <cat string> f
S, T1023 C1050 FNNVUE O 0 ! <carriage return> (only) ‘
ey €1050 €150 D1050  SNFN ACCESS outnup ! system prompts for file
; T1050 €1060 FNNVSE O 0 ! "FILE TO BE MODIFIED?"
k%; T1051 €1030 VSNVSE O 0 ! “ERR-FIELD STARTING WITH...TOO LONG"
$\1 \
Qb» €1060 €150 D40 UNVN ACCESS outnup ! user enters file name !
e T1040 C1070 VNNVUE O 0 ! <filename>
e T1023 C1010 FNNVUE O 0 ! <carriage return> x
r o T1060 C€1060 VSNIUE O 0 t / Cinvalidl
N
‘kﬁz €1070 150 D1050  SNFN ACCESS outnup ! system prompts for new file n
K2y T1070 C1080 FNNVSE O 0 | "NEW NAME?"
: T1051 €1050 VSNVSE O 0] ! "ERR-FIELD STARTING WITH...TOO LONG"
S €1080 150 040 UNVN ACCESS outnup ! user enters new file name \
! \
?; T1040 C1090 VNNVUE O 0 ! <new filename> \
.v Sn ‘
e €1090 ¢150 D105S0  SNFN ACCESS outnup ! system prompts for file size
oy T1090 1100 FNNVSE O 0 ! "NEW MAX SIZE IN LLINKS?"
(L T1051 ¢1070 VSNVSE O 0 ! "ERR-FIELD STARTING WITH...TOO LONG"
"' . N
;}wq €1100 €150 040 UNVN ACCESS outnup ! user enters file's new size ;
A T1040 C€1200 VNNVUE O 0 ! <new file size>
“ 5 .
Hhe €1200 €150 01200  SNFN ACCESS outnup ! system prompts for new passwo
» T1200 €1210 FNNVSE O 0 ! "NEW PASSWORD?"
’f¢: T1201 1090 FNNVSE O 0 ! "ERR—MAX SIZE ILLEGALLY STATED"
ey
LT €1210 €150 040 UNVN  ACCESS outnup ! user enters new password :
9994 T1040 €1220 VNNVUE O 0 | <new password> '
VA B
o €C1220 €150 D1050  SNVN ACCESS outnup ! system prompts for general pe 3
‘5§§ T1220 €1230 FNNVSE O 0 ! "GENERAL PERMISSIONS?" )
;S:;,‘ T1051 C1200 VSNVSE O 0 ! "ERR=FIELD STARTING WITH...TOO LONG" ]
"W )
Q&%s 1230 c150 040 UNFN ACCESS outnup ! user enters general permissio b
LA
i"& J
?:::3:. A-16 ;
e )
i !
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71230
T1231
T1232
T1233
T1234
11235
T1236
T1237
T1238
T1239
T1023

C1240
T1240
T1051

€1250
T1250
T1251
T1252
T1253
T1254
71255
T1256
T1257
T1258
T1259
71023

€1300
T1240
T1300
T1301
T1302
T1051
T1303

€1310
T1040

€1320
T1320

€2000
72002
72020

€2001

€1240
C1240
€1240
€1240
€1240
C1240
€1240
C1240
€1240
C1240
1240

€150
€1250
€1220

€150

€1300
C1300
c1300
€1300
€1300
¢1300
€1300
€1300
€1300
€1300
€1300

€150

€1250
c1310
€1320
C1240
C1240
c1010

€150
€1300

€150
€1060

€2004
€2010
€150

C2004

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

D1240
FNNVSE
VONVSE

D40

VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
FNNVUE

p1300

FNNVSE
FNNVSE
FNNVSE
FNNVSE
VSNVSE
VSNVSE

040
VNNVUE

D581
FNNVSE

0510
FNNVSE
VSNVSE

0501
FNNVSE

CO0OO0O0C0COO0O0OOC

SNVN

NVN

0O00CO0OCoOO0OO0OO0OCC

NFN

cCoooocow

[ ] =
-4
<
=2

SNFN

SNVA

SNFN
0

CoOoOOoOO0OO0OO0OO0CCQCOOO

ACCESS

ACCESS

[eNeNaNofoNoNoNoaNeNe

>
(2]
[=]
m
(%]
[7,]

[eNoNoNalo)o)

ACCESS
0

ACCESS
0

TCON
0
0

TCON
0

read

r (read)
execute

e (execute)
write

w (write)
append

a (append)
modify

m (modify)
<carrijage return>

om e ren fum Gem Sem Cmm pam Sem sem sem

outnup ! system prompts user for speci
! “SPECIFIC PERMISSIONS?"
! "ERR~..." (several types)

outnup ! user inputs specific permissi
read/

r/ (read)

write/

w/ (write)

append/

a/ (append)

execute/

e/ (execute)

modify/

m/ (modify)

<carriage return> (end specific permi

outnup ! response to above permissions
! “SPECIFIC PERMISSIONS?"

! "MORE?"

! "SUCCESSFUL."

! “"ERR-PERMISSIONS ILLEGALLY STATED"

! "ERR-..." (several types)

! "REQUEST DENIED-"

outnup ! user enters more names
! (anything)
outnup ! system prompts for file name

! "FILE TO BE MODIFIED?"

outnup !tcon startl
1<all>TCON VERSION 6.3, JUNE 1976<SP><C(
!NO TEMPORARY FILE SPACE CODE

outnup !tcon first question
!1<al L>FUNCTIONAL AREA?

Lo B i g

«,

K5 X R

LB

e e o e Lt

’i
*
a2
{

i




og

I‘Q*
"
2

L

)

-
-

Ao

]
- -
-
-

<
%
AT AT

=l WP

el
-

- = O - ’_“
SHRrRet
s ed sy 2l

PAY ey

x>

o

S

A

PR IR W )
4

A
A

(127
»

&

2
-
-

-
A

LSRR RN o fy W Tyt
s e

€2003
72100

C2004
T150
T150
T2000

c2010
T2030
12040
T2100

€2015
T150
T150
12000
12201

c2016
T2100

2017
T2001

€2018
T2030
T2040
72100

€2020
T2110
T2110
12190
T2200
72201
T2120

€2030
T2130
T2140
T2640
T2645
T2162
T2160
T2180
12181
72100

€2042

S

()

€2004
€2001

C2004
€160
€160
€2003

C2004
€2020
€4020
€150

€2015
€160
€160
2016
€2070

€2015
c2017

€2015
c2018

€2015
€2020
€4020
€150

€2015
€2030
€2030
€2020
€2070
€2070
€150

€2015
€2020
€2020
€3000
€3000
€2800
€2800
€2042
C2042
€150

c2015

04U
FNNVUE

D509

FNNVSE
VSNVSE
FNNVSE

D40

FNNVUE
FNNVUE
FNNVUE

0509

FNNVSE
VSNVSE
FNNVSE
FNNVSE

040
FNNVUE

D501
FNNVSE

040

FNNVUE
FNNVUE
FNNVUE

0520

FNNVSE
VSNVSE
FNNVSE
FNNVSE
FNNVSE
FNNVSE

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
VS FVUE
FNNVUE
FNNVUE
FNNVUE

0530

NFN

OocooOoocow

NVN

[eNeolooNoNaleRoNe N o

%)
2
m
4

Qocoocoo-

[eNeoRoNolejoNoNa)eR ]

-
(o)
o
r 4

CON

CON

A-18

'

"

«, .
-I-I

4" 4 -':;\- N- » oy .’;‘,’:..'-)..-‘ \-..'
v N A D) - v .

o’

-

LRV S Ny
A,

outnup ‘user hits <nl>
1<all><CrR>

outnup !back to system or top
ISYSTEM ?

ISYSTEM ? preceded by message
ITCON VERSION 6.3, JUNE 1976

outnup 'user input functional area
1<all>fs

t<all>dem

1<al L><CR>

outnup !back to system, top or type?

I SYSTEM ?

'SYSTEM ? preceded by message

!TCON VERSION 6.3, JUNE 1976

1<CR>SNL> TRANSACTION TYPE ?2<SP><SP>

outnup !user hits <nl>
1<CR>

outnup !tcon first question
{ FUNCTIONAL AREA?

outnup l!user input functional area
'fs

!dem

1<CR>

outnup !system asks for old or new
1<c2010(t2030)>0LD OR NEW-

10LD OR NEW-

1<c2030(t2140)>READY

1<al L><CR><NLO><SNL><CR><NLO>TRANSACTION T
1<al L><XCR>SNL> TRANSACTION TYPE 7<SP
1 FUNCTIONAL AREA BUSY

outnup l!user response to old or new
1<all>new<CR>

1<al L>n<CR>

1<all>old<CR>

t<al L>o<CR>

vumc2 1<all>old <filename>

vumc?2 '<all>o <filename>
!<all>same<CR>

1<all>s<CR>

1<al L><CR>

outnup !sys resp to same

R I N R S R % 0]
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FEUR LR LNUNLUY SV LUNLUN LS W LW W os |

R
‘;E‘
"
<"
oy
WY T2210 C2020 FNNVSE O 0 1<all>YQU PRESENTLY 00 NOT HAVE A CURRE
i T2190 €2800 FNNVSE O 0 IREADY :
;:}: €2050 €2015 0510 SNVN TCON outnup !tcon start2
) T2002 C2018 FNNVSE O 0 ITCON VERSION 6.3, JUNE 1976
: T2020 C150  VSNVSE O 0 INO TEMPORARY FILE SPACE CODE
*:., €2070 C2015 040 UNVN TCON outnup !user input transaction type
. T2290 C2692 FNNVUE O 0 1<c2020(t2200)>a
B T2300 C€2692 FNNVUE O 0 1<c2020(t2200)>a a
) T2310 C2692 FENNVUE O 0 1<¢2020(t2200) >aa1
iy T2320 C2692 FNNVUE 0O 0 1<c2020 (t2200)>d
Y T2330 C2692 FNNVUE O 0 1 <c2020(t2200)>e
s T2340 C2692 FNNVUE O 0 1<c2020 (£t2200) >h
T2350 C2692 FNNVUE O 0 'j
T2360 €2692 FNNVUE O 0 'k
T2370 C2692 FNNVUE O 0 ka1
T2380 C€2692 FNNVUE O 0 "
T2390 C2692 FNNVUE O 0 'm
T2400 C€2692 FNNVUE O 0 'n
T26410 C2692 FNNVUE O 0 p
T2420 C2692 FNNVUE O 0 tr=1
T2430 C2692  FNNVUE O 0 1p=2
T26440 C2692 FNNVUE O 0 1r11
T2450 C2692 FNNVUE O 0 1r12
T2460 C€2692 FNNVUE O 0 laak
T2470  C2692 FNNVUE O 0 ka2
& T2480 C2692 FNNVUE O 0 It
,&3 T2490 C2692 FNNVUE O 0 ly
i T2500 C2692 FNNVUE O 0 Ix
3 T2510 C2692 FNNVUE O 0 'z a
gt T2512 C2692 FNNVUE O 0 !jsb
T2514 C2692 FNNVUE O 0 1j b
T2516 C2692 FNNVUE O 0 'n a
- T2518 €2692 FNNVUE O 0 Inb
‘o8 T2519 C€2692 FNNVUE O 0 ! xxx
- T3030 €990  FNNVUE O 0 1<c2040>bye
K- 72100 C2050 FNNVUE O 0 1<c2040 c2072 c2020(t2201)><CR>
T2540 C2072 VSNVUE O 1] 1<c2040 c2072>dele(te) <transaction>
et T2520 €150  FNNVUE O 0 1 <c2040>done<CR>
- T2610 C2071  FNNVUE O 0 1<c2040> List<CR>
N T2612 C2071 FNNVUE O 0 I ListL<CR>
i T2611  C2071 VSFVUE O 0 vumcl  1<c2040>Llist <filename>
ol T2613 C2071 VSFVUE O 0 vumcl !listl <filename>
he' T2640 C€3000 FNNVUE O 0 1<c2072 (t2202) >0l d<CR>
b T2162 €2800 VSFVUE O 0 vumc2 !old <filename>
gk« T2550 2072 FNNVUE O 0 1<c2072>remove clearfiles
- T2555 C2072 FNNVUE O 0 1<c2072 c2040>remov clearfiles
Qn, T2560 C2072 FNNVUE O 0 1<c2040 c2072>remo clearfiles
B T2630  C2075  FNNVUE O 0 1<c2072 (t2202) >resave<CR>
.»_“ . !!
<. ps
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o T2631  C2075 FNNVUE O 0 1<c2072(t2202)>resa<CR>
o T2632 C2077 VSFVUE 0O 0 vumc2  !'<c2077>resave <filename>
’ T2633 C2077 VSFVUE 0O 0 vume2  1<c2077>resa <filename>
45 T2580 C2072 VSNVUE O 0 1<c2074> rese (quence)
.o T2600 C2074 VSNVUE O 0 1<c2020(t2200) ¢2072(t2202)>retr
"
S .
j:# €207 C2015 0506 SNVN TCON outnup !sys resp to list .
4 T2280 C2072 FNNVSE O 0 1<all>ready o
12281 €2072 VSNVSE O 0 !ready preceded by data/error =
o ,
il C2072  €2072 01000 SNFN  TCON  outnup !sys resp after ready(list), re .
oy T2201 C2070 FNNVSE O 0 ! <c2070(t2540)><CR><NL>  TRANSACTION .y
&ﬁ T2202 C2070 FNNVSE O 0 1<c2060 ¢c2070(t2560,t2555,t2550,t2580) 3
W, v
C2074 €2072 D599 SNVN TCON outnup !sys resp after retr »
Yy T2250 €2072 FNNVSE O 0 I <CR><NL>ILLEGAL PARAMETERSSP><SP><SP> M
L?Q T2202 2070 VSNVSE O 0 ! <alL><CR><NL>TRANSACTION TYPE 2<sP><sP If
N N ]
KA C2075 c2072 0581 SNFN TCON outnup !file name for resave Y
oy T2211  C2076 FNNVSE O 0 1 <alL><CR><NL>FILE NAME?<SP> 1
-&i €2076 C2072 40 UNVN TCON outnup !user input file name 2
18 T2100 C2072 FNNVUE O 0 1<al L><CR> ;
N T2100 C2077 VSFVUE O 0 vumc1 1<all><filename> N
L4
L"_t
i) €C2077 c2072 0502 SNVN TCON outnup !sys resp to file name
e T2221 C2072 FNNVSE O 0 1<c2070(t2633)><CR><NL><NL>ERR-FILE NAM
AxH T2202 €070 VSNVSE O 0 1<c2076 c2070(t2632)><CR><NL>TRANSACTIO
- €2080 C2691 0560 SRFN  TCON  outnup !a skeleton :
b5 T2660 C2690 FNNVSE O 0 1<all>a skeleton X
< h
- C2100 C2691 0560 SRFN  TCON  outnup 'a a skeleton g
\i“ T2670 C2690 FNNVSE O 0 !<all>a a skeleton "
# t
$3_ C2120 C2691 0560 SRFN  TCON  outnup !aal skeleton 4
e T2680 C2690 FANVSE 0 0 taal skeleton \
o v
L €2140 C2691 0560 SRFN  TCON  outnup 'd skeleton i
- T2690 C2690 FNNVSE O 0 t<all>d skeleton
R " « Y
NN C2160  €2691 D560 SRFN TCON outnup 'e skeleton .
agg T2700 C2690 FNNVSE 0 0 1<all>e skeleton -
f' > -]
g €2180 €2691 D560 SRFN TCON outnup 'h skeleton e
g T2710 C2690 FNNVSE O 0 1<all>h skeleton
SES
o C2200 €2691 D560 SRFN  TCON  outnup !j skeleton
k¥ T2720 C2690 FNNVSE O 0 I<all>skeleton
“ N
B 1% .
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a2y c2220
e, T2730
- €2240
L
Aoy 2260
T2750
e 2280
vl
2:$ T2760
Wi €2300
L7y T2770
ey €2320
N T2780
o\¢
R 2340
4 T2790
!l."l
L €2360 -
- T2800
A \v"'.
>
e €2380
‘{, 12810
e 2400
;: N, T2820
gl
3 :; - 2420
, 12830
W
. C2440
i 12840
»‘?
o3 2460
:.r T2850
)
2480
PYee T2860
J0d
ol 12870
i! St
s €2520
e T2880
O\,
4 \"‘\ CZS‘OU
N 73140
435
N
'
AN
R
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C2691
€2690

€2691
€2690

€2691
€2690

2691
C2690

C2691
€2690

€2691
€2690

€2691
€2690

€2691
€2690

€2691
€2690

€2691
€2690

€2691
€2690

€269
€2690

€2691
€2690

€2691
€2690

C2691
€2690

€2691
€2690

€269
€2690
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D560
FNNVSE

D560
FNNVSE

D560
FNNVSE

0560
FNNVSE

0560
FNNVSE

0560
FNNVSE

D560
FNNVSE

D560
FNNVSE

0560
FNNVSE

D560
FNNVSE

D560
FNNVSE

0560
FNNVSE

0560
FNNVSE

D560
FNNVSE

D560
FNNVSE

D560
FNNVSE

0560
FNNVSE

e

SREN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN

SRFN
0

™ -'r-'--’- LY |

Chad Wi ~ N”

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON
0

A-21

Lhe/d L .-

outnup 'k skeleton
I1<all>skeleton

outnup !'kal skeleton
I<all>skeleton

outnup !l skeleton
I<all>skeleton

outnup !m skeleton
1<all>skeleton

outnup !n skeleton
1<all>skeleton

outnup !p skeleton
!<all>skeleton

outnup !r-1 skeleton
{<all>skeleton

outnup !r-2 skeleton
!skeleton

outnup !r11 skeleton
Iskeleton

outnup !r12 skeleton
!skeleton

outnup l!aa4 skeleton
!skeleton

outnup !ka2 skeleton
!skeleton

outnup !t skeleton
!skeleton

outnup !v skeleton
i skeleton

outnup !x skeleton
!skeleton

outnup !z a skeleton
!skeleton

outnup !jsb skeleton
!skeleton
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€2560
73150

€2580
73160

€2600
73170

€2620
73180

C2690
T3070

€2691
T2050

€2692
73070

€2700
T3030
T3040
72520
12610
T2612
T2640
T2550
72555
T2560
T2630
T2631
T3011
T3012
T3000
T3001
72890
T3020
T3021
T3010
72100
T2960
T2540
T2541
T2940
T2980
12547
T2611
T2613

€2691
€2690

€2691
€2690

€269
C2690

€2691
€2690

€2691
€2700

c2710
€2691

€2710
€2700

€2710
€990

€2800
€150

C2730
€2730
€3000
€2710
€2710
€2710
€2711
c2711
€2700
€2700
cz2v20
€2720
€2720
€2720
€2720
€2710
€2720
€2720
€2800
c2700
C2720
€2720
€2700
€2730
€2730

.....

D560 SRFN TCON
FNNVSE U 0

D560 SRFN TCON
FNNVSE O 0

D560 SRFN TCON
FNNVSE O 0

0560 SRFN TCON
FNNVSE O 0

D550 SNFN TCON
FNNVSE O 0

D560 SRVN TCON
VSNVSE O 0

0560 SRVN TCON
VSNVSE O 0

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNIUE
FNNIUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
VSNVUE
VSNVUE
VSNIUE
VSNVUE
VSNVUE
VSNIUE
VS FVUE
VS FVUE

NVN CON

O0000O0000CO0O0O0O0O00ODO0OCOOOCO0OO0OOCODO0O0OOC
[eNeoNeoNelajeooojlejolajoooejoaeoojojlofojleoNeRoNoNeN ol ]

A - 22

outnup !j b skeleton
!skeleton

outnup !n a skeleton
!skeleton

outnup !n b skeleton
!skeleton

outnup !xxx skeleton
Iskeleton

outnup !end of skeletons
1<¢c2080¢2100¢2120¢2140¢2160 2180¢2200¢c2

outnup !remnants of skeleton after <br
I <KCR><NL>

outnup !variable skeleton
1<¢2070(t2290t2300t2310t2320t2330t2340)

outnup !user skeleton data entry
1<c2710(t2050) c2720(t3070)>bye

1<c2690 ¢c2710(t2050)¢c3071>d (done with
1<c2690>done<CR>
1<c2710(t2050)¢3071>List<CR>
1<¢e3071(t3070)>List LKCR>
1<¢2692¢2710(t£2050) >0 Ld<CR>
1€c2692¢2721(t3070)>remove clearfiles
1<c2710(t2050)>remov clearfiles
1<¢2710(t2050) >remo clearfiles
!resave<CR>

!resa<CR>

1<¢2710(t2050)>system<CR>
1<c2701(t2050)>syst<CR>
1<c2710(t2050)>test<CR>

1<c2710(t2050) >t<CR>

1<c2690>tn<CR>

1<¢2720(t3070) c2732>xmit<CR>
1<c2710(t2050)>x<CR>

1<¢c2690 ¢c2720(t3070) c3071>%<CR>
1<¢c2690 ¢2710(t2050)><CR>
1<¢2710(t2050) c2690>backward
1€c2692¢3071>dele(te)

t<all>feed(back)
1<¢c2721(t3080)>forward

1<c2710(t2050) ¢2721(t3070) >get <SP>
<all>help

vumc L 1<c2720(t3070)>Llist <filename>
vumc L 1<c2710(t2050)>Listl <filename>

.......................

e e e - -




T2542 C2700 VSNIUE O 0 I<all>next
T2543 C2700 VSNIUE O 0 !<all>nofe(ed)
T2162 C2800 VSFVUE O 0 vumc2 1€¢c2692¢2721(t3080)c3071>0ld <f
T2544 C2700 VSNIUE O 0 i<all>pass
T2545 C2700 VSNIUE O 0 I<all>rewi{(nd)
X T2546 C2700 VSNIUE O 0 I<all>skip
. T2548 C2700 VSNIUE O 0 1<all>voca(bulary)
W T2632 C2713 VSFVUE O 0 vumc2 ‘resave <filename>
) T2633 C2713 VSFVUE 0O 0 vumc? lresa <filename>
N T2580 C2710 VSNVUE O 0 '<all>rese(quence)
#» 72600 €2731 VSNVUE O 0 1<¢2692¢2710(£2050)¢c2721(t3080)c3071>re
0 T2161 C2710 VSNVUE 0 0 1<c2690>0l <filename>
N 12981 C2720 VSNVUE O 0 1<c2721(3070)>g<sP>
? T2160 C2710 VSNVUE O 0 1<c2690>0 <filename>
; 12891 C2710 VSNVUE O Q 1<c2690>tn
.. T2910 C2710 VSNVUE O 0 1<¢2720(t3070)>C
A T2060 C€2710 VSNVUE O 0 10<sP>
> T2061 C2710 VSNVUE O g 11<sP>
) T2062 €2710 VSNVUE O 0 12<SP>
W T2063 C2710 VSNVUE 0 0 13<sP>
o T2064 C2710 VSNVUE O 0 14<SP>
T2065 C2710 VSNVUE O 0 1 5<SP>
4 T2066 c2710 VSNVUE O 0 16<SP>
o T2067 C2710 VSNVUE O 0 1 7<spP>
195 T2068 C2710 VSNVUE O 0 18<sP>
jg T2069 C2710 VSNVUE O 0 19<sSP>
- T2961 €2720 VSNVUE 0O 0 1<¢2721(t3070) >
12941 €2720 VSNVUE O 0 1<c2721(t3070)>f
3 C2710 €2710 0570 SNVN TCON outnup !sys resp to skel data entry
53 T20S0 C2700 FNNVSE O 0 1<c2800c2730(t2281)¢2731(1t2240t2250)¢c26
&Y T3060 €2710 FNNVSE O 0 1<c2700(t2160t3010)><CR><NL>INVALID COM
Rl T3050 Cc2715 VSNVSE O 0 ! DATA TRUNCATED<LSP>
N €2711  €2710 0581 SNFN TCON outnup !sys resp to resave
% 12211 c2712 FNNVSE O 0 1<c2700Ct2631)>FILE NAME?<SP>
0
ﬁ 2712 €2800 040 UNVN TCON outnup l'user input filename
A T2100 C2710 FNNVUE O 0 I<alL><CR>
3 T2100 C2713 VNFVUE 0 0 vumc 1<all><filename>
‘1; Cc2713 C2710 0539 SNVN TCON outnup !sys resp to filename
B T2270 C2714 FNNVSE O 1] I<CR>XNL>DATA SAVED-
a T2196 €2710 VSNVSE O 0 IFILE *<filename>' DOES NOT EXIST—USE
o T2220 €2710 VSNVSE O 0 I<CRO>SXNL>SSO>FILE <filename> -- INCORRE
ﬁ 72221 €2710 FNNVSE O 0 1 <CR>SNL><NL>ERR-FILE NAME >8 CHARACTER
24 T2224 C2710 VSNVSE O 0 ! <CR><NL><NL>ERR-'<character>' IS AN IL
~' T2225 C2710 VSNVSE O 0 I <CR><NL><NL>ERR~FIELD STARTING WITH *'<
A
.*ﬁ C2714 C2710 D560 SNVN TCON outnup !end of data saved msg
X
O A - 23
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R
;¢g T2100
LN ]
€2715
e 72100
pad
vt c2720
Lz T2240
K 12657
T2658
v 12659
;;q 13090
‘s T3090
- 13060
o 2721
. 13070
::: T3080
A
Al €2730
- 12280
B T2281
.- 2731
e 12205
e T2240
> 12250
b 12657
aa T2658
S
! :‘:: c2732
M. T3070
iy
v 2733
) 12290
o T2300
::Ek 12310
¢ "-’:-',,' T2320
ey 12330
LAl T2340
L 12350
:& 12360
Y T2370
23? 12380
L, T2390
N 12400
T T2410
Ty T2420
PV 12430
i T2440
Syl T2450
g
OO
B
;’I‘.‘
\!.|.l
o
KD
a8
% »

€2700

c2710
c2710

€2710
€2710
c2721
c2721
c2721
€3060
€3060
c2710

2710
€2700
€2700

€2800
c2710
c2710

€2800
C2733
€2710
€2710
€2732
€2732

€2800
€2700

€2731
€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070
c3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070

VNNVSE

D40
VSNVUE

D580

VSNVSE
FNNVSE
VSNVSE
VSNVSE
FNNVSE
VSNV3E
FNNVSE

D560
VSNVSE
VSNVSE

0506
FNNVSE
VSNVSE

0598

FNNVSE
VSNVSE
FNNVSE
FNNVSE
VSNVSE

D560
VSNVSE

D40

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

UNVN

NVN

oOo0OoCcCoOoOOoOQOow

w
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SNVN

Oooo0o

ow
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OO0 0O0C 000000000000 C

TCON

CON

CON

coooo-+H
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CON

CO0000000O0O0DO0O0O0OCO0O0OO -

A - 24

1<filename><CR><NL>

outnup ! Jerl”
tanything

outnup ! ? “Elcr||nl|"R lecrl|nl]|"LEVE
ITRANSACTION xxxxxx NOT IN CURR FILE<SP
1<c2700(t2980t2981)><CR><NL>spaces<CR><
ITRANSACTION SEQUENCE NUMBER <CR><XNL>
1<c2700(t2960t2961t2940t2941)>ERROR MES
1<c2700(t3020)>TRANSACTION SENT. NEXT?<
I TRANSACTION SENT. NEXT?<SP>

IKCR><XNL>INVALID COMMAND AT THIS LEVEL<

outnup ! lerflnt]"
1<c2720(t2657t2659)>END OF TRANSACTION
1<c2720(t2659t2657)>MORE - = = =<CR><NL

outnup !sys out of Llist
!ready
1<¢2700(t2610t2611t2612t2613)>ready pre

outnup ! Jer|Inl|“TYPE *- *

1<c2700(t2600) >INVALID TRANSACTION TYPE
1<c2700(t2600)>TRANSACTION xxxxxx NOT I
1<c2700(t2600)><CR><NL>ILLEGAL PARAMETE
1 <CR><NL>spaces<CR><NL>TNCO00010spacesT
1<c2700(t2600)>TRANSACTION SEQUENCE NUM

outnup ! <CR><NL>
1<c2731(t2658)>END OF TRANSACTION <CR>

luser enters tran type
1<c2731>a
1<c2731>a a
laal

'd

le

'h

j

1k

tka1l

A 8

m

'n

'p

tr-1

Ir=2

'r11

'r12
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T2460
T2470
T2480
72490
T2500
72510
T2512
72514
T2516
T2518
12519

€2800
12110
12110
72190
T2200
T2200
T2201
T2201
T2222

€2990
T2130
T2140
T2640
T2645
T2162
T2160
72180
T2181
T2100

€2992
T2210
T2190

€3000
73110

€3010
12100
72100

€3060
T2290
T2300
T2310
T2320
72330

€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070
€3070

C4004
€2990
€2990
€2800
€3060
€3060
€3060
C3060
€2800

C4004
€2020
€2020
€3000
€3000
€2800
€2800
€2992
€2992
€150

C4004
€2800
€2800

€2800
€3010

€2800
€2800
€2800

€2710
€3070
€3070
€3070
€3070
€3070

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

D540

FNNVSE
VSNVSE
FNNVSE
FNNVSE
VSNVSE
FNNVSE
VSNVSE
FNNVSE

D40

FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
VS FVUE
FNNVUE
FNNVUE
FNNVUE

0530
FNNVSE
FNNVSE

0581
FNNVSE

040
FNNVUE
VNFVUE

D40

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
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TCON

CON
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A =25

-

Iq %'

laad
'kad
't

v

Ix

2 a
'jsb
'j b
‘n a
'nb
! xxx

outnup !variable tran type

10LD OR NEW-

{OLD OR NEW-
1<c2700(t2162)¢c3010¢3060(t2162)>READY
1<c2800><CR>SNLO>SNL><CR><NL>TRANSACTION
1 <CRO><SNL><NL><CR><NL>TRANSACTION TYPE ?
1<¢c2700(t2540t3040) c2992 ¢c2800(t2190)¢c
1<CR><NL> TRANSACTION TYPE 7<SP><SP>
I <CR><NL>ERR-FILE NAME >8 CHARACTERS

outnup !user response to old or new
'new<CR>

In<CR>

1oLld<CR>

1o<CR>

vumc2 told <filename>

vumc2 1o <filename>

{ same<CR>

1 s<CR>

I <CR>

outnup !sys resp to same
! YOU PRESENTLY DO NOT HAVE A CURRENT FI
1<c2990(t2180) >READY

outnup l!old file path
1<¢c2030 c2070(t2640) c2700(t2640) c3060

outnup !user input old filename
I<CR>
vumci 1<filename>

outnup l!user input transaction type
1<¢c2800(t2200t2201)¢3062(t2202)>a
1<¢c2800(t2201)>a a
1<c2800(t2201)>aa1

1<c2800(t2201)>d

1<c2800(t2201)>e
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FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
VSNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
VS FVUE
FNNVUE
VSFVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
VS FVUE
VSNVUE
VSNVUE

1<¢2800(t2201)>h
1<¢2800(t2201)>j

'k

tkal

t

tm

‘'n

!p

fr=1

lp=2

'r11

'r12

laad

! ka2

‘'t

v

!x

12 a

!'jsb

'i b

'n a

'nb

Ixxx

L

1<c2042 c3062(t2201t2202)>bye
1<c2800(t2201)¢c3062(£2202)><CR>
1<c3062(t2202)>dele(te) <transaction>
1<¢2720¢2800(t2201)>done<CR>
1<c2800(t2201)>List<CR>
1<c2800(t2201)>List LKCR>

vumcl 1<c2800(t2201)>Llist <filename>
vumcl 1<c3062(t2202)>Llistl <filename>
1<c3062 (t2202)>0Ld<CR>

vumc2 1<c3067>0ld <filename>
1<¢3062(t2201)>remove clearfiles
1<c3062(t2202)>remov clearfiles
1<c3062(t2202)>remo clearfiles
1<¢c2720>resave<CR>
1<¢c3062(t2202)>resa<CR>

vumec2 !resave <filename>
vumc2 Iresa <filename>
1<¢c3062(t2202)>rese (quence)
1<¢2800(t2200t2201)¢c3062(t2202)>retr

-
=
T’ ok

A

%

.
L2
-~

o

:"'—t
K

ERE:

-’
Vi
- - e

22
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0506
FNNVSE
VSNVSE

-4
<
2

outnup !sys resp to list
1<c3060(t2610)>ready
1<c3060(t2610t2612 t2613)>ready precede

oQow

01000 outnup !sys resp after ready(list), re |
FNNVSE 1<c3060(t2540)¢3070(pop) ><CR>SNL> TR
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T2202

C3063
T2211

C3064
T2100
T2100

€3065
T2202
T2221

€3070
12230
T2205
T2240
T2250
T2657
T2658

3071
73070

€4000
T2002
T2020

C4001
T2001

C4003
T2100

C4004
T150
T150
72000
T2201

€4010
T2030
T2040
T2100

C4015
T150
T150
T2000
T2201

€3060

€3062
C3064

€3062
€3062
€3065

€3062
€3060
€3062

€3062
€3060
C2733
€3062
€3062
€3071
€3071

€2691
€2700

C4004
C4010
€150

C4004
c4010

C4004
€4001

C4004
€160
c160
€4003
€3060

€4004
€2800
€4800
€150

C4015
€160
€160
C4016
€4070

FNNVSE

0581
FNNVSE

040
FNNVUE
VNFVUE

0502
VSNVSE
FNNVSE

0598

FNNVSE
FNNVSE
VSNVSE
FNNVSE
FNNVSE
VSNVSE

D560
VSNVSE

0510
FNNVSE
VSNVSE

0501
FNNVSE

D40
FNNVUE

0509

FNNVSE
VSNVSE
FNNVSE
FNNVSE

040

FNNVUE
FNNVUE
FNNVUE

0509

FNNVSE
VSNVSE
FNNVSE
FNNVSE

NVN

[eNeoNoNolelNe )

SRVN

SNVN

SNFN

UNFN

SNVN

ejaN ol

UNFN

SNVN

[ejeolale]

TCON

[N oNe))

A - 27

1<c3060(t2550t2555t2560t2580) ¢3061c3064

outnup !sys resp to resave
1<all>FILE NAME?<SP>

outnup l!user input filename
t<all><CR>
vumci '<all><filename>

outnup !sys resp to resave
I <KCRO><NL>TRANSACTION TYPE 7<SP><SP> pre
I <CR>XNLO><NL>ERR-FILE NAME >8 CHARACTER

outnup !<t2205t2230> |cr||nl|"CURR FIL
VINVALID TRANSACTION TYPE ~RETYPE-<SP><
VINVALID TRANSACTION TYPE ON RETRIEVE<C
! TRANSACTION xxxxxx NOT IN CURR FILE<SP
1<c3060(t2600) ><CR><NL>ILLEGAL PARAMETE
1<¢c3060(t2300t2310) ><CR><NL>spaces<CR><
1<c2733(t2290t2300) c3060(t2290t2320t234

outnup ! |ecr}intl]”
1<c3070(t2657t2658)>END OF TRANSACTION

outnup !tcon start3
1<all>TCON VERSION 6.3, JUNE 1976
INO TEMPORARY FILE SPACE CODE

outnup !tcon first question
1<all>FUNCTIONAL AREA?

outnup luser hits <nl>
I<al><CR>

outnup !back to system, top or type?
ISYSTEM ?

VSYSTEM ? preceded by message
1<c2800>TCON VERSION 6.3, JUNE 1976

1 KCROSNL> TRANSACTION TYPE 7<SP><SP>

outnup !user input functional area
1<all>fs

'1<all>dem

1<al L><CR>

outnup !'back to system, top or type?
ISYSTEM ?

!SYSTEM ? preceded by message

ITCON VERSION 6.3, JUNE 1976

t<CR><NL> TRANSACTION TYPE 7<SP><SP>

- -
- d

-




oY
. si C4016 C4015 D040 UNFN TCON outnup ‘!user hits <nl>
g T2100 €4017 FNNVUE O 0 1 <CR>
yap C4017 C4D15 0SOM SNFN TCON outnup !tcon first question
5 T2001 C4018 FNNVSE O 0 ! FUNCTIONAL AREA?

o
$:“‘: €4018 C4015 040 UNFN TCON outnup !user input functional area

e T2030 C4020 FNNVUE O 0 L fs

b T2040 C4020 FNNVUE O 0 !dem
- T2100 €150 FNNVUE O 0 1<CR>
B

t',:q C4020 C4015 0520 SNFN TCON outnup !system asks for old or new
IaLs T2110 C4030 FNNVSE O 0 1<c2010>0LD OR NEW-

>r T2110 C4030 VSNVSE O 0 10LD OR NEW-

A T2190 C4020 FNNVSE O 0 1<c4030(t2130t2140)>READY

T2200 C4070 FNNVSE O 0 1<c4020 (t2190)><CR>SNL><NL><CR><NL>TRAN
ook T2201 C4070 FNNVSE O 0 I<CR>XNL>  TRANSACTION TYPE 2<SP><SP>
'{S T2120 C150  FNNVSE O 0 | FUNCTIONAL AREA BUSY
|/
-x$ C4030 C4015 040 UNVN TCON outnup l!user response to old or new
00 T2130 C€4020 FNNVUE O 0 1<all>new<CR>
L> T2140 C4020 FNNVUE O 0 t<all>n<CR>
- T2640 C5020 FNNVUE 0O 0 1<all>old<CR>
e T2645 5020 FNNVUE 0O 0 I<all>o<CR>
T T2162 C4800 VSFVUE O 0 vumc?2 lold <filename>
ey T2160 C4800 VSFVUE O 0 vumc2 !o <filename>
R, T2180 C4042 FNNVUE O 0 ! same<CR>
T2181 C4042 FNNVUE O 0 !<all>s<CR>

e T2100 €150 FNNVUE O 0 L<CR>
-."_-\
:’ l;:' C4042 C4015 D530 SNFN TCON outnup !sys.resp to same
0 T2210 C4020 FNNVSE O 0 1YOU PRESENTLY DO NOT HAVE A CURRENT FI
el T2190 C€4800 FNNVSE O 0 { READY

pl
N C4050 C4015 0510 SNVN TCON outnup !tcon starté
s T2002 C4018 FNNVSE O 0 tTCON VERSION 6.3, JUNE 1976
s'ﬂj T2020 C150 VSNVSE O 0 INO TEMPORARY FILE SPACE CODE

>
sy C4070 C4015 040 UNVN TCON outnup luser input tran type
. T3300 4342 FNNVUE O 0 1<c4020 (t2200) >hd

gy T3310 C4342 FNNVUE O 0 1<c4020(t2200) >as
I T3320 C4342 FNNVUE O 0 tam
Y T3330 C4342 FNNVUE O 0 lav !

e T3340 C4342 FNNVUE O 0 1ae '
) T3350 C4342 FNNVUE O 0 lat ]
e T3380 C4342 FNNVUE O 0 Ima
_u,':;i;: T3390 C4342 FNNVUE O 0 ‘mc X
gty T3400 C€4342 FNNVUE O 0 ol )
o T3410  C4342  FNNVUE O 0 'pd '
~;:..;:: T3420 C4342 FNNVUE O 0 ol
"c::'t:
':"I.:t' A - 28

ERE | RS-y —w——y

¥ .

- . . N . - - -~ - N . - -’ - ! - LN B i A ) LY ) .
2 ’.'hﬁ FiY, .‘l," A v-‘ «Q\.a_)l‘u 2 ”’ 20 .4@)‘! ) Y, WS, 0.0 \ ol ‘ l"l‘!" ,h ) ""“s‘ ML, ‘ Y by \n ,'q \v '-.s. ‘l,..l\. QJ“- \ .\.




73430
73030
T2100
T2520
T2540
T2610
T2612
T2611
12613
T2640
T2162
T2550
12555
T2560
T2630
12631

172632
T2633
T2580
T2600

€4071
12280
12281

€4072
T2201
T2202

C4074
72250
T2202

Cau7s
T2211

4076
12100
72100

C4077
72221
12202

C4080
T3440

€4085
73450

C4342
€990

€4050
€150

€4072
c4071
c4071
€4071
€407
€5020
C4800
C4072
€4072
c4072
€4075
€4075
C4077
c4077
C4072
C4074

C4015
€4072
€4072

c4072
€4070
€4070

c4072
€4072
€4070

€4072
€4076

€4072
€4072
C4077

C4072
€4072
€4070

C4341
C4340

C4341
C4340

FNNVUE
FNNVUE
FNNVUE
FNNVUE
VSNVUE
FNNVUE
FNNVUE
VSFVUE
VS FVUE
FNNVUE
VS FVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
VS FVUE
VS FVUE
VSNVUE
VSNVUE

D506
FNNVSE
VSNVSE

01000
FNNVSE
FNNVSE

D599
FNNVSE
VSNVSE

0581
FNNVSE

D40
FNNVUE
VSFVUE

D502
FNNVSE
VSNVSE

0560
FNNVSE

0560
FNNVSE

O0C0O0OO0OO0O0CO0OOCODOOOCOO0OCOO

w
b4
<
2

SRFN

SRFN
0

OO0 O000000O0O00C0O0O0O0O00O00CO0O0O

TCON

TCON
0

A= 29

lod

!bye

1<CR>
1<¢c4020(t2200)>done<CR>
tdele(te) <transaction>

1list<CR>

1ListL<CR>

vumcl Ilist <filename>
vumcl 'listl <filename>
loLd<CR>

vumc?2 lold <filename>

remove clearfiles

{remov clearfiles

!remo clearfiles
'resave<CR>

resa<CR>

vumc2 'resave <filename>
vumec? lresa <filename>
'rese(quence)

‘retr

outnup !sys resp to Llist
{ ready
!ready preceded by data/error

outnup !sys resp after ready(list), re
1 <CR><NL> TRANSACTION TYPE ?2<SP><SP>
'<CR>XNL>TRANSACTION TYPE 7?7<SP><SP>

outnup !sys resp after retr
I<CR><XNL>ILLEGAL PARAMETER<KSP><SP><SP>
1 <CRO><XNL>TRANSACTION TYPE ?7<SP><SP>prec

outnup !file name for resave
1 KCR>XNL>FILE NAME?<SP>

outnup l!user input file name
1<CR>
vumc? 1<filename>

outnup !sys resp to file name
 CCR>SXNL>XNL>ERR-FILE NAME >8 CHARACTER
I <CR><NL>TRANSACTION TYPE 7?7<SP><SP>prec

outnup !'hd skeleton
Iskeleton

outnup !as skeleton
!skeleton
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€4090
T3460

€4110
T3470

C4130
T3480

C4150
T3490

€4210
3520

C4230
T3530

C4250
T3540

C4270
T3550

€4290
T3560

C4310
T3570

C4340
T3070

C4341
T2050

C4342
73070

C4700
T3030
T3040
T2520
12610
T2612
T2640
12550
T2555
T2560
T2630

C4341
€4340

C6341
C4340

C4341
€4340

C4341
C4340

C4341
C4340

C4341
C4340

C4341
C4340

C4341
C4340

C4341
C4340

C4341
C4340

C4341
¢4700

Cc4710

C4341

c4710

C4700

c4710
€990

C4800
€150

€4380
C4380
€5020
C4710
€4710
c4710
c4711

0560
FNNVSE

D560
FNNVSE

0560
FNNVSE

D560
FNNVSE

D560
FNNVSE

D560
FNNVSE

0560
FNNVSE

0560
FNNVSE

0560
FNNVSE

0560
FNNVSE

0550
FNNVSE

0560
VSNVSE

0560
VSNVSE

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

R
1N D%y

SRFN

SRFN

SREN

SRFN

SRFN

SRFN

SRFN

SRFN

SREN

SRFN

SNFN

SRVN

SRVN

NVN

0O00O0O0O000O0OO0CC

L

RN

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

TCON

CON

0000000000

A - 30

BN |

ANy
AN 18

outnup !am
tskeleton

outnup !lav
Iskeleton

outnup !ae
!skeleton

outnup !at
Iskeleton

outnup !ma
Iskeleton

outnup !mc
Iskeleton

outnup !pl
Iskeleton

outnup !pd
!skeleton

outnup !ol
Iskeleton

outnup !od
! skeleton

outnup

outnup
1<CR><NL>

outnup

outnup

skeleton

skeleton

skeleton

skeleton

skeleton

skeleton

skeleton

skeleton

skeleton

skeleton

lend of skeletons
END OF TRANSACTION

lvariable skeleton
1<c4070(t3300t3310)>END OF TRANSACTION

luser skeleton data entry

1<¢c4710(t2050)>bye

1<c4342>d (done with this skeleton)

1<c5071>done<CR>
1€¢5071>List<CR>

1<c4360(t2050)>List L<CR>
1<¢c4360(t2050) >0l d<CR>

!remove clearfiles
‘remov clearfiles
'remo clearfiles
1<c5071>resave<CR>

e

- P W LAY "4 WML W W W, WGV
o A N R

- -
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) '
J
<CR> 2
'r 4360(t2050)>resa ;
o, 0 5:;5t9m<cn> 3
! E O 0 ! syst<CR> )
o FNNVU 0 - 3Y t<CR> .
;': c4711 FNNIUE 0 ‘tes o
o T2631 4700 IE 0 0 L t<CR> N
LW 1 c FNN 0 <CR> Ny
oty T30 €4700 FNNVUE 0 ! tn< <CR> .
N 13012 €4370 NNVUE O 0 txmit< 3
. 73000 C4370 FNWVUE O 0 {x<cR> 3
,{_’; BOO; C4370 FNNVUE 8 0 !*<c§ 0
' 72890 C4370 FNNVUE 0 0 ! <chwa rd
W 1302 C4370 FNNVUE 0 !bac rd "
L W T'_',Ofa €4710 FNNVUE g 0 1 fo:::” iy
R T3?oo 0‘378 VSNVUE 0 3 fgele(te) ;
T2 c437 VSNVUE !de (back) X
" 12960 C4370 SNVUE O Y ! feed filename> 3
B 12940 4370 v VUE 0 0 lhelp tlist < i Lename> -
; ,.,).L; 1-2511:? €4700 :leuE g 0 Vumc: ‘ -
o 0 ‘nex > :‘
B 2247 g‘l:;gg v: ggg 0 0 Egofe(edzold <filename .
"W, T2611 €4380 :sNIUE 0 0 vume2 . .
W 12613 €4700 VSNIVE O 0 !pas§(nd)
) T2542 €4700 VSFWE O 0 ! rew? 5 h
R Lot S0 VSNIVE O 0 !sk’p(bularY’ <filename :
f 12162 00 E 0 0 * voca (bul esave < ame> N
by ca7 SNIU e filen ,
Ry T2544 4700 zSNIUE 0 0 vumc2 lresa < by
L 12545 C4700 NIUE O 0 vumce ence) .
gx‘ 12546 4700 v: FVUE O 0 trese(qu &
1 Tooss cans VS FVuE 0 0 "ftifilename>
yos T2 471 VUE lo Iy
o 12633 C4710 e VE 0 0 tg<sP> me> 3
C VSNV 0 filena N
e 12580 c4731 NVUE 0 fo < )
00 0 wvs 0 0 ttn *)
. T26 c471 SNVUE ! .
W3 T2161 4370 ‘anvus 0 0 I N
o 72181 cer10 VSNVUE 0 0 !1<sP>
O T28 4710 NVUE 0 '2 .
S 10 v§S 0 <SP> .
_ T2060 C4710 z:Nvue 0 0 14<sp> 3
- P
& Ta062 porst: VWi § 0 {ecsp>
ir 'A \"47) H v
Lo T2063 cero VSNVUE O 0 17<sP> ]
e ¢ VSN 0 P> !
s T2064 4710 VUE 0 18<S N
- 12067 C4710 v NVUE 0 0 ' to_skel R><nL> .
t} T2068 €4710 VSNVUE 0 0 Isys ,-esp1 2c5050><cv5|_
"" T2069 4370 VS UE O outnup .2281)‘:1’7 THIS LE 3
o 961 0 TCO 1<ch MMA
i 2 T294 D570 0] LINV " |
N c4710 FNNVSE O 0] : (
e To050  cordd SE 0 :
A\ 72058 4710 3
I T306 A= 31 R
i. »
58
b
i
4
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’ v

Wy ..;-

[\ o

%‘ T3050 C4715 VSNVSE O 0 | DATA TRUNCATED<SP> E

X g

C4711  C4710 D581 SNFN TCON outnup !sys resp to resa cmd o
T2211 C4712 FNNVSE O 0 1<alL>FILE NAME?<SP> )

n ..‘
o C4712 C4370 040 UNVN TCON outnup !user input filename o
S T2100 C4710  FNNVUE O 0 !<all><CR> ~

e T2100 C€4713 VNFVUE O 0 vumcl  !<all><filename>

9 !

C4713  C4710 0539 SNVN TCON outnup !sys resp to filename 1;

> T2270 C4714  FNNVSE O 0 1 <CR><NL>DATA SAVED- 3

Ko T2196 C47350 VSNVSE O 0 IFILE '<filename>' DOES NOT EXIST——USE .}
s T2220 C4710 VSNVSE O ] I<CR>SNL><SO>FILE <filename> — INCORRE [}
2 T2221 C4710 FNNVSE O 0 I<CR>CNL><NL>ERR-FILE NAME >8 CHARACTER i
W T2224 C4710 VSNVSE O 0 1 <CR><NL><NL>ERR-'<character>' IS AN IL O

T2225 C4710 VSNVSE O 0 ! <CR><NL><NL>ERR-FIELD STARTING WITH '< ¢

Ly -::

4 C4714  C4710 D560 SNVN TCON outnup !end of data saved msg )

R T2100 C4700 VNNVSE O 0 1 <filename><CR><NL> r

’

Q‘ Py

L 4715 C4710 040  UNVN  TCON  outnup ! lcr|” &
T2100 C4710 VSNVUE O 0 lanything T
“~ o

S C4370 C4710 D580  SNVN TCON  outnup ! ? “Elcr||nl|*R lcrl|nL|"LEVE .
s T2240 C4710 VSNVSE O 0 I TRANSACTION xxxxxx NOT IN CURR FILESSP ]
o T2657  C4371  FNNVSE O 0 1 <CR><NL>spaces<CR><NL>TNL000010spacesT ¥

R, T2658 C4371 VSNVSE 0 0 ! TRANSACTION SEQUENCE NUMBER <CR><NL> A%
! T2659 C4371 VSNVSE O 0 IERROR MESSAGE<SCR><NL> Fy
. T3090 C€5060 FNNVSE O 0 ! TRANSACTION SENT. NEXT?<SP> N
3 T3090 CS5060 VSNVSE O 0 I TRANSACTION SENT. NEXT?<SP> :::
Ty T3060 C4710 FNNVSE O 0 UINVALID COMMAND AT THIS LEVEL Y,
< Kn
Al
. C4371 C4710 D560 SRVN  TCON  outnup ! ferlinl]® V!
- T3070 C4700 VSNVSE O 0 1END OF TRANSACTION <CR><NL> h
= T3080 C4700 VSNVSE O 0 {MORE = - = =<CR>XNL> o

.Q. & 4

i C4380 C4800 D506 SNVN  TCON  outnup !sys out of List I
) T2280 C4710  FNNVSE 0 0 ! ready
h T2281 C4710 VSNVSE O 0 1<c4700(t2610t2612)>ready preceded by d /¥
i ;

[}

- C4731 C4800 D598 SNVN TCON outnup ! ler|nt]°TYPE "= * T
' T2205 C4733  FNNVSE O 0 tINVALID TRANSACTION TYPE ON RETRIEVE<C .-
- T2240 C4710 VSNVSE O 0 ITRANSACTION xxxxxx NOT IN CURR FILE<SP -
i T2250 C4710 FNNVSE O 0 1<CR>SNL>ILLEGAL PARAMETER<SP><SP><SP> |

[ T2657 C4732 FNNVSE O 0 I <CR><NL>spaces<CR><NL>TNLO00010spacesT
W T2658 C4732 VSNVSE O 0 ! TRANSACTION SEQUENCE NUMBER <CR><NL>
. C4732  C4800 0560 SRVN TCON outnup ! <CR><NL>
? T3070 C4700 VSNVSE O 0 1END OF TRANSACTION <CR><NL>
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24 C4733  C4731 D40  UNFN  TCON  !user enters tran type N

A T3300 C€5070 FNNVUE O 0 'hd 2

, T3310 C€S070 FNNVUE O 0 las .

DY T3320 C5070 FNNVUE O 0 tam -

b T3330 C5070 FNNVUE O 0 ltav <

0 T3340 CS070 FNNVUE O 0 lae >

34 T3350 CS070 FNNVUE O 0 lat i

" T3380 (€5070 FNNVUE O 0 'ma .

T3390 €S5070 FNNVUE O 0 Imc &

‘W T3400 €SO70  FNNVUE O 0 1pl iy

£l T3410 €5070 FNNVUE O 0 ! pd 3

oo T3420 C€S070 FNNVUE O 0 tol =

05 T3430 CS5070 FNNVUE O 0 lod

Ry W,

C4800 €5084 0540 SNVN TCON outnup !variable tran type B

a T2110 C4990 FNNVSE O 0 10LD OR NEW- 3

o T2110 C4990 VSNVSE O 0 10LD OR NEW- 3

'j? T2190 C4800 FNNVSE O 0 1<c5030>READY ¢

o T2200 CS5060  FNNVSE O 0 1<c5050 (t2190) ><CR><NL><NL><CR><NL>TRAN .

P T2200 C5060 VSNVSE O 0 1 <CROSNL>SNLO<SCR><NL>TRANSACTION TYPE ? N

( T2201 C€5060 FNNVSE O 0 1<c4010c4700(t3040) 505U (£2222 )><CR><NL 3

2 T2201 C€5060 VSNVSE 0 0 '<SCR><SNL> TRANSACTION TYPE ?2<SP><SP> by,

10 T2222 C4800 FNNVSE O 0 £<c5030><CR><NLOERR-FILE NAME >8 CHARAC \k

] ’{ » N

< C4990 €5084 D40 UNVN TCON outnup l!user response to old or new ’

0 T2130 4020 FNNVUE O 0 !new<CR> A

T2140 C€4020 FNNVUE O 0 In<CR> {

. T2640 €S5020 FNNVUE O 0 10 ld<CR> ”

oy T2645 C€5020 FNNVUE O 0 10<CR> »

Qs T2162 C4800 VSFVUE O 0 vume2 lold <filename> Y

ol T2160 C4800 VSFVUE O 0 vumc2 lo <filename> .

-~ T2180 €5012 FNNVUE O 0 !same<CR> ]

T2181 5012 FNNVUE O 0 1 S<CR> ¥

. T2100 €150 FNNVUE O 0 1<CR> o

:‘g 5012 c5084 0530 SNFN TCON outnup !sys resp to same i‘

28 T2210 C4800 FNNVSE O 0 1YOU PRESENTLY DO NOT HAVE A CURRENT FI -

¢§ T2190 C4800 FNNVSE O 0 IREADY ¥

7_, C5020 C4800 581 SNFN TCON outnup !sys resp to old<CR> >

o T3110 C€S030 FNNVSE O 0 1<c4030(t2640t2645) c4700(t2640) c4990(t2 "

% o

o C5030 C4800 040 UNVN  TCON  outnup !user input old filename &

po T2100  C4800 FNNVUE O 0 1<CR> v

ﬁ%‘ T2100 C4800 VNFVUE O 0 vumcl  1<¢c5020><filename>

.iq C5051 C4710 0560 SNVN TCON outnup 'end of data saved msg :3

T2100 C4700 VNNVSE O 0 1<filename><CR><NL> <

. ¢

?5 5060 C4710 040 UNVN TCON outnup l!user input tran type

e b

w 8

! !
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) X
'z-" I
ks T3300 5070 FNNVUE O 0 t<c5050(t2201)>hd 8
IS T3310 C5070 FNNVUE O 0 1<c5050(t2201)>as o
R T3320 CS070 FNNVUE O 0 Lam :
» T3330 CSO70 FNNVUE O 0 lav "
Lo, T3340 €5070 FNNVUE O 0 lae D
4 T3350 C5070 FNNVUE O 0 lat b
) T3380 CS5070 FNNVUE O 0 'ma 2
- T3390 C€5070 FNNVUE O ] Imc 4
it T3400 C€5070 FNNVUE O 0 ipl v
. T3410  C5070 FNNVUE O 0 !pd ,
L T3420 C5070 FNNVUE O 0 tol <
o~ T3430 CS5070 FNNVUE O 0 lod !
th T3010 €S070 FNNVUE O 0 1<c5050(t2201)>* :
Bl T3030 €990 FNNVUE O 0 tbye b
Y. T2100 C€S080 FNNVUE O 0 1<CR> .
T2540 C5062 VSNVUE O 0 !dele(te) <transaction> )
i T2520 €150 FNNVUE O 0 tdone<CR> v
8o T2610 C5061 FNNVUE O 0 I List<CR> <
1. T2612 CS5061 FNNVUE O 0 Ilistl<CR> )
kX T2611  C5061 VSFVUE 0O 0 vumcl  !list <filename> o]
g T2613 €5061 VSFVUE O 0 vumcl !listl <filename> \
§. T2640 C5020 FNNVUE O 0 1oLd<CR> :
A T2162 C4800 VSFVUE O 0 vumc2 lold <filename>
ag T2550 €5062 FNNVUE O 0 Iremove clearfiles
[ T2555 C5062 FNNVUE O 0 'remov clearfiles
N T2560 C€5062 FNNVUE O 0 tremo clearfiles 3
e T2630 €5063  FNNVUE 0O 0 Iresave<CR> a
T2631 C5063 FNNVUE O 0 !resa<Cr> v
% T2632 C5065 VSFVUE 0O 0 vumc2 !resave <filename> 3
SO T2633 C5065 VSFVUE O 0 vumc2 !resa <filename> ‘,
L T2580 C€5062 VSNVUE O 0 trese(quence) %
E?; T2600 C5070 VSNVUE O 0 lretr .
Ep s 4
- €5061 C€S084 0506 SNVN TCON outnup !sys resp to list
—“ T2280 C5062 FNNVSE O 0 !ready . .
:3; 72281 €5062 VSNVSE O 0 'ready preceded by data/error t.
DA \
LS (5062 C5062 D1000 SNFN  TCON  outnup !sys resp after ready(list), re ]
i T2201 C5060  FNNVSE O 0 !<CR>XNL>  TRANSACTION TYPE 2<SP><SP> 4
f“- T2202 C5060 FNNVSE O 0 ! <CR><NL>TRANSACTION TYPE ?<SP><SP> =
3 -
;ﬁ €5063 C€5062 0581 SNFEN TCON outnup !sys resp to resave N,
;% T2211  €5064  FNNVSE O 0 IFILE NAME?<SP> 3
& ] [
9 C5064 C5062 D40  UNVN  TCON  outnup ‘user input filename @
i T2100 €5062 FNNVUE O 0 {<CR>
b T2100 C5065 VNFVUE O 0 vumcl  !<all><filename>
L)
)
’§ C5065 €5062 0502 SNVN TCON outnup !sys resp to resave
VX T2202 C5060 VSNVSE O 0 I <CR><NL>TRANSACTION TYPE ?<SP><SP> pre
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T2221 €5062 FNNVSE O 0 ! <CR><NL><NL>ERR-FILE NAME >8 CHARACTER

5070 C4800 D598 SNVN TCON outnup ! Jcr]l|nl|"CURR FILE “| || |} |
T2230 CS5060 FNNVSE O 0 1 INVALID TRANSACTION TYPE —RETYPE-<SP><
T2205 C4733 FNNVSE O 0 1 INVALID TRANSACTION TYPE ON RETRIEVE<C
T2240 5062 VSNVSE O 0 | TRANSACTION xxxxxx NOT IN CURR FILE<SP
T2250 €5062 FNNVSE O 0 I<CRO><XNL>ILLEGAL PARAMETER<KSP><SP><SP>
T2657 C5071 FNNVSE O 0 1<c5060 (t3010) ><CR><NL>spaces<CR><NL>TN
T2658 C€S5071 VSNVSE O 0 1<c5060(t3300t3310)>TRANSACTION SEQUENC
£
€5071 C4341 D560 SRVN TCON outnup ! lcrlint]”® ]
T3070 C4700 VSNVSE O 0 1<all>END OF TRANSACTION <CR><NL> 1
1
€5080 C€S5084 D510  SNVN  TCON  outnup !tcon startS ]
T2002 5090 FNNVSE O 0 ITCON VERSION 6.3, JUNE 1976
T2020 C150  VSNVSE O 0 INO TEMPORARY FILE SPACE CODE

€5081 €5084 D501 SNFN TCON outnup !tcon first question
T2001 C5090 FNNVSE O 0 1<all>FUNCTIONAL AREA?

€5384 5084 0509 SNVN TCON outnup !back to system, top or type?

_i? T150 €160 FNNVSE O 0 ISYSTEM 2
59 T150 C160 VSNVSE O 0] !SYSTEM ? preceded by message
W T2000 C5083 FNNVSE O 0 !TCON VERSION 6.3, JUNE 1976 ;
:ﬁ 12201 €5060 FNNVSE O 0 1 <CR><NL> TRANSACTION TYPE ?2<SP>LKSP>
e
T4 3
vy C5083 5084 D40 UNFN  TCON  outnup luser hits <nl> -
T2100  €5081 FNNVUE O 0 1<all><CR> \
C5090 €5084 040 UNFN TCON outnup !user input functional area y
72030 2800 FNNVUE O 0 I<all>fs
T2040 C4800 FNNVUE 0O 0 !<all>dem
T2100 €150 FNNVUE O 0 1<all><CR>
€6000 (€150 D6000  SNFA SI0S outnup ! begin sios
16000 C6010 FNNVSE O 0 ! "“SIOS ROUTINE ... "
C6010 C150 D40 SNVN SI0S outnup ! WWMCCS userid follows
T6010 C6020 VSNVSE O 0 I "Cuserid>"
€6020 €150 D40 SRFN SIoS outnup ! prompt for function wanted Y
T6020 €6030 FNNVSE O 0 ! "WHAT FUNCTION DO YOU WANT ... " .
€6030 €150 040 UNVN SI10S outnup ! user enters function 1
T6030 C6100 VSNVUE O 1] ! m (move) E
T6031 €6300 FNNVUE O 0 ! ¢ (clear)
T6032 C6300 VSNVUE O 0 ! ¢l (clear) \
T6033 C6400 VSNVUE O 0 ! s (search) :
T6034 €6200 VSNVUE O 0 ! r (return) \
T6035 €150 FNNVUE O 0 ! <carriage return> !
A-35 .
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% €6100 €150 040 SRFN SI0S outnup ! prompt for file to use
16100 €6110 FNNVSE O 0 -1 "SI0OS MOVE ROUTINE ... "
8 €6110 €150 040 UNVN SI10S outnup ! user enters file to use
¢ T6110 C€6120 VNFVUE O 0 vumel ! <file name>
Et T6035 €150 FNNVUE O 0 ! <carriage return>
\l
k. - €6120 €150 D6120  SNFN SI0S outnup ! sios response to file name
T6120 C6130 FNNVSE O 0 ! "SYSTEM ID YOU WANT TO USE"
X T6121 €6100 FNNVSE O 0 ¢ "YOUR FILE IS BuUSY"
“ T6122 €6100 FNNVSE O 0 ! "UNABLE TO ACCESS YOUR FILE"
~
’:j €6130 €150 D40 UNVN SI0S outnup ! user enters system id
‘o T6110 C6140 VNNVUE O 0 ! <system id to use>
T6035 €150 FNNVUE O 0 ! <carriage return>
’:} 6140 €150 06140  SNFN SI0S outnup ! sios response to system id
;:q T6140 €6150 FNNVSE O U ! “"WUFI FILE YOU WANT TO USE"
;j& T6141 6120 FNNVSE O 0 ' “SYSTEM ID IS NOT AUTHORIZED"
R
e C6150 €150 D40 UNVN SIO0S outnup ! user enters wufi file
1 € T6110  C6160 VNNVUE O 0 ! <wufi file name>
o T6035 c150 FNNVUE O 0 ! <carriage return>
\"_v
:f 6160 €150 D6160  SNFN S10s outnup ! sios response to wufi file
:} T6160 €6170 FNNVSE O 0 ! "DATA WAS MOVED"
W T6161 C6140  FNNVSE O 0 ! "SYSTEM ID IS INVALID ON WUFfL"
- C6170 €150 D40 SNVN S10S outnup ! number of records moved ::1
e T6170 C6020 VSNVSE O 0 ! "annnnn RECORDS" N
o3 N
‘:: C6200 €150 D40 SRFN SI0S outnup ! prompt for file to use éa
A, T6200 €6210 FNNVSE O 0 ! "SIOS RETURN ROUTINE ... " p
~/ :
i €6210 €150 040 UNVN S10S8 outnup ! user enters file to use N
o T6110 6220 VNFVUE O 0 vumel ! <file name> Y
;ﬁf T6035 €150 FNNVUE O 0] ! <carriage return> -E
_;& €6220 €150 D6120  SNFN S10S outnup ! sios response to file name :l
% . T6120 6230 FNNVSE O g ! "SYSTEM ID YOU WANT TO USE"
e 76121 €6200 FNNVSE O g ! "YOUR FILE 1S BUSY"
;: T6122 6200 FNNVSE O 0 ! "UNABLE TO ACCESS YOUR FILE"
Y C6230 €150 040 UNVN SI0S outnup ! user enters :.stem id
W T6110  €6240 VNNVUE O 0 ! <system id to use>
2 T6035 €150 FNNVUE O 0 ! <carriage return>
ﬂ? C6240 €150 06140  SNFN SI0S outnup ! sios resporse to system id :%
‘e T6140 €6250 FNNVSE O 0 ! "WUFI FILE YOU WANT TO USE" :é
ﬁ \:‘
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€é6250
16110
T6035

€6260
T6260
T6261
T2100

€6270
T6170

€6280
T6280

€6300
176300

€6310
16110
T6035

€6320
T6140

C6330
T6110
16035

C6340
T6280
T6340

C6400
T6400

C6410
76110
T6035

C6420
T6140

C6430
76110
T6035

€6440
T6440
T6441

€150
C6260
€150

€150

€6270
€6020
€6020

€150
€6280

€150
€6020

€150
€6310

c150
€6320
€150

€150
C6330

€150
C6340
€150

€150
€6020
€6020

€150
C6410

€150
€6420
€150

€150
€6430

€150
C6440
€150

€150
C6450
€6020

040
VNNVUE
FNNVUE

06260

FNNVSE
FNNVSE
VSNVSE

040
VSNVSE

06140
FNNVSE

D40
FNNVSE

040
VNNVUE
FNNVUE

06140
FNNVSE

D40
VNNVUE
FNNVUE

06340
FNNVSE
FNNVSE

040
FNNVSE

D40
VNNVUE
FNNVUE

06140
FNNVSE

D40
VNNVUE
FNNVUE

06140
VSNVSE
FNNVSE

A~ 37

outnup ! user enters wufi file
! <wufi file name>
! <carriage return>

outnup ! sios response to wufi file
! "RECORDS WERE RETURNED"

! "NO DATA FOR THIS SYSTEM ID ... "
lerror message

outnup ! number of records returned
!' “nnnnnn RECORDS'

outnup ! finish up normal return
! "WUFI RECORDS WERE CLEARED"

outnup ! prompt for system id to use
! "SIOS CLEAR ROUTINE ... "

outnup ! users enters system id
! <system id>
! <carriage return>

outnup ! sios response to system id
! "WUFI FILE YOU WANT TO USE"

outnup ! user enters wufi file
! <wufi file name>
! <carriage return>

outnup ! sios response to wufi file
! "WUFI RECORDS WERE CLEARED"
! "NO DATA TO CLEAR"

outnup ! prompt for system id
! "SIOS SEARCH ROUTINE ... "

outnup ! user enters system id
! <system id>
! <carriage return>

outnup ! sios response to system id
! "WUFI FILE YOU WANT TO USE"

outnup ! user enters wufi file
! <wufi file name>
! <carriage return>

outnup ! sios response to wufi file

! "annnnn BLOCKS OF DATA"
! "NO RECORDS FOUND"
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C6450
T6170

€7000
T7000
T7001
T7002
T150

€9000
T2110

€9010
12100
T2130
12140

€9020
12190

€9030
T9030
79030

€9040
T9040
79050
79060
19070
79075
T9080
T9090
79100
79110
79120
79130
19140
79150
79160
79170
79180
79190
79200
79210
79220
T9230
79240
T9250
T9260
79270

€150
€6020

€150
€150
€150
€150
€160

€150
€9010

€150
€150
€9020
€9020

€150
€9030

€150
€9040
€9040

€150

€9050
€9050
€9050
€9550
€9550
€9550
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9300
€9550
€9550
€9550
€9300

D40
VSNVSE

07000

VSNVSE
FNNVSE
FNNVSE
VSNVSE

020
FNNVSE

040

FNNVUE
FNNVUE
FNNVUE

09020
FNNVSE

09030
FNNVSE
VSNVSE

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE
FNNVUE

SNVN SI0S
0 0
SRVA LIST
0 0
0 0
0 0
0 0
SNFA WWDMS
0 0
UNFN WWOMS
0 0
0 0
0 0
SNFN WWDMS
0 0
SNVN WWOMS
0 0
0 0

=
£
o
=
w

NFN

CO00000000C0C0O0O000O0CO0OOODODOOOC
CO0DO0O0O0OCO0O00000O0O0O0O0O00000OO0O0O0O0OO0O

A - 38

outnup ! number of records involved
! "annnnn RECORDS"

outnup ! Llist output

! "ready"

I<CR><XNL>illegal character

I <CR><NL><52>CURRENT FILE NOT DEFINED <
{<CR><NL>SYSTEM ? (preceded by anything

outnup !<pop>WWDMS entry point
1<all>0LD OR NEW-

outnup !user resp to old/new
1<c9000><CR>

1<all>new<CR>

!<all>n<CR>

outnup !<all>system is ready
1<alL>READY

outnup !WWDMS prompt
1<c9020 c9210><CR><CNLO*
1<c9160(pop)>prompt preceded by error

outnup !run commands
1<c9030(t9030F>>run mc76/exercise/equip
1<¢9030(t9U30F) >runs mc76/exercise/equi
1<c9030(t9030F)>runj mc76/exercise/equi
1<c9030(t9030F) >run mc76/exercise/rptmo
1<c9030(t9030F)>runs mc76/exercise/rptm
1<c9030(t9030F)>runj mc76/exercise/rptm
1<c9030(t9030F) >run mc76/exercise/accim
1<€9210(t9030V)>runs mc?6/exercise/acci
1<€¢9210(t9030V)>runj mc76/exercise/acci
1<c9170(t9030V)>run mc76/exercise/info
1<c9210(t9030V)>runs mc76/exercise/info
1<¢c9160(t9030F) >runj mc?8/exercise/info
1<c9160(t9030F) >run mc76/exercise/stren
'runs mc76/exercise/strength
1<c9030(t9030F)>runj mc76/exercise/stre
run mc76/exercise/ready

!runs mc76/exercise/ready
1<c9030(t9030F)>runj mc76/exercise/read
trun mc76/exercise/pomcus

runs mc76/exercise/pomcus

1<c9030 (t9030F)>runj mc76/exercise/pomec
'run mc?6/exercise/deployrp

lruns mc76/exercise/deployrp

runj mc76/exercise/deployrp

‘run mc76/exercise/dployhpa
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o 79280 C9300 FNNVUE O 0 truns mc?6/exercise/dployhpa
1} 79290 C9300 FNNVUE O 0 lrunj mc76/exercise/dployhpa
Y T9300 €9300 FNNVUE O Q 'run mc76/exercise/cinc
Y9310 C€9300 FNNVUE Q 0 'runs mc76/exercise/cinc
M 79320 C9300 FNNVUE O 0 1<c9030(t9030F)>runj mc76/exercise/cinc
N T9330 (9550 FNNVUE 0 0 'run mc76/exercise/exdeploy
:k‘ T9340 C€9550 FNNVUE O 0 truns mc76/exercise/exdeploy
?‘ T9350 C9550 FNNVUE O 0 ‘runj mc?6/exercise/exdeploy
o T9360 C9300 FNNVUE O 0 'run mc76/exercise/trans
T9370 C9300 FNNVUE O 0 runs mc?6/exercise/trans
n T9380 C9300 FNNVUE O 0 1<c9030(t9030F)>runj mc76/exercise/tran
) T9390 C9550 FNNVUE O 0 1<c9030 (t9030F)>run mc76/exercise/rptor
iy T9400 C9550 FNNVUE QO 0 runs mc76/exercise/rptor
Ra T9410 C9550 FNNVUE O 0 'runj mc76/exercise/rptor
‘u T9420 C9300 FNNVUE 0 0 run mc76/exercise/mbcoist!l
79430 C9300 FNNVUE O 0 truns mc76/exercise/mbcoistl
X T9440 C9300 FNNVUE O 0 1<c9030 (t9030F)>runj mc?6/exercise/mbco
3 73030 €990 FNNVUE O 0 1<c9030>bye
a4 72520 €150 FNNVUE O 0 1<c9030(t9030F) >done<CR>
) T2100 C€9030 FNNVUE O 1] I<CR>
k‘g
> €90S0 C9030 09040 SNFN  WWDMS outnup !compiler pass 1
E' 79500 €9051 FNNVSE O 0 1<c9040(t9040 t9060)><CR><NL> .
o C9051 €9030 0560 SNFN WWDMS outnup ‘!compiler pass 2
‘" T9501 C9052  FSNVSE O 1 1<all>.<CR><NL>
‘ pt
i €9052 C9030 D904S  SNFN WWOMS outnup !1st question for EQUIP
“ T9520 €9070 FNNVSE O 0 1<alLl>ENTER REQUIRED PARAMETER FOR 'OMN
W
iﬁ! €9070 C9030 040 UNVN WWOMS outnup ‘user enters cat file
_s. T2100 (€9080 VSNVUE O 0 1<all>omni/<userid-prefix>/<filename>
ot
K C9080 (C€9030 09060 SNVN WWDMS  outnup !query for fldname
. T9530 €9090 FNNVSE O 0 1<al L>ENTER FLDNAME = LITERAL
N T9S30 C9090 VSNVSE O 0 IENTER FLDNAME = LITERAL
&: T9030 9040 FNNVSE O 0 1<CROSNL>*
ﬁi TOU30 C9040 VSNVSE O 0 !prompt preceded by error
*
v C9090 C9030 D40 UNVN WWOMS outnup !user enters fieldname
4, TR100 C9100 VSNVUE O 0 I<all>fieldname = "literal”
L."
f' C9100 C9030 09060 SNVN WWOMS outnup !query for sort-keyl
i T9540 C9110  FNNVSE O 0 1<c9090>ENTER SORT-KEY1
lze T9540 €9110 VSNVSE O 0 !ENTER SORT-KEY1
. T9030 C€9040 FNNVSE O 0 1 CCR>SNL>#*
1. T9030 (C9040 VSNVSE O 0 {prompt preceded by error
!l|
Qb €9110 C€9030 040 UNVN WWDMS outnup !user enters sort-keyl
z: T2100 €9120 VSNVUE O 0 1<all>sort-key1
l“'
X A- 39
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; €9120 C€9030
) T9550 €9130
T9550 €9130
T9030 €9040
' T9030 €9040
s €9130 9030
! 19325  €9140
€9140  C9030
X 19560 €9150
3 19560 C9150
¥ T9030 €9040
\ T9030  €9040
. €9150  €9030
19325 9160
, €9160 €9160
N T9500 €9170
¢ T9030  €9040
: T9030 €S040
, €9170 €9170
| 19501 €9170
! T9700 €9180
! T9030 9040
v T9030 C9040
b T2050 €9170
R 19325  C9170
)]
" €9180  C9030
o 19325 9190
" €9190  C9030
. T9710  €9200
' 19750 €9170
:. T2100 €9030
| €9200 €9030
: T100 €9210
< 9210 9211
I 19030  C9040
R T9030 €9040
N T10210 €9210
! T10290 €9210
. T10300 (€9030
A T9800 €9230
b T2100 €9210
4
.!
o
BN Y IONO AP 00 A %,

09060

FNNVSE
VSNVSE
FNNVSE
VSNVSE

D40
VNNVUE

09060

FNNVSE
VSNVSE
FNNVSE
VSNVSE

040
VNFVUE

D9050

FNNVSE
FNNVSE
VSNVSE

D9070

FSNVSE
FNNVSE
FNNVSE
VSNVSE
FNNVSE
VNNVSE

040
VNNVUE

09080

FNNVSE
FNNVSE
VNNVSE

040
VSNVUE

09120

FNNVSE
VSNVSE
VSNVSE
VSNVSE
VSNVSE
VSNVSE
FNNVSE

SNVN

0O0O0Oo

NVN

COoOO0oO0Oo0OQ0OCOWw

WWOMS

cCOoOQ0o

WWDOMS

WWDMS

[N ol = N o]

OO0 O0OO0OGCOoOO

A - 40

outnup !query for sort-key?
1<c9110>ENTER SORT-KEY2
{ENTER SORT-KEYZ2

1KCROSNLO*

{prompt preceded by error

outnup !user enters last arg
1<c9120(t9550F) c9390(t9600F t9600VI>La

outnup !query for output file
1<all>ENTER OUTPUT FILENAME
1<al>ENTER QUTPUT FILENAME
1SCROSNL O

!prompt preceded by error

outnup ‘'user enters filename
vumc1 1<¢c9140>< fi lename>

‘compiler pass 3
t<all><CR><SNL> .
1<al L><CRO>SNL>*
'prompt preceded by error

trun-id

1<c9160(t9500F) > . <CR><NL>
1<c9170(t9501)>RUN-1ID?

1<CR><SNL>* .
1<c9170(t2100)>prompt preceded by error
1<¢c9160 (t9500F) ><XCR><NL>

1<c9170(t2050) >errors

outnup !user enters run-id
<all><run-id>

outnup !ident?

1<all>$ IDENT?

' <CROSNLOMUST BE 12 CHARACTERS OR LESS
| (anything else)

outnup !user enters ident
1<all><ident>

'lend of status
1 <CR>XNL>®

-
X
s

7
ST [

-

-,

N -
P -'!.ﬁ “

-

o on
~

1<¢9200 ¢9210(t10290)><CR><NL>* precede
1<c9200>(ab)normal termination ]
1<c9200>NOT IN SYSTEM i
1<c9200> INVOKE JOUT MANUALLY -:;.
1<c9210(t10210)>J0UT INVOKED FOR SNUMB. -3
! <carrjage return> (only) o
Yk
W'
¥
1%
i
1
Sy O O {3 N e D



g T9325 (9210 VNNWSE O 0 ! anything else

9211 9211 09061 SNVN WWDMS  outnup !<break> during output

" T9030 C9040 FNNVSE O 0 1KCROSNL>*
! T9030 C9040 VSNVSE O 0 I <CR><NL>* preceded by error
;QQ T97S5 €9212 FNNVSE O 0 1LOOK, MORE, DELE, ABRT, OR QUIT?
Ay
e
N €9212 €921 040 UNVN  WWDMS  outnup !user response
e T9760 C9210 FNNVUE O 0 ! Look
"t 79761  C9213  FNNVUE O 0 !more
ol T9762 9215 VSNVUE O 0 tdele(te)
o T9763 C9218 FNNVUE O 0 labrt
%ﬁ T9764 C€9210 FNNVUE O 0 lquit
e T2100 €9210 FNNVUE O 0 1<CR>
. C9213 (C9211 09097  SNFN WWDOMS outnup !asks for snumbs
igd T9756 C9214  FNNVSE O [} LSNUMB(S) -
e
N _
tq& 9214 €9211 040 UNVN WWDMS outnup !user inputs snumbs
nG T2100 (€9210 VSNVUE O 0 'numbers or <CR>
l';!
N €9215 C9211 0581 SNFN WWDOMS  outnup !asks for snumbs
A T9757 C€9216  FNNVSE O 0 1 SNUMB?
o
g?‘ €9216 (9211 040 UNVN WWOMS outnup !user inputs snumb
el T2100 €921  FNNVUE O 0 1<CR>
o T2100 C9217 VSNVUE O 0 !number
ey €9217 C9211 D9063  SNFN WWDMS  outnup !bad snumb
Tl T9758 €9215 FNNVSE O 0 !SNUMB NOT IN TABLE
o T2100  €9211  VNNVSE O 0 lerrors?
Led .
9
&, C9218 C9211 D9064 SNFN  WWDMS outnup l!asks for snumb
T9759 €9219 FNNVSE O 0 ! snumb?
‘Ri‘e‘“ R
;&S €9219 (€9211 040 UNVN  WWDMS outnup !user inputs snumb
ﬁh: T2100 €9220 VSNVUE O 0 !number or <CR>
B0
e
o €9220 €9211 09065 SNFN  WWDMS outnup !'bad snumb
_ T9754 C€9211 FNNVSE O 0 ISNUMB NOT IN SYSTEM
. T2100 C9211 VNNVSE 0O 0 lerrors? |
3
"y C9230 €9231 09100 SNVN  WWOMS outnup !asks for print func '
SQv T10270 C9030 VSNVSE O 0 loutput not found )
ey T10280 €9030 VSNVSE O 0 loutput busy :
o 79801 (9240  FNNVSE O 0 1<¢9210(t9800)>funct ion? !
T T9030 C9040 FNNVSE 0 0 1<CRO>SNL>* "
- C9231 (C9231 09096  SNVN WWDMS  outnup !user must release, etc. i
e T9030 C9040 FNNVSE O 0 1 <CROSNLO>® \
g !
{
:
(AN ] {
'::: y A- 4 :
e i
|
|
l_
§
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79030
T9780

€9240
79802
T9803
T10230
T10240

€9250

T10170
T10250
T10260

€9260
T9801

€9270

710180
710190
T10200
710205

€9300
T9500

€9301
T9501

€9302
79520

€9320
19325

€9330
T9530
T9530
T9531
79531
T9030
T9030

€9340
T9325

€9350
T9580
T9580
T9030

HOE SO IOEN W R IER W, & -2
il n“,\a‘, ‘4’.,9 i ,1'._.6‘1’ ‘éiﬁ.‘_‘tft‘ O

C9040
€9270

9231
€9250
€9250
€9250
€9250

c9231
€9260
€9260
€9230

€9231
€9270

€9231
€9030
€9030
€9030
€9030

€9030
€9301

€9030
€9302

€9030
€9320

€9030
€9330

€9030
€9340
€9340
€9340
€9340
€9040
€9040

€9030
€9350

€9030
€9360
€9360
€9040

VSNVSE
FNNVSE

040

FNNVUE
FNNVUE
FNNVUE
FNNVUE

09095

VSNVSE
VSNVSE
FSNVSE

09064
FNNVSE

040

FNNVUE
VSNVUE
FNNVUE
FNNVUE

09040
FNNVSE

0560
FSNVSE

09045
FNNVSE

040
VNNVUE

09060

FNNVSE
VSNVSE
FNNVSE
VSNVSE
FNNVSE
VSNVSE

040
VNNVUE

09060

FNNVSE
VSNVSE
FNNVSE

SNFN

SNFN

SNFN

UNVN

NVN

[eNeoNoNoN ool

UNVN

SNVN
0
0
0

0
0

WWOMS
0
0
0
0

WWOMS
0

0

13

WWDMS
0

WWDMS
0
0
0
0

WWDMS
0

WWOMS
1

WWOMS
0

WWDMS
0

WWOMS

Qo O0QoOo

WWOMS

WWDMS

0
0

A - 42

1<CR>XNL>* preceded by data/error

!please direct, release, or hold before

outnup !user inputs print

Iprint $3
!prin $$

<all>print 74

Ilprin 74

outnup !end of print

lend of $$%
tend of 74
t74 not foun

d

outnup !second function

{ function?

outnup !second func choices

thold
‘rele
!direct ac
!direct onl

outnup !compiler pass 1

1<c9040(t9110 t9140 t9440 t9200 t9230 t

outnup !compiler pass 2
1<alLl>.<CR><NL>

outnup !1st question for ACCIMOB, INFO
1<alL>ENTER REQUIRED PARAMETER FOR

outnup !user enters cat file

'<all>omni/<userid-prefix>/<filename>

outnup !query for fldname
1<all>ENTER FLONAME = LITERAL
ENTER FLDNAME = LITERAL
I1<all>ENTER FIELONAME = LITERAL
1<all>ENTER FIELDNAME = LITERAL

1<CRO><SNLO*

1<CR><NL>* preceded by error

outnup !user enters fieldname

i1<all>fieldname = "Lliteral"

outnup !query for sort-fieldl
!{<al L>ENTER SORT-FLD1
1<c9340>ENTER SORT-FLD1

1<CR><SNL O™

' i . > l’ - .. 3 3 3 ) 3 I
NN NI ST S MM N o DN

oy

ey

»
A L
:"‘a ‘Q"“; S LN LI LM

'OMN




t
l
k)
) T9030 C9040 VSNVSE O 0 !<CR><NL>* preceded by error H
By .
' C9360 9030 040 UNVN WWDOMS outnup !user enters sort-field1
” T9325 C9370 VNNVUE O 0 I<all>sort-fieldl
!@‘
)
z?f C9370 (€9030 09060 SNVN WWDMS outnup !query for sort-field2
gﬁ T9590 9380 FNNVSE O 0 {<all>ENTER SORT-FLD2
nz T9590 C9380 VSNVSE O 0 1 <alLl>ENTER SORT-FLD2
T9030 (€9040 FNNVSE O 0 1 KCROSNLO*®
i T9030 C9040 VSNVSE O 0 {<KCR>XNL>* preceded by error
L) {3
k'; 9380 (9030 040 UNVN WWDMS outnup !user enters sort-field2 ’
i T9325 C€9390 VNNUE O 0 !<all>sort-fielde X
\'}‘. .
"' C9390 C9030 09060 SNVN  WWDMS outnup !sort-field3 query
s T9600 C9130 FNNVSE O 0 1<alL>ENTER SORT-FLD3
ﬁy' 19600 C€9130 VSNVSE O 0 1<al>ENTER SORT-FLD3
hy T9030 C9040 FNNVSE O 0 I<CRO<NL >* i
:ﬁ: T9030 C9040 VSNVSE O 0 I<CRY<NL>* preceded by error |
y
e C9550 C9030 09040 SNFN  WWDMS outnup !compiler pass 1
f;;\. T9500 C9551 FNNVSE O 0 IKCRO<SNL> .
o0
j} 9551 C9030 0560 SNFN WWOMS outnup !compiler pass 2 M
123 T9S01 C9552 FSNVSE O 1 ! .<CR>XNL> '
‘ol
. €9552 C9030 09045 ¢ SNFN WWDMS outnup !1st question for RPTMO8,DEPLOY
n 79570 9570 FNNVSE O 0 {ENTER PARAM FOR °'SBRPT!
s A\
“J\ C9S70 C9030 040 UNVN WWDMS outnup l!user enters sbrpt A
2» T2100 C9580 VSNVUE O 0 <all>"w..." ¢
"l ]
o C9580 C9030 09060 SNVN WWOMS outnup !query for cat file
. 79521 €9590 FNNVSE O 0 1<alL>ENTER PARAM FOR OMNI CATFILE
-?g 79521 C9590 VSNVSE O 0 'ENTER PARAM FOR OMNI CATFILE '
w T9030 C9040 FNNVSE O 0 I CCR><NL>* .
A T9030 C9040 VSNVSE O 0 I<CR><NL>* preceded by error ,
M
a €9590 €9030 D40 UNVN WWOMS  outnup 'user enters catfile name
. T2100 C9350 VSNVUE O 0 I<all>omni/<userid-prefix>/<filename> 4
i 4
,g ' €11000 (€999 011000 SNVN TLCF outnup ! announce teleconferencing \
?k~ 711000 C11010 VSNVSE O 0 ! "TELECONFERENCING AT ... " '
sa‘ T11001 €280 FNNVSE O 0 ! "ILLEGAL CLASSIFICATION COOE" {
_— C11010 C11010 011010 SNFN TLCF outnup ! prompt user for conf action
iﬁé T11010 C€11020 FSNVSE 122 31 ! "USER ASSISTANCE IS AVAILABLE ... "
"q,

’39 C11020 <¢11010 040 UNFN TLCF outnup ! user enters conf action
711020 C€11030 FNNVUE O u ! jloin)

o A - 43
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ot i o T R o S
wh ol
:""
LT
RN
tg N
g T11021 C€11030 FNNVUE O 0 ! joCin)
d"g T11022 C11030 FNNVUE O 0 ! joiln)
: T11023 C€11030 FNNVUE O 0 ! join
X C11030 C€11010 011030 SNFN  TLCF  outnup ! prompt user for conf name
s&g T11030 C11040 FNNVSE O 0 ! "NAME OF CONFERENCE YOU WISH TO JOIN?
f&ﬂ T11031 (€999 VSFVSE O 0 exit ! “LINE TERMINATED" (bad conf n
‘c;"!
et C11040 C11010 040 UNFN TLCF outnup ! user enters conf name
- T11040 C11050 VNNVUE O 0 ! <conference name>
,'?'ﬂ
i C11050 C€11030 011050 SNFN TLCF  outnup ! prompt user for name
,Qﬁr T11050 C11060 FNNVSE O 0 ! “"PARTICIPANT'S NAME? "
ﬁvg T11051 C11030 FNNVSE O 0 ! "SORRY, THAT CONFERENCE IS NOT IN SES
. C11060 C€11010 040 UNVN TLCF outnup ! user enters name
‘k? T110640 C11070 VNNVUE O 0 ! <name>
«cisp‘
§?: €11070 C11050 011070 SNFN TLCF outnup ! prompt user for password
o?h; T11070 C11080 FNNVSE O 0 ! “"PARTICIPANT'S PASSWORD ... "
e T11071 C11050 FNNVSE O 0 ! "SORRY, NAME GIVEN NOT RECOGNIZED"
L T11072 (999 FNNVSE O 0 1 "ACCESS DENIED"
AR
3\ ‘ C11080 C€11010 D40 UNVN TLCF outnup ! user enters password
ﬁ.; T11040 C11090 VNNVUE O 0 ! <participant password>
33' C11090 C11070 D11090 SNFN TLCF outnup ! prompt user for host name
T11090 C11100 FNNVSE O 0 ! "THE FOLLOWING QUESTIONS CONCERN ...
ﬁ 3! T11091 C11140 FNNVSE O 0 ! "ACCESS GRANTED"
M T11072 (€999 FNNVSE O 0 ! "“ACCESS DENIED"
;2:'.}' T11070 C11080 FNNVSE O 0 ! “PARTICIPANTS PASSWORD ... "
iy
§%§ €C11100 C11010 040 UNVN TLCF outnup ! user enters host name
B T11040 C11110 VNNVUE O 0 ! <host name>
o)
%}a C11110 C11090 011110 SNFN TLCF outnup ! prompt user for ident
3§? T11110 C11120 FNNVSE O 0 ! "ENTER YOUR ACCOUNT NUMBER, ... "
,ﬁq T11111 C11120 FNNVSE O 0 ! "ENTER YOUR ACCOUNT NUMBER, ... "
Oy T12271 C€11090 FNNVSE O 0 LINVALID HOST NAME<SSP><SP><SP> ‘
a3 €11120 C11010 040 UNVN TLCF outnup ! user enters ident ?
3 T11120 C€11130 VSNVUE O 0 I <ident>
'\!
\,
R €11130 €11010 011130 SNFN  TLCF  outnup ! outcome of join
oy T11091 C11140 FNNVSE 0 0 ! "ACCESS GRANTED" :
o 1
o C11140 C11010 D11140 SNVN TLCF outnup ! conf security classification
;5¥ T11140 C€11150 VSNVSE O 0 ! "CONFERENCE SECURITY CLASSIFICATION .
[}
ﬁ¢§ C11150 C11010 D11140 SNVN  TLCF  outnup ! message announcement status
M
7]
B
. A=~ 4h
‘ﬁ‘
]
!

. g . rp -
) "ﬁ’ﬁmﬁvﬁmﬂﬂﬂmm\ﬂﬂuht9hnm‘hfﬁjﬁb N



T11150
T11151

€11160
T11160

€11170
T11170

11180
T11180

€11500
T11500

€11510
111510
111190
T11191
T11040

€12000
T12000
712001
T12000

€12010
T12022
712012
T12010
T12011
T12013
T12014
T12015
T12016
T12017
712018

712020
T12021

€12040
712040
T12041

€12050
T11600
T12050

€12060

T12019.

€11160
€11160

¢11010
c11170

11010
€11180

€12000
€11510

€12000
€11510

€12000
€11510
€11510
€11510
¢11510

€12000
€12010
€12010
€12010

€12000
€12500
€12100
€12040
€12060
€12200
€12240
€11500
€12250
C12350
€12360
€12450
€13000
C12470

€12000
€12000
€12050

€12000
€12050
€12010

€12000

FNNVSE
VSNVSE

011140
VSNVSE

011140
VSNVSE

011180
VSNVSE

011180
VSNVSE

011510
VSNVSE
VSNVSE
VSNVSE
VNNVUE

p12000
FNNVSE
FNNVSE
VSNVSE

D40

VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE

012040
FSNVSE
FNNVSE

012050
VSNVSE
VSNVSE

012060

NVN

OO0 0C00O000O0O0O0O0OC

TLCF

TLCF

TLCF

TLCF

TLCF

(=N =N ol

TLCF

LCF

[ejeNaYooNeloeaoNoNal o, |
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! “"THERE ARE NO ANNOUNCMENTS AT THIS TI
! "ANNOUNCEMENT MESSAGE NUMBERS ARE ...

outnup ! current message status
! "LATEST MESSAGE NUMBER IS n"

outnup ! previous message status
1 “LAST MESSAGE SEEN WAS NUMBER n"

outnup ! Llisten mode entered initially
! "LISTEN MODE ENTERED IN ... "
outnup ! Listen mode entered subsequen

! "LISTEN MODE ENTERED IN ... "

! Listen mode polling

I<NP>

1<dtg> <name> HAS JOINED THE CONFERENCE
i<dtg> <name> HAS LEFT THE CONFERENCE<S
! (any user input is accepted and ignor

outnup ! command mode entered

! "COMMAND 2"

! "COMMAND ?" (preceded by form feed)
! “COMMAND ?" (preceded by message)

! user enters command
! desc(ribe)

! defilnition)

! bull(etin)

! comm(unication)
! floo(r)

! give(up)

! Llist(en)
]

;

!

!

!

!

outnup

prin(t)
quit
revi (ew)
stat (us)

talk
?

outnup ! bulletin verb
! "“NO MESSAGES WAITING"
| "MESSAGE NUMBER"

outnup ! bulletin message
1 <CR><NL>SNP>
! “COMMAND 2"

outnup ! communication

- - A WA - - -
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712060
T12061

€12070
712070
T12071
112072
712000

€12080
T11040

€12100
T12100
T12101
T12102
T12103
712104
T12105
T12106
712107
712108
712000

€12110
T11040

€12120
T12000
712120
712121
T12122
712000

€12200
T12200
T12201
112202
T12203
T12000

€12210
T12210

€12220
711040

€12230
712230

€12070
€12000

c12000
€12080
€12000
€12000
€12010

€12000
€12070

€12000
€12010
€12010
€12010
€12010
€12010
€12010
€12010
c12110
€12100
€c12010

€12000
c12120

€12000
€12010
€12110
€12110
€12110
€12010

€12000
€12210
€12000
€12000
€12010
€12010

€12000
€12220

€12000
€12230

€12000
€12000

FSNVSE
FSNVSE

012070
FSNVSE
FSNVSE
FSNVSE
VSNVSE

040
VNNVUE

012100
FNNVSE
FNNVSE
FNNVSE
FNNVSE
FNNVSE
FNNVSE
FNNVSE
VSNVSE
VSNVSE
VSNVSE

040
VNNVUE

012120
FNNVSE
FSNVSE
FSNVSE
FSNVSE
VSNVSE

012200
FSNVSE
FSNVSE
FSNVSE
VSNVSE
VSNVSE

012210
FSNVSE

040
VNNVUE

012230
FSNVSE

SNVN

O0O0Oo

ocCc
2
-
-4

RVN

OCCOO0OOCOCOOoOCOW

SNFN

UNVN

SNFN

92

TLCF
22
34

TLCF

LCF

TLCF
53
54
30

TLCF
62

TLCF

TLCF
64

A - 46

oY N T T T & W W W e e e, e T

! "ENTER ONE LINE PER PROMPT (=) ... "
! “INVALID COMMUNICATION ARGUMENT"

outnup ! comm input prompt

[ I 1]

! “COMMUNICATION SENT"

! "COMMUNICATION REQUEST IGNORED"
! "COMMAND ?' (preceded by msg)

outnup ! user comm input
! (any user input)

outnup ! definition output

! "FLOOR RECORDING IS OFF"

! "FLOOR RECORDING IS ON"

! "CONFERENCE IS OPEN TO JOINING ... "
! "CONFERENCE IS CLOSED TO JOINING ...
! "OPTION RESTRICTED TO INITIATING ...
]

:

!

!

!

“OPTION RESTRICTIED TO CURRENT ... "
"“NO ALTERNATES HAVE BEEN ASSIGNED"

" «.. CHANGE?"

" ees FILE INSERT LIMIT IS— ... "
"“COMMAND ?" (preceded by anything)

outnup ! user responds to definition p
! user response

outnup ! system response to user input
! "COMMAND ?" (only)

! "HOST?2"

! "SIDENT?"

! "NEW IDENT CARD NOT VALID AT THIS ...
! "COMMAND ?" (preceded by anything)

outnup ! floor response

! "ENTER ONE LINE OF TEXT ... "

! "CHAIRMAN NOT PRESENT ... "

i “FLOOR INVALID COMMAND"

! "INVALID FLOOR COMMAND ... "

! “COMMAND ?" (preceded by anything)

outnup ! floor prompt for input
! "(ENTER BREAK STATUS OR NULL ...)"

outnup ! floor request input
! <line of input to accompany floor req

outnup ! floor request acknowledged
! "CHAIRMAN'S APPROVAL ... "




€12240
T12240

€12250
T12250
T12251
112252
712000

€12260
T11040

€12270
T12270
T12271
T12272
712273
T12274
712000

€12350
712350

€12360
T12360
T11600

€12450
T12050

C12470
T12470

€12500
712500
T12501
712502
T12503
712504
T12505
112506
T12507
T12508
T12509
T12510
T12511
T12512
T12513
T12514
T12515

€12000
€12000

€12000
€12000
€12000
€12260
€12010

€12000
€12270

¢12000
€12260
€12270
€12260
€12260
€12260
€12010

€12000
€999

€12000
€12000
€12050

€12000
€12010

€12000
€12010

€12000
€12600
€12610
€12620
€12630
C12640
€12650
€12660
€12670
€12680
€12690
€12700
¢12710
€12720
€12730
C12740
€12750

012240
FSNVSE

012250
FSNVSE
FSNVSE
VSNVSE
VSNVSE

D40
VNNVUE

012270
FSNVSE
FSNVSE
VSNVSE
FSNVSE
FSNVSE
VSNVSE

012350
FSNVSE

012360
FSNVSE
FNNVSE

012450
VSNVSE

012450
FSNVSE

012500
FSNVSE
FSNVSe
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE

SNFN

SRVN

SRFN
809

NFN

VRV RV RV RVEV.RAV RV RV RV RV RV, RV RV, RV RV N7

TLCF
30

TLCF
38
26

TLCF

TLCF
46
22

52
80

TLCF
18

TLCF
24

TLCF

TLCF

TLCF
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

A= 47
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outnup ! giveup response
t ""COMMAND VALID FOR FLOOR ONLY'

outnup ! print response

! "PRINT REQUEST INCOMPLETE OR INVALID”
! "“MESSAGE NUMBER TOO HIGH”

! " ... CHANGE?"

! "COMMAND ?" (preceded by anything)

outnup ! user enters info to prompt
! (any user input)

outnup ! print request prompts

! YENTER HOST NAME FOR DELIVERY ... "
! "INVALID HOST NAME"

! " ... CHANGE? "

! "ENTER YOUR ACCOUNT NUMBER, NAME ...
! "IDENT INFORMATION NOT VALID ... "

! "COMMAND ?" (preceded by anything)

outnup ! quit
1 "QUIT SUCCESSFUL"

outnup ! review
1 "INVALID REVIEW REQUEST"
1 KCR>SNLOSNP>

outnup ! status
! "COMMAND 2"

outnup ! ? output
! "THIS TERMINAL IS CURRENTLY ... "

outnup ! determine describe output
1 ">>>ADD<KLKL"

1 ">>>ADJ OURN<LLL"
1 ">>>ANNOUNCE<<L"
1 *>>>BULLETIN<<L"
1 ">>>CHAIR T0<<K"
! ">>>COMMUNICATION<LL"
1 ">>>DEFINITION<L"
! ">>>DELETE<KL”

¢ ">>>DESCRIBE <KL
! ">>>ERASE<KL"

1 ">>>FLOOR<<L"”

! ">>>FORMAT<<L"

1 ">>>GIVEUP<LL"
POMO>>INSERT<<L"

1 ">>>KEYWORD<<L"
T O"SO>LISTENSLL"

T i B e e L K alal e ]




%

-.f

A

B

»D T12516 C€12760 FSNVSE 5 14 1 ">>>PDACKLL”

',i. T12517 C12770 FSNVSE S 14 P OU>>>PRINTLL"

W T12518 (12780 FSNVSE 5 14 POUODQUITL"

N T12519 C12790 FSNVSE S 14 POU>5>REVIEWSLL”
X T12520 C12800 FSNVSE S 14 1S5 >STATUSKLL!

;fi‘ T12521 (C12810 FSNVSE S 14 T OUOS>TALK <KL

o T12522 (€12820 FSNVSE 5 14 ! ">>>TERMINATE<<<"

ey T12523 (12830 FSNVSE 5 14 1 5>9¢<<"

:lﬁ T12524 C12470 FSNVSE 5 14 ! "INVALID DESCRIBE ARGUMENT PASSED"
- C12600 C€12000 012450 SRFN  TLCF  outnup ! add text

_!}: T12600 C12010 FSNVSE 471 9 ! "THIS VERB'S USAGE IS RESTRICTED ...
o

A"

2}: €12610 (€12000 012450 SRFN TLCF outnup ! adjourn text

f?ﬁ T12610 C€12010 FSNVSE 454 9 ! "THIS VERB'S USAGE IS RESTRICTED ...
o 12620 (€12000 012450 SRFN TLCF outnup ! announce text

O T12620 €12010 FSNVSE 589 9 ! “THIS VERB'S USAGE IS RESTRICTED ...

Q

S

‘iti C12630 C12000 D12450 SRFN TLCF outnup ! bulletin text

\ﬁq T12630 C12010 FSNVSE 240 9 ! "“THIS VERB ALLOWS AN INDIVIDUAL ... "

= C12640 C12000 D12450 SRFN TLCF  outnup ! chair to text

524 T12640 C12010 FSNVSE 822 9 ! "THIS VERB'S USAGE IS RESTRICTED ...
N

-i& C12650 C€12000 012450 SRFN TLCF outnup ! communication text

1’5: T12650 C12010 FSNVSE 918 9 ! "THIS VERB WILL ALLOW INFORMAL ... "

. €C12660 (€12000 012450 SRFN TLCF outnup ! definition text

'h;,“ T12660 C12010 FSNVSE 2644 9 ! "THIS VERB DISPLAYS THE STATE ... "

":: C12670 C12000 D12450 SRFN TLCF outnup ! delete text

' T12670 C12010 FSNVSE 360 9 ! "THIS COMMAND ALLOWS THE ... "

b

~ €12680 C12000 012450 SRFN TLCF outnup ! describe text

?¥~J T12680 C€12010 FSNVSE 572 9 ! “THIS VERB IS USED TO OBTAIN ... "
oy )

fﬁ €C12690 (€12000 D12450 SRFN TLCF outnup ! erase text

:,. T12690 C12010 FSNVSE 289 9 ! "THIS COMMAND IS USED BY THE ... "

A C12700 C€12000 D12450 SRFN  TLCF  outnup ! floor text

‘a:. T12700 C€12010 FSNVSE 1311 9 ! “THE PURPOSE OF THE FLOOR ... "

R €12710 C12000 D12450 SRFN  TLCF  outnup ! format text

.',::- T12710 C€12010 FSNVSE 685 9 ! "THIS COMMAND IS USED 8Y THE ... "
P

b C12720 C12000 012450 SRFN TLCF outnup ! giveup text

_'f'_" T12720 C€12010 FSNVSE 181 9 ! "THIS VERB ALLOWS A PARTICIPANT ... "
._f

o C12730 C12000 012450 SRFN TLCF outnup ! insert text
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T12730 C12010 FSNVSE 618 9 ! "THIS IS A CHAIRMAN ONLY VERB ... "

C12740 C12000 012450 SRFN TLCF outnup ! keyword text

Q T127640 C12010 FSNVSE 528 9 1 "MESSAGES MAY BE ASSIGNED A ... "
o C12750 €12000 012450 SRFN  TLCF  outnup ! Listen text
:. T12750 C12010 FSNVSE 328 9 ! "TO RECEIVE CONFERENCE MESSAGES ... "
%
C12760 C12000 012450 SRFN TLCF outnup ! pdac text
. SNVSE 56 ! "“THIS VER3 OPENS A CONNECTION ...
" T12760 C12010 F 561 9 Lo v
K
;g C12770 C12000 D12450 SRFN TLCF outnup ! print text
i T12770 C12010 FSNVSE 1868 9 ! "THIS VERB ALLOWS AN INDIVIDUAL ... "
i)
'y
C12780 C12000 012450 SREN TLCF outnup ! quit text
y T12780 C12010 FSNVSE 115 9 ! “"THIS VERB DISCONNECTS A ... "
I
\ 12790 C12000 D12450 SRFN TLCF outnup ! review text
8 T12790 C12010 FSNVSE 1265 9 ! "THIS VERB ALLOWS A SELECTIVE ... "
R
L €12800 C12000 D12450 SRFN  TLCF  outnup ! status text
: T12800 C12010 FSNVSE 294 9 ! "THIS VERB PRODUCES A REPORT ... "
)
C12810 C€12000 D12450 SRFN TLCF outnup ! talk text
:“ T12810 C12010 FSNVSE 233 9 ! "THIS VERB TRANSFERS A ... "
)
“ €12820 €12000 012450 SRFN TLCF outnup ! terminate text
- T12820 C€12010 FSNVSE 422 9 ! "THIS VERB'S USAGE IS RESTRICTED ...
l||
! €12830 C€12000 012450 SRFN  TLCF  outnup ! ? text
&‘ T12830 C12010 FSNVSE 173 9 ! "THE QUESTION MARK IS USED ... "
0‘ .
h C13000 C€13500 D13000 SNVN TLCF outnup ! talk mode entered
7 T13000 C13010 VSNVSE 0 0 ! "TALK MODE ENTERED IN ... "
N2 €13010 C13500 013010 SNFN  TLCF  outnup ! talk mode prompt
:J T13010 C€130S0 FSNVSE O 3 1 ">*" (talk mode prompt)
o T13011 C13050 FSNVSE O 3 ! "= (alternate talk mode prompt)
o T13012 (13020 FNNVSE O 0 1<CR>SNL>TO?
3 713012 C13020 VSNVSE O 0 1<KCR><SNL>TO?
5 T13013 C13020 FSNVSE U 7 ! "FROM?"
! T13014 C€13020 FSNVSE O 10 ! "SUBJECT?"
P T13015 C€13020 FSNVSE O 8 ! "“CLASS?"
Wy T13016 €13 " "
W) 020 FSNVSE O 7 ! "INFO?
o T13017 €13020 FSNVSE O 6 ! “REF?"
&Z €13020 C13500 040 UNVN TLCF outnup ! user enters format info A
W T11040 C13030 VNNVUE O 0 ! (anything is valid)
i,
ﬂ: C13030 13500 D13010 SNFN TLCF outnup ! complete message formatting ;
Wl
f;. .
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T13010
T13011
T13012
T13013
T13014
T13015
T13016
T13017

€13050
T13050
T13051
T13052
T13053
T12080
T13054
T13055
T13056
713057
713058
711040

€13100
T13100
T13101
T13102
713103
T13104
T13105
T13106
T13107
T13108
T13109
T13099

€13110
T13110

€13120
713120

€13130
T13130

€13140
T13140

¢13150
T13150

€13050
€13020
€13020
€13020
€13020
€13020
€13020
€13020

C13500
€13100
€12000
€13300
€13320
€13320
C13340
C13360
€13380
€C13410
13210
€13010

€13500
€13110
€13120
C13130
C13140
€13150
C13160
€13170
€13180
€13190
€13200
€13210

€13500
€13010

€13500
C13010

€13500
€13010

€13500
€13010

€13500
€13010

FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE

D40

VSNVUE
VSNVUE
VSNVUE
VSNVUE
FNNVUE
VSNVUE
VSNVUE
VSNVUE
VSNVUE
FNNVUE
VNNVUE

013100
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE
FSNVSE

D560
FSNVSE

D560
FSNVSE

0560
FSNVSE

0560
FSNVSE

D560
FSNVSE

oocoococoocooco0OoOC

[eNeNolaloNaoie)al

NVN

NFN

VRV RV RV RV EVEV RV RV RV BV N/

SRFN
358

SRFN
159

SRFN
110

SRFN
357

SRFN
214

O N0 =WV WWN

LCF

olojolslacNofolaloloNol, ]

TLCF
14
14
14
14
14
14
14
14
14
14
14

TLCF
10

TLCF
17

TLCF
14

TLCF
10

TLCF
10

A-50

">" (talk mode prompt)
"“=" (msg format prompt)
OITO? ”

"FROM?"

"SUBJECT?"

"CLASS?"

"INFO?"

"REF?"

Sem Gem S g Sam S Sms sem

outnup ! user enters talk mode command
! Sdesc(ribe)

! Scomm(and)

! Sdele(te)

! Send

! <carriage return> (same as Send)
! Slist

! Sselelct)

! Ssubj(ect)

! Stalk

! 2

!

(anything else is part of a message)

outnup ! determine describe output
">>>SDESCRIBE<LL"

*>>>$ COMMAND <<L"

">>>$DELETELKL"

*>>>$END<<L"

*>>>SLISTLCCL"

">>>$SELECT<LL"

">>>$SUBJECT<<L"

*>>>$TALK<LL"

3> 2?2 <"

">>>$INSERT<LL"

*INVALID DESCRIBE ARGUMENT PASSED"

outnup ! Sdescribe text
! “THIS PARAMETER IS USED TO OBTAIN ...

outnup ! Scommand text
! "THIS PARAMETER WILL CAUSE A ... "

outnup ! Sdelete text
! "THIS PARAMETER WILL CAUSE THE ... "

outnup ! Send text
! "THIS PARAMETER WILL CAUSE A ... "

outnup ! Slist text
! "SLIST AS THE FIRST CHARACTERS ... "




at
Sy

d
o 13160
X T13160
by C13170
0 T13170
%

13180
R 113180
F 13190
o T13190
£
o €13200
the 713200
- 13210
h 713210
W
A 13300
- T13300
£ T13300
b T12000
3 711500
3
49 13320
&% T13320
I ]

. 13330
o T11500
W T12000
K C13340
: T13340

‘ 713010
9:.:

o 13360
A 713360
o 713010

e 713011
W 13380
ma 713381
00
e 13410
L T13320
a0 T13430
2 713010
oy 713010

¥

DO

8 YorSlibe. hr
15N s MO s Ity

€13500
€13010

€13500
€13010

€13500
C13010

€13500
€13010

€13500
€13010

€13500
€13010

€13500
€13300
C13300
€12010
€11510

€13500
€13330

€13500
c11510
€12010

€13500
€13050
€13050

€13500
€13010
€13050
€13050

€13500
€13020
€13050

€13500
€13420
€13410
€13050
€13050

0560
FSNVSE

0560
FSNVSE

D560
FSNVSE

013190
FSNVSE

0560
FSNVSE

D560
FSNVSE

913300
FNNVSE
VSNVSE
FSNVSE
VSNVSE

013320
FSNVSE

013330
VSNVSE
VSNVSE

013340
FSNVSE
VSNVSE

013360
FSNVSE
VSNVSE
VSNVSE

013000
FSNVSE
FSNVSE

013410
FSNVSE
FNNVSE
FNNVSE
VSNVSE

i

SRFN
256

SRFN
300

SRFN
233

SRFN
143

SRFN
636

SRFN
855

SNVN

oNOCoC

SNFN

[N ol w]

5 ! WOV RN
"’.shfa"‘,"l{'k- 6’.!'15 (M S

TLCF outnup ! Sselect text
10 ! “THIS VERB ALLOWS A PARTICIPANT ... "
TLCF outnup ! Ssubject text
20 ! "THIS VERB ALLOWS A PARTICIPANT ... "
TLCF outnup ! Stalk text
7 ! "THIS PARAMETER WILL CAUSE A ... "
TLCF outnup ! ? text
15 ! “THE QUESTION MARK IS USED ... "
TLCF outnup ! Sinsert text
27 ! "THIS PARAMETER ALLOWS PREVIOUSLY ...
TLCF outnup ! ? or bad describe argument
19 ! "THIS TERMINAL IS CURRENTLY ... "
TLCF outnup ! $delete command
0 t<CR><XNLO>MESSAGE DELETED BY PARTICIPANT
0 IKCR><XNL>MESSAGE DELETED B8Y PARTICIPANT
9 ! "COMMAND ?" (command mode entered)
0 ! "LISTEN MODE ENTERED IN ... "
TLCF outnup ! Send command
18 ! "MESSAGE ACCEPTED"
TLCF outnup ! Leave talk mode
0 ! "_ISTEN MODE ENTERED IN ... "
0 ! "COMMAND 2"
TLCF outnup ! $list command
24 ! "NO TEXT HAS BEEN ENTERED"
0 ! ">" (talk mode prompt)
TLCF outnup ! S$select command
55 ! "eee NO PARTICIPANT NAMES"
0 1 ">" (talk mode prompt)
0 ! "=" (alternate talk mode prompt)
TLCF outnup ! Ssubject command
3 ! ",
48 ! “INVALID SUBJECT REQUEST=—..."
TLCF outnup ! Stalk command
18 ! "MESSAGE ACCEPTED"
0 ICONTINUING IN TALK MODE<SP>
0 1<KCR><SNL>>
0 I<CR>XNL>> preceded by message
A - 51
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€13420
T13420

C13430
T13430

C13500
T13300
T13300
712000
T11500

€13510
T11040
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€13500
€13430

€13500
€13010

€13500
C13510
€13510
€12010
c11510

€13500
€11500

013420
VSNVSE

013430
FNNVSE

013300
FNNVSE
VSNVSE
FSNVSE
VSNVSE

D40
VNNVUE

SNVN

SNFN

SNVN

cCoCo0o

UNVN

TLCF

TLCF

TLCF

(=1 N eoNa)

TLCF

A - 52

outnup ! message number assigned
! "MESSAGE NUMBER ... "

outnup ! return to talk mode
! "CONTINUING IN TALK MODE"

outnup ! user entered a break

| <CR><NL>MESSAGE DELETED BY PARTICIPANT
I1<KCR><NL>MESSAGE DELETED BY PARTICIPANT
! "“COMMAND ?" (command mode entered)

! "LISTEN MODE ENTERED IN ... "

outnup ! user enters carriage return
! (anything)




A.5.2 Source Halting Delimiter File (GHDEL)

01

020
030
040

050

0110
0130

0150

0501

0502

0503

0504

V506

0509

0510

0520

0530

Int]|="

Jer

ZMAler|”
KEDlcr|~"

?2lerl|nt] ="

2lerlint]"
code""

?.
code”"

” LX)}

? -~
ERS""

6 ~n
L an

ylerlint

FILE®"
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ai!‘
L
"
"9,4
:ﬁf}
f:;!e -
pX, 0539  ERS
e VED-"
N T CHARACTER"
. LONG"
Ll TION®
O
N E SAVE""
(L4
s 0S40 7 °
"v. pY*®
ERS" : ‘
af' H-. .
i E SAVE""
g
(]
e 0550 lerllnt|="
G‘;.}
0560 lerlint]="
"
X 0570  |crlInlIINVALID COMMAND AT THIS LEVEL °
B lerllnl]®
Wh TED ~°
W
ps80 2 °
) Eler]|nt|"
e R Jerllnt]®
¥ LEVEL ©
) R FILE ~"
" 0581 2 -
W
KT 0598 R FILE °
d R °
R e -
R JerlinL]"*"
el
eﬁﬁ 0599 2
n'(:
!.:‘l
i 611 - =
e 0990 Int]]nt]"
,;:;:‘ P
Wy
it 0995 IntlInt]""
fogt
Mk
- 0999  |nt|*
= ler|®
B N
u.::l
O 01000 2?2 ** ‘
e
Y
KX
.'l:q' A - 5‘
N [
»!‘( 9
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R
4 g

-z
-
-

P 2RI

e 3 R R =
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Fu

i
r

o)

- "‘-
-

R
-l

01030

01050

01200

D1240

01300

06000

06120

06140

06160

06260

06340

07000

09020
09030
09040

09045

’.
INPUT CHARACTER"
' TOO LONG™"

RWMicr|®
STATED""

,.

INPUT CHARACTER®
' TOO LONG"

E PERMISSION""

9 »
EXIST"

FUL."

INPUT CHARACTER”
' TOO LONG"
STATED""

Elntl]cr]""
[ tintllerl®
Einl]lecrl”

Y|nLl]erl®"

| tintilcrl”
ointl]erl="

ointl]er|”
Iintllcrl="

L1 1 lintder]®®

| lintlferl”
Rinlllcr]~"

ylerl|nt]*®
cter”

NEDlcr)inL]"
" ?.-

Y.n

leri[nl]|*""

lerlint]=""
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09050 o
lerllnt]e="

09060 fcrl|nL]="
ferllnt]*""
09061 =»°

?..
D9063 Elcrl|nL]""
09064 2%°
09065 TEM™"

09070  jer||nl]="
lerlint]”

N a=

p%080 =2 *
LESS"
lerllerlint]="
09095 of 74~
of $8°
found”
lerlint]="

09096 tlcrl|nt]"
*-.

09097 - °°

09100 2~
*“
busy”
found™*

09120 |crl|nl]»"
ler]llnt}"
loell]|bell] |bell]|bell]|bell]]|bell]"
TEM®
ALLY™"

011000 | [leri|nt|"
CopE~"

011010 JOIN?""

11030 JOIN?"
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011050

011070

011090

011110

b11130
P11140
011180
011190

011510

012000
012040

p12050

012060

012070

012100

(o i

NAME? *
SESSION""

IMAlcr|*
NIZED"
DENIED -~

coPY *
GRANTED
DENIED -
IMAlcr]~"
NAME -

CARD *
CARD==""

|crlna
lerlint]="

CONFERENCE ~*

lerlint]" i
CONFERENCE * b
(Rad| é?

e
COMMAND ?72°° w

WAITING"
MESSAGE NUMBER"“

-

Icrllnlllffl‘
lerlint]®
COMMAND 2"

AGE °
ENT °=°

SENT °
IGNORED °
COMMAND 2°°

COMMAND ?°
CHANGE? |crlInL]"
LIMIT IS— °°

A - 57
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N X Y e
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012120

012200

012210
012230
012240

012250

012270

012350

012360

012450

012500

013000
013010

013100

013190
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[ |\|
e
£
v
o
:A
e
2 lerllnt]® 5
? Jerllnt]* 213
? lerlint|® ¥
COMMAND ?*° ::
o
MAND * X
?an ; .\..‘
derlInL]"" -
cerl|n .
(1]
a'a‘}
TIVITY"" :ég'.:
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05(~====- uicleri|nt]

06C- READY Jcr | InL|

o7C- REASN|cr|InL]

osc- PRRAT |cr| Int|

09C--- PRRES|cr||nL|

10C- ESRAT|cr| |nt]

110--- ESRES | cr | |nL|

12C- ERRAT |cr] Int]

13[-—- ERRES|cr| Int]

14(- TRRAT | cr | [nL]

150~~~ TRRES |cr ) InL]

16L~-- SECRN|cr | InL]

17C-—- TERRN| cr| [nL|

18L~ CARAT |cr | |nLl

19C~===m= CADAT{cr||nLl

20L- LIMicrlintl

21C- RLIM|cr]|nl|

22(~=~==~ RICDA|cr||ntl

Q3 [=~=w=m ORGUIC|cr|InL|

24CFS RPTYPlcr] Intl]

5[~~~ RPTNR|cr||nlllerlInt]”
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i 12740 lcr||nt|
AU ler | ] nl| TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nl]
DATA NAME ERROR MESSAGE|cr||nt]|
ﬁﬁ 01f-— CARD-SEQ|cr||nt|
ﬂ_ Q2C- SECURITY=-CS]cri|ntl]
e 03C- TRANS-TYPE |cr| |nL]
Yl 04C~— CARD-TYPE Jcr | |nLl]
B USL====m- utclerlint|
. v6L~--- PSPER|cr||nL]|
] 07C-- MSPER|cr||nt|
T 08C-- SGPER|cr||nL]
% 09C-- APERT|cr||nL]
?5 10C-- DEPST|cr|[nt|
) 11(--- EHRON|cr | [nL]
12(~=~ EHRD1 Jcr]| | nL|
iy 13(--—- EHRD2 lcr | | nt|
I 14[~-= EHRD3 lcr| Int]
3 15C--- ENRD4lcr||nL]
: 160-- PILFILlcr]|nL|
M 17C-- PERRY |cr||nL]
4 18(-- PI-€Slcr}int]
% 19C-- ER|crl]nl|
A 20C-- PI-ER|er||nL]
oY 21(- TWRC1 ler | Int|
R 22C- ITAVS [cr||nL|
A 23(C- ITeMM|cr||nt]
24~ ITAFTler{ntLl
P 25C- ITAEM|cr]int]
;2 26C- ITAQL)cer ] [nL]
b 27C- ITATFlcr] |nL]
o e8C- ITAFLcr| |nt|
Oy 29~ ITATAlcr||nLi
s0C- ITATMlcr| |nL|
o s1¢- READ2 |cr | InL]
1) 32C- ALO|crl|nL|
v’ 33(-====- RICD1|cr||nL|
A s4C- PUID]cr||nL]
o 35(----—=  ORGUIC|cr||nL|
' 36LFS RPTYPlcr||nt]
R 37C-~-- RPTINR|cr||nl]|crl|nt]"
£y
- 12750  lerl|ntl
) ler )1 nliTNCOOOO10 TRANSACTION SEQUENCE NUMBER |crl|nl]|
53 DATA NAME ERROR MESSAGE|cr||nl|
s 01(---~ L-CARD=SEQ|cr]|nt]
- 02t~ L=-SECURITY-CLIcr|Inl]
0y 03C- L-TRAN-TYPE|cr]| |nL|
X 04cL L=CARD-TYPE|cr||nt]|
" US(~-=~--- L=uiclcr|int|

o , R
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L=-MEQPT|cr||nL]
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07C--- L-MEPSA|cr||nl]|

08(--- L-MEPSDlcr]int]

09(=--- L=-MEORD [cr] |nL]

10C--- L-MEORN|cr]||nL|

110---=—- L-MEREC|cr||nt]

12(~====m L-ORGUIC{cr]|nl]

13CFS L=RPTYP|crl|nL|

14C--- L-RPTNR|cr|[nL]{crl|nt]"

ler||nL]

icrl|nt]TNLOOOO10 TRANSACTION SEQUENCE NUMBER |cr|lnt|
DATA NAME ERROR MESSAGE|cr]|nt|

01(=-=-- M-CARD-SEQ|cr||nl]|

02C- M-SECURITY=CL|cr||nt]

03(- M-TRAN-TYPE|cr||nt|

04LM M-CARD-TYPE|cr]||nL|

(T1] —— m=vicler||nt|

6L M-MEQPT |cr| [nt]

07C-—==-- M-TEGEO|crl|nL]|

u8C--- M-MEPSD|cr] |nL]|

9L--- M-MEORD |cr | |nL]|

10C--- M=MEORN|cr| |nL|

1M1 [===mm M-MEREC|cr]|nL]

12(~=mm=m M-ORGUIClcr||nL]

13LFS M-RPTYP|cr]|InL|

14C--~ M=-RPTNRIcr||nli|crlint]"

lerllnt]

lerl]|nl|TNCOOOO10 TRANSACTION SEQUENCE NUMBER lcr||nt]
DATA NAME ERROR MESSAGE|cr||ntl]

01C--- N-CARD-SEQ|cr||nL]|

02C- N-SECURITY-CL|cr]Int|

03C- N=-TRAN-TYPE|cr| [nL]

04CN N=CARD-TYPE|cr||nL]

(1] m— N-UIClcr]|nt]

06(~-~~-~ N=PIN|cr]|nl|

07(-==-- N=FRN|cr||nL]

08C- N-PLEAC|crlnt]

09L-- N=DDP|cr||nL|

100=-—=——== N=-DDPRD|cr ] |nl]

11(~—~- N=-MOT|cr]||nL|

12[====m N-PUTCVicri|ntL]|

13(~-=—-~ N=-ORGUIC|criinl]

14CFS N=-RPTYP|cr]| InL]|

15C~—- N-RPTNR|crl|ntllcrl|nL]"

lerl|nL]

ler]inL]TNCOOOO%0 TRANSACTION SEQUENCE NUMBER |cr]linl]
DATA NAME ERROR MESSAGE|cr||nL]

01C--- P-CARD-SEQ@|cr]||nL|
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12790

T2800

02C-
03C-
04CP
05 L===—-

07C
UBC----~=
u9C--
10C---
11C0---
120-—--

14CFS
150=--

ferfint]

lerl|nLITNCOOOO10
DATA

riint|

u1L---

02C-

03C-

AR

]

06€1

o7C-

0BL-===-

P~SECURITY-CL|cr||nL|
P-TRAN-TYPE |cr|InL]
P-CARD-TYPE|cr||nt]|
P=ulClcr]int]
P-PINjcriint|
P-PEQPT |cr| Int]
P-TPGEO|crl|nL]
P~ALTYP|cr|Int]
P=NUMRR|cr | |nt]
P-NUMEA|cr]|[nl|
P-ALRET|cr||nL|
P-ORGUIC|cr||nL|
P-RPTYP|crl|nL]
P-RPTNR|crl|nl|lcrlint]"

TRANSACTION SEQUENCE NUMBER Jcr|{nL|

NAME ERROR MESSAGE |c->

R-1-CARD-SEQ|cr||nL|
R-1-SECURITY-CL|crlInt]
R=-1-TRAN-TYPE|cr||nL]|
R=1-CARD-TYPE|cr||nL]|
R=1=ulC|cr||nl]
R=1~RMK-SEQ-NUM|cr | |nlL|
R=1-NUM-0F-CARDS |cr]|nL|
R=1-RMK-LABEL{cr]int]

09C
100--~-
1M (===

14CFs
150---

lerllnt|
lerl{nl | TNCOOOO10
DATA

R=1-SEC=CONTROL |cr | |nL|
R-~7-RMK=DATE|cr||nt]|
R=1-RMAE[cr]| |nL]|
R=1-RMK-NARRATIVE{cr||ntL]
R=1-0RGUIC|crl|IntL|
R=1-RPTYP|cr||{nlL]
R=-1-RPTNRlcr||nt]]crl|nL]"

TRANSACTION SEQUENCE NUMBER Jcr|{nl]

ERROR MESSAGE|cr]|nt|

01(=--
SEQjcr|int]
v2C-
ITY=-CL|cr]Int]
03(-~
TYPE |cr | |nL]|
04L-=~

TYPE [cr||nt]

r| |nt}
0sC-

A-175

P alt ol afth-add ath a8k oRivoll ol bR S aibiC i o

R=-2-CARD~—>
R=2-SECUR=->
R=2-TRAN—>
R-2-CARD—>
R=2-UIC|c~->

R=2-RMK=-S->
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EQ-NUM|cr|InL]

o7C- R~2-NUM=-0~>
F-RMKS |cr||nL] r
0sc R-2~RMK-N-> |
ARRATIVE [cr|{nL]

R-2-0RGUI=>

Cler||ntl

10CFS R=-2=-RPTYP->

lerlint]
11 (=== R=2=-RPTNR=->
lerlintllerlint]”

lerllnt]
ler{Inl]TNLOO0DO10 TRANSACTION SEQUENCE NUMBER |cr|lnt]
DATA NAME ->
ERROR MESSAGE|cr||nl]|
01C--- R=11-CARD-SEQ|cr|]=>
ntl
02C- R~11-SECURITY-CL|c~=> -
rl|nt|
03C- R-11-TRAN-TYPE [cr|=>
Int]
04L-~- . R-11-CARD-TYPE|cr|=>
Int]
R=-11-UIClcr]||nL]|
R=11-RMK~-SEQ~NUM| c->

R=11-NUM=-0F-RMKS | c—>
R=11-RMK-LABEL |cr|->

R=-11-RMK=-DATE |cr]| |->

R=11-RMK~NARRITI|c~>

R-11-0RGUIC|cr||nL->

R=11-RPTYPlcr||nL|
R=11-RPTNR|cr||nL[->

lerlInt]”

lerlint]
ler|}nl]TNCOODO10Q TRANSACTION SEQUENCE NUMBER |cr||nt]
DATA NAME ->
ERROR MESSAGE|cr||nl]

U1 (=== R=12-CARD—->
-SEQlcr]|nL]

02C- R=12-SECU=>
RITY=-CL|cr]|nt|

03C- R=12-TRAN=>
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12830

12840

=TYPE lcr|Int]

04C-— R-12-CARD->
-TYPE |cr|int]
05(~===== R-12-UIC|-> LA
crlint] ahly
06C- R=12-RMK~=> .
seajcr||nt] e
u7C- R-12-NUM—> et
RMKS {cr | {nL] . #
08C R-12-RMK=—> afGat
NARRIT|[cr|]|nl] W&
u9C----—- R-12-0RGU-> x4
Iclcrllnt| e
10CFS R=12=-RPTY=> At
PlerllnLl 2
1M0--- R=12-RPTN-> =
Ricrl|ntllcrlInt]" v
. .!

lerlint] K
lerlinl] TNCOOOO10 TRANSACTION SEQUENCE NUMBER lcr||nL] o

DATA NAME ERROR MESSAGE|cr||nlL] 4
UL~~~ AA4-SEQ|cr||ntl] ERy
vac- AA4=SECURITY-CL|cr||nL] . sé(
u3C- AA4-TRANS-TYPE|cr||nL| R
04CAAL AA4=CARD-TYPE|cr ]| [nL]| ALK
05[-w===- AA4-UIC-CONTROL |cr||nL]| e
u6C-- AA4-ASGMT |cr| | nt| "~
070-=-~- AA4-TPSN15|cr|InL| o
08C-- AA4-TPSN-EL-SEQ|cr ]| |nL] e
L AA4=SRC|cr||nL| R
10C- AAL-0ESTS|cr] |nL] },5?
11C-- AA4=STATClcr||nL| R
12[-—=mmmmme AA4-MAC|cr||nLi s
13(-=-==~ AA4=-POAD]cr]|nL]
14(==mm AA4=PIDD |cr|nt]
15CWOZUFF AA4-ORGUIC|cr||nt|
16CFS AA4=RPTYP|cr}|nt|
17C--- AA4-RPTNBR|cr|Inlilcrlinl]”
ferlint|
lcr]lnL]TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nt]

DATA NAME ERROR MESSAGE|cr||ntL|
01C--- CARD~SEQ|cr] |nlL|
u2c- SECURITY-CL|cr]| |ntL|
u3L- TRAN-TYPE |Jcr]||nL]
U4CKA2 CARD-TYPE |cr| |nL|
USL=em=m uicCicr]|nt|
06L -~~~ PEOHN|cr|nL]
07C--- PEOHT lcr | nL|
o8L~--—- PEOH2 cr | |nL]
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2! 09C--- PEOH3|cr| |nL| 4
Ry 10(--- PEOH4 lcr | Int| 4
L 1[~-- PIEOH|cr]||nt|
- 120-- POMRR|cr | |nL| oy
L4 13C-- PoMPI|cr||nL| &
Rl 14C-- POMER|cr| |nL| N
e 15C-- PRIER}cr|Inl| V)
R 16[-==—- rICD2|cr||nt| !
R 17(--=---  oRGUICIcr|InL| !
. 18CFS RPTYP|crlnt| o
;1‘ 19C-—- RPTNR|crlInt]]er||nt]” ;!;
"i-"t‘
,»:»3‘,: 12850 lcr||nt|

U lcr|lnl | TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nL]

! DATA NAME ERROR MESSAGE|cr|[nL]

, 010-—- T-CARD=-SEQ|cr||nL]
.‘: o2r- T=SECURITY=CL|cr| |nL{
i;:. . 03C- T-TRAN-TYPE |cr{|nL|

04CT T=CARD-TYPE|cr||nl]|

0S{-===-- T-uIClcr||nt]
Y T-TEQPT|cr| |nL]
07C---- T-MESEN]|cr]||nL]
08scC- T-DECON|cr||nl]
09C~-- T-MECUS|cr| InLl|
10C- T-AVCAT|cr|Int]|
1MC- T-RESND |cr||nL|
12(------ T-ERDTE|cr||nt|
13C- T-EXDAC|er||nt}
M 14[==~~- T-CPGEO|crl|nt]
:‘ 7 150=~-~ T-CFGEOlcr|(nt]
b b 160~=~==-~ T-EQDEP |cr| | nl|
"y 17(--—--- T-EQARR |cr||nL|
K 18(-=——- T=TPIN|cr||nL]
) 19C- T=-TLEACIcr] {nL|
BXh 20C-- T-TLEQE |cr| |nL|
;::-'- 210-—=——=- T-0RGUIC|cr||nt]
;..:*?: 22CFs T-RPTYP[cr||nt]
B 230-—- T-RPTNRIcr | It lcrllnL|®
:'0:; )
) 12860 |crllnt|
S fcr|Int|TNCOODO10 TRANSACTION SEQUENCE NUMBER |cr||nL]
;."-és:: DATA NAME ERROR MESSAGE|cr||nl|
e 01(--- v-CARD-SEQ|cr||nlL|
K 02C- V=SECURITY-CL[cr|InL|
W 03C- V=TRAN-TYPE |cr| |nL|
- ustCv V=CARD-TYPE|cr||nt|
el 05(-=---- v-uICler||nt|
"y G0 06C=--—~ V=ACGEO|cr|InL| :
:-:_- u7C-- V=ACITY|cr||nL]|
.;: 08[=~====- V=-ADATE|cr]||nL] 3
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X 09C-—- V-MDATE | cr | |nL|

i 100--=-~- V=RDATE|cr| |ntl]
) 1M [-——m v=0RGUIC|cr||nL]

G 12CFS V=RPTYP|cr|[nL]

N 13(=-- V=RPTNR|cr||nl]lcr]|nL]"

A

' 12870  lcrlint]

i ler|Inl| TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nLl|

DATA NAME ERROR MESSAGE{cr||nLl

o U1 L--- X~-CARD=-SEQ|cr||ntL]|
’ﬁ 02C- X-SECURITY=CL{cr]|nL]
: 03cC¢ X-TRAN-TYPE |cr||nL|

1y 04Cx X=CARD-TYPE|cr]|nl]
w 0SL-—----  x-VIC|crl|nt]

06(-===== X=-GCMDfcr}int|

- 07[-===-- X-TDATE|cr||nL|
A 08[-=-- X=TRGEO|crl|nL]
] 09L-w——- X~DEPDT|cr||nL]
\ 10(====-- X=ARRDT{cr||nL]
k) 11 [ X=-RPTOR|cr | Int]
{ 12(-=—~-- X-INTRST1|crl|nt|

p 130-==-~ X=-INTRST2|cr]||nL|
- 14L-~—==- X-SBRPT{cr||nt|
AN 150=~- X=-ATACH|cr||nt]

e 16[===—-- X=ORGUIC|cr||nt|

o 17CFs X-RPTYPjcr||nt]
. 18C~--- X-RPTNRicr||nl] ler]]nt]”

0‘.
U 72880 lcrlint]
A lerl|nL} TNCOOOO10 TRANSACTION SEQUENCE NUMBER |crl|nll|
Y DATA NAME . ER=>
4l ROR MESSAGE|cr||nL]
" 01(--- Z-A-CARD-SEQ[cr||nL]
o ?zc- Z-A-SECURITY=CL|cr||nl=>
“;':' 03C Z-A-TRAN-TYPE |cr||nl|
0y 04CZ A Z-A-CARD-TYPE |cr||nt|
p 05 (===="- z-A=uICicr]int|

0 U6L==— Z-A-CARD-TYPE-IN|cr||n=>
o 07C- Z-A-TRANS-CODE | cr | [nL|
44 ust Z-A-ERROR-CODE | cr | Int|
’1§ 09C--- Z-A-CARD-NUMBER|cr | |[nl=>
i

|

" 10C~--- Z-A-REPORT-NUMBER |cr] |->
P nl |
MX L R C— Z-A-ORGUIC|cr||nt]
bt 12CFs Z-A-RPTYP |cr||nL|
gl 13(-— Z-A-RPTNRIcr[|nLi[cr]|=>
:o: nL|
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Ny T3140  lcrllnt|
i jcr | |nL] TNCOO0010 TRANSACTION SEQUENCE NUMBER fcrl|nt|
AT DATA NAME ERROR MESSAGE|cr||nt]|
o o1c-— J-B-CARD=SEQ|cr||nL]
e vac- J=B-SECURITY-CL|cr||nL|
e u3C- J=B=TRAN-TYPE |cr| |nL|
iy 04CJ 8 J=-B-CARD-TYPE|cr||nt]
e 0SC======  J=-B-UIC|cr||nl|
Al veC- J-B-COMPO |cr| | nL|
- 07(--~-=~ J=8-EDATE{cr||nL|
BN 08(----- J=B-STRUCOlcr||nt|
}q‘ U9C~--~-- J-B=-STRUCW|cr] |ntL]
a& 10C----- J=B=-STRUCE | cr| [nL|
un& 11 (=" J=B-AUTHO |cr] |nL|
Kot 12(====~ J=8-AUTHW|cr||nL]
13[-==~~ J=-B-AUTHE|cr| |InL]|
e 14[-==~=~ J=B-0RGUIC|crlint]|
& 15CFS J=B-RPTYP|cr| [nt|
a 16C--- J-B-RPTNR|cr||nL]|lcrl|nL]"
4
4
:é& 13150  lcrl|nt|
g lerlInl]TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nL]
o DATA NAME ERROR MESSAGE{cr||nl]
§5 01C-=~ CARD-SEQ|cr||nt|
WX 02(- SECURITY=CS|cr|int|
i u3L- TRANS-TYPE|cr||nL]|
- 04Cy 8 CARD-TYPE |cr] InL]
U5Lwmme—- uIlcjer||nt|
< 06L-~—~~ STRUCO]cr||nL|
o U70--=== STRUCW]cr] | nL]
oy 08[----- STRUCE|cr||nL|
. 09C----- AUTHO|cr| |nt|
b i 100--—-~ AUTHW]cr|Int|
11[~==mm AUTHE|cr|IntL|
o 12[(==== DAMPL cr ]| InL]
! 13(--- ROBCO|cr | |nt|
N 14[===—- ORGUIC|cr||nL|
?r& 1SCFS RPTYP|cr|inL|
25; 16C~-- RPTNR|crlntifcrlint]™
13160  [crl|nt|
o ler]nt|TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr||nL|
«§v DATA NAME ERROR MESSAGE|cr||nL]
o 01[--- N=-A-CARD-SEQ|cr||nt|
p 02C- N-A=-SECURITY=CL|cr||nt|
n 03C- N=A=-TRAN-TYPE|cr||nt]|
A V4CN A N-A=CARD-TYPE|cr||nL]
N U5[====== N-A-uIC|cr]||nL]
- 06C N-A-DISTR[cr|!nL|
(s 07[===m= N-A=-ORGUIC|cr||nt]
.l'
o -
2 A - 80
9
"

¥y
\"

i‘.‘
5,

A ! _ , , : . on- e
R NN, O N O MMM MR O T 5 PR S UGS P Db ey S e & N Tt T



08CFs

R A o e e R A A e N T

09L--- N-A-RPTNR]cr||nL||cr]|nLl]"
13170 lerlint]

ler | 1nt] TNCOOOO10 TRANSACTION SEQUENCE NUMBER |crlinl|

DATA NAME ERROR MESSAGE|cr||nlL|

01C--- N-B~CARD-SEQ|cr|InL]

v2C- N-B-SECURITY-CL|cr||nL]|

R { N-B-TRAN=TYPE |cr||nt]|

U4CN B N-B-CARD-TYPE |cr||nlL]|

05(------ N-B-uIC{cr]inL]

06(=-—-- N-B-PIN|cr||nt]

07(--=-- N-B8-FRN|cr]| |ntL|

08(C- N-8-RPTDES|criint|

uoC- N-B-PLEAC|cr||nt]

1L N-B-RTM|cr]||nL]

110=-- N-B-RSNLAlcr|inl]

12(----- N-B-PUTCV|cr]|InL]

130--—- N-B-POEGEO|crl|nL|

14 (=== N-B-PODGEO|cr| Int|

150--- N-B~MODE|cr||nL|

16(-==~~-—- N=-B-LAD|cr||nL]

17[======~ N-B=RTMDIR|cr]|nL]|

18C- N-B-GCMDCODE |cr ] |nL]

19(~==-—~ N-B-ORGUIC|crl|nt]

20CFS N-B-RPTYP|crl|nL]|

21 (==~ N-B=RPTNR|cr]intl|crlint]”
13180 lcrl|nt|

ler]|nl} TNCO00010 TRANSACTION SEQUENCE NUMBER |crlintl|

DATA NAME ERROR MESSAGE|cr||nL]

01~~~ KA1-CARD-SEQ|cr||ntL]|

02c- KA1-SECURITY-CL|cr] |nL|

03¢C- KAT=-TRAN-TYPE |cr| |nL]|

04LKA1 KA1-CARD-TYPE |cr| |nL]

0S[~====~ KA1=-uIClcr]|ntL|

ueC- KAT-EXLIM|cr||nt]

Q7C~- KAT-TWRC1|cr]| |nt|

08C--- KA1-PSPER|cr ] |nL]

09C~-- KA1-MSPER|cr}int]

10C-~ KAT=APERT |cr| InL]|

1 (==—-- KA1-DEPST|cr|InL]

120---- KA1-DUTYO|cr | Int|

13(=-- KA1-DUTYW|cr] InL]

14[----=~ KA1-DUTYE|cr||nL]

15C- KA1-mSYSAlcr| InL]

16[~=~= KA1-PERTL|cr||nL|

17C~-- KA1-PERAB|cr| |nL|

18C~-- KA1-PERRS |cr | InL|

19C-- KA1-PERRE|cr||nL|
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A

20C~--- KA1-EHRDN|criint]

210=~ KA1-EHRO1 lcr] [nL]

22C--- KA1-EHRD2 |cr ]| |nL|

230--- KA1-EHRO3 |cr | |nL|

24C-—- KA1=EHRD4 |cr | |nL]
25[~=mmmm KA1-0RGUIC|cr||nL|

26(FS KA1=-RPTYP|cr||nL]

27[--~ KA1=-RPTNRIcr| Int]]cr||ntL}"
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-
-
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oA

)

' d

S
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LT,
ey
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=

lerl|nt] .
ler] |nL | TNLOOOO10 TRANSACTION SEQUENCE NUMBER |cr||ntL] \
DATA NAME ERROR MESSAGE|cr]||n=->

-
e
-

q

01CHD DEMSTAT-HEADER|cr! InL|
ORGUIC|cr]Int]

RPTNR|cr| Int|

DATE|cr]|nt]

TIME|crlint]

HONTHlCr||nL|

YEAR|cr||nt|

PIN|jcr]int|
EXERC-OP-NAME|cr]|{nL]lcri]nL]"
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L :
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Yol al ’q"-‘v »

- i‘f n’:}?‘
LN

B ‘:‘ b ‘}N’u‘:

lerlint]
Jertinl | TNEOQUOTO TRANSACTION SEQUENCE NUMBER |cr}|ntl]
DATA NAME ERROR MESSAGE|cr||nt]|
01CAS SHORT-TONS jcr| InL|
TRANSNUM|cr} |nL)
PINlcrlnL|
ULNfcr||nL|
uIC|cr||nt|
sSTONBU|cr| |nL]
STONOVS [cr] InL|
STONOTS|cr{|nt|
U9 ~=—mmmm STONNAT Jcrl {nt]]erlinL]"

- e

lerlintd
ler]int|TNCOOOO10 TRANSACTION SEQUENCE NUMBER |cr|lint]
DATA NAME ERROR MESSAGE|cr||nl]
01CAM MEASUREMENT-=TONS|cr | |nL]
02C~--~ TRANSNUM|cr| |nL]
PINjcr]|nL|
ULN|crf|nt]
uicCler]|nt|
MTONBU |[cr| |nL]
MTONOVS |cr | |nL|
MTONOTS|cr | {nt]|
MTONNATlcr|Inl]]cr]|nL{”

lerlnt]
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ferlnl]) TNCOOOO10 TRANSACTION SEQUENCE NUMBER lcr||nL|

DATA NAME ERROR MESSAGE|cr||inlL|
u1Cav VEHICLE-PAX|cr]|nL|
v2C--~ TRANSNUM|crlinL|
03[~=—-- PINjcrlinti
U4[~—==="m ULNfcr||ntLl
05(==me-- UICierl|nt|
06[==mmmmmm STONVEH |cr | |nL|
07(-======- MTONVEH|crl|nt]|
U8(-=—===mm SAFTUNVEH|cr]inL|
09C--—-- PAX|cr]lintl]]crlinl]"
73480 Jcrlint|
ler||nL|TNCOOOO10 TRANSACTION SEQUENCE NUMBER |crl|nt|
DATA NAME ERROR MESSAGE|cr||nt]
01CAE VALIDATION]|cr| [nlL]
02C--- TRANSNUM|cr|ntL]
03[--—-- PIN|cr|Int]
04L=~m—m=- ULN]cr|int]
U50=====e uicCicr|int!
06C- RTM|crlnlLl
Q7[====~~ RTMEST |cr | |nt]
u8(--~ RSNLAlcr]|ntl lerlint]®
73490 lecr||nt|
ler ] Inl)TNCOO0OO10 TRANSACTION SEQUENCE NUMBER Jcr|inL|
- DATA NAME ERROR MESSAGE|cr||nL|
01 CAT TOA-PICKUP |cr||nL]
v2L--~ TRANSNUM ] cr| |nLl
03(~=~-- PINlcr|nt|
04(~=m=mme ULNicr|[nt|
USC--=—--- ulCler||nt|
U6[==m=mmmme RTMTOA|cr]inl]llcr]int]"

-

13500 lcrlint|

ror
_pa.J

ler||nl|TNLOOGO10 TRANSACTION SEQUENCE NUMBER |crl|[nL| R
DATA NAME ERROR MESSAGElcr||nL| X
01CED EMPLOY-DEPART |cr] |nL] *
02C-~- TRANSNUM|cr | |nL| )
U3[=-~=-~ PINlcr||nl] A
U4L-—m==== ULNferl|nt] v
05(~====~ vuIcicr||nLl Ry
06(~====ememm EmoD lcrlint]llcrlint]” N
.:ﬂ
13510 |cr||nt| Té
ler||nt|TNCOOOG10 TRANSACTION SEQUENCE NUMBER [cr|nL] ~
DATA NAME ERROR MESSAGE|cr||nt] ;3
01CEA EMPLOY-ARRIVE |cr||nL| o
u2C--- TRANSNUM|cr]| |nt] .
03C--==-~ PINlcr|([nt] hx
»
A - 83 o
w2
-
~
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Y
‘,'u
:#
e 04(-=~---- ULN|cr]|nt]
N 05[===== uiclcrlint|
] 06(~====eemee EMAD |cr | |nl]crlInL]"
v 13520 lcriint|
;a ler||nl|TNLOOOO10 TRANSACTION SEQUENCE NUMBER lcr||nt]|
" DATA NAME ERROR MESSAGE|cr||nt|
> 01CMA ARRIVE-MOBSTATION|cr||nt]
My vl--- TRANSNUM | cr ] InL ]|
U3[--m=me viClerlint]
: U4[=mm—mm DTAMS Jcr||nl]
> 0sC-- PPAlcr]int]|lcrl|nL]"
%)
o 73530 |crllnt]
s lcrl]nL|TNCOOOO10 TRANSACTION SEQUENCE NUMBER lcrl|ntL]
DATA NAME ERROR MESSAGE|cr]||nt|
R 01CmMC CHANGE-MOB-DATA|cr| |nL]|
N v2C--- TRANSNUM|cr| Int|
o 03C~----—  uIClecr||nt|
‘ Q 04[~-=m=m MODATE|cr| | nLl
B 0SC~=---- MB0DD | cr||nt]
{ Q6[=====- MBSAD |cr{ |nt|
i 7=~ ACGEO|cr]||nL]|
i*; 0s8C-- MBcMD jerlintllcr]|nt]”
0N,
-3 T3540 lerl]ntl
o ler | |nt| TNCOCOO10 TRANSACTION SEQUENCE NUMBER |cr||nL|
) DATA NAME ERROR MESSAGE|cr||nL|
K 01CPL POE-LAST-DEPART |cr| InL|
e 02C--- TRANSNUM|cr] | nL|
H 03[-~--- PIN|cr||nL|
W A ULNlcr| |nL]
i 05[==—=—= viClcr|nt]
< 1 G POELDEPART |cr||nLllcrl|nt]®
vE
Sl 13550 lcrlint|
‘ol lcr||nt|TNLOO0010 TRANSACTION SEQUENCE NUMBER ' lcr]|nL]
s DATA NAME ERROR MESSAGE|cr||nl|
o 01CPD POE-DEPART |cr||nL]
. v2L--- TRANSNUM|cr| |nL|
" 03(-==~~ PIN|cr]|intl
WY 04(-===--- UtNjcrl|nt|
e 05C===m== vuicCicrl|nL]
wh 06[==m==mmmme POEDEPART |cr | |nt|
o 07C POECARRIER |cr|[nL|]cr|Int]"
%, 75560 |lcriint]
:aj ler|InL{TNCOOO0O10 TRANSACTION SEQUENCE NUMBER |cr||nt]
3 DATA NAME ERROR MESSAGE|cr||nL]|
.{; o1CoL ORIGIN-LAST=DEPRT|cr||ntL|
o
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395 ‘
“.—1 020-— TRANSNUM|cr| InL| !
i) U3[=-~=-- PIN|cr||nt] W
N U4[~=m==mm ULNjcrlint} ,_
e 0SC------ uiCler||nt] b
;s:.:: v6[-——==mmmv ORLDEPART |cr]|nt|]ecrl|nt]"
a"l“ .
¢
i‘;&;‘ 13570  lerlint| p
KN lerlInL| TNLODOO10 TRANSACTION SEQUENCE NUMBER crl|nl| By
LN DATA NAME ERROR MESSAGE|cr||nl] ,;,
" 01C00 ORIGIN-DEPART|cr||nt|
A Q20-— TRANSNUM|cr | [nL| :
3‘.. 030----- PINlcrl|nt| »
e 04(~-—=--- ULN|cr||nt| N
::;‘ usC----—-- ulclerl lrl\ll ol ;
& 1 e ORDEPART |cr| [ nL 5
. u7C ORCARRIER|cr]|nl]|crlInt]"
% T6000  Intljcr|S10s ROUTINE|nL)icr|” ‘;‘
39 :
L 16010 Intllcr]” &)
0l 2
{ T6020 |nl||cr|WHAT FUNCTION DO YOU WANT  |[nl|lcrlint]]cr] A
f:} MOVE, RETURN, CLEAR, SEARCH |nl|lcr|"
:‘, I‘
J'.’_ T6030 m" \
[ ON
':‘. T6031 clerl” '_'-:
Py T6032 ol
‘? \¥ I.'
e T6033 s° 4
AL by
R0 T6034 r- "
o 76035  lcrl” -3‘
.y
"r"!. N
ot 76100  Int|lcr|SI0S MOVE ROUTINE |nll|cri{nt|]cr| o
o YOUR FILE YOU WANT TO USE |nl|lcr!® v
"."

* 16110 °
a “
g )
:. T6120 InLllcr|SYSTEM ID YOU WANT TO USE |nL]lcr|" »§
! .
LT i
“ T6121  InlllcrlYOUR FILE IS BUSY|nl]|cr|® "
o
' T6122  |nlllcr|UNABLE TO ACCESS YOUR FILE[nL||cr|"
S
4%” T6140  |nl|lcr|WUFI FILE YOU WANT TO USE  [nLll|crl"
1

)
E:. T6141  |nl||cr|SYSTEM ID IS NOT AUTHORIZED |nl||cr|”

¥
“ﬁ‘ ’
R h
22." A - 85 .:
vy iy
k) 4 ,‘.
P‘.ﬂ \Y
7'0.0 "
1"“ 4
=i s

k .5 y T % LN [V R [ RV SR '-\'-_'-'\\'-‘.‘q'p‘-‘-"-'_"' * '-"'- CINCE W e ‘*'\l"-‘ ¥ N W
-*!:::f'c’.q’- BB TN 2‘3& N L L Poros ")")"} RO \W WAL EVAIWIS! J' - 0) \ .. ACRRIANL YN,




St A
i
ot Ny
u d
"E
‘;. '
f\‘ e
%{. T6160 Inll|cr|DATA WAS MOVED|nl]|cr|” o
y 4
e T6161 InLilcr|SYSTEM ID IS INVALID ON WUFI|{nL|lcr|” Y,
o 76170  RECORDS|nL||cr|" 3
[ o3
ey T6200 Int|lcr|SIOS RETURN ROUTINE Inl||crlintllcr| ey
) YOUR FILE YOU WANT TO USE Inll|cr]” ~
i N
X T6260 Inl}]cr|RECORDS WERE RETURNED Intllcrl”® ¥
o 76261 [ntl]|cr|NO DATA FOR THIS SYSTEM ID |ntllerlint|]|cr] :‘{
-3 RECORDS WERE NOT RETURNED |nt|]cr|”® >
RS n’
)
AU T6280 fntllcr|WUFI RECORDS WERE CLEARED [nl}lcr]” .
o T6300 |nlilcr|SI0S CLEAR ROUTINE |[nllfcr||nll]cr] G
i SYSTEM ID YOU WANT TO USE  |[nLllcr|® ’
p ‘1 I.
{ .
\ 76340  [nlllcrINO DATA TO CLEAR|nL||cr|® 53
:'.:u J"
. T6400 InLl|cr|SIOS SEARCH ROUTINE [nL||cr]Intllcr| T
) SYSTEM ID YOU WANT TO USE |nl|lecr|" ~
%% -4
_._‘:: T6440 BLOCKS OF DATA |[nlllcr|” :
> ;
.\"~1 P "
b T6441 InL|lcrINO RECORDS FOUND|NnL{|crl N
v T7000 readylcri|nti® ﬁ
3 3
; Y T7001  |crl|nL]illegal character” =)
~ Y,
,” 77002 |crl|nl|<52>CURRENT FILE NOT DEFINED|crl|nl]" 4
" T9 *" .
}ga 030 lcrlint] 9
e 19040 run mc76/exercise/equiplcr|” )
‘N >
?.. T9050 runs mc76/exercise/equipler|”
- T9060 runj mc7?6/exercise/equiplcr|”
i 3
3;3 T9070 run mc76/exercise/rptmoblcrl]® ht
s 3
$:§ T9075 runs mc76/exercise/rptmoblcr|” 3
)} 2% N
‘: # T9080 runj mc7?6/exercise/rptmoblcr|” h
0 ‘a
5 N
& : T9090 run mc76/exercise/accimoblcr|” b
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79100

19110
19120
79130
19140
19150
19160
19170
19180
79190
19200
19210
19220
19230

o 19240

K

o) 19250

i

TS T9260

;9‘ 79270

el

'%54 T9280

4:“!‘

AL

128 79290

Ll 19300

b %

2 79310

51 .

e

RN 19320

L

Vit 19325

&2

it 4y T9330

SR 1)

L8 »

R

W

e

‘:‘l‘o'

""":‘;'o

A

LY
.‘:G “ 3 i~
‘?l‘&l'n. 'n‘,”-

runs mc76/exercise/accimoblcr|”

runj mc?6/exercise/accimoblcr|”
run mc76/exercise/infolcr|”

runs mc76/exercise/infolcr|”
runj mc7?6/exercise/infolcr|”

run mc76/exercise/strengthlcr|”
runs mc?6/exercise/strengthicr|”
runj mc76/exercise/strengthlcr|”
run mc?6/exercise/readylcr|”
runs mc76/exercise/readylcr|”
runj mc7?6/exercise/readylcr|”
run mc7?6/exercise/pomcusicri®
runs mc76/exercise/pomcuslcr|”
runj mc?6/exercise/pomcus|cr|”
run mc76/exercise/deployrpler|”
runs mc?6/exercise/deployrplcr|”
runj mc?6/exercise/deployrplcr]”
run mc7?6/exercise/dployhpaler|”
runs mc76/exercise/dployhpalcr|”
runj mc?6/exercise/dployhpalcr|”
run mc?6/exercise/cincler|”

runs mc76/exercise/cinclcr|”
runj mc76/exercise/cincler|”

-

run mc76/exercise/exdeploylcr|”
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3
3

KFAE
5%

e :
:; S 79340 runs mc76/exercise/exdeploylcr|”
iﬁ: 79350 runj mc76/exercise/exdeploylcr|”
giﬁ 19360 run mc76/exercise/translcr|” ;
$Q} T9370 runs mc?6/exercise/trans|cr|”® Y

S

.
o

79380 runj mc76/exercise/trans|cr|”

79390 run mc76/exercise/rptor|cr|”

M
‘ A—."-‘a:

3 ! 19400 runs mc76/exercise/rptor|cri”

] )
ahi' 796410 runj mc76/exercise/rptor|cr|”

79420 run mc76/exercise/mbcoistlicr|”

79430 runs mc?6/exercise/mbcoistl|cr|”

T9440 runj mc?6/exercise/mbcoistl|cr|”

79500 lerllnt] .°

79501 derlint]®

T9520 ENTER REQUIRED PARAMETER FOR 'OMNI-CATFILE'|cr||nL|="

T9521 ler| InL]|ENTER REQUIRED PARAMETER FOR 'OMNI-CATFILE'|cr|[nl|="

79530 lerlInL|ENTER REQUIRED PARAMETER FOR 'WHERE-FLONAME="LITERAL"'|cr||nl->

79531 lcrlInL]ENTER REQUIRED PARAMETER FOR 'WHERE-FIELDNAME="LITERAL"'[cr||->
n'.l:a :

79540 ler|InL]ENTER REQUIRED PARAMETER FOR "SORT-KEY1'|c¢r||nl|="

79550 |crlInl]|ENTER REQUIRED PARAMETER FOR 'SORT-KEY2'|cr||ntl]="

T9560 |cr{|nl|ENTER REQUIRED PARAMETER FOR ‘OUTPUT-CATFILE'|crlinl]|="

T9570 ENTER REQUIRED PARAMETER FOR '"SBRPT"'|cr||nL|="

T9580 |cr||nL|ENTER REQUIRED PARAMETER FOR 'SORT=FLD1-UR-BLANKS'{cr||nl|="

T9590 |[ecr||nL|ENTER KEQUIRED PARAMETER FOR 'SORT=FLD2-OR~-BLANKS'|cr]||nL][="

79600 lcr||InL|ENTER REQUIRED PARAMETER FOR 'SORT-FLD3-OR-BLANKS'|cr||nt]="
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79700

79710
79750
T9754
T9755
19756
19757
T9758
T9759
79760
79761
19762
T9763
T9764
T9780
79800
T9801
T9802
T9803
T10170
T10180
T10190
T10200
T10205
T10210

RUN-ID? °

feriinl|$ IDENT? *

lerl|nLIMUST BE 12 CHARACTERS OR LESS®
JerlInL|SNUMB NOT IN SYSTEM"
|cr|Inl|LOOK, MORE, DELE, ABRT, QUIT? °
ler]lInl|SNUMB(S)~ *

leriint)snumB?

lerl|nlISNUMB NOT IN TABLE|crllnl]”
lcrl]nl] snumb?”

Look |cr|”

more|cr|”

dele”

abrtjcr|”

quitier|®

lerlini]iplease direct, release, or hold before exitlcr]|nt|"
JOUT INVOKED FOR SNUMB™

leelinl] function?”

print $$jcr|”

prin $3jcr|”

end of $%°
hold|cr|*
rele”

direct aclcr|”
direct onllcr|”

normal termination
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had sk 2

W
h*l
I$ .
710230 print 74jcr|” ot
oY
T10240 prin 74|cr|” p
T10250 end of 74" ""
710260 |crlinl]74 not found” o
T10270 output not found"
710280 output busy®
T10290 NOT IN SYSTEM®
710300 INVOKE JOUT MANUALLY" |
711000 lcrlinll|ffllcrlinl| TELECONFERENCING AT ~
T11001 Jer||nt|ILLEGAL CLASSIFICATION CODE" 3
T11010 lecr}|nLIUSER ASSISTANCE IS AVAILABLE IN TALK AND COMMAND MODES. |cr||-> L“:‘;_
nt|
THE QUESTION MARK (2) WILL INTRODUCE YOU TO THIS FEATURE. |crl|nt] »
ler||nU]INITIATE, RECONVENE, OR JOIN?" e
D
T11020 jlerl” -y
e
T ; -
11021 jolcer] !.
711022 joiler|® .'::.
)-l
711023 joinlcr|” N
T11030 |cr||nLINAME OF CONFERENCE YOU WISH TO JOIN?® }«
T11031 LINE TERMINATED" i
Yy
711040 ° Yy
T11050 fcr||nl|PARTICIPANT'S NAME? * '
T11051 |cr]|nl|SORRY, THAT CONFERENCE IS NOT IN SESSION" B
o
T11070 |cr||nl|PARTICIPANT'S PASSWORD? |cr||nL] e
*URCABO TR ASLHIAMRS % LB HNEH | cr | N
TXOGWBMWEPVRMCBANKMGAK ZMA | cr | * ; -
T11071  |cr||nlL|SORRY, NAME GIVEN NOT RECOGNIZED" .‘,:;.
™
o
711072 |cr]|nL|ACCESS DENIED * s
L9
ir
A = 90 0
7
N
i
s
]
e
. P A ] '\ )
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K
b 711090
Y
B T11110
$%
[
1KY
711091
g
11111
Iy ‘
E:Q
B 711120
i
i T11140
. T11150
1
N 711151
)
o
B T11160
& T11170
N
k- 711180
K
&1 T11190
111191
N
- 711500
%
A 711510
T11600
!
@ 112000
!§ 112001
{]
- 712010
3 T12011
\ 712012
¥
i 112013
iy,
& T12014
gf 112015
J‘l
L)
b
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lerlInUITHE FOLLOWING QUESTIONS CONCERN TRANSCRIPT DELIVERY |cr||nt]
ENTER HOST NAME FOR DELIVERY OF YOUR COPY °

[erl InLIENTER YOUR ACCOUNT NUMBER, NAME FOR [crl|nt|
IDENT CARD °

fer]|nL|ACCESS GRANTED ~

lerlInLIENTER YOUR ACCOUNT NUMBER, NAME FOR |cr||ntL|
IDENT CARD—"

ler{InL|CONFERENCE SECURITY CLASSIFICATION COOE IS
InL[THERE ARE NO ANNOUNCEMENTS AT THIS TIME |[cr|”
InL]ANNOUNCEMENT MESSAGE NUMBERS ARElcr||nl|"
InL|LATEST MESSAGE NUMBER IS*®

INU|LAST MESSAGE SEEN WAS NUMBER®
Int||ff]lcrl|InlLILISTEN MODE ENTERED IN °

HAS JOINED THE CONFERENCE °

HAS LEFT THE CONFERENCE "
lerlintl{ffllcr[InL|LISTEN MODE ENTERED IN ~

[ff]°

lerlInl]|ff]"

leri|nL]CoMMAND 2°

leriintiiff!lcrint]commanDp 2°
bull”

comm”
defi”

floo™
give®

list”
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,v:;.v
Sy
R 712016 prin®
!
AN
R  T12017 quit”
;:‘::z T12018 revi”
[P
.1% T12019 stat”
:§%
i T12020 talk”
el T12021 ?°
el
agy T12022 desc”
W
o 712040 lcrl|nLINO MESSAGES WAITING"
NS T12041 Jcriint}|ffllcr]|nL|{MESSAGE NUMBER"
]
Wt
g T12050 COMMAND 2°
A
Aol T12060 Jcr|InLJENTER ONE LINE PER PROMPT (-), 13 LINES MAX |cr||nl]
P NULL INPUT OR ALL SPACES = END OF MESSAGE
N 712061 fcrl|nL|INVALID COMMUNICATION ARGUMENT °
o 712070 |crllnt]-"
2N
\4‘\‘.
e T12071 |crl|nL|COMMUNICATION SENT °
N
o T12072 |crl|nl|COMMUNICATION REQUEST IGNORED ~
N
N 712080 |lcrl”
B 712100 |crl|nl| FLOOR RECORDING IS OFF [crl|nL]
- COMMAND ?°
D
X
o T12101 lcrllInl|FLOOR RECORDING IS ON [crlint]
5 COMMAND ?2°
N T12102 |crl|nL]CONFERENCE IS OPEN TO JOINING PARTICIPANTS [cr|int|
" COMMAND ?2°
3%“' T12103 |crl|nl|CONFERENCE IS CLOSED TO JOINING PARTICIPANTS f[crl|nl|
2.8%,¢ -
"l COMMAND ?
::I"i&
¢
ua T12104 |cr||nLIOPTION RESTRICTED TO INITIATING CHAIRMAN|cr||nL]
do o COMMAND ?2°
¢
L2 T12105 |cr|InL]OPTION RESTRICTED TO CURRENT CHAIRMAN  [cr|lintl
SR COMMAND 2°
"wE
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T12106

T12107
712108
T12120
T12121

T12122

712200
T12201
T12202
712203
712210

712230

712240
T12250
T12251
T12252
T12270
12271
T12272
T12273

T12274

712350

T12360

leri|nLI{NO ALTERNATES HAVE BEEN ASSIGNED|cri|nll|
COMMAND ?°

CHANGE? lcrllnL]"

FILE INSERT LIMIT IS— °
ferlint]HoST?  Jerl|nt]”
ferlInLISIDENT? |cr|int]”

Jer|InLINEW IDENT CARD NOT VALID AT THIS HOST Jerl]nt|
CHANGE? lcrlinli"

lerlInL|ENTER ONE LINE OF TEXT TO BE SENT WITH YOUR REQUEST"

lcr| InLISORRY, CHAIRMAN NOT PRESENT TO GRANT FLOOR PRIVILEGE"
lerlinL] FLOOR INVALID COMMAND®

leriInL| INVALID FLOOR COMMAND ARGUMENT--"

ler|Inl] (ENTER BREAK STATUS OR NULL RESPONSE IF TEXT IS NOT DESIRED)"

lcrlInU]CHAIRMAN'S APPROVAL IS BEING REQUESTED, CONTINUE YOUR ACTIVIT->
Y.

lcr]|nL| COMMAND VALID FOR FLOOR ONLY"

ler | InL|PRINT REQUEST INCOMPLETE OR INVALID °

ler| |nLIMESSAGE NUMBER TOO HIGH °

CHANGE?"

lcr| InLIENTER HOST NAME FOR DELIVERY OF YOUR COPY °
lerlInL|INVALID HOST NAME  °

ler|InL|CHANGE? *

ler| InULIENTER YOUR ACCOUNT NUMBER,NAME FOR IDENT CARD f[cri|nL|"

Jer|]nUI IDENT INFORMATION NOT VALID AT THIS HOST|cr||nl|
DO YOU WISH TO CHANGE IT(YES OR NO)?°

ler|InLIQUIT SUCCESSFUL

lerl{nL]INVALID REVIEW REQUEST"
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T12470 JcriiInl)|lcr|inl|THIS TERMINAL IS CURRENTLY IN COMMAND MODE.lcrl|int||c=>
rlint|
COMMAND MODE ALLOWS A PARTICIPANT TO ENTER OTHER MODES, TO{cr|(ntl|
OBTAIN CONFERENCE INFORMATION AND TO PERFORM SPECIFIC FUNCTIONS.|cr|{->
nl|
A SPECIFIC COMMAND CAPABILITY IS ACQUIRED BY RESPONDING WITH Alcrl|nl=> §

l‘¢ e
-

YL LT XX
g 8 }-
[T

-

3 | '
.‘j COMMAND VERB TO THE PROMPT ‘COMMAND?'. THE POSSBLE RESPONSES|cr||nL| |

ARE:lcr||nLl]crlintl]

3ﬁ§ ADD ADJOURN ANNOUNCE BULLETIN CHAIR TO|->
*&% crllint]

Y COMMUNICATION DEFINITION DELETE DESCRIBE ERASE |cr|->
W Int|
e FLOOR FORMAT GIVEUP INSERT KEYWORD | c=>

rllnt}

Q LISTEN PDAC PRINT QUIT REVIEW|cr=>
: i‘ Ilnl.l t
. 3 STATUS TALK TERMINATE 2lcrlintl{cr]Int] \
, AN EXPLANATION OF EACH VERB IS POSSIBLE BY RESPONDING|cr||nL| i
;442 'DESCRIBE VERB'--WHERE VERB IS ANY VALID COMMAND MODE VERB.|cr|[nti|c=> |
R a l" Intl )
EQ;“ EXAMPLE | cr | [nL]
u COMMAND?DESCRIBE FLOOR|cr||nt|
Yig s lerllnL]cOMMAND 2° '
:i. -
:g : T12500 |crlintl|ff]llcrl]nL]>>>ADD<<< ferlint]®

T8
e T12501 (crelint|{fflicr!{nl]>>>ADJOURNL<< lerlint]®
L5
:;}E 712502 lcrlint]l|ffllcri|nl]>>>ANNOUNCE<<< lerlnt]®
N -:;T-.
SN T12503 |crl|nt]]|ffilcr|InL[>>>BULLETINGK<S Jecr||nL]"

] 712504 |cr|inl|}ffllcrl]nL|>>>CHAIR TO<<< |cr]||nt]"
.‘ v M ;
o 712505 lcrlint|])ffllcr||nl]>>>COMMUNICATION<<< |crfinL]"® y
:}:; 712506 lcrl|nl|| ffllcriInLI>>>DEFINITION<SL|cr]|nlL]|"

an 712507 |crl|nl]|ffller]|nLl]>>>DELETE<<<]cr||nL]"

)
: ?ﬁ 712508 lerlint]|ffllcr]inlI>>>DESCRIBE<<< lerlinl]®

1

K>,
598 712509 lerlint]|ffller]Inl]>>>ERASE<CC |er||nL]"
Y T12510 |cerlint]|ffl]lcrl|nl]|>>>FLOOR<KL lerl|nt]®
[ g_.

aS08
%{5- T12511 lerlinll|ffllcrl|nlI>>>FORMAT<<<|cr]|nL]|"
Pl
Lo T12512 lerlinll] ffllcr||nL|>>>GIVEUP<L<L ler]lnt]”

WY
oy
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T12513
T125%4
T12515
T12516
T12517
T12518
712519
712520
T12521
T12522
T12523
T12524

T12600

T12610

lerlintl ] ffllcrl|nLI>>>INSERT<LL lerlint]®

lerlint] ] ffl]lcrl InL|>>>KEYWORD<LL lerllnL}"
lertinllffiicr||nLI>>>LISTENSLL lerlnt]”
lcrlintl] €f]lcr||nl|>>>PDAC<<< lerllnt}"

lerlinUl I £fl)lcr| IntI>>>PRINT<<< |cr]|nL|"

lerlintl| ffllcr||nt]>>>QUIT<<< lerlnt]”®
lerlinti I ff]]crlInLI>>>REVIEW<<K ferlint]”
lerlinll | ffllcr|InL]>>>STATUS<<< Jerlint]®
lerlinUllffier]nt]>>>TALK<<< ferlint)”
ferlint] | ffllcr] InL]>>>TERMINATES<L lerlInt]”®
lerlintl]ff]l]lerlinL]>>> 2 <<< ferllnti”

feri|nL]INVALID DESCRIBE ARGUMENT PASSED”

Jer]|nU|THIS VERB®S USAGE IS RESTRICTED TO THE CURRENT CHAIRMAN AND A->
LLowS |er| |nL]
HIM TO ADD TO THE VALID PARTICIPANT LIST FOR THE CONFERENCE. IT{cr||->
nt|
ALSO ALLOWS HIM TO CORRECT/CHANGE THE USERID ASSOCIATED WITH ..jcr||nl=>
|
PARTICULAR PARTICIPANT NAME. A PARTLCIPANT NAME CANNOT BE CHANGED.|c=>
rlint]
THE USERID AND PARTICIPANT NAME TO BE ADDED/CORRECTED MUST FOLLOW|cr|=>
Int|
THE VERB IN THE SAME FORMAT USED DURING CONFERENCE INITIATION]|cr||nl]
DEFINITION. [cr|inl]lcr]inL]

EXAMPLE [cr] [nL]

COMMAND?ADD USERID/PNAME|cr||nl]
lerlInL|COMMAND 2~

ler|Inl|THIS VERB'S USAGE IS RESTRICTED TO THE CURRENT CHAIRMAN AND A->
Lwowsjcrlnt}

HIM TO ADJOURN A CONFERENCE SESSION. AN AOJOURNED CONFERENCE CAN|cr|=>
Int|

BE RECONVENED AT A LATER TIME. AN ADJOURNMENT WILL NOT TAKE PLACE|cr=>
Intl|

IF THERE ARE ACTIVE PARTICIPANTS OTHER THAN THE CHAIRMAN STILL|cr||[nl=>
|

CONNECTED TO THE CONFERENCE. NO PARTICIPANTS ARE PERMITTED TO JOIN|c->
rllnt]




Y g . " i & g Il 3 L g - - [y y 5 e = > . < tﬂm"""“'m
o .

Mgy
R
el THE CURRENT SESSION OF THE CONFERENCE ONCE THE ADJOURN IS ENTERED.|cr—>
Y, iInt] X
S EXAMPLEjcr||nl|
COMMAND?ADJOURN | cr ] InL]

:.Ev‘; lerl{nl] COMMAND 2° _
?

§5§ T12620 Jcriinl|THIS VERB'S USAGE IS RESTRICTED TO THE CURRENT CHAIRMAN AND A=>
feue LLows lcrlnt]

i HIM TO CREATE A LIST OF MESSAGES TO BE DISPLAYED TO PARTICIPANTS|cr||->

ntl
}}: UPON JOINING. IT ALLOWS HIM TO CHANGE OR DELETE THE LIST.|crl|ntl| A
qu AT?UH?NTS FOR THE VERB ARE A LIST OF UP TO 10 VALID MESSAGE NUMBERS|c-> %
L) rlinl ;
Hkk oe?faneo BY SEMICOLONS. IF NO ARGUMENTS ARE FOUND THE ANNOUNCEMENT|[-> )
..9‘ cr nl s
LIST IS PURGED.lcr||nLllcr]inL]

A EXAMPLE 1]cr||nt]| .
hON: COMMAND?ANNOUNCE 2;3;S5|cr|{nlllcr||nt] y
A (MESSAGES 2, 3, S WILL BE ANNOUNCED TO NEW PARTICIPANTS AS|cr||nt]

ahy THEY JOINJ) lerlint!fcrlint] \
R EXAMPLE 2|cr||nL| '
%2 COMMAND?ANNOUNCE | cr| InL] [cr|inL|
oy (ANY PREVIOUS ANNOUNCEMENT LIST WILL BE ERASED.)|cr||nl]
e, lcr||nt] COMMAND 2° A
3§¥ T12630 |cr||nl|THIS VERB ALLOWS AN INDIVIDUAL PARTICIPANT TO SEE THE NEXT ME->
w SSAGElcr | |ntL] -

’ QUEUED TO HIS TERMINAL WITHOUT ENTERING LISTEN MODE. ONLY ONElcr|{nl->
o |
h5x MESSAGE WILL BE RECEIVED PER EACH BULLETIN REQUEST.|cr||nl|lcrl|nt]
1908 EXAMPLE |cr| |nL|
K COMMAND?BULLETIN|crl|nt]|crlint]
:;‘, lerilnl]|COMMAND 2° '
- T12640 Ichl?llTHIS VERB'S USAGE IS RESTRICTED TO THE CHAIRMAN (CURRENT OR|c->
el rlint |
) ,Q ORIGINAL). THE CURRENT CHAIRMAN MAY PASS THE CHAIRMANSHIP TO|cr||nt|
ot ?TOTTER ACTIVE PARTICIPANT. THE ORIGINAL CHAIRMAN CAN AT ANY TIME|cr=>
LAY nl
et RETAKE THE CHAIRMANSHIP HE PREVIQUSLY PASSED.|cr|[nl]llcrl|ntL|

o EXAMPLE 1lcr||nL| .
- COMMAND?CHAIR TO PARTICIPANT NAME|cr||nl|lcr|]nL] X
2 (THE CHAIRMANSHIP WILL BE GIVEN TO THE NAMED PARTICIPANT.)|crl[nl]]cr=> f
{i; Ilntllerlint]

<. EXAMPLE 2|cr]|[nL| '
o 2 COMMAND?CHAIR TOlcri|nl|]cr||nt]
foae (FORM OF VERB INITIATING CHAIRMAN WOULD USE TO RETAKE THE|cr||nL]|

R CHAIRMANSHIP.) [er|Inll|cr]int]

e ANOTHER FUNCTION OF THIS COMMAND IS TO ALLOW A DESIGNATED ALTERNATE|c=>
15 rlint|

D
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TO ASSUME THE CHAIRMANSHIP. THIS MAY ONLY BE DONE IF THE CONFERENCE]|->
crllntl
IS WITHOUT A CHAIRMAN AT THE TIME THE COMMAND IS INVOKED.lcrlInl}lcr|->
Int|

EXAMPLE 3{cr|inL]

COMMAND?CHAIR TO|crlnlllcr]]nt]
(THE DESIGNATED ALTERNATE WILL RECEIVE THE CHAIR If IT IS VACANT.)
ler| [nt]| COMMAND 2

lerlInL]THEIS VERB WILL ALLOW INFORMAL MESSAGE TEXT TO BE SENT TO SEVE->
RALlcr||nt]
OR ALL ACTIVE PARTICIPANTS. IT DIFFERS FROM A TALK MESSAGE IN THAT|c->
rlint|
THE MESSAGE IS NOT WRITTEN TO THE TRANSCRIPT AND IS DELIVERED WITH|cr->
lInt]
PRIORITY MESSAGES. THIS MEANS THE RECIPIENT DOES NOT HAVE TO BE IN|c¢c->
rlint|
LISTEN MODE TO RECEIVE THE COMMUNICATION.|cr|Inlllcr|]|nt]|
EXAMPLE Jcr] InL]
COMMAND? COMMUNICATION SALL|cr]||nl]
ENTER TEXT WHEN PROMPT CHARACTER APPEARS (=),lcrlint|
MAXIMUM INPUT IS 13 LINES|cr||nt]
NULL INPUT OR ALL SPACES INDICATES END OF MESSAGE|cr||nt|
-THIS IS AN EXAMPLE OF A GENERAL COMMUNICATION REQUEST|cr||->
nt|
=(CR) lcrlintl]]cr]int]
EXAMPLE Jcr| |ntL|
COMMAND? COMMUNICATION TO PARTICIPANT1|cr])nl]
ENTER TEXT WHEN PROMPT CHARACTER APPEARS (=) ,lcr|Int]
MAXIMUM INPUT IS 13 LINES|cr||nll
NULL INPUT OR ALL SPACES INDICATES END OF MESSAGE|cr]|nl]
-THIS MESSAGE WILL BE DELIVERED TO PARTICIPANT 1lcr|Inl|
-(CR) |cr]|nt|
lerilnl|COMMAND 2°

lerl|nt|THIS VERB DISPLAYS THE STATE OF SEVERAL CONFERENCE PARAMETERS->
gonéNL:;één;L ALLOWS THE STATE TO BE CHANGED. A REQUEST MAY BE|cr||n->
éLNERAL OR SPECIFIC. A GENERAL REQUEST WILL OISPLAY ALL INFORMATION|->
;glL:;éu THE USER IS ENTITLED. A SPECIFIC REQUEST WILL DISPLAY THE|c->
;éésééTED INFORMATION, AND PROMPT FOR CHANGE WHEN CHANGE IS POSSI-|cr->
élgtgcrllnlllcrllnll

DEFINITION -- THOSE CONFERENCE PARAMETERS AVAILABLE FOR|cr|=->
int! VIEWING 8Y THE INDIVIDUAL ARE DISPLAYED|cr||nl]

DEFINITION SCC -~ DISPLAYS CONFERENCE SECURITY CLASSIFICA~|->
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s TION; CAN BE CHANGED BY THE CURRENT CHAIRMAN|cr||nt|

DEFINITION ACCESS —- INFORMS AS TO WHETHER NEW PARTICIPANTS->

W MAY JOIN; lcr||nt]

o CAN BE CHANGED BY THE CURRENT CHAIRMAN|cr||nl|
" DEFINITION FLOOR -- INFORMS AS TO WHETHER FLOOR RECORDING I->
g; S TAKING|cr||nt]

o PLACE; CAN BE CHANGED BY THE CURRENT CHAIRMAN|cr||nl|

DEFINITION FILE =-— DISPLAYS THE NAME OF THE TRANSCRIPT FILE->
=t lerflnt]
f- DEFINITION ANNOUNCE -- DISPLAYS THE ANNOUNCEMENT MESSAGE|cr->
8 lintl
Ry NUMBERS; CAN BE CHANGED BY THE CURRENT CHAIRMAN USING|->
_2 crl|ntl
COMMAND MODE VERB ANNOUNCE|cr||nL|
. DEFINITION INSERT =- DISPLAYS CURRENT INSERT FILE LINE|cr||->
N nt]
;3 LIMIT; CAN BE CHANGED BY CURRENT CHAIRMAN USING|cr|]nl=> |
R | B
" COMMAND MODE VERB INSERT|cr||nt|
i& DEFINITION KEYWORD =~ TELLS HOW MANY KEYWORDS ARE CURRENT-|->
_ cr|int|
j LY ASSIGNED; CAN BE CHANGED BY THE CURRENT CHAIRMAN|cr->
IInt]

)
N USING COMMAND MODE VERB KEYWORD |cr||nl|
2 DEFINITION CHAIR == DISPLAYS TO THE INITIATING CHAIRMAN|cr|=> &
! Inti

. HIS PASSWORD AND PROMPTS HIM FOR CHANGE|cr||ni]

5 VEFINITION PARTICIPANT -- DISPLAYS TO THE CHAIRMAN THE|cr||->
39 nL|
~$; CURRENT PARTICIPANT PASSWORD AND PROMPTS FOR CHANGE|cr->
«® [int]

. DEFINITION LIST == DISPLAYS A LIST OF ALL VALID PARTICI-|cr->
- Int]

o PANTS, FOR THE CURRENT CHAIRMAN IT ALSO DISPLAYS THE|c->
R rl|nt]
a ASSOCIATED USERID; CAN BE CHANGED BY THE CURRENT|cr||n->
A L
B CHAIRMAN USING COMMAND MODE VERB ADD|cr||nl]| i
; DEFINITION DELIVERY =- DISPLAYS USER TRANSCRIPT DELIVERY |cr->
N lnt]

R INFORMATION PROVIDED DURING JOIN PROCESSING AND]lcr|{nl=>
B I
e PROMPTS FOR CHANGE|cr||nL|
y DEFINITION ALTERNATE == DISPLAYS THE NAMES OF THOSE PARTI-|->
i crlint] :
> CIPANTS WHO HAVE BEEN DESIGNATED AS ALTERNATE CHAIRMAN->
: ilerlint|
0 CAN BE CHANGED BY THE CURRENT CHAIRMAN|cr|inl|lcr]inl]
5& EXAMPLE [cr| |nL|
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COMMAND?DEFINITION DELIVERY[cr||nL|
DELIVERY INSTRUCTIONS FOR YOUR COPY OF TRANSCRIPT|cr||nt|
HOST-HOST NAME|cr||nt]
SIDENT-SIDENT INFORMATION|cr||nt|
CHANGE?YES Jcr| | nL]
HOST?HOST NAME|cr|lnl|
SIDENT=-(NULL, WILL NOT CHANGE) |criinl|lcrilntL]
ler}|nLl COMMAND 2"

T12670 lcr||nlL]THIS COMMAND ALLOWS THE CHAIRMAN TO REMOVE AN UNUSED PARTICIP->
ANT]cr]InL]
NAME FROM THE LIST OF NAMES ACCEPTABLE TO THE CONFERENCE. A LIST OF|->
crijnt]
UNUSED NAMES 1S AVAILABLE BY INVOKING THE COMMAND WITHOUT AN|cr||nL]|
ARGUMENT . fcrlintlicrlint|
EXAMPLE 1]crl]|nt]

K. COMMAND?DELETE Jcr| |nt|
o (LIST OF UNUSED PARTICIPANT NAMES)|cr||nl]lcrlint]
o EXAMPLE 2|crl(nL!
&8 COMMAND?DELETE PARTICIPANTS|cr||nL|
im i ler||nL|cOMMAND 27
> 712680 lcrl|nl|THIS VERB IS USED TO OBTAIN AN EXPLANATION OF COMMAND MODE|cr->
n" l'nll
o VERBS. TO RECEIVE AN EXPLANATION OF A VERB, THE|cr||nl|
o VERB WOULD FOLLOW THE WORD 'DESCRIBE'. THE VERBS THAT CAN BE|cr|[nt]
o DESCRIBED ARE:{cr|inL|lcrlInt]

| ADD ADJOURN ANNOUNCE BULLETIN CHAIR TO|->
:k criint]

‘: COMMUNICATION OEFINITION DELETE DESCRIBE ERASE|cr|->
by int]

W) FLOOR FORMAT GIVEUP INSERT KEYWORD [ c->
A rl|nt|

LISTEN PDAC PRINT QulT REVIEW|cr->

I

L Ilnll

" STATUS TALK TERMINATE ?]lerlintlicr|Int]
K- EXAMPLE [cr| |nt]
X COMMAND?DESCRIBE FLOOR[cr|InL]

K lcr]|nL] COMMAND 2° -
7 T12690 lcrl|nL]THIS COMMAND IS USED BY THE CHAIRMAN TO REMOVE THE TEXT OF A ->
N MESSAGE [cr ]| |nti
G FROM THE CONFERENCE TRANSCRIPT. THE MESSAGE BANNER WILL BE RETAINED|->
oy crlint]
g WITH A NOTE STATING THAT THE MESSAGE HAS BEEN DELETED. A MESSAGE|[cr|->
: Int|
5, BEING READ CANNOT BE ERASED.|crllntlice|(nLl
n EXAMPLE [cr | |nL]
b COMMAND?ERASE S|cr||nt|

h ler]|nL]COMMAND 2°
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T12700

T12710

IcrlInLITHE PURPOSE OF THE FLOOR IS TO ALLOW A PARTICIPANT TO ADDRESS->
ferlint| ,
MILTIPLE PARTICIPANTS AT THE SAME TIME. THE FLOOR PRIVILEGE CANICP'I-)
nt|
ONLY BE ATTAINED BY DIRECT ACTION ON THE PART OF THE CHAIRMAN. THIS|->
crlint|
ACTION CAN BE AT THE CHAIRMAN'S INITIATIVE OR PROMPTED BY AIcrIInLl
PARTICIPANT REQUEST.|cr|{nll]lcr]Int]

FLOOR == REQUEST BY PARTICIPANT OR CHAIRMAN FOR THE FLOOR.|->

crl|nt]
THE PARTICIPANT MUST WAIT FOR INTERVENTION BY THE|cr||=>
ntl
CHAIRMAN. THE CHAIRMAN WOULD AUTOMATICALLY RECEIVE|cr->
iInt]
THE FLOOR|cr||nL]
FLOOR LTO] PARTICIPANT NAME =-- WITH THIS FORM OF THE|CP||nl°>
|
COMMAND THE CHAIRMAN CAN GIVE THE FLOOR TO A PARTICI-|->
crlint|
PANT. 1IF THE PARTICIPANT ACCEPTS RECEIPT OF THE|cr||n=>
L
FLOOR, ANYONE CURRENTLY OCCUPYING THE FLOOR wouLo jcrl |->
nt|
ITlcr||ntL|
FLOOR FREE =~ WITH THIS FORM OF THE COMMAND THE CHAIRMAN|cr-=>
I1nt]
CAN TAKE THE FLOOR FROM WHOMEVER HAS IT AND LEAVE IT|c->
rlint|
VACANT Jcr| |nL]
FLOOR CANCEL -— A PARTICIPANT WOULD USE THIS FORM OF THE|cr=>
lnt}
COMMAND TO CANCEL A FLOOR REQUEST NOT YET ACTED UPON|c=>
rlint]

BY THE CHAIRMAN|cr||nlllcrl|nL]
EXAMPLE Jcr] |nt]
COMMAND?FLOOR TO PARTICIPANT NAME|cr||nl|]crl|nt|
(FLO?R WILL BE TAKEN FROM WHOMEVER MIGHT HAVE IT, AND GIVEN TO THE{cr=>
{InL
NAMED PARTICIPANT IF HE ACCEPTS THE FLOOR) |cr!||nt|
lerlInL|COMMAND 2°

lcrlInU|THIS COMMAND IS USED BY THE CHAIRMAN TO ESTABLISH THE HEADER =>
:gl;;él:#lrus BEGINNING OF TALK MESSAGES. THE COMMAND WILL PROMPT|cr->
LégtiNPUT WHEN THE OPTIONS DESIRED ARE NOT PART OF THE INITIAL|cr|[nL->
;EQUEST. THE OPTIONS ARE IMPLEMENTED IN THE ORDER RECEIVED. END OF|->
;Egégél IS INDICATED BY TRANSMITTING SEND OR EDM TO THE INPUT PROMPT,.->
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lerlintl

THE OPTIONS MAY 3E CHANGED AT ANYTIME. THEY MAY BE CANCELLED BY USE|->
crllnt]

OF THE ARGUMENT CANCEL. THE OPTIONS ARE:lcrl|nl]lcriint}
CLASSIFICATION DATE-TIME-GROUP FROM INFORMATION|cr||nL=>
|

RE FERENCE SUBJECT Tolerl|ntllcelntL]

EXAMPLE 1|cr|]nt]
COMMAND? FORMAT TO; FROM;SUBJECT;SEND [cr||nt]fcr]int]
EXAMPLE 2|cr||nL|
COMMAND? FORMAT CANCEL]cr||nt|
ler]nL| COMMAND 2°

lerl|nL|THIS VERB ALLOWS A PARTICIPANT TO RELINQUISH THE FLOOR|[cr||nl->
|
PRIVILEGE. IT IS INVALID IF THE PARTICIPANT DOES NOT HAVE THE|cr||nL->
|
FLOOR.lcrlinlllcr]inl]

EXAMPLE |cr] InL] lerlint]

COMMAND?GIVEUP|cr | |nL|
ler||nl|COMMAND 2°

lerl|nUITHIS IS A CHAIRMAN ONLY VERB. IT ALLOWS HIM TO CONTROL THE N->
UMBER|cr| Int]
OF LINES THAT CAN BE INSERTED INTO A MESSAGE FROM AN EXTERNAL FILE.]c->
r|lnt|
THE LINES CAN BE RESTRICTED TO A VALUE BETWEEN 1 AND 600, OR ANYlcr||->
nt|
RESTRICTION CAN BE COMPLETELY ELIMINATED.|crl|nl|]cr||nL]

EXAMPLE 1)cr]|nl]

COMMAND?INSERT 10lcrlinL]crlint|

EXAMPLE 2]lcr|intl]

COMMAND? INSERT ELIMINATE|cr||nlilcr]|nL]
NOTE:NO MORE THAN 600 FULL 80 CHARACTER LINES MAY MAKE UP A CON-|cr||=->
nt|
FERENCE MESSAGE. IF THE AVERAGE LINE CHARACTER COUNT IS LESS THAN|cr->
fInt]
80, THE MAXIMUM POSSIBLE LINES WOULD INCREASE. IT IS ONLY IN THESE|c->
rl]nL]
CASES THAT ELIMINATING LINE COUNT HAS ANY MEANING.|cr||nl]
ler||nl]|COMMAND 2°

lerl InL|MESSAGES MAY BE ASSIGNED A SUBJECT LINE WHEN THEY ARE BUILT. =->
THE|cr||nt|

SUBJECT LINE PROVIDES FOR TOPIC ORIENTATION AND SELECTIVE REVIEWING.|->
crlint]

TO CONTROL THE CONFERENCE SUBJECTS THE CHAIRMAN WOULD USE THE|cr]|nL|
VERB 'KEYWORD' TO BUILD A VALID SUBJECT LIST. ONLY MESSAGES WHOSE|cr=>
{inL]

SUBJECT LINE CONTAINS A WORD FROM THIS LIST WILL BE REVIEWABLE BYlcr|=->
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1Ay
Wy Int|
ARy SUBJECT.lcr]linlllcr]]nt|
;3.*‘ 2 EXAMPLE JcrlInt]|
N COMMAND?KEYWORO |cr]| |nL]
el ITEM?TANKS lcr] [nL |
ﬁ\ THE SUBJECT WORD TO BE ADDED IS-TANKS|cr||nl|
pib (YES OR NO)?YES|cr||nL|
s SUBJECT WORD ACCEPTED|cr||ntL|
LN ler{Int|coMmAND 2°
U T12750 |crl]nl]TO RECEIVE CONFERENCE MESSAGES AND VIEW FLOOR ACTIVITY A PART->
A
nen ICIPANT|cr||nt]
nehe MUST BE IN LISTEN MODE. THIS VERB TRANSFERS A PARTICIPANT FROM|cr]|n->
o L
e COMMAND MODE TO LISTEN MODE. IT IS INVALID IF THE PARTICIPANT HAS|cr->
[Int]
W THE FLOOR.|crlinlllcrlint]
158 EXAMPLE |cr| | nL|
i COMMAND?LISTEN|crlInl]]cr||nt]
ol NOTE: IT IS NOT HONORED IF THE PARTICIPANT HAS THE FLOOR.lcr||nl|
M lerlInLicommaND 2°
f.{t T12760 |[cr||nL|THIS VERB OPENS A CONNECTION TO A DIRECT ACCESS PROGRAM IN TH=>
K. E SAME crl|nL|
1?": HOST. THE VERB MUST BE FOLLOWED BY THE NAME OF THE DIRECT ACCESS|cr|->
> Int
“
o PROGRAM TO BE CONNECTED TO. WHEN NECESSARY A PDAC CONNECTION CAN BE|->
el crlint]
. SUSPENDED. THIS IS ACCOMPLISHED BY USING '|~|S' AS THE FIRST CHARAC—>
ekt lerlint]
R0 RUPTED FOR MESSAGES FROM THE CONFERENCE. THIS INTERRUPTION CAN BE|cr->
KoV I1nt]
:Z‘ﬁ PREVENTED BY USING '|~|IN' AS THE FIRST CHARACTERS OF INPUT FROM THE|c~>
che rlIntl
;i?; TERMINAL. TO RESUME RECEIPT OF MESSAGES FROM THE CONFERENCE THE|cr||->
:‘.!'p,\. nll ’
;5@# CHARACTERS '|~|P' WOULD BE USED.|cr]lnl]lcr||nt]
) Qﬂ EXAMPLE |cr] |nL|
qﬁh COMMAND?PDAC TSS|cr||nt]
e lerlnt]|COMMAND 2°
Ny T12770 |cr||nl|THIS VERB ALLOWS AN INDIVIDUAL TO REQUEST A PRINTED COPY OF $->
iy
5 ELECTED |cr||nL]
ey PORTIONS OF THE TRANSCRIPT DURING THE CONFERENCE. THE TRANSCRIPT|cr]=>
W5 Int|
?5{5 MAY BE DIRECTED TO A REMOTE PRINTER OR BY DEFAULT BE DIRECTED TO THE|->
$ o cr|int|
Al SYSTEM PRINTER. SOME VALIDITY CHECKING OF THE ARGUMENTS IS DONE|cr||->
[)
A nt|
Ky
53? PRIOR TO SPAWNING THE PRINT JuB. IF AN ERROR IS FOUND THE|cr||nl|
8
‘8 4.
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PARTICIPANT WILL BE INFORMED AND THE REQUEST IGNORED. THE ARGUMENTS|->
crlintd
ARE:lcr||nL|

PRINT ALL == ALL CONFERENCE MESSAGES WILL BE PRINTED|cr||nt->
|

MMV SR Y

S
. PRINT ALL BY PARTICIPANT NAME -- ALL MESSAGES BY THE NAMED|->
et crl|nt]
5 PARTICIPANT WILL BE PRINTED|cr||nt|
' PRINT LAST XX ~- THE MOST CURRENT XX MESSAGES WILL BE|cr||n->
L
_ PRINTED|cr||nL|
PRINT LAST XX BY PARTICIPANT NAME -- THE MOST CURRENT XX|[cr->
1Int]
MESSAGES BY THE NAMED PARTICIPANT WILL BE PRINTED|cr||->
nt|
PRINT NL;N...] -— THE SPECIFIED MESSAGES WILL BE PRINTED|cr=>
Hintd
THE LIST SHOULD NOT EXCEtv 20 NUMBERS|cr||nt]
PRINT N-X ~- MESSAGES 'N' THROOUGH 'x' WILL BE PRINTED|cr||->
nt|
PRINT SUBJECT KEYWORD -~ ALL MESSAGES WITH A SUBJECT LINE|[c->
rl|nt] .
CONTAINING THE SPECIFIED KEYWORD WILL BE PRINTED|cr||n->
L
PRINT FLOOR -~ ALL FLOOR ACTIVITY WILL BE PRINTED|cr||nL]|
PRINT FLOOR FROM HHMM TO HHMM ON DDMMYY =-- ALL ACTIVITY[cr|->
Int|
RECORDED DURING THE TIME SPAN ON THE SPECIFIED DAY|cr|->
Int|
WILL BE PRINTEDlcr||nt]
PRINT FLOOR ON DDMMMYY -- ALL FLOOR ACTIVITY RECORDED ON|cr->
It
THE SPECIFIED DAY WILL BE PRINTED|cr||nL|
PRINT EVENTS -~ RECORDED EVENTS WILL BE PRINTED|cr||nl]
PRINT MESSAGES ~- CONFERENCE MESSAGES WILL BE PRINTED|[cr||n=>
Ulerlintl
TO DIRECT THE OUTPUT TO A REMOTE PRINTER THE PHRASE 'ON ID' wOuLD|cr|->
Int|

FOLLOW THE REQUEST. 'ID' WOULD BE A VALID RMOTE PRINTER|crl||nl]
VESIGNATOR.|crl|nllferl]nt]

EXAMPLE 1lcrl|nt]

COMMAND?PRINT ALL ON AAlcrl|nlllcr||nt]

EXAMPLE 2{cr]int]

COMMAND?PRINT FLOOR ON 260CT80[cr]|nt|
ler||nt]coMMAND 2°

712780 |cr||nL|THIS VERB DISCONNECTS A PARTICIPANT FROM THE CONFERENCE PROGR->
AM.er|inlilcrl]ntl
EXAMPLE |cr] Int]
COMMAND?QUIT|cr] InL]
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e ler|{nL]| COMMAND 2°
oy
e T12790 |cr||nlJTHIS VERB ALLOWS A SELECTIVE REVIEW OF CONFERENCE MESSAGES AN->
Rl olerlint|
N FLOOR ACTIVITY. SELECTIVITY IS PROVIDED BY THE ARGUMENTS THAT|cr||nl=>
e |
“f; ACCOMPANY THE VERB. THESE INCLUDE|cr]||nt|
REVIEW ALL -- ALL PREVIOUS MESSAGES WILL BE REVIEWED.|cr||n->
¢
W »
e REVIEW ALL BY PARTICIPANT NAME -- ALL MESSAGES BY THE|cr]||n—>
'1:.:- iy
1o NAMED INDIVIDUAL WILL BE REVIEWED.]|cr||nL|
S REVIEW LAST XX == THE MOST CURRENT XX MESSAGES WILL|cr||nt]
3% BE REVIEWED.|cr||ntL]
REVIEW LAST XX BY PARTICIPANT NAME -- THE MOST CURRENT|cr||->
e nt|
q*§ XX MESSAGES BY THE NAMED INDIVIDUAL WILL BEfcr||nL|
'.: REVIEWED.|cr| |nL|
At REVIEW NLC;N...] -- THE SPECIFIED MESSAGES WILL BE|cr||[nl]
R REVIEWED. THE LIST CANNOT EXCEED 20 VALID MESSAGE|cr|=>
InL]|
-~ NUMBERS.|cr||nL]|
™ REVIEW N-X -- MESSAGES °'N' THROUGH 'X' WILL BE DISPLAYED|cr=>
Y Hntl
NN REVIEW SUBJECT -—- THE LIST OF AVAILABLE SUBJECTS FOR|cr||nl->
o ! )
TALK MESSAGES WILL BE DISPLAYED.|cr||nl]
Y REVIEW SUBJECT KEYWORD -- ALL MESSAGES CONTAINING THE|cr||n=>
o L
s SPECIFIED KEYWORD WILL BE LISTED.|cr||nt|
o REVIEW FLOOR =-- ALL RECORDED FLOOR ACTIVITY WILL BE|cr||nt]
B\ REVIEWED.{cr| |nL|
J KEVIEW FLOOR FROM HHMM TO HHMM -- ALL FLOOR ACTIVITY|cr|[nl->
o I
’155 RECORDED DURING THE GIVEN TIME SPAN WILL BE REVIEWED.|->
- criint| !
3ﬂ¢ lerlinL]CoMmAND 2° ]
-.4'-
k;:“ T12800 |cr||InLITHIS VERB PRODUCES A REPORT OF THE CURRENT CONFERENCE STATUS.->
P THE |crl Int]
H% DISPLAY INCLUDES CONFERENCE NAME, START TIME AND DATE, CURRENT|cr||nl->
254 |
Wy CHAIRMAN'S NAME, HOST NAME, WHETHER THE FLOOR IS OCCUPIED, AND Alcr||=>
o nL|
- LIST OF ACTIVE PARTICIPANTS AND THEIR MODE.[cr||nl||crlinL]
ey EXAMPLE lcr||nt]|
.o COMMAND?STATUS | cr | |nL]
el lerlinl|COMMAND 2°
?ziti T12810 Jcr|]nlL|THIS VERB TRANSFERS A PARTICIPANT FROM COMMAND MODE TO TALK M=>
,.ﬁ
Sy
>
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ODE.{crl|nt|
TALK MODE IS THE STATE IN WHICH A PARTICIPANT CAN BUILD HESSAGESIC(‘H->
nt|

TO BE DELIVERED TO OTHER CONFERENCE PARTICIPANTS.|crlinL|]cr|]nt]
EXAMPLE |cr | |nL]
COMMAND?TALK Jcr| |nt ]

ler| |nL| COMMAND 2°

712820 |cr||nl|THIS VERB'S USAGE IS RESTRICTED TO THE CHAIRMAN AND ALLOWS HI->

M TOlcrl|nt]

TERMINATE A CONFERENCE SESSION. A TERMINATED CONFERENCE CAN NOT BE|c->
riint]

RECONVENED. TERMINATION WILL NOT TAKE PLACE IF THERE ARE ACTIVE|cr||=>
nt]

PARTICIPANTS OTHER THAN THE CHAIRMAN STILL CONNECTED TO THE|cr|[nl]
CONFERENCE. NO PARTICIPANTS ARE PERMITTED TO JOIN THE CONFERENCElcr|->
Int]
ONCE A TERMINATE REQUEST IS ENTERED.|cr||ntllerl|nt|
EXAMPLE jcr] Inl]|
COMMAND?TERMINATE [cr] |nL|
ler]Inl]COMMAND 2°
T12830 |crl|nl|THE QUESTION MARK IS USED TO OBTAIN AN EXPLANATION OF THE MOD->
Eler]|nt|
THE PARTICIPANT IS IN. IT WORKS FROM COMMAND AND TALK MODES.|crl|nL|->
lerl|nt]
EXAMPLE [cr]| |nt]
COMMAND 22 |cr] |nlL]
ler]|nt|COMMAND 2°
113000 fjecrlintiiffllcrlintlI TALK MODE ENTERED IN °
T13010 lcrlintl]>"
T13011 Jecrlint]="
T13012 Jecrlint]TO?2"
T13013 |crl|nl]|FROM?"
T13014 |crl|nl|SUBJECT?"
T13015 |crlnt|CLASS?"
T13016 lcrllnt]|INFO2"
T13017 |cr|InL]REF?"

T13050 $desc”
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0
;'S:‘ T13051 S$comm”
": T13052 $dele”
«;{ T13053 Send"
A
R \
o T13054 Slist®
A,
Nﬁf T13055 Ssele”
W)
o T13056 Ssubj*
EASH
ot 113057 Stalk®
‘ T13058 ?]ci)°
)
#{h T13100 |crl|nl]l|ffllcrl|nL|>>>3DESCRIBE<L< ->
‘:'l lerl Inll -
e
)
Ko T13101  lcelintl]£f1lcr]|nl|>>>$COMMAND<<< ferllnt]®
g
ot 713102 lcrl|nt||ffllcr]|nl]>>>SDELETE<LL lerlint]®
: ' T13103  |crllnllIff1]cr]|ntl]>>>SENDLL< ler] Int]®
‘;-§
ool T13106 Jlcrlint]] fflicrl|nl]>>>SLIST<<L lerllntl®
T 113105 f{crinl||ffllcr] [nLI>>>SSELECT<<]cr]||nL]"
En]
T"‘Ij 713106 [crlintl|ffl]cr]Inl|>>>$SUBJECT<<< crl|nL]®
Ir )
b T13107 |cr|intilffllcr]l|nl]>>>STALK<<< |cr|Int]"
T13108  Jcrlintlffllcrlinl]>>> 2 << ferlinti®
Ay
% 713109 lcrllnll|ffllcr|]nl[>>>SINSERT<<S [cr||nl]"
o
y %
" T13099 lcrl|nl|INVALID DESCRIBE ARGUMENT PASSED"
el T13110 Jcr||nl|THIS PARAMETER IS USED TO OBTAIN AN EXPLANATION OF THE POSSIB->
152 LE lerlintl
e TALK MODE VERBS. THE AVAILABLE VERBS ARE |crl|nlllcr|InL]
.'&; $COMMAND SDELETE $DESCRIBE SEND SINSERT |->
e crlint]
o SLIST $SELECT $SUBJECT STALK ?  lerll=>
¥ nlller|Int]
0 THE PARAMETER TO BE EXPLAINED WOULD FOLLOW SDESCRIBE. |cr|[nlllcr||=>
LAY nt|
,,: EXAMPLE  |cr||nt]
e >$DESCRIBE $END lerl|nt]”
e
D
o A - 106
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X T13120 lcr]|nL|THIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE->

! D AS lerl|nt]
COMPLETE AND QUEUED FOR TRANSMISSION. THE PARTICIPANT WILL THEN BE |[->
crlint]

o TRANSFERRED TO COMMAND MOODE.  lcrl|nl|]cr|[ntL]"

-

{ T13130 lecrl|nL|THIS PARAMETER WILL CAUSE THE MESSAGE BEING ENTERED TO BE ->

. lerl|nt]

N DELETED AND THE TERMINAL TRANSFERRED TO LISTEN MODE.|cr|Int|”

Q T13140 |crlinl)THIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE->

N [} lerlint]

o AS COMPLETE AND QUEUED FOR TRANSMISSION. THE MESSAGE WILL BE |cr||->

X nt|

~5 ASSIGNED A NUMMBER AND STAMPED WITH THE AUTHOR'S NAME AND THE TIME =>
lcrlint]

) AND DATE. THE PARTICIPANT WILL THEN BE TRANSFERRED TO LISTEN MODE. |->

L crlinllilcer]intl]

2 (NOTE: NULL INPUT(CARRIAGE RETURN) FROM A TERMINAL WILL SERVE THE |=>

b crilint]

13 SAME PURPOSE. |crl|nl|”

) T13150 |crl|nlISLIST AS THE FIRST CHARACTERS OF INPUT WILL CAUSE THE ENTIRE =->

A MESSAGE [cr | |nL]

. BEING BUILT, OR THE LAST SEVERAL LINES ENTERED IF THE SLIST IS |->

- crilnt|

< FOLLOWIND BY A NUMBER, TO BE LISTED.|crl|nl]|cr|int]
EXAMPLE  ler|int]
A >$LIST 10 [cerfnl]”

Y

= T13160 lcrl|nLITHIS VERB ALLOWS A PARTICIPANT TO DIRECT HIS MESSAGE TO UP TO->

. FOUR |crl|nL|

S SPECIFIED RECIPIENTS. IF SSELECT IS NOT SPECIFIED THE MESSAGE IS |->
crllntl

e DELIVERED TO ALL ACTIVE PARTICIPANTS|cr||nl||cr||nL]

0 EXAMPLE  lcrl(nt]

o >$SELECT PARTICIPANT1 PARTICIPANT2 PARTICIPANT3  |cri|nlf|->

v crllnt]®

Y

. T13170 |crlinLITHIS VERB ALLOWS A PARTICIPANT TO ASSIGN A SUBJECT LINE TO Al->

e criint]

b, MESSAGE. THE LINE SHOULD CONTAIN A WORD THAT IS IN THE SUBJECT |cr||->

S nt|

ﬁ; LIST CREATED BY THE CONFERENCE CHAIRMAN IF THE MESSAGE 1S TO BE |cr||->

3 nt|

{ REVIEWED BY SUBJECT, OTHERWISE NOT REQUIRED.[cr|[nl[fcr]|nL|

w EXAMPLE  lcr|{nl]

hi: >$SUBJECT LANTCOM MANPOWER RESOURCES lerlintlferllnt]”

(:, 713180 |criint|THIS PARAMETER WILL CAUSE A MESSAGE BEING BUILT TO BE ACCEPTE~>
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D AS lerllnt]
COMPLETE AND QUEUED FOR TRANSMISSION. THE PARTICIPAPANT WILL REMAIN|[->
criintl
IN TALK MODE, AND BE PROMPTED TO START ANOTHER MESSAGE. |cr|int]]cr||=>
nL |

EXAMPLE lerl|nt]

>$TALK [cr]InL]"

lecrl|nl|THE QUESTION MARK IS USED TO FIND OUT THE CURRENT MODE. BESID->
ES ferl|nL]

STATING THE MODE, IT GIVES A BRIEF DESCRIPTION OF THE MODE'S |=>
criint]|
FUNCTION. *

lcrlInl|THIS PARAMETER ALLOWS PREVIOUSLY CREATED FILES TO BE INSERTED->
INTO Alcr|IntL]

MESSAGE. THE FILE MUST BE IN STANDARD FORMAT WITH TIMESHARING |cr||->
:ééxx MEDIA CODE 6. THE LOGICAL RECORD SIZE SHOULD BE 80 CHARACTERS|->
SE'lSQQ. THE FULL NAME OF THE FILE TO BE INSERTED MUST FOLLOW THE |->
:;AL:;LER. THE ACTUAL NUMBER OF LINES THAT WILL BE ACCEPTED IS SET [->
gclizélcquanAN. THIS PARAMETER MAY ALSO BE USED TO INSERT A |cr||=>
:éévxous MESSAGE INTO THE ONE BEING BUILT. THIS IS DONE BY NOT FOL-|->
t;%%:%:THE REQUEST WITH A FILE NAME. A PROMPT WILL FOLLOW FOR THE [->
criin

NUMBER OF THE MESSAGE TQ BE INSERTED. Icrllnlllcrllnlllcrllnll
EXAMPLE Jcr|[nlLl]
>$INSERT UMC/CATA/FILE jerllnt]”
IcrIInLIIffIIcrIInlITHIS TERMINAL IS CURRENTLY IN TALK MODE. ->
lerlint]lcrlint]
TH? FUNCTION OF TALK MODE IS THE ENTERING OF MESSAGES FOR OTHER |=>
crlint]

PARTICIPANTS ON THE CONFERENCE. A MESSAGE MAY HAVE A SUBJECT  |cr||->
zééIGNED TO IT, HAVE A PREEXISTING FILE INCLUDED IN IT, OR HAVE A [->
:;éigéas TALK MESSAGE INCLUDED IN IT. THE TALK MODE FUNCTIONS ARE |=->
ggiigélLeo BY THE FOLLOWING VERBS |cr|inLilcrlintl

SCOMMAND $SDELETE $DESCRIBE SEND $ INSERT |=>

cr|int]

SLIST $SELECT $SUBJECT STALK ? lerl|=>

nt|jerlint]

AN EXPLANTION OF EACH PARAMETER IS OBTAINED BY USING THE le=>
A - 108
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T13300
1713320
713340
T13360
713380
713381
T13420

T13430

rllnt]

PARAMETER °'SDESCRIBE' FOLLOWED BY THE VERB TO BE EXPLAINED. IcrIlnLl|->
crl|nl|

EXAMPLE  [cr]|nl]

>$DESCRIBE SINSERT lerlinlllcrilnt]|=>
crlint|

THE EXIT FROM TALK UPON COMPLETION OF A MESSAGE IS CONTROLLED 8Y THE|->
crllnti

USER. CONTROL IS BASED ON THE TALK MODE VERB USED TO END THE MESSA->
GE. lerllnt]"®

lcr | InL|MESSAGE DELETED BY PARTICIPANT

ler|InL|MESSAGE ACCEPTED"

fer|InLINO TEXT HAS BEEN ENTERED"

ler]InUI ILLEGAL SELECT REQUEST DUE TO--NO PARTICIPANT NAMES|cr||nt|"
lerl|nt|=-"

fcrlinL] INVALID SUBJECT REQUEST-=NO SUBJECT LINE Jerlinl]>"
ler||nL|MESSAGE NUMBER ~

lerlinli|ff]||cr||nL]CONTINUING IN TALK MODE °
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APPENDIX B

ENV IRONMENT MANAGER PROCESS (EMP) USER INTERFACE

The Environment Manager Process (EMP) allows FSM personnel, the Environ-
ment Manager (EM), to monitor and change the FSM operating environment.
The EM can observe a user's current status, reassign users to Screeners,
and change FSM screen modes and bandwidth thresholds. The EM initiates
EMP by logging on as a normal UNIX user. After logying on, the EM is
initially presented with a help message informing him of the available
commands. The EMP then signifies that it is ready to accept commands by

printing a "“*" on the terminal.

EMP provides the EM with seven commands. These commands allow the EM to

make all necessary changes in the FSM environment. The commands are:

1. ASSIGNMENTS -~ Display a List of current logged on users and

Screeners and the assignments of each.
2. DISPLAY - Display detailed user/system information.

3. HELP - Display a list of commands or detailed information

about a specific command.

4. HISTORY - Invoke the ATDP program to view previous FSM

events.
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S. MODIFY - Change the current FSM operating environment.

6. PROFILE - Display the current status of logged on users.

7. QUIT - Terminate EMP and Log off UNIX.

Descriptions of each command follow, including examples and syntax.
Also, the syntax for the complete set of EMP commands is provided in

Appendix A.

B.1 ASSIGNMENTS

The ASSIGNMENTS command provides the EM with a List of all current
user/Screener assignments. It displays all current users and Screeners
logged on, showing which Screener is assigned to which user. If a user
currently has no Screener, ASSIGNMENTS displays '"No Screener" for that
user. If a Screener currently has no users, ASSIGNMENTS displays "= none
assigned -'" for that Screener. The command syntax is:
alssignments] <nl>

where the letters enclosed in brackets “L1" are optional and <nl>
represents a newline or carriage return. ASSIGNMENTS returns to the com-

mand level prompt ("#") after displaying the user/Screener assignments.
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Following is an example of the output from the ASSIGNMENTS command.

CURRENT FSM USER/SCREENER ASSIGNMENTS Mon Sep 15 14:56:28 1980
Screener user
mees af3gwbrglre
atlas - none assigned ~
mees af3gwbrgmes
jones af9gwglmrmb
jones af3gwbrgslw

8.2 DISPLAY

The DISPLAY command gives the EM a detailed description of current F3M
system state as. well as the current states of any logged on users. At
the system level, DISPLAY produces the current bandwidth rate, the
screening status for each WWMCCS subsystem, the number of Screeners
currently Logged on, and the number of users currently logged on. At the
user level, the DISPLAY command gives the user identification, the user's
current terminal, the assigned Screener, the current bandwidth rate, and
the screening status for each WWMCCS subsystem. The syntax for this com-—
mand is:

dlisplayl C(<userlist>] <nl>

<userlist> := <user> | <user> <userlist>

<user> := system | <username>

<username> := a valid logged on WWMCCS user name

<nl> := a newline or carriage return

Arguments enclosed in brackets "(]" are optional. DISPLAY returns to the

command prompt ("*') after displaying the requested information. A




fﬂ;’z:v: maximum of five arguments to the DISPLAY command is allowed.
e
¢
e The DISPLAY command with no arguments causes reports on the system and
\J
’.9.!
:"‘:: all logged on users to appear. For example:
a‘ﬁc
:ﬂfc.: dis <nl>
)
“:sze might cause EMP to display:
i‘i"i
g
s CURRENT FSM ENVIRONMENT VALUES Mon Sep 22 09:51:54 1980
"' System-wide :
"’""a Bandwidth is 10 messages/minute
Y Subsytem screening status:
Lok ACCESS is normal
o LIST is normal
L4 SI0S  is normal
’\j_'. TCON is normal
o TLCF  is normal
"'ﬁ TSS is normal
MaY. WWDMS is normal
o Screeners logged on - 1
e Users logged on - 1
i “
> User:
o Username - af3gwbrgmes
:.: h Terminal = 7
.40 Screener assigned - erickson
Bandwidth is 5 messages/minute
s}.}l{ Subsystem screening status:
;g:.“ ACCESS is normal
:‘,".::. LIST is none
.o::::: SI0S is normal
e TCON is none
L TLCF is normal
sx’ TS$ is all
"::: WDMS s normal
LK% '$
“-'i:" Had the EM input:
‘!h N
il d sys <nl>
Lar
b
o B - 4
e
e 3
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EMP would have displayed only the system portion of the above display.

s Ny

Alternatively, the EM could have asked for information on users. For

0 example, if the EM inputs:

8

'

:ﬁ di af3gwbrgjdm af8gwglmrmb af3gwglmjtc <nl>

EMP would output:

N

]

f:; CURRENT FSM ENVIRONMENT VALUES Mon Sep 22 09:51:54 1980

;

o User:

" Username - af3gworgjdm

& Terminal - k

ol Screener assigned - jones

% Bandwidth is 10 messages/minute

4 Subsystem screening status:

d ACCESS 1is none

v LIST  is none

& SIOS  is normal

4 TCON is normal -

TLCF s all

3l TSS is none

b WwWDMS s normal

b=,

\ User:

N Username - af8gwglmrmb
Terminal - 1

Q» Screener assigned - jones

" Bandwidth is 1 messages/minute

B Subsystem screening status:

) ACCESS is none

A LIST is none

, SI0S is none

X\ TCON is none

(3 TLCF s none

o TSS is none

;f WWOMS is none

i User:

: Username - af3gwglmjtc

o Terminal - j

0 Screener assigned - jones

Bandwidth is 25 messages/minute
Subsystem screening status:

"'::‘.L-L 4.'&.’? i
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cyms ACCESS is none
e LIST s all
¥ SI0S is normal
"Qﬁ.‘. TCON iS none
Aih! TLCF  is none
"o TSS is all
;&ﬁﬂ WWOMS is normal
i)
’ Finally, the EM could have asked for users and system information, as in ‘
K% the example:

dis af3gwbrgrmb system af9gwglmslw <nl>

:"""‘5;"".?

‘4%* which would result in a display of the system information, af3gwbrgrmb's
-
g information, and finally the information on af9gwglmslw.

7

T,

If the EM enters an invalid user name (not defined to FSM or not

-
-

)
-~

.'Jg?’

“a

. PN

currently Logged on) EMP outputs an appropriate message and reprompts for

o
b ol the information.
ﬁ'in
4 .':_l
LA
- B.3 HELP
oty
P »
R f! The HELP command displays information about all or each EMP command. The
\

¢
21"y command syntax is:
J5¢
"t-:t'ﬁ i .

) hellpl C[<command-name-list>] <nl>

3“‘ <command-name-list> := <command-name> |
e <command-name><command-name-list>
s <command-name> := assignments | display | help |
. history | modify | profile | quit
jgf? <ni> t= newline or return key
r‘. :)
R
1.4 1
0
#Q# Syntax is shown in a modified B8NF format. Optional arguments are shown in
,‘thqf L
THER
e brackets "[]1", and terminal tokens are shown between the characters "<>".
T
gg'. The bar character "|" separates options.
Mol
L)y ™)
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The HELP command displays general information on all commands or the syn-

tax for one or more specific commands. If the EM entered:

h <nl>

EMP would display:

This is a brief List of EMP commands. To get further information on a
specific command, enter "help <command-name>" where the valid command
names are "“assignments, display, help, history, modify, profile, quit".

ASSIGNMENTS ~ List current user/Screener assignments.

DISPLAY - Display current screening and bandwidth data for
system and all logged on users or specified
data only.

HELP - Display this List of commands or information about
one or more specified commands.

HISTORY - Call the Audit Trail Display Program to display
audit data.

MODIFY - Modify specified system or user data.

PROFILE - Display current profile data for all or specified
users.

QulT - Terminate the Environment Manager's Program.

In another example, if the EM entered:

help display modify <nl>

EM would output:

DISPLAY - Display current screening and bandwidth data for
system and all Logged on users or specified data
only.

Syntax is shown in a modified BNF format. Optional arguments are shown in
brakets "[1", and terminal tokens are shown between the characters "<>".
The bar character "|" separates options.

Syntax:

display [<disp-arg=List>] <nl>

A e N %

T




system | <user-name-list> | system <user-name-list>
<user-name> | <user-name> <user-name-list>

<valid user name known to FSM (WES user)

e arguments are allowed.

<disp-arg-List>
<user-name-list>
<user-name>

where only fi

&< oo s we

<nl> := newline or return key

MODIFY - Modify specified system or user data.

Syntax is shown in a modified BNF format. Optional arguments are shown in
brakets "[]1", and terminal tokens are shown between the characters "<,
The bar character "|" separates options.

Syntax:

modify [(<modify-arg>] <nl>
where a menu will be presented with the various choices
if no arguments are specified.

<modify-arg> := <mod-screen-arg> | <mod-band-arg> |
<mod—-sub-arg> | <mod-uscreen-arg> |
<mod-uband-arg> | <mod-usub-arg> |

<mod-assign—-arg>
<mod-screen-arg> screen <screen-mode>
<mod-band-arg> bandwidth <bandwidth-rate>

<mod-sub-arg>
<mod-uscreen-arg>
<mod-uband-arg>
<mod-usub-arg>

subsystem <subsystem—name> <screen-mode>
user <user-name> <screen-mode>
ubandwidth <user-name> <bandwidth-rate>
usubsystem <user-name> <subsystem-name>

as o8 pe O0Qee 4
wonowonnu

<screen-mode>
<mod-assign—-arg> := uassignments <user—npame> <Screener-name>
<screen-mode> := all | normal | none | off

where none and off mean no screening.

<bandwidth-rate> := digit between the values 1 and 255 inclusively.
<subsystem-name> :=tss | tlcf | wwdms | tcon | sios | access | List
<user-name> := valid user name known to FSM (WES user)
<Screener-name> := valid user name known to FSM (Screener)

<nl> := newline or return key

W L T A T A ‘
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B.4 HISTORY

The HISTORY command allows the EM to view previous FSM events that were
audited. Its invocation activates the Audit Trail Display Program (ATDP).
ATDP permits the display of any and all audit events. The syntax of the
HISTORY command is:

hilstoryl <nl>
where the letters in brackets "[ 1" are optional, and <nl> represents a
newline or carriage return. A complete description of the options availa-
ble for ATDP appears in Section 3. Control returns to EMP when the EM is

finished with ATDP.

B.5 MODIFY

The MODIFY command is the most powerful of all EMP commands. Through it
the EM can modify the FSM environment. Environment values that may be

modi fied include:
1. system-wide screening

2. system-wide bandwidth threshold

3. subsystem screening
4. user screening
S. user subsystem screening
3 8 -9
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6. user bandwidth threshold

7. user/Screener assignments

Because of the complexity of this command, two forms are available. The
long form accepts arguments and processes one MODIFY command at a time;
it can be used by an EM familiar with EMP. The other, the short form,
does not accept arguments and prompts the user for the necessary informa-
tion. The initial prompt is a menu requesting the user to enter the num-
ber of the MODIFY command he/she desires. Further prompts are specific
questions. This form of the MODIFY command continues until the user

specifically exits from it.

B.5.1 Short Form Modify Command

The short form MODIFY command has the syntax:

mCodifyl <nl>
where the letters enclosed in brackets "L1" are optional and <nl>
represents a newline or carriage return. EMP responds with

MODIFY CURRENT FSM ENVIRONMENT VALUES Mon Sept 15 15:36:45 1980
Please enter the character which corresponds to the desired action

- modify system-wide screening

- modify system~wide bandwidth

- modify subsystem screening

- modify user screening

modify user/subsystem screening
- modify user bandwidth

- modify user/Screener assignments
- display this (ist of options

or <cr> = terminate modifications

8 T NOVESWN=
]
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action?
The EM enters the character at the ‘“action?"” prompt. An incorrect
response, 22" for example, causes EMP to output:

22" is an invalid argument for this command.

8.5.1.1 Short Form Modify System-Wide Screening. If the EM wants to

change system-wide screening he enters "1<nl>" 1in response to the

"action?" menu prompt. EMP responds with:

MODIFY System—Wide Screening Mon Sep 15 15:37:21 1980

Set screening to all, none, or normal (q or <cr> to quit):

The EM may enter "all", "off’, "none" or "normal"” 1in response to this
prompt, setting system~wide screening to all, none or normal respec-
tively. The characters "off" may be used at any time a screen mode is
j requested and means the same as "none’". The EM may also enter any part of
the above strings as long as enough characters are provided to uniquely
identify it. Entering “nor" for example causes EMP to respond:
Current system-wide screening is now normal

The EM may also hit newline or return in response to the above prompt.
In this case EMP says:

System-wide screening not changed

Had the EM entered an incorrect response, for example "nominal", EmP

indicates this fact and prompts for another user input:

"nominal"” is an invalid screen mode. Enter replacement or <cr>
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If the EM enters an ambiguous screen mode, "no" for example, EMP says:

Input no is ambiguous. Enter replacement or <cr>

8.5.1.2 Short Form System-Wide Bandwidth. To change the system

bandwidth threshold the EM enters "2<nl>" in response to the menu prompt.

EMP will then output:

MODIFY System-wide Bandwidth Tue Sep 16 11:21:45 1980

Current system-wide bandwidth is 10 messages/minute.

",
[}

Set it to (1-255) (q or <cr> to quit):

The EM may enter any integer within the specified range, "5" for example,
and EMP will output:

Current system-wide bandwidth is now 5
An incorrect entry, "350" for example, will cause:

350" i3 an invalid bandwidth rate. Enter replacement or <cr>
At this point the EM may enter a replacement value or return. If a return
is entered, EMP says:

Bandwidth not changed

and returns to the menu prompt display.

B.5.1.3 Short Form Modify Subsystem Screening. Entry of "3" followed by

<nl> at the menu prompt causes EMP to output:

MODIFY Subsystem Screening Tue Sep 16 11:32:36 1980

Subsystem Screening Status:

T o
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3ﬁ§ ACCESS is normal
A LIST is none
SI0OS is all
! TCON is normal
AV TLCF  is none
!,‘: TsS is normal
o wWDOMS is normatl
oy
L LN
Enter the next subsystem name (q or <cr> to quit):
o
\ . .
oY The EM may then enter any subsystem name (with enough characters to uni-
)
L]
;f N quely identify it). Entering q or <cr> causes EMP to return to the menu
S prompt. If the user enters '"w" followed by <nl> (he wants to modify the
k ; screen mode for WWDMS), EMP responds with:
A
b‘: Set screening to all, none or normal (g or <cr> to quit):
'A>
i;? If Em enters "a" followed by <nl> in response to this query, EMP outputs
jﬁ; Screening for WWDMS is now all
]F g“
kiﬁ EMP then reprompts for another subsystem name.
5.0 -
@ The entry of an invalid or ambiguous system name or screen mode causes
H&0
e . . . X
: _: EMP to issue an appropriate message and reprompt for the information.
2
:b-‘ B.5.1.4 Short Form Modify User Screening. A "4" response followed by
-
) <nl> will cause EMP to enter the MODIFY user screening subcommand and
{ “.;
\
a:"\' output
l:'.‘:.
i
iy MODIFY User Screening Tue Sep 16 11:40:29 1980
i
D Y Enter the next user name whose overall screen mode you wish to modify
iy
?% < <q or <cr> to quit):
r
ﬁ’f' EM then enters a user name, "af8gwbrgjdm" for example. EMP then asks for 1
~r ]
ook the screen mode: ;
=
#y 4
'*\‘ Set screening to all, none or normal (g or <cr> to quit): ;
18 o
: t
i :
% 8 - Y
..é:,:» 13 ]
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o
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A correct response (enough characters to identify the string as one of

"all"”, "none" or "normal"™), "non" for example, causes EMP to display:
Current screening for af8gwbrqjdm is none

EMP then reprompts for another user name. The characters "all" may be

input to change the screen modes for all currently logged on users.

The entry of an invalid username (unknown to FSM or not currently
logged-on) causes a reprompt. An invalid or ambiguous screen mode causes

an appropriate message and a reprompt.

8.5.1.5 Short Form Modify User Subsystem Screening. If the EM enters

"S" followed by <nl> 1in response to the menu prompt, he/she can then
change the screen modes of specified users for specified subsystems. EMP
prompts with:

MODIFY User/Subsystem Screening Tue Sep 16 13:18:36 1980

Enter the next user name whose subsystem screen mode you wish to modify

(q or <cr> to quit):
The EM then enters a valid user name, "af8gwbrqlre" for example. EMP
then prompts for subsystem:

Enter the next subsystem name (q or <cr> to quit):

A valid unique subsystem entry (enough characters to identify the string

as one of "aU.", "access", "List", "S'iOS", "tCOﬂ", "tLCf", "tss" or

"wwdms'), "tl"” for example, causes EMP to output:

b
3;:
3

-

Set screening to all, none or normal (q or <cr> to quit):

A correct response (enough characters to identify the string as one of

- :,s?.”er

"all", "none" or "normal"), "a" for example, causes:
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Please enter the character which corresponds to the desired action

-~ modify system~wide screening

- modify system~wide bandwidth

- modify subsystem screening

- modify user screening

modify user/subsystem screening
- modify user bandwidth

- modify user/Screener assignments
- display this Llist of options

or <cr> - terminate modifications

O TN WVH VN
]

action?
During normal operation, the EMP will continue to output data to the
screen until it is full, and then request the EM to hit a newline key to
get the next screen. The above options will be repeated each time the

screen is cleared.

8.5.2 Long Form Modify Commands

The following sections describe each long form MODIFY command in detail.
In contrast to the short form, Long form MODIFY commands do only the
action specified. Repeat MODIFY commands are not allowed in the Llong

form.

B.5.2.1 Long Form Modify System-Wide Screening. This subcommand changes

the value of the system screen mode. Its effect is to change the screen
mode for all subsystems as well as the screen modes for all Llogged on
user’s subsystems <(and all wusers who subsequently lLog on to FSM). The
syntax for this command is

mCodifyl sclCcreen] <mode> <nl>

<mode> := allll | nonlel | norCmall | olffl]

B - 17
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<nl>

:= return or newline key
Arguments enclosed in brackets "L J" are optional.
For example,

m scr none <nl>
would change the value of the screen mode of all subsystems for all log-
ged on users so that no screening would occur. It would result in the
message:

Current system-wide screening is now none
Had the EM entered "screen'" incorrectly, EMP would output an appropriate
message and return to the command level prompt. Had the EM entered an
incorrect or ambiguous screen mode, EMP would output an appropriate mes-

sage and reprompt.

B.5.2.2 Long Form Modify System-Wide Bandwidth Threshold. This subcom-

mand changes the value of the system bandwidth threshold. 1Its effect is
to change the threshold value for all users currently Logged on to FSM
(and all users who subsequently log on). The syntax for this command is:
mCodify]l bLandwidth] <rate> <nl>
<rate> := positive integer between 1 and 255 inclusive.
<nl> := return or newline key
Arguments enclosed in brackets "L ]" are optional.
If the EM enters
mod b 10 <nl>
for example, the command would result in changing the current system—wide
pandwidth threshold to 10 and would output:

Current system-wide bandwidth is now 10
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If the EM had entered an out-of-range bandwidth EMP would output an

-~

;" :;“3ijﬁt"
SRR

appropriate message and reprompt for another bandwidth value.

A
s
g# ; B8.5.2.3 Long Form Modify Subsystem Screening. This subcommand changes
R
X individual subsystem screen modes. Its effect is to change the indivi-
ey dual subsystem screen mode for all users currently lLogged onto FSM (and
T all users who subsequently Log on). The syntax for this command is:
it - m{odify] sulbsystem) <subname> <mode> <nl>
5 <subname> := aclcess)] | LCistl | sCiosl | tiClcf] |
b X
45
é; tclon] | tsCs] | wCwdms] | alCL]
)
ﬂﬁ; <mode> := alll) | nonlel | norlmall | oLffl
éx; <nl> := return or newline key
‘:E: Arguments enclosed in brackets "[ 1" are optional.
SO
An example of this command is:

>
5 m su tc a <nl>
e
;:ﬁ This command would set the screen mode for tcon to all. EMP would output:
"f Screening for TCON is now all
:: If the EM had entered an incorrect or ambiguous subsystem name,  or an :
'Ef~ incorrect or ambiguous screen mode, EMP would issue an appropriate mes-
3f§ sage and reprompt. ’
)
jgg B.5.2.4 Long Form Modify User Screening. This subcommand changes all
A
g.i subsystem screen modes for a single user. The syntax of the command is:
.tA‘ »
N mCodify) uselr] <username> <mode> <nl>
o
"4 <username> := a valid Logged on WWMCCS username | afll]
o <mode> := allll | nonCel | norCmall | olffl

"1y
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<nl> := return or newline key

Arguments enclosed in brackets "[ ] are optional.

An example of this command is:

modify wuser af3gwbrgqlre all <nl>
This command would change the screen mode of all subsystems for wuser
at3gwbrglre to all. EMP would output:

Current screening for af3gwbrglre is all
1f the EM had entered an invalid username (not defined to FSM or not
currently Llogged on) or an incorrect or ambiguous screen mode, EMP would

output an appropriate message and reprompt for the information.

B.5.2.5 Long Form Modify User Subsystem Screening. This subcommand

changes individual screen modes for a single user. The syntax of the
command is:

mCodifyl usulbsystem] <username> <subname> <mode> <nl>

<username> := a valid logged on WWMCCS username | alll]

<subname> := aclcess] | LCist] | sfios) | tLLcf) |

tclonl | tsCs] | wlwdmsl | aCll]
<mode> :

allL) | nonCel | norlmall | olff]
<nl> := return or newline key

Arguments enclosed in brackets "L 1" are optional.

An example of this command is:
mod usub af8gwglmxyz Llis non <nl>

This command would change af8gwglmxyz's list subsystem screen mode to

none. EMP would output:

B - 20
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Current screening for af8gwglmxyz using LIST is none

Had the EM entered an invalid username (not defined to FSM or not
currently Llogged on), an 1incorrect or ambiguous subsystem name, or an
incorrect or ambiguous screen mode, EMP would output an appropriate mes-

sage and reprompt.

8.5.2.6 Long Form Modify User 8andwidth. This subcommand changes a

bandwidth threshold value for a single user. The syntax of the command
is:

mCodify] ublandwidth] <username> <rate> <nl>

<username> := a valid logged on WWMCCS username | aCll]

<rate> := a3 positive integer between 1 and 255 inclusive

<ni> := return or newline key

Arguments enclosed in brackets 'L 1" are optional.

An example of this command is:

m ub af3gwbrgmes 2 <nl>
This command would change the bandwidth threshold for the user
af3gwbrgmes to 2. EMP would output in response to this command:

Current bandwidth for af3gwbrgmes is now 2
If the EM enters an invalid username (not defined to FSM or not currently
logged on), or an incorrect bandwidth threshold rate, EMP outputs an

appropriate message and reprompts for the information.

8- 21
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30
e
,“g B.5.2.7 Long Form Modify User/Screener Assignments. This subcommand
changes a user's Screener. Ths syntax of the command is:
AR
>
;t*} mLodify] ualssignments] <username> <Screenername> <nl>
854
:z 4 <username> := a valid logged on WWMCCS username
Pt 34
a <Screenername> := a valid logged on Screener
Aty
,:;Q <nl> := return or newline key
5T
::;: Arguments enclosed in brackets "L 1" are optional.
AR An example of this command is:
}'-__' .
¢:§ mod uas af3gwbrglre mees <nl>
o .
gi!' This command would change af3gwbrglre's current Screener to be Mees. EMP
. &
:;*, would output a message indicating the change:
18]
.{Qj User af3gwbrglre is now assigned to Screener Mees
WA
NN If the EM enters an invalid username or Screener name (not defined to FSM
,-}; or not currently Llogged on) EMP 1issues an appropriate message and
e
ifﬁ# reprompts.
o
e
‘ [ 98
W,
e B.6 PROFILE
A I
*, A
s,y .
A The PROFILE command displays the current status of any or all current FSM
. L]
“th?
k'* low-side users. There are six status types:
5
A 1 el :
Woe . waiting on user input
o
e
ol 2. waiting on system output

>
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3. waiting on Screener response

-+ 4. waiting on user input/system output
ey

Y
283
.‘:{.{2 iy .
Ky 5. waiting on Screener assignment
‘xJﬂ 6. waiting to logon (connect to WWMCCS).
1 AY
“_,*
H
!xk waiting on user input means that the user's FSMGP 1is waiting for the
RS

WWMCCS user to entc ~ data so that it may proceed. Waiting on system out-

N . put means that the WWMCCS user's FSMGP is waiting for output from WWMCCS
- to proceed. Waiting for Screener response means that the user's FSMGP is

(
DA s -
{J} waiting for a decision from a Screener before the system output can be
,}\j sent to the wuser. Waiting on user input/system output means that the
AN

'.qh"‘

Fas user's FSMGP is waiting for data from either WWMCCS or the user in order
&
s

to proceed (e.g., LISTEN mode in TLCF). Waiting on Screener assignment

:ﬁ; means that the user is waiting to be assigned a Screener before he may
ay
o proceed. Waiting to logon means that the user's FSMGP is waiting to con-
ﬂ-":.
’“‘ nect to the WWMCCS via the Remote Network Processor Emulator (RNPE).
s
5 .

'Qﬁ The command syntax is:

r

1 ’
%V' plrofitel C<userlist>] <nl>
L
?&} <userlist> := <user> | <user> <userlist>
20

e <user> := <termid> | <username>

e
zﬂg <termid> := Last character of valid FSM terminal

<username> := a valid Logged on WWMCCS username

e

§: <> := a newline or return key

e
i Arguments enclosed in brackets "L 1" are optional. PROFILE returns to the
4
4 B -
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command prompt ("*') after displaying the status information.

The PROFILE command with no arguments causes profiles for all currently
logged on WWMCCS users to be displayed. Each Logged on user causes one
record to be displayed with the user name, terminal ID, current subsystem
status and DTG (date-time group) of the status to be displayed. For exam=-
ple:

pro af3gwbrgjdm <nl>

would cause EMP to output:

CURRENT FSM USER STATUS Wed Sep 17 14:53:46 1980
user Terminal Subsystem Waiting On 0TG of Status
af3gwbrgjdm 1 WWDMS user input Sep 17 14:30:22 1980

In another example, if the EM entered:

p af3gwbrgmes 5 af8gwglmire <nl>

EMP might display:

CURRENT FSM USER STATUS Wed Sep 17 15:13:07 1980

User Terminal Subsystem Waiting On DTG of Status

af3gwbrgmes 6 TSS Screener assignment Sep 17 15:12:03 1980

af8gwbrgjdm 5 TLCF system output Sep 17 15:12:43 1980

af8gwbrglre f TCON user input Sep 17 15:05:40 1980
g - 264
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If the EM enters an invalid username (not defined to FSM or not currently
logged on) or an invalid terminal identifier (not currently in use) EMP

outputs an appropriate message and prompts for the information.

8.7 QUIT

The QUIT command terminates EMP and lLogs the user off the system. Its
syntax is:

qluitl <nL>
where the letters in brackets [ 1" are optional, and <nl> is a newline

or carriage return.
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APPENDIX C o

(N

|

N

SCREENER TRUSTED PROGRAM (SCTP) USER INTERFACE ]é

3

3

The decision to let users view system output is made by Screener person- gg

4%

W

nel via the Screener Trusted Program (SCTP). Since SCTP must be veri- B

fied, its interface with the Screener is minimal. All inputs are single %}

by

1h

letter responses to prompts, and SCTP operates in raw mode (no newline or qw
¥

0

return keystrokes are necessary). Therefore, no syntax is presented in }“

. X

this section. Rather, a scenario 1is presented in which all possible ?ﬁ
t

Screener actions are covered. '%{

4

The Screener lLogs on to FSM in the normal UNIX fashion. 1f there are no :;‘

downgrades pending, SCTP clears the screen and outputs: ’ §§

)

b

*hkkkkkrkikhkkhirk NO Pending Downgrade ReQuUeStS waskwsdrwidhkiikhd gﬁ

=

|..|:;

.‘:"

Yt

Enter L to Logout : e

|.:.

'i

)

L

This message remains on the screen until a downgrade is requested or the iﬁ

l,;',

Screener types Ll". When a downgrade request appears, SCTP clears the ;&

Sl

terminal screen and outputs:

ARARARRAARAR AR AR DOWNGRADE REQUESTED Rt Rk Aok e de ek dede e

R

. ‘ r Ry % 'q" '&'5',,\-, ‘."‘.1"-\"- )
(I e s Py i.g"‘.»«'[ oS 0":&‘:5. T a "' A7 3.5,
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Enter <return> to proceed

L to logout :

This prompt is followed by three audible alarms <(bells). When the
Screener is ready to perform the downgrade he presses the terminal's
"“return” key. SCTP then outputs the first page of downgrade data fol-

lowed by the prompt (on the bottom of the same screen):
"“downgrade data"

Wededededefededeh e deded e Downgrade File Fodedede dededed de ek ok e o e e

Classification is: OFFICIAL USE ONLY

Enter r for REJECT :

<return> to continue :

The Screener is not allowed to accept a downgrade request until the
entire contents of the downgrade file has been displayed; the Screener
can always reject a downgrade at any time during his perusal of the data.
The above prompt is positioned at the bottom of each page (except the
Last page) of downgrade information. Notice that the classification of
the wuser's output 1is displayed for the Screener. This information is
obtained from the user's response to the "CLASSIFICATION OF YOUR OUTPUT?"
query from WWMCCS. The user in this example responded "ufo”. The fol-

lowing is a List of possible classification outputs displayed by SCTP:

RYU

7
A
-

% e Sy

s

%
-«-.4.

;fM




. Y. - T T8 T TR TRARLTR IR W TR A AR T A T e A T T T e e

1. if the user enters "uzz'" SCTP displays "UNCLASSIFIED"

2. if the user enters "ufo'" SCTP displays "OFFICIAL USE ONLY"

3. if the user enters "czz" SCTP displays "CONFIDENTIAL"

4. if the user enters "szz" SCTP displays "SECRET"

S. if the user enters "swp” SCTP displays "SECRET WORKING

PAPERS"

when the last page of information is displayed SCTP outputs the following

prompt:

“downgrade data"

Aede drdede dededede At Aok de e e dede o Downgrade File Fede R dedede drdede de sk dede e de et

Classification is: OFFICIAL USE ONLY

Enter r for REJECT
a for ACCEPT

<return> to continue :

SCTP will clear its Screener's input buffer before the output of each
prompt. Thus, the Screener must wait for the data to be presented before
replying. In addition, SCTP will not accept invalid responses. Should
the Screener enter one, SCTP outputs "??" and waits for the next entry.

This is true for all prompts.

W NTW WA R A X KA Al N
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! For all downgrade requests, the Screener is given the option of viewing

an additional context file. This file contains two screens of informa-

g
:ggg tion just preceding the downgrade data. This file contains both ordered
o 8% N
t
yga user input and system output. In some situations this additional data
e
'f,g‘i
may aid the Screener in determining whether to accept or reject the down-
St
gge grade request. If the Screener decides to view the context file (by
B M)
1)
% h depressing the "return” key) then SCTP outputs the first page of data
RANY
from this file followed by the prompt
c“’"
'5 4 R
1% ’ "“context information data"
s<§
Lt Ry
?:f;;'o
fo*'i Al de e e dede ek Rk Ao Aok e ek Information File R ddedd ik kk ki ik
g?a' Enter r for REJECT
E2LY
L
N a for ACCEPT
e
<return> to continue :
n"‘\
o
A'E%
)
)
l:.. "
Pe¥ SCTP always displays downgrade and context data in a cyclic manner. That
j$$3 is, if the Screener always depressed the "return” key, SCTP would first
ci‘.&.‘
atly .
'E$‘ display the downgrade data (one page at a time), and then the context
N
f&;j file data (if present), and then cycle back to the downgrade data, and so
ot on.
Y
R
Y
ﬁh:, If the Screener decides to accept a downgrade request (after having
Y
A viewed all downgrade data) he depresses "a”. SCTP requires that the
o
J{ : Screener confirm all accept/reject inputs and thus outputs
' .
oL,
RN
ﬂ?é: _ ;
5. ‘:‘. c ‘ "
«,':. W
1.0
'.ft‘ ':
t!n"lQ
A
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R

N

whRkRARhAAARAARRAAR  CONFirm Downgrade  sAAARARARARAARARAN

Enter y for CONFIRMATION

n for no H

If the Screener enters "n" (for no confirmation), SCTP outputs the next
page of the current file (downgrade or context file), followed by the
appropriate reject-accept-continue prompt. If the Screener enters "y"
(confirming the downgrade request), SCTP outputs

Doﬁngrade Accepted

and proceeds to the next downgrade request. If the Screener decides to

reject the downgrade request SCTP asks for confirmation
dhhhd ki hRihR ki Confirm Rejection Kk khkhhhRihhikihiihii
Enter y for CONFIRMATION
n for no :
If the Screener confirms the rejection SCTP responds with
Oowngrade Rejected
and proceeds to the next downgrade request.

When a downgrade request comes as a result of the Environment

Manager changing the screen mode to ALL, SCTP displays this fact

in the downgrade file prompt:

Fu o Tr Xt o UISERERNT : et

>y

LUK~ A AT AT A ORI X Y 4 : 2 0y Y QN L
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T TEr T > o Mol Sact Mok ge . o) T L b A a A0 A o AL

RARRRRRERARAERRERR Downgrade File (ALL/EM) WRRRARAERRRRR AT RARE

Classification is: SECRET

a;g, Enter r for REJECT
a for ACCEPT

e <return> to continue :

G If the screen mode had changed because the user exceeded his/her current

bandwidth threshold, SCTP displays this in the downgrade file prompt:

2o Rk dk kiR hhhikiikt Downgrade File (All/Band) RRRERARARAAAkAkkihhh

N Classification is: SECRET WORKING PAPERS

Enter r for REJECT
¥ a for ACCEPT

<return> to continue :

'
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APPENDIX D

AUDIT TRAIL DISPLAY PROGRAM (ATOP) USER INTERFACE

The Audit Trail Display Program (ATDP) displays FSM audit events to help
analyze FSM activities. The program 1is invoked by the Environment

Manager (EM) via the "history” command. (See Appendix 8 for more informa-

tion on EM commands).

The FSM Audit Trail consists of a "current"” file and saved files that
were previously current. When a current file is saved (by using the END
command), its name will be changed from ‘'current’ to the date-time group
(DTG) of the save. In this way the size of the current file may be Limi-
ted to a manageable amount. In addition, if the EM saved the current

file daily, a uniform audit data base could be maintained. See the END

command for more details.

ATDP commands include:
1. END - Save the current audit file and start a new one.
2. FILES - List all of the existing audit files.

3. HELP - Display a List of commands or information about one

or more specified commands.

.
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1":‘\1 1
z‘,‘,,‘i
ki
o
1'&_:
L
ij} 4. LIST - Display audited events with optional specifiers in
‘ ascending time order.
RS
“
QK” 5. QUIT -~ Terminate the Audit Trail Display Program.
A
oo
it C s . .
Additionally, unrecognizable input causes a message to be output and a
l‘.
N return to the command level prompt.
BN
W
\
}h& When ATOP is invoked by the EM, it initially displays a help message
" informing the EM of the available commands. Then ATDP signifies that it
;&f is ready to accept commands by printing a '">" on the terminal. This
\
XY
Jg, informs the user that any of the commands listed above can be entered.
}% This prompt distinguishes it from other EM commands, which prompt with an
§§$ asterisk (x). The following sections describe each ATDP command in
%ﬁ' detail.
P 3
g
;‘q.. 0.1 END
Koy
)
i The END command saves the current audit file.
oy The command syntax is:
n*-,ﬁ
o eCndl <nl>
a’i.
o <nL> := newline or return key
&
:;n
AR +
ojg' The END command terminates the current audit file and saves it. The
24’“5
f"ﬁ current file will be renamed with the DTG of the save. This command
ﬁ allows the audit files to be kept to reasonable sizes, allowing more
gty
359 efficient processing by the LIST command. To illustrate the renaming
RS .'
:’:'-
15y ) )
Y3 4 D -2 S
Al
N
#’4
1,
=
R~
[
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property of END, assume that the current audit file is ENDed on April 2

at 12:05:30. The current audit file would be renamed to "0402120530" and

the "current” file length would be reset to zero.

0.2 FILES

The FILES command lists all existing audit files.

The command syntax is:
files [<output-flag>] <nl>

<output-flag> ==t} =L | -p

=t = output to terminal with paging (default)

2

S

Ry o -,

il § output to terminal with no paging

v
"

.-5. 4

-p output to printer with no paging

<nl> := newlinn or return key

-l

The FILES command displays in order all past audit files that have been

'.

saved by the END command. It displays each file's name, DTG of creation,
date of last modification and size in 512 character blocks. In addition,
FILES displays the above information on the "current” file. If the FILES
command were entered as:

f <nl>

ATDP would output, for example:

1-"‘.’-'_-{; \'. )‘n)‘.s.’l‘l.‘
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KX

;‘:!‘ et

e

oWy

}ﬁ%

%

() .

&éﬁ File name Creation date Last modified date size (blocks)
: R

W 0904115526 Tue Aug 19 15:15:53 1980 Thu Sep & 11:03:29 1980 250
0 ] 0906101828 Thu Sep & 11:55:26 1980 Sat Sep 6 10:16:09 1980 52

) % 0908083713 Sat Sep 6 10:18:29 1980 Mon Sep 8 05:43:59 1980 60
R 0908114403 Mon Sep 8 08:37:14 1980 Mon Sep 8 10:37:35 1980 19

Wy 0908143618 Mon Sep 8 11:44:04 1980 Mon Sep 8 14:34:10 1980 33

o 0909084141 Mon Sep 8 14:36:19 1980 Tue Sep 9 08:32:49 1980 1

. 0909140811 Tue Sep 9 08:42:04 1980 Tue Sep 9 13:57:03 1980 68

‘i 0910145636 Tue Sep 9 14:08:13 1980 Wed Sep 10 14:55:U2 1980 71

~af§ current Wed Sep 10 14:56:37 1980 Fri Sep 19 13:03:30 1980 22

"%,‘:'i

- 0.3 HELP

Rt

4N

:¢,% The HELP command displays information about all or each ATDP command.

oS

2%

§'§ The command syntax is:

-2
: Eﬁ help C<output-flag>] [<command-name-Llist>] <nl>

“ <o\

W <output-flag> = -t | =L | -p

'5; ~t = output to terminal with paging (default).

2

§$ ~L = output to terminal with no paging.

ﬁgg -p = output to printer with no paging.

y .
; : <command-name-lList> := <command-name> | <command-name> <command-name-list>
153

%ss <command-name> :=end | files | help | List | quit

i

_“‘: <nl> := newline or return key

R

-

fhﬁﬁ Syntax is shown in a modified BNF format. Optional arguments are shown in
R,
! i& brackets "(1", and terminal tokens are shown between the characters "<O",
%” The bar character [ separates options. {
%" \
3 ‘
3 ‘
g
N .
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-
T

ool

a_n
b

*,
-

v

e Q
' :
Yy The HELP command displays general information on all commands or the syn- :é
) NG
) tax for one or more specific commands. If the EM entered: €.
g %
h <nl> =3
~)
ATDP would display: x
! 4
i
This is a brief List of ATDP commands. To get further information on a ?;
specific command, enter "help <command-name>" where the valid command e

names are "end, files, help, List, quit". 3
!“
END - Save the current audit file and start a new one. Z:

FILES- List all of the existing audit files. !
HELP - Display this list of commands or information about one or more A(
specified commands. 5
LIST - Display audited events with optional specifiers in ascending j[
time order. o
QUIT - Terminate the Audit Trail Display Program. é:
W
In another example, if the EM entered: ‘hf

- i

help files <nl> S
N
l‘ ‘
ATDP would output: '

FILES - List all of the existing audit files.

Syntax is shown in a modified BNF format. Optional arguments are shown in
brackets "[1", and terminal tokens are shown between the characters "<".
The bar character "|" separates options.

Syntax:

files C[<output-flag>] <nl>

<output-flag> t= =t | =L | -p
-t = output to terminal with paging (default).
=L = output to terminal with no paging.
-p = output to printer with no paging.
<nl> := newline or return key
' D-S
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i ]
e

D.&4 LIST
:‘:!a.s - b
'qﬁ The LIST command prints all or specified FSM audit events.
¥,
)

The command syntax is:

e
R

-
™~
P

list C<output—-flag>] [<list-arg-Llist>] <ni>

.

55
',}%

Eg <output-flag> s= -t | =L | -p

B ~t = output to terminal with paging (default).

‘tr. -l = output to terminal with no paging.

}i; -p = output to printer with no paging.

Eﬁi <list-arg-list> := <list-arg> | <list-arg> <list-arg-list>

ﬁé <list-arg> := <user-arg> | <system-arg> | <event-arg> | <time-arg>
2

where each <list-arg> can only appear once.

v
T

48

4

- <user-arg> := user [<user-name-list>]
.':J
Vo <user-name-lList> := <user-name> | <user-name> <user-name-list>
B
‘aj <user-name> := valid user name known to FSM (manager, screener, WES ur
W
- <system-arg> := subsystem [<subsys-name-list>]
;Sb <subsys—-name-list>:= <subsys-name> | <subsys-name> <subsys-name-list>
X
s <subsys-name> := tss | tlcf | wwdms | tcon | sios | access | List | Logé
:" <event-arg> := event [<event-type-list>]
S <event-type-list> := <event-type> | <event-type> <event-type-list>
)
1473
b- <event-type> =1 1213141516171 8191100 111121
N
hy 13116115161 17 ) 18 | 19
o) {
5! 1 = valid user input received &
o
Sy
ft- 2 = invalid user input received :
Yy
R :
i D -6
! ,l-.' 1
'I . 1]
l{: [




oA Sy g Ry By
A .‘,‘“‘;.,_}4,,

v e ~N O

10
"
12
13
14
15
16
17
18
19

system output sent to user

system output not sent to user

system output accepted by screener

system output rejected by screener

screener

screener

logged onto FSM

logged off of FSM

WES user logged onto FSM

WES user

logged off of FSM

user initiated WWMCCS subsystem

user assigned to screener

user input simulated

screen mode modified

bandwidth threshold modified

environment manager logged onto FSM™

environment manager logged off of FSM

system output received from WWMCCS

system output received by screener

<time-arg>

<start-time>

<end-time>

i= <start-time> | <end-time> | <start-time> <end=-time>

:= start

:= end |

| <dtg>

<dtg>

where a <dtg> by itself will be interpreted as a <start-time>.

<dtg>

¢= MMDDhhmmCYY]

"™ = month (01 - 12)

DD = day of month (01 - 31)

hh = hour of day (00 - 23)
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mm = minute of hour (00 - 59)
YY = year minus 1900 (00 - 99)

(default time-range is current day)

<nl> := newline or return key

Syntax is shown in a modified BNF format. Optional arguments are
shown in brackets "[]", and terminal tokens are shown between

the characters "<>". The bar character "|" separates options.

allows the user-oriented display of accumulated FSM audit events.

event listed contains the following information:

1) time of the event

2) event description

35) event data items such as user name, terminal ID, etc.

wWhen no arguments are entered with the command, LIST produces a Llisting
of all events logged for the current day. Events of particular interest
(such as WWMCCS subsystem usage or a specific user history) can also be
selectively listed using an optional list argument. See below for sample

LIST input and output.

The following arguments are known to LIST:

EVENT event-type(s) AlLL audit events of the numeric type(s)
(see a detailed description of FSM audit

events for the event codes and their

.
\

8
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‘Q explanation). For instance, all "valid
user input received” events could be
listed using an event-type of 1. If

EVENT is used with no event-type, the

user will be prompted for the desired
y& event-type(s). Input can consist of

e multiple types.

o SUBSYSTEM subsystem(s) Audit events pertaining to the

oA

-
oA

particular WWMCCS subsystem(s) (i.e.

oLl

¥

TSS, TLCF, WWDMS, TCON, SIOS, ACCESS,

a
»

LIST and LOGON) are listed.

alf ™

K

USER user-name(s) Audit events involving the particular

. .

P XL [
‘\"‘,

user(s) are Llisted.

The output of LIST may be further restricted to events within a
PM specified time-range. The time-range arguments must be in one of

o the following forms:

’W% START ALl events from the start of the
FSM audit trail to the current

! time.

:zﬂ: END AlL events for the current day.

) START END AllL events from the start of the

e FSM audit trail to the current

./ ’ ,x?.‘n 2 NOCEROO0N
; X RO0X

) . ‘ , 8
Y LA JLATX 0 ‘ vy 1,0y ; 0 N ) 2!
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time.

START MMDDhhmmLYY] ALL events from the start of the
FSM audit trail to the specified

month, day, hour, minute and year.

MMoDhhmmCYY] MMDDhhmmCYY] ALL events from the specified

start-time to the specified

end-time.

MMDOhhmmLYY] END ALl events from the specified month,
hour, minute and year to the current

time.

MMDDhhmmCYY] AlLL events from the specified month,
day, hour, minute and year to the

current time.

If arguments are combined, LIST output can become very specific. The
boolean property of the LIST command allows the EM to restrict the LIST
output to precise events. For example:
list event 11 user af3gwbrgjdm sub sios <ni>

would list (for the current day) only the events in which the user
af3gwbrgjdm entered the WWMCCS subsystem (event 11) SI0S. That is, LIST
would search for audit events that were event 11 AND user af3gwbrgjdm AND
subsystem SIOS. Had the ATDP user entered:

list event 15 user af3gwbrgjdm af8gwbrgrmb <nl>

0 - 10

. ,-elétf‘,"» &'*‘,A'l's‘*!"xf;’af,‘aff."‘.'v‘,‘»‘ ,
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LT -
.9

W%

“ﬁ

%

ﬁf

4,

L‘ LIST would search for audit events that were event 15 (bandwidth
threshold modified) AND user af3gwbrgjdm OR event 15 AND user

:; af8gwbrgrmb. In this way the ATDP user can display each event in which

-

ﬁ? two users had their bandwidth thresholds modified (if any).

f? Sample LIST input follows:

L

\{‘ P

by a) List

)

This is the default form of LIST; i.e. all events for the current day

A

(April 15) are displayed. This form of the command is equivalent to: list

-t 04150000 end

-

b) List -p event 01

.-:;'..---

3; send all "Valid user input received" (Event 01) audit events for the
i’q *

ﬁg current day to the line printer.

[ X3

i

o ¢) Llist event start end

0:.'

,hﬁ

l*‘.l

RO

:h‘ Please choose one or more of the following event types:
Ld - Valid user input received

Qn - Invalid user input received

¥

- System output sent to user

- System output not sent to user

- System output accepted by screener
System output rejected by screener
- Screener logged onto FSM

- Screener logged off of FSM

- =2 000 NOWVEHWN=
]

#t - WES user logged onto FSW

gb 0 - WES user logged off of FSm

i 1 - User initiated WWMCCS subsystem

- s
b 3
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Eh)
REN
e 12 - user assigned to screener
[ 13 - UJUser input simulated

. 14 -  Screen mode modified

N 15 - Bandwidth threshold modified

:ﬁi 16 - Environment manager logged onto FSM
;é& 17 - Environment manager logged off of FSM

e 18 - System output received from WWMCCS

: 19 - System output received by screener

[
\"'&64
th Event types? 7 8 9 10
-
::Y,~9

Display on the terminal (with paging) the Llogging events Screener

.i;".‘o
:ﬁ%% logon/logoff and User Llogon/logoff for the entire time-range the audit
kS
ﬁb;! files cover. Notice, the user was presented with a menu of event-types an

®
ALY
L erompted for the events desired since none were entered.
)'\)\,‘
3 2'_ d  Llist -1 sub tlcf 04021200 04150830
W
‘::‘if
Qﬁl Display on the terminal (without paging) all audit events concerned with
5. ‘
‘a; the WWMCCS Teleconferencing (TLCF) subsystem between April 2nd at noon
Y ':r’
! until April 15th at 8:30 am.
l’g;,!r
o
e e) List user
)
PO
ey User name(s)? RAH MEES SCHELLER
e
K
O Display on the terminal (with paging) all audit events concerned with the
X i,_“ '
J) v
i%\' named users (RAH, MEES, SCHELLER) for the current day.
R f) Llist -p start end :
'0'.'0‘:' ;
‘Qj,j’:,. ‘
l'.‘.‘. t

b - 12
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) :
A >3
g List all audit events on the printer. Every audited event would be prin- f
2 r
ted out using this command. N
) A
b .
Q Sample LIST output for each audit event is shown in Figure D-1. R
?: |'-,
¥
* wWed Sep 10 14:17:23 1980 \
: Event: valid user input received 1 )
: User: af8gwbrgjdm ;
g Terminal: k v
N Subsystem: LOGON -
Al ek dddk Ak TEXT ke khdkh ki .
"
W uo1 N
& Tededededdedehedk END OF TEXT fede e dek dededede ::
.l .
B ."
ol wed Sep 10 15:17:19 1980 X
o Event: Invalid user input received 2 !
A User: af8gwbrgjdm ‘§
e Terminal: k W
< Subsystem: TS$S tﬁ
P, Reason: No match. N
by KRk AhhhAkk TEXT Sekdedfededehddk Wy
K zzz u
) ARNRR AR ARk END OF TEXT Rk fkihkkk i
” e,
wed Sep 10 14:17:37 1980 -}
v Event: System output sent to user 3 X
o User: af8gwbrgjdm :
ol Terminal: k o
’ Subsystem: TSS
o RRRRRRARARN TEXT NRRARRRNRR ot
N CLASSIFICATION OF YOUR OUTPUT? oJ
l. : bl 222222 e END OF TEXT P23 332222 1] ), A
.' 7
‘Qﬁ J
Mo Fri Sep 12 12:43:38 1980 o
- Event: System output not sent to user 4 ‘
- user: af8gwbrgjdm '%
\ Terminal: 1 o
K3 Subsystem: TSS 3
:5; AR AR hhAd ik TEXT ARRNRRR NI ;
B CP DISCONNECT 5
h AR A dedk END OF TEXT ST ST TN ;
- 3
‘ 3 Wed Sep 10 14:21:18 1980 ‘
' Event: System output accepted by screener 5 "
N User: af8gwbrgjdm v
iy Terminal: & X

y , y ; ' ¢ OG0T > 4N
Y .3',?1".’3),5 RN .i‘;‘:"x.,‘h [N ’?_‘ow"}‘;‘.“’i‘,agt.s“i'n““"q(‘.yif“’ N i',ﬁl“g").l'ﬁ:‘t.i‘, N P“I&‘
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Subsystem: TSS
Screener: screener

LR
. e

Ak khhhArr TEXT Rk f ki ihk
g DATE
AR kkhhhkhh END OF TEXT dedededededede dede
Fri Sep 19 11:46:13 1980
Event: System output rejected by screener )
K- User: af3gwbrgrah

Terminal: k

D Subsystem: LIST
; Screener: harvey
q Sk d ek dkdd TEXT Adedkdhdhdhdk
ready v
N teiedekdeokdkkok ok END OF TEXT e ek etk e N
i
§ wed Sep 10 14:18:22 1980 hﬁ
A Event: Screener Logged onto FSM 7 %ﬂ
’ User: screener h
Terminal: 7 :
"
0 wed Sep 17 15:58:26 1980 Y
. Event: Screener logged off of FSM 8 ig
’ User: harvey %y
\ Terminal: k W
" wed Sep 10 14:17:34 1980 -
i, Event: WES user logged onto FSM 9 )
b User: af8gwbrgjdm «'é
“ Terminal: k bt
1 ,:
wed Sep 10 08:16:33 1980 >
, Event: WES user logged off of FSM 10 o
K User: af8gwbrgjdm :%
N Terminat: el
9‘ 5"1;
! Wed Sep 10 14:17:36 1980 R0
: Event: User initiated WWMCCS subsystem 11 4
. User: af8gwbrgjdm o
b Terminal: & i
> Subsystem: TSS e
‘ v
3 wed Sep 10 14:18:26 1980 :‘.!:5
‘ Event: User assigned to screener 12 "
v user: af8gwbrgjdm -
o Terminal: Kk ﬁﬁﬁ
X Screener: screener oS
3, Terminal: 7 X X
. ~V
o
0D - 14 ‘gm
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Wed Sep 10 14:17:45 1980
Event: User input simulated
User: af8ywbrgjdm
Terminal: k
Subsystem: TSS

kRN kAhRik TEXT Y T T
222
RERRRARRAR END OF TEXT k222222232
Fri Sep 19 12:31:10 1980
Event: Screen mode modified
User: af3gwbrgrah
Subsystem: ALL
Screen mode: No screening
Fri Sep 19 12:25:10 1980
Event: Bandwidth threshold modified
User: ALL
Bandwidth threshold: 1
wed Sep 10 14:22:03 1980
Event: Environment manager logged onto FSM
Jser: manager
Terminal: 1
Fri Sep 19 13:03:05 1980
Event: Environment manager Logged off of FSM
User: manager
Terminal: t
Wed Sep 10 14:17:29 1980
Event: System output received from WWMCCS
JUser: af8gwbrgjdm
Terminal: k
Subsystem: LOGON
Ahe Ak hidR TEXT SRk RRhihdih
TERMINAL
b2 222222 1] END OF TEXT fhkhkhiRii
wed Sep 10 14:19:22 1980
Event: System output received by screener

User: af8gwbrgjdm
Subsystem: TSS
Screener: screener
Terminal: 7

Figure Dm1. Sample LIST output.
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Notice several features of Figure D-1. First, each event has an English
description of the event as well as the event number. Second, each event
has the DTG of its recording. Finally, where applicable, the audit texts

are included.

It is also possible to restrict the ATDP output by requesting a combina-
tion of arguments. For example, if a user wanted certain events for a

given user he might input:

Ll user af3gwbrgjdm event 10 <nl>

which would display all events for the current day of type 10 for user

af3gwbrgjdm. ATDP might output:

List events between Tue Sep 23 08:00:00 1980 and Tue Sep 23 15:19:57 1980
Concerning users: af3gwbrgjdm
Concerning events: 10

Tue Sep 23 (08:16:33 1980
Event: WES user logged off of FSM 10
User: af3gwbrgjdm
Terminal: L

Notice that ATDP uses a Boolean algorithm to obtain the user's request.
That is, ATDP searches the audit files for events that involve user

‘af8gwbrgjdm' AND are of type 10.

In another example, a user might want to restrict the event selection

further:

D - 16
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L aa oo o - LA N A oA s o LAt aco ant abe o d ate ia L o Rl aih ol o Bh abd At all ool

L user af8gwbrgjdm event 3 sub sios <nl>

ATDP might output:

List events between Tue Sep 23 08:00:00 1980 and Tue Sep 23 15:38:28 1980
Concerning users: af8gwbrgjdm

Concerning subsystems: sios

Concerning events: 3

Tue Sep 23 14:21:36 1980
Event: System output sent to user 3
User: af8gwbrgjdm
Terminal: k
Subsystem: SIOS

RRRRARRRE R TEXT hekekdRkikkik
SI0S ROUTINE
Sk Rhkikiki END OF TEXT Rhkkihdhikk

Finally, ATDP outputs an appropriate message when it cannot find the
requested events. For example, if ro events had been generated fcr Sep—
tember 23, and the EM entered:

L <nl>

ATOP woula output:

List events between Tue Sep 23 0U:00:00 1980 and Tue Sep 23 15:47:31 1980
with no specific search categories specified.

No audit records were found which satisfied the requirements.
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The QUIT command terminates ATDP processing.

The command syntax is:
qluit] <nl>
<nl> := newline or return key

QUIT terminates ATDP and returns control to the Environment Manager Pro-

cess.
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APPENDIX E

GLOBAL LOGON FILE MODIFIER (USER) USER INTERFACE

The USER utility program adds and deletes users from the FSM environment.
With it, WWMCCS users, Screeners and Environment Managers can be added
and deleted, and a current Llist of users (all those listed above) can be
displayed. The USER program is executed by issuing the command "user
<nl>" at the command prompt. USER responds with the prompt:

Please choose the next action to be performed:

Type to add a new WWMCCS user

Type to add a new Screener

Type to add a new Environment Manager

Type to delete a WWMCCS user

Type to delete a Screener or Environment Manager

Type to Llist currently defined users

‘"Type q to quit the UPDATE program

Uption?
If the user wants to add a WWMCCS user, he/she enters "a" at the Option?
prompt. USER then outputs:

Add a WWMCCS user
Please enter a user name with exactly 11 characters with the format:

af(389] (gx] Cmw]l Csite code (3 chars)] Luser initials (3 chars)]:
If the user enters "af3gwbrgrmb”, USER responds with:

user af3gwbrgrmb is now a valid user name
USER then redisplays the command options and the prompt. If the user had
entered a WWMCCS user name in the wrong format, USER outputs:

Invalid user name, must follow the following format:

g
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af[389) [gx) Cmwl L[site code (3 chars)] fuser initials (3 chars)]

[T e th ante o LRSSV S

and then redisplays the command options prompt. If the user had entered

too many characters, USER responds with:

Invalid user name, too many characters

and then redisplays the command options prompt. If the user attempted to

add an existing WWMCCS user (already defined to FSM), 'af3gwbrgjdm' for

example, USER outputs:

User af3gwbrgjdm is already a valid user name

If the WWMCCS user had previously been deleted (undefined to FSM), USER

outputs:

User af3gwbrgrmb is a previously used user name.
Do you wish this name to be reinstated?

A 'y' to this question results in:

User af3gwbrgrmb is now a valid user name

Any other response results in a redisplay of the command options prompt.

1]
5
LN

If the user wants to add a Screener, he/she would respond to the Option?

vy
.
¥

-

»
o ¥

prompt with *s'. USER would respond with:

Add a Screener
Please enter a user name not exceeding 8 characters.

TN g
<

¥ ST

- .
Py

Had the user entered 'mees’, for example, USER would respond with:

User mees is row a valid user name

Had the user entered a name already defined to FSM, or a name with too L

many characters, USER would output an appropriate message and redisplay

the command options prompt.
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1f the user wanted to add an Environment Manager to FSM, he/she would
enter "e" at the Option? prompt. This would result in:

Add an Environment Manager
Please enter a user name not exceeding 8 characters:

Had the user entered 'smyth', for example, USER would output:
User smyth is now a valid user name

However, only one Environment Manager may be defined to FSM at any one

Higey time. If there had already been an EM when the user tried to add one,
- USER would output:
[ )
.@'QQ.
?5:. Only one manager may be defined at a time, 'smyth' already exists
N
e . . : .
i Deleting (undefining users to FSM) is as easy as adding them. To delete
L
'f%u a WWMCCS user the user enters 'd'; to delete a Screener or Environment
PN
P, Manager the user enters ‘t'. This results in:
4
535 Delete a WWMCCS user
- Please enter a user name with exactly 11 characters with the format:
v
::::,:! af £389] C(gx] Cmwl [site code (3 chars)] Cuser initials (3 chars)]:
Sy
“h,“ for WWMCCS users and
» Delete a Screener or Environment Manager
‘QQ? Pleagse enter a user name not exceeding 8 characters:
S b
0
}ﬂq for Screeners and EMs. Entering the correct names (they must exist to
N
it
'ﬁ%ﬂ FSM), results in USER confirming the deletion. Entry errors (invalid
M) format or trying to delete non~existent users) cause USER to issue an
D
,mf; error and redisplay the command options prompt.
R
Agfl’,‘
e The user can also display the currently existing FSM users. This is done
e
:ﬁgﬁ: by entering 'L' at the Option? prompt. USER might display, for example:
g"ﬂ"
s

3%
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B USER  USER NAME
& 10

smyth

mees
af3gmbrglre
af8xwbrgabc
af8gwbrgjzm
af9xwglmrmb
af3gwbrgrah
jones
af3gwbrgjdm
af3gworgrmb

OOV ~NOWVESWN=

P
-

Finally, to terminate the USER program, the user enters "q" at the

W Good-bye

AE gt A it Y A
o \,’u‘ll"_’g,6’_“3%;61“,‘}" '.‘f. -"!.q'lv!w 4?2;‘_%"?!,\‘ LA h‘.\!.v“ “‘;,’ LR

USER
TYPE

Env Mngr
Screener
WES User
WES User
WES User
WES User
WES User
Screener
WES uUser
WES User

2! UPDATE program terminated

VALID
USER?

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

NoO

W Option? prompt. USER responds with:

LOGGED
ON

NO
Yes
Yes
NO
No
Yes
NO
Yes
Yes

TTY ID ASSIGNED
SCREENER

~N O

CNUN

jones

mees
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APPENDIX F

FSMGTTY PROGRAM DESCRIPTION

FSMGTTY is a small program that sets up the WES user/Guard environment
when the WES user initiates a terminal session. During FSM startup,
FSMGTTY is executed and attempts to open each terminal that is connected
to Guard (via the PDP 11/70). After setting terminal attributes to
resemble normal WWMCCS terminals, FSMGTTY waits until the WES user enters
data at the terminal keyboard. Once this occurs, FSMGTTY fork/executes a
copy of itself which obtains current copies of the context tables and
fork/executes the Guardian Process (FSMGP). In this way, Llittle machine
overhead is consumed while a terminal is not being used, due to FSMGTTY's

small size.

FSMGTTY, uhen'executed, changes the UNIX terminal attributes to resemble
WWMCCS terminals. These changes involve changing the character delete
and Line erase characters, as well as mapping keyboard carriage returns
into strict carriage returns (sans Line feed). It also arranges to
ignore potentially troublesome input, such as control-S, delete and other

characters that have a special meaning to the UNIX operating system.

When a WES initiates a terminal session (by typing a carriage return or

control=-A from a tty terminal or "S$*$log24" from a vip terminal), FSMGTTY

locks the context files, preventing any changes from being made, and
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ity
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€
i makes copies of them for this user. This facilitates context table ,!3;
i Yot
¥ ..'o
i changes during normal FSM operation and assures that each WES user -
\’."
" obtains the most current version of the context tables. Wwhen the copies !::
R 3
rs have been made, the lock is removed and the Guardian Process is Q
x 7
‘ fork/executed. Following WES user lLogoff (either normally, or following ',
‘ X
; a system error), FSMGP terminates and control returns to FSMGTTY. It ?::
~.' l'..‘
: will start the entire sequence again, beginning with changing the ter- :::::
Y R
minal attributes. 2
" -
:; An external file (/fsm/gttys) contains terminal identifiers and all asso- §|:::
Y \";;.‘
g:: ciated information that FSMGTTY needs. A copy of this file follows: :&;:f
Z xX
A\ ] ] 3 X '
.:o ¢ FSM active terminals for low-side WES users. Format is: ,;
& : one character terminal type, ‘'v' = vip, 't' = tty/wang. R
(p : Colon to separate fields, ':'. 'f,}-
i(‘ : one character to be used for Logging for this terminal. &
4 : Colon to separate fields, ':'. o
" 2 UNIX pathname for terminal, E.g. /dev/tty8. :!‘
b : Colon to separate fields, ':'. ‘
13 t UNIX pathname for RNPE Line, E.g. /dev/rnpe/300/8 :"-A
. »
. : 'y
3 t:e:/dev/ttye:/dev/rnpe/300/e 3
4 t:f:/dev/ttyf:/dev/rnpe/300/f
- t:g:/dev/ttyg:/dev/rnpe/300/g '!
P t:h:/dev/ttyh:/dev/rnpe/300/h O
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