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INTRODUCTION TO CONCEPTS OF ELECTROMAGNETIC TOPOLOGY AS APPLIED TO EMP
INTERACTION WITH SYSTEMS

Frederick M. Tesche

LuTech, Inc.
3742 Mt. Diablo Blvd.
Lafayette, CA 94549
USA

ABSTRACT

This paper reviews the concept of the electromagnetic shielding topology of an
electrical system, and illustrates how such a system can be hardened against unwanted
electrical interference arising from external transient or CW sources. This manner of
viewing a system proves to be useful in estimating the possible system responses, in
developing particular hardened designs for the system, and in defining suitable tests
for the verification of the hardness design.

I. INTRODUCTION

Due to the complexity of modern electrical systems, it is virtually impossib}e to
carry out a rigorous analysis of how the system would respond if excited by lightning or
nuclear electromagnetic pulse (EMP). In many instances, however, it may be desirable to
obtain rough estimates or bounds for the system response, either for the purpose of
designing an electrically hard system, or for estimating the vulnerability of the system
to an outside electromagnetic (EM) environment.

One way of doing this is to introduce the concept of an electromagnetic shielding
topology, which is a description of the configuration and interconnection of the
conducting surfaces in the system which act as EM shields for the system. This topic has
been discussed previously by a number of investigators in references [1], (2], [3]. With
a knowledge of such a shielding topology, it is possible to determine all points 9f
entry (POEs) for EM energy into the system, and concentrate the EMP hardening activities
at these particular locations. In this manner, the hardening of a system has been
reduced to controlling the EM transmission properties of the POEs of the shields: the
details of the internal cénfiguration of the system are not important.

Associated with the topological diagram is a signal flow graph, referred to as the
interaction sequence diagram. This shows the major internal coupling and propagation
paths inside of the system, and is used in obtaining rough estimates of the system
response which, in turn, are used in designing the system.

This interaction sequence diagram has several uses. In the process of designing a
new system, it permits a designer to determine the most important, or "critical"
coupling path in the system, so as to decide which parts of the system should be
hardened first against the external EM environment. An alternate use is in the area of
hardness assurance. By examining the diagram, the important POEs can be identified, and
suitable tests defined to determine if the various protection mechanisms in the system
are functioning properly. A third use is in the analysis area, where the interaction
sequence diagram may be used to estimate (roughly) what the responses of the system are
in the EM environments.

In the system design process, electromagnetic topology plays a key role as
indicated in Figure 1. The designer of the system has a set of functional requirements
which must be met by the system. At the same time, there is an indication of the
electrical stress (lightning, EMP, EMI, etc.) which can excite the system, and which
should not adversely affect the normal operation of the system. In addition, there is a
specified level of EM susceptibility for the components in the system. This may be a
well defined set of numbers, such as, the known failure levels of all
semiconductor devices within the system, or an approximate "noise level®™ of the internal
system noise. The system EM topology provides a way of relating the behavior of the
system to the outside stress and determining whether there will be a failure of the
system., If it is estimated that a failure may occur, the design of the system must be
modified to eliminate (or at least, reduce) the chance of a failure. Thus, the design
process is an iterative one, often requiring several iterations through the
analysis/design phase before a final system design is determined.

In this paper, the concepts of the system shielding topology and the associated
interaction sequence diagram are introduced, and some simple hypothetical system
examples are given. Section II of this paper discusses the elementary concepts of
electromagnetic topology, and the interaction sequence diagram. In Section III, these
are illustrated with a simple example. Section IV presents a brief discussion of how the
electromagnetic topology concepts are used to develop hardness allocations for a system
being designed, and Section V presents a summary of these discussions.

II. DEFINITIONS

In this paper the term electromagnetic topology, or simply topology is meant to
refer to the collection of conducting surfaces within an electrical system which tend to
impede the passage of electromagnetic fields. These are, in the most general sense,




22

Functional
Requirements

Stress Susceptibility

I——— Topology f-————

i Design potf—

Figure 1. Role of electromagnetic topology in system design.

nothing more than Faraday cages.

Viewing the system in this manner is useful, because it is possible to concentrate
the EM hardening activities at the surface, or "barrier®, which should be closed and
have a minimum number of penetrations, so as to provide the maximum shielding.

Often, a system consists of multiple, nested shielding surfaces. However, in every
case of practical interest, there must be some form of penetration from the outside of
the system to the interior. In these cases, it is important to identify each penetration
point in the barrier, and add suitable EM protection, so as to maintain the internal
electrical responses at some agreed upon safe level.

In defining the shielding topology for a system, it is important to realize that a
system frequently can have different operational configurations, and hence, different
electrical topologies. In these cases it is important to develop a topological
representation for each system configuration, and perform the required hardening or EM
interaction study for each configuration.

As an illustration of the topological shielding concept, consider a very simple
example of a shielded system having three separate, nested electromagnetic barriers as
shown in Figure 2. The volume outside the system is denoted as Vor with v%, Var and Vs

being the volumes inside, which are bounded by the surfaces S0 1’ S1.2¢ @ d s, 3
’ r ’

Figure 2. Simple electromagnetic topology for a system having three barriers.
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Outside the system, it is assumed that there is some form of electromagnetic field
excitation, and this is able to penetrate into the system, eventually arriving at the V3
volume to create electrical responses. Although there may be many different individual
paths within the system by which the external EM field is able to propagate to the
response point, these paths are represented schematically in this discussion as a single
path from the outside to the inside of the system. In this manner, the various internal
responses to the outside EM stress can be viewed as a vector [R] which is related to
the excitation fields through a series of matrix transfer functions as:

[RI = [T,1(P, 31T31(P) ,1[T,1(Ry 11(T](E] (1)

In this expression, [E] represents a vector of excitations which account for the
electromagnetic field outside the system, (T,] is a coupling and propagation matrix
which provides a knowledge of the local exci%ation quantities at each of the penetration
points on surface § 1° and [P ] is a matrix defining the penetration properties of
the first barrier, 36 1° Thus the product

(Pg, 11 (7,1 (E] (2)

represents the electrical response at all of the points within volume v,y which are
contained on the interaction paths defined for the system.

Generally, the matrices defining the penetration properties of the system's
shielding barriers, [Pj,bj], are sparse and diagonal, since the penetration process is
local. However, the matrix defining the coupling and propagation properties of a volume,
[Ti] is usually not sparse, due to the wave nature of the electromagnetic field.

Evaluating the response of Eq.(l) exactly for anything but the most simple system
e.g., a straight wire inside of a spherical shield having an aperture) is a very
complex task. Consequently, it is desirable to approximate the general matrix equation by
considering approximations to this interaction process. This is done by introducing the
interaction sequence diagram which is a signal flow diagram associated with the system
topological diagram. This diagram shows the major paths of EM energy propagation and
penetration within the system.

The EM energy is able to penetrate into the system through three basic mechanisms:
1) direct (hard-wire) penetrations, 2) aperture penetrations, and 3) diffusion (see
reference [4]). Once inside the system the energy can propagate along deliberate or
inadvertent transmission line structures, or by direct radiation.

For simplicity, the EM propagation of energy within the system is assumed to
propagate in only one direction. Hence, the linear graph representing the EM interaction
sequence diagram is a directed graph. It is assumed that the direction of energy flow is
from a region having large EM fields to one having smaller fields. Along each
propagation path, there is a transfer function which describes the behavior of the EM
signals. At any particular observation point in the system, there can be several paths
contributing to the response.

The interaction sequence diagram is useful in designing a new system by permitting
the definition of a "critical coupling path". This is the coupling path which provides
the largest amount of excitation at a response point, and is used in determining which
POEs of the system should be hardened first.

In developing the interaction sequence diagram, only a few of the most important
coupling paths are initially considered. The rest, providing only small contributions to
the total system response, are disregarded. However, as any one critical coupling path
is eliminated (by locating suitable penetration protection devices such as filters,
nonlinear elements, etc. at the penetration points in the topological surfaces), these
previously unimportant coupling paths may then become critical in determining the system
;esgonse. Hence, the interaction sequence diagram may change as the system becomes

arder.

The propagation and penetration of energy along the inceraction paths of the
system are defined in terms of transfer functions. These relate the behavior of an
observable quantity on one point in the system to that of another observable somewhere
else in the system. In the present case, the possible observables are 1) current, 2)
charge, 3) E field, or 4) H field. Normally, these transfer functions are complex-valued
functions of the frequency. However, in the application of the interaction sequence
diagram to practical problems, it is common to ignore this fact and develop a rough
estimate of the transfer function magnitude at the primary frequencies of interest in
the EMP or EMC regime.

II1. AN EXAMPLE

Let us consider a simple example to illustrate the EM Topological approach for
hardening a system, and compare it with a more conventicnal analysis procedure. Figure 3
illustrates a hypothetical communications facility which contains a UHF antenna and
feeding coaxial line connected to load equipment which are located inside of two
individual EM barriers. Within the first barrier, there is a filter vault sub-volume
which contains any necessary EMP or EMI filters for the first layer penetration, and

"

e X
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Figure 3. Hypothetical ground-based system.

consequently, keeps any large EM fields produced by the normal operation of these
devices out of the first protected volume. Similarly, within the second EM barrier there
is another filter vault for the same purpose.

It is assumed that an incident EMP excites the external regions of the system
and that it is necessary to estimate the response of the load equipment. This response,
which might be the voltage developed across the load impedance connected to the
transmission line feeding the antenna, is usually calculated by using a detailed
transmission line model, as shown in Figure 4. The interaction of the incident EMP field
on the antenna can be modeled using simple antenna theory to yield an equivalent
Thevenin circuit at point A-A'. With the use of the simple transmission line propagation

relations and a knowledge of the filter designs, it is then possible to compute the load
voltage.

radius &
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] [] ] []
l ' . ' ,
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Figure 4. Conventional transmission line model for system.

Note that in the conventional equivalent circuit for this interaction path, there
is little information regarding the nature of the system topology and how the
interaction path penetrates through into the interior. This, however, may be

accomplished by using the EM topological model. Figure 5a shows the system topology for
this example.
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Outside System First Volume Second Volume
Y0,1 1,1 1,2
T
c Y1,2 12,2
Antenna
Source
N
1,3 ¥2,3
v
0,2
- . 3 N
Response
b. Interaction Sequence Diagram A

Figure 5. System topological diagram (a) and interaction
sequence diagram (b) for hypothetical system.

Because of the coaxial lines and two filter vaults being present in the
system, it is necessary to adopt a slightly more complicated labeling scheme from that
used in Figure 2, which had a very simple topology. Note that in addition to the volume
completely outside of the system, there is another volume located inside the
transmission line between the antenna and the first penetration point of the system.
Because this volume is not protected at the antenna terminals, topologically it is also
an external volume. To distinguish between these two external volumes, referred to as
sub-volumes, it is necessary to introduce an additional subscript. Consequently, the
volume completely outside the system is denoted as Vo 1’ and that inside the coaxial
line is Vo,z' !

Within the first EM barrier in Figure 5a, it is seen that there are three sub-
volumes: one inside the coaxial line region just past the first protective device, one
inside the filter vault, and the other inside the remainder of the first barrier. For
each of these sub-volumes, there is a minimum of one surface that must be traversed to
pass from any of the outside regions (i.e., V4 ; or Vo 2) to the region in question. !
These regions are denoted as Vi,10 Yy, and 81'3, resbectively.

The labeling of the system surfaces also becomes a bit more tedious in this case.
Previously, the system surfaces were labeled by two numbers, as 8i,5 referring to the
surface that divides volume V, from V.. With subvolumes Vi,j #7d Vx 1, the corresponding
bounding surface is denoted a& S. SekO1" The various surfaces for the example system are
also shown in Figure 5a. 133k,

- IlIIllIlllllllIlllllIllllllllllllllllllllllllllllll.
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The interaction sequence diagram for the conducting antenna penetration path for
the example system is illustrated in Figure 5b. The incident EM field strength, denoted
by E, couples to the antenna in a manner represented by the transfer function denoted by
C. This antenna response then propagates into the first coaxial cable through transfer
function T,. The transfer function T, represents the combined effects of the filter #1
and the seéond transmission line segﬁent, and T, accounts for the second filter and line
combination. In this manner, the response at thg end of the line in the volume V2 3 can
be expressed as !

R=T;xT,xT) xCxE (3)

Note that in the interaction sequence diagram, there is a clear indication of the
various shielding levels in the system, and that the antenna interaction path only
passes through a few of the many volumes. In a real system, there are usually other
penetration points in the shielding topology, and we would expect there to be other
interaction paths in the diagram. In this case, the response at the desired point would
consist of a sum of terms like that in Eq. (3) above, one for each path.

Generally, the system topology diagram and the interaction sequence diagram is
much more complicated than that shown in Figure 3. For example, Figure 6 presents a more
detailed topological diagram for a realistic system having a three layer shielding
topology. The corresponding interaction sequence diagram is shown in Figure 7. It is to
be noted that in this system, the external field couples to several different external
appendages of the system, and gives rise to a more complicated interaction process.
Also, within the system there is propagation along various transmission lines which, if
neglected, provides a unity transfer function. This can give rise to a substantial
simplification of the interaction sequence diagram.

Joint
Diffusion

E!-anneucnncnen

Figure 6. Example of a detailed system topology diagram for a complex, hypothetical system.

Further simplifications can be achieved, as previously noted, by neglecting those
interaction paths which do not contribute greatly to the system response. Specifically,
those paths which involve diffusion and aperture penetration typically do not provide
the largest response in the system. The conducting (or hard-wired) penetrations are
usually most important.
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Figure 7. The interaction sequence diagram corresponding to Figure 6.

IV. DEVELOPMENT OF SYSTEM HARDNESS ALLOCATIONS

The interaction sequence diagram can be used in the design process of a system in
allocating the required hardening at the various POEs in a system. This is done by
estimating the EM-induced response inside the system, comparing it with some
predetermined level and, if the response exceeds this level, the necessary amount of
additional EM shielding or protection can be estimated.

The determination of the maximum permissible response level in the system is not
an easy task. First, it is necessary to define exactly what is meant by "response". As
previously discussed, a response can be any observable within the system, and may be
considered either as a transient or spectral signal. Frequently, bounds on such
responses are specified in design requirements provided by procuring agencies. Often,
such bounds are related to the component failure or upset levels estimated for the
system. An alternate, but overly conservative, approach for determining this signal
level i, to equate it to the ambient noise level in the system.

Estimating the required hardening for the system can be done in two ways. The
first is by concentrating on the response at a point in the system on a path-by-path

basis. By determining the critical coupling path, the important POEs in the path may be
identified and suitably hardened.

The second approach is on a layer-by-layer basis, where all POEs in a particular
shielding layer in the system are identified, and bounding estimates of the total EM
energy penetrating into the shield made, using the concepts discussed in references [5]
and (6). Requiring that the bound of the penetrated response be lower than a certain
amount leads to a definition of the shielding of the various POEs.

It is to be recognized that in the design of a practical system, there are other
constraints than EMP hardness placed on the system. These include cost, weight,
maintainability, etc., and these factors also affect the hardness allocation process.
Hence, the development of detailed hardness requirements for the system is usually an
iterative process, attempting to obtain the "best" design for all of these factors.

Once the various hardening levels have been specified, the topological diagram
with its identification of the various penetration points can form the basis of a
topological control plan for the duration of the system construction phase. Any

modification of the system topology during the construction must be analyzed for
possible adverse effects on the overall system hardness.

2-7
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Having a system with a well-defined shielding topology and an interaction sequence
diagram is also useful in attempting to define a series of measurements for the purpose
of EM hardness validation, once the system is built. Since the major POEs are identified
and controlled in the design of the system, the locations for possible measurements are
also well defined, as are the observables. Such measurements, once performed on a
hardened system, serve to form the baseline response useful for comparing subsequent
measurements of the system response as the system ages.

V. SUMMARY

This paper has introduced the concept of electromagnetic topology for the purpose
of designing an electrically hardened system. The topological concept provides a
framework for viewing the EM interaction process in a structured manner. The design of a
system first involves determining the various shielding surfaces in the system, and then
identifying the penetration points in the system. This leads to a definition of the
major EM coupling paths in the system which transmit the externally produced signals to
the critical equipment on the system's interior. With an estimate of the susceptibility
levels of components within the system, it is possible to determine the relative amounts
of EM protection required at each penetration point.

It is important to keep in mind that this technique is more qualitative than
quantitative. The transfer functions used in the interaction sequence diagram and the
approximations used in defining the diagram are such that detailed time domain histories
of internal responses are not calculable. Only rough estimates of internal responses
are possible using this topological approach. However, this method of viewing a system
provides useful quidance to system designers, many of whom are not accustomed to dealing
with electromagnetic field problems,
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ELECTROMAGNETIC TOPOLOGY FOR ORDERING ELECTROMAGNETIC
INTERACTION IN COMPLEX SYSTEMS

Carl E. Baum
Alr Force Weapons Laboratory
Kirtland AFB, New Mexico 87117-6008

ABSTRACT

For complex electronic systems such as missiles, aircraft, communication centers,
etc., one would like to understand and control the interaction of electromagnetic fields
(from EMP, lightning, and other sources) with the system, In general the system is much
too complicated for a detailed understanding of every resulting signal everywhere in the
system. However, the use of topological concepts allows one to control the signal
levels, at least in a bounding sense, by concentrating attention on a set of closed sur-
faces (generalized shields) within the system and obtaining a norm of the appropriate
measurable scattering parameters. This paper discusses both qualitative and quantitat.ve
aspects of EM topology as a tool for the design (and testing) of complex electronic sys-
tems for controlled EM response.

I. The subject of electromagnetic topology has grown considerably since its inception
in 1974 [1]. There is already more than enough material to write a book on the sub-
ject. In this situation it was felt that the most useful function these lecture notes
could serve would be to provide a bibliography of the important references on the
subject; this is included herewith.

Note that electromagnetic topology has both qualitative (or descriptive) and quan-
titative aspects. The bibliography is divided into two parts to reflect the emphasis of
the particular references. Note, however, that some references contain both aspects, in
which case the appropriate category is uncertain.

Qualitative EM topology is concerned with the use of topology to describe the
shielding (and other) macroscopic EM characteristics of a complex system (scatterer). It
is concerned with things like the number of subshields, relative shielding orders between
various volumes, equivalence of EM topology diagrams and special graphs known as inter-
action sequence diagrams, representations of grounding networks, etc. Its purpose is to
provide concepts for the overall EM design of a system by identifying and ordering the
important elements in a design which control the EM response.

Quantitative EM topology uses the quantities of qualitative EM topology (such as
shields, layers, subshields, sublayers, etc.) to partition the EM interaction equations
into parts associated with each of these for subsequent manipulation. The general inter-
action equation in scattering form is the BLT equation [9]. Partitioning introduces
supervectors .and supermatrices. Assuming that transfer functions through subshields are
small leads to the good-shielding approximation. Application of norms leads to bounds on
signals reaching various sublayers of the system. The uses of various kinds of norms in
this context is growing. Initially the norms were for frequency-domain gquantities
[10). More recently time-domain has been used as well [13].
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INTRODUCTION

In the past ten years there has been a rapidly growing need for the aircraft
designer to consider the direct and indirect effects of lightning. The concern
over the indirect effects of lightning arises because of the increasing use

of electrical/avionic equipment on aircraft. This utilisation of electronics
now involves those systems on which the safety of flight depends. It is clear
that it is now essential for design engineers to consider the protection of
equipment and systems from the indirect effects of lightning.

In addition to the changes in system technology cited above, the airframes

in which the systems are contained, make use of increasing amounts of non-metallic
material, in particular Carbon Fibre Composite (C.F.C.). The electrical conductivity
of such material is much lower (<< 1/1000) than that of aluminium alloy -

the traditional airframe material. To exacerbate the situation electrical

contact to C.P.C. components is difficult, thus the electrical conductivity

of a structure containing many components manufactured in C.F.C. can be very

low. This greatly reduces the protection of the systems against the induced
effects of lightning afforded by the structure. In addition the resilience

of the structure to damage as a result of the direct effects of lightning

is greatly reduced, although the protection of the structure against the direct
effects of lightning is not covered in this lecture. The lecture will concentrate
on the mechanisms involved in the coupling of the lightning currents which

flow in the structure, with the systems, during direct lightning attachment

to the airframe.

The problem is considered in three parts, this arises from a topological view
of the coupling mechanisms. Lightning, attaching to the airframe, produces
large currents in the structure, these currents have associated with them

high electromagnetic field strengths. The electromagnetic fields couple with
the cabling involved in the system contained within the airframe. The currents
and voltages induced in the cables appear at the terminals of the equipment.
The electronics in the system, if not protected, will be temporarily upset

or permanently damaged. It can be seen that it is a three level problem:
protection of the systems by the structure, protection of the cabling and
equipment from the fields which penetrate the structure and finally protection
of the equipment from the field-induced currents and voltages which finally
appear at the terminals. All three areas of design effort,namely: the electrical
performance of the airframe, the systems installation and the equipment are
interdependent. The airframe manufacturer has direct control over the first
two and hy suitable specification must control the equipment design.

It can be seen that in order to obtain protection for the minimum weight/cost/volume
penalty, including “cost of ownership®™ considerations, there is the concept

of a "balanced protection strategy” (Ref. 1), in which the protection of the

systems is suitably shared between airframe, systems installation and equipment
design.

This lecture will cover the mechanisms involved in the indirect effects of
lightning and will indicate the prime features of good, airframe, system and
equipment design in order to protect against these effects.

THREATS AND VULNERABILITY

Before considering the mechanisms of the indirect effects of lightning, it

is perhaps worthwhile obtaining orders of magnitude for the threat posed by

the lightning to the equipment contained within the aircraft. A quantitative
assessment of the threat can be obtained by approximately evaluating the voltages
and currents on the cables and obtaining estimates of the values required

to destroy or cause upset of the electronics.

Pirstly, it is important to establish the fundamental parameters of the lightning.
Lightning phenomenologists continue to debate this subject vigourously. The
lightning parameters applicable to aircraft are those current and charge time




histories which, in general, exist at some point in the lightning channel, NOT

at the ground. The majority of lightning measurements (Ref. 2 & 3) have until
recently been made using ground based towers. The requirements and recommendations
of Mil-Std 1757 (Ref. 4) CLM-R 163 (Ref. 5) and other similar aircraft design
requirement documents are based on these types of measurements. The protection

of modern aircraft is now a more precise design aim and accordingly it is

felt that the threat against which the protection is designed must be more
accurately known, hence much work (Ref. 6 & 7) is progressing to establish

more accurately the threat values.

For the purposes of this lecture the lightning parameters are taken as those
shown in Fig. 1. This diagram (taken from Ref. 8) is a collection of the
worst case parameters, any one or more of whcih could occur in a lightning
strike. It can be seen that the peak current is 200KA, the maximum rate of
rise (occuring in the restrike phase) is 100KA/microsec. The maximum action
integral, which is a measure of the energy available for dissipation, is
2*10% A* s. The figures are enormous by any standards, it is little wonder
that lightning poses a threat to airborne electronics!

The complete lightning event used as a basis for lightning protection design
and described by Fig. 1. is not a function which can be conveniently described
mathematically. The double exponential function:

I = IL (e -t/‘l‘l - e -t/'l’z) sseese (2.1)
where Ij = 206KA; 1; = 5.8 x 10-5 secs and 1, =2.8 x 1077 secs.

is often taken as the 'driving function' for the purposes of analysis. This
function is shown in Fig. 2.

The major parameters of the lightning have been described but it is the way
in which these variations in time, of current and charge, in the lightning

channel, manifest themselves as voltages and currents in the system, which

is of significance.

The precise analysis of the coupling between the electromagnetic fields arising
from the lightning currents in a particular structure and the systems contained
within that structure is an extremely complex subject, however, in order to
illustrate the magnitude of the threat, reference can be made to some analysis
work reported in Ref. 9. The peak threat voltages and currents arising at

the terminals of the equipment are shown in Fig. 3. It can be seen that the

short circuit current and open circuit voltage resulting from a direct lightning
strike on a C.F.C. structure are extremely high at the terminals of unprotected
cables and it will be shown in the next paragraph that solid state electronics,

in general,will not survive these levels. This lecture will illustrate approaches
in the design of the airframe and the system installation which will greatly
reduce these values. It is interesting to note that within an aluminium structure,
the short circuit current and the open circuit voltage is greatly reduced

in comparison with those in a C.F.C. airframe. It is felt, however, that

the practical limitations of electrical bonding in an aluminium airframe may

have been inadequately allowed for in this analysis and experience (Ref. 10)

has shown that these levels are low by approximately 10-204B. One further

point to notice is the relative levels resulting from the various major electromagnetic
threat sources.

The upset damage threshold of various electronic technology has been assessed
(Ref. 11). The conclusions from this work can be summarised by the diagram

of Fig. 4. This diagram shows the order of magnitude of energy required to
cause burn-out and upset in a variety of devices. Comparison of the energy
limits of the devices and the likely energy deposited by the induced effects

of lightning as shown in the previous paragraph, leaves no doubt about the
potential hazards involved in the large useage of C.F.C. The trend illustrated
in Pig. 4 shows that development in electronics is increasing the susceptibility
both to damage and upset.

In addition to the susceptibility of the electrical and avionic systems of

the aircraft it must be remembered that the intense current flowing in the
airframe is a considerable threat to the safety of the fuel in integral fuel
tanks within C.P.C. structures. This will be discussed in more detail later
in the lecture, however, as an illustrative fact, it must be remembered that
an optimum fuel/air mixture will be ignited by electrical sparks of as low

as 0.2mJ in energy content. In other words 200mA flowing for 1 microsec in

an arc generated by a voltage of 1KV or more will ignite the mixture. 1In a
C.F.C. integral fuel tank this situation can easily arise unless care is taken
with the structural and system design.
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ELECTROMAGNETIC FIELDS RESULTING FROM LIGHTNING CURRENTS FLOWING IN THE STRUCTURE

The previous part of the lecture gave an insight into the extent of the threat.
The way in which lightning attaches to aircraft will now be discussed and

the resulting current distribution to be expected and how it arises will be
described. The current distribution on the aircraft causes electromagnetic
fields to arise inside the structure, the mechanisms which result in this
field ingress are described and approximately gquantified.

3.1

Lightning Attachment to Aircraft

In order to fully appreciate the fields resulting from the lightning
currents flowing in the airframe, it is worthwhile examining the process
of lightning attachment to the airframe.

As the aircraft approaches the vicinity of a thunder-cloud, the electric
field in which the aircraft is immersed slowly increases. As the electric
field increases the sharp edges of the aircraft will begin to discharge
producing "streamering”. In addition to streamering, the build-up of

a leader advancing in steps towards the aircraft, usually from a cloud,
causes further electric field build-up in a series of rapidly changing
steps. Once the leader contacts the airframe at some point then the
aircraft becomes part of a descending "leader" (or much less often, an
ascending leader). When this leader reaches the ground or the small
ascending leader channels from the ground a huge current will flow to
equalise the potential difference between the two charge centres (e.g.
earth and the cloud). This is the "return stroke" or lightning flash.

The aircraft becomes part of that lightning channel. During the complete
lightning event, which may consist of a number of restrikes following

the initial return stroke, the aircraft will move some distance through
the air. The lightning channel, if attached to a leading edge at A,

as shown in Fig. 5, will "bend®" back and will find attachment to an alternative
point, (say B) further aft, a preferable path. This is the process

by which the lightning sweeps back across an aircraft from the leading
point attachment to the rear across the "swept stroke zone". Attachments
at trailing edges merely stretch out and hang on, in general, for the
entire lightning event. Considerations of the mechanisms of attachment
to a moving vehicle led to the concept of "zoning" which is of more interest
in the design of the direct effects of lightning protection which will
not be covered in this lecture.

Lightning Current Flow In Aircraft Structures

Lightning is an erratic natural phenomena which produces currents whose
variations in the time domain can not be exactly represented analytically.
It is necessary therefore to make use of a function which nearly represents
the current flow. Such a function was given in equation 2.1. This function
will be used as the basis for the illustrative examples later in the
lecture.

Prior to considering in detail the fields within a structure, it is important
to understand the way in which lightning currents distribute themselves
over the aircraft.

It has been described above that during a lightning strike the aircraft
becomes part of the lightning channel. The situation for a nose to tail
strike is illustrated in Fig. 6. The lightning channel can be represented
(Ref. 12) as a transmission line as shown, with a characteristic impedance
of approximately 400 Ohms. The aircraft can be considered to be a section
of transmission line of different characteristic impedance (say 220 Ohms).
This gives rise to resonances because of reflection at the transition

from aircraft to 1lightning channel. A typical lightning event contains
rates of change of electric and magnetic field which will excite resonating
currents on the airframe. For a typical large transport aircraft of

say, 50m long this resonance will be strongest at approximately 3MHz.

The current flowing on the aircraft near the centre of the fuselage will
be in the form of the lightning channel current with a damped sinusoid
superimposed on that current as shown in Fig. 7. This damped sinusoid
will have a sinusoidal, longitudinal current distribution with the maximum
current centred between nose and tail.

The way in which lightning currents distribute over the airframe is controlled
by the resistance, self and mutual inductance and capacitance of the

various paths. This can be shown in a number of examples. If a cylinder

has a high frequency current flowing along it, then the current density

is equal at all points around its circumference as shown in Fig. 8(a).

This is because the field lines produced by the curren flowing in the

circular cylinder are a series of concentric circules. This results

in all current paths in the cylindrical surface being cut by an equal

flux density as a result of the current flow. The mutual inductance

between any path of current and its neighbours is constant around the cylinder.




v

44

If a cylinder of elliptical cross-section is considered then it can be

seen that the magnetic field lines which would try to form initially would

be as shown in Fig. 8(b). Immediately, the normal component of magnetic

field at the surface of the ellipse, near the edges would create circulating
current in the conducting body. These circulating currents wculd produce
their own field which would oppose the initiating field, thus tending to
cancel it. It can be seen from Fig. 8(c) that these circulating currents
would combine to form longitudinal current flow as shown. Such a current

flow would enhance the driving current at the edges and reduce the total
current in the middle as shown in fig. 8(c).

It can be seen that similar arguments can be made to gain an insight into
the current distribution on any shape of conducting body. In general,
however, it can be stated that current which is changing with time will
distribute over the body such that the current density will be enhanced

at smaller CONVEX (relative to the field source) radii of curvature and
reduced at smaller CONCAVE (relative to the field source) radii of curvature.
These principles are illustrated in Fig. 9 for a variety of situations.

The examples quoted are the simple cases of bodies or shells cf uniform
conductivity. In modern aircraft there is often a mix of materials, in
particular, aluminium alloy and C.F.C. In this situation the distribution
of current will change throughout the lightning pulse. The rapid changing
leading edge (containing the high frequency components) will be distributed
in the body in a manner dominated by the self and mutual inductance of the
paths i.e. current concentration at regions of high radius of curvature.
Later in the pulse, where rates of change are lower, the resistance of

the various paths are the dominant factor. The effect of this complex
situation was demonstrated in a recent experiment on a C.F.C. box structure
with metal strips along all four corners.

The measurements of current in the structure at the two points shown are

given in the frequency domain in Fig. 10(a). It can be seen that the majority
of the total input current flows in the metal edges of the test box at

high frequencies, this is governed by mutual inductance.

At lower frequencies the current actually reduces in the C.F.C. skin at

the centre and increases in the metal edges. This is the result of purely
resistive sharing. The situation can be compared with that in a metal

box for which calculated results for identical measurement positions are
shown in Fig. 10(b). In this case the current reduces at the edges with
frequency and increases at the middle of the box. This demonstrates the
change, with frequency, from inductively dominated to resistively dominated
current paths.

The Penetration of Fields Into the Interior of Aircraft Arising from Lightning
Currents Flowing on the Surface

The current distribution on the aircraft skin has been considered. It

is this current distribution which produces electromagnetic fields within
the aircraft which couple with the internal structure and systems and can
produce voltages and currents which are of concern.

There are two mechanisms for the penetration of magnetic fields into the
aircraft interior:-

(a) The diffusion of electromagnetic fields and current through conducting
skins.

(b) The coupling of external electromagnetic fields into the interior
via non-conducting apertures.

Each of these situations will be examined in detail and approaches to the
reduction of the problem will be discussed later in the paper.

3.3.1 piffusion Flux Penetration

This phenomena can be explained in terms of electromagnetic fields
incident on finite conductors. Using Maxwell's Laws, it is possible

to show that the electromagnetic fields penetrate the surface producing
currrent flow within the material. 1In a finite conductor this current
flow will dissipate energy in the conductor, this in turn will cause

a reduing current flow through the conducting shell from the outside
(the incident face) to the inside.

This effect is illustrated in Fig. 11. It can be seen that the
fields and the current reduce through the thickness of the conductor
exponentially. The current being given by:-~

1] = I.e~%/s eeess (3.1)




The equations of electric and magnetic field are of the same form.
However, the initial values of electric and magnetic field must

be calculated on the basis of transmission and reflection of the
incident wave at an impedance discontinuity between free-space and
the conductor.

The constant "§" is known as the "Skin Depth" and is the distance
through the material at which the value of the field or current
has reduced to 1/e of its initial value and is qiven by:-

1
§ = .
oo (m) ceeeee (3.2)

It can be seen that the skin depth is inversely proportional to

the square root of frequency and conductivity. This indicates that

at high frequencies in good conductors the current and fields will
decay rapidiy through the material. A pulse current of field similar
in nature to the lightning pulse at the surface of the conductor

will therefore be attenuated by different amounts throughout the

pulse. The fast leading edge (containing the high frequency components)
will be strongly attenuated and the slower changing tail of the

pulse will penetrate more readily.

A measure of the ability of a material or combination of materials

to attenuate the diffusion of current or fields is given by a quantity
known as "Surface Transfer Impedance”. This is the ratio of EXTERNAL
surface current density (or magnetic field strength at the surface

of the conductor) to INTERNAL electric field strength, thus:-

Surface Transfer Impedance Zp = Eint (Ohms) (3.2)
Jext

The fields and current-flow conditions described above are always
described in terms of continuous wave (C.W.) phenomena and it is
straight forward to appreciate the situation under these conditions.
If the case of a pulse current applied to the conductor is considered,
then the situation becomes a little more difficult to appreciate.

Consider the situation illustrated in Fig. 12. Assume a pulse current

is applied longitudinally to the cylinder, instantaneously this

current, changing with time, will produce circular field lines around

the cyliner, both external to, and within the conductor of the
cylindrical shell. These fields will be of increasing intensity,

for a given current, deeper into the conducting shell, since Hal/r.

The self inductance of current paths closer to the inner surface

of the cylinder will therefore have a higher self inductance. The
rapidly changing parts (e.g. the leading edge) of a pulsed current
flowing on the cylinder will therefore initially, preferentially

flow on the external surface of the cylinder. The slower changes

will flow throughout the material. This effect is illustrated in

Fig. 12. The initial volume current distribution through the thickness
of the shell wall is shown to have the majority of the current flowing

on the outside surface at time tj;. As the input step changes to

a steady value then the current distribution becomes constant throughout
the shell wall as shown at time t¢jna7, The total current in the
material is of course constant for afﬁ time it is merely the distribution
which is changing with time. The progression is shown at four increasing
times. The difference in the self inductance of the current paths
throughout the material thickness will be more marked for high conductivity
materials (i.e. less series resistance). This produces the conductivity
dependance of the "Skin Effect".

It is important to consider how this situation affects the behaviour
of pulse current flow. If a unit step input of current is applied
to cylinders of aluminium and C.F.C. of thickness h = 2m.m and
diameter D = 2m and length 15m. The end to end voltage is shown

in Fig. 13(a) and can be calculated (Ref. 13) by:-

- 2
V = IR 1+2z<-1)“ exp 20 (vm) .... (3.3)
n=]1 t

where the penetration time constant ":" is given by:-

T = poh? (secs) veees (3.4)
7"e
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and R is the resistance of the cylinder per unit length i.e.

R = Choh (Ohms) ..... (3.5)

It can be seen that the penetration time constant for aluminium
is much greater than the rise time of the lightning current.

This produces a reduced rate of rise, as predicted by the equation
for skin effect and the explanation in terms of self inductance
and therefore a reduced peak amplitude of current and voltage

on the inside surface of an aluminium tube carrying lightning
current.

It can be shown that the internal voltage as a result of an externally
applied current of the form given in equation (2.1) is (Ref.14):-

- n’t - -n’t
(3.6) ..V = 2ItR (-1)n-1 Yexp(~t/; ) - exp(-——)  expl( t4‘) - exp(

T

)

n=1 (1 = T/p2y) - (1 - /nie,)

The resultant voltage within the aluminium and C.F.C. cylindrical tubes
illustrated in Fig. 13(a) when the current waveform of equation

(2.1) is applied is shown in Fig. 13(b). It can be seen that the

long penetration time of the current in the aluminium is extremely
beneficial, producing an internal voltage peak of only 2.4V despite

an external current peak of 200KA flowing. 1In contrast, the penetration
time constant of C.F.C. of 2mm thick is much less than the rise

time of the lightning current (see equation (3.4)). It can be seen
there is therefore negligible attenuation of current and voltage
between the internal and external surfaces. The voltage peak is

9.5KV.

It can be seen that the reduced conductivity of the C.F.C. has

a dramatic effect on the diffusion flux coupling. The internal
voltages resulting from this diffusion are a considerable threat
to electronic systems contained within a C.F.C. vehicle, either

as a direct result of possible voltage breakdown within the system
or as a result of the extremely high currents which can be driven
by this voltage.

3.3.2 Aperture Flux Penetration

It should be noticed that the cylinder size and wall thickness
chosen for the illustrative example in 3.3.1 above is not dissimilar
to that of a fighter aircraft fuselage. The voltages calculated

for the aluminium case are not of particular concern, however,

it is known from experience (Ref. 15) that voltages within aluminium
skinned aircraft can be much higher and are often different in
character, containing much faster rates of change of current than
those calculations produced above.

The dominant mechanism of coupling of structural lightning currents
with systems in all-aluminium aircraft is "Aperture Flux Coupling".
This part of the lecture will consider the mechanism of aperture
flux diffusion and arrive at some means by which it may be estimated
for typical situations to be found in aerospace vehicles.

Initially, consider the current flow around a non-conducting aperture
in an aircraft. A typical situation is shown in Fig. 14. The
current "flow lines®™ have to divert around the aperture and tend

to increase in density along the aperture edge, parallel to the
current flow (cf. the edge of the ellipse). . This diversion of
current produces an impedance in the flow of current and thus a
voltage is produced across the aperture. This voltage appears

as an electric field in the aperture as shown. The inset of Fig.l4
shows how the ingress of magnetic field occurs at the aperture

edge. The cancellation of the magnetic field normal to the conducting
surface can be thought to occur as shown. This cancellation cannot
occur at the edge of the aperture, field lines therefore penetrate
through the aperture to the interior.

In order to quantify the effects of the field ingress the approach
is that described by Burrows (Ref. 16). The induced voltage in
any circuit per metre of cable is given by:-

V = cdl V/m eeees (3.7)
dt

where I = instantaneous lightning current.

R

o B



3.3.4

The constant of proportionality "c" of any circuit using the airframe
as a return is the "fast flux transfer inductance” Mpp given
by:-

Mpp = L'-M  (H/m) ceve. (3.8)

Mpp can be calculated using a variety of 2-D field plotting or
calculation techniques.

Typical Mpp contours are shown in Fig. 15. Using these illustrations
either indiviudally or in combination with each other a reasonable
estimate or the likely voltage to be induced on wiring can be
obtained. All that is required is the Mpp from the most appropriate
geometry and the rate of change of lightning current and the

voltage per metre of wire exposed to the aperture can be calculated.
If the aperture is longer than the wire then the length of the

wire is used. If the wire is longer than the aperture then the
aperture length is used.

In the case of apertures which are short in the direction of

current flow a multiplicative enhancement factor is usually required.
An aperture is considered short if the length, in the direction

of the current flow, is less than the diameter of the body in

which the slot arises. The enhancement factors for three different
situations which can be used are shown in Fig. 16.

The Combination of Aperture Flux and Diffusion Flux Penetration

This situation arises when there is an area of material in an

aircraft skin whose conductivity is lower than the surrounding
skin material. For example, a panel of C.F.C. in an aluminium
aircraft skin.

In situations such as these the voltage across the panel is calculated
by:-

E=2J
1?.@’ V/m veves (3.9)

where "E" is the electric field across the panel. (V/m) and
"Js" is the surface current density (A/m)

and "€" is the resistivity of the material of the panel {(-m)
and "h" is the thickness of the panel (m)

The voltage induced in a wire running just across the back of
a panel is given by:-

V=Ex1l (Volts) eeees (3.10)

where "1" is either the length of the wire or the length of the
aperture as before.

If the voltage at some distance into the cavity is required then
the voltage calculated at the rear face of the panel is merely
scaled down in accordance with the Mpp curves shown earlier for
the position required.

This approximate calculation assumes that the current distribution
on the skin of the aircraft is not significantly perturbed by

the presence of the lower conductivity panel. This is a reasonable
assumption for well bonded panels of C.F.C. in an aluminium skin
since the initial current distribution is inductively dominated

as discussed earlier. '

Techniques for the Reduction of Ingress of Electromagnetic Fields
Resulting from Lightning Currents

It is clear from the discussions of 3.3.1 that the only method
of reducing the effects of diffusion flux coupling through materials
of poor conductivity is to increase the conductivity of the area
in question. In general, this involves adding metal in some
form, to the existing panel. A popular and weight efficient
technique is to use aluminium foil. Whilst such thin foil (say
0.05mm thick) does not prevent diffusion of lightning current,
the current flowing on the foil only develops a small voltage
across it becuase of the excellent conductivity in comparison
with, say C.P.C. For the foil to be effective it must be well
bonded to the surrounding airframe. The bonding values to be
achieved can be calculated using the approximate calculation
described above (Section 3.3.3) for the short, aperture with
resistive diffusion. The bonding should aim to be such that

]
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the voltage induced by a particular bonding arrangement is not
large compared to the allowed maximum. This can be achieved

in two ways; reducing the aperture size (i.e. the bolt spacing),
increasing the conductivity of the interfacing sealant. Instead
of the addition of foil, which can have durabilitv problems,
other similar techniques can be used including, plasma coated
metal and metallic mesh, however, particular attention must

be paid to the bonding arrangements at the panel edges.

Increasing the shielding performance of an area of the aircraft
skin is the most direct method of reducing the diffusion fiux
ingress into the interior of the aircraft. Another technique
which has been used successfully in order to reduce the coupling
between the lightning current and the systems is to add metal
to structure (or retain some structural components in metal)
which will carry the vast majority of the lightning pulse, thus
diverting it away from the poorly screened area. In order for
this technique to be successful it requires careful location

of the metal and the system wiring in relationship with that
metal. This will be covered more fully later in the lecture.

The reduction of the penetration of field into apertures can

in some instances be achieved by the covering of the aperture

by a gauze if the aperture is for the passage of air or liquid.
Another useful method is the addition of a short conducting

tube, bonded to the aircraft skin around the periphery of the
aperture. This will behave ~ns a waveguide below the cut-off
frequency (Ref. 16) and provile sufficient attenuation of the
field providing the length of the tube is at least three diameters.
It must be carefully considered whether the aperture of concern
is a threat from field ingress resulting from lightning currents
which rarely have significant components of fregquency above ~20MHzZ .
Many of the intentional electromagnetic apertures in an aircraft
fuselage, such as; radomes and canopies are not amenable to

the reduction of field ingress, these problem areas must be
treated in a different way and some techniques will be discussed
later.

THE REDUCTION OF THE COUPLING OF THE PENETRATED RELECTROMAGNETIC FIELDS
WITHIN THE AIRCRAFT

The structures of aerospace vehicles are designed for strength, aerodynamic
shape and a long maintenance-free life. The electrical design of the airframe
often takes a low priority in comparison with these other requirements.

It is inevitable that despite careful design of the structure from an electrical
point of view there will be significant ingress of electromagnetic fields

in many areas of the aircraft. A lightning test (Ref. 10) on an all aluminium
aircraft in which the fuselage of the aircraft was subjected to a simulated

half scale lightning pulse of peak current 100KA and rate of rise of 20KA/microsec.
produced damped sinusoidal voltages on equipment connector pins of up to

200V peak but more usually between 20V and 100V and double exponential type
currents on a number of cable screens of up to 1000A. 1In the case of an
airframe manufactured largely from C.F.C. this would increase significantly
unless appropriate steps are taken.

4.1 Diffusion Flux Coupling to Systems

The process of diffusion of current and fields through materials of
finite conductivity has already been described. The current which

flows on the inner surface of the material as a result of the diffusion
process develops a voltage along the inner surface, along a path parallel
to the flow of current. This voltage is proportional to external current
magnitude. Systems which have conductors (intentiocnal or otherwise)
whose direction has any component parallel to che direction of flow

of current, will experience a voltage across any break in that conductor
as illustrated in Fig. 17. If the conductor follows a complete loop

then a current will flow or in the more usual case, current will flow

and a voltage will be developed across any impedance in the path.

These voltages and currents can be a significant threat to electronic
equipment, causing damage in semi~conductors and in extreme cases,
voltage flash-over. In the case of C.F.C. integral fuel tanks, the
various conductors in the fuel systems (e.g. pipes, fuel gauge wiring
etc.) can be a fuel explosion risk of very high currents and voltages
unless specific design measures are taken.

In order to highlight the particular problems of C.F.C. integral fuel
tanks the case of a fuel pipe in such a tank is considered. The pipe
may bridge a significant length of C.F.C. and be connected to structure
by fuel couplings at both the root rib and the pylon rig (say) some
distance out towards the tip. 1If lightning attaches to the wing then
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the current flowing on the internal surfaces and structure will produce

high voltages (in excess of 1KV) for a typical combat aircraft wing)

which will drive very high currents (>15KA) down the fuel pipe. The

flexible fuel couplings, whilst bonded to prevent potential differences
through static charging, will not carry such large currents without sparking.
The energy contained in the sparking is most certainly a grave fuel explosion
risk. Similar hazards must be avoided with any wiring or metallic conduit
system in C.F.C. integral fuel tanks.

Aperture Flux Coupling to Systems

The process of aperture flux penetration has been discussed previously

and it was shown that at regions of the skin where there is no electrical
conductivity the fields will penetrate the skin. These fields have magnitudes
which are proportional to the instantaneous magnitude of the lightning currents
in the structure. The fields which penetrate the structure link with

the areas contained between system electrical conductors and the airframe.
Since this coupling is in the form of a mutual inductance the voltages

induced in the systems are proportional to the rate of change of the

lightning current and the extent of the coupling varies with the geometry

of the situation (i.e. the position of the conductor in relation to the

Mpp contours) .

It can be seen that the induced currents and voltages on the systems,
resulting purely from aperture leakage of fields, are likely to contain
much higher frequency components than those induced signals resulting
from diffusion of flux. 1In practice, the resulting signals on system
conductors consist of damped sinusoids of current and voltage, resulting
from the excitation of airframe resonances and cable impedances dependant
on termination loads. In the case of an aircraft containing a mix of
metal and C.F.C. these signals will often be superimposed on a slowly
changing double exponential.

The Protection of Systems Against Internal Fields Produced by Lightning

Currents

The preivous sections have discussed the mechanisms by which the lightning
currents on the surface result in electromagnetic fields within the vehicle.
There are a variety of remedies which can be applied to a particular

system in order to protect it from high induced voltages and currents

as a result of these fields. Broadly speaking these can be divided into
the following categories:-

(a) Cable routing

(b) cCable shielding

(c) System earthing and bonding
(d) Equipment protection

Many of the remedies outlined below are also good philosophies for protection
of the systems against other electromagnetic hazards such as; N.E.M.P.,
high level R.F. transmitters etc.

4.3.1. Cable Routing

As described above many of the inherent geometrical features

of an aircraft can provide significant reduction in the electromagnetic
fields which couple with the system. In the case of an aircraft
which is manufactured from C.F.C. and metal the majority of the
current, particularly later in the pulse, will flow in the metal.
The geometrical relationship between the airframe and the system
cables and airframe components which are manufactured in metal

is the key to a good cable routing policy. In an all metal aicraft,
cable routing could often be optimised by inspection, however,

the complexity of the electromagnetic behaviour of airframes
containing materials of different conductivity results in a need

to use computer based analytical techniques in order to have

any confidence in the protection afforded to the system by a
particular system layout. Nevertheless, it is still important

to be able to make an initial attempt at cable layout by inspection.

Consider the cross-sections of the fuselages shown in Figs. 18(a)
and 18(b). The suggested optimum wiring routes are as shown.

The initial ruling is to keep the wiringclose to metal, this

will reduce the area between the cable and the airframe reference
to a minimum, thus reducing the area available for coupling. The
second goal is to place the wiring in concave corners (relative
to the field source) of the metal structure. In the complete
absence of metal in the fuselage it can be a weight efficient




4-10

solution to the protection problem to add metallic components of
suitable shape, along which the cables can be run.

Figs. 18(c) and 18(d) shows a typical wing cross~section and the
wiring positions shown are those recommended for low coupling

with the lightning current. Once again the wiring is run close

to the metal and in the concave corners. It should be remembered
that whilst the leading edge of a wing is often an ideal shape

in which to "hide" the wiring, it is often a moving flying surface,
hence unuseable for the locating of wiring.

Consideration of the behaviour of fields in structtres and the
examples shown in Fig. 18 will lead very quickly to an intuitive
ability in the location of wiring in an airframe by inspection.
At best this will give the final solution to the cable routing,
at worst it will provide a good starting point for optimisation
by computer analysis.

Cable Shielding

Cable shielding is a means of providing broadband protection of
signal cables from induced transient and continuous electromagnetic
interference. The traditional means of cable shielding uses woven
braid, this provides a flexible, electrically conducting screen
over the cable carrying the required signal. This form of cable
screening will provide both electrical and magnetic screening
depending on the configuration of the screen connection to earth
or the equipment case.

Simple rules can be followed which will result in a successful
cable screening design. These are summarised below:-

(a) External cable screens must ALWAYS be connected to the equipment
case at BOTH ends. The configuration will give electric
AND magnetic field screening.

If the cable screen is connected to the equipment case at

both ends then the total topological screened shell is complete,
consisting of the equipment case at each end, and the cable
screen between. A break in the continuity of the screen

at any point will result in the open circuit voltage of the
cable loop appearing across the break and being induced at

the terminals of the equipment.

(b) External screen terminations must NEVER be taken through
the connector into the equipment case otherwise the interference
currents induced on the screen will be taken into the eguipment
case and negate any screening provided by the case.

(c) The external cable screen must not be used as a signal return
unless the cable is feeding a narrow-band input (e.g. a radio
receiver). If the input is broadband the electronic system
is wide open to interference signals arising from screen
currents impressed by airframe currents.

{(d) The use of single wire connections (sometimes called pigtails)
between the cable screen and the connector should be avoided.
This type of connection is both inductive and highly coupled
to the wires which are being screened. The screen currents
are impeded from flowing and those currents which do flow
induce interference in the wires which are being screened.

(e) Unscreened wires entering an equipment case must be filtered
if entering the "clean area" (see later) otherwise, in a
similar way to the problem of cable screen pigtails, the
screening integrity will be breached.

In order to comply with all these requirements the general configuration
of the screening of cables can summarised by Fig. 19. 1In order

to avoid using the screen as a signal returnjscreened, twisted

pair cable can be used. Signals for which the dispersion of phase
delay in twisted pair cables is a problem (e.g. video) then triaxial
cable may be used in order to provide a coaxial transmission medium

but aovid using the screen as a signal return.

System Earthing and Bonding

This is probably one of the most hotly debated subjects in the
field of electromagnetic hazard protection. This lecture does




not claim to present a unique solution to the problem, however,
a consistent philosophy is described which can be applied to the
majority of system architectures.

FPirst of all it is worthwhile considering the various reasons

for earthing and bonding, namely; for safety reasons, to prevent
electric shock hazard, to maintain minimum potential difference
between different parts of the system, to maintain screening integrity,
to enable fault detection and circuit breaking and finally to

prevent potential differences arising from static charging.

In order to satisfy all these criteria at once the earthing and
bonding of a system must be carefully planned.

The equipment case must be bonded to the airframe in order to

prevent electric shock hazards and to enable circuit breaker operation
in the event of a fault. It is preferable that this connection

is made to the outside of the equipment case.

The internal zero volt reference of the equipment should be isolated
from the airframe for all the frequencies consistent with the
operation and noise rezjection of the equipment. This can be achieved
most effectively by using a D.C. to D.C. converter with isolation
transformer and an internal T.R.U. for the A.C. power. An alternative
arrangement for the D.C. power return is to use a filter. The

bonding of internal zero volt reference to the inside of the equipment
case will depend on the system configuration. It is advantageous

in many instances to provide the internal zero volt reference

from the chosen centre point of a single point, signal zero volt
reference system. This ought to originate inside the equipment

case of some centralised piece of equipment. This philosophy

will protect the system from differences in potential at the two
different sites of the equipments as a result of voltage drop

in the airframe. If a signal zero volt reference line is taken

into an equipment case then this line must have good low pass
filtering.

Finally to re-iterate the guidance in the previous section (4.3.2)
ALL cable screens must be terminated on the OUTSIDE of the equipment
case.

In order to summarise these guidelines Fig. 20 shows a typical

system arrangment and highlights the pertinent features. The arrangement
shown is one particular situation, it must be worked out on a

system basis which earthing arrangement should be used.

Equipment Protection

The final defense against a hostile electromagnetic environment

is the filtering and transient, over-voltage protection which

can be placed at the input (or output) to equipment. In recent
years there has been great advances in the technology of filtering
and over-voltage transient protection. Both these functions can
now be obtained in the form of filter pins which can replace pins
in many of the standard military connectors. There are however

a number of disadvantages associated with the use of any form

of filtering, namely; untestability, lowered reliability, limited
low frequency performance and the danger of short circuit failure
and latch-up.

The use of filters should always compliment the screening philosophy
and as stated earlier unscreened cable entering the equipment

case should be filtered in equipment which is required to survive

in a modern environment. Filtering should always be achieved

as close to the cable entry as possible, often a "noisy area"

of the box is defined and screened from the rest of the box, within
this volume all the filtering can be achieved. In addition all
insensitive circuit functions such as relay operation, lamp illumination,
transformer connection and opto-isolation can be carried out in

the "noisy area" and any supplies required for such unsusceptible
functions can be taken the incoming power prior to conversion

thus saving on the capacity of the supply circuitry and the requirement
tor filtering. 1In the case of equipment for the aerospace industry
weight, volume, -eliability and testability are extremely important
criteria therefore if circuit techniques can be found which will
obviate the need for filtering and/or screening these should he

used. In addition, it must be remembered that the frequency components
of lightning are often too low to be protected aginst by filtering.
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The balanced analogue or ditial line receiver is a circuit "building
block” which can be used to reject common-mode interference, and
provided good quality balanced transmission line is used for the
interconnection to the outside world then the common-mode rejection
can be quite high (>30dB). The common-mode voltage must be kept
below circuit damage levels by either cable screening, system
bonding or over-voltage protection.

4.3.5 Equipment Case Shielding

In some cases, for example, the equipment mounted high up in the
cockpit, there may be a need to ensure that the shielding of the
equipment is sufficient to ensure that the extremely high magnetic
field strengths ( 40KA/m) will not upset or damage the equipment.

As an illustrative example an unprotected loop enclosing 100 squcms
would have an open circuit voltage in the order of 500V induced

in it. This would have to be taken care of by a moderate level

of shielding in the box.

For the general case of equipment buried within the airframe,

the major requirement for the shielding of the equipment case

against lightning current, is in order to ensure that cable shield
curents which are terminated on the equipment case do not cause
unsafe field levels within the equipment. 1In general this is

usually satisfied since the equipment case is made from cast aluminium
alloy, and provided access covers are carefully designed for long
term high frequency electrical bonding, the performance of equipment
case shielding is adequate. There have been suggestions for the
manufacture of composite equipment cases. In the event of a dramatic
reduction in the conductivity of equipment case shells and therefore
shielding performance the situation would have to be reviewed.

5. CONCLUSIONS

This lecture has described the phenomenon of lightning attachment to aircraft.
The way in which lightning current distributes itself over the airframe has
also been described and the mechanism for this explained. The coupling of
the current and the associated electromagnetic fields with the systems has
been treated in three distinct levels; the penetration of the fields into

the interior of the aircraft, the coupling of these penetrated fields with

the systems and finally voltages and currents which arrive at the equipment
connectors. This three level approach to the description of the threat is
followed by corresponding description of the techniques for protection at

the three levels.

In summary, the protection afforded by the fuselage can be maximised by a
good bonding strategy and the correct utilisation of the available metal.

The protection of the system is achieved by a correctly engineered earthing
plicy for both the system references and the cable screens and appropriate
cable routing.

The equipment protection is achieved by the application first of all, of a
carefully thought out system architecture and secondly by the judicious use
of filters and surge arrestors.

It is stated quite clearly that the optimisation of the lightning protection

of an aircraft and its systems, for airframes constructed in a mixture of

metal and C.F.C. is not possible without an ability to analyse the electromagnetic
behaviour of the airframe and the systems contained within. This is a complicated
analytical and numerical exercise requiring the use of large mainframe computers.
The lecture does however give approximate methods for the analysis of a variety

of situations and there is enough information to extend these methods to cover
many different situations. This is left as a matter for further reading from

the large list of references.
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STATIC CHARGING EFFECTS ON AVIONIC SYSTEMS

Joseph E. Nanevicz
SRI International
333 Ravenswood Avenue
Menlo Park, California 94025

Summary

Static electrification of the airframe or its parts can often cause electromagnetic interference on air-
craft or missile radio receiving and avionic systems. This paper reviews the causes and possible effects
of this phenomenon. Sources of static electrification include frictional charging by precipitation par-
ticles, engine exhaust non-neutrality (at low altitudes), and exogenous electric fields (between
oppositely charged cloud regions). The potential of a flight vehicle increases until a threshold is
reached at which electrical discharges occur, generating electromagnetic noise that interferes with both
avionics and communications. Noise-producing discharge mechanisms include! (1) corona-discharge break-
down of the air, (2) streamer discharges across insulating dielectric surfaces to the metal airframe,

(3) sparks between inadvertently unbonded adjacent metal sections of the vehicle, and (4) the passage of
charged particles past an antenna. Corona discharges and streamer discharges are discussed for both nar-
rowband and broadband systems. The electromagnetic fields generated by discharges raise the local equi-
valent noise field above the atmospheric noise level, causing interference in narrowband radio receiving
systems. Pulse discharges can be misinterpreted on broadband digital systems as operating signals. Air-
craft charging parameters have been measured over time (after takeoff) and altitude for several aircraft
types, including a jet fighter, a 707, a rocket, and a helicopter.

1.0 Introduction
1.1 General

The effects of electrostatic charging were observed when aircraft began operating under all weather
conditions (1,2). It was found that when an aircraft was flown in precipitation, radio noise would often
interfere with the operation of onboard communication and navigation systems, just when they were most
needed. This relationship between electromagnetic interference ("static") and precipitation led to the
name "precipitation static," or p~static. Careful study of the problem immediately after World War II
indicated that the noise resulted from frictional charging occurring when precipitation particles struck
the aircraft and deposited a charge on its surface (3). The charging, in turn, led to electrical dis-
charges from the aircraft, which generated the noise that interfered with the communication and navigatio
equipment.

Subsequent studies led to a better understanding of the various mechanisms involved in the charging
and discharging processes, and techniques were developed to mitigate the undesirable effects of these
processes. Today, conventional metal-skinned aircraft equipped with analog-type electronics can be made
to operate successfully under all weather conditions.

1.2 Motivation for Continued Study of Static Charging

Although the problems of aircraft static charging have been recognized for at least 45 years and
various techniques have been developed for their mitigation, there is need for continued study and devel-
opment in this ares. This is true largely because flight vehicles are continually evolving, so that many
important details affecting charging, noise generation, and susceptibility are changing.

For example, in all-metal aircraft equipped with analog avionic systems, the primary concern was
noise generated by corona discharges from the aircraft extremities coupling into communication and naviga-
tion systems via their receiving antennas, since the skin on such an aircraft is a good electromagnetic
shield. The use of new materials such as dielectrics and composites changes the way in which charge is
deposited on the aircraft and generally degrades its electromagnetic shielding. Thus, unless care is
exercised, the electromagnetic noise levels on the interior of the new aircraft may be substantially
higher than they were on conventional all-metal aircraft.

In addition, the original avionic systems were based on vacuum tube analog circuitry, which was quite
immune to damage and catastrophic upset by electromagnetic noise pulses. The new systems, on the other
hand, use digital avionics, which are far more susceptible to damage and upset. Also, momentary loss of
avionic systems in the older generations of aircraft generally meant only a temporary inconvenience
because the aircraft could be flown by the pilot during the period of outage. In future generations of
aircraft, improved performance will be achieved through increased reliance on stability-augmentation de-
vices == possibly to the extent that the aircraft will be so unstable that the pilot will no longer be

able to fly it without the avionic systems. Thus, a loss of a critical avionic system may jeopardize the
entire aircraft.

Rockets nn? ?illil?l are also subjgct to static charging. Since these vehicles are highly autonomous
and depend on digital circuitry for their control, they are highly susceptible to the pulse interference
typically generated by static charging.
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Since protecting against static electrification implies cost and weight penalties, the designer needs
accurate information about the processes and their effects to prevent overdesign or underdesign of the
protection schemes. Accordingly, it is appropriate to refine of our knowledge in this area.

2.0 Static Electrification

The various ways that static electrification of a vehicle can occur are shown for an aircraft in
Fig. 1. PFig. la illustrates frictional electrification; as uncharged precipitation particles strike the
aircraft, they scquire a positive charge, leaving an equal and opposite (negative) charge on the aircraft
and raising its potential (negatively) to tens or hundreds of thousands of volts (4,5). Charging occurs
both on the metal structure of the aircraft and on dielectric surfaces such as the radome or windshield.
Thus, dielectric surfaces can become charged with respect to the airframe (6-8). Engine charging
(Fig. 1b) occurs when flight vehicles are operated at low altitudes (4,9). Processes not yet completely
understood occur within the engine combustion chamber, causing a predominantly positive charge to be ex-
pelled with the engine exhaust. This imparts an equal and opposite (negative) charge to the aircraft,
charging it to potentials of tens or hundreds of thousands of volts. Exogenous charging (Fig. lc) occurs
when the vehicle flies through an electric field, such as that existing between oppositely charged cloud
regions. This field can cause discharges at the extremities of the vehicle.

PRECIPITATION
PARTICLES

Fig. 1. Charging processes.

A typical vecord of precipitation charging at an altitude of 25,000 ft in cirrus clouds is shown in
Fig. 2. The top trace shows the charging current arriving on an electrically isolated probe on the front
vf the aircraft. The total current arriving on the aircraft is proportional to the probe current. The
middle trace shows the time history of the aircraft potential, which varies directly with charging cur-
rent. The lower trace indicates that the current leaving an instrumented discharger mounted on the tip of
the trailing edge of a wing follows the variations in aircraft potential. MNote that negative charge ar-
rives on the aircraft, the aircraft charges to a negative potential, and negative charge leaves the air-
craft via the dischargers. During the period shown in Fig. 2, the peak aircraft voltage was 80 kV, and
the maximum current leaving the instrumented discharger was roughly 45 )A. These magnitudes are typical
for flights through cirrus clouds. It is interesting to note that all of the parameters in Fig. 2 vary
rapidly vith time as the aircraft flies through different precipitation conditions within the cloud. In
general, corons discharges occur within a few seconds of entry into a cloud.

A record of engine charging during the takeoff of a jet fighter aircraft is shown in Fig. 3. The
wheels leave the ground at t = 0, At t = 0.5 s, the aircraft potential has reached -64 kV, and the dis-
charger current is 13 yA. As the gircraft climbs, the airplane potential and discharger current gradually
decrease. This decrease in engine charging during climb-out appears to ‘be characteristic of all sircraft
and also occurs on rockets (10). The changes in charging 5 s after takeoff (when discharger currents
briefly increase by a factor of two or more) are associated with a power change evidenced by an abrupt 6
percent reduction in engine RPM. Such behavior associated with changes in throttle setting was also ob-
served during flight tests on a 707 aircraft.

The aircraft potentials in Pigs. 2 and 3 are of comparable magnitude, but the discharge curvent is
somevhat less under engine-charging conditions. Precipitation-charging currents higher than those shown
in Pig. 2 occur when the aircraft is flown in different cloud types =- for ezample, through frontal
snow,

An interesting comparison of the electrostatic behavior of a large rocket and a large jet aircraft is
shown in Pig. 4, which plots the potentisls of a pair of large rockets during launch and a typical record
of the potential of a 707 aircraft during takeoff. (On launch #1, the sky was clear; on launch #2, there
were high-altitude clouds over the lsunch pad.) 1Ia the case of the 707, engine charging causes the poten-
tial to rise to 100 to 150 &V (depending on whether water injection or dry engine operation is being used)
immediately after the whesls leave the ground. In the case of the rocket, the conductivity of the exhaust
plusme in contact with the ground holds the potential down until, at an gltitude of 650 ft, contact is
broken. Then the potential rises to hundreds of kV.
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As the 707 climbs, in clear weather, its potential gradually decreases monotonically to zero. If the
707 encounters precipitation, its potential rises to hundreds of kV (the precise value depends on the
density and type of cloud). The potential of the rocket also decreases to zero as the rocket climbs.
However, the rocket potential is only slightly affected by an encounter with precipitation. For example,
on lugnch #2 at 20 kfr altitude, rocket instrumentation showed that the frontal charging current was 8
wA/fte. (At this charging rate, the 707 potential would reach 150 kV). This insensitivity of rocket
potential to charging undoubtedly stems from the high caonductivity of the high temperature rocket plume.
Similar behavior is observed on fighter aircraft equipped with afterburners. For example, flight tests
showed that operating the afterburner on takeoff increased the engine charging, thereby increasing the
aircraft potential (9). On the other hand, when the aircraft was at operational altitude in precipita-
tion, the activation of the afterburners served to help discharge the aircraft and reduce its potential.

Typical precipitation-charging currents measured by SRI on a variety of flight vehicles are shown in
Table I. Precipitation charging occurs only when the vehicle is operated in precipitation. The total
charging current is directly proportional to speed and intercepting area and depends strongly on the par-
ticle concentration in the cloud. There is no marked change in charging processes during the transition
to supersonic flight. Clouds containing ice crystals are much more effective in charging the aircraft
than are clouds composed of liquid water.

Table I

Typical Precipitation Charging Currents Measured in Flight

Total
Aircraft Type Cloud Type Charging Current
(ua)
707 Cirrus 300-500
707 Frontal Snow 3000
Fighter Cirrus 500
(Mach 1.2)
DC-8 Frontal Snow 4000
Fighter Ice Fog 30-50
(Barely Visible)
Large Stratus 300
Rocket

Note: The vehicle virtually always acquired a negative charge.

Table 1I

Maximum Measured Engine~Charging Currents

Aircraft Condition of Maximum
OperatioBngine-Charging
(ua)
Boeing 367-80 Dry 50
KC~-135 Prototype
Boeing 707-138 Water 800
Injection
Boeing 707-138 Dry 175
Convair 880 Dry 75
Douglas DC-8 Water 300~400
Injection
Douglas DC-8 Dry 100
Fighter Afterburner 45
Large Solid - 55-100
Rocket
Boeing 757* Dry 0
Boeing 151" Ingesting Slight

Cloud Particles

*Reported by C. King in reference 11.
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Typical engine-charging currents measured by SRI are shown in Table II. The highest engine-charging
current measured was 800 uA during the takeoff of a 707 with water-injection engine operation. With dry
engine operation, the currents were in the range of 50 to 200 yA for a variety of fighter and transport
sircraft, including a large rocket with solid rocket motors. Also shown are recent dats obtained by King
during tests of a Boeing 757, which indicate that virtually no engine charging (low aircraft potential)
occurs when the aircraft is in a clear environment (10). Increased engine charging was observed during
penetrations of water-droplet clouds during climb-out. Unfortunately, the aircraft instrumentation did
not permit a determination of the magnitude of the engine-charging currents. King interprets these re-
sults to imply that the designers of modern engines carefully design the combustion chambers so that'c?m-
plete combustion occurs -- particularly in clear air. During flight through clouds, water vapor modifies
the combustion and renders it less complete, so that engine charging is observed as it was with older
engines, which were notorious for expelling a highly visible smoke plume on takeoff.

3.0 Interference Sources and Their Effects on Systems

3.1 General

The various interference sources that have been identified are shown in Fig. 5. When the entirg
airplane is charged, the electric fields at its extremities can become high enough to cause corona-dis-
charge breakdown of the air (4,5).

INOUCTION PULSES
PRODUCED 8Y
CHARGED PARTICLES
STREAMERS ON  paggiNG ANTENNA
INSULATING
SURFACES
L]

D
= "~ CORO!
SPARKS BETWEEN —— INA
UNBONDED METAL DISCHARGES
SECTIONS FROM

EXTREMITIES

Fig. 5. Interference sources.

A second interference~generating process occurs on insulating dielectric surfaces, such as the wind-
shield and radome, that become charged by impinging particles. The charge on these insulators is bound
where it is deposited and cannot be discharged until sufficient electric charge has accumulated to produce
a streamer (a spark-like discharge) across the dielectric surface to the metal airframe (6,7). In some
cases, the streamering on a square inch of surface in a critical location is sufficient to seriously in-
terfere with avionic systems,

A third source of interference is associated with sparking between inadvertently unbonded adjacent
metal sections of the aircraft, illustrated in Fig. 5 by a break in the wing (12). Charging processes on
the airframe can raise the potential of the inboard section with respect to the outboard section until
sparking occurs across the gap.

Finally, slowly varying induction pulses can be produced in antennas by the passage of charged par-
ticles (6). This interference is of importance only at VLF or ELF and historically has not posed much of
a problem to conventional communication and navigation equipment. However, the advent of systems oper-
ating at frequencies of the order of 10 kHz may require that induction noise be reconsidered.

3.2 Corona Discharges

3.2.1 Basic Processes

As charge accumulates on an aircraft, its potential will increase until & threshold is reached, above
which corona discharge breakdown occurs in regions of high electric field at the aircraft extremities. At
typical aircraft operating altitudes, this breakdown occurs nnt as a steady flow of current, but as a
series of short bursts of current flow called Trichel pulses, 'shose time structure is such that they con-
tain energy well into the radio-frequency spectrum (4,5). Fig. 6 shows an example of a pulse train pro-
duced by a corons discharge (40 uA, negative point) from the edge of a sheared aluminum sheet simulating

the trli&gn; edge of_an airfoil. _3ince the 20 pulses shown carry away a total charge of q = it =

(40 x 107°)(500 x 10°°) = 20 x 10"’ coulomb, the chiige carried away per pulge is q = 10 ° coulomb.
Since a precipitation particle deposits roughly 107" coulomb of charge, each coronx pulse removes the
charge deposited by 100 precipitation particles. Since the capacitance of a large aircraft such as the
707 is 1000 pF, the charge carried away by a single corona pulse changes the aircraft potential by 1 V.

The time waveform of the current flowing in a typical corona pulse is shown in Fig. 7. It should be
noted that the detailed pulse structure is affected by ambient pressure and discharge point tip radius,
Decay and rise times are both inversely proportional to pressure. Amplitude increases with increasing tip
radius.
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Fig. 6. Pulsed character of typical negative-point corona discharge
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Al I‘l T T T T
2
Jzh
L]
2
L 1 1 jl | L1
O 20 40 60 80 100 120 140 160

TIME — ns

Fig. 7. Time structure of negative-point corona pulse;
pressure = 200 mm/Hg.

3.2.2 Moise in NMarrowband Systems

3.2.2.1 Spectral Measurements

Although data regarding corona pulse form and other characteristics provide insight into the corona
discharge process, narrowband corona noise is most easily calculated using noise spectral data of the sort
shown in Fig. 8 (4,5). The dats in Fig. 8a present measured spectral characteristics as a function of
operating altitude. The data were generated by inducing corona from a piece of sheared aluminum sheet
mounted in & special coupling electrode structure housed in a vacuum bell jar. The discharge current kept
constant as noise spectral messurements were made at ambient pressures ranging from sea level to
50,000 ft. It should be noted that the noise spectral density is higher at low frequencies, but it
contains appreciable energy well into the HF band.

To predict noise levels under various changing conditions, it was necessary to measure absolute
levels of corona noise as a function of corona current. This was done by installing a mock-up of a full-
scale airfoil tip in a test fixture whose electrode structure was designed to duplicate the electrostatic
and electromagnetic field structure in the vicinity of the tip in flight. The electromagnetic coupling

= E/V (a reciprocity relationahip relating the electric field, E, observed at a reference point on the
airfoil mock-up when & one volt signal is applied at the measurement terminals) was determined for the
laboratory setup. Discharge current from the airfoil tip was varied from 6 to 250 uA, and measurements
were made of spectral amplitude at a frequency f, = 2 Miz. The spectral amplitude was divided by the
mock-up coupling value, ¥, to yield the normalized source spectrum amplitude ]D(w)l shown in Fig. 8b.
Essentially, Fig. 8b is a plot of the source spectrum amplitude per unit coupling and can be used to
determine the absolute noise spectral density for any antenna/airframe system for which the coupling is
known.

When the source characterization work leading to Fig. B was under way, aircraft used the VHF and UHF
bands strictly for line-of-sight communication and navigational aids. These systems operated at received
signal levels high enough that corona noise at these frequencies was not of concern. Accordingly, no
effort wvas made to extend the corona spectrum studies above 14 MHz. This is unfortunate since satellite
communication links operating at low received signal levels are planned for use on aircraft. Corona spec-
tral data extending to VHF and UHF would be useful now to permit accurate assessment of the vulnerability
of these communication links.

3.2.2.2 Coupling of Noise in Aircraft Systems

Frequently, corona noise sources on an aircraft are located in one place, and the affected antenna or
system is located in another. Therefore, the coupling between the noise source and the victim system must
be defined. This was done experimentally for two antenna locations on the 707 aircraft, as illustrated in
Fig. 9 (4,5). The antennas used in the studies were a small tailcap and a flush belly antenna located in
a fairing at the root of the wing. Coupling was measured between each of these antennas and the noise
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source regions at each of the airfoil extremities, The results of the measurements are shown in Fig. 10.
Coupling was measured using a 1/10 scale model of the 707 equipped with a receiver (operating at 10x the
frequency of interest) that could be switched to one or the other of the two test antennas. A spark dis-
charge between a pair of electrically isolated balls placed at an airfoil tip was used to provide RF exci-
tation of the model.
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Fig. 10. Measured coupling factors for antennas on Boeing 707 prototype aircraft.

Although the coupling-measurement technique inevitably includes the test-antenna characteristics in
the results, the form of the coupling as a function of frequency is not affected by the details of the
test antenna, provided the antenna dimensions are small compared to a wavelength at the frequencies of
interest. In this case, only the magnitude of the coupling function will be affected by a change in the
antenna. Therefore, the data shown in Fig. 10 have been adjusted to represent the coupling to an antenna
having unity induction area, a, in response to a low-frequency, veritically polarized signal.

The variation with frequency of the couplirg to the various points is of considerable interest, since
it shows the effect of the various electromagnetic resonances of the aircraft. For example, the peak in
coupling between the belly antenna and the tips of the tail surfaces occurs at approximately 3 MHz. At
this frequency, the path distance from a point just aft of the wings to a tip of one of the tail surfaces
in one-quarter wavelength. The presence of the resonance peaks in the coupling function serves to empha-
size that the pulses arriving at the antenna terminals will differ from the pulses generated by the corona
discharges at the extremities in that they will be stretched out in time by aircraft resonances. It is
algo interesting to note that discharges from the rudder tip are strongly coupled to the tailcap antenna.
Discharges from the fin will therefore generate the dominant corona noise signals in the tailcap.

The coupling data of Fig. 10 can be applied without restriction to aircraft of similar shape but

different size. In general, the same resonances will occur on the scaled aircraft, but they will occur at
the scaled frequency. The magnitude of the coupling must also be scaled with aircraft size (4,5).

3.2.2.3 Analytical Studies of Aircraft Noise Coupling

Actually, the data of Fig. 10 are the only coupling data presentiy available for conventional air-
craft and have been scaled and applied to other aircraft with remarkably good results, even when the
scaled aircraft were not very similar to the 707, Limited coupling studies have been carried out for a
helicopter but have not been published (13). Additional coupling data covering a wider variety of air-
craft configurations and antenna locations are badly needed. To investigate the feasibility of employing
computer methods to determine the electromagnetic coupling between noise sources and antennas on aircraft,
provisions were made to use an existing method-of-moments computer code (derived from reference 14) to
calculate the coupling between the tailcap antenna and the wing-tip and elevator-tip regions of the 707
aircraft.

For the calculation, the 707 aircraft was approximated by the 0.5-m-diameter cylinders shown in

Fig. 11. It is evident that such a model approximates only the grossest features of the aircraft. For
example, the wings and empennage structures attach to the proper positions on the aircraft fuselage and
are oriented at the correct angle to the fuselage, but the cylinder diameter is not properly scaled. In
particular, no effort was made to scale the taper of the airfoils. The modeling was deliberately simple
to restrict computer requirements to manageable levels (computer circa 1973). The restrictions on the
modeling mean that although the gross currents on the aircraft may be accurately modeled, one should not
expect accurate estimates of currents and fields near the tips of the airfoil extremities.
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Fig. 11.  Cylindrical element approximation to 707 aircraft for method-of-moments
coupling calculation.

The way in which the tailcap antenna was modeled is also evident in Fig. 1l. The top half of the
vertical fin was considered to be isolated from the aircraft and driven by a l-volt generator. Obviously,
such an antenna is much larger than that actually used on the 707 aircraft, so the calculated coupling
fields should be higher than the measured ones.

Calculations were made of the currents flowing on the various members and the fields in their
vicinity as the result of the l-volt excitation of the antenna. Of most interest here is the magnitude of
the electric field in the vicinity of the airfoil tips. Calculations were made of the field intensity
0.5 m inboard from the "airfoil" tip and 0.01 m above the surface. The magnitude of this normalized field
is, by definition, the magnitude of the coupling to this point, ¥ = E/V, as discussed earlier. The
results of the airfoil-tip field calculations are shown in Figure 12, along with experimentally measured
data points from the corona coupling studies of reference 4. It should be noted that for both the wing-
tip and the elevator-tip, the magnitudes of the coupling are in remarkably good agreement if one considers
that no effort was made to accurately model the details of either the antenna or the airfoil tips.

To better show the degree to which the computation accurately predicted aircraft resonances, the
magnitudes of the calculated couplings were adjusted in Fig. 13 to best fit the experimental data. In
Fig. 13a, the calculated coupling curve duplicates the measured resonances with remarkable precision,
Particularly significant is the coupling minimum at f = 2 MHz, predicted by the calculations. When the
experimental data were first obtained in the work of reference 4, it was not clear whether the coupling
minimum at £ = 2 MHz should be considered to be real or should be construed as s bad data point. When the
data were presented (Fig. 10), the minimum was treated as real. Rough computer calculations indicate that
the coupling minimum is real.

In Fig. 13b, calculated and experimental data at low frequencies agree. Above about f = 3 MHz, this
agreement gets worse. The magnitudes of the coupling variations also do not agree, and the frequencies of
the maxima and minima disagree. Why the agreement is not better is not clear. Intuicively, one would
expect the major resonances to be reproduced even with a model as crude as the one in Fig. 11. Unfortu-
nately, lack of time and funds prevented variation of parameters, such as cylinder radius, in the calcula-
tions to investigate how the accuracy of computer output is affected by simplifications in the mathemati-
cal modeling of the vehicle. Such checks and experiments are essential to final judgments regarding the
viability of the computer method -- particularly in light of the evolution of digital computers and compu-
ter modeling codes since 1973.

3.2.2.4 Predicted Aircraft Noise Levels

By combining data of the sort shown in Figures 8 and 10, it is possible to predict the corona dis-
charge noise levels induced in the antennas of interest. Further, by making an analogy between the corona
noise and signal levels that would be produced in the same antenna by a propagating electromagnetic wave,
the corona-generated noise can be expressed as an equivalent noise field in the vicinity of the antenna.
This was done for the case of the 707 aircraft. The results are shown in Fig. 14 with the results of
flight test noise measurements (4,5). The two sets of data are in good agreement for both antennas.

The corona noise level in the tailcap antenna is substantially above the accepted value of nighttime
atmospheric noise (15). Since the system designer can reduce the system input-noise figure to the atmo-
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spheric noise level, it must be assumed that optimized systems are or will be operating at the atmospheric
noise level. Thus, the tailcap corona noise severely degrades the performance of such a system., It
should also be observed that 40 dB of noise reduction is required to reduce corona noise to the nighttime
atmospheric noise level cited in reference 15. Even greater noise reduction is required to approach day-
time atmospheric levels.

Although the belly antenna noise levels shown in Fig. 14 are comparable to the nighttime atmospheric
noise at certain frequencies, it is important to note that a 350 uA charging current is typical of the
charging conditions found in light cirrus and that currents up to 3 MA were measured in flight. Under
these higher charging conditions, the noise levels will be 10 dB higher. Thus, at least 30 dB of noise !
reduction is required to reduce cornona noise to the nighttime atmospheric noise level at all frequencies.

T T T T T T T T T T 1T T
10° — p=
= 3
r—— —
r —
107" E;- ?5
— 3
~ ]
— —
- .
- -]

-2

I

10

-]

Lol

TeTTTTT

o

S S W (RN (NN (RN NN S SN N G N |
{a) COUPLING TO TAILCAP FROM ELEVATOR TIP
e T T T T T T T T T T T T3
— -
i ]
. -]
10 -

- %o
- WIRE MODEL RADIUS = 025 m 90O

Tl I WS (N T S S S I N (S O |

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
FREQUENCY — MHz
b)) COUPLING TO TAI.CAP FROM WING TIP

Fig. 12. Computed and experimental coupling data.

Because of the way in which charging current and noise coupling scale with aircraft size, corona
noise problems are generally more severe on smaller aircraft (5,6).

3.2.2.5 MNoise from Helicopter Blades

To investigate the prablem of noise generated by discharges from helicopter rotor blades in the work
of reference 13, a helicopter model (including an antenna mounted as indicated in Fig. 15) was assembled
in the laboratory. Coupling between the rotor blade tips and the antenna was measured using a technique
similar to that described in (4) and (5). Combining the coupling data with corona noise spectral curves
from (4) and (5) and with streamer spectral curves (to be discussed later) yielded the equivalent noise
fields of Fig. 16, for assumed discharge currents on the helicopter blades of 600 uA.

It is interesting to note from Fig. 16 that, below roughly 1 MHz, corona and streamer noise are com-
parable in magnitude, Above 1 MHz, the basic streamer source spectrum decreases so rapidly with
increasing frequency that streamer noise becomes substantially lower than corona noise. Over most of the
frequency range illustrated in Fig. 16, the noise from either source exceeds the nighttime atmospheric
noise level, so that system performance can be improved by the elimination of both noise sources.

A comparison of Fig. 14 and Fig. 16 shows that the noise level predicted for the helicopter lies
roughly halfway between the 707 tailcap and belly antenna noise curves.
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3.2.3 Noise in Broadband Systems

Most of the corona noise characterization discussed here was carried out when communication and navi-
gation systems were the only avionics susceptible to precipitation-static interference. These systems
incorporated narrowband receivers so that performance degradation by p-static could be characterized by
considering only the magnitude of the noise spectrum at the antenna terminals. Wideband digital systems,
on the other hand, are sensitive to individual noise pulses. To the author's knowledge, the only time
careful consideration was given to the characterization of the received noise-pulse waveform in response
to a corona discharge was in connection with an analysis by Vassiliadis of the effectiveness of noise-
blanking systems in reducing corona-generated interference (16). In principle, the received pulse wave-
form can be determined by taking the inverse Fourier transform of the received noise spectrum. Unfortu-
nately, the coupling measurement techniques used in (4) and (5) did not preserve phase, so that it was not
possible to carry out such a calculation directly.

The need to characterize noise-pulse waveforms in connection with the study of the susceptibility of
digital avionic systems was recognized by Vance, and modern techniques for accomplishing the required
measurements are discussed in reference 17. Many appropriate analytical and computational tools for
dealing with individual transient events have been developed by the nuclear EMP community and are
summarized in reference 18,

3.3 Surface Str Discharges

3.3.1 General

Charge deposited on a dielectric surface generates a potential difference between the surface and the
surrounding metal structures that is usually relieved by surface discharges or streamers originating on
the rim and extending out onto the dielectric surface. This general problem was studied initially in the
laboratory and in a set of flight tests by Tanner and Nanevicz (6,7). Tests were then carried out using
sensors with clearly defined electromagnetic properties, but with an oscilloscope of limited capability by
present standards (15 MHz bandwidth). Later, Oh conducted a set of laboratory experiments to study the
properties of the surface streamer discharge (19). Unfortunately, Oh's choice of sensors makes
electromagnetic analysis difficult. More recently, Taillet and his coworkers have been using well-defined
modern instrumentations and well-designed sensors to study the physics of dielectric surface discharges in
an effort to gain insight into the processes recurring in the lightning channel £20), Since their
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principal interest has been the generation of fast, energetic processes typical of lightning propagation,
they use a triggered spark-gap to initiate individual surface discharges that propagate and discharge most
of the charge stored on the dielectric strip sample. Thus, their discharges are probably much more
energetic and abrupt than those naturally occurring on aircraft, where initiation usually occurs from a
sharp burr on a conductor adjacent to the charged dielectric. For, these reasons, we will concentrate
here on the results of the flight tests of references 6 and 7, recognizing thet it would be profitable to
return to this area with modern instrumentation and concepts.

3.3.2 Surface Discharge Characterization

The instrumentation used to investigate streamering in the work of references 6 and 7 consisted of a
special zone-plate probe, shown in schematic form in Fig. 17, mounted on a radome section that was built
onto the nose of the aircraft. The probe was made of 2-inch-wide copper strips concentrically placed with
a 0.25-inch spacing between ad jacent strips. A thin plastic sheet was cemented over the surface of the
strip.

This probe design was developed because coupling to a packet of charge moving radially is confined to
the regions immediately above the gaps, with zero coupling above the copper strips, as suggested at the
bottom of Fig. 17. Reference 7 shows that since the gap width is smaller than the length of the propa-
gating discharge packet, the current induced in the zone-plate probe terminals is identical to the current
flowing in the streamer discharge as it passes over one of the gaps. Thus, as the plastic covering the
probe becomes charged and discharges occur from the metal rim surrounding the probe, the progress of the
discharge can be observed as it passes over succeeding gaps. The terminating point of a discharge can be
estimated, for instance, by determining the number of gaps that a discharge plasma cell has crossed. The
shape of the discharge cell and the velocity of propagation can be determined from the shapes and dura-
tions of the individual pulses.

METAL RiM
AROUND
OIELECTRIC

3002 RESISTORS

OSCILLOSCOPE

COPPER STRIPS

PLASTIC COVER SHEET METAL RIM

ORI i 1 ¢tk IR

ELECTRODES | RADOME

Fig. 17. Schematic drawing of zone-plate probe for flight
investigation of surface streamer discharges.

Details of the actual zone-plate probe and the manner of mounting it for the flight tests are shown
in Fig. 8a. The electrodes have been deformed to conform to the shape of the radome section on which the
probe is mounted. Also, notches have been etched into the copper electrode strips to provide better
adhesion between the plastic cover sheet and the radome proper. Electromagnetically, however, the probes
of Figs. 17 and 18a are identical. Insight into the region charged by precipitation particles in flight
can be gained from Fig. 18b, which shows the erosion observed on the conductive paint used to coat an
adjacent radome section. It is apparent that only a small fraction of the radome near the nose becomes
charged.

Samples of the oscillograms obtained from the zone-plate probe are shown in Fig. 19. The first posi-
tive pulse in an oscillogram is produced as the charge packet crosses the gap nearest the metal rim, and
the succeeding pulses, alternately negative and positive, are produced by the crossing of succeeding gaps.

Positive polarity of the first pulse indicates that the discharge may be considered to consist of a
packet of positive charge breaking away from a point on the metal rim and moving to some region on the
dielectric sheet.




a) Surface discharge probe on aircraft. b) Erosion of radome coating by impinging precipation particies.

Fig. 18. Sensor used for flight measurement of dielectric surface discharges.

The spatial extent of the propagating plasma cell was inferred from the oscillograms in which more
than one pulse occurred. Fig. 19d and Fig. 19e indicate that the second pulse began before the amplitude
of the first pulse reached zero. This means that the leading edge of the packet reached the second gap
while the trailing edge of the packet was still over the first gap. Thus, the length of the plasma cell
appears to be at least three inches. )

The velocity of propagation of the discharge was determined from the length of time required for ?he
leading edge of the packet to travel from the first gap to the second gap in the probe. The average time
interval between the leading edges of the two pulses on the oscillograms_was found to be 0.4 ps. Since
the gaps were two inches apart, the velocity of propagation is 1.27 x 10 cm/s.

It was found that the current pulses on the oscillograms, which represent the current flowing at the
point s; above one of the gaps, could be approximated by an equation of the form

I(sl, t) = Imaxe-ac u(t) (1)

The spatial disyribution of charge in the charge packet is also of exponential form and may be written
q(s) = qu. e 3%V gince the velocity of propagation, v, of the discharge is known, it is possible to

generalize Equation 1 and write for the current at any point, s, along the path of the discharge

s
= -a(t - =) s
I(s, t) = Imex e v’ u(t - ;) 2)
where u(t - t,) is the unit step occurring at time t = t..

Since, as is indicated in Fig. 19, there was considerable variation in both I and a, average
values for both of these quantities were determined by reading a large number of oscillograms. The
average values found were

I = 0.01025 A
max
a=7x10%7!
and the equation of the average discharge current pulse is, thereforve,
6
Is;, ) = 0.00025 &7 X 10°F (3

When the results of the flight tests were being reviewed in reference 7, certain comments and specu-
lations were made. They are repeated here because they still appear relevant:

Some comment is appropriate concerning the properties of streamer discharges as revealed in
these investigations. As stated, the discharges produce electrical effects equivalent to
those which would be produced by packets of positive charge, approximately three inches long
with exponential density distributions, which move from the discharge point on the metal rim
to a region on the plastic surface, with a speed of 1.27 x 10’ centimeters per second. It is
evident after brief consideration that such a physical situation is impossible. The mobility
of positive ions or even electrons is much too low to achieve the velocities corresponding to
the velocity of the "charge packet" under the existing field conditions. The "charge packet"
appears in actuality to be a cell of plasma which breaks away from the discharge point and
propagates as a wave toward the negatively charged dielectric. At the leading edge of the
cell an ionizing avalanche process occurs similar to that which occurs in positive point coro-
na. Free electrons produced in the avalanche move to the rear of the cell under the action of
the field, and there disappear by recombination. The apparent speed of packet motion is the
speed at which the ionizing avalanche propagates (7).
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Fig. 19. Pulses induced in zone-plate probe by streamer discharges.

3.3.3 DMNoise in Broadband Systems

Frequently in aircraft designs, one finds an electrical conductor located immediately below a dielec-
tric surface on which surface discharges can occur. This physical arrangement was set up in the labora-
tory in the work of reference 7, and measurements were made of the coupling between the wire and the die-
lectric surface discharge region. This coupling information was used, together with the streamer dis-
charge characteristics discussed in Section 3.3.2 above, to predict the waveform characteristics of the
current pulse induced in such a wire. The results of this calculation are shown in Fig. 20, The three
waveforms indicate the effect of varying streamer discharge length, %, from 1 to 4 inches. If the wire is
terminated in an impedance of 1000 9, for example, the current pulses of Fig. 20 will generate voltage
pulses from 0.3 to 0.5 V. This pulse amplitude is sufficient to upset a variety of circuits.

Accordingly, cables associated with digital systems should not be routed under dielectrics located on
aircraft frontal surfaces.

3.3.4 MNoise in Marrowband Systems

To investigate the effects of streamer discharge noise on narrowband systems such as radio receivers,
it is convenient to express the source function in terms of a noise-frequency spectrum. It was recognized
that the pulse waveform of the signal produced by a streamer discharge depends on the geometry of the
region where it occurs. Accordingly, streamer~noise-source spectrum calculations were carried out for
several arrangements of the dielectric region as shown in Fig. 2la for the case of unity coupling
(v =1 m ") and a charging current to the dieletric region of Tge = 1 vA. (To apply the data to other
charging and coupling conditions, it should be kept in mind that the noise spectral density varies
directly with the coupling factor $ and as /I «) In spite of the differences in the selected physical
arrangements considered in Fig. 21, the three gﬁectra are almost identical in the frequency range con-
sidered. Thus, a precise definition of the streamer geometry is not required to obtain a valid estimate
of the noise spectrum. To apply these results to the case of an antenna wire on the baik of a dielectric,
it is merely necessary to recall that, for this case, the coupling function is ¥ = 3 m™* (Fig. 20).
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Fig. 20. Typical current puises induced by streamer discharges.
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To apply the results to another configuration, it is necessary to know the coupling between the
source region and the antenna in question. Fig. 22 shows the results of measurements made to determine
the coupling between three typical antenna locations on the fuselage of an aircraft and the surface of a
radome located on the nose. It should be noted that the coupling data have been normalized to unity
antenna induction area (a8 = 1). The magnitude of the coupling function ¢ can be determined by multiplying
the values in Fig. 22 by the actual induction area of the antenna in question.
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3.4 Spark Discharges

Spark discharges involve processes capable of generating high-amplitude, fast-risetime pulses con-
taining energy extending from the LF through the VHF range. Operational experience with this noise source
has generally involved instances in which various electrical conductors become unbonded in subtle ways.
Examples of three such instances on operational aircraft are shown in Fig. 23 (21).

In the example of Fig. 23a, an aircraft began to experience p-static that affected VHF omni-
directional range (VOR) navigation and VHF communications. Minute cracks were found in the lightning
diverter strips on the nose radome due to weathering of the thin aluminum foil. Charge deposited on the
radome surface by precipitation had flowed to the isolated portion of the diverter strip and accumulated
until the voltage across the gap became high enough to initiate a spark. Since each spark discharged the
isolated strip completely, considerable charge was transferred, and the spark was an extremely energetic
noise source. The dimensions of the diverter strips, furthermore, were such that, at VHF, they were a
large fraction of a wavelength long. Thus, at VHF, a defective diverter system degenerated into an effi-
cient antenna system driven by a spark noise source.

CHARGE FLOWS TO STATIC
INSULATING - i caAME VIA SPARKS METAL DISCHARGER
FIBERGLASS AIRFRAME
RADOME ~ ACROSS GAP IN FIBERGLASS
DIVERTER STRIP WING e
CHARGE EDGE \
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SURFACE /T STRAP —
FLOWS TO
ISOLATED
NI cime i
OIVERTER | L PRECIPITATION
STRIP AND AN PARTICLES TO DISCHARGER
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AIRFRAME — 5=
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STRIP PANEL TO DISCHARGER ON VERTICAL

FIN

Fig.23. Examples of sparking-noiss sources on operational aircraft (after Moore).

In the example of Fig. 23b, an aircraft experienced p-static on its radios of sufficient severity to
threaten to ground the aircraft as unsafe for long-range flight., Ultimately, an outboard wing inspection
ranel was discovered to have been repainted during a previous inspectionj when it was reinstalled on the
aircraft, the mounting screws had not penetrated the paint, thereby creating an isolated section. Preci-
pitation charging raised the isolated panel to a high potential with respect to the airframe, so that
sparking occurred across the insulating gap. Thus the insulated panel was, in effect, an electric dipole
antenna driven by a spark noise source.

The example of Fig. 23c occurred early in the application of ortho-decoupled dischargers to jet
transports. Two airlines flying DC-8 aircraft reported serious p~static on discharger-equipped aircraft.
The design of the DC-8 vertical fin is such that a bonding strap was used to bridge the metal main struc-
ture of the forward part of the fin and the dischargers mounted on the insulating plastic trailing edge.
The electrical bond was found to be so damaged that current flowing from the airframe to the discharger
produced sparks across the gap in the discharger bonding system, resulting in excessive interference.

Perhaps the most significant implication of Fig. 23 is that minor inadvertant departures from the
design configuration can ultimately be responsible for generating sparking noise. Patience and a high
degree of attention to detail are necessary to track down noise sources on an operational aircraft.

4.0 CONCLUSIONS

Static charging of sirplanes as the result of flight through precipitation or of engine-charging
processes causes electrical discharges on the aircraft, Narrowband radio receiving equipment is affected
because these discharges generate electromagnetic interference that raises the local equivalent noise
field to levels above the atmospheric noise level. Radio performance can be improved by reducing the
precipitation-static noise levels to the atmospheric level,

Broadband digital systems can also be affected because the discharges occur as a series of pulses
that can be misinterpreted as system operating signals.

Great care must be taken to ensure the electrical bonding of adjacent metallic sections and adequate
draining of charge from insulating dielectrics on the frontal surfaces of aircraft.
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ALLEVIATION/TESTING TECHNIQUES FOR AIRCRAFT CHARGING

J. E. Nanevicz
Deputy Director, Electromagnetic Sciences Laboratory
SRI International
333 Ravenswood Avenue
Menlo Park, California 94025

Summary

In general, it is productive to consider electromagnetic interference cont:iol problems, §nd.the
alleviation of precipitation static, in terms of the source, the coupling process, and the victim system.

Since the radio interference of concern stems from noise-producing discharges te§u1ting from aifcraft
charging, it is tempting to try to eliminate the ultimate source of the problem by eliminating the air-
craft charging itself. Unfortunately, it has not been possible to devise workable schemes for c?e elimi-
nation of charging. Accordingly, noise reduction schemes to eliminate the source'have been confined prin-
cipally to the elimination of surface streamer discharges on electrically-insulating frontal surfaces:
This can be achieved by coating the surfaces with electrically-conductive material to allow the charging
current to flow off the surface as rapidly as it arrives, without generating noise. Another techniqu? for
eliminating surface streamer noise at the source is simply to relocate the offending insulating materxa}s
(i.e., antenna~insulating materials) to the aft of the aircraft where they will not be struck by precipi-
tation particles, or to install particle deflectors upstream of the dielectric surface.

Similarly, the source of noise generated by sparking between sections of the metal structure can be
eliminated by electrical bonding of all portions of the structure.

Successful techniques for the control of corona discharge noise involve forcing the discharge to
occur from special discharging devices installed at high field regions on the aircraft where corona dis-
charges are likely to occur naturally. The dischargers are designed both to reduce the corona source
intensity and to decouple the discharge source from the airframe. Practical dischargers are capable of
reducing corona discharge noise by as much as 60 dB.

Techniques demonstrated by laboratory and flight tests to be successful in controlling precipitation-
charging interference are described,

Special instrumentation and testing techniques for the development and implementation of alleviation
schemes are discussed.

1.0 Introduction

As indicated in the previous paper, static charging of flight vehicles results in electrical dis-
charge processes that can adversely affect the functioning of avionic systems. The previous paper
discussed the noise generating processes and ways to quantify their effects. This paper will concentrate
on techniques for the alleviatiin of the effects of charging. We will also discuss the design and use of
special devices that permit the testing of flight vehicles and their components in flight and on the
ground.

In developing alleviation techniques, it is productive to consider the generic manner in which
electromagnetic interference is generated and coupled into electronic systems. Fig. 1 shows the problem
in three separate stages: a& source of interference exists on the aircraft and excites the various
coupling paths, which transfer the interference to the victim system or circuits. The alleviation process
can be applied at any one or all of these stages. One can concentrate on eliminating of the noise source,
minimizing the coupling between the source and the victim, or rendering the victim system inherently
immune to interference. In the case of static charging effects, the approaches to alleviation techniques
have included each of these basic areas with varying degrees of success. The problem of alleviation will
be considered here in light of these general concepts.

2.0 Elimination of Charging

As soon as it was demonstrated that precipitation static was caused by frictional charging of the
aircraft or parts of the aircraft, workers immediately recognized that the source of Fig. 1 could be eli-
aminated if a means could be developed to eliminate or reduce the charging itself. It was argued that a
coating could be developed to "match" the properties of the impinging ice crystals so that no charge
transfer would occur on impact. This was pursued substantially in the work reported by Gunn (1). Unfor-
tunately, the charge separation occurring when two bodies are brought into contact and then separated
depends upon the properties of the contacting surfaces and not upon the underlying bulk materials. Thus a
coating that reduced charging substantially when first applied to an aircraft had its desirable properties
destroyed when the leading edges of the wings were wiped down with a cloth having traces of oil. Also,
the static charging properties of ice varied substantially with temperature, so that a coating satisfac-
tory at one temperature would be ineffective at another temperature. More recently, the general problem
of prediction and control of frictional electrification was reviewed by Inculet who observed that:

y
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Under rigidly controlled conditions (in a hard vacuum using freshly
cleared samples), the present status of knowledge of electron transfer
between materials of different work functions permits the prediction of
the polarity of the static electrification. The magnitude of the charge
transfer which remains on the surface after separation is still far froa
being predictable. Engineering applications involving electrificarion
can only be based on experimental results of a sufficiently large number
of tests as well as on the proven ability to maintain or reproduce the
surface and ambient conditions under which the original experiments were
carried (2).

Another reason not to pursue charging-control coatings is that they would have no effect on engine
charging. Thus, even if a successful coating could be developed, other alleviation techniques would have
to be developed for engine charging. In light of these difficulties, it was decided to pursue alleviation
techniques that did not depend on controlling the charging process.

In subsequent programs, measurements have been made of important charging parameters, such as the
charge transferred to the aircraft by an individual precipitation particle, the total charging current to
an aircraft as a function of cloud type, the way in which charging current varies with aircraft size, and
the location of current discharge from an aircraft (3~7). These measurements were directed at quantifying
the noise problem and understanding the discharge processes involved, not at attempting to control the
charging.

3.0 Alleviation of Corona Discharge Noise

3.1 General

As indicated in the previous section, it is not possible o eliminate the charging of the aircraft
leading to the corona discharges at the aircraft extremities. Thus, it is not feasible to eliminate the
corona source in Fig. 1. Instead, it is necessary to focus on ways to reduce the strength of the ccrona
source or to reduce the coupling between the source and the victiw., In general, the most successful ~ech-
niques employ both approaches.

It is important to observe that the properties of the static electric fields around an electrica.ly
conducting body are such that the highest fields occur at the extremities ~- the airfoil tips on a conven-
tional aircraft. Thus, corona discharges will occur from the regions of the airfoil tips under conditions
of precipitation or engine charging. That corona discharges tended to occur in a few localized regions on
the aircraft indicated that the discharge current normally experienced in flight could be forced to leave
via specially designed dischargers installed in these same regions. If the dischargers were designed to
control source intensity and noise coupling, corona noise could be substantially reduced.

COUPLING

SENSITIVE CIRCUIT--
“"VICTIM"

Fig. 1. Generation and coupling of electromagnetic Interference.

3.2 Decoupled Dischargers
3.2.1 Passive

To devise a discharger intended to take advantage of every facet of noise control, corona noise
generation and its coupling into antenna systems were considered in light of a reciprocity theorem tha?
can be derived in much the same manner as the familiar Lorentz reciprocity theorem (3,4,8). The coupling

theorem states that

M) = hoy | Exe) o d(xuddv )
T

Equation 1 may be interpreted as tollows: if the space and time distribution of the current density
(J) produced by the disturbance are known, and if the field (E) in the region (T) produced by a voltage
(V) spplied to the antenna terminals can be determined, then it is possible to compute the short-circuit
current (I) induced in the antenna terminals. (Essentially, the coupling theorem states that the noise
current generated in a receiving antenna by a discharge is proportional to the RF field that would exist
at the location of the discharge if the antenna were used for transmitting).

Applying the coupling theorem to the problem of discharging an aircraft, we may consider J to be the
discharge current. The coupling theorem then suggests several ways in which the noise content of the
antenna current (I) can be reduced or eliminated:

RV,
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e By letting the noise content of J approach zero
e By letting the ratio E/V approach zero (reducing the coupling)
e By letting J be perpendicular to E (reducing the coupling).

It should be noted that, perversely, the regions of high dc field, such as the airfoil extremities
vhere the corona discharges occur and where the dischargers must be located, also correspond to regions of
high RF coupling fields. For example, consider the field in a small region about the trailing edge of a
wing (Fig. 2a)., It is evident that the field configuration, either RF or static, is determined by the
shape of the conductor forming the field boundary. To develop a decoupled discharger, therefore, it is
necessary to devise a scheme for causing a difference between the two fields. In particular, we would
like to have a high dc field imposed upon the discharge point and at the same time to have the RF field at
the point equal to zero.

How this was done in the development of the flush-mounted, decoupled discharger is evident from Fig.
2b, which shows a cross section of the trailing edge of an airfoil surface in which the rear-most portion
is electrically isolated from the remainder of the surface. It is evident that there are two lines along
the conductor on which the field is zero and a considerable region over which the field is very small, If
a discharge could be made to occur at the point of zero field, no noise would be coupled into the
receiving system. For a discharge to occur at the point of zero field, however, the isolated section must
be maintained at the same dc potential as the remainder of the aircraft. The requirements that the
trailing edge be isolated at RF and directly connected at dc can be very closely approximated by con-
necting the trailing edge to the airframe through a very high resistance. If the value of the connecting
resistance is high compared to the capacitive reactance between the isolated trailing edge and the remain-
der of the airfoil, the RF field will remain essentially as depicted in Fig. 2b. The dc field in the
immediate vicinity of the trailing edge will be of the form indicated in Fig. 3c, which differs only
slightly from that illustrated in Fig. 2a. Fortunately, the dc current through the connecting resistance
is small, so that the voltage drop is not significant except at a very high discharging rates.
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Fig. 2. ustrating decoupled discharger evolution.

A practical flush-mounted discharger, employed in a series of flight tests in 1957-59 on the Boeing
707 prototype (4,9,10), embodying the techniques just discussed is illustrated in Fig. 3. Observe that
the discharge is forced to occur in the region of minimum reciprocal field due to installation of low—
threshold needles in this region. Since the discharge occurs from the points of the needles, the dis-
charge current flows at approximately right angles to the reciprocal field lines. The discharge is thus
orthogonally decoupled as well as being decoupled by virtue of the minimum in the reciprocal field.
Finally, if very sharp points are used, the amplitudes cf the individua' current pulses are small,
yielding a reduced noise content in the discharge current. In the practical design, then, all three of
the noise-reduction methods are employed, although the majority of the noise reduction results from the
decoupling techniques.

Although tests of the flush dischargers were encouraging, it was found that they had a high corona
threshold potential. Furthermore, because it is an integral part of the airfoil trailing edge, the flush-
mounted discharger is expensive to install on a retrofit basis. Consequently, another design was con-
sidered -- particularly for retrofit.

Production versions of the retrofit decoupled dischargers that were finally developed are shown in
Fig, 4., Although two physically different dischargers are shown, they are identical in principle and
differ only in that Type A (shown in the lower part of the figure) is designed to mount at the trailing
edges of airfoils parallel to the widestream, and Type B (shown in the upper part of the figure) is
designed to mount on the outboard tips of airfoils at right angles to the airstream. Essentially, the
discharger consists of a rod of high-resistance material with a tungaten discharge point located at the
point of minimum coupling near the end of the rod. The aft end of the rod is hemispherically rounded and
coated with a dielectric to prevent coronas from cccurring at the tip where the coupling is relatively
high. The rod fits into a metallic socket on the mounting base that protrudes aft of the trailing edge
and serves as a lightning diverter, tending to protect the trailing edge from direct lightning strikes.
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Type-B dischargers are required on the outboard portions of the airfoils. The vortices generated in
these regions produce localized pressure reductions that reduce the corona threshold sufficiently so that
discharges can occur from sections of relatively large radius. The type-B dischargers produce a column of
space charge along the wing tip, which reduces the dc field in this region and prevents discharges from
the wing tip itself.

Because of its relatively simple geometry, the theoretical decoupling of the Type-A discharger can be
calculated. For rods such as those illustrated in the lower part of Fig. 4, the calculation indicated
that, with a total rod resistance of 20 M2 noise at a frequency of 500 kHz should be reduced by 55.6 dB
(the noise reduction increases 20 dB per octave with increasing frequency). The noise reduction afforded
by the dischargers as determined from flight test data obtained on the instrumented Boeing 707 prototype
was at least 50 dB. Laboratory messurements indicate that 60-dB noise reductions are obtainable in prac-
tice (10).

METAL STRUCTURE

OF WING OR TAIL PLASTIC

OUTBOARD

ROW OF DISCHARGE
POINTS

ALUMINUM
EXTRUSION

FIBERGLASS WITH HIGH-
& RESISTANCE COATING

METAL )
STRUCTURE §

DISCHARGE POINT

(position of point for minimum coupling determined by
electrolytic tank fieid mapping techniques}

Fig.3. Construction of flush-mounted decoupied discharger.

Fig. 4. Production models of type -A and type -B ortho-decoupled dischargers.
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3.2.2 Active

An active discharger capable of maintaining zero aircraft potential, based on the principles of Fig.
2 and physically resembling the passive discharger of Fig. 3, was developed and tested (11,12), The
physical arrangement of the active discharging element is shown in Fig. 5. A metal bar located in the
plane of the wing was mounted roughly 6 inches aft of the trailing edge, parallel to the edge. Dielectric
support struts provided mechanical support for the bar and kept it electrically insulated from the rest of
the airframe. Sharp tungsten pins were mounted at cne-inch intervals along the null-field line on the
bar. Electrical connection to the high-voltage supply was made via a
1-MQ2 resistor. This value of resistance is sufficiently high that the RF field structure about the bar is
unaltered, but is sufficiently low that the rated discharger current of 3 mA produces voltage drop of only
102 of rated power-supply output. The high-voltage supply was a special unit developed at SRI and could
be controlled over the range -60 to 0 to + 60 kV. It's two voltage multiplier strings used controlled
SCR's instead of diodes.

WINGTIP CAP

QUTB0ARD
AILERON

INSULATING SUPPORT STRUTS HIGH-VOLTAGE
SUPPLY

DISCHARGING

ELEMENT
DECOUPLING
RESISTOR
(INSIDE)

Fig. 5. Discharging-element arrangement.

The control system for maintaining the aircraft potential at zero consisted of a field meter to
detect the aircraft potential, a polarity and amplitude conttoller (to control the polarity and amplitude
of a high-voltage bias supply), the high-voltage bias supply whose output voltage and polarity were elec-
tronically controllable, and discharger elements that produced a decoupled corona current (Id) to oppose
the natural charging current (IC). A simplified block diagram of the system is shown in Fig. 6, where the
airframe is represented by a capacitor of capacitance C_, that is charged to a potential (Va) by the
natural charging current (I_). The discharge current (? ) flows off the discharge element through a
resistance (Rd) which depends on the bias voltage, the altitude, and the air speed. This resistance is
therefore neither constant nor linear, The discharge current (I,) is determined primarily by the bias
supply voltage, but the airframe potential also affects this current if the airframe is charged to signi-
ficant potentials. To permit a simplified, linearized analysis, however, the effect of airframe potential
on discharge current can be neglected.

Thus, assuming linear system performance, the current transfer function will be of the form

1

1
d
T " TvaCRc (2)

where G is the combined transfer function of the field meter, controllers, and high-voltage unit. Further
simplifying assumptions were made regarding the circuits in the field meter, controller, and high-voltage
units, and calculations were made to determine system response. These calculations indicated that the
maximum steady~state charging currents that can be handled by the system with gains in the stable range
are 300 to 400 wA, if the aircraft potential is to remain below 1000 V. On jet transports, the maximum
potential that can be tolerated may be 5 to 10 times as great, however, so that charging currents in the
mA range can be handled on such aircraft. This general behavior was observed in the flight tests of the
system on a Boeing 707 aircraft (12).
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Fig.6. Block diagram of control system.

3.3 Other Discharger Designs

In connection with the development of the decoupled discharger at SRI, other discharger configura-
tions were conceived, and their performance was predicted in light of the coupling theorem of Equation
1. The results of laboratory measurements to verify the analyses are shown in Fig. 7. It is evident from
the figure that the AN/ASA~3 is a highly successful design for noise reduction. Unfortunately, the wick
cannot survive the aerodynamic environment typical of jet aircraft, and the remaining designs in Fig. 7 do
not perform as well as the decoupled discharger in Fig. 7E. In the discussion of discharger designs in
reference 9, it was observed that a significant portion of the noise reduction afforded by a wick follows
from the pulse-amplitude-limiting action of the high resistance and low capacitance of the individual
fibers at the ends of the wicks. On a new wick, most of the fibers are slightly conducting so that they
can sustain discharges. The effective capacitance of the fiber is so low, however, that only a small
amount of charge can accumulate on the fiber before the threshold field is reached at the surface. The
charge transferred in one corona pulse is therefore quite small, and the result is that the noise content
of the discharge (J) is relatively low.

Since the publication of reference 9, activity has been substantial in the development of carbon
fibers for use in carbon-composite structural materials. These fibers are inherently conductive, so that
no problem with loss of fiber conductivity with time exists as it did with the AN/ASA-3 materials.
Accordingly, manufacturers have begun providing dischargers that employ a bundle of carbon fibers encased
in a plastic matrix to yield a hard, rod-shaped discharger.

Feeling that a metal discharging element should lead to a longer discharging lifetime, other manufac~
turers have embedded a number of small metallic particles in a high-resistance matrix. Thus, each par-
ticle is electromagnetically isolated from its neighbors and discharges independently of them. If the
metal particle is made sufficiently small, the charge it can store before discharging will be less than
the charge transfer in a corona pulse from a burr on an airfoil trailing edge (s 10°° coulomb, as shown in
the previous paper). If we consider an individual metal particle to be a sphere, the electric field (E)
at its surface is given by

E=—3

4w Eorz

where q = charge on particle, r = particle radius, agd € is the dielectric constant. Since electrical
breakdown of air at sea level occurg when E = 3 x 10° v/m, wg can solve Equation 3 for the radius at which
the charge on the sphere is q = 1077 coulomb when E = 3 x 10° V/m. The radius for this condition is r =
1.7 mm. Thus, if the metal particles are made, for instance, less then 1 mm in effective diameter, a
substantial reduction in the charge transferred per discharge can be achieved with a concomitant reduction
in noise. Conceptually, such a discharger design can be considered to be equivalent to replacing the fine
wire of Fig. 7H with a number of such wires 1 mm or less in length.

(3

4.0 Alleviation of Surface Streamer Discharger
4.1 Ceneral

Although the word "alleviation" is used in the title of this section, successful techniques for the
control of streamer-generated interference generally involve the elimination of the dischargers on cri-
tical surfaces. In general, streamer noise control is conceptually simple and straightforward. Problems
most frequently rise because design and production engineers are not sensitive to the degree to which
attention must be paid to details if noise problems are to be avoided.

4.2 Preventing Charge Deposit

Since streamer noise is generated only when charging occurs on dielectric surfaces, it is reasonable
to devise techniques to avoid the deposit of charge on critical surfaces. In general, this involves
locating the surface in such a way that it is not struck by precipitation particles. For example, ADF
sense antennas are generally located roughly midway between nose and tail on the fuselage to achieve 0°
tilt angle (13). Although the antenna generally includes a dielectric cover capable of storing charge,
these antenns installations have been free of corona discharge problems -- essentially because there is no
particle impact this far back on the fuselage.
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Whenever possible, critical dielectric surfaces should be located far aft on the fuselage and
designed to be flush with the mold lines of the aircraft. Blade antennas that must protrude from the
aircraft surface can be designed with a metal leading edge to provide a drain path for the arriving
charge. Insulators at the base of the antenna should be made thinner than the "shadow zone" (region next
to the skin where the particle density is zero) to keep the insulators from charging. In the case of a
small dielectric region, such as the base insulator of an antenna, that must be located near the the nose
of an aircraft, it is often possible to install a small particle shield or deflector upstream of the die-
lectric to shield it from impinging particles.

4.3 Avoidance of Dielectric Frontal Surfaces

Frequently, dielectric materials are installed in what turn out to be critical regions on the frontal
surfaces of sircraft when no justification exists for this choice of material, Often, the dielectric was
chosen for its low cost, ease of fabrication, or some other property, by an engineer or production super-
visor knowledgeable in his specialty, but unaware of the likely consequences of his material choice. For
example, the author was involved in tracking down the interference source that caused the ADF system on a
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particular aircraft fleet to malfunction consistently under modest charging conditions. The problem was
obviously related to precipitation charging, but even flight testing in which candidate offending surfaces
were treated did not locate the source. Finally, ground testing with an artificial charging device
(discussed later in Section 6.2.1) traced the problem to an aerodynamic plug in the front end of a hollow
"towel-rail" antenna bar running along the fuselage. The designer of the antenna had intended that the
plug be made of aluminum, but the manufacturer replaced it with dielectric, which was more desirable for
mechanical reasons and which he knew wouldn't appreciably change the receiving characteristics of the
antenna., After the whole assembly had been painted, it was impossible even for the designer to detect the
substitution of materials. Charging of this l-inch-diameter plug generated sufficient streamer noise in
the antenna on which it was mounted to disable the ADF system. Replacing the plastic plug with a metal
one cleared up the noise problem in this fleet of aircraft.

This example illustrates a problem frequently encountered in tracking down sources of malfunction
similar to that described above. The designer of the antenna was questioned regarding the materials used
in antenna fabrication. (The antenna design incorporated sophisticated features such as metal shields on
the stand-off masts to prevent streamers). He indicated that all leading-edge surfaces were made of
metal. However, it was not until the aerodynamic plug was exposed to charging by a directed stream of
lycopodium powder that the change of materials used in making the plug was discovered. Accordingly, it is
necessary for the troubleshooter to have available a means for simulating dielectric charging. In the
case discussed here, lycopodium powder spray provided a nonconfrontive way to verify the assertion that
"all leading edge surfaces on the antenna were made of metal."

4.4 Provisions for Discharging Dielectric Surfaces

Increasingly, dielectrics are being specified for use on frontal surfaces of aircraft. When this is
the c. e, it is possible to coat their outer surface with electrically conducting material to drain away
charge as rapidly as it arrives. If the dielectric is only a structural member, such as a wing leading
edge, the conductivity of the coating can be as high as is convenient. Flame-sprayed coatings that apply
a substantial thickness of metal have been used in these applications.

Other dielectric frontal surfaces, such as radomes, must be transparent to RF radiation, but their
optical properties are unimportant. These surfaces can be coated with a layer of high-resistance conduc-
tive paint. Appropriate paints are usually made of a mixture of carbon black and graphite added to a
paint vehicle such as lacquer or epoxy. Carbon material to approximately 45% by weight must be added to
the paint vehicle to render it conductive. Analysis of the fields generated by current flow through the
conductive layer (15) indicates that surface resistivities as high as roughly 1000 Ma/square provide
enough conductivity to avoid surface electrical breakdown, even under high precipitation-charging condi-
tions. Thus, it is possible to provide adeguate static discharging without causing appreciable attenua-
tion of the radar signal.

Optical surfaces, such as windshields, must also be located on frontal surfaces. These can be
rendered conductive by coating them with a thin optically transparent film of a material such as stannous
oxide. Unfortunately, these films are fragile and are abraded by the impinging precipitation particles.
The durability of the conducting layer on a glass windshield can be improved substantially by baking the
glass after the layer is applied. Unfortunately, polycarbonate windshields cannot be baked and so no
satisfactory technique exists at present for controlling charge build up on their surfaces.

5.0 Alleviation of Sparking Problems

Strictly speaking, since the occurrence of sparking implies that adjacent metallic conductors are not
electrically bonded, sparking problems should not be encountered on aircraft, where proper bonding is an
important design consideration. That sparking problems do occur, in spite of deliberate precautions,
indicates that the bonding problems capable of causing difficulties are of a minor nature and extremely
subtle. Indeed, the solution is trivially simple -- bond the adjacent parts. The difficulty lies in
locating and identifying the culprits.

Usually, a minor deviation from the intended design or assembly is responsible and can be repaired in
a matter of minutes. Unfortunately, hours or months may be spent tracking down the problem, unless the
proper equipment for simulating charging happens to be available. In essence, sparking is not alleviated.
It is prevented by proper bonding arrangements, and it is eliminated by correcting lapses in electrical
bonding. It should be observed that to control the sparking resulting from static charging, the bond does
not have to be a low impedance one as for lightning. A bond resistance of tens or hundreds of kilohms is
adequate to handle most static charging currents.

6.0 Testing Techniques

6.1 General

The engineer working on problems associated with aircraft charging frequently needs to carry out
tests and simulations quite unlike those employed by specialists in other facets of electromagnetic inter~
ference control. Some of these tests can be carried out with a simple current meter and a few pieces of
copper tape. Other tests require provisions to apply charge to dielectric surfaces. Some of the testing
techniques that have been developed by workers concerned with aircraft charging will be presented together
with way. they can be applied.
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6.2 Ground Testing
6.2.1. Simulation of Surface Charging

Often it is important to duplicate on the ground the charging an aircraft experiences in'flighc..
Such a simulation is important in proof-testing a design prior to flight. It is also useful.ln tracking
down problems on an operational aircraft. For example, in the work of reference 14, simulation enabled a
design change hidden by layers of paint to be detected quickly.

A field technique developed by SRI for this purpose is shown in Fig. 8. A portable sandbla:ger.
filled with lycopodium powder is used to spray surfaces of interest with the powder to produce frictional
charging closely simulating that observed in flight. Lycopodium powder was chosen because it flows
readily, charges most surfaces, is biodegradable, is non abrasive so that it doesn't have to be scrupu-
lously cleaned out of machinery, and is not overly expensive. Depending on where the tests are conducted,
humidity is often substantially higher than in a high-altitude ice cfystal cloud. To dry out the test
surface, it is effective to clean it with a cloth saturated in pure grain alcohol. Nondenatured alcohol
is best because it does not leave a film.

The facility developed at SRI for the proof-testing of new systems is shown in Fig. 9. The test
chamber is a folded wind-tunnel device that houses the test vehicle nose section at the inlet end. Lyco~
podium powder is blown onto the frontal area of the test object with a high- pressure (100 psi) gun to
simulate the charging environment encountered during flight. After charging, the spent powder is ducted
through the tunnel onto a series of wet filter pads that trap the powder and prevent it from exhausting
into the ambient air. Thus, charging testing can be continued for substantial periods of time without
discomfort either to the residents of the laboratory or its neighbors. The system includes provisions for
monitoring the charging and for observing the functioning of critical circuits within the test object.
Although not shown in Fig. 9, a small portable radio receiver is useful for indicating the occurrence of
streamers. If the room is darkened, the discharges can be seen.
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Fig. 8. Technique developed by SRI for in-field simulation of surface charging.

An alternative charging techniques, that does not depend on particulates for its operation, has been
developed by Taillet and his coworkers at ONERA (16), based on a method first prepared by Whewell, Bright,
and Makin (17) following previous work by Marks, Baretto, and Chu (18). The device is shown in schematic
form in Fig. 10. In this device, low-mobility charged microparticles of ice, obtained by condensation and
freezing of water vapor in humid air expanding in a supersonic nozzle, and driven by fluid friction in the
jet, are used as charge carriers. This principle is applied to direct charges on an insulating surface.
The microparticles of ice sublime after leaving the supersonic region of the jet. This simulation method
is, therefore, clean in the sense that the local properties (surface resistance and breakdown voltage) are
not modified when the charge injector is operating. This device is marieted under the trade name INJECO.

Workers at SRI were attracted to the INJECO device because of its cleanliness and ease of use. In
initial tests with thin dielectrics backed with metal or with paints on metal, it was easy to obtain sur-
face discharges. However, when such a device was tested on thick dielectrics or unbacked radomes,
streamers could not be generated. It was conjectured that the ice microparticles had largely sublimed
before they reached the surface, so that they were repelled by the fields generated by the charge accumu-
lating on the test surface. (It should be noted that the external field per unit deposited charge is
higher on an isolated dielectric surface then it is on one backed by a grounded conducting sheet.) Thus,
although the accumulated surface charge was high enough to prevent further charging, it was not high
enough to support surface streamers. When the opportunity arises, further investigation will be made into
the charging properties of the INJECO device or isolated dielectric sheets. In the meantime, the existing
lycopodium powder facility is used for such tests.
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Fig.10. Diagram of the INJECO device (reference 16).

6.2.2 Surface Resistivity Measurement

Often in working with dielectric surfaces, it is necessary to determine their surface resistivity.
device such as that illustrated in Fig. 11 ig convenient for this purpose. In operation, the steel wool
pads are pressed against the surface whose resistance is to be measured. The spacing and diameter of the
tubing shown are such that the ohmmeter reads half the resitivity, in ohms per square, of the surface
being tested. The device is an analog of a TEM transmission line, and transmission line theory can be
used to d vise other electrode configurations to accomplish the measurement. For example, for the
arrangemen. shown in Fig, 11, the calibration is valid provided there are no conductors, such as the rim
of the transparency, closer than & few distances (D) from either of the electrodes. A coaxial electrode
arrangement is also possible, and, since current flow is confined entirely to the inside of the outer
electrode, resistance measurements can be made as close as desired to other electrical conductors. One
design for a coaxial probe used at SRI is shown in Fig. 12. The dimensions of the coaxial probe were
chosen so that the conductivity (in ohms/square) of any surface could be determined by multiplying the

measured resistance by 4. To obtain uniform surface contact over the entire probe, soft conducting vinyl
pads were applied to the brass contact pads of the probe. These pads had side-to-side resistances of less
than 1 Q.

A
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The simple surface resitivity sensors shown in Figs. 11 and 12 cannot be used if the surface to be
tested is covered with paint. Taillet and his coworkers at ONERA have considered this problem and have
devised a system, sold commercially as CORAS, that is based on ac measurement so that it can function even
in the presence of a thin insulating film over the surface to be tested (19). The system employs a
specially designed head with multiple concentric electrodes that include guard rings zud sleeves sur-
rounding the measuring electrodes. The accompanying electronics processing unit includes several synchro-
nous detectors to permit phase-sensitive measurements. The sophistication and complexity of the CORAS
instrumentation is such that it would not be reasonable to attempt to assemble it from available labora-
tory equipment.
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Fig. 11. Device for measuring surface resistivity.

.

6.2.3 Electrical Sonding Measurements

Although the concept of measuring bonding seems trivially simple at firsg glance (particularly since
bonds for electrostatic purposes are adequate if they have a resistance of 10 Q or less), practical con~
siderations, such as the existence of paint over the surfaces to be tested, can greatly complicate the
problem, If the surfaces are unpainted, the device of Fig. 11 can be bridged across the joint between a
dielectric panel and the surrounding structure to verify continuity. Again, if the surfaces are
unpainted, an ohmmeter can be used to verify continuity between various conductors and the frame of the
aircraft.

For tests on painted surfaces, the CORAS system developed by Taillet and his coworkers can be used to
verify bonding adequacy (19). In the "bonding" mode of operation, an electrode in contact with the insu-
lating paint layer is used to inject an audio frequency current through the layer into the metallic piece.
(The other terminal of the generator is connected to the airframe). A high-impedance sensing device
measures, through the same paint layer, the ac voltage of the piece. If this voltage is not negligible
with respect to the forcing electrode voltage, the bond is not acceptable.
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Fig. 12.  Coaxial conductivity probe used to measure surface resistivity.

6.2.4 Corona Discharge Tests

Frequently, it is important to assess the vulnerability of a vehicle to corona discharge in flight.
For example, before the first model is flown in charging conditions, it is reassuring to know that it has
been exposed to and functioned properly under the anticipated discharging levels. This is often the first
time the vehicle systems have been assembled in their entirety. Alternatively, it may be that a vehicle
has been experiencing difficulty and that the source has not been identified. A test can be carried out
using the setup shown in Fig. 13 in an area as free as possible of clutter, to simulate free flight condi~
tions. Ideally, the vehicle could be mounted on a stand to minimize ground effects. To simulate actual
flight conditions, no electrical connections should be made except for a connection to ground through a
high-resistance carbon fiber wire that provides the necessary RF isolation and does not significantly
alter the electrical field distribution around the vehicle. Communication should be via fiber-optics
links; internal power can be provided by batteries or by a hydraulic generator, fed via nonconducting
hydraulic hoses. Thus, as far as radio frequency noise is concerned, the vehicle should be completely
isolated (electrically), as it would be in flight.

Corona current is drawn from the wings and fins by high-voltage "field bowls". These field bowls can
be made of wood covered with high-resistance paint. Due to the high surface resistivity, good RF isola-
tion is achieved, and, thus, the RF coupling to the wings and fins is the same when the vehicle is in
flight. The high voltage applied to the field bowls produces the same dc fields at the vehicle
extremeties as may be expected to occur under actual flight conditions. The field bowls used at the wings
consist of a V-shaped structure, placed about 12 cm from the rear wing edge. For the fins, a flat plate
can be used to draw current simultaneously from all the fins.

A safety resistor, indicated in the figure, of roughly 35 MQ is used to limit current in the event of
a short circuit. The high-voltage line is usually split three ways and connected to the two wing bowls
and the flat fin collector. These connections consist of a distributed high-resistance wire to provide RF
isolation. Three currenf meters can be used to monitor the current drawn by each wing and the fins. To
achieve the proper ratio of current from wings and fins, the distance of each field bowl from the vehicle
extremities is varied, while the high voltage is kept constant.

BN S
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Fig. 13. Schematic of test setup for studying corona discharge noise effects.

6.3 Flight tracking
6.3.1 Ambient Charging

In conducting tests to study p-static noise elimination, it is generally necessary to specify the
charging levels to which the test vehicle was exposed. This can be accomplished by installing an electri-
cally isolated metal patch on a frontal surface, as suggested in Fig. l4. The installation can be sur-
prisingly primitive and still yield perfectly acceptable results. For example, as shown in the figure, it
is possible to simply apply insulating tape to the airfoil leading edge, place a thin metal sheet on top,
and hold the sheet in place with tape around the edges. A wire connected to the sensor plate can be
fished through an existing nearby screw hole. Tape applied over the wire keeps it from whipping and
breaking in flight. Tests yielding valuable insights has been conducted by SRI, using installations no
more elegant than the one shown in Fig. l4.

6.3.2 Charging of Dielectric Region

Frequently, it is necessary to determine the charging rate of a dielectric surface on an aircraft
without unduly modifying its properties. This can be accomplished by installing a ring around the
exterior periphery of the surface, as shown in Fig. 15. A dc ammeter can be used to measure the charging
current. If it is of interest to detect the occurrence of discharges on the dielectric, an oscilloscope
or other pulse~detection system can be capacitively coupled to the foil ring without affecting its cur-
rent-measuring characteristics.

6.3.3 Discharge Current

The current being discharged from the airplane is a parameter of great interest. A simple scheme
used to measure discharge current in flight is shown in Fig. 16. A decoupled discharger is modified by
scraping away a band of high-resistance paint at the attachment end of the discharger to produce an insu-
lating band. A piece of wire is attached to the resistive paint aft of the insulating band. The wire is
brought to the interior through a convenient hole in the airfoil. (Generally, it is possible to remove
one of a series of screws attaching an end cap or cover plate for the duration of the test and to use the
hole to conduct the wire).

6.3.4 Aircraft Potentiasl

Another parameter of great interest is the aircraft potential during periods of charging, since the
potential is sensitive to engine charging as well as to frictional charging resulting from particle
impact. If the airplane is operating in a field-free environment (typical in high-altitude clouds --
cirrus, etc. -- away from thunderstorm cells), the measurement of the electrostatic field at a single
location on the aircraft is sufficient to define the potential. (The relationship between the field and
;:; potential can be established by laboratory modeling measurements of the sort described in reference
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Fig. 14. Scheme for measuring current deposited on an aircraft forward surface.
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Fig. 15. Technique for measuring charging current to plastic region.

cirrys, etc. -- away from thunderstorm cells), the measurement of the electrostatic field at a single
location on the aircraft is sufficient to define the potential. (The relationship between the field and
the potential can be established by laboratory modeling measurements of the sort described in reference
20).

Although the field can, in principle, be measured anywhere on the aircraft, modeling is greatly sim-
plified if the field is mesgsured in a region of large radius of curvature, such as the belly of the air-
plane. This is also practical: to sample the external field, the field sensor has to penetrate to the
outside of the skin (i.e., a hole has to be cut in the skin). Generally, on the belly of the aircraft, a
nonloadbearing access hatch or cover plate can be found in which the sensor can be mounted without
affecting the structural integrity of the aircraft.

The field meters used for this purpose at SRI have been of the rotating vane sensor type. These are
extremely rugged and are straightforward to build, install, and calibrate.
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Fig. 16. Modification of existing ortho-decoupled discharger to measure
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7.0 Conclusions

The processes of aircraft electrification and consequent noise generation are now understood in sub-
stantial detail, and effective techniques for interference avoidance and control have been developed.
These techniques have been described in this paper, and, if conscientiously applied, should permit satis-
factory operation of flight vehicles under conditions of static electrification.

Unfortunately, in practice, small inadvertent deviations from good practice or relatively trivial
shortcomings in design detail can often completely negate ap otherwise excellent static interference con-
trol program. The troubleshooter in these cases is faced with the need to identify the source of the

problem and to take steps to correct it. Measurement techniques to help in this regard are available and
have been discussed here.

Perhaps the most important ingredient in this area of electromagnetic interference control is the
realization that it can be successful. No black magic is involved, the sources of interference have been
identified, and practical methods for their control have been developed. However, great care and atten-
tion to their application are essential.
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Summary

The frequency domain transmission line equations for an uniform transmission line are presented on the bases of
an equivalent circuit description of the interaction problem of a transmission line with an incident field. Source
terms are included in a convenient formulation. The general solutions are presented and interpreted for special
cases which are typical for conditions in airborne systems. The resonance behaviour of cables is discussed and
compared to frequency independent excitation. Typical forms of excitations are discussed in frequency and in
time domain. The excitation conditions interior of an airborne system are discussed briefly. The physical phe-
nomena of shielding are described. The parameters transfer impedance and transfer admittance are introduced
and interpreted in terms of electrical and geometrical shield properties. Methods for cable tests are discussed
and compared among one another.

Preface

Since the publication of the monograph "Coupling to Shielded Cables" by E.F. Vance /1/ and the report on "EMP
Interaction 2 - 1" by K.S.H. Lee (ed.) /2/ coupling to cables has become a classic problem. Although further
development in particular on multiconductor cables seems to be desirable, /1/ and /2/ can be considered stan-
dards. In this lecture we will closely stick to the notation of Vance /1/. This enables the reader to continue
studies without changing the notation.

1. Introduction

With regard to the impact of an EMP-field incident on an airborne system the cables and antennas are
prominent collectors of electromagnetic energy. Their prominence is at least to some degree due to the fact
that cables usually are connected to inputs (points of entry) of electronic (sub-) systems. So cables guide the
transients to the components which are likely to be damaged. It is since worthwhile to study their interaction
with EMP like fields or with fields which result from the scattering of the incident field with the outer shell
of the object.

From an interaction point of view cables in airborne systems can be considered slim circular cylinders which
are mounted closely and in many cases parallel to a metallic surface. (in case that no reference plane is
present there is usually an other cable or conductor which can act as return path for the current. However
this must then be treated by a different model). In this lecture we shall confine ourselves to cylinders
parallel to a metallic surface as return path. Together with the metal surface, cables of cylindrical shape
form systems which are well understood, at least for the frequency region we are concerned with (0 < <
100 MHz). Th transmission line model has proved to predict successfully the response to electromagnetic
fields with enough accuracy even in extrem cases. The most important limitation is that the wavelength of
the highest frequency under consideration should be less than 10 times the height of the cylinder above
ground plane. This is almost automatically fulfilled in airborne systems. The model looses its meaning when
the cable length is comparable to h. This also is no serious limitation.

2. The model

Fig. 1 represents the geometry of the transmission line model. Together with the conductivity of the cylinder
and of the metal plane (and the electrical properties of the medium) the geometric parameters a (radius of
the cylinder) and h (height above ground) define the model. In addition to that the resonances of the system
z(ue rov.)nghly defined by the length of the cables between the terminals and by the impedances Z, and zZ,
fig. 2).

The equivalent transmission line circuit (including internal sources, which will be defined later) is given in
fig. 3. It shows an element of the total line, dz in length. The series impedance per unit length is given by
Z = R + iwL, the shunt admittance by Y = G + joC. R, L, G and C are the series resistance and inductance
and the shunt admittance of the medium and the capacitance per unit length. Besides the fact that a source
term is included, this is the classical transmission line formulation. The characteristic impedance is given by

Zy=V(R + juL) / (G + ju)

the propagation constant is

v =Y(R + juL) (G + juC)

For a lossless line Z, and v are reduced to simple expressions:

z, = IFC = ivl ¢




s

The reflection conditions at the ends of the line (fig. 2) are defined by the reflection factors

zZ -7 zZ,-2
pl= 1 0 and P3= 2 0
Zl+Zo Zl+Zo

It is possible to express Z, and Y in terms of geometrical quantities and properties of the medium. For the
geometry described in fig. 1 we get

1 1 2h
2y semmmof — . log (h >> a)
21 €

The parameters v, € are the permeability and permittivity respectively of the medium between wire and
ground plane. For lossless lines we get

A= j®/c with c velocity of light, @= 2 *f; f frequency

Excitation by an incident field

It can be shown that die driving source which originates from an incident field can be approximated by a
series voltage source as given in fig. 3. The source term per unit length depends only on E_ that is the
component of the E field vector which is parallel to the axis of the cylinder. When using this véty convenient
approximation the other source terms which are not shown here must be taken into account by series voltage
sources in the terminations. (we will not make use of that in this lecture but it is obvious that vertical field
components will induce currents in the vertical oriented conductors at the terminals of the line).

El is the field which would exist at the position of the cylinder if the cylinder were absent.

For harmonically varying signals the following differential equations can be derived from fig. 3.

A E -1z
dz z

A vy
dz

By decoupling I and V the following second order differential equations are obtained

dE
m ¥ v
dz? &

d1
(2) vl Y11= - YE,
The solution of (1) and (2) is given by

(3)  Ke) =[K; +P2)] e . (K, + Q ()] e’?

@ V@) =2, (K +P2)]e Y* - (K, +Q@)e"?

z
w
(5) where P(z) =-u e E dv
ZZO
%
and z
2
6) Qlz) = e Y E dv
220
z
The constants K, and K, depend on the reflection factors P, and P, and on the length | = 2, -z,

Py P(zz)e'"z - Q(zl)euz
-7 (z2 - zl)

(1 K, =p, e'%
eT(z2) - Be
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o (z, - zl) £, Py o Y(zz - zl)

The resonance frequencies.

Supposing the cylinder in our model is a cable shield which is short circuited at both ends, then Py =Py = -1.
The denomirator of K, and K, are reduced to 2 j sinB 1 (¢= B = p/c)

The poles of l(l and K2 are at wl/c = n¥ ., (n = 0, 1, 2...) and consequently the resonance frequencies are
given by

(9 f ==D-c_
Ies 21

Excitation under special conditions

At frequencies much below the first resonanu+he expression for the current is reduced to

(10) Hz,) (z,) 2%
10 Hz,) =1(z,) =en— h
! 7oy,

independent of frequency.

Since the resonances of cables shorter than 1,5 m are above 100 MHz, they are outside of the frequency
spectrum of EMP and no significant excitation of resonances should occur.

Even for longer cables, where the resonance frequencies coinside with areas of higher spectral density of the
field, the resonances are not excited under all circumstances. The nulls of the nominator can cancel the
poles under certain conditions, eg. for normal incidence of a plane wave. In time domain this means again
that the time history of the current equals that of E,.

Fig. 4 through 6 show a number of time histories of measured bulk currents induced by double exponential
fields on shielded cables.

The excitation of cables which are part of a cabling system

The fields within an airplane or a missile are usually completely different from tke incident EMP-field. When
penetrating through an aperture the fields are more or less a replica of those at the outer surface of the
structure which is a superposition of the incident and the scattered field. The ratio of the two portions vary
from place to place. Nevertheless the scattered field always plays an important role and the ringing of the
outer structure strongly affects the excitation of the interior cabling. This means that in general the
resonances of the exterior surface will appear in the spectra of the currents induced on interior cables.

Dependent on the coupling conditions (as was pointed out earlier) resonances of the structure can domirate
the individual resonances of the cables (see fig. 7).

But this is not the whole truth. The penetrating field excites a great number of modes in the interior, as
there are

(.)  cavity excitation
(..) currents on individual cables
(...) currents on conducting loops, rods etc.

Most of the modes are strongly coupled and since only little energy is reflected back through the aperture
into the exterior space the interior system has time enough to distribute the energy among the subsystems,
even to those components which are not directly illuminated by the penetrating field. The eigenstates of such
a system depend on a great number of eigenstates of the subsystems. Only occasionally pure single cable
resonances are observed. Typical for systems are narrow spaced resonances as shown in fig. 8 and 9.

It can be seen from Fq.(10) that the parameter h plays an important role in coupling. (Roughly speaking the
maximum induced current is given by Eg. (10)). To minimize h is therefore a cheap and useful method to
decrease coupling.

Shielded cables

The circular cylinders which are the basic elements of our model have not yet been specified. In this chapter
we assume that the cylinders are the outer surface of a shielded cable no matter what the shield is. We
shall limit the discussion on tubular and braided shields.

General considerations and definitions

The shield currents (and voltages) are those described in the preceding sections. In this sections we are
interested in the currents and voltages on the interior conductors inside of the shield. The shield current
density and the charge density are considered to be the driving source of the interior currents and voltages.
If the shield were perfect the internal conductors should not be affected by the external electromagnetic
environmert at all. However since the field diffuses through the shield (tube) and since moreover shields can
contain apertures the shielding efficiency is limited. Again we describe the influence of the external en-
vironment on interior lines by distributed sources along the line.{Fig. 10 and 11)
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We assume that the influence of the sheath current density is represented by a series distributed voltage
source per unit length

Ez (z) = Zr. Io(z)

The influence of the exterior surface charge density is described in an analogous way by a distributed shunt
current source per unit length

I2) = - Yo V, (@)

note: the woltage V,, (z) is directly related to the exterior surface charge density.

We call 2. the transfer impedance and Y., the transfer admittance. Z.. and Y.. describe the shielding
property ofT the cable sheath. It is now straight forward to set up an equivalent curcuit. This was done in fig.
11.

The corresponding differential equations are

a1 _av 4. E, (2)
12) _d_ | yv. )
&

The general solution would imply the solution of the external problem and the internal one. Since we are
dealing with "good" cable shields we assume that E_ and J(z) are only dependent on the external environ-
ment. Moreover for simplicity we want to get the I6w frequency approximation only. This implies that the
wavelength is long in comparison with the cable length l. Consequently the currents and voltages do not
strongly depend on z. In this approximation the currents Il and l2 which flow through the termination 1 and
2 (see fig. 1Q) are given by

2
13) Le Iy Z1 + VoY'r" %
ZI+ZZ 214-22
z
a9 a1zt - Vvt 21
2,42, z,42,

The voltages across the terminations are

If the cable shields are short circuited at the ends and if the distance to ground plan is small we have a low
impedance system. We then expect that even for a strong current the corresponding voltage V, will be
small (low frequencies, no cable resonances). Then mainly the first tetm of (13) and (14) will contribute.

This is no longer true when the cable shield is open ended at one or both terminals. Then Yo and Vo grow
drastically and the contribution of the second term in (13) and (14) can supersede that of the first term.

Interpretation of transfer impedance and transfer admittance

1. Tubular shields

Coupling through a completely closed thin walled shield is possible by diffusion only. The expression for
Z; was derived by Schelkunoff :

tub _ 1 (1+f) T/

iy
29QeT sinh (1+j)T/s
with
a radius of the shield
T wall thickness
° conductivity of the shie]
8 skin depth given by ﬁ‘f /.. T
-7
u,e 4x,107" Vs/Am
H o= uo . ll'

relative permeability of the shield material

=
-3
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2. Braided shields

Two ways of coupling are important. The external circu.nferential magnetic field associated with the current
on the shield penetrates through the aperture as shown in fig. 12. It changes the magnetic flux in the
internal circuit and this results in an induced series voltage (transfer impedance). The electric flux can also
penetrate through the aperture. It induces a surface charge on the inner conductor (:ransfer admittance; see
fig. 13). The source of the exterior electric field i the surface charge. (If the external system is described
as a transmission line system, the surface charge parameter is usually replaced by the voltage of the exterior
system). Since we (hopefully) are dealing with low impedance systems the transfer impedance is of higher
practical relevance than the transfer admittance. In fig. 14 the typica) characteristic of tmﬂﬁer impedance
versus frequency is shown (note that Zr of a braided shield also includes a term similar to Zy ).

7. Cable testing

The aim of cable testing is normally to simulate currents and voltages on lines or on the cable shield which
are similar to those which one would expect in case of an EMP. If the test is part of an acceptance test,
usually standardized puise shapes are used. In this lecture we confine ourselves to the principles. The techni-
cal solution will be discussed elsewhere. Two ranges of application and three kinds of coupling with quite a
number of modifications are in common use.

The method can be applied to inject currents

1. on interior lines or directly to the pins of plugs at the inputs of electronic equipment
or
2. on the external sheath of shielded cables

The coupling is either

galvanic, or

capacitive, or

inductive

or a combination thereof.

Fig. 15 shows a set up for injection on pins or on interior lines. The current is coupled directly by galvanic
or by capacitiv coupling. The network indicated in fig. 15 can have several functions. The dominant functions
are pulse shaping and current limitation. The first aspect is self explaining, the second needs some expla-
nation. In many cases it is advisable to limit the current. If a break through occurs behind one or more pins,
the input impedance can drop to extremely low values. When using a low impedance generator the input
current can go up to unrealistic values which cannot occur under real conditions.

f EMP coupling to a cable is the source of the transient the current is limited by the characteristic impe~
dance of the transmission line system which consists either of the cable and the ground plane or of the
interior line and the sheat. This limiting effect can be taken into account by using a current limiting
resistor.

Fig. 16 and 17 show the basic experimental arrangements with capacitive and inductive coupling. Capacitive
coupling devices predominantly generate a surface charge on the shield (or a voltage). The currents and
voltages induced on the exterior system are aproximalety given by Eqg. (13) and (14). Note that the currents
induced in this case are directed to the coupling device as indicated in fig. 16. The capacitive coupling device
acts as a curfent source.

An inductive coupling device works like a series voltage source. The current vectors are indicated in fig. 17.
As is easily seen from fig. 16 and 17 the symmetries of the induced cutrents are reversed. One of the
concequences is that different excitation modes are excited dependent on the coupling mechanisme.

Practical aspects

Direct current injection measurements seem tc be very easy at least at the first glance. Nevertheless a lot
of things can go wrong and they often do go wrong. For this treason some rules are listed to help the learner
to start in the right direction,

rule 1. The most realistic response of a system is achieved when the current is injected on the original cable
with the original electronic equipments connected to both terminals, everv thing grounded and mounted in the
correct way. Nevertheless the coupling device changes the system properties to some degree e.g. high Q
resonances are usually damped.

rule 2. In many cases only one (electronic) unit is under test whereas another (auxillary) unit is needed for
control purposes or to perform a working program during the test. In this case the original cable is usually
replaced by a test set up which includes a decoupling device which decouples the equipment under test from
the one which is not under test with respect to the injected transient.

The decoupling unit should have a number of properties.

a. it must assure that the auxillary equipment is not damaged

b. it must allow the signal (or power) to pass without inadequate attenuation.
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c. it's input impedance (seen from the side where the injection is done) must not be lower than the input
impedance of the component under test. When using a filter or a combination of filters and surge
arrestors, or any other unspecified device, make sure that no large capacitance and no spark gap is
directly connected to the tested conductor. By such an element, the cable is short circuited at one end
and most of the current will flow through this connection to ground.

rule 3. If a special test set up is used, make sure that the high frequency response is adequate. Use a
metal plane as reference plane and as return path of the current. The height of the cable above this
plane should somehow reflect the teal height. This system shows a transmission line behaviour similar to
that of a real cable above metallic ground.

rule 4. Make sure that the injected current corresponds to the desired signal. Make current measurements
at various points of the cable in particular when working at high frequencies and with fast rising pulses.

rule 5. When doing injection into pins, don't be surprised if the current or the voltage look strange. (in
most cases a ringing will be observed) This results in many cases from the complex input impedance at
the pins. In this case use in a first step a resistor as the load of the generator. The resistance should be
close the characteristic impedance of the transmission line. Check if the current through the resistor is
close to the desired signal.

rule 6. Although the interpretation of currents/voltages at pins is difficult, observe at least in critical
cases how the peak voltage at the pin changes, when the output voltage of the generator is increased. An
almost constant or slowly growing input voltage indicates a nonlinear characteristic or a simple break
through. This observation is very important for the interpretation of the test results.

rule 7. Make sure that the working voltage on the lines or at the pins does not damage the generator.
Use a capacitor and/or a varistor in case of a.c. power to avoid undesirable interaction with the gene-
ratot.

This list includes only the general aspects. Special problems require special solution. The possible pitfalls are
numerous, it is important to be aware of that.

Conclusion

With respect to coupling of electromagnetic fields, cables represent a class of objects. They are well under-
stood as long as isolated individuals ate considered. A system of interconnected cables usually shows a
collectiv behaviour which is difficult to predict. Cable testing is a powerful tool to examine the EMP response
of electronic units. It is more appropriate than the field test when details are of special interest. Its
applicatitl)leld requires a deep understanding of the system or the systems in which the tested unit is going to
be installed.
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Balanced EMP-Shielding of Cs-racilities
P.A.A. Sevat
FEL-TNO
P.0. Box 96864
2509 JG THE HAGUE
The Netherlands

Summary

If a large and complex system with sensitive equipment, like a Cs—facility, has to be protected
against EMP it can have advantage to shield the system as a whole and not to provide all parts and
subsystems separately with shields and limiters.

In this case the shield of the room or building in which the system (equipment with cabling)
is installed, has to be designed in relation to the threat, the requirements (to avoid upset, malfunction
or damage) and the sensitivity of the system.

In this paper the keys are given to make a choice of the type and thickness of the material needed to
construct a tailored and cost-effective EMP-shield.

1. Introduction

Experience has learned that in many cases the equipment itself is sufficiently shielded by its own
metal cabinet. The effects upon the equipment are mostly caused by the induced transients on the cables
connected to the equipment.

The equipment can be protected against these transients by shielding the cables and providing
limiters at the points where the cables are connected to the equipment.

Sometimes the interconnecting cabling can be so complex and extensive, for instance in the case of
large computers with auxiliary equipment, that shielding of all conductors or installing limiters on
the multi-wire in- and outputs of the subsystems is expensive, unpractical and probably even impossible.
In such cases shielding of the room or building can be the best way of protecting the equipment.

This has the advantage that unhardened, off the shelf equipment with its interconnecting cabling can be
installed in it and easily replaced by other and later perhaps more sensitive systems.

In this case only the cables entering and leaving the shielded room or building have to be provided
with limiters.

For the design of a tailored shield, it is necessary to know the effects of the threat (the EMP
environment) upon the system installed in a shielded enclosure. These effects have to be calculated.

In general an accurate calculation of all the combined effects of EMP upon a complex facility is not
possible. However, it will be shown that with a conservative approach and the application of safety-
margins a reasonably reliable design of a shielding enclosure can be made.

2. The EMP-environment

It is assumed that the incident field is a plane wave. Reflections to the ground or other conduc-
ting surfaces in the neighbourhood are not taken into account.

The time dependence of the EMP of an exo-atmospheric burst can be formulated, e.g. for the mag-
netic component, by a double exponential expression
e —Bt)

-at
H (t) = H (e - (1)

For more complicated wave shapes, like those of the endo-atmospheric EMP, more exponentials are needed.
The spectrum of Eq (1) is

1 _ 1
a+jw B+ Jw

Hy(w) = H, ( ) ()

3. Some characteristics of a shield

In this paper only solid shell shields are considered. The calculation of the type and thickness
of the shielding material is based upon the assumption that the shield is a continuous, conducting
shell. The effects of interruptions in the flat walls caused by doors, ventilation openings, etc. and
by cable penetrations cannot be decreased by applying better or thicker shielding material than
designed for the solid shell.

The imperfections themselves muat be properly treated.

The attenuation of a shield is frequency dependent.

At the higher frequencies, e.g. f>1 MHz, the attenuation of a solid shell is very high. The contribu-
tion ot these frequencies to the total field inside the enclosure is very low.

The dimensions of the enclosures are mostly small compared to the wavelength of the lower
frequencies. Therefore the incident field can be considered as a gquasi-static field and the electric
and magnetic component of the field can be considered separately.

The attenuation of magnetic fields at low frequencies is very poor. Electric fields on the
contrary are very much attenuated {11, ([2].

Because the electric component of the field is much more attenuated than the magnetic component the
attention will be focused on the magnetic field H.

A magnetic field couples very efficiently with loops. The induced voltage in loops is related to

the first derivitive of this field.

U, () = uA ":i‘) (3)
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o

B Rk
A = area of the loop
For the calculation of the effects the field Hi(t) inside the enclosure must be known.

The inside field Hiigl

For the calculation of the inside field Hi(t) the transfer functions derived by Kaden for
quasi-static fields can be used {3].
R, (w)
w
Ho( )

Tyw) = (4)

For Ho(un Eq. (2) can be used.
The transfer functions T, (w) for three basic shapes are given in table 1.
By inverse fourier transformation Hi(t) can be calculated [2}, [3].

The shielding enclosure can roughly be approximated by one of three basic shapes, see table 1.
A large room with a relatively small height can be replaced by two parallel plates, a long enclosure
with a square cross-section by a cylindrical shell and a cubical enclosure by a spherical shell.

The time dependence of H (t) can also be formulated by a double exponential expression.
Compared to Eq. (1) the factof H_ is lower and the time constants g and B are usually a few orders of
magnitude smaller. This means that the rise and fall time of Hi(t) are much larger than those of the
outside field Ho(t).
The lower AH together with a larger At in Eq. (3) result in a double effect upon the induced
voltages in loops. Shielding of the EMP is a very effective measure.

with Hi(t) the effects upon the system can be calculated. It gives a direct relation between the
threat and the effects upon the equipment.
Moreover the concept of safety margins can be used.

. The effects of Hiigl

As discussed earlier the cables of the system act as antennae and form loops.
The ratio of the induced peak voltage in a loop without and with shielding can be expressed in decibels.

u
o
i

dB (5)

SEMP = 20 log

With this definition the shielding effect for EMP can be expressed in only one single figure [4].

In practice the rise time of Hi(t). defined as the time between 10% and 90% of P, ok is
£ >1 us. Therefore Eq. {3) can be used for large loops. bie

In fig. 1 the peak voltage per square metre in a loop in the centre of a sphere with radius r = 1m
is plotted versus the thickness of four different types of shielding material [4].
In the calculations the EMP of the exo-atmospheric burst of STANAG 4145 is used for H (t). With the
transfer functions T, (w) of table 1 and inverse fourier transformation H.(t) is calculated. U is

1 lvpk

derived from Eq. (3).

In ref. [2] and (4] it is shown that if the parameter C >3 the U is inversely proportional

to the radius r. 1,pk

C = 3urd for spheres (6)
r

c . for two plates and cylinders (7)
r

If in Eq. (7) €>3, fig. 1 can also be used for two plates and cylinders. For r see table 1.
The last step is the comparison of the output voltage of the expected loops with the different
threshold levels of the equipment.

Threshold levels of sensitive equipment

Three different threshold levels can be distinguished, namely for upset, malfunction and damage.
For upset and malfunction mostly the peak voltage determines the effect, for damage (burn-out) also
the time behaviour of the waveform is important.

Currents entering the shielded room by cable penetrations are left out of consideration here.

If the voltage threshold levels of the equipment are not known and cannot be established the follo-
wing rough, but conservative rules of thumb can be used.

Upset of sensitive, small signal circuits (e.g. in data processing equipment) can be expected from a
few tenths of volts and damage from a few tens of volts (a factor 100 difference).

Because of the transfer attenuation between the cable connectors and the sensitive circuits inside the
equipment, the threshold levels at the cable connectors are generally higher than the above menticned
voltage levels.

wWhen damage (burn-out) can be expected it is advisable to calculate the energy at the input of the
sensitive component and to compare this value with the corresponding energy threshold level.

Besides the inside field H (t) caused by the EMP it should be kept in mind that the equipment with
its interconnecting cabling sholuld be capable of tolerating the inside interference level generated
by the equipment inside the shielded room.

Some manufacturers of data processing systems (e.g. computers) guarantee that their system with
interconnecting cabling is capable of tolerating radio frequency interference levels with a peak field-
strenght up to about 10 V/m.

In this case it would not be cost-effective to design a shield with an inside magnetic peak field-
strength H " which is smaller than a reasonable safety-margin (say 20 dB) below the corresponding
interferenca® peak fieldstrength of 26 mA/m.

N P} __..m.“ -
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Procedure for the design of a shield

Briefly summarized the procedure is as follows.

- The first step is to determine which equipment has to fulfil its mission at all events.

- The next step is to localize the critical, sensitive circuits in this equipment.

- Observe the coupling between these circuits and the external connections of the equipment and make
an estimation of the concerning threshold levels at the cable connectors.

- Apply a suitable safety margin to these levels.

- Devide by the maximum area of the loops expected in the cabling to the cable connectors.

- Multiply by the distance or radius r of the corresponding basic shape replacing the room or building
to be shielded.

- Read from fig. 1 the thickness needed for the material of your choice.

Example

In a room with length 10 m, width 10 m and height 5 m Data Processing Equipment (DPE) will be
installed. It is critical equipment that has to perform its mission without any interruption.

The threat is the EMP of an exo-atmospheric burst (Hpk = 133 A/m, tr = 5 ns and th = 200 ns).

The induced peak voltage per square metre in electrically small loops without shielding the room is

0.8 Ho "
U g ——2BX o7 g/
1,pk t
r
The logic levels inside the DPE are in the order of a few volts, It is obvious that the equipment must
be protected against EMP.
The next step is to replace the room for instance by a sphere with corresponding volume.

4 ﬂra

V=10x10x5m = 3

The radius r of the sphere is 4.92 m.

Assume the threshold levels for upset the DPE are 0.1 V. Apply a safety margin of 20 dB. If no
attenuation exists in the transmission between the cable connectors and the critical sensitive circuits
inside the equipment, the maximum allowable peak voltage at the cable connectors is 0.01 V.

The maximum possible area of a loop in the room is 10 x 10 = 100 m*. Of course loops in the
cabling should be avoided or the area should be kept to a minimum. Correction for the larger area of
the loop gives a value of 10-4 v/m’.

Multiplying by r for correction of the larger radius of the enclosure results in a maximum
allowable value of about 5 x 10-4 V/m’.

From fig. 1 it can be read that the necessary thickness of steel is about 0.4 mm, copper 0.7 mm and
aluminium 1 mm.

This is a rather conservative approach, because it is assumed that the output voltage of the toopis
the same as the induced voltage (high impedance termination by the DPE).

Calculate parameter C of the sphere. Steel has the lowest value.

r 4.92
30 4 = 3x200%0.4 x10-3 ~ = 0.5

Because C >3 the extrapolation for the larger radius was correct and the following equations may be
used [4].

Hipk ® & (8)
B2C
t, m 0.2 B (9)

in which A = 3.7 x 10~ A/m/Hz and B = ¢ uo _
For steel plate with d = 0.4 mm is B = 9.9 x 10
The Hi pk f 1.8 mA/m and tr R 200 us.

’

With these figures and Eg. (3) the induced peak voltage per square metre inside the steel plated
enclosure can be calculated: U1 K R 9 uV/mt .

With the definition given PX n paragraph 5 and Eq. (5) the EMP shielding effect of the solid
shell, steel plated enclosure is 190 dB. This value will be degraded by imperfections in the shield, see
next paragraph.

The peak fieldstrength Hi = 1.8 mA/m is about 23 dB below the 26 mA/m interference level of
paragraph 6, where upset from *PX internal generated interference can be expected. This provides a
reasonable safety margin. The protection against EMP is balanced against the upset level caused by
internal RFI.

4

Imperfections in the shield

Once the type and thickness of the shielding material has been chosen the attention should be
focused on the imperfections in the shield.
During the construction special attention should be paid on a continuous electrical contact between
the plates to compose a solid shell [S].
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Then the interruptions in the flat walls caused by doors, ventilation openings, etc. should
be constructed so that they do not degrade the shielding effect of the solid shell.

Imperfections in these constructions cannot be compensated by thicker or better shielding material
of the solid shell.

Local degradations of the shield can be discovered by wellknown CW fieldstrength measurements.
Measurements in the time domain wvith EMP-simulators have shown that imperfections, in the shield
produce large, oscillating transients, both E and H fields, with a short rise time in front of and
separated from the normal wave shape of H (t) [5].

They are easily overlooked with CW measuréements.
These transient fields have important consequences for the induced responses on cables.

To gain maximum profit of the shield, the other techniques for protection, such as grounding,
bonding, treatment of cable penetrations, etc. should also be applied.

10. Other factors influencing thickness

In practice it has advantage to use thicker material than needed for EMP protection.
Sometimes 3 mm steel plate is used because it can better be welded.
Another reason to use thicker material is to have some spare thickness if corrosion can be expected.
To avoid corrosion as much as possible a rather expensive coating is used.

Another method to solve the problem of corrosion is to use a type of stainless steel, e.g.
Cor Ten A steel. The lower EMP shielding effect (see striped curve in fig. 1) can be tried to
compensate by a larger thickness, e.g. 3 mm.

2
In this case Ul,pk N3 mv/mt .

This material is more expensive than for instance steel 37-2, however a special coating is not needed
and as a consequence the coating cannot be damaged by welding.

1. Conclusions

It has been shown that even with simple calculations an assessment of the shielding effect
against EMP can be made.

It appears that in many cases sufficient shielding can be obtained with relatively thin material.

In practice it may be that the thickness of the shield is more determined by structural conside-
rations than by EMP considerations.
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1, (w)
Shape nr transfer function Tﬂ(m)- E:TGS

cosh Yd +.‘zk sinh vd

Ho 1

cylinder with see shape nr, 1
axial field Ho

1
r
— 31—
@ TH; cosh d h}(k +-";) sinh vd
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2
1
cosh yd + -;— (k + —i—) sinh vd
3
Yy = Vijuwuo k= -I—r
r
Table 1 The transfer function of two parallel plates, a cylindrical

shell and a spherical shell,
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INDUCING LARGE CURRENTS INTO CABLES
by
P.A.A. Sevat
FEL-TNO
P.0.Box 96864
2509 JG The Hague
The Netherlands

SUMMARY

EMP and Lightning can induce large currents into long cables. For the purpose of
testing or verification protection measures, simulation of the induced currents is
necessary. Current injection of common mode bulk currents appears to be a very useful
method. The most realistic way is indirect coupling, without interrupting the normal

operation of the equipment. Two methods of inductive coupling are described.

1. INTRODUCTION

Modern electric and electronic systems are equipped with many vulnerable components,
like IC's, micro processors, etc. Even relatively small peak voltages and peak currents
can cause upset and damage in these equipment.

The phenomena that cause electrical overstress (EO0OS) are EMP, Lightning, ESD,
Inductive Switching, HERO, etc.

In this paper the attention will be focused on EMP, because of the extensive
influence upon large cable systems, while the other phenomena are concentrated in smaller

areas, or are localized at equipment level.

The effects of EMP are mainly caused by the cables which act as antennae and deliver
the collected energy to the connected equipment. Long cables collect much energy.

Command, Control and Communication (CY) Systems, Air Trafic Control Centres, Missile
Launching Systems, etc., are mostly connected to long cables. These objects are often
equipped with critical and vulnerable systems and have to meet specified EMP
requirements. For verification of these regquirements it is suggested to expose the object
to a radiated threat-level EMP environment and to observe the effects in the system [1].
This has the advantage that defects in a shielded enclosure can be discovered and
realistic transients in the local cabling can be induced. However, it is not possible to
expose the cables connecting the object to the outside world over the whole length,
because of the limited area over which the field of an EMP simulator is radiated.

One of the possibilities to overcome this problem is to inject currents onto cables
at places where they enter or leave the object under test. These currents should be
representative of the transients induced by the EMP. This means that large currents
should be induced with the same waveform and in the same way as those of the EMP.

In this paper the advantages and disadvantages of the different types of current
injection will be discussed and an example will be given of a method to induce large

currents into cables.
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2. CURRENT WAVEFORM

The magnitude and shape of the current induced by the EMP into cables is dependent
on many factors. The cables can be buried in the ground, laid upon the ground or
suspended above the ground. They can be situated close together in a bundle or separated
from each other. They can be installed in conduits or not.

The geography of a cable with respect to the incident EMP can be very complicated.
Different parts of the cable can have different angles with respect to the direction of
incidence. At places of discantinuities in the transmission way the energy is reflected,
e.g. at the entry-plate of a shielded building or at sharp bends in the cables.

The induced currents reradiate energy and between cables in a bundle cross-coupling

causes complex situations.

Experience has learned that the measured transients upon cables mostly have a wave-
form of an exponentially damped sinusoid with a rise time considerably larger than that
of the EMP. The frequency of the oscillations is related to the different possibilities
of resonance of the cable. The damping is dependent on the attenuation of the
transmission way, for buried cables the characteristics of the soil.

The peak magnitude of the current is limited to a maximum value. Increasing the
length of the cable to more than a certain value, say 100 m, does not increase the peak
magnitude of the current very much.

The measured currents are common mode (CM) bulk currents, i.e. the total current of
a wire bundle, or the total current of the shield and the inner conductors of a shielded
cable. The most realistic way of current injection is inducing (indirect injection) of CM
bulk currents into cables or wire bundles.

Representative magnitudes and waveforms of the current to be injected can be
determined either through theoretical predictions or extrapolation of low level

measurements.

2.1 Analysis
The calculation of the currents expected upon long cables connecting a large and

complex system to the outside world is mostly very complicated. The geographic lay-out of
the cables can be tried to replace by models. These models are approximations of the real
gsituation. The accuracy of the results are highly dependent on assumptions, the applied
simplifications and the parameters supposed, such as the characteristics of the soil in
cases of buried cables and the termination at the cable ends.

Also the reflections of the EMP on conducting surfaces in the neighbourhood are
influencing the results. Not always all facts are known, such as hidden grounding places
of cable shields. Therefore a high accuracy of the calculations cannot be expected.

2.2 Measurements

Measurement of currents induced into long cables by exposing them by a radiated
field from a low-level EMP simulator is possible in a limited geographical area.
Extrapolation to larger lengths of the cables, to other directions of incidence and
polarization and to the time history of a real EMP, introduce again an amount of
uncertainties. Extrapolation processes normaly assume a linear relationship between the
pulse excitation and the induced response.

It can be concluded that for large and complex electronic systems it is not possible
to predict the currents in long cables with sufficient accuracy only be calculations or
only by EMP-simulation. Both methods are necessary and have to complete and support each
other.
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3. CURRENT INJECTION

In stead of exposing long cables to a threat-level simulated EMP it can be tried to
simulate the effects of the EMP in the cable. This can be done by current injection.

Current injection can be used for threat-level testing, for example to determine
damage thresholds or to carry out a degree of overtest to ensure credibility of
protection measures. An overtest of 20 dB for instance has the advantage of removing some
of the uncertainty involved in the prediction or scaling process.

Currents can be injected at different levels of the system, e.g. into cables outside
the object, at the cable entrance of a building, at a junction box somewhere in the
system and at the connectors of the equipment. At the equipment site less energy from the
source is needed, however the desired current waveform and magnitude are difficult to

predict.

The equipment is mostly connected to more than one cable or conducter, such as
cables for the power, signal, remote control, antennae, etc. The incoming currents can
have different magnitude, shape, polarity and phase. The combination of all currents
ultimately defines the effects in the equipment. It is important to keep this in mind.

As noted previously current injection can be performed at different system levels.
The most realistic way is current injection simultaneously into more than one cable at
places where the cables are entering the object.

Current injection can be performed in a direct and an indirect way.

3.1 Direct injection

Currents csn be injected directly into the pins of a cable connector or junction
box. An advantage is that less energy is needed from the injection source than with
indirect coupling methods. For instance the current in the inner conductors of a shielded
cable have a lower magnitude than the current in the cable shield. Also the rise time is
longer, since the high frequencies are more attenuated.

An important disadvantage is the interruption of the normal cable function if the
cable must be disconnected to have access to the inner conductors. Without power, upset
of the equipment cannot be observed. Parallel injection is sometimes possible, however
care should be taken not to influence the performance of the equipment. On the other side
the more loosely the source is coupled to the system, the more enerqgy from the source is
required.

Pulse shaping and termination conditions (internal impedance of the source) should
be representative for the disconnected part of the system. By injecting currents into
only one or a few wires of a multi-conductor bundle, cross-coupling effects are
neglected.

Another way of direct injection is more promising, namely injection of current into
the shield of shielded cables [2]. The return path is limiting the possibilities, e.g.
the so0il for buried cables. With help of conductors parallel to the cable, transmission
lines can be formed. This mehod can only be used for shielded cables. The shield must be
accessible somewhere and be grounded at the other side. Sometimes it is possible to use
the inner and outer shield of a double shielded cable as trensmission line.

3.2 Indirect injection
For indirect injection methods, transformers and capacitance pipes can be used for

respectively inductive and capacitive coupling with the cable. One of the main advanteges
of indirect injection is, that CM bulk currents can be injected into cables, just as they
are induced by the EMP and measured during low-level EMP-simulations. Moreover, the
system can be leaved in its original configuration without disconnecting the cables and
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thus without disturbing the normal operation.

To inject currents & voltage source is needed. Mostly a capacitor is charged to a
high voltage and then discharged somewhere, somehow into the cable system. Injection with
a simple exponential pulse from a capacitor allows the cabling to act as a pulse forming
network and as a transmission path to the system inputs. The geometry of the cable system
will shape the waveform. This greatly simplifies the design of the driving pulse source.

With sources of enough energy the quality of the feed-throughs in shields (entry-
plate) can be tested up to threat level, also the shielding effect of cables, the action
of limiters and protection devices in the vault, the performance of the connected
equipment and the grounding of the entry-plate.

For testing equipment or devices connected to shielded cables a large representative
current into a considerable length of the cable shield is needed, since the coupling
between the shield and inner conductors is dependent on the length of the cable. In cases
where the shield current is strongly attenuated during propagation, e.g. with buried
cables, the injection should be distributed over a large length of the cable.

3.3 Inductive coupling

A study of the two coupling methods of indirect injection shows that inductive
coupling !as important advantages over capacitive coupling. A capacitively-coupled
system, consisting of a tube placed over the cable, becomes efficient with a coupler
capacitance for instance of 100 pF at frequencies above 20 MHz. These frequencies are
poorly represented in the spectrum of the cable current induced by the EMP.

At present new core materials for transformers greatly increase the efficiency of
inductive coupling. A toroidal core can be split and clamped around the cable without
disturbing the system. The cable forms the single-turn secondary of the transformer. This
current transformer is by nature a voltage injector. The current is the result of the
applied voltage and the impedance offered by the cable under test. Therefore the cable
impedance will first be studied.

4. CABLE IMPEDANCE

In Holland nearly all cables are buried in the ground. Only in mobile military
communication centres the cables are laid upon the ground. Therefore the attention will
be concentrated to buried cables, though the same approximations can be applied to other
cable configurations.

The cables are buried at a depth of about 60 cm. As a first approximation the soil
around the cable is assumed to be homogeneocus. The spectrum of the EMP contains
frequencies from very low to more than 100 MHz. A part of the incident field is reflected
at the ground and another part is penetrating into the ground. The cable forms a
transmission line with its environment. For the early-time part of the cable response
(the high frequencies) the cable system can be considered at best as a transmission line.

Two types of cable are of interest, namely cables with and without outer
insuletion. In the calculations they are replaced by insulated or bare, cylindrical, thin
wall conductors. Their behaviour in the ground, driven by a voltage injector, will be
discussed both, in the time and in the frequency domain.

4.1 Impedance in the frequency domain

Assume 8 signal cable (PTT) with 300 wire pairs is buried in the ground. The cable
is shielded and covered with a polyethylene jacket. The shield forms a natural coaxial
geometry with the soil es return path. The plastic jacket is the dielectric between the
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two conductors.
The characteristic impedance of the transmission line formed by the cable and the
s0il can be approximated with

JNL + 28)1/2

Zo o ( (1)
juC
with corresponding propagation factor
¥ = [juC(jul + Zs)]1/2 = a+jB (2)
uo ry
L = — 1n — (3)
2x rg
2ne
C = (4)
rj
In —
Tg
1 1 1.4 )
1 = +J 1n (5
s 4082 w062 Yolj

rg 1is radius shield

rj 1is outside radius insulating jacket
€ is insulation permittivity

[} is skin depth in the soil

Yo is Euler's constant (1.78)

¢ is so0il conductivity

C and L are respectively the capacitance and inductance per unit length associated with
the insulating gap, ZIg is the impedance per unit length of the return path through the
soil [2].

In fig. 1 'Zo' and a are shown versus frequency for a cable with a shield dismeter
of 5.8 cm, insulation thickness of 5.5 mm, relative permittivity of the insulation e; =
2.6 and a conductivity of the soil ¢ = 10-2 S/m.
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fig. 1 Cable characteristics for s 5B mm diameter cable in soil
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It appears that the impedance |Zo| is only little dependent on frequency and has a mean
value of about 35 @. The attenuation at frequencies above 1 MHz is increasing very
rapidly. Therefore these frequencies will not propagate very far along the cable since
they are dissipated by the soil. As a result the rise time will increase while

propagating along the cable (see fig. 10). This limitation is not severe for solid shell

shielded cables since these frequencies are not penetrating the shield very well.

4.2 Impedance in the time domain
Assume 8 power cable is buried in the ground. Consider the cable as a slender

biconical transmission line buried in a homogeneous medium. Suppose the cable has a
limited length of 160 m and is driven at its centre by a step function voltage injector,
see fig: 2. The cable can be devided in 1 m sections and their inductance, capacitance
and resistance per unit length can be calculated. With the parameters of these sections

an equivalent transmission line can be constructed, see fig. 3.

L]l ¥

LF d
3 1 [ w IR

Q_ﬁ] €,4,0 soil

Fig. 2 Biconical transmission line buried in soil

n sections

V—>

Fig. 3 Equivalent circuit biconical transmission line

Now the impedance of the biconical transmission line, as seen by the driving source,
can be calculated. Therefor the sections are approximated by bicones, see fig. 4. At
early times the half-cone angle 8. is larger than at later times, since the length of

the concerning bicone is shorter.

Fig. 4 Approach of a section by a bicone
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The characteristic impedance of a bicone is
120 % he
Zy = — 1n cot. — (6)
Yer 2
The wave velocity in the earth medium is
! (7
[ 7
(uo cs)1/2
€g = €g«€p. €ris the relative permittivity of the soil, Foran €, = 20 is the transit
time per unit length tg = 1/v = 15 ns/m.
The parameters of the sections can be calculated from
L =1, (8)
Ts
C = — (9)
Lo
€s
R = — (10)
agl

gg is the conductivity of the soil. C' is the same as C in (4).
The impedance versus time as seen from the driving point into the equivalent transmission
line can be calculated [3].

Fig. 5 shows the result for a cable with the same characteristics as in paragraph
4.1, The early-time impedance for a step function excitation is rather large. After 50 ns
it is decreased toc about 65 @ and then approaches a late time value of about 38 f.

%0 A, e we | " A1 a gl " £ a1

o L

% T Ty T T Ty 1 r T TV

10-9 10-8 10-7 10
———3> tima{sec.)

Fig. 5 Impedance versus time of biconical transmission line in fig., 2

The same calculation can be carried out for a cable without insulation. In this case
capacitor C' in fig. 3 can be replaced by a short circuit. Since C' >> C, only little
difference is noticeable. l

Also with the parameters of the method wused in paragraph 4.1 an equivalent
trensmission line can be constructed. In this model all sections have the same parameters
(Zg in series with L, see fig. 1). Fig. 6 showe the results. In theory the impedance
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should be half that of the bicone transmission line. For early times (t < 20 ns) this is
in agreement with the calculations; for late times they should have to be the same.
It can be concluded that excitation with very short rise times is not very

significant.

160 " Lo 1 aagl S S S AU | U S B W W
!

Ity L
120 T
1001 L
804 -
601 L
o] :
zom_g R S S S W= S L L O

— time(sec.)

Fig. 6 Impedance versus time of coaxial transmission line in fig. 1

5. TRANSFORMER COUPLED CURRENT DRIVER

5.1 Design
For the design of an inductive coupled current driver the following considerations

have been used.

The impedance at the terminals of the voltage injector is dependent on time. For a
first approach assume an average value of 50 Q. In a later analysis the complex values of
the impedance are used. For test purposes a peak current of 2 kA is desired., This
requires a driving voltage of 100 kV.

As source for general investigations a current with double expanential waveform is
chasen. This shape can easily be obtained by a capacitor discharge into a resistor. It
has a continuous and flat spectrum without z-ros or poles., It is a fair simulation of the
pulse shape induced by the EMP into buried cables. Based upon the calculations of
paragraph 4.2 a minimum rise time of 30 ns is chosen, corresponding to a bandwidth of 12
MHz. To limit the costs, weight and volume of the transformer an e-fold time of 500 ns is
accepted. From t = R,C = 500 ns and R = 50 @ the capacitor should have a value C = 10 nf.

In fig. 7 an equivalent circuit is given. All parameters are transfered to the
secondary of the transformer. Lg and C; are the stray inductance and'atray capacitor

" -L_:m +Cs L R
1 L

Fig. 7 Equivalent circuit, generator, transformer, load (Lg = 200 nH, Cgq = 00 pf)

of the traensformer, L the magnetizing inductance. The pulse generator, transformer and
load form an RLC circuit. For critical damping L should be
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L = 4R%*C = 100 uH (1)

It can be shown that the voltage-time product of the output voltage U = f(t) across R

determines the change of flux in the core of the transformer. Neglecting the rise time

@«
{) upk exp - t/t dt = AB . A, (12)

AB is the change of induction and A, is the effective cross cectional area of the
core. for Upk = 100 kVandt = 500 ns the product AB.A. = 5x10-2 Vs,

To 1limit the core area A; and thus the associated volume and weight of the
transformer, a core material is needed with a large change of induction without
saturation. Also a high permeability at high frequencies (12 MHz) is needed. Since a few
years new amorphous metallic glass materials are developed that combines a large pulse
permeability with high saturation properties and low losses. This material is made in
very thin tape and from this, tape wound cores are fabricated.

A suitable choice is Silectron (3% Silicon, balance iron), although some of the low
core loss properties is sacrificed for a high flux density and to limit the costs [a].
The thickness of the tape is 0.05 mm, so that hundreds of layers form the core. This
material has a saturation inductance of 1.8 T. To further reduce weight and volume the
core is dc biased into "negative" induction. With a 4B = 2T the total effective cross

area of the core is 250 cm?. This area can be subdivided in a number of smaller areas.

The permeability of the material is dependent on frequency and therefore also the
magnetizing inductance L, see (11)

unzAc
L~

(13)
1

n is the turn ratio, 1 the magnetic path length in the core, u, = 2500 at 20 kHz and
0.1 T.

A, and 1 determine the core dimensions; 1 is dictated by the largest cable diameter,
here 10 cm.

Also the air gap between the two halves of the core should be taken into account. All
this ultimately led to a turn ratio n = 3.

Assuming a stray inductance Lg = 200 nH, it can be concluded that L >> Lg, even at 12
MHz, thus the voltage division during the early time, fast rising part of the waveform is
small and the output voltage will approach 100 kV/3 = 33.3 kV. To achieve 100 kV output
voltage three transformers in series are needed.

The choice of three transformers is also based upon considerations of ease of
handling in a field environment (weight and volume) and upon the insulation required to
sustain the applied electrical stress.

Each transformer has its own pulse generator. They are powered, triggered and
operated from a central control console. The power and trigger units are designed for six
transformers. The system is built in transportable containers of standard size (3 m).

The power supply, trigger unit, pulse generators and remote controle are rather
conventional sand therefore not described here. The design and construction of the
transformers on the contrary are very unique and made by Physics International, San
Leandro, CA.
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5.2 Performance

The following results were measured with three transformers clamped close together
around an aluminium cylinder with diameter d = 10 cm. Both sides of the cylinder extended
about 10 cm out of the transformers and were terminated in 25 Q, see fig. 8. The pulse
generators were charged to 100 kvV.

100 kV

s

transformers

50
cylinder

504

Fig. B Schematic diagram, transformer coupled current driver

Fig. 9 shows the current measured in the cylinder. The waveform is approximately
double exponential. A small pre-pulse and some oscillation can be observed.
The peak current is about 2 kA, the rise time 30 ns, the e-fold time 500 ns and the first

cross-over time 1.2 us.

Fig. 9 Current measured in cylinder of fig. 8
(vert. 470 A/div., hor. 20 and 200 ns/div.)

The jitter is less than 5 ns, the pulse repetition rate at 100 kV is about 1 per minute
and the output voltage can be adjusted between 10 and 100 kV. The weight is 46 kg per
transformer,

R

~t ——
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The total enerqy stored in the capacitors is 150 J. The energy dissipated in
resistor R = 50 @ in fig. 7 is about 75 J. The efficiency of the generator-transformer
combinations is approximately 50%. By using another core materisl, e.g. Supermendur, this
can perhaps be improved.

The previous results were measured with a resistive load R = 50 Q. As discussed in
paragraph 4.1 the impedance of a buried cable has complex values. It is interesting to
know the current in the cable of the examples in paragraph 4.1 and 4.2.

As a first approach the step-function voltage of the two models is replaced by a
voltage with the same waveform as shown in fig. 9, and a peak value of 100 kV. The
internal impedance of the source is neglected.

Fig. 10 shows the current at the injection point and at a distance of 10 m from that
point, sbdlid and dotted line respectively, calculated with the method of paragraph 4.1.

1 L i 11 3 42 1[ 1 i U G T ll 1 2 1 11 ' i 1
T Tok=1560A T lpk=1167A
=3Tns \\ ~=80ns
1(%) \
\ =
NN TIRNORNIRN \
] —» \
= \ -
60 100kv soil
40 =
204 —
0 _ T T v rrrrg T T LI B B S B ) T T T T rervry Y T =
°° 0 07 078 39075

—> time {sec)

Fig. 10 Cable current in coaxial transmission line, fig. 1. At injection point

solid line, 10 m from injection point dotted line.

Fig. 11 shows the same, calculated with the method of paragraph 4.2 (injection voltage 50
kV, current in one direction).

100 A a2 a1 aaal 1 1 I 1 _
1{%) tr=75ns
80 DRNIPNIRNITSNTRN

soil SOkV  SOkV

‘0_

20+

\ »
\
\
o-‘ T 1T 1T ¥V 7 vovy v v T T Trrrr - L] lllll" \
% - 7 10-6 3907
— time (sec)
Fig. 11 Cable current in biconical transmission line, fig. 2. At injection point

solid line,

10 m from injection point dotted line.
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The results of the two methods are not in agreement, perhaps because no € for the
soil is used in the first model. fig. 11 shows more attenuation at high frequencies.
However, in both methods it is obvious that the propagation losses are high and the

increase in rise time is considerable during propagation.

5.3 Applications

One to three transformers can be clamped on one cable, close together or separated
at a maximum distance of 15 m. The trigger time can be adjusted by the length of the
trigger cable.

The three transformers can also simultaneously be clamped on different cables of a
system, e.g. power, signal and antenna cable, It is also possible to clamp one
transformer on more than one cable. The output voltage of each transformer can be
adjusted between 3.33 and 33.3 kV and with three transformers between 10 and 100 kV.

Special safety precautions should be taken in avoiding shock hazards to operating

personel. Large voltage gradients will be caused in the ground.

The transformer coupled current driver is a local injector of a high voltage. The
induced low voltages by the EMP however, are distributed over the whole length of cable.
This can have consequences for buried shielded cables, since the propagation in earth is
very poor and the surface transfer impedance Zy of the cable is defined in @/m. To
induce more energy into the inner conductors of shielded cables, loop coupled current

drivers can be used.

6. LOOP COUPLED CURRENT DRIVER

When it is desirasble to couple energy into cables spread over a large length of the
cable, large asrea loops can be used as an inductive coupling method. The loops are laid
on the ground over cables buried in the earth. The loops, when energized from the pulse
generators will magneticslly couple current onto buried cables. For this purpose the 50 J
pulse generators are replaced by 500 J pulse generators and the transformers by large

ares loops, see fig. 12.

remote
control

Fig. 12 Schematic diagram, loop coupled current driver

6.1 Design

The capacitor in the three pulse generators has a capacitance of 0.1 uF. The charge
voltage cesn be adjusted from 10 kV to 100 kV. The available energy of each generator is
50 to 500 J.
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In the example of fig. 12 the loops have an area A = 100 m?2 and a corresponding
inductance L = 60 yH. The capacitors are shunted by a resistor R = 280 f. Fig. 13 shows
the equivalent RCL circuit of the generator-loop combination. This circuit is under-
damped. It produces an exponentially damped oacillatory waveform with frequency f = 65
kHz. The first peak has a value of 4 kA. The damping factor a is 23 x 10%. The measured

values are in good agreement with the calculations, see fig. 14.

Fig. 13 Equivalent circuit of generator with loop

Fig. 14 Measured loop current in fig. 13 (vert. 1000 A/div., hor. 5 us/div.)

The burial depth of the cable is about 60 cm. The skin depth in the darth is at 65
kHz respectively 20 or 62 m for a8 conductivity of the soil o = 10-2 and 10-3 s/m. Thus
the cable is buried at a depth small compared to skin depth and the magnetic field from

the loop is not significantly attenuated.

0f course also other dimensions of the loops with other ringing frequencies are
possible. In this case the total length of the coupling mechanism is 3 x 20 = 60 m. The
time of triggering can be changed by adjusting the length of the trigger cables. The
loops are made from the insulated centre conductor of a special high voltage cable.

6.2 Applications

The three loop/generator combinations can be installed in series and parallel. In
parallel the current is induced, in this case, over a length of 20 m with a magnitude v¢3
larger then in series.

Sometimes sn insulated cable buried in the ground is connected to earth by ground
rods at each side of the length under consideration. Then the cable forms a loop with the
s0oil as return path. The current distribution in the earth and the inductance and
resistance of the return path determine the efficiency of the coupling between the two
loops.

In cases where an insulated cable is not connected to earth at certain intervals,
energy can be coupled into buried cables by dumping a large current in the so0il pareallel
to the cable between two ground rods, see fig. 15.
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loop driver pulse generators

Fig. 15 Dumping large currents in the soil

7. CONCLUSIONS

- The most realistic way of simulating the large currents in long cables induced by
the EMP, is indirect injection of common mode bulk currents.

- Indirect injection of currents into cables can be concentrated at a local point or
distributed over a large length of cable.

- A transformer coupled current driver can be constructed, consisting of a 100 kV
voltage injector with a double expanential waveform. Rise time and e-fold time are
30 ns and 500 ns respectively. This system is based on indirect local injection.

- With additional pulse generators this system csan also be used to drive large area
loaps. The loops are laid on the ground over cables buried in the earth. By

magnetically coupling, currents into cables can be induced, distributed over a large
length.
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EMP INTERACTION WITH AIRCRAFT AND MISSILES: A DESCRIPTION OF AVAILABLE
COUPLING, PENETRATION, AND PROPAGATION ANALYSIS TOOLS

F.M. Tesche

LuTech, Inc.
3742 Mt. Diablo Blvd.
Lafayette, CA 94549 |
USA

ABSTRACT

This paper presents a discussion of a number of simple modeling concepts useful
for conducting an analysis of the response of airborne systems to a transient
electromagnetic field excitation, such as an electromagnetic pulse (EMP). Using
electromagnetic topology concepts, the system may be decomposed into separate parts,
each of which may be analyzed independently, and the results later combined to permit
estimates of the system-level response.

I. INTRODUCTION

Determining the behavior of an airborne system, such as a missile or aircraft, to
an external electrical disturbance continues to be a problem of pressing interest. Such
excitation routinely occurs in the form of lightning discharges in the vicinity of the
system, but could alsc be in the form of nuclear EMP in the event of a nuclear
detonation. The main interest in these cases is that the normal functioning of the
airborne system not be degraded by this external electrical stress.

Due to the mechanical and electrical complexity of these systems, it is virtually
impossible to determine the system's response analytically. Frequently, system-level
tests of the system are required to ascertain if the system is "hard" to the specified
environment.

There are instances, however, where calculations play an important role in
determining estimates of the system response. During the design phase of the system,
preliminary response estimates aid the designers in determining what, if any, electrical
protection should be provided in the system. In addition, calculations are frequently
useful in interpreting the experimental results., Often it is necessary to extrapolate
measurements made in a low-level electromagnetic environment to a higher level which is
more representative of the actual "threat” to the system.

In a companion paper (1], a structured approach for treating a complex electrical
system has been discussed. This involves defining one or more shielding layers or
"barriers®” in the system, and then identifying the points where electromagnetic (EM)
energy can penetrate into the system. This results in the system topological shielding
diagram. In addition, the important propagation paths within the system are identified
in the form of an interaction sequence diagram. Using this concept, the EM interaction
process can be divided into several different parts: coupling, penetration and
propagation.

Studies of the EM coupling phenomenon involve the determination of the induced
currents and charges on the surface of any of the barriers or shields in the system. For
example, if the system were an aircraft, external EM fields would induce currents and
charges on the aircraft surface and a knowledge of the behavior of these quantities is
necessary to determine subsequent responses within the system. Because this interaction
is occurring in the external regions of the system, it is usually referred to as the
"external coupling” problem. For a system having more than one electromagnetic barrier,
there can also be an "internal coupling” problem which relates to the determination of
the currents and charges on the internal topological shielding surfaces arising from
external sources.

The penetration portion of the EM interaction process is the determination of how
the induced currents and charges on the outside of a barrier penetrate into the
interior. This may occur through conducting or "hard-wire" penetrations, apertures, or
by diffusion. Generally, the conducting penetrations provide the largest penetration
into the system.

Once the EM energy has penetrated intc a barrier, it is able to propagate within
the enclosure and arrive at the next topological barrier where the interaction process
begins anew. This EM propagation can occur in the form of transmission line propagation,
where waves are guided along electrical conductors, or by the EM radiation process.

In each of the areas of coupling, penetration and propagation, there are a number
of simple calculational models which can be used to estimate the EM response of a wide |
variety of systems. These are all discussed in detail in references [2) and [3). In this
paper, those calculational models most applicable to airborne systems are reviewed.
Section 1I discusses several external interaction models useful for estimating the
behavior of external currents and charges on missiles or aircraft. Section III treats
several penetration models, and the area of propagation is reviewed in Section IV.
Finally, Section V presents some concluding remarks.
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IXI. EXTERNAL INTERACTION

As previously mentioned, the first step in conducting an analysis of the response
of an aircraft or missile to an external EM excitation is to determine the behavior of
the induced currents and charges on the exterior of the system. As ngte@ in figure 1,
this is essentially a clgiaécal EM scattering problem, in which the incident
electromagnetic field, E inggggs a body current in such a way thgt_the scattered
field produced hv this current, E , will satisfy the boundary condition on the body

Aox (B4 59y -0, (1)

A
K

scattered
}/' p  field
ginc E
ZQN scattering
X

body, f x (E'" + E5€%) = 0
incident plane-wave

field

surface _
current density , Js

surface
charge density , pg

Figure 1. Geometry of external scattering problem.

For a time harmonic incident field having an angular frequency w , the surface
current, density Jg , may be described by the electric field integral equation of
the form (References {4] and [5]):

A xEF) - 2:3150  x g/Z'quoeojs(F')O + [ Js(?.)] v'e } ds’ @

where both T and T' lie on the body surface which is denoted by s . The term ¢ is
the scalar free space Green's function and is given by
ap!
. eJklr-r'|
= =, (3)
[r-r'|
Frequently, the surface charge density is required in the solution of the
interaction problem. This is because an aperture or other opening in the surface can be

excited not only by the surface current, but by the surface charge. This quantity is
related to the surface current through the continuity equation

= .Ps
LA /eo (4)

Because the current in equation 2 occurs within the integral sign, it is
impossible to write an explicit expression for the solution. A common method for
obtaining a solution is to use the method of moments, as discussed in reference [6].
This approach involves expanding the unknown current in n suitable basis functions
having unknown coefficients. This expansion is inserted in equation 2 and the equation
is then multiplied by n suitable testing functions and the results integrated over the
body to obtain a set of n x n linear equations for the unknown current coefficients.
In applying this process to equation 2 it must be kept in mind that the unknown current
and the incident tangential electric field are two dimensional vectors on defined on the
surface of the scatterer. Thus, the numerical scheme used for obtaining the solution
must take this fact into account.

Applying the moment method to equation 2 yields a matrix equation for the current
of the form

[71] = [23] [TB] (5)

Note that because of the vector nature of the incident field and the body current,
the individual elements of the above equation are actually two dimensional. Thus, this
equation is a matrix equation of order n involving vectors and a matrix of order 2,
and is commonly referred to as a supermatrix equation. In equation 5 (¥,] is a two
dimensional n-vector which represents the incident tangential _electric field on the
body, and [I.) is the surface current n-vector. The term {%Z.] is referred to as the
system 1npcdagce matrix and is a matrix operator which is depeRdent only on the body
shape, the nature of the basis and testing functions, and the frequency.

The solution for the body current can be effected by a matrix inversion of
equation 5, and is expressed as

(Tg) = (2,17 (7,1, (6)
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The inversion of the [Z_;] matrix is usually performed numerically, and once the body
current is known, the scattered field also may be computed, if desired. For the EMP
problem, however, only the local current and charge are the desired quantities.

One possible solution for the body current defined in equation 2 has been
described in a paper by Rao, et. al. [7]. This solution involves the use of the moment
method and involves representing the scattering body as a series of connected plates, as
shown in figure 2, Details of this numerical solution approach are well documented in
their paper, and will not be repeated here. HANDLE

APERTURE

Figure 2. Example of arbitrary scatterer treated
by EFIE. (From reference [8].)

Associated with reference [7) is a general purpose computer code, called EFIE,
{8]. This is a code which computes the current distribution and scattered fields from an
arbitrary, electrically thick body and can be used for computing the EM field induced
body currents. This code was originally written for a mainframe computer, but recent
investigations using the code as a tool have employed an IBM-PC computer with no
difficulties. As an example of calculated current densities on a simple missile-like
body using the EFIE code, figure 3 presents contour plots of the z directed and the ¢
directed surface currents on a fat cylinder of length L=10 meters and radius a = 1
meter. This body was illuminated broadside by an incident field having its electric
field vector in the direction of the cylinder, and with a frequency of 15 MHz, which
corresponds to the cylinder length being a half wavelength. Note that even at this low
frequency, the effects of shadowing are apparent in the current.

T L= 10m
1
19 17€ e
(ma/v) 10
inc
- " 19, 1/€ 5
I e, (Rarv)
~1007¢ * 10m
lw' o

a, Geomtry b, Plot of |J,| c. Plot of [}

Figure 3. Plot of surface current density magnitude on cylinder
of L = 10m for f = 15 MHz.

This approach for solving the external interaction problem is a general one, and
results in very accurate solutions. However, the computational requirements of computer
time and storage can become excessive for many problems of practical interest.
Consequently, there is a need for an approximate solution for the induced body current
which can be obtained more simply. This has resulted in the so called "stick model" in
which the scattering body is represented by a set of intersecting conductors on which
the current flows in only one direction [2]. Figure 4 shows a stick model for an
aircraft. Obviously this modeling approach is applicable only for those cases where the
scattering body looks roughly like one or more cylindrical elements.
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Figure 4. Stick model of an aircraft.
The stick model represents the EM field induced current on each stick in the form
I(x) = Io(x) + (:1 sinh yx + (:2 cosh yx (&)
where x is the distance along the stick, vy =jw/c , and C, and C are unknown
constants which must be evaluated. The quantity I, deno%es the gurrent induced on an

infinite wire by an incident plane wave whose magnetic vector is perpendicular to the
wire, and is expressed as inc
I (x) = -4nt eYXCOS8
o yZonsine (8)
in which g = 2 1n (stick length/stick radius], v is the propaqation_ggstor of the
incident field, 2_ is the characteristic impedance of free space, E is the incident
electric field st¥ength, and © is the angle between the propagation vector of the
incident field and the negative unit vector along the stick.

For each stick in the model of the scatterer, there is an expression of the form
of equation 7 for the stick current. The two unknown constants for each stick must be
determined by enforcing the boundary conditions that the current vanish at all free ends
of the sticks, and that currents and potentials at all stick junctions be equal. This
results in a matrix equation for these unknown constants, and once this is solved, the
body current may be easily determined.

One difficulty in this approach is that the effect of radiation loss is not taken
into account in the solution. Thus, the natural resonant frequencies of the stick model
lie along the 3jw axis in the complex frequency plane and this gives rise to infinite
currents at these frequencies, Actually, these natural frequencies lie slightly off the
jw axis, by an amount which is related to the Q of the scatterer at each resonance.
Reference [2] discusses how this Q may be estimated from the stick model solution, and
how the resulting expression for the current can be modified to take into account this
radiation damping.

As an example of typical results obtained using the stick model, consider figure 5
which shows a comparison of a computed stick model response for current on an aircraft
model with experimental stick model measurements, and numerical calculations using a
body of revolution integral equation solution technique. As may be seen, the agreement
between these data is good.

13l

00 20 40 60 80 100 RO KO B0 1BO 200
frequency (MHz)

Figure 5. Current density on the topside of fuselage of an aircraft.
scaled stick model experimental data; — stick
model numerical data; s+ s body of revolution code. (From [2])

Additional techniques exist for the solution of the external coupling problem.
Perhaps one of the most popular is the finite difference approach which involves solving
the time-dependent, Maxwell equations in differential form by gridding space and time in
an appropriate manner, and then time-stepping through the solution. This is a powerful
technique, especially for cases involving nonlinearities in the system response, or for
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spatially complex systems. Alternate approaches for determining the external response
involve the use of high frequency ray optics, eigenfunction expansions, and lumped
parameter modeling. In the present paper, however, we will not explore these techniques,
due to space limitations.

III. PENETRATION MODELS

Once the current and charge are determined on the surface of the electromagnetic
barrier, it is possible to estimate the penetration of the EM energy into the system
through the use of various penetration models. As previously noted, these penetrations
can occur in the form of conducting wires, apertures, and field diffusion. Several of
these models will be discussed in this section.

A. Conducting Penetrations

There are two basic conducting penetration types, as illustrated in figure 6. The
first is a simple conductor penetrating the shield, as shown in figure 6a. The conductor
could be a power line or other signal line, designed to deliberately carry electrical
signals from one point tc another in the system. In addition, it could be a non-
electrical, but conducting, penetration such as a hydraulic line or a mechanical control
cable. This class of penetrations can be further subdivided into conductors which can be
directly connected to the barrier (such as the hydraulic lines), and those which cannot
(the power or signal lines).

barrier barrier

outside inside outside
antenna

inside

shield jnner

conductor

{conductor

A B!

7.
a. Simple conducting penetration b. Shielded conducting penetration

Figure 6. Two generic types of conducting penetrations.

The second type of penetration is a shielded penetration which is shown in figure
6b, and is commonly found in signal cables passing into the system. Note that in this
case, the surface of the electromagnetic barrier extends over the inner conductor both
in the outside and the inside regions. Generally, the end of the cable denoted as A-A'
is connected to an antenna or an electromagnetic transducer, and this creates a signal
which propagates down the line and arrives at a point B-B' inside the system. In order
to analyze this latter class of penetrations, it is necessary to first have suitable
models for determining the antenna response as seen by the line at A-A'. Once that is
determined, the appropriate propagation models to be discussed in Section IV can be used
to determine the response at B-B',

1. Antenna Excitation Models

Antennas and antenna-like structures are frequently foind on aerospace systems. By
virtue of their designed function, "deliberate" antennas are found in the communications
subsystems which serve to transmit voice or digital data, or in the navagational
subsystem.

There are several different types of antennas for aircraft, and figure 7
illustrates a few of these. By virtue of their design, some antennas are more !
susceptible to EMP excitation than are others. An antenna may be viewed as a simple
matching transformer which transforms the impedance of the final stage of a transmitter
or receiver to the impedance of free space, so as to maximize the efficiency of energy
transmission.

Because electromagnetic radiation is possible over a wide range of frequencies, as
illustrated in Table 1, there are many different designs for antennas. Those antennas
designed to operate in the HF band, such as the tail cap antenna or the wing-tip {
antenna, occur in a band where the EMP signal has a strong spectral content, and have
the potential of responding strongly to an EMP. Higher frequency microwave antennas,
however, are not as strongly affected by the EMP.




10-6

Figure 7. (a) Some antennas on aircraft; (b) wire antennas and flush-mounted antennas.

Super-high frequency
Extramely-high froqenty

1[] $,000- 30,000 mx | Contimetric vaves
1 | 90,000- 300,000 mc | Wit)imetric waves
12 | 900,000-3,000,000 ac | Decimil)tnatric vaves

Table 1
FREQUENCY BANDS
L EERL L5 L L Trewenc,
L Renge hﬂh‘lgu mm:n
4 3 30 ke | Wyriometric waves WLF | Very-low frequency
] 30 300 ke | Kitomstric waves LF | Low frequency
[} 300- 3,000 ke | Mectemetric weves W | Medivm frequency
? 3,000- 30,000 ke | Decasntric wmves WF | nigh froquency
] - 300 mc | Metric woves WE | Yory-high fragwency
L 300- 3,000 mc | Dacimetric weves WF | Vitre-high frequency
L4
o

In performing an assessment of a system, all energy gathering antennas should be
examined for possible adverse effects. To do this, a simple Thevenin equivalent circuit
as shown in figure 8 is developed to represent the open circuit voltage and the antenna
input impedance as seen at the terminals of the antenna. These electrical quantities are
then used to excite the transmission line to compute the response at point B-B' of

Figure 6b.

v, ! Antenna
L Terminals

o /'

Figure 8. Thevenin equivalent circuit for an antenna at terminals A-A'.

a. Electrically Small Antennas

For monopole type antennas, which are electrically small compared to the wavelengths
contained in the EMP signal, it is possible to develop a relatively simple expression
for the EMP excitation [2]. Figure 9 shows the geometry for this antenna, which could
represent a typical blade antenna on an aircraft, As discussed in [2] the open circuit
Thevenin voltage for this class of antennas can be represented through an equivalent
electrical height as:

Voc (@) = hy Eplw) (9)
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Figure 9. Illustration of a generic monopole antenna.

where E is the total electric field normal to the ground plane in the vicinity of the
antenna. Note that this is proportlonal to the surface charge density on the antenna
ground plane, and is determined using the external coupling models previously described.
The input impedance of this antenna is expressed as:

1
Zyp(u) ~ o (10)

where C3is the effective capacitance of the antenna, which may be easily calculated or

measured. The effective height, he , is expressed as:

€oheq . S0 wabm (l-xgl a?)
he'—f:q"_c;'ﬁﬁ) mJ-E(m (11)

where m = (1 - b2/a2), and K(m) and E(m) are the complete elliptical integrals.

At times, such simple looking blade antennas can be deceptive, due to complicated
internal impedance matching circuitry. For example, figure 10a shows a real UHF
communications antenna with the internal structure indicated. Figure 10b presents the
equivalent electrical circuit as seen at the antenna terminals. Note that the admittance
element Y, and the current source are directly related to the open circuit
vnltage and external impedance through 2 Thevenin to Norton transformation. The
resulting input impedance and effective height of this antenna are illustrated in figure
11. Note that in the 0 to 100 MHz frequency range where the EMP spectral content is the
greatest, the equivalent height of this antenna is small, indicating that this small
antenna is not highly excited by EMP.

(b)

e 12 iget &0
B

€288 €258 €°2.53

5008 8528 g7 L +°n @&u

2 +
Lo2T.6aM, Cyol8pF, CysM2pF

Figure 10. Schematic diagram and equivalent circuit of a UNF Communication Antenna. [2]
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200

Figure 11. Input impedance (a) and effective height (b) of the
UHF Communication Antenna of Figure 9.

Due to the diversity of this class of antennas, it difficult to give one simple
equation which is valid for all electrically small antennas. However, the concept
discussed above of developing an input capacitance and an equivalent height is generally
valid for all such antennas. Details of the analysis, however, need to be worked out on
a case-by-case basis for the individual antennas found in the airborne system.

b. Resonant Antennas

For antennas whose size is on the order of the wavelengths contained in the EMP
portion of the spectrum, a different modeling approach for the EMP response has been
developed. This applies to antennas having characteristic linear dimensions on the order
of a meter or great as, such as the HF antennas described previously.

tiu
=
tlnc
-
k . i
L F . '“ L
gref Y
\/ ]
+
" oc aircraft ski
w 4
a. Isolated dipole b. Monopole antenna

Figure 12. Simplified models for resonant antennas.

Figure 12 shows two simple models used for estimating the EMP-induced open circuit
voltage for a wide variety of practical antennas. Using analysis concepts developed from
the Singularity Expansion Method (SEM) (2], [9], simple expresiions for the frequency
domain short circuit current and input admittance at a point x on the dipole can be
written as

38, 74" m,(x)

l“(s.x)' - TG;_—‘:,-— (12)

ial8:0) Z 58, "¢") n,(x)
fn'%x) * ( )

S (55- %, (13)

and

In these expressions, the following terms are defined:

s = juw = complex frequency
a = 31 + to = gummation index
s = jurc/L = natural frequencies

Hn(x) = gin(avx/L) = natural modes

= normalization constant (independent of a)
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2 = 21n{L/a) = antenna factor
néa) = Vgsin(arx/L)
. sL
EoSlnei cs, ~— cos ei

(s) - ¢
n : — 1 (-1)" e
o j(s? cos? ei s;)

The.term n(s) is referred to as a coupling coefficient for the coupling problem,
and n(a)is the corresponding coupling coefficient for the driven antenna problem,
providing the input impedance.

Once these Norton equivalent circuit elements have been defined, the Thevenin
equivalent voltage at the antenna's terminals may be defined as:

Vocls) = T (s)/¥; (s) (14)

n

and the input impedance as:

. (15)
Z,,(s} = 1/¥; (s)

To illustrate a typical response of an antenna to EMP, consider the case of a
center-fed dipole antenna of the type shown in figure 12a having a total length of 10
meters, and a radius of 1 cm. This antenna is assumed to be excited by the canonical EMP
waveform described in reference [2] with an angle of incidence of 90 degrees. The
application of the above expressions to the calculation of the input admittance and the
short circuit current spectrum provide the results shown in figure 13. Note that the
input admittance varies with frequency in a manner similar to that of a transmission
line. The time domain response for the short circuit current is obtained by taking the
inverse Fourier transform of the data in figure 13b, and this is shown in fiqure 14.
Note that the peak current is on the order of 500 amps with a rise time of about 0.03
microseconds. The equivalent Thevenin guantities can be calculated from these Norton
equivalent circuit parameters, if desired.

(a) {b)

LeiOm

10-81 —a 10°8 A —— . b,

(-] 20 40 [ ] 0 00 ] 20 40 0 0 00
FREQUENCY { MH2) FREQUENCY (MH2)

Figure 13. Input admittance (a) and short c¢ircuit current spectrum (b) of a
center-fed dipoie antenna or radius a = .0l m, length L = 10 m,
and angle of incidence = 90°.

Figure 14. EMP-induced short circuit current at center of dipole antenna.
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Note that in the definition of the coupling coefficientrﬁs), the electric field
tangential to the antenna is required. If the antenna in question is located far from an
aircraft or missile surface, this field is simply the incident field. However, if the
antenna is located near the scattering body, it is the total (i.e., the incident plus
the body-scattered field) which must be used. This scattered field can be computed using
the solution to the body current from equation 2.

c. Microwave Antennas

The final antenna category to be discussed in relation to the EMP response of
aircraft and missiles is the microwave antenna. A commonly used antenna feeding
mechanism is through the use of a waveguide which transmits energy from the antenna to
the receiver or transmitter. Fortunately, from an EMP protection standpoint, this type
of system is self-protecting, since the wavequide naturally attenuates all energy at
frequencies below a cutoff frequency given by £ = c/2a , where c¢ is the speed of
light and a is the largest cross sectional diménsion of the waveguide. For a waveguide
having a 5cm width, the corresponding cutoff frequency is around 3 GHz, well above the
EMP spectrum. Since the attenuation of energy below cutoff occurs exponentially as a
function of distance down the guide, EMP excitation of wavegquide-fed antennas seldom
pose a problem to the system.

2. Ungroundable Conducting Penetrations

Penetrations of this type are shown in figure 6a and encompass power and
wnshielded signal cables in the system. EM energy in the exterior of the system can
induce currents and charges on the line as it penetrates the system, and often the
propagation of these quantities can be modeled using a TEM transmission line model as
shown in figure 15a. Here, it is assumed that there is a suitable reference ground plane
to permit the use of a uniform transmission line. The effect of the line passing through
the barrier in an unhardened manner is accounted for by using a lumped capacitance in
the line at the point of penetration.

At high frequencies, this capacitance can affect the line response significantly,
but not at the lower frequencies. Because it is not possible to simply ground the
conductor at the penetration point, it is common to use a line filter at this point
whose operating characteristics permit the passage of the desired signals on the line,
but shunt off the unwanted EMP signals. One possible filter design is illustrated in
figure 15b. Knowing the values of the individual filter components, as well as the wire
penetration capacitance allows an estimation of the protection provided by the filter.
This latter quantity is a function of the wire and penetration hole diameters and must
be determined from a solution of a simple electrostatics problem.

Filten
Line L
a_ 4]: »] d:::::::Z:D«kaiITOOfi?Z:D
Co c C0
I reference -[- T
I'777 777 7777777777

a. Unmodified conducting b. Protected conducting

penetration penetration

Figure 15. Ungroundable conducting penetration {a) and hardened version (b).

3. Groundable Conducting Penetrations

These types of penetrations are much easier to treat, since the line may be
shorted directly to the topological barrier on the outside of the system. Generally,
such a short is not perfect, and there is small resistance and inductance in the bond.
Figure 16 presents an equivalent circuit for this case. Generally, determining the
appropriate values for these lumped circuit values is a difficult task, and it is often
possible to measure these values in the laboratory.

B. Aperture Penetration Models

A significant amount of past work has been conducted into the determination of the
penetration of EMP energy into apertures. Generally, apertures are electrically small
compared with the EMP pulse, implying that low frequency models of the aperture
penetration are applicable. Reference (2] summarizes many of the aperture modeling
techniques which are useful for performing an assessment of a system illuminated by EMP,
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outside inside
/ conductor Line
€_ B
Ground
connection
Barrier
a. Grounded conducting penetration b. Equivalent circuit

Figure 16. Equivalent circuit for a bonded, penetrating conductor.

Consider a simple aperture in the skin of a shielded enclosure as shown in figure
17. The incident field induces surface currents and charges on the exterior of the
system and in the vicinity of an aperture, these distributions are perturbed from that
normally occurring on the surface. This perturbation of the surface currents and charges
causes magnetic and electric fields to penetrate through the aperture and enter into the
shielded region, as illustrated in fiqure 17a.

Induced Surface Current, J
Surface Charge, og

; e

gine
L\ Section of system
enclosure
k
Inside
Outside Aperture
a. Perspective view b. Cross Sectional view

Figure 17. Aperture located in a conducting plane.

As originally described by Bethe and discussed in [2], the effective penetration of
the fields through the aperture can be described through effective dipole moments
located at the aperture location, with the aperture short circuited as shown in figure
18. These equivalent electric and magnetic dipoles can in turn be related to the short
circuit current and charge which exists over the aperture on the outside region when the
aperture is filled in and is illuminated by EMP.

Outside Inside

Observation
Point

equivalent dipole
moments

Figure 18. Representation of aperture penetration by equivalent
electric and magnetic dipole moments.
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In this manner, the electric and magnetic fields at point r inside the shield can
be expressed in the frequency domain as

Ets) = - 1 v x [5,(5) x W(Rus)] ¢ su #y(s) x 96(F.s) (16)
and
M(F.s) = - s B,(s) x V6(¥,s) - 9 x [F,(s) x V6(¥,s)) (17)

where the parameter s is the generalized complex frequency variable and G{(r,s)= e Y%/ (4rr)
is the free space scalar Greens function. In the time domain, these expressions become:

B(Fe) = gvx [lr2 P‘(t)Tler] - ¥ i,ﬁ.(t) xT, (18)
and .
W) - };%2 Py ()T T, + v x [%ﬁ.(‘) x Tr] (19)

In the above expressions, the symbols $, and m, represent the equivalent electric
and magnetic dipole moments respectiveiy, ana are given by the expressions:

Va s 2¢ ;e . tSC (20)
and
my=-28, W (21)

where E is the normal electric field and H is the tangential magnetic field over the
aperturgs with the aperture short circuitead.S°

In these last relations, the parameters ﬁe and & are referred to as the electrical
and magnetic polarizabilities of the aperture, and ar® functions of only the aperture
size and shape and are not dependent on the incident field. Note that the
polarizabilities are actually tensor guantities, but with the proper choice of a
coordinate system, these quantities may be simplified to have only one component for the
5e and two components for & .

For apertures having very simple shapes, these polarizabilities may be calculated
analytically. For more complicated shapes, numerical procedures must be used in order to
determine the values. In Reference [2] various polarizabilities are presented. Table 2
presents the analytically derived polarizabilities for elliptical apertures. Figures 19
through 22 present the electrical and magnetic polarizabilities for more complex
aperture shapes.

Table 2
APERTURE POLARIZABILITIES [2]

Shape %,z2 Hoxx Ty
(4 = Dramater) ne L ¢
Ellipse* 2;' "éé’. 5; ."3! » ' ’* W:—:')!-_xﬁ
e | A | s #
wste | gk | e w

iy
*Ellipse eccentricity e = ) - (wn)z. O —
k-2

K and E are the complete elliptic integrals of the first and second kind, m = £,




Figure 19. Normalized electric (imaged) polarizability of an elliptical aperture. [2]
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Figure 20. Normalized electric (imaged) polarizabilities for four aperture shapes. [2]
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Figure 21. Normalized magnetic (imaged) polarizabilities for elliptical,
rectangular, and rounded rectangular apertures.
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Figure 22. Normalized magnetEc](imaged) polarizabilities for three

aperture shapes.

In addition to simple apertures as discussed above, it is possible to have

apertures in the form of slits around doors or other hatch closures as shown in figure
23. The penetration of EMP fields through these apertures may also be described in terms
of equivalent dipole moments, and the pertinent aperture polarizabilities are expressed

in {2] as indicated in Table 3.

w
Figure 23. Hatch apertures.
Table 3
POLARIZABILITIES OF HATCH APERTURES [2]
Aperture %e %, xx Y, yy
2 3 2 3
Fig. 23a bﬁnr%;a—z Y AL X
23 2 2 2 3
rd S_pe 8/ ¥ d
Fig. 23b - wUE a5 =2
9 T e + 1280/ (vdg?) 1 + 0g°/(8wdn) ] ® 9
23 2 2.3 2 3 2
n°d s“pe n°d 27/ (4n 27/ (4n
Fig. 23c |- —-L!—J— a il ——-L;—)*
s T Zuc + 192/ (vadgd) [ 1 + 9ng%/(64nd:1) [ 1 + 9ng°/(64ndn)
2 3 3
1 2w 7 2711 + 3{w/t 2 wl +3e/w
Fig. 23d | ¥ T+ &/w +W)/9 T2 (A2 + w)/g TZ w#L + w)/g
2 3 2 3
" 2w n_27[68/3 + 7(w/e) + 2(w/2 . wl + 3(2/w
po. 250 | §rrmmmneanr | AR b i

NOTE: Q = 2(en(16d/g) - 2]

At times, the apertures in the hatches and doors of figure 23 are filled with a

conducting material in the form of a seal or gasket, for the express purpose of

eliminating the EMP penetration. Mathematical models for the effect of such gaskets have

been developed, and Table 4 from [2] summarizes resulting aperture polarizabilities.

Note that these quantities are frequency dependent.

——
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Table 4

GASKET-SEALED HATCH APERTURES [2)

10-15

Aperture ag(s) an,xx(5) um'yy(S)
2 4 2 2 2 2
. n°se v r
Fig. 23a TR_L_C_C"'SC r-‘m,'_"c_cq»sc li'17lc+sﬁc i
. wzsc d4 '2 dz
Fig. 23b Bk + st + 250, "'”[c"ssc
2 4
x°se d
Fig. 23c .
9 e e ¥ Ste * /Ly,
22
. sef 1 1
Fig. 23d 3 TFSLE, %, xx(0) T+s[ B Oy “n.yy(o)
27
. sel 1 1
Fig. 23e Tast T+ 3L 3L, Tey %0 | T s[yGy %, yy ()
Notes: (1) A = gasket thickness; o = gasket conductivity.

(i1) The static polarizabilities o “(o) and o y (0) in the table entries are those of the
corresponding hatch aperture without gasket found in Table 8.

(111) Constants: 6 = 2cA(t+w)/g; C = 2en(2+w)/w; o 2en[a(2+w)/0]; L = ums(142w/1)/80;

L, = umw(1920/w)/80; 6, = cat/gi 6} = G, /(1+w/3t)i L, = (ut/2enplreds
6, = aw/g; 6 = moad/2g; L = ud/[4tn(164/9)-8]; L, = ume/(64n);
€, = 2¢d[tn(16d/g)-2].

C. Diffusion Penetration Models

The final and usually least important EMP penetration mechanism is that of field
diffusion into a shielded region. Electromagnetic field diffusion comes about because
the electrical conductivity of the shield surrounding the system is not infinite. At low
frequencies for which the wall thickness is less than the electrical penetration depth
(skin depth), the diffusion mechanism is known to be an effective means for penetration
by the magnetic field, while penetration by the electrical field is negligibly small. At
higher frequencies where the wall thickness is larger than the skin depth, most of the
incident magnetic field is shielded dQue to reflections at the surface, and attenuation
losses in the wall. Hence, this phenomenon deals mainly with low frequency (late-time)
magnetic fields.

An example of this effect is shown in fiqure 24 where a volume is enclosed by a
thin shell of thickness 4 having electrical parameters ¢ and ¥ . An incident EMP
falls on the body, and some of this pulse is able to penetrate into the interior.

N
|
!
*, !
(]
Figure 24, Geometry of shield for magnetic field attenuation. §




10-16

@

Figure 25. Several magnetic field shielding geometries: a) parallel plates,
b) cylinder excited by longitudinal field, ¢) cylinder excited |
by transverse field, d) sphere.

As in the case of the aperture penetration models, it is possible to develop some
simple expressions for the penetrated fields for the canonical bgdies shown in figure
25, Reference [2] defines a transfer function for the magnetic fields Ty a8t

in
T (s) = H.x(s) « __Magnetic field inside cavity (22)
H " (s) magnetic field incident on the cavity

For an assumed uniform incident magnetic field, the frequency dependent transfer
functions for the shield geometries shown in figure 25a are given as

. ) {23)
Tp(p) cosh p + kp sinh p

for the parallel plate geometry of figure 25a

!
cosh p + ]2 kp sinh p

1 T.(p) = (24)

ier the cylindrical shell having longitudinal excitation as in figure 25b

1
cosh p 0—} {kp 0%) sinh p

T‘(:t)(p) = (25)

for the cylinder with transverse excitation as in figure 25c¢, and

1
Ty(p) = (26)
$ cosh p + ;- (kp + %p) sinh p

for the spherical shell shown in figure 25d4. In these expressions, s is the complex
angular frequency and:

k= o p= sy T4 = noa? (27)

For a non-ferrous shield, such as aluminum, figure 26 shows the frequency dependent i
transfer function in magnitude and phase for the canonical bodies. Given a particular

body geometry, the K factor in equations 23 to 26 may be calculated and used to define £

in figure 26, depending on the body type. As may be noted from the figure, the low

frequency attenuation of the field approaches zero.
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€K (twe poreiiel plaies)
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€2%/3 (sphorical shell)

Figure 26. Magnitude and phase of frequency domain magnetic field transfer function
for & non-magnetic shield. ((‘d = yoa?), k = a/a)

For electrically thin shields, where the skin depth § << 4 , it is
possible to simplify the shield transfer functions:

Tpls) = 1-1—,‘%337- (28)

] (29)
T‘(:t)(s) . T‘(:")(s) " VT

(30)
T (s) = ]
S T+ suoonl73

It is important to be able to compute the time history of the internal magnetic
field, given the transient behavior of the incident field. One approach is to use purely
numerical methods for determining the frequency domain spectrum of the internal field.
An alternate approach is to develop an approximate expression, based on the assumption
that the incident magnetic field is a delta function in time as:

W (t.x) = W, 8(t-x/c) (31)

where H, is the time integral of the incident magnetic field. That this is a useful
approximation is due to the fact that the diffusion process tends to blur out the fine

details of the incident field, since its time variation is much slower than that of the
incident field.

With this approximation to the incident field, the inve Lapl
internal H field can be approximated as: ’ ree Laplace transform of the

2 -14/ (8t
W)« —2 \,ii RCA t/1q< 0.1 (22

ﬁ“‘

for early times, and by:

-1 2
< /e a%t/y arle/e
Whe) « :—',’: e 4.2 44 2 41, for t/eg2 0.1 33

for late times. Figure 27 presents the normalized internal magnetic field as a function
of normalized time for several different valuea of the parameter ¢
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Figure 27. Time domain variation of the normalized penetrated EMP magnetic
field within a shielded enclosure. (Td = pod?

IV. PROPAGATION MODELS

Often, the determination of the electric and magnetic fields inside of a shielded
region does not provide the final system response used in a system assessment. These
internal fields usually couple to internal conductors, and the EM energy is then
propagated to other points within the system. In order to describe this propagation
effect, conventional transmission line theory may be applied to a multiconductor
transmission line model of the internal conductors. Figure 28 shows a general
multiconductor transmission line model consisting of N conductors plus a reference
conductor which may be excited by either an incident electromagnetic field, or by a set

of lumped voltage and current sources.

incident
field
excitation
v(s)
| N
A\
v(-)
load L I , h1d
0] @)
() (2 )
\./
iy
reference conductor
20 2%z, 2

Figure 28. Single section of multiconductor transmission l1ine excited
by Tumped sources, or by an incident electromagnetic field.

The solution for voltages and currents on this line has been thoroughly discussed
by a number of authors, including (10}, (11}, and [12]. It is possible to obtain 2
solution at a particular frequency using the time harmonic analysis detailed in
reference [10], or a direct transient solution using the time-marching calculations in
reference [11). For the present paper, no detailed discussion of these various
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calculational approaches will be presented. It should be noted that the case of a single
wire transmission line is simply the limiting case of a multiconductor line where N =1
and this case is treated in detail in reference [13].

From the details of these analyses, it is apparent that there are a number of
important physical parameters which define the electrical behavior of a general
multiconductor transmission line. These are listed as follows:

¢ = Capacitive coefficient matrix relating charges and voltages on all wires in
the transmission line.

L = Inductance matrix relating current and magnetic flux for all wires.

R = Resistance matrix for losses along the transmission line.

G = Conductance matrix for possible dielectric losses.

4 = Physical length of the line.

2. = Generalized impedance termination matrix at ends of line.
= Distributed voltage sources exciting the line.

I/= Distributed current sources exciting the line.

For a simple, single wire line, all of these vector and matrix quantities become
scalars, making the resulting analysis much simpler.

The response of the transmission line depends on all of the above parameters.
However, for low frequencies (such that the line length is less than 1 /4 ) the
transmission line appears to be more like a simple lumped circuit. For example, at low
frequencies the single line version of the line in figure 28 appears like that in figure
29a. For even lower frequencies, the equivalent circuit approaches that of figure 29b
which is that of a lumped, low frequency circuit.

Vs
-\*

Ry é) I.U R

(a) ' (b)

Figure 29. Representation of short single wire transmission line with loads (a) and
equivalent circuit of Tine and loads, neglecting line effects (b).

There are many different methods for solving the telegrapher's equations which
describe the behavior of the voltage and current on the multiconductor line. One common
approach is to divide the transmission line into a number of sections which are small
compared with a wavelength, and then represent each section by a lumped parameter
circuit similar to that in figure 29a. This is described briefly in reference [2]. The
resulting network is then solved, either in the time domain or in the frequency domain,
using a large circuit analysis code such as TRAFFIC or NET2. This method is particularly
useful for transmission lines having parameters which vary with position along the line,
but due to the large amount of input data required, as well as computer memory
requirements, its use is usually restricted to rather small problems.

Another method for solving the telegrapher's equations involves a direct time-
stepping solution of the differential equations. This is discussed in references [11)
and [14], where the voltage and the current at each point on the line is determined in
terms of independently propagating voltage and current modes on the multiconductor line.
These modes are excited by the sources on the line, and are coupled together at the line
ends or line discontinuities. Their propagation velocities are, in general, all
different, implying that after a few reflections back and forth on the line, a very
large number of modal amplitudes are needed to represent the solution. Kajfez [15] has
studied this approach and indicates that it is useful for early time responses only, due
to the progressively larger number of modes that must be tracked as time increases.,

) A frequency domain solution is also possible for the multiconductor transmission
line equations. There are a number of authors who have discussed this approach, each
with minor variations of some of the details of the solution techniques. A summary of
this frequency domain approach is presented in reference [2].

The basic concept for this analysis is to define forward and reverse propagating
voltage and/or current waves on the line at a single frequency, and relate their
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amplitudes to the sources and reflection coefficients at the loads. This method is
somewhat similar to the time domain modal analysis, but yields an analytic expression
for the load voltages and currents at a single frequency. Transient results may be
obtained by Fourier inversion, a process that requires a large number of frequency

domain calculations be made.

Although these solution techniques have been discussed in the context of a single
scection section of multiconductor line, it is possible to consider more complgx cable
geometries involving cascaded multiconductor lines [10], or even general multiconductor

transmission line networks [16), [17].

As a practical example of the use of these propagation models. consider the
problem discussed in reference (2] which involves the aperture excitation of a conductor
as shown in figure 30a. A simple transmission line model shown in figure 29c may be used
for the analysis. Here, the wire is assumed to be represented by a transmission line
model having distributed inductance and capacitance. The effect of the aperture is to
induce an additional lumped inductance and capacitance in the line at the aperture

location, as well as a lumped voltage and current source. The relationship of these to

the aperture polarizabilities is given in reference (2].

_31:;’,'k0
n - o
[ ] /M'. ‘c.c am,

o '

a. Perspective view b. Cross-sectional view

Figure 30. Aperture coupling to nearby conductor.

c.

Equivalent circuit

Usually the correction of the line inductance and capacitance is insignificant, so
that only the lumped excitation sources need to be considered in estimating the line
response. Once these sources are determined, the transmission line coupling methods
described in the above may be utilized to infer the induced line current and voltage.

V. CONCLUDING REMARKS

This paper has attempted to provide an overview of some useful analysis techniques
for estimating the EMP response of aircraft and missiles. Obviously, this topic is a
laxge one, and it is not possible to provide a comprehensive review of all of the
possible models and techniques in such a short paper. Nevertheless, the material
reviewed here has been used by the author for a number of years for conducting such
analyses, and has been found to provide a reasonably complete set of "tools" for

problems commonly encountered in the EMP area.

In using these and other analytical approaches for EMP modeling of systems, it
should be remembered that the calculated results are usually only approximate, since the
actual system is much more complicated than the simple models used in the analysis. The

true utility of such analysis tools lies in using them in conjunction with experiments

performed on the actual system.
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MEASUREMENT TECHNIQUES FOR TRANSIENT ELECTROMAGNETICS

Carl E, Baum
Air Force Weapons Laboratory
Kirtland AFB, New Mexico 87117-6008

ABSTRACT

For over two decades now this author with some colleagues has developed various
sensors for measuring transient (or broadband) electromagnetic parameters, including
electromagnetic fields, current, voltage, etc. (especially emphasizing the time deriva-
tives). These have been optimized in terms of bandwidth consistent with sensitivity and
physical size. Besides for the case of measurements in benign media (such as free
space), some of these sensors are designed for measurements in nonlinear media which may
also include sources; such sensors are appropriate for nuclear source regions and near
lightning arecs. Besides the sensors themselves this paper addresses some of the prin-
ciples of topology and symmetry for installing these sensors in experimental configura-
tions.

I. The 1literature on this subject is quite large now. The interested reader is
referred to three review papers:

Baum, C. B., E. L. Breen, J. C. Giles, J. P. O'Neill, and G. D. Sower, Sensors for
Electromagnetic Pulse Measurements Both Inside and Away from Nuclear Source
Regions, Sensor and Simulation Note 239, January 1978, IEEE Trans. Antennas and
Propagation, January 1978, pp. 22-35, and IEEE Trans. EMC, February 1978, pp. 22-

Baum, C. E., Sensors for Measurement of Intense Electromagnetic Pulses, Sensor and
Simulation Note 271, June 1981, and Proc. 3rd IEEE International Pulsed Power
Conference, Albuquerque, NM, June 1981, pp. 179-185.

Baum, C. E., E. L. Breen, F. L, Pitts, G. D. Sower, and M. E. Thomas, The Measure-
ment of Lightning Environmental Parameters Related to Interaction with Electronic
Systems, Sensor and Simulation Note 274, May 1982, and IEEE Transactions on
Electromagnetic Compatibility, May 1982, pp. 123-137.

Recently I have combined this into a chapter for a forthcoming book
Baum, C. E., Measurement Techniques for Transient Electromagnetics, in L. H.

Leussen and J. E. Thompson (eds.), Advanced Electrical and Optical Diagnostics,
Martinus Nijhoff, The Hague.

This book chapter is quite lengthy and contains over a hundred references. Unfortunately
it could not be reproduced here.

o
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