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US Department 800 Indpenence Ave., SW. 1
of Tranortn Washington. D C 20591

Fo TAportnli

MAY 3 0 1986 }

The Honorable George Bush
President of the Senate
Washington, DC 20510

Dear Mr. President:

I am forwarding the Federal Aviation Administration's Seniannual Report to
Congress on the Effectiveness of the Civil Aviation Security Program. It
covers the period July 1 through December 31, 1985, and is submitted in
accordance with section 315(a) of the Federal Aviation Act.

During this reporting period, there was one attempt made to hijack a U.S.
air carrier aircraft. This attept was made by a mentally disturbed
individual and was unsuccessful. This one U.S. air carrier hijacking in
this reporting period and the total of four which occurred during 1985 are
the lowest semiannual and annual totals since 1976. There was one U.S.
general aviation aircraft hijacked during the reporting period. Thus, the
total U.S. hijackings in 1985 were five or 14 percent of the 36 hijackings
which occurred worldwide. This is the lowest annual United States
percentage of worldwide hijackings since 1973. It is apparent that, at
least in the United States, the passenger screening procedures and other
safeguards which have been implemented to prevent criminal acts against
civil aviation continue to be highly effective.

The measures implemented in 1985 to expand and improve civil aviation
security systems in the United States and worldwide have been very
successful. These measures and the foreign airports security assessment
program, which was inplemented during this reporting period pursuant to
the International Security and Development Cooperation Act of 1985 (Public
Law 99-83), are designed to reduce vulnerable areas in domestic and
international civil aviation security programs and to prevent criminal
acts against civil aviation.

A report has also been sent to the Speaker of the House.

sincerely,

Donald D. Engen
Administrator
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US Deparent 800
*ofTmnrsportaflon S*'---'--*".w Ave.. SW.Washrgton. D C 20591

MAY 3 0 1986

The onorable Thxmas P. O'Neill, Jr.
Speaker of the House of Representatives
Washington, DC 20515

Dear Mr. Speaker:

I am forwarding the Federal Aviation Administration's Saiannual Report to
Congress on the Effectiveness of the Civil Aviation Security Program. It
covers the period July 1 through December 31, 1985, and is submitted in
accordance with section 315(a) of the Federal Aviation Act.

During this reporting period, there was one attempt made to hijack a U.S.
air carrier aircraft. This attempt was made by a mentally disturbed
individual and was unsuccessful. This one U.S. air carrier hijacking in
this reporting period and the total of four which occurred during 1985 are
the lowest semiannual and annual totals since 1976. There was one U.S.
general aviation aircraft hijacked during the reporting period. Thus, the
total U.S. hijackings in 1985 were five or 14 percent of the 36 hijackings
which occurred worldwide. This is the lowest annual United States
percentage of worldwide hijackings since 1973. It is apparent that, at
least in the United States, the passenger screening procedures and other
safeguards which have been implemented to prevent criminal acts against
civil aviation continue to be highly effective.

The measures implemented in 1985 to expand and improve civil aviation
security systems in the United States and worldwide have been very

* successful. These measures and the foreign airports security assessment
- program, which was implemented during this reporting period pursuant to

the International Security and Development Cooperation Act of 1985 (Public
Law 99-83), are designed to reduce vulnerable areas in domestic and
international civil aviation security programs and to prevent criminal
acts against civil aviation.

A report has also been sent to the President of the Senate. Accesion For

NTIS CRA&I I
Sincerely, DTIC TAB r]

Donald D. Engen 6
Administrator
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I. EXEUTIVE HIGHLIGHTS

1. THIS REPORT COVERS THE PERIOD JULY 1 - EECENMR 31, 1985. -.

C,.

2. OVER 511 MILLION PERSONS WERE PROCESSED THROUGH U.S. PASSENGER
CKFoINTs. THERE WERE 1,539 FIREARMS OET= WITH 707 RELATED
ARRESTS.

.":

3. WORLDWIDE, 10 HIJACKINGS CURRED (3 SUCCESSFUL) GAINST SCHEDULED AIR
CARRIERS. ONE WAS AGINST U.S. AIRLINES (UNSUCCESS L).

4. ONE U.S. AND NINE FOREIGN GENERAL AVIATION AIRAFT WERE HIJACKED
DURING THE PERIOD.

5. ALLEGED SECURITY VIOLATIONS BY AIR CARR[P.RS, AIRPORTS, AND INDIVIDUALS
TOTALED 1,827.

,.'

6. OF THE 1,827 ALLEGED SECURITY VIOLATIONS, 176 RESULTED IN CIVIL
PENALITIES TOTALING $145,106.

7. ASSESSMENTS OF THE EFFECTIVENESS OF SECURI Y MEASURES WERE CONDUCTED
AT 50 FOREIGN AIRPORTS.

8. [OMESTIC AND INTERNATIONIAL SEURITY MEASURES WERE INCREASED
SUBSTANTIALLY To PREVENT OR DETER TERRORIST AND OTHER CRIMINAL ACTS
AGAINST CIVIL AVIATION.

.-
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II. INTRODUCTION

This 23rd Semiannual Report to Congress on the Effectiveness of the Civil
kviation Security Program is submitted in accordance with section 315(a)
of the Federal Aviation Act. This section requires that a s,niannual
report be submitted concerning the effectiveness of screening procedures.
This report covers the period July I - December 31, 1985. It presents a
concise picture of the nationwide effectiveness of the procedures used to
screen passengers and their carry-on items prior to boarding scheduled and
public charter flights as well as visitors desiring access to sterile air
terminal passenger boarding areas. This report also presents a sumary of
the assessments conducted to determine the effectiveness of the security
, easilres at foreign airports served by U.S. air carriers, foreign airports
from which foreign air carriers serve the United States, foreign airports
which pose a high risk of Lntroducing danger to international air travel,
and such other foreign airports as the Secretary of Transportation nay
1eNn appropriate. These assessments were conducted pursuant to the
International Security and Development Act of 1985 (Public Law 99-83)
which anrended section 1115 of the Federal Aviation Act. In addition, this
report includes a sunary of the changes in security measures which were
instituted during 1985 to prevent or deter terrorist and other criminal
acts against civil aviation.

II . AIICRAFT HIJACKINGS

A U.S. citizen engaged in public charter and/or scheduled passerger air
operations must hold an operating certificate issued by the Federal
Aviation Administration (FAA). Technically, that person is a "certificate
holder." In this report, such certificate holders are referred to as air
carriers in order to differentiate then and their aircraft fron general
aviation operators and aircraft.

There was one attenpted hijacking of a U.S. scheduled air carrier during
this period. This unsuccessful hijacking attemot was perpetrated by a man
with a history of mental illness. After causing a disturbance aboarl the
aircraft, he deplaned at the request of an airline official. Before the
door was closed, however, he ran back aboarl saying that he was hijacking
the plane. He as overpowered by airline employees.

There was one U.S. general aviation helicopter hijacked during the
reporting period. This successful hijacking was carried out by a woman
who chartered the helicopter for a local area sightseeing flight. While
en route, she pointed a pistol at the pilot and required that he land the
helicopter in a prison exercise yar]. A prison guard was shot as he tried
to prevent prisoners from boarding. The helicopter with the hijacker and
three prisoners was flown to a point about 4 miles froin the prLson where
they fled in a waiting automobile. They were apprehended by police
several days later.

The one air carrier and one general aviation hijacking of J.S. aircraft
compare to nine hijackings (three successful) of foreign air carriers and
nine hijackings (all successful) of foreign general aviation aircraft

T-'. .L. i .L ;I - .;[ .iI .?.; .L -"L " .' Li[ L.L[., ,.LL .L; ).LLL. I.-L'[ LL° IT -)L .< I L- .." T.L T. . L, . , : . iL - .. L i ' . .. .' - ..o' . . " . .' - '.. • . - r



* 3-

during the same period. These hijackings coupled with the three United
States and thirteen foreign air carrier hijackings which occurred in the
first half of 1985 have resulted in the lowest annual United States
percentage (14 percent) of worldwide hijackings since 1973. Eight of the
foreign general aviation hijackings occurred in Colombia. All of these
hijackings reportedly were the result of anti-government insurgent
activity.

(See Exhibits 1, 2, and 3)

In addition to compiling records and reporting on actual hijackings, the
FAA has attempted to identify, record, and report incidents in which it
appeared that individuals intended to hijack an aircraft or commit other
crimes against civil aviation but were prevented from doing so by airline
and airport security measures in effect. Section V of this report
provides a smry of firearms which were detected at screening points
under suspicious circumstances during this reporting period. It is very
possible that in some of these instances, the persons carrying firearms
may have intended to hijack an aircraft; however, sufficient additional
data were not developed to fully support this determination. While the
number of incidents wherein the perpetrator of an action intended to
ccamit a crime against civil aviation cannot be determined with certainty,
there were three incidents where the facts tend to support that
possibility during the last half of 1985. This raises the number of
hijackings or related crimes believed prevented since 1973 to 116.

(See Exhibit 4)

IV. BASIC POLICIES

Operating on the concept of shared responsibilities among airlines,
airports, local communities, the Federal Government, and the aircraft
passengers, the U.S. Civil Aviation Security Program has continued to be
highly effective in preventing aircraft hijackings and other criminal acts
against civil aviation. The spirit of cooperation which characterizes
these mutually beneficial working relationships has been very helpful in
making the system work well. In furtherance of assuring safe air travel,
the Federal Government establishes and enforces regulations, policies, and
procedures and in general provides overall guidance and direction to the
program. The policies of the program recognize the airlines as
responsible for the safety of passengers, baggage, and cargo in their care
as well as for the safeguarding of their aircraft. Similarly, airport
operators are responsible for maintaining a secure ground environment and
for providing local law enforcement support for airline and airport

,ecurity measures. Finally, the passengers--the ultimate beneficiaries of
the security program--pay for the costs of the program through security
charges incluxed in airline ticket price calculations and through the
inconveniences of voluntary screening and searches.

(See Exhibit 5)

*1j
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V. PASSEW3ER SCREENING--SCOPE AND EFFEMJIVENESS

The current U.S. airline passenger screening systen, which has been in
operation since 1973, has proven to be highly effective in preventing and
deterring aircraft hijackings. Since the initiation of these strengthened
security measures, almost 7 billion persons have been screened and over
8 billion carry-on itens have been inspected. This screening and
inspection activity has resulted in the detection of over 34,000 firearms
with over 14,000 related arrests.

(See E.hibit 6)

The change in the anti-hijacking program brought about by the strengthened
security measures in 1973 has borne some remarkable results. For
instance, on the average, there were 27 U.S. aircraft hijacked per year
over the 5-year period preceding 1973. During the 13-year period since,
however, there have been a total of 100 U.S. aircraft hijackings, or an
average of less than 8 per year. This decrease would be even more
substantial except for the rash of hijackings to Cuba in 1980 (17) and
1983 (13) committed largely by homesick Cubans who arrived in the U.S.
during the exodus of several hundred thousand people from Cuba in 1980.
Substituting the usual 1 to 3 hijackings per year of this type for the
inflated figures of 1980 and 1983, the yearly average of U.S. hijackings
would drop to less than six. The lone unsuccessful air carrier hijacking
recorded during this reporting period combined with the three air carrier
hijackings which occurred during the first half of 1985 brings the total
number of air carrier hijackings in 1985 to four. The demand to be flown
to Cuba was made in only one of the four incidents. The four hijackings
in 1985 are well below the yearly average number of hijackings, and down
from 1984's total of five. This represents the lowest number of air
carrier hijackings recorded since 1976.

Passenger screening activity at U.S. airports concentrates on the greatest
threat to civil aviation security, specifically the detection of firearms
and explosives or incendiary devices. The FAA's analysis of screening
checkpoint activity includes the recording and study of the number of
firearms and explosives or incendiary devices detected, false threats
received, and certain other offenses, as well as related information
received concerning arrests and disposition of cases.

During this reporting period, over 511.5 million persons were processed
* through security screening checkpoints at 392 airports involved in the

FAA's Civil Aviation Security Program. As a result of this screening
activity, a total of 1,539 firearms were detected, of which 1,452
(94 percent) were detected by X-ray inspection of carry-on items; 38

(2 percent) were detected by use of metal detectors and 49 (4 percent)
were detected as the result of physical search. The 6 percent increase in
the number of weapons detected over the 1,448 weapons detected during the
cirst 6 months of 1985 is in direct proportion to the increase in number
of persons screened during the same periods of time. In addition, there
were 7 explosive/incendiary devices detected by X-ray inspection during
this reporting period.

* -*.. *.* *. -.. ... °.
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There were a total of 708 persons arrested for carriage of firearms/
explosive devices during this reporting period. This represents an
increase of approximately 18 percent over the 602 arrests recorded during
the first half of 1985 and a 10 percent increase over the average of 642
arrests for the preceding eight reporting periods. The 708 arrests were
made at 85 airports of various sizes throughout the United States.

Airports are categorized, in regard to screening activities, according to
the number of persons screened per year. Categories I, II, III, and IV
are defined as follows: Category I - 2 million or more persons screened
annually; Category II - 500,000 to 2 million; and Categories III and IV -

under 500,000. Of the total persons arrested, 612 (86 percent) cccurred
at 51 Category I airports (e.g., Los Angeles, California; and Boston,
Massachusetts); 60 (9 percent) occurred at 21 Category II airports (e.g.,
Syracuse, New York; and Oakland, California); and 34 (5 percent) occurred
at 14 Categories III and IV airports (e.g., Mobile, Alabama; and Santa
Barbara, California). Security screening at Category IV airports is
conducted only when deplanement into a sterile area is desired.
Individuals, who without proper authorization attempt to carry firearms or
explosive/incendiary devices through screening checkpoints, may be subject
to criminal prosecution by Federal and local jurisdictions as well as
civil penalties imposed by the FAA.

Screening checkpoint equipment consists primarily of walk-through weapon
detectors and, at high volume screening checkpoints, X-ray inspection
systems for carry-on articles. At most stations, hand-held metal
detection devices are used as backup support for the walk-through weapon
detection devices. The FAA, in conjunction with the airline industry, has
ongoing research and developmental projects geared toward producing new
screening equipment which will improve capabilities to detect weapons and
explosives and minimize passenger inconvenience.

(See Exhibit 7)

VI. COMPLIANCE AND ENFORCEMENT

The U.S. Civil Aviation Security Program is implemented through a series
of Federal Aviation Regulations and, as with any law, the regulations are
subject to both inadve-tent and deliberate violations. The basic purpose
of these requirerents is to assure safety and security for airline
passengers and crewmeibers. The FAA approach is to prevent violations, to
the qreatest extent possible, by fostering an atmosphere of voluntary
compliance and cooperative actions to correct promptly any deficiencies
and weaknesses detected.

When alleged or apparent violations of regulatory requirements do occur,
they are investigated and appropriate administrative or legal action is
taken. These actions take the form of warnings, letters of correction, or %
assessments of civil penalties.

i
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During the last half of 1985, 1,827 investigations of alleged security

violations by air carriers, foreign air carriers, airports, and

individuals were completed. In 176 of the cases, civil penalties totaling
$145,106 were collected, and in 1,554 cases, administrative corrective
actions were taken. In the remaining 97 cases, the alleged violations
were not substantiated. The total number of investigations closed during

the second half of 1985 represents a 2 percent increase over the 1,791
investigations closed during the first half of 1985. The number of cases
which resulted in civil penalties, however, increased by 17 percent and

the amount of the civil penalties increased $93,311 or 180 percent over

the number and amount of civil penalties which occurred in the first half

of 1985.

During the calendar year 1985, 3,618 investigations of alleged violations

by air carriers, foreign air carriers, airports, and individuals were
completed. In 326 of the cases, civil penalties totaling $196,901 were
collected, and in 3,068 cases, administrative corrective actions were

taken. In the remaining 224 cases, the alleged violations were not
substantiated. During 1985 the number of cases which resulted in civil

penalities increased 3 percent over 1984. The amount of the civil
penalities, however, increased $42,422 or 27 percent.

VII. ASSESSMENTS OF SECURITY MEASURES MAINTAINED AT FOREIGN AIRPORTS

Public Law 99-83, the International Security and Development Cooperation
Act of 1985 was enacted an August 8, 1985. Title V, Part B of the Act
amends section 1115 of the Federal Aviation Act of 1958 and directs the
Secretary of Transportation to assess the effectiveness of security
measures at those foreign airports being served by U.S. air carriers,
those foreign airports from which foreign air carriers serve the United
States, those foreign airports which pose a high risk of introducing
danger to international travel, and at such other airports as the

Secretary may deem appropriate. The Act provides for measures to be taken
regarding airports which do not maintain and administer effective security
measures.

The FAA has been delegated the responsibility for the implementation of
certain legislative requirements in Public Law 99-83. These include:
(1) assessment of security measures at foreign airports, (2) consultation
with the Secretary of State concerning threats, and (3) the inclusion of a

sumnmary on foreign airport security in the Semiannual Report to Congress
on the Effectiveness of the Civil Aviation Security Program.

Guidelines and standards have been developed for the assessment of
security measures, the foreign airports to be assessed have been
identified and the assessments of the security measures at the identified
airports have been initiated. During this reporting period, assessments
of the security measures maintained by 50 foreign airports were conducted
by FAA. These assessments included all major international airports
served by United States air carriers and those from which foreign air
carriers serve the United States. Of the total assessments, 32 were
conducted at airports in Europe, Africa, and the Middle East, 13 in South
and Central America, and 5 in the Asia and Pacific area.

-~~ ~~~~~~ . . . . ... . . . . . . . . . .. . . . . . . . . . . .
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Assessments consist of an indepth analysis of the security measures at the
airports, using a standard which is based upon, at a minimum, the
Standards and appropriate Recommended Practices contained in Annex 17 to
the Convention on International Civil Aviation. If FAA obtainsinformation indicating that an airport way not maintain and administer

effective security measures, these findings are reported to the Office of
the Secretary of Transportation. The law provides for notification to the
foreign country involved when a determination is made by the Secretary of
Transportation that a foreign airport does not maintain and administer
effective security measures. Notifications include recommended steps to

-remedy the problem. It also specifies when and how the public is to be
notified of that determination. Public notice need not occur unless the
foreign government fails to bring security measures up to the standard
within 90 days of being notified of the Secretary of Transportation's
determination. If the Secretary of Transportation at any time
determines, after consultation with the Secretary of State, that a
condition exists which threatens the safety or security of passengers,
aircraft, or crew traveling to or Erom a specified airport, the Secretary
of Transportation must apprise the Secretary of State, who imst issue a
travel advisory.

Of the initial 50 assessments of foreign airports conducted during this
reporting period, none resulted in a Secretarial determination. There
were security concerns noted at some airports, but none were so serious as
to support a determination that they were not maintaining an effective
security program, and, thus, did not require a formal 90-day notice to the
affected governments or notification to the public.

Also, in response to a threat that surfaced during the December 1985
meeting of the Organization of African States (OAS) in Dakar, Senegal, FAA
special agents were dispatched to Dakar at the request of Senegal
officials to assist in an intensive 2-week effort to bring the level of
security at the airport to a level well above the International Civil
Aviation Organization minimum Standards cited in Annex 17.

VIII. CIVIL AVIATION SECURITY INITIATIVES

Due to the upsurge of terrorist acts against civil aviation in certain
areas of the Middle East, President Reagan directed the Secretary of
Transportation, in cooperation with the Department of State and other
members of the Cabinet, to undertake several important initiatives. That
direction proimpted the following:

0 On June 27, 1985, the Secretary of Transportation urged the Council of
the International Civil Aviation Organization (ICAO) to embark
inediately upon an intensified program aimed at responding to the
need for enhanced airport security. As a result, the ICAO Council
convened on an accelerated schedule and on December 19, 1985,
strengthened its airport security requirements by adopting Amendment 6
to the International Standards and Recommended Practices - Security
(Safeguarding International Civil Aviation against Acts of Unlawful
Interference - Annex 17 to the Convention on International Civil
Aviation). Eleven new specifications were introduced into the Annex
and 19 specifications were adopted as standards.
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In July 1985, two emergency amendients to the Federal Aviation

Regulations (FkR) were effected. Part 108 of the FAR was anended to
require the carriage of Federal Air Marshals in the number and manner
specified by the Administrator on designated scheduled and public
charter passenger operations. The second emergency amendment to Part
108 of the FAR requires each certificate holder to provide a ground
and an in-flight security coordint.ir for each international and
domestic flight. It further require; that all crewmembers be provided
with expanded security training.

0 In September 1985, the FAA began hiring additional Civil Aviation

Security Inspectors. Part of their duties required that they be
trained to act as Federal Air Marshals. Their hiring and initial
training were completed in December 1985, and they have been assigned
to FAA regional offices throughout the United States and to the FAA
Washington headquarters. In addition to general security matters,
they received very intense training in both the inflight and ground
aspects of their duties as Federal Air Marshals to prepare them to
deal appropriately and safely with any situation which might
jeopardize the safety of the passengers. Federal Air Marshals are
currently being assigned to flights of U.S. carriers to designated
areas. They are monitoring all security aspects of the flight,
including surveillance of the passenger screening operations,
preflight inspection of aircraft, and checking of the cargo and
baggage.

During the period mid-August to early November 1985, an interim cadre

consisting of 84 law enforcement officers from 6 Federal agencies
assisted the FAA in 39 inspection trips. During these trips, the
teams inspected U.S. air carrier security operations in place at a
total of 79 foreign airports, and, where appropriate, or upon request,
they conducted security training.

To assure implementation of security procedures to protect all U.S.

civil aviation and U.S. citizens traveling in the United States and
throughout the world, the FAA issued a number of emergency amendments
to the airport operators' and air carriers' FAA-approved security
programs. One such amendment to the security programs required
extraordinary or enhanced security procedures to be implemented at
several foreign airports served by U.S. air carriers. The security
measures which are in effect at those designated airports are, as a
rule, far more stringent than those currently in effect in domestic
airports. The reason for the variation is to ensure that the
established procedures for U.S. civil aviation at a particular airport
coincide with the level of threat.

Another amendment to both airport and air carrier security programs

requires that procedures be established to verify employment history
for all persons employed after November 1, 1985, by the airport, its
tenants, or its contractors, including air carriers who are permitted
anescorted restricted area access. An immediate need for this action
was recognized as the actions of these people can critically impact
the safety and security of the traveling public.

41t.
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The implementation of these initiatives often required increased

efforts and additional resources. The evaluation of foreign airports
and the special evaluations of domestic airports were successfully
conducted. While no airport was ignored, the first priority regarding
the evaluation of domestic air carrier and airport security procedures
was given to Category I airports (airports where annual screening
exceeds 2 million persons) with foreign departures and all other
international airports. During those evaluations, special emphasis
was given to the carriers' passenger screening, checked baggage
profile, cargo area, and airplane security procedures, as well as the
airport's law enforcement operations and manner of protection of the
air operations areas. Other domestic airports were also evaluated.
Effective monitoring and enforcement are being accomplished for the
special emphasis items.

The International Security and Development Cooperation Act of 1985

(Public Law 99-83) authorized $5,000,000 to be appropriated from the
Airport and Airway Trust Fund for research on and the development of
airport security devices or techniques for detecting explosives. The
FAA has accelerated its research and development program for the
detection of explosives in checked baggage, air cargo, and on
passengers. Major efforts have been undertaken in two areas to
develop explosive detection systems. The first involves a system
using vapor analysis to detect explosives being carried on a person.
The second involves two different systems to detect explosives in
checked baggage and cargo, each using a form of thermal neutron
activation. Contracts have been negotiated to build prototype
operational systems. The FAA plans to obligate $11,800,000 in fiscal
year 1986 and has requested $12,700,000 for fiscal year 1987 for this
accelerated research and development program.

IX. XUILK

With the steady and continuous increase in terrorist activities worldwide,
it is reasonable to expect that terrorist attacks against civil aviation

iray increase proportionately. Recognizing this very real threat to the
security of air transportation, most Governments have taken action to
improve substantially security procedures at their airports. The United
States program of conducting periodic assessments of the security measures
at foreign airports is expected to assist the airports involved in
developing and maintaining efficient and effective security measures.
rhese measures, in turn, will assist the airports in successfully
protecting personnel and property against terrorist acts. The extensive
security measures being utilized by United States airlines and airports
are being continually assessed to ensure that they meet the rapidly

* changing nature and intensity of the terrorist threat. In conjunction
with other elements of the Departmrent of Transportation and executive
agencies, the FAA will take appropriate actions to meet the threat and .

will implement additional measures as the situation may warrant.
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