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ABSTRACT

A FIRST CUT AT DOCTRINE FOR AUTOMATION OF DIVISION COMMAND sND CONTROL
By Major Jerry W. McElwee, USA, 39 pages.

RN

This study avalvzes past efforts to introduce automated systems into existing
militarv and civilian organizations. Six fundamental principles for
successtul i1mplementation of automated support to management are derived and
then applied to the/UTEC\Armv division command and control svstem. —Ftmatdv. ~-
modifications to current division statf orqanizatione and procedures, division
command pasts and the commander s modus gperandil are recommended,

The s1x principles tor successful automation are:
1} Use i1nformation systems to improve i1nternal communications and reduce
analytical workloadg,
&) Minimize specialization of i1nformation uorkersi
3) Expand the jobs ot intormation workers,
4) Simplitysmodifyv organization structure betore automatin03
51 Encourage®™™agents of cnanqeziwyd—
6+ Commanders and senior statf must provide a positive influence.

Recommendations 1nclude:

1) Reduce the size of the current b) statf organization)

2) Simolify B3 staff pracedures,

3) nHdopt a new command post concept with two separate command posts
operating on twelve hour, alternating periods, an I

4) Increase i1nformation available to the cammander throuahout the divisien
area 0+ gperations. (..

\

U

The studv concludes that the Combined Arms Center, as the lead propanent tfor
automated support of command and control within the Army, should bedin now to
jevelop and test new doctrine for automated support of divisian command and
controi.
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i.  INTRODUCTION:

‘F.nowiedge and numan power are svnonvmous’

Francis Bacon!

The Armv s involvement with automation pegan in 1543, with sponsorsnio ot
the deveiocoment of the first electronic computer. Followina the successtui
completiaon aof tnat project two vears later. the use of computers eupanded inta
cseveral areas, most notablv command and control.Z #s evigenceo ov the world
wide Mmilitarv Command and Controi Svstem (WwWnCCS), there has ceen some success.
However., 1n the realm of automateo tactical command and control. the Armv 15

barelv out of tne starting gate.

Even 1n the late (939 s, the senior Arayv l=adershilo anticipated the scoeedv
geveiooment ang impiementation of automateq support £g tactical command ana
cgntroil. For instance, M0 James D. O Connell, Chief Sianal ufticer.

Cepartment of the Armv, wrote the follaowing in February 1758:

Jn the pattletrield of 1%e02, tactical commanders will have i1npcreased
comamand control o+ their firepower and mcbilitv througn new
communications ang automation. Tne battie group commander wijl oe
able to use a smalil, mobile computer and assoclated parts O+ tne
automatic data processing svstem to calculate eneamv concentrations,
jetermine failout patterns of triendlv and enemv weapon:s. coliate
int2liigence, calculate march tabies., and gerform aother tasks. ine
camoany commander will nave a suoplv o+ pocket 3122 punchcardads.
Intormation placed on these cards and feg 1nto the gata svstem #lil
ne transmitted to battie aqraup headquarters wna2re 1t would oe staregd
1in electronic +orm 1n a memory camponent., Intormation or 1inguiries
will be processed at battle groun headguarters where commanders
42uid use this data Iin reacning decisi1ans.

Automatic data processing eguipments at agiviciaon level will cansizt
2+ data recoraina and storage devices and small-capacitv moodile
comouters, In contrast to the large ang bulkv commercial eaguiomants
u3ea Gv lngustrv, these will be small anag ifiont, Data i1ntroauced 1n
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the division svstem will be transmitted to the mobile computers

through the Area Communications System. This data will help the

various commanders review the situation; i1t wili help them anatlv:ze

the praobable results of various courses of action {(potn friendly and

hostile! and thus will expedite decisions, The eguipoment will aiso

be used to compile essential reports--daily personnel summaries,

requisitions by units, strengtn reports, prolections on a scheguie

pasis--the mass and unwieldly flow ot which have alwavs been a

problem to combat echelans. Similarly, the inteiligence staff will

be abie to obtain current information mare guicklv. When essential

data 1s not available at lower echelons, the processing unit can

interrogate and obtain information from corps or armv, or from an

adlacent division, KReguests tor supplies can be consolidated and

sent to appropriate supply points for action, thus largely .

eliminating the manual time-consuming aspects of this task.~

cieariy, tne Arav did not lack vision, 1ust the acilitv to convert tne
vision into realitv., Now. after almost 30 vears., the Hrmv 15 about to
tntroduce a sulite of egquipments comparable to the system that MG U Lonnel:
de2scripea so orophetically at the beaoinnina of the computer age. (he Maneuver
Control System (MCS) nas oeen field tested on a limitea basis 1n vil Coros ana

will be oi1srributed tg tne rest of the Armv beainning 1n L156a.%

Froblem ang Furpgse

Ws the jang-awailted day apperoacnes., 15 the Armv reagv for ALS? is the
tactical command and control svstem oroperiv organized to use thls
revolutionary new capabilitv? 5Should command ang controi proceaures cnance as
a resuit of computer aszsistance? This paoer will address tne 1ssues raised by
tnese questions and provide some recommendations Daseo on the arauments

oresented.

Lommand and control nas been 1mproving from 1ts 1nception 1n prehi1storic
timesz., Man s tirst grunts, s1ans. and Oorawlnas were tne torerunner ot tadav €
1ntri1zate command and control processes. From the spoken word distributeo bv

espgecliliv trustwartny nessengers, wWwe evoived tO the written word carried by

44
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men or animais, 1.e. carrier pigeons! who could be relied upon to deiilver tne
messaage. The sophistication of the messace was na longer limited ov tne memary
2t the messenger but aonlv bv the writing and reading skills ot tne senaer and
recerver. wWith the introaguctiaon ot electronic transmission media. the speed ot
command and control was increased dramaticallv., The teleqraph restrictea

communications to areas 1t connected bv wire, but the radio connected evervone

witnin range ot the transmitter.?

icdav tnese communications systems are fundamental to the armv s
successful command and control of 1ts units. In the oacst nowever, wire ang

ragio were leces usetul. Introduction of new commang and conrral technoicav

Tr TR WL Y. T, Y. Te b T v

into arwmies has narmally been a difficult ana sunderinag affair. During ww 1. :*:“
. 33
4 . . . . . Rl
v Allied commanders attemotec to commang +trom their command Dosts Decause that A
P
I o
' was where the teiepnone line terminated, Conseguentivy., tNe COMMARCErs were Nat s
3 awmare ot the concitions faced bv their men on tne trent lines ans continued to et
) QY
, comnit tnem to aimost cercain siauqnter as tnev assauited from tneir e
3 -
3 . g . A NN
. trencnes.® 0On tne German side, tne ditficulties of wartime commupnications 1n N
E No3IT1le territary fores no reiatiansnly to tneir pgeacetime exerClsSe ex0erl1encs. C
s

¥2ig1ans cut telegnone ana teiearaph wires; the powertul Elffel Tower wWwirsiess

station tammea the a1r waves SO that messages came tnNrougnh €0 3Jarpledg tnev nag ST

tc ge repoated tnree or tour times betoare sense coula poe made ot tnem. ine

LR

recely1lng station at the Lerman field neadguarters pecame S0 clogaged that At

.
),

‘/ . N -

\ messaages toak from eianht to twelve hours to aget throuan. ‘fn1s Wwas ops ot the
E fricticns  rtne berman General Stat+t, misied ov tne sase Ot COMAUNLZATIONS in
3 _

: war sames, had nct pianned far. /

)

)

' fast 2xperience 1n civilian i1naustry ang tne mificary s2ems tQ@ 1nodicate

/

y

g

v

y

J

> 3

AN N V"‘x““. RSN L R L '~ EIRIRN AT S oo

0, S _ -'.-'--..v_-.-.-.-'._,‘:.‘_,'_J . ., 4'..,'_., \_..._. e el

. o . e -
Stet . DS TP P P I B e ST N A LN
SE R VORI FRPR L T . PRV PG YRR COPRAR AW AP RS PR UV AL POV T T D I




tnat optimum use of the new equinment will require. pernaps. siqanificant
alterations to the status quo. Indeed. manv civilian and militarv “experts-
are claimine that an organization must oe comoleteiy restructured 1n order to
realize the full potential of the new information technoloay.® Examining
soectifically the area of militaryv command and control, one expert conciuged
t+rom his analvsis of the U.S5. experience in viet Nam and the Israelil
experience 1n the 1973 Mideast conflict that., "...failures of commanag anq
controi can be traced to unresolved institutional and organizational dilemmas
1in the C3 doctrine, brougnht about by +tailures in the oraanizational adactation
arocess to m22t the new demands of a chanqed technological and poiitical

enviroament, "7

There are currently no doctrinal or orcganizaticnal changes planneg to
coincide with fieldina of the ML5.1Y Armvwide 1ssue of tre MCS provides an
oppartunity to develop anag 1mplement nasic agoctrine for caommand ang contraoi
us1na autcmated eguipment. This basic doctrine will not necessarilv suppiant
statf 50Fs put 1t should standardize tnose orocedures tnat will be endemic to-

aii1 divisions. FM {01-5 orovides tne fundamental procedures for manuai staff

tun=*t10ns .3, commnand orocedures, estimate orocess, etc. (he next steo 1

(1]

jevelooment ot the automated eauivalent to FM L0OL1-3.

if. THE DIviISIGN MahuAe COMMAND AND CONTROL Sy3TEM.

Cn the eve ot tne i1ntroduction of a new technoloqy te suppcrt command and
cantrgi, an examination ot the procedures and oraanizatione that wiil crobaaly
ge at+acted the most 1s 1n order. The tetal 1mpact of tactical automation 1s

17caiculanle, but 1ts efttects on tne Uivision G statt, the commander ang

E A S i e R AN e S AN S D gl sl RO ol RECANA A P v i i N g
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division commang post arganization and structure can be estimated.

Hsslstant

i

hiref af Staft for Uperatians

The division nssistant Cniet of Statf for Joerations (G3: has an extensive
list ot responsioilities that can be boiled down into faur general areas:
collect, analvze and present information on the current friendiv situation
of the division: recommend ftask organizations ang oriorities for allocation
at resources to support the unit s mission: prepare ang oi1stribute pians and
orgers 1mpiementing tne commander s decisions: and finallv, moniter tne
2x2cution ot plans and orders, enemv responses, and chanoe Oroers to

susardinate untts as necessarv, il

in todav s manual command posts. 1ntarmation 1s collected 1n accorcance
41th tne unit S50Fs which varv from one divislion to another. in generas,
zypordirate units are required to submit periodic repsrts on 1ntormatidn ceemag
neEzesszary 0v the division headguarters. Exception reporting 1§ reauireg tar

tncse informatiaon 1tems critical to succeses of an pberation, ©.Q. Se1I1na an

o]

ective, suftering significant Casuaities, or tinding too littie ar tgg mucn
gnemy resistance. The 1ntormaticon Coliecteo 1S posted on map overlays and or
gsosted to status charts disolaved 1n the current goeratigns celi. &s tne
1ntormation arrives, statf ofttigers analvie 1t to detarmine the givisian s
Irogress ang to 1dentity ootzatial future proolems whicn will reguire the
Zgewmander s resoluticn,  Eecause the rFepOrts +rom the sudarainate snifs are

gericdic and z1nge regorts que to higner nheadguarters are also cericdis. tne

wirk 13ag tn tne current operaticns cell ebbs ang tlows accorolng to tneg report

W
=
w
(=)
e

nses., In thne absence 0f larce deviations from %tne Qri13inal oian

stticers tvpicaily deveote a malority of their time to MOnitorling. camtirming,
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or requesting reports +rom subordinate units unti] thev reach the report cuto+tf
time. Thev tnen begin oreparinq reports to their higher headquarters ang or a
briefing to the divisiaon commander. fhere 1s also a consigerable requirement
for coordination among the different sections of the division staff, witn the

63 statf normally being the central focus. This interaction is continual and -

P 1nvolves the collection and correlation of i1nformation from ali seaments of¢ the
. -
. statt,
o The b3 staf+ supports tne commander s decision making process by providinag o
2 o
’ estimates of projected triendlv situations, analvsis of courses of action baseg NS,
e
% . . ) ) L . ) S
‘ an 1aformation provided by the rest of the staft, and recommendations on tes
-
: allocation of resourcecs. The basiz for these asseszments is the i1nformation S,
q 4:.:\\..
- . i - . . J
8 collected from subordinate ana higher units and the rest ot the division statt, K\.

There are few, 1t anv, doctrinal procedures wnhich prescribe how tne anaivetls

should be done. In most divisione, the responsible sta$f officer estapiishes :'ﬁ
. .':"\"_
the mechanisms useo or they are orescriped in a staft section 5UF, vuheckilsts K
. e
. are freaquentlv used to insure that kev steps or consigerations are i1nciudea 1n 7*]~

tne analvsis. The end oroduct 15 desiagned to accomguoate tne reguirements ot .
the coammander as he makes decisions reocarding the tuture gperations ot the

divisiaor.

Jnce a course of actian 1s selected. the 03 staftf is responsipie tor _—

. publisning an3 distributing the operations orger to ail units atiected. Tne
prescripbed tormat tor these orders started evolving durina WW I and coalesced g LS
p anin:
1 1nto 1ts aresent form grior ta Ww I1.!¢ The five paraaraph tielag order is t::‘
' Uﬂ\\
. - . . . . . X
written 1n the B3 section with i1ngut fram the rest of the division statt. :¢:,
g
rnnexes to the ordar are written in the appropriate stat+ section ana appenden >

-
.
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ta tne order before or atter distribution. I+f time permits. the written ordger
1s typed and reoroduced 1n sutficient coples for distribution bv messenger to
evearvaone wWwith a need to know. Thils process can take as [ittie as {Z nours or a
number of days dependina on the time available and complexity of tne operation.
When immediate action 1s reguired, verbal orders or teletvpe messages can bpe

uses to distribute orders.l3

in addition to coilecting intormatian, preparing estimates ang 15SuUlng
orders, tne B3I statf is also responsible for monitorina and svnchronizina the
current pattie. In essence, the G3 current operations cell compresses the
three previously descriped activities 1nto a ftew minutes 1nstead Oof nours or
even davs. Reallocation of Air Force aircraft sorties. reassiaonment af tieia
artilieryv unit supoort relationshins, and changes 10 WUNiT task Qraanizations
are a few ot the possible actions that the 43 staft+ mav reccmmend to tne
commander {0Qr 1mmediate imolementartion., For ootimum concentration at comoat
power at the decisive time and olace. tne G3 must support tne commancer s
synchronizatiaon of aii the rorces available to the division. when assumotionsg
underlving tne ariginai pian are no (onger apol{icable. the commanaer ang B

must resoond ia real-time to resvncnranize the division,!d

Uivision Loamander

ihare are twentv-tour versions of the divisidn commander s rele 1n commano
ang control ot a division--one tor each active ana reserve dl1vis10n cammander,
There are, however, a +ew constants. The commander normally coes to wherz he
can intluence the actian., either torward at tne pattle or 1n tne (ivisian PMain

or Tacticai +TAL) Command Post (CP). To infiuence the action. the commander
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must nave tne most current and accurate information avairlabie. 1In manv cases
1t comes trom the commander 's own observation of the battle or directiv from
tne commander ot the units 1n contact. He must aiso nave tne communicatians
available to chanae or modifv existing orders and to encourage tneir rapidg

executiin,

D:vision Command Fost

The tacilities portions ot the division commana and control svstem are tne
caommand posts. Bv doctrine there are three division ilevel command posts:
Division Main. Division TAC, and Division Rear. Thev respnond to tne aivision
cammanger in oroviding continuous command and control of his forces. RS 1n tne
role ot the commander. the missions and functions of the three command poste
varv dramaticailv between aivisions., Doctrinalliv. tne Main UF monitors the
current battie and plans tuture operations, the TACL CF monitors and
synchranizes the current battle, and the kear CFf plans tne sustainment of the
division, To survive, the Main and TAC LPs mave freguentiy (at least once
everv 24 nours’, use good operational security (OFSEC) to reduce their pnvsicatl
sianature, and emplov electronic securitv (ELSEC) to minimize tneir
ejectramndanetic signature. Thev also ooerate from venicles or buileoinas wnich
oravide a deagree ot protection fram eneav artillery, tacticai aircrart, ang
smail arms fire. [t either the Main or TAL CF 1s destrovea. the remaining LF
assum2s the tull commano and control mission ot the @i1vision untii the
destraovea CP can be reconstituted. [+ both are out ot actiaon, tne kear LF or

~ - 14
tossibiv a brisade CF can assume control ot the division.ld
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II1, NMEW EQUIPMENT FUR TACTICAL COMMAND ANMD CONTROL.

In adaition to tieiding a new automated system for tactical command and
control, the army 1s also in the orccess ot arocuring tfour additional autcmatea
svstems foar air defense, combat service support, field artillerv, and
intelligence., The communications to support these automated systems and the
valce requirements of the tactical armvy will be provided by three new
communications svstems., Unfortunately, the combat service support ana air
detense svstems will not be fielded until atter 1990 and consequently, are
outside the scope of this paper., To fully understand tne imgact of tne svsteams
that will be available soon and to appreciate their interrelationsnios with MC3
and tne divisional command and control system, a briet description ot eacn gone

1s in arder.
Maneuver Lontrol Svstem (MCS)

The L5 is a network of fully militarized and commercial computers (inred
bv standard armv communications svstems. Tne data processing caoabitities af_
tne MCS devices., such as decision grapnics, spread sheets, data base
management., etc, are oriented to the needs of the b3 anad his statt as ftney
examine i1ncoming messaqges and determine what i1nformation will require or cause
the caommander to take action. The MCS will exogedite the identi+icatien ot
intarmation desirea by the commander ana supoort N1s declsion maklng Drocess
thraugh qraochic displavs of timely and accurate intormatian. Commanders can
tailor tne 1nformation provided by MCS to meet their specific needs based on
missi10n, threat, oreanization, oersonnel. and the tactical situation.

In+tareation distripution 15 accomplished tnrouoh tne use of standarg messag2

tormats, r.s oQoerataors select tne format needed and f1il 1n thne reauired




“
LY
' »
ﬂ%
a ]
L]
Y
83 H
. Ry
information. Once a message has been transmitted and received, a svstem \b.
-6 ¥
acknowledgement will be received autaomatically bv the transeittino gevice. The -
oS
intormation contained 1n the messaqe igs +ed 1nto the local data base eitner Fil
automatically ar manually depending upon the commander s preterence. 1® :
-, ~:3:
- . ) ” ~ Faf
All_cource Analvsis Svstem (ASAS: ‘.
’I
-
N E"“..
fhe All Source Analvsis Svstem \HGOAS) 15 the automateg svstem desianed to Y
support the Gz at corps and division., At the division, ASAS receives aata from | N
. . “\
division intelligence coilection svystems, spot reports from units in the o
.
.
division, and intelligence from adjacent divisions ang corps. The data ang "
Y
intelliaence are stored., analvzed and converted into intelliigence estimates ov -
the Militarv Inteliigence mattalion stat+ and division Gz staft. wASAS orovides oI
not anlv the data base capabilitv, but also assists analvsts 1n reducing the Qi
Ny
large gquantitiec of data into useful i1nteiligence. w3AS 1s Llnkeg via {ne 4
R ) - v o
gi1vision comaunications svstem with MCS at division ana wWwith the tactical t:ire }:,
_ r\l"
direction system +TACFIRE: at Division Artiiilerv Headquarters.!/ F:
i
2
factical fire Direction Svstem TACFIRE:
THLF[RE was f1rst fieided 1n |57/ atter a ten vear develnpment cvcle. the

svstem o2rtorms the rollowina t#1re-control functions: +fire support

Zocrainartion: keeoing track of ammunition stocks and status of weaaons: starage g

ana application ot meteorolooical data: fire-mission processing: ang the Y
computation and use of survev data. Tne system also orovides a comoletelv e S
1ntegrated communications svstem basea on the current tactical communications A
n
svstems. uUsina radio or 1and ii1nes and high-soeed line printers, a forwarda yﬁ,
n.’\ 1
[3%)

observer s reguest for fire can be grocessed oy tne comouter, reviewed by the

10 T
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battalion fire-direction officer and sent to the relevant batterv in a few
seconds time. At division level, the system can handle all tasks for up to 100
fire units, including naval gunfire and tactical air operations. It can store
information on as many as 1,364 targets and display these according to as many
as three standing requests. TACFIRE, MCS and ASAS will all have the capability

of exchanging infarmation and data over tactical communications systems.l8

Mobile Subscriber Equipment (MSE)

New communications systems to support these automated svstems will be in
place in most divisions by 19%0. Virtually the entire communications network
in the division will be replaced with new equipmént which uses state-of-the-art
technology. The most radical change in division communications will be the
Mobile Subscriber Equipment (MSE) now being procured from Thompson CSF of
France through GTE. MSE will provide mgbile telephone communications for the
entire division down to maneuver battalion commanders, The Signal Battalion
will install area coemmunications nodes throughout the division area of
operations which will connect to the mobile telephones in command posts ar
moving in vehicles. All communications links will provide secure voice and
data capabilities to every user. Access to anyone served by the system is
achieved by dialing their unique telephone number. The svstem then locates the

desired party anywhere in the system and establishes communications.!?

Position Location Reporting System (PLRS) Joint Tactical Infaormation

Distribution System (JTIDS) Hybrid (PJH)

Increased fielding of automated svstems has increased the requirement for

pure data communications svstems. Hence, the Joint Tactical Infarmation
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b
N Distribution Systea (JTID5) was developed and will be fielded in 1988 to
provide reliable and survivable high speed data communications between data
} terminals throughout a theater of operations.2? A companion system. the
1: Position Location Reporting System (PLRS), will be fielded with the JTIDS to
s
. provide limited data communications as well as position location information -
ﬁ down to platoon level within a division, The combined systems are called the
: FLRS/JTIDS Hybrid or PJH, At division command posts, the PLRS portion of FJH
’ will automatically provide MCS and ASAS with location data on units equipped
E with PLRS User Units, and allow limited data communications, JTIDS will link
; the division command posts with other headquarters which require high volume
. gdata communications, e.g. Military Intelligence Battalion Headquarters and
j Corps.21 ’
Y
2 Single Channel Bround and Air Radig System (SINCGARS)
_ﬁ vhe last seqment of the coamunications trilogy is the single channel
& radio. On March 27, 1899, a young scientist named Marconi successfully sent a
message across the English Channel from Boulagne to Dover.2Z Since then,
, single channel radios have continued to evolve and have revolutionized the
” command and control of ailitary forces. Countermeasures against etfective
radio communications have also grawn in sophistication and have reached the
. point that only computer controlled radios can reasonablv expect to communicate
f effectivelv on the next battlefield. The latest develooment 15 the SINCGARS
radio. To avoid interception and jamming, the SINCGARS changes frequencies -
f raoidlyv during transmission. 1In a 10 second transmission, the radio will use
: almost 1000 different frequencies in a pseudo-randaom seguence; transmittina on
anvy one freguencv for less than 10 milli-seconds. In addition to avoidinag
% 12
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enemy efforts to disrupt communications, the new radio must also support data
communications as well as voice.23 Conseauently, the developers have provided
an error detection, error correction capability within the radio that can
correct a message with one errar in every ten characters to ane with an error
in every 1000 characters. Something that is virtually unreadable, can be

corrected and used with confidence, 24
[V. FUNDAMENTAL AUTOMATION PRINCIPLES,

The business warld and portions of the militarvy have integrated automatian

into their management structures with mixed results. Lessons learned and

fundamental principles derived from these efforts are applicable to automsation

s ot division tactical command and control.

Internal Communications and Lata Analvsis

Historically, as an organtzation evolved in complexitvy and the enviranment
became more uncertain, the hierarchical organization of the firm added new
managerial functions. [n keeping with the concepts of individual efficiencv so
deeplv rooted in the thougnt patterns of industrial-age management, new stat+s

were added in narrow areas of specialization, <9

Bt tne geqinning of the 1ndustrial reveolution. commerce was characterizea
by smaii one man or familv pusinesses. The cwner was tne manager and primarvy
. worker, All of his emplovees were actually engaged in groducing the product ne
sala for profit. Hs production efficiencies impraved. and as transportation

developed., opening up larger markets for products, the manufacturer i1ncreaseq

Nis output and nired not onlv more workers but also intermediate supervisors




ang specialists such as lawvers and accountants to help with the management of
the additinnal warkers and to deal with his customers. The owner s goals were
increased output at lower cost: he perceived, correctly, that more supervisars
were required to keep his span of control within reasonable limits. The
classic example is Henry Ford and the growth of the automobile industrv from a
garage to a multi-billion dollar industry in less than 100 years. This
ohenomenal growth has been realized by the addition of "information workers" to
production workers. The ratio of information or white collar workers to
production or blue collar workers has been increasing steadily since the amid
1860 s and is currently over 56%Z of the total work force. By the year 2000,
some experts predict that information workers will total nearlv 70¢% of the work

force. <o

The information warker collects and analvzes informatian, makes decisiaons
or provides analyzed information to his superior for decision, and then
distributes information to maintain or improve the effectiveness of the
organization in producing a product and providing a service to its customers.i
Information workers mav deal with acoguisition of resources, production and
delivery of a product, or with customers and marketing of the product. HAs a
result of his effort, the information worker theoreticallv 1mproves the protits
ot the organization or provides other i1ntangibles which add future benetits to

the organization. Fundamentally, he processes i1nfarmation.

E<amination of the total informatian flowing 1n an oryanization provides
surprisinag results. In a survey of infaormation flow within several larage
product ariented organizations, 3% of the information flow was 1nternal to the

grjanization, 1.e. 1t was oriqinated and terminated by people 1n the companv.
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Only 10% of the information was new. The rest of it was simply reformatted or
analvzed information that had been congealed for consumption bv otner
information workers. Intormation flowing ocut of the arganization was less than

6% of the total infarmation, 27

Staffs are the information workers of the military and the Army has

experienced increases in organizational structure, specialization and

e s s e ——— = = o —

. information flow similar to those in the business community. Far example, in
1917, the U.8. Army Division Staff had approximately 20 people with only an
officer and part time enlisted man in the 63 section. By 1943, tne 63 section
had gqrown to 12 personnel with the addition of specialists for training ang
education, air operations, and clerical support.28 In 19260, an Infantry
Division still had 1Z people in the G3 section.29 Bv 1963, the 63 section had
grown to 19 peaple and remained there for several years.30 However, in

gevelapment of Givision B4 organizations, the G3 section in the tight Infantry

ST L AN T s T L .

Division has grown to 36 persannel with 39 in the Heavy Division.3! 7The
addition of specialists from virtuallv every otficer branch is the major cause
' of the large increase in size. Comparable growths have occurred in other

g statt sections as well, althouqh they are not quite as spectacular as thase of
the 63. As expected. communications requirements have kept pace with the

agrowth i1n staff sizes.

S5ince 19460, the Armv has continued to field new communications svstems

with ever increasing capacity to support the stated needs of the tactical

R taT .Y YL

forces. As the new communications systems near their fielding dates, there is
considerable concern in the combat develapments community that they will ge

insufficient to handle the total communications requirement. The unofficial
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campaign slogan in the combat development community is, "We must de-appetize

the system,"32

The cause of this qrowth i1s the increasing diversity and specializatian of
operational units such as artillery, intelligence, communications. air detense,
tactical aircraft and others. To overcome this problieam, top commanders have
expanded their statfs to include the necessary expertise for etfective
utilization of the assets available to them. As a result, staffs have
increased in size and a larger share of the commander s attention span during
combat 1s directed to internal communications within his command post and the
specialists and expert interpreters of the information received from the

front. 33

The paradox for both civilian and military organizations is that as tneir
management structures qrow to handle the increasing diversity of tne
orqantzation, the internal information flow increases exponentialliv and the
management structure becomes less efficient and less effective. A phenomenan
described as "information overload" may then occur at some levels in the
organization and exacerbate management problems by forcing supervisors to make
decisions with too much inforamation that has not been analyzed and reduced to a
digestible form, The result is often irrational decisions, psvcholoaicallyv
1mpaired i1nformation warkers and increasinaly inefficient and inetfective
orqanizations.>% The solution to this has been the introduction of intormation
systems that make more information more readily available to larger segqments ot
the organization. In manv caces, thev also assist in analysis and correlation
of data and svnthesis of the information, thus relieving a portion of the

infarmation worker s purden, These information svstems not onlv provide
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storage and retrieval of intormation, but, coupled with communications systems,
provide superior internal communications between information workers.39 Recent
case studies confirm this view and indicate that the most beneficial results o+
intearating an information system into an arganizational structure are the
imoroved intraqroup communications. However, these benefits occur only if the
various work stations throughout the organization are connected together in a
communications network.3® From the above discussion is derived the first

principle for employment of automatiaon:
st Principle:

ommunications _and

=]

Intormation systems should improve interpal

the analysis and correlation of data and synthesis ot information_to

support decision making.

The other aspect of expanding organizational diversitv, alluded to
earlier, is the increase in specialization of intormation workers. Job desian
based on excessive specialization is a major cause of unproductive i1nformation-
handling waork. If the specialist can be converted into a generalist caocaole of
handlinag a areater varietv of functions, supervisors and administrators can be
given jobs that contribute to organizational eftectiveness rather than add to

aoverhead.

[ndustrial engineering techniques measure efficiencv to determine the
value ot changes tao an organization. However, with information svstems. a more

usetul criterion 1s that of organizational effectiveness., which includes, but
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is no: subsumed, under the cateqory of efficiencv. Efficiency is an
individualistic cateqgory that is often meaningless when applied to larager
groups; effectiveness is a matter of team performance and 1s the critical

feasure. 37

Extractingan example from the military, in the mid 1970 s a Carps
commander in Europe wrote a blistering condemnatiaon of the “tyranny af the
message center". To summarize the problem, messages in and out of the corps
headquarters all went through the message center. There were a total of eight
to ten steps in agetting a message in or out. First a messenger picked up the
message from the staff section and delivered it to the message center logaging
each messaqge picked up and delivered. At the messaqge center, a loag-in clerk
signed for the messaqe, checked it for completeness, and then passed it to a
rauting clerk. The routina clerk checked the addresses and determined the best
messaqe routing for each addressee. The message then went to the "poker" who
actually tvped the message anto a paper tape in preparation for transmission.
Tne paper tape from the poker, along with a paper copy of the message, then
went to the teletype operator or aperators for actual transmission to each
addressee. After transmission of the messaqe, the teletvpe onerator watted +tor
an acknowledgement or request for retransmission of part or all of the messaage.
Depending on the guality of the circuits and length of the messaage, it could
take as long as 20 to 30 minutes tao send a single message. After the messaage
receipt was confirmed, the teletype aperator returned the tape and paper copy
o+ the transmitted messaqe to the recards clerk for filina. If the message
center was unable to deliver a message after a soecified period of time, it

returned the message to the ariginator, Each component of the messaoe center
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was extremely efticient; a message seldom spent more than a few minutes in each
section., However, the overall effectiveness of the message center was poor.
The average time to actually oet a message out of the headquarters to tne
addressee often took days instead of minutes or hours as it should. This leads

to tihe second principle.

2nd__ Principle:

Organizations supported with information systems should minimize

specialization of informatiop workers to increase unit effectiveness.

Experience 1n the business community indicates that introduction of
intormation svstems i1nto an organization changes the nature ot work done by
information workers. At the clerical level, work becomes less routine. A
clerk typist 1s freed from the repeated typing of the same daocument and expands
into other areas, possibly, collection of information required for the
documents they produce. OQver two thirds of the contemporary manager s time is
expended 1n passing 1ntra-arganization i1nformation to others. Toagav most of
these tasks can be pertormed much better through computer networks. The role
ot the manager as a coordinator and as an information intermediarv wiil laragely
disappear; in its place tne manager will assume the role of resource
allocator.?8 The following case studv illustrates the job expansion

possibilitties.

A reoglaonal patent attorney office purchased an 1nformation svstem and
caretuliv documented the "betore and after®" impact aon tne functioning of the

otfice. Each attornev i1n the office, as well as all of the secretaries,
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received work stations connected to a central processor that allowed sharing of
working files and provided an electronic mail capability. With the new svstes.
attornevs collected initial information from their clients and entered it into
the workstation on their desk. The data was then accessed by the secretary wha
typed the necessary documents for distribution and filing. A surprising effect
was the reduction of incoming and outgoing telephone calls. Because of the
improved predictability of information requirements from applicants and
improved efficiency of the office, information was initially collacted more
completely and then processed in a maore timely fashian. Incoming queries for
status were reduced by 43% and outgoing regquests for additional infarmation
were reduced by 27%. The length of meetings was nat affected, however. tne
subjects discussed changed from status of pending actians to recent rulings on
patent law and the potential impacts., In essenre, meetinas became an
opportunity for sharing professional information rather than acrimonious
reviews af angoing prajects. The secretaries in the office spent considerably
less time revising documents and more time handling telephone calls. Typina
output doubled and required less time. Job satisfaction of the secretaries
alsa increased because their work expanded in scopge and thev perceived that
thev were making 3 greater contribution to the successful operation of the
office. The attornevs were also affected. With the imoroved efficiency of tne
secretaries and use of their own workstation, they became 11} more efficient
and were able to provide better sugport to their clients. Finally, in the
manual office there were aover 40 individual steps required to coampletely
process a patent application. With the automated system, application

praocedures were streamlined and fourteen of those steps were no lonaer

required.3? To summarize inta one principle:
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Q Jrd Principle:

Information systems should upgrade the jobs of clerical and

-

technical personnel to generalists, expand the role of the middle

manager to include resource allocation and allow senior managesent

to concentrate an_long range planning.

Oraganizational Restructuring

From the previous principle, information svstems should be used to
improve effectiveness not efficiencv. It therefore follows that oftice
autaomation should be attempted onlv after work has been simplifieo to enhance
overall operations of the organization. Productivity is improved by
simplifving organizations, not by speeding up work with a comouter.4V This fact
has been recoqnized by the business community which is begqinning to redesian
their orqanizations from the ground up with the capabilities of the computer as
the basis for the restructurinq.42 Optimum use of information technoloay

requires modification of the organizational structure or a complete redesiqgn.

Military history is replete with failures to recognize reorganizational

requirements inherent in adoption of new technology. Based on an analvsis of

the U,5. experiences in Viet Nam and the 1973 Arab-Israeli War, Mr. Raanan .

Bissin reached similar conclusions concerning command and control.
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For any combat oraganization,...the effective execution aof the
generic control and communications functions can be viewed as
determined by the deqree of campatibility between the manner .in

which the technological capabilities are being used and the ﬁ:?
organizational-institutional aspects of the doctrine.42 :::j

. b

The principle extracted from this discussion is:
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4th Principle;

Organizational structure must be simplified/modified before it cat

be effectively automated,.

User Acceptance

The greatest cost of automation, at least in a civilian business, is
installation, not design. Gaining user acceptance, providing adequate training
and ongoing support far exceed initial costs of design and procurement.

Consequently, these areas should receive the greatest emphasis.43

In an article published in the March 1983 Military Review, General Donn

Starry identified several reguirements to produce changes. A~ong them was the
need for a spokesman far change, perhaps a "maverick" who could develop a

positive consensus about the proposed modifications, 44

Experts in information technology have reached similar conclusions about
successful implementation their systems, Successful adoption of information
technology requires agents of change--high-perfarmance individuals--who lead an
organization in accepting a transformed workplace.45 Information system
design seldom addresses all of the problems faced by information workers in
their daily routine. Consequentlv. when the new egquipment arrives,., well
trained users, enthusiastic about finding better ways to do their ijobs. will
beoin exploring the capabilities of the new equipment. These aaqents of change
are essential in gaining acceptance af the new technoloay and in expanding tne

use 0of the system into other areas. Hawever, if an information system is
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inflexible and nat “"user-friendly", it will guickly discourage new users and

acceptance of the system will take much longer.4é

3th Principle:

Successful introduction of information technology to an organization

requires extensive user training, flexible system design _and, most

importantly, "agents of change” who will adapt the new svstem to a

variety of tasks,

Command (Senior Management) Influence

After user acceptance, the most important factor required for
implementatian of infarmation technalogy is senior management involvement in
all phases of the design and use of the installed svstem. The senior executive
is the key to linking information technologv investments with the qoals of the
enterprise. This linkage cannot be compromised or delegated if the full

potential for productivity is to be realized.47

The Armv’'s efforts in develoging and fielding new technoloqies
corroborates the civilian experience. In the late 196Us, the Army was
develdpinq automated systems tar command and control with minimal success. The
biggest problem was getting the Army to agree on just what the automated
systems would do. Three senior managers in the Department of Defense have
commented on the problem. Dr. Eugene Fubini, the former Deputy Secretarv of
Defense for Research and Engineering wrote in July 19685:

The major problem today in the design of a command and contral

system is how to bring the commander and statf into the
decision-making system.48
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At the about the same time, Mr James Bridges, a special assistant to ODr.
Fubini for command and control, expounded on the same problea:

The neart of the obstacle to command and control proaress nas been

leaving the coamander out. The technician would develop a systea

and present it to the commander, the commander s respgonse would be,

“That's fine., but I do not want .hat kind of system."%Y

Finally, in a speech at the Army War College in June 1982. General Donn
Starry stated that one of the criteria for change in a organization was:

Someone at or near the top of the institution must be willing to

hear out arquments for change., aqree tao the need, embrace the new
ggeratiaonal concepts and become at least a supparter, if not a

champion, of the cause for change.9Y
Clearly, an underlving principle for successfui implementation ot a new

technoloagy is:

oth Frincipl

Ihe commander and senior staf+ must De intimatelv involved 1n desian

and _use of new_intormation systems.

These si1x principles were derived from lessons learnea in the business
community ang witnin the military as they wrestled with desiagn and
imolementation of information technologies to improve the managment ot their
primary functicns. The next step 1s to aoplv these lessons learned to the
pending field deplaovment of the Maneuver Control Svstem and 1ts associated

intormation and communications systems.

v. AFPLICATION OF PRINCIFPLES TO DIVISION COMMAND AND CONTROL. g

The soecific portions ot the divisian manual command and cantroi svstem S

described above will now be examined 1n light of the gerived principles and new "
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eauipment capabilities, BShortfalls in personnel, organization, and doctrine

will be identified and recommendations tor correction will be presenteaq.

‘Intormation Collection, Analysis, Display

The division B3 and his staff are responsible for collection, analvsis and
precsentation of information. Sources of information include subordinate units,
higher headquarters and adjacent divisions. The information will come
specifically from MCS, TACFIRE, ASAS5, and messages received manuallv from units
nat equipped with an automated svstem. Information will be transmitted via
SE, SINCBARS, PJH or by messenger. The G3 staff will maintain a central data
base 1n the MLS énd update it with new intormation as it arrives at the current
operations cell. Routine examination of the information will be performed
cantinuouslyv., Mare detailed analvses will be performed when reguestes bv the
copmander, when an underlying assumption af a current or planned operation is
no longer correct, or when the “coup d'oe1l" of the staff otficer indicates
that more analysis 1s required., Farmatting and displaving the analvzed
intormation will be done automatically bv MCS based on the preferences of tne
commander. (Product improved versions of MLS, to be fielded before 13%90. wiili
tnclude a video qraphics system which will eliminate the requirement to post

and update unit location information on larqe man overiavs.)

The two functions reguirina B3 staff support are coilection of 1ntarmatian
and analysis. CLallection of information can be subdivided into answering radio
and telephone calls, decidina what information received on MC5 can be 1ncludea
in the data base, enterina manuallv received messages into the MCS aata oase,

tdenti¢ving 3ang requesting missing intormation, and assessing received
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tntormation for accuracy. Analysis is primarily a comparison of the status of
current operations with expected results ana prediction ot future conaitions

tased on presumed actions o+ bath {friendly and enemy tarces.

Qualifications ot personnel currently performing these functions are

varied. Generally, the message takers are lower ranking enlisted personnei

with a communications specialty or training. Clearly, taking down radio andg
teiephone messaqes is a lower skill function which requires qood ears, an
understanding of haw the communications equipment is operated, and some ability
to determine what action 1s required in response to each message, e.Q. WNO

needs so see 1t next.

Applving the second and third principles to this job, 1.e. reduce
specialization and expand worker s responsibilities, indicates that changes are
required. First, this job can easily be expanded to include entering messages
into the data base and assuming full responsibility for the contents of tne
data base. Judgment on what MCS5 information should be entered into the data
base requires an understanding of current and future operations, an
appreciation for events or actions that can disrupt operations and the abilitv
to 1dentify questionable data. The manual corallary ot tnis function 1s
pertormed by a 63 statf officer or the operations NLD as he aetermines what
intormation 15 used to update status charts posted 1n the current operations
cell. Tneretore, the skills to perform this function 1n an automated commano

post are best provided by a GJ staftf officer or the operations NCO.

Experience with TACFIRE corroborates the above statements. [f the
commander was naot very clear about delegation of authoritv, he often foundg that

the TACFIRE operator was controlling the unit., The extent to wnich the
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coamander deleqated authority to act on routine matters was much aqreater for

automated command and control svstems than for manual equioment.Sl

Entering data received manually into the MCS data base requires less
skill. However, the information must be reviewed for relevancy and will
theretfore require at least a review by a G3 staff officer or operations NCO
priar to entrv. Until all data is received through MCS or some other
information system, this function may require the assistance of lower ranking
enlisted personnel beause of the potentially larqe quantitvy of messages. I+
there are three or more workstations in the current operations ceii, a iunior

enlisted person can manually enter data for final review by tne offticer or wnLd.

~ldentifving and regquesting missing but reaquired data pertinent to current
and future operations can be done bv & senior NCO or nfficer in the G3
eperations section. The ather halt of tnis function 1s oroviding m1ssing
information to higher, adjacent and lower units. Invariably. someone wWiti call
the 63 current coerations cell to request verification of status., report a
critical event, or to request some immediate action. In manvy instances., tne
calier will 1nsi1st upon talking to the senior person in the celli. Hence, a

sen1or NCO or b3 staff officer must be available to perform tnis functiaon.

Assessing received intormation for accuracv 1s done ov evervone who reads
the message. The radio or telephone operator almost automaticallv checks for
comoietenecs and qives 1t the 'make sense’ test. The G3 staff officer does tne
came thing before entering intormation into the MCS data base. Theretore, an

additional 1ndividual 1s not required ftor this task.

nnalysis ot 1ntormation i1s a function of the 83 sta+t+ officer, operations

~i

S PR YR SR P v . - T . S SRR T SNSRI JPOIE SO S SR

L. A R R P T NP S
‘.;.l_.ln_-.A..:m‘-A‘ PRI PR Yt P W W P W P R L Y

.
A
R

l“-
o
%5

I
LA l‘ .
-‘ i L

0y
)

T

." l..,l
et

[
s
r
]

b

i s,

:F”*J

T
&t

~ 0
e "

3 i

'- / ‘t. '-" . '.Il'.‘ i
o e v te

L l' l',.

-

v
Y

fl




LR AR AR AR #¥2%4% %

.‘- ‘.

3
LN

.
EARARAENE AR

[«
[
L}
-
hd
.
4
L]

N ¥ - o nd da b Y
e N v e g 2 o g N o .

NCO. or in some cases the G3, In addition to fully understandina current
operations and the assumptions upon which they are based, the analyst must know
how the various components of the division force structure interoperate 1n
ditferent caombinations of mission, enemy, terrain, troops and time (METT-T..

He must alsao have access to the MCS data base, to information contained in
other staftt sections, and to information contained in ASAS and TACFIRE, if 1t
1s not readily accessible through MCS. Fipallv, he must be able to share
working files and exchange electronic mail with other stattf ofticers at nigher,
lower and adijacent headquarters. Successful performance ot this function bv
one 1ndividual is dependent upon the i1mproved cammunications and oreliminary
analysis promised by the first principle. If the MCS is not used to improve
internal communications aof vital informatiaon and to perform some oreliminary
analysis ot the data, the GI staft ofticer will be overwhelmed. intormation
overload and its attendant problems will consume not onlv the G3 but possibtv

the rest of the staft.

In summary, to pertorm the i1nformation collection, analvsis ana
presentation functian, the G3I staff requireslan enlisted radio teleghone
aperator to receive and transmit messages manually. a G staft otficer or
nperations ctficer who is respoasible for maintaining tne MCS5 data base anag
1dentitving and obtaining missing but required information, and an otticer to

gertorm the necessary analvsis. The minimum requirement 1s one ofticer.

w

senior HCO and an enlisted person for a 12 hour shift, not i1ncluding the GJ.

63 Support to the Commander_ s Decision

MCS has the potential to significantly alter the operating oroceaures andg
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aorganization of the divisian G3 plans section., more so tnan 1n any atner el
. - 94
"l
element of tne statt. The latest command and control doctrine has 27 persaonnel w9
1n the divisiaon OGF Flans cell, 35 ot wnich come from the 63. There are nine '53
majors, five captains, eight senior enlisted and five junior enlisted persagnnel ::ﬁ
(1ncludes a five person deception cell).32 MCS can effectively eliminate a e

significant number of these geople when the first four principles are applied
to the plans function, 1.e. 1i@prave communications and analvsis., reduce

specialization, expand joos, and reorganize.

G statt support to the commander ‘s decision making pProcess regulres

developgment and analvsis of possible courses of action which wWill cupoort
accamplishment ot the division mission, Based on the commander ¢ restatement
of tne arvision mission, coordination witn Corps statf, and infaormation 1n tne
MC3S data pasze, the 53 plans officer will formulate verv ageneral anpd tentative
courses of actian. They will then be orovided to the rest ot the division
statt, through the MCS, for coordination and expert analvsis. Clarificatian of
@etaills conrcerning a course ot action can be adone over the telephone or via tne

MCS and electronic maii. 1f the person with the answer 1s not availaolie bv

SR W e P e VvV 6w v o= v -

relechone., Electranic mail 15 probablv preferaole 1n most cases because 1t

v LT

alliows evervone access to the guestions and answers rather than just the two

oeople tnvolved on a naormal teleonhone conversatian,

s F TR TN &

#s the variaus statf sections complete their analvses. thev pravioce their
responses to 03 glans via the WMCS. The 03 plans ofticer reviews statf comments
as thev arrive ang finalizes the details on each viaple course ot action to pe

gresented to the caoammander for decision. Tne comoleted courses ot action are

e T B FTEEE TY 2T

' *hen evaluated ov eacn staff secti1on 1n accorgance with a set of criteria
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determined by division S50P or by the commander. Finally, results af the ﬁ f
s
’ evaluation and the courses of action are presented to the commander, 63, and Bl
' otner statf oftticers tor review and a decision, {:5
4 ':: g
| . . o . . | 3
i The imoroved internal communications allow dispersal of the divisian uju
! » ™
! detailed planning function throughout the other statf sections i1nstead of =

aggreagating experts from several disciplines within the G3 Plans. For example,

the Fire Support Annex can be more easily prepared in the Fire Support Element .

I (F3E) than in the B3 Flans cell. The fire support experts have access to ‘
5 TACFIRE terminals in the FS5E and are surrounded bv the current ana predictea t::
i status of fire support systems available to the division. dn the other hand, Egi
. N

' 1t tire support specialists reside in the 63 Plans cell, thev woula be fé:
E available for the 1nitial formulation of courses ot action but wouid ne fg;

constantlv refering to the FS5E for cnantirmation of supsortabilityv for each

.

altarnative. 63 planning would be perceived as more e2fficient, out 1t would, g
in realitv, be less effective for the division as a wnole. The kev tact 1is
that MC3 supports the give and take communications needed to tormulate anrg

develoo courses of action.

fhis organization also minimizes the number of speclalists on the givision

staft. CLentraliziag the regquired experts in one area reauces the overali

TSEER T2 s+ 3 2 3 7 R » Mt _» > Y _ .
g+
3

numoer reaquired, The jobs of the division statt are also expanded. Not oniv
does the 33 FPlans officer become more of 3 generalist, but the other statt
sections become involved 1n tne plannina function as well as current
ooerations. thus expanding their jobs. Organizational desian 1s simplitiea
N . -
because there are fewer specialists and moare direct communications. The total M

67 alanning function can now bhe archestrated bv an officer and senior NCO with
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the suopart of specialists 1n other staff sections. The Air Defense artillerv,
tnaineer, Logistics, Fire Support, Intelligence, Counter Intelligence. ana

Electronic Wartare Officers and their NLUs can be deleted from the G3 section

TR W W T v W w = w -

af the TOE and returned to their oriainal staff sections or eliminated. 1+¢

more than two planning coordinators are required. they should be generalists

rather than specialists.

Distripution of Pians and Orders

Freparation and distribution of orders and plans is generaliv a function
of the GJ plans section. The G3 current operations section handles tne
preparation and distribution of ftrag (fraamentarv) orders, Once the commander
nas selected a course ot action, the G3 olans officer will transform 1t into an
goeratians plan or order. The 1mproved internal communications capabilities
orovided oy L5 virtuallv eliminate the large amount of manual labor currently

requlired.

Tne followino sequence of steps will normallv be followed bv the G3 plans

otficer and will be 1mplemented via the MLS5: distribute the commander s
decision(s) to the divisiaon statf, task eacn staff eiement to write their
partion of the order for consoligation, write the 63 portion of the oraer, ana
tinallv, 1nteqrate the paragqraphs and annexes from the rest o+ the statft into a
comolete arder or pian. The comoleted olan or order 1s then grovided to the &3
anog other senior stat+f otticers for t1nal approval. Unce approved. the oraoer

- 13 distributed throuan the MCS or the division messenaer system. Fundamentail
to the entire process 1s the reliance on electronic mail andg the snharina ot
fi1les in the LS. Written documents are not manuallyv duplicated, nor are tnev

manuallv transported between statf sections. This {function 15 a looical
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extention of the 63 clans section s preparation of estimates ana courses ot

actions and no additional personnel are required.

Synchronization of the Current Battle

The final B3 function to be examined 1s the coordination ano =

synchronization of the current battlie. As part of the infarmatiaon collectian,

rs

analvsis and display function, there 1s an additional responsifility to moditv
existing orders as necessary to ennance accomplishment of the division missiaon.
The 63 staff otficer 1n the division current operations cell constantiv
compares tne i1nformation being collected with tne assumptions ana conditions
required for successtul mission completion. #s conditions cnanoe, he
identifies and recommends actions that will get tne division pack an track to

successtul mission completion.,

E+fective svnchronization 1s depenaent upaon the f1rst principle ot
intormatton svstems implementation: i.e. automation orovides i1mproved internatl
communications and some data svnthesis. MC5 is essential to the 63 oDeratloné
ofticer 1n performing the followina soecific actionst: coordination with other
stat+ sections and or units to determine feasible alternatives or mission
cnanges, shaort analvses of alternative courses ot action, precentatiaon ot
intormation and courses of action to the appropriate decisian mater,
disktribution af the decision to the rest of the staft., coordinatian of tne
pending order with units affected to includc higher., lower ang agj)acent units,
and finallv, 1ssuance of the frag order. The procedures and tecnniquesz used by
the 63 staff officer are similar to those used bv the plans otficer to gain

statf consensus and evaluation of courses of action, The only ditference 1¢s
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that he coordinates the modification of an existing order 1n a very compressed
time frame instead 0of developing a new order over a longcer time span. WO
additional persannel are reguired for this function since it 15 an extensian af
the B3 operations officer s responsibilities for collectina and analvzinag

information.

Summarizing, the minimum G3 manpower requirement for a sinale 1 hour shift
in the Division Main CF is five people. A GI operatiaons officer, operations
NCO and radio telephane operatar are required in tne current ooerations celi
and a GI afficer and NCO work in the plans cell. The G3 1s agaitional to the
f1ve regquired personnel. tThis analvsis of the 53 staff personnel requirament
15 based entirely on historical lessons learned and wil!l regquire extensive

testino with MCS and 1ts associated equipment betore 1t can be 1mplementea.;

Commander s Modus Operand:i

Maving from the functions and aperation aof tne 63 to the modus operanar ot
the cammander., MU3 and tnhe newlv develooed command and controal svstems provide
tne opportunitvy tor major alterations to the commander s methoos of command ang
control. [Ine commanger performs two basic functionsy command and control of
nis torces and leadership of his subordinates, Command anag control i1ncludes
the caollection and analvsis of i1nformation throuah personal ogservation ana
tram hi1s subordinates, both stat+ and commanders. Hased on tnart i1ntormatian.
he decides an the actions to te taken by tne division and tnen manitors kev

N conpanents of his plans to assess progress and modifties them as necessarv.
Leadership ot supgrdinates 1s accompolisned uniguely ov each commandsr., Since

tne most et+2ctive leaderchip techniques requlre direct contact wlth the

supordinartes, most commanaers spend much of their time 1n the f1eld witn their
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To eftectivelv command and control his division. the commanoer must have

nearlv constant access to intormation on the current operations of the

division. When he perceives a need to change some portion of an existing

i

) . ) , &
. order, he must review the current operational status., analyze alternative t,“
. L{ y
’ . . 3 . R -3
K courses of action and, preterablv, consider the comments of nis statt and ‘ ::”
b -
4
subordinate commanders. The MCS. coupled with PJH, MSE andsor SINCGARS wiil
. praovide him with that capability as established by tne first garinciple. It -
. will not hagwever, give him the feel of the battlefielad nor tne tace-te-face e
”
y communications with the key plavers i1n a particular action. For tnese he must .
- A

q0 to tne scene ot the battle or tnat place where ne can best absorb tne tempo
- and direction of the activitv he wishes to aftect. It 1t 1s i1mpossibie tor hmim
to move to the scene of the action., ne must send a trusted ooserver or rely on

written or oral reports of observers alreadv there.

The secand function of the commander is tne moral leadersnig of tne forces
entrusted to his command. Several U.5. Armv leaders from WW [I ang otner mare
recent conflicts have stated that being present and seen Gv the troops fignting
. the critical battle, either before or during the action, was often i1nstrumental
to the success of the gperation. There are countless examoles ot senioar
le2aders appearina on the scene in criticel moments ang ralivinag tneir troops to
renewed efforts.9° MCS contributes indirectiv to tne motivation ot thne divisian
bv freeing the commander tg move around tne battlefieid witnout losing siant of

tne total picture.

beneral Matthew Ridawav emphasized the 1mportance ot command and contraol
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and personal leadership in his October (%66 article entitlied “Leadership”.

As commander ot a division or smaller unit, there will rarely oe
more than one crisis, one really critical situation facing vou at

any one time. The commander belongs riqht at that spot, not at some X
rear command post. He should be there betore the crisis erupts, if f&*
paossible. If it is not possible, then he should be there as soon as ﬁiﬂ
he can after it develops. Once there, then bv personal observation AC
o ot terrain, enemy fires, reactions, and attitudes of his awn —%
commanders on the spot -- by his eves, ears, brain. nose, and his s
sixth sense ~- he gets the best possible picture of wnhat is }:r
happening and can best exercise his troop leadership and the full i‘:
authority of his command. He can start help of everv kind to nis N,

hard-pressed subordinates.,.9%

MC5 and the associated communications equipment allow the commander to

conform to General Ridaway's quidance. It will aqive the commander almost

continuous access to his statf and subaordinate commanders wherever he goes.

will have pictorial disglavs of the division status to include lgcatien and

combat strength of units downh to battalion level., He will have voice and data

communications with his staff and all of his commanders and their staffs down

to battalion level. 14 necessary, he can use SINCGARS to reach frant line

troops. His options for commanding and controiling the division are

therefare siqnificantly expanded. He is no longer required to return to the

Main or TAC CF in order to plan for future battles. The most current

. N
information about ongoing division operations will be constantlv available to A

. ) ‘:':\

N him. In this environment, the caommander mav concentrate on influencing the =
Sawd

battle at the critical time and place rather than on planning the next s

.-~":.

aoperation, Certainlv, he will freguentlv want to return to the Main CF to talek "

directly with his staff, but that mav now be done at his convenience rather ;{ﬁi

A LTy
than everv time a decision 1s required. s
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Command Fosts

Historicallv, command posts have been the tactical home of the commander
and his statf. The commander spent a portion of each gay travelling around tne
battlefield and the remaining time in the command post working with the staf+.
MCS and the new communications systems will allow a reduction of tne time the
commander spends in his CP. The staff, however, will continue to require well
protected working space. The survivability of the CPs is based on frequent
moves and good OFSEC and ELSEC. [If either the Main or TAC CP is located,
tarqeted, and damaged, the other CP assumes the full command and control
function ot the division until the damaned CP can be reconstituted. Both CPs

are operational on a Z4 hour basis.

An alternative command post concept is made possibie by the enhanced
communications and information management caocabilities of MCS and its
associated communications. The conceot maintains continuous command and
cantrol with two command posts that alternate control of the division between
them, but which need not be fullv operational on a Z4 hour basis. After a 10'-
14 hour period, one command post will shift control of the division to tne
alternate and then move to a new location. Once communications are
reestapglished, the majority of the staft will qo to sleen. The MC5 data oase
at the sleeping CP will continue to receive new information as directed franm
the operational CF. At the end of the sleep oeriod or wnen ordered to resume
command, the staff officers activate their CF, review cnhanages in status since
tnev were last active, and clarify any guestions about status or current
operations. (nce updated, control is snifted and the other CF qoes into 1tsg

movessleep cvcle, 1If a CF is damaged and unable to continue controlliina tne

“f
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division, the ather CP assumes control immediately and continues ooerations on

a 4 hour basis until the damage is repaired ar the alternate 1s reconstituted

W

%

\ with eguipment and persaonneil. When the surviving CP must move or shut down

P A
N

temporarily, Division Rear or a brigade CP can assume the division controtl

| C245

! function, although 1ts statf will reguire augmentation to control the division

e

for extended periods of time.

o
e

s

The above CP concept reduces personnel and equipment required to cantrol

the division., The current Main CP staff is reduced and split into two sections

»
¥ ’
r _4! .

: and eaquipped with identical equipment. The TAC CP personnel are eliminated and
< tneir equipment is used by the second shift Main CP. The equipment cavings are ;:‘
realized 1n the reduced siqnal assemblages required to support the HMain and TAL
d':‘q'
CFs, While the commander is away from the CP, his vehicle and associated ML5S {{j
and communications equipment also provide a limited capapilitv to assume ,ﬁb
contral of the division. E
‘ "
. ,_1..‘
. {mplamentation s
ﬂ. - LR}
B N
7.

In any human endeavor, resistance to change bv the individuals to be

£ 1A

atfected often trustrates altogether the efforts of the advocates far

..-‘h-l

P
o

3
4, 0 0y

modernization, 39 As detailed in the fifth ang sixth principles, the key

R
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. .
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tactors 1n successtul fieldina of MCS are commander involvement ana

.
-:m

gncouragement of “"aagents of chanae®. The commander and his senior staff must

o T AT

i grovide the command emphasis to insure that MCS is used to its fuliest extent E
- ~ poth in aarrison and in the field. When MCS is fielded., agents of chanae will a>.
t pegin experimenting with the hardware and software te find out what 1ts limits E:;
\ are and how it can be expanded to do more of their iobs faster and simoier. E;

o

Thev must be encouraged bv their supervisors and aliowed to "waste' a iot of
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time "playing” with MCS. Formal training is reguired, but it s wnat napoens a!

atter the training that is most important.

7.‘ "
vi. CONCLUSIONS: !
!(, Y
. A youna Israeli student captures the these of this paper in a summary = ]
. L)
) . . . . . ) v xS
i statement written in his doctoral dissertation dealino with the introduction of . o
5 - '
by new technalogy 1nto military forces and the impact 1t had on the U.5. iIn viet -ﬁ
b,’
Nam and on the Israelis in the 1373 Mideast conflict: }!
~ -
< o
N The most sophisticated L3 technoloav may be aof no help or mignt even f}'
-: deqrade combat effectiveness 1f it 1s superimposed over a command $\
y and control doctrine and structure that does not provide the N
) organizational flexibility and adaptabilitvy to make eftective use of g
h the new C3 capabilities. On the other hand, a tlexible commano ang o
. . . N 'Y . . LY
{ control doctrine that is cansistentiy held by all echeians in the ;,
. chain of command, and which allows the accomplishment of the -~
- communicatiaons and control process without adversely attecting the :n'
- command prerocatives of combat echelons, 1s likelv to toster an ¢
gperational pnilosephv that would allow effective adaptation to the :5
q changes brought about by the technoloay.2® 'a,
‘e
» L . . . ‘-
# This paper has endeavored to distill from prior militarv ang civilian X
) ..
" experiences the fundamental principles tor use of intarmation svetems 1in (0
3 tactical command and control., These princinles were then applied to the N
.. . . Ny -
- division 63 section, the division commanders modus ooerandi. and finallv to tne PR
‘-- \‘
o, '.'
oA command post concept. OQbviouslv. a more complete effort would have addresseq o
-
y the entire dgivision staff if not the total divisiaon command and control ;T
'j structure, Untortunateiv, development of a new organization and goctrine tor 5?
X RS
».‘ "“-
3 division automated command and control is well outside the prescribed iimits of A
. this paper. The six fundamental principles should, nowever. be used as ,j
o .
= guidelines in restructuring divisian command and control with the i1ntroduction - ~$
I A
"- . . . ‘l\
s of information svstems., Thev are restateg below as 1mperatives tor etfective '5'
; Fot
N N
FA
e - N
“ §2- 0' \J
L * ﬂ.‘.
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1molementation ot 1nformation technoioqv.

Use i1ntormation_systems to improve internal communications and

requce analytical warkload.

Minimize specialization of information workers.

"SR DR A R Y > N N Y O AT

Expand the Jjobs of information workers. R
Simplafysmodify organization structure before automating. ﬂ
-
Encourage "agents of change”. »
ﬂ
Iy

-

SR,

G
i

Commanders and senior staff must provide a positive influence,

TR

KRestating the problem, there is no doctrine for use of MCS in command and

control of a divi=ion. The current command and control doctrine is based an an

Pt i SaTmE
Al

entirely manual system. The operational and organization concept for MCS does

-
L

not address new doctrine and, in fact, emphasizes that MCS will not reguire

e
a0

changes to the current division organization. If it is fielded without some

effort to develop automated command and control grocedures and witheut

- -
(IS
2t

reaorqgantzing infarmation workers, it will languish 1n the LF. used for only

.o e e
LA

those functions now performed manualiv. The full benefits of informacion

technoloqv will not be realized to the detriment of the Armv. For eftective

i

inteagration of MCS, ASAS, TACFIRE and the other automated svstems being fielded

1a the naxt few vears, the Combined Arms Center., at Fort Leavenworth, must

' r

sttt e,

o

begin now to develoo and test the procedures staff officers will use 1n
collectina and analvyzing infarmation, preparing estimates. and preparinag ano

evaluating courses of actions for the commander s decision.
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