RD-A162 823 SEHIMMURL REPORT TO CONGRESS ON THE EFFECTIVENESS OF 172
THE CIVIL AVIATION SECURITV PROGRAMCU) FEDERIIL AVIATION
ADMINISTRATION WASHINGTON DC OFFICE OF C

UNCLASSIFIED ©7 NOV 85 DOT/FRA/ACS-85-1 /G 15/5

ey
onc




I S IR T AL L vy Ny .
a 2 BRI 2T A A IS A, 000 A 12 20500 SIS oy 555" ATV 0 0 00 0, 00 4.8 Bt o Lt 07 B A T B0 2 v S Yt AR T

. - k3 A X 1A PR 7

Y

T
! B

: i:';i';r";ﬁ ‘|ﬂ

(=

“\“—‘ < g

FE g
22 et pes

FERRR
. ,',<'," A |..l

R PRt

-~

(NN

NATIONAL BUREAU OF STANDARDS
MICROCOPY RESOLUTION TEST CHART .

VA

T
ST

[0 B R

AR
RERTREAES

L i

ST

.......
..........
........




AD-A162 825

Semiannual Report to
Congress on the (/
Effectiveness of

The Civil Aviation
Security Program

January 1-June 30, 1985

DTIC

ELECTERY

oA

Washington, D.C. 20591

Navember 1985 Report of the Administrator
of the Federal Aviation Administrat-~n
to the United States Congress
. N pursuant to Section 315(a}
carerthoat oo surioved of the Federal Aviation Act

S panvd oot o t of 1958

T, LY
AN
b0
fe Ty
St
o, o e

o

L-' ‘- Py
roe
DA
SRS
L-"’.-.";‘
,. ': "
b
.,,"'""-'""
N
SO
W
(IO
W
I‘:'-':"'.
RNt
TR .
82-. .

r e
"i l"
v

b .
[ SERNEIEIA WX

LR » N
".".dl l""-’_""ll‘-:

- S PTHTY I Y AR I
ity AAEMEREPANERNE . AR
r S e Ty o LA PR A




Technical Report Documentation P;.e

. 1. Report No. / 2. Government Accession Ne. 3. Recipient's Cotelag No.
e DOT/FAA-ACS-85-1 62y " A D- Alr 61 ga 5
4. Tirle ond subtiflc. ?._rl.o" Dete

November 7, 1985
6. Performing Orgonizetion Code

Semiannual Report to Congress on the Fffectiveness
of the Civil Aviation Security Program

-

8. Petiarming Orgenization Repert Ne.

7. Author's)

Aviation Securitv Division
9. Periorming Orgonizetion Nome end Address 10. Werk Unit No. (TRAIS)
DOT/Federal Aviation Administration
Office of Civil Aviation Security
80N Independence Avenue, SV

v v, .

11. Cantrect or Gront Neo.

L[]
AR AR

Washington, D.C. 20591 13. Type of Report end Pariod Covered -
12. Sponsoring Agency Nome end Address o

DOT /Federal Aviation Administration Recurring Report .

Office of Civil Aviation Security | Januarv 1-June 30, 1085

80N Independence Avenue, S.!'. 14. Seonsering Agency Code

“ashington, D.C. 20591
15. Supplementery Notes

This report is required by Section 31Z(a) of the Federal Aviation Act of 1958,

16. Absrroct

*This report provides details on the effectiveness of security screening of
passengers and all property intended to be carried in the aircraft cabin in air
transportation or intrastate air transportation. It al'so provides a
statistical summary of aircraft hijackings and alleged violations of Federal

Aviation regulations pertaining to securitv screening. -__ . ‘ ,
-» 4 s -
17. Koy Words . I 18. Distribution Stetement
19. Seewnty Clessii. (of this rapert) 2. Sesurity Clasail. (of this poge) 21 Ne. ol Poges | 22 Priee
Unclassifieu Unclassified 19

€orm DOT F 1700.7 #-72) . Repreduction of completed page sutherized




AR e prea g o g ol k)
RIS At 4 R

Qe

US.Department Office of the Administrator 800 Indepencence Ave.. SW.
of Fansportation washington, D.C. 20591
Federal Aviation

Administration

NOV 71985

The Honorable George Bush
President of the Senate
Washington, D.C. 20510

Dear Mr. President:

1 am forwarding the Federal Aviation Administration's Semiannual Report to
Congress on the Effectiveness of the Civil Aviation Security Program. It
covers the period January 1 through June 30, 1985, and is submitted in
accordance with section 315(a) of the Federal Aviation Act.

During the reporting period, there were three U.S. air carrier hijackings.
During ooe of these, a U.S. citizen was murdered, and 39 persons were held
hostage by terrorists for over 2 weeks. As a result of this incident, the
President directed that the Secretary of Transportatiom, in cooperation
with other members of the Cabinet, undertake several initiatives to thwart
this type of criminal activity.

Following the guidance of the President and the Secretary of
Transportation, I have instituted a large mumber of measures which are
designed to expand and improve the civil aviation security system of the
United States and to encourage significant improvement in security
measures at international airports worldwide. These measures include
expanded use of Federal Air Marshals, assessment of major foreign airports
to assure they meet the security standards of the International Civil
Aviation Organization, additional special training for airline crewmembers L
and security coordinators, stronger security measures for baggage and N
cargo, and increased research and development activity. "

I believe these activities, coupled with the assessments of foreign S
airports and other efforts which are being taken to implement the security =
requirements contained in the International Security and Development ey
Cooperation Act of 1985 (Public Law 99-83), will ensure that the U.S.
commercial airline industry continues to be second to none in safety and
security.
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A report has also been sent to the Speaker of the House.
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Sincerely,

RS

Donald D. Eng#n
Administrator

~s v
,".{". .
n".l_"‘.‘ a)

f.
ry
)

AT

Enclosure




(i3
-I"(."

T AN T TP Y vuitia B e DM U Sy Sy Rav Ayt tat] ke Vor. Sucotys Spi damofa. ot taby o gia gt - M o ot 419 iR et aty il gk a4

US Department Ofiice of the Administrator 800 independence Ave., SW.
of Tansportation Washmngton, D.C. 20591
Federal Aviation

Administration

NOV 71985

The Honorable Thomas P. O'Neill, Jr.
Speaker of the House of Representatives
Washington, D.C. 20515

Dear Mr. Speaker:

1 am forwarding the Pederal Aviation Administration's Semiannual Report to
Congress on the Effectiveness of the Civil Aviation Security Program. It
covers the period January 1 through June 30, 1985, and is submitted in
accordance with section 315(a) of the Federal Aviation Act.

During the reporting period, there were three U.S. air carrier hijackings.
During one of these, a U.S., citizen was murdered, and 39 persons were held
hostage by terrorists for over 2 weeks. As & result of this incideat, the
President directed that the Secretary of Transportation, in cooperation
with other members of the Cabinet, undertake several initiatives to thwart
this type of criminal activity.

Following the guidance of the President and the Secretary of
Transportation, I have instituted. a large mumber of measures which are
degigned to expand and improve the civil aviation security system of the
United States and to encourage significant improvement in security
measures at international airports worldwide. These measures include
expanded use of Federal Air Marshals, assessment of major foreign airports
to assure they meet the security standards of the International Civil
Aviation Organization, additional special training for airline crewmembers
and security coordinators, stronger security messures for baggage and
cargo, and increased research and development activity.

1 believe these activities, coupled with the assessments of foreign
airports and other efforts which are being taken to implement the security
requirements contained in the International Security and Development
Cooperation Act of 1985 (Public Law 99-83), will ensure that the U.S.
commercial airline industry continues to be second to none in safety and
security.
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A report has slso been sent to the President of the Senate. o -
: T.l '__\:_:.
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I. EXECUTIVE HIGHLIGHTS

THIS REPORT COVERS THE PERIOD JANUARY - JUNE 1985

OVER 481 MILLION PERSONS WERE PROCESSED THROUGR U,.S. PASSENGER
CHECKPOINTS., THERE WERE 1448 FIREARMS DETECTED WITH 599 RELATED
ARRESTS.

WORLDWIDE, 16 HIJACKINGS OCCURRED (6 SUCCESSFUL) AGAINST SCHEDULED AIR
CARRIERS. THREE WERE AGAINST U.S. AIRLINES (1 SUCCESSFUL).

NO U.S., GENERAL AVIATION AIRCRAFT WERE HIJACKED DURING THE PERIOD.

ALLEGED SECURITY VIOLATIONS BY AIR CARRIERS, AIRPORTS, AND
INDIVIDUALS TOTALED 1,791.

OF THE 1,791 ALLEGED SECURITY VIOLATIONS, 150 RESULTED IN CIVIL
PENALTIES TOTALING $51,795.
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II. INTRODUCTION RS

gThis 22nd Semiannual Report to Congress on the Effectiveness of the Civil
Aviation Security Program is submitted in accordance with section 315(a)
of the Federal Avfit%on;égg;) This report covers the period January 1 -
June 30, 1985, It presents a concise picture of the nationwide
effectiveness of the procedures used to screen passengers and their
carry-on items prior to boarding scheduled and public charter flights as
well as visitors desiring access to sterile air terminal passenger ’
boarding areas.;
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IIT. AIRCRAFT HIJACKINGS

A U.S. citizen (or corporation) engaged in public charter and/or scheduled v
passenger air operations must hold an operating certificate issued by the F,j:f
Federal Aviation Administration (FAA). Technically, that person (or o
corporation) is a "certificate holder." 1In this report, such certificate
holders are referred to as air carriers in order to differentiate them and
their aircraft from general aviation operators and aircraft.

There were three attempted hijackings of U.S. scheduled air carriers
during this period. One was successful; one was incomplete, that is, the
hijacker was apprehended before reaching his destination; and one was
unsuccessful.

The successful hijacking was perpetrated by two armed Lebanese Muslims
against a flight departing from Athens, Greece. The hijackers' major
objective was to secure the release of over 700 Shiite Muslim prisoners
held by Israel. One U.S. citizen (military) was killed by the hijackers
and 39 U.S, citizens were held as hostages in Lebanon for more than 2
weeks before being released. In a second incident, a Cuban refugee tried
to hijack the aircraft while en route to Havana, Cuba, by threatening to
incinerate and blow up the aircraft. He was apprehended after the crew
convinced the hijacker that they had landed in Havana when actually the
flight had landed in Orlando, Florida. He had no flammables or explosives.
Ia the third incident, an armed female attempted to hijack an aircraft
while it was on the ground at Cleveland, Ohio. She allegedly wanted to go
to Brazil. She forced her way on board at gun point, wounding a passenger
agent in the process and firing at another. She was captured on board by
police authorities following lengthy negotiations and an exchange of gun
fire during which she was wounded.

The hijacking of the U.S. air carrier aircraft from Athens, the killing of
a U.S. citizen to reinforce the hijacker's demands for prisoner release,
and the subsequent hostage situation resemble closely the methods employed
and objectives of the hijacking of a Kuwait Airlines flight from Dubai in
December 1984, during which two U.S. citizens were murdered.

There were no U.S. general aviation aircraft hijacked during this
reporting period.

.......
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The three hijacking attempts against U,S. aircraft compare to 13
hijackings (5 successful) of foreign air carriers during the same period.
This equals the lowest U.S. percentage (19%) of worldwide hijackings since
1973 during any comparable 6-month period.

(See Exhibits 1, 2, and 3)

Air carrier and airport security measures required by the FAA have
undoubtedly prevented or deterred hijackings or other crimes against civil
aviation., It is impossible, however, to determine exactly how many such
incidents would have been carried out in the absence of such measures.
Two admittedly imprecise measures of such criminal intent are the number
of firearms detected at passenger screening points under suspicious
circumstances and the number of individuals apprehended at passenger
screening points while attempting to gain unauthorized access to aircraft.
As noted elsewhere in this report, 1,448 firearms were detected at
screening points during this reporting period as compared to 1,602
detected during the last reporting period. In addition, one individual
tried to board a U.S. air carrier while armed with handguns under
circumstances which indicated that he possibly intended to hijack the
aircraft. This incident raises to 113 the estimated number of hijackings
or related crimes against civil aviation that have been prevented since
1973 by FAA-required security measures.

(See Exhibit 4)

IV. BASIC POLICIES

The FAA cannot lay claim to sole credit for the overall success of the
U.S. Civil Aviation Security Program. That success is due primarily to
mutual cooperation and support among the Federal Government, airlines,
airport operators, local communities, and air carrier passengers. The
Federal Government, in furtherance of assuring safe air travel,
establishes and enforces basic regulations, policies, and procedures
guiding the program and provides certain specialized direction and
security services to the air industry. The Government's policies
recognize air carrier responsibilities for the safety of travelers,
baggage, cargo, and aircraft. Airport operators contribute a secure
ground enviionment and provide necessary law enforcement support for
airline passenger boarding and airport security measures. The passengers,
who are the principal beneficiaries of the security program, pay for the
security program through the security charges included in the calculation
of airline ticket prices and through the inconvenience of having to submit
to voluntary screening and search.

(See Exhibit 5)

V. PASSENGER SCREENING - SCOPE AND EFFECTIVENESS

Airline passenger screening procedures, which include inspection of
passengers and their carry-on items, have been in effect since 1973. Since
the initiation of those strengthened security measures, over 6 billion
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persons have been screened and almost 8 billion carry-on items have been
inspected. This screening and inspection activity has resulted in the
detection of over 33,000 firearms with almost 14,000 associated arrests.

(See Exhibit 6)

These mandatory security screening procedures have been in force since
January 1973, During this more than l2-year period, there has been a
dramatic overall decrease, with some ups and downs, in the number of
hijackings of U.S. air carrier aircraft. The ups (in 1980 - 21
hijackings, and 1983 - 18 hijackings) primarily were the result of waves
of homesick Cuban refugees trying to return to Cuba, Most of them
succeeded (13 in 1980, and 13 in 1983) primarily by threatening to blow up
or burn the aircraft with alleged bombs or alleged flammable liquids.
Since the initiation of these procedures, there have been 99 U.S. air
carrier aircraft hijackings. This amounts to an average of about 8
hijackings per year. If the unusual waves of hijackings by homesick
Cuban-refugees of 1980 and 1983 were normalized to the usual 1 to 3 a year
of this type of hijacking experienced since 1979, the yearly average total
hijackings would be 6 to 7 hijackings. The 3 hijackings attempted during
this reporting period, including an incomplete hijacking to Cuba,
represents the norm.

Passenger screening is carried out to detect and prevent the carriage
aboard air carrier aircraft of firearms, explosives, incendiary devices,
and other deadly weapons. The FAA's analysis of screening checkpoint
activity includes the recording and study of the number of items detected
and the false threats received, as well as related information concerning
individuals arrested. Results of U.S. screening activities for the first
6 months of 1985 are detailed as follows:

During the first half of 1985, over 48l.1 million passengers were
processed through screening checkpoints at 392 airports. A total of 1,448
firearms were detected during this reporting period which is approximately .
14 percent higher than the average of 1,269 weapons detected during the R
preceding 10 reporting periods. Ninety-five percent or 1,394 of the 1,448 el
weapons detected were discovered through X-ray inspection of carry-on =
items, 33 (3 %) were detected by use of the metal detector and 21 (2%)
were detected as the result of physical search. In addition, there were 5
explosive/incendiary devices detected during this period, i.e., 4 detected
by X-ray inspection and 1 by physical search.

During this reporting period, 602 persons were arrested at screening
poiats for carrying firearms/explosive devices. This represents a 16
percent decrease from the 720 arrests which occurred during the second
half of 1984 but only a 1 percent decrease over the average of 610 arrests
for all reporting periods during the preceding 5 years.

The 602 arrests were made at 88 airports of various sizes throughout the
United States. Airports are categorized, in regard to screening
activities, according to the number of persons screened per year.




‘B YAk ol At Jhe e i e hsme B ar )

-5-

>

Categories I, II, III, and IV are defined as follows: Category I - 2

. million or more passengers screened; Category II - 500,000 - 2 million;

I and Categories III and IV - under 500,000. Eighty-two percent (497) of
the 602 arrests occurred at the Category I airports (e.g., Houston, Texas;
and San Francisco, Califormia); 77 (13%) occurred at 25 Category II
airports (e.g., Hartford, Conmnecticut; and Grand Rapids, Michigan); and 28
(52) occurred at 17 Categories III and IV airports (e.g., Roanoke,
Virginia; and Augusta, Georgia). In addition to criminal action taken by
Federal and local jurisdictions, individuals who without proper
authorization attempt to carry firearms or explosives/incendiary devices
through screening checkpoints also may be subject to civil penalties
imposed by the FAA.

| R S

Screening checkpoint equipment consists primarily of walk-through weapon
i detectors and, at high volume screening checkpoints, X-ray inspection
i systems for carry-on articles. At most stations, hand-held metal
detection devices are used as backup support for the walk-through weapon
detection devices. The FAA, in conjunction with the airline industry, has
] ongoing research and developmental projects geared toward producing new
= screening equipment which will improve capabilities to detect weapons and
£ explosives, and minimize passenger inconvenience.

(See Exhibit 7)

VI. COMPLIANCE AND ENFORCEMENT ACTIONS

Civil Aviation Security regulations and security programs must be

B effectively implemented. The FAA is responsible for ensuring compliance
by airlines, airports, and individuals with the various security
requirements imposed by pertinent regulations. The basic purpose of these
requirements is to assure safety and security for airline passengers and
crewmembers. Alleged or apparent violations of regulatory requirements

I are investigated and appropriate administrative or legal actions taken.

Success in achieving compliance by all concerned is primarily dependent
upon the degree of cooperation between industry personnel and the persons
responsible for enforcement of the regulations. Air carriers and airport
operators generally take prompt corrective action on their own when a
") potential problem is recognized, thus reducing the need for more extensive
‘ enforcement action. In instances where an investigation of an alleged
violation of the regulations indicates lack of compliance, administrative
or legal action may be necessary. These actions take the form of
warnings, letters of correction, or assessment of civil penalties.

9 During the first half of 1985, 1,791 investigations of alleged security
violations by air carriers, foreign air carriers, airports, and
individuals were completed. 1In 150 of the cases, civil penalties totaling
$51,795 were collected, and in 1,514 cases, administrative corrective
action was taken. In the remaining 127 cases, investigation failed to
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N substantiate the alleged violations. The total number of investigations

f' closed during the first half of 1985 represents a 4 percent increase over
the number of investigations closed (1,719) during the second half of

1984.

(See Exhibit 8)
VII. OUTLOOK

A recent surge of deadly terrorist incidents was climaxed by the June 14
hijacking of a U.S. air carrier aircraft wherein one person was murdered
and 39 were held hostage for over 2 weeks. As a result of these
incidents, there has been a renewal of international pressure led by the
U.S. to ensure the adequacy of security at all international airports
worldwide. In addition, there has been renewed emphasis placed on the
security procedures, security training, and security posture of U.S. air
carrier and airport operations as well as on the assistance rendered to
them by the FAA and law enforcement agencies, both Federal and local.

This increased national and international attention is expected to result
in a substantial improvement in the effectiveness of civil aviation
security measures throughout the world. In spite of preventative measures
taken, however, it is believed that civil aviation, because of its nature
and visibility as a vulnerable and highly dramatic activity, will remain a
tempting and very desirable target for the mentally disturbed, criminal,
and terrorist elements. Currently, there is, however, an effective civil
aviation security system in place and, with the planned increased emphasis
cited above, the primary purpose of the system—the reliable, efficient,
safe and secure flow of people and protection of property--will be
accomplished.
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