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ABSTRACT

Following a national disaster, a Nationwide Emergency
Telecommunications System (NETS) would be created by combin-
ing the existing telecommunications capabilities of govern-
ment, public carriers and private networks. This thesis
addresses an evolving digital telecommunications industry
and its impact on the operational environment of NETS. It
contains a comparison of analog and digital capabilities,
reviews the digital telecommunications industry and analyzes
the impact of a changing digital technology upon the desired

features of a pre-emergency network.
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I. INTRODUCTION

A. BACKGROUND

1. Renewed Interest in Communications Capabilities

From the beginnings of time, when humans first began
to clan together and make war on other peoples, man has lived
with images of universal Armageddon and mutual annihilatior.
The nuclear age has enhanced and made more believable this
image of total destruction. An interesting paradox is that
our capability to inflict massive annihilation has increased
at the same time as our expectations of limiting the unde-
sirable effects have become more optimistic. The concept of
a "limited nuclear war" has become a by-word for what is
considered socially acceptable. What allows this concept
to be so intellectually pcopular is the belief that a war
between the superpowers could be fought within mutually
agreed-upon limits. Deterrence would be based upon the
ability to deal with a variety of potential provocations,
with responses tailored to the threat.

Recent political emphasis has been placed on the goal to
develop the capabilities necessary to limit a nuclear con-
flict. This reguirement has emphasized the need for a sur-
vivable communications system with enough reserve capability
to allow for the necessary participants to negotiate a

reduction in hostilities.
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The concept of introducing limits into a nuclear con-
flict goes beyond the creation of military and political

strategies. While a need exists to determine a viable zolicy,

resulting decisions are mute without a means of practical
implementation. The distribution of critical information
requires a command and control system which has been planned
in advance and is designed to implement the conventions
necessary for limiting warfare. The communicative system
would have to control thousands of weapons of varying cana-
bilities in the confusion of combat, and make desired
limits known to the adversary.

The requirement for effective command and control is
critical to the viability of U.S. strategic doctrine.
Command-and-control goals are:

a. Provides a means of controlled escalation. Without
a survivable means of command, control and communi-
cation (C3), any limited nuclear operations involving
discrimination and selectivity would prove infeasible.

b. Has the potential to be a 'force multiplier.' C3
allows for the optimal use of weapons by gathering
data, assisting analysis and permitting the retarget-
ing of weapons. The ability to selectively retarget
as the crisis progresses allows for the precrisis
retaliatory force to be multiplied beyond what would
normally be realized. [Ref. 1]

c. Serves as a means of controlling the degree of the
conflict, negotiating and calling a halt to
hostilities.

d. Acts as a deterrent to future hostilities. The
potential as a 'force multiplier' increases the
retaliatory capabilities of the United States and
therefore acts as an effective deterrent,

C3 systems have had operating problems even without

a nuclear war raging about them. Several years aco, the
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The DSN will be a mixed-media network using both land-
line and satellite resources. Numerous programmable switches
will be used to exchange routing and control information
for both point-to~-point and broadcast connectivity;.

Mr. R.P. Lippman [Ref. 34], sponsored by the Defense
Communications Agency, studied two perspective classes of
routing procedures. The perforinance of these procedures
was studied under conditions of network damage, traffic
overload and chaotic traffic conditions.

The two classes of routing studied are [Ref. 35]:

1. "Fixed Mixed-Media" routing is the simplest method
reviewed. The method uses fixed routing tables and
predetermined call~processing rules. A significant
characteristic is that satellite and land links are
treated separately. The call-processing rules require
switches which automatically sense failure or destruc-
tion of adjacent nodes. Call-request messages contain
a special header which includes a trace of nodes
currently in the call path and a listing of blocked
or destroyed nodes. Header information is used to
prevent loops, avoid inoperative nodes and limit
lengths of alternate routes.

2. "Adaptive Mixed-Media" routing is very similar to the
Mixed-Med.a procedure except that when the network
is damaged the routing tables are automatically up-
dated to enable optimal usage of remaining resources.
Updating procedures are similar to that used in
ARPANET, a DOD packet switching network. Each node
maintains global information concerning the network's
topology. This information is only updated when nodes
are added, inoperative or destroyed. This transmis-
sion of information for the updating of routing tables
must be protected from outside tampering 1n order
to ensure the integrity of the system.

The study can also be applied to "single-media" routing
as the majority of the destruction scenarios reflect the
'oss of satellite capability. The analysis concentrated on a

study of four mixed-media network configurations:

25




II. THE DEFENSE SWITCHED NETWORK (DSN)

This review of a DSN study [Ref. 33] summarizes findings
concerning network survivability given various levels of
destruction. The evaluation is applicable to this thesis
as it demonstrates the desirability of techniques which are

unigque to digital technology.

A. COMPARISON OF FIXED VERSUS ADAPTIVE ROUTING

The Defense Communications Agency (DCA) is planning to
replace the current AUTOVON system with a new network called
the Defense Switched Network (DSN). The new system must be
both economically feasible during peacetime and have the
endurance to provide adequate communications under wartime
conditions. The network will utilize both broadcast satel-
lites and point-to-point terrestrial links.

Common channel signaling (CCS) with adaptive network
management will be used. Conventicnal telephone networks
have signaling information carried on the same line that
carries the speech. Computer controlled networks often
use a separate path to carry the required signaling informa-
tion. With signal separation, the originating station's
computer can optimally route the call and not be limited by
the path the original signal traveled. The signaling path
can also be used to broadcast the informaticn necessary to

update routing tables.
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C. SYNOPSIS OF FUTURE CHAPTERS
This study reviews the ongoing evolution of digital
technology and how it may affect the operational environment
of the Nationwide Emergency Telecommunications Systems
(NETS). The following is a brief synopsis of future chapters:
Chapter II: The Defense Switched Network (DSN)

A research project, sponsored by DCA, which predicts
the survivability of the DSN is reviewed. Compari-
sons of fixed and adaptive routing indicate the
potential difference in capabilities during various
levels of resource degradation. The study helps to
highlight some of the advantages made possible by

digital technology and their application to network
survivability.

Chapter III: Digital Versus Analog Technology

A brief comparison of digital and analog technologies
1s presented. An understanding of the basic differ-
ences 1s necessary to analyze the reasons motivating
change in current system architectures.

Chapter IV: Review of the Digital Telecommunications
Industry

The quantity, quality, type and compatibility of
remaining communications resources depends greatly
upon the peacetime policy decisions of commercial
telecommunications industries. This chapter provides
a review of the motivations and predicted timetable
for analog/digital conversion.

Chapter V: Conclusions and Recommendations

a. Analyzes the impact of a changing digital
technology upon the desired features of a
pre-emergency network.

b. Presents a list of recommendations on ways to
influence future telecommunications trends in
a manner which encourages the completion of
NCS goals.

23




5. Digital technology takes advantage of recent trends
in the miniaturization of computer chips and memory
capabilities. Reductions in equipment size and in-
creased energy efficiency have resulted in the creation
of more decentralized switching centers [Ref. 28].
These centers increase the survivability of the
network by reducing the need for as many centralized
switching complexes [Ref. 29].

6. Backup capability has become more affordable as a
result of reductions in the price of computing power
and memory capability. During an unplanned reduction
in system resources, this excess capacity allows for
an increased level of recoverability. Within the
capacity of the system, the remaining units can
assume the work load of the inoperative switching
units without any noticeable degradation in user
service. This ability to quickly transfer work loads
is made possible by the elaborate software systems
designed for digital systems.

7. Digital hardware is generally less expensive to pur-
chase and operate than comparable analog equipment
(Ref. 30). This cost advantage is offset to a certain
degree by the development costs of digital software
[Ref. 31]. If a new system is designed for a large
market then the software development costs can be
distributed and thereby reduce its impact on an indi-
dividual buyer. The problem of increased research
costs has its greatest impact during the development
stage. The greatest amount of research dollars tend
to be devoted to profitable programs which will be
demanded by a relatively high number of users.

8. An equipment designer must have access to a large
capital base due to the high research costs and long
lead time before implementation. Relatively small
firms cannot afford to enter into the market for the
development and production of digital equipment with-
out significant resources availability. This encourages
the merging of efforts by different companies. As
foreign companies are eager to obtain new technology
and gain a means of competitively entering the U.S.
market, there is currently a large influx of foreign
capital into the American digital development effort.
(Ref. 32}

These changes will impact both the telecommunications
industry and the user. The predicted effects will be com-
pared to the attainability of desired NETS' features in the

conclusion of this paper.
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(V)

techniques and the use of 'repeaters' to regenerate
the signals, the gqguality of transmission can be im-
proved to provide a low probability of distorted data.
This benefit will increase the overall desirability
of distributed processing which can result in even
greater demand for digital services. [Ref. 26]

The increased efficiency of digital technology will
lower the cost of standard services, and strong com-
petition promises to pass these savings on to the
customer. The passing of operational cost savings
to customers can contribute to the following trends.
First, companies with extensive analog equipment may
not be able to depend on the benefits of operational
cost reductions to finance future eguipment conver-
sions. This could provide a significant advantage
to competitors with a minimal investment in analog
equipment. Secondly,. competing firms seeking higher
profit margins may tend to stress specialized services
tailored to their unique technical advantages.

Adaptive routing techniques are made feasible by
digital switching. The goal is to reorder real-time
routing tables at each switching center based on the
success or failure of network probes. This capability
increases the potential for modifying communications
networks in response to a degradation in available
network resources. If a disaster occurs within a
limited region, network software allows for the use
of alternate paths to circumvent the problem area.
This helps to reduce the critic~'ity of direct trunk
lines by allowing for the more flexible use of
alternate routing.

Packet switching and encryption techniques are more
practical with the utilization of digital technology.
American communications networks are extremely vulner-
able to present surveillance methods. This weakness

is extenuated by the prevalent use of easily inter-
ceptable microwave transmitters. Packet switching in-
creases the difficulty of analyzing these intercepted
messages. It creates the additional requirement of
recombining a message which may have packets containing
portions of the message being transmitted over

several different routes. If the use of encryption

has been added then an additional level of security

has been attained. All else being equal, these
countermeasures add to the cost of interception analy-
sis and can reduce the quantity of deciphered communi-
cations a surveillance activity can effectively process.
[Ref. 27]
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the government to implement.. Specifically, who will pay for
the peacetime inefficiencies incorporated into a system

based on wartime survivability requirements? The telecommuni-
cations industry will probably press for government relief

if forced to move into an inefficient market structure [Ref. 24].

B. IMPLICATIONS OF AN EVOLVING DIGITAL TECHNOLOGY

Technological changes have been influencing the environ-
ment in which NETS must be able to survive. Each advancement
needs to be analyzed to determine the impact upon the survi-
vability and adaptability of the overall communications
network.

This paper considers the effects of an evolving digital
technology upon the NETS' operational environment. The follow-
ing is a list of general areas in which digital technology
promises to provide a greater depth of services than current
analog systems [Ref. 25]:

l. Transmission Accuracy,

2. Message Routing Flexibility,
3. Packet Switching,

4. Ease of encryption,

5. Increased efficiency in the transfer of digital
information.

A summary of predicted changes in telecommunications
capabilities follows:
1. Improved transmission accuracy will increase the
desirability of transmitting computer data over
longer distances. Computer information has proven

to be unacceptably vulnerable to long-line transmission
distortion. With the advent of digital transmission

20

— e —— —— et . - - —_—




which is capable of restoring service that 1s transparent
to the user during a period of degraded resources [Ref. 22].

4. Government Involvement

The capabilities which NETS will have after an
emergency is based upon the availability of pre-emergency
resources. Before the crisis there should be adequate planning
and system modifications to insure that the intended degree
of survivability has a high probability of being attained.

The following characteristics of a pre-emergency NETS'
environment are critical [Ref. 23]}:
a. a centralized source of policy and guidance,

b. a sound legislative backing which recognizes the need
for the NETS system,

c. adequate budgeting, and

d. government regulations and funding which encourage
private companies to modify their policies to meet
NETS' standards.

Presidential Directive 53 (PD-53), signed by Presi-
dent Carter in 1979, places emphasis on the use of surviving
civilian communications systems for national purposes in a
post-attack period. The proposal calls for decentralization
and homogenization of future communications systems. While
this would prove beneficial for rebuilding a crippled system,
it probably conflicts with peacetime commercial goals. Com-
panies tend to stress efficiency through hierarchical organi-
zation, operational cost minimization and centralization of
certain critical control functions. While PD-53 provides

useful guidelines, it will undoubtedly prove difficult for
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b. Survivability

1. probabilistically survivable system of adequate
nodes and links.

2. personnel and equipment resources for timely
reconstitution.

3. minimize transmission distortion created by
electromagnetic interference.

4. maintain adequate physical security.
c. Operational Flexibility
1. quickly accessible during an emergency.

2. high user demands can be controlled on a priority
basis. *

3. protocol flexibility to maximize inter-network
compatibility.

4. 1incorporate adaptive routing technigues to assure
that only undamaged routes are selected and to
minimize required circuit time per message.

5. responsive to distributed controls with centralized
policy and guidance.

6. carry a variety of information.

7. maintain adequate security against unauthorized
entry.

NETS' resource capabilities will be attained by
combining the telecommunication capabilities of government,
public carriers and private networks. It would consist of
a nationwide backbone network that would be used to recon-
figure required communication routes. In the case of armed
conflict, a desired goal would be to interconnect networks
to such a degree that the cost of completely destroying them
would be prohibitively expensive. A second goal of NETS 1is

to encourage the creation of a telecommunications system

18




many smaller stations would probably survive and could form
the basis for a new network [Ref. 19].

President Reagan has recently expanded the authority
of NCS to evaluate and make recommendations on the usage of
communication resources during a national emergency. This
has stimulated renewed interest within Concress and resulted
in the budgeting necessary for continued study [Ref. 20].

3. Nationwide Emergency Telecommunications System (NETS)

A great deal of emphasis has been placed on creating
a Nationwide Emergency Telecommunications System (NETS) which
would be designed to provide survivable communication capa-
bilities during periods of national emergency. NETS is
based on the capabilities existing after a disaster. It is
important to understand what the various types of emergencies
are, their impact on the environment in which the system must
operate, and effects on the communications system itself.
NETS stresses the worst case scenario of atomic war, but
there are many other potentially disruptive forces of a local
nature. NETS covers the study of such diverse topics as
hardening of central facilities, protecting personnel,
diversity of routes, disaster recovery plans, emergency
restoration, etc.

An emergency communications system requires the
following technical capabilities [Ref. 21]:

a. General

pre-emergency modifications should be economically
feasible.

17
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harsh, post-emergency environment [Ref. 15]. The second
alternative is to place emphasis on the survivability of
communications assets. Eguipment would be designed for its
endurance, ease of maintenance and need for minimal support.
This would tend to decrease the responsiveness capability
necessary for the pre-emergency phase [Ref. 16]. Congress
must choose between the conflicting requirements of respon-
siveness, survivability or the simultaneous achievement of
both goals based upon an analysis of perceived benefits and
costs. Improvement in both areas is desirable, but cannot
be achieved with the same set of investments [Ref. 17].

The amount of required funding, necessary equipment modifi-
cations and effect upon the peacetime communications industry
varies with each alternative chosen [Ref. 18].

NCS's first objective was to determine the nation's
telecommunication assets. Prior to deregulation, NCS awarded
a series of contracts to AT&T for determining these assets
and evaluating their survivability. The locations of critical
nodes were used in conjunction with a damage scenario, developed
by the Federal Emergency Management Agency (FEMA), to determine
expected levels of damage. The results gave an indication of
survivable long-line capabilities resulting form various
degrees of disruption. Even after a nuclear attack, substan-
tial communications capability would be expected to exist
as commercial telephone networks are extensive and redundant.

Although major switching stations would likely be destroyed,

16




2. National Communications System (NCS)

The National Communications System (NCS) was estab-
lished in 1963 as part of the Defense Communications Agency
(DCA). 1Its creation was in response to previously unaddressed
communication requirements which are grouped as follows
[Ref. 14]:

a. Pre-Emergency
1. Provide the means for alerting the National
Command Authority in the event of an antici-

pated emergency.

2. Maintain security and usage controls during
periods of increased alert.

b. Post-Emergency

1. Expeditiously reconstruct the communications
network.

2. Maintain sufficient communication capabilities
to ensure effective command and control.

3. Assist in rebuilding the political, civil and
military control structures.

This strategic doctrine suggests two conflicting
paths for modernization. The pre-emergency phase requires a
high degree of responsiveness in the handling of the initial
stages of an emergency. Instead of executing pre-planned
attack orders, civilian and military leaders would be able
to adapt plans as circumstances changed. The necessary
equipment, designed for increased responsiveness, would
incorporate a relatively hign level of maintenance expertise
and effort. The networks utilizing this equipment would have

an increased probability of keing unable to adapt to the

15




c. Numerous communications facilities are susceptible to
the effects of an electromagnetic pulse (EMP) which
would disrupt communications during a period of criti-
cal need. Digital equipment is especially vulnerable
as it operates with extremely low voltages. A severe
electromagnetic pulse could either disrupt traffic
or burn out circuits.

As command-and-control systems are inherently vul-
nerable, concerted attacks on them would very rapidly render
them inoperative. The objective is to increése the cost
of destroying essential nodes above the threshold which an
adversary would deem acceptable. The degree to which this
can be accomplished has a direct impact on the extent to
which a limited nuclear war could be successfully controlled
by a surviving communications network.

The National Command Authorities (NCA) provides
guidance to various subordinate commands by use of the World
Wide Military Command and Control System (WWMCCS) which con-
sists of a network of command posts, computers and communi-
cations links. The more survivable segments of WWMCCS have
been designated as the Minimum Essential Emergency Communi-
cations Network (MEECN) [Ref. 11]. The system's components
were designed to handle peacetime capacity reguirements and
usually do not have the flexibility determined desirable for
a wartime environment. In most cases the bandwidths are too
narrow to accommodate the necessary quantities of bulk-
encrypted material [Ref. 12]. A grea' deal of the network

is not secure against interception, vulnerable to jamming

and has inadequate physical protection [Ref. 13].
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Under MAD, C3

..&ad to maintain its operational capa-
bility only up to the point that the President's order for
rmassive retaliation was issued. This is in contrast to the
limited war concept where the system survivability is criti-
cal to maintain control during an ongoing conflict. While
nuclear weaponry capabilities have advanced significantly
over the last ten years, C3 advancement has remained relatively
stagnant [Ref. 6].

In 1978, the Hon. William J. Perry, Under Secretary
of Defense for Research and Engineering, labeled the C3 sys-
tem as "perhaps the weakest link in our strategic forces
today" [Ref. 7]. The recognition that the command-and-control
network is the most vulnerable portion of the deterrent
forces resulted in the Nuclear Targeting Policy Review's
(NTPR) conclusion in 1978 that a desired C3 system "should
have greater endurance than the present system”" [Ref. 8].
Previous emphasis had been on maintaining command and con-
trol for a period of a few days, while the emphasis has now
changed to maintaining a command structure for up to a ninety
days within a combat environment (Ref. 9].

Existing C3 communication systems are considered
vulnerable within three main areas [Ref. 10]:

a. Critical facilities are too centralized and highly
vulnerable to nuclear attack or sabotage. The
accuracy of Soviet missiles has increased to the
point where virtually any fixed target is assured
of destruction.

b. Communications links to nuclear forces are easily

disrupted and usually limited to one-way communi-
cations during actual hostilities.

13
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U.s.S. Liberty, an intelligence collection ship, was attacked
and sunk by the Israeli Air Force'because it had failed to
receive a direct order from the Pentagon instructing it to
retreat from the area of violence [Ref. 2]. Another example
was the U.S.S. Pueblo's inability to contact higher authority
after four hours of fruitless transmissions [Ref. 3].

The current C3 system appears to only meet its most
fundamental requirement, which is to provide the means for a
prompt and massive response to an outside attack [Ref. 4].
This may not prove adequate to meet the limited war concept
as defined under the Carter and Reagan administrations. The
following are the two contrasting environments in which C3
may be expected to operate [Ref. 5]:

Operational environment under Mutual Assured
Destruction (MAD) :

a. surprise first attack is presupposed,
b. time period of attack lasts a few minutes,
c. probable targets are urban and economic centers,

d. post-attack requirements limited to civilian recovery
and continuation of government.

Operational environment under the Limited War Concept:

gradual build-up to hostilities is anticipated,

o))

b. time period of attack lasts from a few days to a week,
c. initial attacks restricted to military tarcets,
d. the necessity exists to provide centralized guicdance

to military commanders and civilian leaders during a
period of continued conflict.

12
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1. DSN1--20 nodes
2. DSN2--40 nodes

DSN1 and DSN2 have no spare trunking to increase
survivability.

3. DSN3--20 nodes

4. DSN4--40 nodes
DSN3 and DSN4 include reserve terrestrial trunk
lines which increase system cost by approximately
10%. These additional trunks are designed to
provide supplementary paths to compensate for the
destruction of the system's satellites during wartime
conditions.

Traffic loads were based upon a tentative 100 node DSN
configuration used during system design. The models were
created by selecting the nodes with the highest level o%
outgoing traffic. One third of all traffic was transmitted
over satellite links.

The four networks were analyzed under the following

conditions:

1. ncrmal operating conditions,

N

different types of network damage,
3. wvarying traffic loads, and
4. chaotic traffic patterns.

Figure 2.1 reflects the average point-to-point blocking
probability predicted for DSN1l under normal conditions,
satellite destruction, and satellite plus 10%, 20%, and
40% terrestrial line destruction.

Under normal operations, an average blocking probability

of less than .02 was attained. With satellite destruction,
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the degree of blocking increases substantially and continues
to increase as a greater proportion of the land lines are
destroyed.

Figure 2.1 reflects essentially no difference in the per-
formance of the two previously mentioned routing methods.
Fixed routing has an average blocking probability of 0.36
and adaptive routing has an average blocking probability of
0.31. The varying impact of each method was only revealed
after comparing the percentage of offered traffic against
the probability of blocking, given satellite destruction,
as shown in Figure 2.2.

As previously noted, the satellite component of the
model carries one~third of the traffic. With its destruction,
the traffic load of terrestrial lines correspondingly in-
creases. While the cumulative blocking percentages were
relatively equal for the two systems, Figure 2.2 indicates
that approximately one-third of the traffic routed by the
fixed method experienced a blocking probability of 95%.

This is significantly higher than that attained by the
adaptive method which treats all nodes more uniformly.

The ability to adapt routing tables allows for the placement
of calls between any two nodes with only occasicnal blocking
probability reaching 80%.

Figure 2.3 reflects the percentage of fixed and adap-
tive traffic with blocking probability in excess of 80%

for each of the five levels of destruction.
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For the purpose of his study, Mr. Lippman set an 80%
level of blocking as the limit of acceptability for the
first attempt at placing a call. Figure 2.3 demonstrates
the disparity between the level of acceptability attained
by the two routing methods. When only the satellite 1is
destroyed, the terrestrial lines are able to maintain an
adequate level of performance under adaptive routing, but
fixed routing has 31% of its traffic suffering an unaccepta-
ble level of blocking. As the degree of damage increases,
the percentage of unacceptable performance increases for both
routing methods. With the satellite and 40% of the terres-
trial lines destroyed, fixed routing provides acceptable
service to only 48% of its users while adaptive routing
attains 92% acceptability. Adaptive routing clearly provides
a higher level of service for all scenarios reviewed.

By reviewing +<ach of the four network configurations,
CSN1-4, comparisons were obtained between the fixed method,
fixed method with a 10% increase in trunks, and adaptive
routing methods. Filgure 2.4 compares the three configuration
alternatives with the percentage of traffic having a block-
ing factor 1in excess of 80%. The level of blocking proba-
bility reflects the destruction of the satellite with the
resulting one-third increase in terrestrial traffic.

With the fixed routing method, approximately 33% of the
traffic experiences unacceptable blocking. This level can

be reduced by increasing the number of trunk lines or using
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adaptive routing technigues. With the addition of 10%
more trunk lines, the percentage of unacceptable blocking
drops to roughly 8.5%. With the implementation of adaptive
routing techniques to the original configuration, the rate
drops to almost 0%. For the Defense Switched Network,
increasing trunk capability by 10% costs more than modifying
the system for the use of adaptive routing.

Additional studies were conducted for various levels
of traffic overload and chaotic traffic patterns with simi-
lar findings. The results of the study indicated that
adaptive routing provided the highest degree of service for

all levles of disruption reviewed.

B. CHAPTER SUMMARY
The study indicates that adaptive routing procedures are
desirable for both responsiveness and cost effectiveness.
An important assumption is made that an all-digital network
system is already in place.
The advantages of a digital system over the traditional
analog methods is discussed in Chapter III, "Digital versus
Analog Technology." The likelihood of an all-digital system |
and the rate of transition is addressed in Chapter IV,

"Review of the Digital Telecommunications Industry."
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ITI. DIGITAL VERSUS ANALOG TECHNOLOGY

An understanding of the basic differences between analog
and digital technology is necessary to analyze the reasons

motivating change in current system architectures.

A. DESCRIPTIONS AND COMPARISONS
1. Definitions
a. Analog
Vocal cords generate sound waves with freguencies
varying from a few hundred cycles per second to several
thousand cycles per second. The telephone's microphone con-
verts these sound waves to a varying electrical frequency
which is analogous to the sound frequency [Ref. 40]. The
electrical signal is an analog of the voice frequency. Hence,
an analog transmission system is one that accepts a variable
input and then represents it electronically as a continuous
signal to be transmitted and decoded by the receiver [Ref. 41].
b. Digital
With digital transmissions there is a 'discrete-
ness’' in the signal which allows information to be transmitted
by deviating the strength of the signal from a predefined
norm. A combination of different discrete impulses can
then represent information in transit.
Transmission is accomplished by the creation of

two signal levels which indicate the binary digits of one and
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zero. For example, assume that zero volts represents a
binary zero and five volts fepresents a binary one. When a
binary zero is transmitted, a signal level of zero volts is
transmitted. When the signal is finally received it will
have picked up a degree of distortion. Because of line noise
the actual voltage level may slightly exceed zero volts.

As long as the variance is within previously set limits, the
signal is interpreted as a zero. If the signal must be
retransmitted, it is once again set to a zerc voltage level,
essentially elminating the distortion. By this means a )
signal can be retransmitted several times over a long distance
with the final signal being as distortion-free as the initial
message [Ref. 42].

Digital communication, by its very nature of
discreteness, is adaptable to the transmission of information
such as computer data, graphics, voice or even machine
instructions.

c. Digital Transmission

In contrast to an analog signal, a digital signal,
while in transit, can not only be amplified but also detected
and regenerated. As previously stated, this allows for the
signal regeneration necessary for long distance hauls where
only the information media is amplified and distortion is
ignored. Another attractive feature of voice digitalization
is the divorcing of encoded signals from the analog waveform

of the source. This allows for the digital transmission and
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switching equipment of a network designed for voice trans-
mission to also be capable of servicing any traffic of a
digital nature.
d. Digital Switching

Digital switching refers to the use of digital
technology 'within' the message path of voice communication
networks. In this application, the term 'digital’' refers
to a method by which the conventional analog voice informa-
tion is sampled, categorized and electronically converted
by coding to a digital signal. Hence digital commdhications
technology implies the capability for both information trans-
mission and switching applications versus the generally held
belief that it is limited to the transmission of computer
generated data.

While operating within a hostile environment
most switching configurations are:

1. vulnerable to fragmentation: Switching systems are
designed to interconnect various levels of the
telephone system hierarchy at the local, regional and
national levels. This method is vulnerable to disrup-

tion when failure at the national or regional level
could fragment the network into isolated subsystems.

2. Unable to dynamically route in response to changing
line conditions: Centralized systems are unable to
monitor the global status of the network due to the
high overhead required. A significant portion of the
transmission bandwidth must be available for sending
status on thousands of nodes.

3. Vvulnerable to flooding by routine calls which would
block priority communications: In order for priority
calls to be recognized they must first enter a local
switch for processing. If initial entry cannot be
attained, there is no way to recognize a caller's
precedence. This conflict places emphasis on the
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traffic load capability of the system for the deter-
mination of priority levels. The number of simultane-
ous calls in a system is limited by the number of
available network ports. All traditional analog
networks have built-in limitations on the number of
ports which the system can handle. The pulse-code
modulation (PCM) digital networks have only recently
allowed full availability. However, in an attempt to
remain compatible with present analog equipment,
several digital switching products are designed to
incorporate techniques based upon limited access.
[Ref. 43]

An alternative to the present centralized method
of switching 1s called Gridnet [Ref. 44]. Vulnerability is
decreased by distributing network control functions to the
various nodes. Instead of maintaining global status tables,
each node would only be concerned with the condition of its
neighboring nodes. This technique requires only a small
fraction of available bandwidth for status transmission.

The main advantage is that if any two ncdes are connected
after a disaster then a message can be sent. The disadvan-
tage comes from the lack of global information which may
result in a nonoptimal path selection.

The only existing switching system which uses
fully distributed control is ITT's System 12. Control is
spread throughout the system and not locked into a central
computer. Therefore a problem in one area can not expand to
other areas. Due to its fully digital integrated circuits,
System 12 can have prearranged handling routines for heavy

traffic loads. Nineteen countries have ordered 11 million

equivalent lines of System 12 [Ref. 45].
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2. Typical System Conficurations

a. Analog
Definitions for Figure 3.1:

a. Carrier Fregquency Eguipment (CF) consists of the
transmission linking apparatus.

b. Pulse Code Modulation (PCM) 1is a process where an
analog signal is sampled, the magnitude of each
sample is guantized, and the guantized value 1is
converted to a digital signal.

i
|
I“v— Irzal line 4,‘\/_“ long-distance line —

modem | ] CF[ " Jcr[ |ecH
‘ T |
!\4— 4-wire —)L— CF link PCM 11’_"1"".————~7‘T:4—'-\'if? —~—>.'
f Iocal cahle ’ | Incal cable j
voice channal
connection
[Ref. 46]

Figure 3.1 Typical Analog Network Structure
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L. ?¢ c-Diwv:ision Multiplex (TDM) allows the transmission
of two or more signals s:imultancously over a single

transmission facility.

c. Group Eand Model (CBM) 1s used to swilitch trunxs in a

manner to minimize transmission length
ncise introduction.
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. Signal Pegenerator (R) reduces noilse by
incoming signal and then re-transmits
original digital form.
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Motivations for digital communications:

Digital technology provides improved trans ..ssion
guality. Repeaters allow for the signal to be
regenerated at predetermined distances to provide

an overall transmission quality independent of distance.

Within limits, this allows for transmission quality
to be progressively increased by the usage of addi-
tional repeaters. This cumulative effect in perfor-

mance does not apply to analog systems where distortion

becomes an inhibiting factor. [Ref. 89)

Reliability 1is another factor which justifies digital
systems. It is not that the digital system is more
reliable. The advantage 1s that the same level of
reliability can be obtained with digital technology
at a smaller expense [Ref. 90]. Both digital and
analog systems have a design objective of one hour
down time in twenty years of operation [Ref. 91]. At
least three factors contribute to the ability of
attaining acceptable digital reliability levels at a
reduced cost:

1. The heavy use of large scale integration (LSI)
circultry. Incorporating the thousands of com-
ponents on an integrated circuit chip means that
many solder joints are eliminated and, thereby,
reliability 1s increased. Another by-product of
LSI is the relatively low power required. Manu-
facturers are now beginning to make use of
Complimentary Metal Oxide Semiconductor (CMOS)
technology which has the characteristic of even
lower power consumption than that required by LSI

circuitry. [Ref. 92]

2. Digital technology is more reliable for the trans-
mission of signals by being less susceptible to
distortion (noise) than analog technoclogy. [Ref.

3. As the cost of circuitry goes down it is possible
to maintain duplicate modules to replace ones
requilring repair. Given excess capability, if a
unit goes down then its share of the work load
can be rerouted to other portions of the svstem
without any noticeable degradation in service.

pProvides an ability to add new features. The digital
transition represents an opportunity to evolve into
more unified networks capable of accommodating various
types of traffic. Additional services can include

the transmission of video sianals or computer data.
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2. Motivations for Digital Communications

The silicon chip has become a driving force behind
many trends in the telecommunications industry, and public
policy 1s being both shaped and adapted to those trends.
Devices like microprocesscors, memory and other logic elements
are'rapidly dropping in price. The development of these rela-
tively low-cost digital electronics has enabled economical
use of a new and, in many cases, superior technology for
conventicnal voice telephone systems. In addition, new ways
of moving digital information, such as microwave radio,
satellites, and optical fiber cables, are dramatically lower-
ing the cost of sending messages across vast distances.

Many forces driving digitalization are based upon a
desire to improve guality of transmission, add new features,
and reduce the operational costs. The need by the data
processing industry for better data transmission capabilities
has 'not' been the major motivating force to date. In fact,
the majority of digital capability is inaccessible to data
orocessing transmission without coing through analocg inter-
faces. As the networks incorporate more digital capabilities
the economics of data transmission should improve. It has
been estimated that between 5 to 10% of the total traffic
on the telephone network is computer data [87]. This percen-
tage will jrow in the future as more cost-effective services
are offered, but currently the transmission of computer data
1s 1 secondary motivating force behind digital communications

(Ref. B8].
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levels of the switching hierarchy of the public telephone
network is commonplace today. The list of modern switching
systems for major exchanges currently being offered in world
markets now totals only thirteen families, all of them digital
[Ref. 84].

Digital line-transmission is more difficult to imple-
ment as distances increase, but even with great distances
there are distinct advantages [Ref. 85]. It is predicted
that digital conversion of long distance routes will not
occur as fast as the conversion of local routes connecting
adjacent cities. To date only 4% of the public network's
long-distance circuits have been converted to digital format.
Prior to deregulation, AT&T had plans to convert 35% to 40%
of its network to digital by 1990 [Ref. 86]. This included
plans for undersea cables capable of digital transmission
to both Europe and Japan.

The Department of Defense (DOD) has tended toward
the use of digital communications as a standard for both
tactical and strategic networks. This decision is based on
the inherent advantages provided by the actual equipment
such as reduced weight and size, easier maintenance, and less
power consumption. Of major significance 1s the ability to
satisfy communications security by providing transmissions
in digital format which allow for easier and potentially more

secure encryption.
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their older analog systems with digital equipment to handle
everything from individual telephone calls to computerized
airline reservations [Ref. 77].

The economic and operational features of solid state
electronics are the deciding factors which make the digitali-
zation and transmission of data feasible. 1In 1962 Bell
System personnel pioneered the use of a Tl carrier system for
1ts trunk routes based on digital equipment. After this initial
test, a whole family of T-carrier systems have been developed.
The world's first commercially designed digital microwave
radio system was implemented in Japan by Nippon Electric Com-
pany (NEC) in 1968 [Ref. 78). France was the first country
to use digital switching in their public telephone system,
the ALCATEL E10 [Ref. 79]. 1In the early 1970s digital micro-
wave systems were beginning to appear in the United States
for specialized applications. The first digital microwave
link in the U.S. public telephone system was purchased from
NEC of Japan to provide a communications link between Brooklyn
and North Staten Island in 1972 [Ref. 80].

During this same time frame, but largely independent
of work on speech digitalization, the use of digital computer
techniques was being applied to the control of switching sys-
tems [Ref. 8l]. The resulting 'stored program' method of
controlled-switching architecture has been widely deployed
in recent years [Ref. 82]). The flexibility inherent in 'stored
program' control results in a high degree of modularity of

functions [Ref. 83]. Computer control of the switches at all
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Iv. REVIEW OF THE DIGITAL TELECOMMUNICATIONS INDUSTRY

NETS' capabilities are determined by both the military
and civilian resources which survive an emergency. The guan-
tity, quality, type and compatibility of these remaining re-
sources depends greatly upon the peacetime policy decisions
of commercial telecommunications industries. This chapter
provides a review of the motivations and predicted timetable

for analog/digital conversion.

A. BACKGROUND

1. Historical Summary

A nation's telecommunication capability is considered
essential for maintaining a productive business climate [Ref.
75]. As the business environment increases in complexity,
the transmission of accurate and timely data becomes crit
The degree of effectiveness in the transfer of data between
commercial enterprises could provide a significant business
advantage. With the importance of international competition
increasing, the maintenance of a viable telecommunications
industry is growing in significance [Ref. 76].

A technical revolution is occurring within the world's
networks. Recently implemented digital egulpment promises
to reduce operational costs and increase the variety of avail-

able egquipment. Telephone companies are method..ally replacing
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6. Performance Monitoring

Each digital signal has a predetermined scale of
acceptable signal levels. This is important, as it allows
for guality verification tests without any knowledge of the
actual message contents. One common way to measure the per-
formance of digital systems is to add parity bits to the
message stream. This is in contrast to analog systems where
a predetermined message must be sent over a line to determine
performance parameters. This transmission necessitates the

isoclation of the line from commercial use.

C. CHAPTER SUMMARY

The advantages and disadvantages of each system were
discussed. As neither method is always optimal, each appli-
cation must be reviewed to determine the alternative which
meets both requirements and cost limitations.

The relevance of digital and aralog characteristics will
be addressed in the conclusions by comparing them with the

unique objectives of NETS.
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readily adaptable to a digital system. For analog systems
the input must be either converted to a compatible analog
input or a dual transmission signal. Analog signaiing has
traditionally represented a significant cost and administra-
tive burden to the telephone companies. The ability of
digital systems to transmit control information by the simple
addition of information bits to the message stream represents
a significant benefit.

5. Signal Regeneration

The accuracy of analog signals degrades as a function
of transmission length. Distortion increases with the path
length, and power boosters indiscriminately increase both
the intended signal and the accumulated distortion. This is
in contrast to digital signals which are discrete versus
continuous. When they begin to deviate from their excepted
limitations, regenerative repeaters can be used to duplicate
the signals 'within' the original tolerance levels. By this
method, the probability of transmission errors can be made
arbitrarily small by the insertion of enough regenerative
repeaters at various points in the transmission path. When

an all digital system is designed with enough repeaters, the

overall quality of the transmission is determined by the

digitalization process and not by the transmission system

[Ref. 74]. This presents a significant advantage to the all-
digital transmission of computer data. The probability of
transmission errors can be reduced below that attained by

systems with analog components.
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switching centers are becoming technically similar to other
commercial computer sites, the skills of the maintenance
center can be contracted out or used internally by other
departments.

2. Analog-to-Digital Signal Conversion

The conversion of signals from one form to another
introduces a source of distortion. This is due to the fact
that the continuous analog waveform must be represented by
finite digital signal levels. By specifying digital signal
levels which are small enough, the degree of conversion error
can be reduced. Unfortunately, the consequence of more
levels is the necessity for greater bandwidth. This relation-
ship results in a trade-off between quality of transmission
and required bandwidth [Ref. 72}.

3. Low Signal-to-Noise/Interface Ratios

In analog systems the greatest line distortions are
realized during pauses in audio input when the signal ampli-
tude is low. Since the signal is at a low power level,
outside influences acting on the signal are most evident.
This is not the case in digital transmissions where speech
pauses are electronically encoded the same as normal speech
patterns and transmitted at the same power levels [Ref. 73].

4., Control Information

Control information is required to send relevant
external information (such as whether the phone is off the

hook, coin deposits, etc.). This type of information is
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large scale integrated LSD circuits become more available
for telecommunications applications. With implementation
of LSI there should be further advantages realized in size,
energy/acquisition costs and reliability improvements.

Digital transmission and switching are designed for
integrated operations. Numerous alarms are built into both
systems, giving details on the various phases of each opera-
tion. This enables digital exchanges to take into account
performance variations when determining optimal routes. 1In
such situations the maintenance staff is kept fully informed
of actions taken by the software to compensate for various
anomalies. A more efficient maintenance effort can be realized
with a minimal crew by taking advantage of such an integrated
system.

Digital exchanges consist mainly of plug-in boards.
Self diagnostic programs can usually determine the defective
board which is the cause for degraded service, and a relatively
inexperienced service crew can remove the board and forward
it to a maintenance center [Ref. 70]. It is now becoming
common practice for exchange maintenance duties to be cen-
tralized with one center looking after many exchanges; 60
exchanges or 250,000 lines is not an uncommon top figure.
One man-year of maintenance staff effort for every 20,000
lines of capacity is an average for modern exchanges, so the
number of technicians needed is nowhere near as great as

was once the case [Ref. 71]. 1In addition, as telephone
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c. attenuation (frequency response) and delay dis-
tortion is maintained at a level considered
adequate for analog communications.

d. echo problems due to transmission delay caused by
the 2/4-wire hybrid circuits.

e. connection noise is not related to distance as
in analog techniques but to the number of analog/
digital conversions. [Ref. 66]

Digital signals must be synchronized by means of a
special timing clock. This requirement for synchronized
transmissions can cause problems during complicated
networking situations. [Ref. 67]

Digital switching introduces certain problems to the
maintenance organization, such as [Ref. 68):

a. Increases the probability of the entire exchange,
or a major portion of it, being out of service
due to a failure of the centralized control
circuitry.

b. The use of processors and peripheral eguipment
increases maintenance complexity.

c. Creates a need for software expertise.

However, the availability of automated maintenance
aids combined with the high reliability of digital
switches makes the systems less prone to breakdown.
[Ref. 69]

Maximum benefits are only realized when the system is
fully digital. This situation is rare in an environ-
ment rich in analog equipment.

RELEVANT TECHNICAL FEATURES

Electronic Circuitry

Recent advancements in computer technology have had

a significant impact on digital transmission and switching

capabilities. Many switching applications can use standard

central processing unit (CPU) chips and memory devices

without any modification. Future benefits are predicted as
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5. Disadvantages of Each System

a. Analog

Cannot take full advantage of newer technology such
as packet switching.

Does not accommodate the transmission of computer or
graphic data as efficiently as digital communication.
Low speeds in the range of 300-2400 baud are easily
handled through normal telephone networks. However,
higher speed data transmissions are more efficiently
handled by digital technigues. [Ref. 62]

Fewer viable options for the reduction of distortion.
[Ref. 63]

Less timely interface repairs for the transference of
data (computer, graphic and video data). When a fault
is detected within an analog system, isolation of the
problem generally takes longer than in a digital
system. Modems place great demands on the parameters
used to determine system status. Analog circuits can
only be checked by a complex evaluation of the conver-
sion process between the model and the network [Ref.
64]. This raises difficulty in defining the area of
responsibility if the modem is privately owned and
connected to a service network. As a pure digital
system operates without a modem, there are no compli-
cated interface problems.

b. Digital

For long-haul systems, digital communication systems
may be significantly inefficient in terms of the number
of voice channels available per bandwidth size. How-
ever, the ability to overcome many forms of distortion
can compensate to some dearee. Long distance costs

can be further reduced by the use of packet switching,
which would improve network efficiency.

While operating within an analog environment, the
following digital transmission limitations are encountered
[Ref. 65]:

a. transmission capacity is limited to the bandwidth
of the voice channel.

b. expensive modems (interfaces) are necessary for
signal conversion.
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10.

11.

12.

13.

reduces complexity, training requirements, potential
for repair errors and inventory costs.

Electronic components are at least one thousand times
faster than the mechanical ones now in use. This
allows for either the time-sharing of unused capacity
or reduces circuit complexity.

Potential for service integration. Control information
(i.e., toll charges, busy signals, etc.) is readily
adaptable to digital systems. Transmission of control
information had previously been an indeperndent
consideration. [Ref. 58]

Electronic Switching Technology (EST) ocffers many
advantages over earlier electromechanical systems.

It provides greater processing speed, capacity and
reliability while also reducing overall size, cost and
energy requirements. Stored Program Control (SPC)
allows for the flexibility of EST. SPC consists of
software designed to allow for specialized switching
and compatibility requirements. [Ref. 59]

Simplifies integration of transmission and switching
which have traditionally been separate functions

within the telecommunicaticns industry. With the

advent of digital technology, multiplexing can easily

be integrated with the switching function. This

enables the interconnection of switches and transmission
links without the requirement for a conversion process
[Ref. 60]. This simplification results in considerable
cost savings and improvement in performance.

Monitoring of performance. Digital output can be
analyzed for quality of transmission without any
knowledge of the message content. One common method
to measure digital cransmission quality is to add
parity bits tc traffic. Analog performance measure-
ments require the use of prespecified monitoring
messages which decrease network efficiency.

Digi+al technology allows for the efficient use of
encryption techniques in ~rmbination with packet
switching. The combinat.on of these two techniques
provides for a higher degree of security than can be
attained by a comparable analog system. If packet
switching is not utilized, then a digital means of
encryption does not normally meet the security level
attained by an analog system. [Ref. 61]
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b. Digital

Digital transmission systems became cost-effective in
the 1960s for relatively short distances, and the
range has been increasing with the passing of each
vear. Digital switching has become cost effective

in most situations including analog environments.
[Ref. 52]

Digital technolegy is compatible with fiber optics
which offers the following advantages [Ref. 53]:

a. capacity for transmitting huge guantities of
information,

b. connecting lines are immune to electromagnetic
interference (although repeaters are vulnerable),

c. able to transmit light pulses farther than copper
can carry an electrical signal with fewer repeaters,

d. smaller and lighter in comparison to copper wire.

Digital systems can accommodate communication services
other than conventional speech transmittal. Such
information services include data, graphics, video
transmissions and machine instructions.

Analog nodes are usually located at the user's loca-
tion, while digital systems have their node equipment
installed at the local exchange. The centralization
of node functions tends to ensure a more economical
configuration and increased transmission quality.
[Ref. 54]

Noise {(interference) does not accumulate at repeaters
and thus becomes a secondary consideration in system

design. In fact, the output signal is cleaner than
the input. This is in contrast to analog systems
where noise is of major concern. ,(Ref. 55]

The digital format of transmission adapts easily to
solid-state technology and integrated circuits. This

allows for greater use of developing computer technology.

[Ref. 56]

Digital equipment has more common circuitry [Ref. 57].
Due to the enhanced ability of digital circuits, they
are designed to accomplish tasks which may vary slightly
between different equipment models. This allows for

the same circuit module tc be used where different
analog party were previously required. This commonality
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ANALOG

switches waveforms 1in
analog form by means of
analog components such as
transistor relays, etc.

switches are expensive and
bulky

line interfaces are simple
{all analog)

conventional network de-
signed to obtain maximum
bandwidth efficiency for
an analog system

line acquisition costs
are relatively low
(generally wire-pairs)

network costs are relatively
high

requires substantial space

difficult to expand due to
multistage configurations

4. Advantages of Each System

a. Analog

DIGITAL

switches waveforms in digital
form and uses logic gates
or memory

switches are smaller and
relatively inexpensive
(affected by the continuing
decline in the cost of
microprocessors and memory)

line interfaces are usually
complex due to analog/
digital conversion

bandwidth limited (greater
bandwidth required than
many of the current trans-
mission lines now offer)

line circuit costs are high
(generally coaxial cable,
four wire or fiber optics)

network costs are relatively
low

less space required (size
savings can defer new
construction)

large expansions can be
configured easily (commeon
modules can be installed

with less effort and expertise)

1. Limited signal conversion 1is required to interface
with the numerous analog systems currently in use.
This 1is in contrast to digital systems which often
require expensive conversion techniques. [Ref. 49]

2. Generally requires less bandwidth which reduces long

distance transmission costs.

[Ref. 50]

3. Analog encryption usually has higher speech quality,
lower cost, less channel recuirements and greater

flexibility than digital encryption techniques. (Ref.
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d. PLigital technology allows for a reducticon in the cost
of most standard voice services. While the software
necessary for digital switching is expensive, factors
such as reduced hardware costs, lower power consumption
and greater maintainability have driven the overall
price of digital systems downward [Ref. 94]. This
reduced price applies to a specified level of service.
In general, individual rates have increased as customers
take advantage cof the greater services available and
changes occur in subsidization policies.

3. Factors Limiting the Rate of Analog/Digital Conversion

Considering the massive amocunt of analog equipment
now in place, an extensive conversion period will pass before
the public netweorks in the U.S. can evolve to an all digital
system [Ref. 95]. However, as new private networks are
developed, all digital implementations will become economically
feasible for companies which are not handicapped by large
investments in ar "log equipment.

Factors inhibiting rapid conversion of public networks
to digital technology:

a. Digital conversions must fit into a predominantly
analog world.

1. Almost all end user equipment was analog until
just recently when digital instruments became
available in limited guantities. [Ref. 96]

2. The great bulk of the transmission and switching
facilities of the telephone companies are analog
although the number of digital switching and
transmission facilities is growing rapidly.
[Ref. 97]

b. Most manufacturers have a vested interest in analog
systems because of existing analog product lines.
Additionally, their design engineers and maintenance
people are more familiar with analog systems. With
the increased production of digital equipment this
factor is becoming less significant. [Ref. 98]
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Digital software costs account for about 75 percent
of the development cost [Ref. 39]. The cost of
developing both the hardware and software required
for digital systems is significantly higher than that
needed for analog equipment. This necessitates
appealing to a large customer base to distribute the
cost of software development. [Ref. 99]

The absence of adequate long-distance transmissions
facilities for digital signals. In the near future
this may be alleviated to some degree by the use of
fiber optics and satellites. Digital communications'
optimal use of satellites has been hindered by the
relatively long delay periods necessary between packet
transmission and verification of receipt. This delay
has tended to complicate standard packet switching
technigues.

B. MARKETPLACE FORCES

1.

Background

Computer technology has allowed for the practical

implementation of digital networks. These new capabilities

have given the potential for the lowering of standard

charges and increases in the number of services offered.

As wider services become more prevalent and beneficial,

telecommunications has the capability of becoming an even

more ilmportant strategic weapon to competing organizations.

In order to remain competitive, companies are demanding

more from their communications systems.

The publishers of Telecommunication Products Plus

Technology conducted a survey of 9500 organizations to

determine their viewpocints concerning telecommunication

service options. Table I is based on the responses received

from 1,558 of those solicited [Ref. 100]:
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TABLE I

TRENDS IN SPECIAL TELECOMMUNICATION APPLICATIONS

Currently Plan No Plans
Use to Use to Use
% % 2

Alternative

Carriers 50 22 28
Microwave

Communications 29 20 51
Satellite

Transmission 18 20 62
Tl Systems 19 28 53
Fiber Optics 14 44 43
Teleconferencing 25 38 37
[Ref. 101]

User demand for varied services motivates change,
but 1s not the only influencing factor. Providers of communi-
cations services are switching to digital for projected
operational cost savings. Given the same degree of service,
digital technology is less expensive to procure and operate
[Ref. 102]. To maintain a competitive cost structure in a
deregulated environment, the conversion to digital technology
is a necessity.

Two basic approaches are possible for conversion of
the present public systems to an all-digital capability.
First, entirely new digital systems can be constructed

similar to the projects being started by small, private firms.
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Unfortunately, the writing off of currently owned analog
equipment would represent a significant financial handicap
to the public networks. Secondly, the more commonly accepted
alternative is allowing digital systems to be implemented
over a longer time span. This method would allow for the
phased replacement of analog equipment, bﬁt would also entail
extensive conversion expenses and delay expected benefits.
These expenses affect the public utilities' ability to
compete with all-digital competitors [Ref. 103].

The balance between increasing available services
and lowering costs is a delicate one. As the degree of
services offered increases, the cost of an analog, digital
or hybrid system will correspondingly increase. While many
user companies have a demand for extended services and can
justify the additional costs, it could be viewed as a disad-
vantage to a smaller company. This dissatisfied client may
seek service from a more specialized communications firm
offering basic services at a cheaper price. If the number
of customers using the additional features do not generate
enough revenue to compensate for the additional capital
expenditures then general usage rates will rise for all other
customers. As the communications market continues to develop,
it will have specialized demands which will be filled by
firms offering various degrees and types of service. Success
will depend on the price struc=ure, services offered and

consumer demand.
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2. Impact of Deregulation

Deregulation has resulted in numerous changes within
the telecommunications industry. A consequence of the
restructuring has, ironically, been the expansion of regu-
latory forces. Two examples are:

a. The scope of federal activity has been reduced after
deregulation, but the power they wield in the remain-
ing areas has significantly increased [Ref. 104].

This is a result of an attempt to influence the
effects of breakup and encourage further deregulation
of the communications indvstry.

b. With the continuing decrease in the scope of Federal
control, each state will be able to exert increasing
influence over the design, standards and level of
service found within their jurisdiction [Ref. 105].
These variations in systems requirements have the
potential to increase the present rate of equipment
diversification. Of note, responsive treatment from
State regulations is one of the stated reasons for the
high profits achieved by the seven Bell holding
companies. [Ref. 106]

Following deregulation, a federal court order charged
Bell Communication Research Inc. (Bellcore) with the over-
seeing during a national emergency of the 22 divested Bell
operating companies (BOCs). Each BOC is responsible for
the partial funding and sharing of technical information with
Bellcore. The ability of Bellcore to maintain the expertise
necessary to oversee 22 independent and diverging companies

during an emergency has yet to be proven [Ref. 107].

3. Emergence of Competition

The demand for digital capability reflects a mostly
unsatisfied desire for greater reliability and speed 1in the

transmission of computer messages [Ref. 108]. This demand
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has been affected by the increased use of distributed sys-
tems wherein geographically separate terminals are linked by
communications lines. AT&T had underestimated this demand and
was slow in converting its long-distance lines to digital
capability [Ref. 109]. Their reluctance to convert was
partially due to the large capital investment in existing
analog equipment. Smaller, independent firms which were
building from scratch had fewer obstacles for implementing
all-digital systems. This disparity provides a significant
advantage to the smaller competitors.

To compete in the growing telecommunications market,
companies are beginning to specialize their services. Attempts
are made to attract a customer base with unique requirements
by providing additional benefits in one of the following six
selection factors [Ref. 110]:

a. traffic volume,

b. transmission rate desired,

c. acceptability of transmission access delays,
d. security capability,

e. flexibility in capabilities and expansion,
f. cost.

The following are a few examples of firms catering
to a limited market.

MCI Communication Corp. [Ref. 1ll] has plans to install
over 18,000 miles of fiber-optic cable for digital communica-

tion by the end of 1988. This network is estimated to cost
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more than $5 billion. About 600 miles of the network is
currently operational and connects New York to Washington
D.C. MCI is also using two-way, cable TV lines [Ref. 112]
in cities such as Atlanta and Omaha to send calls via an MCI
switching center. Plans are to expand the system, called
Digital Termination Service (DTA), to incorporate 46 cities.

Southern New England Telephone Co. and CSX Corp.
joined efforts to construct a 5,000 mile network which will
cover 24 eastern states. The project, called LIGHTNET, is
already being tested between Jacksonville, Miami and Tampa.
Plans are being considered to expand the original 5,000 miles
to 8,000. The final system will be joined with a planned
system by United Telecom Communications Inc., a unit of United
Telecommunications Inc., to create a 23,000 mile nationwide
fiber-optic system [Ref. 113].

Two railroads, Norfolk Southern Corp. and Santa Fe
Southern Pacific Corp., have joined efforts to develop a
project called FIBERTRAK. The system consists of an 8,129-
mile fiber optic system running from coast to cocast. Comple-
tion is expected by the end of 1987 {Ref. 114].

The cable TV companies, which are becoming well
established throughout the United States, are apt to become
a new challenge as they may decide to amortize their huge
investments by offering telecommunications services over

their established networks.
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.4. Bypass--Corporate Reaction to Slow Conversion

Computer, graphic or video data is seldom transferred
between users which do not have any organizational ties
[Ref. 115]). This restriction is usually the result of both
the user's desire and a lack of equipment compatibility.
Additionally, data transmission procedures and protocols are
generally user and manufacturer specific which inhibits
transfer between incompatible machines. These factors tend
to create a closed loop of common users operating within a
corporate environment which is compatible to the use of dedi-
cated circuits. This environment has motivated 60 to 70%
of 'data users' to operate a privately owned branch exchange
(PBX) [Ref. 1l16].

Numerous opportunities exist tou obtain a PBX system.
Some large companies are finding it cheaper to buy or build
their own inter-office phone system for less than the high
rates they are paying local phone companies [Ref. 117]. This
attractiveness is based on the relative low cost of new
technology combined with the tax advantages gained by depre-
ciating their own equipment. These systems can be interlinked
between buildings by private microwave towers and distributed
within buildings by the use of common cable TV lines leased
from local cable companies. As an example of a growing trend,
Boeing Co., is studying the feasibility of building its own
70,000-1line private network in Seattle [Ref. 118]. The
decision to create its own system will deprive the regional

phone company of millions of dollars in annual revenue. This
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loss may result in higher usage costs for the customers unable
to obtain their own internal systems.

Eastern Management Group, a New Jersey market researcher,
predicted that 31% of the 500 largest U.S. corporations are
using some form of bypass and that another 13% are expected
to follow by 1987 [Ref. 117]. New York Telephone estimates
that it lost almost $200 million last year due to the bypassing
of its services, and threaten that, as a result of this bypass,
residential phone rates will rise significantly [Ref. 120].
Some studies indicate that local companies could lose as
much as half of their total revenues with the loss of 4% to
6% of their heaviest users [Ref. 121]. Other estimates
predict less severe consequences, but also indicate the

degree of the problem.

C. INFLUENCE OF INTERNATIONAL POLICIES

1. ©Size of the Market

Telecommunications has become critical o the world
economy. According to the International Telecommunications
Union, the investment in communications equipment by such
countries as the U.S., France and Japan represent as much as
9% of their total gross domestic product [R2f. 122].

2. Competiticon in Equipment Sales

The stakes in the global battle over the sale of
equipment 1s enormous. Mr. Edgar A. Grabhorn, managirg
director of Arthur D. Little Inc.'s world telecommunications

information program, estimates that nearly $59 billion was
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spent in 1984 on communications egulpment. Bv 1988, he
predicts, the annual market will grow by 50% to sales of

over $88.4 billion [Ref. 123]. The majority of the eqguipment
sales will center on switching equipment, cable and related
network gear. Tremendous competition will exist between
various countries for a share of the sales.

Deregulation has opened the American market. While
U.S. suppliers such as GTE, MCI Communications, and Rolm
have responded with new products, there has been increased
sales from foreign corporations such as Britain's Plessey-
West Germany's Siemens and Japan's NEC. Faced with this new
competition at home, many American firms are looking for a
greater share of the international market which is growing
at 1% annually versus a 10% domestic increase [Ref. 124].

As different countries establish unique technical
standards, communications eguipment becomes more specialized
for use in a particular country. In addition, certain coun-
tries, such as France, require that a fixed percentage of
telecommunications components be manufactured within their
country's industrial base [Ref. 125]. This tends to enhance
international compatibility problems.

Overseas competitors are rapidly joining with Ameri-
can manufacturers in order to meet two main objectives.
First, to gain access to the new technology such as digital
equipment manufacturing, and secondly to quickly gain addi-
tional marketing strength in the extremely competitive U.S.

market [Ref. 126].
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3. Competition in PABX sSales

As foreign government-owned telephone agencies are
reluctant to purchase equipment from suppliers cutside of
their own country, international manufacturers are stressing
the sale of equipment directly to the user. This has become
particularly evident in the U.S. since the Federal Communi-
cations Commission ruled in 1968 that non-telephone company
equipment could be hooked up to the public telephone network.
This new competitiveness in the sale of PABXs (Private Auto-
matic Branch Exchanges) and local area systems has encouraged
foreign manufacturers to enter into this rapidly expanding
market [Ref. 127].

4. Foreign Deregulation

The United States has become cne of the few countries
which allows private ownership of public utilities. While
the trend is increasing in certain countries such as England
and Japan, governmental control is the general rule in the
majority of the world.

Foreign market places are not immune to the desire
for the services offered by newer technology. Consumer demand
becomes more pronounced as users become aware of services
and cost structures available in other countries. Many of
the European countries do not offer even the basic services
which U.S. consumers take for granted As an example, in
most of Europe it is impossible to obtain an itemized tele-

phone bill. Users receive a lump-sum bill which is impossible
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to investigate for correctness. To make matters worse,
service in most European countries and Japan are signficantly
more expensive than that offered in the United States [Ref.
128].

Corporate management tends to centralize their inter-
national corpcrations in locations where the completion of
corporate goals can be done with the greatest degree of
efficiency. With the rising need for inexpensive and effi-
cient communications, multinationals are placing increased

lmportance on telecommunication utility services in weighing

their decisicns as to where they locate their foreign offices.

This factor will place pressure on foreign countries to
develop reliable, varied and inexpensive communications
services [Ref. 129].

Many European countries have created a domestic
industry to provide their own communication equipment. For
example, in Sweden communications account for 3% of the manu-~
facturing employment. A protected market has allowed many
of these firms to become less competitive than they normally
would be. With the introduction of marketplace forces, these
companies would be more inclined to upgrade equipment and

expand services {[Ref. 130].

While regulations and political practices vary greatly

between countries, each marketplace has some means of
responding to user demands. In several countries, public

networks are relying on technological progress to aid them
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in maintaining their monopolies by increasing user satisfac-

tion. Other alternatives avallable to foreign governments

include a gradual shift toward deregulation which 1is evi-

denced in such countries as the United States, England and

Japan. The deregulation option results in complicated j
political issues for almost every government. In the
majority of cases, government-operated utilities are strongly i
unionized, and attempts to make them competitive invite vio-~

lent reaction from hordes of civil servants. Additiocnally,

the public utilities usually contribute substantial revenues

to the government purse [Ref. 131].

D. FUTURE TELECOMMUNICATIONS TRENDS

1. Factors Influencing Change

Technological advancements and deregulation have
influenced the environment in which both the providers and
users of services must adapt. The following are eight fac-
tors which are expected to have significant influence over

the foreseeable future:

a. Marketplace forces are causing changes in price |
structures and capabilities. |

1. User demand for a variety of services is encourag-
ing the rapid expansion of communication capa-
bilities [Ref. 132]. Corporate information is
becoming more commonly treated as a valuable
resource and greater emphasis is being placed
upon its efficient processing. Service alterna-
tives are being critically reviewed by phone
companies as a method to increase marketability.
[Ref. 133]

2. A greater number of manufacturers are developilng
communications equipment which has resulted 1in
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tremendous competition [Ref. 134]. This frag-
mented market has encouraged many companies to
seek a wider customer base for theilr product
[Ref. 135]. Strategies have included the expan-
sion of digital utilization into small population
centers, the offering of more diverse service
options and the lowering of service charges.

Deregulation has encouraged competition and increased
flexibility. The following are examples of areas
affected by deregulation:

1.

The categorization of regulations by video (TV),
voice (radio) and data (telegraph) has become
less precise. Merging technologies and capabili-
ties has resulted in a common grouping entitled
"information handling." The reduction of regula-
tion variances and protectionism will result in a
merging of services and the demise of less effi-
cient means of transmission. [Ref. 136]

Divestiture has brought about millions of dollars
in cost savings by opening up competition among
vendors. Regional companies are freed from having
to buy the majority of their equipment from AT&T
and are not actively shopping around for equip-
ment. Benefits are achieved as a result of the
increased incentives for the timely introduction
of new technologies and services. Problems arise
from equipment diversification which is encouraged
by increased specialization and decentralized
State regulation. [Ref. 137]

The impact on consumers is varied. Benefits will
include a decrease in long-distance rates and
easier access to discount carriers [Ref. 138].
Disadvantages include higher residential phone
rates, equipment costs and service charges.

[Ref. 139]

Greater competition 1s achieved by creating an
increase in equality of opportunity. Initially
this entails placing rate restrictions on ATS&T

to encourage the development of smaller competitors
[Ref. 140]. Problems occur if these new companies
desire easy profits instead of creating long-

term commitments.

The attachment of eguipment from other manufacturers
to public network lines was realized after a bitter
legal fight ending in 1968 [Ref. 151]. This has




isolate and complete repairs. The degree of training for
digital systems is reduced by modularity and diagnostic -
tools.

(2) The survivability of nodes is enhanced by
the tendency to build smaller and more decentralized control
centers. This trend is feasible as the result of digital
technologies' ability to create smaller, more energy-efficient
equipment with a lower maintenance requirement.

(3) The increased usage of microwave trans-
mitters, especially over rugged routes, has enhanced the
survivability of links by shortening the distance necessarv
for repair personnel to travel.

(4) The feasibility of maintaining a pool of
both spare parts and entire systems is improved due to the
reduced cost, size and power requirements of digital com-
ponents. For example, Northern Telecom's Federal Systems and
SL-100 divisions have developed a transportable digital
communications system. The system is contained within two
trailers, and can act simultaneously as both a PBX and a
tandem switch. The SL-100 Transportable can independently
provide emergency communications, in the event of a natural
disaster, within a few hours after linking to the surviving

network [Ref. 166].

L. Personnel and Equipment Resources for Timely
Repairs
(1) While special requirements were previously

vuilt anto the local hardware, modern digital equipment
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V. CONCLUSIONS AND RECOMMENDATICNS

A. CONCLUSIONS

The completion of goals, as set by the Natiornwide Emer-
gency Telecommunications System (NETS), is dependent upon
the technical environment in which the sys:tem must operate.
This environment 1is being affected by the rapid rate of change
in the implementation of technically advanced eguipment.
Varylng capabilities have had an 1lmpact on the services
avallable to customers, cost structure, switching carabili-
ties, reliability, guality assurances and security controls.
The resulting long-term effects must be understood to deter-~
mine the future environment in which NETS will operate.

The following conclusions are based upon a comparison
of NETS' capability requirements, as listed in Chapter I,

and environmental factors created by digital. analog conversion.

1. Survivability
a. Survivable System of hodes and Links
{l) The degree of survivability 1n a digital

system 1s usually higher than that attained in a similar
analog system due to the level of security provided by the
system architecture and the extent of defensive programmina
within the software. Additionally, a better monitoring and
alarm system is provided to ensure early detection and pro-
vide adequate information on suspected problems. A well-

trained operating and maintenance staff is then required to
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. 4. wider bandwidth availability, and

w

size, power and efflciency reqgulrements.
NETS' objectives tend to place greater emphasis on:
1. timeliness of conversion from Analog to Digital,

2. compatibility with equipment which may be connected
during reconstruction,

3. survivability requirements, and
4. security from interception, manipulation or jamming.
To more closely align divergent views, government lncen-
tives may be desirable. They could consist of financial

incentives, tax breaks or enforced regulations.
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Data processing promises to consume enormous
guantities of bandwidth if it can be made available cheaply
enough [Ref. 164]. Even at current prices, a grave shortage
of channel bandwidth is predicted in the near future resulting
in higher capacity cables being connected to homes and
businesses. The use of fiber optics in long-distance
communications is expanded.

Increased utilization of cable TV network as a
means of interconnecting networks and providing home access
to data bases. This will allow an increasing amount of
white-collar work to be accomplished in the home.

d. The Year 2000

It is estimated that the telecommunications net-
work will be all-digital by the year 2000. (All-digital is
defined as being more than 95% digital. It will probably
be less expensive for networks of minimal size to remain

analog {Ref. 165].)

E. CHAPTER SUMMARY

Civilian corporations are reacting to the changing per-
spective of costs and benefits in a manner which maximizes
cost during a peacetime environment. Several predicted
results parallel NETS' objectives. Areas of commonality

include a general desire for:

1. digital transmission/switching,
2. packet switching,
j. adaptive routing,
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Greater demand for digital transmission capa-
hbility leads to an increased level of broadband data trans-
mission over public, private switched and leased point-to-point
lines. User demand encourages the timely expansion of
broadband capability [Ref. 160].

The increased usage of time-division multiplexing
on digital links provides the capacity for a greater number
of data channels on existing lines.

c. 1990s

AT&T said it will spend more than $2 billion
between 1985 to 1990 to expand its long-distance network to
carry data, television signals and regular telephone calls.
The company saild 35% to 40% of its network will use digital
technology by 1990, including undersea cables to Europe and
Japan being built with international partners. 1In addition,
AT&T said it will build a 9,000-mile microwave system that
uses radio signals to send signals in digital form, and will
also have 21,000 miles of fiber-optic cable in place [Ref.
161].

By 1990, AT&T's share of the long-distance market
conuld slip as low as 60%, although its revenues should in-
crease as the market grows ([Ref. 162].

A doubling of residential rates is expected by
1930 as an attempt to more closely match the price of a
service with its actual cost. Previous subsidies for local

service rates will be reduced to increase competitiveness

wilth companies concentrating only on high-profit areas [Ref. 1631.

77

2}




cable TV carriers and local phone companies. The cable
network system becomes an inexpensive means of interconnect-
ing privately owned networks.

Telecommunications will play a role in the in-
creasingly decentralized processing environment of the future.
A tendency for centralized control of corporate data base
will continue, but data entry and retrieval will become more
available to actual work sites. This allows for documents
to be produced only when and where actually required and
thereby eliminating many of the intermediary steps which
previously consumed so much time and effort.

Electronic mail becomes more popular, and privately
owned systems are developing in highly industrialized areas
such as New York City. The electronic transfer of funds,
payment of bills and placement of orders becomes more common
but is still in its infancy.

Use of the Touchtone telephone as a computer
terminal spreads. Attachments to the telephone for various
commercial uses are made possible by increased digital
transmission capability. Possible uses include the trans-
mission of informatior contained on magnetic strips placed
on credit cards.

Refined technology such as "large-scale integra-
tion" lead to a new generation of digital equipment which

increases flexibility, capacity and cost savings.
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Automatic least-cost routing will become more
of a reality as the percentage of digital switches increases.
Stored Program Control (SPC) will allow for this flexibility
by using software especially designed for real time switching.

AT&T's share of the long distance market will
drop as a result of the policy of "equal access." Customers
will be able to enter discount carrier systems with the
addition of just one digit to the number being called.
Charleston, W. Va. was the first city to use equal access
and provides an example of the potential impact on ATA&T.
Initial results indicated that MCI grabbed 15% of the market
and GTE Sprint Communications Corp. took 6% [Ref. 159]. AT&T
1s expected to minimize its predicted loss by introducing
equal access on a local basis over a varied timetable. This
will increase advertising costs for the discount carriers
and hopefully reduce the number of customers who switch
services.

Computerized private branch exchanges are be-
coming more popular with large corporations. Prices will
continue to drop due to global competition. Total charges
for 1interconnecting lines will drop as fewer are required
due to the increased usage of multiplexors and concentrators.
These units have become more efficient as digital switching
and transmission equipment become more common.

Additional uses for cable TV are found popular

as federal regulations allow greater competition between
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Figure 8.2 An Illustration of the Increased Banédwidth

Regquirements Through 1995
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percentage 1s increasing as users take advantage of the
speéial features offered by digital technology such as
increased efficiency in networking and interactive applica-
tions. The percentage of digital data transmission may well
approach 25 to 30% in the next 20 years [Ref. 155].

Figure 8.2 reflects predicted changes in the future
demand for bandwidth capacity.

4., General Forecast of the Future

Unless specifically referenced, predictions are the
conjecture of the author.
a. Remainder of 1985

An increase in competition will continue. More
discount carriers will drop their monthly subscription fees
and run promotionals to increase their share of the market.

AT&T's share of the $40 billion long distance

' market is predicted to drop by 3% [Ref. 157}.

New England Telephone Co., provides an example
of the rapid conversion rate of central office switches from
analog to digital. The company reports that only 13 of
385 New England Telephone switches were digital on Jan. 1,
1984, but by the end of 1985 the number will have increased
to 56 [Ref. 158].

b. Second Half of the 1980s

The number of service companies targeted to the

same customer base will tend to decrease as less efficient

firms are forced out of the market.
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3. Predictions Concerning the Future Dcmand for
Telecommunications Services

There is the potential for many firms to 1increase
their competitive position by taking greater advantage of
informaticn services. Newer technology will encourage the
growth of electronic display, facsimile, graphics and video.
Corporations will find the transmitting of data between sites
to be cheaper and less prone to distortion. This will result
in an increase in the demand for varied services and increased
capabilities. To demonstrate, Figure 8.1 reflects predi~ted

demand for three types of office media.

L paper
AP RN ARA S, )

voice

..........

electronic

77 82 87 92 97

(Ref. 154]

Figure 8.1 The Relationship of Three Types of Office
Media from 1977 through 1997

It 15 estimated that between 5 to 107 of the traffic

going over the telephone network is digital data. This
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with digital systems, information can be multi-
plexed and transmitted over telephone cable, coaxial cable,
microwave, or almost any media that can transmit quantized
signals. New areas being studied include microwave radio,
satellites, and optical fiber cables. These technigues
promise to increase the capacity and quality of transmitting
information over long distances. In addition, microwave
radio and fiber cables are becoming a more popular means of
linking privately owned networks.

Cable TV networks promise to become future competi-
tors within the telecommunication industry. Enough excess
channel capacity exists to handle the initial demands of
transmitting voice or computer data between several privately
owned networks. Advantages include the broad bandwidth of

cable lines and the extensive network already 1in place.

Agreements with telephone companies are the inhibiting factor.

During implementation and expansion, cable TV companies
needed space on the telephone poles owned by the phone com-
panies. Additionally, many of them purchased or leased their
equipment from the local telephone company. Negotiated con-
tracts frequently contained clauses which prevented the cable
TV carriers from engaging in two-way communications. This
restriction effectively ruled cut many of the more profitable
applications. The FCC is presently reviewing regulations
which are intended to remove some of the restrictions placed

on cable TV carriers.
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The transition to digital equipment began later for
the Regional Bell Operating Companies (RBOCs) than for the

independents [Ref. 151]. After a late start, RBOC progress

has been substantial. Before the decade ends, digital

switches will be in place for every key location for both
RBOCs and independents [Ref. 152]. Table III indicates the
estimated percentage of digital equipment between 1983 and

1986 for independents, RBOCs and the total industry.

TABLE TII
RBOCS AND INDEPENDENTS: DIGITAL TRANSITION 1983-1986
ACCESS LINES
Top 5 Independents RBOCs Total Industry
1983 143 0% 3%
1984 24% 4% 7%
1985 37% 13% 16%
1986 48% 22% 26%
CENTRAL OFFICE SWITCHES
Top 5 Independents RBOCs
(Hosts & Remotes) (Host switches only)
1983 18% 3%
1984 20% 7%
1985 293 133
1986 37% 243
[Ref. 153]
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g. A dramatic increase in the cost of research, develop-
ment and marketing has been experienced. Digital
equipment, with its related software, is more expensive
to design than the previously used analog eguipment.
Subsequently a greater proportion of a company's
assets must be obligated over a longer time span.

Firms must either acccept a greater development risk
or split the effort with other firms. [Ref. 149]

h. The development and manufacturing of telecommunica-
tions equipment is becoming more globally oriented
which has created a greater potential for incompati-
bility between systems,

2. Predictions Concerning Future Telecommunications
Capabilities

The telecommunications industry is expending enor-
mous resources to expand and modernize their equipment to
meet future demand. Table II reflects this increasing

trend 1n construction expenditures.

TABLE II

U.S. CARRIER CONSTRUCTION EXPENDITURES
($ millions)

Interexchange

RBOCs* Independents Carriers Total
1981 13,502 5,091 1,700 20,293
1982 13,613 4,986 2,000 20,599
1983 12,506 5,128 2,600 20,234
1984 13,053 4,954 3,720 21,727
1985 14,177 5,439 4,018 23,634
1986 14,287 5,738 4,080 24,105

*

RBOCs (Regional Bell Operating Companies)
construction budgets are adjusted to
reflect divestiture,

[Ref. 150}
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created tremendous competition in the marketing
of private networks for medium and large corporations.

Increased efforts at worldwide standardization.

The successful integration of networks requires
standards to ensure the proper interfacing of trans-
mission protocols [Ref. 142]. In North America,
standards are essentially set by the Bell System as
they currently service o.er 80% of the telephone
network [Ref. 143]). The majority of the rest of the
world relies on two international committees estab-
lished under the Internaticnal Telecommunication Union
(ITU)}). The groups are the International Telegraph
and Telephone Consultative Committee (CCITT) and the
Internaticnal Radio Consultative Committee (CCIR).
The standards of the Bell System and CCITT are not
always compatible. Manufacturers of communications
equipment often try to implement the recommendations
of both groups when they do not conflict or create
excessive cost requirements. [Ref. 144]

d. The functions of voice and data transmission are being
combined. This union of capabilities allows for the
reduction of overall egquipment and support costs while
offering uniform operations. [Ref. 145]

e. The requirement for increased reliability and speed
in the transmission of computer data 1s being researched.
In the near term, increased usage of fiber optics and
digital repeaters are expected to result in acceptable
standards. [Ref. 146]

f. The telecommunications world is in a rapid state of
change. Equipment which had previously experienced a
useful life span of up to 30 years is now becoming
obsolete almost as fast as it is installed [Ref. 147].
Thls requirement for large capital expenditures
promises to raise the future costs of communication
services. It remains to be seen how these costs will
be distributed among consumers. The emphasis will
be placed upon offerirg unique service options to
increase competitiveness with similar firms. These
unigque features will hopefully attract larger corpor-
ate accounts which promise to gznerate greater revenues
with minimal installation costs. Necessary develop-
ment costs may be subsidized by increasing standard
fees while minimizing charges for specialized services
to larger customers [Ref. 148]. This 1s the opposite
of what has traditionally been followed in the United
States because of government regulations.
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addresses operational flexibility through its software.
This allows for a high degree of regional similarity in
hardware.

(2) Digital equipment offers hardware modularity
and software diagnostics tools. As local repairs usually
entail the replacement of circuit boards, adequate replacements
can be retained for timely repairs with minimum of expertise.

C. Minimize Transmission Distortion Created by
Electromagnetic Interference

(1) Radiation resistance is crucial for harden-
ing electronic equipment against the electromagnetic pulse
(EMP) created by a nuclear blast. Digital eguipment 1is
especially vulnerable to EMP as it operates with extremely
low voltages. The power surge can disrupt messages in transict
or burn out sensitive components.

(2) Research is rapidly progressing on develop-
ing the technigues necessary to commercially substitute
gallium arsenide (GaAs) for the silicon normally used in
manufacturing microelectronic chips. The military 1is
es,cecially interested as GaAs promises to not only signifi-
cantly increase processing speed but will vastly improve
radiation resistance. GaAs can withstand lO7 to 108 rads
while silicon can only endure 103 to lO4 rads [Ref. 167].

Another advantage of callium arsenide over silicon is its

greater 1nsulation properties. This helps to isolate circult
paths on the onip thereby allowing for greater miniaturization.
This propersy, :long with the lncreased resistance to




radraticn, nas spawned the idea of creating an integrated

receater. The repeater would combine a miniature laser
{GaAas 1s 1deal for light generation), amplifier and digital
processor all on the same chip. Such a device would prove

vital in decreasing the size and cost of fiber optic connec-
tions. A natural side benefit would be the increased
resistance to electromagnetic pulses [Ref. 168].

(3) When digital transmission is combined with
fiber optics, another degree of resistance tc distortion is
attained. The fiber optic cable is immune to electromagnetic
interference [Ref. 169]}.

d. Maintain Adequate Physical Security:

By decentralizing the location of vital opera-
tional resources the vulnerability of the system to central
nodes 1s reduced. The infliction of physical disruption
would have to occur at numerous nodes before a significant
degradation would be incurred.

2. Operational Flexibility

a. Quickly Accessible During An Emergency
Digital switching increases the number of avail-
able entry ports which allows for more efficient and timely
recognition of priority calls. Conversely, digital's require-
mz2nt for a greater bandwidth decreases the availability of
long-distance lines on a comparable basis with analog systems.
This mav increase the qualifying prioritv for entry to lona-

distance trunks.
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b. High User Demands Can Be Controlled On A
Prioirty Basis

(1) Electronic switching, in conjunction with
stored program control (sPC), allows for the addition, modi-
fication and monitoring of function and control sequences.
These instruction sequences are designed to create automatic
routing wherein damaged links are avoided and optimal paths
are chosen. This dynamic routing can place limits on the
size of queues waiting for each individual link or hold
certain links open awaiting calls with a prespecified priority
level.

(2) A related problem is the tendency by users
to keep certain lines open to insure the ability for future
communication needs. Packet switching assists in partially
addressing this problem. Packetization allows for high
priority messages to get through a 'link' without having to
wait for the completion of longer messages. In addition,
certain control sequences can be added to these messages
wnich would modify qgueueing lengths or priority levels for
i1cceptance to the queue.

c. Provide Service to Geographically Separate
Users

The implementation of digital technology to the
longer trunk lines has been limited by the need for wider
bandwidths. With current long~distance transmission methods,
analog systems prove more profitable with their smaller

bandwidth requirements. As greater use of fiber optics is




experience, digital transmissions will become more common
over the longer trunk lines.
d. Reroute Messages in Response to Damaged Links

(1) While telephone lines cannot be effectively
monitored by traditional analog methods, digital systems
have the capability of carefully monitoring various perfor-
manc~- narameters [Ref. 170]. Whenever a fault occurs, an
alarm is activated at a central maintenance site.

(2) The ability to route dynamically is one of
the major benefits of packet switching wherein rcuting rou-
tines respond to tne success or failure of network probes.
Each network node examines the destination address of incoming
packets to compare with local address tables. The tables are
modified according to routing criteria which are routinely
updated to reflect both the operational status and the size
of queues at each node.

e. Responsive to Distributed Controls with
Centralized Policy and Guidance

(1) Distributed controls are usually more de-
sirable than having them locked into a central computer.
Distribution assists in inhibiting a control problem in one
area from expanding into other areas. The major advantage
is that, given by any two nodes that are connected after a
disaster, a message can be sent. A disadvantage comes from
the lack of global information which may result in a non-

optimal path selectiocn.
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(2) To ensure uniformity of standards, dis-
tributed controls must be based upon centralized policy and
guidance. This 1s made possible by the flexibility of digi-
tal software and the ability to easily transmit control
signals over digital transmission lines.

f. Handle a Variety of Information

Digital communications, due to its discrete
nature, is adaptable to the transmission of almost all types
of data. This includes the sending of comput~r data, graphics,
volce or machine instructions.

g. Maintain Adequate Security Against Unauthorized
Entry

(1) A distributed system is vulnerable to entry
from any point on the interconnecting lines. If the intruder's
intent 1s to disrupt the lines, then physical security and
adaptive routing are potential countermeasures. If the intent
1s to attain a transmission surveillance capability then a
means of effective encryption is needed.

(2) The basic technical problem with encryption
1s to achieve an acceptable level of speech quality, in a
cost effective manner, with terminal equipment (voice proces-
sors, cryptographic equipment and modems) meeting environ-
mental constraints. Digital voice processing can be accomplished
by a variety of techniques with digitization rates varying
from below 2.4 to above 50 kbits/sec [Ref. 171). The use of
a higher dig.*zation rate increases the cost of transmission

but reduces the quality of the voice transmission. The
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Defense Communications System (DCS) plans to use a terminal
similar to one under development fof civilian use. Its
primary digltization rate will be 9.6 kbits/sec and use
adaptive predictive coding (APC) [Ref. 172]. A secondary
rate of 2.4 kbits per second will use a processor identical
to that used for narrow-band tactical communications. The
2.4 rate produces speech which is understandable but somewhat
artificial. Modems for both rates are included in the
termina.. The 2.4 digitization rate will be the most survi-
vable element of the system as it can use almost all
communications media even under degraded conditions [Ref.

1737.

B. RECOMMENDATIONS

1. A continued study of the changing communications
environment is required. Advancements in technology are
resulting in the creation of complicated systems which are
difficult to maintain and control. In the event of exten-
sive damage, advanced planning, equipment reserves, trained
personnel and established standards will be required to re-
build and maintain a communications system.

2. Congress must choose between the conflicting NETS'
requirements of responsiveness, survivability or the simul-
taneous achievement of both goals. Improvement in both areas
is desirable, but cannot be achieved with the same set of
investments. The amount of required funding, necessary
equipment modifications and effect upon the peacetime communi-

cations industry varies with each alternative chosen.
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.




3. The rate of transition from analog toc digital should
be encouraged through various legislative means.

4. Incentives should be adopted toc encourage the use

of packet switching, adaptive routing and defensive programming.

5. Reserve digital switching equipment, repeaters and
cable should be stored at local sites to replace damaged
equipment during a national =mergency.

6. Measures are required to minimize the impact of
complicated protocol interfaces. Either government regula-
tions should be designed to create an environment conducive
to creating common standards or a central data base on sys-
tem variances should be maintained by the Bell Communications
Research Inc. (Bellcore).

7. The introduction of unauthorized messages must be
controlled by enforced encryption and verification analysis.
(The digital process allows for verification analysis by the
modification of existing message headers.)

8. The commandeering of commercial trunk lines to pro-
vide a dedicated military net could be minimized by increasing
the availability of resources to the Minimum Essential

Emergency Communications Netowrk (MEECN).
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