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o 1 InTRODUCTIU

Wy '

a, This report specifies the attachment of an X.25 host to the
o Letense hata vetwork (DDw). In particular, this report describes

specific options and teatures of CCITT Recommendation X.25 (1980)
and Federal 1nformation Processinag Standard (FIPS) 100/Federal

’ﬁi Stancard (Fed. Std.) 1041 (Julv 19483) reguired of a host X.25
.3, iwplerentation to enable that host to communicate with a DbN X,25
e J Intertace “essaae Processor ("IMP", the 0ODN packet switching
g; noae). fnis reoort. 1in coniunction witn FIPS 100/Fed. Std,
£t J

H lodt, snould enable NN host site Mmanagers and others planning to .
attach a host bv means of X.2%, rather tnan the 1822 interface, *

N, to determine, €irst. whether or not the X.25 implementation of

I the nost in auestion is adecuate for oPeration +#ith ODN, and,

jis second. wnat ootions, oparameter Settinas, etc., must or may be

R - selecten for ooeration witn DON.

¥ S -

- -7 This report assumes that the reader is familiar with CCITT

58 .~ Pecommendation x.25 ana FIPS 100/Fed. Std. 1041. A coov of FIPS

312 N 100/Fed. std. 1041 is attached as Aooendix C of this report,

5] -

i : Tn this document, the term “Administration” refers to the

: Detense Communications Agencv (DCA Code R610, wasninaton, D. C.
20305). ‘ :

b~

R

&
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L 1.1 Hacxaround

1.1.1 X.25 and FIPS 100/Federal Standard 1041

. The CCITT Recommendation X.25 describes the interface
§“ hetseen host computers (data terminal eauioment, or VUTEs) and
E data circuit-terrminatina  eauioment (DCEs, «hicn effect
) - communication with remote hosts over computer networks) for hosts
oneratina in the vacket wode on puplic data networks, The X.25

'ﬁ interface standard {s defined as three independent architectural
b levels., ¢tfollowing tne Obpen sSvstems Interconnection (0SI)
3¢ Reference *oo0el, The three levelS are:
“u
“~

Level 12 The PHYSICAL level 0f the connection. The

L. ohvsical., electrical, tunctional., and

i? ) nprocedural characteristics to activate,
\

n

$ As usea in this revoort. "1822 intertace" refers to the
intertace svecified in dolt keranek and :lewman Inc. (wEN) Report
vo. 1422, "Scectitication for tne Interconnection of a Host and an
I«pP." revision of necemper 1981.

eole
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maintain, and deactivate the ophvsical 1link
between the DTE and the DCE.

Level 2: The LIMK level of the connection. The 1link
access bprocedure for data interchanae across
tne link between the DTE and the DCE,

Level 32 The PACKET 1level of the connection. The
oacket format and control orocedures for tne
exchanae of packets = containing control
information and user data between the DTE and
the DCE. and between the DTE and a remote
DTE.

CCITT recommendation X.25 contains many ontions and
inplementation choices. FIPS 100/Fed. Std, 1041, which specities
tne ageneral use of X.25 for the Federal Government, defines some
of tne cnhoices 1left ooen in X.25. This document describes tne
X.25 interface to a oarticular network., DhDDN. Thus in several
areas wnere X.25 allows a cnhoice., 8 sinale choice aporooriate for
Cokw 1s soecified: in areas which X.25 leaves unspecified.
aadressina {n particular, conventions are specified that are
consistent with the overall architecture of ODN and the
interoveraoilitv aqoals described below. The effect of this
aobroacn is to make DDN service available to hosts in a wav that
reauires no chanaes to a host DTE implementation that 1is
compliant «ith FLIPS 100/Fed, Std. 1041 and CCITT Recommendation
X.25, Bv implementing extensions describeq in tnis
speciftication, a nost will ope able to take advantaaqe ot
additional 0ODis features recuired in militarv networks, such as
vreceaeénce and loaical addressina.

The reader is referred to CCITT Recommendation X.25 and to
FIps 100n/Fea. Sta. LU41 for detailed information not oroviged in
the boav of this docuwnent.

1.1.2 X.25=t0o=X.25 and X.25=t0«1822 Interoperaoility

A Key aoal of the NON X.2% implementation is
interoneranility amona Aall Din subscribpers, That is, effective
communication shouln oe possible. not onhlv petween subscribers
attacnen to the ODNF wusing 1identical vendore-suonlied X.25%
irclementations, but petween subscrivers uysina different X,.25
irplenentations. and oetween a4 Suoscriber usinag an X.25 interface
to the DN and 4 suoscriber usinc an 1822 intertace to the DN,
Acnievinag tnis aoal of interoberabilitv reguires tnat all bDwn




T,

| e A T

X.25 subscripers conform to this interface specification and
implement the Dod standard nhlgher 1evel oprotocols, True
interooerabilitv among DOY nosts reauires., in particular,
inolementation o0f the ©DoD standard protocols TCP (Trahsmission
.Control protocol) and IP (Internet Protocol). as well as the
nianer=level orotocols wnich imblement ODN standard services.
wnen such services are provided bv the nost: the Telnet Protocol
tor charactere-oriented terminal supoort, the File Transter
Protocol (FIP) for file niovement between hosts, and the Simole
¥ail fransfer Protocol (SMTP) for communication between
electronic mail service hosts.

R i e -

e

T

The DODN X.25 DCE offers two tvoes of service to X.25 DTEs:

1. DDON Standard X.25 sService, whicn, when used {n

{ coniunction with poD standard orotocols, provides

% interoveranle communication between an X.25 DTE

and other DN nosts that also imolement tne DobD

) standard orotocolS, whether thev are connected to

" hov via the 1822 interface or via tne X.25
interface:

and
3 2. obw  Basic - X.25 Service,  wnich  provides
b communication onlv ovpetween an X,.25 DTE and other

2 HDON X.25 DTEs {mplementing compatible higherelevel
orotocols.

Section 2.1.2.1 of this report describes the conventions to
K pe Uuseq hV a DTE to specifv the tvpe ot service desired for each
; X.25 virtual call. All DDN x.25 DTEs will be reaquired to develop
: and initiate a olan to use tne DoD standard Protocol arcnitectvure
) and DCo stanacard X.29 service.

iyse ot DON pasic X.25 service imposes some restrictions on
the nature of tne networX communications service that a host can
opotain. 1These restrictions are discusSed in Aopendix A, Section
A-4.

Y s BT X e

P Bt gn

.’

. .r-..-I-' o0y V?"f‘.-g“t{"“:?::“"."{."" ” RO R ST S

t %
‘o '~ S ls A o

TR LR R S DREIPC EAT Y . * . e
T I T R B N AR e DT AR A N S e AN DL NS



-
£

N e e e S . e 6w s e e s b s e o e A v e et o

|
5
L]

VG

(.‘
<A
b .

Yh d

1.2 Compliance

aame A 4

ii_ 1.2.1° Compliance with CCITT X.2S ana FIPS 100/Fed. Std. 1041
-L «
W The DLk X.25 Interface Specification is Compliant with CCITT
N keCommenadation X.25 and FIPS t0u/Fed. Std, 1041, The DDN X.25
L bCe suovorts all facilities specified as E (essential) bv FIPS
jﬁ 100/Fed. Std. 1041, and @nost facilities specifiea as A
1y (adgitional). The additional facilities not supported are:
33 _

(i) datacrams and associated facilities,
- anqg .
S0 (i1) bilateral closed user aroups.
¥ ,_
o In tnat ¢IPS 100/Fed. Std. 1041 describes features tfor a
5 DCE. LLM X.25 DTES mav supoort anv or all facilities specified as
i eitner E£E or A ov F1PS 100/Fed Std. 1041, However, DDN X.25 DTEs
- wust not: use the facilities jidentitiea abov€ that are not
B . supported ov tne ULDI X.25 DCE. ",
& :
5 _
S 1.2.2 UTE Compliance with This Specification
124 ' rhis ococument soecifies several areas in which tne DDN X,25

3 DCE 1s capavble of ooperating in several modes, For example,
“ Section 2.4 lists a number of sionaling rates supported bv the
b DCE. In such cases. a DDN X.25 DTE must implement at least one
of the ootions listed (or the set of ootions reauired of a DTE by
FIPS 100/Fed. Std. 1041) but need not imolement all of the

.% ootions listed (unless reaufred bv FIPS 100/Fed. Std. 1041).
o) hetermininag the asedluacv of tne ortions supoorted oy a DTE vendor
ot for meetina a DUY subscriber’s reauirements is tne responsioility
:ﬁ ] ot tne subscricver.

. in adaition to the CCITT X.25 and FIPS 100/Fed., Std. 1041
AN reguirements gescribed in Section 1.2.1 above, DON X.25 DTEs may
o #isn tn take advantade of additional LUN=specific features that
AN are cotpatiole extensions to the opublic standaras,
> Inclementation of a DDVN-specific feature bv a host {s reauired
f3 onlv 1f the nost wishes to take advantage of the service or
3 information provided bv the feature. For example, a host tnat
Y «isnes tn establisn calls onlv at the default precedence level

assiunea to it neea not i{molement the oprecedence tacilitv
descrived in Jsection 2.1.2.2. However, a4 host that wisnes to
have flexicilitv in tne precedence of the calls it establisnhes
sust irvolewent tnis facilitv.

1
) ndirora

-"."I

E -]

w
-’

L

ade




» N N . R - —_— . : e 2 . _ s oo o aeco sia g e a2 i abe el g SRS AR Sl D Ly
)

e G em B R W e G S e et A P et e T e e eaTr - 4 dp e e TS e o e b - . i e b e v . ae — me . P T e A Y

;
A

o

Anv deficiencies with respect to this sopecification in a
vendoresupPlied A.2% DTE implementation contemplated for usSe witn
the boum X.25 DCE snoulo be rectified So as to attain compliance
S 4ith .tnis soecification. Proner operation with DD~ of an X.25

D1 that is not comoliant witn thisS specification. Ccannot be
N aguaranteed and should not be attempted. To this end, a test
- prodram iS available throuah the Agministration.
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2 L1oTEKFACE SPECIFICATION

2.1 Call Establishment Conventions

This section specifies DDN  X.25 <call establishment
conventions.

2.1.1 Addressing

DuN addresses are assianea to subscriber OTEs by the
Administration, T40 basic torms of address are provided:
phvsical addresses, which corresmond to the node number and DCE
port number of the node to «hich the DTE is connected, and
loaical addresses. which are maopoed transvarentlv by DCF softeare
into a corresoondind ohvsical network address. Each DTE s
assianed one phvsical address. and mav be assigned one or more
loaical aadresses. All DDN addresses are eitnher twelve or
fourteen 4CO (binarvecoded decimal) diaits in lengtn, A callina
OTE need not determine whether a aiven address is a bphvsical or
lonical address., in orader to establish a call to that address,

2.1.1.1 Address Formats and Fielas
VDN addresses have the followina format:
2227 £ DNDLODD (SS)

The various fields of the address are presented in Table 2,1 and
ATe exolairen opelowx.

) Lenath
Field veanina (’CD digics)
4222 reserved (must be zero) 4
# Flaa t
ornppnod DON Rost Tdentifier _ 7
(SS) Sub=address (optional) U or 2
TGTAT, i 1?2 or 14

farie 2.1 DPis Xx.25 Address Fields

A e T WY 2
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2.1.1.1.1 keservea

' The reserved tield corresoonds to the DNIC fleld agenerallyv
usea 1in public data networks. Pending asslanment of a DDN DNIC,
this fleld must be zero.

2.1.1.1.2 Flaa

The Flaa field is used to differentiate phvsical and loqical
addressing. The value zero indicates pnvsical addressina, while
tne value one indicates loaical addressina. A value of nine 1s
used in the setuo of calls to enable and disable loaical
addresses: see Aboendix A, Section A=3_.3.1.

2a1.1.1.3 UDN host ldentifier

fne PLUN Host Iderntifier is &8 seven=digit address, elither
loagical or ophvsical. assianed to a subscriber DTE bv the DDN
Administration.

2.1.1.104 SUb-Addtess

The Sub=aadress mav be used bv a DTE for anv purpose. It is
carried across the network without modification. Its presence {s
optional. -

2.1.1.2 Supolvina 4issina aadress Information

rhe DDWN X.2% ODCE incorporates a mechanism to supplv
"missina® address information in CALL RFGUEST and CALL ACCEPTED
packets received fron an attachean DTE. 1Tnis mechanism is useful
in D1F softeware testinag and onvsical address determination,

If a VTE sends a CALIL REQUEST oacket with no callina address
field. the local 0NCE will insert tne ohvsical callinag DDh HoOSt
Tdentifier ~itn no shbaddress field. 1f a OTE senas a CALL
REQUEST or CaLL ACCEPTED packet with either or ootn callinag or
called adaoresses that contain F = zZero and LHDVDNDLU = 2ero, tne
local DC+ +i1l1l rewvlace the LU Host Identifier field (0ODDDODDN)
'witn the vnvsical address of the DTE,
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fg ) OT% imolementors are Cautioned that use of this mechanism in
J accentina calls to a DTE’sS loaical address (See APpendiXx A,
s Section a=3.3) can result in confusion on the part of the callina
e, DTE and is not advised.

e

ko,

u%s 2.1.2 Dnidw=sdecific Facilities

Zﬁ Two DDN=spvecific features are reauested bv  means of

"orivate® or non=CCITT facilities 1in CALL REQUEST and CALL

g ACCFEPTED packets. If eitner or both of these facilities eore
o reaguested in a CALL REQUEST or CALL ACCEPTED packet. thev nust
:, follow all CCITT X.25 facilities and must be preceded bv a single
i¢ £facility aarker, two octets of zero.

&

3 2.1.2.1 Tvoe of Service Selection

b % i The DUN X.25 provides two tvopes of service, DUN basic X.2S
%- service and DON standard X.2S5 service. DDN standard X.25 service

proviodes onlv local DTE to local OCE support of the X.25
o connection. Data {s carried via the network to its destination
. " (usina orotocols internal to the network). shere it is delivered
i usina the access orotocol of the destination host (i.e.., efther
P 1822 or Duh standard X.25 service). This access wmethod {s
S orientea towsards Duv X.25 hosts usina the Dol stanaard TCP/1IP

niagher level protocols. #H0 X.25 procedures chanae when usina DDN
stangard Xe25 service? however, the significance of the

o

?, proceadures chanaes (see Apoendix A, Section A=3,2), There is no
¥ eng=to=end A.25=level acknowledaement or auarantee Of deliverv of
; data ovackets witn pHOMW standard X.25 service: reliabjilitv of LOwn
gg standard4d X.25 service 1is orovided 1instead by the use of a
! N reliaole transoort orotocol.

;1 DUN hasic X.2%5 service provides endeto-end Ccall manacement
‘ sith sianificance 3as descrivned in CCITT Recommendation X.25 and
; Fips l0v/Fed. Strn. 1041, This access method is oriented towards
"2 hosts that have existina nianer level orotocol implementations
22 that reauire reliable vacket ageliverv at tne network level,

,'t: selection of CON standard or DDA basic X.25 service must be
o0 nage on a calle=npvecall nasis bv the DDN X.25 DTE at the time of
o~ call setuo. TN specifv DuW standard £.25 service, a DTE rmust
L incluaoe 1n the CALL REQUEST oacket & facilitv two octets lona,

- Codea as tollows:

0u00N100 VVOON0ULL

n e “ rpn A r —- . -,
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1t thnis facilitv is not soecitied, DDN basic X.25 service will be
proviaged.

2.1.2.2 Call Precedence

I'he precedence ot a call is neagotiated bv an X.25 DTE by
means of a tacilitv two octets long, coded as:

00001000 000000XX

where AX is the Drecedence; from O (lowest precedence) to 3
(highest ©Drecedence), I£ this facilitv is not used, the call
»1l]l pe establisnea at the subscriber’s detault precedence.

A DTE is not permitted to establish a call at a bprecedence
level higher than that authorizZed for that DTE oYy the
Aoministration. An attemnt to do So will result in the pON X.25
NPCF. returnino to tne DTE a CLEAR INDICATIOMN packet with clearing
cause (0000t001, ®0ut of  order,"™ with diaanostic code 194,
"Reyuested Precedence too nhiah."

Calls of a lower precedence mav be cleared by a DCE 1f DCE
Oor otner hetwork Tresources are reguired, or if access to the
local or remote DOIE 1s reauired (for a call of higher
orecedence). In tnis event, a CLEAR INDICATION packet will be
sent «~ith the clearinag cause 00000101, "Network congestion." and
#»itn a diaanostic code specitving the reason for the creemption,
The diaunostic codes emoloved for tnis purocose are 192, "Cleared
due to hiaher oprecedence call at local DCE," and 193, "Cleared
due to niiner orecedence call at remote DCE."™ Similarlv, an
attempt to estaplisn a call mav be unsuccessful if network
resoyrces are enaaced in calls of hiagher opriority than that
reaguested. In this case. a CLEAR INDICATION packet will pe sent
with the clearina cause 00001001. "0Out of order,” and with either
4iaanostic coose 192 or 193, as aorrooriate.

1ne giaanostic codes described in the precedina paraaraohs
are ULiwegpeciftic diaanostic codes: additional information about
these Corles mav ne found in Appendix A, Section A-3.1,

eye
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m; 2.1.3 Protocol Identification

el

AR .

ey X.25 UTEs emdlovina the DoD standard TCP/IP oprotocol
aﬁ_ architecture must 1indicate tnis bv means of the call user data

field of the Caiul REQUEST vacket. The first octet of this fileld
. must be set to 11001100 to identifv .the DoD standard protocol
e architecture, .- -

o Inaication of the use of the Dov standard protocol

o\ arcnitecture is independent of the Selection of DUN standard or

CD# basic X.25 service bv means of the facility spvecified ({n

Section 2.1,2.1 aoove, Therefore, a host emplovina the DobD

AN standard ©orotocol arcnitecture and usina DLN standard X.25
"

1

{*? service must include both the DDN standard X.,25 service facility

VQ aod the call user data DoD standard bprotocol identification in

&& its CALL REUUEST packet.

- A UTE usina a orotocol architecture otner than tne standard

165 . Dov protocol architecture jis free to use any call user data

AR - orotocol identification recoanized bv the DTEs with which {t
ey wishes to communicate, Identification of protocol architectures

A other than tne LoD standard architecture is not standardized or

) enforced oV the Administration. Subscrioers are cautioned,

- therefore, that conflicts amona various vendore-assianed orotocol

LW identifications mav arise. :

w3

! 2.1.4 l,ogical Channel Assianment

55 fne assianment of loaical channels bv tnhe DON X.25 DCE
2 follows tne reauirements and auidelines of FIPS 100/Fed. Std.

i 1041 and Annex A ot CCITT X.25. within tne auidelines of CCITT

Pel X.25 Annex A, the rande of loaical channel numbers assianed to

pernanent virtual circuits, fJIncomina, twoeway, and outaoing
virtual calls tor DON DCEs is contiaqured for each OTE attached to
a VCE ov the Aagministration.

1
i

v,

BN

DN X.25 DTES must €o0llow the 1loaical channel Selection
requirements of FI1PS 100/Fed, Std, 1041.

A o 26 ¢
USRS YYY

{he nunrper of loaical channels availavle to a OTE is

g

;43 dependent upon the cohfiguration of tne DCE to whicn the DTE is
o attacned. ana uyoon the dvnamic reauirements oplaced uoon other
o OCFS tnat snare the same DD¥ packet switchina node,
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2.2 Packet Level Procedures

oy X.25 packet level proCedures are as specified by
std. 1041 and CCITT X.25. The following additional
information is orovided:

100/Fed.

l.

.2.

| s

The maximium window Size that mav be neqotiatea {s
seven,

vwodulo 128 packet level seauence numberina is not
suoported.

Maximum packet sizes of 16, 32, &4, 128, 256, 512,
and 1024 octets mav be negotiated.

Tne DDM X.25 DCE uses adaitional opacket level
diaanostic codes, soecified in Appendix A, Table
A=1, DN X.25 OTFs mav, but are not required to.
nmake use of tnhe information conveved bv these
coaes.

rne wyalitier bit (Q=bit) is passed transoarently
by the DN X.25 DCE in ODN basic X.25 service.
DTEs using DDN basic X.25 Sservice may use the Q=
pit in anv 'wav that Is consistent with FIPS
100/Fed, Std. 1041.

The Ohii X.25 DCE implements the diaanostic packet,
It 1is sent under conditions Specified in Annex D
ot CCITT X.25. Tne DTE is not reauired to act on
the inforwation provided in diacnostic opackets,

0TES usina DOWN standard X.25 service must restrict
the anaxiaum number of data bhits in a complete
packet Seauence to be no more tnan 80S5e., This
ensures tnat tne data from a packet Seauence
transmitted bv an X.25 host will ¢€it within the
maximum 1322 messaae lenatn limit uoon deliverv to
an 122 host. This restriction 1s necessarv as
existina 1822 nost implementations are not re-
guired to acceot messaages londer than &063 oits, *

*  DTFrs

A

‘S\

uﬁ orotocol
X standaraq
- rave no
%} Appendjix

T
Bk
Lo

transmitting Internet Protocol dataarams.
convention, uoes not approach this limit, Therefore, unless a

usina DN  standard X.25 servijce will aenerally
tne length of wnich, by

Fips

be

other than the Internet Protocal {s wusedq with DDE

X.45 service, this is a technjcal restriction tpnat
oractical 1mpact upon the desicn of DTE sottware,
A, Section a=3,2,

ojlle

will
See
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) -’ DUN X.25 DTEs connectina to DDN throuah an X.25
i lnternet Private Line Intertace (IPLI) must reduce
g the maximum complete packet secuence length bv an
B additjonal 256 bits to allow tor IPLI overhead.

',-

o«

- 2.3 Link Level Procedures

NUN X.25 link level procedures are as specified ov Flps
v 100/Fed, Std, 1041 and CCIIT X.25. Tnis section cregents
3aditional information.

3 2.3.1 uink (evel Paraneters and Options

1. 1ne default value of K, the maximum number of

il seauentially numoered I frames that the DCE will

: . nave outstandinag (unacknowledaged) at anv aiven

b B tiwe, {is seven. A DDW X.25 DCF mav be confiaured

-3 on a oer=LTE pasis to orovide ootional values of K
¥ trom one to six.

A 2. 1ne default value of n2, the maximum numper oOf

5 transnissions  and retransmissions of a frame

' tollowina the expiration of the T1 timer, {is

y twentv, This value can be chanaged to anv value

3 from one to 200 as a NDCE conficuration parameter
on a oer=DTFE basis. )

“y 3. 1he ootional 32=-bit FCS {s not suopoorteqd,

2.3.4 Tivwer 11 Aand Parameter T2

: fhe period ot the timer T1 used bv the DON X.25 DCE reflects
. assumetions about the processing sceed of the DTE. The DCE
Ay assumes that oparamneter 2. the response latencv Oof the DTE to a
& trane frow tne DCF, is no areater than 1/2 second. Likewise, the
HCe. =zuarantees that its oarameter T2, the latency in resoondina
to trares trov tne vwiE, is 172 second tor siunaling rates of 19,2
nty/S Or sloser, ana (/4 secona for faster links.

2

;& -~ lo~er vounn for tiner T1 tav pe corcuted to he 4X + T2,
gk cAased on tne assumnotions that:

ﬁ‘ * tnhe link oronaaation tire {s nealiafole.

e
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. * the vorst-case frame transmission time is X.
* timer T1 isS started'When a trame {8 scheduled for
outnut,

S, 4 eacnh frame is scheduleoc just as transmission of

‘b the previous frame starts.,

i)

ﬁ' & frames are not abnrted. and

) ¥ eacn frame and its oredecessor are of maximum

: lenatn il = 8248 bits (see Section 2.3.3 pelow),

K]

C‘ )

X As an example, for a signalina rate of 9.6 Kb/s, this vields

&3 X = .pbb sec. I£f T2 is .5 sec., the total time for tne DTE to

K resoona in the worst case should be 3.9 seconds. In fact, the
DCE uses a T1 tiner value of 4 Seconds tor a link sPeed of 9.6
Ko/s. S ' : o

Q - In no case djoes the DCF use a value for T1 smaller than 3
B se.onds. 'nis means that, ¢tor taster 1links, the DTE’s T2
= parameter mav de lenuthened peCause the X term {n the above

fornula 1s smaller, F¥For links ot 19.2 Ko/s or faster, DTES are

5 exoected to satisfv latencv reduirements that allow the DCE to
B _ use the formula 4X + T2 (DTFE) < 3 seconds = T1 (DCE)., :
i . . .

he ‘ Tne Dle, mav choose anv value for T1 that is compatible with
h ) the 0DCE’S T2 parameter values. The value of T1 used by the DTE
mav alwavs oe set lonuer than the formula {ndicates, with the
result tnat recovery from certain tvpes of 1ink errors wiil be
slower. However, the DCE’S parameter T2 cannot be reduced, sO

;% the formula should pve viewed as vieldina a lower bound on the
l*,._“ T)Tt:'s 11 timet.

[

3% 2.3.3 raximum 1 Frame Size

:; The maximum number N1 ot bits in an I Frame {is 8248,
i)

accommodatina A aqata packet with up to 1024 data octets, The
derivation of tnis number is shown in Table 2.2,

! DTEs usina DuUv  standard X.25 service must ooserve the
1) restriction on tre numoer of data pits in & comolete packet
N seuvuence ajiven in Section 2.2 anove.

a3~
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3
a |
h g Xe25 NO. of

ik

e} Field Jame Level  B8its

- Andress 2 8

KA Control 2 8

§ General Format Identitier 3 4

oy Louical Channel Number 3 12

ﬁﬁ! Packet Tvpe 3 3

”“ user Lata 3 3192 (max)
. Frame Cneck Seaquence 2 16

Pl

'g TOTAL 8248 (max)
oA

T

& Tanle 2.2 Oerivation of kaximum 1 Frame Size
A
??' - 2.4 Phvsical Level Specifications

5
'%Q The DOMN X,25 pnvsical level Sspecification is in conformance
G with FIPS 100/Fed. Std. 1041 and CCITT X.25. This section
- presents additional information.
£ . : -
g$ : A DDV X.25 NTE mav either be collocated with its DCE or mayv
Ny be connected to it via an access line. 1In all cases the DTE
i presents a ohysical DTE interface; the UDN will supoly the
A matcnhina DCE i{nterface, UNN X.25 service otfers four ohvsical

level interfaces: RS$S=232«C (CCITT V.28). RS=449, both balanced
and uppalanced (CCITT V.11 and V.10, respectively; also MIL-188=
119 dalanced and unoalanced), and CCITT V.35. Aopendix B of this
document describes 1n detail the choices of ohvSical interface
availaole to the NiLUN subsScriber and the specifications for each

: tvne of interface. Table 2.3, pelow, summarizes tne ohvsical
interfaces availavle at each data rate suroorted by tne bLDN X,.25
OCF. ana 1indicates «#hich iJinterfaces are recommended at each
sSiumnalina rate.

A ohbv X.25 Dre mav implement anv or all of the sianalina
rates shosn., At eacn sianalina rete implemented, the DTE must
otter at |east one of the ohvsical interface options listed as
"u® (recovenrnaed) or "A" (avajlanle) tor that rate in Tanle 2.3,
Imnlementors Aare encnuraced to otffer tne wigjgest varietv of
sianaliru rates any onvsical intertaces cractical to naximize the
ease of use ot tneir eauivaent in Diw,
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Phvsical Sianalina Rate in Kb/s

Intertace - 1e2 2.4 4.8 9.6 14.4 48 S0 Sé6 64 100
RS-732-C R R R R ‘R - - - - -
ra3=449 unbal. A A A A - - - - - -

(ano equiv,)

KS=44Y palancen A A A A A A A A A R
(and eguiv,)

CCITT v.35% - - - - - R A R R A
Leaend
¥k = Recommended
A = Availavple

Mot availaole

(Taken from Aopendix B, Table B=4

Tavle 2.3 DDM X.25 Phvsical Signalino Pates and Interfaces

RS R R R
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o APPENDIX A3 DDN x.25 Inplementation Details

W

W

A A=1 tntroguction

€§ This Apbendix serves three purpbosSes,. First, it provides

g, information concernina the vlanned evolution of ODN X.25

£y , cabapilities., second, it orovides {information on the use of

i certain pus X.?5 features ano facilities at a greater level of
jdetail tnan 1s aopprooriate for inclusion in the podv of the DOn

& £.25 Interface Specification. Specifications for the use of DDV

i% X.25 features and facilities aiven in this Apoendix are mandatory

N °n the opart of oun X.25 DTEs that wish to make use of these

3 features and tacilities, Finallv, this Aopendix presents a
discussion ot the 1limitations on the use of DON services that

P will oe encountered bv hosts usina onlv DUN basic X.25 service.

{3

By -

i

A=2 uoeratlional Features of LDMN X.25 UCE Releases

o The cavapnilities of the DDN X.,25 DCE will evolve over time

2 fronn an injtial set of cavabilitjes to the full capabilities of

o this DU% X.25 Interface Sopecification. Tnis section describes

'%: release=dependent features of the DDN X.25 DCE, Implementors

Sshould note tnat not all ootional facilities of the specification
wiil initiallv ove avallaole for use bv DTEs.

$‘| . .
) Keleases of nes DCE capabilities will pe compatible with DTE

' haruware ana software implementations that meet the full DDN X,25
’ intertace Soecificatlion,

A=2.,1 Initial Feature Suooport

4
; rhe initial release of the NDiH X.25 DCE will suopbort flow
. control wvarameter neqotiation and fast select. In additjion, the
Cos .25 DCe mav be confiqured bv the DDV Administration to
" nrovine non=standard rdefault window and cacket sizes as described
S in CCIIFT X.25 Sections 7.1.2 and 7.2.1. 'The call precedence and
x tvoe of service selection facilities will be acceoted, but not

actea uJuoon. by the netwsork. Onlv DN pasic A.25 service will be
) suovorten. Planned future DCFK releases will supoort all
tacilities soecifjea in FIPS 1vU/Federal Standard 1041 w«itn the
a2 excevtion ot tnhose “adaitional®" facilities tnat are listea in
! Section 1.2.1 of this document.
R
'

Awl]
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BT 4 detailed scnedule ot Dhw X.25 DPCE releases and the

3$ cavpavilities of each release will be suoplied in a separate

L adocument,

= '

‘g A=2.2 FExceotion=nandling ProCedures

14 .

‘{: Certain ot tne exceotion= or error=nandlina procedures of

‘ the initial release of the UDN X.29 DCE differ Iin detail from the

i procedures specified in FIPS 100/Federal Standard 1041. These
differences are aescrived velow. A later release of the DLN X,25

5 LCE 4il1L porinag these bprocedures into conformance. In the

AR interim. tne varjiances in these procedures will not preclude

o satisfactorv ooeration petween the DCE and a DTE, provided tne

‘G DIE ouerates in accordance witn FIPS 100/Federal Standard 1041,

b

3 _

N ) Ae2,2.1 wron=Cctet=Alianeo Data

bag

oY bata oackets received bv the DODN X.25 ODCE that are not
‘ alianed on an ~ctet ©boundarv are discarded at the link level,
A Thev are not passea to the DCF packet level, and no packet level

;z' diaanostic code is returned to the DTE.

&

8

i

R A=2.2.2 KESIART REQUEST Packet

" fne Dha X.25 DCE will not discard, but will instead act

[ ycon, a RESTART RECUEST packet that

%{ (1) 1s too lona (unless it exceeds the maximum frame

e - size tor the link level),

ih or

3,

A5

% , t11{) contains 3 non=zero cause fiela.

“D

B A=2.2.3 HRESET wEQUEST Packet

]

oo '

';2 Tre uit% x.29 LCe will not discard, but «fll Iinsteaa acCt

KL uson, A rRESFT weQURST vacket that contains a non=-zero reset cause

{;N fi?l"l.

\

8 a‘

[

>

Ny

L}

Al A=2

i
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A=2.2.4 CLEAH REGUEST Packet

rhe HDON X.25 DCE will not aiscard., but w«will {insteaqd act
urpon, A CLEAF REJQUEST Dacket that contains a noOn-zero clearing

cause fiela, - e

A=2.,3 Virtual Circuit kResource Availabilitv

ln its current imnlementation, the Dh& X.25 packet switching
noge is cavable of supportina a minimum o©0f one hyndred
simultaneous virtual circuits. . As was discussed in Section
2.1.4. resources of tne node are shared dvnamicallv among the
UCEs attached to the node. Therefore, no explisit gquarantees are
made of tne number of simultaneous virtual circults that can be
made bv a Sinale DTE., MDNependina uron the confiauration of the
noade, the nuwber of simultaneous circuits supcported by the node
can oe sianiticantly areater than one hundred,

A=3 wetallea reatures and Facilities soecifications

This section orovides detailed svecifications and-

descriptions of use for certain NDDm X.25 features and facilities,

A=3.,1 adaictional iiaagnostic Coaes

the 0De X,29 DCE {s cavable ot orovidina additional
information to DTES 1n RESTARYT, RESEl1, CLEAR IMDICATION, and
DIaGx3TIC packets ov means of diaanostic codes that are
extensions to tne set of dlaanostic codesS aiven in Annex & of
CCIrl Recommendation x.25. These codes are taken from the set Of
coaes "reserved tor network specitic diaanostic information," and
are tnus not in conflict with code assianments made in Annex E,
ire values ot tnese codes, and their meaninas, are aiven in Table
A=1 pelow.

B
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Coae
value

124

130

132

133

134

136

137

138

13y

1490

meéanlinag

THp is unavailaole, The packet=forwardina
mechanisms oOf the network are unavailable to the
LCFR., Sent in RESET. CLEAR and RESTART packets,

Link level came un. Sent in RESTART and RESET
packets. )

Link level went down at Temote D1E. Sent in CLEAR
ana RESET packets,

Kemote DTE restarted. Sent in CLEAR and RESET
pdacKkets.

Local Tesources not avajilable for calli

establisnment, T™he local DCE hasS too few
resources to estabplish another call, Sent 1in
CL.,FAR and VDIAGNUSTIC packets.

Remote resources not available for call
estaovlisnhmnent. The remote DCE has too few
resources to - establish another call. Sent 1In
CLEAR packets. :

Remote host dead. The 1link to the remote DTE 1s
down, 3ent in CLEAR and RESET packets,

kemote [%P dead, The 1IMP to which the remote DTE
is attached is down. Sent 1in CLEAR and RESET
packets.

lLogical suonetwork access barred. The remote DTE
cannot bhae reachea because of a communities=—ofe-
interest oronibition. Sent in CLEAR and RESET
rackets.

Connection lost. An internal error has occurred
at eitner the remote or the local DCE which has
n3ade cheir virtual circuijt data structures
inconsistent. Sent in CLEAR and RESET packets.

resvonse lost. A resoponse from the remote ULCE
tajiles to arrive «ithin a reasonanle tire, Sent
in CLrur and RESET packets,

5w -".'\?'ﬁ. 3
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g . 131 Ccallina loaical address not enadbled of not
i authorizea., Sent in CLEAR packets.

g 142 callina loaical name incorrect for this DTE. Sent
in CuEArR packets.

143 Called loajical name not authorized., Sent in CLEAR
packets.,

C-X R Ak A
ol S et

144 Called l03ical name not enabled. Sent in CLEAR
packets,

S

145 Called loaical name has no enabled DTEs. Sent in
CLEAR packets.

e S o

I 1ab Use of louical addresses invalid in this network.
da Sent in CLEAR packets.

f' . 147 peclared loaical name now in effect., Sent {n
e - CLEAR packets,

S
N 145 Dheclared loaical name was alreadv in ettect. Sent
N in CLEAR packets.

30 14y Declareu loaical name is now disabled. Sent in
ﬁ CLEAR packets.
ff . 150 Declared lonaical name was alreaav disabled. Sent

i in CLFAR packets. .

:& 151 Incoring calls barred. Sent in CLEAR packets.

ile, ’

1%

1: 152 Jutgoing calls parred. Sent in CLEAR packets.

e i 192 Cleared aue to hiaher oprecedence call at local
vCF.. Sent in CLEAR packets,

oo

;} 193 Cleareo due to niaher orecedence call at remote

< OCK, Sent in CLEAR packets.,

- 194 Keaquestea orecedence too hianh, The DTE s not
rr aytnorized to establish a call at the requested
) preceaence level., Sent in CLFAK packets,

Q; Taple A=l. Mddiitional Packet lLevel Liaanostic Codes
&

!:.

1 %.

[ M)

)

lv
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B ‘ hAe3,2 X.25 1P Interooverapilitv Considerations

[ shen ULuV standara X.25 service {s reauested at call
2 estaolisnment (as described in Section 2.1.2.1), the call is in
effect estanlisned vetween the DTE and a lacal X.25 entitv. This
entitv subseauentlv extracts the 1P dataarams from the X.25 data
packets for transmission tnroudnh the DDN Tnternet. This aporoach
reculres that certain conventions be followeAd:

1. Ip dataarams are to bpe sent as X,25 complete
k2 packet seduences. That is. dataarams beain on
packet boundaries and the M ("more data®”) oit |is
usea tor daatadrams that are larger than one
vpacket, UNnlv one IP dataagram is to be sent per
X.25 complete packKket seauence,

15 X
)

X

Pt
't

\'
R
» 2. v convention, the maximum IP dataaram size is 576
octets. This packet size can most efficiently be
! . acCommndateoc bv neaotiatina an x.25 maximum packet
bt N size ot 1U24; alternattivelv, a DTE mav use an X.25
- complete Dvacket . sequence to transmit an IP
e dataaram,
"
B 3. Etecause the X.25 connection is in effect
o terminatea 1locallv., the ©» ano Q bits nave no
5 sianiticance and should be set to zero.
E‘ 4. Tne precedence bnits of the 1P tvoe-ofe-service
o tield are to pe mavoed into X.25 orecedence hits
‘ (see Section 2.1.2.2) as specified in Table A-2,
e
=
n
ﬁ: IP Precedence X.25 Precedence
'r'\.
:5 - 000 0o
o0l 01
P 010 10
ol 011 = 111 11
+ '
2N Tavle A=2. 1P Precedence to X.25 Precedence Madplna
&
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e, A=3.3 Tne DUN Loaical Addressina Facilitv

rne UDn loaical addressina facilitv allows reterences to
o hosts bv either their phvsical network address or obv one ol more
location=jndependent Lloaical addleSges, and allovs hoSts . to
exercise opartial control over the loagical address(es) ov which
thev ¢cAn bhe referencen, Implementation of ODN loaical addressina
bv a nost is owtional. -

Rk The 00N Administration will assiaon seven-aiait loajcal
aadresses. and asill maintain a loaical addresgsina data base, The
host is tnen resvonsible for notifvina the network ("enabling™)

e ot the "names” (loaical addresses), if anv, bv which it wishes to
° pe known. It cannot recejive calls addressed to a name or
i ' oriainate calls under that name unless it has enabled that name,
X It also cannot enhable a name that 1{s not authorized for that

- pnvsical adaress. Names can also be enabled automaticallv by the
network, under tne ¢coOntrol of the Adminjistration.

I E
¥
Y- -
)5
N A=3.3.1 Louical Addresses
. Looical addressina is invoked when a called address . is
Q, supolied to tne IMP - with the flaa diait F = one. The loaical
Y adaress consists of seven BCD diaits. This name is mapoed ov the
e, loujical addressina facilitv into a DDN chvsical network address,
N Tne loaical narme need not be unjoue for the onvsical address. nor
1§ the phvsical acoress necessarilv unigue for the name.

W
! .
s h=3,3.2 ¢Enaolinag and Disablina Loaical Addresses
<" i To enavlie and disaple loocjical addresses, the DON X.25 host
., Tust Ssenn declarative CALL REQUEST packets to the DCE usina a
gq called address witn the format:

: 222Z F DDDODDD (SS)

’ shere the aduress fielas are as descripbed in Section 2,.1.1, The
= Flaa F aust be set to nine. the 0DuUN¥ Host Identiflier field
a8 soecifies tne loaical address under consideration, and the
" suraddress fiela, «~nich must be present. specifies the tvoe of
o transaction. (eclarative calls are clearea (1mmedistely. bv the
- local uCk. S
.":
'
’ .
- Ae?

& T

~:~"u ﬁt,‘ v
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If 35 1s zero., the loaical name is enaoled in normal wmode:?

that is. tnat bpnvsical port will accept incoming calls to that

o name, and allow outuoinag calls from that name, If SS is one, the
5; louical name {is disapled, 1f SS is two. tne logical address is
b enapled in reverse translation mode: in this mode, ¢the called
address tield of incomina call packets will pe translated into a
onvsical adaress (i.e., an address containina a flaga F = 0), |{if

2 it ~as agiven ov the callino DTE (X,25 host), as a logical address
] (i.e.. containina a flaa F = 1).
s .
R ~nenever a OTE comes uo, or restarts. the logical names for
) that ULIF are returned to their default state, which mav he either
gg enanles or uisanled, as configured bv the DDM Administration,
1)
2
b A=s Limitations of DDV Basic X.25 Service
33 ] Ine vetense Data ~etwork is an Internetwork environment,
3 That 1s. uuN as a whole is maae up of & numoer of constituent
. - packet svitcnina networks tnhat are interconnected via qateways,
i Communication across aqaatewavs reauires tne use Of the Internet
Wi Protocol.. which, for a nhost accessina DDN usina X.25, Treauires
A that the host {imolement the Dol standaro orotocol architecture
s and ewplov DON standard X.25 service. Ln addition, a classified
19 nost 1s attached to a DDPN constituent network of lower
o classitication hv means of an Internet #Private Line Interface
o (reuwld., IPLIsS, which tnemselves contain gatewayvs, also reauire
o the use of the Internet Protocol: moreover, they do not, as
currentlv agesianed, ofter an X.25 host 1interface, These
Ay attrioutes of the LY Internet nhave two implications for users of
ﬁi 2hw oasic 2.25 service:
K
5& 1. Uus nosts that do not {molerent 1P and higher-
R - level UDV orotocols, and whicn nse only LLN basic
X.25 service, cannot communicate across aatewavs,
e ' Tneir network communication is theretore
- restricted to a sinule DDM constituent network,
- 2. 4.2% hosts cannot be provided classified service
B on a constituent network of lower classification.
N shoula X.25 noSt access pe develoned for the IPLI
- . in tne tuture, classified network access will ne
o ‘ rade availanle to hosts usina DDN standara X.25
> service onlv.
v,
v
:
%
4
¢
) A=t
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%: a=5 verivation ot Uuwy X.25 Addresses

A%

q"'A

- All D™ nosts aTe aSsianed aadregsSes by the Administration.
2 The address ot a UDN host mav be obtajined from the Network
o Intormation Center (N1C), Teoresented as an ASClI text strina (n
N, what s calles "host taple format.” This section descripes the
%ﬁ orocess ov wnhicn VDI £.25 addresses in tne format described in
e Ssection 2.)l.1 mav be derived from addresses in 4IC host taple
5\ tormat.

"vr

A &NIC nost table address consists of tne ASCII text string

. reoresentations of four decimal numpers separated bv operiods,
I corresoonainy to tne four octets of a thirtvetwo bit Internet
e aagaress. tne four decimal numbers are referrea to in this
W section as "n", "h", "1", anad "i*, Thus, a host taole adadress
Rl mav pe rerresentea as "n.n.l.i". Each ot these four numbers will
i, nave either onhe, twd, or three decimal alaits and will never have
- b a value areater than 255, For example, in the nost table address
i . "10,2.0.124", n=10, n=2, 1=0, and i=124. To convert a host table
O _ address to a VDN X.25 address:
N
b\

e 1. If h € 64, tne host table adaress corresoonds to

L the DDk X.25 ohvsical address
,;1; ' " 2227 F T1IHHZZ (SS)
S et
"-;-'.

J'\_:.i vhere:

A

s 2222 = 0000 .
( as reqguired in Section 2.,1.1.1.1:
’ bl
\' F =0 Dpecause tne address is a onvsical
JQE address:
|'~‘ g
’ﬁﬁ' - ITi is a tnree cecimal oigit

I reoresentation of "i", rignt-adiusted
and oadded with leadina zeros if
reaujred:

i is a two decimal diait representation
of "h", rioht=adjusted and bpadded
with leadjna zeros if requirea:;

: ‘; 27 = 0O

Do W and

G

MY (55) is ootional, as descrived in Section
k- 2.1.1.1.4.
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In the example aiven above, the host table address
10.2.0.124 corresoonds ¢to the DOmn X.25 DOhvsical
aadress 000001240200, ’

2. It n>e0d4d or_n =__64,. the host table address

corresponds to tne DD X.25 loajcal address
22272 F RRKRRRZZ (S8)
where:

Z222 = 0009
ag reouired in Section 2.1.1.1.1?

F =1 because the address is a l10gqical
addresSf' '

#RRKR is a five decimal diait ;
reoresentation of tne result "re of
the calculation

r=h ¥ 256 ¢+ {

(note that the decimal representation
of "r" will alwavs require five

diaits):
2Z = v
and
) (53) is ootional, as described in Section

2.1.1.1.4.

Thus, tne nost table address 10.83,0,207.
- corresoonas to the LDN X,25 loajical address
060012145500,

In poth cases, the "n®" and "1" tielas of the host table
address are rot used,

A=t O
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AN APPENDLIX A: OuN SVvncnronoUs Level | Soecification

Rel Introauction

A nost wav connect to the Defense Nata ~network at the 1link
level usina the asvnchronous bit serial Protocol described in R8N
Report o, 1822 as either a local host (LH) or a distant host
(%), A& noSt mav also connect to the DDN OV means of a
svncnrfonous bit serial orotocol at the link level, usina either
tne nethod aescrioed in BBN Peport No, 1822, HOH, or the DDN X.25
interface, Neither LH nor bH is recommended for new
W invplenentations.

Ey Inis section Jescrices the functional, electrical, and
nechanical connection (the level { connection) that is required
when either an HDH or an X,25 noSt is connected to the DODM,

P . Hosts connectina to the PNV via HDH or X.25 reauire a svnchronous
W - noden connection or tnhe eajuivalent, wnich will Dpe supplied as
oy part of the V0N service., The host will present the DTE intertface
%& while the DON=provided eauioment will oresent the DCE intertace.

o . A lona=term aoal of the DDN is for all level 1 connections
5$ to be accomplisned «ith tne AlLe1H8~114 halanced interface. 1Its
K aeneral eauivalents are EIA RS=449/422, CCITT V.11, and Fed, Std.
il 1031/1020. Tne DN cannot implement this at present due to the
i limited availapilitv of commercial vendor nardware. In order to

facilitate tutare DOUN compatibilitv, all new svstem acauisitions
should svecitv +1L=188~114 palanced as a reauired interface., {n
aagdition to an alternate interface. The selection of an

o alternate interface snould not oreclude utilization of the MILe~
o 1ws=1l4 palancen interface anen it becomes Subportable,

"S’f‘

;% “e2 Sunoorted Intertaces

I D¢ oresentlv suovorts four syncnronous level 1 ({nterfaces,

0y frev are:

e le FIA RS=232«C, CCITT V.28 & V,24¢

at 2. “IL=144=114 balanced, ElA R5=44958422, CCITT V.11, |
o Fed. Std. 1031/10203

3. *llLelbd=ll4 unnhalanced, FIP ¥F5=4494423, cCIiTT
Voll, Fed. Sto. 103171030 ana




s

+e CCLTT V.35,

-

raple 8=1 is a dictionarv of terms that relates the CCITT
sicnal Iv to tne EIA signal ID and to tne more common
aocreviations., Taole B-=2 identifies siagnals as eitnher Treauired,
ootional, or not used.

AEES

),

33 rigure b=l and lable 3«3 jdentifv tvoical DTE connections to
2 tne 0OuY. The recuired subscriber services will dictate wnich
h? scheme is selected for a particular DTE,

. lanle 3=4 relates required speed ot service to Iintertace
% tvoe,

s

X Together., tnese taples and fiaures serve as & duide to level
K 1 1interface selection. From these, most svstems will pe able to
& inentitv the wmost aoprooriate interface, However, tnis
" informnation is not alle=inclusive., Uther interface arranaements
R ) mav be poSsiple: contact vour DDk representative for assjistance
o _ As requirea,

4

?é

t Denarcation Point

(matina connectors)

i

g OTE  DCE

el

3 |cocaconssanea] ([(escess=a(]) mogem KS=232=C

'
[} |vecscncece) [eevesa(2) MNodem Ve.3S

By |eoe |ve|vove|

ol ! |eeee] (eeeees(3) LDM RS=232=C, MIL~188e114

i |

fﬁv [} IEL LN (.---.-(4) Null modem Cable

e - [ nﬂSf '

. 1 |eoee] [weecewa(5) SME Cable olus clock source
uf ' .

Wy | jeese] [e=eee=(h) LCS AlL=188«114

o IEX IR IRT AR LN

i | | |eeessse] [eveeee(7) DES KS=232=C, RS=449, V.35
k. . l

| |eceoceccca] [easce=(y) KG mTL=-188=114 bpDalancea

§ |
] jecccevcorcoaccs)] [(wecese=(9) JPLI mlL=138=114 palanced

5 % % T -
|5t o o o

#igure ==1. Tvpical Level 1 Connection Schemes
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FIA
v
Aa
Y
SC
wC
[ZXY
(3
Ca
Ce
CC
Ch
CF
CG
Cn
C1
A

DV

SmTmaml e DD W GF G GR T M e et s S8 W WD ot e ke v v o o b S P M M ot me = o nm e am ees o

CCci1T
1D
101
102
1u2a
fu2b
103
tv4d
105
100
107
109
119
111
112
113
113%
115
ilo
117
118
119
120
121
122
123
124
125
120
127
1ie
129
13v
131
132
133
13«
139
140
14
142
141

192

ABWREV
NAWKE
FG
§G

T
RD
RTS
CTISs
SR
DTR
DCD
SQ

£TC
1C
="C

STD
SRD
SRS
SCS
sCD
§S0

RLe
RU
L
T

"NAME

Frame (Chassis/Protective) Ground
Ssianal/Suroly Common
®S=449 DTF Common

RS=449 DCF Common
Transmit Oata

Receive pata

Request to Send

Clear to Send

Data Set weady

Nata Terminal Ready

Data Carrier Detect
Siaonal GQGuality

Sianal Rate Selector to DCE
Sional Rate Selector to DTE
r.xterpal Transmit Clock
Transmit Clock

kecelive Clock

Select Standpv

Standov Indicator
Secondarv Transmit Data
Secondarv Recelive Data
secondarv Reauest to Send
Seconhdary Clear to Send
Secondarv Carrier Detect .
Seconaarv Siagnal Qualityv
Select Freauency Groud
Rinainag Indicator

Select Transwait Freauency
Select kKkeceive Freauency
£xternal kKeceive Clock
weayest to Recejive
Secondary Transmit Tone
Receive Character Tliming
Return to Non=Data “orde
Readv to Recejve

Receivea ftata Present

New Sianal

Remote Loopbbdback

Local Loopbbhack

Test Status “onitor
transmit voice Answser
recejve voice Answer

amle <=1, FIA ana CCITT Intercnange Circuits
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weaulred: 101, 102, 103, 104,
109, 1130 114, and 115

Jotional: 110, 125, 146, 141,
(These Mmav be reauired IAW future DODN

developments: it is
that these at least
implementation upon

ot useaq: 111, 112, 116, 1170

tanle u=2,

123, 124, 120, 127,
133, 1343, 136, 191,

T M e B R A T e e ofs e P ML o samaa e ae PORTEN

105. 106, 107, 108,2,

ana 142

stronalv recommenged
pe available for
reaquirement),

118, 119, 120, 121, 122,
128, 129, 130, 131, 132,
and 192

aa et e L acem = et e e e -

.. . .

Sianal 3election bv CCITT lnterchange Circuit Number

Hed




Scheme (From

Fig. 3e1) Explanation
& (1) ~odenm RS=232 at soeeds of 1200, 2400, 4800, 9600 or
’J 14400 o/s over lona nhaul leased voice arade
X teleohone facilities
A (2) 40dem CCITr v.35 at speeds of 4&, 50, 56, 64 Kb/s over
) leased arouo (37KHz) arade facilities or in CONUS
5, the Diaital hata Service tacilities.
o
o (3) vinited Distance +“odem

LO¥ generallv available at 9000 b/s and below in
& an %3=232 version., Other tyoes are avalilable for
all speeds.

o4

-2 ) (4) wull “ouem A vull Modem is a lenath of cable witn the sianal

%) leais crossed so as to nresent a UCE interface,

i€ To oe used in local connection schemes where

™ eitner the NTE or the LCE has a clocking source
cavaoilitv. All four suboorted level 1

s ’ interfaces are available, If DTE clock and DCE

- clock are both availarle, DTE clock will be

=% oreferred.

(5) sSvnchronous modem Eliminator _
SME 1S a lenath of cable with a haraware device

X interiected. The device allows convenient

# crossina of sianals so as to oresent a DCE

‘O interface. Tne device also orovides clocking

;3 when neitner tne DTE nor the DCE nas such

i - capaoilitv. All tour suooorted level 1
interfaces are avallable,

‘; (e) UCS +icrowave _

. OLS is aenerallv a militarv microwave svstem

’: which nrovides the 4lL=1g¥=114 balanced or

" ynnalanced interfaces. It i{mplies a speed of 50

' Krps and is usuallv found 0=COnNUS. Selection of

3 this scheme reauires selection of (4) or (S),

oy (7) Data £ncrvetion Standard

‘%f DES 1S a2 commercial encrvotion device used bv the

hat o' as & nrivacv device. DES is available with

- eitner R3=232, V.35, or RS5=439/422.
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(2) KG XG Jdevices are U, S. Government encrvoetion

. aevices under strict MNSA control. The
reguirement for securitv and KG devices reqguires
e the selection of the MIL=iB&=114 balanced
interface.

y}i (v) Internet Frivate Line Interface
:E IPLI devices are securitv level communjty of
2y interest isolation devices. The reguirement for
1 IrL]l service reouvires the selection of the MlLe
18v=114 balanced intertface.
"
A5 .
5 d0tes and Considerations
}: 1. Interface (2). 4odem, 48Kb/s is generally only
f available 0«CUONUS.
- M
2L .
1 . 2. *lL=145=114 balanced is deemed eguivalent to RS=449
#Q - «1tn ©S=422, the d1fference beina that 4l1L=188=-114 {is
ﬂ} more tolerant of noise on sianal common and more
53 tolerant of comnon mode noise.
o 3. “Iu=188=114 unoalanced is deemed eauivalent to KS=449
. witn RS=423., In most cases where MIL~188~114 balanced
{4 is specitied, 4IL=188~114 unbalanced is also available,
252 put it is not recommended.
j‘ 4. There are svstem enhancements unaer lona term
. aevelooment for use in tne DON which mav reguest
(4~ aaditional control leads bevond tnose listed as
he reduired. ‘the implementation of these ennancements
o0 #111 not limit operational caPabjlities but mav impact
? i tne apilitv ot tne iWetwork Monitorina Center to assist
; »itn nost and host access line diaanosis. These
- ennhancenents mav reauest sianals from the optional
;Q cateaorv.
{ '_-f.
s
K-
L
-L.
N
5 (aule :=3, rypical Level 1 Connection ScCnemes .
i
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Sianalina Rate in Kb/s

7l Phvsical .
Y Interface 1.2 2.4 4.8 9.6 14.4 48 S50 S6 64 100
N
*". h5'232'c . K R R R R¥ - - - - -
e Vipelsd=114 A A A A - - - - - -
I unral. (i equiv.)
B T -
> - rlL=l%3=114 A a A A AY A A A A RE%
o cal. (& eguiv,)

' CCIFT V.35 - - - - - R A R ‘R A
;ﬁb Legend
- k = Recommended
- A = avajilable

- = nyot avajilable :

v ¥ = Onlv availaple usina modems
Q? *%* = Onlv available usina a local cavle
:: connection
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1
A

3
g: Sicnal Wame Aoprev Pin tio. €1A ID Siqgnal Source
R Frame Ground FG 1 AA DTE/DCE
, fransaitted Lata TD 2 RA OTE
3 Recejiverd vata RD 3 38 DCE |
N Kequest to Send RTS 4 cA DTE
L) Clear to Sena CTS 5 o] DCE
' vata Set readv DSR 6 cc DCE
P Signal Ground sG 7 AB DTE/DCE
. bata Carrier Detect  DCD 8 CF OCE
AN . Transwmit Clock 1C 15 08 DCE

< ) keceive Clock RC 17 non DCE
$; tata lerminal Ready DTR 20 CcD DTE
- t.xt. (ransnit Clock eTC 24 DA DTE
) sirea sSoare o= 18 e oo

. vwirea Spare .= 22 oe LT
638 “ired Snare Lld - 29 - cne -
“ "eﬂuireﬂ olns: 1. 2' 3. 4, 5, 6. 75 8., 15. 17' 20. 24

X Optional pins: Y, 10, 18, 22, 25

( Y
\ aQLes:

!‘c

0 l. The iNle will vresent a CAMNOM DB=25P male connector
i #ith pinouts As above or eauivalent hardware with
§& identical oinouts.
£ -

) 2, The DCK will ovresent a CANNOA DR=25S female

" connector or eguivalent.
::
RS
b3
po

A

[« X
'ig Taoble nBe=5, RS=232=C Interface

)

,s
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[ A IR
o)

, \ o 3 0 i
W30 TE 540k
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2
\.-'q
N sianal wame Apbrev Pin wos. EIA 1D Signhal Source
&f oeavoeveoveoen® oo es oTosoe®o ™ e ®e oo L L X L2 L 2 X L g 1 ]
. 1 Sena vata SU 4,22 BA DTE
t ; Send tinina ST 5.23 Y] DCE
el receive nata RO 5,24 83 DCE

Request to send RTS 7.25 CA DTE

oty keceive Tiainag n'T 8.20 LD DCE
& Clear to send ' CTS 9,27 CH DCE
Jrr Local Loooback Lb 10 .- OTE
g Data =ode NM 11,29 cc DCE
e Terwinal keaav TR 12,30 co DTE
’ receiver keaav RR : 13,31 CF DCE
s Kerote foouDACK RL 14 .- OTE
3 . Terminal Tiving Ir 17,35 VA DTE
N - Test ~odae ™ 18 e DCE
‘1§ Sianal Ground SG 19 T AR DTE/DCE
e receive Common rRC 20 RC 0CE
i Send Common SC 37 sC DTE
0% i wired Soare haded 1 o= dded .
a} nired Spare .= 3,21 e ~ee
.-.‘"
1] Reauired pins: 4,227 5,23 6,242 7.25; 8,265 9,273
0 11,292 12,303 13,313 17,35: 19 20: 37

‘ uwtional oins: 10 14: 18: 1:; 3,21 :
(LK
oy sores:

W
2%} 1. 10e 0Tt will nresent a CANAON 0C=37P male connector
R i #itn pinouts as above or ecuivalent hardware «ith
T iaentical ainout,
B 2. Tne LCF will presert a CARMON DC-375 female
i: connector or eauivalent.

Xy
K :
£
PR
NN
2;: racje ren, 2li=l8se114 Intertace (arJ eaquivalents)
e
'y
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' Sianal 1ame Aporev Pin wos. ELIA ID Siaonal Source
) Frame sround FG A AA DTE/DCE
fi Sianal SGrouna SG R AB DTE/DCE
! Transait Data TD P/S BA DTE
ot keceive Data KD R/T 88 OCE
R reauest to Send - RIS C CA DTE
v Clear to send CTS L (o} OCE
I ata Set Reaav . - DSR F. ccC DCE
SO ) Lata Carrier Detect  LCu F C¥ DCF.
- _ Local Looboack Ll K. .- OTE
oyl ' ext. Transmit Clock Erc Usw DA OTE
' Transait Clock TC Y/aa 0B DCE

¥ neceive Clock wC v/Xx on DCE
&y Reauired Pins: A2 B? P/S; WK/T: C:. D: E3 Fp U/W; Y/aa:

g Jctional pPins: K

daotes:
1. fhe DIE will oresent & dincnester MRA(C)=340=JTCH=HY

A male connector «+ith pinout as above or eauivalent

e naraware with tne identical oinout,

\",

3 - 2. 1Tne DCE will oresent a matinag temale connector.
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Errata

AD~A137 427

Appendix C is available from
NTIS as FIPS-PUB-100

DTIC-FDAC
26 June 1986
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