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Hospital Intormation Systems for Clinical and

Research Applications: A Survey of the (ssues

By way of compensation for the loss of a world that puised witn our blood and breathed with our
breath, we have developed an enthusiasm for facts--nountains of facts far beyond any sinulz
individual'e puwer to survey. We have the pious hope that this incidental accumulation of facts
will form a meaningful whole, but nobody is quite sure, because no humin brain <an Dpossioly
comprehend the gigantic sum total of this mass produced knowledge (97, p.485).

INTRODUCTION

In this age ¢f the informaticn and technology explosion, we collectively share the hope or
expectation that the ™mountaing of facts®™ alluded to by <arl Jung -:an be synthesized into 13
meaningful whole through the power of computer technology. Data--facts--are thems—~lves no more than
established or assarted observations, measurements, or premises which alone provide little or
nothing by way of insight or understanding (S5, 101, 173, 215). Only when facts are properly
selected and arranged do they become informative, for information has to do with the utility,
meaning, and value of data to a decision-maker. The power and value of information, of course,
depend on the accuracy and clarity of ite expression or transmission (a technical problem), the
precision with which the desired meanirng vis-a-vis the decision at hand {3 conveyed (a semantic
problem), and the timeliness and effectivenass of the information with regard to the decision-
maker's ultimate zction (an effectiveness problem) (125).

The dissemination ~nd utilization of information in a medical system is critical at all levels
of decisjon-msking, yst many pivotal decisions are based on fragmentary infornation of uncertain
quality (215, 219). In some cases the rudimentary data simply are net available, but oftentimes
decision-makers go thirsty in a veritable sea of uncoordinated informatien, The {informatiocn
revolution, in contrsst to the data explosion, remains conceptually, technologically, and
organizationally undeveloped (215).

Comprehensive, high quality health care requires that providers and managers relate al!l
relevant medical knowledge to the neecs of individvals in the broadest possible context and in the
most coordinated manner possible. Yet the shcer amount of information required is tapidly
outdistancing the racall and 8ynthesizing capabilities of most physicians end administrators.
Computers are avajlable to help gather, store, process, and organize medical data, but as Ball and
Shannon (11) pointed out:

it shouyld be clear that specialists are no longer turning to technology merely to

‘do* things, but alsmo that they are now turning to techn.logy to ‘'think' things.

Unfortunatsly, the choice of things about which to think is almost limitless, and the

massive, complex body of medical knowledga today requires many minds to cope with

functions that were carried out dy one mind a century ago.

Following the sucCesaful iIimplementation o0f computers in business, computer companries have
attempted to introduce their techpology into the fleld of health care. Excessive costs, unsuitaple
computer configurations, vendors®' lack of understanding of medical information, and lack of interest
and parvicipation from the community of practicing physicians contributed to the failure of many
early projects (224). Nevertheless, hospitals did move into the computer era in the early 19683s,
primarily with batch-processing systems Jdeveloped on an application-by-application basis (7).

Although a few hospitals attempted to 1rvplement fully integrated systems designed <o 7ee: all




hospital 1nformaticn requirements, most were .nsaccessf;l, Some  rusthed Lo Jompntilac withous
adequate planning or a full understanding of gystem _-ara: lities and limitations. In Mas
report for a "new generation” of military hospitals in 1371, Atthur Little Jauticusly recommenacd
agaipst leaping into automation wuntil it could he shown that the nromise of corouter-haszed
communicit:on systems wouid be realized and their costs justified (112).

Now more than a decade later, several important advances in computer technoloay have approached
the realization of a total automated hospital infoarmation system (HIS). The Jevelopment ot
relatively 1nexpensive minicomputers, the availability of on-line access systems, and the 1acrease
in attention and effort given to sysiem integration have al) contributed to t1e interest in hospital
information systems. In 1979, the American Hospital Association found that 65% of the respond:ng
hospitals reported using computer systems and/or services, and 21% of the remaining respo.dents
indicated that they planned to use computers within the next five years (243). A 1988 GAO revort
estimated that half of the larger short-term general hospitals will install information systewms oy
the end of the decade (200).

Inctea:ed demand for information processing has provided much of the incentive tor computer
technology cevelopment (218). The data explesion and the formaljzation of ;arge-scale data bases
have —<uue computerization essential, Wiederhold, Fries, and Weyl (219) report that it typically
takes more than one hour to deliver a standard written record fer a given patient and months to
collect data to study a diseaose or treatment mcdality. McAlister, Covvey, and McAlister (12¥)
found that the average writter record is about 50 pages long, and that doctors spend 1-2 hours per
day writing these records, Operating constraints such as personnel ceiiings and chronic staffing
snortages compound the problem and may substantially increase the need for compuier support (i7).

wWaters and Murphy (208) have identified nine reasons why the health care industry needs computerized

health information <eystems. Briefly, these are (a) adequate and timely care to patients, (%)

research, (c¢) administrative functiors, (d) legal protection, (e} accreditation, (f} financ

management, (g) information processing, (h) justification of use of resources, and (i) scheduling ¢
patients, staff, and facilities (2@7).

Internal and external pressures for accovntability represent a growing concern among health
care providers. The <ontinued escalation of government report requir-:ments and the growing demand
for quality controls upon hospital operations have prompted many hospitals to develop or precure
sutomated information systems to provide the necessary data i{n a timely and financially acceptible
way (95). The medical record, once primarily a worksheet for the physician to ot Jdown persoral
raminders adout a patient, has evelved into a le3al document (234). Prcofessional records are ussed
as a lagal index of a doctor‘s professional conduct asnd can serve in co:urt as a varameter of the
gtandard of care delivered by the physician (153). In many malpractice cases, the court examines 2
physician'as professional judagment and <conduct as reflected in h:s or ther rtredi-ial recerds.
Therefore, records must be much more detailed and explicit than they customarily have been and must
indicate not only the diagnosis (or other medica. dec:ision) that was reacned, fut a!so the means oy

vhich it was reached, i.2., the process o. raticnal decision-makinz (1531, Current Jeveloprent

2fforts 1n automated medical records represent an a3ttempt to 2alieviate the physician's Irowin:

clerical hurden while sat.sfying the requirements for legal liability,
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Legal 1ssues surrounding computers in health cate go beyon‘ the forensic use 3t medical
records. watson (/09) speculates that courts may eventually impose liability tor 1 hospital's or a
physician's failure to use a computer when ita application could have prevented a negative outcome,
This Tmwans thst not only automated records but computer-assisted health care delivery may soon
becore a standard of acceptable health care delivery. While computerization may help meet these
medical-legal concerns, it will create other legal problems, These include the regulation of
madical computers, determination of program ownership copyrights, liability for injuries dJdue to
product or program design, and contract agreements for computer systems (26).

Computer technology is advancing rapidly in respense to these and other medical informaticn
processing needs. In fact, computer hardware parameters such as processing speeds and Storage
capacity no longer pose any serious limitations (l1@7). software and system deveiopment nNow
constitute the limiting factors. The development of workable software packages depends primarily on
a careful congideration of the needs »nd goals of individuval users (84d). The present report 1s
designed to focus attention of both clinicians and researchers on the salient issues involved in the
design and use of an automated medical information system. While current technology provides 3
variety of means to acquire and manipulate data, pbtential users must decides what data should be
captured and how this process should be performed. Djiscussions shouyld include a careful examinatian
of the purposes ¢f the desired information system, the :technical options available for meeting those
purposes, and an evaloation of the performance records of candidate systems in light of the desired
ends. The present report is cesigned to provide a fcundation for such discussion, It will review
the current state of the art of computer applirations in medicine, focusing specifically an clinical
applications. It wiil then examine the usetulness of present data collection efforts and will
suggest alternatives based on thi: information needs of clinicians and researchers. Finally, it will
consider the major issues involved in designing, managing, and implementing a computerized hospital

intormation system.

CLINICAL APPLICATIONS

Tne development of hespital information systems grew out of computer developments in businass
and {ndustry (68, 156). Partly as a result of this gen=- s, aciinistrative applications (fiscal
managemant, medjcal audits, patient scheduling, planning, etc.) are more commonplace and their
developmental problems less sevare than are clinical applications of patient management (includina
direc: care, provider support, and medical records) and ancillary support (S, 68, 123, 167, 232).

Apart from the greater availability of administrative applications, management 1is often
emphasized because health care is an industry, with goals similsr to those of any business: <cost
contairment, productivity improvement, wutilization analysis, program planning and evaluation,
accounting, payroll, and inventory control (6, 138, 224), As a result, many planners and policy
makers in the health care industry believe that the main purpose of a hospital information system :s
to pravide management with the Jdata required to operate efficiently, review and control effectively,
and Dlan sensibly (4, 1t6). Furthermore, the primary justification for an automated system :s
usuaily the cost-saving financial administrative services. It is interesting to note in this regard

that one of the largest and most popular commercial systems, C0OSTAR, began by developing medical




modules and subsequentl!y added financ al Aanistrative modules n order to 3achieve aceeptance and
transfer (1@4).

However, the primacy of administrative functions 1s being challengyed by many who Lelieve that
the main pu pogse of automated records is to assist practitioners aad taciiizate «linical Jec:sion
making (13J, 2¢48). These i1ndividuals argue that the main impacet of a clinical 1nformation syster on
the quality and cost of care is made by the services 1t pvrovides at the clanical level i3y, and
that the concern for cost savings with an automated system should be replaced with the original
concern for improved medical care and management (32). In his comments summarizing the (934
Symposium on (Computer Applications in Medical Care, Bush (32) expressed concern over the
overwhelming trend away from the original medical gcals in favor of administrative priorities. He
concluded that this trend was contrary to (a) the original goal of H13 developers, (b) the nocrmal
principles of management, and (c) the social goals of current law requlating capital expenditures by

nospitals.

The problem, of course, is that practitioners and managers have different perceptions of the
overall oractice. The physician's responsibility is to maintain the health of the patients, while
the administrator's objective is to mgintain the health of the practice as a business (169). With
the advent of computerized data bases, however, it 1is becoming clear that for many clinical
applications of medical information there are corresponding administrative and research c.ses of the
same data.

In order to maintain a manageable focus, this report will primarily address information systems
for clinical and research applications. While computer applications in medical research and quality
assurance wi)]l be consideied in later secticns, the cmainder of this section wiili provide an
overview of many wide-ranging clinical applications of automated hospital information systems. In
general, hese clinical applications will be discussed in terms of (a) direct care, testing and
monitoring, (b) diagnostic and decision-making assistance, (c) management of comprehe: sive medical
racords, (d) support of ancillary services, and (e) major evaluation projects.

vDirect Care, Testing, and Monitoring

A number of patient observation devices are in varicus sStages of develovpment. For example, 2a
noninvasive, rtreal-time device for pulmonary monitoring which promises t¢o become "the odulwonary
equivalent of an ECG" has been developed (2). Its potential applications include wmonitoring
critically ill patients, testing respiratory protective devices, and monitoring ventilation under
unugual environmental conditions. A microcomputer that takes a continuous electrocardilogqram and Jan
be worn by a patient during his daily activities has been desiqgned %o sound a warning and dispiav a
message in the event of heartbeat irregularity (197). Intrapartum electronic fetal mon:toring has
also been computerized to analyze mcre accurately and interpret fatal heart rate and Jatsrine
activity (230).

In addition to these stand-alone devices, computerized databanks and 1nformation-guldeu
dialogues have been shown tc enhance patient care directly, For example, physician's assistants,
with the aid of a computer, are able tc manajge medication regimens and monitor status chanies in

diabetic patients (22). The computer utilizes both patient histary and new 1. formation t2 mIx2

racommendations pertaining to diet and insulin, as well as additiona! laboratory tests and fort.aer
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consultations. In this particulair example, when the changes 1n insulin recommended Ly the computer

ware aevaluated, thay were found to agree with thoge of the physician 1 almost every instaunce, and

in no case did the computer make 3 hazardous recommendation. domputers are also being usod  Hy

patiants themselves to manage thelr own education, evaluatiun, aad counseling (18, 189, 202). The

goal of such systems is to promote and tacilitate self care.

Diagnostic and Decision-Making AsgisLance

The innovative and relatively young field of computer-aidad medical decision analysis generated

considerable artagonism among medical professionals when it wag first brought te pepular attention

in the early 1968s. Many physicians feared that computers would take over medical dJdiagnosis,

and
that computer-asgsisted techniques would force a major change 1in their usual mode of practice. They
further contended that the data necessary for applying decision analysis (e.g., probability

estimates of diagneosis or surgical rirk)} w-re typically unreliable or 1in dispute, and that decision

analysis itself took too much time and was not a practical clinical tool. Although many of these

concerns &re unwalra ted (1734), the et.chnique continues to be viewed as a threat and resistance

remains among many physicians. Recent developments at the University of Maryland may help overcome

the medical - comuun.ty's resistance to decision support. Scientists there are developing a

"knowledge management system” (KMS) capable of monitoring and managing multiple rixdical conditions

simultanecusly and of reformulating diagnostic hypctheses in light of current medical information

(46). It is hoped that the KMS can be refined sufficiently for medically-oriented knowledge bases

to be transformed into broadly applicable decision support systems, systems which wil! transfer

sasily from one treatment setting to another.

Modern medicine iz ficed with the challenying situatiorn. of having more useful medical knowledge

available than can be assimilated by any single ophysician, Yet that vast knowledge is not

necesgarily available to any particular phymsicien at any given time. The problem is not that the

physician'a judguent is inadequate (and therefcrrs must ba supplemented or veplacueu by a computer):

it is rather an issue Of bringing the physician into convenient contact with relevant info-'mation

(20, 101).
A pursible solution to tnis logistical problem is the computer-assisted representation of

clinical data to the physician. The models devsloped to accomplish this task are generally of three

types: models based on physicians’ thought processea, models based on the physiological

relaticnships manifested in the uiseass state, and statistical relationships. in their review of

the research on computer-alded diagnosis, wardle and Wardle (206} assessed these three models 1n

terms of their accuracy vis-a-vis clinical methods. They found that computers typically improve

diagnostic accuracy by apout 19%, and they concluded that Bayesian statistical models are best

suited to the probabilistic nature of medical data. They noted that these modela were in nced of

improvement and further resesarch, howvever. Although Luated’'s (114) briefer review of medical

decision-making studies admonished repearchers that "computers can't dJo diagnosis, and physicians

don't think Bayes,” he, like wardle and wardle, acknowledged the value of computer-assisted

decision-making. The point 18 that while computer technology ard machematical technigues are useful

tools for investigating medical problems, it remains the physician’'s right and responsibility to

make decisicns and diagnoses based on the results of that 1rvestigatiou.




The merit of a decision-making mode! depernds on 1ts relationship to the health care process and
iitimately on its usefulness to tha clinician, Thive atvas 1n which computers can bLe useful 1ds o

diagnosis have been cited as {1} che initial state of Jdiagnosis, which 1dentifies 1 painue

(%7

diaqgnostic possibilities, (b) the Jdifferential Jdiaygnosis, in which the prhysician selects one a1 wo
of the 1niti1ally identified alternatives, and (¢} the Jdirect analysis of test results to ~rystaililce
8 single differential diayrosis (206). The potentials ate jreat, and some 1ndividual applications
have already proven to be of benefit for imprcving health care.

In Japan, for example, the computer 1is being used ¢to perform trend andlysis te aid 1n
establishing the prognosis of patients with acute myocardial infarction (136). At the Regyenstrlet
Institute in Indiana, computerized reminders and suggestions reqarding certain simple, medication-
relsted events are reducing phvsician errors and increasing physician response rate to vonditions
requiring cortective medical action (43, 121, 122, 124). Navy researchers are develaping an on-
board computer-based medical support system to assist hogpital corpsmen aboard nuclear submarines
(65) . The main purpose of the project is twofold. Fizst, it is oxpected to compensate for the
corpsman's lack of clinical experience and thus help improve the quaiity of care. second, it should
result in a decrease in unnecessary evacuations, and thereby reduce risks to the patients, <csts to
the government, and potentially dangerous compromises :5 the national defense.

Medical Records

In a raecent survey, physicians were asked to .dentify the most popular professional
applications of small computers (147). Medical trecords ranked third in a list of 25 applications
{(accounting was second, billing was first). This ccrroborated an earlier survey in which medical
documentation was asasigned a lower pricrity than adwinistrative activities such as biliing (174).
In a fge-free medical environment, however, the automation of the patient record assumes a higner
priority. Clinically orliented functions such as checking and cross-checking new results against o1d
ones, diagroses against treatmants, trends in disease, clinical progress, and outcomes could =ze
significantly anhanced by automating the medical records (43).

A computerized medical record has many advantages over a manual record. Thege advantages
include (229, p. 481):

1. Improved reccrd legibjlity

2. Simyltaneous availability of records in multiple locations

3. Improved intarcomnunication awong members of the health care team

4, Ability to organize the medical content of the record according to the needs al various
providers

S. Easy implementation of concurrent guality assurance protccols

6. Support of complex management functions necessary for administration and planning in a
health care organization

. Avajlability of an extensive database to support <linical research

The existing, traditional medical record :is usuaily described as a “source-oriented” Jdoecument,
with entries organized according to the class of provider (nurse, dJoctor, laboratory, etc,! and
sequenced in the order that they were recorded (1d7), Designers of automited records are attempting

to find a more clinically useful and meaningful method of orgjanization, vf these, the Pronlem-

L

Oriented Medical Record (POMR) has received the most attention (21.). Hy keying patient data to .
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probler l:ist, the 1ecord actually ditects the provess of Clinical fate 25 1t encouLlAdes Cl1nic:ins

to form relationships among the Jata entries that would tend Lo o arncetilced 1n other formats (02,
208). Sy systematically collecting and organizing Jdata on eacn problem 1n the sape order that -ar e
18 given, the record parallels the vare proress {tself, from presenting problem and Jiygnost:-
hypothesis to therapy plans and progress notes (137). Ths Froaress notes assume a gimilar otder,
which has oven asasigned the acronym SOAFP: Sut jective 1nformat;on (vatient’'s and provider's
percentions of current conditions), Objective Jdata (physical axam, lib tests, etc,), Assessment ot
the patient’'s condition, and Plans for treatment (107, 2@8)., This method of notekeepingy 1s wildely
accepted and used by providers in the health care industry.

fnitial attempts to automate medical records ran into ditficulties. ror computerization to
occur, data had to be in a form that could be read, interpreted, collapsed into computer language,
electronically processed, stored, and retrieved (13@). This meant that physicians or aides had ‘to
complete lengthy checklists and make Jdo with a format having little or no capacity to nandle
narrative data. Among the general commercial packages that were first available, most had sharply
specified capabilities: patient history or laboratory results or radiology lata, for instance. Few
had even attempted to integrate these services into a comprehensive medical record system (170),

The POMR was the first format t» deal successfully with the problems of automating the
traditional medical racord. In this system, all clinicsl data entries are reordered to provide a
local and computer -compatible format which is arranged so that branching entries are poussible (130).
This arrangement has the added advantage of allowing a reviewer to audit the care provided to
patients far more easily and with much mote clarity than does t.e source-oriented record (208). The
POMR urifies the Jata tu prevent fragmentation ot Jdiagnostic and therapeutic information and is,
therefore, particularly valuable in a teaching hospital,

Wwith the POMR tor a core, a completely electronic POMR was created at the PROMIS (Problem-
Oriented “edical Information System) Laboratory in Vermont several years ago., This system couples
two major bodies of medical knowledge: knowledge concerning the individual patient, and knowledge
soncerning populations--of people, bacteria, diseases, surgical procedures, etc. (212), The PEOMI3
system thus goes beyond the POMR and becomes a computerized decision-making system for comprehensive
care,

As in any system, however, there are some disadvantages to the POMR (208). There i{s almost too
much information present, which gives rise to a confidentiality problem. In addition, the volume of
information requires copying more pages, which creates a cost problerwn, The advantages seem to
outweigh these Jrawbacks, however (93). 1n ope study, comparative examinations in 6008 oeriodontal
patients showed that the problem-oriented medical tecord yields 31 much higher information content
than that of a nonstandardized record (76). A particularly glowing report comes from the U.S, Naval
Air Station in Brunswick, Maine, where useirs fouud that the automatad POMR systam equaled or
surpassed the paper medical record in gaveral respects, including legibility, storage life, ang
neatly instant availlability (170). The confidentiality problem was hand'ed by using passwords that
limited access to discrete portions of the file, and custs were comparable to itbose ot a szandar:
paver record system. The system was found to reguire one-third less tiice for a physician to dictars

noter than time previously spent writing longhand notes. Doctors required only about three hours »f
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instruction to Yarome adept with the system. Patients were pleased with the docpeaset
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and the more vomplete care atforded by the system. In addition, slerival tasks were oduced Wbl
documentation was 1mptoved: atilization review, Jisease survalllance, Hec: review, uni clinical
research weie all facilitated.

Secause the majority of the health care delivery 1o thls country 13 on an amnulatory obas:is,

special interest is being paid to the development of automateld ambulatory medival record systers
{AAMRS) . Such sydtems would address the major Jdata and information processina aseveds in outpatizo!
settings and would form the core of an expanded system of ambulatory services {n.1, decisivon support
projramg and automated ECG Management processing) (199). The medical record c¢an 1nclude pat:ent
history and demographic data, presenting symptoms, pnysical examination <ata, Jiagnosis, lavoratory
and radiology test results, therapy, and patient progress. Some AAMRSs also have i1eport jeneration
capab.lities, and most can perform certain management functions such as registration, schediling,
and accounts raceivable.

As recently as 1975, ambulatory medical record systems still required sutstantial develorment
and evaiuvation (86). Although formal evaluation is still iacking, a follow-up study in late 19ua
revelled a much improved level of objective achievement (104). Several promlsing Systems ar-
operational and are evolving into commercial products. There 18 now good evidence that the
outpatient medical record can be stored, used effectively on a regular basis, and transferred to
othar settings. Minicomputetrs have emerged as the leading hardware alternative and are .sed for
nearly aevery large AAMRS. Kuhn and Wiederhold (104) conclude that there is every indication thar
the AAHMRS can have a significant influence on patient outcome, particularly as 3 result of research
supported by automated record systems,

Ancillary Servicaes

Laboratory. Efforts to computerize clintcal laboratoeries were initially 3Jirected towarld
sol/ing operational and technical problems within the laboratory (e.qg., cost control, productisity,
error rate) (119) and toward the laboratory’ s computational needs (such as on-line Jdata acqguisit.cen,

datas conversion, and standardization) (154). These early efforts were necessary and heiptul, ovut

they had two major shortcomirgs, First, they ignored the compute:'s value and capacity for tecard

keeping, and second, they falled to realize that the primary problem of the clinical laouratory :s

communication, not computation (154). Once these shortcomings were recognized, develovers turnhed to
the vroblems of information management and utilization.

In order to work effectively, the laboratory must receive c.Lear communlJations from e
physicians and provide information when and where 1t 1§ needed. Acknowledygments back and for:th

als0 necessary to keep track of orders and results, In aaditior, the laboratory zan and snocl.l

contribute to the effective utjlization of its services and provide backup nelhanismn o (rack

orders and results, in response to these needs, computerization has Jdeveioped to the point wiere

atlion.

there are row a number of clinical laboratory systems which support total laboratory at

Capaviiities 1nclude information processing, order and result entry, rmmediate variable-forrvat

Laboratory reports, inquizy networks, and communication systems (227). The PhYSICIan s Drovisted

with a sina’ cumulative, computer-genetated lavoratory report tor an individual patiens Wit

intormation om all lacoratory sections. These new systems are actlive ind interactice in ¢ one
8
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comnunication process. Thus, not only can computerized instruments carry cut wany of the tachnical
functions of the testing procest (1ncluding the normally labor-intensive oprocesg J3f 3p=cimen
preparation for analysis (176)), they can also assist in intzrpretive analysis of results (165),
warn of possible drug interference with test results (78), and monitor infection and a&ant10i0tic
control (146).

Phatmacy. Automated pharmacy systems, like laboratory systems, have veen developed to neet
both internal operational needs (order entry, label production, inventory control) and interactive
informational problems (madicetion profiles, duplicate melication screening, detection of potential
adverse drug reactions). A number c¢f tools and techniques have bren developed to ai:d the
pharmscist, among them (a) patient profilas, (b) automated counters and pcurers, (<) Jdrig
interaction detection aids, {d) drug use review, (e) patient education, (f} continuing education for
the pharmacist, {(g) time and motion analysis, and (h) poly-drug prescriptions (36). Pharmacy
computer systems have been ghown to provide meore comprehernsive ssrvice than do manua. operations
while at the same time reducing errors, costs, and tim¢ needed to perform functions. In a paper
regarding pharmacy information systems in multi-hospital health care systems, Trusty (194) observed

that:

In spp-oximately the sawe time that a pharmacist now spends typing one label, the
computer piccesses the prescriptien, printy the label, reviews the patient medication
file, screans for allergies, updates management informaztion, and performs inventory
control functions. In addition, the computer provides a drug information capability
that pharmecists canno: duplicate in the traditional practice setting (n. 868).

In 1977, the Naval Regionel Madical Center, Charleston, South Carolina, installed a pharmacy

information system to test the fersibility of a tata)l rharm

i
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i. Cespite a
considerable climb in prescription volume, the computer's speed and accuracy, coupled with automated
dispansing services, significantiy reduced both patient waiting time and total pharmacy
expenditutres. In addition, the pharmacy has bae. able to intervene on a number ¢f occasions to
a2lert physicians to drug-allergy or druy-drug interaction conditions that could have been harmful to
the patient “. 4§ they gone undetected and uncorrected, The primsry advantage of the Charleston
system is that it enablas the pharmacist to do more with Jess, for less, while maintaining and even
upgtading quality of care.

Radio.ogy. Rsadiology is one of ths most costly health services. It i{ncludes the use of X-ray
and isctopes, both in diagnosis and treatment, &s well as the newe: use of madicel ultrasound. All
of these areas are strongly affected by the growing ugse of computers (49). Computer -assisted
treatment planning and dJdosage calculation sre used routinely in radiation therapy throughout the
world (5¢), and tne ccmputeriZed 3-D modeling of anatomical structures (Computed Axial Tomography)
is developing rapidly.

One of ths more prominent prcblems to which computer solutions are being applied concerans the
repurting and recording of the radiologist's X-ray interpretations. Experience in various hospitals
indicates thet {t takes from one to five days to produce this report and get the information to the
teferring physician (199). Recent computer developments, however, enable radiologists %o constr 't
their interpretation reports on-line.

L full: automated and comprehensive radiology departmtent 3system was implemented at the

Universty of California, San Frencisco, in 1983 (152). It is composed of modules which

include



patient registration, patient flow control, film crading, reporting, pathology coding, manajement
statistics, and bllling. In addition, this system interfaces w:ith key systems outside the radiolcqy
department, and thus functions as one mode 1in the larger, integrated, distributed hospita!l
information systen. The Navy Medical Department, in conj)unction with the Army and Air Force, s
also 1n the process of developing a fully automated, modularlzed, radiology management 1nformation
system (155). System procurement has been scheduled or completed for tavy facilities 1n San Diego,
Oakland, Long Beach, Bethesda, Portsmouth, Jacksonville, Pensacola, Bremerton, <Charleston, <Camp
Pendleton, and Camp Lejeune.

Electrophysiology. Computer-assisted anzlysis Of electrophysiological signals (EEG, EMG, evoked

potentials for auditory and visual nervous system activity) is beling used intersively 1n +he field
of neurophysiology (27, 18, 199). In addition, the high worklcads, staffing shortages, :tracing
storage and retrieval problems, and scarce cardiological resources asgociated with managing the ECG
are being successfully met by the Computer Assisted .ractice of <Cardiology (CAPOC) Project now
funrctioning at 21 Navy and Air Force medical treatment facilities throughovt Southern California
(16) . The CAPOC Project's first priority 18 given to 1input, interpretation, and output of
pPrelimirary ECG reports, but its usefulness extends to many other funct.ons as well. Among the
benafits demonstrated at NRMC, San Diego, are a clear, concise, standard EC3 report format, a
quality control check of th ECG signal, the capability for remote consultation and reccrd transfer,
and greatly improved sto: ,a aid retrieval capabilities. The system 18 underqoing continued

rafinement and improvement.

Nutrition. Computerized analysis of Qiet 18 only in its formative stagea, hur it 18 alre
baing successfully employed in individual djst counseling and research (65, 189, 193). A recocntly
implenanted program far counseling children with cystic fibrosis is proving more successful than the
direct advice from a caring dietitian--apparently because children seem tc have a special affinity
for computers. Children as young as 6 or 7 years old are learning to run the program themselves and
are enjoying it as a game that happens to be educational (189). But the real value of the computer
in nutrition counseling lies in its ability to handle two of the tiggest problems encountered when
working with nutrition informaticn: the very large amount of data involved, and the lack of
conclusive evidence for many nutrition-health interactions (127). The latter is a complicated
research problem that cannot be resolved without detcailed studieg and powerful data managemenc

techniques, such as those provided by computers.

There are, howevear, some inherent limitations in computerized diet management. One il1miltation
is that viaole diet histcry depends on patient compliance and accuracy in recording foods eaten.
Another 1s that food composition tables represent avarage nutrient values and cannot account for the
effects of ripeness, storage, and cooking. Racommended daily allcwances are also averaje values,
based on average human bodies and average food nutrient values. Solutions to these and other issues
must await advances in software development and a more precise understanding of the physiology of

nutrition.

Major Evaluation projects

Little Report. Since the 1960s, the fedaral goverument has funded a number 2f prajects an-d

reporte that have collectively encuouraged the development of hospital information systems (2%), The




1971 Arthur D, Little report, "Systems Analysis for a 'WNew Generation' of Milaitary Hospitals,” 1s
one of the better known efforts and is highly relevant to military medicine (112). Th:s Department
of Defense-sponsored project c2lled for the evaluation of all new technologies, i1aciuding hospital
information asystems, that .ould be utilized in the staffing, training, organization, desiyn, and
procedures for care in the generation of hospitals to be built or remodeled in the 1378s and after.

The nine-volume final report included an cutline fo. the proposed features of a prototype
hospital designed to test the new concepts and recummendations identified in the study. of these
concepts, the reorganization of ambulatory care to make more use of nonphysiclans was considered to
afford important savings and benefits. Modest savings and benefits were anticipated from the
increased use of automated equipment (including computers) in the laboratory. Those concepts
which, {n 1971, had enough promise to warrant further research and development were (a) automated
hospital information systems, (b) computeiy applications such as history-taking, report compositicn.
and computer-aided diagnosis, and (c) remote consultation by television.

Henley Report. In fiscal year 1975, the National Center for Health Services Research
contracted for a major study on the state of the art in automated ambulatory medical record systems.
Ronald Henley, Gio Wiederhold, and a number of other reseacchers, under the auspices of the
University of California, San Francisco Medical Center, surveyed the 175 known sites where an AAMRS
of scme kind was in operation, Foilowing this comprehensive review, they undertook an extensive
evaluation of the 17 most advanced and representative sives. The study generated a large amount of
comparative data which included user objectives, designer objectives, computer language used,

terminal type, meens of data entry, development and operational coste, hanafies

ALL- o3 s
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pioblens encountéred with various systems at each of the 17 sites, Resulis have been publisined in a
detziled, twc-volume report (86).

Although the project was intended tc be a survey of the state of the art of AAMRSsS (circa 1974-
197%) rather than a source of design recomuendations fotr future systems, a number of guidelines ara
suggestad in the ganeral findings of the research team. No one gsystem was found to he ideal 1n
satisfying all the requirements that might be placed on an AAMRS, but some of the systems did
succeed 1n providing all of the gservices that their designers had intended. Likewise, no single
technical approach--e.9., local cr remote, large or small compute:s--was found to be superior in all
instances., Whare lack of system reliability was found to be a problem, it was due primarily to
communication problems zmong peop.ie, not to computer hardware. In fact, in those instances in
which team care was provided, the AAMRS often served as a communication aid among members of the
health care team.

The Henlaey teporc attempted to evaluate the general utility of data being collected at the
various sites. Results suggested that the utility of an automated data base was mcre dependent upon
a clear, concise format than upon the sgpecific content of the data. A data abstract or patient
profile was considered to be one of the most valuable outputs of an AAMRS, yet formatting of flow
sheets was often 8o poor as to inhibit rather than facilitate scannina. Output was also too lonyg--
aometimes several pages in length--and redundant. & concise, well-formatted flow sheet with varicusg
parameters displayed over time was recommended for physicians; simple graphs of popuiaticn-based

statiscics and group comparisons, on the other hand, were considered to be more useful for

maragement .




Checklists or dictaphene entries were the predominant nmeans of dJdata collectioa at the sitzs
visited. Having the physician type data directly into the computer was oo slcw and inconvenient.
Consequently, the researchers suggested a brief (one-pag2) encounter form in problem-oriente.l
format, with both precoded entries (such as & checklist) and free text provided for on the tfcorm.
Automated surveillance of patient records, designed to remind the physiclan when checkips or certa:n
procedures were due, was considered useful but costly. Such prevention-oriented agplications oOf
AAMRSs were therefore usually given low priority,

One of the most popular applications of the AAMRS was for appointment scheduling and patient
reg.stration. Automatinn in this area saved time, improved efficiency, and reduced no-shows.
However, these advantages were seesu mainly in large clinics, such as county or federal settings.
Smaller offices, lacking the logistical problems of large operations, have less need for and would
consequently derive less benefit from automated schedulinyg and regiscration. This highlights tne
fact that evaluation of the beriefits and operational effectiveness of an automated record system
depends in part on the size of the population being served. The researchers found that with a large
patient population, even simple avtomated services, such as scheduling, could significantly improve
access to and quality of medical care.

Sroviders, however, were generally not convinced of the value of automated records over paper
records. The renearch tea. selieved that this was because the providers' focus is narrower than
that of AAMRS developers. That is, the potential of AAMRS for management, planning, evaluation, and
research is either not scen or not valued by providers whose interest is in the immediate positive
effects orn patient care. At all sites surveyed, Henley et al. noted that the active participation
ot medical pecscanel in the develiopment phase ©f an automated medical record system was sssential :in
order for benefits to later accrue from system use.

Inadequate data were available to evaluate either the effects of medical record content on the
quality of patient care, or the cost-bensfit balance of gathering and automating patient data,
However, the report did pcovide the following observation concerning funding, which is of special
import to the Navy's autcmation program:

In the fundirng arena, it was shown that the sites which have received significant amounts of
Federal funding have not planned as well for financial viability as sites funded from other scurces,
Complaints were he2rd from the Federally-funded sites that the indications for the direction of the
reseuarch and development to be emphzsized change faster thar the time interval required to brinu the
pravious objective to maturity. The lead times for development of ARMRS's are unbearably long,
(8€, Vol. 1, p. 12).

El Camino Heospital Report. Plagued with rising labor costs, underutilization of professional

nursing skills, and a growing mountain 3f paperwork, the El Camino Hospital, a 464-bed facility :in
California, agreed to serve as the pilot hospital for dJdemonstration and evaluation of a total
hospital information gystem. Because of the devclopmental nature of the project, it was agreed th~t
implementation costs of the Lockheed-designed syatem would be borme by the vendor. When findings
from a four-year evaluation of the system were reported in 1977 (66), total investment in the
development of the system was estjmated to be $20 million doliars.

Early design concentrated on business needs, followed by the Zevelopmen: and implementation of
the clinical elements of the system, The completed systcem is capabie of computerized handling of
medical records aad drug files. [t also provides a means for ourdering medications, nursinn

services, and all other patient services. A pbroad range of both medical and administrative data are

processed by the computer.
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The timeliness and accuracy of the information, the immediate availabri:izy of the dati, and tne
assumption of clerical tasks formezly performed by hospical personnel have yielded the .nost Jirec:t
bernefit to patient care, patients have also benefited indirectly from the physician support
capabilities of the system, such as assistance in ordering diagnostic tests, interpreting clinical
results, and prescribing therapy. A corparative laboratory report, designed to permit raoid
corparison of test values over time and across categories, has proven co te one of the most valuable
interpretative aids. Therapeutic aids include drug and allergy information and a communicatiorn link
with the pharmacy.

It is to be expectead that a system under development will be incomplete at first and suffer
from operational difficulties such as "bugs,” system failures, user delays, and promised
capabilities which are not yet functional. Learning to work with a new system, especially one that
is not yet highly refined, can be frustrating and alienating to users, and the physicians at Ffl
Camino Hospital were mno exception. Unfortunately, their initial aversion to the system lingered
despite system improvements, and physician acceptance and utilization remained a problem. Gall (66)
points out that physicians new to the hospital since full implementation of the system have had no
difficulty learning tc use it, and they use it guite readily. He speculates that many of the
original users are unawate of the number and extent of improvements made since their initial painful
experience. Overall, however, the project has heen considered a success, Reduced errofs, improved
tireliness, and enhanced availability of medical information, combined with the favorable economic
impact--the system has proven to be cost-effective, with lahor savings accounting for 95% of the
total savings derived--have made the El Camino Hespital project a vanguard of the total hospital
information system concept.

TRIMIS. By far the largest and most ambitious effort to develop and assess automated data
processing {ADP) technigues for health care delivery systems {s the Tri-Service Medical Information
System (TRIMIS) Frogvam (18, 192, 185). Although some of the recommendations from the Wew
Generation of Military Hospitals Project were introduced into certain facilities, the prototyve
hospital was never built, and in fact no overall plan for ADP implementation existed. 7o meet this
negd anad to avoid duplicative developrent and acquisition efforts by the three military services,
the Deputy Secretary of Defense established TRIMIS {n 1974. The primary mission of the program is
to improve the effectiveness and economy of military health care service through the application of
standardized ADP techniques. A secondary otjective is the centralization and coordination of
effcrts toward this end, The s:irategy has been to acquice, develop, and test several pilot systems
with various capabilities in selected hospitals, including the following Navy facilities: NNMC
Bethesda, NRMC San Diego, NRMC Oaxland, NRMC cCharleston, and NRMC Portsmouth. Crtilization of
existing technology has been emphasized.

The TRIMIS Program Office has delineated three distinct procurement steps for fulfilling its
mission (195}, The first stage entails acquiring a limited number of systems to satisfy the
irmediate needs, identified by the Surgeons General, for ADP support 1n radiology, ©oharmacy,
clinical laboratory, and patient appointment scheduling. Stage two will involve the interface of

these four functional systems, along with expansion of functional support to include additional work

centers. The final stage will involve the procurement of a sufficient aumber of integrated




e ee servives. This effces

systems to support all military treatment facilities justified by the tnr

sho..d culminate in a consolidated, fully standardized network of intecrated ADP systenms

interlinking all miiitary hospitals. For now, however, the project group :s proceeding cautiously;

most of the curcent programs apply to only one Service in any a:ven reqion. To Jate, TRIMTS has

insta'lied several operaticnal support systems, within the Navy these include prarmacy. ciinica!

laborstory, ECG analysis, radiology. pulmonary, health care, testing, Jisbetes management, and

patient registration services,
Several new developments were discussed at the First Annuval TRIMIS Program Conference 3t

Bethesda in June 19%82. For example, pilot projects vo implement automated outpatient medical record

systems are currently underway at the Fort Ord Family Practice Clinic (135) and tre Pease AFB fawily

Practice and Primary Care Clinics (56). Both installations are using COSTAR (Computer Storec

Ambulatory Record), a commercially available system selected for 1ts proven capabilities., COSTAR s

discussad in more detail in the systems design section of this paper.

,N“ A second new development concerns the procurement and installation of commercial hospcital
N

'\'n information systems in three facilities, one nominated by each of the Armed Services (34). Th:s
ot y

\‘4 pregram is in response to a joint House and Senate Appropriations Committee directive, which

refiects the computer industry's contention that integrated medical information systems may provide

more capability than the piecemeal jnstallation of individual functional systems that TRIMIS 1s

undertaking. TRIMIS currently plans to evaluate the cost-benefit impact of the three systems.

LAY -

interfacing the majcr automated information programs

<

‘=~ the Armed Forces represents yet another

.
(2l

complex igsue now under consideration. TRIMIS, UCA (Uniform Chart of Accounts), and DEERS (Defense

Enrollment Cligibility Repoiiling System) are ail major DoD-directed programs, and all thregc have new

reacned a point of operational capability where the information necessary to undertake inte:faces

B

has decome available (126). But the technolegical problems, and more importantly, the impact tha-

*h

N, such & combination of systems would have on the field of health care delivery, rave become a serio:s

vy . .

N concern. Jnnecessary duplication amoeng these three projects, for example, would mean a substantu:s!
waste of time, space, and money. Similarly, the potential benefits and problems of such a hercuiean

= R . .

K undertaking (DEERS alone has a data base of over 1.5 billion characters) requires close examinatior.

"4

"}'. Although interfacirng has already brgun (e.g., the pilot DEERS/TRIMIS interface implemented with the

a

]

"ol Tri-Sexrvice Patient Administration System at Keesluir AFB), careful consideration of alternative

L

l‘ﬂ. strategies is important in order to establish directions and document reguirements for further

ﬁ development.

.
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L'.‘\ INFORMATION NEEDS AND RESEARCH ISSJUES .
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"\. Wwhen computers first entered the medical! field in the early 19608s, few practitioners could hava

i imagined the ertent and sophistication of the capabilities that would be developed for hnospital .

3,‘.':1 information systems by the 198¢s. Yet the successful development of information Systems still

T

W requires careful forethought in terms of what data to collect, how to organize ind store the 3Jata,

¢

Nt . . . s

\ﬁ and how to retrieve, analyze, and apply is. Without sufficient forethought, the computer wiil

:‘-" become the 'black box' of yesteryear, filled with information that no one can access and dse {145},
Without some assurance of fruitful utilization of information (assuming sufficient Zonsider3ation nas
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irst Deen Jiven to the rzquisite transformation ot raw data into potentiaily useful information),
1t iy difficult to justify the sys:ematic collection of large amounts of data (219).

1t stands to resson that the data that will be most useful, hence the data that should be
collected, are the data that providers and managers need to carry gut their duties. Unfortunately,

TOost Jsers fiil to realize what Kerr white (213) droily refers to as "Finagle's Laws of

Information,” which are:

The information you have is not the information you want!
The information you want is not the information you need!
The information you nec§ is not gouing to be available until
the health admInlstrator and statistician start
collaborating closely! (p. 31l49)

Collaboration should be guided by a mutual understanding of the purposes for which the system is
being Created. Although these purposes will be tailored to the aims and particular needs of the
individual facility (220), the consultants on Ambulatory Medical Care Records of the U.S. Naticnal
Committee on Vital and Haalth Statistics suggest the following objectives to meet the needs of care

Jivars, business managers, and researchers (144, p. 229):

1. Ppatjient management. To assist the physician in caring for his patients and managing his
practice,

. 2. pPhysician evaluation. To facilitate self-evaluation by the physician snd professional
revies.

3. Epidemiology research. To provide the madical profession apldemiology with a better
understanding of the natural history of health problems, complaints and diseases.

4, administrative management. To assist those responsible for the management of office
oractices, clinics, group practices, hospital based ambulatory services, and other settings where
amtulatory medical care is provided, in planning services, in allocating rersonnel and othcs
regources, and in monjtoring costs.

5, Mediczl sducation. To assist mwdical educators in clar.tying the cbjectives of their
curcicula for medical personnel and health services administrators,

6. .egional planning. To support the efforts of local, state, and natlonal agencies, health
departments, medical Tounaations, and regiconal medical programs in formulating objectives, plans,
and policies for improving health care services.

7. Insurance billing. To serve the needs of private insurance carriers, Blue Jross and Blue
Shield, the Social Security Adwministration and zelated federal psyment programs, and to permit the
development of uniform insurance claims forms and patient billing forms.

8. Health services research. To provide epidemiologists and other lLealth service
investigators with sampling trames for research designed to improve the impact of health services.

Once the general purposes ©f the systam have been outlired, the facility's specific
informational and technological needs are determined by the lengthy and iterative process of
systems/needs analysis. Tha following section will describe some of the general infourmation
zequirements of an automated record systen and address the particular data needs of outpatient
medical records. Next, a review of numercus shortcomin s o° present data collection efforts will
highlight the kinds of problems that an aytomated systew should solve, Finally, because many of
these shortcomings are felt most acutely by researchers ard program evaluators, tne special problems
and information needs of clinical researchers will be explored. This secticn concludes with a
discussion of the role of automated information systems in quality assurance.

Needs 3nalysis
Systems analysis is the vital first step in the actual design and implementation of a hospital

snformation system (5, 18). It should be undertaken dy & carefully selected team 0f peopie, some of

whoa xnow the hospital well, others who have technical knowledge of systems aralvsis and design




..

tecrniques. All levels of hospital personnel--physicians, administrators, oaramedical and suprort
saervices--should be represented on thig committee in order to iasure staif participition and
cooperation in the total automation effort., The object of the analysis 1s o dJdocument “he flow of
information throughout the hospital. Subsequent study of this documentation can then e ised to
specify functional requirements, clarify existing problems, and dJetermine how the Diazsent process
must be modified to facilitate implementation of a computerized system.

Austin 'S} suggests that the comulttee adéress questions such as: What are the weaknesses of
the present system? What are its strengths? Why is a new system needed? What specific kinds of
information need to be available? Who will use it? In what ways will it be used? W“here does the
needed data originate? Other gquestiuns will arise with respect to the choices of what to astomate
and how. For instance, which part of the medical recor?! should be automated--all of it? rare?
Which part? How do you decide? (S56). Which data items should be routinely collected on a 1332
basis? Which on a sampling basis (e.g., 19%) or variable collection (e.g., 1J@% of one i1tem one

year, 198% of another the next v2ar, etc.)? (4).

As research literature consistently peints out, these guestiuns can really only be answered for

(and by) facilities on an inditiduval basis (84, 129, 158, 173). The defined data bagse which emerges

from a careful systems/needs analysis will be different for different doctors, practices,
specialties, and groups, and for Jdifferent patients of uifferent ages. There are, nevertheless,
certain considerations that are common to virtually all medical centers, and certain recommendations
that have general applicability. A well-conceived medical datavase should primarily serve clinicai
practice (145), though a simple system founded on clinical information can probably do double duty.
perbaps with socma minor wodificarions, a.d serve researchers zad even certain administrators 3s
well, Core information items should be selected according t¢5 their wtility, ‘feasibility,
unigquensss, and scope. Items should be (a) useful to the majority of potential users on a routine
basis, (b) readily collectable with reasonable accuracy, (c) uniformly deripned to f-cilitate common
understanding and use, and (d) applicable to more than one data system or organization (11l).

The fourth requirement.-that data have broad applicability--reflects the fact that 3iscrete
hospital functions frequently make use of the same data elenents. A single large data rase can
contain many types of records and serve a varjety of users (218). However , because the aims and
actual utilization of data may differ radically among different kinds of decisinn-makers, Veno,
Saito, and Kcihara (136) recomnend designing and maintaining separate, interfacing datra osases to
serve acdministrative, clinical, information service (e.g., blood bank), and tesearch needs (19%).
Reps (156), on the other hand, Buggests that the i1nformation system should be conceptually div:Zod
into hospital functions and data files (e.g., patients, physicians, accounts), with tne lat:
designed to support the myviad activities of the former. This solut:on manages to introdsce Clarity
without making the database an end in itself. The essential point in either design is to avoid
repeated collection ot identical items for different purposes, and tc view the *%2ta' health
information systewr as an interlocking set of subsidiary systems (4!,
Information needs are determined by both internal and ex:zernal requirements. Internal needs

reflect the ocganization's opjectives and sgtructure; 2xterna! requirements arise in conjunction with

an orjanization's functiona' relationships with other agencies (S1). Internal informat:inn
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of primary concern for the day-te-day orerations of the agency; 1n most <cases, nforrati;on useld
“ithin the organization is samply excerpted and/or summarized to sarisfy external requiianents. A
hospital information system is usually set vD to be patient-based and hence Jeared tow. 3 meeting
internal needs. Such systems customarily estabish one or more files (medical records) for =acn
patient. These files encompass data related to intake/history, observation, diagnosis, and
treatment (167). Information gathered might include demographic and ideatifying Jata lage, 3sex,
occupation, etc.), family history, presenting problems, medivations curcently being taken, allerjies
and sensitivities, physical findings, laboratory data, diagnoses, physician's orders, treatment,
therapy given., progress notes, provider's name, date and place of contact, referral sources, and
financial status (107, 129, 157, 158, 226).

The amount of dats gathered varies considerably from one facility to another, and the question
of what is the ideal or appropriata database naturally depends on the type of practice and the
patients and problems encountered, It would be useful for planners to logk at what others have done
in their needs analyses, except that very little has been done. D'huyvetter's {51) comprehensive
recort for the National Institute of Mental Health, however, represents a notable exception.
Although this study focused on information needs in a community mental health center, the detailed
anslysis of data elements and information necessary to satisfy prcgram management and accountability
requirements could serva as a guideline for other large health care centers. D2'huyvetter summarized

her 3ata elements in generai tables that Jdegcribe Who Delivered, How Much, of What Service, To Wwhom,

When, in Which Program, at What Location, with What Results, at What Cost, reimbursed at What Tlee,

using What Source of Funds. Those tables were supplemented with summary lists of other types of
information roquirsd for agency manayement, administration, reporting, and accountability.

The Struycture of D'hnyvetter's analysis is very similar to that proposed by Hoeffler (92) in an
internal Navy mnemorandum. In this remorandum, Hoeffler outlined the major information requirements
for & Navy management information and Jdecision support system for health cave programs. Such a

system shculd describe Who is sick, for What Reason, with What Frequency, for How Long, in What

Locations, at What Cost, and with What Variatioqg. In addition, the system should (a) initially
utilize currently available data services, (b) provide a logical basis for the al‘oca<ion ot
tesgurces and establishment of program priorities, (c) provide a basis for the development of needs
indicators for clinical and non-clinicai resources, (d) vutilize the diverse talents of heaith
resgarchers, computer technologists, administrators, systems analysts, and others withia the various
Navy Medical Command agencies, {e) highlight periedic and cyclic changes and trends amony eiements
of the health care system, &nd (f) be subjected to periodic evaluation and adjustent. Lasily, the
system should minimally contain data concerning the populations served (by age, sex, race,
entiglement status, IUC/RUC), morbidity/mortality information (by age, sex, race, entitlement
status, case mix, severity, etc,), medical department resources uced, community resources used,
sources of medical care (by dlagnosis and zase nix), and noneffectiveness days.

Qutpatient Medical Reccrds

Hospi-alized patients represent less than 5% of the tota! of anrual medical contacts in the

United States and Canada; the vast major:zv of health care is delivered on an outpatient basas

(137). Navy Regional Medical Centers, .:<e other large, multi-hospital health care systems, odlace
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spec1il emphasis on ambulatory vare 1n an effort tu minimize costs {17). In fisval year 1949,

outpatient visits in naval medical facilities totaled nearly 14 million (or nearly 348,300 per -ay),

while the dally averaga inpatient load was less than 3,300 at these sime facilities (31).

Yat despite the heavy utilization of outpatient services, the avallability and accuracy of

outpatient madical records are less than optimal. Unlike 1npatient care, whele events Aara

concentrated, the information markers in ambulatory care are spread over relatively long periods of

time (180). Moreover, the hosapitalired patient 1s assigned a bed where he remains for the duratiun

of treatment. The ambulatory patient, on the other hand, can disappsar before treatment or follow-

up is complete, and petvhaps reappuar later with no raecord of any intervening medical condltions or

sarvices that might have oaccurred. The typical lack of continuity in purimary carve, he taime

intervals betwecen viwits, the brevity of contact with any single provider, and the number of contact

points to which the record must travel during any one vigit all contribute to the poor quality of

gurviving arbulatory reco:ds (many are lost).

The automated ambulatory madical record system represents a potential solution to many of these
problems. The Uniform Minimum Basic Date Set for Ambulatory Records provides a logical starting
point for describing information to be collected in these automated records (197):

Basic Data Set for Ambulatory Medical Care

A. Items tha’ characterize the patient

1. Patient identification

a. Namg: Surname, first name, middle initial

b. Identificatiion number: A unique number that distirguishes the patient and his

2. Residerce: Patient's usual residence. to conaist of street name and number,
apartment. number (if any), city, state, zip code

3. Date of birth: Month, day, year
4. Sex: Male, female
5. Expacted source of payment

a. Government program

1. WOrkmen's compsnsation
2. Medicare
3. Medicaia

4. cCivilian Health and Medical Program Of the Uniforned Services
5. Other (specify)

b. Insurance mechanism

. Blue Cross

. Blue Shield

. Insurance company

. Prepaid group practice or health plan
. Medical foundation

[ ML o

c. Self-pay
d. No charge (fres, charity, special reawsarch, teaching)
e. oOther (specify)
2. Items that chavacterize the provider
1. Providar identification
a. Name:; Surnamg, first name, middle initial

b. Identification number:

A unique pumber that distinguishes the proviiler freom
all other providers
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2. Professioual address: Street address, office number (1f any), <lty, state, z1p
code

3. Profession

a. Physician (include gpecialty, 1f any, as determined Ly membership in, ot
eligibility for, specialty board)

b. Dentist (include specialty)
c. Nurwe
1. Other
C. 1Itema that characterize the patient-provider encounter
1. Date of encounter; Month, day, year
2. Place of encounter
a. Private office
b. Clinic or health center (any except hospital outpatient Jepariment)
¢. Hospital ocutpatient department
d. Hospital emergency xoom
e. Home
f. Other (specify)

3. Reason for encounter: The patient's problems, complaints, cr symptoms on this
encounter, in the patient's own words

4. Findings: All history, physical examination, laboratory, and other findinas
pertinent to the patisnt's i1easons for visit or diagnoses, c¢r both, and any other
findinge the provider deems important

%. Diannoeis and/er preblsmi The pauvides's current asgcessment of the patient's
reascus for the encounter and ali conditions requiring treatment, with the

principal diagnosis and/or problem listed first. Principal diagnosis and/or
problem is definmd as the health problem that is most sigunificant in terms of the
procedures carriad out and the care provided at this encounter.

6. Services arnd procedures: All diagnostic, thsrapeutic, and preventive gervices and
procedures (including history taking) performed during the encounter and those
schieduled to be performed before the next encounter.

7. [(temized charges: All charqes to bs made by the provider for services and
procadures performed during the sncounter or to be performed by him or hais
associates bafors the next encounter.

8. Disposition (one or more)

a. No follow-up planned

b. Return, time specified

¢. Return, P.R.N.

d. Telephone follow~up

¢. Referred to other provider

f. Returned to referring provider

g. Admit to hosapital

h. Other

Schleich and Hurst {(169) auggest using this list as a core, then expanding it by listing the

information asked for on all forms used in the practice. Such a process would reveal collection of
duplicate dita and enable the design team to develop more streamlined forms and data collection
procedures. But before doing that, each data element shculd be carefully examined for its
usefulness: what good does it do, how is it used, what would be the conseguence if it were no
longer collected? Routine data is necessary only 1f 1t is used cofter enough to justify the cost of
collection and processing. The resultant pared-down master Lat of data elements could "~ en be

grouped in various ways—-by department or by management use, for eaxample. Key personnel in the

hospital departments involved in the information system should be interviewed to document present




procedures, nrovide i1nput regarding information ceads, and review the nropesed list ol Jdaty elceents
(S). An, information 1dentified as useful bLut not currently bLeing collected shonid e notad
separate . st and incorporated into the new master list, Forms redesi-ined 3csotdingly shound e
tested for efficiency and utilization., Revised procedures for data collestion should v testal on
the sama way. The procedure Jdescribed above (s used to dentify nterna’ Jdata  r2guironents;
external requirements are generally straightforward and already formally Z2fined Ly the reguesting
agency.

The traditional medical record has been acknowledged to be cumbersome, discrganized, and
redundant; information is difficult to find and nearly impossible to foliow serially (64). Clomplex
temporal relationships between clinical, laboratory, and therapeutic events are not indicated, nor
can they be with the standard record format. Clinical rationale 1is not inciuded with J:iagnystic and
therapeutic dec1s1ons, which hinders evaluation as weli as the formulation of alternative hypothoses
by other observers. Many important details are omitted, rendering the information that 1is :recorded
too imprecise or incomplete to be useful,

Several critics, in pointing out the informational weaknesses of the traditional medical
record, have indicated some of the conceptual shortcomings and linkage problems that must be solved
before content zan be utilized in a meaningful way (57, 64, 94, 101, 219, 226). A numbetr of

suggestions have been offered for improving the medical record:

1. The medical record should (a) encourage the monitoring and analysis of outcome
parameters, and (b} facilitate corrective actions (226).

2. Medical data forms should be flexible enough to accommodate the wide variety of
patignts and the impact of time variables (94).

3. Medical data forms shon)

12

be ¢
4. Relationships among all items in a medical réecord should be analyzable (94).

5, Subjective data are medically important and should be included in a usable way
{94) .

6. Large portions of the medical reccrd are geldom utilized and need to be handled :in
nore expeditious mannar (94).

7. The medical reccrd should include the physician's reasoning along with data
supperting medical decisions (57, 64).

3. Representations of time relationships (graphs, dosage schedules, eto.) should ve
unified and displayed in a single format (64).

9. The conventional, chronolegical, source-oriented dccument should be teplaced with
a oroblam-oriented medical record (57).

12. Clinical information (such as "severity of pain"™) needs to be elaborated i(e.a.,
doas the cain impair sleeping, eating, working?). Progress notes and outpatient notes
also need to be more extensive in order to assess the impact of treatment (57).

ii. Follow-up data should be included in the record (57).

12. ™Most medical practices need a more elaborate information retrieval system than the
tsual one of patient name and/or char%t number (69).

Finally, lest anyone continue under the dJdelusiop that technology alone will oproduce quality

data, or that technolegic hardwace can stand in for careful c¢linical thougyht, Feiastern (57

concludes his critigue with the following uncompromising remars:
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‘~e cannot escape the need for usina out human talents 1n this work, but w~e Jan nake
the resultant Jat® much more reliable if doctors will pay primnary scirentific ittentien o
our own methods r° examination, rather than to laboratory technigues and extrirsicaily
avtomated procedures that get precise, quantifiable, reproducible answers o the w«~rona
que~tions. The greatest need of clinicians today 18 not tor more technoloui- 1nnovation,
but for an intelloctual reorientatio: that will lead us to Jevelop Jreater uobjoc-tivity,
orecisicen, and specification in our examining procedures, and that will be accompanled LV
the estatlishment of rigorous critetria for each o the intellectual maneuvers used 1n
transforming the obseived evidence into the interpreted vonclusions. Withoout thesc
improvenents in the methods of acquiring Jdata, in the choice of Jdata to be acquired, and
in the inteilectual algorithms used to 1interpret the Jata--the results wil! remain
scientifically inadequate for the needs of medical practice (p. 439).

Clinical Ruvse.rch

Although the most immediate and obvious purpose of medical data is the clinical management of

the patiant, the analytic scilentific investigation of clinical events serves to Jocument successful

diagnoses and therapies and to develop better methods of care. Retruspective studies 1nvolving

paper racords, however, require an Iimmense amount of time and effort to sift throuah :individual

records and tease out the information desired. Prospective siudies are even more problematic.

These studies are expensive and complicated to administer, usually require that large yroups of

subjects be followed for long periocds of time, and frequently become biased by sample Jdecay, 3s

patients move out of the ares and can no longer be tracked (185).

As information systems are developed for outpatient use, there are a number of general research

data requirements that should be satisfied with routinely collected data. White (215) proposes the

tollowing eight guidelines:

1. The data should be rson-sgecific. The information system should have the rapacity rto
describe health problems, attriButes, events, activities, services, and outcomas, for axample, 1n
terms of the numbers of individuals possessing them.

2, The data should be popu‘ation-bused. The syster should be able to make comparisons within
and across jurisdictions and over time.

3. The data should be problem-orientad. Identification, labeiing, classification, and
cvunting of people's perceived health problems should be accomplished.

4. The data should be provider-specific.

pProvider and location of service provided should be
identified,

5. The data should be procedure- or process-specific., The system should have the capacity to
identify the forms of therapeutlc lntervention used.

6, The data should be rjiod-specitic. The system should be able to relate persons and places
over periods of time. (The type of time interval used, e.g., time of day vs. day or week, will
depend on what is being monitored).

7. The da*a should be practical. That is, the collection process chouid be made as efficient
as possible to minimize respondent burden, and the data collected should serve multiple purposes.

8. The data should be parsimoniously selected. Only thuse data having a high probability of
meseting a predetermined need should be collected., When in doubt, leave it out,.

Sibley, Hopwood, Grover, .Josephs, and Palley (178) designed a prototype dJata management

analysis system intended for the personal use of physicians engaged in clinical research. The

system was predicated upon three observations regarding research data: {3) The fundamental unit of

analysis is usually the patient, (b) data about the patient are collected over time, and (&) the

data have a natural grouping in time (for example, vital siqns are sampled at essentially the same

time). Because changes in cierical varjables over time are critically impor%tant for the evaluation

of patient course, prognosis, and respcnse to therapy (64, 113, 151, 157), the svstem Jeveloved oy

Siblay et al. Highlights tne individual patient and the time-orieanted nature of clinical research

data.

(5
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The following exampies ot typical clinical studies 1llusviate both the <lads 20 intormatian

needed for clinical tesearch and the utaility of automated Jata processing an reeting those aceds. A

clinlcal trial 1s a conftrolied experiment Jdesigned to test the effecis ol 3 redic3dl troeatoent on

human subects. It requires detailed analyses of he medical -tatus ot liarie 1tcups ol patients

followed over long time spans. Long and Brashear (113) descia

be the logistics of 3 malionyl muity-

clinic clinical trial as follows:

The hypeirlipidemia clinical trial 1s a definitive test of the lipi!
18 designed to seek an answer to the question of the etfect of =arimal cholesterol
teduction on patients with known atherosclerotic heart Jdisease. One thousan! patients
are being randomly assigned to either a treatment or a control group. The pat onts w:ill
be followed for five years aftar randomization, Perjodic clinic visits are scheduled to
ascertain the extent of atherosclerosis and to detect the occurrence of any other medical
protlems. Tri]l protocol requires a highly restrictive recruiting and screen:ng provess
to obtain 1,00¥ patients for randomization. It is anticipated that clinical 3ata will te
collected from at least 10,300 patients during the screening phase of the tr.ial, Twenty-
two Jifferent forms are used for data collection. They range in size from a single log-in
teport to & ll-page medical history and physical form, Obviously both patient ironagement
and data management are primary concerns of the trial (p. SY9).

Nypethesis., It

At Stanford, computer analyses were used to predict the likelihood of a given patient

developing specific complications of rheumatic diseases (157). Predictions weare based on Jdata

cellected from similar patients. Also at Stanford, a computerized database search wiil guickly

generate a SCattetgrﬁph of any two selected medical variables for all patients with a qiven

dlagnosis. At the Medical University of South Carclina, residents can undertake database searche

for sSpecitied interactive variables (157). These searches can be used to i1dentify special risk

Jroups or populatjons of intereat, e.,qg., all those patients under age 45 with a blood pressur~

Jreater than 153/1¢@, on thiazide medication, and with a potassium level of less than 3.5. Westsin,

Cuddihy, Bursik, Seifert, and Koelle (213) reported using an automated information system to carry

Qut a systematic evaluatiorn of adverse drug experienve Jdata within a pharmaceutical firm. In this

type of evaluation, data gathered during careful post-marketing surveilllance of adverse drug

incidents are trend-analyzed, then reported to the U,S. Food and Drug Administratian, These studies

represert a few of the many svplicatjons of automated databases in clinical research.

Epidemjologica; Regearch

Epidemiology is the study of the distribution and dynamics of Jdisease in human populations,

Its purpose is to identify specific agents or factors which may cause a Jdisease or which may

identify people who are at high risk for developing a disease. In addition, epidemiologic metnods

are essential for evaluating the efficacy, or possible hacmful side ef.ects, of new pre:antive

and/or therapeutic measures, for determining the effectiveness of new patterns of heoalt. care

delivery, and for examining the cost-benefits of health care (73).

The case-control study is the method mosgt commonly used to determine what factors increase the

risk of contracting a disease (105). In such a study, a group of peopla whc have the disease ire

matched on a number of sociocdemographic variables with a qroup of control subiects who do not. ¢

certain kind of exposure appears more often in the medical histories of the experimental jJroup than

ameng the controls, the expesure is presumed to enbance risk of contracting the diseasa. A sound

diagnostic archive can greatly facilitate such research,

Modern epidemiologists are woving away from an exclusive concentration on etiulaai~-al factors

and adopting instead a broader =scological or psychobioiogical grientation (21d4). TH1S New approis?

takes into account the human host as a psychobiological respondent

Lo noxious stiruly s w7l oas toe




physical and social characteridstics of the envircnment ir whi-h the 3jent-host 10teractions Jcoul.
It foliows that a systems appruach and a cybernetic model may e more useful for “his new arand of
epidemiological research than the treditional wvital statistics coupled with mordiulty mortality
data,

if epidemiology is to achieve its full potential, more attention and r2sear-h must e Jiven 2
the presenting problems that occur in the early stages of 111 health, oetore any cClassifiaonle
disease is evident. Surveys should be undertaken at the community level on the prevalence of chest
pain, headache, diarrhea, and shortness of breath, for example, as these can be more informative of
health needs than can mortality statistics., Traditiona! outcome measures of mortality and changing
incidence or prevalence rates of disease need to be supplemented with measures that capture changes
in functional status, such as disability and discomfort (37, 129). This would greatly improve the
meaning and interpretability of treatment outcomes, since the moubility of the population, <the
multiplicity of factors influencing disease onset and death, and the length of time required before
any larqge change is evident all combine to make it virtually impossible to relate variations 1n
styles of medical care to such outcomes as meortality or incidence/prevalence change (37). There is,
therefore, 3 need in epidemioclogical studies to develop measures of dJdisability, distress,
discomfort, dependency, severity, intensity, direction, and limitation of functional capacity, in
addition to basic demographic and clinical data (214).

At the 1973 Conference on Ambulatory Medical Care Records, the ,roup studying research
information needs proposed that diagnostic labels be standardized and that the physician's bases for

establishing diagnoses be made explicit (129). (e wme fale

t only then cuuld diagnoses ve
assessed in terms of their validity and comparability when studying the nature and causs of disease.
Thus, in addition toc developing naw process and outcome measurss, researchers need to siandardize--
at national 2nd even jinternational levals--the terms, definitiona, and classifications that they

use .

Research Management

Clinical researchers face a complicated management problem involving the concurrent handling of
subjects, study protocol, and data while simultaneously providing ~linical care and maintaininag
quality control over all aspects of the study. Both the quality and the cost of a clinical study
are affected by data management nechanisms; therefore, ciinical researchers need powerful, reliable
management tools and data processing capatilities to carry out their programs, Computerized data
systems can be a most effect.ve aid if the system considers all facets of the -'inical research
task.

The developmant of an effective Jatabase represents a primary concern in clinmical! research
(218, Data t2 be encoded often include diagnoses, subjective findings, stages of disease, and
petient demographic characteristics. Since enploration of a cause-eftect relationship is the usual
aim of ressarch, data muyst, at a minimum, reprasent Loth events. Causal re.ationships, however, are
rately ceptured with a single snapshot. Because the cutcome is usually derayed and unpredictaucle, a
longitudinal database comprxised of observations from a saries of patient visits is tequired. With
automation, the clinical researcher can readily handle the multiple, event-linked entries whi:th

constitute a longitudinal medical database. wWithout automation, the task is difficult or

impogsible, dupendina upoun the scope and complexity of the gtudy.
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Palley and Groner (142) conducted 1nterviews with clinical investijators ac severs: Jifferont

research sites in order to agcertain their information orocessing needs and dractices. Respondents

reported that the greatest impediment to their research lay irn Jata analysis, nrooably because =ne

majority of physicians interviewed relied on hand calculators and manual wmethods for their 2ata

processing., Their reasons for doing so varied, ranging from lack of understanding and/or Jd:{fivulty

with the process of getting data into the computer, to inconvenience and cost of using a computer.

However, ©of those investigators who did use computers to perform complex analyses and model:ing ot

simulation functiona, most 2said that their research would not be possible without comcuter

agsigztance,

The primary aim of Palley and Groner's survey was to develop a detailed understanding of tne

information processing needs of clinical investigatcrs, When asked what procedures they used nost

often when analyzing theixr cesearch data, the clinica. investigators were almost unanimous :n naming

graphing and plovting, manual transcription, and descriptive statistics. Other frequently mentioned

precedures included subsetting (i.e., selecting rescarch subjects with common characteristics),

complex statistics (e.g., regression analysis), and agithmetic preprocessing of data. A few

respondents named modeling and simulation as well. Another series of questions asked which data

manipulation tasks currently posed a "great™ or “very great“ problem for the investigators. \YNearly

ene-half of the physicians mentioned developing computer praograms, and one-third cited finding al:

patisante with particular chavacteristics, complex statistical analyses, finding all values of a

single variable, and adding new measures to 2all research records. All of these trasks are very

amensble to computerization and suggest that automation could considevably enhence the clinician's

ability to carry out research.

Unlike much research, most of the activities in a clinical study use as well as produce data as

part of their normal processes. The Jdata problem is further complicated by such factors as 3ata

volume, collakoration requirements, use c¢f human subjects, and the changing nature of <clinicai

ragearch. Wiliard, Gatewood, and Ellis (221}, therefore, have proposSeu a generalized model £for 3

computerized data system to assist in the procedural, mechanical, and communications aspects of

clinical research, Their model extends well beyoad the traditional computer applications of data

storage and retrieval. It deals with data control, study monitoring, user interfaces, repor%t-and

analyais libraries, and atudy participant and support databases. The model aiso indicates that the

role of computerized systems in clinical research could be expanded into such areas as aurnTatic

report generation and control, process ccntrcl aids, quality assurance monitoring, and study

documentation,

Research Prgblems

Reseatch activities cac be conducted by personnel within health care institutions or by outside

regsearchers. Most commorly, health services research has been designed and managed by individuals

or organizations that are not directly related to the health care practitioner or provider

organization (187). The advantage of this approach is the availaoility of <onsiderable resources

(including time) and talents for the research task; the disadvantage 13 that it remgves tne

researcher from the daily realities of the research setting, [t is hoped that the 2merjylny mul%1

institutional arrangements will rfacilitate more and detter provider-sponsored reseavcl,
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Other problems associated with health services research are due to the nature Of the resear:h
database. Studies of the error structare in American federal statistics have led to suggest.ons for
mors attention to dsta quality (103), especially where large amounts of scbstantive 2ata are
concerned. Roos, Nicol, Johnson, and Roos (16@) have described their experience ~1th  The
comprehensive Mznjitoba Health Services Commission databank. Some of the specific problems for wni:on
they have developed quality checks include: coding errors, misidentification of 1ndividuals,
{ndividuals not covered for the envire relevant period, several registration numbers for the sane
individual during the relevant period, and possible unreliability of phvsician diagnosis. The
specific issue of data integrity will be addressed in a separate section of this paper.

A problem characteristic of certain areas of medical research is the relatively small numoer of
patients with comparsble features. Before meaningful judgments can be maga, either the sample size
must be increased by including subjects from other hospitals, or the small sample size nmust ULe
compensated by collecting data over a longer period of time (133). The first method is in many ways
preferavle to the second, but it gives rise to the problems of record linkage. Althnugh tae
ultimate solution would ke a national medical information register, this remains a controversial
concsgpt.

Sampling methodology represents a traditionai research issue which must be given carefu!l
consideration when using clinical databaseaz in which the data elements are fixed and subset
identification may depend upon complex clinical decisions, Blum and Wiederheld (21) provide the
following example of a simple trial to illustrate a number of the programming and database issues
involved in the use of automated files,

Supposé that an investigator wishes to learn how the outcomes of patients with gouty arthritis
who were treated with colchicine compared to a group treated with probenecid. Subjects would first
be selected for gout, then further stratified by treatment. But this appar-ntly simple problem is
more complicated than it appgars. Computer--based clinical trials are usually ronrandomized, whicn
introduces bias into the subsets and necessitates a comparison of appropriate patient baseline
charactericgtics in order to adjust for subset differences. Misging data and outliers may skaw the
results or, if they are omitted, severely diminish the resulting cell size. while an exparienced
clinician could pzobably determine the missing values on the basis of the clinical context of each
record, a compyter may require complex and elaborate software to emulate such c¢linical judgment.

Another problem is that of specifying the subsets to be used in the clinical triail. This
specification may requir¢ the availability of data independent of the proposed investigation. For
exampie, patients may have other diagnoses in asddition to gout, or may be receiving other Jdruaes 1n
addition to colchicine or probenecid, The most coinservative approach, that of including only those
patients with no other diagnosis and nec oth:r therapy, is usually defeated by the limitations of
cell size. Again, a clinician could review each record individually, selecting those cases in which
another diagnosis was not concurrent witn gout, vor iastances in which it3 concurrence was
irrelevant, und do the same for confoinding drug ve-iables. But wuntil such information a1

incorporated into the computer System, automated databanks will have thise .imications in their

regearch applicatiuvns.
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The oroblem of orofessional ethics rapresents yet another concern wnich :s particu:iarly acute

in the use of automated databanks in epidemiologic :nvestigat:ions. Researchers are tasked with the

protection ¢f human subjects, including their privacy and the confidentiality of the data they

provide. This protection is usually acccmpiished with the use 9f subkject <consent forms and the

assurance »f individual anonymity. In epicemiologic 1§ vestigat:ions, however, the Iinformation

contained i1n medical archives and current medical records or databanks must cften Ze avalliable in an

individuvally identitiable form during the time of the study (73, 129). To regquire that prior

v

pa:ient consent be given before access to medical records is permitted would make most studies

impossible. Furthermore, redisclosures of information may also be important sometime after the

study has terminated. Researchers must therefore uevise strict but workaole safeguards to

insure
confiaentiality while permitting disclosure of needed information.
Cuality Assuyrance
There are essentially three types of medical review which are performed by PSRQO (Professional

Standards Review Organization) committees. Medical care evaluation studies are retrosgpective

analyses of a selected sample of patisnt records. These studies are conducted to document reasons

for variatjons fsom criteria and to assure that deficiencies are corrected, T7Profile analyses are

alse retrospective and are conducted to determine and evaluate the patterns of care provided by a
certain practitioner or hospital!, or to determine the gquality of care provided to a certain set of

patients, Concurrent review, undertaken while the patient is still hospitalized, is performed to

ascertain the medical necessity and appropriateness of admission and to assure that lenyth of stay

does aot exrend beyond that which is medically necessary (52, 118, 139, 146). The advantage of

concurrent review, especjally if {ts scope can be extended to the kinds of variables assessed in the

Letrospective snalyses, is that it enables clinicians to monitor guality of care as it is being

provided and to make any necessary corrections befsre the patient has been discharged.

Barnert, Winikoff, Dorsey, Morgsn, and Lurie (15) draw a distinction between quality assessment

(an attempt to measure the gquality of carel and quality assurance, which is guality assessment

cembined with the systematic application of remedial measures to achieve improvement. The most

desirable gquality control program is thus the concurrent gquality assurance review, for it implies a

juarantee of standatds of medical care to every patient, not just to those who are treated atter a

deviation has been detected in retrospective review,

A Computer-tased medical information system has been used to support a quality assurance review

program at the Harvard Commurity Health Plan (15). Because data collection was an integral part of

this facility's automated patient coare recording activity, the program has been highly cost-

effective. The largest expense incurred by medical quality evaluations {s uasuvaliy associated with

the saluries ©f the physicians pesriorming peer review; therefore, automation generally saves both

time and money. It should be rememhered, however, that physicians are required to develop the

criteria used by a computer-aided system, and the development of . iteria remaing difficult and

timg-cenguming (118). The Harvard Community Health Plan system utilizes concurrent audit to detect

deflciencies in patient care, &nd automatic rapid feedback to the provider to permit timely

correcktion of the problem. By effectively closing the loop between quality o! care assessment Zata

and their application to quality assurance actions, the automated program helps eliminate the unuscd
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"orphan data" (134) that plague so many PSRO and medical audits. The system has bYeen demonstrated

to improve follow-up 9f throat cultures, and it is well accepted by the staff whose practice 1s

being audited.

The information needed for Qquality assurance depends in part on the specific component of

health care which is being evaluated--structure, process, or cutccme (31, 8, 139). The structural

approach focuses on the quality and quantity {or availability) of resources, inciuding equipment,

facilities, and personnel. Data include number, mix, organization, and qualificatinns of medical

staff as well as space, equipment, and physical characteristics of the facility. acess measures

agsess the utilization of resources in the practice of medicine as evidenced in patient recdrds or

direct observation. Process studies are concerned with such questions as whether or not diagnosis

and/or therapy have been appropriately conducted in terms of a »t of criteria (e.g., medical

standards or professional judgment). Cutcome studies evaluate tne end results of medical

intaervention. Usual outccme measures include mortality, disability, complications, and length of

stay. Other outcome measures are being developed that include patient satisfaction, functional

gtatus, adjustment, and change in life expectancy.

The less than perfect relationship between procéss and outcome, however, has kindled a deLate

regarding which component is the better indicator of guality of care. Length of stay, an outcome

weasure, is one of the most commoaly used (99). Fessel and Van Brunt (5%) maintain that improvement

in a patient's outcome is, or should be, the primary standard for measuring qualiry of care, and

Feinstein (57) states that the way to evaluate treatment is to see what it accomplishes in patients

(56). On the other hand, Lewis (113) failed to find significant associations between quality cof

processes and outcomes of care. In additien, Rasinski (153) points out that professionally scund

care can nevertheless result in a negative outcéme, while pusitive outcomes can occur in spite of

incompetent care, In either case, the quality of care actually being provided is not adequately

reflacted in the outcome. Both sides agree on one thing: Neither process itself, nor the

relationship between process and ovtcome, can be meaningfully evaluated until medical records, which
are the primary source of information for quality assesyment, are improved.

Thege deficiencies in medical records are particularly widespread in ambulatory health care.

while quality evaluation has advanced considerably with respect to inpatient care, there has not

been a comparable development of methods for outpati-nt review. Inadequate patient data,

unreasonable evaluation criteria, and insensitive audit procedures hamper both ambulatory medical

audits and inpatient audits (62). In addition, ambulatory care presents several unigue problems

(15, 41)., Reconrds are often handwritten and illegible, They are not uniform--the same data are not

collected in each linstance cf a given problem~-and they are seldom complete. There is no easily

definable episode of illness in ambulatory care, and outcome is difficult to determine because many

problems either are minor and self-limiting, or chronic and intermittent. Ambulatory protlems do

not c¢orrespond well to the discharge diagnosis labels that are typically wused, hence clinic

outpatients are less likely than hogpitalized patients to receive a specific diagnosis., Because the

physician has less control over an ambulatory vatient's adherence to prescribed regimen than over

inpatient compliance, the relationship between process and outcome 15 attenuated. Differences in

the resources avallable among ambulatory care settings, and disagreements on basic strategies,




Jrinciplea of care, and terminolocwv, make it difficult or 1mpossible to apply one evaluation method

to all] outpatient setzings. Given these many problems, 1t will! be unecessary to Jdevise new,
outpatient-apecific methods for measuring effectiveness. Pat:ient records will be crucial to this
measurement, since the alternatives—--direct observation, PItient interviews, arud problem

simulation--pose too many limitations for praccical use (41).

Wirtschafter and “esel (226) have proposed a four-step strategy for redesigning the medical
record for quality assurance. Ths first entails selection of problem or disease entities which will
reflect the facility's or clinic's purposes and goals. Step two is goal analysis, fcrmulated in
light of the scientific baais for diagnosing and treating the gpecific diseases outlined. Third,
the indicators of gozal achievement must be specified in terms of <linical values (such as blood
pressure), appropriate conditions for measurement, and standards of the desirad performance (e.g-,
not more than X value for Y amount of time). In the fourth step the detailed item lists generated
in the first three steps are designated as a minimum care asaurance data set and used to monitor
patient outcome parameters.

Several recent studies have shown that providers can develop workable criteria, and that
assessment of ambulatory care can be perfcrmed using these criteria (82, 144, 177). It is also
encouraging to note that the nunber of clinicsa with active outpatient gquality assurance programs is
increasing (225). Although further research is needed tov determine the overall impact of these
programs, a numbar of very focused studies have shown ilmprovements for specific ecriteria (28, 75,
122, 222). Other studies have documented the potential of computerized systems for aiding quality
assulance programs either by facilitating the standards of care search (for example, providing a
list of patients who meet the defined parareters of a given age group, sex, standard of care, and
standard period of time between clinical tests (168)), or by improving the care actually provided
(e.g., laboratory order completion, specimen collecticn, and results reporting systems (183)).

Occupational health monitoring systems are a special case of quality eassurance irn wh:ich
computers combine clinical data with industrial hygiene information to help safequard the health of
the workirg community (15€, 151, 163, 217). Relatively saimple systems car produce measirable
benefits. For example, a radiological protectior service in Spain is using computerized f:le
maintenance to improve the speed and quality of reguired reports and to exercise better control over
permitted radiation doses (143). The system works by transmitting the evaluation of the radiation
dosemeter directly iato the database, where it 18 integrated with demographic data and data
resultina from accidental overexposures or other emergencies.

A more comprehensive system has recently been developed at the Naval Health Research Center ain
San Diego, California (149, 151). This WNavy Occupational Healtn Information Monitoring System
(NOHIMS! 1inteyrates medical, environmental, and personnel data into a flexible health monitoring
program suited to a variety of industrial and military settings. NOHIMS 18 capable of documenting
environmental conditions in a full range of workplaces, identifying hazardous areas, documenting
individual exposures to specified substances, providing a correlative list of recommended or
required medical examinations/tests for exposed individuals, and providing data for ep:demiolog:cal

research.




DESIGN AND IMPLEMENTATION

The development and implementztion of a hospital informat:ion system 18 a major undertaking.
The desired system may be as simple as a single computer running in batch mode, Oor as complex as an
on=line, real-tims network of minicomputers. Regardless of the scope of the HIS, successful
automation will require careful planning and decision-making. Not only muat the most effective
method for handling patient information be selected, but 1ssues regarding (a) specification of
eystem functions, (h) information networks, (c) database management, (d) database security, (e)
hardware and software selaction, (f} user acceptance, and {(g) cost analysis must also be addressed
(33, 83, 2¢8). These and other issues germane to the deaign and implementation of an HIS will be
discusged in the remainder of this section.

Specifications of System Functions

Many attempts have been made to depict Thospital information systems as panaceas.
Unfortunately, this trend has often over-accelerated the automation process, dictated the selection
of aponlication areas and methods, and reduced the likelihood that a houspital's particular problems
would determine the specific application (188). To maximize the effectiveness of automration in a
hospital setting, the system design process requires a source and application information study in
which the following questions are answered about each piece oOf significant information to be
automated (1€, p.7):

1. WwWhy is the information required and with what value and priority?

2. Who should initiate, process, receive, and utilize the information, and why?

3. what should be included, and why?

4. when should the information be gathered, processed, distributed, and utilized, and
why?

5. Where should the above take place, and why?

6. How should the information be gathered, processed, distributea, and utilized, and why?

hnswers to there questions will help define the traffic and use of all data. Once this is
done, pianners can begin to explore desired system attributes and capabilities. GCenevally spearing,
timelinesa, accuracy, completeness, and recrievability are cousidered of primary importance in the
degign of a system; user acceptance, usage rates, and costs are major considerations in
implementation (1828, 218). Because some of the main impediments to succes:ful computar-uger
interface have been slow computer responses time, lengthy and complicated sign-on dialogues, and
special computer languages (63), the aystem should be “user friendly,” 1i.e., easy to use,
nontechnical, and speedy. While users will have different expactations or preferences regarding
system capabilities (88, 142, 174), the system should generally satisfy the following criteria (48,
216, 2291}

1. It must be flezible, allowing the hospital to tailor the system to its particular
needs.

2. It must be evolutionary, permitting both gradual implemertaztion and change according
to developments in technology or changes in hospital needs.

3. It must be efficient and reliable in data collection, input, retrieval, and presentaticon.

The following features would further enhance the capability of an HIS. It should be modular (to

give the individual functional areas autonomy and responsibility £or their own systems). integrated
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(to allow the varjous clinical and administrative functicons to voemmunicate), seif-justifyring (ihe
resulting information itself should provide sufficient motivation for providers to use <h» systenm

and to make needed changes in their patterns of care), portable (might be

the shelt,” bur

shouid not require extensive in-house development or modification), maintenance-independent (not

requiring a resident staff of computer professicnals), and financially untaxing {publ:ic Jomarn vs.

proprietary) (48, 216, 229).

Most automated analysis systems are examples of one of three classes of technology (3%): )
manuval systems (such as the ECG) that assist in acquiring, storing, wsing, updating, and
transferring patient data; (b) semi-automated systems (resulting from the introduction of a digital
computer into the measurement system) that can transmit medical signals directiy or indirectly o
the processing system, analyze sgignals instantly, and display results of a variety of output
devices: and (c) fully automated systems (such as those used in monitoring post-surgical patients),
able to oOperate without direct human intervention on the basis of programmed decisions that are
initiated automatically by certain patient-emitted signals. Fully automated systems are sti.l
experimental and exist only in carefully controlled, developmental situations. However, the
continued retinement of computer software, miniaturjization techniques, and electronic advaace:w
suggest that they may be the systems of the not-too-distant future.

There are several basic strategies that may be used in designing an automated hospita:
information system. Most car be described in terms of a continuum bounded by two design strategies:

Methods Improvement, and the IDEALS (ldeal Design of Effective and Logical Systems) concept (72).

Methods Imnravement aimeg at

De wmade 1u the existing informat.oa systen.
These chaages include eliminating unnecessary operations, combining and simplifying operations, or
cnanging their seguence. The resulting system must satisfy design constraints of the hospital, such
as the requirement that existing hardware be used. The IDEALS concept aims at a conceptual model
£r A target information system. It satisfies design objectives but 1s free of any constralnts.
Once the ideal system is designed, then environmental and technological 1limits that prohib:ic
. . seme.atation are considerad, and the design 18 modified the minimum amount necessary to make Lt
feasible.

Navy hospitals have essentially been directed to follow the first of these strategies, that 15,
to make optimal use of existing resources (92). There are, however, more than two points con this
strategy continuum, and Goldman and Leonard {72) recommend a middle course exemplified by the
component design strategy. This strategy attempts to combine the viztueg and avoid the pitfalls »>¢
hoth extremes. In this approach, the designer identifies candidate system components that nave
proven workable in environments similar to the one under consideration. A model system that meets
design oblectives (user needs, etu.) is created from a set of these components and 3 modified as
necessary by design constraints. In this way, designers are freed from a myopic focus on the
ex18ting System without wasting time and effort 1n developlng system elements.

As an aid to designers interested 1n component-based 1S design, the ‘leilth Services Research

Centear‘Healel, Care Technology Center of the University of Missour:i-cplumbia has prepared an

Automaved Hospital Information System (AHIS) Component Catalog (8). Th's catalog wcontalns

standardized descripticns of costs and performance for each of the commerc:ially avallable components
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discussed. information describing a large number of hospital sites where HIS components are Leing
used and the totel data processing operations ar those sites 1s also included. Search strateg:ies
enable the iesigner or planner to use the catalog in a number of ways. A search may be based on the

identitication of particular HIS functions, for example, or particular comgonent vendors, or =2
selected hospital or group of hospitals using automated information systems. The catalog 13 1
source of Jdesign ideas as well a# documentation of the current level of automated information
processing :n American hospitals.

It is the designer's job to design the system and advise members of the hospital planning
committee: 1t is not the desiyner’'s job to choose the aystem that will ultimately be purchased and
inatalled. The planning commnittee should be actively involved in all phagses of system selection.
One of the most important steps is to visit an operational site of the system being considered. Not

one, but several members of the committee should attend this briefing, and team members should make

contact with people representing different points of view—-counterparts who are actually using the

saystem on a daily basis. A valid evaluation can be made only by asking detailed gquestions
concerning the system's operatiocnal routines and/or problems. Marion Ball (19, pp. 30-32) has
compiled several lists of such questions, grouped according to the service or area involved. The

suggested guidelines for inquiring about general system functions, medical records, laboratory, and

pharmacy systems are listed below.

l. General System Functions

Does the system...

{1} Contain general message capability? (enter message into terminal: transmit to al.
other terminals, selsctead set, or all but certain terminals)

{2) Contain a file reconstruction program from log and checkpointed files?
(3) Allow for programming for ‘catch-up’'? (speeding up the internal clock)

(4) Contain opriori*y message output capability? (e.g., send STATS before routine
messtges)

(5) Allov for automatic routing of messages tO alternate stations if destination printer
is out of service?

(6) Recall and redisplay or reprint already transmitted messages?

{7) Charge, as part of processing? At optional points? (e.g., order entry,

specimen
collection, reslts entry)

(8) Contain a macro-order capability? (e.g., one order generates many - such as Or.
Jones' T & A orders)

(9} Generate a report of doctors' orders expiring in ‘X' hours?
(1@) Generate documentation for:
General information or application description manuala?
- Systems flowa: general, logic flow charta?
- Program listinags, programners' manuala?
- Operators’' manuals (system, terminal operators)?
~ File organization and content manual?
(11) Senerate file creation and’/or file maintenance programs?

(12) Update (add, delete, change) records through terminals?

{13) Have tho capability to be used by more than one hospital concurrertly? (consider two
hospitals, 50 miles apart)
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List the files updated in a vreal-time mode? In a batch moder

Have easily changed paramaters? What are they?

React if entries are made outside expressed options? In what way?
Allow for types of data to be maintained manually? What are they.

Allow for numerous terminals to use the system concurrently? low muny?

2. Medical Records

Doea the system...

(1) Allow for inquiry into the patient history file for identification and number
assignmant purposes?

(2)

Create diseases and operations indices?

Create audits of reports dus (tc complete the medical record)?
Create delinquency reports?

Generate utilization reviow reports?

Control the physical location of the medical record?

3. Laboratory

Does the system...

(1)

type and contained type available?

(2)
specimen at the

(3)

(4}

Time-initiate specimen coliection schedules? If so, ia summarization by specimen

Allow entry of confirmation of apecimen collection?

Allow entry of receipt of
laboratory?

Time-initiate unreceived specimens raport and uncollectad specimens?
Edit check the order entry hv:
- Checking for duplicate ordera?

- Checking for consistency of test and spucimen (e.g.,

AFB with peritoneal fluid)? .
.
(5) Time—initiate preparations for complex laboratory tests, such as BSF? [
(¢) Assign a specimen number? f:
(7) On order entry, explode complax tests into component tests? X
(8) Have a programming capability for the attachment of automated (analcg or digital)
laboratocy analyzers? i
(9) Check quality control of reports? T
(12) Enter manual test results:
= For urinalyeis, serology, chemistry, hematology, bactericlogy with sensitivit:ies,
toxicology, etc.? '
~ Hold results in the system for review by pathologist?
- 2llow for immediate transmisaion of results to the nutsing station?
(1;) Create a cumulative summary of laboratory results?
~ By inquiry at a terminal?
- On patisnt care summary report?
(12) Provide programs for complex mathematical calculations performed at a terminal? - -:;
(13) Create statistical rveports? ;:-j
4. Medications and Pharmacy ::.
Does the systen... :

(1)

Time- and/or demand-initiate medications schediules?




(2) Allow for entry of confirmation of administration?

(3) Generate a follow-up report (reminders, time- or «demand-initiated) of uncenfirmed
adm:nistration?

(4) Edit check order antry by:
=~ Checking duplicate orders?

- Checking inconsiscency of parameters (e.g., capsule with 1.V. route of
administration)?

= Allergy checking?
- Drug-to-drug incompatibility cheching?
- Drug-to-laboratory testing incompatibility checking?
- Durstion~cf-order chscking?
- Toxic dowage checking?
(5) Time-initiate scheduies for the pharmacist for:
- Unit-dose dispensing?
- Order-duration dispensing?
(6) Automatically update the inventor,?
{7) Accumulats dosage Of drug by patient?
(8) Provide summary of administrations by patient?
(9) Allow santry by:
- Generic name?
- Trade names?
- Text?

(1¢) Display ovr print-out (on request) of the applicability, contraindications, etc., of
a medication?

(11) Have a capability for narcotic control?
While this list is not exhaustive, it does provide an excellent overview of issues germane to the
selection of an HIS.

Inforraation Networks

A nationwide, Amerlcan Medical Association-sponsored information network will sgoon be completed
and made available to every subscribing physician who has access to a computer terminal (42). The
system will link physicians with four vasat databanks of computerized clinical information. These
databanks include journal articles, drug evaluations, and listings of medical meetings. Connections

,will be made via telephone service to the computers of General Telephone Electronics, AMA's partner
in the project. The network represents an important advance in electronic information systems for
clinical uie. After field testing and refinement, it shculd be as responsive to the needs of a
rural general practitioner as to the requirements of a specialist at a university medical center.

The natwork just described is somewhat like a centralized, remote medical library translated
into electronic impulses for instant accesas in the doctor's otffice. It does not involve individual
patient records~-nor should it, givan the objectives of the systen. An information network for
patient-specific or clinic-specific information would be much more difficult to realize on such a
large scale, though remearchers hope someday tO accomplish this objective. On a smaller scale,

howaver, a common databank of patient information is currently available. Multi-hospital operations

represant the leading market for such systems.




There are several attributes of a multi-facility health care system that distanguish it from 2
group of independent hospitals (71). For one thing, multi~-facility systems share 3 mandate o
supply comprehenaive health care to a Jdefined popuiation of beneficlaries. Another characteristid
is the need for such systems to achieve data compatibility amony facilities, even though this may be
vomplicated by differing sizes, varied services, and diverse patient groups among facilities. A
third characteristic is the need for interfacility communication, inzluding exchange of patient
information among the various sites. Because of these characteristics, multi-facility health care
systema need an automated information system that is clinically based, uniform, i1ntegrated, and cost
effective over a wide range of operational settings (71). A shared database represents an expedient
way to mest these needs.

There are basically three different types of database configurations avoilabie: the
centralized system, the hlerarchic star retwork, and the non-hierarchic mesh network. Rakker (7)
compared all three on reguired hardware capacity and cost, staffing requirements, reliability and
availability, and the development facilities created. ard concluded that the centralized design is
hest . He found that the total hardware of both star and mejh networks 1s considerably more
expensive than thct of the centralized system. He also reported that (a) nevvorks require more
staffing of computers, (b) reliability of the information system is best reaslized with a centralized
system, and (c) the centralized design offers superior tost facilities. Bakker recommended that the
distributed apptoich be avoided as long aa the application could e rezirzed by means of a

centralized system.

-i
.

Ris  fecOimendaiion  is bwing followea in  two sprawling, federally funded health care
organizationy. Computer-based information systems are being developsd and implemented in both the
Indian Health Service and the United States Public Heaith Service. The Indiany Health Service is a
widely dispersed, multi-facility. multi-organizational, multi-level health care delivery system
comprisce? nZ 52 hospitals, 99 full-time hea'th centers, and several hundred health stations, as well
as a nunber of field programs (67). It provides health care to approximately 750,000 American
lndians and Alaska Natives,. The United States Public Health Service is an aggregation of nine
hospitals and 26 tree-standing clinics, serving a patient population of approximately 540,000 (71).
in both of thase large multi-facility examples, a centralized database is the design of choice.

Yet despite this de facto support, the centralized vs. distributed Jdatabase issue remains
controversial. With the rapid improvements in lower cost minicomputers, designels are striving o
develop modular systems in which minicomout srs are integrated through a communications network linx
(7, 151). These distributed systems store daty elements 1n multiple irnterrelated locations and can
assume various complex configurations (23). The characteristics of the medical information
environment often favor the use of a network of small computers (38) and, therefare, a decentralized
system. Another important advantage of distributed computing 1s the option of having a tailored
hardware configuration for each tunctional area of the network (7, 38, 207). Phased Jevelopment is
also made possible with a modul r design (7, 71).

Interestingly, two of the most frequently cited advantages of a dJd:stributed system are oaes

that Bakker presents for the centralized design, namely, nardware economy and rellabilaity (7, 3. 33,

207). In distributed processing, the economy argument 1s based primarily on the cost advantage of




minicomputer hardware. e reliability argument 1is supported by the fact that the failute of one

procesaor 11 a distributed system dJdoes not endanger the remainder of the network. Howevert ,
centralized syatems generally have back up systems to guard agalnst computer cJcrashes ot
environmental disaaters (9), and the presumed cost advantages of minicomputers may he offset by
increased comrunications and software davelopment costs (7). Distributed 1nformation sSystems nay
not yet have a clear advantage over centralized systems, but the current trend amongy users 1s
decidely 1in this direction {23, 207).

System integration represents the key issue in the centralized vg. distributed database
controversy (7, 191, 2@7). In a centralized system, data as well as computers ave distributed
threughout the hospital (or acrouss facilities). Individual, autonomousg, tailored component systaems,
well-suited to the operational needs of particular hospital areas, may be incompatible with respect
to hardware, software, and databases. Yet the organization as a whole requires a total information
system that is comprehensive, functionally integrated, and readily available for use (191). The
decentralized database solution appears to lie with a recently developed technology known as a local
area communications network (LACN). The LMCN is an intelligent network design capable of connecting
together hetsrngeneous minicomputers serving different user communities (191, 2i6). This system is
currently opsrationail at the University of California, San Ffrancisco Medical Center, where it
integrates four stand-alone minicomputers in four different departments (Registration, Medical
Records, Laboratory, and Pharmacy) without compromising the autonomy or operations of any area. The

architectura can be expanded and reconfigured so that new units may be added without modifying

Networking, of course, is not limited to a single facility or location. Current development of
the Navy Occupational Health Information Monitoring System (NOHIMS), for example, will culminate in
a network capable of linking two or more dlsparate facilities, such as a regional medical center and
a shipyard (151). Successful implemsntation hinges primarily on an LACN-type interface/relay mode
that will access the required data from one or more separate data files and perform any data
transformation necessary to make all information compatible. Achievement of integrated, multi-
facility health information netwarka will greatly promote interfacility research coullaboration.
Hospitals are already aware of the potential benefits of sharing information systems, and a few
experimental programs are producing positive results (4, 20, 187). Researchers envision a future
network of statewile or even nationwide proportions and cite numercus benefits that would accrue
from such an aggregated database (€, 39, 98)., But expansion in this direction must await certain
technical and conceptual advances.

Technical obstaclas 1include poor medical terminology and the absence of reliable patient
identification (111). Lack of uniform, standardized terminology is problematic even within a single
hospital; the problem on a statewide or national scale would be enormous. Likewise, patiant
identification is a fundamental technical problem that various ident:ification schemes, e.g., social
sacurity number, uniquely numbered patient record, and wrist bands, address but do not completely
solve. It has been suygested that fingerprint analysis may represent a viable alternative but is

not technically feasible at the present time. Sweden and England assign a logical and unique

identifying number to each of their citizens, yet even under these circumstances record-matching
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problems occur (1). A third techmical problem, that f 1ntertacing 3 integn at e Low
databases, 1s well on the way toward beiny sclved.
As 18 often the case, the feasibility of a national medical record infermatior system o3

limited more by probleams of a sociopolitical nature than Ly technology (38, 11it). Adtheu

stated purpose 9f such a network may be clear, the individual citizen may he reluctant.  Itvasa

personal privacy is the primary c¢onc . What centrol over release of his records will the

individual retain? what control exists over posgible uses and misuses of the 1nformation contvined!

thetein? What means will be taken to insure accuracy, protect confidentiality, and limit access to

these nationally available medical records? Depersconalization is another issue. Tne American

people seem willing to accept automation and its accvompanying depersonalization 1f 1t can be shown

that service 1s really improved as a result. But as the 1interpersonal as,ects of med:cal car:

continue to demonstrate powerful asgscriations with patient satiafaction am: compliance (%4, 192,

175}, the svectre of becoming a logical, unique number in the natian's medical system may generare

considerable resistance.

Database Management

‘Basically. a Jdatabase is composed of dJdata and the software used to enter and manipulate the

data. All databases require certain well-integrated software subsystems, ::cluding: (2'8, p. 2):

1. File storage systems: software to allocate and manage space for data kept on
1. rge computer storage devices, such as disks or tapes.

Z. File access methods: software to rapidly accesas and update data stored on

those
devices.
3. Dats Jdesciipiion languagess means to describe data so that users and maechines

can reter to data elements conveniently and unambiguously.

4. Data manipulation languages: programs to allow the user to 1etrieve and process
data convenientiy.

when data are to ba accessed by a variety of users, a database managdement system (DuMS) g

needed to protact the reliability, privacy, aad integrity of the database {(218). Th:s need not e 3

commercial DBMS, though locally developad programs rarely have all of the protective features that

are desirable for a hoapital information system. Several distinct types of [BMSs have been

developed. Not every type will be avajlable for use with 1 given computer, but <theve 1s usually

some choice. The choice of a particular DBMS will influence the structure of the future database,

making certain management programe more appropriate for particular applications (e.g., COSTAR tor

ambulatory medical records, CLINFO for clinicai studies). Conversely, the type of database mod=»l

being used will be a central factor in the selection of a DBMS, since the range of data structures

supported in the conceptual model affects all other components of the system.

The beat known typere of database moduels are hierarchical, network, and relational (87, 213},

The hiera. mical model ia the most widely used and is related to tree-shaped Jdatabase

implementations, 3imilar to organizational structure diagrams. Network data models  perm

thY

intercoanections that are much wore complex than hilerarchics but e«.e otherwlse 3imllar to

hierarchical models. The relational model 18 derived from the =grhematical theory of relat:ons and

sets and has as its roundation the entity-relationship model of real world information (229). tor

example, patient name, identification number, sex, and Jdate of birth 15 31 numch-used Jcelaticn

describing various patients. Patient name, laboratory test name, date 9f teut, and result 1s

typical relation needed by clinic:ians.
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Unlike the other two models, the relational! wmodel wiil support jeneral 1nquiry «<apabyliti=c

using a language that is simple enough to be learned by rnonprogramners 1in just a few minutes. This
atiribute provides health care professionals with direct access to the data. Morsover, the
relational approach allows data retrieval to he deneadent only on the 4data 1tems and not on =he

structure of tnese items in the Jatabase. Users therefore need only be concerned with how the daca
items relate in rezlity, regardleas of their database Jdefinitions. Because of its flexibility, the
relational model may be the best approach to data management, especially in ambula‘ory care 37,
229).

Data captore is largsly the physician's task and 1s typically accomplished with an encounter
form. It ia therefore noteworthy, though hardly encouraging, that Kuhn and Wiederhold (194) found
little evidence of improvements in tcday's encounter forme, even though it was recoynized 1in 1975
that encounter form design was in need of attention and research. Two problems in particular need
to be resolved. One 1s the necessity for standardizaticn cf classification schema and nomencla .ure:
the other concerns the most effective and ef icient means of entering the data into the database.

Many <oding methods have been developed to capture data for all types of healtkh information
{208). Some of the most widely used are the International Classification of Diseases (ICD), Current
Medical Terminology (CMT), Current Procedural Terminology (CPT), Diagnostic and Statistical Manual
of Mental Disorders (DSMMD), Internat.onal Classification of Health Problems jin Primary Care
(ICHPPC, which is based on the eighth revision of ICD), Reasonm for Visit Classification (RFVC), and
the Systematizaed Nomenclatures of Pathology (SNOP). Many others are available. No one method has
ever suited the needs ot all users, and uince certain tynes Of cars are totally unrelated to cthers,
there is probably no need to have a system that can classify svery conceivable component of health
care information in one method (208). 9

However, within the general bounds of particular kinds of care, e.g., outpatient care,
standardization is necessary. This necessity is accentuated by the trend toward multi~facility
information netwourks (129, 13¢, 133, 208). One way to achieve standardization is by fiat. Either
the American Hospital Association fAHA) or the federal governmeut could identify an appropriate
model and mandate standardization. The AFA, however, Telieves that the necessary standardization
chculd take place without legieslation (208). Voluntarily integrated data systems are more likely <o
meet diverse local and regional needs than a single mandatory data #sstem.

A classificstion and coding aystem for outpatient health problems was developed at The CJohns
Hopkins Medical Institution and three affiliated institutions. This development was precipitated bv
A review of eight existing coding scheree (including the ICCA and ICHPPC) which rcvealed that none
was useful for the entire spectrum of applications that was anticipated (i86). The resulting Johns -
Hopkins Ambulatory-care Coding Scheme (JHACS) is a comprehensive and specific coding system for .
ambulatory care. About 85% of recorded problems are machine-codable, and the cost of coding and
oparation is considered to be reasonable when the system is incorporated 1nto an ongoing information
system. Classifications are assigned to diagnoses, aymptoms, well-care services, and treatmen:
procedures. HKowever, outcomes of care cannot be derived from the classificat:ons.

Perhapa the most promising new work to Jdate for a generally applicable, standardized

nomenclature-classification scheme is the development of a aystem called SNOMED (Systematized
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Nomenclature of Medicine) (44). The proje-t involved literally hundreds of consultants 1n medigine,
surgery, an3d computer science from around the world. The [inal prodvct :s a ccuprehensive, muls:-
axia' nomenclature for the entire herlth care system. The current edition has severn 'ixes' or

concr ptually clustered coding indexes (Anatomical Topography, Morphology, Etiolegy, Funct:ion,

Disease, Procedure, and Occupation), each of which 1s comprised cf appropr:iat2 sub-indexes. The

syscem is computer-compatible and has logical, open-ended modujes that permit additional axes to be

incorporated in the future. Because SNOMED can ecxpress all the necessary diagnostic deta:) of a

patient’'s signs, symptoms, problems, and disease components, as well as document the final diagnosis

1n the disease ciassification axis for statisiical reportaing, it is now possibie o develop computer

algorithms for the diagnosis of disease. SNOMED has been guccessfully field tested and represeits

the most comprehensive medical nomenclature-clansification system yet devised.

In addition to the problems associated with standsrdization, data entry iepresents a formidabie

challenge to the data capture process. Weed (2108) believes it is most logical =¢ have the physician

enter probiem statements (for the Problam~Oriented Me~ical Record) directly into the computer by

selecting the appropriate statements from logically grouped displays or menus of alternative

problems on a terminal screen. However, menu formats and time required four data entry are viewed as

potential problems (233!. Rodnick (157) maintains that it is Jdoubtful whether any direct machine-

physician interface (typs, touch, menu selection, or other) will permit as rapid a recording as a

written note or a few sentences on a dictaphone. Wiasderhold (218) recommends minimizing changes 1a

the tradizional manner of data recording (generslly free text or dictation) and simply having

clerical personnel tranacribe the

nE Compuaies . Oitlhier 8 argue that the twc-step process

is inefficient and does not address the problem of illegible or incomplete records. Moreover, when

textual data ara to be used for analyees, they cannot be processed in the form in which they were

entered but must he codified in some way. This procass is complicated, whether done manuaily or

with software.

A variety of options exist for encoding data. The following list 1s taken from wWiedertoid

(218, p. 12), who concludes that the continuing development of fast diaplay technology favors the

options which appear later in the list.
1. The encoding can be carried out by clerical personnel (201).

2. Natural language, i.e., English text, may be analyzed and converted by a program that
processes the text within the medical context (141, 149).

3. A constrained set Of keywords for -data values~--for example, the list “no,
modsrate, serjious”--can be attached to the schema entry for a specific data typ-:.
data values will be converted on data entry to an internal code (2i9).

4. where the number of pussible data elements for which data are to be collected
large, the name of the Jata element, e.g., "facial rash,"
the data value itself (228).

light,
These

13
may be encoded in addition to

5. Keywords may be cthecked on a form or selected from a menu presented on a display
screen (172). Selection can be accomplished usirg touch-senait:ve screens, lightpens,
cursors operated by joysticks or keypads, or by entering on a keyboard a digit which
vrafers ¢to a line off the presented menu.

6. where the list of keywords is too long for screen presentation, a hizrarchical menu
seleczion carn be provided, or a subset of the keywords corresponding to a few inltial
letters can be displayed (128).

7. The forms or menus to be used for data collection may be gaenerated us12j the schema of
the database management system (8l).
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Databas: Security
With the growing requirements for protection of privacy, the 1ncreasing complexity ard use of

ccmputarized information procesaing, and the growing awareness of potential threats to th2

contidentiaiicy and integrity ol electronic databases, 3Jecurity measures are an essential part of

database manager.ant. Computer securjity ia an umbrella term referring to protection of data ajalinst

accidaental or intenticnal disclosure, destruction, or modification (3@, 171). Security issues are

of tu> basic types: data integrity, 1involving accuracy, reliability, and completeness of the
database, and data contidentiality, involving ac7ess o and disclosure of information in the
database. Threats can ba accidental or intentional, physical or non-physical, igsaiing from people
or natural hazards, and directed at the system, its environment, or its contents (171). Threats are
manifold and have to be met by an appropriate set of hardware precautions, software measures, and

organizational procedures, such as audit trails (74, 167).
One-hundred percent security is never possible. A set of security measures is needed which can
accomnodata the errors, cmissions, tailures, and other vulnerabilities of any given system. Ideally

these securlty measures are based on a risk analysis, which entails systematically postulating

threats, estimating their probabilities, and quantifying 1loss exposuresa. However, btecause risk

analynis is so difficult and time-ccnsuming, it is seldom performed (3@). As an alternative, a

number of detailed checklists have been duveloped to erable an organization to assess its security

level (25, 79, 118).

Data integrity. As data collecticn represents one of the larqest costs in any data processing

operation, reasonable meszures that help insurs data accuracy or integrity are both necessary and

cost-erffactive (204). Deatailed checks on data quality inavitably involve manual procedures (55).

Manual checks can identify omissions and coding erroras that computer softwaxe will not datect. They
can also help to ascertain the accuracy and completeness of computerized checks that a system does

have. Completa marnual checks, howaver, are not feasibple with large databases. In large databases,

sanpling is the only alternative for manual procedures, although a sampling strategy is not as

effoctive as the exhaustive checks that computers can perform speedily and accurately. I is
reacommended <that for large databasea, the prenervation of data integrity be an internal system

function, not left solely to the individual applications (58).

Quality assurance mathods should be used for every phase of information processing, from

patient selection and data collection to data entry and retrieval. Methods can be univariate., gsuch

as preventing out-of-range entries, or multivariate, such as prevencting illogical relationships

{e-g., pregnant males) (77). Many of the specific checke and procedures to insure data iategrity

are presented below (74, 77, 160, 161, 171):

1. Manual checks of madical records and computer records for coding errors.

2. Compilation of data summariae such as frequency distributions to check for anomalies.
Problems (e.g., excessive mimeing data) a=e then investigated further to determine the
reason and make necessary corrections.

3. Software bounds for edits of constrained data elementa, such that the computer will
not accept invalid or out-cof-boundas data, and any attempts to enter such data will prompt
a computer query regarding the accuracy of the data.

4. Use Of rocvord locks or subschema locks to prevent simultaneous updating of records in

a4 multi-user environment.
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5. Echo-verification checks on the plausibility of Jata entries, based on uscr=defined
condizions which are formulated in the data description language.

€. JIdentification cf users who ara "accident-prone."”

7. Use of ccmron dJdiagnostic criteria and manual checks for compliance w:ith data
definitions.

8. Relational edits, such that when the entry of a specific value for particular data
elements <dictates a restricted range of values for related data elerments, the computer
will prohibit entry of incompatible values or value-based data elements. .

9. Specification of times of data collectioan to ensure temporal consistency among data ”
elements whose values vary with time.

1¢. Assignment of several employees to operate the computer central processor in order to _
guard against intentional breaches of security as well as reduce errors due to operator -,
exhaustion.

li. Division of authority, such that no single individuai can both authorize proqgram -
changyes and make program changes. S

12. Maintenance of backup data a4t a remote location, along with copies of al! programs,

In addition, some redundant backup dat should be atored separately, then used as a check

whenever the database is changed to be certain that no unintended alterations have *
occurred. ’

Despite all these precautions, discrepancies among the data will continue to arise. This :s
partly due to the imperfectability cf the safeguards, or at least their imperfectability withi:.
acceptable cost, and operational constrainte of an information system. It is also caused by the
seemingly inherent unreliability of clinical data. Several investigators have maintained that
diagnostic reliapility (agreement among physicians) approaching 100% simply cannot be achieved: 68%
an¢ 79% levels of agreement are not unusual (17, 107, 161, 2#8). Therefore, researchers and others
who use clinical data need to krow the extent. to which diagnostic data may be unreliable. Finding
intormation recorded independently by separate individuals (or ovrganizations) at two different
timey, or in two or more dsta files, is one key to performing reliability studies (16)). Another is
teo locate i1nconsistencies between two events when one has certain logical implications for the other
(161). A third method is to periodically select a rarndom sample of cases from the databank, delete
all data referring to diagnosis, then distribute the unidentified cases to appropriate physicians
for review. Results are then examined for indications of diagnostis variability and the usefulness
of the c¢ollected data for disease state definitions (77). Any redundancy of information in one or R
several Jdata filem may also permit reliability checks. The uitimate aim of such checks is, of =
course, %o reduce unreliability, which ultimately me2ans finding or developing suitable methods to
calibrate the human instrument. As Feinstein (57) opserved, the problem "is not that clinical data
are inherently unscientific, but that clinical investigators have made so few efforts to improve the

scientif.c state of the data™ (p. 433).

Data confidentiality. The protection of patient privacy 1s an area of considerable concern.

This concern is particularly acute in automated medical information systems, in which potential
access to recoards is greatly expanded. Because of the wide utilization of medical data for research

purposes, careful distinctions must be mac between those situations in which it is necessary to

know the identity of the patient or provider, and the majority of cases in which the identifying y
data can and should be omitted. If proper safeqguards exist, the use of unique 1dentifying numbers o

can serve to link records for research without constituting a breach of confidentaality. Since

certain users do need to kncw the patient’'s name, full name 1s routinelv entered onto data tapes.

Ona {mpor:tant safeguard, therefore, is to have the name 3nd other identifying information om:tte-l

from all routine printouts unless otherwise specified and authorized (73).

ae -
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in llovember 1976, the Committee on Standards of the Society for Computer Medicine reached a
consensus regarding categuries of medical informaticn that are basic to the medical records used by b
different types of providers and investigators. Each category was then examined to determine the s
appropriateness of communicating that category of medical information to the various designated
users. The users included the primary provider, financial agencies <oncerned with cost
re.mbursement, health care planning agencies, clinical researchers and epidemioiogists, ;i'
represantatives of gquality control proyrams, medico~legal agents, and employees or schecols. t-
Jelovsek, Bolinger, Davis, Long, Oberst, Reid, and Zimmerman (96) have published the results of o

. these discussions in tabular format to be used as guideliines for designers, programmers, and users
of computerized medical records. The authors point out that their guidelines apply only to those -
cages in which the patient gives general, written permission for a medical provider to supply
information to an cutside user.

Differentizl access rights have to be determined for all categories cf potent:ial users--
physicians, nurses, members of the paramedical staff, memhers of the computer center, researchers,
clerks, etc. Once it has been decided exactly who should have access to what information, security ':E
meagures shovld be employed to prevent unsuthorized entry into the database. This can be
aczcomplisned in a number of ways. Each employee who will be using the system is generally given a
code or pasgword by which the system determines the degree of access to the information in the {
master file. Passworda can be accompanied by user identification cards or used in combination with v
the identification of psrsonal characteristics for added security (16, 74, 167, 171). A
hisrarchically siructured network may contribute to data confidentiality by limiting an individual's
acceass only to the data at his or her hiorarchical level (74). If the information is sufficiently W
sensitive to warrant it, cryptographic systems have been devi:ed to transform data into
cryptographic ccde (74, 167, 171). Encrypting is a rather extreme measure that is seldcm used, .
however, Dbecause of the difficulty in using encrypted data, problems in the ciphering of search
trees and random access files, and potential omissiona in ypdating long-term medical data as the
code changes over time. *

Audit tradls. System surveillance measures are an integral part of any data security system.

Some systems can automatically monitor all inquiries into the system and log those inquiries for t-
future audit (74, 17i). Although this dnes not prevent unauthorized inquiry into the files, it can
alert the hospital administration if a breach occurs and provide a record of all inquiries made.
Other systems are prograrmmed to simply report actempts to gain unauthorized access (157). In order
for such a log to be useful to those investigating a security breach, the time and date, location of
the terminal, identity {(or pretended identity) of the user, mcdules and data filas accessed (or
attempted), daration of operation, and produced output should alsc b2 recorded. A properly
functioning audit mechanism should allow the specification of certain aystem events (such as OPEN,
LOGON. etc.) to trigger an audit trail (43). In addition to detectiny security threats, the
effactiveness and operability of the entire system, espaclally the protection mechapisms, Rust be -
continually scrutinized and measured (36). Redundant controls guarding all of cthe many interfaces -

in the system are the best insurance against threats to the confidentjality and integrity of the

medical databhase. i




Hjardware/Software

Three classes ©f computer systems are presently avallable: stand-alone systems that function

independently and provide the component parts for expanded applications; hybrid computer systemsy,

which draw on isolated, stand-alone systems but are usually directed :0 administrative rather than

o clinical une of medical informetion: and comprehersive, integrated medical 1nformation cystems that
_f focus communications on the integrity of clinical :nformation (130} Te date, the masority of
o .
»* applications in medical computing have been of the second sort. Cormercially available systems

offer a wide range of choicem in terms of the central processing units, termincls, programming

)

languagas, and security measures used in their communications networks. Marion 2all {1@) has R
:% reviewed 15 differont commercially available hospital information systems in order to give planners
)
-}f a basis for evaluating their own necds and how those needs might be met.
4
7

Regardless of the type of agystem under consideration, several options exist for acquiranng the

1 necessary hardware and software (5). ‘The hospital may elther buy or lcase the computer, peripheral
_2 devices, and programs. It can set up and wtaff its own computer center, or hire a comgany to run
;h the center. Two or more hospitals may alect to share & computer and elther establish a centralized
"

data processing center or purchase computer services from a service bucgau. A hospital may decide

to have a systems company custom design their ssstem and programs, espscially if existing commercial

P~

i

packages cannot meet the hospital's needs.

1} It has already been mentioned that the development of minicomputers, especially in distributed
AR}
processing configurations, constitutes a maior advance in computer technology and significantiy
enhancas tha availahility of antomatad systsme 0 BOth lavye and small medical facilaities. There 13

no precise definition that ailows a distinction to be made between a minicomputer and a

"regular’
compuvter, but minicomputers typically cost in the range of thousands and tens of thousands of
dollars, while standard computers run in the hundred-thousand dollar range and up (5). Kuhn and

QAR RS

Wiederhold (194) noted that minicomputers were used for nearly every large AAMRS that they surveyed,
and some sites were planning to adapt their systems to a microcomputer.

The microcomputer is rapirdly becoming the computer of choice for implementing specific

functions in health care settings (89, 166). Now that serious software has been developed for

microcomputars, and almost 158 companies, including IBM, are marketing them, they are losing their

"toy" image and achieving respectability among data processing professionals. It is now possible
for every clinic to have affordable computer power comparable to the largest mainframe compater of
just 15 years ago. An important application of microcomputer technology is :in the development of

"intelligent” terminals that are able to share the conputatioral load of the entire system, Such

terminals contain suybstantial memories (17.) and software able to provide for multi~pregramming ia a .

a2 note of
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high-level language {80). As the trend toward computer miniaturization grows, however,

caution 1is in order. Philip Kohlhaaf (185), a computer industry official specializing in static

suppresaion, warns that if integrated circuits become tcc tiny, they may garble data due tc their

k]
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sensltivity to statjic electricity.

Tnree types of scoftware ure required for any computer gystem: apgllcatlons pregrams, which are

"'di

sets of commands that direct the computer in performance of specific jobs: compilers, which are

programs that translate instructions and subroutines written in a high~-level language [such as

XA L
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FORTRAN, BASIC, ov CQOBOL) into machine language that 1is used on a specific computer system; and
operating systems, which control the internal operations of a ccmputer, such as moving pregram: 10t
and out of core memory, setting up files in the storage devices, or detecting program errors (5).
Applications programs are normally written in a high-level language that users who are not computer
svecialists can readily learn to use. Since evary computer has its own unique machine lanquage,
each model requires a compiler for each language that the computer 13 to be able to support. Of the
many high-level languages in use, the MUMPS language, developed specifically for health care
aprlications, is gaining fzvor among users of hoapital information systems. The major limitations
of MUMPS are the scarcity of trained programmers and the relatively small number of computer
ranufacturers who offer MUMPS compilers (5). (MUMPS code is not compiled but is interpreted as it
1s executed, tius increasing execution time.)

Austin (5) has assembled a list of 30 different applications packages available to hospitals
from at loast one of the major sources of hospital software (e.g., computer manufacturers, systems
companies, and software companies). An extensive listing of clinical software vendors, including
names, addresses, and telephone numbers for the corporate contacts, has been published by the
American Medical Association (148}. Although these listings provide a central resource to jidentify
and contact software vendors, a comparable listing of systems evaluations is not available.
cosTaR '

The Computer Stored Ambulatory Record System (COSTAR) represents a system which is well suited

___________ inatzllaiivns in
the United States (6¢€). COSTAR systems are curreutly operational at the Hays Army Community
Hospital, Fort Ord, California (135), and at the USAF Hoapital, Pease Air Force Base, New Hampsghire
(56). Kuhn and Wiedernold (104) report that COSTAk is clearly the leader in commercially available,
in-depth medical racords systems at this time.

The c¢bjective of COSTAR is o provide comprehensive and integrated information processing
support for the madical, administrative, and financial needs of an ambulatory practice. It is
unijue among sutomated health information systems in the extent to which the medical record can be
sutomatad and accessed for daily patient care and quality assurance (109). The Medical Rercord
module rerrcesents the ccore of the jinformation system zand provides a large variety of options for
recording, manipulating, organizirg, and displaying the data (106). Data are c¢ollected on
vreprinted encounter forms designed to fit the needs of a particular practice. The data are entered
into the computer via terminals operated by clerical staff, and direct inquiry 3nto the database is
possible through ali authorizea terminals in the practice (e.g., those in the medical record rocm
and in the care areas). Each data element in the patient record is associated with a specific name
and a inique code representing the data element. A set of all of these elements constitutes a
COSTAR directory (e.g., a directory of diagnostic codes, medication terms, or laboratory test normal
values). Content can be modified or extended w0 suit any particular practice. Thia feature
customizes the system without forfeiting the advantage of a defined vocabulary to use in the

collection, organization, and display of informat:ion.

There are three different typee of ourput provided by COSTAR: Encounter Report, Flowchart, and

Status Report (218). The Enccunter Report displays the data collected on a single visit encounter
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forim {including diagnoses, procedures, me.ications, and disposition) along with any laboratory test
results assoclrated with that encounter. Flowcharts emphasize the temporal course of the disease
proceas or the variatiorn in clinical findings over time, Examples include charts of measurements,
immunizations, and developmental milestones. The Status Report serves both as an index to the
content of the medical record and as a sunmary of the most recently collected data.

COSTAR is an active or reasponsive system in that the processing and display of information are
a function of the data content (218). That is, the computer can "understand” the encoded data and
tajilor output according to the characteristics of the individua)l patient and the care which has
been given. Prdgrams can thus be written to monitor recorded care and to automatically notify the -
provider whenever a deviation occurs. Thas is ipn sharp contrast to the conventional record, which
is completely passive, archival, and insensitive to the content or significance oI the information.

Barnett, McLatchey, Smith, Mourgan, Zielstorff, Shusman, Piggins, Beaman, Barrett, and Colloff
(14) reviewad the current status of COSTAR and 1identified several factors which have either
facilitated or inhibited implementation at various sites. Design objectives which make COSTAR an
attractive technology are:

1. COSTAR consists of a comprehensive set of relatively independent components which can
be implemented in an incremental and modular fashion.

2. The medical structure and content of COSTAR are not prespecified, but are defined by
the 1ndividual practice through additions ¢r modifications to an extensive directory.

3. The system has a very flexible surface behavior, allowing it to be tailored to the
needs of an individual practice without requiring extensive programming.

4. There is active support of COSTAR on the part of both the National Center for Heaith
Services Research and a user group: thie provides a community of enlightened users who can
share ideas and experiences. (NOTE: NCHSR support ended January 1, 1983.)

Major prublema associated with the implementation and use of COSTAR include:

1. A pumber of programming errors and functional limitations existed in the early
versions of COSTAR.

2. The start-up effort required of personnel in the medical practice during the initial
months of implementation has beer greater than desirable.

3. Because of the complexity of the COSTAR system and the sometimes inadequate
documentation, several of the vendors have had consideruble difficulty in understanding
the system and in providing user support.

4. The cost of the required computer hardware has been greater than anticipated; it has
been impossible thus far to implement a dedicated computer system for less than $50,000.

In an independent raview of the COSTAR program, Hattwick and his associates (84) found a large
number of difficulties relating to hardware, software, and user interface. Hattwick describes some
of the modifications and enhancements that have been required for practices to make use of COSTAR.
His recommendations for the future include better hardware, more efficient and more user-oriented
softvare, and the establishment of, or access to, a complete sgupporting organization to deal with
problems and provide long-term cechnical and advigsory support for COSTAR users. Despite the
problems, his overall appraisal of the system's capabilities and possibilities is nevertheless
positive and optimistic.

User Acceptance

Recent research has shown that the human element 1n computerization 1s routinely ignored :in

feasibility and pre-evaluation studies (53), yet no medical record system, no matter how attractiv=

or inexpensive, can survive withour the support of the providers who use 1:. User acceptance or




resistance o the ADP system thus constitutes a key factor in the fate of the automation program.
It 13 one of the only factors that could undermine the entire system 1in the very first year of 1ts
existaence (90).

Resistance can asgpume a variety of forms, from complaints and iowered morale to the withholding
of data and mistreatment of hardware. It msy be Jdue initially to such things as satisfaction with
the sgtatus quo, perceivad threats to Job security or indepencence, 1nterference with social
relationships, or dissatisfaction with the extra effort and general disruption of routine that is
caugsed by ADP implementation (98). After the aystem is in operation, rezaistance may stem from
unrealized positive expectations, apparent inferiority of the new system's pertorninance compared to
that of the old, inconvenience or confusion concerning system operation, or delays in communication
and corrective raesponses (205). COSTAR, for example, uses structured, precoded forms for data
collection, but such forms limit freedom of expression, and physicians tend to consider structuring
as an infringement. This percsption often generates negative feelings and vesistance. In order to
avoid system failures due to inadequate user preparation and congultation, it is imperative that
managemsnt develop and employ atrategies to minimize the problem of resistance (18, 29, 86, 99, 91,
1@4, 205).

User involvement and strong, interested Jeadesrship represent the primary methods of promoting
user acceptance. User involvement requires that those individuals who will be affected by the
system be given an opportunity to understand the 1ssues and contribute their knowledge, experience,
and judgmeant. Provider acceptance is greateat when the provider (a) participates in the decision to
install the syetem

(h) iz ineolved in the syst
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ssign, and {c) Téceives adequate training in
using the system. Users must be made to feel some degree of ownership of the system. Employee
involvemsnt in ‘each step of system specification, deeign, implementation, testing, training, and
evzluation will enhance the correspondence betwean the new information system and the needs, values,
and past experiences of the employees.

In addition to wuser involvement, implementation success is directly related +«o the
organizational position, leadership strength, and interest level of the individual who directs and
controls the effort. This individual should be selected from tha higheat possible level of the
hospital organization. He (she) should be decisive, organized, and enthusiastic. Strong leadership
is not incompatible with group participation: both are essential for achieving successful
implementation.

There are a number of other strategies that will help overcome res. ance and iasure the
success of & new ADP asystem (29, 99, 205). Staff visits to sites where similar systems have been
successfully introduced can do much to alleviate fears and uncertainties about the prospective
change. Compatent coordination ana honest communication about the system are vital. Realistic
expectations, including the anticipation of some temporary traumas and problems, will foster user
acceptance far better than unrealistic expectations that are not met. The quickest route to
positive atritudes toward the new system is for results to exceed expectations. Training should
take place immediately before it is applied in the real world situation and should be relevant to

the jobs that will actually be performed. The bernsfits of a well-conceived tralning program include

user scceptance as well as user competence and even increased productivity.




DI Ainsworth (3) states that perhaps the most important factor iu generating and sustaining user
cocperation lies in scheduling the project. Whenever possible, the new system should be install:d
during a pericd of relatively low seasonal workload. 2 one-step-at-a-time procedure helps to reduce

confueion, encourages ongoing staff involvement, and helps to 1dentify problems that could affect

future phases of the program. Also, it should be recognized that a system <an be developed and
L implemented in much less time than the ordinary user can adapt to the system. Therefore, a phased -
implementation is recommended to allow for both adjustment of the staff and resolution of problems

that arise during each step (3, 29, 56, 88).
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H:* Rosenfield (162) reports that at a number of hospitals where computerized information systems

~s

~5 are in operation, clinicians do not want to be involved with the direct use of automated equipment.
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His injtial impression was that this was largely due to inadequate orientation of the usgers.
However, upon furthar study, Rosenfield became aware that insufficient attention had been paid to
the need for an effective but simple technique to permit the prime user to communicate directly with
ti.e computer- Human factors engineering is thus a design problem with direct impl:cations for user
acceptance. Designers must find ways to express medical information that can bLe processed Lv
computer and yet be easy to read and write. They must develop means 0 input large amounts Of

medical data without input arrors. In addition, they must provide simple, user-oriented operations

=
.

for differernt tjpea of data p:ocassing, such as case retrieval and statistical anaiysis (94).

Hardware design (e.g., tirminals, keyboard layout, information display), software design (e.g.,
information coding, information formatting, dialogue mode, feedback and error management), and
Spacs design Musi all be cunsidered tor theirr impact on human performance. Tt is quite likely
tﬁac many basic psychological factors found to be fundamental to good system design in cther
applications will pertain equally vo the design of compu-er-based systems. The general user

onsiderations present in the specific application of the humun-computer dialogue are compatibility,

brevity, flexibility, immediate feedback, and operator workload (223). In addition to these
attributes, a number of specific cognitive factors also need to be considere: . Decision-making
rules, informationr processing habits and biases, cognitive styles, contingency task structure modes
{(i.e., how people can and do perform in given situations), and decision-making frameworks comprise
some of the determinants of information systems performance from the "man" side of the man-machine
interface (164)}.
Costs

Economic considerations are one of the main driving forces behind the oroliferation of
databuses (218). Cost and cost-effectiveness issues are therefore deemed basic to the evaluation of

ADP in medicinae. This is particularly ¢true 1in large institutioral settings, where cosatly

administrative requirements and funding problems may take precedence over medical goals (35, 86,

) 12¢). Cost-effectiveness and cost-benefit analyses are potentially significant aids in the attempt -
;}j tc control health care costs and improve resource allocation. However, difficulties in documenting
F;{ the developmental and operating costs for many information systems, let alone problems 1n
)
i:; quantitying their clinical impact, have limited the coatributions of cost analysis in this area (86,

148). The impact of comwmputers on the cost effectiveness of clinical medicine is thus open to

f continuing debate (63, 70).
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In the absence of solid research on the costs and bunefites of hospital information 3systems,

hospital planners may itemize aexpected costa and examine some of the actual costs and benefits

incurre *+  similar hospitals with operational information avstems. The Automated Hospital

Information Syatem (AHIS) Component Catalog (8) provides a helpful cost guideline. In additicn to

outlining the information eystems in use in American hospitals, the Catalog 1includes the total

expense of each site's syatem and a graphic display of the portion of the hospital's resourceg thot

ars devoted to data processing operations. The recently published "how-to" manual, Evaluating

Automated Hospital Information Systems (115), is helpful in evaluating the performance of an

information system after 1t is installed. This manual provides step-by-step instructions for

performing a self-quided, in-house evaluation of both economic and service impacts of an AHIS.

System costs include the price of hardware, software, other needed equipment, the monthly

charge paid to a service bureau. if one is used, and licensing fees for software (%). Leasing

eliminates the large capital outlay required for a purchase and protects the organization from the

danger of syatem ohsolescence. In the long run, however, purchase is generally the most coust-

effective method of acquiring a system (208). There are also a variety of one-time costs associated

with the installation of a new system (5). Shipping and inatallution charges, purchase of operating

manuals, travel expenses for the installation team, environmental renovaticn (e.g., air

conditioning, raised floor, new furnishings), and supplies (e.g., disks, tapes, and microfiche

readers) are some of the oxpenses that should be anticipated. Operating costs include forms,

supplies, utilities, salaries, and maintenance contracts. Back~up systems to insure data security

reprasant Yyet another anticipated @ipanss. The lLack=up system can be either electronic or manual

but should be developed befors the nsw =ystem is installed.

The rslacively high cost of data entry is also a major concern (118, 218). Martin (118} found

that the overwhelming majority of direct custs (88%) were involved with data acquisition and

preparation rather than report generation. When data are collected, there are the costs of actwal

collection, transcription into some processable form, and entry into the computer database.

Obviously, data that cost more to collect than they are worth should be avoided, but the utility of

a given data element is hard to predict. This wutility depends on its potential value, the

completeness of trne patient's record, and the probability of the patient returning to the clinic for

follow~up. Because Of these contingencies, ambulatory data are generally more expenaive to collect

than inpatient data. Also, because the average bill for a hospitalized patient is many times

greater than the average bill for an ambulatory patient, the cost/income ratio for a given piece of

informatioa 1s higher for outpatient data (129).

Costs vary according to the setting. The more innovative or extensive a system, the greater

the cost of development and programming. Rodnick (157) reports that of the 17 AAMRS sites that he

and hie colleagues visited, only four were financially self-sufficient. Friedman and Gustafson (63)

surveyed 32 published projects involving computer applications to medical problems. Fol low=-up

quastionnaires to the principal authors of these publications revealed that for 51% of the projects
reviewed, the work had either been stalled or abaundoned. Over 41% of the projects were unfunded by
the vime of the follow-up survey, and only 18% were funded out of direct patient fees or hospital

funds. In almost every case in which the project had been abandonad,

the rationale was that the




project had never become cost-etfective. When the external research fund:ing expired, the hospital
declined to assume the funding.

In general, clear-cut financial savings accrue only from support of billing and accounting
functions {120, 157). More indirect service benefits can be justified in terms of cost savings, but
every effort must be made to demgnstrate that the benefits uf a particular computer system outweigh
the obvious costa in order to justify purchase and operation of a good system (24, 231).

Due to the fact thact the health care industry is service-oriented rather than product-oriented,
it is axtremely difficult to obtain precise measurasments of the benefits of an ADP system in health
care delivery. However, Schmitz (171) suggests several examples of quantifiable patient czare
parameters that could serve as evaluation criteria. These criteria include an increase or decrease
in the number of contaminated tests, the number of incorrect requisitions, the amount of time 1t
takes for an item to arrive at a nursing station after a requisition has been sent, and the anount
of time it takes for patiunts to receive some treatment following their admicsion.

Simborg and Whiting-0'Keafe (188) describe a new evaluation methodology that is currently being
developed. This method utilizes the physician's ability to predict patient outcore events as a
msasure of the quaiity of the information system. The development rationale stems frow information
theory, which defines information as the removal of uncertainty from a system. By extension, the
better the information, the better one's ability to predict outcomes. Conversely, Dbetter
pradictions mean better information and a better information system. Although the feasibility of
the methodology has been demonstrated, a number of issues must be addressed berfore the validity,
sensitivity, practicality, and ultimate usefulness of the method can be confirmed.

The good news. Martin (l18) describes a computerized information system in a 559-bed teaching
hospital. Cost-benefit avaluation demconstrated that the system was potentially cost-effective in
its application to medical quality/utilization review. For exampls, because the demconstration
hospital was already participating in the Professional Activity Study of the Commission on
frofessional and Hospital Activitieas, the marginal coet of obtaining fundamental information such as
patient age, diagnostic and operative codes, and admission and discharge dates was only slightiy
abova §$.01 per patient. This figure is far leas than the cost of abstracting, coding, and
keypunching tha same data with a noncomputerized system. Martin concluded that full cust savings
could be realized if the system were irplsmented in a number of hospitals, with only minor
modifications, in order to spread the costs of development over several facilities.

Margolis, Alterescu, Friedman, and Baker (116) have described and endorsed a relatively simple
Medical Information Management System (MIMS) in which an automated, optically scanned (Op-Scan) data
entry system was combined with a generalized, interactive storage anJ retrieval system. The user-
friendly Op~Scan-MIMS operates in a time-share system, requires minimal hardware and technical
skillas, utilizes user-genarated programs, and has been shown to be cost-effective. Cost of the
system is about $2.09 per medical record, a figure which should becomeg even more attractive as the
cost of manual data entry continues to climb.

At El1 Camino Hospital, work sampling studies showed that clerical activities consumed 18% of

nurses’ time prior to implementation of a hospital information system (66). Of the potential

savings estimated for the Technicon Medical Information System. 95% represented labor benefits,
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mostly 1n nursing activities. Evaluation of the economic wmpact of the system, therefore,

concentrated on models of time savings and labor reductions. Over the d4-year period during which

the study was conducted, the total net system cost benefits, after dJdeducting for system costs,

ranged from -$17,724 to +$98,714 per month. According to the Gall report (6p), a more realistic but

st1ll conservative estismate for this project is that net cost benefits Jay between $30,000 and

$50,000 per month.

Oone of tha most controversial aospacts of cost analysis of automated record systems is

eatimating the comparable costs of a manual record system. There have been few quantitative stucdies

delineating exactly what functions and how much personnel support should be included in such

estimatss, and little guantitative dJata about the cost of an equivalent manual administrative

support system (13). When the Harvard Community Health Plan (HCHP) and its collaborating facility,

the Labouratory of Computer Science of the Massachusetts General Hospital, undertook a generai cost

evaluation of their COSTAR system, they used estinates of an ejuivalent munual system that were

comparable with, or less than, cost estimates from similar health care facilities. COSTAR coste

included all hardware and terminals, all communication costs, all operational and programming

support sataff, and all HCHP staff involved in the medical record and adminiatrative information

processing activity. In 1976, their estimates of operational costs in terms of cost per member per

year at a populatio: of 4¢,000 were: Manual Reccrd System--314.00, COSTAR System--§$12.50 (13).

The bad news. The North Councy Health Services (NCHS) project in San Marcos, California, began

installation of a COSTAR system in August 1973 (6l). NCHS is a complex of five cliaics providing

care to some 54,789 patients annually. Prior to the installation of COSTAR V, the project utilized

a manual medical racord system and operated a batch encountsr/billing system which contained basic

diagnoses, procedures, medications, and supply data. NCHS hoped to use the COSTAR computer system

t0 eliminate saveral major shortcomings within their organization. Initiai results suggested that

system performance was adequate, in thac the major syscem modules were 'bug*' free, the software

worked as specified anc did not cause system crashec, there were few data errors, and current needs

were being met. However, high costs and a multitude of development and implementation problems have

tarnished the effort.

Not surprisingly, CCSTAR V's costs were greater than the preceding asystem's costs. Total

annual costs for the automated system, based on amortization of $161,@8@ in hardware purchases, were

$128,1%0-~almost 60% higher than the cost of tha previous system (€1, 181). Developers point out

that a: NCHS, a number of site-specific factors have tended to exacerbate the system's costs and

limit potential cost savings. Nevertheless, a comparison of costs at two COSTAR sites {NCHS and a

Medical dHealth Group in Baltimore, Maryland) shows them to be very similar (61, 181).

The NCHS system required more hardware and data entry time than anticipated. Entry of

registratiorn data was generally efficient, but encounter form data took an average of & minuves, 40

seconds for clerks to enter. Hequirements for free text data have slowed data entry time and have

placed exceasive demandas on disk storage. An additional $90.809 of hardware was ordered to improve

processing and expand disk capacity. The amortized hardware costs, annual hardware maintenance

costs, and personnel salaries were higher than planned, and it becawe apparent that the system's

potential actual cash savings, originally estimated at $10,000 per vear, would be far less than the

system's yecariy opsrational costs.




There are other examples of cost problemsa with HIS gystems. At the U.S. Naval Air Station
Dispensary, Brunswick, Malne, the computerized Pruuvliem-Oriented Medical Record was Jetermined o
equal or surp!/ s a paper medical record in several respects. tiowever, the average uvost of the
manuai record -~'stem was approximately §1.98 per patient visat, while the computerized records
averaged $6.13 er patient visit (17(’).1 Of 30 gelected gites using automated med.ca) records in
1974, Henley (86) reported that only one showed actual cost savings that exceeded the coust of the
computerized system. In 1975, Wiederhold et al. (21Y) soted that attempts to store large awountsg of
data htad not Jdemonstrated cost-effectivenass, and that large systems were gseemingly interrupting
cilnical routines without providing clinicians with usable information 1n return. Based on a survey
of automated ambulatory records, Rodnick and Wiederhold (158) concluded that problems of c3st, data
entry, and data storage seemed to outweigh the benefits for most practices. In a subSequent report,
Kuhn and Wiederhold (194) concluded that there is little evidence that benefits justify costs for
the larger automated ambuiatory medical record systems.

At the 1981 Symposium on Computer Applications in Medical Cave, Ian Bush (32) stated flatly
that "conventionai automated hospital information systems are still excessively expensive and of
very doubtful cost-effectivenesa” (p. §). He went on to criticize those who accept these costs,
projected tc run 4-7% of cotal hospital operating costs for a typical ‘total’ HIS, in the face of
no convin.ing proof that any cost savings at all will accrue from HIS use. He termed estimates of
$2.00-56.08 per patient day “depresaing,” and referred to automated hospital information systems as
"dinosaurs in the land of conputers.” (onceding enormous uacertainties in figures guoted on both
sides, Bush nevertheless Delieves that all users' ADP cnrts are serisusly undwiesiimated 1in the
available litervature. White (215) suggests that a rough rule of thumb would be to spend about 1% of
the total annual health expencitures on information. 1This is approximately what the Navy Melical
Department now spends on automated information systems, 27¢hough some experts have adviged that i0%
of the total budget is not excessively high (199).

To summarize, conclusive cost-effectiveness or cost-benefit analyses have not been performed.
Evidence on both sidea is largely observational, and in the absence of further computational dJdetails
the issue remains equivocal. Rogers, Waring, and Watson (159), for example, identified some of the
hidden complexities of cost analysis. Their investigations produced two results with diametrically
opposed implications for health care costs. Length of hospitalization stay was found to decrease
considerably among patienta for whom computerized medical record summaries were available to
vrcviders. This suggested a possible savings in overall health care costs. Oon t other hand,
laboratory tests were given more frequently to summaiized patients than to nonsumnarized patients.
which represents an increase in health care costs.

Vickers (284) points out that while hardware and disk storage costs have been in a steep
decline, labor has increased. This increase indicates that hospitals shculd use more ocomputer

hardware if it will save Jlabor or maxe labor more effective and efficient. Banta (12) notes that

Ie

must be emphasized that all of these figures are merely estimates of system costs, based on
certain variable conditions and do not on others. For example, vesearchers involved with the
Brunswick system estimated that with outright purchase «f appropriate hardware, as opposed to
contracted computer saivices and rented terminals, the cost figure could be reduced to $1.85 per
visit. This revised estimate would represent a slight savings over the paper records.
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capital-intensive techaologies may actually ccntribute less to high health care costs than do
individual, low-cost items that are used in great quantity.

Thus, the various costs and cost savings assoc.ated with computerization have to be examined 1in
light of one another in order to Jetermine what net cnsts or savings might be. In moBt instances,
an automated information systemr is not going to reduce costs immediatel’y. 1In fact, it will! probably

P cause an initial increase i1n coste. Kamme.er (98) recommends buying only the system which is
presently neede¢d and cost~-iustified but which is capable ©of expansion to meet normal growth neecs
for the next five years. Cost jurtification should not be limited to immediate circumstances, but

should weight long-range benefits, both tangible and intangible, against fong-range costs.

SUMMARY AND CONCLUSIONS

Information Needs Anszlysis

In the midet of an unprecedented data explosicn, many organizations, including the health care
industry, have come to regard infcrmation as the “"fourth reeource,” equal in importance to mcney,
matarials, and personnsl. The zramendous volume and complexity of the data, coupled with increasing
prassures for accountability, are literally forcing hospitals into the use of computerized
information systems. Unfortunacely, many hospitals have adopted automated systems without
sufficient forathought, assensment of needs, or systemy evaluation.

In ordar to bhe useful 1o haalih care practitioners and managers, datz must be captured and
aggregatwd in accordance with the actual needs of specific users. Needs must be aestabliahed on a
facility-by-facility basis through a detailad anaiysis of each dapartment's objectives, resources, g
patterns of inforwmatior flow, and current information system. In general, healtn care providers
require detailed information anout the individual patient and his present medical condition, while Z
clinical researchurs need longitudinal data and population statistics. Because the medical record
is the main vehic'z for capturing and organizing a clinical database, both cliniciars and ':i

resesrchiers share the nesd for complete, accurate, organized, legible, and accessible medical

records.
Medical Records

Computerized madical records are contributing aignificantly to the aclution of three major
shortcomings in conventiona. data collection. One of these shortcomings is the inadequate
representation of temporal relationships among various clinical events. Time-oriented records and
flow-chart outputs are bheing developed to enable clinicians to track the status and evolution of '
disease and treatment praocesses (€4, 179). The time-uvriencted record is especially useful for
managing patients with chronic disorders.

. The user's inability tc integrate the many discrete facts contained in the medical record }
represents a second problem addressed by automation. Frequency <ounts, which characterize the .
manual limits of large-scale aggregztion, have very little «clinical, managenent, or research v
utilicy. information in an automated system, on the other hand, can be retrieved, inteyrated, and

analyzed to meet a variety of user neesds. 1The Problem-Criented Medical Record is an important

example Of a computer-generated patient profile, which integrates related pieces of inrornation f
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pertinent. tc an individual patient, his problema, and his treatment. Pharmacy and laboratory
programs are also contributing to meaningful data synthesis by combining general, population-based
medical knowledge with individua! patient treatment data to warn physicians of potential drug=-drug
or drug-lab interactiona.

A third problem with most manual medical records is the need for more complete and more
detailed 1information. Increcased demand for more detaiied medical record information has been
precipitated by a number of factors. Quality review, for exampla, has become more demanding.
Accreditation procedures, legal conventions, federal regulations, and regource allocation decisions
often involve very specific questions raquiring verv specific, documented answers. In addzition,
there is an increasing research and clinical emphasis on subtler dimensions of health and discase.
Therefore, new incicators s:ch as functjional status and symptom severity need to be included in the
medical record. Other clinical considerations include the increase in patient load, the concomitant
decrease in the amount of time spent with an individual patient, and the fractionalization of health
care due lzrgely to contemporary specialization of secvices. Finally, the automation of medical
records can contribute to the process of standardization.

In order to increase the level of standardization some medical software programs require the
input of all necessary information before the user can move to the next item on a record (66;. In
addition, some newly developed coding schemes permit great specificity in recording symptoms and
diagroses {44, 186). Computericed data storage and retrieval capacity enakbles users to collect
larygs amounis ui data without the storage, organization, and availability problems innarent in
manual records. Standardizod encounter forms, such as optically scanned checkliests or computer-
digplayed menus, potentially can ceduce the amount of writing a physician has to do and improve the
quality of the data.

Quality A<surance

Automation can make a special contribution to clinjical quality assurance. Compuaters are able
to monitor care as it is being provided, detect deficiencies, 2nd alert providers via automat.c
rapid feedback @0 that nacessary corrections can be made. Computers have also been employed to
supply phyeicians with remindsrs of needed procedures (e¢.g., medications, immunizaticns, or routine
chack-ups), enh&nce prognostic accuracy of physicians (47), and asaiat in clinical decision-making.

Automated records, becauseé they are¢ mcre complete, accurate, and organized than conventional
records, can improve retrospactive qualitiy assessment as well. This imprcvement is particularly
ealisnt in ambulatory care, where special problems exist for both record-keeping and quality review.
In ambulatory care, standard sssesgmant measures of prccess and outcome do not courrespond well with
actual clinical situations. Outpatient-specific quality review methode are very much needed, but
their dJdevsliopment is contingent on the availability of sound patient records. A hospital
information system potentially can provide sush records.

Dasign and Implementatjo:.

The actual design of an information system calls for an intensely cooperative effort between
potential users. who will contrituts ideas on system reguirements and the realities of daily

operations, and technical personnel wkilled in analysis, degign, and hardware/eoftware functioning.

The following recommendations are gurerally supported in the literature:




Minicomputers have been used for several years as independent processors for various functional

applications 1n ™umspitals. They cost much less than mainframes and yet provide subgtantial
processing, stcrage, and menory capacaity. Rapid imgrovemeat in minicomputer hardware and software
makes the mini an artractive option for a total hospital information system. While contirued

miniaturization promises computational power in even smaller packages, we may be reaching a limit on
miniatuwrization due to such problems as the vulnerability of microchips and microcircuits to static
electricity. Inatead, future developmental efforts will probably fccus on improving computational
speed and mass stcrage capacity.

A modular, distributed database ia preferable to a centralized design. Efficiency,

flexibility, reliability, phased develonment, and economy are cited in support of distributed
databases, although theil: advantage over centrolized systems is not uncontested. Although data
integraticon remains a probiem in a distributad database, recent technology, such as the local area
communicotions network (LACN), should resolve this problem and facilitate the construction of
hospitalwide, regional, or even national data networks. Aa is Often the case, such developments are
hampered by both technical and sociopolitical problems.

COSTAR (Computer Stored Ambulatory Record) laads the field in commergially available, in-depth
medical zecords syestems at this <ima. It {s especially pertinent to the MNavy's interest in an
ambulatory record system. COSTAR's flexibility and wzophisticated capabilities are jimpressive, hut
it high costs and history of implementation problems must be considered.

Data security assumus new dimensiona with the adoption of a computerized information system.
nt3rnal Jatebesd isaungement sysctam (DBMS) 18 recommended to protect the confidentiality and
integrity of the data base and to provide audit trails.

User resistance can urdermine ever. the most powerful, attractive, and economical automated
information system. Ussr involvement from the very bLeginning, and strong, interested leadership are
the two keys to user acceptance. Ussr parricipation in the design of the system will also help to
irnsure that humanr factors are given adequate cconsideration. Hardware, software, and workspace
designs all impact on human performance and should be built to be user~friendly.

Costs

There ia no denying that computerization costs money--$500,000 to $2,0€0,002 or more per year,
depending on the aize of the hospital and score of the system (216). Despite numercus examples of
cost-effective systems and net cust savings, an equal or greater number of cost-benefit failures
indicate that most systems are still excessivaly exponsive and of vncertain cos.-effectiveness. The
complexities of cost~benefit analysig in health care, and the dearth of methodologies for performing
such analysis, may rartly account for the lack of more favorable evaluations.

Users need to become more discriminating consumers. Some tasks should not be automated, as
they caa ba QOnu much better manually. Others can ba accomplished more efficiently and
inexpentively with a batclh s, itam rather than an on-line system (171}). In still other tasks, direct
{iaput and retrisval of data id leas expensive than using an intermediary such as a clerk. This is
particularly ¢rue in ambulztory care because of its tremendous volume of patient contacts (68). All

other factors besing squal, labor-=intensive systems will tend to cost more than machine-intensivz

systems (192, 284). 1Ia general, packagerd systems are more economical than cuatom designed sysiems.

»




- - »

However, procurement regulations that limit facilities to competitively procured off-the-sheli
systems can actually increase costs hecause of the need for expensive mod:ifications, delays, or both

(17). It is gener2lly more efficient to specify products known to satisfy a particular hospital’s

requirements.

Future Directions

There 18 a growing movement among both epidemiologists and medical pracritioners to consider
hezlth and 1llness in the context of the physical, social, and psychological €actors operant in the

human host and his/her environment (214). This integrative orientation requires a shift away from

traditional vital and morbidity statistics and tcward subjective complaintg, aymptoms, ang personal
adaptation. The advent of this ecological perspective may signal an important movement wltihin
astablishment medicine toward a broader view of heaith and preventive medical care.

Patient education rapresents a fundamental aspect of preventive medicine. The Navy Surgeon

General has strassed consumer health education as an important means of reducing health care demand

(45). Computars are already being succeusfully employed by patients for their own education,

evaluation, and counseling (182, 189, 282)}. Evei. children are learning to run programs that are

proving very successful in nutrition education. Although researchers are only beginning to explore

the potentlals of computerized information systems for patient education and preventive care, such

applications hold great promise for improved health care and cost containment 1n the health care

industyy.

The application of computers in health care systems usually takes two forms. One 13 to perform

tasks that were rformerly dAone bv pag

h3r is to 4o jubs ithat were not fgasible by manual

methods (199). Priedman and Gustafson (63) belisve that the gunerally disappointing impact of

computer tachnology on medicine thus far may be due tc the fact that moac automated systems do

little more than duplicate the efforts of the individual phyaician:

In mathematics, physics, tanking. space exploration, etc., the computer routinely 1is
called upon tc perform tasks that all mankind working 24 hours a day from creation could
not bagin tc duplicate, but ip medicine our measure of success is diagnostic accuracy
appreaching a skilied «clinic: n, EBCG analyeis vhich is substantially correct,

historical data acquisition which saves the physician five minutes per patient (63,
229).

or
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More imaginative and ambitious computer appiications in the future would help to generate increased

enthusiasm among physicians (187).

In 1977, the Congressional Board of the Orffice ot Technology Assessment undertook an imparz:al

analysis of medical information systems fcr the purpose of recommending policy alternatives for the

federal government (138). Their recommendations took the form of eight alternatives {pp. 68-73)

which are summarized briefly below:

1 Continue current veasearch and development policies and allow dissemination of medical
inforrmation systems to0 ba determined by the open marketplace. (This presumes tl2t the
moat beneficial systems would fail to attract buyers and would consegquently disappear from
the market. The disadvantage of this approach ie that the administrative funct:ions, which
are the mosi marketable capabilities, would probably tend to predominate at the expense of
further rasearcn and develooment of more patient-oriented functions).

2. Establish a central clearinghouse to courdinate developmental projects and provide
information to the public about medical infurmation systems.

3. Frovide funding for evaluation of medical information systems in a number »f differert
medical care facilities and loczations to determine their effectiveness in terms of
relative tenefits and costs.




4. FEnsure the availability of medical information sysctems with specified capabtilities and
applications by contracting for their devslopment.

S. Provide incentives £for medical care facilities to adopt medical information systems
that improve the quality of patient care and support research and planning. 7Two possible
mechanisms could be employed: regqulatory authority over capital expenditures and direct
subaidy.

6. Charge a «centr:zl organization with authority for developing, validating, and
maintaining the content of medical knowledge within medical information systems. (without
such controls, therapies, drugs, or tests of unproven efficacy could be incorporated as
guidelines for physicians in computer programs.)

7. Develop standardized medical databseeo, incgluding nomenclature, terms, definitions,
classifications, and codes for use in medical information systems.

8. Establish guideiinea for precise standards to protect confidentiality of patient data
within an institution and release of identified Jdata to third parties.

Although these eight proposals ware directed toc the tederal government in its role as a
requlatory agency for the nation's health c¢are induetry, they have immediate applicadbility to
policy-making within the Navy Medical Department. ‘The important points for action highlignted 1in
this congressional report include (a) Jdevelopment of c<linically oriented information systems o
improve and monitor the quality of medical cara, and to faciiitate research and planning that will
venefit the patient znd the health care system as a whole, rather than the individual institution
(b) dissemination of information about medical care systems to increzse public awareness, gquice
administrators in system purchases, and encourage adopticn of medical information systems: and (c)

regulation and standardization of the content, form, and security of medical databases. These

issues remain priorities in both the civilian and the military health care sectors.
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est possible context and in the most coordinated manner possible. Computer-
ized information systems afford powerful means for meeting medical information
processing needs. The present report is designed to focus attention of hoth
clinicians and researchers on the salient issues involved 1in the design and
use of an automated medical information system. The literature describing.
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/f the current state of the art of computer applications in medicine is reviewed,
with special emphasis given to {a) clinical (as opposed to administrative)
applications of health care systems, {(b) assessment of infeormation needs and
revearch issues, and (¢) design and implementation issues, including methods
of data capture, database security, and costs. The report concludes with

a brief examination of future directions and policy recommendations for medical
information systems.
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