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o= PREFACE

s The Inter-Service/agency Automated Message Processing Exchange (I-S/A

o AMPE) Functional Requirements Description (FRD) is an intermediate step in the
documentation and specification of the requirements of Military Services,

De fense agencies, Joint Chiefs of Staff and the Department of Defense for a
common-user communications automation facility which will be a follow-on and
replacement of existing Service and Agency AMPE programs and the AUTODIN
Switching Centers (ASCs).

The FRD and its companion Inter face Control Document (ICD)} are an
ocutgrowth of earlier documentation; the Functional Statement Document (FSD) in
three sections (Section I - Base Level, Section II - ASC Residual, and Section
III - Network Interface). The FRD and ICD organize the FSD statements in a
logical, system-oriented manner; expand and extrapolate them to provide the
basis for technical specifications; and fill in requirements (e.g., system
per formance and sizing) dictated by system needs.

The validated baseline for the FRD and ICD is the three section FSD. Wwhen
validated, the FRD and ICD become the baseline for the preparation of the
solicitation package by the Air Force Automated Systems Project Office, Gunter
AFS, Alabama.
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1.0 SCOPE

This is tne functional requirements cescripticn for the
nter-Service/Agency Automatea Message Processing txchan
ervice processing elenent ot the Integratea AUTODIN Sus

AMPE will perftorm the Tollowing functions:

o

~
-
T

[%

el

vessage orocessing currently done by Service/Acency (S/A) AMPES.

- = 507 c

5 8 ¢ PN 9 . LI b oa >
2557 ng currentiiy Colle O LNe mAUlvula SH1LCAMNC Lencers

¢. Information intercnange between AUTODIN and Defense Data Network
(DON) subscriber communities.

a. Secure intormation processing ana transfer, to include compartmentea
information.

1.01 3asis

This document forms the basis for the developwent ana preparation of the
following I-S/A AMPE specifications:

a. Type A Specification - System Specitication. This type of
specification will state the technical ana mission requirements for the [-S/A
AMPE (See Appendix I of MIL-STD-490).

b. Type b Specification - ULevelopment Specifications. These
specifications will state the requirements for the design or engineering
development of the [-S/A AMPE. Two types of these specifications will be
prepared.

(1) Type B2 - Critical Item Development Specification (See Appendix
III of MIL-STU-490). Type B2 specifications will be prepared for I-S/A AMPE
items wnich are engineering critical or logistics critical.

(2) Type BS - Computer Program Development Specification (See
Appendix VI of MIL-STD-490). This type of specification will be prepared for
development of the I-S/A AMPE computer programs, and it will describe in
operational, functional, and mathematical language all the requirements
necessary to design and verify the required computer programs in terms of
performance criteria.

¢. Type C Specification - Product Specifications. These specifications
will be applicanle to [-S/A AMPE items which are functional (performance)
requirements or fabrication (detailed design) requirements. Two types of
these specitications will be prepared.

(1) Type C2 - Critical Item Procuct Specification. These
specifications will be preparea for engineering or logistic critical I-S/A
AMPE items. They may be preparecg as function or fabrication specifications
(See Appendices IX and X of MIL-STD-490).

1-1
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iy (2) Type C5 - Computer Program Product Specification (see Appenaix XII
B of MIL-STD-49Q0). This type of specificaticn wiil be preparea for the

L procLcticn of tne [-S/A ANPE Computer progranis. wnen tuo-part specirications
;. are usea, B types snall form Part [ ana C types shall form Part II.

= 1.1 Intertace Control docurment

5 Tnis agocument is compliemented by the Interface Control Document (ICD),

i snicn serves as the repository tor envircnmental, mecnanical, <iectrical,
nrotocols, format, ana human intertace criteria controllinc or constraining
the Geva2lopment or the [-S/A AMPE.

1
|

.2 Stanoara Definitions ana Terminology

To insure consistent, accurate and concise application of terminology,
this accument contains a glossary of terms and acronyms {Section 10.0).
references may be made to the applicadole aocuments in Section 2.0 for
inTormation to supplement that containea in Section 10.0.

1.3 Pre-Plannec Product Improvement

Tne [-S/A AMPE is being implemented in two parallel and interlocking
tracks. Track [ involves the aevelopment of a system incorporating those
required tunctions which can be implementea using current state-of-the-art
practices. Track II will implement the [-S/A AMPE interface to the Defense
Data Network ana provide full consolication of DSSCS and GENSER faciltities.
Sub-section 3.12 provides a nmore detailed discussion of the intended
Pre-planned Product Improvements (P3I).

1.4 Change Procedure

A1l changes to this document will be processed in accordance with
Appendix Il of the Management Engineering Plan, [-S/A AMPE Functional
Requirements Change Process. Al]l Services and Agencies that utilize the
AUTODIN will be members of the Integratea AUTODIN System Requirements Panel
(IASRP). This panel will have the responsiocility for obtaining ratification
of all proposed changes to requirements documents associated with the I-S/A
AMPE program and will operate according to the provisions of the IASRP charter.
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APPLICABLE DOCUMENTS




REFERENCED COCUMENTS

BTy

4i1itary ana Fecgeral Standaras

FED-STO-1031
FED-STD-1037
IL=5TU-lex-100

MIL-STD-188-114

fIL-STD-188-124

MIL-STD-188-310A

MIL-STD-470

MIL-STD-483

MIL-STD-490

MIL-STD-785A

MIL-STD-756A
MIL-STD-781C
MIL-STD-1472

MIL-STD-1521A

MIL-STD-1679
MIL-E-4158E
MIL-H-232

MIL-H-468558

Telecommunications, General-Purpose 27 Position and
§ Position Interface bBetween Data Terminal Equipment
anc Data Circuit Terminal EZquipment

Terms and Definitior

- 2 Gillu ©

2lecommunicaticns

Common Long Heul anc Tactical Communication System
Technical Stanaarcs

Electrical Cnaracteristics of Digital Interface
Circuits

Grounaing, Eonding ana Shielding

Suosystem Design and Engineering Stanaards for
Technical Control Facilities

Maintainability Program Requirements (for Systems
and Equipments)

Configuration Management Practices tor Systems,
Equipment, Munitions, and Computer Programs

Specification Practices

Reliability Program for Systems and Equipment
Development ana Production

Reliability Prediction
Reliability Tests, Exponential Distribution

Human Engineering Design Criteria for Military
Systems, Equipment and Facilities

Technical Reviews and Audits for Systems, Equipment,
and Computer Programs

Software Development
General Requirements for Ground Electronic Equipment
(C) RED/BLACK Engineering-Installation Guicelines (U

Human Engineering Requirements for Military Systems,
Equipment, and Facilities

2-1




M i s B S SR IS RS S P

2
S
3 . P [y -
- .2 Dol Directives, Instructions, anc Manuals
-
; 5 4 Management of Ccmputer Resources in iajor Defense
{ Systems
you 52C0.28 Security Kequirements Tor Automatic Data Prccessing
(ADF Sjstd-S)
200, 25 ¥ ADP Security ranual
20U 1 =R {nTormaticn Security, Program Regulation
Dou 5£20.22-» Incustrial Security Manual for Safeguarding
Classified Intormation
DoD C-5030.58M (C) Defense Special Security Communications System,

Security Criteria ana Telecommunications Guidance
(U).

DoD Manual 7635-1-5 Automatic Data System Documentation Standard

2.3 Joint/Allied Communications Publications

ACP 100, (C) Adcress Indicator Groups (U)
US Supp 1

ACP 112 (C) Task/Type Organizations (U)

ACP 117, US Routing Inaicator Book
CAN-US SUP 1

ACP 117, US SUPP-3 Defense Communications System Routing Doctrine
General Purpose Networks

ACP 121, US sSupp-] (C) Communications Instructions - General (U)

ACP 122 (C) Communications Instructions - Security (U)

ACP 126 (C) Communications Instructions - Teletypewriter
(Teleprinter) Procedure (U)

ACP 127, US SuPP-1 (C) Communications Instructions ~ Tape Relay

and NATQ SUPP 3 Procedures (U)

ACP 131 ) Communications Instructions - Operating Signals

ACP 167 Glossary of Communications-Electronic Terms

ACP 198 US SUPP-1 Instruction for the Preparation of Communications -
Electronics Publications

ANAP 3 Automatic Digital Network (AUTODIN) Operating

rYroceaures
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Secret Compartmentec Document) Defense Speci
Security Cummunications System (OSSCS) Adaress
Grouds \uUrRu \L,

(Secret Compartmenteo Document) Uetense Special
Security Communications System Operating
Instructions - Routing Inaicators (U)

Conficential Compartmentea Document ) Derense
Special Security Commur.ications System Jperating
Instructions System/oate Procedures (U)

Service/Agency Telecommunications Instructions and Proceoures

HFM 10-4

JD0U PLAD

NTP 3 SLPP-](

NTP 4

NAVELEX INST
Z
DCAC 300-175-9

DCAC 310-55-1
DCAC 310-D70-30
DCAC 310-D70-55

DCAC 310-130-1

OCAC 310-0130-3

Air rForce Directory of Unclassifieo/Classifisc
~adresses

Autnorized Accresses for Electricall
Messages

y Transmittea
Joint Department of Defense Plain Language Acaress
Directory

Plain Language Address Directory

Mooirications to ACP-126

Computer Sottware Life Cycle Management Guice

OCS Operation-Maintenance tlectrical Performance
Stancaras

Status Reporting for the DCS

DCS AUTODIN Switching Center and Trioutary Operation

(C) DCS AUTODIN Defense Special Security
Communications System Routing Doctrine (U)

Submission of Telecommunications Service Requests
Approveo OCS AUTODIN Terminal Systems

System Description DCS-AUTODIN

Interface and Control Criteria

UCS AUTODIN Interface Category I Testing

UCS AUTODIN TEMPEST Category II Testing
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. SR o o o B " N .
veml 370-C18z2-3 ULs AUITULLEN LaleGory 11l Upercliondl ~CCcplc

Test

ISSHINEfVE Secret Compartmentea Document wloof
~utnerizea SIGINT Procuct Recipients (U

uSSID 505 (Secret Compartmented Document) Directory of SIGINT
Organizations (U)

USSID 519 (Top Secret Compartmentec Document) Delivery

bistribution Indicators (U)

UIA Publication (Secret Compartmented Document) Compartmented
AGGress ook (U)

Utner Kererences

Dratt AUTODIN I System Functional Specification, DCA Bo52, August 1682

[-S/A AMPE Functional Statement (ocument (Section I, II and III), DCA 23
SEP 82

Jensen, Randall W. anc Tonies, Charles C., "Software Engineering",
Prentice Hall 1979.

NAVELEX Software Management Guicebook Vol. I "Software Acquisition
Monitoring."

Defense Data Network Program Plan, DCA, January 1982 with changes.

Nibalai, G.H., "Proposea Technical Evaluation Criteria for Trustead
Computer Systems," M79-225, The MITRE Corporation, Bedford, MA, 25
Jctober 1979

E. T. Trotter & P. S. Tasker, "Inaustry Trusted Computer System
Evaluation Process," The MITRE Corporation, Beaford, ¥A, 1 May 1980

Nibaldi, G. H. "Specification of A Trustea Computing Base (TCB),"
179-228, The MITRE Corporation, Bedford, MA, 30 Novemter 14979

M. H. Cheheyl, M. Gasser, G. A. Huff, J. K. Millen "Secure System
Specification énc Verification: Survey of Methcaologies," MTR-39Q04, The

WIT

MITRE Corporation, Beafora i1A, 20 February 1980

nomenclature internationale des bureaux Ge poste - Universial Postal
Union - Bern Egition 1977 w/changes Index Printers, Uunstable,
Eedfordsnire, Englancg

Selected Papers on Secure Systems Development

Tne following is a partial list of papers in the area of secure systems

development.
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Ames73), Ames, S. R., "Design of a Message Processing System for a
Mulzilevel Secure Environment," MTR-3449, The MITRT Corporation, Bedford,
Massachusetts, (June 1973).

(Anderson72), Anderson, J. P., "Computer Security Technology Study,"
ESD-TR~-73-31, Volumes I and II, James P. Anderson & Company, Fort Washington,
Pennsylvania, (October 1972).

3:11“5,, Bell, b. E. and LzPadula, L. J., "Secure Computer Syvstems,"
ZSD-TR-73-278, volumas I and II and II1I, The MITRE Corporation, Bedford,
Massachuaetts, (November 1973-June 1974).

(Biba75), Biba, K. J., "Integrity Considerations for Secure Computer
Systems," MTR-3153, The MITRE Corporation, Bedford, Massacausetts, (June 1975).

(Burke?76), Burke, E. L., "Secure Minicomputer Architecture," MT76-224,
The MITRE Corporation, 3edford, Massachusetts, (October 1979).

(Cheheyl79), Cheheyl, M. H., Huff, G. A., Gasser, M., Millen, J. X.,
"Secure System Specification and Verification: Survey of Methodologies,"
MTR-3904, The MITRE Corporation, Bedford, Massachusetts, (20 February 1979).

(Lampson73), Lampson, B. W., "A Note on the Confinement Problem," CACM,
Volume 16, No. 10, 613-615, (October 1973).

(Lipner75), Lipner, S. B., "A Comment on the Confinement Problem,"
MTR-167, The MITRE Corporation, Bedford, Massachusetts, (November 1975).

(Parnas72), Parnas, D. L., "A Technique for Software Module Specification
with Examples," CACM, Volume 15, No. 5, (May 1972).

(Sschroeder72), Schroeder, M. D., "Corporation of Mutually Suspicious
Subsystems in a Computer Utility," Ph.D. Thesis, MIT, (1972), Project MAC
Report MAC-TR-104.

(Smith74), Smith, L., "Architecture for Secure Computing Systems,”
MTR-2772, the MITRE Corporation, Bedford, Massachusetts, (June 1974).

(Tangney78), Tangney, J. D., "Minicomputer Architecture for Effective
Security Kernal Implementation," ESD-TR-78-170, Electronic System Division,

AFSC, Hanscom Air Force Base, Massachusetts, (October 1978).

(NBS80)-NBS, Proceedings of the Second Seminar on the DoD Computer
Security Initiative Program, January 1980, W-1 to W-ll.

2.7 Industry Specifications, Instructions and Manuals

ANSI Standard S51.2-1971 Noise
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multi-level secure [-

nes tne runctional and pertormance reguirements ror
/n ArPE Tur use oy all Services ana HGLHC1€S. Tne
MPE is a key element in the Integrated AUTODIN

q

System (IAS) ana ~1]. 3 omprised of tnree rtunctional mocules; rc,,L”
cominunications, sarvice orocessing anc user terminal, The [-8/A ALPZ w4111 be
ARAIC sucscrider or the Ueten Jata Metworx (UELN) and &s such nesecs the
nost -n0StT Protocol Structure required 10 cirectly interiace a rac<et

S«itcning hoce (PSH) or tne DON, thus the network communications mocule. Tne
service processing mocdule provices the Formal Message Service (FnS), while tne
user terminal module proviaes the requisite man machine interface (e.g.,
xeyboard, video display and printer). Current state-of-tne-art technology
shall be exploited in the construction of the I-S/A AMPE equipment. The I-S/A
AMPE snall fulfill the following requirements:

5 Provide a multi-level secure certified ancd accrecited, standard
automated telecommunications message processing system witn
capabilities based on validatea Service/Agency requirements. The
ceveloped baseline system will provige the minimum essential
trunctional capapilities currently existing in DoD automatea
telecommunications message processing systems.

. Provide a functional replacement for the current AUTODIN Switching
Centers (ASCs) retaining only the functions reguired to support
AUTODIN users.,

. Provide an interface to the Defense Data Network (DDN).

3.1.1 The I-S/A AMPE as an Element of tihe Integratea AUTODIN System
Architecture

The major opjective of the Integrated AUTODIN System (IAS) is to provige
system commonality and compatability in record and data processing within the
Defense Communications System (DCS). The IAS Architecture (IASA) is the plan
defining the types of systems (in terms of processing and interface
capabilities) required to support the IAS objectives, while enhancing the
capabilities of the current DCS structure. As a key element in the IASA, the
[-S/A AMPE will be the standard system which will replace the automated
message processing exchange of all DoD Services and Agencies. In this regard,
the prime objectives in the development and implementation of the I-S/A AMPE
are as follows:

; To standarcize the teleconmunications services performed.

; To identify anc standardize interftace capabilities.

: To decrease overall operating ana maintenance costs.

. To eliminate duplicate efforts in the development and maintenance of

message processing systems and subscriber terminals.

(Y o
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Tne evolution or the [ASA is diviced into tiiree time Trames kayed te tiie

q - - C Bingr Sl - . X ~ . - e S o i
cepicyment of [-S/A AMPE anc tne pnase out of ASCs. The fear-Term is cefined
o= & y - Y < . - - < N r ~ 41 T 5~ ~9 ey ¥
zs that time prior to fielcing of tne [-S/A AMPE. The Mic-Term begins witt
tne rialaing o7 tne [-5/~ ~-PT anc concluces witn the phasing out tne last
A5C. Tne Far-Term 1$ cefined as tne time frame 70llowing ghase out of all
“-vs.

2.1.2 Tpe Near-Term IAS Arcnitecture

T 3o Gear-Ters activity will ce the inpiementation of tne CZerfense

2ata detwors {ubivy. i1e Lo 1S @ SSCUrea paCkel Switching networ< CeSi1gnec o

orovice @ packet transport packbone capability for tne IAS.

In the Near-Term, as adepicted in Figure 1, the PSNs will support only the
OON subscribers ana will not interface with tne AUTODIN community. During
this time trame, AUTODIN should not experience major changes or enhancements
except tor urcent mission requirements ana those necessary to maintain ASC
viaoility througn tne IAS mid-term. The following Automated iessage
Processing Exchanges (AMPEs) will be operational in the near-term [AS: Army's
~4E, Nvavy's LDMA, nir Force's AFAFPE, NSA's STREAMLINER, ana DLA's AMPE. In
tneé near-term, the interface tor the TRI-TAC AN/TYC-39 switches and the NICS
TARE switcnes to AUTCDIN will be via the ASCs. In this perioa, the I-S/A AMPE
will ce aevelopea, 1mplementea ana prototype tested.

3.1.3 The Mia-Term [AS Arcnitecture

with the advent of I-S/A AMPE Initial Operational Capability (I0C) the
YMid-Term IAS pegins and it lasts until the Goal IASA has been achieved (the
last of the ASCs has been phased out). Each I-S/A AMPE will initially serve
either the DSSCS or the GENSER community. The DSSCS I-S/A AMPE will be
accessea only by Top Secret and Special Compartmented Intelligence (SCI)
cleared personnel and traftic between them will be End-to-End Encryption
(€3) protectea. As trusted computer base technology matures, segregation of
OSSCS ana GENSER facilities will be eliminated. OQDuring the Mid-term IAS,
initial ageployment of the I-S/A AMPEs will be undertaken and the [-S/A AMPEs
~#11] be required to assume the terminal support functions of the ASCs. The
[-S/A AMPEs will be the element that will ultimately allow members of the
Formal Message Service (FMS) community to exchange message traffic with
members of the Virtual Connection Service (VCS) community. These changes are
illustrated in Figure 2. Once the Goal Architecture is fully achieved, the
[-S/A AMPEs and PSNs will fully replace the ASCs. Further the [-S/A AMPE, in
its role as an ASC functional replacement, will proviae the interfaces to
TRI-TAC, other non-DoD U.S. networks (State's Diplomatic Telecommunications
Service (UTS) and GSA's Advanced Record System (ARS)), specifiea allied
networks, and the NATO alliance NICS TARE switches as do ASCs.

3.1.4 The Goal and Far-Term IAS Architecture

The Goal Arcnitecture is illustrated in Figure 3. During the Transition
Phase, the [-S/A AMPEs will be replacing existing AMPEs. Certain of these
AMPES will have economic service

3-2
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litetimes wnicn will 2xtenc teyond the Mig-term ano are, therertors, inclucea

in tne Goal Arcnitecture. The I-5/A AMPE, in its rol2 as tne intearator cr
FuS and VYCS, «ill ultimately provide network value-2ageo services to szlzcted
_ON suascrisers in accition to current AUTIODIN FMS terminals. For =<ampiz,
tne [-S/~ ~rPk orovices an roiS similar te tne current AUTOOIN narrative/iata
message service to cirectly cannectea subscrioer ang ultimately to selected

T

remate subscriber wno access the [-S/A ANMPE tnraugh the network. Furtner

LS - o y A~ = ¢ - Sra o= - P N < < 3 -
getails on tne interrace, nelwdrk service and deta ows L0 Le providec oy ihe
-3/ A PZ ars Contalinsd in péraygrafn 3.1.2 3na its subpara

T 5 ~_ T ~an T 1 -~ 1 A < - oo o< ~ “ -~ -
fiE N TR SR IA> 1C0KSs To & complizt incegratlon or narrccive, reCird anc

jata communications services worlawige. Tnere is expectea to ge a continuing
eveiution ar tne Integrated AUTODIN System as the GOCS continues to mature
toward a worla wioe Digital System Arcnitecture (WWUSA). New IAS services are
expected to be developed in response to user requirements. The initial [-S/A
AMPE, as an IAS network element, may be requirea to provide some of the new
AUTODIN services such as improved message profiling and retrieval, message
processing werxlcac snaring, teleconferencing and mail aax service. Tne
gesign or tne I0C [-S/A4 AMPE shall allow rar expansian of services such th
the incremental aacition ar new features within the basic I0C I-S/A AMPE ¢
ce accemplisnea with minimal impact an the existing software arter taking
account security constraints., Paragraph 3.1.5.4, I-S/A AMPE Cesign
Requirements, aiscusses tnis requirement in more aetail. Tnis aacument
specities the requirenents for the [-S/A AMPE for the Goal IASA (See Figure 3).

/

3.1.5 I-S/A AMPE Cancept ar Operaticns

Tne 1-S/A AMPE is tne element af tne IAS Goal Architecture praviding
Formal Message Service (FMS) incluoing a iMessage £oiting and Preparatian
Service (MEPS), and netwark access to both the FMS and VCS community af
terminals (See Figure 4). In this role, the I-S/A AMPE views all other [-S/A
AMPEs as directly connected. For example, in Figure 4 I-S/A AMPE =1 views
terminals A ana 8 as airectly connected ta itself ana terminals C and D
directly connected to I-S/A AMPE 2. I-S/A AMPEs also view otner [-S/A AMPESs
as directly connected. In Figure 4 I-S/A AMPE =1 anc s2 view each atner as
airectly cannectea.

There are two types of paths to users that are understoad by tne I-S/A
AMPE. These are: 1) paths to users physically connected to the I-S/A AMPE
(in Figure 4 I1-S/A AMPE #1 views terminals A and B in this manner) ang 2)
virtual paths which connect users {(or other I-S/A AMPEs) to the I-S/A AMPE via
tne backbone network. For example, based on Figure 4, I-S/A AMPE £2 can
establish virtual paths through tne DDN packbone to Terminal C, I-S/A AMPE #1,
and the Hast.

f The Goal IAS Architecture provides two distinct and separate addressing
J schemes, the AUTODIN Routing Incicator (RI) addressing and the DDN logical
addressing. The I-S/A AFMPE shall be capable of translating from one
piese: aadressing scheme to the other. Specifically, the I-S/A AMPE shall ge capable
. of maintaining both the AUTODIN and DDN addresses for all appropriate IAS
X
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services acsianed to meet both existing and anticipated 0ol user
reglirenients. Tie service orovidec ouring tne Mig-Term by tne I

i rmal o less =ryice (Fn» Sitn Tts Message Eciting anc Preperati
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service are intencec to D€ proviced in tne Far-Term. Tne arcnitecture 07 tr
[-S/A AMPE (harcware and software) will be surficiently flexibie to allow tn
introduction of new functions as they become valicated ano availzble, ana th
moGgification of existing runctions as necessary throughout the service lite
the systent.
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3.1.5.1.1 Formal idessace Service (FnS)

F1S proviges the capaoility tor suoscriners to create, sena, and receive
formal niessages. FMS can be regardeo to ce a continuation of the current AMPE
functions ano the AUTODIN message sevice. Formal messages are oefined as
ressages based on the lo line military message format that are preparec,
relzased, hanaled, anc recorcec for storage in accorgance with Service/Agency
procecures. Tne [-S/A AMPE FMS shall support botn DSSCS and GENSER trafric in
2all but not limited to, the following Tormats: JANAP 128 (narrative ana
cata), DOI-1023, ACP 127, and ACP 126 (mocifiea) formats, as well as Joint
Message Form (DD Form 173) input. The FMS will perform those message
processing ana routing functions necessary to replace AMPE ano ASC message
functions. Detailea requirements for FMS are specified in 3.2.1.

3.1.5.1.2 Message Eoiting ana Preparation Service (MEPS)

The I-S/A AMPE will provide tne capability to guide the message preparer
tnrough the process of entering a message. Tnis function incluages automatic
supervision of message preparation, including message mask call-up and message
eaditing capabilities. lMessages entering the I-S/A AMPE via an Optical
Character Readger (OCR) will conform to the standard DD 173 format (ACP-121
US-SUPP-1). An editing capability will permit the message preparer to make
corrections and changes to a message both during and after entry but prior to
release. Editing will permit additions, deletions, and replacement or
characters, words, and lines. Detailed requirements for MEPS are specified 1in
3.2.2. MEPS will validate the applicable portions of the 0D 173 entries ana
if correct will perform format conversion to eitner JANAP 128 or DOI 103.

3.1.5.1.3 Future IAS Services

The I0C I-S/A AMPE is to be designed and implemented so new functions &
capabilities can be incrementally added within tne basic [UC I-S/A AMPE
without requiring major modifications to the existing haraware or software.
lirproved ilessage Profiling and Retrieval, Message Processing Workload
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3.1.5.2 [-S/A AMPE Interfaces
Tne [0C I-S/A AMPE is to implement a stancard set of interfraces and
protocols to communicate ~1tn stancard subscriver terminals and tne IAS
networ<. In orcer to meetl speciiic Subscriper regquirements, varlations t
- = o 11 e = 3 A )
LNese STaENndérg Interraces w111 als 0¢ acc mocated. Ne getelis or these
8 P = 5858 . 4 - - i7 HAG
ntertaces are specifiea in tne [ntertace (ontrol Document (ICD), paragreagns
e 0 ) - 3 .
S.Z2.2 and | Acaitional rnitertaces meéy De aaded post-| S new

K
requilrements are v Jjgated
~SORVIL D R et iF 4 f R WY > Valldaieu,
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The [-S/A AMPE provices services to 1ts subscribers via the establishment
of data flow paths. Tne I-S/A AiFPE estaolisnes cate riow paths between
subscribers, between subscribers ana services, and between services. The
service management function ot the [-S/A AMPE, see paragrapn 3.2.3, controls
the establishment, use and termination of tnese data flow paths. The data
flow patns the [-S/A AMPE shall support are cescribed below. Tne following
definitions apply:

User: An [-S/A AMPE user is any organization or activity that obtains
service from the [-S/A AMPE. A user may obtain tnis service by use of its own
equipment connected to the I-S/A AMPE or by obtaining "over-the-counter"
service from a telecommunications center.

Subscriber: An [-S/A AMPE subscriber is an [AS "user" that uses its own
equipment nomed to an IAS element. The term "subscriber " means either a
terminal with its associated operator or a host. Subscribers are further
catagorized as local subscribers and remote subscribers. A local subscribers
circuit terminates on the [-S/A AMPE. A remote subscriber's circuit
terminates on another [AS element (e.g., TAC), and the remote subscriber
accesses the [-S/A AMPE through the network to obtain service.

Terminal: An IAS terminal is a piece of subscriber equipment capable of
handiing only one logical channel at a time to the IAS.

Host: An [AS Host is a piece of subscriber equipment connected to the IA
packbone, the DON, and is capable of simultaneously processing multiple
logical connections to the [AS.

w
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' e are Tour distinct £asil paths tor cata to tlow delwecen tne 1-S

AwPE, its subscribers, ana tne IAS network. Tnese aata paths are gescribsc
celOw ana speciriaa in paragrapn 3.Z.3.1. Tne security related attridutes are
prescrivey Saction 3.4,

-~ P volea

> local sucscricer to iocal service agata 7low path aliows suoscribers
irectly connected to an I-S/A AMPE to access tne service functions availebie
witnin that I-S/A AMPE. For the IOC I-S/A AMPE these services are the Formal
message Service (FMS) anc Message Eaiting ana Preparation Service (MEPS).
However, adaitional services will be provided in tne Far-Term (See FRD
3.1.5.1). Thus, the cesign and implementation of the I0C I-S/A AMPE
specitically in tne service management tuncticon area) snall permit data flcw

Datns tC aaditional services.

Subscriber to Local Suoscriger

uoscriser to local suoscrioer data flow path allows a
.oscricer cirectly connected to an I-S/A AMPE to access another airectly
nnected subscriper. This capability will pe offerea post I0C, nowever, the
sign ang implementation of the I0C I-S/A AMPE shall permit this data flow to
52 implementecd later.

—

4

-

1.5.5.1.3 Local Subscriber to hetwork

<
e

Tne local subscriber to network data tlow path allows a subscriber
lirectly connected to an I-S/A AMPE to access the network and vice-versa. The
capability for local Subscriber to the DDN to be implemented later shall be
incluced in the 10C design ana implementation.

3.1.5.3.1.4 Service to Service via the ODN

A local service in the I-S/A AMPE shall have the ability to establish a
aata flow path to a service or process located in a remote host(s) of the DON,
e.g., another I-S/A AMPE. Specifically, the I0C I-S/A AMPE FMS will require a
cata flow path to the FMSs locatea throughout the IAS network in order to pass
message traffic. Post I0C when other services are resident in the I-S/A AMPE
the design and implementation snall ensure their ability to use VCS to transit
the DOK.

.1.5.3.2 Access Control

Tne I-S/A AMPE snall maintain positive access control on behalf of all
ubscribers it serves. Access control is accomplished as descrited in the

following paragraphs and in Section 3.4,
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ne 1-S/A AMPE is to meonitor tne sacurity levals of the traftic on ali
access lines A1l transactions recz2ived or transtittes on an acce line must
e valigated 1O assure tney 4o not excsed tne security level of tne lir

3.1.5.3.4 Subscriber lgentification Validation

Tne [-S/A AMPE is to assure pos1t1»o igentirication or all subscribers
terminals anad hosts) accessing the [-S/A AMPE. The security level requeste
Dy a subscriser snall te valigated zgainst 2 pre-aetermined, maximum
ALTNOrized secur .t. Tevel for that subscriber to ensure the maximum has not
Ceen exceeded. Security requirements are prescribed in Section 3.4,

3.1.5.3.5 Data Path Requests

Each validated subscriber or service requesting data paths in the I-S/A
mPE snall require turther validation to access either a supscriter girectly
onnected to the I-S/A AMPE, a service providged by the I-S/A AMPE (e.g.,
rormal “essage Service), or a remote network element locatea elsewhere in the
AS network (e.g., a TAC, anotner I-S/A AMPE, or a subscriber Host). The
types of services ana acata paths a subscriber or entry service is autnorized
to request shall be predefined by a table (classmark) and the 1-S/A AMPE shall
verity tnat the subscriber request is autnorizea prior to granting access.
Security requirements are prescribed in Section 3.4.

3

4+ — 1O

3.1.5.3.5.1 Access to a Local Subscriber

Permission for a validated subscriber or service to establish a data path
to a local subscriber shall be grantea if the request meets pre-established
authorization criteria. As a minimum, the subscriber must satisfy criteria
relating to pnysical line security and subscriber validation as describea in
3.1.5.3.3 and 3.1.5.3.4, respectively. The capability shall also be provided
to classmark subscribers as a means to limit subscriber-to-subscriber data
paths to a closed user group or groups within the IAS subscriber population.

3.1.5.3.5.2 Access to a Service

Permission for a validated subscriber or service to access a service
executing under control of the I-S/A AMPE shall be granted if tne request
meets pre-established authorization criteria. The capability shall be
proviged to classmark services to limit access to those services to a closed
subscriber group or groups within the IAS subscriber population.

3.1.5.3.5.3 Access to a Remote Network Element

Permission for a validated subscriber or service to reguest a data path to
an element located eisewhere in the IAS network shall be granted if tne
request meets pre-estabiished autnorization criteria. Tne capability shall be
providea to classmark subscribers and services to limit remote data paths to
those authorized for specific subscribers and services.
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~md/n ANFC 1L Drocess Acbsd;dcb 1 Tne tormats tnai are curren y 1n use ¢

permit ¢ SMootn transition ToOr subscrider terminals as these terminals are cut
over from tne ASCS anda Service/Agency ANMPES to the 1-S/A AMPEsS. Aaditional
Jesign requirements are prescrived in Section 3.4 ana Section 20.0.

.i.8.5 1-3/a AMPE Design Reguiraments
102030 mcauiarity Concept
AN ITPOYLENT reguirenient in tne geésian ana cevelopment approc for the
1-S/A2 AMPE 1s tne concent of tuncticnal mocularity. Functionai mogularity, as
- - « - 11 - ~ < n 2 - < -
Sed nere, Means tne grouping ot &li resourc2s, (nargware anc sovtware

cn tnat tne resources may be aacea, modi

requirec tO pertorfii @ Tunction suc y be i T

Or removed witnout affecting otper tunctions or their interfaces. Tne I-S/A
wwPE snall be cesigneud ana implemented using functionel mocularity as cefined
above tc support the aadition, mogification, anc Geletion o7 1-S/A AMPE
interraces, protocols, ancg services.

3.1.52.5.2 Interoperability & Survivability

Intercperanility can have a significant impact on survivebility by
proviging tne necessary wartimz telecommuniceticn neeas even wnen a
significant number of transmission paths ana telecommunications nodal
switching capabilities are cestroyec. Interoperapcility between tne UCS ana
publicly availaple communication tacilities can provice immense reserve
capacity and high flexibility in times of crisis or natural disasters, and can
also enhance command and control functions by facilitating message exchange
among organizations which currently cannot communicate directly. In order to
interoperate witn DCS and publicly available communications equipments and
networks, the I[-S/A AMPE shall incorporate all of the protocols ana interfaces

Ot |

i specified in the ICD.

3.1.5.5.3 Security

. S - L - g e - Tl T C /A " [ b

. Security is of major importance in DCS networks. The I-S/A ANPE shall be
cesigned and implemented tu meet the security requirements specifiec in 3.4,
3.1.5.5.4 1-S/A AMPE System Objectives

e Tne [-S/A AMPE will pe one of tne most important elements of tne [AS. The

. lesign objectives of the I-S/A AMPE incluce:
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Serving &s a 0asis for replacing existing AMPES

Serving 3as

3y

Gasis for phasing out ASCs

1 - T

Interracing tne FHS ana YCS Comnunities (Post-1JC)
. Proviaing flexioility for growtn (in function, in thrcughput ana in
tne ability to terminate customers) by expansion of its systems
TuicTicns, t2atures, and services.
In its initial configuraticn the I-S/A AP

netnor« Tuncticons:

rm

11 cecntain the f

Communications Intertace

- Standara Subscriber Protocols

- ASC and DDN interface Protocols

- [CO igentifiea Unique Link Protocols
c Communications Processing

- Internet Protocol (IP)

-

- Transmission Control Protocol (TCP)

- Formal "lessage Protocol (FMP)
. ¥Message Prccessing

- Formal “essage Service (FMS)

- Message Editing and Preparation Service (MEPS)
. Transfer ana Control

- Service Management Function

- Link Selection for Network Traffic

- Link Selection for Local User Traffic
K Input/Output Internal Services

- Traffic Management

- [ntransit Storage

- Statistical Data Collection

- Automatic Report Generation

a _ . 3-13
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Tric w2Sion aporcecn &acptea tor tne 10L I-S/A AMPE shnell pe sutficientl:
roonusL L0 Dermit Securs incromenteél moauiar ennancesent of tne IAS tnrouan tne
L3108 07 ne2w Tunciionai mucuwles anc tne transportacility of the
MEriwars, SOortedle MOGL18S L other mplementation contigurations, el
pecitic 1-S/~ AMPE gesicr snall oe pruposed Ly the coniraclor anc méy DS
CCRDLSEC OF @ tamily or Coempuler procassers, & multiprocessor, z set of
N1 CrOoroCessars, Or Some ComLinatlion tnereot. Tne mEin requliremenis are one
aoi131, L0 fesl S2CLrily reguirements, assurancc tnat ne setiwerc Can Le
SILIgQ O Ine réngs Cf CeSians Proposac witnout mociticetion, ang itnagl &l
adNS ENC SLEDOri SOTLaErs (2.G.. compilers) be conplstel, op2ratignal apg
SLTTIZ12nT iy SLPPOrica LC oravige for tne Tnitial Qeplioyinent o7 Ins sysiem and
TCr Tutlre zapansion.

a

o
-

S

A Ccompizte analysis of tne ertects ana meximum 1imits of expanging tne
€sign (naraware anag software) shall be providea. Zacn type of relevant
omponent must e covered inciuaing, for example, main memory, [/0

ntrollers, processor(s) bangwictn, local anc remcte terningl communicaiion

LpDory, ana numper of termingls supportec. Any limitations of the so7tware

v ut1lize tne naraware (e.c., the inapility of @ vencor suppliec operating
cq

- e e

ysiem 1o utilize all tne processor teatures) snell pe jcentitiea., A complete
=5Cription of tne reguirements for implementing aaditions to tne 1-S/A AMPE
itnin tne maximum 1imits shall be providec anc when thne aadition of eguipment
eguires tne accition of otner suppori equipment (e.G., when &gaing anotner
srpinal 1ntertace reguires tne agaition of a terminal concentrator) it shall
e igentiriec. Analyses aqepicting the effect ot expansion on perfermance
ggLures sucn &s tnrougnput and aelay shail be providec.
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3.2 1.5/~ AMPE Functigns

Tne [-S/4 AMPE snall grovide standara services ancg connection tunction
Tor suoscrioers tocéteG tnrougnout the Integrated AUTUULN Syst
Figure 5 snows @ block oiagram with mocules anc tneir interconnscticns ror
illustrative purposes. Figure 5 is not Dinding on the contractcor; ncwever,
the functional connecticn cepabilities prescricea nerein are. Hessage Eciting
and Preparaticn Service (MEPS) anc Formal Message Service (FS) ars ine
stangara services provigsc at IOC by all I-S/A AwPEs. Tne connect
functions provice the intsrconnection cetween subscriters., service

remote netiwork elelients and are subject to security censicderations prescricec
in Section 3.4 and &ccess valigation as speciried herelin, These cocnnection
functions incluoe modules that implement the following protocols: (DN
interface (network ana link layers), IP, TCP, THP, and FMP. The control of
tine apove functions and services is proviaea by the Service Management
Function (See Figure 5).

s |

Formal Message Service (FMS) Functions

3.2.1.1 Message Processing Overview

Tne I-S/A AMPE shall operate ana process messages in accordance with ACP
121, Communications Instructions - General and tne US Supp-1 thereto; 00I-103,
CSSCS Operating Instructions - System/Uata Procedures; JANAP 128, AUTOUIN
Uperating Procedures; ano ACP 127, Communications Instructions - Tape Relay US
Supp-1 and NATO Supp-32. The FiS shall process message formats as specifiec in
JANAP 128, ACP 127, Moaifiea ACP 126 (NTP 4), DOI 103, abbreviated ana
abbreviated SI. The FMS snall support the OPINTEL Fleet Broadcast (Post-I0C,
details to be provided by NSA). The processing of messages by FMS shall be as
specified herein.

Once the FMS accepts a message from a subscriber or a network element as a
valia message, celivery snall be guaranteeu to the appropriate subscriver or
network element based on the information contained in the message heading.

A11 DSSCS traffic that does not undergo Language Media Format (LMF)
conversion shall be providea end-to-end character and bit count integrity. No
technique for transmission, processing or switching shall be employeo that
violates this integrity. Character count integrity is required for all
letters, numbers and functions in DSSCS traffic; bit count inteagrity is
required for binary stream data traffic.

3.2.1.1.1 Input Message Processing Overview

Messages that are input to the FMS are of two categories:
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X Originating trafric transmittec to tne [-S/A AMPE by terminals.
. s £
"
i' - ‘-::n,'\ Lrerric trans ]t: Gt AN [=d/H AL v13 T roring NG
Travric trom Jtner neltwerks interieCeo in tne termnail moce (e.4., the
LUTOOIN, NICS TArE 2n0 TRI-TAC Networks) snall pe categorizea és originating
v teriningl tratric. Tne only trartfic tnct shall te censicere S LHACTK
ST IS tae traifric receivea Trom ciaer -3 PES viz tne FiiP,
=] v\;::.-‘.'.‘i—‘: )T i:pht -chij'rfb )I":Vll ) .z.Au“:\.;tﬂu T0 ¥ ‘.’ égtiun or ine

r=guirea format (See Section 3.2.1.2). Tne neacing of all trartic snall also
De CnecCk=20 to verirty tnat the message nas not been transmitted previously and
loopea back.

.2.1.1.2 Control ana Routing Overview

Througncut the message processing cycle, messages snall pe processec by
prececence and on a tirst-in-first-out (FIFO) pasis witnin precedence except

as speciriso in 3.2.1.5.1.

All messages shall pe subject to routing ceterminaticn. There are two
Tevels o1 message routing witnin tne I-S/A AWPE. A determination is made as
to wnetner the addressees are serveo by thne [-S/A AMPE or not. Messages
Jestined for acoressees served by tne [-S/A AMPE are categorizeo as
terminating trarfic ana are subject to further aelivery (output to subscriper
terminal) anc aistripution (messages annotatea with aistribution list for
manual distriution to users) processing. i1essages for adoressees not served
oy the source I-S/A AMPE snall be categorized as messages that neec to oe
cutput to the IAS network. These network outgoing messages shall be routed to
the appropriate [-S/A AMPE(s).

The [-S/A AMPE operator shall be provided tne status of traffic flowing
througn the 1-S/A AMPE. The operator shall nave the capability to control the

flow of traffic via intercept ano alternate routing methods (See Sections 3.3
ana 3.2.1.5).

3.2.1.1.3 Qutput Message Processing Overview

o Qutput messages consist of terminating traffic and network outgoing

s trafric. Terminating trarfic shall be subject to distribution and delivery
?ﬁ? processing. The distribution (see Section 3.2.1.4.2.1) and gelivery (see

s e, Section 3.2.1.4.2.2) process shall determine whether any users served by the
B
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[-S/A AMPE should receive the message in addition to the formal aadressees of
. the message. The aistribution ana number or copies for each serveo addressee
shall also be determined. Format and code conversion snall be proviaged for
e terminating trarfic as required (See ICD 4.4). Network outgoing messages
shall be routea to the appropriate [-S/A AMPE.

v 3.2.1.2 Input Message Processing

L 2] . Lo \ . .

Byl facn message received by the FMS shall be subject to a set of input
processing functions comprising message ana format identification, subscriber

geut verification, message validation, and security validation, as well as any
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associated error processing. Specitic actions or tne FHS regarding input
processing of nessages snall cepenu on a combination of tactors incluoing, out
: ‘.;Y,:_‘J [
o £€Ssace tormat 1
Input line or circuit
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COmRiLNity OT inteérest OT {ne recciveo message (i.2., GENSER/
. Severity of detectea errors.

The remainger or this overview describes the broad requirements and
purpose of message and format igentification, message validation, and security
+alication orocessing of messages input to the FMS. Subsequent sections
cescribe tnose aspects of input message processing common to all input
trarric, tnose aspects of input message processing unique to terminal trartic,
ang tnose aspects of input message processing unique to network traffic.

3.2.1.2.1 Input Message Processinc (General)

Aspects of input message processing common to botn terminal and network
trafric are discussed below.

3.2.1.2.1.1 Messaae and Format Icentification

The FiS snall analyze all incoming traffic to identity the boundaries of
all receiveo messages. Tnis shall include identification of message
delimiters, for exanple, start-of-message (SOM) and eno-of-message (EOM)
sequence. The FMS shall also igentify and analyze, for each message, any
format lines required to properly identify the message format or community or
interest.

3.2.1.2.1.1.1 Acceptable Formats

The [-S/A AMPE shall be capable of identifying and accepting for
processing a variety of message types, each with its own characteristics.
Tnese snall incluge:

. JANAP 128 . D0I-103

el . ACP 127 . DOI-103 Special
o . Modified ACP 126 (NTP 4) . Abbreviated SI
® . DD Form 173 . Abbreviated

__",. Jb;-: Jo Ll’(ITIL
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Terminal traffic may be receivea in any of the above formats, wnile
networx traffic will be constrained to a subset of the listed formats (e.g. -
ACP-126, Abbreviated SI, etc. are processed into network formats such as JANAP
128 anc DOI-103 prior to gelivery or transmission to the network).

.

(e}
e e

2 inme ) |

'l...i
e @

R RR I

¥

®.
(98]

[
o




Message Termats are cescripea in terms of Format Lines (FL), which are
nunberea. Tne FL numbers us=2c nerein are tncse ui32d 70r gescrioing JAhAP 128,
ACP 127, ang all Dul 163 riets, Jetaiis or 3il fne abcve foruiats are
zescris in tneir respective controlling accur (Sece ICD 4.2

> [-S/A A¥PE snall pervorm Cnecks to ensure tnat messages dDeing received
T 1 ]
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e [-S/A AWPE snall perterm straggler ano interlace checking on ali
incoming suoscriper messages. Any message tailing the straggler ano interlace
cneck snall oe rejectec ano tne subscriber shall be notified. A straggler
message 1S one wnicn either trails or is attached to a preceoing message. An

interlaceg message is one in whicn tne content of two Or more messages have
peen inter . 1-S/A AMPE stragcler processing snall conform to JARAP 128,
paragrapns i 315: 001-103, paragrapns 530 and 534; and DOD C-3020-5G6-M,
hapter o5, paragrapn $rio

Tne 1-S/A AMPE snall also perform SOM-SOM (without intervening EOM);
EOM-EOM (witnout intervening SOM), ana Channel Designator (CD) and Sequence
nunoer (Sh) (wnere appropriate) continuity cnecks. These cnecks are intenoea
to Getect conoitions where one or imore messages or portions thereof either

nave been lost or may have been lost (See DOD C-5030-58-M, Chapter &,
paragraph 3).

Further tne [-S/A AMPT snall protect against the interleaving of portions
Ot two Or more messages in the process of outputting messages. Related
s2curity reguirements are further describec in Section 3.4.

3.Z.1.2.1.2 iessage Valigation

The [-S/A AMPE shall perform message format validation in accordance witn
Section 20.0, I-S/A AMPE Message Format Valiaation, ¢t this document and as
specified herein. Tables 3.2.1.2.1.2-1 and -2 specitically<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>