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i ABSTRACT

A\

\jThis thesis presents the design and implementatioa of a
- : softwvare prctocol for the VAX-11,/780, under,fhe V84S cper-
ating systea, to allcw message and file transfer to and from
the INTELIEC MDS system, under CP/M-80 operating systea, via
the Ethernet local area network.

The design of this softwars protocol is based on the
protcccl hierarchies where the network is organized as a
series of layers or levels, each onse build upon ite prede-
cesscr. The purpose of each layer is ¢o offer certain
services to the higher layers, shielding those layers from
the Jdetails of hcw the cffered services are actually
iaplesented.

With this design concept, the desired software fprotocel
vill be transportable in the sense <that it can be used by
k different kinds of computer systeas with minimal
modifications.

The Ethernat local arsa netwerk is also designed in this

sameé highly structured 'éiril
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'I. INIRODUCTION

A. LCISCILAINER

Many terms used in this thesis are registered trademarks
of commercial products. Rather than atteap:t to cite each
individual cccurrence of a trademark, all registered trade-
marks appearing in ¢this thesis will be 1listed belcw,
follcwing the fira hclding the trademark:

INTEL Ccrporation, Santa Clara, California

INTELLEC MDS
Multibus

ﬁIGIIAL Research, Pacific Grove, California
CEmM-80

INTERLAR Corgoraticn, Chelasford, Massachusetts
NI1010 Unitus Ethernet communications ccntrcller

bcard

NI3010 Multibus Etherret communications ccntrcller
kcard

NS2030 VNS device driver and NI1010 diagnostic
pregrans

DIGITAL Equipment Corporation, Maynard, Massachusetts
VAX-11/780 Mini computer
VAX/VMS operating systeam

B. GENBRAL DISCUSSICN

This thesis presents the design and implementaticn of
softvare prctocol fcr the VAX-11/780, under VMS operating
systes, to allcvw message and file transfer to anrd from
INTELLEC DS system, under Cp/M-80 operating system, via
Ptherne 1local ¢ :sa network.
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The Ethernet board is the product of Interlan ccmpany
which has produced the hardware and software <technclogy
needed tc connect several makes of cbmputers to the network.
All ccanmunications betweer host computers are made through a
coaxial catle which has a 10 nmegabit per second data commu-
nications rate. The BEthernet design 1is based on a highly
structuzed gprotccol where <the network 1is orgarized as a
series of layers or lavels, <¢ach one build upor ite prede-
cessor. The purpose of each 1layar is to offer «certain
services to the higher layers, shielding those layers fron
the details cf hcw the offered services are actually iample-
mented.

This ccncept of design yields a 1lot of advantages in
develcping software [protocol such that it can be used by
different computer systems with the minimum of modifica-
tions. It is anticipated that the software protocol designed
will ke general in nature in order to be used with cther
computers using different operating systems with vpinor
changes. The specific goals of this thesis are discussed ir
the next section concerning the background of the project.

C. BACKGHECUND

The AEGIS weapons system simulation project currently
keing ccnducted at the VNaval Postgraduats Scheol is
attempting to determine <the feasibility of replacing the
larger and relatively expensive main frame coamputer, +the
AN/UYK-7, with a system of 16 or 32 bit micro ccmpu“ers.
Several sigrificant real-time functions of the AEGIS weapons
system are to be duplicated with associated data, iaputs,
timing, and supporting functicn so that a test exasmple can
Le exanined whose performance emulates that of the actual
systea. [Ref. 1.]

10




Since the AEGIS wveapons system simulation prcject
involves many micro ccmputers and since all of them must be
real-time system, the speed of data communications bstwceen

Asa’a

4.5

any *wo ccaputers is very crucial. Thus, a high-speed means

Y )
¥
2,038,
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of coammunication is needad.
Ethernet local area network is considered +o bhe the

solution tecause of its capability of permitting 10 megabit
per seccnd data coamunicaticns between stations seperated by
up *0 25C0 meters. 1Iwo NI3010 Multibus Ethernet communica-
tion ccntroller koards and a NI11010 Onibus Ethernet ccumuni-
catior ccntrcller bcards were purchased and implemented in
INTELIEC MDS systems and VAX-11/780, under th= VMS operating
system, respectively. An NS2030 device driver and am NI1010
diagnostic program are also implemented in the VAX.
The specific goals of this thesis are:

1.To design and implement software protocol cn the
VAX/VHS such that it would be able to communicate (transfer
messages and files) with the INTELLEC MDS system, under the
CP/M operating systen.

2.70 be used as a guideline in designing socftwa:ze
protccols, especially when <there is a need to communicate
between VAX/VMS and cther systems which use different cper-
ating systess such as ISIsS-II.

D. SIRUCIORE OF THE THESIS

Chapter I presaents a general discussion of the larger,
ongoing effcrt of which this thesis is a part. It alsc gives
a general discussion of the background work of the AEGIS
weapons systea simulation project and +the need of the
Ectharnet 1local area network which 1leads to this +thesis
research.

1

.................
------
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Chapter I addresses the overall design philosophy of
the software prctoccl which will be wused in +he VAX/VXS.
Protoccl for a lccal area network is discussed in detail to
include the rela*iornship to the ISO open system ian‘erconnsc-
+ion model. The desigr Issues for the layers ar2 enumerated
to be a step-by~-step guide in designing the protocol.

Chapter III discusses the Ethernet Local Area Network,
concise Ethrnet specification, and the NI1010 OUnibus
Etherne+ Ccntroller Bcard.

Chapter IV explains the detailad design of the software
protcccl ¢c include the use of *he NS2030 Device Driver, how
Ethernet Eoard and the Device Driver take care of the design
issues fcr the layer sentioned in Chapter II, and steps in
developing the applicatior layer protocol.

Chapter V summarizes the testing of the displemented
software prctocol and describe its capabilities. Suggesticrs

re alsc given fcr future research and modification.




IT. EASIC DESIGN CONCEPTS

A. PRCTCCOL POR LOCAI AREA HETWORK

1. [Eackground

A set of protccols specifies how nodes can cosmuni-
cats cver networks. Frctocols arz the prccedures and conven-
+tions used +to regiment the event progression required for
crd=2rly, mutually understood interaction between processes.
Erotocols are developed to satisfy qualitativ2 and quantita-
tive raquirements fcxr process interconnection. A g[primary
qualitative requirement is the "useful" work (i.e., func-
tionally) to be provided by the protocol. Other qualitative
requirements include:

a) .flexibility (to accommcdate new uses and features)

b) .ccmpleteness (tc properly respond to all relevant
netvwork conditicnrs)

c) .deadlock avoidancesbackout mechanisms

d) .synchrcnization mechanisms (for interprocess control)
e) .errcr detection and recovery

f) .tuffer cverflow avoidance

g) .xessage sequenéinq assurance

h) .duplicate message detection and recovery

i) .germeance (to irplement “he protocol uniformly through
the lccal area retwork)

§) .priority mechanisas

k) .acccunting mechanisas

13
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1l) .security mechanisas

m) .message delivery guarantees

n) .data ccde/fcrma+t transformations

0) .computer equipment feature compatibility

p) .cperating systes feature compatibility

q) .ccmmunicaticns network feature compatibility

Nct all of thes2 requirements are ¢cf equal imppor-
tance for each protocol implementation. For example, a
protccol might inhabit a local area natwork node eavironaent
cenfigured into any of the following topologies or hybrids
of these tcpologies:

a) .star topology - a centralized topology in which lizes
ccnverge tc a central point or points (sae Pigure
<.1) ;this topolcgy is also called .ierarchical cr trea.

b) .mesh tcpology - nodes are connected in az arbitrary
pattern; each node can have multiple paths to cther
nodes.

C) .ring tcpology - the communications path is a loop with
each ncde connected to aexactly “wo other nodes inp a
given lcop.

d) .tus topology - ¢the nodes are connected along 1line
segments; this topology is commonly found in Local area
networks with a shared transaission channel such as a
cakle~-tus.

Typically, routing protocols for mesh topologies are auch
mcre complex than rcuting pro%ocols for the other tcrolo-
gies. Thus, other protocol requireaments, such as message
delivery guarantees and message sequencing assurance, may be
influenced ty the topclogy chosen.

14




STAR ° MESH

RING BUS

Figure 2.1 local Area HNetwork Topologies.

Cuantitative requirements for protocols include:

a) thrcughput <« the volume of information that must be
¢ransferred during the peak pericd. This vclume 1is
usually characterized by mean nmessage length in octets,
the distribution of message lengths, and by +he arrival
rate ¢f mmssages.

15




ﬁ b)delay - the mean and msaximum delay that the protocol

will add tc process responsiveness during <he peak
period.

c)ccst - mximum acceptable recurring and ncnrecurring
costs associated with the installation of a prectoccl in
a lccal area network.

A prctoccl pmay perform functions at the communica-
tion link level or at application process level. Of primary
concern tc lccal area natwork application developers are the
application level protocols. Some of the ¢protocols which
might ke considered elementary to local area aetwork devel-
opments are discussed belovw.

2. Arplication -subsystes perspective of elemsptary
Epotocols

The need fcr a number of elementary high~level
protocols providing various types of services is apparent.
Three main groupings of such protocols may be defined:
applicaticn-ocriented, executive-oriencagd, and netvwork-
induced. The motivation for this classification is the
perspective of distributed systemas as extensions of the
single-system environment. The goal of elementary protocols
is to ex*end the array of system utilities, programs and
operating system services that are available on a single
system toc the total lccal area network. Hence, development
of elementary local area network protocols is a basic step
in evclving high-level operating systems £or local area
networks.

a. Applicaticn-Oriented Protocols

[P

Appl icaticn~oriented protocols are defined to be
interprccess conmmaunication rules and data formats which
extend the commonly used system programs (languages,

16
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editors, 1library, etc.) of ona3 node to an applicatioz
Frocess in another ncde. Such protoccls may includs:

1) .5ile 7Trapsfer - allowing a process in one nrode *to
access files on another node as though the process were
executing in that node. Similar to general system util-
ities that support media conversion with and withcut
blocking changes, fcrmat changes, naming changes,
etcetera.

2) .Editcr - allowing a process in one node to store,
scdify and retrieve text information in a £ile at
ancther node. Preferably the protocol is implemented to
a specification consistently applied a* each 2aocde on
the network.

3) .Compile -~ allowing a process in one rnode <*c precduce
¢éxecutable prcgrams at another node. The prctocol
ierlements a npetwork wvide source and object code
library and linkage editor.

4) .Exscute -~ allowing a process in one node to invoke a
program at another node by module name, to supply
parameters to the program and to receive program output
and system notice messages at the sending 1local area
netwcrk node process.

debug a program at ano*ther node. Preferably allows an

X
L

E 5) .Debug - allcwing a process in one node to dynamically
3 application process distributed among two or more local

area retvork nodes to be debugged interactively.

b. Executive-Oriented Protocols

Executive level protocols are defined +o bhe
interprocess communication rules and data formats which
extend the cperating system services (resource allocation,

17
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device cr p-cgram service, monitor services, etc.) c¢f one
node to an applicaticn process in ano*her node.

1) .Command Prctoccl - allowing comamonly used operating
system services (ASSIGN, PRINT, TIME, STATUS, etc.) in
each ncde c¢f a npetwork to be invoked uniformly by a
process in anotter ncde.

2) .¥irtval Scrollipg Iezminal Protocol - alloving a

g} Frccess in one node tc communicate with a process in
. another node as though the receiving process were a
screlling output device such as a printer or teletype.

5 3).¥irtual Screeny Jerminal Protacol - allowing a process

in ore node to communica%e with a process in ancther

node where *the receiving process operatas on a randomly
addressable collection of two dimensional pages of “ext
using predefined functions and transmitted variables.

4) .3ictyal Graphic Terminal Protocol - allowing a process
in cne node to communicate with a process in ancther
node vhere the receiving process operates on a randomly
addressable collection of two or three dimensional
figures and twvo dimensional text using predefined func-
ticne and transpitted variables.

C. Network-Induced Protocols

Network induced protocols are definad ¢o be
interprocess comamunication rules and data formats which
facilitate the operation of executive level and application
lev2l protocols in a local area network.

1) .Network Endroint Declaration ppotocol = provides the

sechanisa fcr a local area network node %*o establish or
disestablish addressable network ports in a 4directory
thereby allowing qualified processes in other nodes to

18
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become associated with processes assigned +o this poret.

The ©prctoccl might serve normal and previleged

processes in the application space as well as n2twork

centrcl functions within the operating systen. This

prctoccl provides a machanism +o identify "well known"
- prccesses in a network directory.

2) .Netwerk Access Authorization Progocol =~ allewing a
pfoggss to gain access o another process ia <he
netwcrk. Includes lcg-on/log-off support to end users
as well as general preccess interconnec*ion authoriza-
tion. Interfaced with network securi+y and crivacy
manacement information systeams.

3) .Network Directory Service Protocol - allowing a prccess
to request information about a node, another process or

an end user. May also support custom menu services for
each network user to promote the impression of a single
integrated systen.

4) .Izanspcrt Contrcl Protocol - allowiag a process in one
node <o establish an association with a procsss in
ancther node and ¢to exchange messages ia a vir<ual
circuit or datagram mode. Usually implemented as an
augmentation to the operating system of a network node.

5).Interrrocess Synchropjzation - providiang a mechanism
fcr twc or more processes in two or more nodes tc coor-

dinate asynchrcnously executing functiors. This
prectoccl could underlie the vi-tual terminal ccntrol
prctceccl.

6) .Network System contgoel PBrotocol -  providing the
mechanism for establishing "built-in" maintenance and
gecurity subsysteas in a 1local area network enviren-
sent. It is envisioned that performance, maintenance

SEN > 9 A RSN - S ALARREAL LN & #f
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and security checks should permeate <the local area
network software as wvell as hardvare systen. This
prctecel facilitates unified specification of perfor-
mance, maintenance and security related functicns.

g B. PROTCCOL HIERARCHIRS

To reduce their design complexity, most networks are
organized as a series of layers or 1lavels as a@entioned
ha earlier.

Layer n on one sachine carries on a conversation with
layer n ¢n another machine. The rules and conventions used
5 in this ccnversation are collectively known as the layer n
3 protocol, as illustrated in PFig. 2.2 for a seven-layer

network. The eantities ccaprising the corresponding layers
cn differant machines are called peer prccesses. In cther
vords, it is the peer prccesses that comamunicate using
protccol.
M In reality, no data are directly transferred frca layer
., \ n on one sachine to layer n on another machine (except in
2 the lcwast layer). Instead, each 1layer passes data and
centrcl infecrmation to the layer immediately below it, un<il
the lowest layer is reached. At the lowest layer there is
Ehysical compynication with the other machine, as cpposed to
the vjirtual comamypication used by the highest layers. 1In
Pig. 2.2 virtual communication is shown by dotted lines and
physical ccamunicaticn by solid lines.

Between each pair of adjacent 1layers *here is an ipter-
fage. The interface defines which primitive operations and
sarvices the lower layer offers to the wupper one. When
natvork designers decide hov nmany layers ¢to include in a
network and wvhat each one should do, one of the most iaspor-
tant considerations is having cleanly defined intefaces
between the layers. Having cleanly defined interfaces, in
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Host A Host 3

Layer 7 o - o - e - - - Layer 7

Layer 6/7 interface I

- Layer 6 protocol
Layer 6 0= = @ o o = o o Layer 6

Layer 5/6 interface t

Layer S5 protocol
Layer 5 o= = = = o= o= = -4 Layer S

Layer 4/S interface

Layer 4 @ = = = = =« = Layer 4

Layer 3/4 interface

Layer 3 protocol
Layer 3 - e os e e o =P Layer 3

Layer 2/3 lntor!ncoj I

Layer 2 protocol
Layer 2 Mr = = = = = = Layer 2

Layer 1/2 interface

Layer 1 protocol
Layer 1 —d Layer 1

Pigure 2.2 Layers, Protocols, and Interfaces.

turn, requires that each layer perform a specific ccllection
cf well urderstocd functions. 1In addition to minimizing the
amount of inforsaticn that must be passed between layers,
clean cut interfaces also makae it simpler to replace the
isplementation of one layer with a completely different cne,
because all that is required of the new implementaticn is
that it cffers exactly the same set of services its
upstairs neighbor as the old implemencatior did.
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The set of layers and protocols is called the petwork
3chitecture [Ref. 2.]. The specification of the architec-
ture aust contain encugh ianformation to allow an implementer
to write the prograam for each layer so that the program will
correctly otey the agprropriate protacol. Nsither the details
of the izplementaticn nor the specification of +the inter-
faces are part of the archi tecture. In fact, it is not evern
necessary that the interfaces on all machines in a netwcrk
te the sasnme, provided that cach machine can correctly use
all the protccols.

C. DESIGE ISSUES FOR THE LAYERS

Some ¢f the key design issues that occur in comguter
netwecrking are presert in several layers. The following are
some of the coamon problems that must be repeatedly dealt
with ip the design of the different protocols.

1.EBvery layer must have a wmechanism for connection estab-
lishment. Since a network normally has many coaputers,
some of wvhich have multiple processors, some @wmeans is
needed far a prccess on one machine to specify who it
wants to talk to. In any layer where there are aultiple
destipations, addressing is needed.

2.Closely related to the mechanism for establishing
ccanections acrcss the network is <the mechanisa for
termirating theam once they are no longer needed.

3.Ano%her set cf design decisions are the rules for data
transfer. Does data only travel in one direction, called
§isrplex communication, or can data travel in either
directicn, tbtut not simultaneously, called half-duplex
commaunication, c¢r can they travel in both directions at
cnce, called full-duplex comaunication? The protocol
must also determine how many logical chartnels the
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cennection corresgonds to, and what their priorities
are. ¥any networks provide at least two logical channels
per ccnzecticn, cne for normal data and one for urgent
data.

4.Errcr centrol 4is an important issue when the physical
ccmmunication circuits are not perfact. Many errcr-
detecting and erxcr-correctirg codes are known, but both
ends of the connection must agree on which one is being
used. In additicr, the receiver must have some way of
telling the sender which messages have been correctly
received and which have not.

S.Not all communication <channels preserve the crder of
messaces sent on theama. To deal with a possible loss of
sequencing, the protocol make explicit proevision for the
teceiver to allcw the pieces to be put back together
properly.

6.An issue <that cccurs at every level is how to keep a
fast sender from swaaping a slow receiver with data.
There are various solutiorns to this and all of +hea
involve some kind of feedback froama the receiver tc the
sender, either directly or indirectly, about what the
receiver's current situatiorn is.

7.Ancther problem <that nust be solved repeatedly at
different levels is the inability of all processes to
accept arbitrarily long messages. This leads to mechan-
isms for disassestling, transmitting, and then reassea-
tling messages.

SV L LT AT ATATASC G WIS _VI VY
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D. THE ISO REPERENCE BODEL

This mcdel is clcsely based on a

the International S<tandard Organization (ISO) as

step toward internaticnal standardization
protocols.
The Reference Mcdel of Open Systam

seven layers as shown in Pig. 2.3.

of the

proposal develop<d bHy

a first
varicus

Interconnection has

Name of unit

Host A L J

L— Network layer host - IMP protocol

Lﬂltl link layer host - IMP protocol

Physical layer host - IMP protocol

Layer exchanged
Application protocol
7 Applica- - - - - - = = - - - - Applica-
‘ oy - - - - -9 tion Message
Presentation protocol
6 Presenta- 1o, _ o o = : - - ..P.. - o = w = = .4 Presenta- | Message
tion . tion
Session protocol
5 Session - e e @ o e v T TP e a5 am e e o= Session Message
Transport protocol
4 Transportfge = @ o = @ = = = = @ = = = = o -9 Transpoxst| Message
Communjication subnet boundary
{ — ) H
3 Hetwork jge = J &4 Network b-‘-q Network = == & Network Packet
I Internal subnet protocol I
2 Data 1link jo=~ -u -J o Data 1link J Data link e | = o= pf Data link | Frame
1 Physical Physical Physical Physical Bit
Host B

Pigure 2.3
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The principles that 1ISO applisd to arrive at
layers are as follows:

1. A layer should be created where a differern+
level of abstraction is needed.

2. Bach layer should perform a well defined
functicn.

3. The function of each layasr should be chcsen
with an eys <*oward defining internationally standardized
protccols.

4. The layer boundaries should be chosen to
minimize the imformation flow across the interfaces.

5. The number of layers should be larg=2 encugh
tha< distinct functicns n2ed not be thrown +*ogether in the
same layer cut of necessity, aad small enough that the
architecture does not become unwieldy.

The seven layers, from the lowest layer to the highest
layer, are:

1.Physical layer - The physical layer provides
mechanical, electrical, functional and procedural
characteristics to establish, maintain, and
release physical connections (e.g., data-cizcuits)
between lirk-entities. The physical layer provides
for the transmission of transparent bi¢ streaas
between data link layer protccols across physical
ccnnections vhich are permanently or dynamically
established.

2.Data Link Layer - The purpose of <the data link
layer is tc provide the func“*ional aand procedural
means to establish, maintain, and release one or
mcre data links among network-entities. This layer

25

P P I St et el T .

LA TR R S S M S e G0 0 20 iy




g

B TEVNR Y
P ks
[ LR RN

(3

»

SEX 1 ¢

2
YR
e ela

" E® ;‘I:‘u
]

i e

masks the characteristics of the physical layer
(such as switched, multipoint, broadcast, polling,
ccntention, etc.) from the network layer.

3.Netwerk Layer - The natwork layer provides func-
tional and procedural means to exchange network-
services-data-units between two transport-entities
over a network-connection. It provides transgor:-
entitias with independence from routing and
switching considerations, iccluding the case where
a tandem subnetwork-coanection is used. The
network layer protccol uses underlying data link
ccnnections to make network connections invisible
tc the transport layer prcoctocol.

4.Tcansport lLayer - The transport layer exists to
provide a universal transport service in assccla-
ticn with the underlying services provided by
lower layers. The transport-service provides
transparent transfer of data between session-
entitisas. The transport-service reiieéves thase
session-entities from any concern with the
detailed way in which geliable apd cost-effective
trapsfer c¢f data is achieved. Three types of
transpert services are:

- A connection-oriented service
- A transaction-oriented service
- A broadcast-oriented service

The transpcrt service is required +to optisize the
use of the available coamunications services to
provide the performance required for each ccnnec-
tion between session-entities at a ainiamua cost.
To achieve optimization, the global deaands of all
ccncurrent transport users and the transpert layer
resource lisitations are considered.
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5.5ession layer - The purpose of the sessicn layar
is to assist in the support of the interac+icas
between cocrperating presentation~-entities, -To do
this, the session layer provides services which
are classified into the following two categories:

a)Session Administratior Services -
binding two presentation-entities into
a relationship and unbinding thea.

b)Session Dialogue Service - control of
data excharge, delimit and synchromn-
izing data operations between two
presentation-entities.

6.Presantation Layer - The purpose of the presen-
+ation layer is to provide the set of services
vhich may be selected by the application layer to
anable it to interpret the meaning of the data
€xchanged. These services are for the management
of the entry, exchange, display and contrecl of
structured data. The presentation-sarvica is loca-
tion independent and is considered to be on tcp of
the sessicn 1layer which provides the service of
linking a pair of presentation-entities. It is
through tte use of services provided by the
presentaticn layer that applications in an otgen
systems interconnection é&nvironment can coamuni-
cate without unacceptable costs in interface vari-
abiliey, transformations or apolication
nodificaticn. There are four phases of presenta-
¢+ion layer fprotoccl operation:

a)Session establishment phase in which
the connection is set up.
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t)Presentation image control phases 1in
which the presentation op+ions can be
selected by value, by name, by ctrior
agreement or by negotiatiocn. |

c)Data 4ransfer phase which controls the
data structure accesses and perhaps
executes special purpose *ransfcrma-
tions such as voice compression or
data encryptiorn.

d) Termination phase

7.0pplication Layer - This is the highest layer in
the reference model of open systems intercoanec-
tion architec*ure. Protocols of this layer
directly serve the end usar by providing the
distributed information service appropriate %o an
application, to its management and to the systea
management. Management of open systeams interzccn-
nection ccaprises those functions reguired to
ipitiate, maintain, <tarminate and reccrd data
cencerning the establishaent of connections for
data +*ransfer amcng application processes. The
cther 1layers exist only to support this layer.
Three categories of application layer protoccls
are defined:

a)System Management Protocols - respon-
sible for coatrolling and supervising
open systeas (€. initiating
dialog).

Lz on an

; b)Application Management Protocols -
responsible for controlliing and super-
vising application processes (%.4.,
access control) .
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c)System Frotocols =~ responsitle for

executing informatior processing func-
tions on behalf of an application
process or user (€e.g., 2lectroric
mail) .
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III. EIBERNET LOGAL AREA MBETWORK

A. CVERVIEW

Ethernet is one <type of 1local communication network

which makes use of coaxial cable as a mean to transfer data.

to :1 Contention
I slots
Packet D DU Packet Packet D Packet
e [

Contention ldle

interval

Tine ce——

e —

Pigure 3.1 Contention, Transamission, and Idle States.

All staticns in the Ethernet network monitor the cakle (the
ether) during their cwn transmission, <terminating transmis-
sion ismediately if a collision is detected.

The Ethernet aechanisa is modeled in Fig. 3.1. A%t the
point wmarked t a station has finished transmitting i*s
packet. Any other stations having a packet to send may now
attempt tc do so. If two or more stations decide to transmit
simultaneously, there will be a collision. Each will detect
the c¢cllisicn, abort its transmission, wait a randoa period
of time, and then try again, assuming that no o*her station
has startzd transmitting in the mean time. Ethernet will
therefore ccnsist of alternating contention and transaission
pericds, with idle fpericds occurring when all stations are
quiet.
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B. CCHCISE ETHERNET SPECIFICATION

1. PRacket Fcrmat

L |

r - -—
! DESTINATION| SOURCE PRAME | 1onpppaane |
PREAMBLE TYPE DATA CHECK
SPACING
) ADDRESS ADDRESS seovence 1
L. _— -
64-BITS  4B-BITS 48-BITS 16-BITS  46~1500 BYTES 32-BITS 9.6 MICROSEC.

Figure 3.2 Ethernet Packet Poramat.

A staticn wrust ke able to transait and receive packets on
the ccsmcn ooaxial cable with the indicated packet fcrmat
and spacing. EBach packet should be viewed as a sequence of
8-bit bytes; the 1least significant bit of each byte
(starting with the preamble) is transmitted first.

a) .Maxisum Packet Size: 1526 bytes(8 byte preaamble + 14
Eyte header ¢+ 1500 data bytes ¢ 4 byte CRC)

b) .Bipisum Packet Size: 72 bytes (8 byte preamble + 14
byte header ¢ 46 data bytes + 4 byte CRC)

c).freamble: This 64-bit synchronization pattern containms
alternating 1's and 0's, ending with <¢wo consecutive
1's.

d) .Lestipaticn Address: The 48-bit field specifies <the
station(s) to which the packet is being transmitted.
Each station examines this field to determine whether

Ei ‘ it should accept the packet. The first bit transmit+ed
o~
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indicatss the type of address. 1If it is a 0, the fiecld
contains the urique address of +the one destinatiox
station. If it is a 1, the field specifies a logical
grcug cf recipients; a special case is +the, broadcast
(all stations) address, which has all 1's.

e) .Source Address: This U48-bit £field contains the unique
address of the station tha+t is transmitting the packet.

f) .Jyce Field: This 16-bit £field 1is used to identify the
higher level prctocol type associated with the packet.
It determines hcw data field is interpreted.

g) .Data Field: The field contains an integral number of
tytes ranging from 46 to 1500. (The minimum ensures
tha* valid packets will be distinguishable from cclli-
sicn fragments.)

h) .Packet Check Sequence: This 32-bi+t field contains a
redundancy check (CRC) code, defined by the generating

pclynomial:

G(X) = x32+¢x204x234x22+xl64xl24x11

4310404 74xS+x*4+X2 4+

The CRC covers the address (destination/source), type,
and data fields. The first transmitted bit of the desti-
naticn field is the high-order <term of the nmessage
pclyncaial to be divided by G(x) producing remainder
R(x). The high-order *erm of R(x) is the first trans-
mitted bit of the Packe* Check Sequence field. The algo-
rithm uses a linear feedback register which is ini<ially
preset to all 1's, After the 1last data bit is trans-
sitted, the contents c¢f this register (the remainder)
are inverted and transmitted as <the CRC field. After
receiving a good rpacket, the receiver's shift register
ccntains 11000111 00000100 110111017 01111011 (x3t..,
1 X9) .
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i) .#inipym Packet Spacing: This spacing is 9.6 miczrose-
" cond, The minimur tize that aust elapse after one <rar-
spissicn before another transmission may begin.

§) .Roupd-Trip Delay: The nmaximum end-to-end, round-trip
delay fcr a bit is 51.2 microsecond.

k).ggl}j#igg Pilteripg: Any received bit sequence smallsr
than the minimum valid packet (with minizmum data €£ield)
is discarded as a collision fragmen<*.

2. Geprrol Precedure

The control procedure defines how and when a hcst
<aticA may trasamit packets into the common cable. The key
purpcee is a fair resclution of occasional contertion among
transsitting stations.

a) .Defgr: A staticn must not transmit into the coax cable
when <+he carrier is present or within <the nmininpuam
packet spacing time after the carrier has ended.

b) .Iransmit: A station may transait if it is not defer-
ring. It may ccntinue to transmit until either the end
cf the packet is reached or a collision is detected.

c) .Abcrt: If a collision is detected, transmission of the
packet must terginate, and a jam (4-6 bytes of arbi-
trary data) is transmitted “o0 ensure that all cther
farticipants in the collision also recognize its occur-
rence.

d) .Betrapsmit: After a station has detscted a ccllision
and abcrted, it must wait for a random retrapsamission
delay, defer as usual, and then attempt to retransmit
the packet. The random time interval is computed using
the backoff algorithm (below). After 16 re<ransmission
attenpts, 2 higher level (e.g. sof<ware) decision is
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eade tc determine whether to continue or abandon the
. effort.

e TN NERCNLNL

e) .Backoff: Retransmission delays are computed using *he
: Irupcated Bipary Expomential Backoff algorithm, with
the aim of fairly resolving contention among up to 1024
. stations. The delay (the number of time units) befcre
the n'™ attempt is a uniformly distributed randos aumber
frem 0 9 2 for 0<n<€10 (rn = 0 is the original at<enmp?t).
For attempt 11-15, the interval is =truncated and
’ remains a+ 0 to 1023. The unit of time for the restrans-
= mission delay is 512 bit “imes (51.2 microsecond).
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N 3. gchaprel Epcoding

Manchester encoding is used on the coaxial cable. It
f has a 50% duty cycle, and insures a transition in the middile

I._ Bit Cell -1 l I
1 0

1
High (alsc quiescent state)

I row

B P’ 100 ns ﬂ
) 0.75 | 1.25
Logic High : 1 = O mA = Q0 V

Logic Low : 0 =-82mA = -2.05 V
Determination of Carrier Cable has 0 volts in gquiescent state
at receiver

g Y ) 3

s o' 8" 4 ¢ a .
URTIRT AP SN RN )

Pigure 3.3 Data Rate Schene.

. cf every kit cell ("data trapsition"). The first half of
jf the kit cell con*tains *he ccamplement of the bit value, and
- the second half contains the true value of the bit.
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4. Rata Rate

Data rate is 10 Mbit/sec = 100 nsec it cell ¢

5. cazzier

. The presence of data <transitions dindicates +that
carrier is gpresent. If a <transition is not seen between
0.75 and 1.25 bit *times -since the «center of the 1last bit
cell, then carrier has been lost, indicating the end of a
packet. Fcr purposes of deferring, carrier means any
activity cn the cable, independent of being properly formed.
Specifically, it is any activity on either receive or cclli-
sion detect signals in the last 160 nsac.

6. Ccax Cable

a) .Ispedapce: 50 chkms % 2 ohmas (Mil Std. C17-E). This
impedance variaticn includes batch-to-batch variations.
Feriodic variations in impedance of upto + 3 ohms are
pernitted along a single pieca of cable.

b) .cable Loss: The maximum loss f-om one and of a cable
segaent to the cther end is 8.5 db at 10 MHz (equiva-
lent *%c 9500 meters of low loss cable).

C) .Shiglding: The physical channel bhardware must operate
in ar ambient field of 2 volts per meter from 10 NMHZ to
30 MHz and 5 volts per me*sr from 30 MHz to 1 GHz. The
shield has a transfor impedance of less than 1 millichm
- fer seter over the fragquency range of 0.1 MHz to 20 MHz
(exact value is a function of freguency).
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d) .6zoupd conpecticn: The coax cable shield shall nct be
connected to any building or AC ground along its
length. If for safety reasons a grouand connecticn of
the shield is necessary, it must be in only cne placa.

K
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a) .Fhysjcal Dimensjcns: This specifies the dimension of a
cabkle which can be used in the stapdard tap. Cther
cables may alsc be used, if they are not ¢o be used
vith a tap-type transceiver (such as used with connec-
torized “ransceivers, oOr as a section between sscticns

tc which standard taps are connected).
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Center Cenductor:

Core Material:
Core OC.D.:
Shield:
Jacke+t:
Jacket O.L.:

0.0855" diameter solid +inned coprer
Poam polyethylene or foam teflcn FEP
0.242" pinimunm

0.326" maximum shield 0.D.

PVC or teflon FEP

0. 405"

¢
_1
53 Coax Cable Segmant (1 electrical segment)
- r m
. Coax Cable soctionl
1 Male Coax 1
Terminator Tap Connector — Terminator
) Transceiver )
Female-Female Female ::::::'z:::.d
Adapter (Barrel) Cable .
Connector
.714 | Host
Stacion Male Cable Station
Transceiver Connector
Cable
Pigure 3.4 Coax Cable, Connectors, and Transceivers.

7. Coax copnectors and Terminators

Coax cables psust be terminated with male N-series

connectors, and cable sections will be joined with ferale-

female adapters.

that the coax

Ccnnec*or shells shall be insulated such
shield is protected from contact to building
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grounds. A sleesve cr boot is accep*:able. Cable sagments
should be terminated with a female N-series connector (can

be made up of a barrel connector and a male termina%*c:)
- havinrg an impedance c¢f 50 ohms ¢ 1%, and able to dissipate 1
2 vatt. The outside surface of the terminator should also be
i . insulated.
8. 1Izansceiver

U ¢tc 100 +transceivers may be placed cn a cable

segment nc closer than 2.5 meters. Following this placement
rule reduces to a very low (but not 2zero) ©prchbability the
chance that objecticnable standing waves will result. The
details cf transceiver interface and coax cable interface
can te fcund in Interlan's "Concise Ethernet Specificatica"
[Ref. 3].

C. NI1010 UNIBUS ETBERNET COMMUNICATIONS CONTROLLER
1. [satures

1) .Cata Bncapsulation/decapsulation
<) .Carrier Sense Multiple Access/Collision TCetec*ed
(CSMA/CD) transmit and receive data link marnagerent

b) .Etbezpet Physical Chappel Functions:
1) .10 ¥bits per second data rate
2) .Lata encecding and decoding
3) .Chanrel access
4) .Transceiver cable interface

c) .Nexwozk Statistics:
1) .Tallies number of transmissions. -eceptions, errors,
and collisiors

d) .Egzformapce:
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1) . 1€ Kbytes PIFC buffer for back-to-back frame recep-
tion

2) .2 Kbyte FIPO tuffer for frame transmission

3) .CMA transfers to/from unibus memory

e) .Extepsive Diagncstic Peatures:
1) .irternal and external data loop-back operatien
<) .Network LED indicators
3) .Ecver-up confidence test
4) .Pass/fail LED indicator
5) .Diagnostic software providad

f) .Cne Pex-Aight Bcard:
1) .Pit one unibus SPC slot

2. Descriptien

The NX1010 Unibus Ethernet Communication Centrcller
Board is a single Hex-height board +*hat contains all the
data ccmmunications centroller 1logic required for inter-
facing DEC's family of VAX- 11 and Unibus-based PDP~11 mini-
computers tc the Ethernet local area network. It performs
the specified data 1link and physical channel functions,
permitting Upibus-based systems to engage in +transmission
and recepticn of data with other Etharret stations on the
local area network with the speed of 10 Mbit per seccond and
with the paximum distance of 2500 meters. As shown in Figure
3.5, <he NI1010, when attached to a traansceiver unit,
provides a VAX-11 or Unibus-~based PDP-11 a complete cornec-
tion catc the Ethernet local area network.

3. IEthernet data link layer functions

Within the data 1link layer the NI1010 performs the
specified Ethernet transmitter processes of Transmit Data
Encapsulaticn and Transmit Link Management, and the Ethernet
receive processes of Receive Data Decapsulation and Receive
Link Management.
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Ed
. NETWORK LAYER 3
. To 50 M
L
.
: DATA LINK LAYER 2
ETHERNET TRANSCEIVER
< vi.0 CABLE
SPECIFI-
X C"i“ PHYSICAL LAYER 1
i ————
_ TRANSCEIVER
2 UNIT
TERMINATOR COAX CABLE
. -
o . .
’ Pigure 3.5 Ethernet Architecture and Implementation.
.
;
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a. Transmit data encapsulation

coaxial cable

spacing period

13 Figure 3.6 shows *the Ethernet Frame
. packet transmissions over <tle

o preceeded with a 64-bit preamble s2a2quence and
A ' wit a minimum inter frame

: sicroseccnds.

39

N

L] -« - - - ~ N Py T, w7 -~
N R R S AR T

Format for

physical

chanrel. Fcr receive synchronization purposes, the frame is
terainated

of 9.6

PG Wl WLET G W

. ;‘a‘;-‘;‘l




............. DA RASS

The Destination Address field specifies <the
station(s) for which the frame is intended. The address
value prcvided by the user may be either: 1) the physical
address of a rparticular station on the network; 2 a
sulticast-grcup address associatad with one oI more
staticns; or 3)+the troadcast address for simultaneous tran-

Dest.{Source

Pream Dost.Sourc.‘

eamble ], 4ar.| aaar.[TYPe g?‘; cre presmble Addr.| Adar, TYPe Data | CRC
64 a8 | 48 |16 ield | 5, 64 48 | 48 | 16| Field 4,

_’l H Minimum Packet Spacing

l.cnc covers these fieids
G(x)

Figure 3.6 Ethernet Prame Pormat.

snissicn to all staticns on the network. The £irst bit of
the Cestination Address distinguishes a physical address
from a multicast address (0 = physical, ' = multicast). For
Eroadcast transamissicns an all one-bit pattern is used.

The Source Address field specifies the physical
address c¢f the transmitting station. To eliminate the possi-
bility of an addressing ambiguity on a network, associated
with each NI1010 is a unigque 48-bit physical address value
assigned *o it at the time c¢f manufacture. On transamission,
the NI1010 inserts this value into the Sourca Address field.

The *ype £ield is specified by *the user for use
by bigh 1level netwcrk protccols. It specifies to the
receiving station(s) how *he content of the Data field is %o
ke interrreted.
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The Data field may contain a variable number of
data bytes ranging from a wminimum of 46 bytes <o a maximum
of 1500 Lytes. The NI1010 accepts less thar 46 bytes from
the wussr by automatically inser*ing null characters to
complete a 46-byte minimum frame size.

The FPrame Check Sequence (PCS) £ield contains a
32-bit cyclic redundancy check (CRC) value generated by the
NI1010 during transaission.

E. Transmit link management

The NI1010 performs all Ethernet Transmit Link
Management functions required to successfully deliver a
frame ontc the nastwork. These functicas include:

e Carrier Deference; the NI1010 wmonitors the rphysical
channel and defers its transmission should +the chanrel
be busy carrying cther traffic;

e Ccollisicn Detectiocn; once the NI1010 has finished defer-
ring o0 the passing traffic on the network, it proceeds
with its own trarsmission. In <the event <that ancther
station simultaneously tegan a +ransamission, a "cclli-
sicn" cccurs. The NI1010 detects this event and termi-
nates its transmission attempt; and

e Ccllisicn Backoff and Retransaission; when a transmis-
sion attemapt has beer terminated due to a collision the
NI1010 attempts its transmission again .after delaying a

short random pericd of time. The scheduling of <he

E; retransmissicn is determined by the Ethernet process
g; called ™ runcated Linary exponential backoff". The
| NI1010 reports an error should it be wunable to deliver

its frame onto the network after 16 transamission
attempts.

41
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C. Receive data decapsulation

#hen not transmitting a frame the NI1010 ccnti-

AL BRSNS

nuously listens to the traffic being carried on *he natvork.
After synchronizing to the pr2amble sequence of a f-age on
the netwcrk, the NI1010 processes the Destination Address

LI

. .t ‘. -‘. . .l R
.

field through its address filter 1logic to determine whether
cr nct *kte incoming frame is intended for it. The NI1010
contrcller will only accept a frame from the ne4work with a
Destiraticn Address value that either:

1) matches the rhysical address of <the NI1010 ‘toac-d
itself;

Z)ccntains the broadcast address; or

3)matches one of the 63 multicast-group lcgical
addresses which the user may assign to the board.

The NI1010 perforas high speed multicast-group
address recognition. Whenever a multicast-group 1logical
address is received c¢n the network, <the NIV010 converts the
frame's 48-bit Destination Address field intc a 6-bit table
entry gpcinter through the application of a many-tc-few
mapping called ™"hashing". It uses the resulting pointer %o
look intc a table of valid multicast-group addresses tc see
if the received address is one that the statiorn should
accept.

For ne+«wcrk management and diagnosis, the NI1010
may be operated in a "promiscuous" receive mode. When in
this gcde, the NI1010 disables its address rfilter lcgic and
accepts all undamaged frames passiag on the aetwork.

The NI1010 validates the integrity of a received
frame Lty regenerating <the 32-bit CRC value on the received
bit stream and comparing it against the CRC wvalue found in
the frame's Prame Check Sequence field.

-
;
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d. PReceive link management

Since collisions are a normal occurr-ence in the
Ethernet's CSMA/CD 1link management process, the NI1010
receiver filters out collision fragmen+s from valid frames.

4. Ethernet physical layer functiops

Within <the Ethernet Physical Layer the NI1010
parforms the electrical and procedural specifica+ions
required fcr interfacing directly to a transceiver unit.
Transmissicns and receptions take place at a 10 Mbits fger
second data rate under half-duplex operation.

a. During transmission the NI1010's physical
channel functions include:

1) .Generating the 64-bit preambles sequence for all
receivers on the network o synchronize on;

2) .Farallel to serial conversion of the frame;

3) .Calculating a 32-bit CRC value and inserting it into
the Frame Check Sequence field;

4) .Generating a self-syanchronizing serial bit strean
thzcugh Manchester encoding of the data; and

5) .Eroviding proper channel access by detecting carrier
frcm ancther station's frame transmission, and sensing
the collision r[presence signal from the <transceiver
unit.

b. The NI1010's physical channel functions during
recepticn include:

1) . Manchester decoding the incoming bit stream irnto a data
stream and a clcck strean;
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2) .Synchrcnizing to, and removal of, the rpr2aabls
sequence; and
3) .Serial to Parallel conversion of ¢he frame.

5. [Eerformance

The NI1010 has been designed to offer high notwerk
performance while w@inimizing the service loads placad upor
the hcst Uniktus systen.

Serving to buffer the systam from the uapredic<tatltla
interarrival times characteristic of network <+r-affic, the
toard has a PIFO (first-in, first-out) @aemcry vwhich can
store up to 16 Kbytes of received frames. Because of this
extensive front-end tuffering, faw time-critical service
ieqnirenents are impcsed on the host Unibus systeas.

Fcr transmaission, <the NI1010 has a 2 Kbyte Trarsami+
FIFO which permits the host to perfora a one-time t-arnsfier
of a franme.

411 data block transfers between the NI1010 and
Unibus memory are performed under the corntrol of an onktoard
DMA ccntrocller. To maximize systea parformance during recap-
+ion, the controller allows ¢the user to preload up <o
sixteen different semory buffer address and byte count
values fcr LMA of received framses.

6. Extensive Diaanostic Peatures

The NI1010 offers comprehensive network anpd bcard-
level diagncstic tools which gre2atly simplify the process of
identifyirng a network communication problem. Mounted on the
edge of the board are four network state LED Indicatcrs
which ©rprovide a visual indication of whether c¢r not the
user's station is ccommunicating onto the network. For a
comprehensive station diagnosis, +the wuser can exercise the
NI1010's ccmunicaticn facilities in either 4internmal or

1)
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Pigure 3.7 HI1010 Punctional Diagraa.

external data loopback mode; making it possible to detect
and isolate a fault to the coaxial cable, transceiver unit,
transceiver cable; or *he NI1010 board i*self.

Cn power-up the NI1010 performs a confidence test of
the cnkcard memories, register and data paths. A LED indi-
cator shows the rass/fail operational state of the boarad.

N

2N 7. Network statistics

M

Ve The NI 1010 ccllects petwork statistics to peramit the
S

user tc ctaracterize retwork operation. Statistics tallied
include:

T e tu on
AR AA [A
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a) .nunmker of frames received

.

Y
-

b) .nunber of frames received with CRC error
C) .ruaber cf frames received with alignment error
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....................

d) .nuatexr of frames transamitted
@) .number of transszit collisions

Fcr detailed description of NI1010 Ethernet
Coamunicaticn Controller Board, see NI1010A Unibus Ethernat
Cosmunicaticns Centrcller User Manual [Ref. 4.
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IV. DETAILED DESIGN AND IMPLENENTATION

A. TCESIGN ISSUES CONSIDERATIOCH

. After studying tke NI101C Unibus Ethernet Communicaticns
Centrcller in detail, some of the common problems with the
design of protocol mentioned in Chapter II can be sclved as
follcus:

1.The method needed for a process on one machine %o
sprecify who it wants to talk to is the Destination
Address and the Source Address field in every +traas-

pitted frame.

2.There is no need to find a mechanism for termipating the
ccnnection across the network, since the Ethernet will
put itself to the idle state automatically 4if there is
nc carrier on the coax cable.

3.The rule for data transfer is fixed on the half-duplex
ogeraticp,i.e., the data can travel in either direc*ion,
but not simultanecusly.

4.Fcr the errcr ccntrol issue, Ethernet frame format
provides a 32-tit Prame Check Sequence field which
ccrtains Cyclic FRedundancy Check (CRC) value. This
value is generated by the Ethern2t board of the sending
staticn and will be checked by <the board of the
receiving staticn.

5.The problem ¢f how to keep a fast sender froa swaazing a
'slow receiver with data is solved by the 16 Kbyte PIFO
Receive tuffer on all Ethern2t boards.
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6.Ethernet board perforas data 1link layer in transmitzing
data encapsulation and receive data decapsulaticn. The
data field of the frame format can vary from 46 to 1500
bytes. Thus, the design issue of <the ability of
Frccessing arbitrarily long nmessages is solved.
Furthermcre, 4if the data is less than 46 bytes, the
toard will autcmatically insert 1null characters ¢to
ccmplate a 46-byte minimum frame size.

Howaver, the protlem of preserving the order of messages
is nct sclved by the capability of the Etharnat board. The
design of a higher layer protocol would have to <take this
issue into consideration. The forthcoming sections will
explain bcw to create a design such that it will overcoame
this gprotlem.

The NKYI1010 Unibus Etherret Comaunications <Contrcller
Board together with the Transceiver represent the first two
layers, Physical Layer and Data Link Layer, of <the ISO
Reference Model as shown in Pigure 4.1.

B. ¥S£2030 DEVICE DRIVER

1. gCyvervieyn

The NS 2030 prcduct includes a diagnostic progras and
a VAX/VMS device driver source, hereafter referred <to as
NIDRIVER, “hat allows a suitably privilegad application
program written in VAX-11 MACRO assembly language or any
VAX/VES high 1level language (such as VAX-11 FORTRAN) to

intezface tc INTERLAN's Unibus tc Bthernet interface, the

NI1010. The application program uses standard ViX/VMsS
services to interface to +the Ethernet. There are nc new
interfaces tc learn. NIDRIVER supports all features of the
NI1010 ccntroller, including full duplex operation (trans-
mit+ting with receives outstanding), non-contiquous buffers
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Figure 4.1 BI1010 and IS0 Reference HNodel.

for transsission and recep+tion (of<en called "scatter/
gather” cr *buffer chaining"), and the extensive ontoard
int2lligence and diagnostic functions. The standard QIO
interface allows the network software Jdesigner to choose
among several techniques for perforaing I/0: synchrcncus
I/0 using +he $QIOHW system servica, and asynchronous I/0O
using the $QIO system service with event flags and/ox AST
routines.
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With one $QIC request, an application pprogram is
able tc instruct <+the NI1010 +¢0 obtain a prafo-matted
Ethernet packet out cf system memory and transait it onto
the Ethernet. Similarly, with one $QI0 reguest, the prcgram

can stecify the address and length of a buffer in system
memory into which the contrcller can place the next rsceived
packet. Single $QIO0 requests can also be used <o perfcrm
cther NI1010 functiors such as GO ON-LINE, ROUN DIAGNOSTICS,
REPORT STATISTICS, and LOAD GROUP ADDRESS(ES).

The detailed description of NIDRIVER is contained in
+he 1Interlan NS2030 VAX/VMS (TH) Device Driver and
Diagncstics User Manual [Ref. S].

2. Erocaranm interfaces to NIDRIVER

Detailed descriptions of the follcwing standard
VAX/VMS system services can be found in the VAX/VMS System
Services Feference Manual [Ref. 6] and in the VAX/VMS I/0
User's Guide [ Ref. 7]. Some of the very dimportant systea
s2rvices are alsc included in Appendix A.

a. Using $assign (associate channel) with NIDRIVER

Before a program can issue requests to NIDRIVER,
it must assign a channel <to the NI1010 controller. The
Assign 1,0 Channel ($ASSIGN) system service is used +*o
assign a charmel to a device. You supply the device name as
part cf the SASSIGN call: $ASSIGN returns a channel number.
The NI1010 centrcller device name supported by NIDRIVER is
cf the form NIxy: Because the NI1010 controlier represents a
single "unit® (in the ¥MS 1I/0 sense), <+the first ccn4rclier
is called "NIAO:", the second "NIBO:", and so on.
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E. Using $ALIOC (allocate device) with NIDRIVER

A process can allocate a device for its exclu-
sive use using the $ALLOC system service. Once *he devic2 is
allocated, ro other prccess (except for subprocesses -elated
to the issuing process) can assign a channel to the device.

Because the NI1010 controllers provide low level
access to the Ethernet. NIDRIVER supports each contrcller as
a non~sharable device. When a process assigns a channel <o
an NI1010 ccatrcller, VAX/VMS perfcrms an Zimdlicit $ALLOC

-
 ——

for the rrocess.

c. Using $GETCHN and $GETDEV (get device
Informa ticn)

Two system services can be used to obtair irfer-
paticp atcu+ NIDRIVER: Get Channel Information (SGETCHN) and
Get Device Informaticn ($GETDEV). $GETCHN is used %o oltain
informaticn about a specific device.

When used to ob+tain information about an NI1010
contrecller, these system services rsturn identical primary
and seccndary devica characteristics.

d. Using $QI0 and $QIOW (request I/0 functiocn)

Because NIDRIVER supports the standard VAX/VES
QIO interface, all ccntroller requests follow the general
CIO format:

$QIC_Ss [efn],chan,func,[ iosb]),[astadr],(astpra],
(p1l.fp2),[E3)s{P4] (P51 [P6]

The first six arguments are device/function
independent and can be used in any controlier I/0 request.
For example, you can specify an AST routine address (the
nastadr" arqument of the QIO request) if you need to axecute
special ccde at I/0 ccmpletion.
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Device/furction dapendent arguments P71 and P2
pust be supplied for all centroller operation that use the
DMA channel for transferring data to or from VAX memcry. P1
is the (virtuval) address of a WORD-ALIGNED buffer. P2 is *he
size of the huffer in bytes and must be even and less than
1536 (decimal). Parametear P3 through P6 are ignored in
NI1010 operatioas.

(). I/0 functions. To fully understand the
I/0 func+tiors supported by NIDRIVER, one should kncw how
VAX/V8S I,0 functionrs are encoded into 16-bit values (the
function argqument of the QIO request). I/0 function values
have the focllowing fcrmat:

15 6 5 0

P mmn o aonm e caon e o w-o- oo omnvaccmnae= ®

function modifiers code

porcvesavceecveeancecscces veecececabean econmacomes P

The low-order 6 bits of the function value
are a code that specifies the particular operation to be
performed. The high-crder 10 bits of the function value are
function modifiers and are normally used <o alter the parti-
cular cperation specified by the code. Symbolic naames for
function codes and nmodifiers are defined by the S$IODEF
macrc, a2as described in the VAX/VMS System Services Reference
Manual [Ref. 6]. A modified function can be invcked by
"OR"ing a function code and function modifier. Fcr examfpla:

I0$_SETMODE!IO$_SHUTDOWN
in MACRC asseamably language, or
IO$_SEIMODE .OR. IO$_SHUTDOWN

in FORTRAN.
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The following describes each I/0 fuaction
supported by NIDKIVER.

10$_SETMCDE! JO$ STARTUPR

Issuing a QIo with a "func" argument of
IO0$_SETMOCE!IO$_STARTUP causes NIDRIVER t¢ begin contzcller
cperaticn. NIDRIVER will allocata necessary VAX/VNS

resosurces and pass a GO ON-LINE command to the NI1010 cont~
roller. The controller and driver will now be in a stats zc¢
process ccmmands and receive packets.

Cne can modify NIDRIVER's resource allocation strategy at
run-time. 7To change strategy, one's program must supply (in
the IC$_SETMODE! IO$_STARTUP QIO) the address of a quadwoxd
characteristics buffer in parameter P1 and the size in Lyies
(always 16) of the characteristics buffer in P2. The first
longuwcrd (32-bit word) of the characteristics buffer is
interpreted by NIDRIVER as follows:

<3:0> *he maximum naumber of receive buffers that
NIDRIVER will pass to the controller with SOUPELY
RECEIVE BUFFER commands (maximum of 16). NILDRIVER
will allocate S Unibus Adapter map registers for
each as a ressult of this call. If this field is
zero, NIDEIVER will use a default value cf 4 and
allocate 20 map registers for receive operations.
(Five additional map registars are ALWAYS allo-
cated for ccmmand DMA.)

<31:4> RESERVED (must be zero)

The second longwcerd of the characteristics buffer is inter-
preted by NILCRIVER as follows:

<":C6> = 0 (Default) Allocate a Buffered Data Path
only when needed to process command operaticns

53
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that perform DMA. Deallocate the Buffered Data
Path immediately after the command is finished.

<0:¢> =1 Permanently allocate a Buffered Data Path
t¢c be used for command operations that parfcrm
DMA.

<31:1> BESERVED (must le zero)

10$ SETMODE!IO0$ SHUTDOWN

Issuing IO3_SETMODE!IO$_SHUTDOWN causes NIDRIVER to shut
down netwcrk operaticns. NIDRIVER passes a RESET command to
the c¢cntrcller. All outstanding receive (IOS_READLBLK)
requests will finish with a status of SS$_ABORT. Any allo-
cated Buffered Data Fath will be dealloca«ed. Any supplied
characteristics buffer is ignored for this call.

10$ WRITELBLK

Issuing IO$_WRITELBIK causes the packet defined by QIO
parameters F1 and P2 to be transmitted onto the Ethernet. P1
is +the address of a WORD ALIGNED preformatted packet in
REBMOTY. P2 is the 1length in bytes of the preformatted
Facket. P2 must be greater than 0 and less than 1536
(decimal) and even. The packet nust £ollow the fcrmat
described in Pigure 4.2. The QIO request will remain
cutstanding un+til tke packet 1is successfully transmitted
onto the Ethernet (or an error occurs). The IO$_WRITEPBLK
functicn performs the same operation as the IO$_WRITELELK
function.

10$_READL ELK

Issuing IC$_READLBLK causes the buffer defined by QIO param-
eters P1 and P2 (address and size in bytes, respectively) to
be used to hold the next received packet (or packet fragment
if buffer-chaining takes place). The buffer pointed %to Ly P1
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ol into the Source r
+6 TYPE(1) TYPE(O) Addr. Field on,
trangmission
+8 DATA (1) DATA (0)
.
L]
°
* DATA =
]
[ ]
[ ]
BAR+BCR don't care DATA (last byta) 32-bit CRC
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Figure 4.2

must ke WORD ALIGNED.

Transait Packet Poramat.

The buffer
less than 1536 (decimal),
placesent into buffers is strictly FPIFO; that is, the oldest
will receive the next
of the received packet
will remain outstanding until
is accessed directly into
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Pigure 4.3 Receive Packet Format.

ceptroller sSpecific Eynctions

Pecause no existing VAX/VMS function ccdes correspond to
NI1010 sgecific operations such as LOAD MULTICAST or SET
FROMISCUCUS MODE, NILRIVER supports driver-specific function
codes. These codes are constructed by passing the
contrcller-specific command in +he "function modifier" field
of the I/C function value. The function value "code" £iecld
will ke IC$_READLBLK, IO$_WRITELBLK, or IO$_SEEK, depending
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on vhether the contrcller-specific command parforms direct
memory access or not. For exaample, +the following function
value specifies LOAD MULTICAST:

X20 ! <€ 052 @ 6> = XAAQ

As a prcgrasmming convenience, INTERLAN provides symkolic
names which can be wused in the function argument of QIO
service calls. Pile NIDEF.MAR can be used with MACRO
programs and file NIDEF.POR can be wused with FORTRAN
programs.

One can use these definitions in a PORTRAN program by
including the line:

INCLUDE *_DRAO:(NPSSYS.INTERLAN]NIDEP.FOR®

in *he FCETEAMA source code.

Q). I/0 completion. One should always suptrly
the address of a quadword I/O status Block (I0SB) IN THE
#iost® arqumsent of +he QIO request. Oa I/O completion, the
I0sB will ccantain not only VAX/VMS status, bu¢ also cont-
roller specific status as well.

VAX/VNS status is returned ip bits <15:0> of the first ICSB
longwerd. Bits <31:16> of the first IOSB longword dc¢ no*
contain apy seaningful imformation. If the returned VAX/VHS
status is SS$_NORMAL, Normal Successful Coampletiocn, iss
<3:0> of the second IOSB lcngword will contain the Comamand
Status Code from the ccntroller. Refer to the NI1010 Unibus
Ethernat Communicaticns Controller User Manual [Ref. 4] for
a ccaplete description of the <controller status ccdes.
Appendix P describes which Command Status Codes can be
expectad for each QIO -equest. Bits <31:4> of the second
I0SB lcagwcrd do not contain meaningful information.
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C. CLCESIGNING PROCEDURE

Since NS2030 Device Driver is intended to be used in
VAX/VMS rmini-computer, the dasign is based on Digital
Equipment Ccrporation's Network (DECNET) rather than tae ISO
Reference Model mentioned in Chapter II. However, the

Layer IS0 DECNET
7 Application
Application
6 | Ppresentation
5 Session (None)
Network
4 Transport Services
3 Network Transport
. Data link
2 Data 1lin
a k Control
1 Physical Physical

Pigure 4.4 Mapping between ISO HModel and DECNET.

layaring ccncept is s+ill used in DECNET. The approximate
mapping tetwean ISO Reference Model and DECNET is shown in
Figure. 4.4.

DECNET has only five layers. The physical layer, data
link layer, transpcrt layer, and network services layer
correspond almost exactly to the lowest <£four ISO layers.
However, the agreement breaks down at layer 5, since CECNET
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has nc session layer, and the remaining layer, the applica-
tion layer, is a mixture of the ISO presentation and appli-~
caticn layers.

Apparently, the NS2030 has covered both netwcrk and
transgcrt layers, thus, the only layer left to be developed
is the aprlication layer.

1. §iers ip developing th2 application laysr

Rith the suggestion from the NS2030 VAX/VMS Device
Driver and Diagnostic Usar Manual [Ref. S], VAX-FORTRAN
prograssing language is chosen ¢to be used in developing the
applicaticn layer. 1The other reason to use FORTRAN is
because cf the rrovided function argumert of QIO service
call in NIDEP.POR file in the Driver Routine. This maksas it
easier for ¢the programmer to issue commands to the NIT010
Unibus Etkernet Comnunications Controller Board. Steps in
develcping applicaticn layecs are as follows:

1) A1l availakle system service routines in VAX/VMS
involving I/0 operaticn are studied. Some of the very impor-
tant routines which are used in developing the program are
included in Appendix A.

2) The first experiment is to <check whether the
Frogras can really instruct the NI1010 Board what <¢c do.
This is done by writing a program that will send out a
message to the NI1010 Board and direct the board to send the
message tack to itself,i.e., send the message from memory to
the transmi+ buffer and send that same message back tc the
receive tuffer of NI1010 Bocard. 1In order to do this, <the
NI1010 Bcard must be put in the INTERNAL LOOP BACK MODE. The
detail of command descriptions available to be used with
NI1010 PBoard can &te found in NI10104 Unibus Ethernet
Communicaticns Ccatrcller User Manual [Ref. 4). The prcgram
that is developed for <this experiment is 4included in
Appendix B.
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3)
except that this time the message will be sent out tc *he
transceiver and ontc the ccax <cable, but <+he Destination
Address field contains the addraess of the board itself
(02-07-01-00-07-7F) , thus this message will come back tc the
receive tuffer again. This is called "EXTERNAL LCOP BACK
MODE®",

The seccnd experiment is to do the same thing

4) After the first two experiments ac-e completed
successfully, the Destination Address field is changed to
that ¢f the NS3010 Bcard implemented in the MDS system. We
have two NS3010 PBoards, one with address 02-07-01-00-04-0A
and ttke cther with address 02-07-01-00-03-EA.

S) The next step is to transfer a file. The same
type of experiment which has been done in sending and
receiving the message is used. The DOWNLOAD and UELOAD
procedure in the VAX/VMS are studied. All the FORTRAN
statesents used in file operation can bs found in VAX-11
PORTRAN User's Guide [Ref. 8].

» 2. Metbol tg Qvercome Frame Sequencing

It has been mentioned earlier <that the NI1010 EBoard
does not have a capability to preserve the order of
pessages. Therefore the design of the application layer
protocol shculd take this matter into consideration.

The solution is that the convention of communicating
tetween any +¢wo computer systems should be made such that
both stations will be able to know each other's status. The
convention c¢f communicating has been astablished as follows:

a) .The receiving station will send an ackncwledge message
every time a frame 1is received successfully. If an
errer should occur, no acknowledge message will be
sent.
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Ef b) .The sending station should wait for the acknowledge
W{ message from the receiving staticn for a sufficient
a' amcut of time (protocol in VAX/VMS 1is set up fcr 5
- seconds), if <+there is no acknowledge message within
e this period of time it will retransmit the same frame
EZ again and vait for the acknowledge message. The same

!! frame is transmitted for the total of 3 times ( 1 tran-
o smissicn and 2 retransamissions) before the <+rarnsgi+

prccess will be aborted.

Cc) .Tte convention used to differentiate whether the frame
is carrying a message or a file is established by the
use of the available Type field (2 bytes) of =ach
frame. It has been set up as shown in Table I.

TABLE I
Type Field Protocol: (All in Hexadecimal)
B3IIEN BYTE2 EUNCTION
00 00 consol2 message
00 FF acknowledge message
OF 00 file transfer-first franme
oF 01 file transfer-intermed frame
OF oF file transfer-1 record file
OF FFP file transfer-last frame
R:Z
s
E
i
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D. IBPLENENTATION

The final software protocol (application layer pro+cccl)
vhose source code is shown in Appendix C is now available in
vAX/vVMs for public  use. This program is in +the file
ETHERNET.FOR. A user who vwants to transfer files cr messages
ketween VAX,/VMS and MDS systems can 4o so by following the
instructions given in VAX/VMS-MDS E+herrnet Iocal
Communicaticn Network User Manual included in Appendix L.
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V. CONCLUSION

The prircipal goals of this thesis were met. The devel-
oped software protoccl was tested with the actual trarnsfer
of messages and files bhetween VAX-11/780 under VMS operating
systen and MDS System under CP/M-80 operating systen. A
file as large as 43 Kbytes was transferred rcughly ir less
than 42 seccnds.

At present, the fprogram is available in VAX/VMS public
user acccunt under user name "INTERLAN"™ with password "VmMs",
The VAX/VMS-MDS Ethernet Local Communication Network User
Manual is also available in the file "VMSMDS.DAT". The
content in +*his file is exactly the same as the content in
Appendix [ in this thesis. Users who want to do the message
or file transfer can get the hard ccpy of this file by
sinply lcgging into the VAX/VMS under user name and passwcrd
menticned above and printing the file. Then the steps in the
manual must be followed.

The files in public user account are:

ETBEE1.FOR (sQurce cods)
ETHEE1.EXE (executable code)

Thies is a prograe to transfer a message in the INTERNAL
IOCPBACK node.

SINDESG.FOR
SENDESG.EXE

This is a program to send a message, ¢typed in from the
tersinal, from the VAX/VMS to the MDS System. It
retranspits the same message 3 times with the interval
cf 5 ssconds befcre “ha transait process is aborted if
there is 1no acknowledge signal from <the receiving
staticn.
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GEINSG.ECR
GEINSG.EXE

This program waits for the message intended for +the

VAX/VMS. It sends back the acknowledge signal tc the
sending station every time it receives a frame success-
fully. The received message is displayed on the screen.

(=] lU

QWNLCAD.EOR
CHNICAD.EX

This prcgram is used tc¢ <transfer a specified file from
VAX/VMS to MDS System. It will wait fcr an acknowledge
signal from the receiving station after every frame has
been transmitted. The same frame will be transmitted 3
times with the interval of 5 seconds before the
transmit prccess is aborted, if there is no acknowledge
signal from the receiving station. The file is trans-
ferred by a record of 128 bytes so it would match the
characteristics cf CP/M recoxds.

It is a program used to receive the incoming file from
the MDS System. It sends an acknowledge signal tc the
sending station for every successfully received frane.
This prcgram puts VAX/VMS into a ready-to-receive-7ils
mode until contrcl-Y key is pressed.

EIBEENEI.EOR
EIBEENEI.EXE

This ©fprogram is a combination of all <the ggrcgrams
sentioned above. When executsd, VAX/VMS will Le ready
to receive any message in the network which is intended
for the VAX/VHS. The message will be interpreted
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vhetter it is a crdinary message, a request transfer-
ring of £file, or a request receiving of file.

1).If the message is an ordinary message, the

program prints <that message on *he screen,
sends an acknowledge signal +to the sendiang
station, and is ready to receive aacther
message.

2) .If the message is a request for transferring a

file, the program sends back an acknowledge
signal and +*ransfers a specified £ile to the
sending station until the whole file has been
transferred successfully. The request for
transferring a file message <should include the
filenane and filetype, FN.FPT, of the file which
the requesting station wants to receive. If the
public user account does not have the specified
file, ard error message will be sent +to the
requesting station to notify the user.

3).If the received message is a request for

receiving a file, the program wvwill send an
acknowvledge message together with instructions
to the user of the requesting station to ofpen a
nevw file upder *the specified FN.FT, receive the
incoming file uatil its all done, <then send a
message to the sendiag station *hat the whcle
file has been received successfully and then
put VAX/VMS back to ready-to-receive-message
mode.

All of these files can be copied by any users by typing
the fcllcwing commands:

$Ccry
$From: _DRA1:[ INTERLAN JFN.FT
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$Tc: NFN.NEFT

where FN.FPT is the filename.filetype of <the file tc be
copied frcm, and NFN.NFT is the filename.filetype of the
fila to be copied to. The NFN.NPT will appear in the user's %
directcry after +he above sequence of commacds have been :
executed. It is necessary that the file type of the new file
should be the same as the o0ld file.

Future research with VAX/VMS Ethernet Software Prctocol
should ccncentrate on trying ¢to make the MDS System termirnal
act like a virtual terminal of VAX/VMS. There are system
service routines available in VAX/VMS which support this
capability. Anyone who 1is interested to do a further
research in this field can g2t all the information about
these routines from Mr.Albert Wong, VAX professional staff,
in Rm. €P505. The modifications can be made without any
changes in the present programs since this prograe is
desigred with a layering concepts of the network protocol.

Ancther direction of research is to expand the network
so that VAX/VMS can also communicate with other systems
under different operating systems such as ISIS II or
MCORTEX.
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ARRENDIX A
VAX/VNS SYSTEM SERVICE ROUTINES

The followings are the VAX/VMS System Service Routines
which are used in developing the application layer proteccol
for the Ethernet Local Area Network.

$2SSIGN

$SASSIGN - ASSIGN I/O CHANNEL

The Assign I,0 Channel system service (1) provides a preccess
with an I/0 channel so that input/output operations can be
performed or a device, or (2) establishes a logical liak
with a remote node on a network.

High-level Language Fcimat
SYS$ASSIGN (devnam,chan,[acmode ],[mbxnaa ))
devnanm

Address of character string descriptor pointer tc the
device mame string. The string may be either a physical
device name or a logical name. If <the device name
contains a colcn, <*the colon and the characters that
fcllcw it are ignorsd. If the first character in the
gtring is a underscore character(_). the name 1is
considered a physical device name. Othecwise, the name
is considersd a logical name and logical name transla-
ticn is performed until eithsr a physical device nanme
is fcund or the system default number of translaticns
has bteen performed.

If the device rame contains a double <c¢oclon (::), the
system assigns a channel *c the first available netwcck
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device (NET:) and performs an access functicn on the

netwcrk.

chan
Address of a wcrd tc¢ receive the assigned channel
numker.

acmode
Access mode to te associated with the charnel. The mest
privileged access mode wused is the access mode of the
caller. 1,0 cperaticns on the channel can only be
performed from equal and more privileged access mcdes.

mbxnas
Address of a character string descriptor pointing to
the logical name string for the mailbox to be associ-
a*2ed with the device, if any. The mailbox receives
status informaticn froa the device driver.
An address of 0 implies no mailbox; this is the defauls
value.

Notes

1) Pcr details on how ¢o use $ASSIGN in conjunction with
network cperatioms, see the DECnet-VAX User's Guigde
(Ref. 9].

2) Only “he owrer of a devic2 can associate a mailtox
with the2 device (the owner is the process that has allccated
the device, either igplicitly or explicitly), and only one
mailbox can be associated with a devic2 at a time. If a
mailkcx is associated with a device, the device driver can
send messages containing status information to the mailbex,
as in the following cases:
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a).If the device is a2 terminal, a message indicates
dial-up, hang-up, or *the reception of unsclicited
irput.

k) .If the target is on a network, <the méssage nmay
indicate that the network is connected «cr initi-
ated, cr whether the line is down.

For details on the message format and the information
returned, see the VAX/YMS /0 User's Guids (Ref. 7).

3) Channels remain assigned until they are explicitly
deassigned with the Deassign I/O Channal ($SDASSGN) system
service, or, if they are user-mode channels, until the image
that assigned the channel exits.

4) The $ASSIGN service establishes a path to device, but
does not check whether the caller can actually perform
inputsoutput operaticns tc the device. Privilege and protec-
tion restrictions may be aprplied by the device drivers. For
details cn hew the system conirols access +o devices, see

the VAX/¥MS 170 User's Guild (Ref. 7].
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3CICH
$QIOW - CUEUE I/O0 RECUEST AND WAIT FOR EVENT FLAG

The Queue I/0 Request and Wai+ for Event Plag system secvice
combines the $QI0 and $WAITPR (Wait for Single Event Flagqg)
system services. It can be used when program must wait for
I/0 ccmpletion. '

High-level language Fcrmat

SYS$CICW ([efn]),chan,func,{iosb],[{astadr]},(astpza],
(r1)e(F2)e(P3 ] (P42l P5]1c[PE])

efn

Numkter of the event flag that is to be set at request
completion. If nct specified, it defaults to 0.

chan

Number of the 1,0 channel assigned to the devica to
which the request is directed.

func

Functicn code and modifier bits that specify the opera-
ticn tc be perfecrmed. The code is expressed symboli-
cally.

iosb

Address of quadwcrd I/0 status block that is tc receive
final completion status.

astadr

Address of the entry mask of an AST service routine to
ke executed whenr the I/0 completes. If specified, the
AST routine executes at the access mode from which the
$QI0 service was requested.
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astprs

AST parameter to be passed to the AST coepletion
rcutine,

Fl1 to pé

Cptional device- and <function-specific I/0 request
faraseters. '

The first parameter may be specified as pl1 or ply,
depending c¢n wkether the function c¢ode requires an
address or a value, respectively. If the keyword is not
used, pl is the default; that is, <+the argument is
considered an address.

F2 thrcugh Pn are always interpreted as values.

Notes

1) Tke specified event flag is set if the service ternmi-
nates without queuing an I/0 request.

2) The I,0 status block has the fcllowing format:

31 l6 15 Q

BYTE COUNT STATUS

DEVICE- AND FUNCTION-DEPENDENT INFORMATION

a) .status - completion status of the I/0 request.

k) .byte count - Number of byte actually *transferred.
Ncte that fcr some devices this contains only the
lew-crder word of the count.

c) .device- and function-dependent information - Varies
acccrding to device and operation being performed.
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The informaticn returned for each device and func-
tion code 1is documented in the VAX/VMS I/0 User's
Guide [ Ref. 7].

3) HMany services return character string data and wriie
the length of the data returned in a word provided by the
caller. Functicn ccdes for the $QIOW system service (and
the LENGTH argument cf the SOUTPUT systa2m service) <require
length specifications ia 1longwords (32-bit word). If
lengths returned by <cther cervices are to be usad as input
parameters for $QIOW requests, a longword should ba reserved
to ensure that no error occurs when $QIOW reads +“he leng<h.

4) Fcr informaticn on perforaming ianput and output opera-
+ions c¢n a rnetwork, see the DECne*-VAX User's Guids
{Ref. 9].
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2 SEINTIME
$BINTINME - CONVERT ASCII STRING TO BINARY TIME

Phe’

The Ccnvert ASSCII String to Binary Time systeama service
converts an ASCII string to an absolute or delta <ime value
in the system 64~bit time format suitable for inputr to the
Set Timer (SSETIMBR) or Schedule Wakeup ($SCHDWK) system
services.

PGV 4

High-level Language Fcrmat
SYSIBINTIM (timltuf ,timadr)
X timbuf

Address of a character string descriptor pcinting to

~ the tuffer containing the absoluta or delta time *to be
) converted. The required formats of the ASCII strings
: are described in the Notes, belov.

timadr
N Address of a quadword that is to receive the ccnverted
) time ir 64-bit fcramat.
. Notas
2 1) The $BINTIM service executes at the access mode of
N the caller and dces nct check whether address arguments are

; accessibtle tefore it executes. Therefore, an access vicla-
tion causes an exception condition if the input buffer or
tuffer descriptor canpnot be read or the output buffer cannot
J be written.

2) 1his service does not chack the length of the argu-
. ment 1list, and therefore cannot return the SSS_INSFARG
(insufficient arguments) error status code. If the service
does nct receive enough arguments (for example, if one omits
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required ccomas in the call), one might not get the desired
result.

3) The -equired ASCII input strings have the format:
Absoluts Time: dd-smr-yyyy hh:mm:ss.cc

. Delta Time: ddd hh:mm:ss. cc

Figld length(bytes) Coatents Bange of values

dd 2 day cf month 1 - 31

- 1 hy fhen Requized sgntax

nom 3 month JAN, PEB, HAR, APR,
MAY, JUN, JUL, AUG,
SEP, OCT, NCV, DEC

- 1 hyphen Requirad s;ntaz

giyg 4 gear 1858 - 999

ank n lank Required syntax

o 3 ao16 Yequirad syntax

: n equi syn

] ] 2 mipute oog-_ss Y

H 1 colon Required syntax

ss 2 second 00" - 59

. 1 eriod Required syntax

cc 2 undredths of 007~ 99

second
dddd 4 aumber of days 000 - 9999

(in 24 -hour units)

Note +hat month attreviations must be upper case. In
contrast with previous versions of VAX/VMS, the hundredths
of second field now represents a true fraction. For example,
the string .1 represents ten hundredths of a s=2cond (cne
tenth of a second); the string .01 represents one hundredth
of a second. Note also that a third digit can be added to
the hundredths of second field; this thousandths of seccnd
digit is used to z:rcund the hundredths of second value.
Digits beyond the thousandths of second digits are ignored.

4) The follewing syntax rules apply to specifying the
ASCII input string:

a) .Any of the date and time fields can be omitted.

.
ln‘. L

i

Pcr absolute time values, the $BINTIN service

supplies the current system date and time fcr nonspe-
cified fields. Trailing fields can be truncated. If

"
*.4
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leading fields are omitted, the punctuation (hyghens,
tlanks, colons, periods) must be specified. For
example, the following string results in an absolute
tipe of 12:00 cn the current day.

12:00:00.00

Por delta time values, +he $BINTIM service defaults
ncpspecified hcurs, minu+es, and seconds fields %o 0.
Trailing fields can te <truncated. If ls:ading fields
are caitted from the time value, the punctuation
(tlanks, colons, periods) aust be spacified. If the
nusber of days in the delta time is 0, a O must be
srecified. Pcr examfple, the following string results
in a delta time of 10 seconds.

0 ::10

Ncte the space between the 0 in the day field and the
twc ccloas.

b) .Pocr both absclute and delta time values, <+here can
te any number of leading blaanks, and any number of
Elanks between fields normally delimited by blanks.
Howevar, ttere can be no embedded blanks within
eitber the date or time fields.

The fcllcwing examples illustrate legal input strings tc the
$BINTIM system service, and the time r2presented by the
output frcm the $SBINTIM system service (translated through
the Ccnvert Binary Time to ASCII String (3SASCTIN) system
service). Assume <that the current date iIs 14-JUN-1983
04:15:28.00.

ipput tc SBLNIIN $ASCIIN ouiput strding
-- :50 14-JUN-1983 04:50:28.00
--1984 0:0:0.0 14-JUN-1984 00:00:00.00
9-NOV-1982 12:32:1.1161 9-NOV-1982 12:32:01.12
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22-AFR-1983 16:35:0.0 22~-APR-1983 16:35:00.00
0 s:.1 0 00:00:00.10

0 ::. 0 00:00:00.06

S 3:18:32.068 5 03:18:32.07

20 12: 20 12:00:00.00

05 0 05:00:00.00
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$SETIER
SSETIMR - SET TIMER

The Set Timer system servica allows a process o0 schedule

the setting of an event flag and/or the queuing of an AST at
some future time. The time of the avent can be specified as
a absoclute time or as a delta time.

When +the service is invoked, the event flag is cleared
(event flag 0, if nore is specified).

High-level language Fcrmat

SYS$SETIMR ([efn ] ,daytim ,[(astadr] ,(reqidt]))

efn
Event £flag number of +he event flag to set when the
time interval expires. If not specified, it defaults to
0.
daytis
Address of the guadword expiration tinme. A positive
time value indicates an absolute <time at which the
timer is to expire. A negative time value indicates an
offset (delta time) from the currant tinme.
astadr
" Address of *he entry mask of a AST service rcutine to
te called when the time interval expires. If not speci-
fied, it defaults to 0, indicating 1no AST is <o be
queued.
reqidt

Nuater indicating a request identification. 1If 1ot
specified, it defaults <o 0. A unigue request
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identification can be specified in each set <“imer
requests, or the same identification can be given %0
related timer requests. The identification car be used
later to cancel the timer raquest(s). If an AST service
routine is specified, the identification is passed as
the AST parameter.

Rotes

1) The access mcde of the caller is th2 access mcde of
the request and cf +tLe AST.

2) If a specified absolute time value has already
passed, the timer expires at the next clock cycle (that is,
within 10 milliseconds).

3) The Convert ASCII String ¢to Binary Time (SBINTINM)
system service converts a specified ASCII string to the
guadwcrd time format required as input to <the JSSETIMR
service.
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$HAITIR
SWAITFR - WAIT FOR SINGLE EVENT FLAG

The ®ait for Single Event Flag system service <tests a
specific event flag and returns immediately if <+the flag is
set. Otherwise, the rrocess is placed in a wait state until
the event flag is set.

Bigh-level language Fcrmat
SYS$WAITFR (efn)
efn

Numker of the event flag for which <o wait.

Notes

The wait state caused by this service can be interrupted
by an asyrchronous system trap (AST) if (1) <+he access mocde
at wvhich the AST executes is more privileged <than or equal
in privilege to the access mode from which <the wait was
issued and (2) the rprocess is 2anabled for ASTs at <“hat
access mode.

When the AST service routine completes execution, the systenm
repeats the $WAITFR request, If the event flag has been set,
the fpiccess resumes execution.
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SCANIIN
$CANTIM - CANCEL TIMER

ij,: The Cancel Timer Regquest system service cancsls all or a
selected subset cf the Set Timer requests previously issued
- by the current image executing in a process. Cancellaticn is
based cn tke request identification specified in the Set
Timer ($SETIMR) system service. If more than one timer
raquest was given to the same request identification, they

are all canceled.

High-level lLanguage Forma*
SYSSCANTIN ([regidt] ,[acmode))
reqidt

Request identification of the timer request (s) +0 he
canceled. A value of 0 (the default) indicates that all
tiser requests are to be canceled.

acaode

Access mode of the raquest(s) to be canceled. The mcst

privileged access mode wused is the access mode of the
caller. Only those <+imer requests issued from an
access pode equal to or less privileged than the resul-
tant access mode are canceled.

Notas

Cutstanding <imer requests are automatically canceled at

image exi¢t,
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APPENDIX B
SOURCE CODE FOR EXPERIMENTS

All the source ccde in this appendix was developed from
the step-by-step design of the Ethernat software Protoccl.
Each c¢f the programs includes a brief explanation of the
function when it is executed.

CNC

- %

-
ey
R S

A

81

e . - o L. R . . B S N . . . . LR P B
2’ .o e . PR LR L S . P P L R B TR A S T R T RPN PO AN .
o IR, 2 PP WL AP TRAPERI L 1 WA, VL POl FO. i Pt Uhr Yy Wy | RGN VN L TP L U, T ".a_'A_.j




be sent,.'/

systassian

Roacket (146)

svstaiow, 1
'edr30:fnossys.interlanlinidef,for’

RNAL LDQOPRACK,
'‘(fiod

£

text /'This messaae will

inso(2)
nichan,

PROGRAM ETHER!1
TRANSFER MESSAGE/INT

character*?2b
inteqger*?2
integerxy
include
include

byte

address

MM XM X X X
Co o ¢ 0o o o
[ola V] T el 4TS
C OO~
e & > > aa-
oy
Crnrmemmrrm o~
e NIMTI UM O
Bt Nt N N Nt Nt Nt
[ RS F R o
dbovoovoae
VMM WM M

LUULULVVL
cCoQoooeoo
TO0O0000
2= b o e e o P
(7]

(7]
L=

(istat))

)
1

etc.

m8S I,

0\)3
ogc?et(i)=ichar(text(i:i))
Syt

line?

into transmit oacket?
Toacket(I)='00"x

o]
I=35,13%6

end d
end do

do
Start uo and a0 on

Put data

c

7 vt
o~

~0

iofmestartuo),
)

~ O
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o .

e 1
V=~
o gu
) N
->0
e
>~ O
N Q-
~ O
« w0
~Oowv
-
alNp
" e
sO0—~®
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wr——
f o) — g
N O
¢ O— U=
-0 I
O &
-—0®
~
~ Q0
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& o
N~
-t
"o
oD s
[o N R

eOf e

val(io%esetmoie

Zval{nichan),

%

-

sysSaiow(,

o Q

v )

stats

.

1

Ll A UL X W)

c

1oooback:

TN D

ernal
1stat

Int

c

o
N
~C
—
~ Q
o~ .o
L (A

Lo 1)
N~
gt
N
-0
Lok L ]

~ MO
afEr~ 0
- ) -

n)
il

val(ioeesi

sOow
- s tRe
st o
LN RT o ¥
aCr—
LT 4 L 24
we— — )
(o] p— g
Ve © o
O~ U=
¢ @ N
O &
-—a
~
- ¢
nC-~
& ®
Nt
o=t
[AST 3
~L0 -
oOwnx

sysSciow(,;val(nicha

= @Q
- O
-
L Xt o VEX R ¥

’
S
ik

r e
ibk
14

’
i
1
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nval(ioresor

1089

sysPaiow(,%val(nichan)

(iosb(l)e.ne.l) cal

':(,not.istar) ¢all

istat

)
?
i
i

®romiscuous
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PROGRAM SENDMSG

N

w
-l >
w

ICAIICIN
> 2
(@]
R
Z0O
ox
=

r
mmz
QOr
QoM
—ppD K e Q @ =T~ O
=

<& Ze

SMISSINN,

-

1 ]
x
s
®
3
2
»

2),ad4dr .

n, svsiaiow, sysbassian
ntim, sysbsetimr, sysfwaitfr
2)etime(2)
?stvs.snterlanln\def for'
136),text(129),R0acker (150)

integerxd
i integer*d

include

include

bvte

byte

-t
3
[ad
™
1¢
1]
2
»
n
~0 = I = —~—TNN

TP ~P<<K =0T
-2 ®AAQUWOBOWBO

Assian a3 channel to
10 istat=sysbassign(
if(enot.istat) ¢ca

—p Va3t IO

ﬂr')
Yval(istat))

c Start uo and a9 on i
istat=sysSaiow(,%v _
1 ode .or. io%mestartuo),

1(istat))
Yval(iosh(1)))

Pl
-~
o

e ece et D@

QLUBN=~=B ODO0O=

e

T N Nt Nt e T “~

c Interact wi 9]
20 type #%, e
tvpe %, M0
type %, MD
read(S;ll)ad
11 format(al)
if (addr.ea.

- o ort L5 NN et s

OO
OoDQ
tiQ
o0
wao
't
mon
P -
0 09
~r
<<D
O0w
o~
3 3=
N3
2 3
- ot
-
o
J
.0

else if (addr.

- e o o =P
MOwOoO3d
b e
-t @ -
x X T X
P
P

NN NT

else

22 formna

x ! indicate thart it i3 3 messaqe
X ! don’'t care

e et b {0 |

C Put dsta into transmift packet?

8
Toacket(j)=text (i)
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PROGRAM GETMSG

ACTUAL RECEIVING OF VESSAGE,

SEND BACK ACKNOWLEDGE MSG,.(2nd tyoe fielA=FF nax),

IF RECEIVED B8AD FRAME, DI NOTHIMG 3UT NAIT TO WECEIVE,
character+?23 msal/' Receive successfully,*'/
integerx? iosb(2)
integerxy nichan, sysSaiow, svysbassign
include 'edral: (nossys.interlaninigef.for’
include ‘(fiodef)’
byte . pad(1970)
bvte Roacket (150),Toacket (13n)
byte dfilnam(d40),sfilmnam(49)

Assign 3 channel to NIAO:

istatzsysSassign('NIA)' ,nichan,,)
if(enot.israt) tyoe *, ' issijn erropr!’

Start uo and gqo on line:
istats sys¥aiow(,%val(nichan),

1 tvall(iobesetmode .or, iofmestartuo),
a .‘Osbopro"v
if(.not.istar) tyoe * Istat start uo error!’
ifliosb(1),1t,.0) tyon *' ' Start uo error!’
Receive incoming messaqge:
voe *,' Ready to receiveeeceeces'
stat=sysSqiow(,%val(nizhan),

e
t
i
1 2val(\o$+r~adlhlk)'
2 iosSDsyy
3 VrAf(Qoackﬂt).Zval(150)",p)
if(.not.istat) then .
tyne *,' Send msqg istat receive error’
goto 10

end if

t(iosb(1),1t.0) then i
tyoe *,' Send msa VAX/VMVS recejve error'

. aoto 10

end if

if(iosb(2),eq.l) then .
tyoe *,' Send msa receive block CRC error' \
goto 10 |

end if
if(iosb(2),eq. 2) then
tyoe *,' Receive block alianment error'
) g0oto 10
nd if :
f(iosh(2).ea.d) the . }
tyoe *,' Send msa missina receijve nlock' i
goto 110 |
end if
if(iosb(2).eq.17) then
tyoe *,' Sena asa NDMA received slnck fail!
. goto
end i f
i=19
do while (Qoac§et(1).ne.vchar("'))
i = i+

end do
write(b6,11)(Rpacket(j),j=19,i=1)
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1t format (' ',<i>al)
type %,' Received successfullyv.'
C Assign destination address:
Toscket(1)='02"x
Toacket (2)='07"'x
Toacket (3)='01"'x
Toacket (d4)=Rpacket(14)
Toacket (S)=Roacket (15)
Toacket (6)=Rpacket (16)
. c Assign tyoe field: L L
Toacket (7)='00"'x ! indicate that it is a message
Toacket (B)='FF "«x ! acknowlerdae sianal
c oyt data into transmit packet:
do 1':1'23 . . ]
Toac%et(i)=1cnar(msql(1:1))
izt
end do
C Transmit packet:
istatzsysdqiow(,%val (nichan),
Zvai(aoSﬁwrttniolk)'
2 108Dsrr s
3 %ref(Toacket),%val (136),p,¢)
if(iosb(1).1t.0) call libSstoo(%val(iosn(1)))
tyoe *,' Acknowledge is being transmitted.secs.’
C Load transmit data and send:
istatssysSaiow(s%val(nichan),
1 %val(ioeeltds),
2 i0SDevrereree)
if(iosb(1).1t.0) tvoe ¢,’' Ether xm r ercor!’
if(iosb(2).ne.0) tyoe =*,' Controll xmit error!’
qoéo 10
en

.. e s
A%ty Ta et
e e

o
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PROGRAM UPLOAD

C
C ACTUAL RECEIVIMG OF FILE,
C DISCARD LAST F9?
C CHECK FOR 1 RECOPD “FILE, .
C SEND BACK ACKNOWLEDNGE “9 «(2nd tyoe field4=FF hex),
c IF RECEIVE BAD FRAME, DO NOTHING BT WAIT TN RECEIVE
¢ SAME FRAVE AGAIN,
charactepx24 msal/'! Received successfully.*'/
integerx? ioso(2),done
integertd nichan, sysfaios, syslassian
include 'bdraO'(nnssvs.vnterlan]nldef for'
include '{(%io1ef)’
byte 0ad(100)
byte Roacket (150),4filtnam(40)
byte Toacket (136)
C Assign a chanmnel to “IQO:
istatssyglassian('MIAY' ,nichan,,)
if(enot.istat) call libbsfoo(Zval(1star))
c Start up and go _on line:
istat=z sysdaiow(,%val(nichan), :
1 zval(nOSbsetnode «Or. intmestartun),
g i0SDssssrers
if(.not.istat) call libdstoo(%val(istat))
if(iosb(1).1t.2) call lihndstoo(%valliosn(l)))
vf(vosb(a).ne.O) tyoe *,'Controller Start uc error’
C Initialize fiag:®
done=0
C Interact with user:
2 type %,' Degstination filename?'
read(S5,52)1n,4fi1nam
dftilnam(in+1)=0
52 format(a,40atl)
ooen(name=dfilnam,unit=2,0rqanization='sequentisl’,
tyoe='new',Ccarriagecontrol='ligt',iostat=ios,errs7)
aoto 10
c7 tyoe *,' Noen file fail! Try aqain’
7 call JibSston(%val(ins))
goto 2
c Receive file: .
10 tyoe *,' Ready to raceive....'
20 istat=gvsSqiow(,%val(nichan),
1 %“val(iobereadiblik),
) 2 josh,ss
X 3 %ref(Roacket),%val (150),,,,)
if(enot.istat) call 1ibSstoo(%Zval(istat))
F if(iosb(1).1t.0) ¢3l)l 1in¥stoo(%Zval(iosn(1)))
- if(igsb(2).ne.0) tyne *,' Controller Receive error?’
;; if (Roacket(18),ea,'0F'x) then ! a1l record file
o write(2,550)(Roacket(j),iz=t9,146)
A done=1
Ey aotn 40
é enda if
if (Rnacket(13),0q,'FF'x) then
done=1
iy
e
g

-
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PROGRAM DUOANLOAD

¢
C ACTUAL TRAMSFER FILE/INTERACTIVE,
C RETRANSMTT SAME FRAME [F NJ ACKNOWLEDGE IN S SFC.
C ABORT TRANSMISSION [F NOT RECEIVE ACKNOWLEDGE IM 1) SEC,
external abort
inteaer*? ioso(2), addr, count, done
inteqer*d nichan, sysiqgiow, svysbassian »
integer*d rtime(2),systine(2),sec(2)
include ‘¢dral: [nossys.interlaninidef,for'
include *(Siodef)"
byte pad(100)
byte Toacket{(136),sfilnam(40)
hyte Roacket (150)
C Assian a channel tn NI[AO:
istat=sysdassian('NI[AY',nichan,.,
if(.not.istat) call! linfstoo (7v31(1stat))
c Start un and go on line:
istars svsSqwow(,Zval(nrcnan), .
1 “val(iofesetnode .or. iodmestartuol,
2 .‘OSbl!llll )
if(.mot.istat) call l\sttoo(Zvalfvsta ))
if(iosh(1).1t.0) call linSstoo(Zvall(ioaso(1l)))
if(iosb(2).ne.0) tvoe *,'Controller Start up error’
C Assian destination address:
Toacket(1)='02'«x
Toacket (2)='07"'x
Toacket (3)='01"x
Tpacket (4)='00"x
c Interact with user: )
10 type %x,' Select Net Address of Destination:'
type *,' DS System 0Q3-04=0A : type"il"'
tyoe %x,' MDS System 00=03=EA : type"2"'
read(3,11)addr
11 format(al)
if (addr.ea.'1') then
packet (S)=*'04"'«
Toacket (6)='04"x
else if (addr.eaq.'2') then
oacket (5)='03"'x
Toacket (h)='EA'x
else
.. gQoto 10
end 1 ¢
C Assign tyoe field:
Toacket (7)='0F"x
Toacket(B8)='00"x ! firgt frame recin(®)1=00 hex
c Initialize flaa:
done = 0

type *,' Source filename?'
read(S5,22)in,sfilnam
gfilnam(ine+¢l1)=0
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...........

format(3,40a1)

seduentlal'

‘,apr=9)

error’

]
- w
acknouledqe S sec.

timeers.
laqg

ooen(namessfilnan runit=1,organizations’
,tyoes'old',carriagecontrol='lis

qoto

tyoe %, * No such file! Trv again'

goto

Transmit oacket:
counts .
read(1,33,iostat=ios,end=100,err=101)

Toa cket(;)-)=°.136)
format( 128al .
jstatssysdaiow(,Zval(nichan),
1 %Zval (io$ewritelnlk),
2 108D e
3 %ref(Toacket),%val (136),0,4)
it(iosb(1).1t.0) call libdstoo(%valliosn(1)))
if(iosb(2).ne.0) tvoe *,'Controller Transmit
type %,' File is peing transmitted..ccee

Load transmit Jata and send file:
istart=sysdaiow(,%val(nichan),

1 Zval(ioeeltds),

3 . 1080rrreerer)

jf(iosb(1).1t.0) tyoe *,' System xmit error!’
if(iosb(2).ne.0) tyoe *,' Controller Xmit error!’

Nait for 20 seconds and abort:
call sysfpintim('0 ::20.0',sec)
call vsSsetamr(asec.abort.)

Aait for 10 seconds and abort:
call sys$bintim('0 2:10,0',time)
call sysdsetimr(2,time,,)

Nait for S second and retransmit: )
cal) sysSbintim('0 ::S,O'psysttne) ait_ fo
call vsiset‘mr(llsvstvme.' !

Receive acknowledae.
jistatssysSaiow(,%val(nichan),

t .val(toSbreadlblk)a
2 108Dsr s
3 Yref(Roacket),%val (150),,s¢)

Check the second tyoe field if = FF hex:

if (Roacket(18).ea.'FF'x) then
call sysScantim(,) { cance)
Roacket (19)3'00"x ! clear
if(done.2q.1) goto 50 .
Toacket (8)=2'01"« ! mitdle frame
qoto 30

end if

if (count.ne.2) then
call svssua\tfr(l)
count=count+l
qoto

s$ua1tfr(2)
it
b$stoo(%val(ios))

-t et

" if
all s
all e
all 1
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c Assian value to end messaqge:
100 do i=9,136 .
Toacket(i)="'32"'x ! blank char

end do
Toacket (8)3'FF'x ! Yastframe
done =
goto 40

50 type *,' Transmit comoleted'
close(unit=l)
goto

. end

(o of of o of o o o o o o of o o o o o o o o of o o o o o o o o of o o of o o o o o o o o o o o o off o of o o o o o o o o o o o o o of s of o}
SUBROUTINE ARQRT

write(b,222) _

222 format (' Aoort Transmission')
call exit
end

..............
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ARPRENDIX C
3 ETHERNET SOPTWARE PRCTOCOL SOURCE CODE
,\ - This is the actuval source code which is developed to
- meet the principal gcal of this thesis. This program is also
available in VAX/VMS public user account under file rame
“"ETHEFNET.FCR".
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eger*? iosb(a)of ltvoe.exec

eger*dy systlne(Z) time(2)

ger*y nichan, svs$qvo~p sysbassian

udie ‘edral: [nossys.interlanlnidef.for'
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C Assign a channel to @
10 istat=sysbassign("’

1
N
ifl.not.istat) call

-t )00
g -
.
w3
e
on

C Start uo and go on lin
istats sys$aiow(,%v
Zval(iofes

chan)' )
Oor, i0fmestartunl.,

too(%Zval(istat))
$stoo(%val(ioso(l)))

-~ P00
-t Y by

_10Sbyrrrys
igstat) call
)olt.0) cal

P S
-0 0J
-t &) Q-

on

t(.not.istat) t

gve messa1e......'

ich

oS@readlblk)u
108D s

Zref(Qoacket) %val (1S0),4,,)
hen

type *,' Istat receive error'
goto 10

end if

if(iosb(1).1t.0) then )
tvoe %,' VAX/VMS receive error'
goto 10

end if

if(iosb(2).eq.1) then
tyoe *,' Receive block CRC error’
goto 10

end it

if(iosb(2).ea.2) then )
tyoe *,' Receive block alignment error'
qoto 10

end if

if(iosb(2).eq.4) then .
tvoe *,' Yigsingy receive block'
goto 10

end i{f

if(‘osb(?).eq.\”) theﬂ . .
tyoe *,' DMA received block fail'

. goto 10
end {f
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b Pharpete Ty di e e Wi RSV MM L At SRR RO

end do
if ((fe(t).ea.ichar(’'t')).or,
1 (ft(1).eq.ichar('T'))) then
filtyoe = 1
else if ((¢t(1).ea.ichar('e’)),or,
1 (ft(l).ea.ichar('E*'))) then
filtyoe = 2
else
call sendms3(Roacket(1S),7vackat(16),ms306)
tyoe *,' Unrecognized fll' tvoa,' =
qoto 150
end if
elge
40 «hile(Rpacket(i).ne.ichar('""))
i= i+
end do
end

if
write(b,11)(Roacket(j),j=19,i=1)
forrat(' ',<i>al)

Check the reauest messaqe:
it (Roacket(19).ea,ichar('!')) then

sfilnam(i=19)=0
call download(Roacket(15), Qoacket(lb).sfilnam,
f\\tvoe-exec
else if (Roacket(19).eq.ichar('2')) then
dtilnam(i=19)=0 )
call upload(Roacket(1S),Rpacket(16),4filnam,
filtvpe,exec)
end if
goto 10
end
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\'-1
e c SUBROUTINE DOWNLOAD(r1S,r16,sfilnam,filtyoe,exec)
N ¢ ACTUAL TIANSFER EILE/INTERACTIVE,
C QETRANSMIT SAME FRAME IF NOT RECEIVE ACKNONIL_EDGE [1 S SEC,
c ABORT TRANSMISSION IF NAT RECEIVE ACKNNALEDGE IN 10 SEC.
characterx28 nsa2/' No suchH file! Try anain, ''/
charactepr+28 nsal/' Anort Transmission, 4
integer+? iosb(2),addr,count,done
integerx? f\ltvoepe:ec.max
integer*4 nichan, sysdaiow, systassiin
- integer*d systbintim, svsSsotrnr, sysbwaitfr
integerxy time(2),systime(2)
include ‘e4ral: [nossys.interlanlnidef.for’
include *{($iodef)’
byte cad(100),sendrec(S12),sendrecl1(1024)
byte Toacket(136),sfilmam(40)
byte Roacket (150),r,r15,r15
c Assian 3 channel to MIAO:
istat=sysbassign('NIAQ’',nichan,,)
if(.not.istat) call liblstoo(%val(istat))
c Print out: ) ..
tyoe *,' Request transferring of file'
C - Print filename:
write(6,22)(sfilnam(k),k=1,15)
22 format (' ',15al)
tyoe «,' to MDS system at address:d2 07 01 00°',
1 riS,rl0
C Assign destination address:
Toacket(1)=2%02"'«x
Toacket (2)=2'07"x
Toacket (3)=°'01"'x
. Toacket (4,2°00"'x
C Set the address of reaquestina station:
packet(S)=r15
oacket(b6)=r16
c Assian tyoe field:
Toacket(7)='0F *x
Toacket (B)=2'00"'x ! first frame
c Initialize flag:
done = 0
C OQpen file:
ooen(name=sfilnam runit=l,organization='sequential’
1 styoes 011' carriaqgecontrol='list',err=9)
C File tyoe check ocoint:
if (filtyoe,eq,1) then
qoto
else
qotna 200
end it
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0 s et
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C Receive aCKnOuled?e
istat=syslqiow Zval(nvchan)

1 Yval (1o$breadlblk),
2 iosb,
3 Zref(Qoacket).%val(lSO)npo.)
if(iosb(1).1t.0) call libfstoo(%val(josd(1)))
ifliosb(2).ne.0) call libbstoo(%vallioso(2)))
C Check the second tyoe field if = FF hex:
if (Roacket(13).ea.'FF'x) then
call sysScantim(,) !\ cancel timners.,
- Rpacket (18)=°00"x ! clear flaq
if(done.,eq.l) noto S0
Toacket (8)='01"x ! middle frame
kK = k+l
if (k.eq.max) _then
goto 270
else
qoto 340
end if
end if

if (ecount.ne,2) then
call sysPwaitfr(%val(l))
count=counttl

. qoto 400
end if
call sysSwsaitfr(Zval(2)) )
call sendms3(riS,r16,ms23) ! aport transmission
tyoe *,' Abort transmission.’
return
202 call lib%stoo(%val(ios))
C Assign value to message of the last frame:?
S00 iz=9,136
Toacket(i)="32"«x ! bltank char
end do
Toacket (RI="FF'x ! 1ast frame
. done =
goto 400
50 Yoe x,' Transmit comoleted’
close(unit=1)
return
end
- %
:5
%
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4
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SUBROUTINME UPLOAD(rlS,rl16,dfilnam,filtyoe,exec)

ACTUAL RECEIVING OF FILE,

DISCARD LAST FRAME,

CHECK FOR 1 RECORD FILE,

SEND RACK ACKNOWLEDGE VSG,(2nd tyoe fielgsFF nex),

IF RECEIVE BAD FRAME, DO NOTHING BUT WNAIT TO RECEIVE

SAME FRAME AGAIN,
charactert23 msal/' Received successfullv. A
characterx28 msqd/' Qoen file fail! Try aQa\n. v/
character+*28 ms35/' Tyoe "sendfile FN,FT® A4
inteqer*? vosb(?)'done'fv)tvoeoexnCamax .
inteqer*d nichan, sysiqiow, svsbassian,recsize
include '¢dral: {npossvs.interlanlnidef,.for’
include '($ingaf)"
bvte 0ad(100),3etrec(512),3etrect (1024)
byte Qoacket (150),1filnam(40)
byte Toacket(136},r15, rlo

Assign a channel to 1403 .
istat=sysbassion('N1AJ',nichan,,)
if(.not.istat) call libdstoo(%val(istatr))

Print out: L. ]
tvyoe %,' Request receivinag of file'

Print filename:
write(6,4d4)(4filnam(k),k=1,15)
format(' ',1%a1)
tyoe *,' from MDS systen at adaress: 02 07 01 00°,
r1S,rt16
Initialize flag:
dones={

Determine record size ny file tvoe:
if (filtyoe.eq.l) then

recsize = 128 ! text file
else if (exec.ea.l) then )
recsize = 512 ! executable file

nax =
else if (exec.ea.2) then
recsizs = 1024

EOD exec file

if v!tvoe.eo.?) then

ooven{namez=dfilnam,unit=z?2,
orqanvzat‘sn='seauontval'
tvoe='new acarrlaaecontrol"ltst'
iostat=ios,errz7,
Fecordsize=recsize:recordtvoe=‘fi:ed')

ocoean(name=dfilnam,units2,
oraanizatian='sequential’,
tyoez'‘new',carriaqgecontrol='list’,
iostatsjos,errz?)
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goto 90

7 call sendmsa(riS,rlé,m834
tyoe %,' OUpen file fail!l
return

C Receive file
90 call sendmsq(rlS.rlb.msaS)
type *,' Send instruction messaie.'
iype *'. p.ady to Fece|ve fl]e.-....'
20 istatssysfaiow(, 2val(n1chan),
*val (iofereadinli),

ket),%val (1S0),,
stop(%val (iosb(

too(%v al(tOSb(
a
I

HA

re)

1)))
2)))
ecord file

~J
-
A
-
—
Ll Bod

Ilb)
58 for

else if (Roa
end if
c Send acknowledge messaqe:
address:

' x ! messaae .
v x ! acknowledae siagnal

nsmit nacket:?

end do

c Transmit packet:
istats= svsSorow(.%val(n'cha n),
¥va (1o$+wr1telblk)p

ogITgo
D oren
-3
~~
Q
o]
~
-t
<
&
-

)
38),

WYX U CET

aso(l
n(%val(iosol(?2
an) .and.

(g ]
—
Q
@
P IRVAEVN (VTP e ) Y demte NI\
=~ ~h
K =ow PO O
e TJTT> ¢ T e
D hhY —»

14

s

)
oo(%vall(
o]

m

onan~ T
o YrY.

Q. =
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"..).’ -
e 1 (filtyoe.ea,2).and. (exec.ea.,l)) the

4 write(2,555) (qetrec(j)siz=1,(128 (k-l)))
s oto

p else if (done.eq.l) then

. qoto 7

o2 end if

‘f3 C Arite to record every after receivina 4 or 8 frames:
b if (filtyoe.®2q.2) then

.“-3; dO '=l.128

N if (exec,2a.l) then

. getrec(k*128-(128<-1))=Roacket (1+13)

s else if (exec,eq.2) then

" getrecl(k*128=-(128=1))=Roacket(1+183)
) end if

N end do

o k = k+l

9 if (k.,eqa.max) then

= if (exec,20.1) then

. write(2,555)(getrec(j),jsl,recsize)
, 5SS format(5t2al)

o else if (exec.eq.2) then

o write(2,777)(getrecl(j)si=1l,recsize)
oy 777 format(1024al)

e end it

';"v: k -

oy end if

and elgse if (filtype.2a,1) then

o write(2,666)(Roacket (j),j=19,146)

SN 666 ) format (128al)

it end if

gy goto 20

2 70 close(unit=2)

e type *#, ' Receive comoleted!'

return

- end

N

\-?t
'if
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call gystsetimr(Zval(2),%ref(time),,)

c Nait for S second and retransmit:
call systointim('0 ::S.O'.systnme; .
call sysSsetimer(%val(l),%ref(systime)s,)iretransrit
tafter 5 sec

C Receive acknowledge:
istatssys3aiow(,%val({nichan),
:val(io$breadlb k),
2 1i08bh,ss
} . Zr-f(Rogcket).l val(1S0),,,.)
. if(iosb(1).1t.0) call lib¥stoo(%val(ioso(l)))
if(iosb(2).ne.0) call lih$stoo Zval(roso(?)))
(o Check the second tyoe field if = FF hex:
if (Roa6¥et(}g).ea.‘FF':) then
do while (Qogcfet(i).ne.ichar("'))
1 5 1+
end do .
write(6,60) (Roacket(j),i=19,i=1)
66 fornat(' ',<i>al) ,
call sysScantim( , ) ! cancel timers
Rpnacket (18)='Q00°'x
. retuern
end if

it (count.ne.2) then
call sysSwaitfr(Zval(l))
countscount +1

.. Qoto 80
end if i
call sysSwaitfr(¥val(2))
return
end
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ARREEDIX D
VAX/VHS-#DS ETHERNET LCCAL CONNUNICATION NETWORK USER MANUAL

GENEFAL:

ETHEENET is a prcgram that will allow an ipndividual ¢c
transfer a pessage ¢r a file between VAX/VMS and <+he M¥DS
System. After this program is executed on one of the VAX/VMS
terminals, a user can leave the terminal and operate only on
the ¥LS System *ermiral until he wvants to disconnect the
communicaticn.

The user can execute this prograa only vhen he has
106_IC privilege. If any problems occur while executing the
progras, user can contact one of <the following VAX/VMS
professicnal staff:

Albert Wong, Sp505, x2455
Olive Paek, Sp525b
Jeanne Bowers, Sp525a, x2168.

SPECIFIC:

ETHEENET.EXE program resides on the VAX/VMS under public
user acccunt with user name "INTERLAN" and password "vas".
Alny user can copy this file by typing in the fcllewing
commands:

$Copy <CR>
$Frca: ~drat:(interlanj]ethernet.exe <CR>
$To: *  <CR>

The user should also copy file ETHER1.EXE which should

be executed after finishing <+he file <transfer procass in
order to clear both transmit and receive buffers.
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When these two files are copiad, user can execute
ETHERNET.EXE by *yping

$r ethernet <CR>

then the message
Ready to receive messagececcse

wvill appear cn the screen which +tells the user that VAX/VMS
has leen ccnnected to the Ethernet Local Area Network.
After <this point the user can do any file or anessage
transfer bty working on the MDS System terminal.

OPERAIION ON MDS SYSIEM:

At the time ¢this thesis is being written, there are 2
diskettes which contain program used <to do file and message
transfer between MDS Systeam and VAX/VMS, one diskette is to
be used with the MDS System which is connected to tke single
density disk drive and it contains the following programs:

LOGON1.COM
SENDMSG1.COM
SENDFIL1.COM

the other is to be used with the MDS System which |is
connected tc the double density disk drive and it contains
the fcllcwing prograss:

LOGON2.COHN
SENDMSG2.COM
SENDFIL2.COM.

These twc diskettes are rnow being used by Capt. Mark Stctzer
usuc, the originatcr of the programs in the diskettes.
Therefore, the final instructions on how to use the programs
will be found in his <thesis which will be complsted by
September 1S83. However, the instructions on how %o trars-
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fers file cr messages between *he MDS System and VAX/VMS are
as fcllowus:

When the system is booted up with the above mentioned
diskette, execute LOGON1.COM (or LOGON2.COM if you wecrk with
the dcuble density disk drive) by typing

ADLOGON1 <CR>
Jo itransmiz 23 message from the MDS System to the VAX/VMS:

ADSENDNSG1 <CR>
ETHERNET CONSOLE MESSAGE TRANSMIT PROGRAM:
VERSION 1. 11-SINGLE DENSITY: 06/10/83-MDS

NOTE:PEOGRAM "LCGON1" MNUST BE LOADED PRIOR TO
RUNNING THIS PRCGRAM PCR FROPER OPERATION.

IP RCT-COLD BOOT AND TYPE "LOGON1" AND

THEN INVOKE THIS PROGRAM.

SELECT NET ADDRESS OF DESTINATION:

ADDRESS 00-04-0A( MDS SYSTEN ):ENTER 1
ADDRESS 00-03-EA( MDS SYSTEM ) :ENTER 2
ADDRESS 00-07-7F( VAX 11,780 ) :ENTER 3

3
INPUT MESSAGE (128 CHAR MAX)-END WITH ACCENT=>'
€ntsr message heze.l

SENT

A>

To =ranszit a file f£zcm your A disk to VAX/VMS:
Initiate SENDMSG like you want to transmit a message as
above. Eut this time you must enter the special message as

shown belcw:

M>SENDNSGY <CR2

108




......
-------------------------------------

...................

INEUT MESSAGE(128 CHAR MAX) -END WITH ACCENT=> ©
8filepape. filetype/txtl

SENT

*23%89%%8% RECEIVED MESSAGE IS:

Type "sendfile FN.PT"

ks enks END CF MESSAGE
CCNNECTIED TO THE ETHERNET-COLD BOOT TO DISCONNECT

MD>SESDEILY filepame.filetype <CR>
ETHERNET FILE TRANSFER PROGRAM:
VERSION 1. 12=-SINGLE DENSITY : 06/10/83-4DS

NOTE:PCR PROPER OPERATION, PROGRAM "LOGON1®
BUST BE EXECUTED PIRST TO LOAD THE INTERRUPT
HANCLEE INTO MEMORY. IF NOT-COLD BOOT AND DO SO

SELECT NET ADDRESS OF DESTINATION:

ADDRESS 00-04-02 (MDS SYSTEN):ENTER 1
ADDRESS 00~-03-EA (MDS SYSTEM):ENTER 2
ADCRESS 00-07-7F (VAX 11/789) :ENTER 3

3

IS THIS A TEXT FILE (52.5KB MAX] ( Y OR N ) ==>
4

REATCING THE PILE INTO THE BUPFPER...

REALC CCHPLETE

#93899%88% PILE TRANSPER BEGINS **2xsistis

1x
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$3%k%3s%5k% FPILE TRANSFER COMPLETED #***s%*%k%%%
>

IQ xeceive a file from VAX/VMS %o your disk:
Initiate SENDNSG like you want to transmit a message as
above. But this time ycu must enter the special message as

follew:
A>SENLNSG1 <CR>

INPUT MESSAGE(128 CHAR MAX) -END WITH ACCENT=D>©

1filerane.filetype/exe
SENT

$5%%8884%% FILE RECEIET BEGINS #**%tissk%%
CPENING EECEIVE FILE: RECFROMX.NET

BX
RX

)
#*%%% END FILE RECEIFI-SEE FILE RECPROMX.NET #%%x%xx%
CONNECTIED TO THE ETHERNET-COLD BOOT TO DISCONNECT

A>

Note: Except for line spacing, the above sequences appear as
they will at the MDS System terminal. The underlined items

are those which you must enter (in proper sequence).
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Important ncte:

1) Do not forget to =2nd any message sent to
vith accent "‘",

2)The “/txt" is used to indicate that <the
transferred is a text file. The "/exe" is used
that the file to be transferred is an axecutable
sust specify this indicator correctly +o
successful transferrirg of a file.

"

the VAX/VMS

file +¢o be
¢0 indicate
file. User

yield the
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ARREREDIX E
SYBECLIC NANE FOR NI1010 CONTROLLER CONNAND CODE

This Appendix lists all NIDRIVER QIO function codes. The
BI1010 Ethernet Controller User Manual contains a coaplete

description of the NI1010 controller command codes and
status returns.
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ARRRNDIX F
BIDEIVER PUNCTION AND STATUS CODE SUNMARY

This Aprendix lists all NIDFIVER QIO function ccdes and
I0SB status codes for each. The list of IOSB status does not
includse standard VAX/VMS erzor codes for device-indeperdent
errors.

The NI1010 Ethernet Controller User Manual cor*ains a
complets description cf the NI1010 controller command codes
and status returns,

§g§§§ig§ controller Function

JO$ SETMCDE! Go Online 0
I0 STARTUP
I0$ _SETHCLR! Go Offline 0
JOSN _SHUTIDORN
IOS_THEADLELK Suppi Rece}ve BUffer 0 (see note 1) ,17
JOS”READPBLK Supg Receive Buffer 0 (see note 1) .17
JO$"WRITELBLK Load Transmit Data and Semd 0,1,3,5,6,10,%7
JOS_WEITEFELIK Load Transait Data and Send 0e1¢3,5,6,10,17
I0__SBILN geg Module Interface Loopback 0
ode
I0__SILN Set Internal Iooghack Mode 0
I0_—ClH Clear loopback Mode 0
IO__SERN Set Prcaiscuous Beceive Mode 0
IO__CERN Clear Eromiscuous Receive Node 0
IO_—SBOEN Set receive-On-~-Error Mode 0
IO__CEOEN Clear Receive-On-Error HMode 0
JOT_OFFLINE Go Offline 0
JO__CHLINE Go Online 0
IO _ROBD Run On~-tocard Diagnostics, See_nota 2
IO__RES Report and °§‘t Statistics 0,12
IO""RCDT Report Collision Delay Time 0,17
I0O__SBRB Su Recelve Buffer 0 (see_note 1) ,17
I0_"L1ID Lo ransait Data 0,5,17
IO__LIDS Load Transait Data and Send 0,1,3,5,6,10,17
TI0-"LGA Load Grcup Address (es) 0,2.1%.'67
I0__DGA Delete group Address(es) 0,5,12,17
Io__!iag Flush réceive BAR/BCR Queue 0
IO__RESET Reset See note 2
note 1: The STATUS byte of a received packet will con*ain
ncne or more of the following octal error condes:
1 C eIror
2 aig naent error
4 1 of more packets were previously aissed

or it will contain:
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note 2:

17

T
Lo
d
0
1
2
3
4
5

he
cmm
iag

Non-existent memory timeout on some tuffer
vorg {(other thag the £i§st) occurred while
DMAing the received packet into memory

:g ggliosa 1oggword a %R: ggrfée‘ion of this
nostic codes:

cortaif ocne o ving

Success )

checksum error in local nmemory
¥¥10 DMA error

transaitter error

receiver error

looptack failure

115




B e T N T T R Y e Y A e e T e N L T T R T T e T e T e T I TN S L. AR i L R A A i I A M e e
................................... e T B e T T .

~ SIS

LIST OF REPERENCES
RO G e SR R R

e 2. Tanenbaum,A.S. mputar Networks, Prentice-Hall,Inc.
Dy Engleuood'Cliffsi Ngesﬁér§3?7'198‘. ‘ ’

-5 3. INTER
. NI101
Y987,

& e INTERLAN, Inc., NI1010A UNIBUS Ether ommynications
Sontrenlsr Bes ManmiPt GRERETFERTEOH.SS
5. INTERLAN, Inc., IN AN NS2030 VAX/VMS (T¥) Dsvice
Biiver 344 DisgsostiEEthas: Yelirn

6. Digital Equipment Corporation, VAX/VHS System Services
Befersace Hagual, 1982. ’

7. Digital Equipsent Corporation v U
!;gn;l. 1935.9 P P VAX/v4S 1I/0 JUser

&‘:'. ,\' ’

e
o

Y
A

LAN Inc. ci Y
§"fnibas ‘Etherher Conaunscatione

A
At

8. Digital Equigpment_ ~ Corporatiom VAX-11  ZTORTRAN
Bsference Hanusl and User's Guids, 1987

9. Digital EBquipment Corporation at-v Usaz's
ugu' ‘9831.1 P P ’ DECnat-VAX Usaez's

AN

) T

§

LR

MV RAARAXS

PN
A PO
L taltatet

N ] ’

116

TS

s

. ? .

AL

*
'

Y

L T T T S P T
S . [T T SN el . et et vt N S e e e e
- o - . R I T N IR P }

TAT SN AN e




B rSR AR g T T T

2.

3.

4.

5.

8.

9.

ﬁ
\

T

10.

1.

12.

NI SEA S W T L
LN

LR N

INITIAL DISTRIBUTION LIST

Defense Iech ical Inforsaticn Centar
Calero i:a g
lexandr Virgiria 22314

Iihrgr; Code 0142
Nava ¢ grggnate Schocl
Acnterey, fornia 93940

% artment Cgairlan Coda 52
e a taent o COlgu fience
Pcstgraduate Schoce¢

!cnterey, alifoznia 93940

Haval Pc¢st duate Schoo

ggspuggr T cgn iogy Cu:ricular Office
e

Honteérey, California 93940

P:ofessc: Un¢ R. Kodres, Coda 52Kr
gaitnent of _Comput §fzence

Pcstqraquate Schoo
!cnterey. 8 lgfornia 93940

lieutenant Cc-landor R. W. Nodes, Code S2uf
Habal Pomtqraasenbiser oy ence

ch
Mcnterey, g lgfctnia 93940

First Li e ant Thawip Netniyo RTA
Chu acg a% Royal nifitary X ny
Rajad alnurg

Bafigkck, T ailand

S!Et3§2sua:k D. Stotzer, USNMC

Naval Postgraduate School
ucnterey. Ealifornia 93940

gtain Ioannis A. Karadiaitropoulos
vincu 16,

Ea a

gs. Hellas
gggtgég T. P. Rogers, USN
Lumberport WV 26386

Daniil Gr en (Codg 20
Naval Su 2 arsg
Dahlgren, V g nia 22 u

CLR
cLa J cgnoqan. OSW
lava s.a Systols gnnand
Washington, DC

E)
Center
49

117

No. Ccpies
2




"y Ay A

425

o PSR Y
ST L)

AR T e

) <

o e ~PRORRE O Rk

1 350Nty

vt

UI:\ A,

NG

Tatis

SRR T

~ e SN

L= o Saty

13.

1.

15.

16.

RCA AXGIS Daia Repository 1
RCA Ccrporation
Government %;ft&ls Division

1 327

BMail sStcg
Moorestown, New Jersey 08057

Libr od 33- 1
Nava ‘!ué?a : ga fggg Certex

Dahlgren, Virginia 22449

gEEliiﬁ'Pgrgiég laboratcry
J ﬁs Ho ns Road
Laukel, ryland 20707

2ag: b ‘

NCSC, San Diego, Califormnia 92152

118

.............................
........
....................




4
L3
-

i il




