
RADC-TR-83-72
LO In-House Report

March 1983

THE EVOLUTION AND PRACTICAL
i APPLICATIONS OF FI'IIil'RFMOIJES

AND EFFECTS ANAL YSES

.j

,JHeather B. Duisault

APPROVED FOR PUBLIC REb.&4SE; DISTRIBUTION UNLIMITED u-FiC
-LECTEI,,

,'VG- 1 r7 , 3
',,..

ROME AIR DEVELOPMENT CENTER
C Air Force Systems Command

Grffiss Air Force Base, NY 13441
LuJ
L.,

* ~ -;RO
' 3 0 ; _5 ,...

I_" 5!'J



This report has been reviewed by the RADC Public Affairs Office (PA) and
is releasable to the National Technical Inform.,tion Service (NTIS). At NTIS
it will be releasable to the general public, including foreign nations.

RADC-TR-83-72 has been reviewed and is approved for publication.

APPROVED:

ANTHONY J. FEDUCcIA
Chief, Systems Reliability & Engineering Branch
Reliability & Compatibility Division

APPROVED:

EDMUND J. WESTCOTT
Technical Director

Reliability & Compatibility Division

FOR THE COMMANDEE,, :' 
"

JOHN P. HUSS
Acting Chief, Plans Office

If your address has changed or if you wish to be removed from the RADC
mailing list, or if the addressee is no longer employed by your organization,
please notify RADC ( RBZT ) Grlffiss AFB Nrf 13441. This will assist us in
maintaining a current mailing list.

Do not return copies of this report unless contractual obligations or notices
,. on a specific document requires that it be zeturned.

I
I-

t". .. S.- -. . . . . S .*• A



UNCLASSIFIEfl
SECURITY CLASSIFICATION OF TKIS PACE (UWuav Dwe ntee.___________________

READ IN3TRUCTtONSREPORT DOCUMENTATION PAGE BEFORE COMPLEgTING FORM
.- REMtT HIUMBER jLGVT ACCESSION NO. IPINN I CATA60 LOG ILAE

RADC-TR-83-72 A It- t ~ ir ET

4L TijTLE6 (mad Su"Ihee) S. TYPE OPt REPORT a PERIOD COVERED

THE EVOLUTION AND ?RACTICAL APPLICATIONS In-House Report
OF FAILURE MODES AND EFFECTS ANALYSES 6 EFRIGOG EOTMME

. AU~hR()S CONTRAET Olt GRANT NUMNSEIR .)

Heather B. Dussault N/A

rPERFORMING ORG1ANIZATION NAME AND ADDRESS 10. PROGRAM ELEMENT. PROjECT. TASKAREA 6 WORK UNIT NUMBERS .

*Rome Air Development Center (RBET) 62702F
GrifissAPB Y 144123380212

11. CONTROLLING OFFICE NAME AND ADDRESS IS. REPORT CATS

Rome Air Development Center (REET) ~.MaEr O19 AGS3

GrifissAFB Y 1441120
14. MOMITORING AGEINCY NAME 0 ADORESSIl Alletunt hme CeetfoIldad FIll..0) IS. SECURITY CLA31. (ofthi tee tip)

Same UNCLASSIFIlED
IS*. DCkASS11 ICATION/ DOWN GRADING y

NII

Approved for public release; distribution unlimited.

17. DISTRIBUTION STATELPENT (1 at .ae. "o ierotod in &look It. W1 1elint Itw fepold)

18. SUPLMENTAPY NOTES

* IS. KEY WORDS (Cowlee,. an revfee id it necssary OWE IEdaefll bp bise& nRmbsr)

FMEA Te'chniques Sneak Circuit Analysis
Fai1Le Mode Failure Analysis
Failure Effect Matrix FMA I
ault Tree Analysis

v3M. ABSTRACT (Contiinue o ero a1d. It neceseaY OWE IdsentiIr 41Y btosu uuiibff)
Failure effects analysis allows a product to be studied early in its
design and development stages where undesirable failure effects can be
identified and readily corrected. This report is intended to give the
reader a broad, general background in techniques vvailable for failure
effects analysis and their usefulness. Sixteen separate techniques,
ranging from tabular failure modes and effects analysis and fault tree
analysis to lesser known and more recently introduced techniques such as

DD 'jAN 7 1473 EolioN or I NOV 65 IS CISSOLI[Tt UNCLASSIFIED

i7 I SgP( RITY CLASSIFICATION OF THIS PAGE9 (*%on Dsts Entred)

.............. . . .



* UNCLASSIFIED
cF IAI(M OF T1418 *A0UJAW9. &MM. bmdgp

hardware/software interface analysis, are discussed. The currentstatus and prospects for the future of failure effects analysis arealso discussed in the report.

.4

kw

II



-' .. . . .. C

PREFACE

This report surveys the evolution of failure effects analysis tech-

niques from the 1950s to the present. Widely used and established

techniques as well as state-of-the-art developments are presented. This

report is meant to giqe the reader a broad, general background in tech-

niques available for failure effects analysis and their usefulness. The I

report should also give the reader an appreciation of the value of

failure effects analysis to the related areas of systems analysis such

as: maintainab;4'ity analysis; testability analysis; reliability predic- . i.4

tions; safety analysis; failure analysis; and logistics support.
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0.0 EXECUTIVE SLMARY

FAILURE EFFECTS ANALYSIS TECHNIQUES 0.. ..-A

Failure effects analysis is a very broad area of systems analysis.

Simply, a failure effects analysis is an organized and logical study of

how a system reacts to failures. Because of the diversity of systems and , 1

the range of results which can be obtained, many different techniques

have been developed for failure effects analysis. Ultimately, failure

effects analysis is a design tool, indicating the strengths and . ,

weaknesses in a system design and providing information for allied

analyses in maintainability, testability, logistics, reliability predic-

tion, and safety. 9k.,

COMMONLY USED FAILURE EFFECTS ANALYSIS TECHNIQUES

The most commonly used techniques for a failure effects analysis are

the tabular Failure Modes and Effects Analysis (FMEA), fault tree analy-

sis, matrix FMEA, and sneak circuit analysis.

Tabular F.EA

The tabular FMEA is the grandfather of all other failure effects jl
analysis techniques. The tabular FMEA employs a very simple approach. A

table, or worksheet, is used to itemize every probable failure mode and

its resulting effect. The specific information contained on the work- -.

sheet can be tailored to the individual :ytem, but usually includes:

item identification, failure mode, probable failure causes, failure ef-

fect, method of fault detection, and ,ny remarks concerning corrective

actions or design changes. The level of detail contained in the analysis

v
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is deier-ined by the availability of information and the intended appli-

cation of the results. The analysis can also include an evaluation of

the relative importance oF failure modes based upon the severity of their

effect on the system and their probability of occurrence. The combined

analysis is then referred to as a Failure Modes, Effects, and Criticality

Analysis (FMECA). FMEA/FMECA is a very versatile technique. It can be

used to analyze any system at any stage in its design.

Fault Tree Analysis

Fault tree analysis was so named because the completed analysis

resembles a many branched tree. In fault tree analysis a specific

undesirable system state or failure (top event) is defined. The fault

tree is then developed using deductive reasoning and the principles of

Boolean logic. Beginning with the defined top event, the immediate

causes of the event are identified and connected to the event by logic

operators. Each of the immediate causes then becomes the event to be

developed in similar fashion. The fault tree continues to branch out

until only events which cannot be further developed remain. Once the

fault tree has been constructed it can be analyzed using Boolean algebra

to identify whic& :ombinations of events result in the occurrence of the

undesired event. Like tabular FMEA, fault tree analysis is a versatile
technique. The fault tree, however, represents a distinct departure i:!il

from the tabular FMEA because it uses deductive reasoning rather than

Indictive and it examines ccmbinations of failures and externally in-

fluenced failures.

vi
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Matrix F?4EA

Matrix FMIEA is very similar to a tabular FMEA in intent, but differs _.

in its approach. A matrix FMEA is performed using a gr'idded plot to

graphically indicate the relationship of failure modes and failure ef-

fects. The horizontal axis of the grid is used to represent inputs,

outputs, connections, and parts of the system. The vertical axis of the

matrix is used to identify the failure effects. A symbol is placed at

grid locations at which the failure of the corresponding part on the

horizontal axis produces the associated effect on the vertical axis.

Different symbols are used to represent different failure modes. A

sample matrix FMEA is shown in Figure 1. The analysis proceeds to higher

levels of analysis in a "build-up" fashion. The most detailed level of

analysis feeds directly into the next higher level analysis. The effects

produced by the failure modes of the more detailed analysis become the

sources of failure at the next higher 'evel of anaiysis. The build-up

process enables the cause of the ultimate system effects to be directly -

traced back to the most detailed information available. In short, Matrix

FMEA has the versatility of tabular FMEA for electronic systems, and it

can also be represented graphically.

. . . . .i-
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FIGURE 1: MATRIX FMEA -
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Sneak Circuit Analysis

Sneak circuit analysis is used to find design errors which could

result in improper or undesirable system operations. The analysis is
performed in later design stages for detailed "as-built" circuitry. In.:.'..

sneak circuit analysis the circuit or flow system is charac~terized as a

combination of standard topological patterns. Any circuit can be par-

titioned into the standard patterns. For each pattern a series of clues

has been developed to aid the analyst in identifying the existence of

sneaks. Sneaks can be found in four areas: 1) sneak path, which allows ..' : 'j

current to flow in the wrong direction; 2) sneak timing, which occurs I

when a circuit function happens at an unexpected time or does not happen

when it should; 3) sneak label, which imroperly identifies a control or I ,

measurement; and 4) sneak indication, which results in incorrect or - -- i

ambiguous displays of system conditions. Sneak analysis is the only

technique which examines design induced errors.

LESSER KNOWN FAILURE EFFECTS ANALYSIS TECHNIQUES

The lesser known failure effects analysis techniques are not as .

widely used as the four techniques previously mentioned. That is not to

say, however, that the lesser known techniques are not as useful for

failure effects analysis.

System State Phase Modelling 7. .

System state phase modelling uses a logic diagram to investigate all -.

possible system states. The logic diagram resembles a tree with switches

along each branch. Each switch represents a specific evwnt's

ix
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occurrence. Each branch represents a particular order of events occur-

ring in each of the system operating phases. Al possible paths are

considered for the first operating phase. The paths are then further

developed for subsequent phases based upon the previous phases. Once a

complete system failure has occurred in a path, the path is not further

developed. The logic diagram includes paths for operational, degraded,

and failed system states. Unlike previously discussed techniques, sys-

tem stato phase modelling allows the entire operational history of the

system to be carried through the analysis.

Tabular Systems Reliability Analysis

Tabular systems reliability analysis combines aspects of the tabular

poo FMEA, fault tree analysis, and Markov chain theory. The analysis in- -,.-

'. vulves partitioning the system into ten or less functional blocks. A

tabular format is used to identify all possible operating states for eachI functional block. The effects of combinationsof states from each func-

. tional block are then evaluated. Much like fault tree analysis, an

overall undesirable effect on the system can be defined, and all those

combinations of states which produce the undesirable effect can be de-
'.,- . , '

- tennined. Markov chain theory can then be used to numerically evaluate""'

the probability of occurrence of the undesirable effect. Because only a

small number of functional blocks are used, the analysis is not intended

to be highly detailed. But. unlike tabular FMEA, the technique examines

combinations of failures and provides a quantitative system analysis.

, .,- .. " .. . S .. -. . ,S . . .
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Event-Sequence Analy

Event-sequence analysis traces the effects of system failures as a

function of the order in which they occur. The event-sequence map is a

tree-like structure; the branches of the map represent the time sequenc-

ed order of faults. The mAp shows all probable failure histories for

system operation. All events examined in event-sequence analysis are

dependent, (e.g.. given that A and B have previously occurred, now that C

has occurred, the effect on the system is ... ). The event-sequence map

is developed by investigating all possibilities for a first failure

event, then all possibilities for a second failure event, and so forth

until all branches of the map end in a system failure. Numerical evalua-
tion can be made of the event-sequence map using conditional probabili-

ties of event occurrences. Event-sequence analysis allows the dependen-

cies of failures in a system to be logically analyzed.

"Testability Analysis"

Testability analysis is actually a separate systems analysis from

failure effects analysis. It has been suggested, however, that an auto-

mated program originally intended for testability analysis can replace

the need for FMEA in electronic systems. An electronic circuit simula-
tor, such as LAZOR or TEGAS 5,could also be used to simulate faults. The

proprietary automated testability program uses detailed "as-built" de-

sign information to evaluate the effects of standard electronic failure

modes for each part in the system circuitry. The program also evaluates
the completeness of fault detection and isolation in the system. No "',.

-. xi



numerical evaluation or criticality eriluation is presently included in

the automated program. The automated !,-Pgram can eliminate much of the

effort and tedium involved in performing a tabular FMEA for circuitry.

Additional tailoring information and analysis of unconventional failure

modes would either have to be sacrificed or externally supplied.

L.A.M. Technique

The LAM technique evaluates the effect of failures on a system by

modelling how failures change the physical properties of the system. 1
Both failed and operational system states are examined. Parametric

equations are developed to model system response to failures based on the

characteristic physical properties of the system. A specific undesired

system state can be defined, and those conditions which can result in the .'jJ

undesired state can be defined either by operational status or by physi-
cal characteristics. The LAM technique can be used to provide an inte-

grated arnalysis of both hardware and physical conditions. A system

analyzed using the LAM technique, however, would have to be one that is

easily modelled using physical parameters.

Approachability Analysis

Approachability analysis is used to evaluate the effects of failures

caused by approach. Failures caused by approach are failures caused by

the improper relationship of parts, failures caused by the introduction

. of foreign materials into the system and failures caused by external

• stresses. The analysis uses a matrix format. Those items susceptible to .

failures caused by approa.: or likely to cause an approach are identified

xii
-.- -. . . . . . . . . ..- i

• :II 1 
"

1
-

" "Q ,. . . - . "- -. .- ',' - - '"''' "" ".. . . . . .. . . ..



along with external stresses. All items which will fail as a result of

an approach are labelled objective parts and placed along one axis of the g

matrix. The approaching parts and external stresses are placed along the

other axis of the matrix. Much as in matrix FMEA, those combinations of

objective part and approaching part or external stress which result in a

failure are marked. Design and layout changes can be suggested by the

results of approachability analysis. Approachability analysis examines

types of failures which are often overlooked but which can readily occur -

as a result of consumer use or operation in other stressful environments.

Failure Combination Method

The failure combination method evaluates the effects of single, mul-

tiple, and externally influenced failures in a system. All the effects

of single failures are obtained from a previously performed tabular or

matrix FMEA. Those single failures and combinations of failures which __

produce the same effect are grouped together and called gathered fail-

ures. Externally influenced failures are defined as failures which

occur in systems outside the analysis which affect the system under
study. Overall failures are defined by combining the externally in-

fluenced failures and previously defined gathered failures which produce

the same overall effect on the system. The grouping scheme allows

single, multiple, and external failures which produce the same effect to

be identified using an inductive approach.

xiii
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HARDWARE/SOFTWARE FAILURE EFFECTS ANALYSIS TECHNIQUES

Hardware/software failure effects analysis techniques have been de-

veloped to accommodate the growing need for failure effects analysis in

complex hardware/software integrated systems. Hardware/software inte-

grated systems have not proven to be amenable to the more conventional

failure effects analysis techniques because of the vast number of pos-

sible system configurations.

Software FMEA

Software FMEA is very similar to tabular FMEA. Software FMEA defines

the functional requirements of the software and then evaluates the

causes for failure to meet those requirements and the effect that the

function failure will have on the system. Finally, the feasibility of

eliminating or guarding against unacceptable failures is investigated.

Software FMEA is usually performed during early design stages to verify

that software performance requirements are being properly implemented

and to identify areas where redundancy or fault tolerance ae needed.

Software Sneak Analysis

Software sneak analysis is very similar to sneak circuit analysis,

both in intent and approach. Software sneak analysis identifies design

errors or "bugs" in system software. The flow of logic in a computer

* program is used for the sneak analysis. The logic flow pattern of a

program is divided into combinations of the six standard software topo-

logical patterns. The same basic types of clues used in sneak circuit

analysis are used for software sneak analysis. The results, however, are

xiv
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much different. Besides locating branch bypasses and inf'iite loops,

software sneak analysis can locate sneak outputs, sneak inhibits, sneak

timing, and sneak messages.

Integrated Critical Path Analysis

Integrated critical path analysis examines hardware/software inter-

relationships in a system. The technique combines aspects of tabular

FMEA, fault tree analysis, and sneak circuit analysis. Integrated cr1-

tical path analysis begins by developing network tree models, as is done

in sneak analysis. The network trees indicate hardware/software inter-

faces and can be used to update previously performed fault tree analyses.

The updated fault trees can then be analyzed to determine critical system

failure paths. Operations and maintenance procedures are also reeva' ....-

uated using a tabular FMEA approach. Finally, any relevant failure

analysis is also incorporated into the integrated critical path analy-

sis. Integrated critical path analysis offers a comprehensive evalua- -o

tion of both hardware and software responses to system failures.

Hardware/Software Interface Analysis csr

Hardware/Software interface analysis considers software require-

ments as a function of hardware failures. Because software cannot re- ...

spond to unanticipated conditions, it is important to recognize every

probable failure condition and to determine how the software should

respond. Every failure mode in a previously performed FMEA is examined

for potential hardware/software interface problems. A series of ques-

tions are asked of every probable failure mode to determine if software

xv
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anticipates hardware failures and provides workarounds, if software uti-

lizes the full capability of the hardware, and if the software over- *:

stresses the hardware. Hardware/Software interface analysis examines -

how software can be used to Improve system performance.

Microcoputer FMEA

It is, often difficult to determine the exact overall system effects

resulting from a microcomputer failure. Different operating modes and -

nmory configurations affect the way the system responds to e microcom-

puter failure. The microcomputer FMEA technique is performed on an

operating system. A fault simulator is connected between the hardware.....-
~ system and the microcomputer. With the system running, the fault simula-

tor generates a variety.of faults (e.g., open and stuck at ground) for

every input and output pin. The effect of each simulated fault can be

entered on a tabular type FMEA worksheet.

THE STATUS OF FAILURE EFFECTS ANALYSIS

Failure effects analysis is often viewed as a necessary evil. The

intent of failure effects analysis is to allow a system to be examined -

early in its development when undesirable failures can be identified and

'I:' readily corrected. Unfortunately, the use of failure effects analysis -

is limited by problems in its application. The most common problems

encountered in failure effects analysis include: 2
0 The analysis is time-consuming and costly;

. The analysis results and recommendations are often obtained too

late in the design to be easily instituted;

xvi
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Accurate failure data are difficult to obtain; and

The level of detail necessary for a thorough, econonical and ef- .1

fective analysis is difficult to accurately determine.

The future of -Failure effects analysis belongs to the efficient.

Efficient guidelines and techniques are needed for the full potential of

failure effects analysis to be realized. Guidelines need to be efficient

in detailing what is required for specifying, conducting, and reviewing

a failure effects analysis. The techniques used for failure effects

analysis neet to be efficient in:

*"time and cost,

0 thoroughness",and accuracy; and

" applicability to, related analysis areas, such as logistics,

testability, and maintainability.

It is important that the potential of failure effects analysis to in-

fluence design and to support other analyses be recognized. .

.. -;
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1.0 INTRODUCTION

I.l. Background ,

1.1.1. Why Failure Effects Analysis?
4"I

In the Post-World War 11 era there were rapidi technolcylcal *

advances, but product reliability did not keep,up with advancing techno-

logy. The examination of failure modes and their effects was a natural

outgrowth of the need to increase product reliability. Failure effects

analysis allows a product to be studied early in its design and develop-

ment stages where undesirable failures can be identified and readily

corrected.

1.1.2 Failure Effects Analysis Definition

Failure effects analysis is a very broad area of systems analy- -

sis. Very generally, a failure effects analysis can be considered an

examination of a design or system in a logical and organized manner. The

failure effects analysis can be applied through many approaches. The

varied approaches include: an itemization of each part in the system and

how each part can fail and the consequence of each failure; a characteri-

zation of the system by function and an analysis of how each loss of

function would affect the system; a deductive analysis of exactly which

failures or combinations of failures will res-,lt in an undesirable sys-

ter state; or a time dependent model of dependent failures and their

consequences. Failure effects analysis is a design tool. It can be

applied to any system or any procedure which affects the system. An

effective failure effects analysis presents a thorough examitiation of a ,. "

I.J



system's strngths and weaknesses in a timely and understandable manner.

1.1.3. Role of Failure Effects Analysis in Design and Development

The failure effects analysis forms the cornerstone for many fur-

ther systems analyses. The failure effects analysis provides: a data

base for maintainability, logistics support, and safety analyses; a re-

ference point and verification source for testability analysis; a basis

* for trouble-shooting procedures; a focal point for reliability predic-

tions, even providing the analytical foundations and expressions for

evaluation; and a basis for design changes or addition of redundancy in "1

design. When implemented early in the design phases, the failure effects J
analysis can provide guidance for necessary design changes which other-

wise would not become evident until much later in the development cycle. I
* Failure effects analysis Is also an iterative design tool. The analysis

can evolve as the design evolves and can, when required, provide a means
of evaluating proposed engineering design changes. .-

1.1.4 Scope of Report

This report will examine the techniques which can be used in a

failure effects analysis. Only those techniques which represent a fund-

:' mntally different means for analyzing failure effects will be dis-cussed in this report. Sensitivity and tolerance analyses will not be

discussed in this report because they do not directly analyze failure

causes and effects. Common cause, grounding, and accident analyses will

not be treated as separate techniques, since different failure effects

- analysis techniques incorporate aspects of each analysis. The intent of

2
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the report is to provide an overview of techniques a%,ailable to assess

the effects of failures on a system. The report surveys the evolution of

failure effects analysis techniques from the 1950s to the present. Wide-

ly used and established techniques as well as state-of-the-art develop-

ments are presented. The report discusses the general procedure in-

volved in each technique, developments within the technique, its appli-

cations and relative merits.

This report is not meant to be a Ocookbook" to be used to perform

a failure effects analysis. This report is meant to give the reader a .'

broad, general background in techniques available for failure effects .

analysis and their usefulness. The report should also give the reader an

appreciation of the value of failure effects analysis to the related

areas of systems analysis such as: maintainability analysis; testability

analysis; reliability prediction; safety analysis; failure analysis; and

logistics support.

1.2 General Comments on Failure Effects Analysis

1.2.1 Problems with Failure Effects Analysis

A failure effects analysis is not intended to be the panacea for

all poorly designed and operated systems. It is intended to be a design

tool. As with all other analyses, failure effects analyses are subject

to inconsistencies and inaCcuracies. No one technique provides all the
means for deriving a complete analysis for all products and systems.

Each technique has a different approach with distinct advantages and

disadvantages which dictate its use.

- -. . . . . .. .,



Failure effect analyses also have logistical problems. A fail-

ure effects analysis is often expensive, manpower intensive, and time

'- consuming. Massive amounts of paperwork are often generated in the

course of the analysis. Interfaces between the analyst aod the design

engineer are often tenuous, which results in an inefficient and some-

times inaccurate analysis. -

1.2.2 General Suggestions for Failure Effects Analysis

It is important to realize that while a failure effects analysis

cannot do the entire job, every attempt should be made to assure that the

analysis effort has been organized and exhaustive. Each technique pre-

sentod in this report can be used in a failure effects analysis. No

matter which technique is used, the following suggestions can help pro-

vide a design- and cost-effective analysis.

1. The failure effects analysis should be initiated as early as

practical, dependent upon level of analysis and technique employed.

2. A thorough understanding of the system and of the analysis

technique is necessary.

3. The failure effects analysis depends upon the support of

management and good engineering practices.

4. The failure effects analysis should be performed for all

operathig modes and mission phases.

5. The failure effects analysis should be performed at in-

creasing levels of detail as the design progresses.

4
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6. The analysis should be traceable.

7. The failure effects analysis should be followed up and up-

dated as the design changes and matures.

1.3 Types of Failure Effects Analysis

1.3.1 Specific Techniques

The specific techniques investigated in this report range the ,-,,-

entire spectrum of approaches available for a failure effects analysis.

In an evolutionary sense, the development of new techniques has not

fostered the elimination of earlier techniques, but has served to aug-

ment the older techniques or to provide a specific new approach for a

specific problem area. This report examines the classical or 'Ibular

failure effects analysis and FMECA (Failure Modes and Effects Critical-

ity Analysis); fault tree analysis; matrix FMEA (Failure Modes and Ef-

fects Analysis); sneak circuit analysis; several lesser known tech-

niques, including phase modelling, event-sequence analysis, approach-

ability analysis, and the failure combination method; and new trends in A
failure effects aralysis for software, integrated designs, and micro-

processors. Figure 1.1 shows the evolutionary development of the tech-

niques discussed in this report.

Generally, the techniques examined can be applied to any product

or system. The results of the failure effects analysis can be both

qualitative or quantitative. The broad range of techniques available

suggests that selection of a technique for a given project is not simply

5... A



TabulIar FMEA -- ---- -- - - - - - -h

Criticality Analysis_.4
Fault Tree Analysis

* Fault Tree Analysis R 6

* Presented for General Use -

* Sneak Circuit Analysis

System State Phase Modelling_________________

Tabular Systems Rel. Analysis

S Event-Sequence Analysis ______________________

FMatrix FMEA l7

S "Testability Analysis" i

Software FMEA

LAM Technique _ _ _ _ _

Integrated Critical Path Analysis 18
Approachability Analysis

~ Failure Combination Method-

Microprocessor FMEA

EVOLUTJONARY DEVELOPMENT OF FAILURE EFFECTS ANALYSIS TECHNIQUES

FIGURE 1.1

6



,, 4

a function of new evolutions of techniques or general, acceptable prac-

tice. The selection of a technique for a failure effects analysis is q

dependent upon the level of effort necessary and what type of results are

desired.

1.3.2 Related Guidelines/Materials
Further information on failure effects analysis can be found in

the sources listed in the Bibliography, Section 9.0. These sources give

a more detailed presentation of each technique, and an example is often

included with each discussion.
For a more exacting discussion of what is required of a failure

effects analysis it is suggested the reader refer to MIL-STD-1629A "Pro-

cedures for Performing a Failure Modes, Effects and Criticality Analy-
sis" or any of several other Departmnt of Defense, Nuclear Regulatory

Commission, and NASA Standards for specific types of systems (e.g.,

SAMSO-STD-77-2, "Failure Modes and Effects Analysis for Satellite,

Launch Vehicle, and Reentry Systems").

1.4 Format of Report

The report examines the major failure effects analysis techniques

generally in use today. Tabular FMEA and FMECA are examined in Section
2.0; Fault Tree Analysis is examined in Section 3.0; Matrix FMEA is

examined in Section 4.0; and Sr,.eak Circuit Analysis is examined in Sec-

tion 5.0. Section 6.0 discusses some lesser known techniques. Section

7.0 discusses failure effects analysis for new and rapidly developing

areas such as software, micrcprocessors, and Integrated systems. The ]
7
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- History, General Procedure, Future Developments, and Relave Merits of

"* each technique are discussed.

Section 8.0 provides an overview and general evaluation of failure

effects analysis, techniques discussed and the current status of failure
effects analysis. Section 9.0 provides the Bibliography for the report.

•...-.4i
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2.0 CLASSICAL TABULAR FMEA TECHNIQUES

2.1 Tabular FMEA .

2.1.1 History of Tabular FMEA

The tabular format was the first technique widely used for FMEA.

Because of its longevity and widespread use, the tabular failure effects

analysis is often directly associated with failure effects analysis and

is often simply referred to as "the" FMEA. The heart of the tabular

failure effects analysis technique is the detailed analysis of the ef-

fect of a specific failure mode on a system. The detailed analysis is

usually presented in a table or worksheet. "i

The tabular failure effects analysis was the first attempt to

develop a technique which gave uniformity to both the procedure used for

the analysis and the type of information contained in the analysis. Tne

tabular worksheet formats, formalized in the 1950s, are still widely

used for the performance of FMEAs.

2.1.2 General Procedure for Tabular FMEA

The tabular failure modes and effects analysis can be initiated L-.-

at any stage of design or development and at any level of detail. The

level of analysis can range from assembly to piece/paru indenture. The

analysis can begin from the piece/part level and build to the assembly

level - the "bottom-up" approach. Or, the analysis can begin from the - .

assembly level and break down into the individual pieces/parts - the

9-; - - ,.. . . . . . . . . . . .
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"top-down" approach. Or, the analysis can be initiated at some intermed-

late level of indenture and proceed either "up" and "down"or some combin-

ation of the two.

The tabular analysis can be either hardware or functionally ori-

ented. The hardware approach involves tabulating each individual com-

ponent, an" the effect of every probable failure mode of each component

is analyzed. The functional approach involves tabulating equipment

functions, and the failure modes contributing to the loss of the function

are analyzed. The hardware approach is most often used when detailed

design information is available. The functional approach is most often

used in conceptual design stages.
A general procedure for performing a tabular FMEA consists of ii

six steps.

1. Define the system and its performance requirements.

2. Define the assumptions and ground rules to be used in the

analysis.

3. Develop a block diagram or other simple model of the system.

4. Devise the analysis worksheet and complete for every prob-

able failure mode. .* ....

5. Recommend and evaluate corrective actions and design im-

provements.

6. Summarize the analysis in report form. .1

The definition of the system, system requirements, and assump-

tions used in the analysis are necessary for any failure effects

10
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analysis. The definitions establish analysis boundaries, level of

indenture, and the range of operating conditions. The block diagram of ;

the system provides the analyst with a simple and useful representation

of how the system operates and identifies its irputs, outputs, and inter-

faces. At the heart of the tabular failure effects analysis is the

detailed worksheet. The worksheet is discussed fiw the following sec-

tion. If the effects of certain failure modes are unacceptable, correc-

tive actions or design changes can be recommended and their acceptabil-

ity evaluated. Finally, the analysis should be formally documented and

the findings presented in report form. -

2.1.3 Failure Effects Analysis Worksheet

The major effort in performing a tabular failure effects analy-

sit; is the completion of the analysis worksheet. The worksheet usually

contains B-15 columns to be filled in by the analyst. Information to be

prcvided on the form can include:

1. Identification of item or function;

2. Concise statement of function;

3. Operationl conditions or mission phases considered;

". 4. Failure modes;

5. Failure causes;

6. Failure effects;

7. Ultimate effects;
8. Method of failure detection;

9. Possible corrective actions;

11 .--4 . "
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10. Effect of corrective actions; and

11. Remarks.

*; The identification of the item or function being analyzed is es-

sential to provide traceability and consistency between design drawings

and the analysis. A concise statement of the function of the item aids

the analyst in recognizing how the item affects overall operation. It is

important that all assumed operating conditions be included in the anal-

ysis for each failure mode. Different operating conditions can change

the effect of failure modes. The itemization of all irobable failure

mo$es is the basis of the analysis. The inclusion of possible failure ,

causes can assist in trouble-shooting and failure analysis. The immedi-

ate local effect of each failure mode is the principal finding of the

analysis. Determining the ultimate effect of the failure can help to

ident1,, the need for corrective action. Noting the method of failure

detec'on can aid in later testability analyses and in showing verifi-

able iundancy. In an effort to improve system reliability, corrective .

action- can be proposed and evaluated for those failure modes which

produce u acceptable effects. The remarks portion of the worksheet

allows t"!n analyst to express concerns raised during the analysis.
_: 2.1.4 Related Documents .

The worksheet format is often devised according to specific sys-

tem needs or contractual obligations. A sample tabular failure effects

12
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analysis worksheet is shown in Figure 2.1. Specific procedural require-

ments and worksheet analysis items can also be found in documents govern-

ing the design and development of the specific system. Requirements vary :

in the amount of detail to be contained in the analysis (e.g., identifi-

cation of interfaces, compensating features, and critical secondary

failures for a non-detectable failure). Requirements also vary in the

level of indenture and orientation of the analysis at various design

stages.

2.1.5 Tabular FMEA Developments

The tabular FMEA has matured since its inception to include the

criticality analysis. Refinements to the tabular FMEA have also been

made to tailor each analysis to the specific system or type of system

being analyzed. An example of a refined tabular FMEA is the Hitachi

Failure Modes, Effects and Criticality Analysis (HI-FMECA), Reference

24. The analysis incorporates previous experience and a Delphi-type ..I
process into the tabular FMEA. Another example of a refined tabular

failure effects analysis is the Damage Modes and Effects Analysis

(DMEA). In the DMEA the effects of specified threat mechanisms are

analyzed for each essential component in the system. The DMEA is most

often used to study the survivability and vulnerability of new weapons

systems.
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K till ______________________- -4
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Currently, efforts are being made to automate the tabular F EA

procedure. The use of word processing and text editing has made it pos-

sible for the worksheets to be filled out and updated on a computer term-

Inal. The actual data input and analysis, however, are all performed by

the engineer. Word processing has been effective in reducing the mount

of time and paperwork involved in the analysis. Computer-aided design

can also be used in conjunction with FMEA. Computer generated design

drawings can be used with word processing to speed item identification.

More sophisticated computer-aided design (CAD) techniques have been used

for the analysis of electrical circuits. CAD programs can be useful in .

performing the analysis of failure effects resulting from opens, shorts,

and other electrical faults. The CfD program models the circuit and will

analyze the effects of individual faults on the entire system. A CAD

program in conjunction with word processing capabilities and failure

date base can help to "automate" most portions of a tabular FMEA. Devel-

opmental work is continuing in the area of automated FMEA.

2.1.6 Relative Merits of Tabular FNEA

The tabular FMEA is a very versatile and useful design analysis

tool. The tabular FMEA can be used on any system and at any stage in

design. The worksheet format presents the analysis in a logical and

understandable fashion. The tabular FMEA provides a detailed analysis .1

of each single failure at the chosen level of indenture. The nature of

the detailed information included in the analysis can be tailored to fit

the specific system through the structuring of the worksheet.

15

;. .. "-.. -.- - -

. . , . . , , o . . . . ,- . . .

,,.,,. . . . .... - . .. . . . . . . .. . . . .. . . . . ..- '



The tabular FMEA, however, has several shortcomings. A tabular

. failure effects analysis can be very costly to perform, generates large

amounts of paperwork, and often requires a great deal of time and effort

to complete. Further, many standards for the performance of the tabular

failure effects analysis are weak and do not provide large amounts of

guidance in the selection of indenture level and other ground rules for

complex system analysis. The single line analysis of failure modes does

not allow for the consideration of human/operator interactions and other

system and environmental interactions. The tedium of filling out numer-

ous forms can result in omissions and inaccuracies in the analysis.

Multiple fan-outs of failure modes can be overlooked. Often, much time

and effort is spent analyzing failure modes which have a negligible

effect on system performance or safety.

The automation of the tabular failure effects analysis can help

to overcome some of the inadequacies of the technique. Automation can

help defray costs, reduce paperwork and time requirements, and help

relieve the tedium of filling out the worksheets. Automation would still

require the determination of indenture level for computer-aided design I
or system model. Engineering judgment would still be necessary for

evaluating nor-traditional failure modes and other special concerns.

2.2 Criticality Analysis,

2.2.1 History of Criticality Analysis

The criticality analysis is often a complementary analysis to

the tabular FMEA. Criticality is a relative measure of the importance of

16
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a failure nodes effect on the successful operation of the system. The

combined analysis is referred to as the Failure Modes, Effects, and

Criticality Analysis (FMECA). FMECA was developed by NASA to assure that

the hardware used in the space program was sufficiently reliable. Criti- -1 .

cality analysis is used to determine the most sensitive or important

areas of a design or to indicate where corrective actions should be

started. The analysis can be semiqualitative or quantitative. Its

results are often presented as a critical items list or In a criticality

matrix.

2.2o2 Procedure for Criticality Analysis

The procedure used in performing a criticality analysis is

straightforward. The difficulty in performing the analysis often comes

in supplying the detailed failure rate information. h',e criticality

analysis involves the following nine steps:

1. Identify the criticplity of each failure mode in the tabular -i
FMEA.

2. Supply generic failure rate (Xo) for item and document the

information source.

3. Supply operational and environmental failure rate modifica-

tion factors (Ka, Ke).-

4. Determine fracti,)n of total failure rate attributable to

each specific failure mode (ai).

5. Determine conditional probability that if the failure mode

occurs the critical failure will occur (s).

17
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6. Determine total component operating time (t).

7. Calculate criticality of component

Cr - "  (a KaKe ot n Equation 2.1

n a specific failure mode

j - total number of failure modes for component

8. Document the analysis.

9. Summarize the analysis results in the form of a critical

it.s list or criticality matrix.

The identification of critical failure modes is accomplished by

categorizing the ultimate effect of each failure mode. The military

identifies the criticality of each failure mode as one of the four

following severities:

I- Catastrophic (A failure which may cause death or system I
loss) "

II- Critical (A failure which may cause minor injury, minor pro-

perty damage, or system damage which will result in loss)

Ill-Marginal (A failure which may cause minor injury, minor pro-

perty damage, or system damage which will result in delay or

degradation)

IV- Minor (A failure which will not cause injury or loss, but

which will cause unscheduled maintenance)

18
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Other, more specific, categories can be used for analyses, but the mill-

tary standard categories are typical of most. The criticality analysis

can be pursued for those severity categories of interest.

The quantification of criticality can either be explicit or

semiqualitative. The explicit criticality calculation uses generic

failure rate data, from sources such as MIL-HDBK-217, modified by envi-

ronmental and operating factors, also available from handbooks. Some
fractions of failure rates attributable to specific failure modes can ii.T

also be found in handb3oks. The probability of the critical event

occurring given the critical failure mode occurs (0) is determined as

part of the analysis. Conservatively, the B term would be assigned a

value of 1.0. Once the component operating time has been determined, the ]
component's criticality is a straightforward calculation using Equation

2.1. The semiqualitative criticality procedure is primarily used for

relative comparisons or general rankings when detailed information is

not available. In the semiqualitative approach the expression for the

failure rate and all its associated terms (X0 KeK a ) is estimated in a
very general fashion. One often used estimating scheme (Reference 40)

categorizes the failure mode probability as: frequent (>.2); reasonably . ;

probable (.l<x<.2); occasional (.Ol<x<.l); remote (.O01<x<.Ol); or ex-

tremely unlikely (<.001). The criticality of each failurg mode can then

be compared; ranked in a critical items list; placed in a criticalilty

matrix; or numerical estimates (median, upper bound, etc.) can be used

19
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for each category of failure probability, and the numerical analysis can

proceed.

Once the calculation of the criticality of each component in the

failure effects analysis is completed, the analysis should be formally

documented and the results summarized. The formal documentation of the

analysis includes completing all the necessary worksheets, including ,T

data sources used and assumptions made. The results of the criticality

analysis can be presented either in the form of a critical items list or

criticality matrix. A critical items list ranks failure modes by their

calculated criticality. The criticality matrix places failures on a

matrix plot of the probability of occurrence versus severity classifica-

tion. Figure 2.2 shows a schematic of a criticality matrix.

2.. eeomnsin Criticality Analysis

The major advances in criticality analysis have not been in the

area of techniques, but in the area of data. The increasing volume of

failure rate data and modifying factors has helped to make the critical-

ity analysis more rigorous. The inclusion of criticality analysis in an

automated tabular failure effects analysis is highly desirable. The

automation of criticality analysis would require the creation of a fail-

ure rate and modifying factor data base. Engineering input is required

:,; to classify the severity of the failure effect and to determine the

conditional probability of the critical event occurring given the fail-

- ure mode occurs. The calculations, however, could all be performed

automatically. The computer could also generate a critical items list

....0
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FIGURE 2.2 CRITICALITY MATRIX SCHEMATIC
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and/or criticality matrix. ,.. ..:

2.2.4 Relative Merits of Criticality Analysis

Criticality analysis is a useful complement to the tabular FMEA.

The criticality analysis provides ai. easy means of ranking the relative

importance of failures as a function of both severity of effect and prob-

ability of occurrence. The results of the criticality analysis can help

in determining the need for corrective action and its priority. The

results can also help in determining the need for further part derating

or alternate part selection. The automation of criticality analysis in a --j,,

FMECA would help reduce analysis time and cost.

The criticality analysis has its limitations. The technique de-

scribed in this report is for use with a tabular failure effects analysis

(FMECA). The criticality analysis is not easily incorporated into the

other types of failure effects analysis. Because the tabular FMEA exam-

ines only the effects of single failures, criticality analysis cnly

examines the criticality of single failures. Human interactions and

outside system interactions can not be evaluated by criticality analy-

sis. rhe criticality analysis can not be more thorough or accurate than

tabular failure effects analysis upon which it is based.

Problems also exist in the quantification of the analysis.

While handbooks exist for many types of components, some components have

no accurate failure rate data available. The modifying factors and

fractions of failures attributable to specific failure modes may be

722



difficult to locate or estimate. The lack of data can limit the analy-

sis, but the semiqualitative approach and use of best estimates can

provide a good basis for relative comparison of component criticalities.

2.3 Hazard Analysis

type of analysis closely related to the tabular failure ef-

fects analysis and criticality analysis is the hazard analysis. Hazard

analysis differs from criticality analysis. In criticality analysis the

relative importances of failure modes are examined according to both

Lr. their effect on the system and their probability of occurrence. Hazard

analysis is performed to identify potentially hazardous conditions for

either the system or system personnel. Three forms of hazard analysis

will be briefly discussed: Preliminary Hazard Analysis, Operations Haz-

ard Analysis, and Fault Hazard Analysis. All three analyses can be

implemented using a tabular format.

2.3.1 Preliminary Hazard Analysis

The Preliminary Hazard Analysis (PHA) is initiated during the 2
conceptual design phase. The intent of the PHA is to identify hazardous

conditions for the system and personnel at an early stage in design.

Once identified, the hazards can be compensated for, eliminated, or

studied further.

The following steps define a general procedure for performing a

PHA.

1. Review hazards identified in similar systems and previous

designs. Determine those hazards which may be present in

23



the system.

2. Identify the events that could potentially create a hazard-

ous condition.

3. Evaluate the effects of the hazardous condition.

4. Identify available compensation and control for hazard or

.,-! suggest corrective action.

5. Provide results of analysis, corrective actions undertaken,

and any additional remarks.

The tabular worksheet is not required to perform a PHA; a fault

tree or narrative format may be used instead. The format most often

employed, however, is the tabular worksheet.

2.3.2 Operations Hazard Analysis

The Operations Hazard Analysis is performed to identify any po-

tential hazards created by operations on the system. This analysis is

usually performed late in the design stages, because detailed knowledge

of operations, system configuration, personnel, and conditions is re-

quired. A thorough analysis requires insight into all phases of opera-

tion and interactions between personnel and other systems.

A "top-down" procedure is used for an Operations Hazard Analy-

sis. The following five steps define a general procedure for an Opera-

K tions Hazard Analysis.

1. Identify all operations performed on the system.

2. Determine all potential hazardous conditions associated with

the operations. Identification of the hazardous conditions

24
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can be aided by a hazards checklist.

3. Break each operation down into its component tasks; each

task into its associated procedures; and each procedure into

incIvidual steps.

4. Identify those elements of each operation which create the

hazardous conditions.

5. Propose methods by which the hazardous conditions could be

alleviated or eliminated.

The tabular worksheet provides a good format for completing the Opera-:

tions Hazard Analysis in an organized manner.

2.3.3 Fault Hazard Analysis L
The Fault Hazard Analysis is very similar to a FMECA. The Fault

Hazard Analysis (FHA) is performed to identify hazardous conditions

which may exist as a result of hardware failures. The FHA was developed

as an analysis aid for the Minuteman III program. The technique is
usually used for projects with many subsystem interfaces. The tabular

format is used in the FHA to organize the analysis and to assure

thoroughness.

The procedure involved in performing a FHA is very similar to

.1i that of a FMEA. Two additional items are part of a FHA: the identifica--.

tion of the upstream component that could comnand or initiate the fault;

.and factors that could cause secondary failures. A tabular format sug-

gested by Haas'a (Reference 11) consists of the following eight items:

1. Identification of component;
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2. Evaluation of probability of failure;

3. Identification of failure modes; -

4. Evaluation of percent failures by mode;

5. Determination of the effect of failure (including any poten-

tial hazards);

6. Identification of upstream component that could command or

initiate the fault in question;

7. Identification of factors that could cause secondary fail-

ures; including operational and environmental variables; and
8. Remarks. i.i

2.3.4 Relative Merits of Hazard Analysis

Hazard Analysis is a rather specific type of failure effect

analysis. The intent of the Hazard Analysis is to assLre greater system

and personnel safety. The inductive, tabular form of Hazard Analysis is

the same format as the tabular FMEA/FMECA. Because of the similarities - "

of the analyses, the" share many of the same strengths and weaknesses.

The Hazard Analysis technique can present a thorough and logical analy-

sis of all potential hazards in a system. Like the tabular FMEA/FMECA,

Hazard Analysis can be exhaustive, but it also can be costly and time .,

consuming.

The Hazard Analysis °"nuld not be performed independently of a

tabular FMEA/FMECA. The i .formation obtained in one analysis should be

used to assist in further analysis. This information exchange can help

to reduce analysis time and cc Automation of the techniques would be
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desirable, supplying Hazard Analysis as an additional analysis option.
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3.0 FAULT TREE ANALYSIS

3.1 History of Fault Tree Analysis

After the tabular FMEA, Fault Tree Analysis was the next totally -.

new technique to be formally developed for the study of failure effects. .

Fault Tree Analysis was developed in 1961 by Bell Telephone Laboratories

to evaluate the Minuteman Launch Control System. The technique was first

presented to the public in 1965 in Seattle. Fault Tree Analysis pre-

sented a radically different approach to failure effects analysis than

, that of the tabular FMEA. The fault tree used deductive reasoning

(rather than the inductive approach of the tabular FMEA), and it examined

the possibility of multiple failures using formal Boolean logic.

The technique has been given the name fault tree because the

' analysis begins by defining the ultimate failure effect of interest and

then "branching out" to include all combinations of contributory fail-

,. ures. Because it first defines an ultimate effect, Fault Tree Analysis

has often been used in safety studies. Its versatility, presentability, ,

and logic have made Fault Tree Analysis a technique widely used for

failure effects analysis.

3.2 General Procedure for Fault Tree Analysis

- Fault Tree Analysis (FTA) can be initiated at any stage in de-

sign. The fault tree can be constructed to any level of detail, depend-

*' ent upon the availability of design information and time and cost con-

straints. The fault tree can be analyzed mathematically by the same

formal logic from which it was constructed. The analysis of the fault 1
... 4 PREVIOUS PAGEIS BLANK -. "."
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tree can be either qualitative or quantitative.

The general procedure for Fault Tree Analysis consists of the

following seven steps.

I. Define the system, ground rules, and any assumptions to

be used in the analysis. ,L'

2. Develop a simple block diagra~m of the system showing

inputs, outputs, and interfaces.

3. Define the top event (ultimate failure effect) of in-

terest.

4. Construct fault tree for top event using rules of for-

mal logic. Proceed with analysis to greatest level of

I detail possible.

5. Analyze completed fault tree.

6. Recommend any corrective actions or design changes.

7. Document the analysis and its results.

Fault tree analysis requires extensive knowledge of system opera- -,

tions and interactions. It is essential that the system boundaries,

ground rules, and assumptions be clearly defined before attempting to

construct the fault tree. An example of an assumption often used in FTA.

is that all inputs to the system are correct and within tolerances. A

simple block diagram can make it easier to identify system boundaries and

the locations of interfaces. The definition of the top event is crucial

in determining the success of the analysis. The top event must be
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carefully defined to insure that it represents as specific enough condi-

tion of Interest to be analyzed. A top event which has been defined too

generally can cause the analysis to become untractable, overly time .

consuming, and extremely costly.

Fault tree construction begins with the definition of the top q

event and proceeds in a "top-down" manner. The development of the tree

is made possible using the principles of Boolean logic. Beginning with

the top event, the immediate causes of the event are identified and -

connected to the top event through a logic operator, or gate. Each of

these causes then becomes the event to be developed in similar fashion.

The fault tree continues to branch out until only primal events ( events ,

which cannot be developed ftirther) remain. The logic operators (gates)

which are used to express how the events are related to each other are

shown in Figure 3.1. The logic operators represent an exact algebraic

relationship between the underlying causes and the connecting event. A -

sample fault tree is shown in Figure 3.2. 1
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FIGURE 3.1 FAULT TREE SYMBOLS
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Several rules or principles govern the general procedure for the

construction of fault trees. Three very general concepts to always con- .

sider when constructing a fault tree are:

1. Precisely define each event in the analysis; leave no am-

biguity in the description; the precision of the event de-

scription will allow the construction to proceed logically

without introducing extraneous causes;

2. Think small; immediate cause thinking will help to prevent

the omission or oversight of faults; and

3. All basic inputs (or primal events) must be independent; the

presence of unidentified or incorrectly represented depen-

dencies invalidates the logic used to construct the tree.

The analysis of the fault tree identifies both the strengths and

weaknesses of the system. Numerous methods and algorithms have been

developed for the analysis of fault trees. Many variations of algorithms

have also been developed to speed computer analysis of fault trees. The

analysis results can be expressed qualitatively or quanti xvively. The

selection of a specific method is dependent upon the complexity of the

tree and the type of data which is required for the analysis.

The qualitative analysis of a fault tree is accomplished by A

be reduced into a single analytical expression or into a group of minimum

cut sets. A minimum cut set (min-cut) is defined as the smallest number

of faults whose failure causes system failure. Correction of any fault
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in a minimum cut set will restore the system to a successful state.

Minimum cut sets can be used to obtain an expression for system unreli-

ability. They can also be used to establish qualitative importances and

critical rankings on the basis of number of elements in each set and the

frequency of a particular item's inclusion in the cut sets. The minimum

cut sets can also be used for common cause analysis. The susceptibility

of the elements of each minimum cut set to common cause failures (such as

fire) is examined. The qualitative aspects of fault tree analysis,

however, are often overshadowed by the power of quantitative analysis.

Several computer algorithms for qualitative fault tree analysis exist.

Computer codes in the public domain which perform qualitative fault tree .

analysis include: PREP, ELRAFT, MOCUS, SETS, and ALLCUTS.

Quantitative fault tree analysis provides an estimate of the prob-

ability of occurrence of the TOP event. Direct analytical evaluation,

cut set approximations, and Monte Carlo simulation techniques can be

used for quantitative fault tree analysis. The major difficulty in any

00, quantitative analysis comes in obtaining the data for the evaluation,

Quantitative analysis, however, can be a very powerful 
tool. The

results also provide quantitative measures of the importance of compon-

ents and minimum cut sets. Sensitivity studies can be performed to

evaluate the effect of part selection, part derating, and other factors
which affect reliability. Quantitative analysis using Monte Carlo simu--" '1 T:

lation techniques can provide a statistical evaluation of the fault tree

and provide confidence intervals for the probabilit, of the occurrence

* 35
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of the top event. Many computer programs for the quantitative analysis

of fault trees exist. Those which exist in the public domain include:

KITT, FRANTIC, WAN-BAM, WAN-CUT, PATREC, PATREC-MC, and SAMPLE.

3.3 Fault Tree Developments

The basic fault tree technique has not changed significantly

since its introduction. The methodologies for fault tree construction

and analysis have enlarged and matured. Fault tree construction methods

have grown to include computer-aided generation of fault trees based on

directed graphs (computer-aided synthesis, Reference 21) and decision

tables (CAT method, Reference 28). Fault trees, however, are still often

generated manually. New algorithms for fault tree logical reduction and 2
numerical evaluation are still being developed to provide advanced ana-

lytical techniques and to improve computer calculation efficiency. Be-

cause of the breadth of the algorithms that have been developed, they

will not be discussed in this -report. -

The applications of Fault Tree Analysis continue to broaden in

scope. Primarily used for safety analysis, the fault tree can also be

used for failure effects aralysis. The fault tree can be used instead of

a tabular FMEA to readily locate critical design areas. The fault tree

is also being used In ,ailure analysis to aid in location of failure

causes. In a mutuall beneficial mariner, the fault tree can help to

determine the cause of a failure, or a newly located failure cause can be

included on an updated tree. Fault trees have also been used in conjunc-

tion with common cause analysis. Fault Tree Analysis is well suited for
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the analysis of complex systems and systems with many interactions. As

system designs become more complex, Fault Tree Analysis has the poten-

tial for even greater application.

3.4 Relative Merits of Fault Tree Analysis - ,

Fault Tree Analysis is a powerful and versatile technique. Using a

deductive approach to system analysis highlights the important failure

aspects of a system design. 'The fault tree presents the analysis in an

easily understandable and logical manner. The fault tree can readily .

illustrate strengths and weaknesses in the design. Fault Tree Analysis

can also be performed at any stage in design. Because of its "top-down" ..

deductive approach, the level of analysis is only constrained by the de-

tailed information available. A major advantage found in Fault Tree

Analysis is the ability to include external influences, such as human

interactions, in the analysis.

Fault Tree Analysis, however, has its drawbacks. The logic used

for the analysis needs to be rigorously defined or the system can easily

be misrepresented. Improper representation of independent and dependent

events is a problem common to fault trees. Because of the deductive ap-

proach, failure modes of a specific component can be difficult to trace

back through the analysis. The deductive approach also makes the analy-

sis susceptible to errors of omission and oversight. Like the tabular

FMEA, Fault Tree Analysis can be very costly and time consuming. Compu- .

ter analysis of fault trees can be especially expensive. Data for the

numerical analysis are often difficult to obtain. Data insufficiencies
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often result in the data being misapplied.

Developments continue to increase the power of Fault Tree Anal- -

ysis. New algorithms help to reduce costs by improving computing effi-

iency. Computer-aided construction and analysis techniques can help to

reduce time requirements and improve analysis accuracy.
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4.0 MATRIX FMEA

4.1 History of Matrix FMEA . .

Matrix FMEA was the next major failure effects analysis technique

introduced after Fault Tree Analysis. While the intent of the matrix

FMEA is very similar to that of the tabular FMEA, it has been presented

as a totally different technique because of its unique format. Matrix

FMEA was first publically presented in 1977 by Barbour. The technique

had been developed for the analysis of long life communications space- L

craft. The use of matrix FMEA for electronic systems continues to grow

as it becomes more widely known and accepted.

4.2 Procedure for Matrix FMEA

Like the tabular FMEA, matrix FMEA uses an inductive approach to

failure effects analysis. The matrix FMEA presents an easily traceable

analysis of the causes and effects of various system conditions. The
matrix FMEA contains aspects of both hardware and functional analysis.

The matrix FMEA considers system inputs, outputs, connections, and parts

at any level of indenture. Failure effects analysis using matrix FMEA

can be instituted at any stage of design. The analysis is a "bottom-up" - "

procedure, and one level's analysis immediately feeds into the next
higher level's analysis.

The format used for a matrix FMEA is a gridded plot of failure

effects versus inputs, outputs, connections, and parts. A sample matrix

FMEA worksheet with legend is shown in Figure 4.1. A vertical vector of

the matrix will identify the set of causes and effects associated with a
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specific input, output, connection, or part. A horizontal vector of the

matrix will identify the set of causes associated with a specific failure

effect.

The procedure used in performing a matrix FMEA is straightfor-

ward:

1. Define the system, ground rules, and assumptions to be used

in the analysis.

2. Construct a block diagram of the system.

3. Determine lowest level of indenture for the analysis.

4. Enter inputs, outputs, and components at the ',; level of

indenture as the horiiontal axis of the matrix.

5. Determine the effect of each failure mode for every input,

output, connection, and part. Enter the appropriate symbol .1
in the matrix to indicate the cause-effect relationship.

6. Proceed to next higher level of indenture until the entire

system has been analyzed. The lower levels of analysis feed

directly into the next higher level analysis. The effects of

lower level failure modes become the failure modes at the

next higher level of indenture. A schematic of the process

is shown in Figure 4.2.

7. Analyze the results of the analysis.

8. Document the analysis.

The completed analysis process results in an easily accountable format.

.40
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Figure 4.1 SAMPLE MATRIX FMEA SHEET
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FIGURE 4.2 BUILD-UP PROCESS OF MATRIX FMEA (from Reference 1, Barbour
1977)
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Critical items and failure modes can be readily found by tracing back

from critical failure effects at the system level. Probabilities of ,

failure can also be calculated for a given operating time by failure rate

summation for a given effect. Corrective actions or recommendations can

be made based upon analysis results. Once the analysis is completed, it

should be formally documented. The formal documentation should include

system definitions and assumptions, system diagram, completed matrices,

and any results and recommendations.

The overriding intent of the matrix FMEA is to provide a trace-

able analysis of the effect of every probable failure mode from its

iniediate local effect to its ultimate effect on the system. The matrix

FMEA procedure provides a graphical means for understanding the effects -.

of individual failure modes. The technique can be as thorough and
rigorous as any failure effects analysis.

4.3 Developments in Matrix FMEA

Although matrix FMEA was introduced in 1977, the technique has ma-

tured. Computer assistance has been developed for matrix FMEA. New

applications for the technique have also been developed.

A computer program for matrix PMEA was developed in 1978 by Legg

(Reference 22). FUME (FMEA Using Matrix Effe:ts., as the prugram is

called, checks a matrix FMEA for corsistency and also calculates prob-

abilities of failure. The data input to FUME is simple, but, as with all

numerical evaluations, failure rate data sources must be treated care-

fully. The program translates the input into matrix line statements and

-.
7W
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checks the statements for consistency. The consistency checks help to

verify that no entry errors have been made in the input data. Probabili-

ties of failure are calculated by obtaining the summation of failure

rates along a horizontal matrix vector at each occurrence of the effect.

The program calculates failure probability based on a user supplied

operating time.

Because of the traceability of matrix FMEA, its use has been sug-

gested for maintainability analysis, testability analysis, and system .

inter-face analysis. The completed matrix FMEA is used in maintainabil-

ity anialysis. A reverse process is employed in the analysis. The

effects at the system level are traced back to their root failure modes.

In this reverse manner, the lowest levels at which repair is practical

can be determined for each failure. The reverse analysis can help I
determine critical items, spares provisioning, trouble-shooting proced-

ures, and required maintenance actions. The reverse analysis technique

for maintainability analysis has also been computerized. The reverse

analysis is also used for testability analysis. Fault detection for BIT

(Built-in-Test) design or test point determination can be evaluated by

tracing failures back to lower levels of indenture. The necessary level

of indenture for fault isolation or the ambiguity in the isolation at a I
given level of indenture can be determined using the matrix FMEA. Inter-

face analysis can be performed using the matrix FMEA technique. Connec-

tions, solder joints, and wiring can be readily included in the matrix.

The interface effects can be easily identified in the analysis because of

44
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the direct "build-up" into the next higher level analysis. The interface

analysis Is useful for complex systems and for verifying redundancy. -

Using matrix FMEA for maintainability, testability, and interface analy-

se. can help defray the costs involved with failure effects analysis.

Futu-e developments in matrix FMEA w'l] probably lie along the path

of greater automation. Like the tabular FMEA, the matrix FMEA could be

integrated with a circuit analysis program to further automate the pro-

cess. The general trend in any matrix FMEA developments will be toward

improved analysis time and cost. As matrix FMEA becomes more widely

used, the range of its applications will continue to increase.

4.4 Relative Merits of Matrix FMEA

The matrix FMEA is a very useful design tool. A matrix FMEA can be

initiated at any design stage, beginning at the lowest indenture level

practical with given design information. The matrix FMEA presents a

traceable and accountable analysis. Because of its traceability, matrix
.. '<..,

FMEA can be used to support maintainability, testability, and logistics

efforts. The graphical format of the analysis makes it highly

presentable and easily understood. "build-up" structure of the
b," p s r t e o t

analysis gives it organization and thoroughness. in coverage of " -
piece/parts and interfaces. The matrix format also all%,ws the fan-out of

failures to be more thoroughly covered. The matrix -FMEA provides a

detailed description of how each failure mode affects system perform-

ance.

Matrix FMEA does, however, have limitations. The matrix FMEA was
45-
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designed for use with electrical systems. Presently the technique is
limited to a certain extent in applications to other types of systems.

The structured analysis can also cause unconventional failure modes to

be overlooked. Presently, matrix FMEA does not provide some of the

detailed information that can be tailored into a tabular FMEA (e.g.,

method of failure detection). Like the tabular FMEA, the matrix FMEA is

limited to the consideration of the effect of single failure modes with

no consideration of external influences. Like most other failure ef-

fects analyses, matrix FMEA can be costly and time consuming.

Future developments in automation could help to reduce time require-

ments and costs. The use of matrix FMEA to support maintainability,

testability, and logistics programs would also be advantageous.

-
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5.0 SNEAK CIRCUIT ANALYSIS

5.1 Relationship of Sneak Circuit Analysis to Failure Effects Analysis ,

Many analysts familiar with sneak circuit analysis would not class-

ify the technique as a failure effects analysis. Sneak circuit analysis

does not involve postulating failures and then inductively or deduc- ,

tively analyzing the failure. Further, it is often assumed in sneak

circuit analysis that all components are operating within tolerances.

Nevertheless, sneak circuit analysis does deal with failures of a sort,

design failures.

The failure effects investigated by sneak circuit analysis are much

more insidious than normally expected hardware failures. Sneak circuit

analysis is used to discover failures in the design which create un-

planned operational modes in a circuit. The design failure is perhaps

one of the least recognized types of failure. The effects of design

failures are every bit as real and potentially as catastrophic as any ..- -

component or operator failure. Perhaps the major difference between

sneak circuit analysis and other forms of failure effects analysis is k, -

that other analyses require the specific cause or effect to first be

defined for the analysis to begin; in sneak circuit analysis, while the

effect may be known, neither cause nor specific effect needs to be

defined for the analysis to begin.

5.2 History of Sneak Circuit Analysis

Sneak circuit analysis is used to find design failures which cause

6A1
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Unwanted functions to occur or which inhibit wanted functions. The tech-

nique was developed by Boeing for NASA in 1967. The technique is based

upon the principle that a circuit can be topographically represented as a

set of specific networks each of which can be analyzed for sneak cir-

I cuits. Since its introduction, sneak circuit analysis has been widely

and quite successfully used in a number of programs. Sneak circuit

analysis has often been used to locate the source of failures when other

techniques have failed.

5.3 General Procedure for Sneak Circuit Analysis

As indicated previously +he technique used for sneak circuit analy- *-

sis is based upon the recognition of topological patterns in a circuit

and the analysis of each pattern for the presence of sneaks. The appli-

cation of the technique requires detailed design information and "as-

built" drawings. Because of the level of detail required, sneak circuit

analysis cannot be performed in early design stages. Like other failure

effects analyses, sneak circuit analysis is costly and time-consuming

and hence should be selectively used. Most often, sneak circuit analysis

is applied to mission critical systems and systems with many interfaces... I
The sneak circuit analysis is capable of finding four different

types ef design errors, or sneaks, which are:

1. Sneai path;

2. Sneak timing;

3. Sneak label; and

4. Sneak indication.

48
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The sneak path is a design failure which allows current to flow in an

unintended way in the circuit. Sneak timing occurs when a circuit

function occurs at an unplanned time or not at all. A sneak label is the -N-

result of a function, switch, or instrument reading which controls or

indicates something other than what it is labelled. A sneak indication

results in incorrect or ambiguous display of system conditions. The

sneak conditions identified by the analysis present potential hazards.

The sneak circuit analysis should be performed at a stage in design where

corrections can be made in a timely and cost-effective manner.

Sneak circuit analysis can also identify other shortcomings in the

design such as drawing errors and inconsistencies, poor design prac-

tices, and design inadequacies.

understanding of how the circuit to be analyzed works and its performance

T r u s o e i t l i e c b

requirements is required of the analyst. No detailed knowledge of system

design, failure modes, or operational environment is necessary. The

"as-built" drawings provide the required detailed information. The pro-

cedure use for the technique consists of the following six steps.

1. Acquire the detailed "as-built" circuit drawings.

2. Process the drawings into a format suitable for analysis.

3. Produce the network tree of the circuit.

4. Identify the standard topographical patterns which make up ..

the circuit.

5. Apply the clues for sneak identification.
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6. Produce sneak circuit reports and summary.

The detailed information is necessary to reduce the risk of missing

sneaks at lower levels of indenture. The "as-built" drawings provide the

best source for the necessary information. The topological orientation

of the circuit can be obtained from the drawings. The circuit is first

divided into nodes, then paths, and then nodal sets. The nodal sets are

then simplified to contain all the important features of the circuit

while reducing its complexity. The network trees which are produced by

this process can then be examined for sneaks. The identification of

sneak circuits is accomplished by breaking the network trees down into

K combinations of standard topological patterns. The five topological

patterns are shown in Figure 5.1. For each pattern there is a set of

"clues" which can lead to the identification of a sneak condition. An

example of such a clue is: can the current flow be reversed? The "H".

pattern checklist has over 100 clues. Once the sneak conditions have -

been identified,. the analYsis and the results should be formally docu-

mented. The formal documentation should include network trees, a des-

cription of the analysis, drawing error reports, design concern reports,

and sneak circuit reports.

5.4 Developments in Sneak Circuit Analysis

Sneak circuit anaiysis has been expanded to include digital circui-

try and sbftwere. Software sneak analysis will be discussed in Section

7. Digital logic sneak analysis was developed in 1975. Logic flow, 7 .

instead of current flow, is investigated for the digital logic circuit.
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FIGURE 5.1 STANDARD TOPOLOGICAL PATTERNS USED FOR SNEAK CIRCUIT ANALYSIS
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Digital logic circuits use an expanded clue list that includes investi-

gations for sneak timing and race conditions. Sneak circuit analysis has

usually been applied to electrical circuits and software. The potential

exists, however, for the technique to be used in the analysis of other

flow systems, such as pneumatic, hydraulic, and other mechanical sy.:-,
tems.

Computer assistance for sneak circuit analysis has been available

since 1967. By 1970 most electrical circuits were analyzed for sneaks

with computer help. (Digital logic circuits, however, are not easily ,.

handled by automation. and are often done by hand.) The computer pro-

cesses the input clrdLit topography. The data is converted into nodes,

paths, ;:.d nodal sets. Nodal sets ire indexed and cross-referenced by

the corputer. The computer also produces the network tree and Identifies '1
the topulogical patterns in the tree. The clue application can then be

made by the analyst.

5.5 Relative Merits of Sneak Circuit Analysis

Sneak circuit analysis has become a widely used technique. (t can

often uncover tne cause of a failure where other techniques have been

inadequate. Sneak circuit analysis can be applied to any flow system,

including electrical, digital logic, pneumatic, hydraulic, and some me-

chanical systems. Sneak circuit analysis is especially useful for com- *

plex and highly interfaced systems.
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Sneak circuit analysis is a highly specialized, and therefore lim-

ited technique. Sneak circuit analysis will only identify design fail-

ures. The components of 'the circuit are all assumed to be operating -

properly within tolerances. Because of the level of detail required for

the analysis, the analysis can be costly and time consuming and can

produce results too late in the design effort to be cost-effective.
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6.0 LESSER KNOWN FAILURE EFFECTS ANALYSIS TECHNIQUES

6.1 An Overview of the Lesser Known Techniques q

The techniques which will be discussed in this section are not as

widely used as the four techniques previously discussed. That is not to

say, however, that the lesser known techniques are not as useful as the

other well-known techniques for performing a failure effects analysis.

In many cases the techniques have been developed for a specific type of

system or have been developed recently enough that they have not been.A

widely used.

In general, the lesser known failure effects analysis techniques at-

tempt to overcome problems associated with tabular FMEA, matrix FMEA, 4.'

tnd Fault Tree Analysis. The lesser known techniques often seek to

provide a more thorough analysis while decreasing time and cost require- 4

ments. Some of the techniques have been automated or have had computer

assistance programmed. The techniques will be presented in chronologi-

cal order of their development. The techniques which will be discussed

System state phase modelling (1969)

Tabular systems reliability analysis (1971)

Testability analysis (1979)

L.A.M. technique (1980)

Approachability analysis (1981) -

Failure combination method (1981)
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The general procedure and relative merits of each technique will be

discussed.

6.2 System State Phase Modelling

System State Phase Modelling (SSPM) uses a logic diagram to inves-

tigate the possible states of an operating system. SSPM was first intro- ,

duced in 1969 by Tiger (Reference 34). The model for the logic diagram

is an electrical circuit. Each condition in the system is represented as

a switch. Each path of the circuit represents a different system state.

A sample logic diagram used for SSPM is shown in Figure 6.1. (The

diagram in Figure 6.1 assumes no repair.) The system state phase model-

ling technique uses a bottom-up approach but also incorporates time

dependence into the analysis. The first mission phase or operating phase

of the system is modelled using the bottim-up approach. At the end of

the phase all possible system configurations have been considered: oper-

!* ational, degraded, or failed. The analysis is then continued to the next

phase by expinding all those previous states which aliow continued oper-

ation. The SSPM technique can include consideration of single failures,

multiple failures and external influences.

Because of the logically structured development of the diagram, each

circuit path represents a mutually exclusive expression of a system .

state. The probability of each state can be calculated by multiplying

together the probabilities of each of the individual conditions which

form the path. The probability of a final system condition (e.g., failed

or degraded) can be obtained by simply summing the mutually exclusive
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FIGURE 6.1 SYSTEM STATE PHASE MODELLING LOGIC DIAGRAM
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probabilities of each path which results in the condition of interest.

The nature of system state phase modelling allows complex systems to be

analyzed without the requirement of advanced mathematics, such as

*" Boolean algebra.

System state phase modelling is very useful for mission analyses or

analyses of systems with several operating phases. It is important in a

failure effects analysis to include every mission phase in the analysis.

SSPM also presents each failure effect in the proper time frame. The

complete failure history for each system state is contained in the analy-

sis. The bottom-up approach helps to prevent errors of oversight in the

analysis. Because the analysis identifies all operational histories,

all system states (success, failed, degraded, and hazardous), are in-

cluded in the analysis. The SSPM technique also allows -vternal influ-

ences to be analyzed. SSPM has the potential for using the computer to

assist in the analysis, both for checking the thoroughness and consis-
I'

tency of the logic diagram and for performing any calculations. The

* technique can be initiated at any stage in the design.

Like other failure effects analysis techniques, system state phase

modelling has its limitations. The analysis can be very time consuming. I
Numerical analysis of the logic diagram can be performed if the proper

conditional failure data is available. The effects of a specific failure

mode can be difficult to isolate. While operating conditions are de-

tailed in the SSPM, failure causes and fault detection methods are not
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included in the analysis. Fhe analysis, however, does provide a compre-

hensive examination of system states and the history of events leading to

each state.

6.3 Tabular Systems Reliability Analysis

Tabular systems reliability analysis, presented in 1971 by Thatcher,

et al (Reference 33) of Battelle Laboratories, was developed to be an

integrated technique for system reliability prediction. Tabular systems '7 1-

reliability analysis (TASRA) combines elements of fault tree analysis,

state variable (Markov) techniques, and tabular FMEA into an integrated

analysis. The technique uses a bottom-up approach. Various system

conditions are first defined, aria tle effects of the conditions are then

evaluated. The analysis can be performed at any stage in design and can , 1
be applied to numerous types of systems.

The procedure involved in performing a tabular systems reliability

analysis consists of four major steps:

1. Define the system, system requirements, and ground rules for

the analysis;

2. Prepare simplified block diagram;

3. Generate tabular data from block diagrams; and '-

4. Obtain system solution.

The system definitions identify which portions of the system are to be

analyzed and what operating conditions are to be considered. The pre-

paration of the simplified block diagraun of the system is the foundation

of the analysis. The block diagram presents a simple picture of how the
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system operates and how it is interfaced. The block diagram should

contain less than 10 blocks. For each block, all operating (faulted)

conditions should be defined. From the block diagram a table of possible

states is developed. The tabular data is presented much like a decision

table. Once every operating state has been defined for each block, all

combinations of operating states are generated in the table. Combina-

tions which require the simultaneous occurrence of three or more fault

conditions should be eliminated. Once the population of fault combina-

tions has been determined, the resulting final system state is evaluated

for each combination. The tabular data can then be numerically analyzed.

The analysis can be performed for either a non-repairable system or a

time-dependent system with repair. Markov chain theory can be used for . 1

non-repairable systems. Other methods can be used for repairable or

standby systems.

Tabular system reliability analysis produces a systematic, traceable

failure effects analysis. The data tables can be updated, thus enabling

TASRA to be used as an iterative design tool. Tabular system reliability .

a alysis can be used for mechanical, electrical, hydraulic, electrome-

chanical, or pneumatic systems. Because of the simplicity of the block

diagram and the systematic generation of state combinations, the analy-

sis does not require excessive time or funds.

The simplicity of the analysis, however, also allows the analysis to

be less than rigorous. This has drawbacks as well as advantages. Fail-

ure causes are not included in the analysis. Large, complex systems may
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prove difficult to accommodate using the TASRA technique. A complex

system would have to be partitioned for a thorough analysis.

6.4 Event-Sequence Analysis

Event-Sequence Analysis was introduced in 1975 by Yellman (Reference

37). The analysis traces the effects of system failures as a function of

the order in which they occur. The technique can be used at any design

stage. Because of the time and fault dependent aspects of the analysis,

the technique is especially applicable for failure effects analysis and

logistics support of process systems and systems with distinct opera-

tional sequences.

The heart of event-sequence analysis is the event-sequence map. The

event-seqojence map chronicles all probable failure histories for system.

operation. A sample event-sequence map is shown in Figure 6.2. All

events examined in event-sequence analysis are dependent (e.g., given

that A and B have previously occurred, now that C has occurred the effect

on the system is ...). The evenL-sequence map is developed by investiga-

ting all possibilities for a first failure event, then all possibilities

for a second failure event, and so forth, until all branches end with a

system failure.

Numerical evaluation of the event-sequence map is also included in

the analysis. Because conditional probabilities are used, the probabil-

ity of a specific failure path can be calculated by multiplying together

the conditional probabilities of each event in the path. The total

failure probability can then be obtained by summing the probabilities of
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occurrence of each failure path. The numerica7 -! luation method can be

simplified using Markov chain theory assumptios.,

The analysis carries the history of failure ev,;.its through the anal-

ysis and can include hardware failures and externeil influences. Event--

sequence analysis is well suited for process systems or systems with dis-

tinct oper-tional phases. A computer code, GO, has been developed to aid

in event-s( .e analysis. The analysis is updateable, and it can be

used as an iterative design tool.

While event-sequence analysis is a very powerful analysis tool, it

does have limitations. Without simplifying assumptions, numerical anal-

ysis using conditional probabilities becomes much more involved. If

failures are truly dependent, a rigorous mathematical treatment is

necessary. Multiple failure paths can be constructed from the same ... 4
events occurring in a varying sequence. For this reason, difficult to

obtain conditional probabilities must be used in the analysis. As in

other techniques which emphasize system states, the effects of individ-

ual failures can be difficult to trace. And, while the structure of the

event-sequence map is logical, errors of omission and oversight can

occur. Additional information, such as failure cause and fault detec-

tion methods, is not incorporated into the analysis.

6.5 Testability Analysis :1

Testability analysis is actually a separate systems atialysis from

failure effects analysis. But, because of the similiarity of data re-

quired by each analysis, it was suggested by Smith in 1979 (Reference 32)
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. that an automated testability technique replace FMEA. The automated

*testability analysis suggested was a company proprietary program. The

automation of the analysis, however, does have potential to be used as a

*m~i technique for failure effects analysis, while also providing information :

for testability design.

An automated testability analysis used for failure effects analysis

would require detailed design information, such as components and their

layout. The computer results could include a summation of all failures

considered and their effects. The completeness of fault detection and

isolation could also be evaluated. The entire analysis could be per-

formed by computer for systems with a logical flow pattern, such as

electrical, digital, mechanical, and hydraulic systems. -

The use of the automated testability procedure would reduce the

effort and tedium involved in a tabular FMEA. No failure rate or failure

, mode data is required for the analysis. The analysis can also be used to

verify BIT designs and to evaluate other fault detection/isolation meth-
ods. The automation of the technique helps to insure thoroughness in the

examination of the system.

Automated testability analysis does, however, have its limitations

- in application to failure effects analysis. Only single, traditional

i failure modes are considered. Multiple failures, unconventional fail-

ures, and external influences are not evaluated as part of the automated

procedure. Criticality is not evaluated in the analysis. Because de-

tailed design information is required, the analysis must be done during ".I
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later design stages when design changes suggested by the analysis may not

be cost effective.

While automated testability may not replace failure effects analy-

sis, the two aaalyses should not be isolated. Large amounts of time and

effort can be saved by interfacing the two analyses.

6.6 LAM Technique "
The LAM technique uses the physical properties of a system to

evaluate the effects of failures. The analysis was introduced in 1980 by

Reina and Squellati (Reference 27). A "TOP" event fault tree approach

and systems state analysis are combined in the LAM technique.

The procedure for using the LAM technique for failure effects in-

volves the following five steps.

1. Identify the physical variables which characterize the sys-

tem functionally and topographically.

2. Functionally analyze the components both under normal oper-

ating conditions and failure conditions.

3. Construct parametric models of system operation and failure.

4. Identify the TOP condition. ,I

5. Generate TOP sets, and calculate TOP event probability of

occurrence.

The identification of the physical variables establishes the logical

connections between the components in the system. Both failed and opera-

tional system states are examined so that parametric equations can be

developed which model the response of system physical characteristics to
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system hardware failures. The effec t of multiple, concurrent failures

should also be examined as part of the analysis. Every combination of

system failures can be modelled using the parametric ,quatirns. The .-

identification of the TOP event focuses the analysis. The TOP event sets

are then generated in a controlled manner using the system equations,

The probability of occurrence of the TOP event is a direct calculatin.

V The LAM technique attempts to eliminate some of the inadequacies of

fault tree analysis and tabular FMEA. The analysis character zes the

system as a set of physical parameters which are &ffected by component

failures. The LAM technique can be used to provide an integrated analy-

sis of both hardware and physical conditions in a system.

The analysis, however, would require both a phy!Ical model of the

system and a failure effects analysis to be obtained. The analysis is -" 2"

limited to systems which can be readily modelled by physical variables. 4. ,9M

Microprocessor and software systems may not be readily analyzed by the

LAM technique. The analysis may be costly and time-consuming. Because

of the technique's recent introduction and limited use, problems associ-

ated with the technique have not been closely evaluated.

..7 Approachability Analysis

Approachability analysis was developed by Hitachi for failure ef-

fects analysis of consumer products. The technique was introduced at the

1981 Reliability and Maintainability Symposium by Tsuji, et al (Refer-

ence 35). The technique analyzes failures caused by approach. Failures _j.
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caused by approach are defined as failures caused by the improper rela-

tionship of parts, failures caused by the introduction of foreign mater-

lals into the system, and failures caused by external stresses.

Approachability analysis is usually performed in later design stages

wnen the topography of the system has been well dcfined.

Like tabular and matrix FMEA, a "worksheet" format is used for ap-

proachability analysis. The worksheet uses a matrix format for analyz-

ing combinations of approaching parts, objective Darts, and external

stresses. All the objective parts, parts which will fail as tne result

of an approach, are placed along one axis of the matrix. The approaching

parts and external stresses are placed along the other axis. Much as in

matrix FMEA, those combinations of objective part and approaching part

or external stress which result in failure are marked.

The procedure for approachability analysis consists of seven steps.

1. Define the system, parts, and external stresses.

2. Determine operating condition of product.

3. Analyze the failure potential between the objective parts -I"

and the approaching parts.

4. Analyze the failure potential between the objective parts

and external stresses.

5. Analyze all combinationis of objective parts, approaching

parts, and external stresses..J

6. Construct a failure expression, and evaluate the probability

of each event occurring.
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7. Assess failure probability, and determine if corrective

action is necessary. .

The procedure provides a logical method of identifying parts in the

system which are subject to failures caused by approach. Corrective

actions can be proposed as a result of the analysis.

Approachability analysis is a specialized failure effects analy:1-..

The technique is only meant to analyze failures caused by approach. Ap-

proachability analysis examines types of failures which are often over-

looked but which can readily occur during consumer use or operation in

other severe environments.

6.8 Failure Combination Method

The failure combination method will be the last technique discussed

in this section. The failure combination method was presented at the

1981 Reliability and Maintainabiity Symposium by Hedin, et al (Reference r

12). The technique was developed by the French Societe Nationale des

Industries Aeronatiques et Spatiaks and the Ministere de L'Air. The

technique is also used by Electricite' de France. The failure combina-

tion method evaluates the effect of single, multiple, and externally

influenced failures on a system using an inductive approach. The analy- .'.-

sis can be performed at any stage of design and at any indenture level.

The procedure used in the failure combination method consists of

four steps.

1. System breakdown by FMEA.

2. Definition of "gathered failures".
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3. Identification of "external failures".

4. Identification of "overall failures".

"Gathered failures" are defined as failure modes, taken alone or in

combination with others, which produce the same effect on the system. .'-

"External failures" are defined as failures which occur in systems out-

side of the analysis which affect the system under study. "Overall

failures" are defined by combining external failures and gathered fail-

ures and applying them to specific system failures. (Gathered failures

should not be recombined into a larger gathered failure in the identifi-

cation of overall failures.) The overall failures group single, multi-

ple, and external failures by the effect they produce. The grouping

scheme also allows common mode failure potential to be more easily recog-

nized.

The failure combination method actually supplements a tabular or ma-

trix FMEA. The inductive approach of the analysis helps to produce a

more thorough analysis. Grouping the failures by their effects makes the

analysis easier to understand and present. Unfortunately, the analysis

veincorporates all the time and cost associated with FMEA and requires an

even larger effort.

-4.1
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7.0 HARDWARE/SOFTWARE FAILURE EFFECTS ANALYSIS TECHNIQUES

7.1 Introduction to Hardware/Software Techniques

Hardware/Software failure effects analysis techniques are neededand

some have been developed, to meet the growing need to analyze integrated

designs. The complexity of hardware/software systems requires that ana-

lysis techniques provide a thorough analysis while remaining flexible

enough to accommodate state-of-the-art designs. The analysis tech- -

niques, however, are all specialized for specific design areas. The -.

three analysis areas which will be discussed in this section are:

Software

Hardware/Software Systems, and

Microcomputers. .2

7.2 Software Techniques

It was previously assumed that software, or a computer program, had a

reliability of 1.0 or 0.0. Either an error(s) existed in the program, or

the program was error free. Because software has become so intricate and "

complex, errors can exist which may not be found until an unexpected

situation arises or until after many hours of trouble-free operation. •ii

Techniques to find software errors have been developed. Two software

analysis techniques will be discussed: software FMEA and software sneak

analysis.

7.2.1 Software FMEA

Software FMEA was suggested by Reifer in 1978 (Reference 26).

Software FMEA is very similar to tabular FMEA used for hardware systems.
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Software FMEA can be performed at any design stage, but it provides a

more cost-effective analysis during early design stages. Software FMEA

uses a functional approach examining software performance requirements

to determine how the software can fail.

The procedure used for a software FMEA is partitioned into two

phases. In the first phase the software performance requirements are

defined and possible failure modes are analyzed. The first phase con-

sists of five steps.

1. Determine mission critical software performance re-

I quirements.

2. Analyze mission critical failure modes for interrela-

1.. - tionships and time dependencies. Analytical models and

simulation can be used for the analysis. ..

3. Mission critical requirements are ranked according to

the probability of sustaining a critical failure.

4. Perform detailed FMEA. Identified failure modes are

introduced into the software model and the effects

evaluated. Random failures are also introduced and

their effects evaluated.

5. Update analysis to include new or changed performance

requirements or failure data.

Thc second phase of the analysis involves a study to determine the feas-

ibility of eliminating critical failure modes. Proof of correctness

*" theory can be used to verify the performance of small, highly critical
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parts of the software. Self-checking and fault tolerant design tech-

niques can be applied to help to eliminate or guard against critical

failure modes.

Software FMEA can be applied during early design stages to allow

for cost effective design changes. Software FMEA can identify areas

where redundancy or fault tolerance are needed. The analysis can also

help to verify that software performance requirements have been met and

implemented properly. Software FMEA, however, can be %'ry time-consum-

ing, especially if proof of correctness theory is used in conjunction

:: with the analysis. Programming errors and mislmplementations may be ",:

overlooked in the analysis.

7.2.2 Software Sneak Analysis

The formal technique for software sneak analysis was developed

in 1975. Software sneak analysis has met with wide acceptance in its

use. The t, .hnique has proven to be very successful in finding program

"bugs". As with sneak circuit analysis, .,oftware sneak analysis is

strictly intended to locate design errors in the software. Software

sneak analysis identifies four sneak conditions:

I . Sneak output;

2. Sneak inhibit;

3. Sneak timing; and

4. Sneak message.

The procedure for a software sneak analysis is basically the

same as in a sneak circuit analysis. A simplified analysis procedure
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consists of four steps. (A more detallea description of SCA can be found

in Section 5.0.)

1. Network tree production

2. Topological pattern recognition

3. Clue application 9

4. Summary of results and sneak reports.

Electrical symbology is used to represent the logic flow of the program.

The electrical symbology prevents the analysis from becoming computing

language dependent. The same basic procedure used for sneak circuit

analysis is also used in software sneak analysis. Instead of the five

stindard topological patterns in sneak circuit analysis, six standard

topological patterns can be found in software. The same basic types of

clues used in SCA are used for software sneak analysis. The results,

however, are much different. Software sneak analysis can identify such

conductions as branch bypasses and infinite loops.

Software sneak analysis is a very thorough technique for dis-
covering programing errors. The analysis process is straightforward.

The analysis will not, however, find areas where programming has misin-

terpreted software performance requirements. For large, complex pro-

grams the analysis can be time-consuming and costly.

-. 7.3 Integrated Hardware/Software Analysis Techniques

Ccmputer controlled systems and other systems which integrate hard-

ware and software also require special analysis techniques. The hard-

ware portions of the system can be overstressed by the software. The
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software can cause the system to operate improperly as a result of faulty

hardware indications. Previously only hardware failures were examined

as part of a failure effects analysis. New techniques, however, allow

both hardware and 'software failures to be analyzed. Two analysis tech-

niques will be discussed: integrated critical path analysis and hard-

ware/software interface analysis.

7.3.1 lIntegrated Critical Path Analysis .

Integrated Critical Path Analysis (ICPA) was introduced in 1980

by Tuma (Reference 36). Integrated critical path analysis examines

hardware/software interrelationships. The technique combines FMEA,

fault tree analysis, and sneak circuit analysis to provide a detailed L

investigation of the system.

The procedure for performing an integrated critical path analy-

sis consists of the following seven steps.

1. Define scope of the analysis and any background mater-

ial (such as previous FMEAs).
-4

2. Construct integrated functional network trees.

3. Update and integrate trees to show hardware/software

4. Predict reliability of critical paths. 77

5. Analyze the effect of procedures (e.g., test and main-

tenance).

6. Include any failure analysis results.

7. Summarize and document the analysis. 11
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The ICPA builds on any previously performed failure effects analyses on

either the hardware or software. System definitions, operating proce-

dures, and critical functions need to be ascertained before the analysis

begins. ICPA is usually instituted during the later design stages. The

network trees produced are very similar to those found in sneak circuit

analysis. The trees, however, include both hardware and software func-

tions. The network trees can be used to update fault trees for hard-

ware/software interrelations. The fault trees should indicate areas

where software can overstress hardware, where software performs the same

function as hardware, where software can bypass or defeat hardware,

where a manual operation can defeat both hardware and software, and where

software does or does not out-perform hardware. The updated fault trees

can then be numerically evaluated. The analysis should also evaluate the

effect of procedures on the system and should evaluate only available

failure analysis results. The analysis should be documented in a report

containing all materials used, results, and recommendations.

In summary, the evaluation of a system using integrated critical

path analysis provides an integrated approach to fail-ire effects analy- CS-

sis. Aspects of sneak circuit analysis, fault tree analysis, and FMEA

are used to develop a comprehensive system analysis covering hard-

ware/software interfaces, external influences, operational procedures,

and failure data. Numerical evaluation of ,ault trees indicating hu-

man/hardware/software interfaces may be difficult to accomplish. A

thorough analysis would also require a large expenditure of time and
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funds.

7.3.2 Hardware/Software Interface Analysis

Hardware/Software interface analysis was developed for use in

the space shuttle project (Reference 3). The analysis considers soft-

ware requirements as a function of hardware failures. Because software

cannot respond to unanticipated conditions, it is important to recognize .- '--

every probable failure condition and to determine how. tUe software

should respond. Hardware/software interface analysis is :.',signed to

insure that:

Software anticipates hardware failures and provtd:s for

continued operation;

Software uses the full capability of .hardware; and

Software does not overstress hardware.

Hardware/software interface analysis is performed 4n three

phases. In the first phase, every line item in a system tabular FMEA is

checked for software interfaces. Eight questions are askad rf ove,-y line

item. (Reference 3)

1. Does software detect this failure mode? And V- not,

does the hardware provide information that software

could use to detect the failure mode?

2. Are the answers to Question 1 consistent with the pre-

vious FNEA?

3. Does software take action to negate the effects of the

failure? And if not, is it possible for the software to

77
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funds.

7.3.2 Hardware/Software Interface Analysis i

Hardware/Software interface analysis was developed for use in

the space shuttle project (Reference 3). The analysis considers soft-

ware requirements as a function of hardware failures. Because software

cannot respond to unanticipated conditions, it is important to recognize

every probable failure condition and to determine how the software . "

should respond. Hardware/software interface analysis is designed to

insure that: .

Software anticipates hardware failures and provides for

continued operation;

Software uses tie full capability of hardware; and

Software does not overstress hardware.

Hardware/software interface analysis is performed in three

phases. In the first phase, every line item in a system tabular FMEA is

checked for software interfaces. Eight questions are asked of every line

item. (Reference 3)

1. Does software detect this failure mode? And if not,

does the hardware provide information that software

could use to detect the failure mode?

2. Are the answers to Question I consistent with the pre-

vious FMEA?

3. Does software take action to negate the effects of the

failure? And if not, is it possible for the software to
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compensate for the failure?

4. Can hardware overstress the hardware or induce another

failure as a result of this failure?

5. Can software logic in combination with this faioure

adversely affect other system functions?

6. How many of these hardware failures can the system tol- .

erate? A
7. If corrective actions are required, are indications

provided to signal the need for action?

8. If the answer to either Question I or 3 is yes, can a

backup system take over?

interface analysis are examined. Decisions are made whether to correct

or keep unacceptable failure modes. In the final phase the decisions

made in phase two are explained and justified.

Hardware/scftware interface analysis is a very valuable exten.-

sion of a tabular FMEA. The analysis examines how the software affects

hardware failures and how software can improve system performance. The
L-

analysis can be performd In early design stages to help define software

requirements. In later stages the analysis can help to verify software

design. BIT verificatiin could also be an extension of hardware/soft- I
ware interface analysis. The analysis, however, cannot stand alone. A

tabu', FMEA is required to suppcrt a hardware/software interface analy-

sis.
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7.4 Microcomputer FMEA

Microcomputers are relatively recent innovations. Because of the

microcomputer's capability and versatility, it has been widely applied

to new designs. The microcomPuter, however, is very complex. Its

numerous inputs and outputs and memory states make analysis very diffi-

cult.

Because microcomputer operation is tailored specifically to the sys-

tem to which it 4s dedicated it is often difficult to determine overall

effects resulting from a microcomputer failure. The ,iicrocomputer can

have a vast number of potential memory configurations. Different oper- "'°

ating modes and memory patterns affect the way the microcomputer reacts

to a failure. Instead of trying to analyze all possible microcomputer ..

configurations, the microcomputer FMEA technique suggested by Kenyon and )i'i

Newell (Reference 18) examines the effect of faults occurring on micro-

computer input and output pins during operation.

The microcomputer FMEA technique is performed on an operating sys- ,-

tem. A fault generator is connected between the hardware system and the

microcomputer. The fault generator simulates a variety of faults, for

every input and ouput pin. The fault generator can simulate open lines,

lines stuck at ground, lines stuck at supply bus voltage, and lines stuck

at an intermediate voltage. Wrong frequencies, wrong pulse widths,

wrong duty cycles, and signal amplitude variations can be simulated or

analog systems. The effect of each simulated fault can be entered on a

FMEA worksheet. *1

. . .
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The value of the FMEA technique is that it is performed using a pow-

ered, executing microcomputer. The observed effects are real, and var- .

ious operating environments can be readily analyzed. Using the micro- 

computer-FMEA technique, the failure effects analysis can be performed .:-.,

in a timely and cost-effective manner. The use of microcomputer FMEA,

however, is limited to late design states, when system changes are not

very cost-effective. Unconventional failures are not simulated by the

fault generator, and non-apparent failure effects may be overlooked dur-

ing the analysis.

8I
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8.0 OVERVIEW OF FAILURE EFFECTS ANALYSIS TECHNIQUES

8.1 Summar of Techniques Discussed

Each of the techniques discussed can be used for a failure effects

analysis. Each technique examines how a system responds to failures.

Some analyses itemize causes and evaluate the effects; other analyses

define an effect and determine the possible causes. Ultimately, each

failure effects analysis attempts to evaluate system strengths and weak-

nesses. The analysis results are used to improve system performance by

indicating the need for corrective action or design changes. An effec-

tive failure effects analysis presents a thorough analysis in a timely

and cost effective manner.

The techniques discussed in this report fall into four broad catego-

ries:

1. FMEA and supplemental techniques;

2. "Tree" techniques;

3. Combinations of techniques; and

4. Alternate techniques.

Table 8.1 shows how all the techniques discussed have been categorized. ,.

The FMEA and supplemental techniques all examine failure effects result-

ing from a specific failure mode. The supplemental techniques either

enlarge an existing FMEA or provide a more specialized analysis. The

tree techniques, while their approaches differ, all use a "Tree" diagram

to direct the analysis. The major tree technique is fault tree analysis,

but alternate tree techniques include sneak analysis and time-dependent
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9 TABLE 8.1 SUNVIARY OF FAILURE EFFECTS ANALYSIS TECHNIQUES

FMA SUPPLMAL TO FM

*TADLA FMEA *CRITICMJIY ANALYSIS

*MATRIX FMEA M AZARD ANALYSIS
(1977) (IM)

SOFMAR FMEA *FAILURE COMISIATION MMO
(1978) (1961)

MUM ER EA WDARESMflARE INTERFACE ANALYSIS
(l962 (1991)j

TREE TECHMOES ALTERNATE ITRE I UES

*FAULt TREE ANALYSIS *SIIEA ITN ANALYSIS

* SYST STATE PWE MOOEW9
(1999190 i

* SOWAE EM ANAYSIS

(1971))

o 19 TAM YMMU MM

ALTEIMATE IEDIPIOESL
* IESTAIY AXALYSWS

(197M)
* * LAM TECHNM

(1981)
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TABLE 8.2 SUMARY OF FAILURE EFFECTS ANALYMS TrCHNIQUES CHARACTERISTICS

I do6

W CiNctii MALY=S

SOWAMYUI MM 00 00v

Am famINuE PO a-00 .. goaCO -

3m CA a-aa-a-- -

APPKMLflYAM=YSi~bb
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analysis. The combinations of techniques attempt to blend different

aspects of several failure effects analysis techniques to provide a more * 1

comprehensive study. The alternate techniques present totally different . .\

approaches to failure effects analysis.

A summary of characteristics and applicat-;ons of each of the tech-

niques discussed is presented in Table 8.2. The table includPs informa-

tion for each technique on the types of fatlures examined, the approach

used, the timing of the analysis in the design cycle, and other anlayses

'4: which can benefit from the technique.

8.2 Current Status of Failure Effects Analysis .,

Failure effects analysis is often viewed as a necessary evil. The

intent of failure effects analysis is to allow a system to be examined
early in its development when undesirable failures can be readily iden-

tified and correcteJ. Unfortunately, the detail involved in performing

a failure effects analysis often causes the analysis to be overly time-

consuming and costly. Because failure effects analyses Ihave tended to be

ineffective, their use has often been reduced to a formality to fulfill

contractual or quality assurance obligations.

Currently, four techniques are most widely used for f'ilure effects

analysis: tabular FMEA/FMECA; Fault Trae Analysis; Matrix PiMEA; and

Sneak C1rcuit Analysis. Spec'alized ttchnioues for software and hard-

ware/software integrated systems are becoming more accepted as the need

for the analysis increases. While other techniques discussed have simi-

lar potential for successful application, the techniques will probably
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not meet with extensive use until the value of failure effects analysis

is fully realized.

The use of failure effects analysis is limited by problems with its

use. The most common problems encountered in failure effects analysis -

include the following:

1. The analysis is time-consuming and costly.

2. The analysis results and recommendations are often obtained

too late in design to be easily incorporated.

3. Accurate failure deta are difficult to obtain. -"

4. The level of indenture necessary for a thorough, economical, -.

and effective analysis is difficult to accurately define.

5. Existing standards do not offer much direction for a failure

effects analysis. J
6. Every technique used for failure effects analysis has short-

comings and is subject to inaccuracies.

Work is currently being done to help overcome some of the problems

associated with failure effects analysis. Automation of both the book-

keeping and analytical aspects of failure effects analysis intends to

speed the analysis and reduce analysis costs. The computer can also be

used to check for consistency In the analysis. Accurate failure data are

necessary for a quantitative failure effects analysis. While efforts

have been made to 4mprove the existing data base, more work is needed to

increase the quality of the data and to reduce the misuse of data.

Existing standards are hteing upgraded, but definite requirements for

-" r
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prescribing, conducting, and reviewing a failure effects analysis con-

tinue to be lacking. Until greater guidance is available, the selection

of a technique and proper level of indenture for the analysis will be" -.

difficult.

The adequacy of each technique for failure effects analysis has been

previously discussed. The adequacy of the analysis is influenced by the

skill level of the analyst. Inaccuracies and errors of oversight can

occur if the analyst is not well acquainted with the technique or the

system or if the analyst is pressured by time constraints.

8.3 The Future of Failure Effects Analysts is

p The future of failure effects analysis techniques belongs to the ef-

.* ficient. While each technique discussed can be used in a failure effects

*. analysis, no one technique can provide all of the Information desired.

New techniques which attempt to overcome some of the problems with other

techniques continue to be developed. In order to use the full potential

of failure effects analysis the techniques need to be made efficient in

the following areas:

time and cost; "..

thoroughness and accuracy; and

applicability to related analysis areas, such as logistics,

testability, and maintainability.

Guidelines should also be made available to assist in the prescription,

conduct and review of a failure effects analysis.

It is important that the potential of failure effects analysis +o

.'.. '. . . ,. .. ' ' . '. . . ..-. .. ' . -r "/"", , "-. . -.. ."-- -- " " " " '' """ "... . . . .
i -. 
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inflenc deignand to support other analyses be rcgie.Uls h

results of a failure effects analysis are used,, no reduction in time or

cost or improvement in accuracy will influence the usefulness of the

analysis.

Z4
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