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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301

15 October 1982

MEMORANDUM FCR SECRETARY OF DEFENSE
CHAIRMAN OF THE JOINT CHIEPS OF STAPF

THROUGH: UNDER SECRETARY OF DEFENSE FOR RESEARCH & ENGINEERING

SUBJECT: Defense Science Board T#sk Force on Retention of
Contractor Civilians on Critical Jobs Overseas During
Pending or Actual Hostilities

I am forwarding herewith the report of the Defense Science Board
Task Force on Contractor Field Support requested by the Chairman,
Joint Chiefs of Staff. This Task Force was chaired by Malcom R.
Currie and consisted of az broad membership of high level per-
sonnel with a background in the defense industry and the military.
Their report finds that the concern about the retention of con-
tractor civilians is not historically based, but that conditions
in Burope just prior to a war might well be different from those
which existed before other wars. One of the civilians' major
concerns is the lack of adequate plans to evacuate their de-
pendents during crisis, when plans do exist for the evacuation
of military dependents. Moreover, the Task Pcrce found that the
current billet designation of "mission essential®™ does not
adequately reflect those billets that are in fact vital to the
prosecution of an actual war. There are only a small number of
critical billets (about 500) but they are not well identified.
The report also finds that there appear to be a few Special
Sengsitive systems, usually under joint Service responsibility,
the loss of which could be catastrophic. Recommendations ccn-

tained in the report emphasize actions to protect those special
systems.

This report rejects military compulsion as a solution to re-
taining contractors and offers a series of affirmative actions
wvhich should cost little and give reascnable assurance of con-
tractor retention. It recommends actions to be taken to
identify the critical contractors and the special sensitive
systems, and to provide urgent focus on those joint systems that
have a potential for contractor problems during crisis or war
(particularly WWMCCS.) A number of these actions are already
underway.

This report has been approved by the Defense Science Board and I
commend your attention to the executive summary and Dr. Currie's

cover letter to me,
/&-;
l( R. Augustine

Norm
Chairman

i




OFFICE GF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 2030t

27 September 1982

MEMORANDUM FOR THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Final Report of the Defense Science Board Task
Force on Retention of Contractor Civilians on
Critical Jobs Overseas during Pending or Actual
Hostilities.

I am pleased %o submit to you the Final Report of the Defense
Science Board Task Force on the subject matter. The report contains
findings, conclusions, and recommendations developed by the Task
Force during its meetings on 21 October 1981 and 27 January 1982.
Subsequent to these meetings, additional interviews and investiga-
tions were conducted by represeatatives of the Task Force with
various wmilitary commands and agencies. The purpose ¢f these
additional investigations and interviews was to more fully develop
facts and opinions provided to the Task Force during the initial
meetings.

The Task Force found that contractor civilian technical
personnel provide extremely importamt support for the operation aad
maintenance of many military systems overseas. Further, this
support will increase with the deployment of the new generatiecn of
systems emerging from developmernt during this decede; in fact, the
Defense Science Board has recommended that this kind of support
should be encouraged as the most effective way to achleve readiness
and maturity with the new high performance systems. With thig
trend, the need for high confidence in the reliability of continuity
of this gupport during periods of intense crisis and hostilities
is evident.

The Task Force found two general types of military systems.
The first type constitutes the great majority of weapon systeams
which are under the unambiguous control and responsibility of a
single military service. For this class, all historic precedence
provides very high confidence of adequate support for the continued
operation of these systems during periods of crisis and actual war.
There are, however, a number of management actions which can be
taken both to enhance this confidence even further and, particularly,
to provide military commanders with a sense of greater perceived
confidence.
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The second type of systems are those relatively few “extrenmely
sensitive systems” whose loas, because of the unavailability of
coatinued support, would Le catastrophi~. These tend to be 1in the

C°/1 area and often are joint—-service responsibilities; WWMCCS is
an example.

The report concludes that 0SD efforts to provide assurance of
continued support should be concentrated first of all om the
military and civilian personnel who support/maintain/operate these
“extremely sensitive systems.” The report's primary recounmendations
are directed towards support for the sensitive systems. Additional
recommendations, applicable to the support for all systems, are
made to further the objective of providing confidence to the
overseas commander that he will be able to discharge his assigned
missions with the personnel resources available to him. All
recommendations should be straightforward to implement, sone
requiring only a strong statement of policy.

The Task Force found that proposals under consideration within
DOD which would make contractor civiliamn employees subject to
the Uniform Code of Military Justice or other forms of military
compulsion are impracticable 1n today's environment and would
not be acceptable to industry and various branches of the military.
The recommendations of this report are focused on affirmative
actions which are well withiu DOD's prasent resources and
authorities to implement. The recommendations therefore reject
any solution which would entail military compulsion.

An oral presentation on the report was givem at the
meeting of the Defense Science Board at Colorado Springs in
August 1982. I would like to express my appreciation for the
excellent work of the members of the Task Force and the fine
- cooperation received from representatives of 0OSD and the military

departments.
%/6‘( |
Malcolm R. Currie

Chairman

Task Force on Retention
osf Contractor Civilians

¢ce: E, G. Fubdbindi
w/a Attachment

vi
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EXECUTIVE SUMMARY :

The incregging dependence of the Armed Services on contractor
civilian employees for ths direct support of complex military
systems deployed overseas has:

Heightened concerns that systems' effectiveness will be
degraded or lost 1if contractor employees do not remain at
their duty stations durfing periods of crisis or actual
hostilities,

Prompted suggestions from the military services that contrac-
tor employees be made subject to some form of military compulsion
in order to imsure that they will remain at their assigned
duty stations. |
The sﬁggestion that military compulsion be used to retain

contractor civilian employees resulted Iin the Under Secretary

of Defense for Research and Engineering constituting a Task

Force of the Defense Science Board to address the foilowing issues:
1. .Conduct an independent assessment of the problem of

insuring the continued support of contractor civilian

eaployees doing critical jobs overseas.

2. What kind of military compulsion, if any, should be
implemented to assure such support?

3. Will the various kinds of proposed military com-
pulsion result in problems for industry?

4, Other than military compulsion, what practical

sclutions, acceptable to both the military znd indumtry,

should be implemented by DOD?

. PER S e sty
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FIRDINGS

The Task Force found:

1. That there is no common understanding within DOD and
the Miiitary Services regarding the Aistinction between
contractor e;ployees who arve considered mission essentfal and
those employees who are critical to sustaining military
operations.

2. Surveys conducted within DOD have designated more
than 5,000 overseas contractor civilian employees as mission
essential. Of these 5,000 mission essential employees, about 500
to 1,000 are critical for sustaining nilitary.operztions.

3. Critical job assignments are concentrated in organizationg
operating commaund and control, communicatiocns, intelligence,
surveillance, and related areas.

4, Efforts to enhance confidence ' a retentioa wiil be most
effective if {nitially focused on these 300 to },000 critical
employees.

5. Contractor employees have an outstanding record of
reliability during crisisz and actual combat. EKeports of
abandonaent of duty stations in South Korea before and after
the “trae cutting incideut”™ are wrong and have not been
supported by indepsndent invegtigations.

6. The Military Services do not plan or acquire coirtractor
support at &8 level sufficient to accommodate reasonable

ateritice ..

~
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;r 7. Critical job assignments were defined as those for
support of military systews whose loss would have & catastrophic

affect on military capadility. Such systems vere designated

Dpde sy
AR

by the Task Force as “special sensitive systems.” Special

sensitive systems are operated by both joiat organizations

2o an st
e

and single Military departaments.

g REE

: 8. “"Specal sensitive systems” under the unambiguous responsi-
bility of a single Service, e-g., AWACS, have well-thought-out plans
for support and aperation during an emergency. Available evidence
of contingency plans aad back-up convinced the Task Force
that operation of special sengitive systems under the responsi{bility
of 8 single Service will be effectively maintained.

9. "Special sensi:tve systems” under the responsibility of a
few joint organizations constitutes a special problem area
whichk requires urgent DUD management attentiom. WWMCCS clearly
falls in this category.

10. The various kinds of military compulsion which may
be applied to contrsactor civilian employeer are uniformly
.\\t ’ unacceptable to indestry. Althuough some forms of compulsion

- pose less administrative burdens to DOD, none would be supported
by the industrial commaunity. Military compulsion is an

. impractical soluticn to the retention problem.
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il. A number of straightforward management messures casn
be taken to slleviate the retention concerns of military
commanders. These measures can be implementsd by DOD within
its existing resources and authorities.

PRIMARY RECOMMENDATIONS:

R st i s D s 2o s 0 A g S A a0 £ 2 S BB it it o T e S oty ety Db

To increase confidence that contractor c¢ivilian employees
will remaia at their duty stations overseas during time of crisis
or actual hostilities, the Task Force recommends the following
actions be taken by the Departnent of Defense:

l. Reject ailitary conmpulsion sz a solnfion. but pursue
contractual and other arrangements with contractors and their
employees. These arrangements would include a "Statement of
Intent”™ signed by the employee indicating the smployee's
understanding of the risks involved and the time and conditions
during which the employee would be expected to remain.
Concurrent with the employee signing the statement, th-*
overseas commander would provide the eaployee with written
assurances relating to evacuation of dependents, hazardous
pay, and noncombatant fdentification. 4

2. Change the Defense Acquisition Regulations to include
specific contractual guidelines and clauses appropriate for
contracts relating tc contractor civilisan support. These
guidelines should descridbe the "Statement of Intent™ to be
signed by the employee and the assurances to be provided to the

employes by the nsverssss commander on bhehslf of the Gavernment,

P

Sl



3., Overhaul the existiang DOD Directives on contractor civilian
gupport to bring the= fnto line with current realities. The
revised Directives should address the isyue and assign responsi
bility for the motivation of contractor civilian employees and

their loyalty to the organization to which they are attached.

ég 4. Identify "special sensitive systems™ and define and

é- direct the extraordinary contingency planning and other actions
required for their operation and support during crigsis and/or
actual hostilities.

5. For special sensitive systems under the responsibiliry
of jolut organizations the Uader Secretary of Defense for
Research and Engineering should establish a special and
urgent fotus on their support, modernization, replacement,
and protection from physical vulnerability. The resgsults of

these efforts should be perliodically reviewed at the level of

Deputy Secretary of Defense.
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1. BACKGEOUND

The complexjities of modern military equipment deployed after
World War I1 bhave caused DOD and the Military departments to rely
increasingly on contracto. civilian employees to perform jobs that
are e¢ssential to the operstion of military forces in pesce and war.
Reliance on contractor civilian employees will continue to grow
with the deployment of nev generations of high performance systems
now in trans:!. ion from developmeni to production. This continuing
and é;ewing need for support by contractroer civilian employees was
the subject of a DSB 1981 Summer Study on Operational Readiness with
Bigh Performance Systems. The ;tudy addresse& the management issue
of fielding increasingly complex technolcgies while DOD lecks
sufficient military manpower highly traiced in new wupecislties,
such as digital electronics, system analysis, and software mainte-
nance. The study concluded that contractor civiliian zmployeas
have become essential in the effective operation of many military
systems and that because of a aultiplicity of circumstances,
particularly in the early deployment of complex new systems, DOD
dependence on coutractor civilian employees should and will steadily
increase.

DOD's steadily increasing dependence upon contractor civilian
employees for effective ure of high performance miiltary systems
has heightened concerns regarding the ability of the Military
departments to retain contractor civilian employees during periods

of impending crisis or actual hoscilities., These concerns have

7 FREVIOUS PAGE
15 BLANK
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been caused by a series of U, §. Court decisions which collectively
hold that civilians accompanying the Armed Forces in the field
are not subject to the Uniform Code of Military Justice prioer to
a8 forwal declaration of war. Such civilians therefore cannot be
compelled to remain at their overseas duty stations if they wish
to leave during a period of impending crisis.

The retention of contractor civilian émployees who support
and maintain the WWMCCS overseas is of particular concern to the
Joint Chiefs of Staff. Their desire to find a method which will
provide high confidence in DOD's ability to retain contractor
civilian employees fcr that system was a major factor leading to this
study. The study was primarily directed towards identifying a
soclution, acceptable to both industry and the military, which would
insure continued support of contractor civilians who perform critical
jobs overseas. Although some consideration was given to the related
problem of retention of DOD civilians, the study did not include
DOD civilians since the solution of their retention is solely within
the purview of DOD.

The Task Force conducted meetings in the Pentagen on
21 Octuber 1981 and 27 January 1982, Presentations were made at
tlLose meetings by representatives of the Joint Chiefs of Staff;
the Army, Navy, and Air Force; the National Security Agency;
the Eurcpean Command; and U. §. Forces, Korea. These presentations
were followed by comprehensive discussions with the Task Force

members. There were subsequerit interviews between representatives

Sy . 5 . N - . .
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of the Task Force and the Defense Communications Agency, NORAD,

and the Naval Electronics Systems Command. Additionally, the Task
Force has engaged in extensive discussions with managers in various
companies which, under contract to the Department of Defense or

its Military departments, furnish contractor civilian support

for military systems overseas.

1. FINDINGS AND CONCLUSIONS

A, Use of Contractor Support Personnel

Recent formal and informal surveys conducted in DOD,
the Military departments, and EUCOM indicate that approximately
5,000 contractor civilian cmplo}ees are consiﬁered to be "mission
essential” for the worldwide support of military operations. The
results of these surveys were reviewed by the Task Force because
of their perceived relevence to this Report. The review conducted
by the Task Force indicated that many of the job assignments, e.g.,
morticians, dietitians, described in the survey as "essential,”
could not reasonably be considered as "critical”™ within the terus
of reference for this Task Force. It is apparent that the
justification for many of the job assignments being described as
mission essential is a reflection of skill scarcity, budget
considerations, manpower ceilings, or a combination thereof, rather
than criteria relating to sustaining military operations duriag an
impending crisis or during actual hostilities. The Task Force
review of these surveys was nonetheleas a valuable contribution

to this study because it illustrated the essential wide lack of

o et
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understanding about the number or identification of comtractor
civilian employees DOD neads to retain at overseas job assiganments
during a period of National emergency.

It is generally accepted that the number of contractor
civilian personnel who perform jobs which are critical for sus~
taining military operations is lLut a swall fraction of the total .
number of civilian personnel identified as "mission essential."

For discussion purposes, the Task Force estimated that perhaps

only on the order of 500 contractor personnel are critical for
sustaining military operations, but the Task Force was unable to
find documentation supporting its estimates. In fact, this number
could possibly be considerably higher when special (classified)
systems are taken into -account, The plain fact is that truly
critical job assignments have not been inventoried and that there is
no specific office within DOD responsible for determining the number
or identification of comtractor civiliaoc employees who have critical
jobs. Actions directed towards increaging the confidence in the
retention of contractor perscnnel who have critical jobs necessarily
must start with a comprehensive understanding of tha number of jobs
of interest

B. lIdentification of Critical Job Assignments

The Task Force considers the timely identification of
critical contractor civilians to be the first priority in the

solution to the retention problem. Until it has been accomplished, .

it 18 difficult to consider how efforts to implement the other
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recommendations can be focused so as to produce positive results
.. ) with limited resources. Based upon the estimates made by the Task
Force, it would appear that the number of truly critical contractor
civilians is relatively small at this time and that the retention
of that small number 13 & manageable task. Implementation of the

Task Force recommendations should, therefore, mot be either

3 expensive or time-consuming. More importantly, the estimated small
; number of critical contractor civilians presently inveclved permits
implementation and evaluation of the recommendations before having
to implemert, as has been suggested, more controversial or complex
o measures to the greatly increased population of critical contractor

civilians which are anticipated to be needed by the Department of

it
»

Defense in future years.

C. Planning for Attrition

o¥ At s g

C The individuals responsible for the managemeﬁt of effective
}? military organizations have a unique and well-recognized responsi-
bility for staffing that organization at a level which takes into
consideration anticipated attrition. The Task Force found little,

3 if any, evidence of planning for any attrition which must be

anticipated among critical contractor civilian employees. The Task

Force believes that budget constrainte and the policy of having

direct support performed by organic resources has limited acquisition

of contractor civilian employees to satisfy the bare staffing require-
lcdts to fulfill the operational need at the time of the acquisition.

The Task Force concludes that budgeting for attrition needs to be :
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made an integral part of the planning for the staffing of critical
contractor civilian employees. The number of personnel acquired
for attrition need not be large if the recommendations discussed
later in the Report are implemented in a positive and effective
manner. Even if all of the recommendations of this study are
successfully implemented, DOD should continuwe to budget for .
additional critical contractor civilian employees to replace those
lost through attrition.

The distinction made by the Task Force between several
hundred "critical™ contractor civilian employees and of the order
of 5,000 mission essential employees was for the sole purpose of
scoping the size of the retention problem. We believe that the
survey correctly describes the job assignments embracing many
specialties which are hard to attract and retain fn today's
environment in the Military Services. The contractor civilian
employees, mostly engineers and technicians, also provide continuity
and important feedback to manufacturers which is absolutely essential
to successfully evolving sophisticated equipments and to maintaining
these equipments in a high state of operational readiness and
effectiveness. We wish to emphasize this point. These contractor
civilians are an essential and desirable comwponent of DOD's capa-
bility., Realistically, the DOD and Military deparctments must continue
to use contractor civilians to perform any of the job assignments .

listed in the survey. 1In fact, expansion of the use of contractor .

civilians was recommended specifically by the DSB Summer study
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mentioned above in terms of both cost and effectiveness con-

sideration.

D. Historic Precedent ~ Future Conflicts

Contractor civilian employees have a lomng history of
dedicated support to the military units to which they are zattached.
There is no reliable evidence of abandonment of their amsignments
exaept as part of a planned withdrawal by the military. This
long history includes the performance of vital technical assistance
in direct support of combat units during World War II, Korea,
Vietnam, and the Yom Kippur War in October 1973. Unfortunately,
tﬁis fine record has been brought into questiQn by unsubstantiated
reports associated with the so-called "tree cutting"”™ incident in
Korea in August 1976. ‘After that jincident, there was a report in
a study prepared for the Department of Defense that contractor
civilians lrad abandoned their assignments because of concerns
about their personal safety.

The Task Torce looked into the facts underlying the re-
ported abandonment and found no relisble evidence that U, §S.
civilians in c¢riticsl positions actually left their jobs without
authorization before or after the tree cutting incident. We
discovered that in May 1981 the Office of Manpower, Reserve Affairs,
and Logistics, 05D, revieved the allegations made in the Study
and concluded that it was simply repeating heresay without having
so identified it, The authors of the Study had no factual evidence

of the problems they reported. Consultations with numerous senior

13




'g officers stationed in Korea at the time confirmed that civilians
g re?ained at their jobs.
Pertinent portions of the May 1981 review are set ocut
below: -
"The Korean Tree Cutting Incident resulted in an obvious

heightened degree of anxiety among the military and civilians

Tk o R

assigned in country at the time. The civilian countractors
maintaining the Bawk and I-Hawk batteries were particularly

concerned for the well-being of their families. No

TR S §
Ty

provision in their employment contract with the government

covered what responsibility the Army had for evacuation of

oAl e

dependents. Subsegquent to the incident thé Army circulated

a survey among the civilian technicians asking who warted

Gk g Sty i o

to stay and who wanted to go. Approximately 50X said they

7 would rather go. 1t appears that this survey and the
result have been the basis for what has evolved as a
totally false assumption that large numbers actually left
Korea. Not one technician d1d."...

The Task Force likewise consulted numerous Pentagon
officials, including 8th Army representatives, and found nothing
to the contrary. It is true that the civilianas were polled during
the crisis and many indicated that they would like to leave.
However, none did, Had a similar poll been taken among military
personnel, who could say that the results would have been any

different?

14
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It would appear, therefore, that concern about retention
of contractor civilians 18 not based on historic precedent, but
rather on a perception of what may happen in a crisis or an actwral
conflict. Modern military conflict will {nvolve new scenarios of
suddenness and intense actions by enemy aggressors that will not
permit the time for planning, training, and replacement as in the
past. 1t is therefore necessary, despite unfounded allegations
of civilians abandoning their jobs, to take measures now that will
both enhance confidence in the retention of conmtractor personnel
and increase their effectiveness inm military operations.

E. Types of Systems

—_—

The Task Force looked at a number of systems in the

three Services, various defense agencies, and joiat organizations
which are being directly supported by contractor personnel. The

Task Force found, based upon testimony received during Task Force
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interviews, that the Services are gemnerally satisfied with the
support presently provided to systems under their direct control
and feel relatively secure concerning the continuity of this
support during perilods of crisis or actual hostilities. A few
Joint Service organizations, on the other hand, did not exhibit a
sinmilar confidence in their ability to retaim contractor perscnnel.

. After examination of those few systems where there was low confidence
in retention, the Task Force decided, for analysis purposes, that

i1t would be convenient to separately identify two classes of

syatems.
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The first class of systems coaprises the bulk of the
equipmeants and/or systems deployed overseas requiring contractor
civilian employees for their direct or indirect support. Such
support is acquired ovnder the policies of DOD Directives 4151.1
(relating to maintenance of materiel) aamd 1130.2 (relating to
engineering and technical gervices). The first Directive con-
templates that the military will be self-sufficient insofar as
possible in providing direct maintenence support for assigned
weapons systems and equipments. The second Directive requires
that contracter engineering and technical services will be acquired
until the user is capable of maintaining and operating the equip-
ment and systems withcut help from efither the eguipment manufacturer
or DOD engineering .ind technicel services specialists. QOur review
indinrates that the level of contractor support for the first class
of systems 1is higher and generally used longer than 1g permitted
by either of the DBirectives mentioned above. We found that the
support presently provided is reasanably adequate for the effective
operation of this class of systems. The Military Services generally
have a good balance between contractor personnel, DOD civilians,
and military support personnel. The Services, based both on their
own testimony as well as examination of snecific systems, have
realistic contingency plans and feel secure in their ability ito
continue to operate the systems during a period of impending crisis,
although perhaps at a reduced raste. The Task Fo;ce concluded that

with vespect to this cliass of systems, while there are several
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positive actions which can be caken to enhance support and increase
confidence in retention, the continued effective use of these
systems during a period of Nationsl emergency does not represent

an ominous problem. The Task Force comcluded that the possible
support problems associated with this class of aystems are amenable
to sclution by astralghtforward management actions which are
incorporated in the Task Force recommendations.

F. Special Sensitive Systems

The aecond class of military systems consists of those
systems, very few ln number, that could not continue to operate
without contractor support and whase function is absolutely critical
to sBustained milicary operations. For the purgose of this report.
the Task Force has designated those systems as "special seusitive
systems.” If these special sensitive systems cease to function,
their loss would have a severe or catastrophic impact on our
military capabilitry. This class of systems is generally in the
command and control, communications, intelligence and surveillazce,
and related areas. WWMCCS is an example of a system which, {f it
ceased to furnction 4in forward areas overseas because of & lack of
proper support, could catastrophically impact our military capsabilitry
in a conventional conflict. The lack of effective cperation of
such special sensitive systems can be contrasted with degraded
capability 1f, for example, all F-15 radars wvere not operated up

to full capability or 4f all Patriot air defense systems were not

fully operable.




The contrast between the catastrophic loss of capability
in command and control systems as compared with degraded capability
in particuler weapon systems, does not imply that some level of
degradation in particular weapon systems 1is acceptable or inevitable.
The continued effective operation of such weapon systems as F-15
and Patriot must be insured. Policies and practices necessary for
the retention of the civilians who support such weapon systems
must be adopted and put into place as soon as possible. The Task
Force believes, however, that the need to vetain civilians on an
extremely high-confidence level supporting and coperating command
and control systems is orders of magnitude greater. For that
reason, the Task Force strongly urges that the recommendations of
'this Report be particularly concentrated in the srea of 6311 systems.

Special sensitive systems under the comwmand of a single
Mil ltary Service include, for example, AWACS, BMEWS, and SURTASS.
Each of these systems require significant numbers of contractor
civilians for their effective support. Our review indicates that
the specific Service responsible for these systems has well-
thought~out plans for their support and operation during an
emergency. The Services have either plams to replace contractor
civilians with trained military personnel, have adequate contin-
gency plans, or are convinred that asupport and operation of these
aystems during crises and hostilities will be effectively maintained.
We doubt, however, whether the level or duration of contractor -

support is within the limitations of DOD Directives 4151.1 and

1130.2.
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G. Special Sensirive Systems - Joint Organizations

In contrast to the confident attitude the Military
Services have on the continuity of support for their assigned
special sensitive systems, the Task Force found that a few joint
organizations are decidedly uneasy. This unease frequently finds
expression in the concerm fof retention of contractor civilian
ezmployees. We think that such concerns are part of a larger,
systemic problem unique to many special sensitive systems under
joint organizations. We concluded that the area of special
sensitive systems operated by joint organizations constitutes a
special problem area which requires urgent DOD management attention,
WWUMCCS clearly falls in thiz category. “Several other joint
organization communications and computer network systems, although
not reviewed to the same depth by the Task Force, appear to be
similarly troubled and can be expected to require similar urgent
management attention.

Although it is not squarely within the téras of reference
for this study, the Task Force generally found that some special
sensitive systens operated by joint organizations have, at least
in the past, suffered from:

{a) Inadequate contingency planning,

{b) Overdependence on civilians for support and
perhaps operation,

{c¢) 1Inadequate logistics support arrangements, and

(@) Physically vulnerable environments.
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We found a pervasive dependence on civilien personnel
for the support and operation of a few jointly nanaae{ systens.
For example, about 407 of the personnel operating or supporting
systems under the cognizance of the Defense Communications Agency
are civilians. The remarkably high percentage of civilians in this
area may in part be based upon the fact that the systems operated
by such joint organizations do not belong to amy particular Service
and the Services are therefore reluctant to conmmit required funds,
as well as the scarce highly skilled military personnel necessary
for their efféctive autonomous coperation.

Because fundamental coucerns about retention recur with
respect to a few jointly managed systems, the Task Force concluded
that maximum payéff from the implementation of the recommendations
contained in this Report will be obtained if corrective action
i1s inirially focvsed on that area. The Task Force has noted that
a new Joint Program Manager (JPM) Office was very recently set
up for the WWMCCS Information System Program. This is a very
positive and amuch needed step., Information made available to the
Task Force indicates that the Joint Prograum Manager, an Air Force
general officer, has been designated to be the central focal point
for command and control of all WWMCCS automatic data processing
upgrading and modernization. We think that in addition to the
responsibilities associated with upgrading and modernization of

the ADP system, the JPM should als; be given the budget authority

to make necessary c~hanges :o integrate the total support system




for WWMCCS in a wanner similar to the support systems used by the
Military Service on its systems., A first priority in the supporr
area for WWMCCS is providing the written assuraunces described below
to the contractor civilian empioyees who now support that system,

H. Special Sensitive Systems - Conclusions

The Task Force found that weapon systems and 03/1 aystems
under the clear respounsibility and management of a single military
department, even those which are extremely sensitive in terms
of their possible fallure, usually appear to be well-managed and
supported. Although lmprovements are possible, and should be
effected, in tarms of measures which will enhance the retention
of key contractor support persounel, the planning is reaggnably
well in hand and these systems do not, in the judgment of the
Taak Force, present a critical problem.

In contrast, several systems managed by joint organizations
(e.g., JCS, DOD), outside the unambiguous responsibility of one
of the Services, often suffer from inadequate rupport arrangements
in terms of civilian personnel, logistical planning, contingency
plarning, and in management and budgeting. WWMCCS 1s the striking
example of this and the Task Force concludes that WWMCCS requires
urgent attention.

ITI. MILITARY COHPULSION; RETENTIOR OF CONTRACTOR CIVILIANS
Msany military commanders believe that some form of military
compulsioau, e.g., court martial aythority, ic needed to insure

retention of contractor civiliap enployees performing critical
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jobs overseas in time of impending crisis. Interestingly, this

was the approach used by the Pélish Government, after the declara-
tion of mavshal law in December 1981, when that Govermnment made its
civilian fisbherren working on trawlers in the Pacific Ocean subject
to military discipline. The fishermen reported that "We can't

strike or even disobey iunstructions without being subject to military
punishment. The punishment varies according to the infraction and
the most severe is the death penalty."

Fortunately, no responsible U. 5, official has recommended a
similar draconian approach with respect to U. §. contractor
civilians. At the time this study began, four possible scolutions
to the retention problem had been identified within DOD and actions
were then underwvay to evaluate/imﬁlement them. These possible
solutions were, in the order of decreasing obligation on the part
cof civilian perscuonel:

1, Join the Selected_keserves;

2, Extend the Uniform Code of Military Justice to cover
civilians upon a8 declaration of an emergency rather than a
declaration of war, as it is now;

3. Bave each civiljan agree, in writing, to accept active
duty commissioned officer, warrant officer, or non-commissioned
officer status upon declaration of an emergency; and

4. Have each civilian eign a contractual statement agreeing
to remain on the job. -

The Task Force evaluated each of the above~described potential

solutions. 1Its findings are as follows:

-




A. Reserves

Representatives of the Military departuments strongly
objected to the solution that contractor civilian smployees be
required to join the Selected Reserves., While there are no
insurmountable legal impediments to changing the present regulations
and status on Reserve perscannel, the.administrative difficulties
associated with processing 2 large number of contractor civilianm
employees in and out of the Reserves are formidable. Other
practical objections includad the possibility that some contractor
clvilian exmployees already have a reserve commitment to a Military
department other than the one to which they are attached overseas,
minimum annual reserve training requirements, and age restrictions.
Industry reaction to this proposed solution was decidedly unen-
thusiastic and ia many cases strongly negative, Industry spokesumen
said that their ability t§ recrult and retain employees capable
of staffing critical jobs would be rapidly diminished if the pro-
spective employee perceived a significent l1ikelihood that at a future
date he may be called to active duty.

B. Uniform Code of Military Justice

Extension of the Uniform Code of Military Justice to
contractor civilian employees upon a declaration of emergency
presents the same recruiting problem to industry as does the
Regerve approach. Unlike the Reserve approach, however, it
provides no offsetting benefits, i.e., Reserve pay, etc., to the

employee. Morzsver, this potential solution requires Congressional




e ity .

a4

. ;
ek a5

£y e
o 3

action and Presidential approval, If it is assumed that such
approval were eventually obtained, this approach would still be
subject to a series of possible Constitutional objectiuns ian the

U. §. Courts. The Task Force concluded that this potential solution
is plainly impractical in today's envizonment. We suggest that
further consideration of it be summarily discontinued.

C. Active Duty Commissions

Industry members of the Task Force were dubious whether
an agreement signed by a civilian employee to accept commissioned/
non-commissioned officer status was significan:l& different than
the Reserve solution. 1t contains the same: -recruiting problems,
but offers no offsetting benefits, e.g., Reserve pay, to the
erployee. Industyy finds little in this type of an agreement which
would induce employees to agree to sign it. In addition, industry
believes that it would lose business by supporting this solution,
since the contracts which it holds with the U, S. Government would
be effectively partially terminated by convedience each time one
of its employees was called to active duty.

D. Individual's Agreement to Remain on Job

Discussions with representatives of industry and overseas
Unified Commands resulted in a positive conviction on the part of
the Task Force that the problems of retention to a very large
degree are amenable to normal management processes and appropriate
changes in policy. There is no need toc ask the Congress for

extraordinary legislation imposing the Uniform Code of Military

Justice on civilians. There i8 no need to put the Reserves in
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a coastant state of turmoil. And, there is no need to obtain
agreements which would require civilians to accept active duty
upon a declaration of National emergency.

The Task Force decided that the most direct method of
dealing with the problem of retention is to determine what cthe
contractor employees themselves sav is necessary to make them
wiliing to stay at their job assignments during a crisis. We
found an almost universal theme z2mong married contractor civilianms

was a deep concern for the safety and evacuation of their dependents.

Unmarried contractor employees were less concerned about dependents,
but stressed that provisions need be made for an increase in pay
under hazardous conditions. Still othars were deeply concerned
that they would not have credentials identifying them as ron-
combatants. The Task Force has summarized below the kind of
written assurances from the Government that contractor emplpyees
say would make them williny to stay. We have concluded that DOD
should make these assurances at the earliest practicable .ate.
Existing contracts with industry should be revised and the overszas
commander should be charged with responsibility for implementation
of the contractual assurances. Priority implementation must be given
to those contractor employees who serve inm critical jobs. The
assurances, in decreasing order of importance, are:

1. Dependents will be evacuated with the same priority
as military dependents,

2. Specified increase in their compensation will be

given those who remain in areas which are declared hazardous,




3. Positive personal identification of their non-
combatant status will be provided,
4, The Government and contractor employee will have

(2) & clear understanding of the time and conditions
during which the employee woculd be expected to remain, and

{b) an understanding that the physical vulnerability
of the location of the job has been reduced to tha extent
reasonably practicable,

I1f DOD provides the assurances described above, it would
seenm reasonable that the employee be asked to sign a clear "Statement
of Intent"”™ that he understands the risks involved and the conditionms
under which he would be expected to remain. Although such statements
probably would not enable the Government to obtain a court injunctiog
requiring specific performance, ve believe the statement would
serve to document the employee's understanding of the risks involved,
help to achieve an even higher level of coumitment, aund persuade
those few employees who may be inclined to depart to reconsider
their proposed actions and to remain at their place of assignment.
Equally important, such a signed Statement of Intent will, we
believe, enhance the confidence of military commanders in the
stability under stress of their important civilian contractor
components.

E. Motivation

If the assurances above are individually provided to

’

contracter employees in conjunction with a Statement of Tntent,




the Task Force concludes that a high retention ratio will be
achieved. 1In addition tov the assursnces, however, positive action
needs be taken to indirectly motivate civilian employees to vemain
at hazardous locations and assigunaents in time of temnsion o1
hostilities. The Task Force believes that the percentage of
civilian employees who remain will be roughly the same as the percen-
tage of military personnel if positive action is taken to provide
civilians with similar motivation. For that reason, the Task Force
recommends that new initiatives be taken to insure that contractor
civilian employees have, to the extent posaible, a high degree of
organizational identification ard a thorough understanding of their
individual contribution to wission effectivenesa. Indeed, in cases
where this is present, we found extremely high loyalty and high
esprit de corps; a situation which by all previous experience will
lead to absolute dependability in times of crisis or hostilities.
Large changes are not needed. DOD must, howvever, overcome the wide-
spread perception that contractor civilian employees are only hired
hards and can be accorded second-class citizenship. These employees
have been determined by DOD to be critical. DOD has the primary
responsibility for their retention. A major portion of this
responsibility will be discharged with maximum effectiveness and
minimum cest if such contracter civilian employees are provided
stature commensurate with their resaponsibility, and recognition,
when appropriate.

F. Contractual Methods of Enhancing Retention

The Task Force reviewed various contractual methods which




have been used in the pasi to enhance retention of civilian
employees. These included the arrangements used by the National
Security Agency with its Covernment civilian employzes and by the
“%ate Department 1in its contract with E-Systems for the operation
of the Peace Treaty Verification System in the Sinai Desert.

The National Security Agency has successfully retained DOD
civilians in aensitive and expused uvverseas assignments for a number
of years. This agency uses a condition of employment agreement and
a declaration of inteat agreement which provides a clear under-
standirg to the employee of what to expect and what 1is expected of
him. Despive many conflicts since 1962, when these agreements first
wvere employed, there has been only one individual who has broken his
agreement and left his overseas assignment. NSA is confident about
its ability to retain its personnel and sees no need for extra-
ordinary action to be taken 1in order to further strengthen its
control. The agreemeate, described in this paragraph, are between
DOD and its employees. They are, therefore, contractual in nature.
We think that it is inappropriste for the Government to enter into
direct contractual agreements with employees of an industrial
contractor. We would suggest instead that when by DOD policy the
overseas commander provides assurgnces to the contractor employee
concerning dependents, etc., there should be a clear statement
signed by the employee which indicates his understanding of the
risks involved and which states the time and conditions during

which the employee would be expected to remain.
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The E-Systems contract with the U. §. State Department
for support of the Sinai surveillance installation imposes
contractual price/cost reduciions on the company if a contractor
employee leaves his duty station without permission prior to the
agreed-upon 18 moanth pericd. Under these arrangements, the company
is denied reimbursement of the 35% bonus which was to be paid to
its employees at the end of 18 months and is responsible for the
cost of the employee's return transportation, The company has
implemented 1ts agreements with the State Department by requiring
its employees as a condition of employment, to agree to the bonus
forfeiture and to pay his own return transportation expense. The
Task Force concluded that contractual agreements of this nature
are generally more effective than the Government directly obtaining
from contractor civilians a written promise to remain on the job.
We suggest that DOD consult with the State Department on this
matter with a view towards the possible use of similar agreements
with DOD contractors who have employees overseas who are performing
critical jobs. We have concluded that agreements with the contractor,
rather than contractor employees, will provide a viable remedy to
DOD, will be enforceable by the contractor against the employee
at the contractor’s discretion, and will cause the contractor to
take those steps, within his control, to assure that his employees
will remsain at their critical job assignments. The Task Force

also concluded that a special section of the Defense Acquisition

Regulatiouns should be devoted to the subjzet of ceontrectar civildian




support for military systens overgseas. It should contaia specific
guldelines covering the matters »f assurances, motivation and
contractual arrangements, as described above. We are of the strong
opinion that such actiom will be welcomed by industry, is badly
nesded, and will comstitute a powerful force for insuriang contractor
personnel reteation,.

G. Insurance in Hazardous Duty Areas

Life Insurance and Accidental Death and Dismemberment
{AD&D) Insurance are of gregt importgnce to contractor civilian
employees; the availabilicy of iasurance in hazardous duty areas,
along with safety of dependents, can constitute an important fsctor
in assuring retention during periods cf crisis or hostility.

The Task Force conducted & limited survey of industry with
respect to insurance for employees imn hazardous duty areas. There
appear3 to be a wide difference in practices. For the most part,
Group Life Insurance ~oes not have exclusions for hazcrdous duty
areag and, in the cases where additional premiums are required, the
companies pay these premiurs. However, for AD&D Insurance, in some
cases it does not apply inm hazardous duty areas; in some cases it
does apply; in some cases it is not available and. when available,
additional premiums are sometimes paid for by the company and
sometimes by the amployee.

Clearly, the specific arrangementa are 8 part of the
employee’'s contract @ith his eaployer. However, the Task Force

believes that because »f the importance of adequate insurance in
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enhancing retention, the cost of such fnsurarce to the contrsctor
including premiums for hazardous duty arezs should be an allowablae
vost in the contract with DOD. The Defense Acquisition Regualstions
should state this unambigously.

Related to the private finsurance ctoverage discussed above
axe the benefits provided under the War Risk Bazards Compensation
Act. Under the Ac*, an employee or his dependents are uunder certain
circemstances eligible for wages or other benefits in the event of
capture, death, or disabilitv. These Government benefits can bhe
3 significant factyr in motivating comtractor civilianm euployees
te rewain at their overseas duty stations duriang crisis or actual
hostilities. Unfortunately, the benefits are largely unkanown to
contractors and their overseas employees. It would seenm that
appropriate vehicles for describing these benefits, theredy achieving
waxiaum motivational inpruvéuent, couid be i-gcluded iu the DAR
gection relating to contracts for civilian support and tae written
assurances to be provided by the overseas conmaunder to the comntractor
eaployee.
Iv. RECOMMENDATIONS

The first four recomaendations of the Task Force relate to
all civilian contractor personnel regardiegs of what class cof
saystez they are gupporting. The Iask Force bellieves that, properly
implemented, ard in view of all historical precedent, these will
insure virtually complete confidence of retention during periods

of tension snd declared Nationasl emergency. The final three

recosmendations apply to the class »f “speclally senrsitive systems”




discussed in this Report and to persounel performing critical jobs.

Recomnendstion No. 1

Reject niiitary compulsion, sither by requiring contractor
civiliangs to join & Selected Reserve or by spplication of the
UCMJ, as & uweans for insuring retention of thesse personnel during
petiods of crisis. Discontinue efforts towards iegislative action
relsting to applicatfon of the Uniform Code of Military Justice
for Civilianms.

Recommendation No. 2

Re-examiae DOD Policies as expressed in Directives 4151.1
(Use of Contractor and Government Resources for Maini.enance of
Materiel) and 1130.2 (Hanagement g&nd Control of Ligineering and
Technical Services) to make them more flexible in the use of
contractor civilians and bring thes in line with reality and
with the recommendations of the DSB report "Operational Readiness
with High Performance Svstems,” April 1982. The policy directives
should also sddress the class of “special seusikive systems” and
special actions, e.g., contingency planning, back-up personnel
appropriate for their support duriang crisis and hostilities.

Action: USDRE

Recommendation No. 3

Change the Defense Acquisitiun Ragulations to include a
#ipecial section on contractual provisjions to be included in
contvacts relating to eupport of military systems overseas. These .
provisions should include assurances on behalf of the Government
rolating to safety and evacuation of dependents, risk compensation,

noncombatant status ldentification, and site vulneradility.
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Concurrent with obtalning these assurances from the Goverasmeat,
the contractor emaployee would be expected to sign a Statement of
Intent 1ecoguizing the risks iavolved znd stating the time and
conditions during which the employee would bPe expected to remain.
This section of DAR should alse authorize the use of agreements
betwecn the Government and its contractors relatiag to forfeiture
of bonuses and liadbilicy for return transportation costs if the
employee performing a critical job leaves without permission.
The sectioun should provide guidelines which would motivate contrac—
tors to use their best efforts to encourage their employees to
remain at their station during periods of impending criais or actual
hostilities. The DAR should specificaglly allow employee insurance
premiums for coverage in hazardous duty araes to be paid by the
contractor and be included as anm allowable expease in the contract.
Action: USDRE (DAR Council)

Reconmendation No. 4&:

Set forth an unambiguous and uniform POD policy relsting to
the minimum status and privileges of contractor civilians sv that che
feeling of second=-class citizeunship will be eliminated. The palicy
should include directions relating to indirect mortivation of con~
tractor personnel to increase organizational identificstion aad
loyalty.
Action: MRASL

Recommendation No. 5

Define and identify in DOD and each of the Services & list of

“sensitive asystems”™ in the context of this report and a detailed




inventory of contractor personnsl in critical jobs supporting thage
SYsStems.,
Action: USDRE, Services, JCS

Recommendation No. &

For these “"special sansitive gsystens,” define the sxtra-~
ordinary actions in terms of back-up military or eciviliasn personnel,
3 gistical planning, countiagency plunning, attrition planning which
will insure the operaticn of these systems during impending and
actual hostilities.

Action: USPRE & MRA&L

Recommendation No. 7

For sensitive Joint Service Systems (notably WWMCCS) p-ovide
a gpecial and urgent focus for their support, moderunization,
replacement, and proteé:ion from physical vulnerability. Clear
responsibility to this focus must be assigned (perhaps to a
particular Service); tasks scheduled; progress measured; performance
managed (this has been lacking in the past) and results periodically
reviewed at the level of Deputy Secretary of Defense.

Action: USDRE
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THE UNDER SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

RESEARCH AND : 2 pCT B8t

ENGINEENING

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: DLefense Science Board Task Force: Retention of
Contractor Civilians on Critical Jobs Overseas
Duriny Hostilities

You are requested to organize a Defense Science Board (DSB} Task
Force to make recommendations on the most effective action(s)
that can be taken to ensure that DoD contractor civilians, per-
forming critical jobs overseas, will remain on those jobs during
periods of impending or actual hostilities.

U.S. deployed military forces have become increasingly dependent
upon contractor-supplied tecnnical personnel to provide mainte-
nance and other support. Many of these jobs are critical to the
readiness of our Armed Forces. For example, it is estimated that
the European WWMCCS would cease to operate within a week if con-
tractor support personnel were not aveilable. The trend toward
increasing civilian contractor support, often by personnel
accompanied by their families, is likely to continue over the
next several years as the new generation of high performance mili-
tary egquipment, now in transition from development to production,
is deployed. The special problem of retention of civilian
personnel overseas during periods of crisis is a long-standing cne
whose resolution is made even more urgent by this trend.
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At the urging of the JCS, the ASD(MRAE&L) agreed to find a soluticn
to the problem of ensuring the continued support of civilians,
boeth DoD and contractor, doing critical jobs overseas. To date,
four possible solutions to this problem have been identified and
actions are under way to evaluate/implement them. These possible
solutions are, in order of decreasing obligation on the part of
the civilian personnel:

1. Join the Selected Reserves:

, 2. Extend the Uniform Code of Military Justice to cover
civilians upon a declaration cf an emergency rzther than a decla-
raticn of war, as it is now;

3. Have each civilian agree, in writing, to accept active duty

comnissioned officer, warrant officer, or non-~commissicned officer
status upon declaration of an emergency: and :
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4. BHave each civilian sign © contractual statement agreeing
to remzin on the job.

The status of affairs is: proposed legislation to implement item 2
is in coordination; a draft policy statement covering items 1, 13,
and 4 for Dob civilians is also in ‘coordination; and the DAR
Council is working with industry to implement item 4 for contractor
support.

The DSB Task Force should conduct an independent assessment of the
problem and make recommendations for its resolution. Which of the
above items should be implemented? It is clear that some kind of
compromise solution may be required. For example, item 1 (above)
is the most desirable from a military commander's viewpoint but
possibly could pose problems for industry in its implementation.
Are there other solutions that may be preferable to those listed
above? How should they be implemented? Vhat is their impact on
the industrial base?

The goal is to evelve a workable solution that can be endorsed both
by the Military Services and by industry.

The cognizant deputy for the Task Force will be Mr., William A. Long,
Deputy Under Secretary of Defense for Research and Engineering
(Acquisition Management). Dr. Malcolm R. Currie of Hughes Aircraft
has agreed to serve as Chairman and the Executive Secretary will be
Cdr. Edward J. Bano, Jr., Special Assistant to the Director, Con-
tracts and Systems Acquisition, QUSDRE(AM). Dr. Paul J. Berenson,
DSB Executive Officer, will be the DSB staff point of contact.
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APPENDIX B

Panel Members
Critical Overseas Civiliana
TASK FORCE

Dr. Malcom R. Currie - Chairman

Senior Vice President and Group President
Hughes Afircraft Company

Bldg. 261, MS-N-10

Canoga Park, California 91304

(213) 702-3533

Mr. W. Ralph Clark

Director cf Washington Operations
Grumman Aerospace

Suite 2100

1000 Wilson Boulevard

Arlington, Virginia 22209

{703) 525-2800

Mr., Robert R. Donaldscon

Vice President of Federal System Operation
Honeywell Information Systems, Inc.

7900 Westpark Drive

Mclean, Virginia 22102

(703) 827-3694

Mr. Otto J. Glasser

Vice President, International - Washington
General Dynamics

1745 Jefferson Davis Highway

Arlington, Virginia 22202

(703) 553-1218

Mr. Ralph A. Martin

President, Raytheon Service Company
2 Wayside Road

Burlington, Massachusetts 01803
(617) 272-9300, Extension 2331
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Mr. Thomas L. Plein
Birector, Product Services
McDonnell Aircraft Company
P. 0. Box 516

St. Louis, Missouri 63166
(314) 232-2084

Mr. Ralph H. Shapiro

Manager of Field Service and Support Division

Hughes Aircraft Company
Bldg. A-1, MS 4C801
P, O. Box 9399

Long Beach, California 90810-0399

(213) 513-3130

Mr. John C. F. Tillson
Director, Manpower Management
OASD (MRA&L)

Room 3D970, The Pentagon
Washington, D. C. 20301

(202) 695-05626

Major D. R. Wright - Executive Secretary

ODUSDRE (AM)

Room 3D116, The Pentagon
Washington, D. C. 20301
(202) 697-8335

Mr. Robert P, Wiley

Special Counsel to Chairman
Hughes Aircraft Company

Bldg. 262, MS C49

Canoga Park, California 91304

-(213) 702-1352
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