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ABSTRACT

An algorithm for the assignment of time slots within a
ES Time Division Multiple Access (TDMA) scheme for an integrated |
voice and data packet radio network is implemented in, and %
studied by, a computer simulation. The slot assignment :
scheme is applied both to a static network, where "best path"
routes are held constant, and also to a network where the
"best path" routes are permitted to change dynamically duriag
E: the simulation as communications capability at various ncdes
"approaches saturation.
The Dijkstra algorithm is used to determine and modify
"shortest distance" routes, andl the sensitivity of performance
to various parameters used in defining the link "distance
function" is investigated. Tre major conclusion is that it
is possible to route in a way that reduces the average energy
transmitted per message without sudstantially decreasing the

network throughput.
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I. TINTRODUCTION

A. GENERAL

The purpose of military communications is to provide the
military commander with the ability to exercise command and
control over his forces. Military communicaticns sys ms3
must be reliable, responsive to user requirements, an ~hould
offer a measure of security to the information carrie . ‘he
commander's communications requirements were satisfied for
centuries through the use of couriers and variois visual
and acoustic means of communications. All cof fhese communi-
cations techniques have a place in the overall militery
communications picture today. However during the last
several decades there has been tremendous technnological
development which has driven a rapid evolution of tactics as
new weapons and support systems have been fielded. Most
tactical military communications today are carried by
electrical or electronic devices, 2.g. radio or *elephcne.

A basic radio communications system includes at least two
parties and a channel of communications between them. The
channel is a frequency, a band of frequencies, or perhaps a
wire or optical fiber with a bandwidth large enough to
accommodate the modulated signals exchanged by the parties.

A communications circuit is established when one party

e . . . ~ _ . [ N 1
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fi (the originator) effects communications with another party
(the addressee) over a channel.

Tactical radio communications today are primarily
hierarchical in nature. That is, the flow of information is
usually up and down the chain of command from senior to
subordinate and vice versa. Lateral links between adijacent

- units are usually limited and are not well defined in current
El military communications doctrine. Lateral links, when
;f emploved, are usually operated with multichannel radio

equivment and serve to increase the total communications

system flexibility by providing alternate communications
paths.

Ciierent military voice radio and record or data communi-
cations circuits are operated in one of the three modes
described below.

1. Broadcast Operation

In the broadcast method of operation one station
transmits and the other station(s) receive. The flow of
infcrmation is in one direction only, however different

stations may broadcast at different times.

Z. Point-to-Point Operation
A point-to-point circuit is one in which two stations
communicate directly with each other. Both stations may

transmit and receive signals.

11
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3. Net Operation

Two or more stations that use a common channei +to
communicate comprise a net. Note that a point-to-voint circuiit
is technically a net, although a net usually has sevaral
members. Typically one station on the net is designated as
the Net Control Station (NCS) and is responsible for con-
trolling net operations and for maintaining net discivline to
ensure orderly and efficient operations. In a "directoed net"
any station other than the NCS which has traffic to pass must
first request permission from the NCS before it may transmit
its message. The radio (or teletype) operator at the NC3
thereby manually controls the flow of traffic within ths net.
Since all stations on the net share the same channel it rmay
be possible for two or more net members to communicate

L X W Tond

directly with each other (i.e. point-to-point) if the NT3 so
approves, It is also possible for the NCS to authorize the
net to operate as a "free net". 1In a free net any sta:iosn
may send traffic to any other station in the net whenever

the channel is available. This method of operation may permit
greater message throughput if the net has few stations or the
messages are brief and the traffic load is light. As the
traffic load increases and more stations join the net, the
directed net mode of operation may be required to reduce
confusion and to promote the orderly exchange of information.

Today the net control function is done by a radio operator,

and the tactical message traffic is passed by an operator using

12
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APC 125 voice radiotelephone nrocedure or by a radio teletype
operator. The voice radioc messages may either be actual
cenversations between commanders (or staff officers) or may
be properly drafted and released written messages that are
then transmitted by trained radio operators. In any event,
transmitting a message via voice utilizes the channel for a
much longer length of time than would be raquired to transmit
the same message if it were reduced to a teletype message.

It is desirable to limit the amount of time any station is
transmitting for two very important reasons. First, the
chance of being detected and located by enemy radio detection
finding (RDF) equipment increases with the amount of time a
station is *ransmitting. Second, since only one station may
use the channel at a time it makes sense to keep trans-
missions as brief as possible to provide more time for the
other stations to use the channel.

This dezs not imply that all voice message traffic can or
should be reduced to teletype or digital data messages. In-
deed there appears to be a clear and present requirement for
commanders on the battlefield to be able at times to converse
directly with seniors and subordinates via voice radio. More-
over it 1is not yet practical to provide every radio with a
means of automated message entry, although the Marine Corps
has made some progress in this direction with the recent
development of the AN/PSC-2 Digital Communications Terminal

(DCT). The DCT is a hand-held, programmable I/0 and display

13
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device. It will enable users rapidly to compcse, edit, and

it e e
S

)

display free text, pre-formatted messages, and graphics such

)

as maps.

The development and integration of computers and micro-
processors with communications terminal equipment can permi=
the net control functions to be automated.

The use of ccmputers.on the modern battlefield is not
limited to communications equipment. As weapons and militarvy
equipment in general become more complicated and capable,
computerswill find increased application. Computers can be
used to process and manage large quantities of information
and can provide the commander and his staff accurate and
timely information.

Military communications doctrine is constantly evolving
as communications requirements change to support new tactics,
equipment, and organizational structures. There is an ever
increasing trend toward the development of digital communi-
cations equipment because digital communications networks
of fer great potential for providing rapid, reliable, and
secure circuits of very high quality. These are precisely
the types of circuits required for computer and data communi-
cations. Digital communicaticns equipment easily accommodates

the digital representation of information generated and used

d . . .
- by computers. Thus it is no accident that the development

f: of communications equipment in general is trending along this
s .

' line.

¢
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o B. PACKET RADIO

There has been considerable research conducted since the
late 196G's concerning packet-switching. Packet radio tech-
nology is advancing rapidly and its eventual application to

military communications appears to be inevitable. Packet

radio utilizes packet-switched communications and typically
f’ operates on a multiple access radio channel to create a

E" digital radio network. A packet radio network has the

- capability to provide greater message throughput than the
tactical military communications presently in use, and is

- - particularly well suited to carry computer communications
and other digital information such as digitized voice or

. facsimile traffic.

R I St e e g
. DL
. -

’ Packet-switching was originally developed as a cost
effective method of supporting computer communications. The
traffic generated by comnputers is "bursty" in nature and has
a low duty cycle. That is, computers generate traffic at
very high rates, but the individual messages are relatively
brief and infrequent, so that the messages may be visualized
across time as short bursts of data separated by long periods
of inactivity. Since the channel may be idle nearly all of
the time, it would be a very inefficient utilization of

resources to provide a separate dedicated channel between

each pair of computers that may have occasional requirements
to exchange data. It is reasonable instead to arrange several

4§ computers (or data terminals) in a communications network and

15
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to devise a controlling protocol which allows all of thesa
data terminals to share a common broadcast channel. I+ is
also reasonable to create a unit of transmission, called a

"packet", of some appropriate number of data bits and to let

a packet or series of packets be used to represent a data
message.

In a packet-switched network each packet may be of a
fixed (variable in some implementations) length up to a
maximum of perhaps a few thousand bits. Each packet contains
all of the addressing and control information necessary to
route the packet to the desired destination. The addressing
and control information might not be necessary in the follnw-
on packets of the packet-switching scheme employing virtual
circuits. This will be discussed in later sections of this
thesis.

The ability to connect any two network subscribers is an

essential attribute of any communications network. IS <he
packet radio equipment is designed in such a way that each
packet radio may act as a relay or repeater in addition to *ha
obvious requirement of being able to provide message entrv and
reception for local users, then it is not necessary Ior =ach
terminal to communicate directly with every other terminal in
the network. In the extreme, most of the packet radio terminals
may be "hidden" from each other either because of the lack of

a line-of-sight (LOS) path caused by intervening terrain

and/or vegetation or because of radio range limitations. If

15
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we assume that each packet radio has a very short range as
compared to the diameter of the network, then all that is
necessary for the connectivitv requirement to be satisfied
is that there exist at least one path, via any number of
intermediate repeaters, between any pair of packet radios.

A small computer or microprocessor is resident within each
packet radio to implement a given packet-switching protccol
or message routing scheme in a manner that is completely
transparent to the user. This gives the user in the network
the illusion of being directlv connected to every other user
in the network.

This is the basic ids=a of a packet-switched packet radio
network. The network is composed of several compatible
computer or microprccessor coitrolled radios operating on the
same frequency or band of frequencies. Each radio communi-
cates directly with one or more other network members, and
has the capability hoth %o service local users and to act
as a repeater as required to provide full connectivity
throughout the network as a whole.

Many packet-switching routing algorithms and multiple
access techniques have tean developed. The particular routing
scheme and multiple access technique for use on a particular
packet radio network should only be selected after a careful
analysis of such questions as the type of broadcast channel,
channel bandwidth, number of stations in the network, expected

number of messages, message length, network topology and

17
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connectivity, radiated power, signal energy, radio inter- [
ference, microprocessor capability, propagation and
processing time delays, the permissible message delay and

so forth, Packet routing and multiple access techniques

will be discussed further in later sections of this report.

A brief summary of some of the previous research conducted

at the Naval Postgraduate School (NPS) concerning packet
radio is provided in paragraph C below.

C. SUMMARY OF PAST RESEARCH IN PACKET-SWITCHING CONDUCTED

AT NPS

Considerable research has been performed recently at lPS3
on various aspects of packet-switching, and eight Master's
Degree theses have been produced on the subject during the
last three years. The author obtained much of his background
information concerning packet-switching from these documents.
A brief synopsis of each of these reports is provided in the
following paragraphs.

Lucke [Ref. 1] studied the nature of distributed communi-
cations systems and their possible application to military
communications. He discussed schemes for the distributed
control of communications networks, routing strategies, and
conducted a computer simulation of an asynchronous routing
algorithm originally proposed by Segall and Merlin [Ref. 2].
He also devised a procedure for the time synchronization of

a packet radio network.

18
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Bond [Ref., 3] investigated the problem of self-inter-
ference in a packet radio netwcrk. He modeled the voice radio
and record communications traffic load of a Marine Amphibious
Brigade (MAB) and used this data in a computer simulation of

a packet radio network tc study the problem of self-inter-

ference. His routing algorithm dispatched messages over the
path that required the fewest number of transmissions. Bond

concluded that the MAB networik must operate with either a

AR D Ak
Ai“ Lo .
P

Time Division Multiple Access (TDMA) or Frequency Division
Multiple Access (FDMA) scheme in order to limit

self-interference.

. sw_r v ¥y
OO Ve e et
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Kane [Ref, 4] studied the nossitle use of the VHF, UHF,

' Mo
. -. N

and SHF frequency bands for tactical military packet radio

. communications. His work included the simulated tactical
placement of a MAB on the STAR Terrain Model, a computerized
parametric terrain representation of the Fulda Gap region in
West Germany. The Simulation of Tactical Alternative

~ Responses (STAR) Terrain Model was ceveloped by Professor

C; J. Hartman at NPS and is resident in the NPS IBM 3033 computer.

Kane concluded that a packet racio network could be operatad

on terrain typical of western Eurovpe. He proposed the employ-

ment of packet radios capable of operating at center frequencies

Q@ of about 300 MHz for foliage penetration and at 1.5 GHz for

increased channel capacity and decreased probability of

interception.
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Hobbs [Ref. 5] also used the MAB and STAR Terrain Model
first studied by Bond and Kane to model the effect of
superimposing a UHF "backbone" sub-network on the overall VHF
MAB mobile distributed communications network. He developed

two algorithms for creating connectivity topologies for the

backbone and mobile sub-networks and concluded that it was
possible to design robustly interconnected communications

E networks for the use of packet radio technology in the field.
Chlebik [Ref. 61 used the MAB topology and link connec-~

tivity developed by Hobbs to study by computer simulation the

problem of mutual interference in a packet radio network.
His simulations implemented the Dijkstra and Warshall-Floyd
algorithms to determine minimum-hop paths between nodes, and
included a study of the effect of using directional as well
as omnidirectional antennas. He found that although mutual
interference in the backbone sub-network was substantial, it
was manageable. However, more than half of the lower fre-
quency mobile nodes experienced unacceptably high levels of
mutual interference much of the time.

Mercer's research [Ref. 7] entailed further study of
routing schemes and their effects on interference in a packet
radio network. He emplcyed the MABR and STAR terrain models
investigated earlier by Bond, Kane, and Chlebik and concen-
trated his efforts on comparing network performance with
respect to the interference characteristics of least-hop and

least-energy routing schemes. He concluded that least-energy

20
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routing, or that perhaps a hybrid routing algorithm based on
least-energy scheme, offered the best solution to the mutual
interference problem.

Lengerich [Ref. 8] used computer simulations to evaluate
the relative performance of two distributad routing protocols.
In his work Lengerich specifically studied the Dijkstra
shortest path routing algorithm and becth a synchronous and
asynchronous implementatiocn of the Heritscn [Ref. 9: pp. 46-90]
distributed dynamic routing scheme.

Heritsch [Ref. 9] devised and investigated by computer
simulation a distributed routing protocol for a packet net-
work. To reduce the size of the routing problem in large nets,
he organized the nodes into Basic Erouns, Related Groups, and
Families, and created a network management protocol which
demonstrated that efficient decentralized control of a packet

radio network was possible.

D. PURPOSE AND SCOPE OF RESEARCH
1. General

Time division multiple access (TDMA) techniques and
principles and their application to communications networks
are well understood. There are many ways to implement a TDMA
network., The different TDMA schemes offer varying degrees of
efficiency, preservation of network flexibility, and conser-

vation of overall network channel capacity. The particular

type of TDMA scheme selected for implementation in any given
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network will depend on many of the same considerations listed
earlier for selection of a packet-switching scheme. However,
TDMA scheme selection must also be based on the ability of the
network to maintain time synchronization. The synchronization
problem is addressed in section II.
2. Purpose

The purpose of this thesis is to develop and study bv
computer simulation a TDMA time slot assignment scheme
appropriate for application to a packet radio network utiliz-
ing dynamic routing. The Dijkstra shortest path algorithm
is used to periodically determine and modify "best path"
routes between every pair of radios in the network. The
performance of any network is highly dependent upon the type
of "distance function" that is used to calculate the "link
weights" which the Dijkstra algorithm uses to update the
"best path" traffic routing tables. Accordingly, the
research goals include a study of the sensitivity of per-
formance with respect to various parameters used in
calculating the distance function.

3. Scope

It was not possible or practical to simulate all of
the time slot assignment schemes that were developed during
the preliminary stages of research for this thesis. Time
constraints and the amount of work required to write a
simulation program demanded that we study only one or, at

most, two slot assignment algorithms. We decided to
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network will depend on many of the same consideratisns *l.ted
zarlier for selection of a packet-switching scheme. Howsver,
TDMA scheme selection must also be based on the ability o7 the
network to maintain time svnchronization. The synchronization
problem is addressed in section II.
2. Purpose

The purpocse cof this thesis is to develop and s<iiv by
computer simulation a TDMA time slot assignment scheme
aporcpriate for applization to a packet radic network utilliz-

ng dynamic routing. The Dijkstra shortest path alzorithm

pe

is used to periodically determine and modifv "best path"
roytes between every pair of radios in the network. The

Periormance of any network is highlyv dependent upcn the tvpe

o7 "distance functicn" that is used to calculate the "link
weights" which the Dijkstra algorithm uses to update *he
traffic routing tables. Accordingly, :the

goals include a study of the sensitivity 5¢ nar-

Iormance with respect to various parameters used in

zalculating the distance “unction.
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concentrate our efforts on two schemes that intuitivelv
seemed to offer the greatest pcssible performance in 2 hypothe-
tical military packet radio network. Both schemes were
simulated on a small, richly cocanected packet radio network
with static best path routing. One of the slot assignment
algorithms gave performance substantially better than the
other algorithm. Since it was reasonable to assume that the
better algorithm would also vield superior performance when
the simulation program was modified to accommodate dynamic
routing, the poorer performing scheme was Jliscarded and wil
not be discussed further. The remainder of this thesis is
based on the research conducted with the better algorithm.
This narrowed the scope of the thesis to one possible TDMA
slot assignment scheme which could be thoroughly investigated
in the available time.

It was necessary throughout the course o7 our studies
occasionally *to make assumptions concerning *he design and
operation of the hypothetical network whizn was being modeled.
All of these assumptions (discussed in section III) somewhat
limited the scope of the thesis. Assumpticns, when required,
were made after careful consideration of staze of the art
capabilities. The hypothetical network design and operating
characteristics were developed based on what we believe are
reasonable assumptions and opinions of how a military tactical

packet radio network might someday cperate.
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II. PACKET RADIQ NETWQRK CONCEPTS

A. TZIRMINOLOGY AND DEFINITIONS

Packet radio has a vocabulary all i*s own. Some of the
terms come from the branch of mathematics known as Graph
Theory while the other terms ares unique to communications or
have 10 specific source. Before proceeding further it is
nacessary to provide the reader with definitions or explana-
tions of some of the more frequently used terms found in the
vacket-switching literature and later portions of this
raport., Defined below are some of the terms essential for
+he discussion of basic network concepts. Other terms will
e defined as required,

A "packet" is a unit of digital data of some fixed or
7ariable number of bits. The packet radio network discussed
serein utilizes fixed 192 bit packets; however it is possible
o operate a network with variable length packets. Each
racket usually contains a "header" which holds all of the
routing and control information necessary to route the packet
to its intended destination. A message is usually composed
of many packets. The outgoing message 1s processed within
the local (originating) packet radio or switch to divide the
message into packets. The packets are then sequentially

transmitted over the communications channel.

ENDO D U S S -~ - .
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"Packet-switching" s the communications technigue which
connotes that there 3 individual packet processing at each
packat radio or switch in the network in such a way that the
packet's route through the network may be determined dyram-
ically. In packet-switching each packet is ftrarsmittec from
node to node across the network from the originator to the
destination. As mentioned earlier, each packet switch may
pProvide service to one or more local subscribers in addition
to relaying through traffic.

A packet radio or switch is commonly called a "node", and
the communications path between any pair of adjacen*t noces is
called a "link". The links in a network may be radio peths,
wire trunks, or perhaps some combination of both of these. The
network then is composed of nodes and links. As a brief
aside, note that links may be unidirectional or bidirectional.
Unidirectional links may be viewed as one-way strests or
directed line segments while bidirectional links are anelogous
to two-way streets. Only bidirectional links wer2 rermitted
in our hypothetical network because the time slot assignment
algorithm required simplex communications between each pair of
linked nodes in order to coordinate the assignment of time
slots.

Each node in the network maintains one or more links with

other network nodes called "neighbors". It is desirable fer

each node to claim more than one neighbor. This enhances
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network connectivity, flexibility, capacity and overall
reliability. It is not clear how many neighbors each node
should try to claim or how many neighbors are sufficient

to guarantee a measure of network robustness; it depends

on such variables as the traffic load, equipment and path
reliability, link capacity, terrain and radiated power con-
straints, whether the packet routing is dynamic or static,
etc. There must be some practical bound on the number cf
neighbors a node would need or be able to claim. This is
particiularly true of our packet radio network implementation
which required the assignment of a finite amount of equip-
ment resources within each packet radic for each link to a
neighbcr. Hobbs work [Ref. 5] indicates that five or six
neighbors per node produces attractive networks in typical
situa*tions.

A "weigat" may be thought of as a cost. '"Distance" and
"channel value" are synonyms for weight frequently encountered
in the literature. In our network we assign a "link weight"
to each link. The link weight is a function of the link
attenuation and therefore the energy per bit required to
establish communications over the link. The low attenuation
links are more desirable and are assigned a correspondingly
lower weight than the less desirable higher attenuation links.

We also assign a "node weight" which is a function of

congestion present at the nodes on a link. The node weight
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increases as one or both of the nodes on a link becom=2 mcre
congested. The calculation of node and link weights iz
discussed in detail in section 1V,

When a packet is transmitted over a link it is said te
have made one "hop". A packet may traverse a single hop
or multiple-hop path from an originator to an intended
addressee depending on network connectivity and the proximity
of the two communicating nodes. The link weight is used by
the routing algorithm to determine what is referred to a&as the
"best path" between any pair of nodes in the network. FYe
seek to direct packet messages over +the path that presents
the least total cost. Link and node weight functions mav be
constructed that cause link and node weights to be calcu-
lated in such a way that the best paths are actually the
least-hop or least-energy paths. It is also possible to
design the weighting functions and perform the distance
calculations to permit best path assignments based -n a
combination of least-hop and least-energy path zonsiderations.

Time division multiple access (TDMA) is a signalling
method by which two or more separate and distinct informarion
bearing signals are transmitted over the same channel bv
allocating different time intervals for the transmission of
each signal. TDMA permits all nodes in the network to share
a common channel by transmitting signals that are separated

in time. Our network used TDMA. Time was divided into time

"frames". The frames had a fixed time duration. Each frame




was then divided into a number of uniform fixed length time
"slots". Each slot could then be assigned to carry one packet.

Frequency division multiple access (FDMA) is a signalling
method by which two or more separate and distinct information
bearing signals may be simultaneously transmitted over the
same communications path by sending each signal over a
different carrier frequency. The possible implementation of
a military packet radio network using FDMA was considered
during the early stages of our research tut was discarded
because an FDMA network appeared to require a larger number
of more complex receiver-transmitters than an equivalent
TDMA implementation. Additionally, we decided early-on to
use a spread spectrum technique to provide the packet radio
transmissions the antijamming (AJ) and low probability of
intercept (LPI) that spread spectrum communications offer.
Although it seemed possible to devise a frequency hoboping
spread spectrum FDMA scheme, before such a scheme could be
effectivel; implemented we would have to solve the same time
synchronizaticn problem which was the only major drawback to
a direct sequence spread spectrum TDMA implementation. The
time synchronization problem is addressed in paragraph D
below, and once this problem was sclved TDMA became <the
operating method of choice.

Code division multiple access (CDMA) is a digital
communications technique that permits several separate and

distinct signals to be transmitted and unambiguously received
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over one brocad-band channel at the same time. Each rode in
the network has assigned to it a unique pseudonoise (PY) code
that may be thought of as specifying the node's address.

The PN code is modulated by the outgoing binary data. CDMA
is used in our proposed packet radio network because of the
"selective addressing" capability it offers and because the
CDMA technique is easily implemented in a spread stectrum

communications network.

B. SPREAD SPECTRUM COMMUNICATIONS

Spread Spectrum is a communications technique that
involves expanding the bandwidth of the information bearing
signal. The expanded (spread spectrum) signal is then
transmitted over a much wider range of the frequency spectrum
than a more conventional signal with a transmitted bandwidth
approximately equal to the bandwidth of the information. The
desired signal is recovered by remapping the received spread
spectrum signal into the original information bandwidth.

In a spread spectrum communications system the bandwidth
of the data signal may be increased by one of three possible
methods known as time hopping spread spectrum (THSS), fre-
quency hopping spread spectrum (FHSS), or by a technique
known as direct sequence spread spectrum (DSSS). It is also
possible to design a hybrid spread spectrum communications
system that employs two of these methods simultaneously. All

of this 1s discussed fully in Reference 10, and since our
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hypothetical network utilizes DSSS, the THSS and FHSS
methods will not be discussed further.

The CDMA technique is readily implemented in a DSSS
communications system. The "DS" in DSSS stands for "direct
sequence", which refers to the high rate (large bandwidth)
binary code sequence that is modulated by the lower rate
data stream to prcduce a very wideband signal suitable for
spread spectrum communications. It is possible to find PN
code sequences with a lou enough crosscorrelation so that
CDMA communications

are possible and the mutual interference

is acceptable. One class of PN sequences can be easily
generated by a prograzmmable or a permanently wired feedback
shift register (FSR). The modulated wideband signal is
obtained by module two addition of the PN code and the out-
geing data signal [Ref. 10:p. 5]. All of the packets
transmitted by a node, whether locally generated or relay
traffic, are modulo two added to the node's PN code sequence
to produce the widzband signal that is then transmitted.

The received wideband signal must be processed at the
receiving node tc recover the baseband data which is then
either delivered to a local subscriber or, in the case of
relay traffic, used to modulate this node's PN sequence to
produce a new wideband signal that is retransmitted on the
link to the next node along the best path to the addressee.

The received signal is applied to a bank of some type of

correlation devices which reduce the signal to its baseband
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form. The correlators may be surface acoustic wave (SAVW)

devices, programmable matched filters (MF), or programmable

charge-coupled devices (CCD). In any event, each node nust
have one correlator set up and dedicated for use in receiving
signals from each of its neighbors.

In addition to the multiple access and selective
addressing capabilities already discussed, spread spectrum
communications offer other advantages that are valuable in a
military communications system. Earlier we alluded *to the
antijamming (AJ) and low probability of intercept (LPI)
properties of spread spectrum systems. The wideband signal
spectra produced in a DSSS system preferrably has its signal
power spread uniformly across a wide band of frequencies.
Therefore, the transmitted signal power density over any
small range of frequency can be made quite small, perhaps
10 dB to 30 dB below the level of the background noise.

Thus a spread spectrum signal may be buried in the background
noise where it is not detectable with a conventional receiver.

Today our military codes and cryptographic devices and

their associated keying material are controlled and distributed

fpom the National Security Agency (NSA) through the Classified
Material System (2MS) of the Department of Defanse (DOD).

I¢ a number of PN codes with suitable crosscorrelation preper-

T
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ties could be generated and then distributed through the CMS,

and if the codes were changed frequently and properly

E! protected by the local holders of the codes, then a military i
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DSSS packet radio network might not require additional
cryptographic protection because the modulated PN bit stream
exhibits the pseudorandom charazteristic produced bv any
"good" cryptographic system. If additional cryptographic
protection were required, then the data could be encrypted
before being used to modulate the PN sequence to produce a
cryptographically securz wideband signal for transmission.
In this case a relaying node would receive and correlate the
incoming wideband packet *to collapse this incoming signal

to an encrypted baseband signal. The encrypted baseband
signal would then have to bes processed by a cryptographic
device connected to (or resident within) the packet radio

to produce the plain-text baseband information packet. The
node could then read the packet header and, seeing that the
packet is destined for some other node, the relaying node
would re-encrypt the packet and use the resulting data
stream to modulate its own PN sequence to produce the spread
spectrum signal it would then transmit to its best path
neighbor on the link to the intended destination.

It might be desirable to leave the packet header
unencrypted. Then a node would obtain a plain-text header
with address information directly from the correlator. The
node would then decrypt the remainder of the packets that
were addressed to it, or would re-modulate and retransmit the
packets addressed to other nodes without first decrypting and

then re-encrypting.
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In this thesis we do not study if or how a military packet
radio network would be made secure by cryptographic devices.
The methods proposed above are involved and admittedly
equipment intensive; however, even if devices such as these
are not today physically realizable, in the author's opinion
it should be possible to build this type of cryptographic
equipment by the time a military packet radio network is ready

to be fielded.

C. VIRTUAL CIRCUITS

Person-to-person digital voice communications require ths
nearly continuous use of a low-bandwidth channel, whereas
the more bursty computer-to-computer traffic generally needs
intermittent use of a high-bandwidth channel. A packet radic
switch can reserve and release channel capacity as needed to
satisfy these communications requirements. Our network was
designed to accommodate both voice and data communications;
however, the method by which each of these is handled is

different.

Interactive voice communications must be processed on a
real-time basis to be useful, whereas data communications are
largely one-way and may be reassembled and stored at the
receiving terminal for later review. End-to-end delays of
more than 0.1 seconds in voice traffic start to become
noticeable and should be avoided, while delays in data

communications are more tolerable as long as all of the 'zta
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packets are eventually received by the addressee and can be
properly reassembled to recreate the original message. Data
packets may be received in any order but voice packets nust
be received in the order in which they are transmitted and
with relatively uniform delay to be useful. Note also that
bit errors and lost packets are intolerable in data communi-
cations and therefore the use of zrror detection and
correction codes is usually required. However the occasional
occurrence of a bit error or lost packet may not seriocusly
degrade the performance of packz2t-switched voice communica-
tions because the human ear will detect the error and the
listener will interpolate and understand what is being said
[Ref. 11]. Under these considerations it is reasonable to
use "virtual circuits” to carry voice communications and to
use the "store-and-forward" technique for the transmission
of data packets.

In our packet radio network a virtual circuit is con-
structed for each voice communications requirement at the time
that demand is placed on the network. Each virtual circuit
consists of a pair (one for transmitting and one for
receiving) of time slots on each Link along the best path from
the calling to the called party. The slots associated with
each virtual circuit are then reserved or temporarily assigned
for the duration of the conversation. Kuo [Ref. 12: p. 1lu0]
points out that the use of "a virtual circuit approach, in

which routes are selected on a session-by-session basis
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(depending on link utilization and topological connectivity
criterial)" is one method to maintain packet sequencing.

Virtual circuits have another advantage in that once
established, the succeeding packets do.not require a complete
packet header because the nodes along the best path have
recorded their slot assignments in routing and slot assign-
ment tables and therefore "know" that, in the case of a
relaying node, packets incoming form the originator-side in
a certain slot should automatically be retransmitted a few
milliseconds later to the best path neighbor in a specific
slot that was reserved when the virtual circuit was
established. The relaying node does the same thing for the
packets in the other half of the conversation, i.e. the
voice packets from the called to the calling party.
Additionally, if we use a separate buffer or queue to
temporarily store the voice and data packets as they await
retransmission at relay nodes, then the voice packet gqueue
may be very small because, according to our algorithm, a
voice packet would never have to wait for more than 1 frame
plus 1 slot duration before being retransmitted. However,
the data packet queue would normally be much larger in order
to hold the many data packets that could accumulats at a
node that is becoming congested.

The algorithm that was developed to simulate the
construction of virtual circuits is presented in section IIIj

however some comments concerning how requirements for voice
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communications would be placed on the preposed packet radio
network are in order here. It is envisioned that a virtual
voice circuit in a packet radio network could be constructed
in much the same way that typical telephone (circuit-switched)
communications are established today. A caller would use a
combination handset and keypad to "dial" the party with whom
voice communications are desired. It seems likely that a
tactical packet radio- network should be able to interface
with the tactical telephone system to provide trunking on an
as required basis, and thus provide telephone subscribers
with the capability to direct-dial any other telephone
subscriber in the integrated wire and packet radioc network.
The speaker's voice would be digitized within the handset and
then packetized within the local packet radin. In any event,
after the calling party identifies the called party the
packet radios automatically attempt to biild the virtual
circuit along the best path according *o the routing and slot
assignment protocols. The caller is thea provided with and
audio and/or visual "busy" or "ring" signal. The busy signal
might indicate that the called party was already engaged in
conversation with somecne =21se or that a link along the best

path could not accommodate the assignment of a pair of

mutually
available time slots. The calling party would then re-dial
the call at some later time.

Once *he virtual circuit is established, either party may

signal the end of the circuit requirement, i.e. "hang up",
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by pressing or releasing a key on the handset or by returning
a telephone handset to its cradle. The packet radios then
automatically break down the virtual circuit from the pnarty
#ho first hung up to the other party. The time required to
build or break down a virtual circuit depends, in part, on the
slot assignment protocol that is used; however, it seems
reasonable to expect that even multiple-hop circuits can be
built or rebuffed as busy in much less than 1 second.
Established circuits can be broken down very easily because
the slots are already assigned and available to carry an end
of message (EOM) indicator.

In our network the voice communications circuits take
precedence over data communications requirements because of
the requirement that voice communication be real-time. Data
packets are passed one link at a time as slots and channel
capacity are available, The data vackets are examined for
errors as t..2y are received at each node. The reception of a
correct data packet may be acknowledged to the neighbor node
that sent the packet. Similarly, a node may request
retransmission of a data packet with detected errors. Once
a correct packet is received, it is placed in a data queue to
await transmission to the next node along the best path to
the addressee, This is known as "store-and-forward" opera-
tion. So the data packets may be thought of as filler traffic
that is transmitted between voice virtual circuits. The
virtual circuits are always built when the required slots are

available.

L S A L T SR S S T -

_——— s




W e T " AN 2l Bt SR SR St A g Rt Bt Nk el gt g gl St A e Saaih Jeatit et el SDn et Jad e ead Sk Wy,

v h G e

It is interesting to note that studies have shown [Ref. 13]

that the average speaker in a two party conversation is only

S

actively vocalizing approximately 40 percent of the time.

Speakers talk in "talkspurts" of activity serarated by pauses

to breathe and listen. It mav therefore be pussible to send
data packets between the talkspurts of a cornversation. A
technique such as this called Time Assignment Speech Inter-

polation (TASI) has been used since 1960 %o nearly double the

usefulness of expensive deep sea televhone catle systems.
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[Ref. 1]
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D. NETWORK TIMING AND SYNCHRONIZATION

1. Overview

Our packet radio network is designed t> opzrate
synchronously. Synchronous operation here means that all
nodes in the network use frames that are synchronous in time.
The time duration of any frame (or slot) Is the same
eavervwhere in *he network thus eliminating rthe need for more
capable "gateway" nodes to link sub-networks emploving
different frame/slot structures and timing.

Our network is homogeneous. All ncdes are equally
capable, In military parlance it cculd be said that the
vacket radios are standardized, interoperable and easily
interchangeable., These are all desirable qualities of a
military communications system because they lead to enhanced

system flexibility and reliability, and serve to reduce the
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obvious vulnerability of a network which employs a few highly
sophisticated nodes, the destruction of which would seriously
degrade network performance.

Although it is possible to simulate our slot assign-
ment algorithm in a network where, at any instant, two
interccnnected nodes may be at the start of different slots,
the recuirement that all the nodes be effectively synchronized
with respect to time slots is, in our network, absolute. Our
additicnal requirement that the frames be synchronized is not
unrealistic. It certainly makes the computer simulation
program easier to write and also allows network operation and
program execution to be much more easily traced.

We now consider whether it is technically possible to
synchronize the proposed network in such a way that all
neighboring nodes in the network start the same numbered slot
of a frame at very nearly the same time. The analysis below
is a reasonable first approximation concerning the timing
requirements of our network. The analysis is laced with key
assump=ions of how a military integrated veoice and data
packet radio network might operate.

The first matter to be settled is the selection of an
operating frequency. Kane [Ref. 4] suggested that a military
packet radio network should be operated as two sub=-networks
with different operating frequencies. He proposed that most

of the packet radios operate at 300 MHz to permit greater
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network ccnnectivity. Kane also recommended that a "back-
bone" sub-network operating at 1.5 GHz be superimposed on the
300 MHz network to provide greater bandwidth and correspond-
ingly greater message carrying capability. This system would
require some type of interface equipment between the <two
sub-networks. Additionally, the 1.5 GHz radios needed line-
of-sight (LOS) paths nearly free of vegetation because of the
highly directional and poor foliage penetration proverties of
signals at this frequency. On the battlefield this require-
ment means that the backbone terminals would usually be sited
on high ground relatively free of cover where they could be
vulnerable to enemy observation. Therefore, we decided that
our network would operate as if its frequency were atout

300 MHz where LOS paths were less critical and adequate
connectivity had been demonstrated by Kane.

The analysis that follows is based on the assumption
that our network utilizes delta modulation (DM). Readers
unfamiliar with DM may wish to consult Reference 13, pp. 539~
546 or Reference 16, pp. 498-506. DM is used extensively
in military communications equipment being developed by the
Joint Tactical Communications (Office under the TRI-TAC program.

Delta modulated voice communications are typically
sampled at 16 kilobits per second (16 kbps). If the voice
circuits are operated as "virtual circuits", and if we allow

only one slot per frame to be assigned for the transmission
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or reception of a particular voice circuit, then for a system
with 12 uniform slots per frame the duty cycle for any single

circuit is
Cuty Cyecl2 = 1/12 = 0.0833

If we assume that each time slot has a duration of 1
millisecond then each twelve slot frame is 12 milliseconds
long.

Zach virtual circuit must pass traffic at an overall
rate of 1% kbps, and since the duty cycle is 0.0833, this
implies that the information in each voice virtual circuit
must be compressed by a factor of twelve. Therefore, in
our twelwve slot per frame scheme, the information in each

slot must be passed at a rate of,
(1€ kpbs)/(0.,0833) = (16 kbps)(1l2) = 192 kbps

Thus the bandwidth b of the compressed (lowpass) signal which

will be used to modulate the PN code sequence is,
b = 132 kbps = 192 kHz

%ince each slot is 1 millisecond o>ng, each assigned

slot much carry,
(192 kbps)(1l ms) = 192 bits

of the compressed information.
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Assuming that our network operates spread spectrum at
a center frequency of approximately 300 MHz, then as a rule of
thumb we could reasonably expect to spread our signal over a
radio frequency (RF) bandwidth W equal to abocut one half of

one tenth of the operating center frequency. Thus
W = (300 MHz)/(2)(10) = 15 MHz

Therefore the PN sequence rate is 15 Mbps and the post
detection processing gain (PG) of the spread spectrum signel

is approximately
PG = W/b = (15 MHz)/(192 kHz) = 78.125 = 18.9 dB

In spread spectrum terminclogy the bits in *he nigh
rate PN sequence are called "chips", and as discussed earlier,
the chip sequence is modulated by the data to produce *he
spread signal. The chip rate is the same as the bandwidth W

of the spread signal. The number of thips L per modulating

data bit is also given by
L = W/b = (15 MHz)/(192 kHz) = 78.125 chips/bit

In any actual spread spectrum implementaticn we would raguire
a whole number of chips per bit. Therefore we wcould round off
the result of this calculation to 78 chips per data bit, which
would change slightly the bandwidths and PG calculated above.
In other words, we would selact some integral number of chips
per bit that would yield the desired spread spectrum bandwidth

and PG.
y?2
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In a military packet radio netwecrk we would want to
use the most compac= and inexpensive oscillator that would
satisfy our timing requirements. In our proposed packet
radio netwcrk we seek to synchronize the timing signal
derived from the local oscillator to within 0.1 chip of the
received chip stream in order to properly correlate the
received signal. hat is, the incoming chip stream must be
synchronized in time with the locally generated reference
PN sequence tha* is used to remove the effacts of spreading
(i.e. correlate) and reduce the received signal to its
compressed baseband equivalent.

Oscillator verformance is measured in terms of an
oscillatcr's short-:-erm and long-term stability characteris-
tics. Short-term s=zability refers to the oscillator's
ability to "beat" regularly over a brief period (perhaps 1
second) of time while long-term stability is a measure of
oscillator accuracy measured over a much longer period
(usually hours or days).

Today the oscillators or frequency standards
available commevrcially fall into two general categories:
quartz devices and atomic frequency standards. The frequency
produced by a quartz oscillator is the result of vibrations
originating in the piezoelectric nature of the quartz crystal
itself. The frequency of an atomic standard is derived from

the energy transition between atomic states that is an
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intrinsic characteristic of the atom involved. Scme tvpical
values for oscillator and frequency standard stability are
given in References 17 and 18.

Atomic frequency standards have very good long-term
stability and slightly poorer short-term stabilitv. In
contrast, quartz oscillators have very good short-term
staoility but drift in frequency over the long=-term. In
further contrast, the operating frequencies of quarts oscil-
lators range in value from 0.1 to 100 MHz while the atomic

standards resonate at much higher frequencies in t'.2 range »f

$

6.8 to 9.2 SHz, and quartz oscillators are generally smaller,

3

lighter, require less power to operate, and cost much less
than atomic frequency standards [Ref. 17]. Therefore we
would prefer to use crystal oscillators if at all possible.

We must now decide what degree of stabilitv is
required for the oscillators in our network. Once this is
decided we will be in a position to determine whether or nct
our proposed network is physically and economically realicabla.

If we let the cscillator frequency be ten times the

chip rate then,

Oscillator Frequency = (10)(1S5 MHz) = 150 MHz

The careful reader will note that we said crystal oscillators
have a frequency limit of 100 MHz. FHowever, recent develop-

ments in crystal oscillator technology have extended the
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operating range to 300 MHz for "standard type" and up to 1 GHz
for "custom-designed type" oscillators [Ref. 18].

Then in cne of our 12 ms frames there will be

Oscillations per Frame (150 MHz)(0.012 se=z)

6

1.8 x 10

beats of our oscillator in each frame. If we were able to
resynchronize our oscillaror once each frame, then we would

require an oscillator with a short-term stability of about

Short-Term Stability = 1/(1.8 x 10%) = 5.56 x 1077

or, said another wav, a stability of about six beats in every
1 x 107 beats of *he oscillator. Direct extension of this
result leads to the development of the information applicable
to our network presented in Table I.

Typical crystil oscillators have short-term stability
of about 1.5 % lC_ll over 0.01 seconds and 1 x 10'll over
100 seconds with long-term stabilities on the order of
5 x 10719 over a twenty-£four hour period [Ref. 17]. The new
"standard type" gquart:z oscillators offer even better short-

10-10 to 1 x 10'12 over 1 second

term stabilities o7 1 x
[Ref. 18].

It appears as though our network would require
occasional global resynchronization with a master clock. We

would prefer to perform this global resynchronizaticn as

infrequently as possible to keep the network management and
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overhead traffic at a minimum. The method by which global
resynchronization can best be accomplished has not been
studied as a part of this thesis. However, it seems
reasonable to perform this function during and in

conjunction with the best path update cycles.

TABLE I Short-Term Stability Requirements

Resynchronization Resynchronization Short-Term
Period Rate Stability Required
0.012 sec Once per frame 5.56 x 107/
0.120 sec Once per 10 frames 5.56 x 100
1.200 sec Once per 100 frames 5.56 x 1077
12.00 sec Once per 1000 frames 5.56 x 10" 19
120.0 sec Once per 10000 frames . 5.56 x 10+t

Utilizing a conservative crystal oscillator short-

term stability estimate of 1 x 10710

and interpolating from
Table I we see that resynchronization is only required about
once every six seconds. This is close to the update periods
studied in later sections of this thesis. Thus is it

reasonable to conclude that timing and synchronization shculd

be achievable in our proposed network with crystal oscillators.
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III. A PROPOSED TDMA TIME SLOT
ASSIGNMINT ALGORITHM

A. ASSUMPTIONS
As our hypothetical network model was developed and
refined, it was necessary to make several key assumptions

concerning the way in which a military packet radio network

might someday operate. The most important assumptions are *
discussed in the following paragraphs.

The modeled network is shown in Figure 1. In designing
our test network we sought to devise a network that was simple
to implement and large enough to generate the dynamic con-
ditions that might be enccuntered in an actual packet radio
network. The test netwecrk contains thirteen nodes and
thirty links, and can be called "richly connected". The
network connectivity was assumed to be static. No nodes were
permitted to join or leave *he network and all of the links
were assumed to remain intact fcr the duration of the
simulation. The nodes were assumed to be located approxi-
mately 3 kilometers to 6 kilometers apart. Therefore
propatation delays would be on the order of 10 to 20
microseconds and were regarded as neligible.

The results of the analysis presented earlier in this

report allowed us to assume that timing and synchronization

L7
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Figure 1 Test Network

could be achieved in our network. Additionally, we assumed
that the noise and interference characteristics of the
channel were such that intelligible voice communications
could always be effected (subject, of course, to link, node,
and slot availability).

Qur network was presumed to be heterogeneous, that is,
capable of accommodating both real-time voice messages and
data traffic. Bond's work [Ref. 3: pp. 24-46] included an
analysis of voice and data traffic requirements based on

historical data of a Marine Amphibious Force (MAF) deployed
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in Vietnam. He used this data and the information contained
in a recent Marine Corps Tactical 3ystems Support Activity
(MCTSSA) study [Ref. 19] to conclude trat, in the future,
voice radio communications within a MAE will be "the major
contributor to network loading". Since we decided to use
virtual circuits for voice messages anc the store-and-forward
technique for data packets, and since we assumed that the

volume of voice traffic would greatly exceed the total amount

of data traffic, it was decided to restrict our simulation to

studying only the effects of using virtual circuits. There-

fore, the simulated flow of data packets was omitted from

our study. If we consider that data packets can be buffered
in queues within the nodes and sent when channel capacity is
available (either between virtual circuit requirements and/or
in the interstices between talkspurts of an established
virtual circuit), then it is reasonable to assume that our
network could also easily process a relatively light load of
data packets.

All links were assumed to be bidirectional and both halves
of a conversation were carried by —he same link or series of
links.

Hobbs work [Ref. 5: pp. 20-24] included a studv of the
link equations for a prototype tactical packet radio network
laid out in central Europe. His networks have characteristics
and features that are similar to the network we developed,

Hobbs concluded that for a typical netwbrk, with the packet

L9
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radios utilizing omnidirectional antennas, it is possible to
establish a communications network with enough alternate
routes to provide reliable operation using links whose loss
(i.e. attenuation) does not exceed approximately 141l dB.
Hobbs also found that .the best path in his network layout
had an attenuation of 81 dB. Thus it is reasonable to model
our network with link losses that range in value from
approximately 81 dB to 141 dB. We assigned a randomly
selected attenuation in this range to each of the thirty
links in our network. These link attenuations are contained
in Appendix A.

We now postulate several basic operating rules for our
packet radio network. First, a node may either transmit or
receive in a slot but may not do both simultaneously, because
when a node transmits, the transmitted signal effectively
jams any signal that the node is attempting to receive. We
also assumed that each node was'"listening" for inter-nodal
service messages in any slot in which it was not transmitting.
Second, since CDMA operation was assumed, all nodes could
receive packets from more than one neighbor simultaneously.
How many packets could be received at once, i.e. the "depth"
to which the nodes could "stack" the receive signalsz, was a
program input parameter.

Finally, in order to make the simulation more manageable,
we assumed all of the nodes in the network had instantaneous

and global knowledge of all link and node weights whenever
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a best path update was performed. This is an admitted
artificiality, because in any actual packet radioc netwcrw
that utilizes dynamic routing there would have to be scme
type of update or network management protoccl in operation
to modify weights and generate and process update messages.
It was beyond the scope of this thesis to devise or test
an update scheme.

It is worth noting, however, that the ARPANET, a packet
network designed and managed by the Defense Advanced Research
Projects Agency (DARPA) of the DOD, utilizes a dynamic
routing update protocol that has produced very good results
[Ref. 20: pp. 226-231]. The topic of passing routing
information in a distributed packet radio network is a

subject of current research.

B. THE DIJKSTRA SHORTEST PATH ALGORITHM

Determination of the "shortest path" between any pair of
nodes in a weighted graph is a classic problem that has L=en
studied by mathematicians and graph theorists. As previouisly
mentioned, this problem is directly applicable to
communications networks.

Many algorithms have been developed to find the minimum
weight path connecting a pair of specified nodes. The
Bibliography of this report lists several textbooks that

discuss the most popular shortest path algorithms.
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The algorithms are usually very easy to implement on a
computer. However, depending on the size, connectivity, and
traffic flow constraints of the network, some of the algorithms
may require very long computer execution times. Therefore
several "heuristic" algorithms have also been developed.
These algorithms generally prcvide sub-optimum solutions with
much less computaticnal effort.

Research bv Gallager [Ref. 21] has proven that the paths
in a minimum distance (optimum) solution, “or a network with
link weights greater than zero, is loop free. Although any
optimum solution must be loop free, not every loop free
sclution is optimum. Therefore we sought an algorithm that
was computationelly easy and that would yield zn optimum
solution, thus providing efficient operation and loop free
path assignments.

We selected an algorithm first described by Dijkstra
[Ref. 22] for inmplementation on our network. The Dijkstra
algorithm is basically a "tree growing" procedure wherein we
substitute iinks, as required, into paths from every node to
every other node on successive iterations of the algorithm.
Each node must know the network topology and all of the link
distances. The algorithm iterates until all of the minimum
distance paths have been identified, that is, until we make
a pass through the algorithm without making a change to the
entries in the cumulative "distance" and "best path neighbor"

routing tables.
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If we let di

represent the distance from node i +: node

Lde

J, then the actual operation of Dijkstra algorithm can be

described as the successive calculation of

dij = mln[dij or m]tn(dik + dkj)]

for each pair of nodes in the network.

The actual operation of the Dijkstra algorithm is best
explained by example. Given the small network and initial
distance and best path neighbor routing table in Figure 2,
we shall demonstrate how the Dijkstra algorithm can be used
to obtain the best path neighbor assignments. Nodes may be
numbered or lettered. Here they are lettered to avcid
confusion with the link distances.

The network of Figure 2 has five nodes lettered A through
E and seven bidirectional links. The number beside each link
represents the "distance" of that link. As discussed earli=r,
the link distance is not necessarily the physical distance
between the nodes but rather is any positive number

representing the cost of using that link. Although the

algorithm may be used to find the minimum distance paths

in
networks with unidirectional, bidirectional, or a combinaticn
of unidirectional and bidirectional links having different

link distances, we have for simplicity in our example assigned

one distance for each link. That is to say, the distance

between any pair of nodes on a direct link is the same in

either direction.
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Initial Best Path Neightor

1

To

From A B C D )
A - B C E
B | A - E
C A - D E
D c - E
E A B C D -

Figure 2 Dijkstra Algorithm Example

To

From

D

E

W P y——

Initial Distance
A B c D E
- 7 3 L L
7| -] ] ]|1
3 S - 4 6
w | o |y |- |1
Y 1 6 1 -

Network and Associated Tables

The initial best path neighbor and initial distance

matrices contain onlv the neighbors and distances asscciated

with the direct links.

Note that the distance between nodes

that are not directly connected is initially set to =, and

that the best path neighbors for these node pairs are

unassigned.
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Beginning with node A, observe that a direct link exis-<s

~

13 7.

1

tl' with node B and that the distance from node A to node

We shall follow the notation A/B/7 (used by Lengerich [Ref. 81])

as a convenient means of describing the path and its dis-
tance. According to the algorithm, we next examine every
other path from node A to node B to determine if a channel
value less than 7 can be found. First consider the path
A/C/3 + C/B/» which represents the two hop path A/C/B/«

from node A to node C and then from node C to node B. Since
the path from node C to node B has not yet been determined,
the weight of this two hop path is infinite. The A/C/B/~
path therefore is rejected and no changes are made to the
best path or distance tables. Next the A/D/e + D/B/= =
A/D/B/» path is considered and subsequently rejected

because it also has an infinite distance. Finally the

A/E/4 + E/B/1 = A/E/B/S5 path is examined and adopted as the
tentative new best path from node A to node B because the
new resultant cumulative distance of 5 is less than the direct
path distance of 7. The best path and distance tables must
now be modified to reflect that node A's best path neighber
to node 3 is node E, and that the total path distance via
node E is §S.

Next we look for cumulative distance paths from node A to
node C which are lower than the direct link A/C/3. We
consider the paths A/B/6 + B/C/= = A/B/C/w, A/D/= + D/C/4 =
A/D/C/®, and A/E/4 + E/C/6 = A/E/C/10 and reject all of these

paths.
5%
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Next we seek a tentative best path from node A to node D.
There is no direct link between these nodes so the A/D/« path
initially has an infinite distance. We consider the path
A/B/6 + B/D/» = A/B/D/~ and reject this path because if its
infinite total distance. The A/C/3 + C/D/4 = A/C/D/7 is next
studied and adopted as the new tentative best path with the
tables modified accordingly. Therefore we are now looking
for a path with a cumulative distance less than 7. The next
path we consider, A/E/4 + E/D/1 = A/E/D/S5 with a cumulative
distance of 5 is just such & path and is therefore adopted as
the new best path from node A to node D, and the table entries
for A to D are modified to show that node E is the best path
neighbor and that the distance of this path is 5.

The procedure outlined above is continued and at the end
of the first pass through the tables the best path neighbors

and distances are as shown in Figure 3.

Best Path Neighbor Distance

To To

From A B C D E From A B C D =
A - E c E E A - S 3 5 u
B = - E E E B 5 - 7 2 1
c A E - D D C 3 7 - 4 5
D E E C - | E D 5 2 4 - 1
E A B D D - E 4 1 5 1 -

Figure 3 Dijkstra Algorithm Example Table
Values After the First Pass
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Since changes were made to the tables during the first
pass, we must now make a second pass through the tables to
see if the changes made during the first path will permit
still better path assignments.‘ We make two changes during
the second pass through the distance table, both associated
with the path between nodes B and C.

During the second pass there are no changes until we seek
a path from node B to node C with a cumulative distance less
than the value of 7 (via node E) obtained on the first pass.
The path B/D/2 + D/C/4 is really the path (B/E/1 + E/D/1) +
D/C/4

(B/E/D/2) + D/C/u4 = B/E/D/C/6, which is a three hop
path where the path shown in parentheses is a two hop path
identified during the first pass. The distance of 6
corresponding to the newly identified three top path is less
than the distance value 7 obtained earlier, so we modify the
distance table accordinglv. Note however that node B's best
path neighbor assignment is still node E.

Later during the second pass we discover a similar change
to the path from node C to node 3. Considering the path
C/D/4 + D/B/2, which is really the path C/D/u4 + (D/E/1 +
£/8/1) = C/D/4 + (D/E/B/2) = C/D/E/B/6 (where once again the
path in parentheses is the two hop path identified during the
first pass), we obtain a lower three hop path distance of
value 7. Now, however, we must modify both the best path

neighbor and distance matrices because C's best path neighbor

has changes from node E to node D.
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There are no more changes during the second pass, and
after the second pass the best path neighbor and distance

tables are as shown ir Figure 4.

Best Path Neighbor Distance
\\{? To
FROM \ A B C D E From A B C D E
A - E C E E A - 5 3 5 4
B E - E E E B 5 - ) 2 1
C A - D D C 3 ) - 4 5
D E E C - E D 5 2 4 - 1
E A B D D - E 4 1 5 1 -

Figure 4 Dijkstra Algori+vhm Lxample Table
Values After the Second Pass

Since there were changes duringz the second pass, a third
pass through the tables 1is now required. We make no more
changes during the third pass, so the algorithm terminates and
we adopt as final the best path neighbor assignments contained
in Figure U4,

Each node now need only know which neighbering node is
its best path neighbor to every other node. In our network
implementation we continue to route each existing virtual

circuit to the best path neighbor (i.e. over the same path)
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that existed when the virtual circuit was established.
However any new virtual circuits and all data packet are now
sent according to the updated best path neighbor assignments
until such time as the Dijkstra algorithm is again invoked.
Depending on the network topology, node mobility, and the
function used to determine link distances, the shortest
paths will change over time.

The routing information and assignments produced by the
periodic execution of the Dijkstra algorithm as described
above actually provides for "quasi-static", rather than
truly "dynamic", routing because the best path neighbor
assignments are held constant between updates. The link
distances may change several times between updates and
therefore truly dynamic routing would require that an update
be performed each time a link distance is changed, which 1is
clearly impractical in a network with more than a few nodes
or in any network where the traffic volume and flow changes
rapidly. If the period of time between updates is relatively
short (perhaps on the order of 1 to 5 seconds) with respect
to anticipated significant changes to the link distances,
then it is reasonable to expect that quasi-static routing
should perform nearly as well as truly dynamic routing. It
is not uncommon to find quasi-static routing referred to as

dynamic routing in the literature.
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C. THE PROPOSED TIME SLCT ASSIGNMENT ALGORITHM

1. Design Goals

We are now ready to discuss the time slot assignment
algorithm we have develnped for a military packet radio
network. Our design objectives are diszussed briefly in the
next several paragraphs..

We sought to devise a scheme that would use CDMA to
allow two or more received signals to be "stazked" and
simultaneously recieved in one time slot, thereby conserving
empty slots (and éhannel capacity) and allowing greater
throughput under conditions of heavy network loading.

Additionally, we sought a slot assignment scheme
which would distribute the transmit signals across all slots
of a frame as uniformly as possible over the network as a
whole. This should maintain the overall radiated energy of
the ‘-network at a relatively constant level over any frame
(or short series of frames) and should alsc help to minimize
the amount of mutual interference.

The use of a dedicated "servics s5lot" to carry net-
work management and virtual circuit coordination traffic was
considered initially but later rejected as an inefficient
allocation of channel capacity. We decided to design the
algorithm in such a manner that inter-nodal communications
coordination traffic is passed in any of the available slots.

A desirable algorithm should attempt to service all

offered voice traffic, and the simulation program should take
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e into account and realistically model the delays encountered
,Lu in an actual packet radio network. Although propagation

delays were considered to be negligible, other time delays
suzh as the time to process a packet and the time a processed
packet must wait until being retransmitted were modeled in
the simulation program.

Finally, we desired a slot selection algorithm that
was easy to implement and compatible with the Dijkstra dynamic
routing algorithm. This was not a problem. Our proposed

time slot assignment algorithm should work well with any

dynamic routing scheme and will detect looping and
backtracking caused by changes to the best path neighbor
assignments during the construction of virtual circuits.

2. The Algorithm Explained

The basic premise of our time slot assignment
algorithm is that the nodes should seek to conserve their
urassigned slots by stacking the received signals whenever
possible to some maximum depth in a minimum of slots. The
stacking depth is a simulation program input parameter,
however we require that all nodes always be able to receive
ane signal more than the assigned stacking depth, This
requirement is necessitated by the fact that we have assumed
that a node may always receive a communications coordination
message from a neighbor in any slot in which it is not

already transmitting.
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Since every node is "listening" to its neighbors in
any slot in which it is not already transmitting, a node may
know a lot about its neighboring nodes' transmit slct
assignments. It will not, however, know which glot or slots
a neighbor is already using to receive. Thersfore cur
algorithm uses brief single packet messages tc coordinate
assignment of the time slots. We let the ncde that is being
called select and assign the slot in which it will receive
a virtual circuit. A node makes a receive slot assignment
based on the information in the calling node's coorcination
message and a knowledge of its present slot assignments. The
requirement for neighbor nodes to exchange ccmmunicetions
coordination messages 1is the reason for our earlier
requirement that all links be bidirectional.

As with the Dijkstra algorithm already Ziscussed, it
is easiest to explain our time slot assignment algorithm with
an example. We assume that our network is ccmposed cof five
numbered nodes with the best path neighbor infirmation and
slot assignments as shown in Figure 5. Note zhat this
example network uses four slots per frame rather than the
twelve slots per frame scheme which was actually studied.
However, four slots per frame is sufficient to demonstrate

the operation of the algorithm.

We shall assume that the best path neighbor assignments

will remain as shown in Figure 5 for the duration of the

simulation and that we seek to stack the receive signals
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Time Slot Assignment Tables

Node 1 slot
Best Path Neighbor 1 2 3 L

1 2 3 4 5 Node 2 R-5 T-51 slot

Node 3 | | slot
LN L 4

3 5 2 - 4 5 Node u L l slot

Node 5 |T-2 {R-z slot

ey

YTy
". Te v ¢ A w
.
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Figure 5 Time Slot Assignment Algorithm: Example
Network and Associated Information
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- three deep (i.e. receive up to three signals simultanecuslvy)

when possible. We have adopted the nctation T=-3 and R-3
to signify that a slot is used to transmit to node 3 cr to
receive from node 3 respectively.

Before we start our example we see from the Time Sl ot
Assignment: Tables in Figure 5 that there is already a single
hop virtual circuit established and actively carrying voice
traffic between nodes 2 and 5. Node 2 is transmitting to node
5 in slot 4 and receiving from node 5 in slot 2. Similarly,
node 5 is transmitting to node 2 in slot 2 and receiving
from node 2 in slot 4.

We now begin the example by assuming that we are late
in slot 1 when a caller at node 1 dials or somehow identifies
a requirement to speak with someone at node 3. The packet
radio that is node 1 recognizes the requirement for a virtaal
circuit and consults its best path neighbor table. Node 1
finds that its best path neighbor for all traffiz des+ined

for node 3 is node S5, and prepares an "initial request for

O

8

service" (IRFS) message for transmissicn to node &, but by
now the whole network has just entered slot 2. Node 1 has
been listening and knows that node 2 transmits in slot 4 and
that node 5 (the node with which it must now communicate) is

transmitting in slot 2. Since our rules prohibit a node from

simultaneously transmitting and receiving, node 1 must wait

and transmit the IRFTS to node 5 in slot 3.
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Node 5 receives node 1l's single packet IRFS message
in slot 3, consults its time slot assignment table, and sees
that its siots would best be conserved if it could receive
node l's transmissions in slot 4 (i.e., in the slot already
used to raceive transmissions from node 2). Node 1l's IRFS
included information concerning its present slot assignments,
so node 5 knows that node 1 is able to transmit in slot 4.
Therefore node 5 assigns slot 4 as the slot in which node 1

ill transmit and node 5 will receive. Node 5 now prepares
a "responsa request for service" (RRFS) message for trans-
mission batk to node 1, but because of the time required to
process the IRFS the network is in slot 4 and node 5 must
wait until slot 1 of the next frame to send its RRFS back
to node 1.

Node 1 receives node 5's RRFS in slot 1 and sees that
it has beer directed by node 5 to transmit in slot 4. Node 1
will now record this slot assignment and then, with the helpo
of the slot assignment information provided in the RRFS,
select a slot in which it will receive from node 5, Since
node 1 has no cther receive slots assigned but knows from
the RRFS that node 5 is already transmitting in slot 2, node 1
may select either slot 1 or 3 for use in receiving from node
5. We shall assume that node 1 selects slot 3 as the receive
slot. Node 1 records this assignment in its time slot
assignment table and prepared a "final assignment notice"

(FAN) message for transmission to node 5. The time required
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to process the RRFS, select a receive slot, and produce the
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FAN message means that the network is now in slot 2, ilode 1

now identifies the next slot which it may use to send the FAN
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to node 5. As with the IRFS this is slot 3. Note that
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the FAN if there were no available slots occurring earlier.
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Node 5 receives node 1l's FAN in slot 3 and records

LA

that node 1 has directed it to transmit in slot 3. The tine
slot assignment tables for nodes 1 and 5 now appear as shown
in Figure 6. The nodes have now constructed one hop of the

virtual circuit. Node 5 now starts building the next hon of

the circuit,.

Time Slot Assignment Tables

e

Node 1 T-5{ slot
) L) L L4 T )
1 2 3 Y
R-1
Node 5 T=-2]|T=-1}jR=2| slot

Figure 6 Time Slot Assignment Algorithm Example -
Time Slot Assignments for Nodes 1 and 5
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Node 5 knows that the virtual circuit addressee is
node 3, so node S5 checks its best path neighbor table and
sees that its best path neighbor to node 3 is node 3. The
network is well into slot 4 by the time node 5 prepares an
IRFS for transmission to node 3. Therefore node 5 waits
until slot 1 (its nearest and only remaining unassigned slot)
of the next frame to transmit its IRFS. Node 5 has been
listening in slot 1 and knows that node 3 is not transmitting
in this slot.

Node 3 receives and processes node 5's IRFS and
determines that it must tell node 5 to transmit in slot 1
since this is node 5's only remaining free slot. TFortunately
node 3's slot 1 i3 not already assigned as a transmit slot,
nor is it receiving a maximum number of receive signals, or
else our circuit requirement would have had to be rebuffed
and the slot assignmeats associated with the first hop
removed from the slot assignment tables at nodes 1 and 5.

Node 3 records that it will receive from node 5 in
slct 1 and prevares an RRFS for transmission in the next
mutually available slot, which node 3 identifies as slot 4.
By now the network is in slot 2 so node 3 must wait until
the start of slot 4 to send its RRFS.

Node 5 receives the RRFS from node 3 in slot U4,
records that it will transmit to node 3 in s:%t 1, and after

application of the time slot assignment algorithm decides
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that it must receive from node 3 in slot 4. Node 5 now

records this decision and also makes appropriate strap-over

retransmission of the traffic on this virtual circuit and

{
?‘ records, both for the purpose of effecting automatic

also to facilitate the orderly and efficient breakdown of

this circuit at a later date. Node 5 records that all

traffic received from node 1 in slot 4 should automatically
be retransmitted to node 3 in slot 1. Similarly, the

traffic received from node 3 in slot 4 should be retransmitted
to node 1 in slot 3.

The network is in slot 1 by the time node 5 completes
all of the processing outlined above and drafts a FAN for
transmission to node 3. Therefore node 5 must wait until
slot 1 of the next frame to pass its FAN to node 3.

‘Node 3 receives node 5's FAN and records that it has
been directed by node 5 to transmit in slot 4. The time slot
assignment tables for nodesl, 3, and 5 r~w appear as shown in
Figure 7. Node 3 recognizes that it is the addressee for this
?ﬁ circuit and sends a ring signal (or some other indication that
.}I an incoming call has been received) to a local subscriber or
switchboard. Node 3 should also send a service message back
to the originator over the circuit just established to let
the calling party know that the virtual circuit has been
constructed.

The virtual circuit between nodes 1 and 3 has now been

established, Note that node 5 is saturated. It has no
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Time Slot Assignment Tables

Node 1 R=5|{T-5]slot

= Node 3 |R-§ T-5|slot
>

S R-=3
SE R=-1
" Node 5 |T=3|T=2|T-1|R=-2]|slot

| B L] L) ¥ l)
1 2 3 4

= Figure 7 Time Slot Assignment Algorithm Example -

. Final Time Slot Assignments for Nodes 1,
A 3, and §

Agﬂ unassigned slots and is receiving a maximum of three signals

gf in its one receive slot. Assuming that there are no changes

v to the network between now and the next best path update

cvecle, the calculation of the distances for node 5's direct
links should yield large values of distance, so that the new
best paths are selected in such a way that future circuit
requirements not originated at or addressed to node S are routed

o over the three links connecting nodes 1 and 2, 2 and 3, and
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3 and 4. Node 5 should be avoided since all calls to nocde

5 will be rebuffed until
presently active at node
It should now be

the number of time slots

than the number of nodes

b allowable receive signal
cant impact on the overall message throughput. Equally
h- obvious is the fact that,

will ever be able to stack receive signals to a depth greater

one or both of the virtual circuits
5 are disestablished.

clear to the reader that increasing
per frame or increasing the maximum

stacking depth can have a signifi-

according to our rules, no node

it claims as neighbors.
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IV. THE COMPUTER SIMULATION PROGRAM

A. COMPUTER LANGUAGE AND RESQURCES

The simulation program was written in the SIMSCRIPT II.S
programming language. The SIMSCRIPT language is versatile and
has many features that make it well suited for discrete-event
simulations. The language is relatively easy to use and
SIMSCRIPT programs are (with a li—<tle practice) easy to read
because the program statements are written in an approximation
to simple English. The read and write statements may be
"free-form" or formatted, and errors produce excellent
diagnostic messages.

The simulation program was exaecuted on the NPS IBM 3033

computer, running SIMSCRIPT II.S5 version 9.0.

B. PACKET RADIO NETWORK SIMULATION PROGRAM

The simulation program has a modular design., In addition
to the "preamble" and "main" program, there are nine "events"
and eight "routines". SIMSCRIPT routines are basically the
same as subroutines in other o»rogramming languages. Each
routine performs a specific function and may be called by the
main program, other routines, or any event anytime during the
simulation. Events differ from routines in that events are

"scheduled" rather than called. The main program and any

event or routine may schedule any event to occur at the
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- present time or some future point in time. (References to
i time in this section of the report refer to the modeled

:! simulation time maintained by the computer's simulation

clock during program execution.)

Copies of the simulation program and a sample data set
are appended to this thesis. The program contains ample
comments and each event.and routine carries a header of
comments to help explain its purpose and function.

1. Distance Calculations

A distance (i.e. cost) function is used to calculate
the link distances, which are then used by the routing
algorithm to determine the best paths. The distance func-
tion may consider path attenuation, link and node congestion,
packet delay time, queue length, etc. The distance function
will normally consider and attempt to interrelate several
of these parameters in order to produce distances which,
when operated on by the dynamic routing protocol, produce
desirable path assignments.

Kuo [Ref. 12: p. 163] states that: "There is no
universally optimal routing strategy". If delay is important
in a particular network, then the distance function should
produce weights that assure route selections which avoid
pockets of local congestion. If the amount of radiated energy
is important, then the distance function should produce

weights which will yield least-energy routing.
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o We think of adaptive routing as a congestion avoidance
mechanism. However, Kuo [Ref. 12: p. 20] also points out
. that this is only true if the congestion is local. If the
: congestion is a symptom of excessive traffic entering the
entire network, then dynamic routing just serves to spread
the congestion, Networks use flow control procedures to
regulate the amount of traffic entering -—-he communications
network. Flow control procedures are no: discussed in this
thesis.

The distance function in cur simulation is composed
of two principal computations, that is, each complete "link
distance" is obtained by adding a '"node weight" and a "link

weight".

The link weight is solely a function of the link
attenuation. As previously mentioned, each of the thirty
links was assigned an attenuation between 81 dB and 14l dB.
The program assigned each link attenuation to one of 128
"link weight bins", The links were assigned to the bins
according to a geometric distribution. The lowest attenuation
link was assigned to bin number 1, waile the highest
attenuation link was assigned to bin number 128, The

remaining links were interspersed in the other bins. The

attenuation bin assignments are contained in the appended
Sample Input Data.
The link weight is obtained by identifying which

bin the link is in. We use the link's bin number as its link
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weight. For example, the link in bin number 60 has a link
weight of 60. Thus, the link weights range in value from
1 to 128, with the majority of links assigned to the lower
numbered bins because of the geometric link distribution.
The "node weight" is more difficult to obtain., It
is primarily a function of how busy the nodes at each end of
the link are. Each node compares the number of its slots in
current use with that of its neighbors. The busier of the
two nodes on each link sets the node weight for that link.
The detailed method used to determine the degree of
node activity is presented in the "Compute Current Distances"
routine of the appended simulation program. Once obtained,

the level of node activity for each link is scaled linearly

nodes which have no slot assignments (i.e. zero activity)
will identify with bin number 1, while if one or both
neighbors are saturated (as explained earlier) then the link
between this pair of nodes identifies with node weight bin
number 128.

Once a node weight bin is identified the actual node
welght contained in that bin is added to the link weight to
produce the total overall link distance which is then used
by the Dijkstra dynamic routing event.

The node weight bin values may range in value from
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to fall in one of 128 "node weight bins". A pair of neighbor

0 in bin number 1 to 1024 in bin number 128. These bin values
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are determined and assigned during program initialization
according to input parameters which determine —=the "break
point".

The break point is used to change the weighting of
the node distance as the nodes become more active. See

Figure 8. The break point consists of two coonrdinate

A 1024
i
/
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,’/, >
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/ / )
/] :
/ o
/ -
// %
i 3
@ - Break Point é
=
L 256
i 128
L B4

1 2 5a 36 178

BIN NUMBER

Figure 8 Node Weight Bin Values and the Break Points
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parameters. The first coordinate identifies the bin and the
secord coordinate identifies the bin value at which the incre-
ment between adjacent bins changes. The use of the break
point allows us to encourage the use of low activity nodes,
and to discourage the use of nodes approaching saturation by
2ssigning correspondingly low or high node weights.

Note that the bin values are actually assigned in
monotonically increasing descrete increments. For example,
use of the (96,256) break point results in an increment of
2.867 between each adjacent bin over bins 1 to 96. BRin 96 has
a value of 256. The value of each successive bin is then
incremented by 24.0 units of weight. Bin 128 has a value of
102y,

2. Program Parameters

The program was run using more than one hundred
combinations of parameters.

All simulations were made with the same random number
generator seed numbers., Therefore all simulations attempted
+o build the same virtual circuits, in the same order, and
with the same time delay between circuit requirements.

The link weights were the same and constant for all
simulations. However the node weights varied between
simulations, depending on the break point used.

All simulations were run for 300 seconds of simulation
time. There were no circuits in effect when each simulation

began, and we observed that our network could accommodate
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approximately twenty circuits when the mean call dura=ion was
10 seconds. By 30 seconds into the simulation the ne-=work
had attempted to establish approximately sixty circui=s and
had performed between six and fifteen best path update
calculations. Accordingly, we presumed that the network
reached its statistical steady-state cperating ccndition by
30 seconds into the simulation. At this point in each
simulation the appropriate counters were therefcre re-
nitialized to remove the effect of the start up transient
from the overall simulation statistics.

All time slots were 1 millisecond long and inter-
mediate results were printed every 15 seconds. A much larger
and more complete report was printed at the end c¢¥ ea:ch
simulation.

New virtual circuit requirements were genzratad
according to an exponential distribution function witna a mean
value of 0.5 seconds. The simulation was 300 seconds long,
and we observed that 590 virtual circuits were attempted
during each simulation.

Virtual circuits, once established, remained in
effect for a time duration also selected from ar =2xponential
distribution function. The mean value of this function was
an input parameter. Three vyalues were studied: 2, 5, and
10 seconds.

Three dynamic routing update periods were also s*tudied.

This parameter was assigned a value o, ., 3, or 5 seconds.
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The receive signal stacking depth was assigned values
between onz2 and four.
Finally, three node weight break points were studied.

These points were (96,6u4), (96,128), and (295,256).
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V. CONCLUSIONS AND RECOMMENDATIONS
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A, GENERAL

The time slot assignment algorithm was simulated both on
a network employing dynamic (i.e. quasi-static) routing and
on a network with static best path routing (that is, on a
network where the best path neighbor assignments wers held
constant for the duration of the simulation). The static
best path assignments were assigned manually and folliowed a
least-hop routing strategy. All simulations, both startic
and dynamic, were made on the richly connected symmet:ii:
network presented earlier in Figure 1. It was not tod
difficult, due to the geometry of the network, to marually
produce a static best path neighbor matrix which dist>ibuted
the link and node usage approximately evenly over the network,
The static best path neighbor assignments are ccntained in
Appendix B. Virtual circuits built using static best zath
assignments were never longer than three hops, while scome
virtual circuits constructed during simulations employving
dynamic routing were observed to make as many as seven hops,
depending on the bre:k point selected for the node weight

portion of the distance calculation.
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B. RESULTS AND OBSERVATIONS

1., General

Several tables of results are contained in Appendix
C. The tables are crowded, but they are identical in format
and the reader should have little difficulty reading them.
In the discussion that follows we identify the general trends
revealed in the simulation results,
a. Percentage of Ciprcuits Established
It comes as no surprise that, when all of the
other parameters are held constant, a greater percentage of
calls can be established as we:
1) increase the allowable receive signal stacking depth,

2) decrease the mean duration of an established circuit,
or

3) decrease the period between (i.e. increase the
frequency of) the best path update cycles.

The results in Table C-1 show that decreasing the
mean duration of a circuit has the greatest effect on the
percentage of circuits that are established. Decreasing the
average call duration from 10 seconds to 2 seconds generally
resultsin a0 to 70 percent improvement in the number of
circuits established for both static and dynamic routing.

In the case of dynamic routing, we see that
reducing the update period almost always results in a small
(2 to 5 percent) improvement in the number of circuits
established. This is because more frequent updates allow

the heavily utilized nodes to be identified before they
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reach saturation, so that future traffic may be routed
through nodes with lower levels of utili::tion.

The data shows that increasing the slot stacking
depth improves the percentage of circuits established.
However, we note that the largest improvement with respect *o
this parameter is obtained by increasing the slect stacking
depth from one to two. The number of circuits established
generally continues to increase as the stacking depth is
increased. However, the improvement is at a lower rate.

We see that as the ordinate of the break point is
increased from 64 to 128 and then to 256, the percentage of
established circuits tends to increase (when all other
paramet2rs are held ccnstant). This can be explained »y rthe
fact that the (96,256) break point encourages the use of Lless
busy nodes at the expense of using higher attenuation (i.ez.
higher energy) links. In contrast, the (96,64) break point
appears to encourage the use of the lower attenuation 1inks
until the nodes on those links approach roughly 80 percent
of saturation, The results in Table C-5 support this
observation.

Table C-5 may also be used to explain why A4
greater percentage of circuits are established with static
routing. The least-hop static routing uses all links
approximately equally, regardless of the link attenuation
or level of activity at the nodes on a path. The average

2nergy for circuits built according to the static routing
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scheme is almost always much higher than for the average
circuit constructed with dynamic routing. Note also that a
circuit built with the static least-hop routing strategy
never uses more ncdal assets (i.e. total slots) than does a
dynamically routed circuit. Therefore, static least-hop
routing conserves capacity throughout the network, and this,
in turn, usualiy allows for a greater number of circuits to
be active at any one time,
b. Average Numker of Active Circuits

Table C-2 contains statistics concerning the

average number of virtual circuits active at any one time

during the simulatio>n fcr the parameters shown. Trends in

b

this table are difficult to identify, however, because the
values in some of the cclumns are nearly identical.

If the zverzge percentage of circuits established
for one set of parameters is greater (or less) than the
percentage establiched for another set of parameters, then we
would expect that the average number of circuits active for
that scheme shculd also be greater (or less) than the average
number of circuits active for the other scheme. Thus we wculd
expect that the values in this table should trend along the
same lines as the values in Table C-1, and this is generally
the case. Tor example, we see that increasing the slot

stacking depth increases the average number of active circuits

in proportion to the increase in the corresponding values in

Table C-1.




A final point worth noting about the values in

Table C-2 is that as the average call duration is decrsased
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from 10 seconds to 2 seconds, the average number of circuits

4

active at any one time decreases from approximately 13 to

T rerry
¢ aee .

about 3.7. It is therefore not surprising that the shorter

duration circuits are rebuffed less often: the network is
very lightly loaded.

h. ¢. Average Number of Hops per Circuit

?j Table C-3 shows that the circuits established

with static least-hop routing make fewer hops than the

dynamically routed circuits. This is just as it should be.

A more subtle trend revealed by these figures is that the
variation of any parameter which generally increases the
percentage of circuits established (i.e. decreasing the mean
circuit duration or update period, or increasing the stack-
ing depth) generally causes an increase in the average number
of hops. This tells us that the additional circuits are, on
the average, following longer paths.

We also note that increasing the ordinate of the
break point tends to reduce the average number of hops per
circuit. As the ordinate is increased the dynamic routing
scheme appraoches the least-hop routing strategy. Similarly,
as the ordinate is decreased the dynamic routing scheme tends
toward the least energy routing strategy. This is verified

by the data in Table C-5,
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d. Largest Number of Hops

Table C-4 lists the number of circuits that made
the largest number of hops for any combination of the
parameters studied. Of the 518 circuit requirements entered
into the network between the time the counters were reset at
30 seconds into the simulatior, and the end of the simulation
270 seconds later, we see that for static routing, anywhere
from less than one tenth to nearly one fifth of the established
circuits took three hops. These figures again illus=rate that
the longer multi-hop messages are more likely to be 2stablished
under the lightly loaded network condition (i.e., when the
mean circuit duration is 2 seconds).

Three sets cf dynamic routing parameters caused
one of the 518 circults to be established over a path seven
hops long. We were concerned that the use of the (86,6u)
break point might so bias the distance function and best path
calculation in favor of +the low attenuation links, that
circuits would make an inordinate number of hops. However,
the data does not support this concern.

e, Average Energy per Circuilt

The "energy factors"” presented in Table C-5 are
cur own convention. We derived, from the link attenuation
value for each link, a representative figure for the energy
required for communications over that link. The simulation
program kept track of which circuits were built and which

links were used. At the end of the simulation, the average
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energy per established circuit was divided by 100000 to
produce the "energy factor" which is displayed in Table C-5
for each set of parameters.

We see that the (96,64) break point definitely

results in preferential use of the lower energy links, and

that increasing the break point ordinate results in an

increase of the average energy factor.

L

2. Summary
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In summary, for the parameters that were studied,

the average virtual circuit duration has the greatest effect
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on the overall statistics. The update period, coordinates of

the break point, and slot stacking depth generally have a
smaller impact on the statistics. The effect of increasing
the stacking depth tends to be reduced as the stacking depth
is increased. If we seek to limit the overall radiated
energy of the network, then dynamic routing (with a low break
point such as (96,64)) should be used. However, if maximum
throughput is required and we can afford to suffer the
consequences of increased signal energy, then our results
suggest that users should keep calls as brief as possible
and that, in our test network, either the static least-hop
or dynamic routing, with a (96,256) break point, should be
used. The major conclusion of this report is that it 1is
possible to route in a way that reduces the average energy
transmitted per message without substantially decreasing the

network throughput.
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C. RECOMMENDATIONS FOR FURTHER STUDY

During the development and analysis of the proposed
packet-switched network time slot assignment algorithm, it
became apparent that there were several courses that future
research could follow. Listed below, in no particular order,
are several recommendations for further study. Some are mere
enhancements to the appeﬁded simulation program while others
would require the generation of new programs, or the integra-
tion of two or more of the simulaticn programs developed bv
previous NPS graduate students.

We know that there are several ways to calculate the link
distances. Our distance calculations were a function of both
path attenuation and node utilization. The node utilization
calculation was based entirsly on the mutual availability of
slots remaining between each pair of directly connected nodes,
as a result of the slot assignments for virtual circuits
already active between that pair of nodes. We assumed that
data message packets could always be stocred in a queue at
each node and forwarded as slots became available. Therefore
we did not simulate or s*udy the actual performance of our
algorithm with respect to data rtraffic, If future studies
simulate the processing of both data and virtual circuit
voice traffic, then it seems desirable to include the data
queue size and/or data packet message delay as elements in

the distance calculation.




It is sensible to expect that some percentage of the
callers whose initial (and subsequent) calls were rebuffed
might attempt to re-dial the same call at some later time.

It would not be difficult to modify the existing simulation
program to accommodate this activity; the results might be
very interesting.

Future studies might.examine other routing algorithms
and/or simulate the actual transmission and handling of
update messages used to carry the distance information from
node to node throughout the network. Along these lines, it
might be worthwhile to combine our slot assignment scheme
with Heritsch's [Ref. 3] hierarchical routing protocol.

The slot assignment algorithm should be tested on a
larger network. Several possibilities come to mind. It
seems reasonable to exploit the previous research of Bond
[Ref. 3] and Kane [Ref. 4] for this. Their work concentrated
on a prototype packet radio network (for a MAB) composed of
approximately seventy-five nodes. A network this large mizht
require a prohibitive amount of computer execution time toO
simulate adequately, but their work nonetheless provides a
good starting point for the study of larger tactical networks.

We have allowed all of the nodes in our network to
originate and receive voice traffic equally. The nodes in
an actual tactical packet radio network would generate
varying amounts of voice and data traffic, and the addressees

for this traffic would not be uniformly distributed across
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all net members. In a fast moving tactical situation most
of the network traffic would be command and fire support
coordination type traffic, while the predominant type of
traffic between battles would be more administrative and
logistical in nature. Bond's work [Ref. 3] provides
statistics concerning the type (data or voice) of traffic
the different nodes in a MAB have generated historically.
Future studies could include the effects of terrain on
network connectivity and link attenuarions as originally
studied by Kane [Ref. 4]. The STAR Terrain Model would be
useful for the purpose and also for the sinulated movement
of nodes from position to position across STAR's simulated

battlefield,

None of the previously mentioned and rzferenced research

at NPS has provided more than a cursory analysis and dis-
cussion of some of the most difficult aspects of an actual
packet radio network implementation. Briefly these aspects
include, but are not limited tc:

1) Initializing and starting the network in operation.

2) The effects of changes in network topology caused by

L Bhedh Gt ywind

broken links or by ncdes jcining or leaving the network.

3) Tdentification and use of alternate or "next best
path" routes to increase network throughput.

It should be instructive to vary parameters such as the

number of time slots per frame, the time slot duration, the

update period or the coordinates of the "break point", etc.,
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in the existing time slot assignment algorithm and study
the effect on network performance.

In conslusion, this thesis was a preliminary investiga-
tion of a proposed time slot assignment algorithm. We
recognize that our algorithm is but one of several possible
schemes. We have identified its broad performance
characteristics and know that the algorithm works. We
believe that the concept of implementing a future military
Ev packet radio network with integrated voice and data traffic
utilizing spread spectrum and CDMA techniques in conjunction

with some type of TDMA time slot assignment scheme is a viable

notion worthy of further study.
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APPENDIX A

LINK ATTENUATIQNS (in d4B)

FROM TO
NODE NODE 1 2 3 4 5 6 7
1 119.7 91.3 133.2 127.%
2 119.7 106.5 81.1
3 91.3  106.5 92.9 101.9 4.0
b 133.2 92.9 121.3 122.4
S 127.6 121.8
6 81.3 101l.8 103.7
7 gu.0 122.4 103.”
8 97.8 111.1 105.5
9 122.2 87.6
10 113.2 38.6
11 8l.1
12 133.3
13
FROM TO
NODE NODE 8 3 10 11 12 13
1
2 122.2
3
4 97.8
5 111.1 133.3
6 87.6 113.2
7 105.5 38.6 8l.1
8 110.9 132.0
9 123.4 117.5
10 123.4 131.2 118.6
11 110.9 131.2 100.6 123.3
12 130.0 100.6 l40.7
13 117.6 118.6 123.3 1u0.7
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‘ APPENDIX B
STATIC BEST PATH NEIGHBOR ASSIGNMENTS
j:;Z: 10
a5 FRO 1 2 3 4 5 6 7 8 9 10 11 12 13
= 1 - 2 3 4 5 3 3 4 2 5 5 2
] 2 1 - 3 3 1 6 6 1 9 9 9 9
2 3 1 2 - 4 1 6 7 4% 2 6 7 4 8
- 4 1 1 3 - 5 3 7 8 3 7 8 5 38
= 5 1 1 4 4 - 1 4 8§ 1 12 8 12 12
t]. 6 2 2 3 3 3 - 7 7 9 10 10 19 9
, 7 4 3 3 4 8 6 - 8 & 10 11 11 10
. 8 5 4 4w 4 5 7 7 - 11 11 11 12 12
) 9 2 2 & 2 13 6 10 13 - 10 10 13 13
. 10 5§ 3 6 7 11 s 7 11 9 - 11 13 13
b 1 8 10 7 8 12 10 8 13 10 - 12 13
12 5 s s 8 5 13 8 8 13 11 11 - 13
13 12 ¢ 9 12 12 10 11 11 9 10 11 12 -
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APPENDIX C
RESULTS OF THE SIMULATION
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