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—~— This paper is a survey of existing litera*ure describing

o

sof tware quality assurancs and an ipizp4h evaluaticrn of ko<
selected industry quality assuranc2 functions and tha Flz2e¢
Material Support Office (FMSO) Quality Assurance Division.
Quality con*rol at PMSO is effected by +*he organiza<ional
element that produces the product and by a small, central-
izad staff. Improved systa2ms development and a higher 1level
of guali+y contrcl are tha goals 5f FMSO. Th2 Tecommenda-
tisrs and conclusions offered are based on an =ax*ensivs
literature search of existing material on softwar: gquali+y
assurance, an indepth study of ss2lzcted industry guall+y
assurance departments, and an examination of the current
s-a*e of quality control procedures a* FYSO. These recon~
mendations, if implemented, should serve =c 1improve *he
quali+y control a* PMSO and assist the organiza*ion in

achieving *heir goals.
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The computer industry has gradually evolved ov2r the
years from the massive hardware sys=<enms that were very
expensive to build anrd maintain to *he present state of the
art wher2 a tiry one quar*er inch square chip has =moi
ccmputing power, is enormously ch2apsr +o buy, and can bhe
mairtained virtually 100 percent of the *inme, dlong wicz}
+he hardvare change we hava seen an :ven greater improvemen:
in the scfiware development ZIrom siaple mathematical compu-

P —r—

“ation +*o the 1launchiny and r2covery of manned space
venicles with grea*er reliability and performance =than a*
anry other ¢ime ir history.

This evolution has not happered by accident. The devel-
opmen+ has been based upon making mistakes, documen+ing
those mistakes, and procead ing on. As people continued <he
process they studied past documenta+tion and continued *hs
documenta+icn precess until it has “Yacome an accaepted vpars

|
|

of “he development cycle. Although no systematic approach
was utilized, there has been an 2var increasing tendsncy
towards the development 5f a set of standards that coull
provide an avenue for common understinding with a minimum of
confusion.

The growth of systems software which occured during +hs
past two decades has presented =2ach organiza*ien with
continuing challenges in maintaining an effective organiza-
tional structure and 1ia following efficient systeas
development methods and strategies which can be transferred
from one entity *o another with a maximum degree of cohe-
siveress and precision and a minimum of ambiguity and
con fusiorn.




According *o D. Ross of SofTsch Irc. {Ref. 1], -:2
gali+ty o€ software is rela%ive <=9 *he inzencded applica=ion
and car only be achievel by ‘a disciplined methodcl
which gquality requirements are 1initially appli=d =
original requirements definition for *he problem and ars
thar carefully checked and confirmed at every =stage in the
produc*ion process. In orier 4o hava any sensible treatament

of gquality every aspect o5f the system 1life cycle mus“ be

based or an orderly, controlled, 23ad disciplined methc-
delogy. This 3s not <> say ~ha* all software must be
produced exactly with the same seat 9f zools and technique

l
fcr *hiz 2learly would b2 2xcessive, Thera may be 2 kraad
sp2ctrum of the degree to which the ideal system technology
is apercached, tut ever *he simplifia stzz2anlined me+ho-

dologies must be complete and consistsant. Each versicn amust
be, in some reasonable fashion, a proper degensration of the
elaborate, most advanced sta*e of the a-t, merely simplified

+*0 sui+ a simpler se* of circumstincas. I+ must bs incum-~
bent uporn 2ll persons hat are sngaged in “he projec+ o
coabine company standards and common sense o arctive 2% the

r2gquired level ¢ha*t will 2nsurs a guali=y produce.

To accomplish this, there exists within each o>-ganiza-
tion discussed in thiz paper a gcToup 4ncse ovrimary
responsibility is emnsuring <that company standards are
enforced. The Cuality Con*recl/ QJuali<y Assurance Branches
are “he organiza*ions taskzd with thz job. It is *herefcra

th2 purpose of +this papar *to examine +he Quali%y Con*rol
nrograms of varicus government ani nopn-governmsn: organiza-

tions that produwe sof<ware and have aestablisheqd, well
documen+ed standards. The ef fectiveness of their progranm
and the method of operation within their company structure
will also be discussed.
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the Quality Control programs at TRW, General Elsc%ric, Naval
Oc2ans Systems Command, and the Pleet Material Suppor:
Office. Pirally, in Chapter 5, a set cf recomenda+tions wi+h
Justification will be provided for FY¥SO corsideratior during
th2 planning and execution of futurz2 corporat=s policy and
expansion with emphasis on the Quality Conrntrol =ffort.
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IT. QUALITY A

SSURANCE TECHNIQUES

The rapii expansion of the computer indus%ry in the pas*
ten yvears has been accompanied by an increase In <he prchlem
of producing a quality software produc*. Surveys have shown
+hat as much as 60 percent of softwars producad have serious
faults in +he first itsration ~ faul<s serious enough %o
cause the programr %o f2il in its rask (Ref. 2]. A =-aili-
tional <face*t o0f American amanufaciuriang has been sirict

adherepce to quality s*aalards zzi =2z pocoducilicn <f =22I=s-
ware should be no different. Al+ho13h computer sof*ware is
sometimes considered morz ¢f zn ar< than an  2ngineerzid
product, computer professionals agrs2 tha*t software Jualixy
assurance is an impcrtant pact of the sof*twars 1lif2 cycls
anid mos+ da*a processing jepartments row centain scme sors
of quali«y assumance function. Many of +he signifizan<
elzments ¢f produc+ion engineering such as documer=a+ion,

<2s*ing, ©projec= @manag=amant and gualisy

(]
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h}
v}
3
2
[
w
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D
¥
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a
emsrgirg as an integral part of a sof“ware prodactior
activity. Such things as st-uctur=i programming, socftwara
engineering and guality assurance ar= fas-t becoming “he norm
rather +han *he exception. User satisfac+ion, compliance
with approved methods of building applica*ions, organiza-
tisnal goals, and performance goals have all been 4ziving
forces behind <this wmovament. This <chapter deals with
quality assurance in +he computer industry and its =zole in
software development.
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A. QUALITY AND QUALITY ASSURANCE

1. Quality Lefined

—

Quality is, at best, a relative and subjective
measur<ament. The American Heritage Dictionar defines
quality as a characteristic or a++ribute; a pcoperty. I+
alsc is *hought c¢cf as the natural or esssen*ial charac=er of
something. In everyday life, quality measurements ace done
continually and usually withou< second thought.
Side-by-side comrarisons of objects under idzntical ccrii-
tio>ns and with predeterain2d concepts form the basis of most
cemparitive judgemen<+s, dnforturatsly, these dzcisions acs
usually unigue and thave lit+tle valus to anyon2 else unless
+hay are made by an expert (Ref. 3]. One widsespread spirnion
is *hat, by its very nature, quality defies d=fini+ion and
must be uniquely defined for +h2 itsam ia gusstion by s*ating
a list c¢f characteristics and attributes. This technique
implies ro 2valuation or judgement >f +he itsm, bHu* meraly
provides descriptive trai:ts by which *“he appraisez may form
an opinion (Ref. 4]. Ken Johnson, 2 sof<wars juali+y assu-
rance marager in industzy and chairman of a workirg parc:y
set up Dby *he Electronic Engineeringy Associztisn concecnel
with sof+ware quali*y assurance, iisagrees somawha=- with

other definlitions concerning the =phemeral zz<tribut st

ot

e
qualliz and declares that quality is "<he totality of
features and characteristizs of a product or service which
bear on i%s ability to satisfy a given neeqd. In shor+, i+
is a fitress for a purpose a%* an econcmic cost"™ [{Ref. 2]. A
recent study pointed to a number of may*hs concerning quali+y
in orgariza+ions. These include such things as gquality is
impossiblie to measure, Juality lowers produc*ivity, qualit
means poor worke:rs, and quality is th2 responsibility of the
"quality depar<ment", I% joes on td> give the sharpest defi-~
niticn of quality-"quali*y 1is the sum costs of prevention,

13




appraisal and failure" [Ref. S]. This 3defi

a
lighe on <he subject but is still 20%* as comprehensive as
may be Jdesired. Hercz, expectatisrs concernin qualisy
neasurements must be tempsred with rsalistic %aowledge <ha<
any measurement will be par+ially imoerfec* or imprecise.

+

Wher dealing with softwar2, in Z<¢self no+* =<he most tangible

[
[

of products, confidence lavels and 2rror tolesrances play an

importan*t role in determining acceptable qualiry levels.

2. Quality Assurance Definegd
Unlike +the concept of quality, which is J3sually

though=< ¢f as an at+«ributs of a gosd or service, Juali=xy
assurance is mos<* of+en r2iated to 2 procasss cr methoﬁolcqy.
According to Frank Ingressia from TRW Corporation's Jefanss
and Space Systems Grcup (DSSG), "guali%y assurance is a lo*
like sex, freedcm and democracy. BEveryore is for i<, bu*
only under certain conditiosons.®™ Ther2 arz a host 0f defini-
+ions which apply ¢to quality assurancs. The ofiicial Ai-
Force position iIs that gJaality assurance Is a2 discipliine
which provides adegquate assurance +*hat material, da<xa, ,
supolies and services conferm <2 established <echnical

requirements and achisve =satisfactory resul:s [Ref. 6]. !
This defini+iorn is much md>re encompassing than mes<t early
interpretations which called for gquali-y assurance *“o merely
ver ify confermance to specifications. At the other =nd of
the spectrum is +he feeling that guality assurance is meraly
the business of ensuring that the product is not +the result
of good luck but rather the inevitable =eward for good
management pract ices. S+*i 11 ancther 3efinition and perhaps
cn2 tha*t will bhecome widsly used has been proposed by the
Institue of BElectrical and Electronic Enginesrs in their
recent study concerning software quality assurance standards
fRef. 773. It states +that "quality assurance is a planned
arnd systematic pattern of all ac*ions necessary to provide

1




adequate confidence +hat the it2m >r produc% conforTns =2
astablished technical rejairemen<=s®, This cefinition has
been borrowed frca MIL~STD-109B and is consistent with <ke
accepted usage of the tera. Cornforming *o specifications,
ensuring qood management practices, t2sting cf requirements,
confidence that the system 1is reliable or *he product is
desirable~-all of these things are considered goals of a
quality assurance plan. The bottom line for a gquality assu-
rance func*ion is ensuring that user's needs havae been
adzquately satis fied. There are a multitude of different
philosophies concerning the achievzaent of these gcals and
thay will be briefly addrassed in a later ssction 0% <«his
chapter.,

3. Zraditiopal Quality Assuranc: ip Industi:y

For manufactured nreducts, gquality wusuaally means 2
combination of quality of design and cf manufacturs
{Ref. 8]. Quality of d=ssigr

is th=2 valie <inherent ir <hks
design; a measure of the 2xc2llence <¢£ the design in -ela-~

+ion *¢c *he custcmer's reguirements. The quality con=tzcllaer.

has +he respons:ibili+*y %> ensure +tha*t +he quality 1lavel
determined by management can be 1achieved on vproduction
equipment. Quality of manufactur2 is a measurz of how well
+hs2 product, at accep*anca2, conforms to the design. Thers
are most often five basic stages 9f guality control irn a
factory [Ref. 8]. These consist 2f: (1) Deciding wha* 9o
manufacture and rrepare spacifications covering all rsquire-
rents, (2) Make pre-producticn checks and work out
orgarizational responsibilities, (3 Production, W)
Pe2dback on quality deficiencies, and (5) Establish long-
term quality plans.

The gquality control functisan in a manufacturing
plant is usually a very <so>mplex and irn+tricate organization.
I+t becomes involved in all phases of the production process

15




ard serves as +he omgoing checker Zor producticn rasulzs.

Tha role, structure and >bh jectives of gquali-y assurance ia
scf-ware production will ba exawminzd In detail latzr in <he
chapter, but there are many similarities which exist and
indeed industrial quality assurancz forms the basis for

i
|

3 Quality Engineering
/ 4 Quality Planning '
/ / |

K
/

-n 3.
- ATILTAS

1/ :
' !
) 6 Quality Control |

and Inspection |

&

xvamup E Divisionai \ ) !
Quality Control Manager Quaiity Controi Manager 7 Defect Analysis .

'\  Calibration Departent

N T ~ ot T
® 3 Reliapility Engineeniny

® 10 MetrowoTs

Pigure 2.1 Typical Quality Assurance Organizational Structure.

sof tware quality assuranca technigues. Figure 2.1 illus-
trates a typical manufacturing quality assurance department.
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B. THE ROLE OF QUALITY ASSURANCE

1. HRhy the Need for Quality Assiganca?

The statistics concerning the growth of the sof*ware
irdustry in the past 15 years as well as the problaams
concerning this gqrowth ars quite well documented and recog-
nized. For example, one company, Bo2ing Aerospace, repcrted
that on a large software project: a). only 14 percent of the
+otal number of runs would have been required had there been
no errors or failures, anl b). 39 percent of +*he runs, while
successfully conmpleted, were later invalidated becausa of
data errors, tape failur=ss, or projgram bugs {Ref. 9]. From
a cost s=andpoin+, over 2ight billion dollars was spent for
sof+ware of variocus *ypes in 1980 {Ref. 10]. Compuzers, ani
in +urn software, are becoming entangled irn every aspect of
our daily lives, From 2lectronic banking and shopping *o
NASA space projects +to mors effeciant use of fara machinery,
we rely on computer sof=wirs to help us make more and nmore
of our decisions. Softwarz developers have recognized *hsir
responsibility towards gJualis ssfiware ard mes= 2
praocessing depar“ments now incorporats some sort of guality
assurance function 1ipto the productisn of software, This
quality assurance function is abie +2 allsviate the prchienm
most software managers have of becoming involved in the
system a* a point when the cost becomes significant and +¢h

(1]

dates of implementa“ion approach. The establishmen® of a
quality assurance function provides managemen< with a degree
of confidence that an indszpendent, ta2chnically trained group
is monitoring the goals, methods and pecformance of applica-
tions from *he beginning of +tha projsct.

17
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2. Obijectives of Quality Assurance

The gquality assurance functiorn, as par+ 2f +the
systems production group, Wworks %> ensure +*ha% standacds
concerning goals, methods and objsctives ares met. The
quality assurance group “ypically pesrforms those functions
tha* the da*a prccessing manrager might do personally if time
permitted. Qua lity assurance revisvs each system %0 ensure
compliance wiht the following i<ems. The system must meet
the needs of the user dapartment 2and other users anéd at +he
same time not infringe on the rights of other systems users.
The goals of the system should be consis+ern+ with the obijec-
tives of the entire organiza+ion. If +there is a ccrflice,
the goals of the organization should maintain priority cver
the goals of one user. The systzm jcals should aliso mesha
with the EDP department objectivas and 3if there is
conflict, it shculd be rasolved bafore Implementation. I
thare are ex*ernal industry or governmen* Teguirements, +he
goals of *he system should conform %o <+these standarids.
Con*rols on the system must b2 complete (managemen*
controls) 2and *he system must be auditable. The sys=enm
should conform to all gensral poliziss, ©proczdures, stan-
dards and guidelines established by the organization and %he
elactroric data processing department. Qnalitv assurance
mus* finally enswe that the design 5f *he syst=a Is =conom-
ical (least cos* system), <effective (desired resul<ts with
ninimum effort), and efficient (maximize use >f people and
machines).

3. Costs of Qualjity Assurarnce

The cost of a quality assurance function is very
difficul* to estimate or aven measura. William Perry, an
author of extensive material on software gquality assurance
and a member of +he Quality Assuranc2 Ins+itute in Orlando,

18
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Florida, comes closest <%0 a precisz figure b
wif gquality assurance is included as a 1lipe i-em zn
project's budget, it should range somewhere bhe
5 percent of the total project cost" [Ref. Q]. Figure 2.2
is indicative of <the parcentage o9f costs expended orn a

DEVELOPMENT % OF TOTAL
PHASE . PRQOJECT COST
AMinimum Idea!
Feasibility I 259 5%
Design | L322 Z.3
Programming g 75 15
Testing ! .25 .5
Conversion ' e .5
2.5% RS

Pigure 2.2 Quality Assuranca Projec*t Costs.

typical five-phase scftware develcpman+ prcject. This es*i-
mate is s+ill rather ii=alistic because of +the differences
which may arise because »o>f staffing al*ernatives, metho-
dology, lifecycle en*ry, the difficul¢y in defining guality
assurance and other unknowns.

Cost justification is an impor*ant aspect of imple~-
menting a quali%ty assurance functior. In the hardware
arena, *he cost ¢f quality assurance is most oftan Justified
by lower warranty cost markups in the price of the product.
This is equally *rue in the sof tware wvorld. Warranty ccsts
will be lower for a guality softwares product. Ano“her
fringe benefit of a quality software product is i+s ease of
adaptability to a similar product at 3 lower cost {Ref. 11].
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The cost savings of an efficient yuality assurance aczivizy
is cften hard to justiiy Dbecause 55 +the iadisciplins 3¢
thoyse not quality-conscisus often makes measureaent of
improvements very diffizule. As is usually =the case,
results speak the loudest. The c¢ost saviangs involved in
having projects done on time and within budget allows
quality assurance tc maintain its lz2vel of efficiency and
reduces management +ime spent sorting out +he mess which
results from bad planning.

Finally, it has b2en shown that *he en¢ry point of
the guality assurance funz*ion in<%o the 1lifecycle of <he
psoject has a dafirni+e effect on wh:z  cost [Ref. 121 Tz
scope and structure of the quality assurarce effort is
affzcted strongly by *he cos* 0f zrrocs zela%ed £0 “he dhase
of deveicpment. PFigure 2.3 is a *ypical illustration of %he
economics of error detection in the various phases of devel-
opaert. As *his figure shows, *h2 earlier a problem is
detected, the less expensive is thz cost of correcticn.

C. SOFTWARE DEVELOPMENT

Referring *o the 1lifecyclz 2f scfivare is <+t

h
common method of addressing the devzlopment of a sof+w
product. A review of the litura<urz has produczd a pl

of illustrations of what is considzzed to be the <+zru
ideal lifecycle. Most 2xamples use jifferent tarminoloay to
describe what is happening at a particular stage in <he
lifecycle, but *hey all t2nd to include the critical :itenms.
Tha simplest lifecycle found is one in which there are only
three stages - design and development, active and passive
{Ref. 13]. Conversely, the most complex definition of a2
software lifecycle contains eight phases-systems definition,

software allocation, specification, design, code,
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Fiqure 2.3 Relative Brror Correction Costs.

verification, integration, and operation [Ref, 14]. Table 1%
depicts a comparison of thz various phases of the lifecyclie
of software.

Whatever <+he phases of software development are
called, there are certain items which must be accomplished.
The beginning of a projsct may be designated as a feasi-
bility study, <requirements definition, systems defini+ion,
user requirements study, Ini+tiation study cr something else,
but it consists of all activities which deal with deter-
mining whether or not a sof+tware project should bhe
ini+fated. Such things as cost-benz2fit studies, goal defi-
nitions, and documentation raquirements are *ypical
activities which should b2 accomplished here. Next comes
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TABLE I
Software Lifecycle Cosparisor

AUTHOR LIF ECYCLE PHASES

PERRY =====-- Feasibility - Design - Prcgramming - Tes*ing =
Conversion

FUJII =---=--=-- CONcCep*u Desi julzements De ion -
Besgén - nge Chnckou* - T -

Integration - Operatlonal

€ini
as+I

.'3.0'
Q-

MENDIS -~---- Design - Zcil2 and Debuy - Qualificatior Test

ROBERTS ~~--- Design and Devnlopment - Active Stage -
Passivs S*aje

HOWLEY -===--~ Systems Defini*ion - Sy>ftware Allogcation -
Scecifiza*ions - Dasign - 2712 -
Verifization - Integra*ion - Operatzion

DONN and

ULLMAN -~--- User Requiraments - Svstsm Func*ional Specs -
Scftwar= Functiohal Specs -
Tmplsm2antation - Verifica*tion and Test -
Operat;ons and Mairtenance -
Configuration Management

FIPS PUB 38 - Initiation - Devslopmzat - Operation

th2 general desiagn of *he systen. Tris s*age is normaily
labeled design, design 2ni developmzr%, software dasigrn, oo
systems functional specifications. Activi+®iss such 1as
design alternatives, specific requiramesnts, functions *o be
performed, and program and data base specificatiors should
be included in +this phase. The next phase is probably ¢the
most rudimentary in teras of work ani deals with programming ﬁ
and “es*ing. This s*age is also r2ferred +o as codirg and
debugging, verification and validation (after codiag 1is
complete), or is sometimes brokem in*to two distinc- phases.
Tha system is now writtsn in the desired 1language and
various tests are performed to ensur2 *he system perforams as
desired. The next, and most often last phase, is ceferred
to as conversion, integration, operations, Implementation,
maintenance, or configuration maragement. This staga
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consiste of nmaintaining =he softwara, perforaing onsoing

(Y

eva.uations and changing it as additicnal <requireaents a:z
identified.

2. gSoftware Propertiss

As stated previously, softwar2 is an elusive produc+
upo>n which to place a quality measursment. Howley arnd Fink,

software quality enginesrs for the Boeirng Aerospace
Corporatien, have attempted <+to verbalize what a guality
software product is by stating "A gquality sofiware product
may be defined as one whizh exhibits <+<he following proper-

tiss: i« 3satisfies *hes sof<wars sp2cifica*icn and dessign
requirements; i* performs all intsnded €functions; iv is
relatively free of designr, in%erface ard c¢ecding deficien-
ciass; i+ has a low life-cycle =cos<*; i+ is properly
iderntified and documented; and it irncorpcrates all needei
sof+ware quality characteristizs" [R2f. 15). T5 achizve %he
level of quality which is desired hy the abecvz de€ini+icr,
the
production of quality snftware [R2f. 16]. These Zacluie,

@ are a number of factors which contribute < =ho

(3]

but are not limited <o:

1. Correctress - This gen2rally asans programs perforca
in exac*ly the mananer specified in *the precgraa docu-
mentation. Corrac+*ness 1s usually considered an
ideal gquality which is rarely achievable.

2. Reliability - This attribut? wmeans ¢that programs
perform relatively trouble <£ree all the functions
expected from the specifications or documentation.

3. Validity - validity is concerned with “he question of
vhether the functions and performance of the programs
are adequate and suitable to a needed purpose. The
software, without manrual intervention or addicional
programming, should perform +he functions that
reasonably would be expected of it. This a*tribute

23
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10.

11.

12.

is a very subijec=ive ore 221 must be flexinlz %9

changing requirements.

skeonld h

il

Resilience - This means <hat prcqgrams
designed in such a way to be forgiving of ccmmon user
ard data errors. Inconsista2nt or unaccesptable data
entries shouldn't provcke actisns which make no sense
*+0 the user.

Usability - Human factors and limitations and conve-
nient usage technigues should b2 considzred whenever
2 program is writtan.

Clarity - Programs should bz =2asily unders:iardabls
from *he users manual ani- all =ie Jocumen-e-ilon
skould be clear, concise and sog=ant. Programs should
be mddularly dssigned, havz explanatocty ccomenss
where necessary, 3ind uss aeaznringful choices ~f vaci-
able names.

Main*ainabili+y - 53204 documesnta=ion anxd commsn*s a3
well as clear s:zructurs #will make programs mors
easily repairable. Clarizy is also essan+tial for
making minor improvaments,

Aodifiabili*y - Major chang=ss should bz anticipa=el
ard <he softwar2 designed so that program functions
“ha* migh*t requir2 major change are well docuamen=ed
and isola+ed in distinct modules.

Generality - Prograims shoulld b= applicable *0o a wide
range of input valuss and usage modes.

Portability - Programs should be easily adaptabls %>
transfer <to another computar system or opera%ing
system.

Testability - Programs should be simply s+%ructured
ard use generaly algorithms, to facilitate step~by-
step testing of all capabilities.

2fficiency - The attempt shouli be made to kXeep the
cost of program opa2ration as low as possible.
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The preceding list contains many c¢f *h=2 z*<ciru-vzs
of a quality software proiuc* but is 3ot *he osnly 1lis< avai~
lable. O+ther authors iaclude such <hings as In%=gri+y,
flaxibili*y, reusability, interoperability, and others which
ar2 descrip*ors cf quali+y softwara. Figure 2.4 is a good
illustration of how these factors affsct each other and wha=
degree of a certain factoar is raquired when a differen+
factor is recognized. As can be seen, some factors are
synergistic while others zonflize. The impac* of
conflicting factors is tha*t the <cost +*c implemen+t will
increase. This will serve %0 lower henefi+« %o cost Ca%ios
{Ref. 17].

3. Bacrdwace Chacacts
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Hardware is a *ar3ible piescz 5% enaineering. 1I% has
very precise specifications and Jdrawings and is based on
well established buildirg prinaziples, r em
facture mary identical (or near iisn=ical) izenms.
jesign-development-precduc-ion cycisz Iis. ma*ucs anrd well
tuned. Refinemsents +5 “he design may be made many “imes
before a commi-gent to manufac+ura <Iis made. Ir contrast
scftware a2ngineers ship =heizr protstypes. Sof+ware is a
largely intangible producz, only dascribed by many volunmes
of specifications and listings. Software is unlikely to go
through as many frototype s*ages and, therefore, +he cppor-
tunity €for design iteration and iaprovement is somewha+t
linited [Ref. 18]

Most aspects of iardware ar2 func*ionally tes+abl=

(7]

and have very specific rejuirements t2sting programs. I= i
fenced-in by established principles 2nd well-known, widely-
usead disciplines. Unlike hardware, software is functionally
non- testable in all but the‘simplast of computer programs
ani as a result, i+ is wvery difficult *o tesz software
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FACTORS
CORRECTNESS

RELIABLITY

EFFICIENCY

INTEGRITY

USABILITY

MAINTAINABILITY

TESTABILITY

Oj0}(0]0

FLEXIBILITY

PORTABILITY

REUSABILITY )

INTEROPERABILITY

LEGEND

{{ a high degree of quality is present for factor, what degree of quality is expected

for the other:
O :-Han @ = Llow '

Blank = No relationship or application dependent

Pigure 2.4 Relationships Between Software Quality Factors.

completely [Ref. 19). Figure 2.5 illus=<ra*es *he prcblem of
tes+ing software. ETach ciccle represents a processing node.
The clockwise arcs are jumps around “he irdividual nocdes,
and the counter~clockwise arcs specify *he rumber o»f itera-
tions of each half. The number of 3iscrete states possible
within this trivial diagram is approximately 100 guadrillion.

If these could be tested at =he s*taggering rate of on2
per microsecond, it woull have bz2en necessary to start *he
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tzg=

ng over 2,000 vearz 3139 %o m3zak nax+ menth's cchednlegAd
delivery.

The wusual cause of hardwarz €failure is ccmponent*
detericra+ion. Sofzware failures are almost always design
errors that show up only when th2 sof+ware is used urnder
certain condivions. Henc2, Quali*y Assurance *schrigues Zor
software focus on ge+ting the design righ+t [Ref. 20].

3 comparison of hardware 233 software lifecycles is

s
HU

d by Table 2 and shows =leacly that similar +tecas

o]
rh
RS
®
[}
1]

o

¢ figlds scmetimes have radically diZfecen~ aeanings.

0
ct
=

4. Sof:ware Manpagement

The driving forces behind imolementing marnagemen<«
structure 3in any organization are <reduction of <ccsts,
increased contrcl, and production of a quality product.
Sof tware product ion is no different. FPigure 2.6 depic%s *he
rise in software cos*s in *he last <“wventy years. As is
apparent, software costs jreatly 2xc3:2d equipment cos%s over
th2 useful 1l1life of computer servicas. With this kind of
growth it is imperative that softwars be managed to minimize
costs. #hile cost ninimizaticn is an important aspec*: of
software management, there are other reasons of equal impor-
tance, Most software in production today is a complex

27
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TABLE II
Hardware and Software Product Life Cycles

HARDWARE

Determjine user
Requirement s

Develop Prodact,
Copcept (Functional)

SOFTWARE

Determine user
Requirements

Develop Product
Concept (Functiornal)

DEVELOPMENT Specl Component Specify Componernt
ppegfgn (Dgtazled) Desfqn,(Detalled)
Build and Test Imglement and Test
Prototgpe . rograms
Develop Ranufacturing -
Techniques
| Manufacturs Precduct Copy 2rograms
INSTALLATION| Make Prcduct Avaiiable MakXe Progranm
{ +to Users Availadle +o Users
Mainterance (Correct --
Component Failuces) )
Recall Product *o Maintenaace (CQorrec*
AT NTENANCE- Corract Design Flaws Implementaticn and
IMPROVEMZINT Design Ercors)
Enhance Product Main*enance (Adap*ed
+to Changed Use:
Ernvizondernt)
Unit is Unusable 2nd --
PHASE-OQUT Unrce a;rabxe(Reglace) i .
Prcduc* is Jdbsolate Product is Cbsolet=
technical activi%y that must be 3irscted effectively. Ths
complexi+y cf any program in all bu*t *he simplest of appli-
cations is such that programmicg has evolved pas: a2 coutine
effort tha® can dgo unsupervised or be Qdone by SJunior
personnel. Any investment of funds or resources is likely
*o be a major «cne for any organization and the %technical

choices may have widespr2ad effects throughout the osrganiza-

tion.

essential for resolving dzsign
direction %o frogrammers regardiag
tarqgets. Software aanagement
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Figure 2.6 Estimat2d Growth 2f Software Costs.

accoun=ability of projec* decisiorns and objec*ives anil gives
top maragement visible m2asurss of success iy ks accom-
plishment of goals. As 2 genreral ruls, softw

ac® of*en Initiated by maragemen:t perscane 0 o)
bujgets and schedules and software dzsigaers frequsasn+ely 204
up doing a substan*ial amount of inde v

little pressurs *o evaluata their progress cr the re
work or costs. With a scf+wars managment st i
place, important issues and objec*ivas such as cos*, quality
ard schedule can be carefully evaluated and the appropriatz
responsibility for <he decisions assigned. Technical
con~rols, working proceiures and rasourcs managemeat are
further Justifications of a strong sof“ware management

structure. Questions about systeas feasibility, systen
gquality, design methodslr>gy and testing procedures ace ones
which should be ansversd by sof:iwar2 managenment. All of

thesse things helt designers and proyrammers %o organize and
direc% their efforts efficiently in solving such problems
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within available cos* and %“ime limits. Ano+*her =cszascn for
sof+ware management 3is +tha ongoiny problem 2f main-enancs
after implsmentation. Some estinatz2s cut <+he: czs+ zf
main*erarnce at 70% of to*al software cos*s. It is impor+tan=
+0 recognize that maintenance is just as important as devel-
opment. Good software management principles will attemp*t +>
be ongoing throughout the lifecycle and will make ¢the
strongest effort to stress close management of 2ff{orc% +«cwac-d
+ha mos* needed software capabilities.

The management of software Adevelopment is cf+en
referred to as "softwaras 2nginsering®. This implies tha
th2 principles c¢f production engin2=riag managzanens can b2
transferred or applied t> software develcpment, S>¢ T
engineering sugges<s tha< "the entirz development of

a
ware product from initial congsption +hrough Ad=sign,

W

implementation, testing, 2nd main+enarncz can be organiz
a systema*ic and manageabla fashion. I+ should, <thre

be pcssible %o menitor “h2 quality, pecfermance & c c
+he end product <+through the severzl ©phases o0f i+s 1:ifs

cycie” [Ref. 21].

5. Sxandards f£or Sofzware Devalopmernt

An area which has been s2risusly neglectad in the
sof tware development industry during its growth has beer the
est ablishment of standards c¢f conformance. There has been
recogni<ion of this 1lack during “he past few years and
attempts have been made *to provide ajsquate s“+andards. T
most widely used military document concerninrg standardiza-
tion of qualit assurance plans iz MIL-S~-52779A dated 1
August 1979. This documsnt is applicable toc Department of
Defense agencies when acquiring software where the acquisi-
tion involves either sof*ware alon2 >r software as a por+ion
of a system or subsysten. It provides specific guidance
concerning scftware quality assurance program requi-ements
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and covers such *hings as <=ocls, <=zchnigues and me*hod

c
giss, ccmpu*er program design, work zcerzification, <cocumen-
tation, cemputer program 1library ccon+vtols, raviews and
aulits, confiquration manajyement and testing [Raf. 22].

This document is ased not only by DOD, bu* has also
been referred tc by many civilian organizations in the
absence of anything better. The Institute of Electrical arnd
Blactronic Engineers has recently sponsored a committee %o
evaluate *he problem and levelop a s2¢t of sofiwars quality
assurance standards. Thair stat2d purpose was %o "provida
uriform, minimum acceptabls requiramsn+s for zthe prepara+ticn
ard conzent of software Juallty assurancs: pilans" [Ref. 23]
The sections of the standard developed contains dirsction

concerring such *hings 2s refareacz Jdocuments, managemen®,

dccumentation, standards, practices, and conven+tions,
reviews and audits, configura%ion managemant, problenm
reporting and corrective action, *%o50ls, techniques, and

methcdolcgies, code cont-ol, media con4roal, 2and supplier
-

con*-zol. As can be sesn, i+t is =2x

w

nsive and comprekhensive
v

[SY)
({4

in scops and provides guiiance fer

W

loement 2f a *hezough
sof =ware quality assurancs plan.

The preceding two documents acs the most widely use?d
standards referred to when developing a software quality
assurance plan. There ar2 some other publications which can
be reviewed for direction concerniang development oI soft-
ware, Federal Information Processing Standards Publication
38 (FIPS PUB 38) provides thorough and comprehensive guide-
lines for Jdocumentation of computer program and au*omated
da%a systems. National Bureau of S+andards Special
Publication 500-11 is a good overall guideline +*o compu*er
software management and qualizty control. There are a host
of jJournal and proceedings articles dealing with softwars
quality assurance which provide information. All of thase
ara not "official" guidelines and lack any authorita%ive
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endorsement., The best hops for bet:2r T

e
quality assurance prcgraas liss in zn zcces
h

S*ardards and conformance <> s T cequirsmen=s.
Unfortunately, <+hese are relatively new and *hare is insuf-
ficient da*a *o declare tha*t new 1industry standards hava

been developed.

D. SOFTWARE QUALITY ASSURA NCE METHODOLOGY

Planning is essantial for +h2 successful achizsvemen+

cf any pooject ard aust f:32in 2yninlc o te 2f any o usz. I
is important tha* plans are modified «c reflect chaages in
requirements as *hey occcur, on brcad scops, a qualisy

£l
assurance plan must indicate the par*icular activities which
will erable the required lavel of quality %o bz achiaved on
any giver project. How the product is to be assured and
what activi*ies +he quali“y assuzancz2 group is =0 undertage
in order to sa+tisfy organizational requirements ace ke

<

elapen=s.

Qu2lity assurance2 generally parallels zthe sys<esn

0]

a
develcpment orocess. Th2 position of review vcin<s will
depend upoa management's reguiremen-s concerning decision
points cr information requirements. The importance of %ha2
system to the organization as a whole will determine th2
amount of +ime sgpent on 2ach project. The critical points
are the end of each systams development 1ife cycle phase.
A+« <his *ime, an opirion Is render2d by quali<y assurance as
to the adequacy of the 32sign process up %2 -“hat point.
This opinion can then be ased as a decision making factor in
determining wvhe*her *o progress to the next phase. In
discussing the review criteria a1 five phase systeas
lifecycle will be assumed.
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The feasibilis+ study commonly consis<s ocf =svaluyza-
+isrn of alternatives and techniquss +o solve a par-=icula:
problem and reccemmend a ccurse of actizn %o panacasaznt.

This may or may not include a computer system ard <he
personnel involved in the study may or may no* have compu*er
experierce, The role of guality assurance during the feasi-

bility study is usually 5ne of a consultant %5 discuss the
; practicality of alternativas or cost sstimates. At “he end
. of *he feasibili<«y study, quality assurance should evalygate
whather the study team followed thz organization's proce-
dures in developing a proposal for management and commert on
any computerizatior aspects of the proposal.

The next phase, d2siga, is critical to Juality assu-
rance, The greatest iImpac*t is made éduring this phase ari
+he gquality assurance group should s<rive +t5 impact <the
design without actually participa%«iny in *“he design process.
i Tha goal is +o not argue for or against par*icuiar designs
but to review the proposad 3design on maris, One me+=hoAd
which is widely used in zhis phase is *o divide the design
into twc phases~-informal and <formal. The informal nhase
occurs af+«ar a preliminary design is on paper and consis:is
0f quality assurance giving discussis>n only review *“o allow
*he design grour +to dszermine if +hay are on *he <Tigh*
track. There is no repoc-- +o0 manageman- generated from +his
ptase. A structure such as this raquires a good working
relaticnship between quality assurance and the Jdesign group.
A~ *he ernd of “he design phase, 3 formal review occurs and
“he design is normally fix=2d at this poin=. Compliance t9o
performarce criteria, systems goals and proceduras arz
reviewed by quality assurance.

Program design anid program coding make up +the next
phase which must be evaluated by quality assurance. While

these two activi+ies may be combined into one phase, it is
usually more effective and it facillitates structured
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programming td separate thenm, By reviewiag zas
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design, quality assuranc2 has a gJreater opportu
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ensure compliance to design proceduras and standards.
will hopefully alleviat= many probl=ams usually encouantere

in +the coding phase. At the end of “he trcgramming phase,

[l /]

quality assuranrce should perform a rza2view +o ensure compli-
ance to procedures and standards f£or such <hings as coding
ard use of operating systam facilitiss, This should be a
dezailed review and gJuali*y assurance mus*® examine all
aspects of coding, operating syst2m instructions, file
structures and anything else which will affect “he oparation
of the computer,

In the next phase, system tasting, gquality assuraacs
is mos*tly concerned that an adequate *es* plan has been
prepared, that It I1s folliowed ard “ha= it confeoras %o th

w

standards of “he organizationm. Quality assurance will onlv
ard
should not become involved in a3 detalled +test plan. AT *%h=

review test vrTesults to ensure compliance *o standaris

end of the system <+testing quality assurance should again
review for conformance t> 9organizaticaal policy and chsack
for user satisfaction.

The last phase in o2ur examplz, implementa+ion, can
be the broadest in scop2 and long3s®t in duration. This
phase 3is sometimes called conversicn and is generally
thought of as the process of replacsaant ¢r new installmen<.
As with +es+ing, the primary concerrn of guality assurance is
tka« a bonafide plan has been defin=d arnd that 314 1s being
followed., The comple+ion of the implementation phase brings
the final review by quality assurancs that *he procedures
defined in the design stage were followed. Once again, user
satisfaction is of paramount importance and gJuality assu-
rance is reviewing plans 2nd procedures.
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The foreocoing example of a guality assurancs plan

over the lifecycle of a s>ftware product is by no aearns ¢
cnly one to be used. Another typisz2l example Is Jiszcuss
by Marilyn Fujii, a software gjuality assurance proZessicn
from Logicon, 1Inc., in which the lifzcycle is divided into
seven parts and quality assurance again has a role over ths
entire lifecycle [Ref. 24]. The early stages >f the plan
are centered arcund defining the procedures and standards
which will be applicable to supporting ccnfiguration manage-
ment ard computer program develnpment. Mosz other
activities consist of ra2viewing and auditing software
products against previously set s=andards. Juali-y assu-
rance is responsible for all design reviews and audi<s and
thay evaluat2 all documentation such as tast vian, specifi-
cations, and users manuals. Any wilkthroughs or accep*ances
testing will be scheduled and condacted by gquality assu-
rance. At the delivery poin+ in %hz 1ifecycle, they auiis
tha final configuration ¢t> be instailed in =<he opera<tional
ervironment. Figure 2.7 offsrs a1 visual presentzticn of
quality assurance’s .zcle in this exampla.

The examples given are but two of a multitudes which
can be found in professional li<era*ure. Regardless of wha*
specific method is used, +there are 2 number 2f compornents
which should be included in any software gquality assurance
plan. The plan shculd ilen«ify procedures ¢o be used in
issuing work tasking instcuctions for all work rela=ing %o
sof+ware development. Monitoring of orocedures and assurira
adherence +o then should be part of any plan.
Identification of schedules and resources and tracking
progress toward them should be included. Work descrip*ions,
responsibility assignments, initiatiorn procedures, rTepor*
genaeration procedures, and scheduled ccoapletiorn dates should
be addressed. The plan should documen*t gquality assurance
involvement in the specified development progranm. Also
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Pigure 2.7 Quality Assurance Activities.

provided shounld be visible schedulzs, milestones and
interdepartmental dependencies and commizments, Levels of
detail required should be 3ipcluded in any plan. Finally,

th2 organiza+tion responsible for software quality assurance
should prepare +the plan. % general outline of a <typical
quality assurance plan is provided as Figure 2.8,

2. gstaffing and Organization

The success of any quality assurance function begins
with the personnel assiqna2d *o the s+-aff. Individuals as
knowledgable as senior systems analys*s and designers shouli
ideally be assigned to guality assurance. I+ is no+ encugh,
however, for quality assurance personnel *o merely possess
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Pigure 2.8 Typical Sof*ware Quali+y Plan Outline.

the characteristics of 2 good systams analyst. Quali+y
assurance personnel nust command *he respect cf bo%h <+hs
individuals whose systems ar= being avaluated and <he
managemert of the EDP department, who must z2ly on +hen.
The abili+*y %o review thz work of others and <o convince
them *there are ltetter methods +to perform “heir work takes

some unique skills in dealing wi+th people. Quality assu-

rance reviewers must have a talent for good communica=ive
and persuasive ability as as well as be respected for <¢heir
technical ability.




There are a number of wvariablas <concerning =ias=s
experience and number o7 people aszilgned o Juall-oy zsa-
rance. The size c¢f <he vrojec* a<+ harnd is = aztozT
determining factor. Small projects which appear =¢c bz rela-
+ively simple and perhaps repetitive of previcus jcbs may be
short-changed in the quality assurance area. If “he company
itself is swall, it may not be abls to afford the commitmen*
to quality assurance of a large corporation. ToD marnagemen*
may rot recognize +he ne=d €or quali+ assurance and hencs
give it less thar prominent attesntion.

The organiza*ion 5f a gquali: assurance depar<=aencs
Canl D€ 3€< up 11 dany wiys. Jhe wilizly wzll
tha2 higher in +*he Jata nprocessing stTuc+ure
assurance furcticn <ceports, the bstter the prohability of
success. Also, *he level of reporting is sonme e s
+ive of management suppor:t [Ref. 4]. TFigure 2.3 shcws gulta
a simplified view of a ra2presentativz EDP departmen= wikh

-4

+*he guali*y assurance func+ion 2lac=d z2s a sta

reporting to the EDP Managar. This s<ruc*ture Insures *“ha+
gualli+y aszurance will =c2ceive ths a3=zz2nzicn cf 5= ZID°
Manager end +hat it will ba indepernd=a* of all other aspec:s
of the <dJata processing dsparzment. Figure 2. 10 shows an

crganizatioral structure <{rom industry- Informaxtics TInc.
Qualiity Assurance in this organization 1is embedded in *hs
organizational structur2 and has secondary affects
throughcut the company. As another example, Figure 2. 11
shows a variation of the placement >f %the quali%y assurancs
function [Ref. 25]. This structurs, with quality assurance
as an independent function reporting directly to a division
general manager, provides good independent oversight.
Differen* projects within an organization will
receive different emphasis in +the juality assurance area.
The same hoids true for inrlus*ry as a whole. Embedded sof<+-
ware in a weapon system will not raceive the same sor% of
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quality assurance a+<enrion as a payr-oll proijac:. As each

project ras differinqg requirements, so will

assurance scenario be differsn<, Throughout

concerninrg quality assurance Implsmsrntation, theze 3ace 2

number ¢f methods used to orgaaize quality assurancs func-

<ion. These have ted@ in*c four gereral
@2 m

met hods and will be describzd in s

n
3
been consolida
oa
e

renembered, however, that the *“yp

qualit assurance functis>n will dzpend gr=s

fac*ors as *he +*+yoe c¢f product and indust-y, =

h g
quality assurance wi*hin the organiza+tion ani <he =cope of
2 e

the project. Quali+y assurance dspa-<ments fr

companies will te examinad in detail fur+ther ian the paper

which will expand on the methods of

assurance func+ticn.
The first me+thod, and probably most widely usad when

orgyanizations are beginning the gqualizy assurance function,

is the task force method. This method allows >rganizz+ions

to becowme involved in some sort of quality assurance

activity prior to the formalization >f the quality assurance

function. A task force offers the advantage of developing a
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Figure 2.10 Informatics Inc. Jrganization Chart.

group able to handle <tha problemas which

encountsred in a given software project.

un ique may be
Task force members
by *he

the training afforded =he

with +*he appropriate backgrournd can

EDP manager. Another benafi+ is

be hand-picked
systems designers assigned to the +*2am because it puts “hem
ir a position of aralyzing the competency of systenms design.
A disadvantage tc *his method
force will its own
procedures for the If the *ask
not relieved of a significant amount

is th2 problem of con<inuity.

Each task tend *o develop methods and

review. force members are
of the burden of +heir-
daily work, then ancther possible problem is that they may

have trouble finding adequate time to devote *c the review.
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A second method is +he <forma<ion of a full <ime
cguallity assurance staff. This me+hcd provides the grsa<as+
amount cf continuity among reviewers. The EDP manager <an
tans heave a grea*ter degr2e o€ zonflidence In the qualisy
assurance function. By assigning a full -ime sta2ff, marags-
men*t is givipg a2 sigpal of <+he neasure of impor=zance i=
places or quality assurance. The biggest disadvantage c¢f 3
full <ime 3*aff is <+he competency of2 +he raview group.
Whareas a task force can add specializad knowledge, a full
time staff operates with the persona=sl assigned. Another
problem 1is zhe technizal proficzisncy of the staff.
Technical proficiency with current prac%ice is very impor-
2d3ibility o9€ <the g+aff

with the rest of the organization ard +hs proficiency wit!

(8]

tant bo+*h from *he standpoint of ¢

which “he perscnrel can perform their function.

The permanen+ commit*ee method Is another approach
anl is basically just a step up £rom =~he task force method.
Continuity of individuals is the bijygest difference between
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the %wc aethods. dhers 2 *ask for-cz Tsvieuws on

conmittee will be convened fcr the purprse of rs

projects. This =ays *o project manz3y:rs that theic p-ojsct
will be reviewed. The pa2rmanent aspect of the conmis+ee
indicates a higher degr2e of w@management suppor* <zhan

a
spacially convened task €force, As with a task force,
permanent commit*ee has the problem of the amdunt of +im
reviewers can devote to proiects under review while still
mairtaining *heir workloal. Another nega<ive aspect is

iz still 1is just a committee and will lack the authori

a-

tiverness of a furction staffed with full time perscnnel.
~he fourz=<h method is a compinazion of full zTime 2nd
par+ time personnel. This method <can be accomplished wi<h

“he wuse of one or morse full +ime personnel <o maip-ain
continuity of the quali+«y assurance function aa2d augmen+ed
by part time personnel *“o assist in raviews. Th2 obvious
advantage would bte *he abili*y to add specialized knowledge
as needed to review projects. If this me*hod is used, one
individual should be named %o head <“he qQuali:ty assurance
function. He should be 3 strcny parsonalit wizh supior
knowledge of “he requir2ments of 5f a gquality assurance
function and pcssess <hz2 ability to direct par: <ime
personnel in the most effacient use of their <time. I+ is
impoertant that +*he panagar be on egual footiny with other
line functions and can insist tha% only the best people be
assigned +o quality assurancs.

3. Reviews and Audits

Reviews are conducted sejusntially throughout +*he
lifecycie in order ¢to facillitate *ransition into a subse-
quent developmen+al phase. As previously stated, reviawus
should occur at the complation cf 2ach development phase.
Perry (Ref. 4] has furthar identifi2d twelve review points
vhich will not only reviaw but infiuence systems design as
well. These reviews occur at the following points:
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1. M™idjustifica+ion phase,

2. F®rd of justification phase,

3. Busiress system solau+ion phtassa,
4, Computer eguipment selasction,

5. Computer systenm design,

6. Program desigqgr,

7. Testing and conversion planning,
8. Program coding ard testing,

9. De*ailed *est plan,

10. Test results,

11. De*tail conversion planning anl programs, and
12. Conversion resul:s.

Naturally, <*he number of rvavizw points would 4epeni
or 2 numbter of variables iacluding sizszs of svstem, impact on
ths organization, and makeup of <h2 gquality assurance
organization. In addition %o thes2 review pcints, quality
assurance can perform valuable consul<z*tion while cornducting
the revievs. :

Mos* authors are not as spacific as Percy as =¢c *he

ot

«ining &end placement oI review points. The gerezal

o
consensus 1s tha* reviews mus< be przdefine ccur at ey
b andable and
i

"thorough, and are conducted in accordance with prescribed

d 0
points Iirn the develcpment process, z underst
procedures.

There are a number of +t2chniques +that a quality
assurance raview team may employ during the course of <he
review, When gathering information about *he system being
revieved, such “hings as project docamenta*ion, sys+team docu-
men+ation, interviews, observations, and the use of
established checklists are appropriate methods of ga<hering
information. Practices used when attempting to valiidate “he
ipformation given during the gJathering phase inculde
“esting, evaluating test la*a, foraulating base case data,
ard individual corfirmation. Aftar <+he informa<iorn 1is
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gather=d arpd valijated gi1ality assurance must ev

<
}

data for management. This evaluazion is “ypically
irtui<ive and evaluativs jadygemen:, methemaiical simulaz:zi
or modeling, expert advicz, or quantitative analysis. Thi
; lis% is not exhaustive, Dut is rzpresentative »f =h
of teckniques used by quality assurance review

achieving fair ard compreh2nsive ra2vizws.
Auditing is sometimes differan+iated from reviews.

Audits are usually thought +to be final ac*s where all loose
ends in a gquali+ty pregram are +*izd up. Tvpes of aundits

-

ot
10

include in~house audits where the 1audi+ verifies tha=

W

[N

developer is adhering *t> all davaloomen= s:andards
procedures, subcontractor audits <o =2rnsure *hat the zubc
tractor 1is complying with all sof+ware s+%a
procedures imposed by thz zon*racz, 2nl fzct-£fiadi
in which the subcontractsr Is evaluaa4ed *o en
capable of furnishing rszliable, quali*y softwarsz of “he type
deamed recessary *o mee< contracinral raquirzmencs.

The Institu*e of Zlectronic 2nd Electrical ZIngirncers
standards propvese a certain minimum number of reviaws which
should bpe conducted during *he software devalopment life-
cycle [Ref. 7]. Thes T

review =c ensure the ad2qiacy of thz requirements stazed in

[1)]

include a sof*ware regquirements
ths sof+ware <rsquirements specifica*tions, a preliminary
design =review to evaluata +he technical adeguacy of <+he
pr2lieinary design of the software, and a cri<ical design
review *o deternine “he acceptability of the dstailed soft-
ware designs. Recommeniad audits consist of a func+ional
audi+ which is held vprior *o sof*ware delivery +to verify
compliance +o all requirzments spscifications, a physical
audit +o verify <*ha%t th2 software and documantation are
internally consistent and cready for delivery, and in-process
audits to verify consistency of the 1esign.
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4. Testing
Verifica*ion is ancther word £cr %esting. T+ is
essentially ensuring tha+ the conditions are as sta+ed. I«

involves doing whatever 1is nscessary =9 verify “hat the
statements or conditions are correcc. Al“hough correciness

is the overall goal for most testing efforts, i%* 1is not
always the overriding conca2rn. Larg2 programs ire somsetimes
so complex that they never complet2ly sa+isfy their specifi-
cations. These programs may be gquite wusable because
failures ars encountered infrequertly in practice, and when
il To ha

usable, correctress iIs 215+ always necassary and sometimes

<hevy do ~cciz, +heir impact on oz o1

' ee

i
W

in

Eank-]

not gocd enough. A corrac* program may sa*isfy a narrowly
jrawn specification and y=zt not b2 sui%able for operazional
use Dbecause, in practice, inputs not satisfying +he2
specificatiocn are presen*ed to th2 program and =cesults of
suck ipcorrect usage are unacceptabla. Thus, f a progran
is correc* with regard o an inadsqua*: specification, :its
cerrectness is of li%<l2 value, Thsz problem which arises iz
“ha+* most *esting consists of corrszctnass *ests. Thers Iz
very lit*le testing dcne for r2liabili%y, rcbus*ness, =5£%i-
ciancy, and other proper*ies which anake a valuable softw
praoduct. Whatever property is being tested, +he tests which
are valuable are “hose where +he rasul: is not predictable,

0

so that application of <the *est 2and acquisition of +%h
result cons<itu*tes an information 3ain or a reduction in
uncertain*y [Ref. 26]. To achieva this goal, tests should
check the program at ¢hs boundaries of its behavior. 1In
orier for software to be <tested in the most effecient
manner, a test plan with complete procedures and methodclo-
gi2s must be formuiated. OJ<ther than from *he obvious zeason
of ensuring test efficiency, tks rce2asons for this are %o
provide an audit trail of <+esting so0 that future problenms

4s




-

may be disgsected from the point they ini+ially surfaced and
T 2

<hat boundary azeas Wharz tes
may be casier to identify,
Sof+ware gquali*y assuyatice should become inveclved in

4
te ]

*esting in a2 number of arecas as iilastrated Figure 2,12
Before the testing begins, it should ensure that all soft-
ware, hardware, and the 2nvironment are in a satisfactory
state and that test and simulation software have been
defined and are under control. I+ should witness loading
and runring of the softwar2 ard ensiace +the test results ars
r2tained and all discrepancies no*zi. Fineally, gquality
assurance sihould assist iine funciis
tions concerning deviations and discrsparnc

AIL-S-52779A, th2 staadaris for softwars development
used by the Department of Defense, <con*ains a comprehensive
list of software *esting procziurzs [Ref. 22]. These
testing procedures are utilized by many civilian sof<wars
developmen* orzyaniza*ions and consist of *the £ollowing: (2)
analysis of software requirements ¢> determine testabili:y,
(by creview of test requirsments and criteria for adzguacy,
feasibili*y, and traceabili+y and satisfac*isn of require
ments, (c) review of test plans, precedures, and
spacifications for compliance with zZsontractor and con*rac-
tual requirements and to insurs *hat 2ll authorized ané cnly
authorized changes are implemented, () verification +ha-
tests are conducted in accordance wi“h approved test plans
and procedures, (e) <cer+ification that test results are *“he
actual findings of the tests, (f) raview and certification
of test raports, (g) =2nsuring <that *+ast related media and
documentation are maintained *o allow repeatability of
tests.

us




Before Test

1. All software and hardware under conizol
2. All test _and simulation software defire?
3. All facilitias available

During Test

4. Witness _loading apd runaing
5. Reccrd discrtapancies
6. Identify and retair output and results

Af+er Test

7. Participate in Analy
8. Raise outstanding po
« 3Ra*ain z2nzlvslis Iz su

10. Cer=+ify tesi - eport

sis : .

ints as discrepancies

its

on sa*isfactory complation

Pigure 2.12 Tyrical Punctions of a QA Dept. During Testing.

S. Sof-ware Quality Assurance T22is and Tachriguss

-3

Imp-oving softwara developma2a+- and <est prbcesses
Gdepends In large par+ upon the applicazion c¢f proper =onols
anl *echniques to the dev2lopment lifacycle. The jifferen-
+ia+ion Dbetween tools ani techniguss is very clear. .\
technique may be defined 2s a proceiure for implemen-=ing

4]

reliability or gquality goal. Techniques consist of s*an-
dards and procedares used in dJdevelopment and maintenance of
scf+tyare systems {Ref. 25]. Such +*hings as structured
programming, top-down d2sigrn, system wmodularity, ©proper
language selec-ic¢n, abstraction, information hidirg, and
program design languages are generally “hought to be techni-
gues in achieving softwar2 quality.

Tools, o¢n *+he othar hand, have been defined as an
automated technique (Ref. 25]. Computer programs which
perform measurement tasks which would otherwise have *o be
done marually are consilared tools. There are a large
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rejuire very different tools ard most “ools are incompatibise
with { Ref. 27]. ls
should be done only after careful 3analysis of the
desired of the tools, the tools cost- funding and *he criti-
be tested.
the phase of development

each other Selzction of spacific

objectives !

Another
whichk the
2. 13 shows some <ypical +cols which

cality of <he software €functions t>

consideration shculd be

softvare is in. Figure

1
|
) SOPTAARE SOPTWARE 2008 AND TIST ANT CFERATICNS %D
ITIVIIDENTS DESIGN CHETL OUT INTISRATION FAINTENANCE
*Syctem *Analysis *Code *tode *WW/SW Test
: zteling Zorpliance xecution Tools fed
Checker
*Intapandant *Zesipmm eIcs *Resressicn
“a~ivation of bodeline *iutaomatic Testing
Znrquirerents Flow *2mulators
Tharter *Other S/%
$FSL/FSA *Jesim *Test Crivers Vertfication
+#1lkthrus *irterictive Tools
*Innirnrents ecuir Tocls *Stress Tests
Traceability *Paquirements
a0l Iraceabllity Trace Tool *TN/SW Tegt
Tool Jed
santi-vuceing
Tachnigques *Invironmental
3irulator
*Code
Inspection *Renuirements
Traceability
*Requirexents Tool
Traceability
Tool
T 1
!
f Fiqure 2.13 Tools Used by Software Phase.
may be used during the 1lifecycle of software developmen+.
While not a specific list of tools which may be utilizea,
“he fiqure gives an 1ilea of the types of tools found :in
48
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industry today. A brisf =2xplana<ion cf s2lected %t5clz “r-onm
the above 1list follows. Systam modeling--a <schnigue

whereby a simulatior of +the hardvare/scf*warz system i3
programmed using a simulator. Intzractions between hard-

vare, scftware, and persocanel are simulated and inccampa%ibie
system requirements of%sn becomnme evident after system
moieling. PSL/PSA (Problem Stata2ment Language/Problem

-

Statement Analyzer) -~This is a specific %ool licensed by ¢h2
University of Michigan, Project ISDOS. I+ provides 2 means
for describing irnformation, compuzer and scftware systenms.
A requirements data bas2 buil*t from sz2veral contributers can
be checked for consistency and formal completensss. design
modeling--Critical algorithms are coi2d in a rspresean=ezivs
manrer “o determine of *h: design will resul< in tha Zfesirsi
accuracy and sxecution times, Timing, memory margins,
resource u+tiliza*icn, and +raffic rates arz modeled 4o

ensure adequacy. Requiraments *“rac=abilisy tool-=-Sof+uac

requirements ars linked %o succassive design da%a base
entries, +test planning, and test la*a 2n%iries to previie
requirements trac=abilicy. Int=zractive dJdebug <ocls--Thez

debug <“o0o0l c¢on-*rols *he code whila2 It is axecutzd and
displays memory and registars. The r2g9isters and memory can
be displayed while <the <code 1is =2xecuted ins<ruction by
instruction. Preset memory locations and registers hold any
desired value thus allowing brancha2s to be executed 2nd <he
logic debugged. ICs (interpretive computer simula-
tisn)--This #o0ol allows the 1instructions, interrupis and
input/output capabilities <+o be mada2 visible by siwmulating
t+h2 architecture and amemory of a larger computer. The
program c¢an be started and stopp2il in order o evaluate
performance of the program at various points. Stress
tests--As “he name impliszs, ¢this *tool tests the computer
under wors* <case conditions of various parameters such as
memory input rates, memory utilizazion, e+c,
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Hardware/software test beds=-~A rtest bed is the sys-em lzval
hardware joined with +the system software and combined with
<ha appropriate test drivars, monitcrs and znvizonaenzal
simulators to provide as near- an operational systam as is

possibie. Regression <:=stiag--Ragression +esiing uses a
! stardard proven <*est for testing the software after & change
has been incorporated in the softwarz in order “o de*ect any
side effects or errors duz to +the change. Th2se tools ars
but a few of the literally tundreds on +“he marke*. Tools
can be a valuable and useful aiditioa %to any software devel-
ooment life cycle bu* must be chosar carefully, checkeéd out
before commitmen<%, and ussd in the proper perspeactive, This
means that the +o00l shoulld be recogaized as a ¢ool aad zh=s
zesults should be evalua*=2d carefully and action only *aken

on specific results generated by <he tocol.

-4

6. Sofiware Documentatic

Perhaps the weakest link in addern scoftware daveloo-

ment has been documentation. There are a number of sources

of information which provide guideiines concerning sofzwacs
documen*a*icn. MIL-S~52779A 2nd thz IEEE quality assurancsa
standards both provide requirements <for documen+ation.

MIL-S=-52779A calls €for 1ll documzntation standards angd
programing conventions anil practicss to be used for all
sof tware to be referenced in the 3juality assurance plan.
The IEEE standard calls for identification of “he documenta-
tion gcverning the davaziopment and verification of +he
sof+ware and an explana*ion of how -*h2 documents are %o be
chacked. It further calls for a namber of specific docu-
ments. These include a software rsquirements specification
(SRS) , software design description (5DD), and so>fiware veri-
fica®tion plan (SVP). PIPS PUB 38 provides extensive
gui dance concerning documentation of computer programs and
ADP systems. Software documentation is an ex*remely
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cal astact of software developaent in <hat I+ iz +h2
means ¢f£ ccmmunication which the 33s a
collieagues, management and “he technical au+ho

custcmer. Although it is widely r2zognized “hat good docu-
mentatior practices should be mnaintained f£o 1

projects ard there are ample gJuidlines with which to
proceed, documentation remains largely inadequate. Much of
it is 0ld, it is poorly wri+ten or written in such a manner
as to0 be inconmprehensible to the average reader, it zay not
be +horcugh or l=zave ou% 2lements which are critical ¢ *%he
software in question, or it hasn't been changzd to reflact
current practices. Sof+wara quality assurance must -zallizs
+he requirement for good documentation and take staps +o
ansure that Jocumentatizn which accoopanies develcped soSe-
ware is comple*e, clear, accurate ani concise.

7. Configuration Management

Configuration mznaigement consists cf Zdenzifying <he
configuration o€ the sH>ftware system a% discrete ovoints in
time, The purpcse is to systematizally monizor chanages %o
this configuration and a2aintain ¢hz integrity and =racs-
ability of “his configuration *hzoujhout <*he system 1ife
cycle. It is primariliy concerz2d with ensurinag <the
integricy and ccntinuity of Jdesigna. Qualit assurance,
through configuration 13 hagement, should enforce <+ha
followirng: (@) Configuration Identification-A system of
recording the technical d2scrip*ion of individual computer
programs and supporting documentatiosn, <+hus documenrting the
functional and ©physical charzcteristic cf “he configured
itam., (b) Configura+ion Con“rol~applies %o configured sof+-
vare and documentatiocn after they have been raleased, I+
also provides a control f>r changes and 1library fea*uras.
(c) Configuraticm Status Accounting-the recording of <the
status of +the system's configuration. The purpose is *0
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A. INTRODUCTION

As stated in [Ref. 22] the purpose of a Juality assu-
rance Dprogran, "Is to assure +thit softwar=s dev=zloped,
acyuired or othervwise provided under *he ccrniract coumpliss
with the requirements of %“he zontras+", Anocther defini<ion

e m i m e

of quali<y assurancs iz, ") clannzd 273 zys-msazitic fzTiarn

of all actions necessary o vrovides 23csquate confidence ~ha+
+he items will psr-form sitisfac+torily in  ac%uzl opeca<ion®
[Ref. 28]. S+ill another definition is, "Ths 2arly 2e+tec-

tiorn ard correction ¢f d2ficizncizs 2nd the =2valuazion of
overall quality performance" {Ref. 231]. Al<hough p-es and
cons orn *ks merits o0f 2ach o¢f thase defini<icns can bhe
“hough® of easily, +hey 21l have *he same goal - prevent
cus-omer complaints,

Quali+y assucance achievss %his goal “hrough ccnezol.
This cortrol functior is based on thz existence 2f some %y
of pian ard the con“rol faac«ion is <simply ensuring zdhec-
ence to *hat plan., Effective contrasl will detact devia-ion
from the plan early, befor2 i+t actually occurs., Ineffective
con+rol detects devia*ion as it happzns, when it's too late.
Two key Zac*ors in effective control are (1) total knowledlg=
of +he plan and (2) eostablishment of milestones againsct
which progress on +he plan can be measured. By monitoring
thase milestones, action car be initiated to preven* poten-
tial deviation from the plan.

In essence, quality assurance is not something tha+ can
be added la*ter in the software development process. It is
not the job of a sirgle parson or jrcup of persons to see

that quality is added at +he right ¢time and in +the right
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amoun+t, Quali+ty assurance begins a* the s*ars =3 <=h=

-

development pbrocess and iIs continually aldded a: zzch szep
along <he way. The primary job 2f *he quali<y aszurance
group then becomes the development >f “he qua

plan ard once i+ is dsveloped, +
throughout the development process.

The nex+ sec+tions of this chaptar will discuss standards
which are in use for developing 3Juali+y assurance plans,
Following that will be 2 iiscussiosn of the +ypical sofziware
development cycle. The final section of <the <chapter will

discuss the quality assurance projraas in use a* <wo major

clviilian companies and at the Javal Jdcean Sys-zas CTsnt=ar.

B. SOPTWARE QUAIITY ASSURANCE PLAN STANDARDS

3

1. Milirzary specification 527792

r‘

Mil-5-52779A2 appli=2s to the 1acguisition of sci<warse
either alcne or as part of a complsts sys*em. I% T2quicas
tha es<ablishmen* and .aplementa<ion of a scfiware gualisy
assurance program by *he zontractor.

Paragraph 3.2 of ¥Mil~S5-952779A deals with <he soli=-
ware quality assurance plan. Accordingy to *=his specifica+ion
[Ref. 227 any scftware quality assurance plan will include
the following areas:

1. Toolsfl Techniques and !e»hodglcgies: Wha*t are :they
and ov will <thay support £ overall Quality
Assurance Program? ’xample: lrclude. Operati

Research - Systems Analysis, ‘unc::ona‘_an erfor-
naage 'e301rements analysis, srror analysis, sof+ware

optimizafion tcols, specz‘zva ion tracing and coding
conventions,

2. Ccmpute Progranm esign: How will desi legi .
fulfiilment o raqugremgnts comple*teness aqd comgiss
arce wih specifiéd standaris be Pevaluacaa?

3. #ork Cert*fzcatzon How will the description, author-
ization. and complation of work be certified or

approved?

4., Documentatio 2

What documentgtion star.dards and
program ccnv ?

ntions will be use
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8. Ccnputer trogram Library (Cnon

ncrols: How will Ziifevans
coapaier program Vv2Fsidns Sz lien4tifioioanl lfog-
ment2d?_ The “objective hera"Is “¢g inrsyre =-ha< oaly
arproved modifications ire m2iz and implamen<eci.

6. Reviews and audii{s: How will reviews and 2uji%ss be
condyc+ed *0 1lrsure traceab;ifty %:om Initial
requirements to final product?

7. COnfﬁguratlon Manajement (CY): How are Sofrware

Quality Assurance a3nd CM related?

8. Testing: This sectisn inciudes the follcwing areas -
a) Analysis of requirements ¢> determine testability
b) Review of test rgquiremerts and ¢riteria ¢ insurs

adequacy, feasab1 lty, fraczability and sa:z¥sfac-
tion of requireman+s

c) Re¢view of test plans, proceiures and specifica-
TI90S I27 CcCLp liince 4i=z 3’.‘.’.‘.2"::':1.‘:_ N R
and 9 irsure 3211 2u%hocized changes 3re imple-
nented.

d) Verificaticn of tests.
e) Certificaticon of test resul+s,
£) Review and certification 2f “est reportis.

q) Mg*{enance of test mat2rial =¢ Insure <cCepesat-
a bl Y.

h) Support softwa

by nd hardware used during d=avelop-
meR*t must be ac * nt

able to +hes governme

[}
.

-4
L)

»
-

1G]

Standard for 3ofiwars paality Assurance Pla:ns

The purpcse of this standard is to provide uniform,
ainimum acceptable requirsments for preparation aand cornten<«
of Software Qual ity Assurance Plans. The standard applies
20 +*he development and maintenanzs of critical scftware
(i.e. where failure could impact =safety or cause large
financial or social loss2s). TFor non-cri+ical sof+wace or
scftware already developel a subset 35f the requiremen<s may
be used [Ref. 231.

The following are the major sections ard subsections
cf *he pian as outlined in (Ref. 231].

1. Purpose.
2. Reference Documents.
3. Management.

a) Organizaticn




b) Tasks

c) Responsibilities
4, Documenta<=ion
a) Purpose

b) Minimun Required, Dogumentation: Sof+rware
Requirements Specif icatisn, | Software Design
Description, Software Verification Plan.

c) O*her: omputar Program Development Plan

) Congi uratgonp Hanagemeng lan, sgangards and
Procedures Manual.
5. Standards, Practices and Conventions.

a) Purpose

b) Content: Docuyma2n* Standards, Logic _Strucsur=2
S*andards, Ccdingy S*andards, Commen=ary S*andris,

6. Reviews and Audits.

g) Purposse

b) Minimum Rquirsm2n+s; Software Requirements Reviaw,
Preliminacry Des;gn Review, Critical Des;gn Revieaw,
Functional”™ Audit, Physical Audit, In-Prccess

Audits.
7. Configuration Managament.
8., DPrcblem Reporting and Corrective Ac+ion.
9. Tools, Technigques and Methédologies.
13. Ccde Control.
11, ¥edia Control.
12. Supplier Control.
If any of the above sections are not pertinent to
“he project for which the plan is being wri4ten, & sta¢emen*
stating this non-applicabili*y shoulid be included under %he
sec*ion heading along with rezsons why it is not applicable.
£ addi+ional sections are needed +-hey may be included a*
the end.

C. -PHASES OF THE SOFTWARE DEVELOPHENT PROCESS

It is generally agre2i upon that *he software develop-
ment process consists of at least th2 following sever phases
{(Bef. 243 : Conceptual, Requiremen*s Definition, Design,
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Coding arnd Checkout, Tes+iang, Inteyrition, and Op=ra=icnal.

Software defini:ion *akes ©vlace in +<he Conceptuzl ohacse.
Tris consists of Zfeasability studizs, <crade-oif szuilizs and
analyses to define specifiz rejuirzmants +to

computer resources. Once these requiremen+*s are defined and
dccumented they form the basis for a iraft systsm specifica-
tion which will te used during the f£>llowing phases.

During “he second phase, Requirzaents Definition, 1t is
determined which sys*tem raquirsments will be implemen+<ed by
sof+ware. Through analysis i+ is dstermined which software
functions are needed and the inputs, processing, and Jutpuis
that are required for each func+ion. Also sart of =his rhass
is <the finaliza<*ion of the systam specification and <=he
praparation 0% the draf+: software cequizaments
spacifica~ion.

Following the Requiremants Definition phase is “he third
phase of tha development cycle, D=2sign. The object 0f this
phase is to come-up with 2a soizware dssign *hat will imple-
ment the functions identifizd iuring the Requizements
Defiri+ion phase. The dzsign will include ac=ual algori<has
and equations alcng with control 1ogic an data spercations to
be pverformed. The finalizaticn of the sof<ware requirements
specification and the prz2paration of +the draf+t sof-wacq
design specification will a3lso *ak2 place during this phase.

The fourth pbase, CToding and CThzckout, includes trans-
lating the software desigh into a computer programming
language. Usually i+ is a high-order language but it may
alsc be assembly languag=z. Once compila=ion ard assembly
errors are ocorrected each individual program module i3
executed o0 remcve obvious errors. This procedure consti-
tutes the checkout.

Once coding is complete the fifth phase of the cycle,
Testing, begins. Here ths software which has been developed
is tested *to shew that it is consis%ent with system and
softvare requirements.
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During Integraticn, hardwar= 2rd software ac-s z-cnrnr
together and system and operational t2s
Th2 cbject cf +he testing is %c insure +*he gaticdac=ion of
system requirements in the actual or simulated envircnmernt.
The last phase of tha cycle is the Operational ophase.
The software has Dbeen accepted for use and the only
remaining activities ara maintan2nce and modifica+ion.
Figure 3.1 [Ref. 24 ] shows +he software development process

) 1
|
{
i
!
rﬁﬂm Awad ~Orelt
H 1 Requirementy
r-Oraft Sysiem 1 Seecificanien
1 fiestion . '
: : rFinad Systom r~Finad
) t R
HE H ) ! Speciticsuon
I H : :
{ t i ~Draft Desim
CONCEPTUAL K ' : ! Specrtcauen
AEQUIREMENTS l ' !
SEFINITION ) Find Des
[ Sperihecsven
¥ Find Sattors
CODING AND ]
CHELKOUT :
1
TESTING :
INTEGRATION
OPERATIONAL
1
i
|
2

Fiqure 3.1 Software Development Process.

and the key outputs of the phasses. Figure 3.2 [Ref. 24]
shows hov *he quality assurance ac*ivities £it in%o *he
development process. Pigure 3.3 [Ref. 29], although it does
not specify all seven phases decribad above, it dces show
the activities of not only the Quali*y Assurance group but
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Figure 3.2 Softwares Quality Assurance Process.

of the groups 1in the projact srganiza~ion. The ac=ivizi
listed are all guali%y assurance related.

D. QUALITY ASSUBANCE PROSRAMS
1. ZIRW Defepse Systems Group
a. Background

Kurt F. Fischer {(Ref. 30] writes:

A; RW Defense and Spa~ stems arou the need for
division wide crgani za*log 9 assis é vare maragement
becam° quite apparent duar ng the ate 1960s. Likée most
other sSof:ware vendors, RW was concerned about the
frequent cost overruns_ and schedule slippages in_ its
sof vari projects, and decided to develog pethods o
turn s trénd iround. As part >f tha ecision i+
established its first quality assurance staff in 1569,

ro

59

3




N
.
—l| - e
*5IEAR1IO0S R1T1T7200 103 SSAD014d JuEndoraa=qg t*f aanbty
ARAnoN 4471 U0 LOGAL IPNS ITIS Deting @ T (g} svodey B
SINSOD WO 1PINI OMNY © uopsodsDd O B Y EHY » W swdeng o Auede;onQ srdeld o
3 e dhus g o g @ 0O NG ¢
sBueew 18841500 (INDUO) ¢ .
000
d 150) 10 WIIAR ) e 120} 1O MMAS) RN ] @
SBUIBIW STOUPRY; 58] 19NDUOT) @ suonssedo
S8inpa30Kd 131 08 Sued (594 9P} 8 e jeep
AmvuRtavu § )OS 'y @ $30S UPUe o
017501 WP W )] ISy @ HAD 1RV @ 1NQDY »a sy ISR DD ARdaId @ LR HAD 10 AR WXL e
suvd 5o
[TLTER 2 30 10 MBIA e DBy @
EY T S Brcan WP PAIMINIS 13%0U0) @
ADIWELTIS O s pue
REmapg /R I™e s 3 o0 1330S j0 YHAM BIMB] @ "o ous o
WOUNFRP W ¢ u e edie U AN 0) S URLAMNBE. §orif o wBmeg weing O
®unrw
LIS IR LT N e TR LA HO4) D) e (Tl M 2oy L83 ULiBIg 8PNy @ HOJ 10 w0y w2y 1301 @
poursdu e LY (5] O SNIMUBONL B (S 0II) -
1050 - (KYS) 919D Weurisas 2] M3 Meur @
piFod (C.ri - aBuryd
Poe T 0 PLFUMOL] 1D @ mvady Bunein Bud »Wie
R R T ST TR 0S4 9WIrhucy o
QD smrunng
SORPCPES UMTIUBUN IO Of BNPIUr ) Wy @ 1011.07) A0 [
10 A RO IR MB-20E N F1E DN By e SO0AY 1O MPANI €710, 0
A e vBeeg
WIMLUSIRIIDIE SSAeue ArwaTPH 117y @ Amqrace:) sewarnt .y e Lvup.rwig
{-ND) uE1g i Ifirueyy
urid YOS (% O UOD 0} MA@ wiminfiqun?y o i3y @
UOIRGIUPT 11T 9ISy 8 HUS tPU) @ {irsS) Avy 81y MS Bwedtig e
BINSOID WAL JON T MYS ANSSy &
wepuane Buuey 10y o
SUODS J0) UMT DeArPil B Ly & ety Buuts] e BOL] ISUINN TR o
SEMEADERIF 1Y 10 P H1IT 34 MOATY & (084! Lawnsag AU GrunesBoiy redesy @
SEIEPt,
BINAS JO MG IENRIIN] &
hey ¢
usussmbey
AINVUNSSY ALIWVND ANINIDYNYR 1 D30NS MOUVHOILNE ONY 483 ANINIOTIAI0 NVMLIOS ONIYIINIDND WILSAS ;;u’snwwn
i — NONYZINYDVO 13 0Be !
NYHOOUd IONVHNSSY ALITYNOD
FHUYML40S 3HL NI STTOH .SNOILVZINYOHO 103rodd 3HL




At TBW the software quali+ty assurance functions
are performed Dy an organizaticn titfled Procduct Assucsance.
This organization is head2d by a vica- presiden*t level stzff

director. Figure 3.4 [R2f. 30] illus*ra*es the corporate

N,
TR¥ Defense and |

A oty s ey S cgm—t— o

Space Systems |
| Groun I
] L
|
I
a
|
i | |
! , !
T Svision ) Tvicion ;“—"_—_T M oviston )
' - OIVISION 812
{ . JIVISION DIVISION

’ |
_ | | | | | z

Figure 3.4 TRW Corporate Organizational Structure.

organizational s+tructure. The Product Assurance organiza-
tion actually performs a dual roles: Quali*y Assurance and
Configuration Management. The reason for <“his is <hat both
areas have been found to share similar charac+eristics.

1. They perform staff o>riented func+ions.

2. The ance of _*heir functijo of+en times
more cres.gf when done gy an ; gapenSen* orqan*g:~

tion.
3. S aff ersonn share man aptitudinal characteris-~
t §sg iose attentgog tapdetall, preference for
de v bil* +asks) [Ref. 30].
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by an  Assis<ant Sro r
has responsibility for both Juality Assuranca ani

Configuration Management. The APM for Prcduct A

n

suraiace
receives his direction f£rom +h2 proj=c~ managsr, ye* he and
his staff remain organizationally indeperndent fzom <*he
project by reporting functionally t> *he Product Assurzancs
organization a* <*he corporate level. Figqure 3.5 [Ref. 30]
illustrates the rroject organizational structure.

b. Quality Assuranc2 Objeciives

7o achieve tha s*2t:d or2jscv guali-y zsznTince

objectives, the following activities [Ref. 31) 2re perZformed
by the Qualizy Assurance Jroup at TRA:

1. Assure direct traceability be“w2en +he suybsystem
sgeg;fzcatzons and the deveicoment specirficatiorns, In
addi+tion assure dirzct traceibility between develop-
ment specifications and the_ *=s%t plan_and fzcm thare
to_test procedurss. QA will 231ditionally insure tha“
all cequirements ar2 traceabl <0 the product speci-

o

fica+ion.

2. OA will develop and mairtain a sof*ware cegquirenmenczs
matrix, This matrix will be maintained tarodgqhou+t %he
scitware development cyzle.

-

3. All document

~ion generat23 iuring *he projec+t will
be reviewed

vy QA parsonnel,

o op

4., Conduct audits of *he softwarz developmen- process.

5. QA persgnnel will participats in all £ormal ravisvs
and_ audi<s (.e.q. Software Requirements R2aview,
Preliminary Design Review and” Critical Design
Review),

6. nsure the ipplemantation of built <in checks ani -
alances.

7. A personnel will moni*or and witness_the Prelimiraczy
ualifica+tion Test (PQT) and Pormal Qualifica+ion
est (PQT). These fas* results will be c>signed bty QA

personnel. All QA tes* records will be maintained.

8. 8A perscnnel will mogitar the :3nfi,uration
anagement ractices during softwara evelopment.

Thex will also tast to insdre the integrity of tha
software configuration.

in all, Corfigugpa<io
d provide a réview o
of+ware develcpment and
the int=2q9rity of <+he

9. A personne vill particgipa
ghagge Boaré {CCB) pmgetgngs
all proposed changes in _the
test process _to again insu
softvare configuration.
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Pigure 3.5 TRW Project Organizatiomal Structure.

10.

11.

12,

13.

QA will supgort the developm2n* of project Sofiware
Standards and Procedures.

ri‘ that all regu en*s 3nd functiosnal capabili-
Kave been satg %feg gy so>ftware testinq. pa

gersonnel vill insure that the delivered softwara
pac age meets contractual requirements.

Syste for ‘gick‘ng Sof«war2 Problenm Reg T
an Des gn_Problem R ports (DPR) throu hou t
wvare evelog-en* % gro uction

developed and maintained by QA personnel.
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14, To insure *he¢ necassary  Implementation and suzcor:
fer all QA 2nd C¥ ac+ivitiss, Quali+y Assurance Vo T
gar§1c1pate in the selection process of all sofzwara
~00ls.

C. Quality Assurance Planning

The successful implemsntation of an effective
Quality Assurance Program relies hzavily on gquality assu-
rance planning during the early phases of sof+ware
development. At TRW QA planning is accomplished by a
complete review of the =arly projec+t dccumentation. Examples
of such documen+ation include <he Conirac+ S+<atemant of
Ycrtk, Sys*=m Spacificationsg =znd DProdest ?lan ancrag tthers,
Once this initial review is complz*t2d4 the Quality Assurance
Plan is prepared. This olan contains *he functions, <+asks,
ard responsibilities of th2 Quality Assurance group and aiso
identifies <*he quality assurince *+ools needed tc insure
sof tware quaii*ty in +tha areas of accountabili+y, test-
ability, wusability, maintainabilizy and reliabilify. Upon
completion *he plaus is raviewed by other project organiza-
tions ard apprecved by bo+th <he Program Manager anéd <he
customer, Upon apprcval task assignm=2nts are nade to carcry
out the activities cutlinzd in +he previous subsecxion. As
ncted in (Ref. 30] these 2ssignments are based on l2vel of
effort ard must remain £la2xible +to adap+*t to:

1« The neads of the <current phise in the develcpment
1 fe-cycle.

2. Shifts in attention neading areas (.e4g. technical
problems).

3. Unexpected demands placsd on QJuality Assurance by the
Project Manager.

Once the QA Plan is approved <+«he Quali+y
Assurance polocies and procedures ars writ+ten dascribing <h2
methods and procedures t> be used in +he implementaticn of
quality assurance requirsments defin=3 in <*he:
1. System Specificatisn.
2. Contract Statement of Work.
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ect Plan.

3. Prto

.i
4 2A plan.
d. Software Stariazds

As Kur* P. Fischer points out in [Ref. 30)},

"The purpose of sof*ware stardards s *o improve the main-
tainabili+y and readability of *the software product™. TRW
has developed a coaprehensive and datailed program <o deal
with software standards. According 5 [Ref. 30] *his progran
has been successful €for +w> reasons:

1. Software standards _are no=_ dic+ated from the =xecu-
“ive offices cor from Qualit Assurarce, bu+r ara
levrglcped cat ci close so2aaynication  aagng  =as
Desiar, Developmenz, Test, 2A and Ptoject officés,

2. A %00l has been provided o> iu-=oma=ically check_ +he
scftware against mpst ¢t +ths standards. " This allows
programmers *o audit thamselvss sc¢ tha* there ars no

surprises at turnover time.
The Sof+wars S+tandaztds and Procedures (SSP)
(Ref. 31] document contains the quali*y provisiosns, instruc-
+ions and standards for 23ach projsce. The SSP deals wi<h
s-andards concerning softsare,

£ ware, “desigrn, developmant
and *eszing., The ca*tegorizs of s-andazd

5 irclui=d ars:
1« Source code forma+ting s=<andarlis
2

2. Techniques o0 _ be _us
code, test and update
3. tandards dealing with QA +o51
use during design i2velopment 13

velopment and their
checkout.

Waivers and 3=2viations s2rve *0 complement =hs3
standards. They allow p2rmanent or “emporary relief from
conpliance with *he standards due %5 *echnical difficul+ies,
irefficiencies or scheduls impact. All waivers or deviations
must be approved by both the QA Manager and the Projecs

Manager.
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©. Quality Assurancz Tools

The use of software t©7»ois should o
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red where it will prove *o bz mors cost ceffective 224 more
accurate to have the task automatsd rather *han performing
I+ manually. Tasks which may fail intc this <ca*2gory are
often tedious, menial, boring, difficul+ €erTcr prone,

~epetitive and ccstly [Ref. 30].

Althcugh TRW is curcently wusing improvad ani
updated +ocols +he following ar2 =2xamples, taken f-om
[Ref. 30], of the types of tools in use a* TRW:

1. Product Assurance Confidence =valua%oc (PA E) - PACE
25 3z3igned Zo oguantitaziviIiy 3Ivalilzit: [o9 zniz-ouInly
and rigorousiy a program has b2en *es+ed.

2. rORTRAN Ccde Auditor (FCA) _- This <“col audits .cod ding
s*andac-ds anij b d5Ing so allows anforcemen® cf fhasd
same s=<andards

3. Structured Programming Audi (STRUCT) - STR]RUCT :is
used to  ensuré programs comply with the s=ructured
progranmming standafd. I- 15 "executed af+ter DPACE
because i* relies on outpu €zom PACE. _It evaluatas
program structure basad .on the following  six
cens+ruct s; anuanceE if-then-else, c-whils,
do=-unzil, cass, escape-from-1ic0p.

4, Unrits Consis*ency Analysis (UCA) - This is used on
FCRT2AN scurce cdd2 ard the assoclia*ed data bzs=._ I
scans the «c¢ode ani intsrprea:s 2qua+icns, By ceier-
encirg the Ja<ta base £3r 4h2 variables used” irn <hs
equat;onvl‘ determines if the units in the assignmen<+
statemen= are Iin fac % consis*an*.

f. Quality Assurance Reviews and Audits

Review and audi+ points are established during
*he QA planning phase %5 ensure that design, code, iaspec-
tion, *esting, and documentation are compatible
As used at TRW reviews ssrve a1s juali“y assurance cri:igques
of documents while audits are critiques of processes.
Evaluation criteria for documents {[Ref. 30] consists of %h=s
fcllowing:
1. Adherence to format and pagina*ion.
2. Clarity of objectivas.
3. Technical content.
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5 ceability <o hijher lev2l spscifications.
The audits conductai by Quality Assurarnce
personnel [Ref. 30] serve the following four furc<ions:
1. They assess ccmpliance of souzce ccde ard 3documenza-
<Zoh to software standards and procedures.

2. They assure traceability of raquirements.

3. They detetmine th2 satisfaction of sys-enm
ments during system test and icceptance ohase

b, They assess teos*t sufficiancy.
The following lis* con%ains the audi:s conductai
by the guality assurance personnel at TRW. A brief descrio-
tion of each audit is also includeld

1. Un't Development Folder (UDF) Audi«s - The UDF
norn-deliverible i+am which orovidas 3 ma2charnis
;nte'ﬁaW control and z1so providses nmanageaern-~
pllity fcr _software dasvelopms=nt. Tk2 UDFs
prep:rod and maintained for each sofiwara
prov*ded ty the project. The 32fini*ion 2f a un
a sngle routine 3r 3 gqrouo of logically re
coutinés., _The. UDF is a "collsction 6f all zTe3
merts, design data, code, and t=2s%t da*a per-<ainis
2 specific unis, The UDF ssrves ag the Dpr
surveillance  mechanism for *he _zuall:z assu
verscnnel aur ng_ *he da2siqn, coding and uni-=
bhases ¢f the sof:tware devaidpmen*t project. GTac
Is z2udited, This 2udiz iz 3iviiad ir<s +hr2e ph
. an effort, *to provids early detection and <o
n, of pcssible srzezs. | Z3ch ghaso is iesign
i+ 2 gpecific area of <h= ijevelovmert pfo
lowlnq is a dazscription TRef, 31] of 2ach pha
a) Phase I - wverifies appropriat2 YDrs have
initiateqd, groper cover sheets and inser*s
been incluyded, requicements have beern tat
the requirements Section and <hat_  <he 3
sec*ion contains the curren* working Jesign

b) Ehase ITI - A d=sk check and automatic cod2 auii
is performed to Jetermine i1f code isbeing g p< oqucci

in acccrdance with established project ‘sfandaris
and guidelines.

C)} Phase, III - Va:i;ies that each UJDF _audized
contains a compllation 9f test resul®s, an
analyses necessary to_demons%irate that the uni% of
code has been 4dobig ged, 1nit development _ %es*ing
is comrlete and tha® an uo-to-data design &2scrip-

tion exists.

2. Tes* Data Folder (TDF) - The TDP is the 9primar
working dccument £3r *he test uroup. As such 1=
provides_a surveillance vehicla fofr quality assuranca
personnel. During *he integration” and "acceptance
‘est-nq phases of the develsgment project. The TDF
contains tne test requirsments, *est péan, cest
procedures, test exeécution rapcr+s an sof+war2
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subsection reviews are conduc+=ed
Wwhat follows is a list of the cev

prcbliem repor=s. Quallity Assurance raviews +the I:iiz:

=¢ insure adaguaczvy ~cmnlaz2n2ss and confarmznce =0

standards ouflinéd ir £8c¢ §ofiwaze Standards and

?rocedures (SS?).

Cenfiquration Managemen:t Audi“s - Quality Assurancs

uses this audit *o  monitor tke confiIguration, manage-

ment activities -0 insure tha*t <they &omply wi<h bdth
+he CM plan ard jocumerted procedures.

Intgrface Verification Audit - This audi< _ :is

conducted as early as p9ssibls in an effor: *o Iden-

+ify angd correct ossible incerface problems. A

personnel examine the requiremants design and prcaranm

specifications.

Preliminar{ and Dot ailed Design_ Aydi=s - Condyc+ed
rior to the Prelimipary Desijyn Review (PDR) nd +he
ritical Design Raview, (CDR? respectively, *hese

audits are cecrcern2d with th2 forma* and corntenz of

design documenta%io>n and pro>ject +*est glans. Th2
vaegul+s 0€ £hege andi+= arz +han 4iceussad 3= ~he DN7
and@ CDR respec+ively.

Irdependent Quality Audit - Not cnly do the Prgiuct

Assurance personne audi+s «ha variodous areas 2% ths

scftware development crcrcisct, dbut <hey in  <aon iz

PRI > = - - -~ .

aydi=ed bx the corporats “Proluct Assurance cScgariza-

-ilon. This audit dess in fact cove:r *he | whols

projec*, however, *he QA and CM aceas are examined In

de+tail. Uron cemplation of “h:= audi+ both the Prciac=

Janager and Assistan* P:oga:t Marager for ?2roduc:

Assurance receive copies ¢of <he auditf repert. Thej

a.so_  rec=aiv2 any (orrective Action Requests CAR{

which documen* any 1iscrepanzi2s fourd by +hs audi«,

Audi< Rerpor<s -_ The findingsqresults 5f the atovs

audi*s ars proviiei *o bota ths Project Marnzger anid

<he _Assistant Proj2ct _Managsr for +he apprépriac=s

development area.,_ Ln addi+ida +o *he findings recon-
mendations _are alsd inclulaid, A veriodic’ summary
which de=ails  the number/tyia of audits performed
~he discrepancies <Zound, _all_corrective action I
progress ct igplemented ard a f£ollow-up 2n correczive
action _on-going frem praviosus _reports_  _is alsec
Tepared by Qualicty Assuranz2 and providad <c  +thz
roject Manager.

As rreviously nao<ed

w

t «he beginniag of <this

ot
(o]

cri“ique documentatio:x.

2ws conductedi at TRW. 1

i
brief description of each reviaw is 2lso providad.

1.

Sof+tware Requirements Revizw = _This review is
conducted ugon_ . complezion of ths Sof+war2
Requirements Definition _phas=. %A personnel si+ as
members, of *he raview board. he purpose of the
review is *o insure tha*t th2 softwvare requiremeanzs
specifica+ions for +the propos=d software project 4o
in fact match the asers operational requiremen+s for

the systen.

Preliminazgy,K Design Review = o»additio&,ﬁo conducting
“he Preliminary” Design_ Audic, Qualit Assuranc?
personnel act as recdrding secre<ary uring <his
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revied, The PDR [Ref. 31] rsviews cach develcpmen*

specificaticn for the Zolliwing:

a) Traceakbility of requiremsnts specificationr to <i=
development specificatiorn.

b) Reguzremgtes satisfaction, interface definition
ard specification content,

3. Critical ?eg g Review - Ir addition +o performina
the Detai eslqn Audit Quaili*y Assurapce personne
serve as recor ing, secretacy. The emghas*s of “he CDR
is on gregara -ion of required materials, briefing
content an liocation 0of each requi remen< +o 1
functionral design =2lement [Ref., 31].

4. Design Walkthrouqhs- These walkthroughs are h2l4d
early and endurlng the Dasign_phaseé, The walk-
+hroughs are conducta by %echnical personnel who acrz2
taken through the design o2 a s<+ép-by-step basis
informally by the issigner, This 4done in an effor=

< aonito The ~o“=::‘*fﬂy 28 =hz  dssis: =“3““‘~v,
satisfact ion of rsquicemsnts and ¢ompiz=enss
[ref. 31].

g. Testing

In [Bef. 31] 1t sta+tes +tha% Quality Assurance
khas review authority €for 2all <=2st plans and proceduces
ini+iated by TRW for eithar formal oz i

performs a selsctive review of docuaan

tegt cases 2nd <est proczdures dirzctly corse
scf+ware requirements. Th2 %<wo prina
by Quality Assurance duriqg the 7Tz a
2audi+ing and the inspection ard surveillance of foznmal
tests. Both thes& areas are described below,.

1

. Test Audi+ - This aydi:t s corduc+ed at th2 end of
each test phase and :ts primary purpose 1s %o:
a) Assurgurtha’ sof ¢ware configuration management

proce es ars being followed.
b) assure that the test speci

if
the test group are the cucra

ica*ions bglna used by
nt approved vérsions.

c) Assurg that _tas+% reports identify proper *test
rocedures and softwatre ccnf gurat*or. specify the
est analysis, and 1f _any iciencias were noted

how they were explained ani accoun*ea for.

d) Verify %hat tes* procedur=s p*ovzde a ste g by
ratzonale ir c;n ducting test, and that
esults com vlth acceptable crlter

-Step
. test
fied
‘n the test p:ocedur

ia speci

e) Verify that Test Da+ta Foldz2rs comply with approved
) g ply 23%
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£) Varif compliainge ky _“he ezt +ean Wizl
nanagepent oroczjutes fo: ,qanqe COn=IoL
pancy v'epor‘:mg. ané tes* rspor+irng [Ref.

2. Inspection and Syrvaillance c
an on-site ac¢tivity pecformsd. g
program testing. Tha purposs is

t
ed

2) uon¢to* all tests to ensur
ger formed are those specif
est procedures.

€ actual +es
hz documernt

b) Assure all tential discrzpancies ars recorded in
the apgroved manner.

¢) Compare confjiguration of harsdware/softwars
compen“s used 1n the test against +the configura-
tion identifisd ir the etst procedures.

d) Certify that 3r%1ys* s, of, tas% -ecul 5.,is correct
the test_ satlisfiées the iIntended requﬂremen;s e !
acceb*able critaria and th2 Test Dara Folder is
comple<e.

&) Assure tha“ masta2r copiss >f *es+ procedures, tes:
Tesul*ts and test repprfts aTe maintained ard avai-
lable from a centralized rzcords centar [Ref. 30].

a

3. Test Chavges - The test d-re tor ma2ke corrections
oZf graph*cal rrors in the téest parameters, as
long as hey do n>t deviate from  specified require-
ments, he may also make changas 1n the test Set-up
and ir additicn he na make changes in the procedurs

tep sequence proviled tha< tast paramet=rs or toler-
ance acéuracies ars rot chang=d, All changes mus* b=
dccumented and will bhe xov*awed ‘o* agptaval by th=s

Test Review Board and ConZigurati ontzol Board,
Any ,changas causiag 2 iev;at:on £zom  specified
requirements mus* D2 submitted <+hrough ©Lc=h ths
pcn:1guratzon Cont rol Board anad th2 customer
{ Ref. 31].

4. Test Change Request (TCR) ~- This is _+he vehicle used
for requesting chanjyes to tast procedurss. A dascrip-
+ion _6f the “probl2m and ths p:oposed changes are
inclyded c¢cn _the TCR._  Upon approval the” CCB i*
provides roth _the solution to the problem and +he
neans for im plementlng that solutlon. Figures 3.6
{Ref. 32] is a sample TCR us23 a:t TRVW.

k. Problem Reporting and Raview -

In addi+ion to the problem reporting and review
procedures, the procedurss used at TRW for the‘:control of
changes to the scftware product will also be discussed. The
change ccntrol procedures £it in at *his point because more
often +then not <charges are made in response to protlenms
which arise during the devalopment process.

1. Conf+qura+;on Control Boagd (CCBY - At _TRW _the

Configura*ion Control Board has been established tQ
review and approve changes to documentation and
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TCR No.
TEST CHANGE REQUEST

PAGE of
ORIGINATOR SITE MAILING ADDRESS | PHONE DATE
DOCUMENT TITLE NUMBER REV DATE (SBUED
TCR TYPE: {J ROUTINE O prioRITY
PROBLEM

) ;,, -l
PROPOSED CHANGE " i 4
vxﬁhgb?
APM SIGNATURE PA SIGNATURE OAJE
CMO OATE RECEIVED TRB ACTION ASSIGNED DUE DATE
CLASSIFICATION: RELATED SPR/DPR.
ACCEPTED CHANGE
——
TESTS TO BE RERUN
T APPROVED FOR IMPLEMENTATION | SCHEOULED IMPLEMENTATION DATE
DISPOSITION O susmir gce
([ mesecT ano cLOSE

APM SIGNATURE DATE | TR CHAINMAN BIGNATURE DATE
X —— ’ 2

Pigure 3.6 Test Change Request.
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software. 1Regularly scheduled meetings are hali hu+
iZ circumstances wirrant i< ths zrogect Maragzr can
call a special mesting., Thg Droject panager zcCts as
chairman and members igclude perSonnel <IZcm Preduce
Assurance, Data Processing Systems TYnginearing,
Apgl:cat-ons Software, Systims athd Supgort Sof<wars
Data Processing Hardware, and Integration .ani
Testing. The uSer mg{ also take part In Zhe meet;ngs
and in any event will be supplied a copy of +hs

rinutes.
The f5llowing are +he documents used at TRW in

ar effort to mairtain configuration <contrecl over 2 software

development projsct. Th2se documents are submitted +o the

CC3 for its review and approval.

1.

3.

Design Prcblem Report (DPR) . - This _repor+ is _used *o
requéest changes to baselined (already approved) docu-
ments and also %> Initiate changes <o formally
beseiined cusTom=: coptrouLizi JocCumznis. The DX
contains bo%+h a Jdescription of *he problem and 2
gro osad solu*ion. Oncs it has bheen approved by the
onfiquration Control Board it providas *he accepted
solu*ion *o Dbe impiemented. Marked up changa pages
must be attached td the DPR *“5 iIllustrate the changes
beirg made, QA gersonnel mori+or_the resoluticn of
all DPRs [Ref. 32]. Figurz 3.7 ({Ref. 32] is an
example of the DPR used a+ TRW.
Scftware Froblem Raport (SPR}Y - The SPR is_a reques*
for permanen* changgs to intsrnally centrclled Cogde.
It Ingludes a desciiption cf Lthe problizm identifies
the _library and =zoutines 1affscfed an grgposes a
problem soiu*ion, . Jdnce appraved by ¢he CCB it _serves
as an _authorization _+o upda+te <he master libracy
Ref. 32;. Figurs 3.8 [Ref. 32] 4is ar =2xample of
RW's Software Problem Repor+.
Tempcrary Modification Notice  (THN - The MU

requests and _implgments tempdrar changyes _tc  base-
lined code. 1Includ2ad with the TAN are "a 1lis<ting of
actual changes, reasonrs for the change, any rCesific-

t:ons, testing, verification and filés affected. The
TMNs are correlated to SPRs_ which_implement <the
permanent change [Ref. 321]. Figure 3.9 [Ref. 327 is

an example of a Temporary Modificatioen Notice.

i. Benefits

ot

Kur F. Pischer notas In [Ref. 30] that TRW

ived *he £ollowing banefits through +he implementa=ion
s QA Progranm:

It has rovided inzreased management visibilty into
the devel cpmert process through reviews znd audits.

Project r isk baen_reduced 4throu better requirce-
ments traceab?i?ty and more iiscgpggneg ang thgrough

testing.
It has enforced software s*+andards.
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{ B
{ i
TRW DPR No.
DESIGN PROBLEM REPORT PAGE OF
e e eyt
ORIGINATORS LAST NAME WHTIALS PHONE ORGANIZATION / MAILING ADDRESS DATE
o ————— o,
DOCUMENT TITLE NUMBER REV. DATE
OTHER ITRMS AFRECTED ICPCla, INTERFACE DOCUMENTS ETC.) REFERENCE PROSLEM REPOATS
PROBLEM DESCRIPTION

DATE )
PROPOSED SOLUTION
APM_SIGNATURE DATE

CMO DATE RECEIVED CCRl ACTION ASSIGNED ACTION OUE DATE
CLASBIFICATION : AFFECTS FORM, FIT, FUNCTION , COST OR SCHEDULE 0 ves O no

ACCEPTED SOLUTION

AL J APPROVED POR IMPLEMENTATION SCMEQULED IMPLEMENTATION DATE
irosTion & SUSMIT ECP NUMBER
L] _ReJECT ANO CLOBE DPR —

AP BIGNATURE OATE CCB CHAIRMAN SIGNATURE DATE CLOSED

Pigure 3.7 Design Problem Report.
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4, The develonmcn- and maintenance of sofiware -oo5_s has
becen centralized.

Se al:-y Ai rance 7Tec¢drds have been g¢oernsraliized
ese inc e, prob;em r=oortsz iev;at:ons ani
waivers, reviews and audits and and inspection

*epo*ts among others.

6. A _skill center for gersonnel with multi-p
bility whc are better able to prepars
and procedures.

ect visi-
zCc* piaas

7. an independent group assuring tha* deliverable items
meet contractual raquiraments.

j. Lessocns Learned

Kurt PFischer states, "prcbably the largest
lesson learned is that an2 key to ths successful development
of software is the employment of 3 strong QA activity®,
[Ref. 30]. In addition t> the abovs, PFischer poinis out in
[Ref. 30] ttat <*he following iessons were learned by TRW
during the implementation 2£f its QA Prngranm:

1« Insure adequate QA part 1c1931:on during the proposal
an con*regt definition phases, . prop

2. Hiring oeraoniel knowladqe=b‘= in sof*ware and zhen
tra1r1n8 them in gua ity assurance is eesier <ha:n
hiring QA people and training zhem in software.

3. Perform the_ first aundit =2arly in <he devslcppen+
processto allow plan%y of timz fer correczive action.

4. Anncunce +he audit well bafate i+ *taxes place. _The
object is to ensurs it was done riqght, ner <o £ini
problems.

5. Construct an aydit checkiist ind distribute It <o the
area being auditel 2+ the same <ime the audit Is
annourced. Thls eliminates subjective assessments bz
+he auditor and 1p‘orms the party being audited of

the exact scope ani depth
of the audit.

6. Assi QA engineers, on alon term basis so that %he
ggvelop | reiatlonsh%p I . Y
each roject sub=-group. QA zngiaeers should
colocate u ta the levelopmen
personnel so that they migh:t better understand the
problems of o+her project mémbers.
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SOFTWARE PROBLEM REPORT

SPR #
PROJECT: Page Vof o
; NAME: LOCATION: PHONE.
&| orcanizaTION: DATE PREPARED:
TEST ACTIVITY TEST CASE RUNDATE
| sysTewrocaTion IMPACT CODE
2| swrvre: [ oatasase PILE 10 ELEMENT
-
2 Oos PROGRAMWNYERSION 1
[ APPLICATION ROUTINE/VERSION
T supPORT TEST PROCEDURE NO. REV
DESCRIPTION:
x
-
é
a€
a
] MANAGER SIGNATURE AUTH. TO SUBMIT. w, —'3}; DATE
OATE ADDRESSED ToapeR CLAsS CHECK BOX
s e o IF PROBLEM
E| T accert - assionee = DUE DATE
T10] ! o
51 2 Rresect - reason VAVER RO, ' !
<] __ ! |
. DEFER - UNT! l‘ !
g DEFE [¥] L
AUTH. SIGN. TO PROCEED DATE IS A
| auth. sicn. TO IMPLEMENT FIx DATE DISCREPANCY
CERTIFICATION @ ANALYST: DATE ® MANAGER: DATE
DEFECT CATEGORY PROG/VSN AFFECTED
ROUTINE(SIVSN AFEECTED |
DOCUMENTS AFFECTED (TITLE/REV/DATE): SDPR # \
SOPR #
g FiX DESCRIPTION:
a
.°
CNECK IF
STATUS IS
P> ATTACH LISTING OF EXACT CODE CHANGES o  $CO NO. ‘CLOSED"

Pigure 3.8

Softvare Problem Report.
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Javal Qcean Systems Cenie

[}

a. Background

The Naval Oc=2an Systems Center (NOSOQ) estab-
lished I+s software (Quality Assurance program to assist
procuring activities in acquiring quality software. Quality
sof tware is defined as software which meets all requirements
of operabilisy, reliability, and waintainability. The
expressed mission of the Software Quality Con4rol organiza-
tion is +o provide assistance *o project maragers in the
acyuisi“ion/management of higher gquality software products
*hrouch +*he implapentaticn of cer+azin s=andard practices. I*
provides a manageabie structure to the sof+<warz development
process through document Inspectior, <configuration manage-
men*, and testing support. Staniard “echnigues include
inspecting ard evaluating +the documenta*ion 2f computer
systenms, evaluating 2 projec*s configuratic managemant
procedures in regards *o software documszntation and computser

programs, assuring *he inteqrity of *

[0}

sted programs through
program _ibrary conirol, increass

=
n
D
L]

contidence +<hrough
testing, ard being an active partizipant on project Change
Controi Boards.

The activities of the So>f+tware Quality Corntrol
orjanization are geared *o the projects life-cycle. This is
true whether the project is short, requiring a @minimunm
effort, or long, =2xtending over a multi-year period. Because
of *his fact each SQC stap 1is *iel to *he project plan,
rmilestone schadule, and list of configuration items expected
to be baselined [Ref. 33].

At NCSC the Quality Assurance office has been
established at the directarate level. Pigure 3.10 [Ref. 33}
showe the NOSC organizational structure.
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TEMPORARY MODIFICATION NOTICE

PGE os
nap #ROOUCT 10 DATE
GATEQONY: MPARED 8Y
w [ P
nevisso ) ANALYST

oaere [ ] T™ BEING OELETED:

AEASON FOR TM/OR TH REVISION:

l..
RESTRICTIONS: » ;%{
AELATED DOCUMENTATION: . *"3:“*
PRE-SUBMISSION TEST:

PIXITRST APPROVAL
OATE
DATE
DATE
,__:Qn SASPRINE FILES AFFECTED
T ~ .
1.
kN
t 8

Pigqure 3.9 Taaporary Modification Notica.
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COPMBER/TECIMICAL SIRECTOR
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810 SCIEncEs 10APE00 AN CMTER-  UWNDERSEA COMUNICAT IOWS COMPUTIR SCIEMCES
LA TECIm0GY meASUnLS SURYE 1L ANCE SYSIENS NS o SIeAATIOR
R VEAVON COmTL NS OCEMR SURVENLLARCE fLchaaacr LECINONICS
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COPICAT 1S
SYSHINS
1

Figure 3.10 NOSC Organizational Structure.

b. Quality Assurance Jdbjectives and Policies

The following are the mos< significant of the
objectives estatlished f£>r +he Sof4ware Quality Aassuranc
ozgarization:

1. Ensure consistency of syftvare baseline development.
2. Ensure compliance with design s¢andards.

3. Ensure compliance with prograaaing standards.

4, Ensure adequacy and completeness of testing.

S. Review all test results., [Ref. 33]
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The follcwing policies have been establlishsd a+
NOSC in reqgards to Softwar2 Quality Assurance:
orate has +the |

1. The develcping dirzpct asic c—espcnsi-
bili+y for thé qual~ty of p=- oducts delivered by NOSC.
Each Director shall utilizs the established quality
assurance resources, as_ appropriate, to “assure

adequate guality of all end prdducts.

2. ghe Director of the Englreerlng and Computer Scierces
irectorate__acts anter m@anagemen*s agent for
product qua11+{ assuvance on 3all Cénter projeécts, As
such_ he #ill eep -entar manag2ment informed of *he
results of reviews and audits ¢f products developed

ard produced by tha center.

3. The Quality Assurance office, _ which reports direc=ly

+ the Director of the Enginﬂerlng and Computet
Sc1epces éirectorata, wz‘l e the pdirt of contact
for the coordination o0f, all Cspter qual*t assuragjcse
activitiesg, h_ QA office is responsible for kesping
the Cen*er's gollc-es gurr2nt and casoon=~vn o
hY gher Navy 4d:i rec ives and instr-uctions. (Ref. 33]

C. Quality Assurance Planning

The Software Quality Con*zol Plan is prepared by
SQC personnel *hrough intarviews conduct2d4 with the Project
Manager. The plan is coordinated wi“h project plans and
provides a description £ how +thzs =2lemen+ts of quality
management will te aocplieil %+o0 the pryject. Tach SQPC plan is
+ailored to project requirznmernts.

For %the Quality Assuranc2 progrtam to Dbe 2ffec-
tive *he SQC plan must contain cer%ain slemen*s., These are:
planning for products at the end of zach task using manage-
ment audits and reviews 25 a measur2 of completion of *he
products, developing documentatiocn in the proper sequence,
and accepting SQC inspection assistance %o +*he Project
Manager as an aid 3:in ansuring succassful system turnover
[(Ref., 33].

d. Software Standards

Software Quality Control personnel are ra2sgon-~
sible for develceping and enforcing design and programming
standards. In the area of design, s+tandards dealing with
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clarity, detail, lcgical

w

fficiency, =schaiczl mazucizy, =ani
ccnsistency with functional specifications must be ernforced.

?rogramming standards srevida the czguirzsl
consistency 3in the technique and processing requirsd for
continued software support +throughsut the system's 1life-
cycle. The programming standards 3eal with <the following
arzas: logic and coding zonventions, flow chart standaris,
intermcdule communications, programming language s*ructure
and use, data design, module segmentation, and logic error
checking.

Quality Assurance personnel review the program-
mzng effort wixz regard Zor compliance with standards. I:Z
any non-compliance is £found they will “ake steps %o ensure
confermi<y with +he standards.

€. Quality Assurance Reviaws and Audits

ot

The software review ©process exists so tha a
gqualified.decisicn aay be made to raczommend advancement fronm
orne phase *to the next. Audits o5n the other hand ar2
conducted <o verify configuration items conform o specifi-
cations and other contract requirsments. The results of
reviews and audits are reported diractly to %<he development
directorate by quality assurance pecsonnel.

In addi+tion to the <=t2views and audi<s +the
process of baselining will be discussed. I* is included here
because i+ is an integral part of the audiz and review
process.

Baselines are a cornfiguration managemen* tech-
nique used to control the development cf a sof*ware product.

as stated in [(Ref. 34),

A projects software configuration is <*he prevailing
s+ate "of 1its softwar 2 components. Those components
which are subjected t> systematic management are %ermed
configuration Items (CIs&.,Software CIs are qualified as
being elements of an evylving softwars product waich are
set forth in technical docurantation {including
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svecificazions, drawings, and listings), and _achizvsi =i
;be‘comnuter program :tfs21f (residsn® on card, tape, o
123%).
In {Ref. 33]) i* goes e¢n *o point out,
] Baselines are _employed throughout the life-cycles of a
; confiqguration item *0 ensure oOrzd=srly transition from one
: rajor commitment point to the nex:t in, <+*he system engi-
i neérirg, software develofpment production, and logistic
support processes. Baseline s are established at +those
goznts in a rrogram whare 1t is necessary to d=2firne
crmal departure points for contrsl of future changes i:
performance, ., design, 6 3evelopment, produc*tion, and
related technical Téquiraments.
Tha bagelins is crea*ed upon accaotarce of 2 Adevelorment

documernt or product.

There are four types of baseliaes used at NOSC,
Functional, Alloca+ed, Product, 2and Overa=ional (Ref. 34].
A br-ief description cf each fcllows.

1. Func=ioral  Baselin2 - This _considered ¢he highase
level bageline. The *echnical documerntation a* *his
level del inea*es all the ne;essa;z functional charzac-
teristics, the ta2s+s which will be requiced *o
demonstrate_their achizvement, . 11 necsssary inter-
faces, and ary_ _and all design copstraints, his
daseline generally covers aZi _the d>scume lon
preduced pfor +o 3zvelopnent 5f the sofrware e s

ard *he formal Systam Dzsign Rsview,

2. Allocated Beseline = At +his *hs nex* lower 1level
baseline, the erformance orizn<ed specifications,
which are  subordinate tc the Configuration I*ems of
~he functional lev2l, expapi_ upor allscated func-
zZonal characteristics. All documentation produceid
shor<s of *he Preliminary Desiyn Ra2view is covered by
this baseline.

3. Product PRaseline - This is conpsidered the lowes+:
level., The documantation at *his point which 1is
subordirate +*o both the func+iona an aillocated
levels, defines th2 production, operation, anainte-
nance, and logistic supfort phases o0f its life~-cycle.
This normally covars all dpcamentation, and progranms
produced prior to the Formal QJualifica+<ion Review,

passes e Formal Qualification Review an as ove
i+ meets operational requirements, . *he operational
baseline is established. "_ A1l modifications raquired
to the system during its life-cycle will be performei
from this baselina.

4, Operatiggal Basiline .= .0nce <he develgpﬁd Egste
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Tha

baselining techrique is also 1sed by TRW 3during i+s

sor+-ware development Pprocsss.

Fellewing is 3 list ¢f *hes coviews conduc-ed by
the Sof“*ware Quality Con“rol organiza*ion a+t NOSC. A brief
description of each review is includeid.

1. Initiation Review - The purposes of this review is %o

affirm the Ogerat*onal Requirement as +he basic
quideline for roject. Prior to th2 reviaw %he
OPeratlonal Re u’r=nen should have been read bx all
aembers cf t proiject t2am includin soffvare
ualit assuranc= ersonn=z1l. The perational
equirement is Teviawed to <9nsSure no_rsjuiremerts or
constraints have been omitted [Ref. 33].

2. sSystems Requirement Review - The objective _of :his
review is to determine the alsquacy 6f the develo
er's efforts in d=2fining s3ystém requiramernts., _ The
revisw s copductel once a slgyniilcanz pozsicn of -as
systen funcglonal raquirem=nts have been cs:;b& Ished
(Ref. 33].

3. Document review 2114 Substantia<ion - This_ occurs in
each pnase of <he Zavelopment life-cycle. *h- priaary
concern is to_ raview rafc documenta ilon ‘ot
compileteness and <corrcectnass, Qualit assurance
persornel ln=gec‘ and substanrtiata <*the_contenis of
all gdocumentation. The documentat:on urier ceview is
ccmpared a ainst =5 tabl shed standards to 2nsure I*
centains e, _proper_ level of d=+*ail and that 2ll <%he
required con*an* czsent, "ot only is a singls
piace of documentazlon revisawad by itself but I-7is
ccmpared %5 all asscciated ddcumen+z2%ion *o =srnsurs
ﬂcmola*encss and consistency. All deviations €fron
s-anlards and an :=P5:;cal p-o“‘em are no==d zad
submltzed *o both th2 Proje Yanager and the Adevel-
cper for corrtectiosn. Once *ne Operai-onal Requiremen<
Las beer reviewed and a provel, the remaindér of ths
documenta‘lon produced by the projesct is revizwed to
ersuce 1t is_corsistent with 3and mee<s_ the requica-
ments set forth in the Jperational Requitreman+*
(Ref. 33].

4., System Design Reviaw = Onc2 <+he  proiject team has
de+erm1neﬁ that  the software resquiremeénts documents

fill all requirsments and oresent a suitable allo-
ca+zon of performance requir2ments between hardware,
software, and_human ac+ions, th2 System Design_Review
is held. Also t+the identification, ﬁorrelat;on,
completeness, and risk of tha software requirements
documents is evaluated._ Upon apgroval these documents
are considered basel ined FR

5. Prelimina Design Review (PDR) -. The primagv

corcerns cf the PDR are the sofiwars design and <he
ccmpletion of re ulrements set forth in orev~ouslx
baselined documen . The itens which are considere
from the program das gn documents include:

a) Computer program functional flow charts.

b) Storage allocatisn charts.

c) Control functional descriptions
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d) Struc+ture and qQrgyanizazion 5% +he “ata Dbzss,
€) Puncticnal int=ffaces. [R2f. 33]

6. Critical Cesiqgn Reviews - These reviews are ccnduc=si
as individual’ systam programs or aodules are speci-
f:ed, The primary concerns hare_are_ +hat required
standards are met, all prior baselined func*ions are
fulfilled, and that pricr +5 =o2ding, th2 lowest levy2l
¢f des;gn detail has been reachéd. Thes £following
items [Ref, 33] are under <consideration £from <the
program specifications:

a) Compatability o°f design with functioral irnter-
faces. :

b) Data base interactioms.

C¢) Design integrity of logic  diagrams, algorithnms,
storage allodoca%tisons, and flow charts.

3} Hardware interfaces.

€) Human interfaces.

7. Fermal Qualificatisn Review - T™his is conducted upon
completion of bothk the Functisnal Configuration Auii:
ard *he thysical ConfiIguratisn Audit an af=er all
discrepancies uncover?d b these audits are
corrected., The piarpose here i to ensure that the
system as developed and testel meets all requirements
seét forth in the Op2rational Rsgquirements, "From <+his

rTeview i+ is determined that:
a) User requirements have besn sa*isfied.
o s e}

b) Documerntation is, sufficiant ¢
«hroughout its li fe-cycla,

Cc) User functions are alequat2ly described z2nd docu-
mented.

d) Testing is sufficient tc easure user confidence.

e) All _outs*tanding Adeficizncy repoTts have been
resolved.

f) The outcome of_ +he rovisw will 2ither be a
successful completion or +he determination +hat
further developmant is necassary [Ref. 33].

8. Post Development Reviews -~ These reviews a
conducted as_ the operational evaluations of ¢t
system are made, The focus (s _on system developme
g:oblem areas, opera+ional d1ifficulties, and und

ected deficiencies [Ref. 33].

The following list <contains <“he major audits
conducted by <the NOSC Sof+ware Quality Assucance group
during the software development pracess. As was the case
with the reviews, a briaf 4description of each audit is

included.
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2. Functignal Configuration Audit - Thi
comparison of an item's test/analysi
tional specificatipns _to vallidate +
designed and developed, me2ts all

evformance requiraments specified in
spec1f.caulon Ref. 35).

3. Pﬁy51cal Configuration Audit - This is_a comparison

of the "as built" item with its approved and released

*echnlcal documenfatlon. Th2 objective is to ensurs

<hat the documeptation is complete and is appropriate

o operational main+tenance’ and support pu:ooses
[Ref. 351.

Both the Functional Configuvtat“ion Audi+ and the

Physical Configuration Auli+ are conduc%ed pzior to the
submission cf a configuration item f£or Zformal acceptance.
From [Ref. 33] the purposa of these audits is:

1. Conflrm ccmpliance +to change coatrel proceduras =nd
tc ensure only approved <changes have been imple-
mentsd.

2. To ensure that objectives ars sufficient.

3. To ensure +h= develyped software product is the sane
2as the specified software proiuc=.
f. Testing

Software *est and evaluation, as conducted by
the Software Quality Assurance personnel, is designed to
ensure that “he softwars, as developad, meets the original
zequirements ser forth by +the user/sponsor in the
Qperationral Requirement ani tha* it performs as defined in
ths system documentation. By conducting an analysis, tech-
nical evaluation, and a detail2d review of project

documentation the necessary inputs to prepare <test plans,

test specificatiocms, and test procedures, are obtained.
These documents are then used in the actual testing and
evaluation of +*est results to verify that the systea, as
developed meets all technical specifica*tions [Ref. 33].
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{ Follewing is 3 list of +thz2 various <e2s+ elzmen+s
and activities, A brief discussion of zach is included.

1. Test lan~ This 3iIs _writtan by Sofitwara Quality
Contro ersonnel to5 definr *thae

scope 0f tests required to 1assure *that *the software
meets all required speclfications. Al*hough the zes:
plan_is a _high leval document, frcm_ whicCh tne tes*
sgec:flcatlons are  written, 1% s+till wmus<t Idsntify
tne degree of testing arnd the,sggc;flc functiors i3
be tested. The schedule for individual tes*s angd 2
sumnmary  of +the 2nvironment to be used are also
included in the test plan. The plar Is reviewed by
the software Jevalopers and approved by +ha
Program/Project Manager {Ref. 36)].

2. Test Specifications , - Spftware Quality Centrol
repares a test gpa2cification for each tess Ir *he
~est plan. Basad on raquirsnzsn*s se% forth In %he
design documentatiosn of "the 3sveloping system, the2
~est speciflcatioan deiines tas Dbasic’tsst crltsria
and *he general =a2thods to _be used in a_ specific
test, OncCe a test specification is prepared i forms
the basis for the development of *est procedures. In
addition +o defining the scop:z cf the spacific <sasis,
test sgec1flcatlens state the purpose of *he Ts=st and
identify the softwire, hardwars, and/oc system *0 be
tested.  There qust be sufficlent information in 2
test_ specification so <tha+ tast rcca2dures may be
develoged and so the results o7 da2fined *ests may be
gvaluated. These are also raviewed by the sof<yare
cevelopers _and approved by “he Program/Projec+
Manager [Ref. 36].

3. ' Test Procedures - Thesg proczdures are _devaloped by
“he Sof+ware Quality Con%rol ©personnel nusing <*ast
speg:flcailonsl use2rs manuals, and othez relevant
design documentation, The gr:me purpess 2f <he “es<

roceédures is to present etailed instruc<ions Zor
oth_ *test executlion, and <%he _evaluation ocZ_ *“ast
results. The organization and_ structure of <hs
processes are exprissed in general <erms in the +es*t
procedure alcng with congtraigts, or _assumptions
-mposed on theif usage, A dsscription of <the +o%al
equipment, marpower, cComputar program, and sypporting
décumentation rejuaired for  opera®ion is also
rovided. All hardware or software revisions or modi-
ica%ions mus*t be specified along with any required
pre-+est checkout_required to ensure a valid  *es+
environment [Ref. 36 1].

4, Software Testing - Software Qualiiy Control personnel
ray perform testing 1n eithsr of <¢wo 2nvirqQnments:
simulatad or "on-site", In a_ simulated envi-ormen+
certain subsystems, links, and peripherals are avai=-
lable for he express_purpose of production and
teStlng. "On-site" testlng is dJdone using the systenm
in real-life environment, The policies aad procedures
are set forth in th2 test plan, specifications, and

roceduresused in accomplishing sof+tware testing
Ref. 36].

5. !

Test Repcrts - As each test 1is completed a2 Test
Report 1s writtan to document +the satisfactor or
urnsatisfactory completion of the test, An and all
deviations from tes*t procedur2ss or_equipment malfunc-
«ions nust alsco appear on the _TesSt eport. Zach
apparent system discrepancy will be no*ed by <%he
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submissior 0of a ssperate iacidsnt report. Ths Tas+
”*oo*' will refszrsncs 2ll coazlevzd <254 nrareinTe
<eps to allow programmers to duplicate _the ccndi-
t ons in wh‘ch any ~apparent incidént was discovered.
AZ]l completed Test eports become _a peast c¢cf +he
permanent system dscumentation [Ref. 36].

g. Problem Peponr:ing and Reviews

As was the case with TRW the area of change
is also discussed in *his subsection. The

Configuration Con*rol 30ard and the documents used in

configuration centrol are Jdiscussed in the 1list <tha

(hd

follows,

1. Cenfignrisizon Changte Tontzsl - Thae purpese of
configuration chang® coentrrol is %o _manags anpd morisor
changés or modifiZations %> _baselined ' coanfiguration
items., The sponsor, user, softwars developer, or any
cther meabter 3£ -hs projec* srgariza+iop may oropns2
changes t¢ the sct*Ware, " Thesz, along wi=h ary pfob-

iems uncovered iur:ng test and ‘evalaua*tion ars
presentei to +he Con.-gu*a+lon Con4rol Boargd (éCB) as
“ther Enqlneerlug Chan opoeals deviations ko
waivers. The CC in urn nves*:gates all cﬁapg=
requests, dEV’ath“a' and waivers add based on docu-
enteq ana Xsms, :ecommenis proposed action
L . CCB is _mads up _of representatives
rom al; p*oject af fected acgtivities, The Project
Manager is the chairman and ~+he Quality Assurance
représentative agts as recordi ng secretary. _Al< bougn
*te final decision regardiag 3Il changss ultimatel
rests with +the chairmap, hé solicits “expert advics:

from prcject part*c*pan*s . Such a3 SO‘twa:e
Development, Systams Eng1n=-rln% Qual-ty Cont ol
Lcgistics support, Tlacs User, an
Facilities/Hardware manaqement {Ref. 34].

En eneerlng hang Proposal -~ Used in _submitting
E;ogosed changes £9 baselinad software can‘l uration.
ither DD Form 1692 or 1633 is used ( Ref. %

Requast for Devia*ion This is used when it is
gatgglly from documented
b a

recessary to depart ten U
requirements, DD Porm 16 sed 1in this case
[Ref. 34].

equest £ Waiver, - If an itap fails to conform %o
?tg req gred configuration “and th%s {s ue *o a
development error, i Reques*t for Waiver is submitted.
This 1§ also submitted on a DD Porm 1634 [Ref. 34].
Eng*negrlng ange, Orders - 2Jnce apgroval has been
grante ng neeglng Change Proposals, Deviations,
and Waivers -are im emented through an Engineering

ChLange Order [Ref.

Sgecifécatlon Changa Notﬂce Notice of Revisjon - Both
ese documents are use en an _Engineering Changa
Pro osal or Waiver affects baselinéd documents

raw_ng FPora 1696 is used for *he SCN and DD
Form 1695 is used for the NOR [Ref. 34].
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7. Software Trouble/Incident Report - This Is used
Teperting 21) deviations £rca +s3st preceiures, e
ment malfunctions and software anamclies (Ref
These beccme a par: of the software Test Repor= an
permanent part Of system documantation.

h. Program Library Control

Program Library Control is desigred to maintain
and control a systems computer programs and all changes te
thase programs. Softwar2 Quality Assurance personnel are
responsible for approving all changss %o 1library prograas.
This system not cnly provides baseline, error-free, ©patch
free programs fc¢r *test and evaluation bu+ i* also insures
+hat all approved changes are incorpora=zed into the progr-anms
[Ref. 37]. TRW uses a system similar *o +hi

(n

i. Benefits

In {Bef. 33] it states that NOSC has realized
the2 following benrefits through 4h2 e=2stablishment of i%s
Sof~wars Quality Assuranc: pregram:

1. I* establishes a controllabla s*ructure in +he scf=-
vare deve lopment procgess.

2. It assures certain 2lemsnts 0f quality in 2very phase
of *he development.

3. By reduc1pg rework substant ially, i« provides for <he
satisfact ion of requirements.

L, Ehe substantlal reduction in ¢

un* of rework has
+*0 a significant savings

¢
fe~cycle cos:s.

[Retd

®
)}
g

3. General Flectric Company
a. Introduction

Tha software guality assurance activi<ies at %two
separate divisions of the General Elactric Company will be
discussed. One discussion will cover *he Electronic Systems
Division located in Syracase, New York. The other will cover
the Space Divisicen located in King 5f Prussia, Pennsylvania.
Nei*her discussicn will b2 extensivz 2s both 4divisions use

87




PO s e

PUSHUNNEE

quali+y assurance +“echniques which 27e similar to =he *wo

orgyanizations previously described.
b. Elec*ronic Systems Division

(Y. Qualjty Assurance Qbiectives. John
McKissick Jr. and Robert A. Price poin%t out in [Ref. 38] *he
objective of the Computar Software Quality Assurance (CSQA)
Program at the G. E. Electronic Systems Division is to
ensure that software delivered unlder 2a coniract meets the
requirements of the contract. As can be seen *this is similar
to the organizations previously discussed.

(2). Qualilty Assurancs 2ilannicd. Ths manager
of Computer Sofiware Reliability and Quality Assurance and
dedica*ed technical specialists ars responsible for planning
ard implemerting the QA Program. 1In addition to providing
staff support to project managers th2 manager of Compu*er
Software Reliability and Quality Assurance reports directly
tc *he manager of Reliability and Quality Assurance. I+
should be noted +tha* thsa Zomputer Sof+ware Relliabili+y and
Quality Assurance gzoup is organizz-ionally Zindependsnt cf
Software Zngineering.

After rzviewing bo%h the Computer Prcgranm
Management Plan and the Software Stardards and Procedures
Manual, Quality Assurance personnel develop *he Computer
Sof tware Quality Assurancs Plan [Ref. 38). The plan defines
all activities which control and assure computer software
guality, The plan is developed wusing Mil-S-52779a, and it
identifies “he organizational zomponznt resporsible for each
activity. .

(3) . Software Standards. Similar t> TRW the G.
E. Electronic Systems DOivision also develops a Software
Standards and Proceduras Manual. This document, which is
primarily used by the programming teams, establishes rules,
guidelines, and 1limitations which 2-2 to be observed in
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genera*ing scf*ware desijyns ard <col2 which will have +he
properties of: consistancy, reaia ’ and guality
[R2f. 38]. The strzucture arnd content of <the <Scftwars
Development Notebook (SDN) is also d=2€ined.

The SDN is similar to the Unit Development
Folder used by THW. It is a simple loose-leaf notebook which
is established during the Preliminary Design phase for each
Computer Program Component (module). I+ provides a common
collection point for all information d=2aling with a CPC and
it is maintained and updated throughout +he remaining phases
of the software development {Ref. 38].

The SDN is broken dcwn in=d> the folliowing

secticens: Requirements, Detail Desiqrn, Func*icnal
Capabilities, Code, Tast Case Dsscrip*ions, Test Cass2
Results, Sof+tware Problanm Reports, and Miscellaneous

Informa*ion. Wi*h *he excap+tion of Software Problem Reports
and Miscellaneous Information, each section contains a cover
shee* shcwing schedule daz2s, ac*ual completion da-es, and
review and approval signataires [Ref. 38].

The SDN, like TRW's UDF, ssrves as *h=
principle working documen: of “Le programmer, In addition i«
provides managdement, <%he sustomer, and QA personnel visi-
bility into the desian, status, and guality of the sof*wars
under developmen+ [Ref. 38].

SDNs ar2 audited mon*hly. This audit may
be on either an announced or unannouncad basis.,

(4) . Quality Assuranpce Reviews apd Audiis.

Audits and reviews similar “o thoss conducted by both TRW
and NOSC are conducted at +hs G. E. Electronic Systems
Division. 1Internal revisws are <conducted by sof+tware and
systems engineers who have not contributed to the design
under review, The review chairman is cesponsible for imple-
menting *he review plan which was approved by OQuality
Assurance and the Project Manager.
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After the internal reviews are ccrnduc=-=4,

joirt customer/centractor reviews ar2 held. These r=vizds
provide a tecknical forum for better mutual understaniir

the performance requirements allocat2d “o the computer sof%-
ware, and of the design approach selected ¢35 nmeet these
requirements {Ref. 38].

(5. Iesting. At th2 G. E. Electronic Systems

Division the Test Plan is developed during <the preliminary
design phase of *he development procsss. Tes*t proacedures

are developed during +%he detailsd@ dssign phase. Actual
testing cccurs in +he final four phises of ths development
praocess: Ccde, Debug anl Urnic Tzst, Development Tsstiag,
Integra*ion Testing, and Acceptance Ta2sting [Ref. 38].

Unit +testing is zconducted on individual
rou+ines *to reveal <codiny errors, computa*ional =errors,
improper input hardling, inappropriates error messages, and
incorrect formatting and content 3£ output. Development
testing <akes the prviously tested routines and combines
them to form Compu*er Program Compoaan+<s (CPC). The func-
+iopal <capabili<iss of the CPC iz are =her verifiad.
Integrazion *“esting, which is performed by an iadependen*
test +eam, combines CPCs 2nd verifiss the cecrrect sequencin
of compcnrents, compatible component in+erfaces, and proper
data routing, Acceptance testing, which is also done by an
independent team, verifiass system level functional require-
ments. These include ovarall timing ard the ability *o
handle the *5+al inpu+t load. As at TRW and NOSC 24 personnel
witness all testing [Ref. 38].

(6). Problem Reporting 2nd Revisu. Lik= both
TRW and NOSC, G. E. Blectronic Systems Division thas a
Configuration Control Board which rsviews and approves all
changes to the software. As in both the previously described
organiza+ions, Quality Assurance parsornnel are members of
this board. Quality Assurance personn2l are also resgonsible
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for verifying thaz: all apprcved changes have been incorpo-
hi simi lar to bo%h NOSZ a2nd TRW.

A Software Problem R2purt (SPR) defines

and documents a problem and <the test conrnditions under which

it occured. Quality Assurance receives a ccpy of all SPRs.
In addition they maintain a 1listing 3f all outstanding SPRs
and the party responsibls for corractive action. Once a
problem has been correctzi Quality Assurance annotates its
copy of the SPR with tha way in which +*hs probleam was
corrected [Ref. 38].

All coding changes are anuthorized using a
Sof tware Change Orier (SCJ). Changss <o hardwar-e and scof+*-
ware specificaticns are documented on 2 Specification Change
Notics (SCN) [Ref. 38].

(7. DBenefits. An effective Quality Assurancs
Program allows the G. E. Electronic Systems Division to

deliver computer software which meets all contractual
requirements. In addition it provid=s management visibility
into the sof*ware developmant procass.

C. Space Division

(1. Quality Assurance 2biectives. The Qualiy
Assurance Prograr which was reviewel has been in effect at
t+he General Z2lectric Company's Spac2 Division sinc e 1978.
The primary objective of <+he program is +9 ensure +<ha%
delivered software meets all contractual requirements. A
secondary objective, which is dssigned to help secure
contracts, is t0 define and impl2men* specific measures
designed 4o ensure delivered so>ftware dincorporates <the
features necessary to achiave testability, maintainability,
reiiability, etc. [Ref. 291].

(2) . Quality Assurance Plannzagd. As is *he
case in the three previously described organizations the
primary job of the Quality Assurance group is “o prepare <he
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QA Plan. Once th

o
Assurance <turns its attantion % *he implem2an-azic:a
managemer: of “he plan.
(3. Softwars Standaris. Bach programmer

working on a given project <c2czives a copy of the
Programming Standards Dozument (PSD), which osutlines the
standards *+o be used to produce 1 high-quality software
product. It is not enough however that the programmer be
given the PSD and left to go along his merry way. Tzaining
sessions, conducted by the Scftware Development group, ar=2
held to explain *he content of the PSD. It is ths job of the
Quality Assurance group <to verify tha+t each prograamer
participates in *he training ssssions [Ref. 29].

(4) . Quality Assurance Raviews and Audits. The

G. E. Space Divisior conducts cevizws and audics similar %>
those of the previous *hr=e organizaticns. They do, however,
give special a*tention o the developmentof software inter-

faces, The development 5f *he software interfaces is Jons
by the Software Developmeni Group. Howevar +the Sys*ten
Engineering group is respcnsible fcr developing —h2
Interface Contrcl Documents (ICD). The purpose of ~<his

process is to provide a2 timely and complete defini+tion of
interface details and =0 proviie 3 continucus ian-depth
review process ([ Ref. 29].

(5) . Testing. The Quali+ty Assurance =-ole in
the actual +tes+ting is wainor. Tha bulk of the Quality
Assurance groups work is dsne prior to actual tes%ing.

Quality Assurance first identifies exac*ly
what is to be tested and at +the same <*ime develops 2
detailed definition of the test 2anvironmen:. They +then
explici«<ly define both ths test and the evaluation process,
especially success/failur2 criteria.
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During +he actual ~esting, Qa1ali+xy

Assurance acts as a monito>r ¢to ensurs %hat ths previously
defined procedures are being followsi. They alsd> ensurz2 *ha+
any changes are documented correctly {[Ref. 29].

(6) . Probiem Reporting and Reviaw.  Any prob-
lems uncovered during thes testing process arz documented
using a Discrepancy Keport (DR). Jrnce testing is complete a
post-test meeting is held and <the Discrepancy Repo=ts ar=2
assigned to individuals for resolutisn., The Sof:ware Quali=
Assurance group monitors all outstaniing DRs t> ensure *ha*
all problems are corrected.

)

The Discrepancy RepSIis sS2rCve &S a M2ESUCTz
of product gquality. The software JA group analyzes *he da%a
provided by +the DR and prepares i s+tatis*ical repoz=. 1In
[Ref. 29] Stephen L. Stamm, Manager 2f Productivity Programs
at *he G. E. Space Division, pecints osu= tha* sach zthiras as
th2 number of DRs, +he frequency distribu+ion cf DRs by
type,.the m=2an time of closure (corrsction), and the DR raz2
as a2 functiorn of prcduc+ 1 ife can b2 used bv managemen* +o

identify weak spets in ths softwarz implementation procass.
W
i

(7Y . Progrz2m Library. A4 system similac “o *ha+t
a~ ¥OSC is used at *he G. E. Space Division.

(8) . Quality Assurancs I221s. Auzomated soft-
ware ccde analysis tools are usad as part of ths test

program to uncover code in +he final product which has nevar
bean executed. If this is the case it Is determined if “hecs
is a hole in the test prograanm, 3 possible fliaw in *hs
product design or just som2 superflusus code in the finished
product [Ref. 291]. )

(9. Lessons Leazrped. The £ollowing elements
[Ref. 29] have been found by the G. E. Space Division to be
necessary for a successful Software Quality Assurance

Program:
1. The Softw ualzt . Assurance Pl must have high
project vigib ity, * must 12fiae Re SQA program &~
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2 leyvel of detail sufficienx tc¢
ard i+ must have th2 rproject 12

whole-hearted support.

2. The application o9f special softwar=s ergine
riques by the proqramming_s+taff specifical
&t increasing product quality.

3. The_project organization must 31istribyte the Software
Quality Assurance Program ra2sponsibili+y, placing SQA
tasks where the capability r=2ally exists.

4., The abilit to measure the 2ffec+ivepess of the QA
program and, if possible, the guality of <+he end

product.

5. oftware Qualit Assurance
fntegral rart orythe pPro ject teg

E. COXCLOUSION

Four separate Scftware Quality Assuranca srganiza+ions
have been discussed in +his chaptar., ©Fowever <¢hey ars
similar in several ways.

First the Software Quality Assurance agroups at =2ach of
+hase organizaticns Dbecom2 involved wi<h -he project early
in its l1ife-cycle. =Zach of <he Quali+y Assurance groups is
involved in every phase of *he developmen* process. Each of
tLese organizaticns <recognizes ths fact *hat 3n sffec=iva
Quality Assurance crganization allows them <to d2liver 1
gquality software product which 1meets all con*ractual
requirements. They are also in agreement =2=n =he <fact
Software Quality Assurance saves money in ths development
process by identifying and correctiag errors zarly :in the
process. They also agr=ze <hat an =2ffective QA program
provides both management (Corporate and Project) and *“he
customer wi*h visibility into the dszvelopment process. The
view of software as a product is 1i1lso a similarity among
these organizations. Finally all these groups adqree tha*
Sof tware Quality Assurance groups do no+ create quality in a
project but <+ha+ it is in fact par% of the job of evary
project member.
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A. STRUCTURE

Withinp the Naval M¥atarial Commani, <h2 TFleet Material
Support Office (FMSO) is a field activity sponsored by *“he
Naval Supply Systems Command. FMS) parforms %wo major func-
tions in flget logistical support. The one discuss2d here
is tha*t ¢f principal Wavy Centzal Dzsigr Agency (CDA) for
automazed suppliy, Zinancial, maintagnance, aad ¢vg;s::cu_
systens, a process which consumes <“he w@majerity of FuSO
resources.

A general iescription of thsz organizational el=menzs

irectly related to the 2n*tral systems developmern* process
is depicted in figure 4.1 Withia the orqganiza+ion <“hs
Comptroller Depacimernt (Chie 91) and Management D=
(Code 92) =are the two Jdepariments tha* can be cons
stafi, Tke o<%hsr six CDA dspac+<man*s ars DI
criented or support *“he production 2££»>

as line organizations which are dircactly
develiopment and maintenaace of standard aAuso
Processing (ADP) systems [Ref. 39].

A sys*em is consider2l1 <o be an organizeil set of ADP
hardware, envirommental/applica+tion software, and documented
procedures designed to automate thz basic management and
operating processes for a customer site or group of customer
sites with common missis>n responsibilities. "Documen+ed
procedures" as used abova2 refers +to the applicable ADP
related and non-ADP related procedures established <+o
support <the hardware and softwar2 asnects of the sys=enm
{Ref. 39].
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Figure 4.1 Oorganizational Structure.

The vorimary role of “he Manag:zmen* Depar*ment is to
coordirate with and support the effcrts »of “he CDA
Production Departments, In *his capacity +he branch +he+t is
of mos* relevance +o this paper is that of the 9u
Ccntrol Brarnch. rﬁe CDA Development Process Model, <£igur=
4.2, reflects all of the basic steps appropriate to ensucing
that each CDA tasking -eceived by FMSO is effectively
managed and results in a high quality produc% being released
for use by the customer. The mod2l covers all projects,
large 2nd small, new devalopments or maintenance. However,
it is arnticipated that some of *he steps in the model may
not be applicable *o all projects. Therafore, an expliciz
decision by +he appropriata level of management is requireq
in order to exclude procass ste¢)s destermined not applicable
on a prciject. As the mwmodel is followed fhrough, ~nc+t2
spacifically the areas that deal with symbols equating to 92
QC and 92 QC Optional (Ref. 40].
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B. THE QUALITY FROCESS

As a new requirement is receivad by FMSO 2 mechanism is
activated +to0 ensure that the output produced will m=set <the
user's expectaticns. This mechanisa at FMSO is called the
quality process, that is, an a+tituje that extends from the
individual programmer all the way through the systemns devel-
opment cycle up to top management, By design, it 1is a
multi-layered apgroach to achieving juality that begirs with
tha System Development Quality Process (SDQP). Falling
urder the SDQP are all th2 separate r2quirements “ha*t will
eventually produce a workina ADS. A%+ 2ach stag=2 of Gavelop-
ment, guality standards are iImposed upon all personnel a*
all levels within *he chain of comnzand begirning with +ha
feasibility study and ra23yuirement 12finition, procseding
through +he functionai da2sigr, cosputer design, program
development, testing, operations and maintenance, and erding
with *he Program Trouble Reporits (PTR). Within each of
th2se particular evclutisns label2d above are subsec*ions
+hat must be completed before the vrocess avolvses fur+her,

Layered on *top of +~he SDQP are +the Quali+y Corn+t:-ol
Mechanisms. These Quality Control Mechanisms provide “he
ability *o ensure +hat a guality and error fr2e product is
in fact produced. The mathods utilized *o accomplish *his
are good projec* managamant during the requirzmenrt defini-~
tion and functional design stage, sound data base management
during functional design and computer design, an effecrtive
verification process during computar design and progran
development, proper valilation procedures during program
development and testing, and a satisfactory prototype/op
review during testing and operatisns/ maintsnance of 23
system.
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Or top of both the SDQP and Quality Con<rosl Mechanisms
we have the Quality Production - Corncepts. These include
structured processing, standard data =2lement usage, uanifora
standards, met hods and procedurss, improved programming
techniques and training. When all of these various layers
are utilized and implememted as a whole we have the philo-
sophy of PMSO towards producing a guality product.

C. QUALITY ASSUBANCE VS. QUALITY CONTROL

Quality Assurance, as defined by FHSO {Ref. 40], :is 3
iine managemen*t respcensibility. As such, Line Supervisccs
ara accoun+able for enforcing the application o0f s-arndazi
procedures that have been leveloped <£cr “he primary purpos=
of insuring accuracy, thoroughness of method, simplici<y in
design, adequacy of *esting and clarity of documenta*ticn of
ADS development. To aid all levels of personnsl within the
various lLine departments in the accomplishment 2£ “heis- own
spacific requirements for quality, quidelires have bheer
developed that include NAVSUP PUBs 506, 507, 508, CDaA
DEVELOPMENT HANDPBOOK, CDA MANAGEMENT HANDBOOK, FMSO In=ernal
Instruc*ions, and various o*her documented aanad undocumenteil
departmertal proced cres. BEverythingy written and documen%ad
must be in compliance with these standa-ds. It is *he indi-
vidual person's responsibility to snsure tha%t they ace in
compliance with these standards.

Quality Con*trol, as 1efined by PMSO [Ref. 40], is the
responsibility of the Management Depar+ment and specifically
tha Quality Control Branch. Quality control procedures ar2
those actions that are takan as an ADS is being developed td
insure that all the required QUALITY ASSURANCE procedures ,
those actions performed by the lins department personnel,
vill be complied with to produce a r2liable and errosr free

ADS product. Quality Control than is primarily a review
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function *o be performed by the Quality Control Brarnch. In

this area they are responsible for ensuring <hat
designated/high interest ADS projects conform with s*tandards
of completeness, accuracy, clarity, and all other applicable
quality standards that applied to thz line quality assurance
pragram have been achievel,

D. SPECIPIC QUALITY CONTROL RESPONSIBILITIES

As guality control is a review functiom and given tha
limited rumber c¢f personnal assigr2i to the branch, not
gv72Ty cu%ou* that Is providad by FYSO will be ‘cevizwed by
the Quality Con*rol Branch. Tha Quali<y Control Branch
will, Thowever, be directly involved wi*h +those projec*s
desigrated high pricrity or of special inzsrzs= %£o <+he
Command. All other praojects will b2 zeviewed 5n a priocrity
basis as *he manhours that can be 3evoted ¢2 the <futher

fe
0]
'.I
"

enhancement of the quality effort become available. T
area of responsibility is 2 normous aad their tasks zumeccus.
Tharefore, only areas 9f madjor ra2sponsibilities are liszad
below [Ref. 401,

1. Review of Punctional Descriptions for compliance with
standards.

2. Participate in a systenm desigu review to ensyre that
the design has considered al of the proposed system
requireménts.

3. PReview 2f System Specifications for «compliance with
standards.

4, Review of Program Specificatizsns.

5. Review of *he Maintanapce Manual Operations Manual
ard all other appfgcabfe lanuais' P !

6. Prepare an_analysis _of PTRs_resceived as to ¢ause or
syaptom and recommend possible corrective action.

7. The Quali*y Control Brapch will electivye reyj
testQ piang gng tests ?or compliance wgthy %ua %
Assurance guidelinas. In_the g rformance © h
task, they may desk check all app cable data or *h
pa elec +0 attend the ra2view conference hel
between the %r%granner and analyst as they discuss
“‘he resul<*s o e test,

view
lit
this
*he

8. HReview the Igplementatisn Plan.
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9. Qualiry Control is responsible for post implamsnza-
£ion visits *o0 sslsctzd si<es £ degignacad’ p::j=cs:
to determine whethec the product released is wolking

s 0f the user, 2and :is

satisfactoril X maets the nezl
being utilized correctly.

10. Perform a Quality Assurance R2view of all designated
ADS programs.

E. TESTING TO ENSURE QUALITY

The testing process involves many differert personnel
and includes many different responsibility assijnments. For
example, +the individual programmer assigned <o the project
is responsible fer reasonable *testing for all errcr condi-
tions +that could occur in the program and for pr-oviding
support £or the sys*ems *%2st requir:z3d for the application.
Tk2 Lead Programmer is rasponsibla Zor dsveloping +ths *+as+t
plan for system testing and/or string testing.

The Systems Analyst i s rasponsible for assiszing +he
Lead Programmer in planning and czoordinating the sztring
testing/system tas+ing to determine that 2ll “h2 programs irn
+he application produce the requicsd output when rur in
totai. ‘The Sys+ems Analyst has a orimary respoasibility of
approving and/or selecting the ta2st Jata used <for systams
testing.

The Sys<ems Designer is +o participate in revizws of
test output to insure that *esting of the ADP program has
been adaquete. After the processes above are comple+ed, the
Quality control Branch will selectively reviaw <tes+ plans
and test results <for compliance with all Quality Assurance
Guidelines.

1. JTypes Of Testing

During the testing cycle <there are primarily €four
different methods utilized to check the prograas.

1. Uni%+t Test - A single program that is checked by %he

programamer responsible for alsos writting the code. A
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Unit Test Review is scheduled betw2en the analys+t azd
programmez wi*h <th2 *es*t results tsing ravizwsl &3
ascertain if futher testing is warranted.

2. String Test -~ Bach program release which requires the
execution of other programs in actual produc+ion will
be string tested. Programmars are responsible for
vriting the test plan to ensare that all major paths
and functions that will utilize the new program are
checked.

3. Systeam Test - Each new ADS or major change involving
more than one application/operation o- package in an
sxis=ing ADS will b= subject2! *c & systza fect Thax

ys*

2

s m as a whole. The
overall responsibili+y for tha *

will evaluate *he specific e
~est  will be given *o
the Lead Frogrammer. The Quali*y Ccntrol Branch will
evaluate the results to ensurz <hat the system meets
design ob jectives.

4, Integqrated Systems Test - This +*es* will be de2sigred
to tes+ all program interfaces, database interfaces,
and all 4in*erral arnd extsrnal applicaticns for
correctness of data flow, The Lead P?Programmer and
Lead CDA Department are responsible for preparing a
formal test plan and conducting the *est. The Quality
Control Branch may or may aot be assigned as an
overall monitor £f>r this procedure but will be

required to review the results.

P. SYSTEM RELEASE PROCBDURES

Upor conpletion of <“he requirad evaluations and for
specified projects, the Line Departments involved will
forward to the (Quality Control Branch 2ll applicable docu-
mentation for review. After this review has been completed
the complete package is sent back to “he CDA Department Lina
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Manager. When *he Manager Is satisfied that <“he p-carTan

- .
-3

{n

me2ts the requiremernts anld that all juality assurazc:
dards have beer met, the Line Managsr will, by his siinature
release the program for us=. This will then termina+e the
Systems Development Process.

G. EVALUATING THE QUALITY PROGRAN

I+ is important to realize that at PMSO, Quality Con+rol
is not in+timately concernsl with the daily opera:ions of +he
line depar*ments, but is concernsd with assessing the
results of the line departments. With +*his perspective in
mind, *the design and exscution of =h2 Quality Assurarnca Plan
is considered to be an integral part of the production
process itself. Quali+ty assuranc2 for softwars consists of
the formal application »o£ standacds and execuiion of
raequired tests, - and +then the assessmenrt of resulss.
Enforcement of the standards ard thsz necessary adjusiments
of the process ics one of the responsibilities of +he Quali<y
Con+trol Branch.

Although the Quali+*y Centrol 3ranch is dezply embedied
within the Management Depar*men+, <“hay have performed ia an
extremely professional wmanrner. Wh2n given an adeéuate
amount of <time and an opportunity *o perform in <thei:
primary role as reviewers, they have always met th2 chal-
lenge. But this opportunity to excel does not always occu:
as it should, and FPMSO is no diffar=nt than any other soft-
vare producing organizatisn. As the project completion date
draws near, usually the first item t> be called 2xcessive %9
the program is quality control. At FMSO, ¢the project
manager 1is respensible for ensuring “hat enough time |is
alloted during the SDP so that Quali“y Control has a chance
to evaluate the program. This 3stimate of the amour* of
time it will take to complate a project is a mos:t difficuls
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ona, but dates have to be set and, o2n occasicn, m==, The
authors are unable to cite specifi:c examples o Qualis;
-

[ELNd 4
~g

n

Control being cut short, but when the amount of work
0 be accomplished and ths number of personnel assigned %o
accomplish it are compared, the assumption can be made <tha*
it has occurred , either as a result of internally or exter-
nally generated pressure %2 ccmply with a due date,

Whenr the value of a product is very high, such as on
command designated /sp2cial intersst projects, each itenm
produced is individually inspected and gone over in fine
detail at all 1levels, from the programmer <*hrough all the
reviews, and f£inally top nanagement, However, under lzss
important conditions, tha selection and review process of
products is not as critical, and £5r very minor projects i+
need not Dbe. This does not mean that the product is any
less iImportant to the uaser but m2rely 3implies that all
projects other than the 2xceptiorally simple ones should
also receive +*he same 32gree 0€ <scrutin 2hat special
projects do.

The r2ality of <the pr2sent situation dictates +hat the
above process is not feasible at this +%ine. Ai+h such a
smalli staff in the Quality Control Branch and the mul+itude
of +asks assigned, it is physically impossible to mee+ all
of their requirements, and prioritiess mus% be 2stablished.
With an ongoing review of the number of Computsr Specialists
+*hat can be justified within the Quality Contrel Branch, i<«
is essential +that the jus+tificatisn be met and billet
descriptions constructed “o place md>re people, not less,in
this most important branch if FMS) is to continue with its
present emphasis upon producing a guality product.

The authors .feel that the Quality Control/Qualiiy
Assurance program at FMSO is highly competitiva with
similiar organizations. Their thorsugh and most agressive
instructions and standards are excellent, and if “*he present
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level of enforcement is continued will gr-ea=ly ernnhancse =aos
produc*t serving +he Fl22+, Qualiey Conwrasi/ alisry
Assurance does happen at FMsoO, primarily due to =he s+truc-
tured process and to the professinonals that work and manage
the organization. The i2gree to which it happens is an
evolving entity.

At the present time *h2 only =ff2c*ive documented method
to measure the arplication of gquality practices within FMSO
is the analysis and svaluation of the Program Toouble
Reports (PTR). FETRs may b2 submi*t23l during any step of +he
systems development process or after <+the program has been

gsen* %0 the field user. As a2 PTR is raceived 2% FMSQ i« 2

U]

routed tc the Project Control Branch where is 1is logged in
and then sent to the depart ment +hat issued the program wi<h
which the PTR is concernel. The 3dspar+ment inveivad then
decides if the FPTR is of a critical or non-critical na*urs
and +thern proceeds +o work on i<, PTRs are classified in
two ways, critical, whizh has a2 significant imoac* upon
daily routine, and non-critical, which has less of an impac+
and carn temporarily be jelayed. Cri+ical ?PTRs will bhe
corrected as socn as possible and normally within <+hree
working days from receip: of suffician% informationr %o alliow
tha CDA to act. VNon-critical PTRs will be corrected as soon
as possible after receipt of sufficiznt data that will allow
the CDA to act.

The Quality Control Branch performs a quarterly analysis
of all PTRs received with special emphasis on “he mos*
common type of problea, which steps of ¢the systems dsvelop-
ment process create *he most errors, identification of
trands, and if possible, recormendations for corrective
actions.

A survey of .the PTR Analysis Report for the Second
Quarter CY 82 reveals the following: (Ref. 81],
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6.

A *0%al of 385 PTRs, of which 275 were comple<zi, 92
Wers cancailled, 223 12 zeclasgsified, Those canc:lled
were due to either veirng invalid or ai-szady In exis-

tence, A reclassifiad PTR was on2 zha
submitted, it was felt by the user *hat the progranm
was not performing as 3esired or reguested but upon
researching the problem it was found that all
requirements had been nme<. T meet the newv require-
mnent of the user a2 naw project would have *o be
designated.

Of the cormpleted PTRs, 38 were criticai and 237 rnon-
cTi+ical.

The PMSO average number of manhours <*o f£ix a2 PTR was
16 for a cri%tical 2TR and 21 for a norn-critical ?TR.
One possible reason for the differanpce ia <tipes i3
~he exper ience lev2l of perssnnel assigna2d4 o repair
a progqranm. A mor2 experienced programmer is Jgener-
ally assigned to a critical PTR.

The average number of days Sor ©MSO to comoplete 3
cri+ical PFTR i3 15.5 2and 151.6 *o0 ccmplete a ron-
critical FPTR. This figure may be skewed toward *=he
high side very easily because 9f *he small number of
critical PrRs but does bear close moni%oring.

O0f *he <completed PTRs, 57 percen* were caused by
ceoding/design errors. 21 vercent were classified as
cther and not designateid 2 any category. However,
u2 percent of the critical PTRs were caused by
program or coding a2rrors. Staps have been taken to
better divide ¢the cause catagory in an atteapt to
better evaluate tha errors +hat were classified in
the other category.

The comparative completion rates for critical PTRs
has remained relatively stable compared to the past
year. Hewever, th2 non-critical completion rate has
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ircreased substartially ard the trend Is fcro an zvan
g:?ater comple*ison rate.

7. The Received-Resolvad-OQu=zstinling <c=sults show <tha-s
the number of PTRs received is leveling off, “he
rumber of PTRs resolved is increasing drastically,
ard as a result of both of these the number of

cutstanding PTRs is now in 2 steady decline,

8. The number of programs released increaesed about 12
percen*t over *“he pravious quarter =and yet the number
of PTRs received dJdecreassd by about 7 parcent.

a2

a
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Ai+though the numpbar cof PTRs over *+he last ar
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oscillated, *he *tr2nd shows ths-e <to bz no
cant increase and thus a ne*t dJdecrease in ra<io of
programs *o PTRs should be anticipated.

Corsidering that only nine personnel are assigrned %c¢ ths
Quality Con*rol Branch andi that FMSO now has 10,000 plus
programs in exis+ence, tha Quality Control/Quali*y Assurancs
pian appears to te headsd in the right dicec+ion as *he PTR
Tepor* «clearly shows. 4i+<h continued amphasis oHn  <hs
Quality Control <ffort an even more 2ffacwive program will
be displayed in +*he futucs. To achi=2ve a 100 peccen< ercor

rze product is +*he ideal but a mor2 rsalistic goal mus* b2
set and an effective meth>d of measuring and selec*ing the
programs for a more detailad investigation will aid grea=ly
in accomplishing the goal FMS) sets for itself. The PTR

report shovws an improvement over <+h2 preceeding year bu+t i+

o]

also quite effectively shows other ar2as that may need addi-
+iosnal emphasis. In *the following chap*er we will list some
of the areas that+ we feel should b2 sonsidered in the future
corporate growth pattern >f FMSO.
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V. RECOMBENDATIONS

This paper ks been a3 compreh2nsive investigation of

sof tware quality assurancs frcm a the2oretical viewpoint and

from specific inves+igqation into the quality assurance/

gquality control departments of varioas organizations. Based

on *the authors' rasearch, the following reccmmendations are

offered

in hopes of enhancing the Fleet Ma*erial Suppor=

Office's (FPMSO) quality control effar:.

1.

2.

1 ccrporz*e baszse line congcerning +te guali-v orTccess
needs to te established. Befors a specific direction
canr be maintained, a mechanism nus* exis< <ha* would
erable FMSO to wm3asure its apility to mest +he
desire2d objectives. It is f=21t +*hat, a*t a miaimunm,
*he Quality Control Branch could axamine pas=
programs and selsct at least +*wn *hat were very
similar fer an analysis as t5 the =2ffactiveness of

he critaria of =hase

o ]

“hs quali+y control program.
*wo programs might be (1) tha< +hey wers produced hy
the same department within a short time pariod of
each other, (2) that they wvere intsnded <o b2
utilized 3in the same fashion, and (3) that one of
+hem had been reviawed by Quality Contzol throughouz
the entire process and the other had not received
this same critical reviaw,

Top management must continu2 4o re-emphasize +he
importance of quality control within the organization
and display a positive philosophy of commitment +>
the quali+y process. As has been discussed, withou*
top managemant support, quality assurance/quality
control frograms produce a less <than desirable
output.
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The number of ©pa2rsonnsl assigned <tOo ‘the Ji1allixy
cor*trml tranch 13 defini+=21v ipadequate. In a
organizat ion as large as PMS0, whkich produces 800
plus programs per jJuarter, a quali+y con<trol organi-
zation of only eight people plus a superviso: can not
reasonably be expected to m22t their obligations and
responsibilities on all occasions. The Quality
Control Branch n=22ds an infusion of personnel.
Attentisn should be paid nrot only to +he quan+ity of
personnel but also to gquality, As sta*esd previously,
the core of these parsonnel need +o be as knowledge-
zble as senior systams aralys+s and als> commazd <he
respect 0f the individuals whcse systems ars being
evaluated.

A method o2f augmen+ing <he s<aff of <+he Quali+y
Control Branch from an extaraal sourcs may be <=0
utilize it as an indoctrina“ion facility fcr naew
hires. A core of highly qualified personnel could bha
main*ained <+hat w2re the p=2rmanent par+« ¢£ +he

guality Centrecl Branch. New hires could ©Le givean
this temporary positicn and =asked with such prodects
as reviewing the project spacificat+tions, all of %ae

maruals, and all other applicable materiail. This
would alsc afford =he new p2rsonnel an oppoer=unisy +*o
receive formal and correct training befcre Dbeing
assigned to +ha partlcular line depar+men+t.
Addi+ionally, it would enable the new hires *o gain a
better overall under standing 5f what +the organization
dces anad the amount of in%*erfacing that must
conducted before a project is completed. 0f cours2
there would have to be some discrationary measures
imposed vhen select ing personnel and 2 time limi+
nust be adhered to.
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Ceonsidera+ion should be given =05 moving <*he Jurlity
Centrol Branch ourt c¢f its praseat managemen: s<rCuc-
ture. The authors feel 4hat, hecanse o0f «he Jassive
size of +he organization and enormous amount of
material that must be reviewad, <+the Quali«y Con<cool
Branch shculd be moved so as %5 have at leas* parity
with line managemant. This position may be desig-
rated as Quality Tontrol Depirtment Head, Code 99.
Billet descriptions wculd have to be re-writ<en and
the management problems overcome, bu* the increased
ccmmunica+ions, bes +hey volun+tary or by diraction,
be<ween quality csntfol and lirne managedment wouzl
have an impact upon' future products. Additiorally,
<kis would afford the quality control personnel aa
casier avenue to h2come morz 3irectly involved with
their responsibilic of ensuring +ha* standards are
met and better 2nable tham ¢to enforce +hes2
standards.

Line maragers must be educatzd 3as to the imppor+ancs
of the gquality cenirol function. In 4his veizn, vwhen
openings arise ir the Quality Cen*trol 3ranch, quaii-
fied line personnel should be 2ncouraged tc apply for
the positions. Th2 benefi* jained for “he orgarniza-
tion would more than offset <the 1loss *o ona
individual departa=nt. To support thz attitudinal
change that must ¢take placse, an ongoing *raining
program, sponsored by top management, will have %o be
‘mplemented on a company wid2 basis and the positive
benefits gained from the addition of these gualified
personnel to the Quality Control Branck must be
discussed and displa yed.

Quality control checklists must be re-iasti%uted.
There should be a2 ganeral checklist applicable *o all
programming functions as well as specific checklists
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reqgqarding each iniividual progran. I+ shculd be
emphasized that <th2se checklists are %9 be used as
reminrders or as 3 constructive *ocl o <ceinferce
standards, rather than a methsd of laying blame.

It is important for continuity <ha+ “here be consis-
+ent assignment of gquality control personnel +o
projects. One person {or team of persons) should be
assigned to a prod2ct, except the smallest ones, and
should monitor this project 21l the way from incep-
tion to post implementation review,

A better method, possibly a lecision support systenm,
must be devised to determiae which projec=s will
undergo quality control procelures. It is recognized
~hat the nuamber of projects may ovreclude all p-ojects

W

being scrutinized by quality son<trol. However, *her
reeds to be a be%ter system to select programs for
review and evaluation than the pressp* method of
cemmittee or command 3discretion. Currer<+ly, <he
primary method for evaluatizgy project 1length =and
ccmplaxity is experience, This subiective viewpoia-
is +he basis for +hs depth of involvement achiaved by
quality control. A logical and comprehensive deci-
sion preccess will serve to alleviate crisis
maragement  and ansure that the most important
projects are chosen.

Erd users must become even more involved ir *he
design and development of software throughout +he
lifecycle. Users should work closely wi+h quality
contzol *o ensura2 a timely and correct review
process. There aust also be better communications
established between users and line programming furc-
+ions. This commanication may be facili*ated by
quality control anil may help lower project troubla
report (PTR) reclassifications.
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1.

(52

lem

Clear and concise documentation is an ongocing

pofe

ey

at ary scfitware production <facili-y. The jazliluy
contrasl division aust revisw documentatiorn, no*
coding, and assist where possible <*o imprcve any
deficiencies.

12. Curreptly, the program troubla repor¢s (PTR), are the

13.

primary documented measure of <he effectiveness of
the gquality prograa. Whils this may be a valii
measurement, <there needs to be a search for addi-
tional measures. Since guality control does not
impact 100 percent >f the programs leaving F4SO, a
@wethcd 5f evaliuating zhe =ffz2¢ <f guaalizy ccen=oel on
projects which Jdo not have guality control invclve-
ment must be €formula ted.

The orinciple of top-down design and tcp-dowr testing
should be reevaluated. ds an alterma*ive, top~down
design and bhottom up testingy should be corsidered.
It is assumed *hat top managsran+ will fael uneasy as
the present process is thangyel. However, it has been
shown ia many studias tha% errors made In +“he 3ssign
phase of a. project are the md>s: expensive +o repalr
because one has to return back to <*he beginning and
literally begin tha entize pocess cver.
Requirements must be reevaluated, specifications
redone, coding rewrittan, and £finally, ¢the progran
must be tested again. Since the majerity of design
errors are not found until the *testing phase, it is
easy to csee that the amount of extra time spent in
the design phase will, over time, offset any anxiety
that top management would have because 5f <he seem-
ingiy lack of progress non <the project. It s
suggested that bottom-up t2sting will <force +he
design effort to iaprove.
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14, Phassd deveiopment should be 2dhered %5, Cciing nust

nct begin un+il after the dasign is complie==z. 3Y
doing so +the l22d programmsr can assigan +he
precgrammers to the 3ifficult nodules and an irnexperi-
enced programmer to the e¢asier modules/prograas.
This ine of ¢thought should filter throughout the
project and allow for better perscnnel utilization,
but should also afford the parsons writing the *est
plan to 4o so in a more reliable marner., In allowing
the writing of zode before the fipral design is
completed, - we achizve +the short term goal of being
atle to see a working proauct <tha®t can be tracked on
a chart. However, we cannot se2 +the lcng range goal
of whethar +the module will produce the regquired
output or the rejuired number of interfaces.

15. The system to traca the phase 5f developament for =ach

preject should be reemphasizad and quality control
must continue to b2 kept abrszast of all the current
production efforts.
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