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FOREWORD

NAVSEA OD 3C393 has been preparod as a guide for HEROQ preventive techniques
to be applied to the design and construction of wenpon systoms and subsystems. The
information contained herein should not bo construed as n specification but as an aid in
implementing the requirements of MIL-STD-1385 (Navy), Proclusion of Ordnance
Hazards in Electromagnetic Fielda, General Requirements For.

Comments for the Improvement of this publication are invited. Recommended
additions, corrections, or deletions should be addressed to the Commander, Haval
Sca Systems Command; Attn: SEA-00B4; Wnsinngton, D. C. 20362. Additional
coples may be obtained upon request from the Commanding Officer, Naval Ordnance
Station, Louisville, Kentucky 40214, Attention Code CTDO.
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NAVSEA OD 30393 FIRST REVISION

Chapter I
: INTRODUCTION

1.0 | GENERAL

Modern communication and radar transmitters
can produce high intensity clectromagnetic environ-
ments that are hazardous to ordnance and to its at-
tending personncl and associated equipment. These
environments can cause premature actuation of sen-

"\ sitive electrically initiated explosive elements known |

as clectroexplosive devices (EEDs). They can also
damage or trigger solid state circuits, damage or
causo erratic readings in test sets, cause possible
biological injury to personnel, or produce sparkg
that can ignitc lammable fucl-air mixtures. The
trend of developing communication and radar trans-
mitters with greater radinted power will increnﬁaj
these problems in the future, o

PR o

—_

‘3 This Design Guide is intended primarily to -
help the weapon devcloper solve the problem of pre-
mature actuation of EEDs; however,. it should be of
some help in solving all of the problems given above.
The problem of premature acluation of BEEDs is
known as Hazards of Electromagnetic Radiation to
Ordnance (!-IERO)/.\_

\

Energy from the electromagnetic environment
can enter an ordnance item through discontinuilies
in its skin such as ports, cracks, and joints, and it
can couple inlo circuits contzining EEDs. More
cnergy will generally enter the ordnance item when
the ports arce open than will enter it when the ports
are closed. The energy can also be conducted into
the item by firing leads and other electrical con-
ductors such as wires, tools and fingers. In general,
ordnance is morc susceptible in electromagnetic
environments during assembly, disassembly, han-
dling, loading and unloading than at any other time
because fingers and lools are used and ports are
usually open. Also, the atlachment of external
cable ascemblics and test sets to an ordnance item
will usually incrcease its electiromagnetic suscepli-
bility.

For most ordnance, the HERO problem is
incvitable unless the designer recognizes the pos-
sible hazard and organizes all phases of the develop-
ment so that the hazard is precluded in the original
design. Retrofitting after a HERO problem is dis-
covered ot some Iater stape of development is, at
best, expenaive and Lime connuming, and seldom
contritmites to the tactlical reliability of the ordnince,

1.1 OBIMCTIVES OF THE DZSIGN GUIDE

. Thie decign pulde bag been writlen to amplify
and mutment MIL-STD-1I65 (Navy), Preclusion of
Opdaanee Hoazardsan Eleetromasnetic Fields,
General Requirements for . N objectives are:

1. To define and describe the hazardous
elactromagnetic environment.

2. To provide weapon designers with suf-
ficient engineering data for determining
the protection needed for ordnance.

8. To recommend specific design and fabri-

cation practices. )

While it is recognized that cach ordnance item
will be unique with respect to HERO, an effort bas
been made to present recommended design practices
and associated engineering data and theory in a
manner that will assist the desipgner to adapt various
recommendations to his particular situation.

1.2 POSSIBLE SOLUTIONS TO THE HERO
PROBLEM

Resolution of the HERO problem might logi-
cally e approached in any one of four ways. They
are?

1. Eliminate all EEDs from the ordnance.

2. XKeep all ordnance containing BEDs
physically separated {rom the electiro-
magnetic environment.

3. Silence the transmitter generating the
local electromagnetic environment when
ordnance containing EEDs is present. *

4. Design the ordnance to prevent entry of
electromagnetic energy inlo the EEDs,

These arc all valid solutions. However, the first
three have serious drawbacks which are as
follows:

1. EEDs have unique characteristics and the
elimination of EEDs is often not a prac-
tical solution.

2. It isusually impossible to keep the
ordnance separated {rom the

¥ Some weapons now in the fleet require that
radio or radar transmitters be silenced during cer-
tnin phases of their assembly, disnssembly, han-
dling or loading. 'This constitutes a restriction to
fleet operations. Current restrictions are pub-
lished in a manunl grenerally available only to the
flecet, Restrictions are not desirable and are be-
coming less acceplable to the fleet as new and safe
weapons are developed to replace the ones that have
resirictions,
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§ electromagnetic environment on-board
Naval vessels,

3. It is not practical to silence the radio or
radar transmitters,

-

Therefore, designirg every weapon system in such a
way that sufficient protection ts afforded the EEDs
under all conditions that may be encountered through-
out the stockplle-to-launch sequence is the only ,
satisfactory solution,

1.3 BASIC APPROACHES TO THE HERO
PROBLEM

There are several approaches that can be con-
sidered for solving the HERO problem. These are
die~used in the following paragraphs.

One approach consists of enclosing all EEDs
and their associated firing circuits (including all .
power sources, transmission lines, and switching
and arming devices) within a eonductive shield or
box. Most ordnance items utilize a metallic skin
that can be used as a conduclive box. This approach
is tliustrated in Figure 1-1. The only precautions
to be vbserved is the proper design of the metallic
joints,,  In most cases, economic or other limita-
tions on the physical structure of the ordnance do
not permit direct application of the conductive box
concept. '

The conductive box concept can be extended by
having several parts of an ordnance item compart-
mentalized and shiclded, and then interconnected via
shielded cable. Any cable connector used to connect
the shields to the compartments should be of proper
design so that the shield mates before the pins to
prevent clectromagnetic energy from being coupled
into the pins of the connector during mating and un-
mating of the connector. This approach is illustrated
in Figure 1-2,

Most ordnance requires breaking electrical
connections when the parts of the system are phys-
ically separated. Thus it is often impossible or im-
practical to keep all conductors within one continuous

B SO U T N U, U N DI U N O N, SO R . . W W

g
T L |
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. B .
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Figyure 1-1. The Conductive Box Concepl

v

- Firing Circult

. - — - - - -

-
.

- w——

« N

- . T S W .

o
b

- W, W W - .

rachuae
—

———
-

1 Shielded
l{ Cables
%
e

Shielded

Cables

T

W W WL W W, W T

. . Y - -,
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Figure 1-2. Comparimentalization, and Shiclding ot
Compartments and Connections

shield. Therefore, clectromagnetic energy must be
excluded by some other method: Tt can be excluded
from a shielded enclosure at a connector by means
of an EMI (ilter (2 low-pass filter). The filter is
used to dissipate the electromagnetic energy instead
of reflecting tt at an impedance mismateh as {s usu-
ally the case. Becausce the generator and the load
impedances are unknown and vary with frequency,
reflection due to mismatech of impedances cannot be
relied on to protect the weapon, One precaution to
be noted is that the heat generated in the filter by
dissipation of the electromagnetic encrgy must be
prevented from actuating the EED. ‘This can be ac-
complished by providing a separation of the EED and
The proper
use of a filter is illustrated in Figure 1-3. TFor
further details refer to Chapter VI.

The design of the circuits associated with the
use of an EMI filter is important. Arcs can
occur when connectors are mated or unmated {n
clectromagenetic environments., These arcs can
generate electromagnetic energy throughout the
spectrum, including low frequency compnnents which
are in the same band as the firtng stgnal, and will
pass through the filter.. A break in the firing circuit
between the arc and the EED until after the connec-
tion is made will circumvent this problem because
a de path is necessary for an arc to occur, This
technique {s iltustrated in Flgure 1-4,

N, T

e s
i e c————

Transmission L
Line Shictded Calylex

Filter or
Suppression Device

L:\ [ g vy v, ey Sy

Lo

Figqure 1-3, Use of FMI Fillee



TR, Switching or
Arming Mechanism

Figure 1-4. A Bosic Solution fo the Arcing Problem

To summarize, there are four basic approaches
to the solution of the HRERO problem:

1. Enclose the entire ordranes in 2 continnnus
olectromagnetic shield.

2. Shield the compariiments and the intercon-
necting cables of the firing clircuits,

3. Use an EMI filter in the firing circuit and
shield the cable from the filter to the EED.

NAVSEA OD 30303 FIRST REVISION

4, DProvide a break in the firing circuit
between the filter and the EED for pro-
toction from arcs.

One of theso approaches, or a suitable com-
binntion of thum, must be selected orrly in the
desim slage and implemented throughout the design,
dovelopmont, and manufacture to assure an optimum
and cconomjcal solution to the HERO problem. It
is the responsibility of the weapon developer to
solect the approach to be usod and to determine the
attenvation valuosa of the fiiters and the shiclding
effcclivoness of the enclosure ard the cables that
will be nceded. One way fo solve thir problem is to
considor the ordnance ag a recefving system in the
olectromagnotic environment and the EEDs as the
terminaling load for this receiver. ‘The lotal at-
tonuation needed can then be determined. A good
rule of thumb is to provide additional protection so
that tho tolal attenuation from the combination of all
shiclding (that provided by weapon enclosure and
cables plus thut provided by the proiection added)
is 40 dB at 100 kilohertz and Increases linearly to
60 d1} al I megahertz. The attenuation should re-
main at or above 60 dB from 1 megahertz to 40
glgshertz,

(4 Nank)
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Chapter II,
THE ELECTROMAGNETIC HAZARD

20 OINERAL

The electromagnetic suscoptibility of ordnanco
1s discusaed in this chapler in torms of throe major
factora. These are: (1) identification and descrip-
tion of the electromagnetic environmont to which the
orduance may be exposed, (2) possible medes of
snorgy transfor from the environment to tho EED,
and (3) measuroment of the environment. Although
the information given herein is not essentlal to the
implementation of the principles and guidelines to be
bstablished In Iater chapters, 1t is prosented lo give
lhe weapoas designer an insight into the need and
purpose of these principles and guldelines and to

rosent him with cavironmental levels to be used as

esiyn goals.

2. SUMMARY OF THE ELECTROMAGNETIC
ENVIRONMENTY

The available power in the electromagnelic
thvironment at the woapon site 18 a functon of the
power radiated from the source, the source anlenna
Rain, and the localion of the ordnance relative fo the
source. ‘The basic relationship of these factlors can
be derived by reference to an isotropic radiator.

An isotropic radiator Is a theoretical concept defined
an & joint sovrce with radiation propertics that are
identical in all direclions. For an isotropic radiator
In free space radiating an ;iverage power W) in
walts, the power density or power per unit area

on the surfuce of a sphere, concenlric with the petnt
wsource and of radius (r) meters, s the total radiated
power divided by the arca of that sphere, or

g

T

whero
P ) © power density (waus/mclcrz).

From this equation, it can be scen that power den-
sity In free space decreases inversely as the square
of the distance from the radiating source,

Yt the power source is not an {sotropic radiator
Tt vadiates with o pain in a piven directlon, the
Prwer doncity at a point of distance (r) meters In tho
airection of the galn is

GyWy
by AT
. irr
wherea

o - eatn of e trannmitling antenna (a
wuitleas ratin),

In the far fleld the powor density and tho electric
field strongth at any point aro related by

12
AT T
or
Ea/120p, = 10.4 [Pn
where

E = clectric field strength (volta/meter).

The factor 1207 is known as the intrinsic §mpedance
of froe space and §8 approximately 377 ohms.

1f the power density is in millh.‘.'aurs/cm2 and
the olectrieal fiold strength is desired in volts per
meler, the conversion factor of 1 watt/meter? = 0,1
milliwatls/cm? {8 used and the cequation becomes

E =61.4‘/ PA

where
E = volls/meter, and

P, = Power density (mimwntts/cmz).

The clectric field fromn a transmitter in free
space can be compuled for any point if the distance
to the point, gain of the antenna in the direction of
the point, and the power being {transmitted are
known. Consider the field from a half~wave dipole
in free space at a point of distance (r) meters from
the antenna in the direction of maximum gain. From
the cquations

GW

P, = E%/120r and py= SVt
4zr
we have
E J49.2WT « 7.01V g
: r r
whera

G.r = 1.04 for a dipole.

The antenna gain 18 somotimea exprensad in
decibeln (AD).  From the definttion of ¢t (div 10
log (ratio of two amounta of power)) we have

B = 10 log G'l‘
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or

OT - 10 ‘T,‘G .

whero
g.raaabmnlnlndn.

22 SUMMARY OF INVIRONMENTAL LEVELS

Tho degree of electromagnotic susceptibility
of oxiatling ordnance, as determined by analysis of
data obtiined on HERO leosts, is Indicated by the
maximum safe fleld curves presonted In Figures 2-1
through 2-4. The curves shown by the heavy lines
represcnt the upper imit of the fleld to which all
types of ordnnnce in any conditlon can be exposed
without HERO problems, These curves are the
basis for prosent weapon rostrictions tn the fleet,

The maxdmum safe field cur.2s in Figures
2-1and 2-2 are based on theoretical and emplrical
conalderation of the recelving characteristics of
tare ETDa exposed In an eleclromagnetic environ-
ment. These curves represent the worst caso
condition which can exist for naval ordnance. The
data will be useful in determining the maximum
safo ficlds for bare EEDs with lead wires arranged
in optkaum recelving ortentation. There has been
no known case of an EED initiating accidentally
when the field intensity was below the valuea glven
by the curves,

The maxdmum sale ficld curves of Figured
2-3 mid 244 represgent the safe field strength and
power densities for {ully assembled ordnance
undergoing normal handling and loading operations,
These curves are based on experimental results of
HERO tests. Thn boundarics were established by
tho rroat guseoptible ordnance Htems (those In
which tHe or no deslgn constder-tion was glven to
HERD problems), .

Table 2-1 gives the maximum clectro-
magsclle eavironment that ordnance will encounter
{rom s nlocupilo-lo-lauach sequence, The trend
fn beh rodare and esmmuenteatllons cquipment to-
wartt eceqter ofiectivn radiated power will Increase
thaae flelda,  Past axparience can yleld some indi-
catinn of the maentlude of the {ncreasa to bo
anectocd (n tha tulure,  For cmmple, carly
rureneteon tbae eoull aupply 10 kw of peak power
tn y cralind antenea,  Within a decads, the peak
porver o masmeicon ehed Increancd o 1100 kw,
Flimiee J0 nhawn the inereace In averape powoer
that? ko houp erpeeteneed ov e the 1azt throo do-
radea aad Pkt eehieh Lo oxpucted In occur tn the
et Yoo el urleg,

P25 RSN PO § 1474 1 3/

tey oon Terpasings |3 2% rroang foraln ot o on-

wte et the eflec Dol modalatioen on the powar
Love 't et pametiter e Alyes eamamunleatinop
Ao s foren ot tn\;‘t'\{vf 1o H "'t't‘ﬂ:("t. t‘ "l»"

tranamittor. 18 amplitude. modulated the peak envelope
powor- mny-bo as high.as 4 times, the peak power

of the.unmodulated: wave, However., this has been
taken into nccount in determining the. maximum en-
vironmental lovels of Table. 2-1,

Most radar systems use. pulsc. modulation as
opposed to the continuous carrier. or doppler sys-
tem, Tho Important paramcters of the pulsed sys-
tem nre: v = pulse width (mlcrosoconds), {_ = pulse
rate (hertz), Pp = peak power. (kllowatts), dnd VipA=
average power (kilowatts). There is a definite ratlo
batween the peak and the averaye power that de-~
pends on the pulse width and the pulse rate. This
relationshlp is called the duty ratio and ts expressed
as follows:

w
. average power. A
Duty ratio poak power Pp ,

and

Duty ratlo = pulse width - puise rate = *rrr.

(These parameters are shown in Flgure 2-6,) Also,
tho average power can be computed from the duty
ratlo a8

=P » : =P T
WA_ Ip duty ratlo _Pgrf¥
or
WV, =P I
A p T
wherq

T = pulse repetition time = 1/ o

2.4 ANTENMNAG

Antonnas may be convenlently grouped into
two peneral clanses according to the value of the
ratlo of the antenna's physteal slze to the wave-
length of the transmitted frequency. When this
ratlo {8 much greater than unlty, the antennma s
clagnsed aa o large radiator; when it s in the order
of unlly, tha antenna s classed as a small radiator,

0 conaldoration haz bheon siven hare to anlennas

in which thig ratio 1s much less than untly, Lecaunse
antennag of thia type ave nefficlont raaiators and
are not usually found nbaavd ship,

One type of omall radialor 1g the half-wave
dipole.  Some of the chirvacloristies of thin anlenna
are shown In Flpure 2-7,  Monapole and long wire
antonnmag nre consldered variations of this type.

Laryo radiators thal are uned abaadd ship are
almont nlwaya radar nutennas and are most fro-
quently (whore high pover 1 concorned) enployed
with serareh, helpht, o paldance vadava,  Sueh”
anlemuen wrually constand o alah=type retlectors,
The reflector fndesiooned to allor e phase and ame-
plitude relatlonehipe of the feed nntensa ta fecua the



NAVSEA OD 30393 FIRST REVISION

satuanhady :o.zou?sEEou.nlmuo._hu.Smmuou Suydnoy wnuugd

" 000l o1

Z1H3HYOIW — ADNINDIHL — 4

Gt

P

m sjusucduod ojduls
t0 3,033 o Buyisey puo

1 fyonureasosin f AlQuiSISY 18{0]
g P "AIQ i

0°1

ot

- |

ey -

col

dp ui asupupiQ of snopinzog Ajjpyuajod Aisudiup prol4 “1-g 24nb14

(34OTVIANT ¥V Id) W/A -~ HLONIHLS @131 O1HLO3713 TVIILYIA =3




T T TR YT

P

NAVSEA OD 30393 FIRST REVISION

sspusnbaay Jpppy—suoypinbyuc) Buydnoy wnundQ & 9OURUPLIQ Of SNOPIRETH Ajpozuorod Aisuagy] pjotd “g-z 24n5(4

Z1HU3IHVYDID — ADNINDSEE — 2 '
0ol ol
3105570
tjuoucdwod e(Bujs SIS
to 3, Q33 4o Bujisey puo 7
‘Ajquentca|p ‘A|quosiy :84oN ..\\I\.I
..... - 100°0
1070
wﬂ
t
it’0
!
1
-
- : :
e f 3
e it
QIVZVH 1IN0
Ll | :
| _ ! :
! ! i :
: SR — !
W v | NI
1Z = ] P P m
I OL = Vd ﬂ - |
e _ ” :
! ! !
= = SRS = col

aay — Vd

1N = A0I5NI0 HIAOG TV

N
dods e

~
[

7'[’.’)/



e e b s DR o M SRR S e

NAVSEA OD 30383 FIRST REVISION

10 suonjocdo Butjpusy puo

-

Buipooy ayi But:np $INI0
Ajjousou plozoy WALIXOW

T TLIN

T

Q¥¥ZYH IVLN3LOd NG ,A
N1
I RN 4
\\._/r 1., -l.l\L
&x,,[ B
) Ky

dei
»

ﬁaw—g- o' .
-

001

HU.—UKQDVU&M comﬁov-:hbEEDU‘DntawﬁkaﬁﬂQQ ‘OMUQ&W kaavcu Gvkﬁt ey s TR e R SRR SR T R
sucdody, &)gdodsng ©} SROPIDEIL Apgonussod Ansudiuy platd cpey d10614 .
Z1H3IHVOIN — ADNIND3HL — ) \
o001 0ot ‘ ot | 0°t
b f NI M 1 A
ssucdcom

{340VIANT HVIA) VUIA ~ HLDNIYLS O3 ML 1D IVIILHIA ~




sopuanbauly 20poy-—suold|isay [P129ds dnboy ydiysa suodpas/ ojqudolsng of sncpiszns [innuciog Loy Fiold 1o 04nT:

/

Z1H3HVOID — ADN3IND3WL ~

0]}

*suodoem

{0 swjnsedo Buyjpuoy puo
. Suipoo] ayy Bujing t:n350

Ajjousiou piozoy waw|xopw 040N

v

$oy =p-odvmefacas

;.L. it

o
reaseef

S odeadedt

b Hprelose

wviaAY - Yy

-

-

Aoy v vting

:.:. JI : e A
) i ; .
Py _
H ;
3 W i [ '
“y Y ! i : [
S, . . \
> v Y 3
S L. . i
u}- f 1 13 i
: v

RRSVI 0 T 5 S
§

W

e 2
m — e e R P -
v L] ~ Al . u . &~ . —
QYVZVH IVIINSLIO? i ! i
| DO SRR i ' ~
~ o ] -
VR S WP | L v N
ur “ 1 [l s ¥ i i -
{ F Sy . - - -
i N . -
“ . 7 - PR
PrT SrT YTt TaNPY IO prrmes N y P
—— S Y Py :
m i 352 555 O s gyttt Staazas = ;‘.u i
m g5 B o [ :
o i G B n N Ly s
(] i o m ; m b Yooy .
- . q o A o bt e e i i
m “ + n o ahemnh P U T U S
9 L “ i H e bad s - ) ——
- 4 O S N Sy S S P O SIS UN S
M - 1 @ bl B o B s B
4 A R DI RS Y A -l PR S [
4 Hl.m " — & . \)l;» - - — ¥ ;ki.x g - - P - [ e T ))l -
- = v - Y




Toble 2-1. Electromagnetic Environment Lovols

Fleold Mecan Powor
Frequency Intensity* Density (Milll~
(Miz) (Volts (MS)/ | watla/Square
Metor) Centimetor)
Communication
0.25 - 0. 535 300
2-32 100
100 - 156 0.01
225 - 400 . 0.01
Radars
200 - 1215 10
1215 - 1365 5
2700 - 3600 78
5400 - 5900 105
7800 ~ 8400 175
8500 ~ 10440 150
33200 - 40000 4

*These intensities apply {o the smaller of e
following fiedd components:

1. The vertical component of the electric
ficld (E).

2. The directional maximum component of
o the horizontal magnetic fleld in ampere
turns/meics (), multiplicd by 377 oluns.

30,000

1000 KN —_ o= )

100 v -
10 v 4

1 L_._T.,..-‘

100 ¥ ,

Power
\
\
\

N

1940 1950 1960 1970 19360 1990
Years

Figure 2-5. Trend in Available Power

Pulse Repotition Tima

L
.

Y __

Pulse Vidth eenl e
I 1

bVeak Powrr . ...

Average

Frwor

-
. " .
7010 . . e e

Tineo

Firguen 2.6, Pulze Transmission Relotionships
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-

GAIN
RADIATION 1ZATION| OVER
PATTERN POLARIZ ISOTROPIC
Half-Wave Linear ~ 1.64
ipol Plane Through Antenna| (Coplanar vith )
pleele y Antenna) (2.15dB)
0—1 Z Antonna
L ,,2& Plane
DJ 2 | Normal to Antenna
— Antenna I

; s v .
Figure 27, Charaderistics of o [{cl-iYave Dipole

radiation at some point in space, Figure 2-8 shows
a feed mid reflector system typleal of those used in
radars, together with the asrogiated rediation
pattern,

The ficlds produced by shipboard antennas
are important to the HERO problem because a
knowledge of the field strength is necessary for
determining the amount and type of protection needed
for the ordnanée, (Sen Figures 2-1 throvsh 2-4.)
Unfortunately, oaly in the region where the anterna's
ficld appears as a planc wave, decreasing asan in-
verse function of the distance from the antenna
(B = £(1/r)), can any positive measurements be
made or field intensity relationship be established.
This region is known as the far field or Fraunhofer
reglon, Knowledge of the intensity at one point in
this space can lead o an accurate extrapolation of
the intencily at another point. It is in this region
of an antenna's field that there is also a definite
relationship between the electric and magnetic
fields. They are relaled by the equation E = 1207H.

. Even though some areas of o ship are in the
far field of an anlenna, addilional complications are
introduced by reflections and discontinuities in the
propagating medium. Figure 2-9 depicts typical
field strength contours on the deck of an aircraft
carrier. The irregularity of the shape of the con-
tours suggests the difficulty of predicting an electro-
magnetic environment. The contours shown are a
measure of the electric field which was generated by
a sinple transmitter feeding one monopole antenna
located at the cdge of the carrier deck. The change
inthe pattern which would oceur with the addition of
another transmitting system is virtually unpredict-
able.

The place where the {ar field of an antenna
begins s not exactly defined. Tt is an arbitrarily
chosen region where the previously described
effeets berhn Lo be evident,  For small radiators,
it 18 usually considered to begin at a distaned of
approximately onc wavelenglh from the antenna.
For larpe radiators, 2D2/X (where D is the
Inrgest dimension of the antenna) {s commonly
accepled,

11
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Gain
~ Radiation Pattern Polarization Over
. ) Isotropic
¥ . N
Paraboloidat ’ Approx, Circularly Determined 20db to
hd Symme"lcal ) by feed 50db
Reflector
Y
Feed
L]
D -
¥
Half Power Beam
¥ ) ) : Width

= 70 2 degrees
D

Figure 2-8, Chioracterisiics of a Neflecior Anfenna

Antenna

o .7.8.99730,90.8 0.7 0.8

0.05

Vertical component of the £ Field three feet ubove the
deck expressed in volts per meter for ane watt radiated
power at a given communication: frequency,

T e ’ .' pen i At -y ard! . . 3
. Fioura W0, Typizal Finld Stength Cenlawrs on a Carrler Deck

The v oo fleld of any anlenna 15 the replon or

little effeet due to Fresnel interference; conse-
spaee bhehweon the antenna aed the boglnning of the

T quently, the near fleld of small radiators {s con-
far ficld, It U5 eomposcd of the combination of sidered to be made up entively of the Induction
effects from bvo vapions: the (ndaetlve reglon and field,

the VFreanel copton, The inductive replon 1s con-

sidered to Lo sinificant ap Lo one wavelenpth from TFor shiptmard radar anteanas, the Tresnel

b antenvas, The Preosanl reclon (eor tnlerference Interference ta signiflciat and eannot be ignored,
redinn) s aonnideced to heein one wavelenelh from Sinee the inductton field iy only sipni{icant lo dig-

the ontennn, ool i3 noliceable effects extend Lo the tuces comparable to a wavelonpth, this usually
brevinning of e fue field,  The rear fAeld of ghilp-

amounty to no more than . fow cenlimeters for
bred codamleton andeenas s such thal there g radre antenag,  Insofare as TERO 1S conerrned,

12




the only applicable consideration for radar {lelds is
the Fresnel rogion, aince it is undikoly that ord-
nance will be employed at the aperture of shipboard
radar antennns.

2.5 ELECTROMAGNITIC ENERGY TRANSFER

The power rcceived by an antenna in a wniform
field is a function of its el{ective arca and the power
densily at the antennn location. That is,

WR =4 P '

where

Wp is the power (watts) delivered to the load
fmpedince acioss the antenna terminals, and
Aey 18 the effoctive aren of the antenna
(roeters?).

The effective area of a recelving antenna is glven ar
\ 2 .
Aoy =G A !
4w
where

G,, = gain of recciving antenna, and
R 1

‘ ‘ .
: % = wave Yengih in meters = 300/frequency

in megahertz.

This cxpression is for the maximum cffective aren
of an antenna and it occurs only when lhe antoma ig
matched to its 1oad. Thercfore,

if the power density at the
recciving antenna is
known,

2
Wp=Gp 3Ty
7

or

2
W, =Gy, Gos W, A7 if the power trans-
R°_RT Y mitted, distance to
(4 7y trangmitting antenna,
and gain of trans-
mitting antenna are
knowm,

These equations are valld only when the lead
is matched o the impedance of the antenna since
the cxpression for A, I8 for maximum cffective
area and occurs only when the load and antenna are
matched, :

The following sample calculation {llustrates
the principle for determining the induced current In
an EED bridgewire which terminales a half-wave
resonant dipole antenna, We must assume the
following conditions:

1.  The lead wire length (AD and DC arc
arranged 8o that o half-wave dipole in
formed (see Flgure 2-10),  This antennn
is terminated in a one ohim BED,
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An

-
—_y

g =" \Nv—¢

i oim

Figuro 2-10. An FED fulched fo a Slpole Anfenna

2, The characteristic impedance and lenglh
of {the transmission line (formed by BE
and CT) ave such that the one ohm load
e malchad to the nntenan., The loasces of
the transmission line are neglecied.

8. The antenna guin Gp relative fo an iso-
tropf. antenna is tuken ac 1,64 (sec
Figure 2-7).

4, ‘'The field ctrengt!: i assumad to he 10D
volts per incter at 30 mepaherts,

Usc equation

2
4%
where

2

D, =% /1201 = 26. 5 walta/meter”, and

A

WR = 345, 8 walls,

The current in the bridgewire of the EXED ig
calculated {rom

W = IZR

wlere
= power (waits),
R =resistance (ohms), and
I  =current (amperes).

Thus, for R =1 ohm (a typical value for EEDs), we
have: .
2

I = W/R = 345.8,

I  =18.8 amperes,

G,, = 1,04, and

R
A =10 meters,
Therefore,

Wy = 1.04 X (10)2x26, §

AT walts,
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The Induced current in an BED bridgowire as
previcualy calculated represents a worst caso sitva-
tion where all protection normally found In the ord-
nance, such as shielded cables and shiclded enclo-
suros, have been omitted. Also, nll lossos due to
tranamission iine and impedance mismatches have
been ignored. It ls a theoretical method for obtain-
ing maxtmum values. The current in the bridgawlire
bas never been found to exceed tho value calculated
by this method. ,

The structural enclosure of an ordnance ftem
provides some electromagnetic shielding for the
enclosed EEDe. In actual conditions found In ord-
nance, the problem of analyzing the detalls of the
complele mechanism of the transfer of cnergy from
the electromagnetic eavironment to an EED does not
lend itself to a straightforward theoretical solutlon.
However, R is unlikely that the worst case example
could occur in the complete ordnance.

The exterlor of the ordnance may be ener=
glzed olther by incldent flelds from external sourcea
or by direct coupling (rom its own internal gouvrces,
Whatever the gource, the surface distribution of cur~
ront and charge may exhibit stationary patterns de-
peonding on the mathod of excitatlon, the wavelength
of the excitallon current, and the geomelry of the
ordnance. Thege patterny pre usunlly very
complicated.

In elecivical ard mechanical form, the ri-
celving: antennas of the ordnance that contr.l. L 0
the W70 peeblem ars not nzcesrarily recopnteable
as antornsd, Thae moy Lo o alveratl, lnanchers,
umbilica! catl2a, accers loory and hotchey, or dlg-
continull’~y in 2ileleds, Lot oy anverlbalagg func-
tion as texe antennag, curvent loops, or cavity
and alot agerlure antennas,

Tamvr o7 W wayn Ly chieh eeabiliont eables,
meortiaren, ol Aiaceatine o in tin ehteld ean
enetise L e oarivley et ey fog alactio agnatle
nuecey oo ot i il e 2=000 Tanel ) M-
toate s oo vl cabte o the peaets e antennn

feartionl e b end an B trenal fonp aetene s con=

.
. e

et cables enp antan fhative cezelving an-

v en et s etaetinmemnelic one

sheooc Al NLg M e aante of o euerent toto
reed e iy en e e et e e tndeetlvel g
intaa D et Tenelre, g dypee ol poeiving
Fetoo e et peoalere 5! rogiannten-
Plou e e et s e A of the
et Tl oaref Mg o ra onltean,

! e DY el T a2 e lrate
Yot Corn e tineg an s oreoiving
AN v e e e e b o arnleing
1 N A * R N TR S R S 1A% T |
Yoty L I L B L T e R Y N S 4
i te o G e et T ".“‘-"!’/
: b U o s nnal afllen
; R U B £ S T
[EIRL T el T e iy a0 ety e

Panel (d) llustrates energy transfer occurr~
ing as a result of an arc, When connectlon is either
made or broken betwoea any two ordnance elements
having difterent electrical potentials (e.g., con-
nectors botween ordnance and lnuncher or between
ordnance and test equipment), ares occur which can
produce large amounts of energy at all (requencies
including de and low frequency ranges. If arcs
occur in the {lring circuits, this energy can be de-
livesod to an EED oven U the EED is protected by
an EMI fllter (see Chapter VI).

Under any of the conditions illustrated In
Figure 2-11, the energy transfer can be increased
by the presence of personnel In close proximity to
tho ordnance. The human body displays receiving
antenna characteristics and can thus increase the
officiency of the transfer path of clectromagnetic
energy to the susceptible portions of the ordnance.

Attompts to analyze the amount of crergy
coupling by a theoretlcal study of apertwres, lead-
tu-lead Intercoupling, lenglhs of wires, lmpedance
match ov miamateh, and effectiveness of shiclding
have all falled, due to the complexity of the problem.

2.6 MNIASVURENVENTS

The parametory uscd to deseribe the
clectromagnetic envivonment are generally:

E = clectrie (ield (voltz/meter),
I = magnetic fleld (armpeve turns/incter), and

P, = power densily (watts/mctérz).

The polavizallon of a ediating source is de-
fined in torwg of the ovientidicn of the electric
field with reapect to a veference plane (uivally the
surface of the ecarth). Accordingly, the pelacization
in not reoatrictad tn Thsaye palavization i the hort-
contal and vertleal plined of propapation hul can
comtain bolh herizontal and vertical comy . nents,
eotaitiabhys Uplical polaeization,

Tha sanpnstie ot baonat vanleictad o any cue
ST of propasatien, Lul {etlows the pelacization
forg of the olesteie flekld,

The fn- Iantanenus powoe (ow per unit area
from a vadiding sousee may by repeesieatad by the
Dalynting vestor:

| AN TR

Tooepmlne e oabward poses (Lo froma
Ao reelitor at o poast ko paee e preeeding exe
presdion aend e beevade bove s a vamplide evele,

Co e, . Vg hv}::-\ sttt e atewbaiing e ey
- Best Available ™.y



Distributed
Capoclitance

Unshiekied Umbltical
Cabe :

\**. Bridgewire

ta) Vertical o Loop Antenna

Unshiolded umbilical cobles form vartics!
or loop antennas coupling energy ditecthy
or by induction 10 bridge wire,

)

\ Closed Accass Door
With Diclectric Ser’

Dridgewire

{c) Slot Antenna

Diolectric Hilled gaps form slot antennbs
coupling energy nto woppon,

Upen Aceess Door

Coupling
Loop

NAVSEA OD 30383 FIRST REVISION

Cylindrical Cavity

(L) Aperture Antenna

Opoen access door forins pperture anteana
coupled 1o cylindrical cavity, intrrzl
wiring forms loops or probz« t» couple
eneigy to bridge wires.

{) Conduction of RF Arg

Tho RF are steiking on uprotecied ELD toad
con eause low frequency and DC cunrents 1o
flon In the ECD circuit oven though the tilter
used tor protection,
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. densily of a source of radiation 18 thy complex
Polynting vector

Py~ 1/2 Re (B x114),

where R* is the complex conjugate of B,

In the far fiold of a radtation source, E and H
are transverse to the direction of propagation and
are complicated only by the nature of their polari-
zation, which may consist of both vertical and hori-
zontal components. In the near field, E and B are
further complicated by having components that are
not transverse to the direction of propagation and by
the existence of the reactive flelds of the radiation
source, »

Field measuring devices can be divided into
threo basic categortes: (1) those sensitive to the
electric component, (2) those sensitive to the mag-
nctic component, and (3) those sensitive to the
power density. An ideal measuring device would ke
gensitlve to the power density and capable of sum-

ming the contribution of all fleld components at the
point of measurement. Since this fdeal is not easily
realized, the measuring techniques must compensate
for the limitations in measuremont devices,

At communications {requencies, it {s comnion
to use fleld measuring equipment that {ndicates
elther the electric field Intenstty E (volts/meter) or
the magnetic field strength H (ampere turns/meter),
At radar frequencies, {t {s common to use equipment
that measures power density, Although the above is
not an absolute rule, the types of detectors and their
frequency characteristics have made it convenient,

Some measuring devices employ electric or
magnetic field detectors and electronically convert
the indication to power density or to the unmeasured
edectric or magnetic component of the fleld. It
must be remembered that the conversion of E
or H directly to Pa is valid only when the re~
latlonship between E and H is known. The re-
lationship of E/H in the near flcld {s not known ard
{3 unmeasurable,



WY

o

ST A iy gy e e s i S

S RS e R B )

NAVSEA OD 30393 FIRST REVISION

. | Chaptler fH.
. ELECTROEMPLOSIVE REVICES

3.0 GENERAL

Electroexplosive devices (EEDs) are used
extensively in naval ordnance for a wide variety of
applications (sce Table 3-1), They can take a large
number of different configurations but their essentinl
nature remains the same. A schematic dlagram of
a hot bridgewire (HBW) EED, the type most com-
monly used, is shown in Figure 3-1, An EED of
this type is normally initiated by heating the bridge~
wire with an electric current thus inttiating the
primary charge surrounding it. The primary charge
sets off the booster charpge, which in turn sets off
the main charge. Although some types of EEDs that
ulilize Lridgewires are inftlated by shock waves
produced by the vaporization of the bridgewire, heat
is the most commonly used method of iniiiation.

.

An EED is defined as "an eleciric iniliator or
other component in which electrical energy s used
fo initiate an explosive, propellant, or pyrotechnic

“material contained therein. The encrgy source

used to initiate this device {8 normally an ac or de
firing clrecuit, However, hy the nature of the de-
vice, any elecirical encrgy, including electro-
magnelic energy conducted to the device [rom the
cnvironment {hat the weapon may be in, can initiate

“it. This is the baslc HERO problem. Since the

JIERO problem stems from the use of EEDS, they
should not be used {n ordnance unless non-clectrie
devices or other elcelric devices, which are
equally rellable and effeetive, are not avatlable,

This chapter deseribes the manner in which
EEDs function and discusses the susceptibility of

Table 3-1. Typicel Applications of EEDs

‘Rocke: Ordnance

Explosive actvation of battery systems
Explosive mechanical detents
Detonators for warheads

Guided Misslles
Ignition systems for solid and Jiquid propellanis

Self -destruct systems

Power for clectric generators

Power for gyroscopic guidance systoms

Power for coutrol surfaces

Separation of nose cecnes

Inflation of flotalion bags for recovery systems
Detonattons for warheads

Aircraft

Jettison of wing tanks, pods, and carpo

Ejection of bombs, seats, rockets, and canoples
Launching of rockets and missiles

Launching of aircraft

Actuation of emergency hydraulic systems
Starter uniis for jet engines

Fuzes for hombs, rockets, and missiles
Primers for gun ammunition

§1_|!&b‘qn rd

Primers for large pun animunition

Ignition systems for solid and liquid propsllant reckels

Explosive actuation of relays, switches, and valves

Fuzes and chirpres for mines, dopth charpes, and torpedoos )

17
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Figure 3-1. Schomatic Dicgram of Not Bridgewirc EED

such devices to clectromagnetic energy. Tho ad-
vantagoes and disadvantages of representative typos
of avallable EEDS arc indicated. The purpose 1s
(1) to give the deslgner background tnformation
essential to an understanding of the HERO problem
as It refates to TEDs, and (2) to assigt him in
sclecting an EED that s sulted both to the require-
ments of his weapon and the requirements of HERO.,

3.1 TIVES QY BANARDS
(1} lnadvertent Inidiation

One of the adverse effcels of rleclro-
magnetic energy on & weapon 18 the tnadverlent
initlalion of the EED. This can canse the weapon to
operate prematurely tn its doslyn mode, thus
creating a gofety problem, I the BEED [res elther
out of wermenes fno prascritad order of BED firlag
nr before the weopon *g armed, Mo weiron can be

TR . . H Sty .
Gl ol el Lot e {zeilvernns,
{2} BRSARPIES VIR |

Head ¢ s by electeomamnlic
enaries de e neen ol Hor Lobgewlre, oven thoueh it
may Do e fedent to temtta e nelmorey explostve,
canaprreinbly redies 1o senslitvily, 1 continued
0ver L porie Lol than, 01s heat e pke the pri-
ey mican iracesitive Uald the 5ED eannot be
Ured, {fean tleo buen oul Ui brlloewlre rendering
e EUD urelesg, This havaad, enllaed dudding of
the 2000, U3 as undesieabls from o oaeithillly

g nt oo teardve s, 4 Taidation,

5 Ther s ol ineTing

frpalod ol ~romaente enviranments
st codie, there arenca i pheromeann ealled
e, Vo et sbdeh eanc loncreeaste The Ieellhinmed
ol b el faittlton e duddiosg, e hieal
Seperete Yo ande gl af enees oy be ine-
S by T e e Y, Ll 4 he e
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botween pulsos is shortor than the thermal time
conatant of tho bridgewire, successivo pulses can
progrossivoly clovate the bridgowire tamperature
untll the Inltiation temperature I8 roached. Figure
3-2, tn which the heat Increase 18 shown graphically,
domonstrates that the temperature will rtse from
the ambtent level until it reaches a final cquilibrium
point, after which no further tncreases will occur,
This final temperature, which is a functlon of

pulse amplitude, pulse duration, repetition rate
(duty ratlo), and the thermal time constant, may be
sulflciently high to cause dudding or even to initiate
the EED. In consldering the hazard In pulsed en-
vironments, the cffects of thermal stacking must be
considered, Tho maximum safe power densities
indicated by Figures 2-2 and 2-4 take into account
the effect of thermal stacking.

3.2 MODES OF RF EXCITATION

There are bwo modes of rf excilation Inan
ETD; the differential mode and the coaxial mode.
In the differential mode, the two-wlire firing leads
are balanced and the olectromagnetlic energy
propaguales to the EED between the two wires in the
same manner as the normal ac av de {iring current.
This will cause Joule (resistance) heating of the
bridrewive, thereby causing tnadvertent {niliation
or dudding of the BED. Figure 3-3 illustrales the
differenttal mode of excilation, In (his mode it
might appear that {f a lurge mismateh of impedance
occurs between the ELD and the transmisston line,
which Is usuaily the cuse, most of the clectro-
magnetic energy would be reflected at the EED.
Although most of the energy ts refieciod, enough
can be transmitted to produce a hazardous condi-
tion,

In a coaxial firing system, the encrgy prom.
gates between two concentric conductors, The
cenlor conduetor s o wire or metal rod and is
conlndnod {nslde a eylindrical conductnr, such as
a shield, that is concenteie with th, Tow this type
of firtnyy system the coaxinl mode of rf excilation
{s obvious and the eneryy teansmitied will cause
joule heating in the briduewire just as tie ac or de
tiving curcent doos.  (Figure 3-4),

‘he coaxial mede can also be established on
a lwo-wive balanced shielded sysiom. T this cage
he two Jead wireg scrve ay the center conduclor
and e shield serves as the outer one (Fipure 3-5).
na lwo-wire balanced system, encrgy teansferred
to the HED In the coaxtal mode will cause a high
polential Lo be develeped (rom the bridpewlree,
through the explostve mix, to the RED cnse. This
can causo ares lo oceur in the explostve mix ov can
cause diclectrie honting of the mix. 'The coaxial
mode aion be establlshed on a lwo-wire system
thraugh o hipgh tapedance connector or a bhrealk in
the shield.

Q.3 DESICN FACTORS AFFIOYINMG 1RO )
STLLCYION

T sieleetingg an ERD for use Inaweapon, the
deatpner ahovld be vwave of 0 nherent destym

OPY
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!oalm'os of ihe various types of EEDs a8 hey
affect the weapons susceplibility in the electro-
magnelic environment, Bricf doscriptions of the
typas of EEDs presently avallable (o the desipgner
with a discusston of methods of determining EED
sonsiiivily ure provided in paragraphs 3. 4 and

3. 8.
a4 LEDS

AVAULLALEE TYDPLE OF

{1} Mot Briddgowire Devices
The type of EED most widely used at the
present time 1s the hot bridrowire (ITRW) device,
Tour comnion JIBW circuits are shown in Figure 3-6,
Types A and B are generally preferred for HERO
use, while the vse of C and I s generally dic-
;cqurmged

The ane ampore/one watt requirement of
MIL-1-2365% B(AS) for the JIBW device may serve
to reduce the hazard from clectromagnetic energy
in proportion to the inerease in the power required
fo f{irc the BED, However adherence to this re-
quirement alone will not solve the HERQ problem.
It is apparent from the maximum safe field curves
(Figures 2-3 and 2-4) and the maximum environ-
mental levels {(Table 2-1) that the potential hazard
could not be climinaled for some weapons qy.,lcms
even 1 one smpere/one watt BEDs wera used in
these systems,

Firing Cahle Q EED
l/
- “7
Firing Switch |
Electromagnatic —( l
Generator —T— Power Source /j/'
T }

/

Bridgewire Shield Bond At ECD Casce

Figure 3-3. Differential Mode of RF Excitation in a Two Wire Firing System

Selection criterta for a one ampere/one watt

EED should constder desiyn techniques used by the
manufacturer to conform to the no-fire stimull re-
quiremients of MIL-1-236G59 B(AS). Occasionally
the heat dizsipallion requirements of such an EED
are achicved by inlroducing metallic matertals inlo
the cxplosive mix or haseplug of the device, The
prescnce of these materials may provide a common
mode current mth for clectromagnelle encrgy from
a firing lead throuch the explostve mix or baseplug
to the case of BED, The device may be more

sensiitve to electromapnetic encrgy through this
mode than o the intended {pin-to-pin) firing mode.

{2) Exploding Bridgewire (EBW) Dcvices

The physieal appearance of an expleding
bridgewire (EDW) Is clmllar to thal of the more
convenlional NRW type, The major difference is
the absence of the sensttive primary explosive on
the bridpewire.  The operation of the KW utilizes
thermal and mechanical phenomena that result from

19
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Flring Coble

Flring Switch

£

. | —|— Power Source

Bridgowires

Shield Bond At EED Cose

i

Figure 3-4. Coaxial Mode of RF Lxcitation :in a Coaxial Firing System

Firing Cable

EED

Firlng Switch
Gleatromagnatic .

Generator
Power Sourco

Bridgowire

Shicld Bond At EED Case

rigure 3-5. Coovxial Mode of RF Lxcitation in Two Wire Firing System
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) Copptarstiva f
In the conductive mix TEN, tha telng
current Lo cavrled by the explosive mix rather than
by @ bridesowire. 'The cuvrent nath is n powderved
conditctive matecial, usually graphiie, mixed with
primary explosive, ¥leclviceal cuvrent is passed
between the leads threueh the conductive-explosive
mix, The [low of curcor: causes "hot spol” healing
that brings the explosive mix to {ia tultiatlon

lemperatuve,

The voltuge rerutred for (ring a con-
ductive mix EED varied (rom 10 to S0 volts, Fliving
times ((hree lo ten mirrosceonds) ave much shorter
han for NBW dovices becituse the hermal ttme
conatand {= muceh smntler, The cuerpy regulee-
menld ave small (s low as len eepes), .
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A\ rumber of deslgn problems tre assoclated
« o eor ronditetive mix EED. ‘These problems are
* & ‘wsted in the quality control and production of
e rather than In theoretical concepts of de-
Tric~ v resistance of the mix varles widely with
Lew v aeenetly of the mixture of explosive and
ot otve articles,  The resistance §s usually in
itvr of hundreds of ohms and seems o be
nerechirty well matehed to the Induced rf currents,
* et tare, conduclive mix FEDS are nol reccom-
et fne wse by (he Navy at this time,

{4) Corbon Lridge EEDs

In the carbon bridge EED, the metal
et e Ie replaced Uy a conducting bridgo of
sr3et, Collodal graphite serves as a bridge
+=*sern (wo closely spced clectrodes, The

¢
4
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graphite parUcles form a resistance element that
varies from a few hundred ohms to as high as ten
thouannd ohms; thus, the voltage sensitivitr of the
earbon bridge EED varies considerably among
supposedly identical units. The carbon bridge BED
has been found to be very sensitive to induced
eleclromagnetic energy. MIL-I-23659 J3(AS)
states that earbon shall not be used as hridge
materinl, Trom the HERO standpoint, it is recom-
mended that the designer avoid electroexplosive
devices having carbon bridges.

35 GUNEIVINY WLASURNGENT

In addition to selecling an ERD of 2 suitable
type, the designer must know its firing scnsitivity.
The various types of EEDs now available are
usually classified by their curreni sensilivity,
Maximum No-Tire has been established as "the
greatest firing stimulus which does not eause in-
{tiation, within five minules, of morc then 1,0 per-
cent of all electrie Initintore of a given design, at
a 95 porcont confidence lovel, "

The statistical test commoenly veed to de-
termine current sensitivity is the Bruceton Test.
This test yields an excellent estimate of the mean,
but a poor estimate of the standard deviation.
When an BED supplier oxr manufacturer gives no-
fire characleristics, the weapon designer should
determing what wethod was used to ohiain these
characteristics before they ave accepted.,

In general, the designer is given a require-
ment for an EED which will perform a certain
function within a specified ime aftor the application
of the firving slimulus, Also, a ceriain reliability
requiremoent is attached to the performance of this
funclion. The obvious approach to fulfilling these
requirements is to use the largest power source
allowed hy the system in conjunction with a
sensilive EED, MHowever, in designing with JERO
in mind, the least sensitivie EED should be used.

Best Available Cc: -
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Chepler V.
FIRING SYSTEM BESIGN

4.0 GENERAL

Many of the weapons that arc veed by the Navy
have subsystems and firing systems that are ox-
terior to the weapon, These cxterior systems, to-
gether with their connecting circuitry, can aupment
the HEROQ problem, The desifgn of ordnance that
meets the HERO requiremoents, requires that the
effect of the electromagnetic environment on the
system as a whole be considered for all situations
that the weapon is expected to encounter in its stock-
pile-to-launch sequence. There are many situations
daring this sequence in which electromagnetic ener-
gy can enler the weapon, This energy must be ox-
cluded at all times if the weapon is to be IERO safc,
In addition, the weapon must be designed so that the
handling, loading, and tesling techniques that must
be uscd do not ereate additional HERO problems,

The desipn of {he fiving systom is of particular
imporiance in reducing the susceptibility of the oxd-
nance lothe electiomngpetic enviromnent. Becauseilie
firing syslem provides the path for transferring the
firing crierpgy to the EED, it can also provide the path
for transferring electromagnetic energy to the EED.
Only in a few types of ordnance will the firing circuit
be completely contained within the structure so that
the required level of shielding offectivennss is pro-
vided by the metallic skin, When the level of shicld-
ing effcctivencss provided by the system is not suf~
ficient o preclude IHEROQ, the designer will need {o
utilize {he firing syctem design practices discusged
in this chapter.

40 TGS SYSYRNAG

A firing system, for the purpose of this dis-
cussion, consists of a power source, transmission
lines, and all control and switching circuitls re-
quircd to conirol and {ransfer power {o the bridge-
wire of an EED, TFigure 4-1 illustrates the basic
clements of a typical firing system. All firing sys-
fems can be divided info two basic calegories: (1)
low voltage systems used to initiate HBW EEDs,
and (2) high voltage systems used to iniliate EBW
EEDS. There are many variations of these two
types. Firing techniques can vary from a simple
switch closure {o sophisticated coded-pulse

systems. "The oxact nature of the mechanism used
to initinte the EED in any type of ordnance is usually
dictated by the mission or specific ordnance applica-

Hon.

Elcctromagnatic sources with {requencies
above 10 XXz should not be used to provide the initi-
ating enexgy for BXDs. If a coded firing system is
used, the receiving equipment as well as the firing

-system must be proteeled from the clectromaguetic

environmant. The receiving equipmient st not
permit Ialse indications during exposzure to the cn-
vironment since this might resvll in nremature BED
initiation and possibly ordnance acluations,

o P T

g PEeanpes EaTrT ina paiierenio ; :
A0 TLLING SVELEAL DRl niion s

Poor wiring practices are prime {actors con~
tributing to the coupling of electromagnetic energy
into n firing system, Among the arcus in which this
commonly occurs are circuit configoration and cable
routing. Fipure 4-2 illustrates poor wiring tech-
niques [rom the HERO standpoint, 'Tha launch tube
is insulated {rom the launcher pod and serves as ona
of the firing contacts,  One lead of the EED is con-
nected to the weapon skin and hence to the launch
fube by a contwct spring when the weapon is loaded.
The other side of the EED is brouglit out of the
weapon (o a {iring button, which is electrically con-
nected to the launcher pod. This configuration is
particularly susceptible during any handling and
loading operation. If personnel touch the weapon

skin nfter the {iring leads are connected, clectro- -+ :¥

magnetic encrpgy can be coupled {rom the aircraii
through the EED to the deck. This {iring circuit de-
sign is basically bazardous. If the weapon were to
be made HERO safe, the firing circuit would have to
be redesigmed.  Firing eircuits should always be a
two-wire balanced system isolated from ground so
that no direct path for electromagnetic energy to the
EED exists during handling or loading of the weapon,

Improper routing of {iring circuit wiring or
cables can cause the weapon to be HERO susceptibic.
All firing circuit wiring should be isolated from
other wiring and cables in the system to prevent
coupling energy from one circuit to the other.

Power ] Switching

Transmission
Source "1 Circuit > Line

Safe and
Arm Device:

v

>{  EED

Figure 4-1. Bosic Elemeonts of Firing Systems
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Firing Switch
l / Umbliice! Cable
- Launch Tube
- ' insulsted From
= AIRCRAFT Launcher Pod
hem—. w .
—
Contact
WEAPON Spring
LAUNCHER POD

figure 4-2. Improper Firing System Wiring

Coupling between circuits exists when the cur-
rext flowing in one circuit produces a current In the
other. The niutual elements which can couple energy
arc resistance, inductance, capacitance, or any so-
vies or parallel combination of tiiese elements, An

. example of coupling possibilities is sugpgested in
Figure 4-3. Ccupling can be pruvented by shielding
each circuit, or to a lesser degree, by the physical
separation of the wiring (see Figure 4-4). To pre-
vent energy [rom the electromagnetic environment
[rom coupiing into the wiring within a shiclded enclo-
sure, clreuit conductors shall not pass through holes
in the shield unless shiclded a5 described in Chapter
V. Also, conducters shall not pass within one inch of
holes in the shield and these helas shall be wo preatnr
than 1/4 inch in diamnster, This is liustrated in
Figure 4-5.
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BED fir{ng clrcult wirlng should be as short na
posaible and the leads oqual in length to minimize
fnduced voltagoa, as shovm in Fifure 4-0, Tho [ir-
ing circuil lcads should be twisted uniformly to ro-
tuce tho effective arca of the piviup leop oreated by
them and to canceol the voltrge that may be Induced,

UNACCEPTABLE e

? ‘””__‘\g}
R

Unequa! Lead Leng s

ACCEPTARLE

P AL N RGNy - e Srh ey e PR s

o L e . o -

. e >

Twisted Shialded Palr

Figmre -6, Unegvel lead Lencins and Yool
Shiol.lzd Puir

Caps or chorting plugs cre requived duxing
storage on many weapons for prolection from siatic
charges. From the HERO slandpoint, caps are pre-
ferred to shortling plugs because a cap has no aclunl
connectlion to the firing elrcuit. The eap should be
conduclive so that it completes the shield when it ia
installed. In some cases a shorting plug can actu-
ally increase the susceplibilily of the weapon lo
electromagnetic enerpy by crcaling a loop antenna
with the EED circuit. Also during its removal and
replacement, it can provide a path for rf currents
to flow to the EED circuit. Shorting plugs can be
designed so that they reduce the HERO problem
(Figure 4-7). They must be constructed of conduct-
fve material and designed so that during installation,
the shicld makes and maintalns peripherpl shiclding
confact prior lo the shorling of the {iring circult,
Also, a good Insulating coating on all exposed
surfaces of the plug will add additional protection
during Installution and removal. The thicker (his
fnsulation i, up to approximately 1/4-Inch, the
more protection it will provide, particularly in the
hazardous 2 o 32 megihertz region,

Some multistapge weapons require exhaust
ports for venting (he engrine exhaust generaled dur-
ingr stage separation. Theae exhaust porls are per-
mancat apertures in the weapon shield; therefore,
‘*ll cabling and comprments of the {iring systom in
thia scction of the weapon must bhe carefully rhinlded
and filtered {0 preciude HERO,

A S g Wi 5 b AT T
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If soctions of {he weapon are non-metallic, all
cables and wiring in the firing syslem that pass
through this section must he properly phiclded and
filtared to preciude the TERO pretiem. Non-
metallle housings, such as fiherplasy and plastic,
do not nlford any protoction to the firing sysiem.

4.3 SAFT ARD ARG PRVICLH

Figuro 4-8 iz an example of a typleal 1DV
fiving system that includes an clectrical safc and
arm device, In this example, the {iring leads

‘between the power source and tie EED axe opencd

and tho BED leads are shorted {» grevnd by the

safe and arm cwiteh. 'The apen contacts i a
properly {iitered firing system will provide protec-
tion from arcs that might couse inftintion during the
loading and handliug operations, The arming pree-
ess caucen the switeh sections o inove, removing
thie short to ground from the LED lends and connect-
ing tho EED laads to the firing circuit, The ord-
nance 15 thereby armed and ready for ficing,

A mechenical suafe and aru Gevics such wg
ghown In Figure 4-9 I3 oiten used to misalign (he
explosive train when in the safc condition. It does
not solve the HERO problem because the EED {s
not affected clther mechanically or cleciricnlly
by the functioning of the device. Thus the EED can
slill be inadvertently initiated ox Audded iy nlrotro-~
marmetie enorgy. 'This type of device in uscd pri-
marily for safely reasons and s often comblined with
{he clectrical sule cnd arm devico.

In some cases, an EED 1say be used {o pro-
vide the mechanieal onerpy to operaie {the safe and
arm device. EXEDs uscd for ihis [arpose must be
protected from the environment because their inad-
verient initiation can cause the weapon to he armed
at an undesirable time,

G/ NERO PROLEEME CF FRING SYLTENS

Examples of firing system designs that cause
ordnance to he HERO susceptible are given in this
section, These examples arc based on actual
weapon desipn, and the expedients discussed are
considered interim measures (retrofits) allowing
ordnance to remain operational in present electro-
magnetic environments. They are not considered
as having completely solved the HERO problem or
as having rendered unsutisfactory ordnance designs
completely satisfactory.

Aireradl and surface launched weapons porne
tho greatest hazard because they must be handled
and loaded in high level electromagnetic environ-
moents, and they generally have subsystems or firlng
systems that are oxterior to the weapon. Underwater
Iammnched weapons nre not usually exposcd to the high
level environments, and the nature of their desiglis
such ns to provide more protection from the environ-
moent than {8 provided by cither air or surface
launched weapons: They can be exposed, however, to
high level envivonments, particularly when they are
being transferred toa ship or submarine,

Best Available Copy 25
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Cablo to
Firing System

Housing

Detonator

Booster —_| i

Dctonator in
Areacd Position

Detonataor in
Unarmed Position

Figure -9, Mecdisnical Sofe and Aaa Device
Figure 4-10 shows a typical aircraft weapon

firlng system. As can be seen, the cables attached
to the weapon can be quite extensive as thoy thread
through the aircraft, The cables run from the pilot's
control console (1) through the fuselage, adjacent to
radio and radar equipment (2}, into a multi-conductor
cable bundle (3), through the wing panel in a cable
buntile (4), through the pylon and launcher (5) thon
to the weapon igniter (6), The cable can have a
length of about 25 feet and can be a very effective
antenna in an eleciromagnetic {ield.

Figure 4-11 shows an air launched weapon in
which the connection from the aireraft firing systera
to the weapon is made through button contacts.

These button contacts make the weapon particularly
susceptible to HERO during the handling and loading
procedures hecause personnel can touch the contacts:
and conduct electromagnetic energy directly into the
EED. This method of connecting the aircraft {iring
system {o the weapon is not recommended. The sys-
tem should be designed in such a way as to prevent
personnel or tools from touching the conductors that
lead into the weapon,

Figure 4-12 shows an air launched weapon
partially loaded into its launcher. This weapon is

Figure 4-10. Typical Aircraft Weapon Firing Syslem
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comecled electrically to the aireraft firing system
by contact rings. These rings are exposed during
handling and loading, thus electromagnetic energy
can be coupled into the weapon making it susceptible,
To help reduce the hazard, a removable shielding
band, as shown in the figure, was designed to cover
the exposed contacts. This is not a completely sat-
isfactory solution since the bands are not an integral
part of the weapon. Also the weapon reguires elab-
orate handling and loading procedures since the bands
are removed during loading and the weapon can be
unloaded without them, leaving it susceptible. Elab-
orate handling and loading procedures should not be
relied upon to solve the HERO problem bacause fail-
ure {o impiement them will creats a HERO problem.

Figure 4-13 shows 2 weapon/launcher inter-

Jace. Tn the illustration, the umbilical cable is he-
‘ing conneciad before the weapon is racked to the

launcher, Thiz can be & hazardous situation because
in an electromagnstic environment, {he Jauncher and
the wez):on can be at a difierent rf potential, Thig
difference in poteniial can causc a flow of »f current
in the weapon and greatly increases the possibility
of generaling an arce as the umbilical is being con-
nected, It may not always be obvious that a high
potential difference can exist between aircraft and
deck. Mowever, near a vertical whip antenna radi-
ating in the 2 to 32 megahertz range, 2 potential
difference of 200 to 300 volts can exist between air-
crafl and deck even if conductive tie~downs e used,
After the weapon has been scenred to the launcher,
the rf potentials on the lavncher and the weapon ar
the same or nearly the same, and the possibility of

Clarge rf currents and arcs is greatly reducsd,

Button Contact

Figure 4-11. Air Launched Weapon
N 27
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way that the shield mates before the connector pins

« Weapon
mate.
g Shloldlr"g 8and . ‘ ; Figure 4-15 shows a test asect being used to test
: . an ordnance station on an aireraft. ‘This can be a
. Launcher hazardous operation because the test set and oxternal
! gy Y cables can couple energy into the ordnance firing
/ {f system of the aircraft. This energy can be ¢onducted
v - to ordnance items already loaded, The design of the
H tA test equipment and its cabling must be given the same
b consideration as the design of the weapon itself if a

Fe v qada¥:
\‘ /,-/ - HERO problem is to be prevented. Also, should
> electromagnetic cnergy enter the test equipment, it
- may give false indications. Therefore, the cable
and connectors must be properly shielded with the
shield bonded to the weapon and to the test equipment
to preserve the integrity of the weapon enclosure.

TFigure 4-16 shows a typical surface launched
weapon with its launcher and control cables. The
cable runs from the fire control panel (1) in an ar-
mored multiconductor missile control and monitor

Figure 4-12. Air Launched Weapon Pagr;alf?iqaded . UNACCEPTABLE

inio its launcher

> LONG UMBILICAL CABLE PERMITS
/" CONNECTING BEFORE RACKING

g

.. . o e o vt
Vigurs =170 Woasanl Lol ar Tileridce

Thervfore, the woapon shoald e designed @o Lhat it

must be eacked beloer the umbilicnl cables can be

vonnccted. This to itlasteated in Pigure 4-14, The

wimhilicsl e e shontd be ag coort as praclicable and

the eabie and ity eonavetoes chonld be complutely
siiielded with e shictds propavty beaded around the

. notiphery of the shield, The conneclor should be . -
dredened and installed with the male porltien on the

SHORT UMBILICAL CABLE PREVENTS
CONMECTING BEFQRE RACKING

Pneha e and the fomnale poviion on the weapon,  The - Fiegre 414, Weapon/Lavicher Interface cid
contants chew'd bo vacennsd and degionaed inosuch a Umbilical Maling
1

Best Available Copy

- T e



Alreratt Wing

[

NAVSEA OD 30303 FIRST REVISION

-

TGl SFNPEE AT GUBAE  SERINE PARTE i g S GRS PLNAN SR LA § AR ey

TN D Rk o bt il -

G S A & A A Ty, ‘ |
) B T—
.“ = % AP U v, S w—— S P+ ‘
i
L]
}'f\'{
3}

e/

Ordnance ftem

B 2™ VU m AR NN L Ve L L Nha e JUMSCEMIRATIRINEY, € N B T M e P A L f

Figure 4-15, Unaccoqial

cable bundle (2), throush transfer panels (3)to a slip
ring acsembly in the Jauncher pedesta) (4), and
emerges from the launcher to contact firine shoes

of the missile (). Tiic total length is approximately
90 feet. Because the fire control, moniloring cguip-
ment, and eabling arc almost entirely enclosed
within the ships struclure, they are prolecled to X
some extent, The weapon - launcher and the embilic:d
cable, on the other hand, arc exposed {o the clectro-
magnetic environment.  Jlere again, {he weapon and

the umbilienl cable should be preperly shielded,

L

N e s o

Figure 4-10. Typical Surlace Launched Weapon System

Test Set

L A T LR LA S U o G T 1N L P

Io Use of ezt Set

Figure 4-17 shows a surface Inunched weapon
with umbilical cables connected to the wenpon and
access doors open. The {wo long wmabilical cables
creale a polential hazard because the twe cahles can
form o loop antenna or the loag cables can act as
very cffective antennas, The number of umbilical
cables should be kept to a minimum and the cables
should always be as short as possible. The use of
access doors or ports may creale a hazardous con-
dition because electromeguetic encrgy canbe coupled

Al v,
through thom to the firing cireuit. When it is

Access Port \(/ N

Umbilical
o~ Cable

Figure 4-17. Surface Launched Weapon
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ficcessary to have an accoess door, all of tho cables
of the fiving aystem that are exposed when the door
is open muat be shielded. Access doors should be
kopt to a mintmum.

The ability to shield eftoctively can be greatly
lmpaired whilg the weapon is betng prepared for
launch: cables are being handled, connectors are
being mated, and access ports on the wenpon may be
open. Personncl operating, handling, and loading |
cquipment may contribute to the coupling of rf ener-
gy into the weapon. When personnel or cquipment
make contact with any part ol the weapon, a situa-
tion of rf energy transfer may develop that was not
considored in the design of the weapon,

Figure 4-18 shows a weapon being lowered
through the hatch of a ship by a crane. The handling
crane, acting as a recelving antenna, conducts elec-
tromagnetic energy to the weapon and its shipping
container. Il the weapon is transferred to the ship
in n partially zascrubled or susceptible condition or

L ] f
Lo el

R e e o T T

it there is exposed wiring, the shipping crate should
be made of sheet metal and should completely en-
close the woapon in such n way a6 to provide a shield
during storage and handling. In some cases, such as
in underwater Inunched weapons, the woapon is trans-
foerrod to the ship or submarine in an all-up condition
and without thae container., Caro must be taken by the
designor to assure that the weapnn is safle during this
operation,

Figure 4-19 shows the loading of an exploder
mechanism in a weapon. There i3 a gnecific hazard
to personnel during this operation. Ordnance should
be designed In such a way that this type of operation
can be performed in an area (ree of electromagnetic
energy. If loading an exploder mechanism or per-
forming maintenance operations in the electromag-
nctic-environment is required, the exploder should
be completely shielded., The cables and conneclors
should be desiged in such a way as to preclude
arcing and the entry of clectromagnetic energy.

Unshiclded
- Siring Lead

! Unshielded
4 Exploder

I‘Z Mechanism

LonThag el Ledhaniym

- T laad
any Sxjrieder
in a Neapan
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Chapier V.
SHIELBING

5.0 GENERAL

The only practical approach for solving the
RERO problem is to provide a complete shield for
all electroexplosive devices, If it were not for the
many mechianical and electrical interfaces required
in ordnance systems, the shlelding problom would
be reduced to choosing a proper shicld materiul and
applying the simple box concept described in Chapter
1. However, since cach interface degrades the
shicld, the selection and implementation of tech-
niques to provide contlinuity at these interfaces be-
comes Important, Figures 5-1and 5-2 illustrale,
some of Whe interfaces thatl can occur,

An cleclromagnetic shield may be erealed by
the use of any barricr Letween two regions such that
the amount of clectromagnetic ecnergy enlering one
region from the other is reduced. There are a
mumber of types of barriers such as solid metal
covexrs, screencd openings, {lexible mesh, and
honzycomd panels, A weapon may conlain many of
these barriers in the form of the weapon skin,
metal boxes for the ignilers, conduils for firing cir-
cuils, ete. These can be used to provide some of
the shiclding required to protect the weapon. The
weapon developar should recopgnize and {ake ad-
van{age of all barriers that the weapon ofiors.

The cffectivencss provided by a shicld is
defined as {he {otal attenuation of the eleciro-
magnetic cnerrry as it attempts to pass {hrough
the shield. This includes both reflection and
absorplion. Most melals thick enough {o sup-
port thetr own weight will provide many di's of
attenuation. Thus, the meflallic skin of ordnance,
when it {5 continuous, will provide an effeclive
shicld.

5.1 SHIELDING THEORY

The shiclding action of a metallic barricr ean
be analyzed by elther ficld thecory or circuit theory.
In ficld thenry the shicld is considered {o partially
reflect the clectromapnetic energy and partially
absorb it. The parl that {s absorbed is allenuated
in passing (hrough the shield, In circuit theory,
current from the interfacing source s considered to
induce a current in the shield such that the external
ficlds due to both of these currents are out of phase
and tend to cancel. Field theory will be used in the
dizcussion that follows,

The shiclding cifeellveness of a shield can be
computed by considering reflection and absorplion
Insses aa separately contvibuling faclors. It can be
written as

S~R+A v 1y,
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where

§ = shielding cffectiveness in 43,

R =refleciion Joss in @B,

A =absorption Joss in dB, and

B =internal refiection locs in 4B
The internal reflection loss is usvally neglected
the absorption loss {s greater than 10 dI2.  Melal
walls thick enough to support their own weight have

greater than 10 AB absorption loss. Therefore, the
shiclding cffectiveness is uzually written s

S = I{ + fA .
The cquations for losses due to refleclion are

devcloped from the transmission line equation for
reflection of energy at an impodance mismatch,

This equation is given as

"y '?.
(.'..s + Zw)
-Z-Zsz“v' l

3

R=20 10{‘,‘

\i’hél‘é ‘
Zg = impedince of shield, and
Zg = impedance of field,
The impedanlcc of the chield barrios) is

given as :
Zg = 1+ j)[\f 1u/20 x 3.69 x 10'7] ohm

where

. 1 =relative permeabilily referred to
free space, and

¢ = relative conductivity of metal
referred to copper.

The impedance of the field is given as

2y = E/H,

It may be either high or Jow in nature. A high
Impedance ficld is one that has an impedance higher
than the intrinsic impedance of the Jdiclectric in
which Il exists, An eleetric field, such as that
generated by a short stub antenna, is high impedance
in nature. A low impedance field {s one which has
an lmpedance lower than the intrinsic impedance of
the diclectric in which it exists, A magmetic ficld,
such as {(hat generated by n small loop antenna, is
consldered i low fmpedance ficld, In a high im-
pedance ficld, most of the energy s contained in

the clectric componen! whereas in a low tmpedance
fleld, most of the unergy 18 contained in the magnetic
componend, )

i
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The value cf 7, is o {unction of the typo ol 1. High impedance (or electric) {iclds,
fleld and the distanee from e scuvece. Tor a high o
Yo . = 354 + 10 108 T 5
{rapedance {or clectele) flokd, RO 354 + 10 log 3 uD2 .
Ty 1 = 377 rhimzx 1D 3D ,\‘.nm'
Ceo 2. Low impedance (or maguetic) ficlds,
- 4§ 1D Kx, r, =30log | 2202
w EOD D /fq /IJ-

where 128D F/p. + 0,354 [ am.

{ e = iyt Lokt . - . -
“ - loctly of light, T tho fax J12ld both high and low lmbadance field*‘
o= aemdtianty of foan anase, apprench tint of o plane wave and redlcciion loss s
*Q o AVEN A%

2] :'....., RRY

P - ""?' "'\1-\.-./1‘

. o . . . I Al o

D = ele o d T soulLa D lachaen,

The saaation fon rbasegtion loss ean bo de-
Foea s benededog O neguetie) nld, xivad from Wie propaguilon constuar of the shield

»

L terlal,  The propagaiion consiani i5 givan as
: Gy =Clig = 3T eam D DDA
'} o] 0B
T =k §je,
2w 10 KA, )
whare,
“thorn
v = propagation constant,
= poroimaenbilily e s .
Jt, = vrimenibily of fvze spaco a = attenuatlon constant, and
e, L Mo Tt e ot e lon due to g = phase coustant,
erfiection baa 2o bhe competod 2if{eeenlly for the
hish fresslene o e low D apadince fleldd, 16 wor an lmperfect conduclor the propagalion
Ve ot s fop . wp Al o e anbetiinted into the constant cun Lo written as -

Do Copetion, 20 hava in the neor finld (to
it ona B antes i of apseesirately N/2r)
Vi ot eeendtiape Jov L ol etion Josa: yox (1)) 15,13 fup i3,

Best Available Copy

R 3 T W 5T P AP 3 A0 T e S e 4

-



NAVSEA OD 30393 FIRST REVISION

- . ! Unshiclded }

LY

.
Y
fi‘\li;‘a i

L

™ ; * Lead ~ In

IR ety e,

LT R CY N .
PRI A K If " o tToe I.ln\,ﬂ
werv omarmmeens  Unshielded

Lines

Improporly
. Filtered
ey

f AL EDRF RV Y )

RN \’m
ey Veatilation Holz

ard v

i
yj

Ol P W

Conducting Control
Shalt

% \J Waveguide With

( Panel Mector Hola

J Seam, No Gaskot
!

Seam, Uncrimped

AT A %A 71 VR 2P T L RADI W P

Shiciced

lead -~ In

CraaEruia s it AT AR

Filtered  vmvevny -

P B I AR A W

Lings

Shigldud

. ST

Lines R Saat . Soreasan s

Propariy ; Rl
Filicr i s

Wavegrits
[P ..
Below Cutoli \‘j

-~
T rat O sutiirane ®

Nonconductive .
Control Shaft In t
®

raema? e ot
~ b 9
¢
Y 1
9

i - Y

PROPER

P

3

Waveguida Belowr N

Cutoff

Hole, Screening

éeam Metallic Gasket

Seam, Crimped

Figure 5-2. Typical Shiclded Compartment Discontinvitios—Propor und Impropor )

33

T




TR 1 ok st nh s mens e s e e e

U .,-m:‘»,wwuwmmwv,*aé.Mé‘-@W&»:’

NAVSEA OD 30393 FIRST REVISION

The attenuation of the wave in passing through the
shield once is then

A =at nepers, - -
or A = 8,686at dB,

where t is the thickness of the shield in meters,

For t in mils {. 001 inch),

A=3.34x10"3 t/Ten dB.

5.2 DETERMINATION OF REFLECTION AND
ABSORPTION LOSS

A close appfoxlm:itton for the soldtlon of the
reflection and absorption loss equations can be made
by using the nomographs of Figures 5-3, 5-4, 5-5,
and 5-86.

Thé preduct ou 2nd the ratio «/p neceded to
solve these equations are given in Table 5-1 or they
can be computed rsing the values of ¢ and u ob-
tained from other tables, The value of ;. should be
the initial permeability.

The reflection loss is a function of the dis-
tance from the souvee to the shield and of the type
of wave for distances less than \/27, ¥For distances
greater than \/2r both high and low impedance ficlds
are the same, Here the nomograph for a plane wave
is used. In the nomagrarh for absorption loss,
TFigure 5-6, the sbsorption loss por mil is given
since absorption loss is proportional to the thick-
ness of e material,

To comnute the roilcciion losces for o plane
wave usc the cquation

R, = 168 + 10 log o/ty 4B,

or lite nomcyrapn of Fieuwrs 5-3, To d2tzvming the
reflection loss:

1, Loscte the vatlo o/p0 0 2 e nevrseial on
e #/p sealo

2. Plecn o sienlphindos telween this puint
*

oad Ui Jasleed Lot on the (requency

conle

S, R d e veflection losoon tha ';'tp seale,

To compt's the vefinetion Inseny fov dlslances
lens than A2, the type of wove tust be delermined
licat, 71 e wive 18 a low bnpedance {oe magnetle)
flold use the cqantion

=00 o [0, 462

i

0.120 5 Jta/it 4 0,454

I an,
T e e b o Ll dmpebovee Lo elendcie) fletd

Mo i crpriion

a4

S M A 1 N it it £ A R e e

Re = 354 + 10 log _¢ dB,
13D2

These equations can be approximated by using
the nomographs of Figures 5-4 and 5-5. To find
reflection loss use the figures as follows:

1. Determine the distance from the source
" to the shield and locate this on the D
scale.

2. Place a straightedge between this point
and the desired point on the frequency
scale,

3. Locate the point on the transfer scale
where the straightedge crosses it.

4, Place the straightedge between this point
and a point on the scale corresponding to
the ratio ¢/p of the material.

5, Read the reflection loss on the Ry or R,
scale as appropriate,

The absorption loss can be computed by using
the equation

A=3.34x103 t[fen B,

nr by using the nomograph of Figure 5-6. This
nomograph can be used to deterniine either the
absorption loss of an existing shicld or to determine
the material and thickness of the material needed

to provide a predetermined absorpiion loss, In the
first case, the type of material used for the shield,
for example the weapon case, must be datermined
and the product o obtained. To find the absorption
loss:

L Locate the product oy on the o scale.

2. Piace a straightedre between this point
and the dasired point on the frequency
scale. '

3. Dimad the abserption loas por mil on the

A/t scale,

4, Muitiply this valoe by the thicknass of the
shileld material to get the tolal abuorpiion
loss,

In the second case, vavious materials can be
investipaled to determine the thickness of each that
s nezaded to provide the desired proteclion, The
nmaterial to be used can then be selected based on
the thlekness requived plus other engineering
couslderations, Inorder to make this determina-
tlon, the following must be known or computed: the
total shiclding effectivenesy, the reflection losg
{which s tndependent of the thickness), and the
absorplion loys. ‘the abnorption loss ts the
Atlference betwoen the shieiding: et{cctiveneas axl
tie refloction lous,
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To determine the thickness required:
1. Locate the product ou on the ¢u scale,

2. Place a straightedge between this point
and the desired point on the frequency
scale.

3. Read the absorption loss per mil on tho
A/t scale.

4. Divide the required absorption loss by
this value to get the required thickneas.

5.3 SELECTION OF SHIELDING MATERIAL

The reflection and absorption losses ina
shield are a function of the type of materizl and de-
pend on the type of field and the distance from the
source. The reflection and absorption losses for
copper, 1 mil thick and located 100 inches from the
source are plotted in Figure 5-7, The plot of
losses for other material would be similar. The
desirable propertice of materials that make effec-~
tive shields can be determined by studying the
equations used {or computing these loszes and the
curves of Figure 5-7. The inherent properties of
metals that make them effective shields are con-
ductivity ¢ and permeability u. The {mportant
physical property {s thickness.

In the near field, the high impedance or
olectric fleid s the easiest to shield against. As
can be seen from Figure 5-7, the reflection losses
for the electric {ield are high at low frequencies
and the absorption losses are low. As the frequency
{ncreases, r=flection losses decrease but absorp-
tion losses increase. Both reflection and absorp-
tion losees are directly proporticnal to ¢, Ab-
sorption losses are directly proportional to u, and
reflection losses are {nversely proportionzl to u.
Stnce reflection losses do not generate heat in the
shielding material, they are more desirable for
HERO application than absorption losses, which do
generate heat aa the energy is attenuated. There-
fore a material with high », such as brass, copper,
or aluminum, 18 preferred for the shielding material
in an electric fleld. Thickness is not an tmportant
consideration.

The most difficult {teld to shield against {6
the low impedance (or magnctic) fledd. As shown
in Figure 5-7, both magnetic reflection and ab-
sorption losses are low at low frequencies., As the
frequency increases both reflection losses and ab-
sorption losses {ncrease. At very low frequencies,
the first term in the equation for Ry, is the dominant
factor, hence, reflection losses are directly pro-
portional to u. Also, since absorption losses are
{mportant, thickness {s an important factor. Thus,
thick slabs of magnetic (high u) material are re-
quired to shield magnetic flelds at very low tre-
quencles, Matertals that make excellent shields
for electric fields are of little use in low frequency
magnetic {lelds.

NAVSEA OD 30393 FIRST REVISION

As the frequency of the magnetic field in-
creases, the dominant factor in the equation for Ry
{s the second term and thus at higher frequencies
the reflection losses are directly proportivnal to o,
and inversely proportional to u. The absorption
losses are directly proportional to ¢, Here
matertals with high ¢, such as those used for
electric fields, are suitable.

In the far fleld, shielding s obtalned by using
both reflection and absorption lossea. The reflec-
tion lossea for the plane wave decrease and ab-
sorption losses increase as the frequency increases.
These relationships are shown {n Figure 5-17.

The absorption and reflection losses are
directly proportional to ¢ as in the case of the
electric fleld. Therefore, materials with high ¢
are suitable for shielding.

The preceding can be summarized as follows:

1. For magnetic fields, cnly magnetic
material can be used for shields at low
frequencles.

2. For electric flelds, materials with high ¢
are adequate for shields.

3. For plane waves, materials with high «
are adequate for shields (both magnetic
and electric fields).

4. For any given material, a greater shield
thickness 1s required for magnetic fields
than for electric fielda,

6. For any given material, a greater shield
thickness & required for low {requencies

than for high frequencies.

8. For high frequencies, abrorption losees
become important. Therefore, to maintain
the shielding effectivenesa, all openings
must be closed.

5.4 WOVEN AND PERFORATED MATERIALS

There are many applications where the shield
cannot be made of a solld material but must be
made of a transparent or perforated material.
Examples of these are covers for meters and
gauges, which must be read through the shield, and
planned holea for ventilation or circuit adjustment.
Woven materials such as wire mesh can be used
over instruments and periorated materials or
honeycomb panels can be used for ventilation or
circuit adjustment. ’

The effectiveness of any shield may be
severely degraded by poor ohmic contact betwean
adjacent parts. For this reason, the effectiveness
of woven materials is likely to be more depandent
on the contact resistance at the junctione of wires
in the weave, than on the resistivity and
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Figure 5-7. Reflection and Absorption Losses for o Solid Copper Shield
1 Mil Thick and Located 100 Inches From the Source
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permeability of the wires themselves. An extreme
example would be the case where an unknowing
painter happens by and does a thorough paint job

ou a loosely woven screen. The paint tends to in-
sulate each wire from all the others, markedly ve-
ducing the effectiveness of the screen for shielding
purposes. A preferred type of wire weave has the
intersections of the wires etther soldered or welded,
and even better {8 a so0lld sheet of metal perforated
with the required size and number of holes,

With perforated sheets, the fewer and smaller
the holes, the better the shielding effectiveness.
With woven wires, the larger the wire size and the
greater the density of wires per square inch, the
better. Tables 5-2 and 5-3 show the attenuation of
two common types of woven wire mesh for magnetic
fields and radiated fields respectively.

-oneycomb panels are formed by a sertes of
¢ylindrical, rectangular, or hexagonal tubular
openings. When properly designed, they actasa
high pass filter with a cutoff frequency. The cutoff
frequency ts the lowest frequency at which propaga-
tion occurs witiout atteniation. The depth of the
aperture determines the amount of attenuation
realized and the diameter of individual openings de-
termlines the cutoff frequency.

The cutoff frequency of the hole can be de-
termined by use of the following expressions:

Fc = 5900 for a rectangular waveguide
3

and
Fc = 69020 for a circular waveguide ,
o

NAVSEA OD 30393 FIRST REVISION

Assuming F, 2 10F (when F s the frequency
in megahertz per second), the attenuation of
circular and rectangular waveguides respectively
of length £, may be approximated withtn a two
percent error by the following formulas:

A 32 é for circular waveguldes, and
A =273 é for rectangular waveguides.

These equations are valld for air-filled wave-
guides with a length-to-width or lergth-to-diameter
ratio of 3 or greater.

The shielding eftectiveness of & honeycomb
panel constructed of steel with 1/8-inch hexagonal
openings, 1/2-inch long is giver in Table 5-4.

3.5 CONDUITS

Conduits made of either solld or woven
strands of metal may be used to shteld the firing
or system cables of a weapon from the electro-
magnetic environment. The shielding effectivenass
of solid conduit can be considered, for all HERQ
purposes, the same ag that of a solid sheet of the
material of the same thickness. The most common
material used for shlelding 18 the woven wire con-
duit, Its shielding effectiveness can be determined

by tests conducted in accordance with MIL-STD-1377

(Navy),

Degradation of the shielding effectiveness

where
in conduit is often the result of discontinuities in
F¢ = cutoff frequency in megahertz, the shield rather than insufficient shielding
b = longest transverse dimension of properties of the conduit material. These dis-
waveguide in inches, and continuities result from splicing, damage, or most
4 =diameter of wavegutde tn inches. {requently, improper termination of the shield,
Table 5-2. Wire Maesh Cloth: Magnetic Field Anenvation vs. Frequency
Copper Galvanized Steo!
Froquenc 18 x18 2222 2x2 26 x 26
(Mq;z) y (Wires/in2) (Wires, 1n%) (Wires/in?) (Wiree/in?)
Atteraation (dB) Attennation (dB)
¢.01 §9.3 6s5. 4 94, 1 100. 3
0,03 70,0 76.1 . 101.3 107. 4
0. 08 76.1 82.8 104, 0 110.1
0.1 81.1 87.2 105, 4 111, 6
0.3 90,3 ge. 4 108, 7 “112. 8
0.6 04,7 10C. 8 107. 0 113.1
1 87.0 108.1 107. 1 113.2
3 09.8 105. 8 107. 3 113. 4
L] 100, 6 106. 7 107. 8 113. 4
10 100, 8 106. 9 107.3 113. 4
30 101, 2 107.2 107.3 113. 4
60 - 10,000 101.2 197.2 107.3 113. 4
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Table $-3. Wire Mesh Cloth: Rodiated Field Atenvotios vs. Frequency

Copper Galvanized Stesl
Frequenc 18 x 18 22 x 22 22 x 22 268 x 28
( }&\lz) y (Wires/in2) (Wires/in2) (Wires/in?) (Wires/tn2)
. Attenuation (dB) Attenuation (dB)
0.01 103. 6 109. ! 1377 143.9
0.03 104.7 . 110.2 138, 4 14,8
0.08 105. 4 110. 2 1521 138.3
0.1 105. 4 118.8 128, 1 135, 3
0.3 105.0 110.5 120 .8 127.0
0.6 103, 4 108.9 1151 121.3
1 101. 8 106. 8 110. 8 117.0
3 94. 5 100.0 0L 4 107.6
] £9.3 94.8 5.4 101.6
10 85.1 80.6 L0 91.2
30 18.8 81.3 SL 4 87.6
80 69. 9 75.4 5.4 81.8
100 85.68 71.0 7.0 7.2
300 55,9 81.4 61 4 67.6
600 49.9 55.4 SS. 4 61.8
1000 45,5 51.0 SLO 57.2
3000 35,9 41.4 414 47.6
8000 29. 9 35.4 35.4 41.6
10, 000 25.5 310 31.0 3.2

Table 5-4. Shielding ERectiveness of Mexagonal Honeycomb Mode of Steel,
with 'A-Inch Openings, '/1-Inch long

Frequency

Shielding Effectiveneas

100 KHz
50 MHz
100 MH¢
400 Mriz
2200 MHz

4548
S1dB
$7dB
56 dB
47dB

1

Armored condult, as used aboard ship, can
provide effective shielding at lower frequencies,
but at higher {requencies the openings between
indlvidual strands can tzke on slot-antenna
characteristics, causing a sertous degradatlon of
the shlelding effectiveness. If armored conduit is
required, all internal wiring should be Individually
shielded.

5.6 SHIELD DISCONTINUITIES

Shield digcontinulttes in weapon systems
occur at cable shield terminations, construction
seams, connectors, and planned openings such as
access doors, meter ports and openings for control
rods. These discontinuities should be kept to a
minimum by proper design practices. Where dis-
continuities are unavotdable, the integrity of the
shield should bé maintained by use of filtera, wire
mesh, or rf gaskets. Wavegulde openings designed
to operate below cutoff should be used tf a shaft has
to penetrate the shield. Only nonconductive material
should pass through the waveguide opening. A
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conductive material will act as an antenna and will
destroy the shielding effectiveness,

57 SHIELD TERMINATIONS

The effectiveneas of a cable shi2ld depends
upon the proper termination of the shield. Rf cur-
rents that are conducted along the shields of cables
will be coupled into the system at the point of
{mproper cable termination and reduce the
efiectiveness of an otherwise adequately shielded
weapon. In a properly terminated shield, the
entire periphery of the shieid ts grounded to a low
impedanc2 reference, minimizing any rf potentials
at the surface of the termination.

Figure 5-8 {llustrates cable-shield-to-con-
rector termination and connector -to-bulkhead
termination. Flgure 5-9 illustrates the method of
preserving Individual shields when more than one
shielded condu~tor must be routed throuzh a single
cable and cennector. The shield should never be
pulled back, twisted, and then bonded to the con-
nector tna pigtall fashton. No portlon ol the shield
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Prefecred:  Fillet Weid Around Entire
Periphesy of Female Connector
Houting

Alternative: Bolt and Tooth Type
Lock-Washer Connection as
Shown by Dottod Outline

Bulkhead

B o e ha L Lo AR o Sl

Yo
4
[
o o
ol

Continuous Shield-to-Shell Bond }
by Solder or Me<al Forming Spring Contacts (Shield Makes
{Never Pig Thil the Shield) Bafore snd Bresks After Enciosed

Conductors) 4

T g 8 s

-y

- Ve

LT PV

Figure 5-8. Shield Terminotion For Eleciricol Connecors

EED, the shield discontinuity will support the
generation of high voltages directly at the EED.
Consequently the shield would contribute to the
hazard, In such situations it is better not to
attempt to shield the EED. If the shield must be
extended to the EED, then the EED should be
specified and purchased with shielded leads in-
stalled in the manufacturing process. i

should be broken before it {s bonded to the connector
: shell. Individual shields for conductors that are

' routed through multi-coaxial connectors should be
terminmated individually in the manner described
above. The shield termination technique illustrated
fn Figure 5-10 should be used when a shielded

cable is routed into a completely shielded en-
closure. When cable tension or vibration would
discourage such a termination, rigidly supported
connectors should be used,

s A o

5.8 CONNECTORS

Connectors used ¢n firing circuits should pre-
clude the entry of electromagnetic energy. All rf
connectors are not des{gned for this purpose. To
be acceptable, the shielding effectiveness of the
mated connector should be equal to or better than
an equal length of the cable used in the circuit,

in order to prevent electromagnetic energy
from entering the circuit 2t the connector inrterface
the following featurea should be considered:

It should be noted that there are situations in
whiclk an improper shield can actually increase the
hazard to the EED, * A fairly common EED con-
flguration {8 cne having unshieldecd leads. Since
there 1s no provision for completing a shield to the
case of the EED, the weapons deslgner faces a
situation tn which the effort to provide a shield
may create a problem. 1f a stield 1s placed over
the lead wires and allowed to be ungrounded at the
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Spring Fingers
Shielded Conductor
3 D
Unshielded
Conductor
Connector Shell Female Portion
{Male Section} of Connector

Figure 5-9. Multi-Cooxial Connector Design

1. There should be no breaks {n the shield
through the connector and cable which
would allow electromagnetic energy to
*leak” into the {iring circuit.

2. The connector should be able to withstand
eavironmental conditions (vibration, hilgh
and low temperatures, corrosion, etc.)
without degradation of the shielding
characteristics of the connector.

3. The connector shield at the interface of
the two connector halves must make
positive contact before the two power
contacts make and inust maintain contact
untll after the power contacts break.

4. The {iring system contacts {n the con-
nector mating sections should be suf-
flctently isolated to preclude the possi-
bility of fleld personnel accidentally
touching the socket contacts, either with
their fingers or with the mating connector
shell, while the connectors are unmated.

5.9 BONDING

Electrical bonding 18 the union of two metallic
surfaces to provide a low impedance connection.
Good bonding {8 necessary to produce a seam that
18 electromagnetically tight. 1f the impedance of
the seam {8 higher than that of the metals being
jolned, r{ voltages can develop across the seam
from skin currents, permitting electromagnetic
energy to enter the shlelded enclosure. Generally,
the Impedance of the bond becomes more tmportant
as the frequency Increases, because skin cffect can
cause the impedance to increase as the frequency
increases.

Mating surfaces of metalllc members within
2 weapon should be bonded together by welding,
brazing, sweatling, swaging, s~ldering, or metal

46

forming. Semipermanent bonds, such as thase
provided by bolts or rivets, are acceptable wiren
good electrical contact exists between bare metal
surfacea, Star or lock washers may be used

with threaded devices to ensure continued electrical
contact and tightness. Star washers are very
effective in cutting through nonconductive coatings
such as those caused by corrosion. Joints that are
press fitted or joined by self-tapping or sheet
metal screws cannot be relied upon to provide »
low-impedance bond at high frequencies. Riveted
joints on 3/4-inch centers are acceptable U the
rivet holes are bare. Direct bonde must always be
made through continuous contact between bare,
conductively finisked metals.

Several configurations which {orm seams be-
tween two metallic members within a weapons system
are shown in Figure 5-11, The preferred seam is a
continuous weld around the periphery of the mating
gurfaces. The type of weld s not critical, provided
the weld {3 continuous. Spot welding can also be
used provided care {s exercised to prevent gaps in
the mating surfaces between the spot welds. The
spot weld joints should be less than two {nches
apart. An acceptable altermative technique is the
crimp seam pictured in Figure 5-12. In a crimp
seam, all non-conductive materials must be re-
moved from the mating surfaces before the surfaces
are crimped. The crimping must then be performed
under sufficlent pressure to insure positive contact
between all mating surfaces. Table 5-5 sum-
marizes, in order of preference, techniques for
producing permanent or semipermanent seams.

To insure adequate and properly {mplemented
techniques, the following recommendations should
be observed:

1. All mating surfaces must be cleaned be-
fore bonding. The area cleaned should
be slightly larger than the area to be
bonded.

2. Al protective coatings having a con-
ductivity less than that of the metals
belng bonded must be removed {from the
contact areas of the two mating surfaces
before the band connection ts made.
{The conductivity o: coating such as
anodizing materials should be verified
with the manufacturer whenever it {s
questionable),

3. Mating surfaces shoula be bonded im -~
medlately after protective coatings are
removed to avold oxidation.

4, The nonreplaceable portion of a bonded
joint that must be formed by dissimilar
metals should be a metal lower n the
electromotive force series than its mate
(see Table 5-8). When two dissimllar
metals must be bonded, metals that are
close to one another in the electromotive
force series should be selected,
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Figure 5-10. Acceptoble Method of Rou

Bolted secticns may be used for ternporary
bonds. However, bolted 3ections should be made as
shown in Figure 5-13 to insure consistent contact
pressure over an extended period of ime. The
shleld material must be rigid enough to prevent
buckling between contact points.
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- When volts or rivets are used to maks a
s . bond, the bond should be made {irst at the middle
’ - of the ceam and then toward the ends to prevent the
1 mating surfaces {rom buckling. The shielding
effectiveness of the joint ls dependent upon the
number of screws per linear inch and the pressure
of the contacting surface.

When pressure bonds are made, the surfaces
must be clean and dry before mating, and then held
together under high pressure to minimize the
chance of molsture forming in the joint. The
periphery of th# exposed jnint shouid then be
sealed with a sultable compound (and, whenever
possible, one that 15 highly conductive to rf

ST T—

currents).
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Shisided Enclosure

Flange Soldered, Welded, or Mata) Formed
to Metallic Housing around periphery
Bulkhead

"

Cable Shield

EED

Filtered
Conductor

(Outside Surface of Flange Shouid be
Tinnad Prior to Soldering to Shieid)

ting Rigid Cable Through Shislded Enclosure

When protective coatings are required, they
should be so0 selacted that they can be easily re-
moved {rom mating surfaves. Since the mating of
bare metal to bare metal is essential for a satis-
factory bond, a conflict may arise between the
bonding and f{inish specifications. From the view-
point of HERO, 1t i3 preferable to remove the
finish where compromising of the bonding
affectiveness would occur.

* Certain protective metal platings such as
cadmium, tin, ¢r silver need nut be removed.
Most other coatings, however, are nonconductive
and must be removed i a good bond 1s te be ob-
tained.

When implementing bonding techniques, it
must always be remembered that bonding straps do
not provide a low impedance currer.’ path at rf
frequencies. The {mpedance important in this
discussion {s the impedance at radlo frequencies.
There s iittle correlation between the dec resistance
of a bond and its rf impedance. Even the measured
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Continuous Weid (overiap)

8 Spot Weld

Continuous Weld (bute)

Figure 5-11. Panel Seam Configurations

] n SL

0] ©) (©)

Nots: Soldering or welding
is desirable for maxi-
mum protection from

HERO.

Figure 5-12. Formation of Permanent Crimp Seam

rf Impedance of bonds, cuch as jumpers, straps,
rivets, etc., 18 not a rellable indication of the
bonding effectiveness in the actual Instailation, Tt
should also be remembered that conductive

epoxies and pastes are not always sufficlent rf
bonds. Even when proven effective in given in-
stances, they have been known to degrade shielding
elfectiveness undor conditions of straln, pressure,
and the passage of time.
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Table 5-5. Types of Seams, In Order of Preference

Dreference Type Seam Remarks

1 Continuous weld | Best rf seam

2 Spot weld Space weld joints
less than 2
inches apert

3 Crimp seam Use strong and
lasting crimping
pressure

Table 5.6. Electromolive Force Series

(1) Magnestum (8) Nickel
(2) Berylllum 9) Tin
(3) Aluminum (10) Lead
(49) Zinc (11) Copper
(5) Chromium (12) Stilver
(6) Iron (13) Platinum
(7) Cadmium 1 (14} GoMd
Remova Protective Coatings

from Mating Surfsces and solder

Figure 5-13. Acceptable Bonding Technique Using Bolts

5.70 GASKETS

Conductive gasket material can be used for
bonding two surfaces when permanent bonding,
such as continuous weld or crlmp seams, cannot be
used. The gasket materlal !s Inserted between the
mating surfaces and a hizh pressure {8 maintalned
against the seamn {0 Insure good electrical bonding.
1t 18 essential to remouve the protective coatings of
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mating surfaces before the gasket matertal s in-
serted. They should also be free of olly {ilm,
corrosion, moisture, and paint.

Figure 5-14 {llustrates an acceptable method
of making a construction seam using rf gasket
material. The features to be observed in the figure
are:

1. Metallic surface machined to a smooth
finish and all non-conductive materials
removed.

2. Gasket bonded to one metallic surfuce of
the seam. It is recommended that con-
ductive adhesive be used for this applica-
tion,

3. Appropriate matertal techniques (l.e. ,
clamps, bolts, etc. ) used to prcvide a
high pressure on the rf gasket. The
pressure must be nearly uniform along
the entire length of the seam.

Figures 5-15 and 5-16 {llustrate acceptable
methods of making construction seams where sec-
tione must be removed and replaced for maintenance
or loading and handling operations,

Table 5-7 {s a guide to rf garket design and
usage.

Table 5-8 llats types of gaskets in order of
preference.

Table 5-9 lists the three materials most
frequently used for rf gaskets. They are ranked
mumertically for propertiea, with '1' indicating the
wost desirable material in a group and '3’ the least
desirable.

Hgm 5-14. Acceptable Method of Making Permanent
Seom Using RF Gaske!

NAVSEA OD 30393 FIRST REVISION

P.F Gasket Material

Figure 5-15. Cover Plates with Goskets

RF Gesket Material

RF Gasket Materis!

Bulkhead

Figure 5-16. Covers with Gaskets

The first property considered is corrosion
resistance. Both intrinsic corrosion resistance
and resistance in presence of aluminum are given.
The second comparison 18 given since rf gaskets
are frequently used against aluminum atructures
and the question of compatibility arises.

The second property considered is conductivity.

1t should be noted that the intrinsic conductivity of
the matertal {18 not the most tmportant fagctor since
corrosion {{lms can form and these can greatly
reduce the actuai .~~“nctivity of 2n rf gasket. The
material should be sviected according to its con-
ductivity with surface films. Both intrinsic con-
ductivities and conductivities with surface film are
glven,

The mechanical properties of tensile strength,
springiness, and hardness are marked as shown.
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i . Toble 5-7. RF Gosket Design end Uwnge ‘
Gasket
. Consideration Determined By .
Material Corrosion, mechanical wear, spring .
qualities, and rf properties :
't Form’ Attachment methods, force available, other
gasketing functions, juint ungwenness, and :
spdce available
1 Thickness Class of joint, joint unevenness, force
available, and environmental Jeve!
b

Yable 5-8. Types of Gaskers, in Order of Preference

. S ST A

———— rm— -~ .

T

Alumi{num comes out a poor thirdas a
gasket material. Monel and silver plated bruss
rank close together. Constdering all of these
factors, it is recommended that monel be used for
¢gasketing. There 18 one exception to this recom-
mendation. Whenever specifications insist on the
use of aluminum against aluminum, it {8 recom-
mended that aluminum gasketing be used despite
ita poor properties.

3.1 TEMPORARY APERTURES AS
DISCONTINVUITIES -

Temporary apertures of a weapon are those
apertlures, such as access panels, that must be
open dur ing adjustment or installation of circuilts
or components. They should be designed so that
when they are closed, a low rf impedance electrical
bond 18 maintalned between the doo~ or panel and

50

the weapon hamsing. The best way of achleving this
is to use metallic gaskets or finger stock between
the mating surfaces. Wlen metallic finger stock
18 used, S to 10 grams cf pressure per finger
should be applied to the mating surfaces,

1f hinges are used on panels, it I8 recom-
mended that gasketing such as conductive weather
stripping be used on the hinged side of the panel.
An alternative method for shielding at the hinge side
of a panel ts to use metal finger stock. The shield-
ing material must be electrically and mechanlcally
bonded to the frame at close intervals to insure
proper shislding. '

Figure $5-17 {llustrates acceptable methods of
applying shieding materlals around the sides of
hinged access panels. Appropriate mechanical lock-
ing devices mmst be used on access panels to

S R Y e — v, S RN, )

Preference Type Searn Remarks
1 Metal mesh rf gasket Subject to set; offere 54 dB attenuation
at 20 pst; some evidence indicates :
attenuation highest at lower frequencies :
]
2 Phosphor tronze Subject to breakage; otffers approx - i
spring fingers mately 60 dB attenuation |
' 3 Conductive rubber Satistactory where nominzal cornection :
| and small number of screws are re- :
i quired, some evidence indicates
attenuation highest at higher {requencies
Table 5-9. Comparison of Three RF Gosket Mlaterials i
\.orrosion Conductivity Mechanical ]
Material With With
Intrirsic Aluminum Intrinsic &;ﬁe Tensile Spring Hardness
Monel 1 2 1 2 - 1
Stlver -plated brases 1 2
Aluminumn s 1 b 3 s 3
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Panel

Contact Strip
Contact Strip Materisl

Bulkhaed

Weid
{1 Possible}

Washer

Pene!

Weld
(If Pomibie)
Buikhesd
AF Gasket .
Accass Pene!
Receend Frame
RF Gasket Hi
QP 'l Access Pane)
,'- R Phomphor Bronze
g Finger Stock RE Gesket
Phosphor Bronze

“~ Finger Stock
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. mainain 2 minimum of 20 psl pressure between the
panel and the gasket or fingers.

The best arrangement of spring contact

* fingers around removable panels or doors calls for
. the installation of two sets of fingers at right

? angles to each other. One set {a a wiping set, the

-

other 18 in compression, and the combination makes
pood electricai contact when the door is closed.

The pressure exerted by these 8prings is highly
important and it should be carefully maintaired. .

f Access panels or doors cannot perform a
i shielding function when opened or removed. if it s
' . necessary for apertures to be opened in slectro-
' magnetic flelds, the interior circults, ccmponents,
1 and cables should be designed to preciude HERO,

5.12 VPERMANENT APERTURES AS
DISCONTINUITIES

Permanent apertures are those holes or dis-
continuities in a weapon system houaing which, for
vartous reascns, cannot be shielded. Aperturns
for ventilation, control shafts, recessed firing
pins, safe-and-arm device shafts, panel-mourted

! meters, exposed connector pins, and exhaust
: nozzles are common examples.

One method of minimizing the degradation of
) shielding effectiveness where small apertures are
| necessary 1s to design them so that they act as
. effective waveguide atteruators, Figure 5-18
tllustrates how a necessary hole can be designed

{nto a circular wavegulde and used to pase a noa-
conducting shaft through the weapon housing.

An acceptable method of shielding apertures
for meters or other panel-mounted readout devices
is {llustrated in Figure 5-18, Safe-and-arm

-

Weapon Housing

e

Control or Switch

Metal Tube Acting as
Circular Wave Guide
Below Cutoff

Non-Conductive Shaft
and Knob

Figure 5-18. Acceptable Use of Circular Waveguide in @
Permanent Aperture for Control Shatt

3[ Molded RF Gasket
i Test Panel Equipment
Bulkhesd Housing ~~—me
- Mstor

f Moter
L
E‘ ] | / Wire Meth
F
F {
SR )
3

% L Metsl Frame

-
3
L.i'

| Figure 5-19. Acceptable Method of Shielding Panel-Mounted Meters
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devices should be shielded as illustrated in Figure
5.20. Exhaust nozzles should also be shielded. A
method that {8 convenient 18 to cover the nozzle
with metal foll. An exhaust blast willl simply te.
the foil off the nozzle, o

Where the use of waveguide materials ta
impractical or otherwise undesirable, as in the
case of large ventilating holes, substantial attenua-
tion of radiated electromagnetic energy can be ob-
tained by covering the aperture with a wire screen
or mesh., Number 22, 15-mil copper wire acreen
will provide more than 50 dB attenuation to electric
and magnetic fields at frequencies between 1 MHZ
and 1 GHz. Figure 5-21 shows an aseeptable tech-
nique for mounting a wire screen over an aperture.
A similar mounting technique can be msed in in-
stalling honeycomb material.

-,y
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Safe-and-Arm Device

Shaft Flush Against
Weapon Housing

RF Gasket

Armning Tool

Figure 5-20. Acceptable Method of Shielding Safe ond
Arm Devices

.
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Figure 5-21. Method of Mounting Wire Mesh Over o Large Aperture
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Chapter VLI.
EMI SUPPRESSION DEVICES

6.0 GENERAL

Ordnance cannot always be protected from the
electromagnetic environment by shielding and circuit
design alone. Firing circuits and other circuits that
penetrate the shield can conduct electromagnetic
energy to the EED. To protect the weapon, these
circuits must be filtered at their point of entry into
the shielded enclosure. Low pass {ilters called EMI
{{iters, have been developed for this application.

6.1  EMI FILYERS

EMI filters are filters that have broad band
dissipative characteristics throughout the frequency
range of interest. They are designed to operate with
generator and load impedances that are outside those
of a standard 50 chm system. The generator, which
is considered to be that system or circuit that de-
livers the energy to the EED or the filter, if a fiiter
is used, includes the firing circuit wiring with its
sources of induced energy plus any or all of the
inductive, capacitive, and reaistive elements that
are electrically associated with it. Examples of
these elements are personnel, equipment, aircraft,
and the shipboard transmitting antenna systems.

The impedance of this generator is the impedance
seen by the {ilter, looking back into the firing cir-
cuit. It may be high or low; inductive, capacitive,
or resistive; and it will vary with frequency through-
out the entire spectrum. It is virtually undefined for
existing weapons systems and will be entirely un~
defined for design-stage weapons.

The load for the filler is the EED and the por-
tion of the firing circuit from the filter to the EED.
The load impedance is the impedance of this system.
it can take on any value and, also, can vary with
frequency,

8ince the generator and load impedances are
unknown, insertion loss cannot be measured as
specified in MIL-STD-220. MIL-STD-220 defines
{naertion loss in a 509 system (i.e. 6 a 500 generator
feeding o 500 load). This definition is not accepta-
ble for HEROQ application. (nsertlon loss must be
measured 11 accordance with MIL-STD-1377 (Navy)
which is discussed in Chapter V1.

A fllter can exhibit either or both of two types
of loss when ingerted into a system. These are: (1)
a reflective luss due to mismatch of impedances
between the fllter and the source cf energy, and (2)
a dissipative loss that represents an actual loss of
electrical encrgy in the form of heat, Uf the gener-
ator and load inmpedantes were known, n reflective
fliter could be designed which would offer sufficient
protection. But since thesc impedances are un-
known, unpredictable, and constantly varying (as

they are for HERO), a reflective filter cannot provide
continuous, adequate protection across a wide range
of frequencies. In fact, under varying generator and
load impedances, a reflective filter may actually
provide a conjugate impedance match between the
electromagnetic energy source and the EED. Under
maximum power transfer conditions, the filter, i
depending on reflection losses alone, could actually
increase the electromagnetic hazard instead of sup-
pressing it as desired. Therefore reflective losses
should be congidered as a bonus rather than a design
parameter. The dissipative loss provides protection
that cannot be bypassed and the reflection loss re-
duces the thermal load of the filter.

To avoid impairing the effectiveness and relia-
bility of the weapon, an EMI filter must have little
or no attenuation to low frequency or dc energy (L e.,
firing current). In addition, the filter together with
the shlelding available must provide the desired
attenuatton continuously acress the frequency range
of 20 KHz to 40 GHz,

Materials exist that have the unique charac-
teristic of low dc altenuation and good high frequency
attenuation over broad, continuous frequency ranges.
Several dissipative materials--in particular, car-
bonyl iron mixes and ierrite compounds--are known
as broad-band absorbers and are very usefu! in the
design of EMI filters.

Another method of meeting the dissipative
requirements for filter elements, is to utilize the
"'skin-effect. '' Skin-effect is the phenomenon that
always occurs when electromagnetic energy is
present in a conductor. The higher frequency
energy is confined very near the skin or surface of
the conductor. while low frequency (dc) energy 18
evenly ¢ uted throughout the conductor. The
higher the frequency the greater will be the confine-
ment of the energy to the surface. Thus, as the
frequency increases, the resistance increases.
Various methods have been devised in an attempt to
optimize this effect in designing EMI {ilters.

6.2, THE DESIGN OF EMI FILTERS

The design of filters for most applications hae
been covered in several design handbooks. Howcver,
the design of EMI {ilters represents a departure
from these standard practices, not only because of
the broad frequency spectrum covered but also be-
cause of the undefined input and output impedance.
Instead of attempting to provide design information
the pi1cceding diccucginn has attomptled only to out-
line the scope of the problem. It is recommended
that EMI filter s be obtained {rom sources that have
developed or are capable of developing filters for
this apecialized purpose.

L1
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6.3 MOUNTING OF EM! FILTERS

The method used to mount an EMI filter must
be such that it will leave the shielding of the enclo-
sgure intact. The overall effectiveness of even the
most effective {ilter can be raduced to zero if it is
tmproperly installed, Figure 6-1 illustrates both
the acceptable and the unacceptable methods of
mounting filters. The input and output of the fllter
must always be electrically isolated from one anv
other. If the input to the filter is permitted to enter
the shielded enclosure, the electromagnetic energy
will enter the enclosure also, thus nullifying the
effect of the filter.

UNACCEPTABLE Unshisided

N
PIITII T I I T

ACCEPTABLE

~—

Typical Bulkhead Mountings

Figure 6-1. Methods o. Mounting Filters

Figure 8-2 {llustrates an acceptable method of
mounting a filter when through the bulkhead mount-
ing s not practical. In this situation, electromag-
netic snergy can be present in the enclosure where

the EMI filter is mounted, but the shielded leads

provide the ~hlelding protection for the E D
involved, Thu other EEDs in the enclosure must be
{iltered in a similar manner since the effectiveness
of the shielding has been destroyed.

When used, dissipative fliters must be mount-
ed on a suitable heat sink, The heat sink must be
capable of maintaining the temperature of the filter
within the operating range of the material used in
the filter.

6.4 ARC SUPPRESSION

Arc suppression methods are designed to pre-
vent inadvertent initiation of an EED by the low fre-~
Yuency components of an arc. As previously dia-
cussed (Chapter I) the arc contains components at
all frequencies. Since an EMI filter i3 designed to
preclude only high frequencies from the electromag-
netic environment and pass the low frequency firing

56

N Unshisided
AN SRR MR AR RN RN ‘s
N

Figure 6-2. Acceptable Method of Mounting Filter when
Bulkheod Mounting is Not Practical

signals, 1t is mot capable of discriminating between
the components of an arc and the intended firing
signal. Therefore special techniques must be
employed to provide protection against the HERO
problem caused by arcing. In general, there are
two methods tiat are used. Thege are: (1) provide
open contacts fa the {iring system between the filter
and the EED (see Figure 1-4, Chapter 1), and (3)
reduce the rf potential of the mating power contacts
to zero prior to the final connection of the firing
circuit to the weapon,

In the {trst method, the firing leads beyond the
filter are brokea by a switch such as a safe and arm
switch until after all connections are made to the
weapon. This 18 the best method since it eliminates
the low frequency path to the EED while the switch
is open, The Jow frequency energy of an arc that
occurs at the eamnector will thus be prevented from
passing to the EED. In this method the arrangement
of componeats is usually connector, filter, safe zand
sarm switch, and EED.

In the second method, the rf potential between
the mating power contacts can be reduced by one or
more techniques. One technique is to insure that
no large rf polential exists between the weapon and
the launcher when the final connections are made.
At commmication frequencies where arcs are a
problem, appraximately 200 to 300 volts is required .
to produce them. Such voltages can easlly be ob-
tained betweea an aircraft and the deck. i the
weapon is not electrically connected to the aircraft,
this voltage cam exist between weapon and launcher,
By insuring that the weapon makes contact with the
launcher, the rf potential netween them will be re-
duced 8o arcs will not occur when the [inal connec-
tion is made. Thus if the design and procedures are
specified and arranged so that contact between the
weapon and lawacher i assured, this second method
is feasible. Amnother technique is to use female con-
nectors on the weapon side with recessed contacts to
prevent touching them. The male cennector should
be of the type with 360° peripheral shiriding and with
power contacts that make and break only when the
shield between the two parts of the conneclor is
complete. I efther or both of these techniques are
followed, the designer will have reassnable asgur-
ance that arcimg will not be a problem.
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Chapter Vil
TESTING

7.0 GENERAL

NAVMA'. nstrucztion 5101, 1 requires that
weapon systems and devices containing EEDs be re~
viewed and tested if deemed necessary and positive
certification obtained that they can be handled with
impunity in the maximum predicted electromagnetic
environment before they are introduced into service
use. For most systems this certification requires
HERO evaluation tests.

7.1 PURPOSE

The purpose of this chapter is (1) to describe
the nzture and extent of the tests required for Navy
certification, and (2) to introduce tests which may be
conducted by the developer to asgist him in imple-
menting HERO design requirements,

7.2 NAVY HERO CERTIFICATION TESTS

The nature of wezpon gystems makes it manda-
tory for HERO testing to be conducted on an opera-
tional system with the entire weapon system exposed
to the electromagnetic environment. In addition, the
test conditions and procedures must be related to the
shipboard electromagnetic environment (Chapter ).
Navy HERO tests on both prototype and production
models are normaily conducted on a ground plane
facility. In some instances weapon launcher size or
unique ship interfaces dictate that the test be per-
formed aboard ship.

7.3 GROUND PLANE AND LABORATORY TEST
FACILITIES

In order to conduct HERO tests, ground plane
facilities which permit convenient and adequate sim-
ulatior of operating shipboard environments are re-
quired. These facilities include a ground plane of
suitable size and location, together with appropriate
radistion sources. HERO test facilities for Navy
certification tests presently include three ground
planes, rhielded laboratory areas, and the equipment
necessary for simulating the electromagnetic envi-
roament required to accomplish Navy HERO tests,

The ground planes measure 100 by 240 feet and
are constructed of welded steel piates. Turntables
are included to provide a convenient means of rotat-
ing the system under test so that a measure of the
dependence of weapon susceptibility with respect to

. spatial orientation can be obtained. Figure 7-1

depicts one of the ground planes, its array of radia-
tion sources, and a weapon system being tested.

Teats are conducted in the shielded areas of
the laboratory in sugoort of the ground plane test
activities. These iabcratory tests provide for

component and subgystem tests, in addition to pro-

viding complete frequency coverage not possible on
the ground plans.

7.4 PREPARATION OF THE WEAPON

To measure the amount of electromagnetic
energy transferred from the environment to the
EEDs in the weapon system, all explosives are re-
moved from the weapon, and rf sensing devices are
placed near the EED bridgewires. These sensors
measure the absolute values of rf current induced at
each EED location, thus ylelding a quantitative

measure of weapon susceptibility to electromagnetic
energy.

7.5 ENVIRONMENT FOR TEST

The (leld levels {n which the weapon will be

tested are established prior to the tests. Typical com-

munication and rasar equipment is used to develop
thege field ievels on the ground plane. Under all
test conditions, either the field leve] is equivalent
to the shipboard levels, or a known relationship
exigts which permits extrapolation of the test meas-

urements to the shipboard electromagnetic environ-
ment.

7.6 TEST CONDITIONS AND PRUCEDURES

The test conditions and procedures used to
evaluate a weapon system are designed to simulate
the physical and electrical environment that will be
encountered in operatioral shipboard situations. The
frequency and the radiated field levels used in the
tests are established on the basis of experimental
measurements taken aboard ship while the ship's
communications and radar systems are operating.

The design of each weapon system includes
specificaticn of the loading and handling procedures
to be used for that particular weapon system in all
operations on board ship. These procedures consist
of the uge of carts and cranes, the loading and un-
loading operations, the handling and connecting of
cables, the test and monitor functions on the aircraft
and auxiliary equipment, the safe-and-arm functions,

and dny other operations leading to the launch of the
weapon,

All of the procedures for a weapon sysiem are
incorporated as pait of the HERO certification tests
on that system. This policy insures that each weapon
aystem is tested in an electromagnetic environment

equivalert to that to which it will actually be
aublected,

Some of the variables affecting the HERO char-
acleristice of a weapon system, in addition to the
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handling and loading procedures previously men-
‘tioned, are frequency, field intensity, radiated power,
weapon/aircraft srientation, and digtance from the
radiation source. Since there are many possible
combinations of these variableg, the tests are de-
sighed to examine those conditions manst relevant to
the hazard, while, if possible, exercising control
over the less relevant factors. Examples of such
factors are the proximity of personnel, adjacent
structures, variations in grounding ar tiedowns,
and improper application of test and checkout
equipmer.t.

The results of the preceding tests arc used to
determing the level of susceptibility of the weapon

. in the expected shipboard electromagmetic environ-

ment. Additional tests are sometimes performed to
determine the degree of susceptibility of the weapon
syetem. These situations include unconventional
handling procedures or environments of higher
electromagnetic energy levels. Observation of
weapon system susceptibility unier smch conditions
leads to procedures that assure the safety and relia-
bility of the weapon svstem througho— the astockpile-
to-launch sequence. ‘

7.7 PROTOTYPE VERSUS PRODUCTION
WEAPONS TESTS

The test and evaluation of the HERO suscepti-
bllity of weapon systems must not be considered an
"after-the-fact"” responsibility. A continuous
assessment of HERO susceptibility throughout the
design-prototype-production phases of development
must be tmplemented,

When the prototype systems hawe successfully
I :8sed the HERO test, any change, however insig-
niicant. must be recognized as a potential problem
area. I it is impossible (or undesirable in a per-
formance sense) to maintain continuity from proto-
type to production models, the modification in design
must be such that the weapon remains as safe as the
tested prototype from the standpoint of HERO prob-
lems. Many of these changes will require additional
HERO tests. It is assumed that whew the weapon
system has reached the production phase, the design
of all components and subsystems should hive
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progressed to a stuge where a series of routine tests
and evaluations will be sufficient to verify that the
weapon complies with requirements for precluding
HEROproblems and can be certified for unrestricted
use in the {leet.

7.8 HERO VESTS FOR WEAPONS DESIGNERS

MIL-STD-1385(Navy) establishes the general
requirements and acceptance criteria for precluding
electromagnetic energy from electrically sensitive
weapoen system components, Methods of implement-
ing these requirements have been established and
are presented {n previous chapters.

The gystem evaluation tests performed to
final acceptance of the weapon system by the Navy
(see Section 7.2) cannot be conducted unti} ali ccm-
ponen!s have been fabricated and the complete
weapon assembled. By the time this phase has been
reached, the design is firm, and in many cases,
production of the weapon hag started. If the weapon
f2ils to meet the HERO evaiuation 2riteria, costly
retrofits and redesign may be required.

Previous Navy evaluation tests have demon-
strated that little consideraticn was given to the
HEKO problem during the design stages of weapons
presently in use in the fleet. Visual inspection of
these systems would have been sufficient to detect
suchobvious deficiencies as long unshielded umbilical
cables and wires, plastic sectlons, and access doors
that must be opened in the zlectromagnetic environ-
ment. There are, however, some serious design
deficiencies that will not always be apparent from
visual inspection. Among the most important of
these are inadequate shielding and filtering.

To detect such deficiencles, to optimize design,
and to implement quality control, it {3 imperative to
apply qualitiative testing techniques during the
developmental stages of the system. As a result of
an extensive research program a serles of such
testing techniques have beendeveloped andpresented in
Military Standard MIL-STD-1377{Navy). These test
methods inciude techniques for evaluating shielding
effectiveness of weapon enclosures and connectors
and for measuring {itter effectivenesa,

$9/(60blank)
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