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THE SECRETARY OF TRAMS-CRTATION

WASHINGTON, D.C. 3590
- oCT 31 1577

Bonorable Thomas P. 0'Keill, Jr.
Speaker of the House of Representatives
Washington, D.C. 20515

Dear Mr. Speaker:

1 an pleased to forward the Tederal Aviation Administration's
Semi~-Annual Report to Congress on the effectiveness of the
Civil Aviation Security Program. This report, covering the
period January 1 = June 30, is submitted in accordance with
Public Law 93-366 signed by the President on August 5, 1974,

The actions veflected 4in this report, particularly the signi-

ficant increase in foreigp air carrier hijsckings, clearly

indicate that the hijacking and sabotage threat persists and

that effective security measures remain necessary. The 16 air

carrier hijackings (2 U.S. and 14 foreign) that occurred

throughout the world in the first six months of 1977 equal the {
total for all of 1976. Criminal acts agaisst civil aviation

throughout the world resulted in 14 deaths and 42 injuries i

the first six months of 1977. One death and two injuries

involved U.S. civil aviation. '

In response to the rising number of foreign hijackings, we
have emphasized to the international aviatiorn commurity the
need for effective and ongoing screening procedures along with
adequate training and supervision of screening persomnel. An
offer has alsc been made to make available to other mations
procedures used by the U.S. to assure effective ocperation of
screening equipment.

The report presents convincing evidence that the U.S., Civil
Aviation Security Program is capable of meeting and containing
the current threat. The conscientious implementation of the
program by the aviation industry, coupled with the continuing
understanding and support of airline passengers, bas contrib-
uted immeasurably to its success. All parties involved will
contipue cooperative efforts to maintain this high level of
security while seeking new ways to improve the systexm.

A report has aiso been sent to the President of the Senate.

Sincerely,

Q3.4 (o

Brock Adans
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1I.

INTRODUCTION

This is the sixth Semi-Annual Report to Congress on the
Effectiveness of the Civil Aviation Security Program.

It covers the six~-month period January 1 - June 30,

1977, and is submitted pursuant to Sectioo 315(a) of the
Federal Aviation Act as amended by the Air Transportation
Security“Act of 1974 (Public lLaw 93-366).

The report includes an analysis of the current threat
against civil aviation along with information on hijacking
attempts, security incidents, bomb threats, and passengez
scTeening activity. It also summarizes ongoing activities
to assure adeguate protection of civil air commerce against
hijacking/sabotage and related crimes, and other aspects of
the Civil Aviation Security Program.

EXECUTIVE SUMMARY

The Threat. Sixteer air carrier hijackings worldwide

during the first six months of 1977--equal to the total for
all of 1976--indicate that the hijacking threat persistcs,
and that effective civil aviation security measures remain
necessary. Contributing to the seriocousness of the hijacking
and sabotage threat are the continuing acts of terrorism,
especially in Europe, the Middle East, snd South America

and the increasing cooperation between terrorist organiza-
tions in various parts of the world,

During the first six months of 1977, 33 ‘crimipal acts
against civil aviation occurred throughout the world,
resulting in 14 deaths and 42 injuries. Eight of the
incidents, resulting in 1 death and 2 injuries, ianvolved
U.S. civil aviation. Since 1974 worldwide criminal acts
against civil aviation have resulted in 499 deaths and 463
injuries, with 112 deaths and 105 injuries involving U.S.
civil aviation.

Incidents. During the period covered by this report there

vere two U.S. air carrier hijackings, both unsuccessful,

and one unsuccessful U.S, general aviation hijacking. 1Ia
each case the hijackers were overpowvered or apprehended
before they could successfully take control of the aircrafre.

In comparison to the T.S. record, there were 14 foreign air
carrier hijackings==~7 of which were successful. The 14
foreign kijackings are twice the puxzber repcorzed durinmg the
last six moaths of 19%76. Iz the case of the von-U.S.

. hijackings, 4t appears that wmos: of the weapons involved -
vere introduced through the pormal passenger boarding process
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and should have been detected and prevented from being
carried aboard by effective passenger and carry-on-
baggage screening procedures. In contrast to the foreign
experience, none of the U.S. hijackings since 1973 were
caused by actual firearms or explosives passing through
passenger screening points.

With 3 more foreign air carrier bijackings during the
first 10 days of July, bringing the 1977 total to 19,

FAA issued an advisory bulletin to the international
aviation community highlighting this upward trend and
emphasizing the need for effective and ongoing screening
procedures along with adequate training and supervision
of screening personnel. This bulletin was followed by an
offer to make available to other nations standards and
procedures used by the U.S5. to assure effective operation
of screening equipment.

On April 23 a custodial employee at Washington National
Airport was killed by a bomb explosion in a locker room
under the main terminal. Two other explosions damaged
helicopters in Salinss, California, and wounded a2 wain-
tenance emplovee in Swainsboro, Georgia. Also, &an anti-
Castro organization claimed responsibility for the bombing
of Mackey Airlines' offices in Fr. Lauderdale, Florida,
because the airline was considering scheduled passenger
flights to Cuba.

Over 850 bomb threats were directed against U.S. aircrafce
and airports. The threats resulted in at least 120 aircrafc
£light delays or diversions, 30 airport facility evacuations
and 400 airport and aircraft searches.

Perhaps the best evidence of the effectiveness of airline
and airport security measures is the number of hijackings
and related crinmes prevented. While this number cannot be
determined with certainty, the circumstances involved in

at least twvo incidents during this reporting periocd support
a8 judgment that the persons involved intended to commit
hijackings or related crimes and wvere prevented from doing
sc by the secuzity procedures in effect., Since January 1,
1974, an estimated 72 hijackings or relaced crizmes are
beiieved toc have beer preventec.

Passenger Screening. Additioral evicdeace of program
effectiveness is found in the results of currezt passenger
screening procedures which continue to prevent wesrons azd
dangerous articles from being carried aboard sircrafe,
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During the period covered by this report, 745 bhandgusns
wvere detected in the screening process. Iz 370 cases
they were detected under circumstances vhich led to the
arrest of individuals involved. Of those arrested, 359
were charged with violations of local laws and 1l were
charged with violations of Federal statutes.

The number of firearms detected decreased from the last
rteporting period. One reason for the decrease could be
increased pudblic awareness that it is a viclation of lavw
to attempt to carry a weapon aboard an aircraft. During
this reporting period sctions were taken to publicize the
Civil Aviation Security Progra= throughout the country in
an effort to reduce the number of weapons carried to
airports and detected in the passenger screening process.

The system is not infallible. Bowever, its effectiveness
is clearly demonstrated by the fact that there has bee:z
only one successful hijacking of a U.S. air carrier since
November 10, 1972. During this same period there have
been 31 successful hijackings of foreign air carriers
throughout the world.

Security Actions. The U.S. Civil Aviation Security Program
involves airlines, airports, local communities, the Federal
Government and passengers. This concept of shared respon-
sibilities has produced a cooperative and effective program
capable of meeting current security needs and of responding
to the changing level and nature of future threats against
civil aviatien.

A complete Tevision of the regulacion that established
basic airport security requirements is currently undervay.
One of the more significant revisions under study is an
alternative approach to the present requirement for law
enforcement presence at each passenger screening point.
The proposed change would allow officers to patrol airport
terminals to provide broader deterrence and protection in
addition to being able to respond quickly to needs at
passenger screening points. Added benefits in more efficient
utilization of police personnel are also anticipated at
airports where this salternative is feasibdle.

Explosives detection dog teams wvere assigaed to support

ive additional airports, bringing the number of airports
having this suppores to 29, The s:trategiz location of these
teacs provides readily available emergency suppor: to
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en route aircraft encountering bomb threats. The teams
have maintained a 96.6%7 detectior surety rate and a false
alert rate of only 8.22. To date, they have discovered
20 explosive items in the course of 1712 aircraft and
airport searches.

The 1976 amendments to the Airport and Airways Development
Act ipncluded a provision for compensating U.S. airlines
for the costs incurred inm complying with FAA security
requirements in theilr international operations. A KNotice
of Proposed Rule Making to establish procedures for
application and audit of clsaims will be published soon.

Fifty foreign air carriers were represented at an FAA-

sponsored counference of air carriers subject to the securit
provisions of Federal Aviation Regulation Part 129. The L
meeting provided an excellent forum for the exchange of '
secuzity information and ideas on the most effective measur

to protect civil air commerce.

Research and development efforts that were accelerated afte
the tragic explosion at La Guardia Airport in December 1975
continued., Emphasis is being placed on producing equipment
to efficiently and effectively detect explosives at airpor:
in checked baggage, in cargo and on aircraft., A number of

airport operational tests have been conducted and more are

planned. 1In addition to research in explosives detection,

analyses were made of the damage that occurs when explosive
ate detonated in airport coin lockers and of techniques and
procedures that would reduce danger of deaths and injuries.

Onr April 15, the anti-hijacking agreement between the U.S.
and Cuba was terminated. Termination was unfortunate becau
the agreement vas effective in discouraging hijackings to
Cuba and was an integral part of the U.S. policy of seeking
to deay asylum to hijackers throughout the world.
Termination of the agreement has not caused an increase in
hijackirgs to Cuba. 1Indications are that Cuba contizues

to discourage hijackings as before.

Compliance and Enforcement., The Civil Aviatioz Security

Program is izplemented through & series of Federal Aviatior
Regulations and, as with any laws, the regulazions are
subject to both inadvertent and deliberate violations.
During this reporting period, FAA conmpleted 434 investi~
gations involving alleged viola:tions by airports, U.S. and
foreign air carriers and by passengers. Thirty-six resulce
i3 payzments of civil pesalries azcunting to $61,000.
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Copclusion. The potential for crimes against eivil sviatio:
remains but the current U.S. Civil Aviation Security Progra:
has demonstrated the capability of meeting and containing
the present threat., Nevertheless, all parties involved
must continue cooperative efforts to maintain this level

of security snd seek ways to improve the system. Passenger
reactions indicace that the current security procedures are
desired and expected ir the interest of aviation safety.

CURRENT TEREAT AGAINST CIVIL AVIATION

Afrcraft hijackings and sabotage, including acts of
terrorism, continue to threaten the lives and property of
persons traveling im civil air commerce. The increasing
nunber of worldwide hijackings during this reporting period
indicates that the hijacking threat persists, and that
effective and continuing civil aviation security measures
Temain necessary.

United States air carrier hijackings have evolved over the
past two decades from those carried out by "homesick Cubans
to those committed by fleeing criminals and, more recently,
to those involving terrorists. In between have been
hijackings by the mentally deranged, some of whom appesred
bent on suicide; criminal extortionists who sought monetary
gain; and politically motivated individuals protesting what
they believed to be social and economic inequities of socie
or the "establishment.” The first hijiacking by an organize
terrorist group againsgt civil aviation in the T.S5. occurred
wvhen a group of Croatian naticnalists successfully comman-
deered a TWA jetliner on September 10, 1976. This was the
only intermational terrorist-type hijacking in the U.S.,
and the only successful hijacking of a U.S. air carrier
aircraft since November 10, 1972.

Acts of terrorism continue to pose g threat to civil sviati
throughout the world. During the last few years, there bhas
been an increasing degree of cooperation between terrorist
organizations im various parcs of the world. Alliamces hav
been established which provided smaller terrorist groups th
resources to undertake far more serious operations than the
would normally be capable of conducting. This tremd is
evidenced by recently published reports that the govermmen:
of Israel 4is holding two West Germans and three ATabs iz
coanection with an alleged missile attack against an Israel
aizliner 4n Kenva in January 1976 and reports tha: & Dutch
voman, suspected of making plans to hiijack an Air Trance
aircrafs on a flighz froz Tel Aviv to Bomtay, was arrested
at Isrvael's Ben Gurionm AZzpor:, Oa the same dar a friend
of the woman was arrested 42 Bombay as be wvas adbout to boerT
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an Air Trance flight to Tel Aviv. Reperts indicated that
these twvo, along with 11 other Dutch nationals, were traine
in the use of arms and explosives ip South Yemen by the
Popular Front for the Liberation of Palestine and then

sent on a reconnaissance mission to work out plans for

the hijacking.

The greaztest danger rTemains in Europe, the Middle East

apd South America where terrorist groups have strengthened
their coordination and contacts with other groups, thus
increasing the possibility of terrorism and other criminal
acts against international targets, including acts by one
organization on behalf of anmother. Eowever, the fact that
acts of terrorism can occur against aviatiom in the U.S.
is fllustrated by the bombing of Mackey Airlines' offices
iz Ft. Lauderdale, Florida, on May 25, 1977. An anti-
Castro organization claimed credit for the incident and
said the bomdb was placed because Mackey was considering
scheduled passenger flights to Cuba.

There was a significant increase in worldwide hijackings
during this six-month reporting period. 1In the first bhalf
of 1977 there were 16 air carrier hijackings, 7 of which
were successful, compared to a total of only 16 hijackings~-
7 successful~-during all of 1976. The majority of these
hijackings were against Eurcopean and Middle East air
carriers--only 2 involved U.S. airlines. 1In general, the
hijackers were individuals seeking political asylum or were
mentally unbalanced or suicidal. 1In the case of the non-TU,
hifackiags, it appears that mcst of the weapons involved we
introduced through the normal passenger boarding process an
should have beer detected and prevented from being carried
aboard by effective passenger and carry-on baggage screenin
procedures.

With 3 more foreigr air carrier hijackings during the first
10 days of July, bringing the 1977 total to 19, FAA issued
a2 advisory bulletiz to the international aviation commurit
bighlighting this recent upward trernd and emphasizing the
need for effective and ongeing screz2ning procedures along
vith adequace training and supervision of screecing person:
This bulletin was followed by at offer to make available to
other nations stancdards and procedures used by the U.S., to
assure effective performarce and operaticn of screecing
eguipment,

The £irst six momths of 1977 saw a total of 33 criminal-a
agalinst civil aviatior resulting in 14 deaths and 42 ipiur:
Seventeex were hijackings (16 air carrier and 1 geaneval

aviation); 12 were expiosions at alrports, on aircrai: or a




Iv.

- 7 -

airline offices; 3 involved live explosive devices found
at airports and om aircraft; and 1 other incident )
occurred on an aircraft. Six of the deaths and 36 of the
injuries resulted from 5 sabotage acts--reinforcing the
estimate that sabotage continues to pose a significant
threat to the safety of persons traveling in air
transportation. Eight of the 33 criminal acts, resulting
in 1 death and 2 injuries, involved U.S. civil aviation.

By comparison, during the last six months of 1976 a total

of 28 criminal acts involving civil aviation occurzed
worldwide Tesulting in 97 deaths and 124 injuries. NKine

of these acts were hijackings; 11 consisted of explosions

at airports, on aircraft, or at airline offices; 1 involved
a live explosive device found at an airport; 1 was a
terrorist attack at an airport; and 6 others involved
aircrafe or aviation facilities. Seven of the 28 criminal
acts, resulting in 2 deaths and 4 injuries, involved U.S.
civil aviation. Since 1974, worldwide criminal acts against
civil aviatiorn have resulted in 499 deaths and 463 injuries,
with 112 deaths and 105 injuries involving U.S. ecivil
aviation. (See Exhibits 1 & 2)

In the U.S., the absence of ary successful gir carrier or
general aviation hijackings indicates that current security
procedures remain effective. Aiding in maintaining this
level of effectiveness, the Ai{r Transport Association issued
a security bulletin omn June 8, 1577, moting that the summer
season brings about 2n increase in passengers, baggage and’
visitors to the nations airports, and requesting iadustry
review and updating of basic security procedures as necessaTy
Positive actions of this type by the aviation community have
contributed greatly to the success of the U.S. Civil Aviation
Security Progranm.

INCIDENTS DURING REPORTING PERIOD

Eijackings, sabotage incidents and threats of criminal acts
directed against U.S, civil aviation during the first six
months of 1977 are described below:

Hiiackings - There were two U,.S. air carcier kijackings,
both unsuccessful, and onme unsuccessful U.S. general

aviatior hijackizng.

o iz Carrvier Alre

ait = Ia compariscn to the Twe

&
unsuccessful CT.S5. air carrier hijackircgs theTe
r carcier hijtackings throughout

were 14 foreigs al




the world, 7 of which were successful. The 14 foreigsno
hijackings are double the number reported during the

last six months of 1976 and equal to the total for 1976.
The significant increase in foreign hijackings during

this reporting period is due in part to more hijackings

of domestic flights which reportedly received poor or

no preboard passenger screening. The number of U.S.

and foreign air carrier hijackings increased 781 over

the last six months of 1976 when there were two U.S.

and seven foreign air carrier hijackings. (See Exhibits 3 &

= Op January 1l a male passenger attempted to hijack
a4 Trans World Airlines B-747 jetliner en route from
New York to London. The mar claimed to have a hand
grenade and said he would blow up the plane if he
was not taken to Uganda. It was subsequently
determined that he was not armed and he was over-
povered and restrained. The mar was taker into
custody when the aircraft landed in london and was
subsequently returned to the U.S. os January 19,
and arraigned in Federal court on charges of air
piracy. Bond was set at $50,000 and he was
ordered to undergo a psychiatric examination.

- On May 8 a&an unsuccessful attempt was made to
hijack a Northwest Airlines B-747 en route from
Tokyo to Bonolulu., A wmale passenger grabbed a
uniformed airline employee, held a razor to her
throat and demanded to talk to the captain about
going to Moscow. The man was overpowvered by crew-
members and restrained until the aircraft returned
to Tokyo. After undergoing psychiatric tests the
bijacker was deported to the U.S. on Jume 25. BEHe
has been charged with the Federal offense of air
pizacy and is being held under $100,000 bond.

General Aviation Aircraft - Although current civil

aviation security regulations do not extend to general
aviation activiczies, hijackings of general aviation
aircrafet continue to be a matter of concern., Durirg

the £irst six months of 1977, there was one hijacking

of a general aviatior alrecraft., During the previous
reporting period--July-December 1576-~there were mo
attempts. Although the hijacking during this reporting
period was unsuccessful, the lives of innocent iadivi-
duals involved were seriously jeopardized. (See Exhibitz &

b
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- On January B two men chartered a small aircraft for
a flight from Statesville to Raleigh, North Carelina.
En route, one of the men held a revolver to the
pilot's head and ordered him to land. The man also
threatened to shoot another passenger. Tke pilot
touched down short of the runway causing substantial
damage to the aircraft and, as the aircraft vas
rolling to a stop, he and the third passenger juxmped
from the aircraft and ran to a nearby house and
called the police. The police responded immediately
and apprehended the two very intoxicated men. Both
were charged with the Federal offenses of air piracy
and interference with flight crewvmembers. Charges
were dismissed against one because he had no active
involvement and the other pleaded guilty to the charge
of interference with the fiight crew and was sentenced
to four months in prison, five years probation and
ordered to pay $6,000 damages.

Aircraft/Airport Sabotage - Summaries of three sabotage

incidents ipvolving U.S. aircraf:r and airports during this
_ Teporting period follow: )

o

On April 23 s custodial employee at Washington Nationmal
Airport was killed by a bomb explosion iz & locker reoom
on the ground floor under the main terminal, Investi-
gation indicates the bomb was contained in a small
toolbox and exploded when the employee, apparently an
unintended victim, opened the bBox. No suspects or
motives have been identified and the investigation into
the explosion is continuing.

On May 1 explosive devices damaged five helicopters in
an aircraft parking area of the general aviation airport
at Salinas, Califoranisa. The helicopters, used in crop-
dusting operations, received minor structural damage.
Two other explosive devices wvere safely removed from
another helicopter and a fixed-wing aircraft. Sevesral
days later a television station received an anopymous
letter from & group opposed to crop-dusting operations
vho claimed responsibility for the bombing. Investiga-
tion 4s continuing.

On May 10 a bomb explosion injured an electronic
maintenance man gt Emanuel County Airpert iz Swalasboro,

Georgia., The map had been called to the airpor:t te
repalir navigational equipment and whez he arrived he sav

e I Tt | YT ey Rt
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a shoebox sitting on the ground in front of the door
leading into the building housing the equipment. As:
he kicked the box away it exploded, seriously wounding
bim. No suspects have been apprehended.

Altbhough not involving an-airport or aircraft another
significant incident occurred when a bomb damaged the
offices of Mackey Airlines in Ft. Lauderdale, Florida:

© On May 25 a bomb exploded outside the main office of
Mackey Airlipes in Ft. Lauderdale., The building was
closed and vacant and no one was injured. The explosion
caused approximately $10,000 worth of damage. Shortly
after the explosion an anti-Castro organization claimed
credit for the incident and said the bomd was placed
because Mackey was considering initiating commercial
£flights to Cuba. Mackey Airlines had been seeking to
be the £irst to resume regular air service to Cuba.

Bomb Threats - For the second consecutive six-month reporting
period, threats involving the use of explosives against
aircraft and airports 4in the U.S5. bhave decreased. There were
582 bomb threats Teported against aircraft and 269 against
airports during the first six months of 1977. These figures
represent & 277 decrease from the 802 threats against
aircraf: and a 147 decrease from the 312 threats against
airports reported iv the last six months of 1976. Tventy-
one of the threats during this reporting period were
accompanied by extortion demands on the airlines or airports
involved, (See Exhibits 6 & 7)

To obtain a more accurate picture of the significance of

bomb threats, a distinction has been made between frivolous-
type threats and the more serious threats. A separate
analysis of serious threats, as defined ia Exhibit 6, provide:
a more accurate account of the adverse effects on the aviatio:
industry.

Az analysis of bomb threats against aircraft from January =
June 1877 indicates there were 293 in the serious category
representing a 9% decrease from the 323 serious sircraft
bomb threats reported in the last half of 1976. Adbout 772
(225) of the serious threats wvere received telephonically.
The others were made either verbally at screening points or
other locaticns, or iz writter or visusl forms. The threats
against aircrafc resulted ia at least 110 reported £light
delays or diversions and at least 200 aircraft searches,
eash centridbuting to passezger inconveniezce and disrTuption
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of airline operations. The threats were not concentrated
against any particular airline--they involved 46 air
carriers, including 21 foreign. Thirty-three, or about
112, of the serious threats were directed against foreign
air carriers in the U.S.

Almost all of the 269 bomb threats against airports had to

be taken seriously since 937 were received under circumstances
that made immediate evaluvation difficult. These threats
resulted in at least 30 evacuations of airport facilities,

at least 200 searches and contributed to at least 10 air
carrier flight delays. The threats involved 76 airports

across the nation, Although the decrease in airport bomb
threats appears to be significant, the extremely high number

of threats received during the first half of 1976 must be
considered. As indicated iz Exhibit 7, there was a large
increase in airport bomd threats in the first few months
following the bombing at La Guardia Airport on December 29,
1975. This increase was due mainly to the nationwide publicity
on that explosion. Since the La Guardia incident, bomb threats
against airports have remained at a level higher than before.

Aircraft and airport bomb threats resulted in 27 reports of
persons arrested under Federal or local statutes. Twventy-one
resulted in local charges against the subjects and 6 4in
Federal charges. Tour of the 6 Federal cases resulted in the
individual being f£ined or confined; 1 case was dismissed and
the prosecutive disposition of the remaining Federal case has
not yet been reported. Two of the local cases resulted 4n
fines and the prosecutive disposition of the remaining cases
has not yet teen Teported.

Possible Eiiackings or Related Crimes Prevented = The number

of hijacking attempts or other crimes against civil aviation
prevented or deterred as a result of airline and airpore
security procedures cannot be determined with certainty.
Howvever, the anumber of firearms detected at passenger screening
points under suspicious circumstances and the number of
individuals spprehended while attempting to gain upauthorized
access to aircrafc indicate that some of these individuals
were inteas on commitiing a crime. Iz at least two incidents
it appears the individuals involved intended to coumzit a crime
against aviation and were prevented from doing so by airlige
and airpor: security procecdures. This makes a total of 72
possible hiiackings or related crimes that may have been
preveated since January 1974--strong evidence cf the effective-
ness of the security measures in use. The two ipcidents .
veferted to in this reportizg period are suxzarized as

follewvs: (See Exhibit 8)
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0o After a male passenger alarmed a weapons detectorT,
he vas asked to remove any metal objects from his
pockets and walk through the detector again. The
passenger was also regquested to remove a Taincoat
whichk had numerous metal buckles. He was reluctant
to remove the coat but did so saying, "There's a clock
in the pocket," and kept tugging at the coat trying to
get it back from the airline screening agent. The coat
contained a revolver loaded with five rounds of ammuni-
tion. When a police officer on duty st the screening
point was called, the passenger became very belligerent
and it was necessary for other officers to help subdue
the man. He was arrested on local charges of carrying
a concealed weapon. The man had pumerous prior arrests
and outstanding warrants on State charges. He made no
statenents and refused to be interviewed. Due to the
many pending State charges, Federal prosecution was
declined. Subsequent to his arrest, he was sentenced
to nine moaths in jail on a previous charge.

© A police officer on duty at a passenger screening point
overpowered a man who came up behind the officer and
tried to take the gun from his holster. Upon question-
ing, the man said he had planned to use the gun "“to take
a plane to the mext city.” The mar had been arrested
two days earlier for loitering at the airport. Ee wvas
referred by the court to a menzal health facility.

EFFECTIVENESS OF PASSENGER SCREENING PROCEDURES

The current passenger screening procedures involving the
screening of all passengers and their carry-on items, coupled
with the support of local law eaforcement officers, continue
to be an integral part of the defense against aircraft
kijacking and sabotage. Equipment used by the airlines
continues to consist of walk-through weapons detectors for
individuals and x-ray inspection systems for carry-oa items,
especially at high-volume stations. Currently, 1108 walk-
through weapon detectors and 495 x-ray baggage inspection
systems are io use. Efforts are costiauing to improve the
screening equipment and to minizize passenger inccnvenience.
(See Exhibits 9 & 10

The screening procedures continue to be effective in preventi
veapons and dangerous articles from being carried aboard
aircraft, A tvecent study on Disorders and TerTorism cozducte
by the National Advisory Comzittee on Crimical Justice - -~
tandacds and Goals snd fuanded by the Law Enforcemerzt
Assistance Administration recognized this success saving that
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“the success of the campaign against skyjacking must be
sattributed in large part to the lawv making 1t & Federal
offense to carry a concealed weapon aboard an aircrafe,

the powers of search given by the law, and the thorough-
ness with which searches have been carried out.” Passenger
reactions continue to indicate that the screening procedures
are desired and expected in the interest of aviation safety.
The system in not infallible. Eowvever, its effectiveness

is clearly demonstrated by the fact that there has been

orcly one successful hijacking of a U.S. air carrier since
November 10, 1972. During this same period there have been
31 successful hijackings of foreign air carriers throughout
the world. The ocutstanding U.S. record is even more
impressive when it is considered that U.S5. aviation activity
is roughly equal to the activity of the rest of the free
world combined.

As seen Iin Exhibit 3, the inception of the current passenger
screening program 1ipm 1973 brought about a dramatic decrease
in hijacking attempts against U.S. air carrier aircrafte-
from 27 4in 1972 to 1 4z 1973. 1In 1974 there were 3 attempts
against U.S, air carriers; in 1975 there were 6; in 1976
there wvere 2; and 4ipn the first six months of 1977 there wvere
2. 1In coptrast to the foreign experience, none of these
incidents were caused by actual firearms or explosives
passing through passenger screening points. Since January
1973, over 14,000 firearms have been detected in the
passenger screening process and over 10,000 arrests have
been made.

Reporting and analytical procedures relating to the detection
of items during the screening process are focused on those
wveapons and dangerous devices considered to present the
greatest threat to aviation security. Specifically, the
analysis concentrates on the detecticn of firearms and
explosive/incendiary devices along with related intelligence,
arrest and prosecutive information.

During this reporting period more than 243 million persons
(passengers and non-passengers) were processed through airlin
screening points at the nations airpor:s. The detection of
874 firearms, including 745 bandguns, indicates a 202 decreas
fromr the 1096 firearms reported detected during the last six
souths of 1976. The 745 handguns represents a 13X decrease
£zom the 829 detected during the previous six-month period.
0f the 745 handguns detected during this period, 586 (752).
vere fouad by x-ray inospection of carrv-on items, 84 (113

by physical search of carry-on ite=s and 75 (10%) by weapons
detector screening of individuals. {See Exhibiz 11)
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It 4is not possible to determine precisely why there has
been a decrease in the pumber of firearms detected but

one reason could be dincreased public avareness that 4t

is a violation of lav to attempt to carry a wveapon aboard
an aircraft. The last Report to Congress included infor-
mation on plans for an aggressive public education campaign
in ar effort to reduce the number of weapons carried to
airports and detected in the screening process. During
this reporting period actions were taken to publicize the
Civil Aviation Security Program throughout the country.

In addition, several local law eaforcemect agencies have
initiated or are considering procedures to advise persons
receiving permits for the carriage of a concealed weapoxn
that the permit does not suthorize them toc take the weapon
aboard an aircraft or into secure areas at airports. Such
efforts to publicize the program will continue with particular
enphasis on those airports which record higher numbers of
firearms detections and arrests.

In 370 incidents, firearms were detected under circumstances
which led to the arrest of individuals under Federal or local
statutes. These 370 arrests occurred in the passenger
screening operations of some 20 U.S. air carriers at 71
airports. TIwenty-five large hudb airports (e.g., lLos Angeles
and Atlanta) accounted for 232 or 637 of the artests, and

20 medium hub airports (e.g., Hemphis and Indianapolis) for
92 or 25%. The other 46 arrests occurred at 26 small and
non-hudb airports (e.g., Little Rock and Oakland).

The 370 reported firearms arrests include 359 cases in which
local charges were filed and 11 cases in which Federal criminal
charges wvere filed. Of the 359 local cases, 116 resulted in
finpes or penalties of confinement, probation or supervision.
Charges were dismissed in 37 cases and the prosecutive
disposition of the Temaining 206 local cases has not yet been
reported., The 11 Federal cases resulted in 4 convictions

with sentences of confinement, fines, and/or probatiea. Four
Federal cases were reported to have been diszissed and the
disposition of the remaining 3 has not yvyet been reported.

CIVIL AVIATION SECURITY ACTIONS

Alrport and airiine securicy measures contipue to yield
dividends ip dincreased safecy and protection for air travelers,
air crevmenmbers, scheduled airlines and air carrier airports.
These measures, based on Federal Aviazior Regulaziocs,
currently involve 36 U.S. and 69 foreign airlines operating
some 15,000 £l4ghcs each day 2o or froz €20 U.S. and foreig:
airports and enplaning some 585,000 passexzgers and B80C,000
pieces of carry-on baggage dally. (See Exhibit 12)




The U.S. Civil Aviation Security Progracm is one of shared
responsibilities involving airlines, airports, local
communities, the Federal Government and the passengers. A
basic policy guiding the program recognizes airline Tespon-
sibilities for the safety of passengers, baggage and cargo

in their care as well as for the safeguarding of their
aircraft, Similarly, airport operators are responsible for
maintaining a secure ground environment and for providing
local law enforcement support for airline and airport security
measures. And finally, with the inclusion of security costs
in the operating expenses of U.S. air transportation systemns,
the passengers--ultimate beneficiaries of the security
progran--are directly involved in paying the costs in airlime
fares. This concept has produced a cooperative and effective
prograx capable of meeting current security needs and
responding to the changing level and nature of future threats
against civil aviation. {(See Exhibit 13)

During this reporting period, a number of significant actioms
were taken to maintain the high level of security for U.S.
civil air commerce:

Airport Security = Airport operators continue té maintain a
high standard of security awareness and vigilance at U.S.

air carrier airports. Actions have continued to provide even
better security and protection for people and property in
airport facilities. Some of the contributing initiatives

are highlighted below: .

o Federal Aviation Regulations (FAR) Part 107 - A Notice of
Proposed Rule Making reflecting a complete revision of the
current regulation was issued on Jume 10, 1977. The public
comment period closed on August 15, 1977. Many refinements
are proposed based on the more than four years experience.
As indicated in the Report to Congress for the period
July 1 - December 31, 1976, one of the more far-resching
proposals is an alternative approach to the requirement
for fixed law enforcement presence at passenger screening
points. Under the proposed rule, officers, under certais
circumstances, could patrol airport terminals to provide
broader deterrence and protection and still be able to
respond quickly to needs at passenger screezing points.
Such arrangements should Tesult ic more efficient use of
police personnel and also enhance overall terminal
security.

Another proposed refinemen:t would prohibit the introduction
of 1llegal firearms, explosives, or izncexzdiary devices into
the s&irporz. This civil prohidition wculid co=plement
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existing criminal restrictions affected by local
ordinances or by state or Federal statutes, and would
provide a civil penalty as an alternative to established
criminal penalties wvhere such action is more suitable.
This provision would not apply to weapons legally and
properly being brought to or transported through an
airport. The proposed rule also would establish
qualifications and standards of training for law
enforcement officers involved in airport security.

Financial Assistance for Airports - The Airport and
Airvay Development Act contains a number of provisions
which provide for Federal financial assistance for the
costs of certain security equipment. These provisions
have enhanced the ability of airport operators to
izplement adequate security measures.

During the period July 1975 to September 1976, 73.
separate security related projects received grants
totaling slightly in excess of §3,000,000. Construction
of security barriers, lighting, signs, gates and alarm
systems accounted for the majority of the projects.

Explosives Detection Dog Teams - During 1972 FAA, ia
cooperation with the Law Enforcement Assistance
Administration (LEAA), sponsored a program to place
specially trained explosive detection dog teams in key
cities near strategically located major airports. The
concept waé to locate these teams s0 that this emergency
support would be readily available to threatened aircraft
flying over the United States. During 1976, 6 additional
cities joined the program, and in the first six months )
of 1977, 5 more jurisdictions entered to bring the total
number of airports covered to 29. One additiomal city

is planned and should be in the program by the middle

of FY-1978 bringing the total number of key airports
covered to 30, To date, 4in asctual explosive detection
missions, the teams have discovered 20 explosive items

in the course of 1712 aircraft and airpor: searches.

In addition, they conducted 2290 explosive searches in
their local communities, detecting 55 additicaal
explosive items. (See Exhibit 14)

The teams undergo ac annual proficiency evaluation to
measuze their ability 4n all phases of performance, thus
assucing a nigh standacd of explosive detecticz surety.
The third annual evaluation completed ia early 1977 . _
reveaied that the teams have maintained a3 96.6%2 detection
suTety vate with a false aler: rate of 8.2%.
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Average search times ranged from 20 zinutes for terzinal
building areas to 9 minutes for vehicles. Aircraft
search time averaged 16 minutes, baggage areas 1l minutes
and cargo areas 18 minutes. (See Exhibit 15)

o Civil Aviation Security Training School - A special
aviation security training program was established 1ipn
1973 at the Transportation Safety Ingtitute in
Oklahoma City. Although designed to benefit everyone
involved in implementing aviation security measures,
it is used primarily for local law enforcement officers
assigned to support airline and airport security programs.
The current B-day course, funded by the LEAA, provides
in-depth coverage of civil aviation security require-
ments, procedures apd techniques, including the necessity
for courtesy, efficiency, professionalism and caution iz
airline passenger screening operations.

Through June 30, 1577, 71 classes were conducted for 1686
students including 1197 local police officers, 229 FAA
security persoanel, 32 representatives of other U.S.
Government asgencies, 23 aviation industry officials and
205 foreign students. In addition to the formal classes
at Oklahoma City, special 2-day seminars, attended by

770 persouns, have been conducted at 11 airports located
at key citles across the nation.

Also, the Transportation Safety Institute, im conjumction
with the Department of State and the LEAA, conducted a
S5-day course exclusively 4n the French language for
security personnel from three West African countries.

Aircrafr Security - The conscientious sirline implementation

of the procedures contained in the Air Carrier Standard
Security Program has resulted in more efficient and uniform
airline procedures and performance. The Standard Security
Program, which was developed in coordination with the
airlines, has been successfully used by U.S. air carriers
since January 1976. The follovwing additional steps were
taken to supplement existing security measures and to promote
increased effectiveness in industry-wide security procedures.

o Chacter Flight Operatcsrs - Recogaizing that group charter
operatiocs and related procedures provide for "built-ia"
seczurity safeguards which have adeguately met the hijack
threat--to date there has pot been a hiiacking of a U.S.
group charter flight--Federal Aviation Regulations de not
require security procedures for charter operaticsns. 1z

o T AN ALy 0




[}

- 18 =

light of recent changes in charter flight procedures
and operations, several joint meetings were held
between the industry and FAA to analyvze securicy
procedures currently in place and tc determine apy
strengthening that may be needed. Meetings of this
type are a continuing means of evaluating the adequacy
0f civil aviation security measures.

International Security Costs - A basic policy guidinmg
development of the UT.S. Civil Aviation Security Program
has been the recognition of security costs as integral
elements of total airline operating costs. Based on
this concept, security costs sre generally recovered
through the fare structure as are other operating
costs=-=fuel, equipment, wages, etc. In 1973 the

Civil Aeronautics Bosard recognized this concept in
authorizing security costs as an integral part of the
terainal element of the fare formula. For routes within
the 48 contiguous states, airlines were authorized to
increase fares up to 41 cents per originating passenger.
Other rates of increase applied to Alaskan and Eawvaiian
traffic. N

These CAB actions did not apply to international
enplanements in the U.S. or elsevhere. Recognizing

that U.S. flag carriers did not have ac explicit mechanism
to recover costs incurTed in complying with FAA gecurity
requirements in their international cperatioms, the 1976
ADAP amendments included provisions for compensating U.S.
airlines, upon their reques:, for these costs. Eightee:x
U.S. airlines would be eligible for compensation under

the 1976 law when money is appropriated for that purpose.

A Notice of Proposed Rule Making to establish procedures
for application and processing of reimbursezent claims
and related audit procedures to assure equitable reim-
bursement is in preparation and will be published in the
near future.

Foreign Air Carriers - Beginning in October 1975, certain
foreign air cacriers operating scheduled passenger £lights
to and from the U.S. were required by Federal Aviation
Regulation to adopt and impiement security programs sizilaz
to those in effect for U.S. scheduled airlines. There

have been no hijackings of air:zraf: engaged ip £ligh:s
sublect to tkis requireme:zt.
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In February 1977, FAA sponsored a conference of air
carriers subject to the security provisions of FAR

Pgrt 129. Over 125 persons attended, including
representatives of 50 foreign air carriers. Fifty-two
nations were represented in addition to the Internmational
Civil Aviation Organization, the Internaticnal Alr
Transport Association and the Association of European
Airlines. The purpose of the meeting was to provide a
forum for the exchange of security information and fLdeas
on the most effective and efficlient measures to protect
c¢ivil air commerce. The consensus of participants was
that the threat of criminal and terrorist attacks against
civil aviation continues and that there is a need for
continuing conferences of this type.

Research and Development - Following the La Guardia bombing
in December 1975, research and development efforts were
accelerated to produce 3 future generation of eguipment and
techniques to efficiently and effectively detect explosives
at airports, in checked baggage, in cargo and on aircraftc. t
Guiding principles are that new equipment and procedures |
nust be quick and effective. They must be reliable, easily
maintained and operable by relatively unskilled perscnnel.
They must not present any hazards to personms or the environ-
ment or damage luggage or its contents, and airports,
airlinpes and passengers must also be able to afford them.

All known systems and methods for detecting explosives are
being explored. The following technigues are currently
being puzrsued:

o X-Rav Absorption = An x-~-ray absorption concept (automatic
computer based analysis of the size, shape and x-ray
opacity of checked baggage contents) is being studied,
Two experimental models have been buil: and used at
Washington National and Newark International Airports
to gather data on checked baggage. Based on the analysis
of this data, a detection rate of over 90% with &
corresponding false alarm rate in the vicinity of 10%
is being predicted. Limited operational testing of these
units will begin 4in the Fall of 1977. 1Ia sddition, three
preproduction prototype systems will be procured for
further testing and evaluazion.

© Nuclear Magnetic Resopance - The technical feasidility of
the Nuclear Magnetic Resorance techazigues (dezeczicn of
& characteristic response of explosive molecules whern
they are subjected to pulsed magnetic and radio frequency
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fields) has been demonstrated with an experimental
system. Actions are underwvay to develop ac operational
prototype system for airport test and evaluation.

Thermal Neutron Activation - The technical feasibilitry
of the thermal neutron activation technique (identifi-
cation of explosives by means of the unique nuclear
reaction of the nitrogen atoms present in explosives)
has also beer demonstrated. Further placs call for the
design and fabrication of a prototvpe system for
evaluatior in the airport environment.

X-Rav Fluorescence - A study conzract has been iniciated
to evaluate the x-ray fluorescence concept (excitation
of unique fluorescent reradiation from blasting caps

due to normal constituents or added materials). Further
development of this technique will depend on the results
of this study contract.

Vapor Detection = All commercially available electron
capture explosive vapor detectors have been evaluated

at the Transportation Systems Center. The results indicate
that this type of detector cannot be used to process
checked baggage in an airport environment. As a follow-on,
a longer range progranm is underway to identify the types
and quantities of unique vapors associated with different
types of explosives. (See Exhibicr 16)

Exprlosion Effects Testing - In addition to the Tesearch
and development in the area of explosives detection,
another project was initiated to obtain a better under-
standing of the damage that occurs when explosives arTe
detonated in airport coin lockers. The preliminary tests
to quantify the damage associated with these explosions
have been completed. Locker modifications te Teduce the
hazard potential, barriers to stop bomb related fragments
and coatings for glass to reduce sharding have been
identified and are being proof tested.

In-FTlighe Exclosive Securisy - Effports 20 develop frn-fligke
emergency salety procedures for £light crewmembers when
thev encounter suspected explosive devizes on board during
£l4ight are continuing. Studies indicatirg specific
procedures for various afrerafr have been published and
disseminated to user air carriers.




International Activities - Recognizing the national interest
in the safety of U.S. registered aircraft and U.S. citizens
flying abroad, the U.S. Government and aviationm industry
Tepresentatives continued efforts to seek implementation of
effective civil aviation security programs by all natiosns.

Since 1970 there has been substantial improvement in aviation
security measures throughout the world resulting in increased
protection of civil aviation and its users from criminal acts
that threaten their safety. Many governments have developed
and implemented effective aviation security programs and the
results are reflected in worldwide hijacking statistics.

Duripg 1970 and 1971, there were 141 hijacking attempts
worldvide; whereas in 1974 and 1975, this figure was reduced

to 51. During 1976, there was a total of 18. BHowever, the
number of hijackings increased to 17 during the first six
months of 1977, The majority of the hijackings in this
Teporting period involved European and Middle East air carriers
Most of the hijacked flights were domestic which received mno

or poor preboard passenger gscreening. Most of the weapons
involved in these hijackings were introduced during the course
of passenger boarding and might have been detected by effective
passenger and carry-on item screening procedures.

International organizations such as ICAO, IATA, INTERPOL, and
the European Civil Aviation Conference are continuing
collective efforts to achieve common and high securicy
standards and to assure close ccoperation between aviation
security and law enforcement authorities iz countries through-
out the world., The FAA was represented as a member of the
U.5. delegation in the Americas INTERPOL Conference in March.
The purpose of the conference was to discuss criminal
activities of internmational interest and to plan and coordinate
programs and measures to deal with these preoblems. Twe days
of the conference were devoted almost exclusively to aviation
security with most of the emphasis being given to hijackings
and aircraft sabotage,

© Cancellation of Anri-Hijacking Agreewest with Cuba - Oz
April 15, the anti-hijacking agreement between the U.S.
and Cuba was terminmated. Cuban Prime Minister CastTo
rtenounced it in October 1976 when he alleged T.S. complicity
in the bombing of & Cubarz airliner off the coas:z of Barbados
in which 73 passengers and crewmembers were killed.
Ternicatiorn of the agreemer: was unfcrtunate because the
agreemert was effective in discouraging hijackiags to Cuba
and was acz integral part of this country's policy cf seeking
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to dery asylur to kijackers throughout the world.
Eowvever, encouragement can be taker frox Prime Micister
Castro's statement that "Cuba will never encourage aic
hijacking or put up with its perpetrators.”

© Civil Aviation Securitvy Se=ximer ~ On May 3-5, TAA
sponsored & Civil Aviation Security Sexiznar in Ssar Juzr,
Puerto Rico, to discuss regional security problems and
goals ir the Caribbean arez. The seminzr was attended
by officials of 12 countries. Such sercinmars have prove:
to provide an excellent forum to seek improvements iz
the application of aviation security measures.

o ‘Foreigr Technical Assistance - In addition to multi-
lateral efforts such &s those indicated above, FAA
contigues to pursue & bilateral prograz of technical
assistance and exchange of information. These activities
inclucde technical teams to provide advice and assistance
to foreign netions in development and/or improvement of
c¢ivil aviation security programs. The technical teams
generally are funded through az Interagency Agreement
with LEAA which provides funds for visits to a licited
pumber of countries. At the request of the govermment
of Ecuador, a tean visited that country and assisted inp
conducting a security survey of two major airports and
provided written reports with rwgyjestions for securicy
improvenents. The tez: also conducted trainicg seminars
and provided technical assistance on civil aviation
security procedures. To date, technical assistance teams
have visited 17 countries.

Also available are ipn~depth briefings on all aspects of
tivil aviation security for foreign aviation eand law
enforcement officlals. Officials from 63 countries have
been provided these technical briefings. 4Also, a pumber
of audiovisual trairning presentations have been developed
and made available to many officials of foreign airlines
and governments. ' (See Exhidbit 17)

COMPLIANCE AND ENFORCEMENT

The Civil Aviation Security Program is 4dzplemented through
a series of Federal Aviation Regulations and, as with any
lavs, the regulations are subject to both inadvertent and
deliberate vioclations. The FAA approach 4s to prevent
vioclations to the greatest extent possible by fostering

as atmosphere ©of cooperation and woluntary coupliance to «
promptly correct any deficiencies and weaknesses.
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Neverctheless, there are occesional incicdents imveolving
failures to coxply. These are investigatecd ané eppropriace
corrective actions taken includirg issuance of Warnings,
letters of Correction or, in more serious cases, Assesstent
of civil penalties.

During tbe firsc six months of 1977, FAA completed 434
investigatiors involving alleged violations cf security
regulations by airports, U.S. and foreign air carriers,

and by passengers. Thirty-six resulted in payments of

civil penalties arounting to $61,000; 292 were closed with
adzinistrative corrective action, including 191 Warcings
issued to air carriers and airport operators. Iro 106 cases,
the alleged violaticons were not substastiatedc and mo
enforcement acrions were taken. (See Exhidbiz 1B)

OUTLOOK {

The understanding and cooperation of the traveling pudblic

in accepting the security measures required to assure safe
air travel bas contributed immeasurably to the success of
the Civil Aviation Security Program. The concerted efforts
of the aviation industry, particularly air carriers and
airport operators, in carrying out the security procedures
have sassured industry-wide consistency and efficiency. The
potential for crimes sgainst civil aviation remains but the
current U.S. Civil Aviation Security Program has demonstrated
the capability of meeting and containing the present threat.
Nevertheless, 8ll parties involved must continue cooperstive
efforts to maintain this level of security while 2t the same
time working toward maximum efficiency and minimum incon-
venience in scheduled commercial air travel.

There has been substantiagl improvement in aviation security
measures throughout the world in the last several years.
Fevertheless, the sigoificant increase in worldwide
hijackings during this six-month period Treinforces the
possibility of individuals or groups exploiting the air
transportation system for their own ends. International
cooperation and combined govermment-industry efforts are
necessary to respond effectively to this threat. The U.S.
w4i{1l contipue to support and seek adoption of measures to
improve the effectiveness and efficiency of international
aviatiop security standards.
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