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Operator Process
Semi-Formal Description

This section contains a semi-formal description of the Operator
Process of KVM/370.

Data Types

primitive types and structuring mechanisms:

boolean [unordered, two elements: true, false]
string (unbounded, predefined string of length zero: nil]
integer subramge

scalar (ordered element list]
list tof any type, predefined empty list: nill
set [of any type, predefined empry set: nil]
record [field list]

undefined types:

ProcessName
tks sagelI d
CommandName

ConsoleOutputStatus: scalar(
Continuing.
Idle)

ResponseStatus: scalar(
Nof~esponse.
Rctponded)

RequestCate~gory: scalar(I
OpReques t.
ReadOpRequest, -

Prli tOpflsg.
llapUser Id)

Answer:
recordJ

HMIS: string
Text: string

emd

2
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ResponseS lot:
record

Respondent: ProcessName
TextI string
State: ResponseStatus

end

Pend i ngReques t:
record

Magid: Messageld
Kind: RequestCategory
Command: CommandName
Responses: set of ResponseSlotend

LogL ine:
record

Num: 1..33

Line: string
end

3
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Data Structures b

Answerst list of Answer

Pend Ing~equests: set of PendingRequest

Logtlessage: set of LogLine

CommandExpec ted: boole an

ConsoleOutputState: ConsoleOutputStatus

CurrentNkcpst set of ProcessName

4
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Initial Conditions

Empty (Answers)

Empty (PendingRequests]

Empty (Logflessaga]

CommandExnpec ted

ConsoieOutputState *Idle

Empty (CurrentNkcps)



9 December 1977 Systaum DevelopmentCorporation
Operator Process TM1-6862/1 11/083

Invariant Assertions

for- al 1 (131,152: PendcI ngRuquest) In P'end IngRequr~stst

& (Pl.Msgld - P2.tlsgld -> PI P2)

for all (Pi PendlInqRoquest) in Pendingrequests:
(for allI ( R1,R12ResponseSlot) in PResponsess

(Rl.Respandemt - R2.Respondsnt -> R1 8 2)

for some (R:ResponseSlot) in P.Responmes:
(R.State - NoResponse)

-Empty (P.Responseul)

for allI (L1,L2:LogL ine) in Lo ~essage:
(L1.Num *L2.Num *~LI L2)
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Global Mlacros / Furmctions

Prhimitive macro% function,:

Head (I list)
Tai ((lest)

Appemd( 0 1at/set antrV]
Insert (list~ent;Vl

(a$ yet) Undefined macros /functionat

ClockRead
M egNam*
Oest irt ion
0e i ce~yp.

7
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MegNet: process

/* subdriver of OpProcuss,
handli ng messages from Network Process *

givens Megid: flessageld

Text: string

entry: just received message, Source uNetworkProcess

action: If for some (P:PendingRsquest) In PendingRequests:
P.tlsgld - MhgId

then /* reopens@ to request *
case P.KInd: RequestCategory of

Pr Int~pfsgo
case MugName [Text] of

OptlsgPr Inted:
if EmptytAnsuers)

then Consol*CutputState <-
Idle

els 1nKerme! CaI I (Sendfleusage(
,,:r in tOpMlsg

H-ead (Anawere IN
N. workProcess)]

ConsoieoutputState <-
Continuing

Answers c-

end Taill Answers]

OpHI tAttr':
CommandExpec ted c- true
ConsoleOutputState <- Idle
IKernelCallI(Sendf~essage(

ReadOpReques t,
NetworkProcess)]

others.
error

end

8A
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ReadOpRequest:
cat& M sName(Text) of

ON eque. tReadi
ProcessCommand tText]
If CommanctExpec teda

ComeolsOutputStete *Idle

'-Empty (Answers]
then Kerns ICa II (SendMess@age(

Pr IntOpMsg C
Head (Answers] 1.

NetworkProcess) I
ConsoieOutputState <-

Continuing
Answers c-

and Taill(Answers]

OpHi tAttnt
CommandExpected -c- true
ConsoieOutputState <- Idle
lKerneiCallI SemdMussage(

ReadOpReques t,
NetworkProcess)]

others
error

end

OpReques t:
error on MegName (Text] J ResponesToOpRequest
ProceseResponse

other:
error

end
else /* request *

case MsgName(Text) of
OpHi tAttn:

CommandExpez.ic <- true
CnnsoleOutputState <- Idle
KernelCal I(Sendtlessage(

ReaciOpRequeg t,
NetwcrkProcess)]

OperatorRequest:
Answers <- Append(Answers,

<HMS .Clockftadi],
Text uText;,]
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othert
error

end
end

end MsgNet

A9
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flegAutht process

Av subdriver of OpProcees,
handl Ing messages from the Authorization Process *

given: MsUidt M'eseageld
Text% string

entry% just received message, Source m AuthProcess

action: If for some (PiPendingRequest) in PendingRequestat
P.Msgld - lisgId

then /* respones to request *
case P.KindiRequestCategory of

OpRequus ts
error on tiagName (Text)

--ResponeeToOpReques t
ProcessResponse

MapUser Ids
error on MegName (Text]

'aMappedUserld
case P.Command:CommandName of

FORCEi,-USER ID,
MESCAGE i-USER ID.
I4ARN ING*-USER ID:

OpCat3a

I ND!CATE i-USER,
LOCK#-USER 10,
QUERY+.PRI OR! TY,
SET i-F AVORED.
SETi-RESERVE0,
SETi-PRIORI TY,
UNLOCK i-USER IO,
LOCATE+-USER ID:

Op3Ca t~b

ACNTs.IJSERI OS:
OpCat7

other:
error

and
other:

error
end
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elee /l.e request *l
case MsgNaene(Text] of

OperatorReques4:
Ansuer3 <- >jpend(Answers,

<HIIS 1 ClockRead[],
Text = Text>]

AddNkcp:
Authl

Del etiNkcp:
Auth2

other:
error

end
end

end MegAuth

12
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MsgAcnt: process

/* subdriver of OpProcess,
handling messages from the Accounting Process */

given: Msgid: Messageld

Text: string

entry: just received message, Source - AcntProcess

action: if for some (P.PendingRequest) in PendingRequests:
P.Msgld - Msgld

then /* response to request */
error on ~(P.Kind - OpRequest

&
MegName(Text] - ResponseToOpRequest)

ProcessResponse
else /* request */

error on MsgName (Text] -- OperatorRequest
Answers <- Append(Anewer,<HMS * ClockReadt],

Text = Text>]
end

end MsgAcnt

13
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MsgNkcp: process

/* subdriver of OpProcess,
handling messages from all Nkcps *1

given: Megid: Messageld
Text: String
Process: ProcessName

entry: just received message, Source a Process (an Nkcp)

action: if for some (P:PendingRequest) in PendingRequests:
PMagid - Magid

then /* response to request */
error- on (P.Kind -- OpRequest)

or
(MsgName(Text] .= ResponseToOpRequest)

ProcessResponse
else /* request */

error on MsgName(Text] .- OperatorRequest
Answers <- Append(Answers,<HIMS a ClockReadl),

Text - Text>]end
end MsgNkcp

14
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macro ProcessCommand (Text: str Ing]

if CommandExpec ted
then case CommandName [Text] of

DI AL,
LOGON,
LOGOFF,
SET.-RECORO, SET4IM(!%E,
SLEEP,
UNLOCK.-SYSTEM, UNLOCK4-V I T,
AT TACH..CHANNEL.
DE TACH-4-CHANNEL,
DISCONN,
SAVES VS:

OpCate

AUTOLOG,
INDICATE.-ID, INDICATE+-PAGING,
LOCKE-SYSTEM,
MONI TOR4-NKCP,
NETWORK,
OIJERY#-PAG ING, OUERY4-SASS IST44NKCP,
OUERY.-0ASD, OUERY,-TAPES
01 JER V'-L INES, QUERY4-GRAF,
OUERV.-SYSTErI, QUERY#-USERS,
DIJERY+-NAMES.
OIJERY4--USER ID, OUERY4JUR,
D j'ERV.-OUMP, QUERY+-F ILES,
0LJERY.-READER, OUERY+-PR INTER,
OIJERY4-PUNCH. OUERY.-HOLD0,
SET #-SASS I ST'-NKCP, SET4-O0V!P,
UNLOCK..SYSTEM,
BACKSPAC.
CHANGE,
DRAIN,
FLUSH,
FREE,
HOLD,
ORDER.
PURGE,
REPEAT,
SPACE.
START,
TRANSFER,
DISABLE,
ENABLE,
LOADBUF,
ACNT..PUNCH,
DCP,
DriCP,
S TCP:

O0pCatl

ON
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FORCE#-ALL.
I NO ICATE.-LOAO, I NO ICATEM-UEUES,
MESSAGE#-ALL,
lION! TOR'.ALL.
QIJERY..SASSI STh-ALL. OUERY*-TOSK.
SE T#.SASS IST+.ALL,
WARNING+-ALL,
ACNT'-ALL:

OpCat2

FORCE#-USER I0,
INO ICATE*.USER,
LOCKo-USER ID,
IE SSAGE 4-USER ID
OUERYs-PR IOR! TV,
SEb.-FAVOREO, SETos-RESERVED,
SET#-PRIORI TV,
UNLOCK#-LJSERID,
WARNING+-USER ID,
LOCATEs-USER ID.
ACNT.-USERI OS:

OpCatS

GUERYs-RADOR,
ATTACH.-RAOOR,
DE TACH#.RAOOR,
VARY,
LOCATE*-RADOR:

OpCat4

HALT.
OUERY'-S TORAGE:

OpCatS

DUERYs-LOGIMSG:
OpCa t8a

SETe-LOGIISG:
OpCa t8b

DUERY s-ALL:
OpCatS

SHUTDOWN:
OpCat18

other:
error /* specification error *

end
else /*. must be set Iogmsg *

OpCa t8c
end
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OpOrivert process

case How~eGot~ere of
External Interrupt:

case InterruptSublype of
ilessagei

case Source of
AuthProcess: MogAuth
URProceeu: lisgUR
Nkcp: ilsgNkcp
I OPag ingSchedu I r: MsgI OPS
IOScheduler: MsgIOS
NetworkProceses MsgNet
DumpProcaesor: Megoump
Acnt~roces3: MsgAcnt
other: /* anybody else talk

to OpProcuss? *
end

other:
/* any other external interrupts? *

end

o tt~er:
1,,e any other import~int interrupt classes? *

end

KernelCall (Receivelnterruptsj
KernelCall CR2leaiseCPU

end OpOriver

17
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Entry / Exit Conditions

OpCat8: Not legal

commands:
DIAL
LOGON
LOGOFF
SET.-RECORD
SET,.1MODE
SLEEP
UNLOCK,-SYSTEM
UNLOCK-VIRT
ATTACH-CHANNEL
DETACH,-CHANNEL
DISCONN
SAVESYS

exit: N"Answers - Append [Answers,ErrorMseesage]
N"CommandExpected - true

where
ErrorMessage - <H1S - CIckRead 0,

Text . "Not a legal command.">

18
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OpCatl: Single message gent
No mappings
Single response expected (unless marked by *

cm ands: O OUERY..PAG ING *SET'-DUflP

I NDICATE.-IO +-SASSIST.-NKCP UNLOCK+-SYSTEM
...PAGING .-OASO BACKSPAC

LOCK,-SYSTEM .-TAPES CHANGE
MONITOR..NKCP #-.LINES DRAIN
NETWORK .--GRAF FLUSH

*-SYSTEM FREE
'-NAMES HOLD
4-USERS ORDER
'-USER ID PURGE
4JUR R~-
'-DUMP SPACE
+-FILES ,START

'--READER TRANSFER
'-PRINTER DISABLE
'-PUNCH ENABLE
4,-0OL LOADBUF

SET#-SASS I ST*-NKCP ACNT*-PUNCH
OCP
DMCP
STCP

exit: N"Pend ingRequests - Append (PendingRequests, Entry]
N"CammandExpected u true

where
Entry - cflsgld - new (Opflsg],

Kind - OpRequest,
Command - Command,
Responses - set:

I<Respondent - Destination (Command],
Text -nil.

State -NoResponsed>>

KernelCal led (Send~lesuage (Destination (Command])]

19
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OriCat2i Multiple Meumage8 sent -- one to each NKCP
No mappingq
Multiple response* expected (unions Marked bU *

commands:
*FORCE.-ALL
INlI CATE.-LOAD
I N I CATE.-OUEUES
M1ESSAGE~-ALL
MONI TORE-ALL
QUERY.-SASS IST#-ALL
DUE RY*-TOSIC
SET -.-SASS I STq.-ALL
*WARN ING.,-ALL
ACNI'.-ALL

exi t: N"PendingRequests a Appsnd (PemdingRequests,EntrVJ

N"Command~peted - true

Entry - <:Msgfcl new[Opllagi,
Kind - OpRequest,
Command - Command,Responses v set: (for all (N:ProcessNa,.)

for all (N:P,-ocassName) In CurrentNkcps:
Kerna ICal led (Sendl~essage (N) J

20
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OpCat3c Single message sent
Mlapping: user Id -.# NIKCP id (already Performed)OpCat3a: No response expec ted (marked by st)OpCat3bt Single responui expected

commamde:
*~FORCE#.USER IO
I ND ICA TE#-USER
LGCK--USER 10

*M1ESSAGE..USERI 0
OUERY4-PRIORZ TV
SE fe-FAVORED
SET-RESERVED
SET,-PRIORI TV
UNLOCK,-USERID
*WARNIG-USERID
LOCATEs-USER ID

given: Nkcps: set of ProcessNome
entry: for all (NI:ProcessNamg in Nkepgs

for some (N2:ProcessName)
NI w N2 in Curr~entftepat

e i tl N'Pendi ngRequests - ApPend CPendinqRequests,EntrVJ]
N"Commarnc1xpec ted - true

Entry - glsgld a new (Opllsg.)
Kind - OpRequest,
Command - Command,
Responses - set: (f or .11 (N:Pr~ves*Nem*)

In Nkcps:
,cRejpondent a N,

Tex nil,
State -NoR~egponhg>)>

for all (NiProcesshlame) In NKcps:
Kernel ~alled(Se -d~fessege (Ni I
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Op~ot~iSingle1 messae sent toi

Op~a4: ither URrcess or AuthProcess

Mappingi raddr -> device typo
Single response expected

commands:
OUERYs.RAOOR
ATTIACH4.RADDR
OE TACH*-RAOOR
VARY
LOCAl E.-RAOOR

given: Raddr: string

exit: N"PendingRequests
If OeviceType(Raddr) UnitRecord

then Append (PandingRequests,Entrijl]
else Append (PendingRsquastu,Entry2J

end
NwCommandExpected w true

where
Entryl - cMsgld - neu(Op~lsg].

Kind - OpRequest,
Command - Command.
Responses - sets

((Respondent - URProcess,
Text nil,
Stat.e NoResponsel>

Entry2 a cfsgld uneuCOplisg],
Kind uOpRequest,
Command - Command.
Responses - set:

[cRespondent - AuthProcess,
Text unil,
State *NoResponse>I>

if OeviceTypeCRaddr] - UnitRecord
then KernelCalled (Sendllessage (URProcess)]
else KernelCal led CSendflessage (AuthProcsss)I

end

22
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OpCatsf Kernel call
No message sent
Command answered

command 33
HALT
QUERYo.STORAGE

exitt N"Answers - Append(Arisaero,Entry2
N"COMMandExpec ted a true

Kerne CallIed (Command (KRespionse) 2

where
KRespones: string
Entry A HflS aClocklReadC],

Text *KResponee:,.

23
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OpCatG1 Single message to AutlProcess,
to perform user Id -ý. NKCP id mapping function

Response expected

commandst
all commands in Op categories 3 and 7

exits N"PendingRequests. AppendIPindingRequests,Entry]
N"CommandExpected a true

where
Entry - <Msgld - new(OpMeg),

Kind a IlpUserid,
Common, - Command,
Respc .. es - sets

I<Reepondent a AuthProcess,
Text * nil,
State - NoResponse~plb

KernelCai led (SendMllssage(AuthProcess) 3

)

24
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OlPCat 71 m1uliple messae$s to 8 subset of IJJCPNRe"POnte OlPeetecifrom eachMappings user Id -1 NKCP Id Waroody Performed)

ACNT..USERIC)S

glveri, Nkcpsz let of PpoceswNalfte
Onttp.t for allI 'NbPr~oee*aNaw.1 In Nkcpstfor $000 fh2:PrvcqsvNajm*, In Currontfptcps:

0*1h NPendjflg~eqqu*
0 t - APPOnld(Pend I ng~equis to Entry)NhCommandExpoct.ci , true

for a II (Ni PtocessName) I n Nkcpe:Ke I CaI cci (Sentf*¶.uaag. N))
wh~ere

Enr " d iftc new.(OptlosgI4l~n ,OpRoquest.

State NoRospone*J)>

25
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OpCat8i Loglieseaqe processing

commands:
OUERY*-LOGrISG
SE Th-LOGMSG

OpCat8a:
OUERY4.-LOGflSG:
exit: N"Answers - Append(AnswersEntrW]

N"CommandExpec ted - true

where
Entry - <HMS -ClockReadC],

Text .MakeStrlng(Logflessageb.

OpCat8b:
SE 1%-LOGIISG:
exit: N"Answers - Insert(Answers,Prompt]

N"CommandExpected - false

where
Prompt - 'cHIS -nil,

Text - LOGMSG:N".

OpCat8c:
Logllsg Line Received
given: Line#: 1-399

Line: string

entry: CommandExpected - false

exit: N"CommandExpected - true
0 N'Logtlessage

if for some (L:LogLine) in Logilessage:
(L.Num - Line#)

then Append(Remove(LogMessage,L] ,Entryl
else Append (Logllessage,Entry]

end

where
Entry - Num -Line#.

Line *Line>.

2G
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OpCats: Multiple messages to:
AuthProcess and URProcese

Kernel call
No mappings
Multiple responses expected

command:
0UERY4-ALL

exit: N"PendingRequests u Append[PendingRequests,Entry]
N"CommandExpected a true

KernelCalled[Storage(KResponse)]
KernelCalled(Sendfessage(AuthProcess)]
KernelCalled(SendMessage(URProcess)I

where
KResponse: String
Entry - <Msgld - new(OpMsg],

Kind - OpRequest,
Command - Command,
Responses - set:

[<Respondent - Kernel,
Text - KResponse,
State - Responded>,

<Respondent - AuthProcess,
Text - nil,
State - NoResponse>,

<Respondent - URProcess,
Text - nil,
State NoResponse>b>

27
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OpCatlG: Multiple messages tot
AuthProcess. URProcass, and all NKCPs
Kernel call
No mappings
No responses expected

command:

SHUTDOWJN

exit: N"CommandExpected - true

Kerne ICal led (Shutdown]
Kerne I Call ed [SendMessage (AuthProcess)]
Kerne I Cal I ed (SendMessage (URProcess) ]
Kerne ICa lled (SendMessage (AcntProcess)]
for all (N:ProcessName) in CurrentNkcps:

Kernel Called [SendMessage (N)]

28
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( Authl: Add Nkcp

given: Nkcp; ProcessName

entry: true

exit: N"CurrentNkcps * Append(CurrentNkcpa,Nkcp)

29
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Aut[,2: Purge Nkcp

given: Nkcp: ProcessName

entry: for some (N:ProcessName) In CurrentNkcpu:
N - Nkcp

exit: N"CurrentNkcps . Remove(CurrentNkcps,NkcpI

38
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Unit Record Process
Semi-Formal Description

This section contains a semi-formal description of the Unit Record
Process of KVM/370.

Data Types

primitive types and structuring mechanisms:

boolean (unoadered, two elements: true, false)
strring [unbounded, predefined string of length zero: nil]
integer subrange

scalar (ordered element list)
set (of any type. predefined empty set: nil]
record [field list]
union [list of types or data structures]

ur,7 .fined types:

DeviceAddress
HarduareStatus
Messageld
ProcessName

Class: scalar(
Aye,
Bee.

Cee,
All)

RfesponseStatus: scalar(
NoResponse,
Responded)

RelDevRequestStatus: scalar( /* Relanquish Device Request Status */
NoNeod.
ShouldSend.
Sent)

31
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CommandName: scalar (
OUERY*-UR'-ALLO
DUERV,-RADOR,
OUJERY.P-F ILES.-USER ID, OUERY.-F ILESS-ALL,
OUERY.-ROPRPU.-USERI. 0, UERY+.RDPRPIJ.-SPOOLI 0,
OUERY,.RDPRPU+.ALL.
OUERY*.HOLD.
BACKSPAC.
CHANGE.-USERI 0. CHANGE+-SYSTEII,
DRA IN.
FLUSH.
FREE,
HOLD.
OROER.-USERI 0, ORDER4-SYSTEII.
PURGE#-USERI 0, PURGE4-SYSTEM.
REPEAT.
SPACE.
TRANSFER,
LOCATE)

RequestCategory: scalar(
OpReques t,
flapUser Id,
NeedNkcp.
Ret inquishOevice)

InputOeviceStatus: scalar(
Secur ityHeader,
Sccuri tylleader~ai tForReady,
A t t achPend incq,
At tachedToSpool ingProcess,
Available,
At tachedToUser.
Do tachPend ring,
OffL-ine)

OutputDeviceStatus: scalar(
Securi tyHeader.
Secur i tyl-Heacler~a i tForReaciy.
At tacheciToSpool ingProcsss,
Socuri tyTrai Icr,
Secur i tyTra i I er~a i tForReady,
Available,
At tachedToUser,
Do tachPending,
Of fLine,
Loadbu IPend ring.
Loadbuf~a itForReady)

32
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TapeOriveStatus: scalar(
Available,
Attached,
OffLine,
OetachPanding)

ActivityStatus: scalar(
NotSpooling,
Orained,
Started,
Draining)

Spool IIda
record

Process: ProcessName
File: B..999

end

OORequestStatus: scalar(
Processing.
WaitingForDevicel

OutputDeviceRequest:
record

Process: ,- issName
RequestedC) .as: set of Class
AttachetOevY GeviceAddress
State: OOReq--4tStatus

end

TapeOriveEntry:
record

Raddr: OevicoA is$
State: TapeOriveStatue
AttachedProcess: ProcessName

enc

ResponseSlot:
record

Respondent: ProcessName
Text: string
State: ResponseStatus

end

33
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Pend ingRequest:
record

Msgid: (Icasageld
Kind: RequestCategarW
Command: CommandName

edResponses: set of ReoponseSlot

ReaderEn try:
record

Raddr: OcvlceAddress
State: ActivityStatus
CyclePosition: Input~eviceStatus
At tachedProcess: ProcessName
ClassesServedCurrently: set of Class
ClassesServedNextCycle: set of Class
Channe IStatus~ord: HarduareStatus
Line~ufferi string

end

Pr interEntry:
record

Raddr: Devi ceAddr ess
State: ActivityStatus
CyclePosition: Output0eviceStatus
AttachedProcess: ProcessName
ClassesServedCurrently: set of Class
ClassesServedNextCycle: set of Class
Relinqui shOeviceRequestState: Rel~evRequestStatus
ChannelStatusL~ord: HardwareStatus

end

PunchEn try:
record

Raddr: 0ev iceAddress
State: ActivityStatus
CyclePosition: Output~eviceStatus
At tachedProcess: ProcessName
ClassesServedCurrently: set of Class
ClassesSe-,.edNextCycle: set of Class
Rel lnquish~eviceRequestState: RelgavRequestStatus
ChannelS tatus~ord: HardwareStatus

end
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NkcpEntrWj:
record

Process ProcessName
UsableReaderas set of DeviceAddress
UsablePririters: set of OvviceAddress
UsablePunchies: set of DevlceAddross
Usabl eTae~r Ives: set of DeviceAddress

end

DeviceEntry: union offI
Reader EntrW,
Pr interEntrtj,
PunchEn t.-y)

Output~eviceEntry: union off
Pr interEntryj,
PunchEntry)
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Data Structures

ShuttingDown: boo lean

Readiers: set of ReaderEntrW

Printerst set of PrinterEntry

Punchiest set of PunchEntry

Tape~rivess set of Tape~riveEntry

PrinterSpoolpequesta: set of OutputDavicoRequest

PunchSpooiRequests: set of OutputDeviceRequest

CurrentNkcpst set of NkcpEntry

PendingRequests: set of PendingRequest

Devicest union of (Readers, Printers, Punches)
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Initial Conditions

EmPty (PandingRequestel

Emp~ty (CurromtNkcps]

Empty (Pr lnterSpoolflequestsj

Empty (PunchSpool Requests)

for allI (Ri ReaderEntry) in Readers:
(Readerinini tialStateCR])

for all (Pr:PrinterEntry) in Printers:
(Pr inter Inni tiaiState (Pr))

&
f or allI (PutPunchEn try) in PunchessK (PunchlnjnitialState(Pu3)

f or a I (IT: TapeOr iveEn try) I n Tape~rIvyes:
(TapeOrivelinni tialState CT])
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macro Reader Inl nitlialIState (RaReaderEntry)
(R.State w Drained

R.CyciePosition * Available

R.AttachodProcess - URProcess

R.Line~uffer - nil

Empty (R.ClIaseseServicdCurrent ly)

Empty (R.CtassesServedNextCyciel)

macto PrinterlnlnitiaIS-tate(PzPrinterEntry]
(P.State - Drained

P.CyclePoaition - Available

P.AttachuclProcess * lJRProceus

Empty (P. Cl asbesServedCurrent I y]

Empty tP. Cl avsesServedNextCyc I.]

P.Rel ,nquish~evicaRequestState uNoNeed)

macro PunchlnlnitialState(P:PunchEntryI
(P.State - Drained

P.CyclePoeition m Available)

P.AttachedProcess - URProcess

Emp ty.LP. ClI assesServeciCurrmn t IlyJ

Emp ty (P. C I assesServedNex tCyc I a]

P.Rel imquisIhOeviceRequestState aNoNeed)

macro TapeorivelnlnitialState(T:TapeOrlveEntry]
(T.State - Available

T.AttachedProcasu URProcuse)
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Invariant Assertions

for all (RI. KR2:RederEntry) In Readers:
R1.Raddr - R2.Raddr -> RI a R2

for allI (PrI, Pr2:PrinterEmtrs) In Printers:
PrI.Raddr - Pr2.Racd r .> Prl - Pr2

for allI (Pul, Pu2tPunchEntry) In Punches:
Pul..Raddr w Pu2.Raddr -,j Pul a PuZ

for ail (Ti, T2:TapeDrIveEmtry) in Tape~rivess
T1.Roctdr - TZ.Raddr -), Ti a T2

for allI (R:RcaderEntry) In Readers:
(for all (PriPrinterEntry) In PrInterst

(R.Raddr -- Pr.Raddr)

f or all (Pu: PunchEn try) I n Punches:
(R.Radclr .- Pu.Radcir)

f or alIl (T.Trapec~r IveEntry) i n Tape~r ivest
(R.Raddr '-- T.Raddr))

for allI (PrtPrinterEntry) in Printers:
(for all (Put:PunchEn try) In Punches:

(Pr.Raddr '-. Pu.Raddr)

f or all (T: TapeOr IveEn try) i n Tape~r Ives:
(Pr.Raddr -- T.Raddr))

for al I (Pu:PunchEntry) in Punches:
f or alIl (T: Tape~r IveEntry) i n Tape~r Ives:

Pu.Raddr '-T.Raddr
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for allI (R:ReaderEntry) in Readers:

((R.State - NotSpooling) ->
R.CyclsPosItior, Inset tAttachPending,

Os tachPend ing,
At tachedToUser,
Of fLinel)

i(R.State v~- NotSpooling) ,
R.CyclePosition inset (SecurityHeader,

Secur ityH-laderWalIt~orReadW,
At tachPend ing,
At tachedToSpooIi ngProcess,
Available))

((R.CyclePosition -Available) a
(R.ClassesServedCurrently -% R.ClassesServedNextCycle

R.AttacheclProcess - UflProcess))

for all (P:Output~eviceEntry) in Output~evices:
((P.State - NotSpcoling a>

P.CyclePosition inset (Attac~iPending,
DetachPending,
At tachedToUser,
Of fl-ins I

(P.State -. NotSpooling a
P.CyclePosition inset (SecurityHeader,

Secur ityHeaderWa itForReady,
SecurityTrailer,
Securi tyTral ler~ai t~orReady,
At tachsdToSpooIi ngProcess,
Available))

(P.CycloPosition - Available a
(P.ClassesServedCurrently -P.ClasaesServedNext.Cycle
&
P.AttacheclProcess - URProcess))

for all (OR:Output~eviceRequest) in PrinterSpootRequests:
for some (N:NkcpEntry) in CurrsntNkcps:

N.Procsss - OR.Process

for all (DFi:Dutput~eviceRequest) in PunchSpoolRequssts:
for some (N:NkcpEn try) in CurrentNkcps:

N.Process OR.Procese
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for all (N1,N2:NkcpEntry) in CurrentNkcps:
(N.Process - N2.Process .> NI - N2)

for allI (Pl. P2: Pend i ngRequest) in Pend ingReques ts:
(P1.Mscjld - P2.Msgld -> P1 - P2)

for allI (P: Pend ingRequest) in Pend IngRequests:
(for allI (R1.R2:RcsponseSlot) in P.Responses:

(R1.Respondent - R2.Respondent -> R1 - R2)

for some (R:Responý;eSlot) in P.Responses:
(R.State - NoRespone)

-Cempty (P.Responses])

for allI (N:NkcpEntrL;) in CurrentNkcps:
(f or all (0:Ocev 1ceAddress) i n N. Usab IeReaders:

f or some (R:RcacierEntry) in Readerq:
R.Raddr - 0)

(for all (0: Oev iceAddress) i n N. UsablIePr in tars:
for some (Pr:PrinterEntry) in Printers:

Pr.Raddr -0)

(for all (0:OeviceAddress) in N.UsablePunches:
for some (Pu:PunchEntry) in Punches:

Pu.Raddr - 0)

(for al I(I:QOev iceAddress) i n N. Usab IeTape~r ives:
f or some (T:TapeOriveEntry) in rapeorives:

T.Raddr -0))
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Legality C~hecks upheld in Driver:

IO)Interrupt(Raddr1 w

for some (D:DeviceEntry) in Devices:
(J.Radclr - Raddr

D.CyclePoui'tion Inset lAvailable., Securit Header,
Secur ityl-eadurWal tForlaadtj,
SecurityTrailer,
Secur ityTra I IerWa itForReadyl)
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Global Macros / Functions

primitive macros / functions:

Append (set, entry]
Remove (set.entry]
Empty [se t. entry]

undefined macros / functions:

KernelCalled

macro Relnitial izelnputSpoolOevice(R:ReaderEntry] )
if R.State - Oraining

then R.State <- Drained
KernelCal I [SendMessage(Drained(R.Raddr] ,OpProceae)]

end
R.CyclePosition <- Available
R.ClassesServedCurrently 4- R.ClausesServedNuxtCycle
R.AttachedProcess <- URProcess

macro ClassesMatch[Sl.S2:set of Class]
for some (Cl:Ciass) in Si:

for some (C2:Class) in S2:
C1 - C2
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RD: process

/* subdriver of URProcess,
handling 10 Interrupts on readers *

g i ven: R:ReaderEntry in Readers

en~y: just received Interrupt on R.Raddr

action: /* pay attention to only those interrupts
that we care about */

error on R.State Inset lNotSpooling,
Orainedi

or
R.CyclePositlon inset

AttachPending,
At tachedToSpooli ngProcess,
At tachedToUser,
Os tachPandi ng,
OffL-ine)

case R.CyclePosition:lnput~eviceStatus of
SecurityHeader:

if R.ChannelStatusL~ord.UnitCheck
then R02t)
else RO2a

end

Secur ityHeader.a i tForReady:
if R.ChannelStatus~ord.Uni tCheck

then RO2b
else RO2c

end

Available:
if ShuttingDown

then KernelCall CSendflessage(
Phys ica llyPurgeDeck ER. Raddr],

else Rol
end

end
end RD
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PR: process

/*e subdriver of URProcess,a
handling 10 interrupts on printers *

given: P:PrimterEntry in Printers

entry: just received Interrupt on P.Raddr

action: error on P.State inset lNotSpooling,
Drainedl

or
P.CyclePosition inset

At tachadToSpeoo i ngPr ocess,
At tachedTaUser,
DetachPending.
Of flinel

case P.CyclePosition: Output~eviceStatus of
SecurityHeader:

ifP.ChannelStatus~jord.Uni tCheck
then PR3b
else PR3a

end

Securi tyHeaderWai tForReady:
if P.ChannelStatusL~ord.Uni tCheck

then PR3b
el15e PR3cend

Available:
if (..-Empty(PrinterSpoolRequests])

P.State - Started

for some (DR:Output~evicaRequesti
in PrinterSpoolRequestu:

(OR.State - LWaitingFor~ovice

Cl asseuflatch (
P.ClIassesServsdCurrentlIy.

thenPR2 DR.RequestedC lasses])

end
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Securi tyTrai ler:
if P.ChanneiStatus~jord.Uni tChock

then PRSL
else PR~a

end

Securi tyTrail lr~ai tForReady:
if P.ChanrieiStatueWord.Uli tCheck

then PR5b

edelse PRSc

LoadbufPend ing:
PR~a

Loadbufi~ai tForReady:

ed PR6b

end PR
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tlsgAuthl process

/* subdriver of URProcess,
handli ng message* from AuthProcess *

given: tisgid: tlessageld
Texts string

entry: just received message, Source - AuthProcess

action: if for some (P:PendingRequest) In PendingRequests:
P.Mlsg~d . Msgid

then /* response to request *
case P.Kind! RequestCategory of

NeedNkcp:
case MsgName(Text] of

AddedNkcp a
OetermineRaddr tText]
error on

for all (R:ReaderEntry)
in Readers:

(R.Raddr -,a Raddr)
RO3a
PendingRpequests <- Remove(

PendingRequests, P]

CannotAddNkcp:
Determi neRaddr EText]
error on

for all (R:ReaderEntry)
in Readers:

(R.Raddr -- Raddr)
R03b
PendingRequests <- Remove[

PendingRequests, P]

other:
error

end
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MapUser Id:

error on tlsgName(Text] -- UseridMapped
if Nkcp .:ext] - nil

then KernelCall CSendMllssage(
UnknownUser Id (Text],
OpProcess)]

PendingRequests <- Remove[
Pond ingRequests, P)

else KernelCall[ Sendtlessage{
OpCmd (Text]I,
Nkcp (Text] 31

end

other:
error

end
else /* message is a request *

case MegName [Text] of
AddNkcp:

AUTHI

Os IsteNkcp:
AUTHZ

At tach~ev ice:
OetermineRaddr (Text]
case OeviceType[Raddr) of

Reader,
Pr inter,
Punch:

AUTH3abc

TapeOrlIye:
AUTH3d

end

other:6
error

end
end

end MsgAuth
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MeciOpt process

/* subdriver of UflProcess,
handl ing messages from OpProcess *

given: Magid: Mesuageld
Text: string

entry: just received message, Source m OpProcess

action: If for some (P: PendlIngRequest) in PendingRequests:
P.Msgld . Masgid

then /* response to request *
/* URProcess currently doesn't make any

requests of OpProceses error *
error

else case MagNametText) of

QUERY4-ALL.
QUERY.-RAOOR,
DUERYi-TAPES,

QUERY*.-READER.-SPOOLI1 0
QUERY#-PR INTER4-SPOOL IO,
QUERY.-PUNCH4-SPOOL 10,
CHANGE4-SYSTEfI..SPOOL 10:

Dpi

OUERY.--F ILES+-ALL,
QUERYI-READERI-ALL,
QUERY4-PR INTERI-ALL.
OUERY*.PUNCH*.ALL,
QUERY,-HOLD,
CHANGEo-SYSTEII.-CLASS+.ALL:

0P2

QUERY+-FILES+.USERID.
OUERY4'-READER.-USER 10,
QUERVI-PRI NTERI-USER ID,
QUERY4-PUNCH#-USER 10,
CHANGES-USER ID,
FREE,
HOLD,
OROERI-USER ID,
PURGE*-USERI 0:

0P3
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BACKSPAC,
FLUSH,
REPEAT:

OetermineRaddr(Text]
case DeviceType[Raddr] rf

Printer,
Punch:

OP4ab

other:
error

end

SPACE:
DetermineRaddr(Text]
case DoeviceTypeCRaddr] of

Printer:
OPS

other:
error

end

ORDERNSYSTEM,
PURGE4-SYSTEM:

OPS

YARY#-OFFLINE:
DetermineRaddr(Text]
cans DeviceTypetRaddr] of

Reader,
Printer,
Punch:

OPSabc

TapeOrive:
OPgd

end

$8
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VARY4.NLINE:
Outer. lneRaddr (Text]
case OevlcsTyp*ERaddr3 of

Readers
aplea

Pr inter,
Punch:

OP18bc

TapeOr i ve
OP18d

end

ATTACH:
DetermineRaddr (Text]
case DeviceT~po(Raddr] of

Reader,
Pr inter,
Punch:

OPilabe

TapeOr I e:

end

DETACH:
Determi neRaddr (Text]
case. OevlceType(Raddr) of

Reader,
Pr inter.
Punch:

OP12abc~

TapeOr i e:
OP12d

end

LOCATE:
DetermineRaddr (Text)
case DeviceType(Raddr) of

Reader,
Printer,
Punch:

OP7abc

TapeOr Iye:
OP7d

end

SHUTDOWN:
0P8
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START:
OetermineRaddr(Text]
case DeviceTUpe[Raddr] of

Rwader:
OP1Sa

Printer,
Punch:

OP15bc

TapeOrives
error

end

DRAIN:
DetermineRaddr(Text]
case DeviceType(Raddr] of

Reader:
OP14a

Printer,
Punch:

OP14bc

TapeOrive:
error

end

TRANSFER:
OP's

LOADBUF:
DetermineRaddr[Text]
case DeviceType(Raddr] of

Printer:
0P13

other:
error

end

other:
error

end
end

end MegOp
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MogNkcp: process

/* subdriver of URProcess,
handling messages from Nkcpe *

givent Process: ProcessName
Msgid: tlessaguld
Textt string

entry: just received message. Source aProcess

action: if for some (P:PendingRequest) In PendingRequests:
P.tlsgld - Msgld

then /* response to request *
case P.KImd:RequestCategorW of

OpRequest:
error on

flsgName (Text] -,- ResponseToOpRequest
ProcessResponse

Relinquish~evice:
error on MsgNametTexti .. Detach~evice
DetermineRaddr (Text]
case OeviceTypoERaddr] of

Reader.
Printer.
Punch:

NKCP1 abc

Tape~rive:
NKCP1d

end

other:
error

endelse /* request *
case MsyName(Text] of

Os tachSpoo 10ev ice:
OetermineRaddr (Text]
case OevIceTupe(Raddr] of

Reader:
R04

Pr inter:
PR4

Punch:
PU4

TapeOr ive:
error

end
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Detach~evice:
OetermineRaddr[Text]
case DeviceType[Raddr] of

Reader,
Printer,
Punch:

NKCP2abc

TapeDrive:
NKrP2d

end

NeedSpoolingOevice:
DetermineRaddr(Text]
case OeviceType[Raddr] of

Printer:
PR1

Punch:
PUl

other:
error

end

other:
error

end
end

end MsgNkcp
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URDriver: process

case HowWeGotHere of
10interrupt:

casc DcviccTlpc of
Reader: Ro
Printer: PR
Punch: PU
TapeDrive: error

end

ExternalInterrupt:
case [nterruptSubType of

SMessage:
case Source of

AuthProcess: MsgAuth
OpProcess: tisgOp
Nkcp. MsgNkcp
others 1* anybody else talk

with URPro-cess? */
end

other:
/* any other external interrupts? w/

end

other:
/* any other important interrupt classes? *1

end

KernelCall [Receivelnterrupts)
XernelCall(ReleaseCPUL]

end URDriver

II
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R01: Unexpected 10 interrupt signalling deck to be read

given: Raddr: DeviceAddress

entry: for some (R:ReaderEntry) In Readers:
(R.Raddr a Raddr

R.State - Started

R.CyclePosition - Available)

Shutting~own

action: R.CyclePosition <- Securityl-eader
R.Line~uffer <- nil
KernelCallI(RequestlO(R.Raddr) for input]

e.c it: N"R.CyclePosit ion - Securityl-eader
N"R.Line~uffer - nilK ~KernelCal led(RequeetIO(R.Raddr) for input]
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RO2a: Expected 10 interrupt signalling security header read

given: Raddr: DeviceAddress
Process: ProcessName

entry: for some (R:ReaderEntry) In Readers:
(R.Raddr -R3ddr

R.State ~-NctSpooling

R.CyclePosit ion - Securityl-eader

R.ChannelStatus~jord.Uni tCheck - false

R.Line~uffer v- nil)

action: if for some (N:NkcpEntry) in CurrsntNkcps:
(N.Process - Process)

then if for some (D:DeviceAddress)
in N.UsableRsiders:F' (D - R.Raddr)

then /* Attach Device *
ý'arne[CallI trantAccess(

N. Process.R.Paddr)1
if OK

then R.AttachedProcess <- N.Process
R.CyclePositl on

<- A ttact,adToSpool 1ingProcess
KernelCall tSendflessage(

SpoolDeviceAttached (R.Raddr],
R. AttachedProacess) 3

else /* Kernel did not grant access:
something's wrong */
KernelCall (Sendflessage(

Phsijaica I I PurgeDeck [R. fladdr'
OpProcess))

Ra In It iaI I zel nputSpoolICycle a(R]
end

else /* Nkcp 'exists but
cannot use this reader *
Keri'elCallI SondliessageC

Physical IyPurge~eck(R.Haddr],
OpProcess)]

Pelni clal izslnputSpoolCycle (R]
end
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else /* necessary Nkcp does not currently exist /
R.CyclePosition <- AttachPending
R.AttachedProcess <-. Process
KernelCall ESendflessage(

NeedNkcp [R. A ttachadProcess, R. Raddr] ,
end AuthProcess)]

exit: N"R.CyclePosition
if for some (N:NkcpEntry) in CurrentNkcpst

N. Process, - Process
then If for some (0:DeviceAddress)

in N.UsableReaders:
(D - R.Raddr)

GrantedAccess
then AttachedToSpool ingProcess
else Available

end
else AttachPending

end
N"R.AttachedProcess

if for some (N:Nkcp~ntry) in CurrentNkcps:
N.Process - Process

then if for some (O:DeviceAddress)
in N.UsableReaders:

(0 - R.Raddr)

GrantedAccess
then N.Process
else URProcess

end
else Process

end
N'R.State -

if for some (N:NkcpEntry) in CurrentNkcps:
(N.Process - Process)

(for all (D:DeviceAddress)
in N.UsableReaders:,

(0 -- R.Raddr)
or
^0GrantedAccess)

R.State - Draining
then Orained
else R.State

end
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N"R.ClassesServedCurrent ly
if for some (N:NkcpEmtry) in CurrentNkepot

(N.Process a Process)

for all (D:DeviceAddreug)
In N.UsableReaderst

(0 ̂,- R.Fladdr)

GrantedAccess
then R.ClasseaServedNextCycle
else R. Cl assegServedCurrent ly

and

If for some (NiNkcpEntry) in CurrentNkcps:
(N.Process - Process)

then if for some (0:OeviceAddress) in N.UsableReaders:
(0 - R.Raddr)

then KernelCalled (GrantAccess]
if GrantedAccess

then KernelCalled (Sendflessage(
N. Process)]

sise Kern. ICal led (Sendflessage(
OpProcess)]

if R.State w Draining
then KerneiCalled(

OPP ase)]
end

end
else KernelCalled (SendMessage (OpProcess)]

if R.Stats - Draining
then KernelCalled (Sendflessage(

OpProcess)]
end

end
else KernelCal led(Sendflessage(AuthProcess)I

end
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R02bl 10 Error when attempting security header read

given: Raddri DeviceAddress

entry: for some (R:ReaderEntry) in Readers:
(R.Raddr *Raddr

R.State NotSpooling

(R.CyclePosition inset (SecurityHeader,
&Secur ityH.eaderWa itForReady))

R.ChannelStatus~jord.Unl tCheck * true)

action: R.CycicPosi tion <- Securi tyl-eaderWai t~orReady
KernolCallI (Sendflessage (I nteryent lonRequ ired[ER.Rai. r-],

OpProcess) J

excit: N"R. Cyc IePos I tioan - Secur i tyi~eaderWa i tForReady

Kerne ICa I I ed (Sendtlessage (OpProcess)]I

Go
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RO2c: Reader error cleared by operator (10 interrupt signallIIng
device ready)

given: Raddr: DeviceAddress

entry: for some (R:ReaderEntrW) in Readers:
(R. Raddr aRaddr

R.State ~-NotSpooling

R.CyclePosit ion - Secur'ityHoaderL~altForReady

R.ChannelStatus~jord.Umi tCheck - false)

action: R.CyclePosition <- SecurityHeader
R.Line~luffer ýc- nil
KernelCaI I RequestlD(R.Raddr) for input]

exit: N"R.CyclePosition - Securityl-eader
N"R.Line~uffer - nil

KerneiCalled(RequestIO(R.Raddr) for input]
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RO3a: AuthProcess message re Nkcp creation: added

given: Raddr: OeviceAddreas

entry: for some (R:ReaderEntry) in Readers:
(R.Raddr - Raddr)

for some (N:NkcpEntry) in CurrentNkcps:
(N.Process - R.AttachedProcese)

error on -(R.State -a NatSpooling

R.CyclePosition * AttachPending)

action: if for some (D:OeviceAddress) in N.UsableReaders:
0 - R.Raddr

then /* attach process *
KernelCall (GrantAccess(N.Process,R.Raddr)I
ifV OK

then R.CyclePosition <-
At tachedroSpoolIi ngProcess

KernelCall tSendflessage(
SpoolOeviceAttached fR.Raddr],
N. Proc'ess) 3

else /*. Kernel did not grant access *
KernelCall[C~ndt~essage(

Physical lyPurge~eck(R.Raddr],
OpProcess) 3

KernelCall (SendMessage(
Purgel fAbi e,
N.Process) 3

Rplni tial izelnputSpoolCycle(RJ
end

else /* NKCP exists but cannot use this reader *
KernelCal I(Sendflessage(

Physical lyPurge~eck(R.Raddr],
OpProcess)]

KernelCall tSendilessage(
Purge! fAble,
N. Process) 3

Reinitial izelnputSpoolCycle(RJ
end
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exit: N"R.CyclePosition-
If for some (DiDw',iceAddress)

n IN.UuableReaderes
(0 -R.Raddr)

Gran tedAccess
then AttachedToSpool ingProcemu
else Available

end
N"R.State

If (for all (iDayeiceAddress)
in N.UsableReaderst

(0 .. R.Raddr)
or
Grin tedAccess)

R.Stats a Draining
then Drained
else R.State

end
N"R.ClIaseseServedCurrent ly

if for all (0:OeviceAddress)
in N.UsableReaders:

(0 ~.., R.Raddr)
or
-Grin tedAccess
then R.ClassesServedNextCycl a
el se R. Cl ausesServedCurrentlIy

end
N"R.AttachedProceus

if for all (D:DeviceAddress)
in N.UsableReaders-.

(0 -. R.Raddr)
or
SGrin tedAccess
then URProcess
else R.AttachedProcess

end

KernolCal ledESendMessage(N.Process)I
if for some (D:OeviceAddreus) in N.UsableReaders:

(0 - R.Raddr)
then KernelCalled (GrantAccess]

if vGrantedAccess

edthen KernelCal led (SendMessage (D!~Process)I

else KernelCal Ied[Sendllessage(OpProcess)]
end
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Unit Record Process TM-6862/111/00

PD3b: AuthProcess message re Nkcp creation: cannot add

given: Raddr: DeviceAddress

entry: for some (R:ReaderEntrW) In Readers:
R.Raddr *Raddr

error on w.(R.State ~.NotSpool Ing

R.CyclePosltlon a AttachPending)

action: KernelCall (Sendflessage(
Physical lyPurge~eck[R.Raddr],
OpProcess) I

Relnitial izelnputSpool~evice[R]

exit: N"R.State
if R.State a Draining

then Drained
edelse R.Stats

N"R.CyclePosltiom - Available
N"R.ClassesServedCurrmntly * R.ClahbesServedNextCycle
N'R.AttachedProcess a URProceus

Kernel Cal led CSendMessage tupProceus)I
if R.State - Draining

then KernelCal ied[SendMessage(OpProcsss)I
end)

64



9 Decemnber 1977 System Oevelopment Corporation
Unit Record Process TM1-6862/111/80

R041: Process releases reader of ter spool Ing

given: Radcir: DeviceAddress
Requesti ngProcess: ProcessName

entry: for some (RtResder~mtry) In Readers:
R.Raddr a Raddr

error on v(R.State w- NotSpool Ing

R.CyclePosi tiori - AttachedtaSpool ingProcesss

R. AttachedProcess w Request ingProcess)

action: KernelCall tRefease~evice(R.AttachedProceussR.Raddr)I
I f OK

then ReinltializainputSpool~evice(R]
else KernelCall (Sendflessage(

0ev IceNotRe leased (R.Raddr],
R.AttachedProcess) 3

KerneiC. lied (SandMEssage(
DeviceNotRel eased C

R.Raddr,
R.AttachedProcess],

OpProcess) I
end
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exit: NMR.State
if DeviceReleased

R.State . Draining
then Drained
else R.State

end
N"R.C~clopouit ion

If De~vlceReleased
then Available

edelse R.CCcIOPOsition

N"R.Cla~sagSarvedCurrentiV
;f DeviceReleased

then R. Cl sassServedNex tC~c I
edelse R.ClIasse*ServedCiurrent lW

N"R.AttachedProcehs
if DeviceReleased

then URProcess
else R. AttachedProcess

end

K~rne I Called fRe IeaveseveIcsj

if (-OeviceReleased)
R.State - Draining
then KerniCa lied tSendtlessage (OpProcess)]

end kre~le(adetg(.tahdrcs)
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OP14a: Drain (Reader)

given: Raddr: DeviceAddre~s

entry: for some (R:ReaderEntry) in Reader$:
R.Raddr - Raddr

error on R.State - NotSpooling

action: If R.CyclePouitior, - Available
then R.State c- Drained

lKernelCallI Sendtlessage(
DralnedER.Raddr],
OpProcess)]

else R.State -- Draining
end

if R.CyclePosition a Available
then Drained
else Graining

end

if R.CyclePosltlon - Available
then Kerne ICal led (Sendfleuuage (OpProcess)I

end
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OP15a: Start (Re der)

given: Raddr: DeviceAddress
NewClasses: set of Class

entry: for some (R:ReaderEmtry) In Readers:
R.Raddr - Raddr

error on R.State - NotSpool Ing

action: if Emnpty (NewCl asses)
then if Empty[ClassesServedCurrentty]

then Kern. ICall[ Sendllessage(
MuatProvideini tialCiassListl

R.Raddr],
OpPr-ocess) I

else R.State <- Started
Kerne ICallI Sendrlessage(

S tar ted ER. Raddr]

end OpProceas) I

else R.ClassesServedNextCycle <- NewClasses
if R.CyclePosition w Available

then R.ClassesServedCurremtly <-
NewC (asses

end
R.State <- Started
Kerne (Cali tSendllessage(

S tar ted (R. Raddr],
OpProcess)]

end
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exit: N"R.Stata
if (-Empty(NewC lasses])

or
('.ýEmpty(R.ClassuuServedCurrsnt ly])
then Started
else R.State

end
N"R.ClassesServedNextCycle

if ..Empty[NewC lasses]
then NewC lasses
else R.ClassesServedNextCycle

end
N"R.ClassesSeryedCurrently-

If (-EmptyfNeuClasses])

R.CyclePosition a Available
then NeuC lasses
else R.ClassesSearvedCurrent ly

end

Kernel Called (SendMessage (Ofr'rocesse)I
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PRPU1: Process request for output spooling device assignment

given: Process: ProcessName
RequestedClassest set of Class

entry: true

error on for allI (N:NkcpEntry) in CurrentNkcps:
(N.Process ý. Process)

or
Empty (Reques tedC lasses]

action: if -Shutting~own
then PrinterSpoclRequests <-

Append (Pr interSpool~equestsEntryI
end

exit: N"PrinterSpoo'Rwuests
if -.ShuttingDoun

then Append(PrinterSpoolRequests,EntryI
edelse PrinterSpoolRequests

where
Entry -<Process - Process,

Requested~lasses - RequestedClasses,
Attached~e% ice -?,
State - LaitingForoevice>
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PRPU2: Printer Assignment (for spooling;

given: OR: Output~evicaRequest in Pr~interSpoolRequests
P: PrinterEntry in~ Printers

entry: P.Stato - Started

P.ICyclePosition - Available

OR.State - LlaitingFor~evice

Classcesfatch(P.ClassasServedCurrsnt ly,
OR. RetquestedC lasses]

action: let (N:NkcpEntry) in CurrentNkcps:
(N.Process - OR.Process) in

if for- some (O:OeviceAddress) in N.UsablePrintsrs:-
0 - P.Raddr

then P.AttachedProcess <- OR.Process
P.CyclePos t ion <- Securityl-eader
OR.AttachedOevice <- P.Raddr
OR.State <- Processing
KernelCall (RequestIO(P.Raddr) for output]

end
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exit: N"P.AttachedProcess
if for some (D:OeviceAddress)

in N.UsablePrinteres
o - P.Raddr

then OR.Procees
else P.AttachedProcess

end
N"P.CyclePosit ion

if for some (D:OeviceAddress)
in N.UsablePrinters:

o - P.Raddr
then Secur ityHeader
else P.CyclePosition

end
N"DR.Attached~eviCe

if for some (O:DeviceAddress)
in N.UsabiePrinters:

o - P.Raddr
then P.Raddr

edelse OR.AttachedOevics

N'0R.State -
if for some (O:OeviceAddress)

in N.UsablePrintsrs:
o - P.Raddr

then Processing
else OR.State

end

KernelCal I RequestiO(P.Raddr) for output]
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PRPU3a: Interrupt indicating end of security header output on
printer

given: Raddr: DeviceAddress

entry: for some (P:PrinterEntry) in Printers:
(P.Raddr *Raddr

P.State ~-NotSpooling

P.CyclePosit ion - SecurityHeader

P.ChannsiStatusWord.Uni tCheck w false)

action: Ker melICal IC Gran tAcce a a(P. At tachedProceas. P.Raddr)]
if OK

then P.CyclePosi tion <- AttachedToSpool ingProcess
KernelCall (Sandfleusage(

Spool ing~evicsAttached(P.Raddr],
P. AttachedProcess3 J

if P.Rel inquish~eviceRequestState a ShouldSend
then P.Rel inquish~eviceRequestState -c- Sent

KernelCall[ Sendflessage(
Dr ain EP. RaddrJ,
P. At tachedProcess) ]

end
else / * Kernel did not grant access as expected *

KernelCall (RequestlO(P.Raddr) for output]
P.CyclePosition <- SecurityTrailer
let (OR:Output~eviceEntry)

in PrinterSpoolRequests:
(OR.State - Processing

DR.AttachedDevice - P.Raddr

P.AttachedProcess - DR.Process) in
OR.State <- LWaiting~orDevice

end
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exit% N"P.CyclePositiofl
if GrantedAccess

then Attach*dToSp~oo ingProcess
else SecurityTrailer

end
Nl"P.ReI inquisho)evlceRequ*stState

if GrantedAccels

P.Rel inquIshOeviceRawUs~tState a ShouldSend
then Sent
else P.Relimquish~eyiceRequestState

end

KernelCalled [GrantAccess]
if GrantedAccess

then KernelCall 6d(Sfldfossage(P.AttachadProcUss) I
if P.ReI inquishgeviceRequestState - ShouldSefld

then Kernelialled tSendtlessagel
P. At tachedProcmss)]

end
else KernselCal led tRequestIOtP.Raddr) for owtput]

end
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PRPU3b: Interrupt. 10 error om attempt to output security header

given: Raddr: DeVIceAddr-jes

entry: for some (P:PrinterEntry) in Printers:
IP.Raddr* Raddr

P.State ~mNotSpooling

P.CYclePosi tion Inset fSecuri tWHescer,
SecuritwHeaderWait~arReadW)

P. ChannulStatug~ord.UnitCheck w true)
act ions P.CYClePosi tion <- SecurityHeader~ai t~orReacyKernelCa I CSenctfehuags(mnteryont ionRequired[P.Raddr],

OpProcess) I

exit: N"P.CycloPosi tion u Securi tyHeaderL~ai tForReady

IKerneICa lied (SendMessage iOpProcea a)]
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PRPU3c: Interrupt indicating OK to retry security header output

givens Raddr: DeviceAddress

entry: for some (P:PrinterEntry) in Printers:
(P.Raddr *Raddr

P.State NotSpooling

P. CyclIePosit ion - SecurlItyl-eader~a i tForReady

P.ChannelStatus~jord.UnitCheck a false)

ac t ion: P. Cyc IePoslit ion <- Securi1tyHeader
KernsalCallI(RequestlO(P.Raddr) for output]

exit: N'P. Cyc IePo i t Ion - Secur ityHoader

KerneiCal led(RequestlO(P.Raddr) for output]
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PflPU4: Process Message, relIease output WpOoInI g dev Ice

givent Racidr: DeviceAddress
Process: ProcessName

entry: true

error on -(ifor some (P:PrinterEntry) In Printers:
(r.Raddr Raddr

P.State - NotSpooling

P.CyclePosi tion - AttachedToSpooi ingProcess

4PAttachadProcess - Process)

4for some (DR4Output~ovicaRequest)
In PrimterSpoolRequeats:

(DR.Process a P.AttachedProcess

4OR-State - Processing

4OR.AttacthodOevice - P.Raddr))

action: P.CyclePositiom ýc- SecurityTrailer
P.Ateche~rocss - URProcess

KermelCall (Requeat1O(P.Raddr) for outputjPr~imterSpootRequesto <- Remove (PrinterSpoolRequests,DRI

ex~it.. N"P.CyclePosition -SecurityTrailer
N"P.AttachedProcess - URProcess
N"Pr interSpoolRequests -

Remove (Pr illterSpoolRequests. DRI
KemlaldRqetOPRdr for output)
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PRPUSa: Interrupt Indicating successful completion of security
traileir

jivem: Raddr: DeviceAddress

entry: for some (P:PrinterEntry) In Printers:
(P.Racgor -Raddr

P.bicate ~mNotSpooling

P.CyclePosition - SecurityTralier

P.ChanneiStatusWord.UnI tChock - fal se)

action: if P.State a Draining
then, P.State <- Drain'ed

end
P.ClassesServedCurrently <- P.CiassesServedNextCycie
P.ReI inquishOeviceRequestState <- NoNeed
P.CyciePosition <- Available

exit: N'P.State
if P.State a Draining

then Drained
else P.State

end
N'P.Classesc.2rvedCurrently - P.CiasessServedNextCycle
N"P.Rei inqukshOeviceRequestState NoNeed
N"P.Cycic~osition -Available
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PRPUSbt Interrupt, 10 error on security trailer output

given: Raddr: DeviceAddress

entryt for(some (P:PrinterEntry) In Printers:
(PRaddr *Raddr

P.Stats e NotSpooling

P.CyclePosition Inset (SecurityTrailer,
Secur ityTra ilIer.a i tForReady)

P.ChannelStatusWord.Uni tChock - true)

ac t ion: P. CyclIcPos it Ion <- Secur ItyTra I IerWa itForReady
Kerne (CallI Seridtlsuage(

OpProcess)]

exit: N"P.CyclePosition a SecuritWTrai Iert.aitForReady

Kernel Called (Sendflessage (OpProcess)I
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PRPLJSCI Iter~~t OA to retry securitW trailer output

given: Raddcri DeviceAcgdrgg*

entry; for some (P:Pr-InterEmtrwj In, Printers:
(P.Racddr *Raddr

PState NotSpoon)ng

a
P. ChannelStatu.s1ord iUni tChock . fslso)

ac t i o. P CYjC IOPOgS~ 0 i o - Secur I tTre 11 rlKerneICal I ~RquestlO(P.Raodr) *jr outout]
exit: N"P.Cyc(sPouitIon a SocurltWTraIllo-

Kerrne Cal led(RequestIO(P.Radde-) f or output]
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OP14bct Drain (Printer, Punch)

given: Raddr: OeviceAddress

entry: for somue (P!OutPUtOevlcsEntry) in Outputoevicsg:
P.Raddr - Raddr

error on P,State . NotvjpoOflnO

action: t IfP.CYCIOPosition - Available
then P.State ý- Ora~med

Kerne iCallI(Sondileusage(
Drained (P.Raddrl,
OpProcess))

eleif P.CyciePous tion a AttflchedToSpooI ingProcess
then if P.Roi inquiSh~eviceRequest9tate

aSent
then P. Re I I nqui Sh~ev 1ceReques tS 8tat

4- SentIKerneICaI I (Sncitessage(
Drai n 1P .Rdr).
P. AttachedProcess)]

end
else P.eiqiheic~qettt

,c- ShouidSend
end1
P.State t- Draining

endJ
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exit: N'P.State
if P.CyclePositicn - Available

then Orained
else Oraining

end
N"P.Rel inquishOeviceRequestState

if P.CyclePosition
At tachedToSpooIi ngProcesss

then Sent
else if P.CyclePosition -Available

then P.Rei inquishDeviceRequestState

edelse ShouldSend
end

if P.CyclePosition -Available

edthen ll(ernelCal led (Sendflessage (OpProc:ess)I

if P.CyclePoslt ion - AttachedroSpool ingProcess
&
P.Re'' -'tishOeviceRequestState -- Sent
the 'Ca lad (Sendflessage(P.AttachedProcess)]

end
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OP15bc: Start (Printer, Punch)

given: Raddr: OeviceAddress
NewClasses: set of Class

entry- for some (P:Output~eviceEntry) in OutputOevces:*
P.Raddr - Raddr

error on P.State - NotSpool ing

action: if Empty [NewC lasses]

Empty(P.ClassesServedCurrently)
then KernelCall (Sendtlessage(

flus tProv ideln it ia ClassL 1st(P .Raddr].
OpProcess) J

else P.State <- Started
KernelCall (Sendflessage(

S tar ted (P. Raddr]
OpProcess) I

i f ý.Emp ty tNewClIasses)
then P.C IassesServedNextCyc Is

<- NewC lasses
if P.CyclePosition - Available

then P.ClassesServedCurrently
<- New~C lasses

else SendRequest (I
end

end
end

macro SendRequest (3
if P.CyclePosi tion w AttachadToSpool ingProcess

then if P.Relinquish~eviceRequestState -a Sent
then P.Fel inquishOeviceRequestState <- Sant

KernelCall (Sendtlessage(
Drain (P. Raddr),
P.AttachedProcess) I

end
else P.Rel inquishOeviceRequestState <- ShouldSend

end
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exit: NP.State
if (-.Eip ty [NewClIasses])

or
(-EmptytP.ClassesSeryeciCurrently])
then Started
else P.State

end
N"P.ClassesServedNextCycle

if -Empty(NewC lasses]
then NewC lasses

edelse P.ClassesServedNextCycle

N"P.ClassesServedCurrent ly -
if P.CyclePosition -Available

ýEmp ty (NewClIasses]
then NewClasses
else P.ClIassesServedCurrentlIy

end
N'P.Rel inqui ih~eviceRequestState-

if ..Etpty(NewC lasses]
then if P.CyclePosit ion-

At tachedToSpooIi ngProcessK. then Sent
else if P.C~clePosit ion

Available
then

P.Rel inquishOeviceRequestState
else Sh'iuldSend

end
end

else P.Rel inquish~eviceReLquestState
end

KernelI Call Ied (SendMessage (OpProcess)I
if (-Empty (NewClasses])

P.CyclePosi tion w AttachedToSpool ingProcess

P.Rvl inquishOeviceRequestState ,,. Sent
then KernelCalled (SendMessage (P.AttachedProcees)I

end
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OPG: Miscellaneous commands

commands:
OUERY#-UR
QUERY#-ALL
OUERY#-RADOR
QUERY.-TAPES

entry: true

exit: KernelCal Ied(Sendilessage(OpProcess)I
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OPi: Single message sent
No maps
Single resoonse expected
No device state information modifications

commands:
QLUERY*-READER4.SPOOLID
QUERY4-PRINTER*.SPOOLI1
OUERY-PUNCH+-SPOOL|O
CHANCE 4-SYSTEM4-SPOOL ID

entry: true

exit: N"PendingRequests - Append(PendingRequests.
<Magld * new[Messageld].
Kind - OpRequest,
Command - Command,
Responses u I

<Respondent - Destination[Command].
Text * nil,
State - NoResponse>)>]

KernelCalled(SendMessage(0estination(Command])]
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OP2: Multiple messages sent
No maps
Responses expected
No device state information modifications

commands:
OUERY4-F I LES#-ALL
OLIERY.-REAOER,-ALL
GUERYe-PRINTER+.ALL
QUERY-PUNCH#-ALL
QUERY-HOLD
CHANGE*-SYS TEM4-CLASS#-ALL

entry: true

exit: N"PendingRequests - Append(PendingRequests,
<Msgld u new[Messageld),
Kind - OpRequest,
Command a Command,
Responses = Ifor all (N:ProcessName)

in CurrentNkcps:
<Respondent - N,
Text = nil,
State - NoResponse>l>]

for all (N:ProcessName) in CurrentNkcps:
KernelCalled[Sendtlessage(N)]
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oP3: Single message sent
Mapping: User Id -> Nkcp Id
Single response expected
No device state information modifications

commands:
OLERY.-F I LES#-USER ID
QUERY+-READER4-USERID
UUERY#-PRINTERq-USERID
QUERY,-PUNCH.USERID
CHANGE+.USERID
FREE
HOLD
ORDER'-USERIO
PURGE.-USERID

entry: true

exit: N"PendingRequests - Append(PandingRequests,
<MsgId - new(Messageld],
Kind -MapUserId,
Command - Ccmmand.
Responses - I

<Respondent - AuthProcess,
Text m nil,
State - NoResponse>}>]

KernelCalled(SendMessage(AuthProcess)]
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OP43bi commands:
BACKSPAC
FLUSH
REPEAT

given: Raddi-: DeviceAcddress

entry: for some (P:OutPut~oviceEntrW) In OutputDovices:
P. Radd,- Raddr

error on -(P.State s NotSpooling

P.CyclePosit ion - AttachedToSpool ingProcess)
exi t: N"PendingRequeste - AppendP ~PndingRequests,

-(isgid - new Wessaguld],
Kind - OpRequest,
Command - Command,
Responses-

<Respondent a P.AttacthedProcess,
Text anil,

State aNoRusponse>,>]

KernelCal led(Ssndflessage(P.AttachedProcgsg)J
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OPS: command:

SPACE

given: Raddr: DeviceAddress

entry: for some (P:PrinterEntry) in Printers:
P.Raddr m Raddr

error on'd(P.State ~= NotSpooling

P.CyclePosition - AttachedToSpoolingProcess)

exit: N"PendingRequests a Append[PendingRequests,
<Msgld - neu[Messageld],
Kind - OpRequest,
Command * SPACE,
Responses - I

<Respondent - P.AttachedProcess,
Text - nil.
State - NoResponse>l>]

KernelCalled (SendMessage(P.AttachedProcess)I
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ORB: commands:
OROER#-SYSTEM
PURGE*-SYS rEM

given: Nkcps: set of ProcessName

entry; true

exit: N"PendingRequests - Append (PendingRequests,.
<M~sgId -new(Messageld],.

Kind -OpRequest,
Command -Command,
Remsponses - Iffor all (Ns ProcessName) i n Nkcps:

<Respondent a N,
Text anil,

State aNoResponse>.I>J

for all (N:.ProcessName) in Nkcps:
Kernel CalIled [Send~lessage (N)l
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OP7abci LOCATE of Reader, Printer, Punch

given: Raddr: DeviceAddress

entry: for some (D:DeviceEntry) in Devices:
O.Raddr - Raddr

error on O.CyclePosition -. inset lAttachedToSpoolingProcess,
AttachedToUserJ

exit: N"PendingRequests u Append (PendIngRequests,
<fMsgld . new[Messageid],
Kind * OpRequest,
Command a LOCATE.
Responses - I

<Respondent - O.AttachedProcess,
Text * nil,
State - NoResponse>I>]

KerneiCalled[SendMeessage(O.AttachedProcess)]

92



Uni Recombrd Pro77 Sgstem Development Corporation
UnitRecod PrcessTM-6062/111/00

OP7d: LOCATE of Tape Drive

given: Raddr: DeviceAddress

en try: for some (TiTapeOriveEntrw) in Tape~rives:
T.Raddr - Raddr

error on T.State ,- AttachedToUser

exit: N"PendingRequests - Append (PendingRequests,
cisgld *new(Ilessageld],

Kind -OpRequest,
Command - LOCATE.

RepnsscRespondent a T.AttachodProcess,

State aNoResponse>.bd

KernelCal ledtSendMeusage(T.AttachedProcesg)I
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0P81 command:

SHUTDOWLN

entry: true

action: Shutting~own g- true
for all (ORiOutput~ayicaRequest)

in PrinterSpoolRequestst
if OR.Stats . LaitingFor~evice

then PrinterSpoolRequesto <- Removelt
Pr interSpoo lRequesta,DR]

end
for all'(OROutputDeviceRequest)

in PunchSpoo Requests:
if OR.State . Waitlng~or~evice

then PunchSpoolRequests <- Removal
PunchSpool Requests, ORI

end

exit: N"Shutting~owmj - true

for all (DR:-OutputDevicsEntry) in PrimterSpoolReque-itst
N"OR.State -- WaitingFor~ovice

for all (DRtOutputOeviceEntry) In PunchSpoolRequests:
N"OR.State ~-WaitingFor~evice
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CJP~abc: Vary offline (Reader, Printer, Punch~)

givens Raddrt OevicsAddress
en try: for lon'. (0:OeviceErntry) in Devices:

LJ.Fadcgr - Raddr
error on D.CyclePosition -.!meet fAvallableOuLine)

action: O.CIcIePosition <-OffLin,
Q.State <- NotSpooling
KernelCallI(Sendlessage(

OffLine(C.Raddr),
Opprocess)]

exit: N"O.CyclePosition a OffLine
N0O.State a NotSpooling

Kerne ICa I d (Sendirleasge (OpProcess)]
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OP9d: Vary attuine (Tape Orive)y

given: Raddri DeviceAddress

cintry: f or some (TiTape~riveEntry) in Tape~rIvess
T.Raddr a Raddr

error on T.State .tinset (Avaullable,OffLine)

action: T.State 4- OffLine
iKernelCall[Sencimessgo(

Of fLine(.Raddr],
OpProces@li

exit: N"I.State u OffLine

Kerne I Ca I Ied (Sendilesuage (OpProcess),)
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Unit Record Process h662110

OP10a: Varyj online (Reader)

given: Raddri: DeviceAddress

entry~: f or some (R:ReaderEntry) In Readers:
R.Raddr a Raddr

error on v(R.St ate a NotSpooling

R.CyclePosit ion - OffLine)

action: R.State ý- Dr~ained
R CyclcPositio6 <- Available
RClassesServedCurrent ly <- R.CiassesServedNextCycle
R.AttechedProcess 4- URProcess
KernelICal I I Sendf~esuage (OnLlIno (R. Raddr) , OpProcesu) I

exit: N"R.State - Drained
N"R.Cycleftuition w Available
"NR.ClaseservedCurrently - R.ClassesSarvedNe,'tCycle
N'R.AttachodProcess - URProcess

Kern. ICalled (Sendflessage (OpProcess) 3
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OPl8bc: Vary online (Output Device)

give-.- Raddr. DeviceAddress

entry: for some (O:Output~evlceEntry) In OutputOevlcifs:
O.Raddr *Raddr

error on '-(O.State aNotSpool Ing

O.CyclePosition - OffL-ine)

action: O.State ý<- Drained
O.CyclePouition <- Ava~ilabe
O.ClassesServedCurrentl y <- O.ClassesSer vedNextCycle
O.AttachedProcess <- URProcuss
O.Relin~quish-OeviceRequestState <- NoNeed
KernelICa 'I I fendflessagefOnL ins (O.Raddr I OpProcess)]

exit: NDO.State - Orainsa
N"O. CyclePosition a Available
NO.:ClassesServedCurrentiy . O.ClassesServedNextCycle
N"O.AttachedProcess - URProceus
N"D.Rol inquish~eviceRequestStatm a NoNeed

KernelI Cal lIed (SendMessage (OpProcess) I
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Unit Record Process TMl-6062/111/00

OPl0d: Vary online (Tape Drive)

givens Raddr: DeviceAddreus

entry% for some (T:Tape~riveEmtry) In Tape~rives:
(T.Raddr *Raddr)

error on .,(T.State *Of fLine)

action: T.State <- Available
T.AttachedProcess -- URProcess
KernelCall (SendllestageC

OnL Ine ET. Raddr I
OpProceus) I

exit: N"T.State - Available
N"T.AttachedProcess * URProcess

KernelI Call Ied (Sendflessage (OpProcess) I
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AUTI-3abc: Attach device to process. (requeat fro m A~thProcess)
(Reader, Printer, Punch)

given: Raddrt DeviceAddress
Process: ProcessName

entrys: for some (0:0sviceEntrVjJ in Oevices',
0.Radcir a Raddr

error on for allI (N:NkcpErit"-V) in CurrentNkcpdt
N.Process .. Prc--e~s

action: if O.State - Drained

0.CyclePosition u'Available
then let (N:NkcpEntry? In CurrentNkcps:

(N.Procegss Process) in
KernelCall CGrantAcces3(D.Raddr.N.Process)]
I f OK

then O.State 4- NotSpooling
O.CycitPosi tion ý- AttachedTo~ivet
O.Attac~hedProcess <- N.Procese
KernelCal I SendMessagei4

Attached (O.Racidr.
N. Process],

AuthProcess)]
else /* Kernel did rnot allou~ tha access *

KernelCallI SendMousage(
AttachFailed W.Raddr',N.Process],
AuthProcess)]

end
else /* device niot available at this time *

KernelCall (Sendflessage(
0ev iceNotAval labletD.Raddr),
AuthProcaps)]

end



9 December 1977 Sse eeomn oprto
Unit Record Procaes SytmDeeo Mentorporation

ex(it: N"O.State
If O.State v Drained

D.CyclePusition a Available

Cran tedAccesse
then NotSpool ing
else O.State

end
N"D.CyclePosition

if D.State D rained.

O.CyclePosltion a Available

GrantedAccess
then At tachedToUser
elso O.Cyc'ePosit ion

end
N"D.AttachedProcess

if IJState *Drained

D.CyclePosition a Available

GrantedAccess,
then N.Pracese
else D.AttachedProcess

mqnd

if D.State = Drained

O.CyclePosition % Available
then KernelCal led(GrantAccess(O.Raodr)I

and
Kernel Called (Sendfleesagu (AuthProcess)]I
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Unit Record Process T 8 1102

AUTH-3d: Attach tape drive (request from AuthProcess)

given: Raridr: OeviceAddress
Process: ProcessName
ReqAccess: Accessilodes

entryt for some (T:Tape~riv@Entry) in TapeOrives:
T.Raddr a Raddr

error on f or alIl (Ni NkcpEntry) i n CurrentNkcpst
N.Process -- Process

action: let (N:NkcpEntry) in Curre.ntNkcps:
(N.Process - Process) In

if T.Stats - Available
than KernelCall (GrantAccess(

T.Raddr,
N. Process,
ReqAccess)]

i f OK
then T.State <- AttachedToUser

T.AttachedProcess <- N.Process
KernelCall tSendlflssage(

Attached (T.Raddr)l
AuthProcess)]

else KernelCall (Sendllessage(
No tOK (T. Raddr) ,
AuthProcess) I

end
else KernelCall (Smndt~essage(

OriveNotAval labletT.Raddr),
AuthProcess)]

end
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exitt N'T.State
if T.State - Available
a
Grin tedAccess
then At tachedToUier

edelse T.State
N"T.At tache.dProce~ss

if T.State - Avaltabie

GrantedAccess
then N.Process
elso T.AttachadProcess

end

IKerneiCa lied (SendMessage (AuthProcess)]
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Uni t Record Process TM-6862/1 11/08

OP1iabe: Attach device to process (request from operator)
(Reader, Printer, Punch)

given: Raddr: OevlceAddress
Process: ProcessName

entryt for some (OtDevlceEntry) In Devicess
O.Raddr - Raddr

error on for af I (NiNkcpEntry) In CurrentNkcpst
N.Process -- Process

action: let (N:NkcpEntry) In Curromntkcpst
(N.Process - Process)

if O.State ' Drained

D.CyclePosition a Available
then If for some (AsOeviceAddress)

In union of (N.UsableReaders,
N.Usabl ePr inters.
N.UsablIePunches):

(A w D.Raddr)
then KertielCall (GruntAccess(

U.Raddr,
N. Process)]

if OK
then O.State <- NotSpooling

D.C~clePosi tion
<- AttachedToUser

O.At tachadProcess
<- N.Prncess

KernelCal I(Sendflessage(
Attached[

O.Raddr,
N. Process].

OpProcuess)]
KernelCall CSmndMessage(

Attached [D.Raddr],
N. Process)]

else KernelCallI(Seridflssage(
AttaclhPai led(

O.Raddr,
N. Process].

OpProcess)]
end

elso KernelCmill Sendllessage(
Oevic*NotUsableC

O-Raddr,
N. Process],

OpProcess)]
end
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else KernelCall (SendMseeag*(
DeviceNotAval able CD.Raddr3,
Dpproceee) 2

end

exidts N"fl.state
If U.Stat*a Drained

O.CyclePosition w Available

GrentedAccess
then NotSpooling
also O.State

endN"D.CyjclePosition
If O.State *Drained

D.CyclePositiom - Avat ibis,

GrantedAccess
then At tachedToUser
else D..CyclePosition

nd
NTD.At tacr7edProcess

if D.Stats Drained

D.CyclePosition a Aval table

GrantedAccess
then N.Process
ilse D.AttachedProceuu

"id
Kerne I Ca IeI d (SendMessage (OpProcess) I
If O.State - raimed

O.CyciePosition a Available
t-ien KernoiCai led (GrantAccess]

if GrantedAccese
then Kerne iCal led (Sendl~essage (N.Process)I

wnd
end
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DPl28bcs Detach dedicated device from user (request from
operator) (Reader, Printer, Punch)

given: Raddri DeviceAddress
Procests Processhlame

entry: for some (DialeviceEmtry) In Devices:
(D.Raddr *Raddr)

error on .(D.State mNotSpooling

D.CyclePosition . AttachedToUser

D.AttechedProcess - Process)

action: DOtyclefosition <- DetachPending
KernelCall (SendlleosegeC

Rel inqu.ishOeviceWO.Raddr),
D..At tachedProcess) I

exit: N"D.CyclePosition - DetachPending
N"Pend i gRequests a Append (PendingRequests,

ctlugld - new (MeTageldj,
Kind - Relinquishevice,
Command -*
Responses 8 *

CRespondent - DAttachedProcees.
Text anil,
State *No~lesponsesb]
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NDKCP2abcg Oett*Ch dedicated device from user (request fromOttahedProcess) (Reader, Printer, Punich)

Ojvmns Raacir, Dev iceAddr.,,
Prccoss: ProcessName

entryl for SOme (OuOevICsEntrV) In Devicest
(O.Raddr *Raddr)

error on -(O.Stct.a NotSoooling

O.C~le~v~tom AttachedtoUser

O.AttschodPr-oý-.sg a Process)
actions KernalCw ! (Releav4Oevicg(

U. Roddr,
O.At tschodProcesg)Lho O.State <- Drainfed

O.A tach tifrchess<-Process)
iKernelCai I (Sendt~essage{

Oe taChed (D.Raiddr]
OpAtaroe roces)]sieKerneiCal I Seridi'euuaget
Dov tcehod D tRe i esa .O.Rd
0. At tcegdroegi

aloKerneiCagI tSetdtleuuage(
DeviceNatReIeasabieiORddJ

D.Racjdr,
0. At tachodProcg..i,

end Opproceug)]
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exit:- N"D.State
if DeviceReleaseci

then Drained
else IJ.State

N"O.Cyc~ePosition
if DeviceReleased

then Available
else D.CyclePositior,

Lind
N"D.At tacheciProce~s

if DeviceReleaseci
then URProcess
else O.AttachedProcees

end

Kernel Called (RelIease~ev Ice)
KernelCalled (Sendtleseage (O.AttachedProcess)I
Kernel Called (Senduiessage (OpProcess) I
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DP12cI: Detach dedicated device from user (request from operator)
(Tape Drive)

civen: Raddr: DeviceAddress
Process: ProcessName

entroy: for some (T:Tape~riveEntry) in Tape~rives:
(T.Raddr *Raddr)

error on -(T.State -Attached

T.AttachedProcess - Process)

action: T.St-ite <- DetachPending
KernelCall CSendtlessage(

Rel inquish~evice(T.Raddr],
T.AttachedProcesu))

excit: N'T.State -DetachPending
N"Pend ingRequests a Append (PendingRequests,

<isgid -new(MessageldJ,
Kind -Relinquish~evice.
Command - ,
Responses - I

<Respondent - T.AttachedProcess,
Text *nil,
State *NoResponse>bJ]

KerneiCal ledtSendllessage(T.AttachedProcess)]
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NKCP2d: Detach dedicated device from user' (request from attached

given: Raddr: DeviceAddress
Process: ProcessName

entry: for some (T:Tape~riveEntry) in Tape~rives:
(T.Raddr -Raddr)

error on '-(T State -Attached

T.AttachedProcess - Proceus)

ac t ions KernelICa IlI[Re Ieas~eoev ice(
T.Raddr,
T.At tachedProcess))

if OK
then T.State <- Available

T.AttachedProcess 4- URProcess
KernelCallI Sendtlessage(

Detached CT.RaddrJ,
T. AttachedProcess)]

KernelCal I SendI~essage(
Detached (T.Raddr],
OpProcess))

else KernelCall (Sendllessage(
DeviceNotReleasable[T.RaddrJ,
T. At tachedProcess)]

KernelCall tSendflhseage(
DeviceNotReleasable-

T.Raddr,
T. At tachee•Jrocess].

OpProcess) I
and

exi t: Nt'T.State
if DeviceReleased

then Available
else T.State

end
N"T.AttachedProcess

if DeviceReleased
then URProcess
else T.AttachedProcess

end

Kernel Cal led (RelIeaseDev ice]
KernelCal lrd[SendrMesage(T.AttachedProcess) I
kernelCal led (Sendriesage (DpProcess)I
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NKCPlabc: Process message. relilnquishing device 09 requested(Reader. Printer, Punch)

given: Radclr: DeviceAddress
Process: ProcessNaMe

entry: for some (D:OeviceEntrW) In Devices:
0.Racidr aRaddr,

error on -(0.State -NotSpool ng

D.CyclePositlon aDetachPending

O.AttachedProcess - Process)
act ion: Kerne iCeD I Releasg~evice (0.RaddrDAttachsdProceue)IL I f 0then KernsiCaf I(Sendfiessage(

Detached (O.Raddr],
OpProcess) J

KernelCall fSendllessage(
Detached [D.Raddr].
O.Attached~rocess))

Q.State <- Drained
0 CyclePosition <- Available
O.AttachecjProcess <- URProcess

else KerneiCallI(Sendtlessage(
0ev iceNotRe IeasabIe (0. Raddrj,
D.AttachedProcess)]

KernelCall (Sendtlessage(
DeviceNotReleasablet

D.Raddr,
0. At tachedProces a],

Opprocess) )
end
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exit: N'D.State
if DeviceReleased

then Dr-ained
else O.State

en~d
N"DCyclePosjtion

if OeviceReleased
then Available
else D.CyclePosition

en~d
N"O.At techecJPvocegs

if DeviceReleased
then URProcess
else O.AttachedProcsus

end

KerneiCalIted (Re IeaseDev ice)
Ker-nelCalled (Sendflessag. (D.AttaehedProcess)I
KernelCatted (SendMtlesaq. (OpProcugs)I
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CP13: Loadbuf

givent Racidri DeviceAddresu

emt'-y: for Some (I`:PrimteirSntry) In PrInters,P.Raddr - Raddcr

error on .dP.State - Orsineci

P.CYCfmPouition *Available)

exit: true
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NKCP~d1 Procets message, relinquishing device as requested (Tape
Drive)

given: Raddr: DeviceAddress
Process: ProcessName

entryt. for some (T:TapeDriveEnt.-V) In TapeOriveui
T.Raddr *Raddr

error on -.(T.Statg DetachPending

T.AttbchodProcessu a Process)

ac ti1on: KernelICall (Re Iease~ev ice (T. Rad-ir, Process)JI
if OK

then KernelCall CSendtlessage(
Detached CT.Raddr],
OpProcess) I

KernelCall (Sendtlessage(
Oe tached ET. Rad~ir]I,
T.AttachedProkiess)]

T.State <- Available
T.AttachedProcess <- URi~rocess

else KernelCall (SendMessage(
0ev iceNotRe leasablIs T. Raddr]:
T.At tachedProcess)]

KernelCall (Sendflessage(
DeviceNotReleasable C

T.Raddr,
T.AttachedProceuse,

OpProcess)]
end

exit: N"T.State
if DeviceReleased

then Available
else T.State

end
N'T.At tacheciProcess

if DeviceReleased
then URProcess
else T.At tacheciProcess

end

KernelCal Ied(Release~evlcel
KernelCal led (Sericitlssage (T.AttachedProcess)I
KerneICa lied (Sendflesaage (DpPr~,cess)I
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OPlid: Attach tape drive (request from operator)

given: Raddr: DeviceAddress
ReqAccess: Accessilodes
TapeSecL eve I: ProcessName
Processt ProcessName

entry: for some (T:Tape~rlveEntry) in TapeDrIves:
T.Raddr - Raddr

error on for all (N:NkcpEntry) In CurrentNkcps:
N.Proceos .w Process

ect ion: let (N:NkcpEntry) in CurrmntNkcps-:
(N.Process - Process) In

If for some (OtOeviceAddi-ess) in N.UsableTape~rives:
0 -T.Raddr

then if T.State u Available
then KernelCall (C-ickSocl-evel(

Tapo~ecLovel.
ReqAccess,
T.Fladdr,
N.Proceus) J

if OK.
then KernelCall (GrantAccass(

r.Raddr,
N. Process,
ReqAccess)]

i f OK
then KernelICal I CSencites sage(

Attached(T.Raddr],
N. Prccess) I

KernelCall (Sendt~essaget'
Attached[

r.Raddr,
N. Process],

OpProcess)]
T.State <- Attached
r. At tachedProcess <

N. Process
else CannotAttach (No tOK]

end
else CannotAttach(

Canno tUseTape]
end

else CannotAttach(TapeDriveNotAvailable]
end

else CannotAttachtCannotUuerapeOrlveI
end
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macro CannotAttach(R2auon)
KerneiCaI I(Sendflesego(

NotAttached91
T.R3ddr,
N.PFrocess,
Reason] .

OpProcess)]

exi tz N"T.State
.If for mome (DOe~viceAddreuss)

In N.UsableTapeOrlvest
(,0 .T.Raddr)

T.State - Available

CherkedSecLoveia
GrantedAccess
then Attached
elso T..5tate

and
N"T.At tachedProcess

lA for some (0:0eviceAddress)
in N.UsableTspeLi' ives:

(0 - T.Raddr)

T.State a Available

CheckedSecLevel

GrantedAccess
then Process
else T.AttachedProcees

K~ernel Called tSendflessage (OpProce as)]
if for some (MDaDviceAddress) in N.UnableTape~rives:

(3- T.Raddr)

T.State aAvailable

then KernelCalled (CheckSect. evil]
if CheckedSocLevel

then KernelCal led(GrantAcceso(T.Raddr)]
if GrantsdAccess

then KernelCalledE
Serndtessage (Process)]

end
end

end
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AUTHI: Add Nkcp

given: Process: ProcesmName
Readers: set of JoviceAddi-ess
Printers: sot of DevicsAddregs
Punches% set of DeviceAddress
TapeOrives: set of DeviceAddress

entrW: true

error on for some (N:NkcpEntrW) In CurrentNkcpst
N.Process - Process

exit: N"CurrentNkeps . Append(CurrentNkeps.
<Process a Process,
UsableReaders w Readers,
UsablePrinters a Printer*,
UsablePunches a Punches,
UsableTapeOrives *TapeOrives:1-
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AUTH2: Delete Nkcp

given: Processi ProcessName

entry: true

error an for allI (N:NkcpEntry) In CurrentNkcps:
N.Process 6- Process

let (NiNkcpEntry) in CurrentNkcpsi
(N.Procesu - Process) in

exit: N"CurrentNkcps m Remove(CurrentNkcps,NI
for all (OR:Output~ovlceEntry) in PrlnterSpooll~squests:

NODR.At tachodProcesu ft- N. Process
for all (OR:Output~ovlctEntry) In PunchSpoolPequestst

N"OR.At tachedProcesu s N.Procueu
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KERNi, message from Kernel, re device availability (during scan
at system initialization)

givens Raddr: DeviceAddress

entr¶t true

actions If for some (OiDeviceEntry) '- Devices:
D.Raddr - Raddr

then error on D.State w- Drained
O.State 4- NotAvallableForSpooling
D.CyclePosition 4- OffLine

else if for some (TiTapeOriveEntry) In TapeOrives:
T.Raddr a Raddr

then error on T.State -- Available
T.State c- OffLine

alse error
endend

exits if for some (U:Devlce~ntry) in Devices:
(D.Raddr a Raddr)

then N"O.State a NotAvlilebleForSpooling
N"O.CyclePosition a OffLine

else if for some (TiTapeOriveEntry) in TapeOrives:
(T.Raddr - Raddr)

then N"T.State * OffLIne
end

end
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Authorization Process
Semi-Formal Description

Thio section contains a semi-formal description of the
Authorization Process of KVM/378.

Data Types

primitive types and structuring mechanisms:

bolIear (unordered, two elements: true, false]
string (unbounded, predefined string of length zero: mil]
Inter subrenge

scalar (ordered element list]
set (of any type, predefined empty sett nil]
record (field list]

undefined types:

0eviceAddress
LineAddress
ProcessName
Virtuall'achineName
Volumeld

unclefinod functions / macros:

Dominates
DeviceType
#Cylinders
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f CommancdNainet scalar(
AUTOLOG,
ATTACH*-RADLOR,
DE TACHo-RADOR,
VARY,
OUIERY.-OASO,
QUERY.-L INES,
OUE RYV..GRAF,
OUERY#-NAIIES,
DUERY..USERS*-X$
OtUERY@.ALL.
OUERY4-SYSTEM.-RADOR,
OUERY*.RADOR,
QUERY..i-SERS...USER I D,
QUERY+-USES I D,
LOCA TE.-RADDR,
SHUTDOWN)

RmquestCategory: scalar (
At tach,
Ci carL ine.
Re~irectLine.
LW i t eAnciReaciL 1 no
OrpReques t,
NvwVM,
Connect VM.
NewUser,
NewOrConnectedVil,
Rel ,nqui sh~ev ico)

ResponseStatus: scalar(
NoResponse,
Responded)

Acceossiodes: scalar(
Read,
LWrite)
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LineStatus: scalarf
Retry,
Disabled,
Avai lables,
ReadIni tialPaissword.
ReadAccessPassword,
Per for-mResourceChecks,
Hook ingPer iphera Is,
Noti fyingNkcp,
At tachedi,
RcadL inkPas sword,
ReEnab IePenci Ing)

SharablaOriveStatus: scalar(
OffLine,
Available,

At tachedToSgs tern)

DriveStatus: scalar(
Offt-ine,
DetachPending,
At tachedToUser.
Avai lable)

VolumeStatus: scalar(
Mioun ted.

LinkAccess: scalar (R.RR,W,LJR.M.rR,MW)

Aalab le)

ActivityStatus: scalar(
Free.
At tached.
AttachVal idation)

AccessCategory: scalar(
L ogon,
Dial)
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k ReasonTypcs: scalar-(
InrcorroetLogon,
RcsourceFa i Ilure,
Socur ityViolat ion,
MaxThreshol dExeeeded.
i~JoNkcp,
No VI.
Term ina ICIearancetisIm~atch)

Logo f f Reasonis: scalIar
UserCho ice,
Forced,
0Disconnec ted)

Direc tory~rtry:

reodUserici: VirtuallilachlneName
Log:onPassword: string
OialPassword: string
LinkPansword: string
MaxSecLevel: ProcessName
MiinSecLeve I: ProcessN~me
Oodilcated~evices: set of DedicatedOevice~ntry
Links: set of tiDLinkEntry
Ipi~efined: oolean
AccessPasnwat de: set of AccessPaossordEntry

end

L incEn try:
record

Lacidr: L vneAddress
MaxcSecl-eve : ProcessName
Mi nSecl-eve I: ProcessName
State: ActivityS' 'tvs
CgclePosition: LineStatus
Requ-s tedSecLeve I: ProcessName
At t chedVM.- VirtualilachimeName
Connection: AccessCategory
L ine~ropped: boole an
Iffletries: 8. .#MaxRetries
#Awa tingl-ooks: nonnegative integer
Meg: string

end
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NkcpEn try:
record

Process: ProcessName
VMs,: set of VilEntrW
Attached~evicess: set of Attached~eviceEntrW

ed Links: set of flOLinkEntry

AccesePasswordEn try:
record

SecLeve I: ProcessName
ed Password: string

VrlEntry:
record

VMNamet V irtualilachineName
Ladcir: LitieAddrese
Disconnected: boo lean

ed Users: -set of LineAddress

Oed icated~ev iceEn try:
record

Raddr: 0ev iceAddr ess
Vo ISecLevel: ProcessName

ed Acness: set of Accesaflodes

At tached~ev iceEn try:
record

Raddr: DeviceAddress
Access: set of AccessModes

end

MDL inkEn try:
record

MOName: flin!DiskName
ed Access: set of AccessModes

ProcessL inkEn try:
record

Process: ProcessName
Access: set of AccqssModes

end
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URPOw~neci~ev i ceEn try:
record

Raddr: 0ev IceAddress
MaxSecl-evel: ProcessName
MlnSecl~eveI: ProcessName

and

Nonsharab I cr iveEn try:
reodRaddr: 0iviceAddress

MaxSecLove I: ProcessName
Mi nSecLeve I: ProcessName
State: OrIveStatus
AttacheadProcess: ProcessName
Access: set of Accesaflodes

end

Sharab I cr iveEn try:
record

Raddr-: 0ev iceAddress
State: Sharable~riveStatus
SeCLIevel: ProcessName
MountedVolume: Volumeld

end

SnaredVoIuineEn try:
record

Volume: Volumeld
SecL-evel: ProcessName
Moun ted0ev ice: 0ev iceAddress
State: VolumneStatus

end

fliniDi skEntry:
record

MOName: Ilini~iskName
ContainingVolume: Volumeld
Cylinders: UJ..flMaxCyl ~nders,

1. .#haxCyl indera.)
SecLevel: ProcessName
CurrentLinks: set of ProcessLinkEntry
AccessControlList: set of ACLEntry

end
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ACLEn try:

reodUser: VirtualMachineNime
Access: set of AccessModes

ResponseS lot:

reodRespandent: ProcessName
Text: string
State: ResponseStatus

end

PendlingRequest:
record

Msgld: Messageld
Kind: RequestCategory
Command: CommandName
Responses: set of ResponseSlot

end
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* Data Structures

cons tant AddressSrpaceS ize: 6. .8192

constant CocieSize: B..8192

constant #rMaxCylinders: positive integer

constant Code: integer

constant #flaxRetries: nonnegative integer

constant #MaxNkcps: nonnegative integer

constant #MtaxVtMs: nonnegative integer

UNkcps: 0. .#MaxNkcps

#U1sorrs: nonnegative integer

ShuttingDown: boo lean

LlRPOwnec~ev ices:- set of UPPOwned~ev iceEntry

Nonsharable~r ives: set of NonsharableDriveEntry

Sharahic~rives: set of SharableDriveEntry

SharerVolumest set of SharedVolumeEntry

Mini~isks: set of M1iniDiskEntr-y

CurrcntNkcps: set of NkcoEntrj

Linies: set of LineEntry

User-Directory: set of Direct%.oryEntry

Pend ingRequests: urnt of PendingRequest
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Initial Conditions

//Nkcps a
#IVMS - 8B

/Useers a 0

("'Shut t ing~own)

f or a I I (NS: NonsharablIeOr iveEn try) I n McnsharoblI.Or ivest
(NS.State a Available

NS.AttachedProcess - AuthProcess)

f or all (S: SharablIeOr iveEn try) I n SharablIe~r Ivest
(S.State - Available)

for allI (V:SharedVolumeEntry) in SharedVolumes:
(V.State - NotMounted)

for allI (M:Mini~iskEntry) in Mint~isks:
(Emptt (M.CurrentL inks))

Em:, ty CCurrentNkcpsi

for all (L:LineEntry) in Lines:
(L.State - Free

L.CyclePosition -Available

L.AttachedVll - AuthProcess)

Empty (PendingRequests]
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Invariant Assertions

"lNkcps ýc. #MaxNkcps
&
IIVMS <- UlaxVfls

UUser-s <- UflaxUsers

I nvariant sO fURPOuned~gy ices

I nvar Iants~fl~ongharabtgOr. vie

Invor iantsOtSharableOr iveg

I nvar iantsO fSharedVolIumes

.variantsOfrliniOisks

I nvar iantsOfCurrentNkcpsg

I nvar iant sOfLines

I nvarianntsOfPendingRequests

I nvar ' ,,ntsOfUserf~irectory
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Inyar iantsOfURPOwned~evices

for ail I(UI,U2:URPOwnecdOevIceEntri) In URPOwned~evicus:
(U1.Raddr - U2.Raddr -) Ul a U2

for ail I(U:URPOwned~eviceEntryl) In URPOwned~eyiess:
(Domin ate* WU.MaxSecLeve I U.MinSecl~syell

OeviceType (Raddr] Inset IReader,Pr Inter, Punich, Tap@Or I vO)
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Inv~rlante~fonsharable~rives

for of I (N4S1,NS2:NonsImarable~rivaEntrU) In Nonsharable~rlvess
(NS1.Radcir - NS2.Radcir %> NS1 a NS2

f or a I I (NS: Nonshar ab IcOr I eEn try) i n Nonsharab IeOr ives:
(Domn I na too (NS. MaxSecLove I .NS. M I nSecemve I I

NS.State a Attached
f or some (N:NkcpEntrW) In CurrentNkcpst

(N.Procoss - NS.AttachodProceuu

Dom i nates (NS.IlaxSecLevu I.N. Process]

Domina tes (N. Process, NS.MinSecLov. I]

for some (A:AttachadOeviceEntry) in N.Attachad~ev'ces:
(A.Raddr aNS.Raddrf))
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Inwar iantsOfSharabieDrivess

for MI I (S1,S2sSharabIeDrIvuEmtry) In SharableDrlves:
(Sl.Raddr - S2.Raddr -:, Si - S2)

for al I (SiSharable~riveEntrqj) In SharableDr Ives:
(S.State - AttachedToSystem *

for some (ViSharad~olumeEntry) In Sharad~olumest
(V.Volume *S.Me-intad~olume

V.State - iourted

V.1Clounted~evice - S.Racidr

flomina .us(S.SecLeveI V.SecLevell))
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4 lnvariantsOfShargdVagumu,

for al I (VlV2:SharedVoiumsEntrW) IM ShaesdVoluguesi
(VI-Volum, f V2. Volume u*o Vi a V2)

for allI (ViSharedVoI,,6,.,EntrW) In SharsdValumess
(V.State - tlauntetiI*

for some (SiShvrabis~rIysEntrW) In SharableOriygg:
IS.Radder - V.ttounted~evice

S-MlountadVolume a Y.Volume

S.Stats . AttachedTaS~otem

OomInints$ IS. SecLevvi 1,V.SecLovulI]))

1 33



Au~hatizat ion Proceg. yg. Deveoloomant Corpora*lon
TM-9862/1111100

lmvaelantG~fMhInl0Ikg

for al I fl`4I.fl2.-lniQlskEmtry) in nlME)lgks
& 11 .tiDMN~amt. * iZ.t1oNam,., M,* M1 2)

fOr OfIl (MlMInIDISkErntrV) )rJ) MIDI.j~kS,(for some (YtSharetdVclUM*EmtrV) in SheradYogumast,
("OlumO -MCon ta enin'g~o ume

4DO menteslv. SecLsva I IiSecLev.I))
I1.CV11nder.,.2 - ll.CVjllncers.1

MCl.~inclers.j #C~lincierslfl-Containimqgolumv)

M.yler. c- CYlindefIsfl.ContainingYoiume)

for all (C.-Proc!ssLiicnkft,.U) in M.CurrentLlnk.*
((-.Empty (C. Access))

afor some (N:-Nkcv~nry) in Currentl~kep.:(N.Processg C.Procese

afor somec IL:?ICXinkEntry) In N.Links:
(L-MlOfLame - MIJINam,,

4L.Acce~s % C.Access)

top some (A:ACLEnItry) In tl.AccessColt,.o)L)st.-(for some (Y:VflentrW) in N.V!1s,(V. VlNaine - A.User))

Write inset C.Access ->H.Procau, * tl.SecLevei))

((-Empty (M.CurrentLimka)) a>for some (V:SharedVoJum&En~try) in Shared~olumes:IV.Volume a '.ContainimgVolume,

4V.State Kaum

for some (S.-SharabJeDriveEnttrv) in Silarabtg~rives:(S.Radcjr -V.tlountedDevice

S.lMountedVolume 6 .Volume

4S.State aAttachedToSystsim)))
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for allI (AI,A2tACLEntrW) In M.AccuuuControlLlmIt$
(Ab.User - A2.Usor -> Al * A211

for al I (AiACLEntrW) In f1.AccessComtrol~lv ft:
(for some (DiDirectorWEntry) In UserOlractorW:

(D.Userld a A.User)

A.Emp tW (A. Access]))
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I nvariantsOfCurrentNkcps

for alI I (NI.N2:NkcpEntry) in CurrentNkcps:
& NI.Process - N2.Process -> NI - N2)

for allI (N:NkcpEntrtu) in CurrentNkcps:
(for allI (Vrll,V12'*VrlEntrWy in N.VMs:

(VM1.VtlNone - VM2.VilName a> Vtll - VM'2)

for allI (ADI.AD2:Attached~eviceEntry) in N.AttachedDevices:
(ADI.Raddr - A02.Raddr -> A01 - A02)

for allI (L1,L2:MDLinkErntr-U) in N.Linkes
(L.tlDName - L2.MDNante n> LU - L2

for allI (VM:VlEntry) in N.VM9:
(for some (D:DirectoryEntry) in User~irectory:

(D.Userld - V.VflName
6
Dom inates 10. Max(SecLeve i,N. Process]

& Dominates (N.Process.O.MinSgcLevge])
(VM.Disconnected *

for all (L:.LineEntry) in Lines:
((L.AttachedVM a VM.YtIName

L.RequestedSecLevgl -N.F 'ocesa

L.State - Attached) -
L.Connection .-- Logan))

((..VI.Di scotinected) in>

for some (L.:LineEntry) it-, Lines:
(L.Ladcir - VII.Laddr

L.AttachecjVM - VM.VriName

L.RequestecdSecLevel -n NPr-ncess

L.Connectlo', - Logun

L.State inset (Attac~h~alidation,Attached!))

for allI (U-:L-ineAcddress) in VII.Users:
'for some (L:LineEntry) in Lines:

(L.Ladd'- w U

L.AttechedVM ft VfI.YVNam,4

L.PequesieciSecLevel *N.Process

L.Connect ion Dial
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L.State inset lAttach~al ldatb.on,Atiacheul

U V,- YMLaddr))

for all (AD):Atta.-hed~eviceEntry) in N.Attached~evices:
(for some (NS:-NonsharableDrlveEntry) in Noneharabte~rives:

(NS.Raddr - AD.Racidr

D-ominates tNS.J4axSecLevel ,N.Procesu]

Dominates (N.Procesos,NS.MinSecLevell)

'Empt y [AD. Access])

ror all (L:11OLinkEntry) in N.Links:
(for some (r1:rini~iskEntr,,j) in MiniDisks:

(M.flOName - L.tlOName

Dominates (N.Process.tl.SecLmsvelI

for some (C:ProcessListEntrW) in M.CurrentLinks:
(C.Process mN.Proce~s

C.Access -L.Access)

for some (A:ACLEntry) in fl.AcciivsControll-istf
(for somte (VM:VMEntry) in N.Vrls:

(VM.VMName - A.User))
&I
Write insiet L.Access a>

fl.SecLevel - N.Process)

--Empty(L.AccessM)

for afl I (NI,N2:NkcpEntry) in CurrentNkcps:
(for a'll (AOI:AttachedOeviceEntry) in Nl.Attached~evicss:

(for all (A02:AttachedDeviceEntry) in N2.AttachedOevices:
tAD1.Racddr ~-A02.Raddr)))

137



9 December 1977 System Jevelopment Corporation
Authorization Process TM-686?/11t1/08

IrwariantsOfLines

for all (LlL-2:L-ircEntry) in Line_,
(L1.Lacicr - L2.Ladcir -> Li L2)

for all C' ,LincEntryj) in Lines:
MDom ina tes IL. MaxSecLeve I, L. MI nSecLeveI]I

L.State - Attach~al idatlon .

L.CyclePosition inset lRetry,ReadlnitialPassword,
ReadAcces uPa sword, Hook ingPer ipheralIs,
Notify~ingh~kcp)

&
L.State - Attached *

LCyclePosi tion inset fAttached,ReadLinkPasswordi

L.State - Free -

L.CyclePosition inset 10isabled.AvailableReEnablePendingI

L.State inset lAttachVal idationAttachadi =>
(Dominates (L.flaxSecLevet ,L.RequestedSecLuvelI

Dominat es 1L. Reques tedSecLevelI L.MtinSecLovelI]

L.State - Attached w>
(for some (N:NkcpEntry) in CurrentNkcpu:

(N.Process - L.RequestedSecLevel

for some (VM:VE.-itry) in N.YMs:
(VM.VMName - L.AttachedVM

(L.Connection - Logon u-

(Vrl.Laddr - L.Laddr

'..VM.Oisconnected))

(L.Connection - Dial
for some (U:LineAddress) in VM.Users:

(U - L.Laddrif))))
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for- all (LI.L2:LincEntry) inLines:
((L.Racidr Ld- .R.addr

LI.State *Attache~d

L2.State Attached

LI.AttachedV!1 - L2.AttachedVfl
&
Ll.RequesteclSocLevel -- L2.RequestedSecLevel

L1.Connection - Lcugon)
L2.Connection -Dial)
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lnvcar ants~fendingRequests

for fall (Pl,P2Z:PemdncgnRequest) in Pend ingF~eqwests:
A (P1.l1sgfd a P2.tlsgld -*, P1 P217

for allI (P:Penclirglgequest) in Pend IngRequests:
(for allI (R1,R2:FResponseSiot) in P.Responses.-

(RI.Respandent - R2.Responoent ->' Ri R2)

for some (R:ResponseSlot) in ?.Responees:
(f.State -, NoResponse)

s-Empty (P.Responses] I
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I nvir iants~fUser0i rectory

for allI (OID2:0irectoryEntrW) in User~irectory:
(O1.Uocrici - 02.Userld -> 01 - 02)

&
for allI (0:Directorw~ErttrW) in User~irectory:

(Domina tes [0.MtaxSecLeve I, .MrinSecLevell,

for all1 (001, 002: Dedicated0e i ceEntrV) In 0.Oedicated~evices:
(001.Raddr - D02.Radcir -> 001 a 0021

for allI (00:0edicatedf~eviceEntry) in 0.Dedicated0ev Icoat
(DeviceType (00.Raddr] inset (Reader, Pr in~ter, Punch, Tape~r ivel -

(f or some (U:URP0uned0eviceEntry) In URPOwned~evices:
(DO.Raddr - U.Raddr

OeviceTypo(00.Raddr] -Reader a>
(DO.YolSocLovel - nil

D0.Acceuu - MRead))

DeviceType (00.Raddrl Inset (Pr inter.Punchi .>
(DO.VolSecLoevl - nil

DO.Access a (rintel)

OeviceTypeWDO.Raddr] - Tape~rive
(Domima tes (U.MiaxSecLevelI,00. Va SecLevelIJ

Dominates (DO. Vo ISecLevelI,U. liinSecLsvelI]

Doemiates (0.MiaxSecLeveI, DO. Va SecLevelI]

'.Empty(00.AccessJ))

!levicelype(00.Raddr] -vinset lReader, Pr inter, Punch. Tape~ni vel -

(for some (NS:Nonsha.-able~riveEntry)
ir NonsharabIe~r i yes:

(NS.Raddr - 00.Raddr

Oominates(NS.tlaxSecLevel ,00.VolSecLevelI

Dam ma tes COD. VolSecLeveI, NS. MinSecLevelI]

Oominates(0.ilaxSecLvev.l 00.VolSecLevelI

"-Empty (DO.Access] ) 1
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for allI (1.12:1`lO1inkEntry) in O.Llnks:
(LiIOMName - L-2.MOName -> LI - L2)

for allI (L-:1`lU1inkEntry) in O.LinkL
(for some (M:Mini~iskEntry) in Mini~luks:

(tl.MOName - L.llDName

for some (A:ACLEntry) In M.AccessControll-istt
(A.User - O.User d

for all (Afl:Accussflodes) In L.Accesuu
(AMl inset A.Access))

Dom ,na tes (0.MaxSecLeveI.M(. SecLovelII

-.Empty (L.Access])

for allI (API, AP2:-AccessPassuordEn try) in 0.AccessPasswords:
(AP1.SecLevel - AP2.SecLevel -> API - AP2)

for allI (AP: Acces sPasswordEn try) In D.AccesePassuords:
(Dominates [O.flaxSecLevel ,AP.SecLuvel]

Dominates EAP.Secl.vyel D0.MinSecLovell)
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Gl obal Macros / Functions

MO~ra EndAcce $$Sequence fL ) n.,L I neEm try, Reasont Reason Types)
case Reason: Rasonypee of

incorrecttogont 11 <- "Forget it, Subo

ResourceFai lures MI 4-
"Requested ecuritW level not availableor not *blu to run another VV

Securi tyVIOlatlon,

PMaxdhresho IdExceededi

NoNkcp:

en erminaic earancefli match:

*KernetCaI I SendMessage i
4r i teLine (L.Laddr^,I,

NetworkProcess))
KernefCaI I Sendllessagef

ClearL inetLine-Ladrl,
Ne tw.orkProcesg))

Line.Stat, <- FreeLine.CyciePo,, tion c- ReEneblePendingLine.AttachedVM c- AutiProcess
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ma~cro AcdciNkcproSot [Process:ProcsssNamel
/INkcps <- IlNkcps + I
CurrentNkcps ý- Append (Curren tNkcps,

<Process m Process,
VM9 - nil,
AttachedDevices a nil,
Links - nilý,)

KernelICal IC Sendfleseage (AddNkcp (Process, Day i ces) .,URProcess) I
Kern. CalI I (SendMessage (AddNkcp (Process] . OpProcess) I

macro Retrw(L:LineEntry)
L.#Retrles <- L.t/Retr les + I
if L.#Retries - UrMaxRetries

then EndAccessSequence (L.tlaxThreshoidExceeded]
elseo KernelCall CSendtlessage(

Re try EL. Laddr],
NetworkProcess)]

L.CyclePosition <- Retry
end

macro TryNoti fyirigNkcp(L:LineEntry]

if L.#AwaitingHooks - 0
then L.Cycle Position <- NotifyingNkcp

if 4.L.Line~ropped
then KernelCall (Sendtlessage(

Re~irectLine C
L.Laddr,
L.AttachedProcessJ,

NetuorkProcess)]
end
KerneieCallI(Sendflessage(NewVM(LJ ,L.AttachedProcess) I

end
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MsgOps process

/* subdrive'r of AuthProcess,
handling messages from OpProcess it/

given: Msgld: tlessaguld
Text: string

entry: just received message, Source v OpProcesm

actiont If for some (PaPendingRequest) in PendingRequests:
(P.flsgld - Masgid)

then /* response to request *
error /* no requests to OpProcess *

else /* request from OpProcese *
case llsgNameETextl of

AU TOLOC a
ON'

AT TACH4..RAODR a
OetermineRaddr (Text]
error on for all

(NStNonsherabeler i veEn try)
In NonsharableOrlves:

NS.Raddr -. Raddr
OP3

OETACH4-RADOR:
OeterminsRaddr (Text]
if for some (NS:NonsharableDriveEntry)

in Nonsherabl e~r i es:
NS.Raddr - Raddr

then OP4a
elso if for some

(5: Sharab Ie~ri1veEn try)
in SharableOr ivesi

S.Racidr *Raddr
then OP4b
else error

end
end
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VARY:
OetermlimsRaddr iText]
If for iome (StShsrsbleOrlveEntrW)

In Sharebluorlves:
S.Raddr w Raddr

then OPSa
else If for mome

(NS:Nonshsrab I Or I eEn trW)
in NonsharableOrlvus:

NS.Raddr *Radclr

then OPSb

en anclse 
error

OUERYe-OASO,
QUER Ye-LI.NES.
QUER~e-GRAF,
QUERY#-NAMES,
OUERYe-IJSERS.-X,
QUER Ye-ALL:

OP~a

QUERYe-SYS TEMie-RADOR,
QUERY e-RADOR:

OPSb

QUERYe-USERS*-USERI 0,
QUERY 4JSER ID:

OPSC

LOCATEe-RADOR:
0P7

SHUTDOWN:
OP8

MapUser Id:
OPz

other:
error

end
end

end tisgOp
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MsgURt process

/* subdriver of AuthProcess,
handling messages from URProclss *1

given: Msgldt Messageld
Textt string

ent,,W: just received message, Source - URProcess.*/
action: if for some (P:PsndingRequest) In PandlngRequests:

PMsgld a Msgld
then /* response to request i/

error on P.KInd v- Attach
case MsgNametText] of

Attachedt
UR3a

AttachFailed,
DOevceNotAvailable:

UR3b

other:
error

end
else /* request srom URProcess */

case MogNameCText) of
NeedNkcp:

UR1

MapUserld:
UR2

other:
errorend

end
end MsgUR
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Ma iNatt process

/* subdriver of AuthProcess,
handlIM iriglSages from NetworkProcess *

Viven: Kstijci rl05,Igeld
rextt astr inq

entry: just received message. Source - NetworkProcess
action: If for some fP:PendingRequest) In PendingRequests:

P.IlsgId - lisgid
then /* response to request *case P.KindtRequsstCat*9orV of

ClearLine,
RoOlrectL ins:

error on MsgNam*[Tevt) U Ln*Status
NTWK1

(4riteAnclRead ine:
case flsgNametText] of

Linelnfo:
Ostermin*Ladcjr Text]
let ILLlm*Entry) in Lines:

IL.Lddr- ýadr)incase L.State:ActivityStatus of
Attached:

error on
L.CyclePositiom
ReadL inkPossword

NTWK3

AttachValidetion:
came L.CyclePositiont

LineStatus of
Re trt:

LGOL2

Readini t alPassword:
LGOL3If TEflP'L.CyclePosition

Per formRobourceChecks
then LCOLS

if TE1P'L.~CYCIPosition
HookingPeripherals
then L GOLG
ad LGOL7

end
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ReadAccessPasuwordl
LGDL4

If TEMPt1L.CqjcIePoaitiom
Per fcrmRssourceChecKe
then LGOLS

if TEMP"L.Cycl@Position
NoakingPeripherals
then L&OLS

LGOL7
end

ed TrWNot ifWlngNkcp CL]

otheri
error

and

other:
error

and

Li neStatusi
NTWK1

other:
error

end

other:
error

end
else /* request from NetworkProceug *

case lM~gName(Text] of
LineStatus:

NTLKJa

Lineinfo:
LGDL1

other:
error

and
end

end MagNet
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MojNkczp: process

/* subdrivcr of Authrrocess,
haindl ing messages tromn Nkcpm *

given: I'legid: ilessageld
Text: string
Process: ProcessName

entry: just received message, Source uProcess *
action: if for some (P:PendingRequest) In PendingRequests:

then 1* response to request *1
case P.KInd:RequesiC-taqory of

OpRequest:
error on MsgName(Tev~tj A

ResponseToOpRe-wues t
PruceesResponse

NewVil,
Connec tyt',
NeiwUse~r
NewOrCormnec tedYV!:

OeterinineLacjdr (Text]
error on for all (L-:LineEntry) in Lines:

LLaddr -. Ladcr
LGOL8
if TEMP"LCyclePosition

Per formReocourceChecks
then LGDLS

if TEMIP "L.CwclePosition
HookingPeripherals
then LGOLG

LGOL7
end
TryNot fyingNkcp (LI

end

Rel inqui3h~e,ýIce.*
error or? Mog~Name(Text] D- etach~evice
NKCP6

other:
error,

end
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else /* request from Nkcp *
case MsgNumne(Texct] of

OD sconnect:
NKCPI

Logoff:
NKCP2

Urc'pUser:
NKCP3

Link:
NKCP4

Oe tach~ev ice:
NKCPS

PurgeNkcp:
NKCP7

Account ingRecord:
NKCPS

other:
error

end
end !lsgNkcp
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AuthDriver: process

case HowWeGotHere ol
Externalinterrupt:

case InterruptSubType of
Message:

case Source of
OpProcess: MsgOp
URProcess: MegUR
NetworkProcess: MsgNet
Nkcp: MsgNkcp
other: /* anybody else talk

with AuthProcess? */
end

other: /* any other external interrupts? */
end

other: /* any other important interrupt classes? */
end

KernelCall I[Receive[nterrupts]
KernelCall ReleaseCPU]

end AuthOriver
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NTLJKlt Network process message re ine status (both request and
response)

given: Laddr: LineAddreas
Curr-entLineStatuss LineCondi tior,

error on -(for some (L:Llne"Entry) in Lines:
L.Laddr - Laddr)

action: case L.State:ActiyityStatus of
Free:

L.CyclePosi flon 4- CurrentLineStatus
L.AttachedV.1 <- AuthProcess

Attachedi
let (N:NkcpEntry) In CurrentNkcps:
(for some (Y:VrlEntry) in N.Vfls:

(YV.YrName - L.AttachedYM

((.Connec~ion - Logon

V.Laddr - L.Laddr)
or
(L.Corinection - Dial

for some (U:LineAddress) in Y.Users:
U - L.Laddr)))) in

let (V:VflEmtry) in N.VMs:
(V.Vi;Namne . L.AttachedVM) in

if L.Connection - Logon

V.Laddr - L.Laddr
then V.Dlsconnected <- true

KerneiCall (Senoifessage(
LineDi aconnec ted (

L.L~iddr,
Y. VrNameJ,

N.Process))
KernelCal I(Sendflessage(

Line~isconnectedl
L.Laddr,
V. VtNameJ,

Opproces a)]
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else let (lJ:LineAddress) In V.Users:
(U - L.Laddr) in

KernelCalii(SendMessage(
Oropped EY,U] ,
N. Process) I

KernalCal I(Sendflessage(
Dropped LV,U] ,
OpProcee a)]

ed V.Utuers c- RemOve(V.Users.UI

L..State 9- Free
L.CwclePoeition c- CurrentLineStatus
L.AttachedVl <- AuthProcess

AttachValidation:
cage L.CyclePositionsLineStatus of

H-ook ingPer i heral g.
Not ifyingNkcp:

L.Lineflrapped <- true

other:
L.State ýc- Free
L.CyclePosition <- CurrentLineStatus
L.AttacheciVM <- AuthProcess

end
end
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exit: N"L.State
i f L.State - Attached

(L.State -AttachValldation

L.CyclePosition '-insetI
Hook ingPer ipheral s,
Not ifyingNkcpi)

then Free
else L.State-

end
N"L.Cyc IePosition

if L.Sta~te *Attached

(L.State -AttachValidation

L.CyclePositlon -.inhetI
Hook ingPer ipheral a,
Not ifyingNkcpl)

then CurrumtLineStatus
else L.CyclePosition

end
N"L.At tachedVfl

if L.State *Attached

(L.State -AltachValidation

L.Cycle~isition '-inset(
Hlook ingPer i heral a,
?Poti fyingNkcpf)

then AuthProcoss
else L.Attache~dVf1

end
N"L.L ineDropped

if L.State - Attat.hValidation
&
L.CyclePositioi, inset

Hook ingPeri-Ipheral a,
Noti fyingl~kcpl

then true
else L.LineDropped

end
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if L.State - Attached

L.Connection a Logon

L.Laddr - V.Laddr
then N"V.Dlsconnected a true
else N"V.Disconnected - V.Diuconnected

end
if L.State - Attached

-(L.Connect ion - Logan

V.Laddr - Laddr)

for some (U:hnreAddresu) In V.Users:
(U - L.Laddr)

then N"V.Users - Remove(V.Users,U]
else N"V.Users - V.Users

end

if L.State *Attached
then KernelCal led(Sendrlessage(DpProcess)I
else KernelCal led(Sendlleseage(N.Process)]

end
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LGO I i Network Process message. LOGON or DIAL request received

given: Laddr: LineAddress
At tevpteclCommand: AccessCategorV
Userld: VirtualMachineName
Reques tedSocLove I: Processhlan,

erro r on .w(ior some (L::LineEntrjj) in Linest
(L.Ladcir - Ladcir

L.State w Free

L.CyclePosition = Available))

act ion: if Oom inates (L. MaxSecl-ev. 1,Roque$sted~ecLee I I

Coiae(Rq td~cee,L.tlinSecLeve[1
then L.t/Retries i- a

L.#AwaitingHookg c- g
L.$tat. -c- Attech~alidation
L.Connect ion <- AttemptedCommand
L.CycfePosition <- ReadinitialPassword
L.AttaehedYM <- UseridL.RequestedSec~evel < - RequestedSec~evel
L.Lirte~ropped v- false
L.ttsg <- nil
KernelICal I I Senal~essage(

Readini tialPassword[L.Lacidr),
NetworkPt-ocess)]

elIse EndAccesssequence IL,
en~~~ Term ina IClIearancefli smatch]
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LGOL2: Network Process message (Retry of LOGON or DIAL)

given: Laddr: LineAddress
Userid: VirtualMachineName
ReciuestedSecLevelt ProcessName

entry: Tor some (L:LineEntry) in Lines.
(L.Laddr - Laddr

L.State - AttachValidation

L.CyciePosition - Retry)

act ion: if Dom ina tea H..llaxSecLev I. .Reques tedSecLevelI]

Dominates (RequestedSecLevel ,L.llnSecLevelI
then L.CyclePosition ýc- ReadinitialPassword

L.AttachedVM <- Userid
L. Reques teciSecLevel < - Raques tedSocl-eve I
KerneiCaI I(Sendflessage(

Readini tialPasswordtL.Laddr],
NetworkProcess)]

elsme EndAcceasSequence (L.
TerminaiClearanceMi umatch]

end

exit: N"L.CyclePosition
if Dominates(L.MaxSecLevel ,RequestedSecLevel J

Dominates(RequestedSecLevelL.tlinSjcLevel]
then Readlni tialPassword
else ReEnabiePending

en d
N"L.State "if Dominates(L.flaxSecLevelRequestedSecLevslI

DominatesERequestedSecLevsl ,L.MinSecLevel J
then L.State /* Attach~alidation *
else Free

end
N'L.AttachedV?1

if Dominates(L.MaxSecLevel ,RequestedSecLevel J

OominatesEReauestedSecLevel ,L.MinSecLeveI3
then Userid
else AuthProcess

end
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N"L.RequestedSec~eegl
if Oominatea(L.tMaxSecLoevl.Requ.5tgdS.cL.YegJ

&
Cominates[RequustsdSecLevel ,L.tlinSecLevel]
then Requeg tedSecLeve I
@Ise L. RtquestedSecLevei

end
N"PendirigRequestw

if DominatesCL.ilaxSecLeyel ,RequesL3dSecLevelJ

Dominates (RequestedSecLevel ,L.MinSecLevalI]
then Apoend (PendingRequests.Entryll
el se Append(PendingRequest*,EntrW21

end

if Dominates CL.MaxSec~ovel ,RoquestudSecLoveI

Dominates tRequestedSecLovel ,L.fMinF-cLoev.U
then Ke.-nulCal Ied(SendI~ossage(Notwr, KProcess)J
else KernelCal led(Sendt~ossagu(NetworkProcess)I

KernelCa IedESendllessage(NetworkProcsess)I
end

where Entryl c dsgjld - new(Messageld],
Kind a WriteAndReadLine,
Command - Undefined,
Responses - (cRespondont - NetworkProcess,

Text -nil.

State -NoResponse>b.
Entru2 c dsgld - neu(lessageld],

Kind . ClearLine,
Command = Undefined,
Responses - (Respondont - NetworkProcess,

Text -nil,

State -NoResponse~l>
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LGOL3: Ucoerid, password, and requested security level val idations

given: Laddr: LineAddress
Password: string

entry: for some (L:LlneEntrW) in Lines:
(L.Laddr - Laddr

L.State - Attach~alidation

L.CyclePosltion a ReadlnitialPassword)

action: if for some (D:DirectorWEntry) in UserDirectory:
(D.Liserld *L.AttachedVM

(L.Connection * Logan m
D.LogonPasswaord *Password)

(L.Connection - Dial *
.DlDalPassword *Password))

then /* perfor m scurity level checks */
if Dom inateacD.MaxSecLevslIL. RequastedSec~*eveI

Dominates CL.RequestgcjSecLeyel ,D.Mi nSecLevel I
then if for some (A:AccmssPasswordEntry)

in O.AccessPasswords:
(A.SscLoevs - L.RequestedSecLeveli

then L.CyciePosition 'c-ReadAccessPassword
KernelCallI SenciMessage(

ReadAccessPassword CL. Laddr],
NetworkProcess)]

else L.CyclePosition <-
Per formResourceChecks

end
else 1* security violation *

End~ccesaSequence (L. Secur i tyV 101 at i on]
end

else Retry CL]
end

160



9 December 1977 System Development Corooratlom
Authorization Process TM-6062/1 11/00

exit: N"L.CyclePouitlom
IL If for' some (DiOirectoryEntrW) In UserOirectory:

(O.Userld . L.AttachedVM
a
(L.Commection u Logan m

D.LogonPassword - Password)
a
(L.Connect ion a Dial a)

O.0ialPassword * Password))
them If Dominatesa(D.MamSecLevel,L.RequeetedSecLevelIl

a
Dominates (L.RequestedSecLevel ,D.MlnSecLeveI I
then If for some (AzAccessPasswordEntrW)

in D. AccessPasswor ds:
(A.SecLevel * L.RequestedSocLovel)

then ReadAccessPassword
el se Per formResourcaChocks

end

edelse ReEnablePending

else if N"L.#Retries - #MaxRetrles
then ReEnab I PendIng
else Retry

end
end
N"L.State
if (for some (D:DlrectoryEntry) in UserDirectory:

(O.Userld a L.AttachedVfl

(L.Cannection * Logan
& O.LogonPasuword - Password)

(L.Connection - Dial .>
O.DialPassword -Password))

-(Dominates CD. taxSecLevel .L.RequestedSecLevelI
S
Dominates (L.RequeetedSecLeve! ,D.MlnSecLeveIll))

N"L.NRetries * UtlvRetrios
then Free
else L.State

end
N"L.AttachedVM
if (for some (D:DirectoryEntry) In UserDirectorW:

(O.Userld w L.AttachedVll

(L.Connection ' Logan .

& O.LogonPassword - Password)

(L.Connect ion - Dial .>
O.OialPassword 4 Password))
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N'tL.#Retrie -, tffaxRetr lugthen AuthProCess
else L.AttachodYr1

end
N"L.#Retries
if -(4for some (DiDlrectoryEntry) In Uber-Olrector~i

(O.Userfd - L.AttechadVtl

(L.Conungction - Logan .

& D.LogonPahsword aPassword)

(L.Connection u Dial a>
0.01slPastword a Password)))

then L.UMetrie +u ' 1
else L.URetr leg

end
N"Pend ing~equests
if for some (M~ir ectory~ntry) In tUeerOirectory:

(O.tUserld - L.AttachedYfl

(L.Connection - Logan u

& D.LogonPohsword - Password)

(L.Connection . Dial .>
O.OialPassword - Password))then If Oominmates fl.flaxSecLeeg I,L. RequestedSecLeyeI I

Dominates CL.Requost edSecLevel ,D.linSecLevelI
then If f or some (A:AccessPasswordEntrW)

in O.AccessPasswords:
(A.SecLevei . L.RaqwestedSecLgevJ)

then Append fPendingRequesta,Entrylj
also PendingRequests

end
else Append[PendlngRequegts,Entry23

end
else of N"L.NRetries a NflaxRetriag

then Append (Pand ingRequests, Entry2]
else Append (PendingRequests, Entryj1]

end
end
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if for some (O:DirectoryEmtrW) in UserDirectory:
(D.Userld a L.AttachedVM

(L.Connection a Logan a>
D.LogonPassworcj - Password)

(L.Connect ion - Dial m
.D.ialPasgword - Password))

-then If Dominate* ED.MaxSecLeveg ,L.RequestedSecLseljI

Dom inates (L.RequestedSocLeve I OMinSecLevell
then it for some (A: AccesePosswordEn try)

in a.AccesssPasswords:
(A.SecLoevl 7 L.RequestedSecLevel)

thin KernelCald (Sendflessage(
Ne tworkProcess) I

end
else KernelCalled CSendllessage(

NotworkProcess)]
Kern iCa lied (Sendflssage(

NetworkProcess) I
end

else if N"L.4Retries a MMaxRetries
then KernelCalled (SendMessage(

NetworkProcess)]
Kern. Ca lied (endt~essage(

NetworkProcess)]
else KarnelCal led CSendflessage(

NetworkProcess)]
end

end

where Entryl - ciagid - neu(Me3sageld).
Kind - WriteAnclReadLine,
Command a Undefined,
Responses - lcResporident * NetworkProcess,

Text -nil,
State *NoResponse>lý,

Entry2 c lsgld - new(Mossageld].
Kind w ClearLine.
Command a Undefined,
Responses - IRespondent - NetworkProcess,

Text -nil,

State *NoResponse>l.
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'..GOL4: Perform access password checks

gjiven: Lacidr: LineAddress
Ac'ZessPasjword: string

entry: for some (L:LineEntry) in Lines:
(L.Ladcir - Laddr

L.State - AttachValidation

L.CyclePosi tion - ReadAcceesPaseword)

error on -(for some (O:Oirectory~ntry) in User~irectory:
(O.Userld - L.Userld

f or some (AlAccesePasswordEntry)
in O.AccessPasswords:

A.SecLevel - L.RequestedSecLeve I)))

action: if A.Password - AccessPassword
then L.CyclePosition <- PerformRe'jourceChecke
else KermelCal I(Sendflessage(

SecViol (L.Laddr,
L.AttachedVM,
RequestedSecLeve II,

OpProcess) I
Re try (L
end

end

exit.- N"L.CyclePosition
if A.Password AccessPassword

then Per formResourceChecks
else if L.flRetri-es + 1 - #MaxRetr ice

then ReEnablIePend ing
else Retry

end
end

N"L.#Retries
if A.Password .-- AccessPassword

then L.MRetries + 1
else L.#Retries

end
N"L.St ate -

if A.Password -,- AccessPasswoi-d

NtL.#Retrias - UlaxRetries
then Free
else L.State

end
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N"L.Attachedyfl
A if A.Paesword i AccessPassword

N"L.#Retr~ies - #MaxRetries
then Ai'*h~rocess

edelse L.AttachedVll
N'Pend ingRequests -

if A.AccessPassword - Password
then PendingRequests
else if N"L.#Retries - UtlaxRetries

then Append (Pending~iequlests,Entrylj

edelse Aopetd (PendingRequests, Entry2]
end

if A.Password . AccessPassword
then KernelCalled (SendMessage (OpProcess)I

if L.NRetries + 1 - #llaxRetries
then KernelCalled [Sendtlessage(

NotworkProcess) I
KerneICa lied (Sendtlessa-ge(

NetworkProcess, I
else KernalCal led(Sendflessage(

Ne tworkProcessj I
end

end

where Entryl <a csgid - newfllessageld),
Kind wClearl-ine,
Command - Undefined,
Responses - lRespondent a NetworkProcess,

Text -nil,

State -NoResponse>l>
Entry2 < l~sgId - neu(lessageld],

Kind - WriteAnciReadl-ine,
Command w Undefined.
Responses -(Respondent * NetworkP.-ocess,

Text *nil,
Stato NoResponse>i>
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LGOLS: Perform resource checks

given: L-:LineEntry in' Lines
O:DirectoryEntry in User~ire.-torW

error on ,,(O.Userld - L.AttachedVfl

Shut tirig~own)

action: If L.Connection - Logon
then if for all (N:NkcpEntryj) in CurrentNkcps:

N.Process -- L.RequestedSecLevel
then if MNkcps < #MiaxNkcps

then CreateNkcp EL. Reques tedSecLovelI
else EndAccessSequence EL, NoNkcp]

end
end
let (N:NkcpEntry) in CurrentNkcps:

(N.Process a L.RequestedSecLevel) in
if for all (V:VtlEntry) in N.Vtls:

V.VtlName .ý- L.AttachedVM
then KernelCall tCreateVM(L.AttachedVM.

N. Process)]
if OK

then ONrI <- ONt + 1
#Users <- #Users + I
N.Vfls <- Append[EN. V~s,

<VMlName-
L.At tachedVM.

Laddr - L.Laddr,
Disconnected - false,
Users - nl
Ilsg - nil>)

L.CyclePosi tion e- HookingPeripherals
el se EndAccesaSequence EL, NoV11

KernelCall ESendtlessage(
Purgel fAble,N.Process)]

end
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else let (V:VllEntry) in N.VMe;
(V.VMNama - L.AttachedVM) in

if Y.Oisconnected
then V.Laddr <- L.Laddr

V.Disconnected <- falIse
#Users <- #Users + I
KernelCall (Sendtlessage(

Re~irsctline L.Laddr,
N. Process],

NetworkProcess)]
KernelCall fSenciMessage(

ConnectedYMC (L]
N. Process)]

L.CyclePouition <-
Noti fyingNkcp

else Retry (L]
end

end
else if L.Connection - Dial

then if for some (N:NkcpEntry)
in CurrentNkcps:
(N.Process - L.RequestedSecLevel
for some (V:VMEntry) in N.Vlls:

(V.VMName -L.AttachedVM))
then KernelCall (Sendrlessage(

Re~irnctLine (
L.Laddr,
N. Process],

NetworkProcess)]
KernelCallI(SendMessage(

NewUser CL],
N. Processi]

L.CyclePosition <-
Not ifyirngNkcp

#Users <- #Users + 1
V.Users <c- Append[V.Users,

L.Laddr)
else Retry[L]

end
end

end
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LCOLG: Attach Oedicattd Devices

given: Laddr: LineAddress

entry: for some (L:LineEntry) in Lines:
(L.Laddr - Ladcir

L.Stat. - AttachValidation

L.CyclePosition - HookingPeripherals)

error on -,(for some (N:NkcpEntry) in CurrentNkcps:
(N.Process - L.AttachedProcess)

for some (D:DirectoryEntry) in User~irectory:
(D.Userld - L.AttachedVfl))

action:
for allI (A:Dedicated~eviceEntry) in O.tDedicatedl~evices:
if f or somec (B:URPOwnedDeviceEntry) in URPOwnedoevices:

(A.Raddr m B.Raddr)
then /* URProcess controls allocation *

if Dominates(B.MaxSecLeveiN.ProcessJ

Dominates (N.Pr-ocessB.tlinSecLevelJ
then KernelCall CSendilessage(

At tach (A. Aaddr ,N. Process).
URProcess)]

L.#AW3itingHooks <- L.#AwaitingHooks + 1
else L.flsg <- Concat(L.Msg,Unavail [A.Raddrl]

end
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else /* AuthProcess controls allocation /
let (fl:NonsharableOriveEntry) in Nonsharable~rivesi

(A.Raddr - B.Raddr) in
if EI.State - Available

Domninate's (B. MaxSecLeve I ,N. Process)

Dam inat'3s (N. Process, B. MlnSecLeyelIi

Dom in. tes (B. MaxSecLoel.IA. Vo SecLaeveI]

Oomima tes (A. Va SecLeve IB.MfinSecLeyelII

Dominates (N. Process,A.VolSecLevel]
then B.Access <- A.Access

if Write inset B.Access

A.VolSecLevel --- N.Process
then B.Access <- Remove(B.Accese.Writel

end

KernelCall (GrantAccess(
B. Raddr.
N. Process.
B. Access)]

if OK
then N.Attached~evices <- Append[

N. At tached~ev ices,
<Raddr -B.Raddr,
Access *B.Access>]

B.State <- AttachedroUser
B.AttachedProcess <- N.Process
L.flsg <- Concat(L.rlsg.

Avail (A.Raddr,Access)]J
eise L.tlsg <- Concat(L.Msg.

Unavai I(A.Raddrl)
end

edelse L.Msg <- Concat(L.Msg,Unavail (A.Raddr])
end
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LGOL7: Perform Links at Logon

given: Laddr: LineAddress

entry: for some (L:LineEntry) In Lines:
(L.Laddr - Laddr

L.State * AttachValidatlon

L.CyclePosition - HookingPeripherals)

error on -v(for some (N:NkcpEntry) in Currmntkc~ps:
(N.Process - L.AttachedProcess)

for some (O:OirectoryEntry) in User~irectory:
(D.Userld *L.AttachadYM))

act ion:
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LGCILSt Respo~nse to message to NKCP re new VM

given: VM: VirtualMachineName
Process: ProcessName
Laddr: LI neAddr esg

entry: for some (LzLineEntry) in Lines:
(L.Laddr - Laddr)

error on -(L.AttachedYMl a VI

L.State - Attach~alidation

L.CyclePosition a NotifyingNkcp)

action: if Responded(Process]
then L.State <- Attached

L.CyclePosition <- Attached
if L.LineDropped

then KernelCall (SendMessage 4
ClearLine CL.LaddrJ.
NetworkProcess) I

end
else if for some (N:NkcpEntry) in CurrentNkcps:

(N.Procpss - Process)
then if L.Connection a Logon

then KernelCall (SendMessage(
NewOrConnectedVMEl [,
N. Process)]

else KernelCall (SendMessage(
NewUser (LI.
N. Process) I

end
else if L.Line~ropped

then KernelCallI SenciMessage(
ClearLine(L.Laddr),
NetworkProcess)]

L.State <- Free
else L.CqclePosition <-

Per formResourceChecks
end

end
end
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Oxitt N'L.State
if Responded(Pr~ocuugJ

then Attached
else If for all (NiNkcpEmtpry)

In CurrantNkcps:-
(N. Process Pro p-oess)

L.L IneDropped
them Free
else L.State

and
end

N'L.CycleF'osition
If Responded(Pr-ocese]

then Attached
else if for some (N:Nkcp~ntry)

in CurrentNkcps:
(N.Processg Process)

L.Lime~ropped
then L.CuclePouition
els~e Per formlResourceChecks

endK end

if Responded (Process)
then Kern. ICal led (SendMessage (NetworkPr-ocess),]
else if for some (N:Nkcg)Entry) In CurrentNkcps:

(N.Proc.,s - Process)
then Kern. ICal led (SendMessage (N.Process)J
else if L.Lin;Gropped

then KernelCal Ied(SendMessage(
end NetworkProcess)]

end
end
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NKCP1: Disconnect

given: Process: ProcessName
VrI: VirtualMachimeName
Lac'-,'.: LineAddress
LineAction: string

error an -.(for some (N:NkcpEntry) in CurrentNkcps:
(N.Procsss u Process)

for some (LiLineEntry) In Lines:
1L.Laddr - Laddr))

action: if for some (V:VtlEntry) in N.VMs:
(V.VMlName a VII

V.Laddr - Laddr

V.Oisconnected mfalse)
then N.V.Disconnected <- true

if LineAction v 'hold'
then Kerne ICallI(Sendrlessage(

Re~irectL ins (L.Laddr,
AuthProcess],

Ne tworkProcess) I
else KernelCall (Sendriessagef

C IearL Inoe[L. Laddr] ,
NetworkProcess))

end
L.State <- Free
L.CyclePoeition <- ReEnablePonding
#Ulsers ýc- #Usfers I

else /* ignore *
end

exi!t.: N"L.State
if for some (V:VtlEntry) in N.Vt's:

(V.VrIName - VII

V.Laddr a Laddr

-V.01 econnected)
then Free
else L.State

end
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N"L.CycloPositlon
If for somec (VsVMEntry) In N.Wlet

(V.VMName a VM

V.Laddr a Laddr

ftV.Oi sconnected)
then ReEnab IePand Ing
else L.CyclePosition

and
N"~eeif for some (V:VMEntry) in N.VMs:

(V.YMName - VM

V.Laddr - Laddr
&
-.V.Oi sconnected)

then #Users - 1
else #Users

end
N"Pend ingRequests-

if for some (V:VflEntry) in N.VMs:
(V.VMName a VM

V.Laddr a Laddr

,vV.Oi sconnected)
then Append (PendingRequests,EntryJ
else PendingRequests

end
if for some (V:VMEntry) in N.VMs:

(V.VMName a Ytl

V.Laddr - Laddr

.V.Oi sconnected)
edthen N"V.Disconnected - true

KernelCalled CSendrlessage (NetworkProcess)]

where Entry <tisgid aneuwtiessageld],
Kind *if LineAction - 'hold'

then ReOirectl-ine
else ClearL-ine

end,
Command a Undefined,
Responses ( Respondent - NetworkProcess,

Text *nil,
State *NoResponse>l>
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NKCP2.: Logoff

given: Process: ProcessName
VMt VirtualMachineName
LineAction: string
ReasonForLogof ft Logof tReasons

error on -.(for some (N:NkcpEntry) in CurrentNkcps:
(N.Process m Procuss

for some C(t:flEntry) In N.Vtle,
(V.VMName - VMf))

ac t Ion: Kerne ICal I I Des troyVM (V. VtName) I
i f OK

then NUsers <- #U~sers - 1
#VMS <- #VMS - 1
if V.D1sconnscted

then case ReaeonForLogoffiLogoffReasons of
UserCho ice:

error

Forceds
KernelCallI Senclteusage{

ForceciLogoff (V.VMNameJ.
OpProcuss)]

Disconnected:
KernelCal I SendfleSSage(

01 sconnLogoftfIV.VMNameJ,
Opprocesu) I

and
else if LineAct ion a 'hold'

then KarnelCall CSendulessage(
Ae~irectl~inel

V. Laddr,
AuthProcesal,

NetworkProcess)]
else KernelCal I(Sendt'essage(

ClearL ine CV. Lacidri
NetworkProcess) I

end
L.State <- Free
L.CyclePosition <- ReEnablePeriding
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case ReasonForLogoffiLogof fReasoms of
UsearCho i ce

KernelCall (Sendiressago(
Logoff (

V. VtName,
V.Loddr,
#Users),

OpProcess))

Forcedt
KernelCall (SendMessage(

ForcedLogof IY. VMName],
OpProcess) I

Dl sconnec ted:
error

end

for all (U:LineAddress) in V.Users:
Kern. ICallI(Sendllessage(

C Ilearl. inoU W,
N. tworkProcess) I

KernelCal I Sandtlessage(
Dr opped (V. UJ
OpPrnces..)]

#Users <- #Users - 1
let (Lins:l-insEntrW) in Lines:

(Line.Laddr - U) hi
Line.State <- Free
Lirue.CyclePosition <- ReEnablePending

VMS <- RemoveCYVMaY]
KernelCall CSendillssags(

Sys tenResourceUse (N.Prcs,YM],
AcntProcess) I

else Kern. ICal I[Sendflessage(
VMNot~ostroyed (VMI.I
N. Process) Y~

end

exit: N"#tlsers
if DestroyedVtI

then #Users - C"V.Users -1
else #U~sers

end
N"#VIMs

if OestroyedVtl
then #VMS- 1
else #VMS

end
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N"N. VM*
If DestroyedVfl

V .Oguconnected
then Remove (N. VMs, VI
else N. VMs

end
N"PencilngRequests

If OestroyedVM

V. Disconnected
then if LineAction - 'hold'

then union of(
Append (Rend ingReques ts.,En tryil
set: for all W:tLineAddress)

in V.Ussrs:
En try2)

else union of(
Append (RendingRequests, Entry2],
sett for all (U:LlneAddress)

in V.Users;
En tryZ)

end
else PendingRequest.

end
for all (U:LineAcjdreus) in Y.Users:

for some (Line:LineEntry) in Lines:
(Line.Laddr - U

N"Line.State a Free

N"Line.CyclePosithon - ReEnabiePending)

KerneiCal led(DestroyVM(V.VtlName)I
if DestroyedVM

then if V.Opsconnected
then Kern, iCal led (SendMessage (OpProcess)I
else KernelCal led(SendMessage(wpProcess) I

KernICa lied (SendMessage(
NetworkProcess)]

Kern, ICalled (SendMes sage(
NetworkProcess)]

Kern i Called (SendMes sage(
AentProcess) I

for all (U:LineAddress) in V.Users:
(Kernel Called (SendMessage(

No tLorkProcess) I
Kerne (Called (SendMessage(

NetworkProcess)]
else KernelCal ledtSendflessage(N.Process)]

end
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where Entryl <Masgid a now(Messageld],
Kind a ReOirectLine,
Command a Undefined,
Responses - (Respondent a NetworkProcess,

Text - nil,
State u NoR ;ponse>l>Entry2 . <Msgid - neu(Messageld],

Kind - ClearLine,
Command - Undefined.
Responses - (Respondent . NetworkProcess,

Text - nil,
State - NoRespan~e>l>
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Dpi: Autotog

given; Userid: YirtualMachineName
RequestedSecLevel: ProcessName
Password: string
AccessPassword: string

error on -(for some (O:DirectorWEntry) In UserDirectory:
(O.Userld - Userid

O.LogonPassworci - Password

Dominates (0.MtaxSecLevelI, Fleques tedSecLevelI]

Dominates tReque~stedSecLevel ,OjlinSecLevelI

D.1pl~efinied - true

f or all (A:AccessPasswordEntry)
in 0.AccessPasswords:

((A.SecLevel - RequestedSecLevel) ->
(A.Password - AccessPassword)))

ShuttingDown

#VMS < #rlaxVMSJ

action: if for all (N:NkcpEntrW) in CurrentNkcps:
(N.Process -- RequestedSecLevel)
then if flNkcps < flMaxNkcps

#VMs < #MaxVfls
the- KernelCall (CreateProcess(

AddressSpaceS ize,
CodeSize, Code)]

if OK
then AddNkcpToSett

RequestedSecLuve I]
eise KernelCail ISendtlessage(

NoNkcp,OpProcess)]
ex ;t

end
else KernelCal I Sendllessage(NoNkcp,

O3F~rocess)]
eit

end
end
let (N:NkcpEntry) in CurrentNkcps:

(N.Process - RequestedSecLevel) in
KernelCallI (CreateVM (User Id. N. Process) I

179



Authombrizto Pro77 System Development Corporation
AuthriztionProessTM-6062/1 11/00

i f OK
then #VMe <- #VMs + I

#Users <- #Users + 1
N.Vts <- Append(N.VMs, <cVM~Name -Userid,

Laddr ??
Disconnected - true,
Users - nil>]

KernelCall rSendrlessage(
Au to log(Wser IdN. Process],
OpProcess)]

/* AttachDevices(N.D]
PerformLinks[N,D] 1

KernelCall (Senctiessage(NewVM(] ,N.Process)J
else KernelCall (Sendrlessage(NoVllSpaceOpProcess)J

KernelCall (Sendflessage(
Purgel fAbleN.Process)J

end
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UR2 and 0P2i Map user id

given: Userid: VirtualMachineName
Requester: ProcessName

entry; Requester inset (OpProcess, URProcessl

action; If for some (N:NkcpEntry) in CurrentNkcps:
for some (V:VMEntry) in N.VMls:

(V.VMName - Userid)
then KernelCall CSendflessage(Userldllapped(

User Id, N.ProcessJ,
Requester))

else KernelCall CSendMessage(UserldtlappedE
Userid, nil],
Requester)]

end

exit: KernelCal ledtSendflessage(Requester)I
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0P4b: Detach of shared device (by operator)

given: Racldr: DeviceAddress

entry: for some (S:Sharable~riveEntry) in SharableDrives:
S.Raddr a Raddr

action: case S.Stý,te:SharableDriveStatus of
Available:

KerneiCat I SendMessage(
Ce tached (S. Radd-].
OpProcess)]

Of fLine:
KernelCall (SenciMessage(

0Of flL ine ES. Raddr]
OpProcess)]

At tachedToSys tee:
if for sonme (M:Ilini~iskEntry) in Mini~isks:

(N.ContainingVolume - S.lounted~olume

.-Emp ty (I. ProcessL inks]i
then Kerne!CallI(Send~lessage(

NotCurrent Iyoietachab e[S. Radcir],
OpProcess)]

else Ker.-,etCa~l(!s~eviceRefeasable(S.Raddr)]
if OK

then KernelCaill(Release~evice C
S.Raddr)]

i f OK
then KernelCall[

SendMessage(
Oetached(S.Raddr],
OpProcess) I

S.State <- Available
let (V:SharedVolumeEntrV)

in SharedVolumes.
(V. Mounted~evice

S.lountedVolume) in
V.State <- NotMounted

else KernelCalll
SendMessage(

Not~etached £
S.Raddr],

OpProcess)]
end
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esie KernelCall (Sendflussage(
NotCurrent lUDetachablef

S. Raddrl,
OpProcems)]

end
end

end

exit: N"S.State
if S.State - AttachedloSystem

for all (?1:!ini0iskEntry) in MiniDisks:
(M.Cont~ining~olume m S.flountedVolume -

Empty UI.CurrentL inks])

Device! sRelemsable

0ev iceRe Ieased
then Available
else S.State

end
if S.State - AttachedroSystem

for all (l1:fini~iskEntry) in fliniDisks:
(M.%ontainingVolume . S.ilountedVolume -

Emp ty(ff. Curren tL inks])

Dev ice! sReleasable

0ev iceRe leased
them for some (V:SharedVolumeEntry) in SharedVolumes:

(V.tlounted~evice - S.tlountedVolume

N"V.State -NotMounted

N"V.Mounted0evice - nil)

KernelCal led(SendMessage(OpProcess).J
if S.State a AttachedToSystem

then if for all (M:MiniDiskE.'iQry) in MiniDisks:
(l1.ContainingVolume a S.llountedVolume -

Emp ty(f. Cur ren tLinka.3
then KernelCal led(IsDeviceReleasableI

if DevicelaReleasable
then KernelCal led(Relsase~evice]

end
end

end
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DP4a: Detach of nonshared device (by operator)

giiven: Raddr: DeviceAddress

entry: for some (NSiNonsharableOriveEntry)
in Nomsharab I Ori yes:

NS.Raddr - Raddr

action: case NS.State: DriveStatus of
Of fLinet

KernelCall tSendflessage(
OffLine(NS.Raddr],
OpProcess)]

Os tachPend ingt
/* ignore *

Available:
KernelCall (SendMessage(

Detached (NS.Raddr],
OpProcess)]

AttachedToUser:
KernelCall [SendMessage(

Rel incquishOevice(NS.Raddr],
NS.AttachedProcess)]

NS.State <- DetachPending
end
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exit: N"NS.State
if NS.State - AttachedToUser

then OetachPend ring
edelse NS.State

N"PendingRequests a

if NS.State - AttachedToUser
then Append (PendingRequestsEntry)
else PendingRequests

end

if NS.State - AttachedToUser
then KernelCall (Sendifeusage(NS.AttaclhedProcess)I
else if NS.Stats Inset (OffLine, Availablel

then KernelCalled (Sandtlessage(OpProcess)]
end

end

where Entry < Msgld . new(Messageld],
Kind a Relinquish~evice,
Command - OETACH.-RAIJOR,
Responses * (Respondent - NS.AttachedProcess,

Text -nil,

State -NoResponse>1>
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OPSa: Vary (both online and offline) of shared device

given: Raddr: DeviceAddress
Parameter: string

entry: for some (SiSharablOrlveEntry) in SharableOrives:
S.Raddr - Raddr

error on Parameter .inset V'online, 'offlIne')

action: if Parameter - 'online'
then error on S.State .- OffLine

S.State <- Available
KernelCallSendMessage(

OnLineCS.Raddr),
OpProcess)]

else /* parametmr = 'offline' */
error on S.State .. AttachedToSystem
S.State <- OffLine
KernelCall[SendMessage(

OffLine[S.Raddr]J
OpProcess)]

end

exit: N"S.State
if Parameter - 'online'

then Available
else OffLine

end

KernelCalled(SendMessage(OpProcess)I
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OP`b: Vary (both online and offlins) of nonshared device

givent Raddr: OeviceAddress
Parameter: string

ontry: for some (NS:NonsharableOriveEntry)
in NonsharableUrives:

NS.Raddr - Raddr

error on Parameter ftinset l'online', 'offline'l

action: if Parameter - 'online'
then error on NS.State -a OffLine

NS.State <- Available
KerrelCall[SendMessage(

OnLine(NS.Raddrl,
OpProcess)]

else /* parameter - 'offline' */
error on NS.State ~inset (OffLine,Available)
NS.State <- OffLine

KernelCall(SendMessage(
OffLine(NS.Raddr],
OpProcess)]

end

oxit: N"NS.State
if Parameter - 'online'

then Available
else OffLine

end

KernelCalled (SendMessage(OpProcess)I
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OrGa: QUERY, with parameters:
DASO
LINES
GRAF
ALL
NAMES
USERS with no further parameter

entry: true

action: use table information to create message
KernelCall(SendMessage(info.OpProce5s)]

exit. KerneICal Ied[SendMussage(OpProcess)]
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DP~b: QUERY, with parameters:
r addr
SYSTEMI raddr

giiven: Raddr: DeviceAddress

e'rror on -Ofor some (S:Sharable[)riveEntry) in SharableOrives:
(S.Radcir - Raddr)

for some (NS: NonsharablI Or iveEn try)
in Nonsharable~rlveh:

(NS.Raddr - Raddr))

action: use table information to create message
KernelCal I Senotlessage(Info.DpProceus)I

exi t: KernelCal Ied(Sencl~lssage(OpProcess)]
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OP~e: QUERY, with parameters:
USERS user Id
user Id

given: Userid: Virtuail~achineName

entry: true

action: if for some (N:NkcpEntry) in CurrentNkcpu:
for some CV:VtlEntry) in N.YMu:

V.VtlName - Userid
then use table Information to create meusage

KernelCall CSenciflesuage(lnfoOpProceas)]
el se Kerne iCalII Sendflessage (NoSuchUser [Uteri dl,

OpProcess)]
end

e x t: KerneilCal led[Sandtlessage(fOpProcese)l
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0P7t LOCATEs-RADOR

given: Radctrz DeviceAddress

entry: for some Ns:Nor'eharable~riveEntrW)
in NonsharablI sr ivest

NS.Raddr -Raddi-

actions if NS.Statg AttachedToUser
then KernelCall (Sendflessage(

Locate(NS.Raddr),
N. Process) I

else KernelCall tSendtlessageli
0ev iceNlotOned CD. Raddrl.
OpProcess) 3

end

exit: N'PendingRequests
if NS.State - AttachedToUser

then Append (PendingRequests,
dil~sgld aneu(Messageld).
Kind *OpRequest,
Command w LOCATE.-AOOR,
Responses -

ýcRespondent - NS.AttachedProcess,
Text *nil.

State *NoReuponue>)J
else PendingRequests

end

if NS.State a AttachedToUse'-
then KermeiCal led(Send~iessage(NS.AttachedProcess)I
else KernelCal led(Sendllessage(OpProcous)I

end
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oP8: Shutdown

entry: true

action: ShuttingDown <- true

exit: N"ShuttingOown u true
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I P3: Attach (nonsharable disk drive) Device

given: Raddr: DeviceAddress
Process: ProcessName
Vo ISecLevel: ProcessName
Access: set of Accesstlodes

entry: for eome (NSsNonsharable~riveEntry)
in Nonsharable~rives:

(NS.Raddr - Raddr)

error on %,d(for some (N:NkcpEntry) in CurrentNkcps:
(N.Process - Process

for alt (A:Attached~eviceEntry).
in N.Attached~ev~ces:

(A.Raddr -a Raddr)

NS.State - Free

Domimates [N.Process,VolSecLevel]

Dom ina tes (NS.MtaxSecLeve I N. Process]

Domi nates (N.Process,NS.li nSecLevelI]

Dam ina tee (NS.MtaxSecLevelI,Vo ISecLevel]

& ominates (VolSecLevel,NS.MinSecLevell)

-Emjpty (Access]

Shutting~own)
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action: NS.Access <- Access
if Write Inset NS.Access

VcalSecl-svel ,. N.Process
then NS.Access -c- Remove(NS.Accesa,Writej

end
if Empty(NS.Access)

then KernelCall (SendMessage(
NoAccess tNS.Raddr,N.Processj,
OpProcess)]

else KernelCall (GrantAccess C
NS.Raddr,
N. Process,
NS.Access))

if GrantedAccess
then KernelCall (Sendflessage(

Attached (NS.Raddr],
N.Process) 3

KernelCall (SendMessage(
At tached(C

NS. Raddr,
NS.A~tachedProcesos],

OpProce is)]
NS.State <- Attached
NS.AttachedProcess <- N.Process
N.AttachedDevices <- Append[

N. At tacl-"ýdDev ices,
<Raddi- NS.Raddr,
Access aNS.Acce3s>]

else KernelCall CSendflessage(
Canno tA t tach C

NS.Raddr,
N. Process],

OpProcess)]
end

end
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eid tt N"NS.Acceus
if Urite inset Access

VoISecLevel vo N.Procegs
then Remove (Accese,.Jr itel
else Access

end
N"NS.State

if -Empty fN"NS.Accesul

Grin tedAccese
then Attached
else NS.State

end
N"NS.AttachedProcess

if -Empty [N"NS.AccesIl

Gran tecAccess
then N.Procesu
else NS.AttachodProcess

end
N"N.At tachedflevices

if -mtINSAces

CpantedAccess
then Append (NS. At tacheci~ev ices.

,cRaddr NS.Raddr,
Access aNS.Accegss.j

edelse N.Attachecjoevicu.

if Empty (NONS.Access)
then KernelCal Ied(SendflegssgefOpProcess))
else KernelCal led (G.-antAcc 9 a)

if GrantedAccess9
then KernelCal led(Sendilessage(N-Proc

5559))K'erne ICa Iled (Sendfiessage (OpProcess) 1
edelse Kerne(Cal led (Sendliessage (OpProcess)I

end

endS



9 December 1977 System Cevelopment Corporation

Author izat ion Process TM-6862/1 11/80

U91 t URProcess request: need Nkcp

given: Requ.estedSecl-eveI: ProcessName

Racldr: Div IceAddress

entryi true

error on for all ID:URPOw.nedfleviceEntry) in URPOwnedDev icost
O.Raddr -a Raddr

action: let (D:URPOwnedDeviceEntry) In URPOwnedDevices:
(D.Raddr a Raddr) in

if for some (N:NkcpEntry) in CurrentNkeps:
(N.Process * RequestedSecLevel)

then KernelCall CSendMesuaga(
AcidedNkcp (N.Process,.D.Raddr],
URProcess)]

else If Dominates WOflaxSecLevel ,RequeeutedSecLuvel]

Domlintes(RequestedSecLevel ,D.llinSez~evel]

#Nkcps c N#laxNkcps
then KernelCall CCreateProcess(

AddressSpaceS ize,
CodeSize, Code)]

if OK
then AddNkcpToSet tRequestedSecLeve I]

KernelCall fSend~lessage(
AddedNkcp (

RequestedSecLevel,
D.Raddr],

URProcess)]
else KernelCall (Sendtlessage(

CannotAddNkcp (
RequestedSecl-eve I,
D.RaddrJ,

URProcess)]
end

else KernelCall (Sendfleuuage(
CannotAddNkcp C

RequestedSecLeve I,
D.Raddr],

URPr oce s I I
end

end
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exit: N'UfNkcps
if for all (NiNkcpEntry) In CurrentNkeps:

(N.Process -,- RequestedSecLayel)

Dominates (D.MaxSecLoevl ,RequustedSecLoevlI

Dominates(RequestedSecLevel .O.tlinSecLuvul]

#Nkcps 4#flaxNkcps

CreatedProcess
then #Nkcps + 1

edelse UNkcps

N"CurrentNkcps -
if for all (N:NkcpEntrW) in CurrentNkcps:

(N.Process -.a RequestedSecLevel)

Dominates (D.tlaxSecLuvgl .RequestedSecLsvelI
&
Dominate. (RequestedSecLevel ,.tlinSecLevelI

UNkcps 4#MaxNkcps

CreatedProcess
then Ap'pend (CurrentNkcps,En try]
else CurrentNkcps

end

if for some (N:NkcpEntry) in CurremtNkcps:
(N.Process - RequestedSecl-evel)

then KernelCal tedtSendflessage(URProcess)I
else if Dominates(D.MaxSecLevel.RequestedSecLevelI

OominatesCRequestedSecLevel ,O.flinSecLevelI

#Nkcps < MaxNkcps
then KernelCalled (CreateProcess]

if CreatedProcess
then Kern. iCal led (SendilessageC

URProcess)]
KernelCalled (SendMessage(

OpProcess)]
Kern. iCa lied (SendMessage(

URProcess)]
else KernelCal led(Sendllessage(

URProcess)]
end

else KernelCal led(SendMessuage(URProcess)I
ed end
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where Entry • Process a RequestedSecLevel,
VMi a Empty,
AttachedOevices - Empty,
Links - Emptj>
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suRcc Lfldrcd response to device attachment request(atc

Givens Raddcrs DeviceAddregs
Process' Proce~ss~aps,IJJCICri L IneAdressg

error on -(4for some (A:URPC~wnedr)ovlc@EntrV) In URPOwnedoy ices,
& (A.Racicr w Raddr)

for oomo, (NiNhcp~mt,.y) In CurruntNkcps:
a (N.rcsa Process~)
for tome (Li~neEntriV) In Lines,

(L.Larjdr Lecldr

aL.CWOjc~Ieoeii 0 - HookingPeri.pherals

4.. ~~L.OAueitingHook, 
. )

ac t ion: L. Ow i t I ngooks ~- L.Nwaleitngl-ook,
L Mog - - Comcet CL. Meg. Ave I I(A Radr] IjT VNot i tenqNkcptl)
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exit: N"L.Otwaltingl-ooku - L.#Awa itIngHooks
N"L.Ilsg ConcatCL.tleg.AvaiI CA. Raddr]l
N"L.CyclePosition a

If N"L.AwatitngHooke u 8
then Noti fylngNkcp
else L.CycloPosition

endN"Pend ingRequests
If N"L.#AwalitngHooke a 8

then Append (Pend ingRequesto, Entry]
also PendingRequests

end

If N"L.AwaitingHooks a 9
then If -.L.Line~rapped

then KernsiCal Ied(Sendfleshage(
NetworkProce es) I

end
KernelCa lied (Sndllessage (N.Proceus) I

end

where Entry a cilgid - neuwflessageld],
Kind - NewVM,
Commend w Undefined,
Responses a Rospnndent a NetworkProcess,

Text anil,
State aNoResponse~l>
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UR3bi URProcess reeponse to device attachment request (attach
fai led)

given: Racichiv DeviceAddress
Process: PeocessNams
LadcIrt LineAddress

error on -w(for some (A:URPOwmeci~eviceEntry) In liRPOuned~ev Ices:
(A.Raddr a Raddr),

for some (N:NkcpEntry) In CurrentNkcpot
(N.Process a Process)

for some (L:LlneEntry) In Linest
(L.Laddr w Laddr

L.State u Attachsalidation

L.CyclePosition - HookingPeripherasi

L.NOuaitingi-ooks > 8))

act ion: L.UOwaitingHooks <- L.#Awei tingHooks 1
L.Msg 'c- Concat[L.fMsg,Unavail ~ARaddr~]
TryNot ifyingNkcp[L]
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axitt N"LUOwaitingHooks a L.Aueltlfl Hooks 1
N"LJMsq m Corncat(L.tMeg,UmyiVl I 1~Raddr])
N"L.C~jcltPosltlon

If N"L.AwaltiflgHooks w 0
thenm Not ifyimgNkep
else L.CyclePos~tIofl

end
N"PemclimncRecquests

If N"'L.UAwaltirn Hooke a a
them Append tgendingRequests,Efltryl
vsla PandIngRequuets

end

If N"L.AalJOtingHooks u 8
then If -L.Line~ropped

then KernelCal iedt5emdrIessaget
N. tworkProcess ))

kern. Cal lid(Sendfleesage N.Proceuu)I
and

where Entry 4logid m neiwiMssogt~d),
Kind - NewVti,
Commang~d * Undefined,
Responses l Respondent * NetworkProcess,

Text M il,
State *NoResponsevI'
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NKCP3t Drop User

givem: Process: ProcessName
VM: VirtuelMachineName
Lacidr: L ineAddress

error on .( for some (NiNkepEntry! in CurrentNkcpst
(N.Procuss - Process

for some (ViYMEntry) In N.VMu:
(V.VMName a VM

for some (U:LlneAddress) In Y.Usersa
U - Laddr))

for sot~te (L:LineEntry) In Linest
(L.Laddr s* Laddr

L.State a Attached

L.Connect ion - Dial

L.AttachedVtl a Vtl))

action: L.State <- Free
L.CycloPositlon <- ReErnablePanding
Ker-nelCallI(Serciflssage(ClearLlne LL.Laddr],

NetworkProcess)]
KerneICcilI(SendMessage (Dropped CVt',UW

OpProcess))
N.V.Llsers <c- Remove (N.V. Users, U1
KernelCall (Semdtlessage(

SyC temResocurceUse(N. Process, Vtl]
AcntProcess)]

exit: N"L.State a Free
N':L CyclePosition wReEnablePending
N N.V.Users a Remove(N.V.UsersU]
N'F'vnd ingRequests a Append (PendingRequests.

<Msgld anew(Meseageld).
Kind *ClearLine,
Command w Undefined,
Responses - lRespondent w NetworkProcess,

Text nil,
State aNoResponee"b']

Kernc Ca lied (Sendilessag(NetworkProcess)]
Kernel Called (SendMessage (OpProces.)]
KernelCalled (SendMessage (AcntProcess)I
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NTLJK3: Link password received

given: Process: ProcebsName
Passwiord: string
Requester. VirtualMachineName
Laddr: LineAddress
User: VirtualliachineName
Mini0isk: !liniDiskName
ReqlAccess: LinkAccess

entry: for some (L:LineEntry) in Lines:
(L.Laddr - Laddr

L.State - Attached

L.CyclePosi tion - ReaiLinkPassword)

error on v.(for some (N:NkcpEntry) in CurrentNkcps:
(N.Process - Process))

ac t ion: KernelICall (Sencilessage(
Re~irectLine (L.Laddr.N.Process],
NetworkProcess)]

L.CyclcPosition <- Attached
let (0:DirectoryEntry) in User~irectory:

(0.Userld - User) in
if U.LokPassworo Password

then let (M:ilini~iskEntry) in Mini~isks:
(M.tiOName - MIlni~isK) in

let (V:Shared~olumeEntry) in SharedVolumes:
(V.Volume - M.ContainingVolume) in

if V.State - Mounted
then let (S:SharableDriveEntry)

in SharableOrives:
(S.Raddr -a V.Mounted~evice) in

if S.State - AttachedToSystem
then /* WHEW! everything is OK

to actual ly process the
link request *

let (AACL-Entry)
in tl.AccessControlList:

(A.User - Requester) in
Exam ineL inkAccess (N, 11

ReqAcce sal
else NoL ink (0ev iceNotReady]

end

en else NoL ink [Vol umeNo t~oun ted]

else NoLink[1IllegalPassword]
end
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maicro NoLinkfReason]

KernelCall[ Sendtle-sage(
CannotLink I

Requester, User,
Laddr,flini~i ek,
Reason],

N.Process) 3
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macro Exam ineL inkAccess EN: NkcpEn try in CurrentNkcps,
rl:linioiskEntry In Ilin!Disks,
Access:LirlkAccess]

case Access:-LinkAccesg of
R:

if for all (C:.ProcessLinkEntry) in M.CurrentLinks:
Write -inset C.Access

then Link(IReadl]
else NoLink (Previous~riteLink]

end

lHR:
Link( ineadl]

w:
if Write inset A.Access

then if Empty(M.CurrentLinks)
then Link (ll.JitelJ
else No~ink(Preyious~.inkJ

end
else NoLinktNoWri tePermissio-i]

end

LJR:
if Write inset A.Access

then if Empty(M.CurrentLinks]
then Link ((Writell
else Link ((Read))

end
else /* choices: LInk ((Read1]

NoL.inktNoWritePermissionJ ]
NoL ink [NoWri-itePerm issi on]

end

if Write inset A.Access
then if for all (C:ProcessLinkEntry)

in f1.CurrentLinks:
Write -,inset C.Accmes

then Link((Writall
else NoLink(PreviousWri teL-ink]

end
else NoLink(NoWri teParmission)

end
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4 MR:
if Write inset A.Acceso

then If for all (C:ProcessLinkEntrW)
in M.CurrentLinks:

Write -inset C.Access
then Link(lWritel]
else Link[IlReadl]

end

else /* choices: LinkElReadl]
NoLink(NoWriteParmissionJ */

NoLinkCNoWritePermission]
end

MW:
if Write inset A.Access

then LinkUlWritel]
else NoLink(NoWritePermission]

end
end
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macro Link(Access:sot of AccessModeu] a

/* given: N:NkcpEntry in CurrentNkcps
M:Mini~iskEntry in MinlOisks */

if for some (C:ProcessLinkEntry) in M.CurrentLinks:
C.Procoss . N.Process

then /* process already has a link to this mlnidisk:
increase rights if necessary */

let (NC:hDLinkEntry) In N.Links:
(hC.MDName - M.MDName) in

if Access -a C.Access
then if Read inset Access

&
Read -inset C.Access
then /* in first cut of system,

all links include read
permission: should never
get here */

KernelCall[GrantAccess(
N.Process,M.MOName, IReadi)]

if OK
then C.Access <- Append(

C.Access,Read]
NC.Access <- Append[

NC.Access,ReadJ
else NoLink[NotOKJ

end
end
if Write inset Access

Write -inset C.Access
then KernelCall(GrantAccess(

N.Process.M.MOName. Iiritel)]
if OK

then C.Access <- Append[
C.Access,Write]

NC.Access <- Append(
NC.Access,Write]

else NoLink(NotOK]
end

end
else /* not necessary to increase rights

then why did NKCP ask for it?? */
end
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else KernelCall(GrantAccess(

if OK N-Procese.M.MDName.Access)]
then M.CurrentLinks <- Append(

M.CurrentLinks,
ýcProcsss N.Process,
Access Access>]

N.Links <- Append(
N.Links.
cMDName - M.MDName,
Access - Access>]

else N*Link(NotOKI
end

end
KernelCall(SendMessagel

LinkSt3tUS(N],
N-Process)]
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NKCP4s Link (with password)

given: Process: ProcessName
Requester: VirtualtlachineName
Laddcr: LineAddress
User: VirtualMachineName
flini~isk: fllni~iskName
ReqAccess: L inkAccess

error on Shutting~own

Empty (ReqAccess]

action: if for some (N.:NkcpEntry) in CurrentNkcp-t:
(N.Process - Process

for some (E:VtlEntry) in N.Vils:
(E.YMName . Requester))

for some (L:LineEntry) in Lines:
(L.Laddr a L addr

L.State a Attached

L.CyclePouition w Attached

&

L.AttachedVM * Requester)

for some (O:DirectoryEntry) in User-Directory:
(O.Userld - User
a
for some (KMilLinkEntry) in O.Links;

(K.tlOName - Ilini~isk))

for some (M:MiniDiskEntry) in MiniDisks:
(M.MOName - MiniDisk)
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for some (A:ACLEntry) In M.AccesoControlLlst:
(A.User - Requester-

Dom ina tee tProcessi.M.SecLoevi I

(LWriteAccess~eques ted -
Process - M.SecLevel))

then /* it's legal: now check
for resource availability e

if for some (V:SharedVolumeen~try)
in SharedVolumes:

(V.Volume - il.ContainirngV~lume

V.State a Mounted

for some (S:Sharable~riveEntry)
in Sharable~rives:

(S.Raddr - V.Mountsd~evice
&
S.State a AttachedToSystem))

then /* resources are available:
ge the link share password *

KernelCall (Sendtlessage(
RegirectLine (L.Laddr.AuthProcess].
NetworkProcess))

Kern. ICalIL(Sencilessage(
ReadL inkPassword EL.L.addr],
NetworkProcess)]

L.CyclePosi tion <- ReadLinkPassword
else /*e resources are not available *

NoL ink tResourcesNotAva ilableI
end

c15C /* not a legal request *
NoLirik(ilIlegaiRequest)

end

exit: N"L.CyclePosition
if Legal

Resou,-cesAvai lable
then ReadL inkPaussord
else L.CyclePosition

end
N"Pend ingReques ta

it Legal

ResourcesAva ilab Is
then Append (PendingRequesto.Entry]

edelse PendingRequests
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where EntrVi a 099gid - rtew(Ileuuagetdi,
Kind a WrlteAndReadLine,
Command - Undefined,
Responses to Respondent a NetworkProcess,

Text *nil,

State NoRsvponse.-I)

Kern. Cal led tSendflessage (NetworkProcess) I
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NI(CP5. NI(CPG: Detach monshearbig devire (request from' process),and respomgc (from proc~ess) to relinquish, device request from,outnorization process

given: Radldr: DevicoAddress
Processt ProcuUsName
Usert VirtuoiMachinisNoem

error on ftifor saome (NNkepEntry) In CurrentNkepst
(N.Process - Process

for some IVMtVMEntrW) In N.VII.,
(VII.YtName w User)

for some (A:AttacheciOev~ceEmtrW)
in N.Attached~evlicest

(A.Reddr a Raddr))

f or some (NSa Nonshn"ab I sr i vsEntrw)
Ina NonsharableOrivest

INS.Radcsr - Raddr

&NS.AttachedProcess w Process))

act Ion: Ker ieICa Ii [Rele~ss~eyeic(NS.Raddr))
if DevgceReleased

then, NS.Stats <- Available
N.Attachadr*evices c- Remove(

N. At tached~evices.g
A]ý"erne lCa I I [Seidmetsage f

Avai Iable[NS.Ragedrl.
OpProceessh

leerneiCallI Sendlllssage(
De i ceUs. lUser.,NS. Rad~~r),
AcntProcess))

else Korr~e Call( Sefldteussget
Nf,,tDetached (NS.R,-.ddr,ProcessJ.
O.pprocess)]

KernawailItSar'cgIedwefe
N~otDotachedWES.Raddr],
NS. A t tec medProcss,) Iemd
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oeiitt N"NS.State

them Available
else NS.Stste

end
N"N.Attachedoeviceo

If DevICeReleased
then Remove CN.At tachedDevIcas,AJ
else N-At tachodI~evlces

end

lKernelCal IedfReleasef~evice(NS.Raddp.)I
Kerme iCe lled SendMlessage (floProcesa)I

if eviceRelessed
then KermelC.I led LSencsbessage (AefltProcggg))else Kerne Cal led(Senaf~ebsage(NS.Att.chdProco)I

end
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NKCP7s Purge NKCP

given: Process: ProcessName

entry: true

error on -(dfor some (NiNkcpEmtry) In CurremftNcps
(N.Procesg - Process

Empty (N.YMt1il

Empty (N.Attachod~evcesm]

Empty tN.Llnkol))

exiti N"CurrentNkcps Remove (Cu!rreritNkcpsN]
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KERNIt mcssage frPom KornelI, re shared devlIce ova IlIab IIlI ty

givens Ratcidrt DevlceAsddrase
Volume: Volumeld
CurrentStatust SharabloOriveStatuo

error on -('for some (StShorabloOriveEntry) lh Sherable~rlvess
(S.Raddr % addr

(CurrentStetvo . AttachedloSWutom a>
(for some (YtSharedVagum*Entry)

In SharodVolumess
(V'Yolume 0 Volume)))))

actions if S.State - AttoiehdoSygta,
then Jf CurpentStatue a AttatehdToSystem

then if Volume w% S.llountadVolumo
them if for some (fl:MlniOiskEntrW)

im MlimOisk!!a
(t1.Contal~slng,'olume

3.MfountedVolIurns

-.EmptiJý'1.CurrsntL inks])them /* security arror:
wrong volume
in use *

error
elso /* old volume not in

uses OK to switch *
let (VoldtShared~oiumeEntry)

in SharedVolumes;
(Vold. Volume

S. Moun tedVolIurns

Vold.Stat. - Mounted

Vold.Moumted~evice
S.Raddjr) in

let fVnew: SharedVo IumeEn trW)
in SharedVolumest

(Vnew.Volume *Volume) in
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If Dominates(C
S. SecLevel,
Ynew. SecLeve I I

then S.flountedVolume ýc-
Vnew. Vol urn

Volci.State <-
No tMoun ted

Volcl.Mountedf@levce <-
nil

Vnew.Stste <-
Mounted

Vnaw.Mounted~evice <-
S. Raddr

KernelCallt
Dri veflatcheiVo lume(

Raddr,VoluMe)]
elue KernelCal IC

Dr iv9DoesNottlatchVo Iurns

end Radclr.Volume)]
end

elso /* OK: same volume,
same state *

KernelCall (Dr iveMetchoeVolume{
RaddrVolume)]

and
else /* old state a attached to system,

new state a not attached;
update table entries *

let (V:SharedVolumeEmtry)
in SharedVolumes:

(V.Volume -S.MountedVolume

V.State *Mounted

V.Mounted~evice - S.Raddr) In
V.State <- NotMounted
V.MountedDev ice <- nil
S.flountedVolume <- nil
S.State <- CurrentStatus,

end
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else /* old state - not attached to system /if CurrvntStatus a AttachedToSystem
them let (VtSharedVolumeEntry)

in~ SharedVolumes:
(V.VOlU~e - Volume) inIf OorninateeCS.SecLeveV.SecLeve,)

then S.State .z- AttacheclloSystem
S.tlounteciVolume <- V.Volume
V.State <- Mlounted
V.tlounted~evice v~- S.Raddr
KernelCal It

Orived~atcheeVolume(
Radcir.Volume)]

else v(ernelCall(
Or Ive~oesNotilatchVo lume(

end RaddrVolume)]
else S.State <- CurrentStatus

end
end
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Accounting Process
Semi-Formal Description

This section contains a semi-formal description of the Accounting
Process of KVM/37B.

Data Types

primitive types and structuring mechanisms:

boolean (unordered, two elements: true, false]
string (unbounded, predefined string of length zero: nil]

set [of any type, predefined empty set: nil]
record [field list]

undefined types:

VirtualMachineName
ProcessName
Messageld

AccountingRecord:
record

User: VirtualMachineName
Postings: set of string

end

Data Structures

Accounting: set of AccountingRecord

219
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Initial Conditions

Empty (Account ingJ

Invariant Assertions

for all (Al.A2:AccountingRecord) In Accounting:(Al.Usor l A2.Uscr -> Al - A2)&
for all (A:Accountin.nRecord) in Accounting:

(~Empty(A.PostingsJ,

Global Macros / Functions

primitive macros / functions:

Append (set. entry]

228



9 December 1977 System Development Corporation
Accounting Process TM-6062/111/00

MsgAuth: process

/* subdriver of AcntProcess,
handling messages from AuthProcess */

given: Text: string

entry: just received message, Source - AuthProcess

action: error on MsgName(Text) -inset (SystemResourceUse,
0eviceUselAUTHi

end MsgAuth

221
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MngOt: proceas

/* subdriver of AcntProcess,
handling messages from OpProcess */

gven: MasId: lessageld
Textt %tring

entry: just received message, Source * OpProcess

action: error on MsgName(Text] .vinset 1ACNT.-PUN•H.

OP! SHUTDOWN)

end MsgOp

222
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t AcntOrlver: process

/* driver of AcntProcess */

case HowLeGotHere of
Externalinterrupt:

case InterruptSubTypge of
Message:

case Source of
OpProcess: MagOp
Auth: MsgAuth
other: I* anybody also talk

with AcntProcess? */
end

other:
1i any other external interrupts? */

end

other:
/* any other important interrupt classes? */

end

KornelCal I (Receiveinterrupts]
KcrnelCall(RcleaseCPUJ

end AcntOriver
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AUTHI: Accounting record from Nkcp via Authorization Process:
Systen Resource Use or Device Use

given: User: VirtualMachineName
Text: string

entry: true /* user id has been validated by AuthProcess
prior to the sending of this message */

action: if for some (A:AccountlngRecord) in Accounting:
A.User - User

then /* user id already exists in data base */
A.Postings <- Append[A.Postings,Text]

else /* user id does not exist in data base:
add it */

Accounting <- Append(Accounting,
<User - User.
Postings = Append(nil.Text}>}

end

exit: for some (A:AccountingRecord) in Accounting:
(A.User = User
&
for some (S:string) in A.Postings:

S = Text)
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10PI: Operator command to re-initialize the accounting data base

entry: true

exit: N"Accounting . nil

Kerna I Ca I led (SendMeesage (OpProcess)I
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Updater Process
Semi-Formal Description

This section contains a semi-formal description of the Updater
Process of KVM/378.

Data Types

primitive types and structuring mechanisms.

boolean [unordered, two elements: true. false]
string [unbounded. predefined string of length zerot nil]
integer subrange

scalar [ordered element list]
set [of any type, predefined empty set: nil]
record [field list]

undefined types:

DeviceAddress
LineAddress
ProcessName
VirtualMachineName
Volumeld

undefined functions / macros: ,)

Dominates
DeviceType
#Cglinders

AccessModes: scalar(
Read.

Wr ite)

PossibleEntries: scalar(
Paging,
Spooling,
MiniDisk,
Unknown,
System)
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DirectorgEntry:
record

Uscricl: VirtualflachineName
LociconPasswordi string
DialPasswordt string
LinkPaqsword- s tring
?laxSecLeve I: ProcessName
Mi nSccL eve I: ProcessName
Dedicated~evices: set of Dedicated~eviceEntry
Links: set of MlO~nkEntry
IpiDefineds boolean
AccessPasswords: set of AccesePaussordEmtry

end

Li neEn try:
record

Ladctr: LineAddress
MinSecLevel: ProcessName
?laxSecLeve I ProcessName

end

AccessPasswordEntru:
reodSecL eve I: ProcessName

Password: string
end

Deod ica teo0ev iceEn tryj:
record

Radcir: 0ev iceAddr us.
Vo ISecL eve I: ProcessName
Access: set of Accesutlodes

end

MtlLinkEn try:
record

IlOName: tiiniflhskName
Access: set of AccessModes

end

UFIPOwned~ev i ceEn trg:
record

Raddr: DeviceAddress
MaxSecLeve I: ProcessName
MinSecLevel: ProcessName

end
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Noneharab I cr iveEntrys

reodRacldr: Dev ceAddrvss
MaxSecLoevsiz ProcussName
Mg nSecl-eve I ProcessName

end

Sharab I Or I eEntry:
record

Raddr: OevlcoAddress
SecL-evel: ProcessName

end

SharedVo I .*teEn try:
record

Volume: Volumeld
SecLove I: ProcessName
Map: sot of CylMap

end

CylMap:
record

Cylinders: i.l.UflaxCyl inders.
1..#MaxCyl Indira)

Category: PossibleEntries
end

IliniDi sklEntry:
record

MDName: MiniDiskName
ContainingVolumei Vo lumeld
Cylinders: (1..#MaxCyl Indira,

l..#flaxCylinders)
SecL eve I: ProcessName
AccessControlList: set of ACLEntry

end

ACLEn try:
record

User: VirtualMachineNafle
Access: set of Accasuflodes

end
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Data Structures

constant #MaxCy~lncters: posk,ve Integer

UflPOwned~ev lees: set of URPOwned~eviceEntry

NoncharableDrives: set of Noncharable~riveEntry

Sharabic~rives: set of Sharable~rlveEntry

Shorecl~olumes: sot of SharedVolumeEntry

MiniDisks: set of MiniOlskEntIrU

Lines: s~ot of LineEntry

UserDirectory: set. of DirectoryEntry
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entry: true

exdt: OlstinctlDevlceAddresses

LegialUserOlrectorW

LegalL.Ines

LecgalMinWilsks

Leg. ISharadVolIumes

Lenal~harableDrlvuu

Legal Nonsharab I Ot lv..

Legal UfPOwned~ev ices

Diat inct~eviceAddregs~s

for allI (WUfprOwnedOeviceEntrW) In URPOwrteciOevices:
(for all (NS: Nonhhar ab IeOr i YEn try) I n Nonshar ablIeOrlIves :

(U. Racldr .-i NS. Raddr)

for all (S:SharableDriyTEntry) in Sharable~rlves:
(U.Radcir .. S.Radicr))

for allI (NS:Nonsharable~riveEntrW) in NonsharableOri!yen:
for all (S:Sharsble~rivsEntrW) in SharableDrives:

NS.Raddr ~-S.Raddr
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S OCcmiber 1977SgtmOvipntCrutl,
UPCI~tci ProcessSYgg D6 f0M-66Corporatio

Lea WsorD ir~ectoryI

for Oil Wi1,U 2:DirectorVEntry) In UserIDrectorvi

for ,ill (Ut~iroctoru~try) in UsarOirector~i
(Dom!matesWC. Max scL~vgU-MlrSscLvv~gJ

(1.1)LegaIDedicated0*v~c
63 (U]

(1.21 LegaiLinke(U)

(1.3) Lega IAccessPslaugwds LU]
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9 Docember 1977 System Development Corporation
Upckiter Process TM-6062/111i/00

Leclal1edi cated~ev icesC(U:Oi rectoryEntry]

for all (El.E2-Oedicate~oeviceEntry) in U.Oedicated~evices:
(E1.Radcir - E2.Raddr -> El - ED)

for all (E:DedicateclDeviceEntry) in U.OedicatedDevices:
f or some (OtURPOwnedDeviceEntry) in URPOwned~evices:

(D.Raddr - E.Raddr

(LOeviceType(E.Raddr] Reader a>
(E.VolSecLevel *nil

E.Access - IReadi)

(OcviceType[E.Raddr) inset (Printer, Punch) -

(E.VolSecLovel - nil

E.Access - (Writel))

(Devi ceTLype (Raddr] a Tape~rive -

(Dominates f..MaxSecLevel,E.VolSecLevel]

Dominates (E.VolSecLevel ,D.M!inSecLevel]

Dominates(U.ilaxSecLeveI ,E.VolSecLevelI

-Empty EE.Access]))

xor
for some (O:Nonshar&~ibe~riveEntry) in NansharableOrives:

(fl.Racldr - Raddr

Dominates (D.MaxSecLevel ,E.YoISecLevelI

Domina tes CE. Vo SecLeveI, D.MinSacLevelI)

Domina tes(U.MaxSecLevei, E. ValSecLevelJ

.%.EIp ty CE. AccesoJ)
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9 December 1977 System Development Corporation
Updater Process TM16062/1 11 /00

L LesialLinks(U:OirectorvEntry]

for all (L1.L2:lDLirikEntry) in U.Links:
(L1.rloNamne - L2.MOName w> Li - 1-2)

for all (L:MlOLirikEntry) in U.Links:
for some (fl:tini~iskEntry) in fliniDisks:

(Mt1.O1Nane - L.MDName

for some (A:ACLEntry) in M.AccessControlList:
(A.User - U.Userld

for all (At1:Accessllodes) in L.Accsss:
AM inset A.Access)

Dominates(U.MaxSecLevel,ll.SecLevelJ)
..Empty (L.Access]
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9 Delcember 1977 System Deevuopment Corporation
Updater Process TM-131313/111/00

LoclalAcccssPasswordstU:OirectoryEntrWI

for all (AI,A2:AccessPasswordEntry) In U.AccessPasswor dsi
(AI.SccLevel - A2.SecLeveI -> Al - A2)

for all 'A: AccessPassuordEn try) in U.AccessPasawords:
(Oominates (U.MaxSecLevel ,A.SecLevelI

Oom ina tes CA. SecLove IU.MIinSecLevelI]
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9 Dccember 1977 System Oevelopment Corporation
Updater Process TM-G862/111/00

"t' LegalLines -

for all (L1,L2:LineEntry) In Lines:
(LI.Laddr = L2.Laddr -> LI - L2)&

for all (L:LincEntry) in Lines:
Doom a t es tL. MaxSecLeve I, L.Mli nSecLeve I I
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9 December 1977 Systemw O9velopment Corporation
Updater Process TM-6862/111/00

LegaltliniOisks

for al I (I1I,112.:MinigiskEntry) in MimiDlsks:
(MI.tlOName - t12.ilOName.>u MI - M2)

for allI (M:Mini~iskEntry) in MiniOiuks:
(3.1) (LegalContaining~olume(M)

M.Cylinciers.1 ýc M.Cwlinders.2

M.CWIlinders.Z -c- NCWIlnderefM.ContainlngVolumuJ

M.CWIllnders.1 - CWI indersU1.ContainingYolume]

(3.2) LegaIAccussControlList(MI)
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9 December 1977 SYutem Development CorporationUi~cdcter Process TMl-6062/1 11/08

* LegaiContaininqVolumotn:Minioisk~fltryJ
for some (S:Sh~redVolumeEntrW) in SharedVolumest

(S.VOiume a il.ContainitogVolume

Dominates (S.SecLeve.,M.SecLgveg] I
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9 December 1977 System Development Corporation
Updater Process TM-6862/1 11/08

LocjalAccessControlL ist (f1:liniDiskEntrWI

for all (A1.A2:ACLEntrW) in M.AcceseControilet:
(Al.User - A2.User -> Al a A2)

for all (A:ACLEntry) In M.AccessControlList:
(fort some (O:OirectoryEntry) in UserDirectory:

(O.Userld - A.User)

.Emp ty (A. Access])
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9 Deccember 1977 System Development Corporation
U13ciater Process TMl-6062/111/130

I LegaiSharedVolumes

for allI (SI.S2:SharedVolumeEntry) in SharedVolumes:
(Sl.Volume S2.Volume -> SI S 2)

for al I (S:SharedVolumeEntry) in SharedVolumes:
(4.1) (Legalt~apl(SI)
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9 December 197? System Development Corporation
Upclater Process TM-6062/11 1/08

Legal Map (Sa SharedVolIumeEntry)

/* non-overlap */
for all (r11.M2.-CylMP-) In S.Map:

(I'l.Cylincders.1 > M?.ClI~nders.2
or

& Ml.Cylincters.2 < 12.Cylinders.1)

for all (M.-CtlMap) in S.Map:
(*each entry non-emlptU *

M.Cyl4indters.2 > M.Cylindeti.1

/* no cyilinders unaccounted f or *
M.Cylinciers.2 v- #Cyl IndersES) w>

for somie (Ml-:CylMap) in S.Maps:
111.Cyliriders.1 - M.Cylinder .2 + 1)

for some (MzCylMap) in S.ilap:
(M.Cylinciers.1 - 1)

/* each MiniDisk actually logged *
for all (M:Cy-lllap) in S.Map:

(M.Category . MiniDiskP ~for some (flO:Mini~iskEntry) in MiniDisKs:
(10. Con ta iningVo lume

MD.Cjl Indere - M.CyliIndera))
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9 December 1977 System Oevelopment Corporation
Updater Process TM-6062/111/08

LegalSharableDrives -

for alI (SOD1S02:SharebleOriveEntry) in SharableOrivveu
- SDI.Raddr * S02.Raddr DI SOI * S02
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U;,clotor 1ro77u System DevelopmentCorporatler,
Upda eir Pro essTM 6062/1 11/08

Leg i Nonoharable i o~Iys

for al I (NS1.NS23Norisharable~riveEntry) In NonsharableOrlIves:
(NS1.Raclcr - NS2,Raddr -a- NS1 - NS2

f or alIl (NS: Nonsharab I Or I eErntry) I n Nonsharab I OrIvyes:
Dom Ina teeINS. MaxSecLaeveI .ISS.M I nSecLev I I
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9 December 1977 S~stsm DevelopmentCorperation
Updater Process TM1-6862/111/89

( LegjaiURPOwneciOevIces

for allI (LI1,U~zURP~wnedDevlceEntry) In URPOwnecd~ev Icost
(UI.Rackr a U2.Racidr -> UI - U2

for allI (U:UFPOwned~svlcsEntrW) In URtPOwned~ev Icous
Mfom Ina t esCU.MamSecLove I , U.MI nSecLoeeI I

Devicehgioe(Raddr) Inset M~eader,
Pr inter,
Punch,
TapeOr lyel)
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