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Contract MDA903=76=C=0250

KYM/378
Trusted Processes
Semi-Formal Description

\

This document contains a semi-formal description of the trusted
processes of the kernelized VM/370 o?eratl?g :gete? Thetfo:?gé
epecification and a prose description o e tru
processes are contained in document TM-6862/181/8@,\ "KYM/378
Farmal Spec'fication”. \\
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Operator Process
Semi-Formal Description

This section contains a semi-formal description of the Operator
Process of KYM/378.

Data Types

primitive types and structuring mechanisms:

boolean [unordered, two elements: true, falsel
atring (unbounded, predefined string of length zero: nill
integer subrange

scalar (ordered element |ist)

list lof any type, predefined empty list: nill
set {of any type, predefined empry set: nill
record (field list]

undefined types:

ProcessName
Messageld
, CommandName

ConsoleOutputStatus: scalar(
Continuing,
ldle)

¢ et —— ———na
[

ResponscStatus: scalar
NoResponse,
Retponded)

RequestCategory: scalarf
OpRequest,
ReadOpRequest.
PrintOpMsg,
MapUserid)

Ansuer:
recerd
HMS: string
Text: string
end
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Operator Process

ResponseSiot:
record
Respondent: ProcessName
Text: string

State: ResponseStatue
end

PendingRequest:
record
Msgld: Messageld
Kind: RequestCategory
Command: CommandName
Responses: set of ResponseSiot

end
Logl ine:
record
Num: 1..39
Line: string
end
3
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Data Structures

Ansuers: list of Ansuer
PendingRequests: set of PendingRequest
L.ogMessage: set of Logline
CommandExpected: boolean
ConsoleOutputState: ConsoleQutputStatus

CurrentNkcps: set of ProcsssName

System Deveiopment Corporation

TH-6062/111/08
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Inittal Conditions

Emptg[Aneuera]
Emptg[PendingRequenta]
Emptg[Logﬂascage]
CommandExpected
gonsoleOutputState = [dla
gmptg(CurrentNkcpul

System Development Corporation
TM-6862/111/08
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Invariant Assertions

for all (Pl.PZ:Pendin?Raquost) in FendingRequasts:
(P1.Msgld = P2.Msgid => P1 = P2)

]
for all (PiPendingRequest) in Pendlngﬂequests:

(for all (R1,R2:ResponseSiot) in P,Responses:
{R1.Responcent = R2,Respondent «> Rl « R2)

for some (R:ResponseSiot) in P.Respon=es:
(R.State = NoResponse)

)
~Empty (P.Responses))

(.1
for all (L1,L2:LoglLine) in Logﬂenlagcz
(.L1.Num = L2,Num => L1 = L2) |
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Globai Macros / Functions

primitive macros functions:

Head {{ist]

Taii{list]
Emptyliist/set]
Append (i ist/set, entry)
Insart(iist,entryl

(as yet) undefined macros / functionet

C1ockRead
MsgName
Destination
OeviceType

Systam Deveiopment Corporation

M-6862/111/08
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MsgNet: process

/v subdriver of QpProcess,
handl ing messages from Network Process »/

givent HMsgid: Messageld
Text: string

entryt Just received message, Source = NetworkProcess

actiont if for some (P:PendingRequest) in PendingRequests:
P.Msgld = Msgld
then /w respcnse to request w/
case P.Kind: RequestCategory of
PrintJpMag:
case MsgName [Text) of
OpMlsgPrinted:
if Empty(Ansuers)
then Consolcﬁ?t?utStato <-
dle
else Kerne!Cal! [SendMessage (
SrintOpMegi
Head (An3uersl],

Ne lworkProcess)]
ConsolelutputState <-
Continuing
Ansuers <-
Tail (Ansuers)
end
OpHi tAttn:

CommandExpected <- true

ConsoleQutputState <- [rle

KernaiCall [SendMessage (
ReadOpRequest,
NetuorkProcess)]

other:
error
end

e
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—

ReadOpRequest:
case MsgName (Text] of
‘ OpReques tRead:
| ProcessCommand (Text]
' . it gommandExpcctod

Eon.oloOutputStnto = [dle

~Emp ty [Answars)
then Kernel!Cal | (SendMessage
’ PrintOpHsgl
| Head (Answersl],
NetuorkProcess))
ConsoleQutputState <-

| Continuing

: Ansuers <-

| Tai | (Ansuers]
" and

1 OpHi tAttn:

CommandExpected <- true

ConsoleQutputState <- Idle

KerneiCal | [SendMassage (
ReadOpRequest,
NetuorkProcess))

othert
error
end

OpRequest:

error on MegName (Taxt] ~= ResponseToOpRegquest
ProcessResponse

other:
ervor
end
else /% request w/
case MsgName (Text] of
OpHitAttn:
CommandExpecicd <- true
ConsoleQutputState <- [dle
KerneiCal | [SendMessage (
ReadOpRequest,
NetucrkProcess))

OperatorRequest:
Ansuers <- Append(Ansuers,
<HMS = ClockRead!),
Text « Text>)
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othert
srror
end
end
end MsgNet
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MegAuth: process

/v subdriver of OpProcess,
handl ing messages from the Authorization Process v/

given: Msgld: Messageld
Text: string

entryt just received message, Sourcs = AuthProcess

action: it for some (P:PendingRequest) in PendingRequests:
P.Msgld « Msgld
then /% responss to reauest w/

cass P.KindiRequestCategory of
OpRequest:

arrcr on MagName (Text]

~« ResponseToUpRequast
ProcsssResponse

MapUserid:

error on MsgName (Text]
~» Mappediserld

case P.Command:CommandName of
FORCE-USERID,
MESCAGE~USERID,
UARNING-USERI D1

OpCat3a

INQICATE-USER,
LOCKUSERID,
QUERY<PRIORITY,
SET~FAVORED,
SET+RESERVED,
SET«PRIORITY,
UNLOCK~USERID,
LOCATE«USERID:
OpCat3b

ACNT+USERIDS:
OpCat?

other:
error
and
other:
arror
end

11
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end MsgAuth

elee /v request v/
case MsgName (Text] of
OperatorAeques*:
Ansuers <- upend[Answers,
<HMS = ClockRead(],
Text = Text>]

AddNkep:
Authl

DeleteNkep:
Auth? -

other:
error
end
end

12
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MsgAcnt: process

/ve subdriver of OpProcess,
handling messages from the Accounting Process v/

given: Msgld: Messageld
Text: string

entry: just rsceived message, Source = AcntProcess

action: if for some (P.PendingRequest) in PendingRequests:
P.Msgld = Msgld
then /x response to request W/
error on&~(P.Kind = OpRequest

MsgName (Text] « ResponseToOpRequest)

ProcessResponse

else /v request w/
error on MsgName [Text] ~= OperatorRequest
Ansuers <- Append [Ansuer,<HMS = ClockReadl[],
Text = Text>]
end
end MsgAcnt

13
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MsgNkcp: process

/v subdriver of OpProcess,
handling messages from all Nkcps v/

given: HMsgld: Messageld

Text: String

Process: ProcessName

System Development Corporation

TH-6862/111/08

entry: just received message, Source « Process (an Nkep)

action: if for some (P:PendingRequest) in PendingRequests:
P.Magld « Msgld

then /v response to request w/

error on (P.Kind ~= OpRequest)

ProcessResponse
else /v raquest v/

error on flagName (Text] ~e OperatorRequest

Antiers <~ Append [Ansuers, <HMS = ClockRead [,
Text = Text>)

end
end MsgNkecp

14
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macro ProcessCommand(Text:string) =

i f CommandExpected
then case CommandName [Text] of

LOGON,
LOGOFF,
! SET~RECORD, SETMUTE,
UNLOCK«~SYSTEM, UNLOCKeVIRT,
ATTACH~CHANNEL,
DETACH-CHANNEL ,
DISCONN,
SAVESYS:
OpCat8

AUTOLOG,
INDICATE~10, INDICATE<PAGING, -
LOCK+SYSTEN,
MONI TOR<NKCP,
NETWORK,
QUERY~PAGING, QUERY-SASSIST«NKCP,
QUERY«DASD, QUERY«-TAPES
QUERY«LINES, QUERY-GRAF,
QUERY~SYSTEM, QUERY~USERS,
; QUERY«NAMES,
f QUERYUSERID, QUERY+UR,
QUERY«DUMP, QUERY-FILES,
QUERY«READER, QUERY+PRINTER,
i QUERY«PUNCH, QUERY«HOL.D,
SET-~SASSISTNKCP, SETOLMP,
UNLOCK«~SYSTEN,
BACKSPAC,
CHANGE,
DRAIN,
FLUSH,
FREE,
HOoLO,
ORDER,
PURGE,
3 REPEAT,
SPACE,
START,
TRANSFER,
DISABLE,
ENABLE,
LOADBUF,
ACNT«PUNCH,
oCcP,
oMCP,
STCP:
- OpCatl
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FORCE«ALL,
INDICATE~LOAD, INDICATE-QUEUES,
MESSAGE«ALL,
MON! TOR«ALL,
QUERY;SASS!STvALL. QUERY«TOSK,
SET«SASSIST+ALL,
WARNING+ALL,
ACNT«ALL:
OpCat2

FORCE«USERIN,
INOICATE-USER,
LOCK-USERID,
MESSAGE-USER!D,
QUERY~PRIORITY,
SET+FAYORED, SET-RESERVYED,
SET«PRIORITY,
UNLOCK -USER!D,
WARNING+USERID,
LOCATE-USERID,
ACNT-USERIDS:
OpCate

JUUERY«RADDR,
ATTACH«RADDR,
DETACH«-RADOR,
VARY,
LOCATERADOR:
OpCaté

HALT,
QUERY«-STORAGE:
OpCatS

QUERY«LOGMSG:
OpCat8a

SET-LOGNSG:
OpCat8b

QUERY«ALL:
OpCatd

SHUTDOWN:
OpCatl®

other:
error /v specification error %/
end .
else /v must be set logmsg v/
OpCat8c
end

16
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OpOriver: process

case HowlleGotHere of

end

Externalinterrupt:
case InterruptSubType of
Hessage:
case Source of

AuthProcess:
URProcesst
Nkcp:
10PagingScheduler:

System Development Corporation

TM-£862/111/08

MsgAuth

MsgUR

MsgNkcp

MsglOPS

Msgl0S

MsgNe t

MsgOump

MsgAcnt

/v anybody else talk

to OpProcess? v/

10Szheduler:
NetuworkProcess:
DumpProcegsor:
AcntProcess:
other:
snd
other:
/% any other externa! intarrupts? »/
and
otrer:

/k any other importont interrupt classes? v/

KerneiCali [Receiveinterrupts)
KernelCal |l [RaleaseCPl)
end OpOriver

17

e




9 Decernber 13977 System Development Corporation
Operator Process TM-8862/111/00

Entry / Exit Conditions

OpCat0d: Not legal

commands:
OIAL
LOGON
LOGOFF
SET-RECORD
SET.HMODE
SLEEP
UNLOCK~SYSTEM
UNLOCK«VIRT
ATTACH-CHANNEL
DE TACH~CHANNEL
DI1SCONN
SAVESYS

exit: N"Ansuers = Append(Ansuers,Errorflessage]
N"CommandExpected = true

uhere
ErrorMessage » <HMS = ClckReadll,
Text =« "Hot a legal command.">

18
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OpCatl:

System Development Corporation
TH-6862/111/088

Single message sent
No mappings
Single responss expected (uniess marked by )

commands:
AUTOLOG QUERY«PAGING »SET-0UMP
INDICATE«IO +~SASSISTNKCP UNLOCK«SYSTEM
~PAGING +DASD BACKSPAC
LOCK~SYSTEM +«TAPES CHANGE
MONI TOR-NKCP «LINES ORAIN
NE THORK +«GRAF FLUSH
«SYSTEM FREE
«~NANES HOLD
+USERS OROER
«USERID PURGE
«UR REPRAT
«QUMP SPACE
«FILES . START
+~READER TRANSFER
«PRINTER DISABLE
«PUNCH ENABLE
«HOLD LOAOBUF
SET=SASSISTNKCP ACNT~PUNCH
pce
oMce
STCP
exit: N"PendingRequests = Append(PendingRequests,Entryl

N"CommandExpected = true

uhere
Entry = <Msgld = new(OpiMsgl,

Kind « OpRequest,

Command = Command,

Responses = set: '
{<Respondent = Destination(Command],
Text = nil,

State « NoResponse>!>

Kernel|Cal led [Sendflessage (Destination [Command])]

19
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OnCat2:

Multiple messages sent -« gne to each NKCP
No mappinge

Multiple responsss expected (uniess marked by »)

commands:

exit:

ﬁFURCEPALL
INOICATE«LOAD
INDICATE~QUEUES
MESSAGE«ALL
MONI TOR«ALL
QUERY.-SASSISTeALL
QUERY.TDSK
SET.-SASSISTeALL
vl ARNTNG+ALL
ACNT«ALL

N"PendingRequests = Append (Pend ingRequests,Entry)
N"CommandExpected = true

where
Entry = «Msyld = new (OpHagl,
Kind « OpRequest,
Command = Command,
Responses « set: (for all (N:ProcessName)
in CurrentNkcps:
<Respondent = N,
Text = nil,
State = NoResponsesis

for all (N:ProcessName) in CurrentNkcps:
KerneiCal led [SendMessage (N) )

28
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Single message sent

Mapping: usar id -> NKCP id (already pertormed)
OpCat3at No response expected {marked by )
OpCat3b: Single responsa sxpec ted

commands:

givent

entry:

exit:

wF ORCE*USER l D
INDICATE~USER
LGCK«USERID

vMESSAGE «USERID
QUERY~PRIOR} TY
SETFAVORED
SET~RESERVED
SET-PRICRITY
UNLOCK «USERID

+WARNING~USERID
LOCATE«~USERID

Nkcps: set of ProcessName

for atl (Nl:ProcessName) in Nkcpes
for some (NZ2:ProcessName)

in Currentikeps:
Nl « N2

N"PendingRequests = AppcndtPendlnchquoota.EntryJ
N"CommandExpected = tryue

vhe: ¢
Entry « <Msgid « new (OpMsegl,
Kind « OpRequest,
Command « Command,
Respornses = set: (for || {(N:Pr s>cessName)

in dkcps:
<Respondent = N, .
Text = nil,

State = NoResponse>}»

for all (N:ProcessName) in Nkeps:
KcrnolCatlad(Stﬁdﬂesuaqe(N)l

21
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OpCata: Single moolase sent to:

aither URProcess or AuthProcess

Mapping: raddr => device type
Single response expected

commands:
QUERY+RADDOR
ATTACH-RADDR
DETACH~RADOR
VARY
LOCATE-RADOR

givent Raddr: string

exit: N"PendingRequests «
it DeviceType [Raddr) = UnitRecord
then Append [PendingRequests,Entryll
else Append (PendingRequests,Entry2]
end
N"CommandExpected = true

where
Entryl = <Msgld « new(Opfsgl,
Kind = OpRequest,
Command = Command,
Responsas = set:
{<Respondent = URProcess,
Text = nil,
State = NoResponse>l>
Entry2 = <Msgld = neulOptsgl,
Kind = OpRequest,
Command = Command,
Responsas = set:
{<Respondent = AuthProcess,
Text = nil, :
State = NoResponsa>i>

it DeviceType(Raddr]l « UnitRecord
then KerneiCalled{SendMessage (URProcess)]

alse KernelCalled (SendMessage (AuthProcess))
end

22

ST




9 Decembor 1977 System Development Corporation
Cperator Process TH-6862/111/088

OpCats: Kerne!l call
No message sent
Command answered

commands:
HALT
QUERY~STORAGE

exit:  N"Ansuers = Append [Ansuers,Entry)
N"CommandExpected = true

KernelCalIod[Conmand(KRcononuo)J

where

KResponse: string

Entry = <HMS « ClockRead!(],
Text = KResponse>

23
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OpCat6:

Single message to AutnProcess,
to perform user id -> NKCP id mapping function
Response expectsd

commandst

axi t:

all commands in Op categorias 3 and 7

N"PendingRequests = Append [PendingRequestse,Entry)
N"CommandExpected = true

where
Entry = <Msgld « new(Opieql,
Kind = “apUserld,
Commanr « Command,
Raspc ..es = set:
{<Respondant = AuthProcass,
Text e nil,
State = NoResponse>!»>

Kerne!Cal | ed (SendMessage (AuthProcess) ]

24
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Multipie messagee to o subset of NXCPy
Response expected from sach

Mapping: user g -» NKCP id (aiready pertormed)

commendt
ACNT-USER] DS

givent Nkcps: set of ProcessName

sntryt  far 3l (N1:ProceesNamel in Nikcpss
forN?omo~5N2:ProccltName) in CurrantNkepe:

exit; N"PendingRequests « Appe

nutPendinanqutltl.Entrg]
N"CommandExpec tag « trus

for &it (N:ProcessName) jn Nxcpa:
KarnoiCaii.dtSendﬂ.taagt(N)l

where
Entry = <Msgld = new (QulMsgl ,
Kind =» OpRequest,
Commandg « Commandg,
Responses: set;
iftor ai) {NtProcessName) in Nkepw:
<Respondant «» N,
Text = nit,

State « NoResponses>) >

25
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OpCat8: LogMessage processing
commands:
QUERY«LOGMSG
SET-LOGMSG
OpCat8a:
QUERY«LOGHSG:
exit: N"Ansuers = Append(Ansuers,Entryl
N"CommandExpected = true
where
entry = <HMS = ClockRead(),
Text = MakeString(LogMessage]>
OpCat8b:
SET«LOGMSG:
exits N"Ansuers = [nsert(Ansuers,Prompt]
N"CommandExpected = false
where
Prompt = <HMS = ni i,
Text = "LOGMSG:">
OpCat8c:
LogMsg Line Received
given: Line#: 1..99
Line: string
entry: CommandExpected = false
ex:t: N"CommandExpected = true

N"LoglMessage =

if for some (L:LogLine) in LogMessage:

(L.Num = Line#)

then Append [Remove [LogMessage,L]),Entry]

else Append{LogMessage,Entry)
end

where

Entry = <Num = Line#,
Line = Line>

26
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OpCat9: flultiple messages to:
AuthProcess and URProcess
Kernel call
No mappings

Multiplie responses expscted

command:
QUERY«ALL

exit: N"PendingRequests = Append (PendingRequests,Entry]
N"CommandExpected = true

KernelCalled [Storage (KResponse) ]
KerneiCalled [SendMessage (AuthProcsss) ]
KernelCalled(SendMessage (URProcess)]

where
KResponse: String
Entry = <Msgld = new(OpMsgl,
Kind = OpRequest,
Command = Command,
Responses =~ set:
{<Respondent = Kernel,
Text = KResponse,
State = Responded>,
<Respondent = AuthProcess,
Text = nil,
State = NoResponse>,
<Respondent = URProcess,
Text = nil,
State = NoResponse>}>

27
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OpCatl@: Multiple messages to:

AuthProcess, URProcess, and al!{ NKCPs

Kernel call

No mappings

No responses expected

command:
SHUTOOWN

exit: N"CommandExpected = true

KernelCal l ed (Shutdowun)
KernelCalled([SendMessage (AuthProcess})
KernelCal |l ed(SendMessage (URProcess) )
KerneiCal | ed {SendMessage (AcntProcess)]
for all (N:ProcessName) in CurrentNkcps:
KerneiCal | ed[SendMessage (N)]

28
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{ Authl:s Add Nkep

given: Nkecp: ProcessName

entrys true

System Development Corporation

TM-6862/111/98

exit:  N"CurrentNkcps = Append (CurrentNkcps,Nkcp)
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Autl:2:  Purge Nkcp

givén: Nkcp: ProcessName

antry: for some (N:ProcessName) in CurrsntNkcps:
N = Nkep

exits N"CurrentNkcps « Remove [CurrentNkcps,Nkcpl

38
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Unit Record Process
Semi-Formal Description

This secction contains a semi-formal description of the Unit Record
Procuss ot XYM/378.

Data Types
primitive types and structuring mechanisms:

booiean (unordered, tuo elements: true, false)

strirg [unbounded, predefined string of length zero: ni'l
integer subrange

scalar {ordered element |ist)

set (of any type, predefined empty set: nill
record [field list)

union [list of types or data structures]

urs . fined typeas:

DeviceAddress
HarduareStatus
Messageld
ProcessNama

Classe: scalar(
Aye,
Bee,
Cee,
All)

flesponseStatus: scalart
MoResponse,
Responded)

RelDevRequestStatus: scalar( /v Relinquish Device Request Status w»/

NoNeed,
ShouldSend,
Sent)
31
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CommandName: scalar (
QUERY«UR+ALL ,
QUERY«RADDR,
QUERY«~FILES~USERID, QUERY-FILES~ALL,
QUERY«~ROPRPU~USERID, QUERY«~RDPRPU-SPQOLID,
QUERY«~ROPRPU«ALL ,
QUERY«HOLD,
BACKSPAC,
CHANGE~USERID, CHANGE+SYSTEM,
DRAIN,
FLUSH,
FREE,
HOLD,
ORDER~USERID, ORDERSYSTEM,
PURGE~USERID, PURGE-SYSTEM,
REPEAT,
SPACE,
TRANSFER,
LOCATE)

RequestCategory: scalar(
OpRequest,
MapUserld,
NeedNkecp,
RelinquishDevice)

InputDeviceStatus: scalar(
Secur i tyHeader,
Secur i tyHeaderWai tForReady,
AttachPending,
At tachedToSpool ingProcess,
Available,
At tachedToUser,
De tachPending,
OffLine)

OutputDeviceStatus: scalar(
Securi tyHeader,
Secur i tyHeaderlai tForReady,
At tachedToSpool ingProcess,
SecurityTrailer,
SecurityTrailerlai tForReady,
Available,
At tachedToUser,
OetachPending,
OffLine,
LoadbufPending,
Loadbuflai tForReady)

32
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TapeOr iveStatus: scaisr(
Available,
Attached,
OffLine,
DetachPending)

ActivityStatus: scalar(
NotSpooling,

Orained,

Star ted,

Oraining)

Spool 1 d:

record
Process: ProcessName
File: 8..,999

end

OORequestStatus: scalar(
Processing,
NaitingForDevics)

OutputDeviceRequest:

record
Process: .’-. 1ssName
RequestedC: .es: set of Class
At tachedDev: CeviceAddress
State: ODReq..stStatus

end

TapeDriveEntrg:

record
Raddr: Devicea ass
State: TapeOriveStatus
AttachedProcess: ProcessName
enc

ResponseSiot:
record
Respondent: ProcessName
Text: string
State: ResponseStatus
end

3
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PendingRequest:
record
Msgld: Messageld
Kind: RequestCategory
Command: CommandName
Rasponses: set of ResponseSiot
end

ReaderEntry:

record
Raddr: DeviceAddress
State: ActivityStatus
CyctePosition: InputDeviceStatus
AttachedProcess: ProcessName
ClassesServedCurrently: set of Class
ClasseaServedNextCyclet set of Class
Channe!Statuskord: HarduareStatus
LineBuffer: string

end

PrinterEntry:

record
Raddr: OeviceAddress
State: ActivityStatus
CyclePosition: OutputDeviceStatus
AttachecdProcess: ProcessName
ClassesServedCurrentiy: set of Class
ClassesServedNextCycle: set of Class
RelinquishDeviceRequestStata: RelDevRequestStatus
Channe|Statuslord: HarduwareStatus

end

PunchEntry:

record
Raddr: DeviceAddress
State: ActivityStatus
CyciePosition: OutputDeviceStatus
AttachedProcess: ProcessName
ClassesServedCurrently: set of Class
ClassesSe-edNextCycle: set of Class
RelinquishDeviceRequestState: RelDevRequestStatus
Channe|Statuslord: HardwareStatus

end
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NkepEntry:
record
Process: ProcessName
UsableReaders: set of DeviceAddress
UsablePrinters: set of JesviceAddress
UsabiePunches: set of DeviceAddress

UsableTapeDrives: set of DeviceAddress
end )

DeviceEntry: union ofl
ReaderEntry,
PFrinterEntry,
PunchEnt:-y)

QutputDeviceEntry: union of(
PrinterEntry,
PunchEntry)

35
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Oata Structures

ShuttingDount boolean

Readers: set ot ReaderEntry

Printers: set of PrinterEntry

Punches: set of PunchEntry

TapeDrives: set of TapeOr iveEntry
PrinterSpoolRequests: set of OutputDeviceRequest
PunchSpoo IRequasta: set of OutputDeviceRequast
CurrentNkcps: set of NkepEntry

PendingRequests: set of PendingRequest

Devices: union of (Readers, Printers, Punches)
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Initial Conditions

Empty (PendingRequests)
gmptg[CurrentNkcpo)
gmptgtPrInterSpoolRequest-l
Emptu(PunchSpoolRequeata]
£~Shuttingﬂoun)

for all (R:ReaderEntry) in Readers:
(ReaderinlnitialState(R])

for all (Pr:PrinterEntry) in Printers:
(PrinterininitialState(Pr))

for all (PutPunchEntry) in Punches:
(PunchininitiaiState (Pul)

for all (T:TapeDriveEntry) in TapeDrives:
(TapeOrivelnlinitialState(T))
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macro ReadsrininitialState(R:ReaderEntryl «
(2.Stato = Drained

R.CyclePosition = Available
g.AttachodPrococl = URProcess
g.LlneBuffcr - nil
gmptg[R.CIasscsSlrvodCurrentlgl
gmptutR.ClassosScrvedNoxthclcl)

macro PrinterininitisiState(P:PrinterEntry]l =
(P.State = Orained
g.CgclePoaition = Available
g.AttachedProcess = URProcess
gmptu(P.ClassesServodCurrontIu]
gmptglP.CIassesScrvnchxthclol
g.RelinquishDevicuRuquestStatl = NoNeed)

macro P%S?Et:i:l:isli?:;:[P:PunchEntrg] -
g.CgclePosition = Available
g.AttachedPrqcess = URProcess
gmptng.ClassesServedCurrent|g]
gmptglP.CIassesServedNexthcla]
g.RelinquishDeviceRequastStato = NoNeed)

macro TapeDrivelnlnitialState(T:TapeDriveEntryl =
(l.State = Available

T.AttachedProcess « URProcess)

38
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Invariant Assertions

for all (Rl, R2:ReaderEntry) in Readers:
R1.Raddr = R2.Raddr => Rl = R2

for all (Pr}, PrZ:PrinterEntrg) in Printers:
Prl,Raddr = Pr2.Raddr «» Prl « Pr2

for all (Pul, Pu2:PunchEntry) in Punches:
Pul.Raddr = Pu2.Raddr => Pul = Pu2

tor all (T1, T2:TapeDriveEntry) in TapeDrives:
Tl.Raddr « T2.Raddr «> Tl « T2

for all (R:ReaderEntry) in Readers:
(for all (PriPrinterEntry) in Printers:
(R.Raddr ~= Pr.Raddr)

&
for all (PutPunchEntry) in Punchess
{(R.Raddr ~e Pu.Raddr)

for all {(T.TapelriveEntry) in TapeOrives:
{R.Raddr ~= T.Raddr))

for all (Pr:PrinterEntry) in Printers:
{for all (PutPunchEntry) in Punches:
(Pr.Raddr ~= Pu.Raddr)

8
for all (T:TapeDriveEntry) in TapeDrives:
s (Pr.Raddr ~= T.Raddr})
for all (PuitPunchEntryl in Punches:
for all (T:TapeDriveEntry) in TapeDrives:
Pu.Raddr ~= T.Raddr

39
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for(all (R:ReaderEntry) in Readers:

((R.State = NotSpooling) =>
R.CyclePosition inset {AttachPending,
OetachPending,
AttachedToUser,

OffLinel)
8

{(R.State ~= NotSpooling) =>
R.CyclePosition inset (SecurityHeader,
Secur i tyHeaderlai tForReady,
AttachPending,
AttachedToSpoc! ingProcess,

Availablel)
8

({R.CyclePosition = Availabie) =>
(E.ClassesServedCurrentlg = R.ClassesServedNextCycle

R.AttachedProcess « URProcess))

for all (P:0utputDeviceEntry) in OutputDevices:
{({(P.State = NotSpcoling =>
P.CyclePosition inset (Attac.Pending,
OetachPending,
AttachedToUser,

OffLinel)
8

(P.State ~= NotSpooling =>
P.CyclePosition inset (SecurityHeader, :
Securi tyHeaderidai tForReady,
SecurityTraiier,
SecurityTrailerWaitForReady,
AttachedToSpool ingProceass,

Availablel)
&

(P.CyclePosition = Available =>
(E.ClassesServedCurrentlg = P.ClassesServedNextCycle

P.AttachedProcess = URProcess))

for all (DR:0utputDeviceRequest) in PrinterSpoo!Requests:
for some (N:NkcpEntry) in CurrentNkcps:
N.Process « DR.Process

for all (DR:OutputDeviceRequest) in PunchSpoolRequests:

for some (N:NkepEntry} in CurrentNkcps:
N.Process « DR.Process
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for all (N1,N2:NkcpEntry) in CurrentNkcps:
(Nl .Process = N2.Process => N1 « N2)

for all (Pl,P2:PendingRequest) in PendingRequests:
(P1.Msgld = P2.HMsgld «> Pl = P2)

for all (P:PendingRequest) in PendingRequests:
(for all (R1,R2:ResponseSliot) in P.Responses:
(Rl .Respondent « R2.Respondent => Rl = R2)
.3

for some (R:ResponseSiot) in P.Responses:
g (R.State = NoRespone)

~Empty [P.Responses])

for all (N:NkcpEntry) in CurrentNkcps:
{((for all (D:DeviceAddress) in N.UsableReaders:
for some (R:RcaderEntryl in Readers:
¢ R.Raddr = D)
(for all (D:DeviceAddress) in N.UsablePrinters:
for some (Pr:PrinterEntry) in Printers:
Pr.Raddr = D)
&
{for all (D:DeviceAddress) in N.UsabiePunches:
for some (Pu:PunchEntry} in Punches:
Pu.Raddr = D)
8
(for all (D:DeviceAddress) in N.UsableTapeDrives:
tor some (T:TapeDriveEntry) in TapeDrives:
T.Raddr = D))
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Legality Checks upheld in Driver:

I0Interrupt(Raddr) =>
for some (D:DeviceEntry) in Devices:
(g.Raddr « Raddr

D.CyclePosition inset [(Available, SecuritEHeader.
Secur i tyHeaderWai tForReady,

Securitylrailer,
SecurityTrailerlai tForReadyl )

42

——— v AYR . i P —— - = S o e+ © e e e ———— =




9 December 1977 System Developmunt Corporation
Unit Record Process TM-6862/111/88

: Global Macros / Functions

primitive macros / functions:

Append (set,entryl
Remove [set, entry)
Emptylset,entryl

undefined macros / functions:
KernelCalled

macro RelnitializelnputSpooiDevice[R:ReaderEntrgJ -
if R.State = Draining
then R.State <- Drained

KerneliCal | [SendMessage (Orained [R.Raddr],OpProcess)]
end

R.CyciePosition <- Available

R.ClassesServedCurrentiy <= R.ClassesServedNuxtCycle
R.AttachedProcess <- URProcess

macro ClassesMatch(S5]1,52:set of Class) =
for some (Cl:Class) in S1:

for some (C2:Class) in S2:
Cl = C2

43
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RO: process

/ve subdriver of URProcess,

end RO

handling [0 interrupts on readers s/
R:ReaderEntry in Readers
just received interrupt on R.Raddr

/v pay attention to only those interrupts
that ue care about v/

error on R.State inset (NotSpooling,
Orainedi

or
R.CycliePosition inset !
AttachPending,
AttachedToSpool ingProcess,
AttachedToUser,
DetachPending,
OfftLinel
case R.CyclePosition:InputDeviceStatus of
Secur i tyHeader:
i f R.ChanneiStatusllord.Uni tCheck
then RD25
else RO2a
end

Secur i tyHeaderlai tForReady:
if R.ChanneiStatuslord.UnitCheck
then RO2b
else ROZ2c
end

Available:
if ShuttingDoun
then KerneiCal ! [SendMessage
Physical |yPurgeDeck [R.Raddr] ,
OpProcess))
else RO1
end
end
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k PR: process

/v subdriver of URProcess,
handling 10 interrupts on printers %/

given: P:PrinterEntry in Printers
entry: just received interrupt on P.Raddr

action: error on P.State inset (NotSpooling,

Drained!}

or

P.CyclePosition inset |
AttachedToSpool ingProcess,
AttachedToUser,
DetachPending,
OffLinel

case P.CyclePosition: OutputDeviceStatus of
Secur i tyHeader:
it P.ChanneiStatuslord.UnitCheck
then PR3b
else PR3a
end

Secur i tyHeaderlai tForReady:
if P.ChannelStatuslord.UnitCheck
then PR3b
eisa PR3c
end

Avaitabie:
if é~Emptg(PrinterSpoolRequests])

Z.State = Started

for some (DR:QutputDeviceRequast)
in PrinterSpoolRequests:
(ER.State = WaitingForDevice

ClassesMatchl
P.ClassesServedCurrently,
OR.RequestedC!asses])

then PR2
end
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end
end PR

System Development Corporation
TM-6062/111/08

Securitylrailer:
it P.Channe!Statuslord.UnitCheck
then PRSL
else PRSa
end

Securitylrailerldai tForReady:
if P.ChanneiStatusidord.UnitCheck
then PRSbH
else PRSc
end

Loadbu fPending:
PRBa

LoadbufWai tForReady:
PREb
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MsgAutht process

System Development Corporation
TM-6062/111/08

/v subdriver of URProcess,
handl ing messages from AuthProcess v/

given: Msgld: Messageld

Text: string

entry: just received message, Source = AuthProcess

action: if for some (P:PendingRequest) in PendingRequests:
P.Megld = Msgld
then /y response to request w/
case P.Kind: RequestCategory of

NeedNkcp:
case MagName (Text]l of
AddedNkep:
QetermineRaddr (Text]
error on
for all (R:ReaderEntry)
in Readers:
(R.Raddr ~= Raddr)

RD3a

PendingRequests <~ Removel(
PendingRequests,P]

CannotAddNkep:
DetermineRaddr [Text)
error on
for ail (R:ReaderEntry)
in Readers:
(R.Raddr ~= Raddr)

RO3b

PendingRequests <~ Removel(
PendingRequests,P]

other:

error
end
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MapUserid:
error on MegName (Text] ~= UserldMapped
1f Neep(lext] = nil
then KerneiCal | [SendMessage (
UnknounUser [d(Text],
OpProcess)]
PendingRequests <- Removel
PendingRequests,P]
else KerneiCal| [SendMessage (
OpCmd [Text],
Nkecp (Text])]
end

other:
error
end
else /v message is a request »/
case MsgName [Text] of
AddNkep:
AUTH1

OeleteNkcp:
AUTH2

AttachDevice:
DetermineRaddr [Text]
case DeviceType [Raddr]l of

Reader,
Printer,
Punch:
AUTH3abe
TapeDrive:
AUTH3d
end
other:
error

end
end
end MsgAuth

48
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MeaOp: process

} /v subdriver of URProcess,
, handl ing messages from OpProcess v/

given: Msgld: Meseageld
Text: string

entry: just received message, Source = OpProcess

‘ action: if for some (P:PendingRequest) in PendingRequests:
‘ P.Msgld = Msgld
' then /% response to request w/
| /v URProcess currently doesn't make any
r requests of OpProcess: error w/
error

else case MsgName [Text) of

QUERY«UR,

QUERY«ALL,

QUERY«RADDR,

QUERY-TAPES,

or9

QUERY+READER«SPOOL 10D,
QUERY«+PRINTER-SPOOL 1O,
QUERY+PUNCH+SPOOL I D,

CHAgg§~SYSTEHtSPO0LID:

-

QUERY~FILES«ALL,
QUERY«~READER«ALL ,
QUERY-PRINTER«ALL,
QUERY«PUNCH+AL!.,
QUERY«HOLD,
CHAgg§~SYSTEH~CLASS~ALL2

QUERY«F [LES+USERID,
QUERY«READER+USERID,
QUERY«PRINTER-USERID,
Y QUERY«PUNCH«USERIDO,
CHANGE ~USERID,
FREE,
HOLD,
ORDER-USERID,
PURGE «USER1D:

oP3
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BACKSPAC,
FLUSH,
REPEAT:
DetermineRaddr (Text)
case OeviceType (Raddr) «f
_Printer,
Punch:
OP4ab

other:
error
end

SPACE:
DetermineRaddr (Text)
case QeviceType (Raddr] of
Printer:
oPS

other:
arror
end

OROER-SYSTEN,
PURGE~SYSTEM:
oPs

YARY<QFFLINE:
DetermineRaddr (Text]
case DeviceType(Raddr] of
Reader,
Printer,
Punch:
0P3abc

TapeDrivet

0P39d
end
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VARY«ONL INE
OetermineRaddr (Text)
case DeviceType [Raddr) of
Reader:
OPlga

Printer,
Punch:
0P18be

TapeDrive:
0P18d
end

ATTACH:
DetermineRaddr (Text)
case JeviceType [Raddr) of
Reader,
Printer,
Punch:
OPllabe

TapeDrives
OR11d
snd

OETACH:
DetermineRaddr (Taxt]
case DeviceType (Raddr] of
Reader,
Printer,
Punch:
OP12abe

TapaDlrive:
0P12d
end

LQCATE:
OetermineRaddr (Text]
case DeviceType [Raddr) of
Reader,
Printer,
Punch:
OP7abe

Tapelr ive:
OP7d
end

SHUTOOWN:
0P8
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end MsgOp

end

end

System Deveiopment Corporation
TM-6062/111/08

START:
OetermineRaddr (Text)
case DeviceType (Raddr) of
Ryader:
OP1Sa

Printer,
Punch:
OP15be

TapeDr | ve:
error
end

ORAIN:
DetermineRaddr (Text]
case DeviceType (Raddr] of

Reader:
OPl4a
Printer,
Punch:
OPl4be
TapeDr ive:
error
and
TRANSFER:
OP16
LOADBUF:

QetermineRaddr [Text]
case DeviceType (Raddr] of

Printer:
0P13
other:
error
end
other:
error
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MagNkecp: process

/v subdriver of URProcess,
hand! ing messages from Nkcps w/

givent Process: ProcessNane
Msgld: Messageld
Text: string

entryt just received message, Source = Process

actiont if for some (P:PendingRequest) in PendingRequests:
P.Msgld = Msgld
then /v response to rsquest »/
case P.Kind:RequestCategory of
OpRequest:
error on
MsgName (Text] ~= ResponseToOpRequest
ProcessResponse

RelinquishDevice:
error on MsgName (Text) ~= DetachDavice
DetermineRaddr [Text]
case DeviceType [Raddr] of

Reader,
Printer,
Punch:
NKCPlabe
TapeDrive:
NKCP1d
end
other:
error

end
else /% requast v/
case NsyName (Text] of
DetachSpaoiDevice:
DetermineRaddr [Text]
case DeviceType {Raddr] of
Reader:
RO4

Printer:
PR4

Punch:
PU4

TapeDrive:

error
end
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end MsgNkep

System Development Corporation
TH-6862/111/008

DetachDevice:
DetermineRaddr [Text]
case DeviceType [Raddr] of
Reader,
Printer,
Punch:
NKCP2abe

Tapelrive:
NKr.P2d
end

NeedSpoo! ingDevice:
DetermineRaddr [Text]
case JeviceType [Raddr] of

Printer:
PR1
Punch:
PUL
other:
error
end
other:
error

end
end
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URDriver: process

case HoulWelGotHere of
I0interrupt:
case DeviceType of
Reader: RO
Printer: PR
Punch: PU

TapeDrive: error
end

Externalinterrupt:
case [nterruptSubType of
Message:
case Source of
AuthProcess: MsgAuth
OpProcess: MsgOp

Nkep: Maghkecp

other: /% anybody else talk

with URProcess? v/
end
other:

/% any other externai interrupts? «/
end
other:

/v any other important interrupt classes? »/
end

Kerne!Call [Receivelnterruptsl

XernelCall (ReleaseCPU)
end URDr iver
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RD1l: Unexpected i0 interrupt signalling deck to be read

givens

entry:

action:

e«it:

Raddr: DeviceAddress

for some (R:ReaderEntry) in Readers:
(E.Raddr = Raddr

R.State = Star ted

[

R.CycliePosition = Available)
~ Shut tingOoun
R.CyclePosition <- SecurityHeader
R.LineBuffer <~ nil
KernelCal | (Requestl0(R.Raddr) for inputl

N"R.CyclePosition = SecurityHeader
N"R.LineBuffer = nil

Kerne|Called(RequestiQ(R.Raddr) for inputl
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{ RD2a: Expected 10 interrupt signalling security header read

given: Raddr: DeviceAddress
Process: ProcessName

entry: for some (R:ReaderEntry) in Readers:
(E.Raddr = Raddr

R.State ~= NotSpooling
g.CgclePosition = SecurityHeader
R.Channe|Statuslord.UnitCheck = false
g.LineBuffer ~= nil)

action: if for some (N:NkcpEntry) in CurrentNkcps:
(N.Process = Process)
then if for some (D:0eviceAddress)
in N.UsableRezder s:
(D = R.Raddr)
then /v Attach Device v/
YarnelCal | [GrantAccess (
N.Process,R.Raddr))
if 0K

then R.AttachedProcess <- N.Process
R.CyclePosition
<- Attact.adToSpoolingPreccess
KernelCal | (SendMessage (
SpoolDeviceAttached (R.Raddr],
R.AttachedProcess)]
eise /v Kerne!l did not grant access:
something's urong v/
KernalCal | (SendMessage (
Physical |yPurgeDeck [R.laddr?,
JpProcess))
RalnitializelnputSpooiCycle(R]
end
else /v Nkcp axists but
cannot use this reader s/
KernetCal | (SendMessage (
Physical IyPurgeDeck [R.Raddr],
QpProcess) )
FelnitializelnputSpooliCycle(R]
end
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else /v necessary Nkcp does not currently exist v/
R.CyclePosition <- AttachPending
R.AttachedProcess <- Process
KernelCal | [SendMessage (

NeedNkcp (R. At tachedProcess,R.Raddr),
AuthProcess)]
end

N*"R.CyclePosition =
it for some (N:NkcpEntry) in CurrentNkcps:
N.Process « Process
then if for some (U:DeviceAddress)
in N.UsableReaders:
(D = R.Raddr)

GrantedAccess
then AttachedToSpoo!ingProcess
else Available
end
else AttachPending
end
N"R.AttachedProcess =
if for some (N:NkcpEntry) in CurrentNkcps:
N.Process = Process
then if for some (D:0eviceAddress)
in N.UsableReaders:
(0 = R.Raddr)

GrantedAccess
then N.Process
eise URProcess
end
eise Process
end
N"R.State =
if for some (N:NkcpEntry) in CurrentNkcps:
{N.Process = Process)

s
{for all (D:DeviceAddrass)
in N.Usab|eRsaders:
(D ~= R.Raddr)
or
~ GrantedAccess)

R.State « Draining
then QOrained
eise R.State

end
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N"R.CiassesServedCurrentiy =

if for some (N:NkcpEntry) in CurrentNkcps:
(N.Process =« Process) 1

for all (D:DeviceAddress)
in N,UsableReaders:

~ GrantedAccess
then R.ClassesServedNextCycle

else R.ClassesServedCurrentiy f
end

if for some (N:NkcpEntry) in CurrentNkcps:
(N.Process = Process)
then if for some (D:DeviceAddress) in N.UsableReaders:
(D = R.Raddr)
then KerneiCalled (GrantAccess)
if GrantedAccess
then KerneiCal |ed (SendMessage (
N.Procass)]
eise KernelCalled(SendMessage (
OpProcess))
if R.State = Oraining
then KerneliCalledl(
SendMessz~n(
OpP  ess)]
end
end
else KernelCal led (SendMessage (OpProcess) ]
if R.State = Draining
then KerneiCal led (SendMessage (
OpProcess)]
end
end

else KerneiCal led (SendMessage (AuthProcess))
end
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ROZb: 10 Error uhen attempting security header read

given: Raddr: DeviceAddress

entry: for some (R:ReaderEntry) in Readers:
(g.Raddr = Raddr

g.State ~w NotSpool}nq
(R.CyclePosition inset (SecurityHeader,

.3
R.Channe|Statuslord.Uni tCheck = true)

actiom: R.CyclePosition <- SecurityHeaderWaitForRead

KernelCall[Sendﬂessage(lnterventionﬂequired[H.Raqul.

OpProcess)})
exitt  N"R.CyclePosition « SecurityHeaderWaitForReady
KernelCal | ed (SendMessage (OpProcess))

60
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i RO2c: Reader error cleared by operator (I0 interrupt signalling

device ready)

given: Raddr: DeviceAddress
entrys for some (R:ReaderEntry) in Readers:
(R.Raddr « Raddr
&
E.State ~= NotSpooling
g.CgclePosition = SecurityHeaderWai tForReady
R.ChanneiStatusilord.UnitCheck = false)
actiont R.CyclePosition <- SecurityHeader
‘ R.LineBuffer <- nil
; KernelCali {Request]0(R.Raddr) for input)

exit: N"R.CyciePosition = SecurityHeader
N"R.LineBuffer = nijl

KernelCal led (RequestI0(R.Raddr) for input]
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RO3a: AuthProcess message re Nkcp creationt added

given: Raddr: OeviceAddress

entry: for some (R:ReaderEntry) in Readers:
(R.Raddr = Raddr)

for some (N:NkcpEntry) in CurrentNkcps:
{N.Process = R,AttachedProcess)

error on ~(R&State ~= NotSpooling
R.CyclePosition = AttachPending)

action: if for some (D:0eviceAddressi in N,UsableRsaders:
0 L Rn Raddr
then /y attach procasss v/
KerleCall[GrantAccess(N.Process.R.Raddr)]
if
then R.CyclePosition <-
AttachedToSpool ingProcess
Kernel|Cal) [SendMessags(
SpooiDeviceAttached (R.Raddr],
N.Process))
else /% Kernel did not grant access v/
KerneiCal | [SandMessage(
Physical IyPurgeDeck [R.Raddr},
OpProcess)]
Kernel|Cal | [SendMessage (
Purgel fAble,
N.Process)]
RelnitializelnputSpooliCycle(R]
end
else /v NKCP exists but cannot use this reader %/
KernelCall (SendMessage (
Physical lyPurgeDeck [R.Raddr],
OpProcess)]
KernelCal | [SendMessage (
Purgel fAble,
N.Process))
RelnitializelnputSpoolCycle (R]
end
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Unit Record Process

System Development Corporation
TH-6862/111/98

exit:t N"R.CyclePosition «
it for some (D:DaviceAddress)
In N.UsableReaders:

(0 = R.Raddr)

GrantedAccess
then AttachedToSpooi ingProcass
else Available
end
N"R.State =
it (for all (D:DeviceAddress)
in N.UsableReaders:
(0 ~= R.Raddr)
or
~ GrantedAccess)

R.State = Draining
then Drained
else R.State

end

N"R.ClassesServedCurrentiy =
it for all (0:0eviceAddress)
in N.UsableReaders:
(D ~= R,Raddr)

or
~ GrantedAccess
then R.ClassesServedNextCycie
else R.ClagsasServedCurrentiy

end

N"R.AttachedProcess =
it for all (D:DeviceAddress)
in N.Usab|eRsaders:
or
. ~ GrantedAccess

then URProcess
else R.AttachedProcess

end

KerneiCalled (SendMessage (N.Process))
it for some (D:DeviceAddress) in N.UsableReaders:
then KerneiCal led (GrantAccessl
if ~ GrantedAccess
then KernelCal | ed (SendMessage (OnProcsss)]
end
else KerneiCal |l ed [SendMessage (OpProcess)]

end
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9 December 1977 System Davelopment Corporation
Unit Record Process T™™-6862/111/088
RO3b: AuthProcess message re Nkcp creation: cannot add }

given: Raddr: DeviceAddress

entry: for some (RiReaderEntry} in Readers:
R.Raddr = Raddr

error on ~(R&State ~= NotSpooling
R.CyciePosition = AttachPending)

actiont KerneiCall [SendMessage (
Physical IyPurgeDack [(R.Raddr],
OpProcess)]
RelnitializelnputSpooiDevice (R}

exit: N"R.State =
if R.State = Oraining
then Drained
else R.State
end
N“R.CyclePosition = Available
N"R.ClassesServedCurrentiy = R.ClassesServedNextCuycle
N"R.AttachedProcess = URProcess

KerneliCal | ed {SendMessage iupProcess}]
if R.State = Draining

then KernelCal | ed [SendMessage (OpProcess))
end , )
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9 Dccember 1977 System Oevelopment Corporation
Unit Record Process TM-8@862/111/808

RO4: Process releases reader after spocling

given: Raddr: DeviceAddress
RequestingProcess: ProcessName

entryt for some (R:ReaderEntry) in Readers:
R.Raddr = Raddr

error on ~(Ra5tate ~= NotSpooling

Z.CgclePosition = AttachedtoSpoolingProcess
R.AttachedProcess = RequestingProcass)

actiont K:rBEICaII[ReIeaaoDevicu(R.AttachedProcess.R.Raddr)J
i
then RelnitializalnputSpooiDavice(R]
else KernelCall [SencdMessage(
DeviceNotRe | eased (R.Raddr],
R.AttachedProcess)] -
KernelCal | ed [SendlEssage (
DeviceNotReleased(
R.Raddr,
R.AttachedProcessi,

OpProcess}]
end
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9 December 1977

System Oevelopment Corporation

Unit Record Prucess - TM-60862/111/80

exit:

N"R.State =
it gevicuRoloased

R.State = Draining
then Drained
eise R,State

end
N"R.CyclePosition =
it DaviceReleased
then Available
else R.CyclePosition

and
N"R.ClasaesServedCurrnntlg »
it DeviceRalsased
then R.CllsscsSorvchcxtCycle
else R.ClassesS.rvedCurrentlu

end
N"R.AttachedProcess =
if DeviceRaleaged
then URProcess

alse R.AttachedProcess
end

KzrneiCai |ed (Re|easelevics)
if (~JeviceRm)eased)
or

R.State = Draining
then KerneICalled[Sendﬂossags(UpProcass)]

KernelCallad[Sendﬂessaga(R.AttachadPrdcess)]
end
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Unit Record Process

OPl4a:

System Davelopment Corpcra:’-n
TM-6862/111/6®

Drain (Reader)

given: Raddr: DeviceAcdress

entry: for some (R:ReaderEntry) in Readers:
R.Raddr = Raddr

error on R.State « NotSpooling

action: if R.CyclePosition = Available
then R.State <- Oralined
KerneiCal | ([SendMessage (
Orained(R.Raddr],
OpProcess))
else R.State «~ Draining
end

exit: N"R.State =
if R.CyclePosition = Available
then Drained
eise Graining
end

if R.CyclePosition = Available

then KernelCal |ed{SendMessage (OpProcess)]
end )
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9 December 1377 System Development Corporation
Unit Record Process TM-E862/111/08
OP1Sa: Start (Re der)

given: Raddr: DeviceAddress
‘ NewClasses: set of Class

entry: for some (R:ReaderEntry) in Readers:
R.Raddr = Raddr

error on R.State = NotSpooling

action: if Ernpty(NewClasses]
then if Emptyl(ClassesServedCurrentiyl
then KernelCal |l [SendMessage (
MuatProvidelnitialClasslist!
R.Raddr],
OpProcess)]
else R.State <- Started
KerneiCal | (SendMessage (
Star ted(R.Raddr],
OpProcess)]
end
eise R.ClassesServedNextCycle <- NewuClasses
if R.CyclePosition = Available
then R.ClassesServedCurrently <-
NeuClasses
end
R.State <- Started
KernelCal i [SendMessage {
Started(R.Raddr],
OpProcess})
end
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9 December 1977
Unit Record Process

exit: N"R.State =
if

end
N"R.Classes
if

end
N"R.Classes
¢

end

System Oaveiopment Corporation
TM-6062/111/00

(~Empty (NeuwClasses))

ar
(~Empty[R.ClassesServedCurrentiyl)
then Star ted

else R.State

ServedNextCycle =

~Empty [NewuClasses]

then NeuClasses

elss R.ClagssesServedNextCycle

ServedCurrentiy =
é~Emptg[NeuClasses])

R.CyclePosition = Available
then NeuClasses
else R,ClassesServedCurrentiy

KernelCal led {SendMessage (OpProcess) ]
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39 December 1977 System Development Corporation
Unit Record Process TM-6852/111/088
PRPUl: Process request for output spoaling device assignment

given: Process: ProcessName
RequestedClasses: set of Class

entry: true

error on for all (N:NkcpEntry) in CurrentNkcps:
(N.Process ~= Process)
or

Empty (RequestedCiasses]

action: if ~ ShuttingOown
then PrinterSpooiRequests <-

Append (PrinterSpooiRequests,Entryl
end

exit: N"PrinterSpoo Requests =
if ~ ShuttingDoun
then Append(PrinterSpooiRequests,Entry)
else PrinterSpoolRequests
end

Hhere
Entry = <Process = Process,

RequestedClasses = RequestedCiasses,
AttachedDevice = 77,
State = WaitingForDevice>
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9 December 13977

System Development Corporation

Unit Record Process ™M-6862/111/88

PRPU2: Printer Assignment (for spoolingi

givens

antry:

actions

DR: QutputDeviceRequest in PrinterSpoolRequests
P: PrinterEntry in Printers

Z.Stato = Started
P.CyclcPosition = Available
8

gR.State =« WaitingForDevice

ClassesMatch([P,ClassesServedCurrently,
OR.RequestedCiasses]

fet (N:NkcpEntryl in CurrentNkcps:
(N.Process = OR.Process) in

if for some (D:DeviceAddress) in N.UsablePrinters:

D = P.Raddr
then P.AttachedProcess <- OR.Process

P.CyclePosition <- SecurityHeader
OR.Attached0evice <- P.Raddr
OR.State <- Processing

KernelCal! [Request]0(P.Raddr) for outputl
end
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9 December 1977 System Deveiopment Corporation
Unit Record Process T1-6882/111/09

axit: N"P.At tachedProcess =
it for some (D:DeviceAddress)
in N.UsablePrinters:
D L PoRaddr
then DR.Process
elss P.AttachedProcess
end
N"P.CyclePosition =
it for some (D:DeviceAddress)
in N.UsablePrinters:
0 =« P.Raddr
then SecurityHeader
else P.CyciePosition
end
N"DR.AttachedDevice =
it for some (D:DeviceAddress)
in N.UsabiePrinters:
0 - P-Raddt‘
then P.Raddr
elsa DR.AttachedQevice
end
N'DR.State =
it for some (D:DeviceAddress)
in N.UsablePrinters:
D = P.Raddr
then Processing
elss DR.State
end

Kerne!Call [RequestiO(P.Raddr) for output]
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9 Dccember 1977 System Development Corporation

Unit Record Process TM-6062/111/08
PRPU3a: Interrupt indicating end of security header output on
printer

given: Raddr: DeviceAddress

entry: for some (P:PrinterEntry} in Printers:
(P,Raddr « Raddr
4

E.State ~= NotSpooling
:.CgclePosition = SecurityHeader
P.ChanneiStatusllord.UnitCheck = false)

action: KerBEICaII[GrantAcceaa(P.AttachedProceas.P.Raddr)]
if
then P.CyclePosition <- AttachedToSpooiingProcess
KerneiCal | {SendMessage (
SpoolingleviceAttached [P.Raddr],
P.AttachedProcess!)
if P.RelinquishDeviceRequestState = ShouldSend
then P.RelinquishDeviceRequestState <- Sent
KerneiCal | ([SendMessage (
Orain(P.Raddr],
P.AttachedProcess)])
end
else /v Kerne! did not grant access as expected v/
Kerne|Cal |l [Request|Q(P.Raddr) for output)
P.CyciePosition <- SecurityTrailer
let (DR:0utputDeviceEntry)
in PrinterSpoolRequests:
(ER.State = Processing

gR.AttachedDevice = P,Raddr _

P.AttachedProcess = DR.Process) in
DR.State <- WaitingForDevice
end

73

. L LT e et -




..... e e, R g, . . R

9 December 1377 System Oevelopment Corporation
Unit Record Process T™-6862/111/88

exit: N"P.CyclePosition =
it GrantedAccess
then AttachedToSpoolingProcess

else SecurityTrailer

end
N"P.RelinquishDeviceRequestState =
if GrantedAccess

&
P.Rel inquishDeviceReguestState = Shou | dSend

then Sent
else P.RelinquishleviceRequestState

end

KerneiCalled(GrantAccess)

it GrantedAccess
then KernelCalIed(Sendﬂesuage(P.AttachedProcass)]
if P.RelinquishJeviceRequestState = Shoui dSend

then KerneiCalled(SendMessagel
P.AttachedProcess))

end
eise KernelCal led(Requesti0(P.Raddr) for outputl
end
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9 Occember 1977

System Development Corporation
Unit Record Process

TH-6862/111/86

PRPU3b: Interrupt, 10 error on attempt to output security header
i
given: Raddr: DeviceAddr ;as

entry: for some (P:PrinterEntry) in Printers:
{P.Raddr « Raddr
8

:.Statc ~= NotSpooling

P.CyclePosition inset {Secur i tyHeader,
. Secur | tyNeaderlai tForReady)

P.ChannelStatusHérd.UnitCheck = true)

action: P,CyclePosition <~ SecuritgHeaderNaitForReadg

KernelCafl(Sendﬂeaaage(lnterventionHequired[P.Raddr],
OpProcess)] .

exit: N"P.CyclePosition « Secur i tyHeaderWai tForReady

KernelCalIed[SendﬂessageiOpProceas)]
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9 December 1977 System Development Corparation
Unit Record Process TM-6862/111/089

PRPU3c: Interrupt indicating OK to retry security header output

given: Raddr: DeviceAddress

entry: for some (P:PrinterEntry) in Printers:
(P.Raddr « Raddr

8

:.State ~= NotSpooling

P.CyclePosition = Secur i tyHeaderla i tForReady
&

P.ChannelStatuslord.UnitCheck = falss)

action: P.CyclePosition <- SecurityHeader
KerneliCal | (Requesti0Q(P.Raddr) for output]

exit: N"P.CyclePosition = SecurityHeader

KerneiCal | ed (Request!0(P.Raddr) for outputl
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9 December 1977 System Development Corporation
Unit Record Process TM-6862/111/00

PRPU4: Process message, release output spooling device

givent Raddr: DeviceAddress
Process: ProcessName

entry: true

error on ~(for some (P:PrinterEntry) in Printers:
(F.Raddr = Raddr
8

:.State ~= NotSpooling
:.CgclePosition = AttachedToSpoo!l ingProcess

5 P.AttachedProcess « Process)

for some (OR:0utputOeviceRequest)

in PrinterSpociRequegts:
(OR.Process = P,AttachedProcess
&

ER.State = Processing
OR.AttachedDevice « P.Raddr))

action: P.CycicPosition <- SecurityTrailer
P.AttachedProcess <- URProcess
KerneiCall (Request!Q(P.Raddr) for ouiput)
PrinterSpooiRequasts <- Remove [PrinterSpoo |Requests, DR)

exit: N"P.CyciePosition = SecurityTrailer
N"P,AttachedProcess = URProcess
N“PrinterSpoolRequests =
Remove (PrinterSpoolRequests, DR)

KerneiCalled [RequestiQ(P.Raddr) for output)
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9 December 1977 System Development Corporation
Unit Record Process TM-6062/111/08
PRPUSa: Interrupt indicating successful completion of security

trailer

jJiven: Raddr: DeviceAddress

entry: - for some (PiPrinterEntry) in Printers:
(;.Radar = Raddr

:.Srata ~= NotSpooling
:.CgclePosition = SecurityTrailer
P.Channe|Statusiord.UnitChack = falsa)

action: if P.State = Draining
then P,State <- Oraired
end
P.ClassesServedCurrent|y <- P.ClassesServedNextCycle
P.RelinquishDeviceRequestState <- NoNeed
P.CyclePosition <- Available

exit: N"P.State =
if P.State = Oraining
then Orained
else P,State
end
N"P.ClassesS :rvedCurrentiy = P.ClassesServedNextCycle
N"P.RelinquishDeviceRequestState = NoNeed
N"P.CyclcPosition = Available
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9 December 1377 System Development Corporation
Unit Record Process TH-68062/111/88

PRPUSb: Interrupt, 10 error on security trailer output

given: Raddr: DeviceAddress

entrys for some (P:PrinterEntry) in Printers:
(Z.Raddr « Raddr

P.State ~= NotSpooling

8
P.CyclePosition inset [(Securitylrailer,
. Secur i tyTraileriai tForReady!

8
P.ChanneiStatusiord.Uni tCheck = true)
actiont P.CyclcPosition <- SecurityTraileriaitForReady
KernelCal | [SendMessage (
InterventionRequired (P.Raddr],
OpProceass)]
exit: N"P.CyclePosition = SecurityTrailerlaitForReady

KernelCal | ed (SendMessage (OpProcess)]
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9 Docember 1377 System Oavelopment Corporat)on
Unit Rocord Process TM-S862/111/08

PRPUSe: Interrupt, 0K to retry security traller output

given: Raddr; DaviceAddress

entry:  for some (PtPrinterEn

tryl in Printera:
l:.Raddr « Raddr

:.Stata ~= NotSpoo)ing

z.CgclePasition " SecurituTrailerUaitForReadg
P.ChannclStatuuNord.UnitCheck = fajse)

actiont P.CyclePosition <- SecurityTraiier

KarnelCatlfRequestIO(P.Raodr) 3r output)
exit:  N"P.CyciePosition = SecurityTraiier

KernetCalled(Requuath(P.Raddr) for output]

8@




Moh e e AN o g o

3 December 1377
Unit Record Procass

OPl4be:

System Deveiopment Corporation
TM-6862/111/09

Orain (Printer, Punch)

given: Raddr: DeviceAddress

entryt for some (P:DutputDovlccEntru) in QutputDevices:
P.Raddr = Raddr

error on P,S5tate » NotSpooling

action: if P.CyclePosition = Availabla
then P.State <- Orained
KernelCall[Sendﬂessage(
Orained[P,.Raddr],
OpProcess))
mise if P.CyclePosition AttachedToSpool ingProcess
then if P.RglinquishDeviceRequnstState
~= Sent
then P.RelinquishDeviceRequestState
<~ Sent
KerneiCai | (SendMassage (
Orain(P.Raddr),

P.AttachedProcess))
end

elise P.RelinquishUevicaRequeatState
<~ ShouldSend
enr

P.State <- Draining
end
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9 December 13977 System Oevelopment Corporation
Unit Record Process TH-6862/111/88

exit: N"P.State =
if P.CyclePositicn = Available
then Orainea
else Draining

end
N"P.RelinquishDeviceRequestState =
if P.CycleFosition =
AttachedToSpoolingProcess
then Sent
else if P.CyclePosition = Available
then P.ReiinquishDeviceRequestState
e!se ShouldSend
end
end

if P.CyclePosition = Available

then Xerne!Called{SendMessage (OpProcess)]
end
if Z.CgclePosltion = AttachedToSpool ingProcess

P.Re'” ~uishDeviceRequestState ~= Sent

the . !Cal led [SendMessage (P.At tachedProcess)]
end
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9 December 1977 System Development Corporation
Unit Record Process TM-6062/111/88

OP1Sbe: Start (Printer, Punch)

given: Raddr: DeviceAddress
NeuC!asses: set of Class

entry: for some (P:QutputDeviceEntry) in OQutputDevices:
P.Raddr ~ Raddr

error on P.State « NotSpooling
action: if Emptg[NeuClasses]

Empty(P.ClassesServedCurrently]
then KernelCal | (SendMessage (
MustProvidelnitialClasslist(P.Raddr],
CpProcess))
elge P.State <- Started
KernelCal |l [(SendMessage (
Star ted (P.Raddr],
OpProcess))
i ~Empty(NewClassss]
then P.ClassesServedNextCycle
<- NeuClasses
if P.CyclePosition = Available
then P.ClassesServedCurrently
<- NewClasses
else SendRequest (]
end
end
end

macro SendRequest(] «
if P.CyclePosition = AttachedToSpool ingProcess
then if P.RelinquishDeviceRequestState ~= Sent
then P.Re!inquishDeviceRequestState <- Sant

KerneiCal | [Sendfeasage (
Orain{P.Raddrl,
P.AttachedProcess)]

end

else P.RelinquishDeviceRequestState <- ShouldSend
end
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3 December 1977 System Development Corporation
Unit Record Process TM-6862/111/08

exit: N"P.State =
if (~Empty({NeuClassesl)
or
{~Empty [P.ClassesServedCurrentiyl)
then Star ted
else P,State
end
N"P.ClassesServedNextCycie =
if ~Empty(NenClasses)
then NeuwClasses
else P.ClassesServedNextCycle
end
N"P.ClassesServedCurrently =
if E.CgclePosition = Available

~Emp ty (NeuClasses]
then NewClasses
else P,ClassesServedCurrently

end

N"P.RelinquishDeviceRequesiState =

if ~Empty(NeuClassas]

then if P.CyclePosition =
AttachedToSpoo !l ingProcess

then Sen?
else if P.CyclePosition =
Available
then

P.RelinquishOeviceRequestState
else ShouldSend
end
end
else P.RelinquishDeviceRewuestState
end

KernelCal led(SendMessage (OpProcess) ]
if (~Empty(NeuClasses))
8

P.CyclePosition = AttachedToSpoolingProcess
&
P.ReiinquishleviceRequestState ~= Sent

then KernelCal led (Sendilessage (P.AttachedProcees})
end
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S Oecember 1977
Unit Record Process

oP@:

Miscel |aneous commands

commanda:

entry:

exit:

QUERY«UR
QUERY«ALL
QUERY«~RADDR
QUERY«TAPES

true

Kerne!Called(SendMessage (OpProcess))

85

System Development Corporation

1n-6862/111/88

. e — e



ORI B ATy N

9 December 13977
Unit Record Process TM-6862/111/88

OP1:

commands:

entry:

exit:

System Development Corporation

Single message sent

No maps

Single response expected

No device state information modifications

QUERY+READER~SPOCL 1D
QUERY«~PRINTER-SPOCL ID
QUERY«~PUNCH«SPOOL 10

CHANGE~SYSTEM«SPOOLID

true

N"PendingRequests = Append (PendingRequests,

<Msgld « new(Messageld],

Kind = OpRequest,

Command = Command,

Responses = |
<Respondent = Oestination(Command],
Text = nil,
State = NoResponse»} >l

KerneiCal led [SendMessage (Destination (Command] )]
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9 December 1977
Unit Record Process

0P2:

System Development Corporation
TH-6062/111/089

Muiltiple messages sent

No maps

Responses expected

No device state information modifications

commands:

entry:

exit:

o

L

QUERY«F ILES+ALL
QUERY«~READER«~ALL
QUERY+~PRINTER«~ALL
QUERY~PUNCH«ALL
QUERY«HOLD

CHANGE ~SYSTEM+CLASS+ALL

true

N"PendingRequests = Append{PendingRequests,
<flsgld = newl(Messageid],
Kind = OpRequest,
Command = Command,
Responses = (for all (N:ProcessName)
in CurrentNkcps:
<Respondent = N,
Text = nil,
State = NoResponses] >)

for all (N:ProcessName) in CurrentNkcps:
KerneiCal led [SendMessage (N}]
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9 December 1377

System Development Corporation

Unit Record Process TM-8862/111/88

0P3:

Single message sent

Mapping: User id ~> Nkcp id

Single response expectec

No device state information modifications

commands:

entry:

exit:

QUERY«+F ILES-USERID
QUERY«~READER-USERID
UUERY«PRINTER-USERID
QUERY«PUNCHUSERID
CHANGE~USERID

FREE

HOLD

ORDER+USERID
PURGE+USERID

true

N"PendingRequests = Append (PendingRequests,

<Msgld = new(Messageld],

Kind « MapUserid,

Command = Ccmmand,

Responses = |
<Respondent « AuthProcess,
Text = nit,
State = NoResponse>}>]

KerneiCal|ed{SendMessage (AutiProcass)]
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9 Occember 13977

System Deveiopment Corporation

Unit Rocord Process TH-6062/111/08
OP4ab: commands:

BACKSPAC

FLUSH

REPEAT

given: Raddr: DeviceAddress

entry:r for some (P:OutputDaviceEntry) in OutputDevices:
P.Raddr = Raddr

error on ~(P.State ~= NotSpooling
e

P.CyclePosition = AttachedToSpoal ingProcess)

exit: N"PendingRequests = Append [(PendingRequests,

<Msgld = neu(Measageld],
Kind = OpRequest,
Command = Command,
Responses = |

<Respondent = P.AttachedProcess,

Text = nil,
State = NoResponse>}»)

KernelCalledISendHessaga(P.AttachedProcess)]
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9 December 1377 System Development Corporation
Unit Record Process TM-6862/111/88
0PS: command?

SPACE

given: Raddr: DeviceAddress

entry: for some (P:PrinterEntry} in Printers:
P.Raddr = Raddr

error on ~(P,State ~= NotSpooling
8
P.CyclePosition = AttachedToSpoo! ingProcess)

exit: N"PendingRequests = Append(PendingRequests,

<Msgld = neulMessageld],

Kind = OpRequest,

Command = SPACE,

Responses = |
<Respondent = P,AttachedProcess,
Text = nil,
State = NoResponse>}>]

KerneiCal |led (SendMessagse (P.AttachedProcess}]
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9 December 13977

System Developmant Corporation

Unit Record Process TM-6862/111/008
OPB: commands!

ORDER-SYSTEM

PURGE+«SYSTEM

given: Nkcps: set of ProcessName

entry; true

exit: N"PendingRequests = Append (PendingRequests, .

<Msgld = newl(Messageld],
Kind = OpRequest,
Command = Command,
Responses = {for all (N:ProcessName} in Nkcps:

<Respondent = N,

Text = nil,
State = NoResponse>!>]

for all (N:ProcessName) in Nkcps:
Kernel!Cal |ed [Sendilessage (N)]
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9 Occember 1977 System Cevelopment Corporation
Unit Record Process TM-6862/111/08

QP7abe: LOCATE of Reader, Printer, Punch

given: Raddr: OeviceAddress

entrys for some (D:DeviceEntry) in Devices:
D.Raddr = Raddr

error on D.CyclePosition ~inset (AttachedToSpooiingProcass,
AttachedToUser)

exit: N"PendingRequasts = Append [PendingRequests,

<Msgld = neulMessageid],

Kind = OpRequest,

Command « LOCATE,

Responsas « |
<Respondent = D.AttachedProcess,
Text = nil,
State = NoResponsae>i>]

KerneiCal |led[Sendfessaga (D.AttachedProcess) ]

92

e
. L N
- N

Tt




3 December 1977

System Development Corporation
Unit Record Process

TM-6862/111/88

OP7d: LOCATE of Tape Drive

given: Raddr: DeviceAddress

entry: for some (T:TapeDriveEntry) in TapeDrives:
T.Raddr « Raddr

error on T.State ~= AttachedToUser

exit: N"PendingRequests = Append [PendingRequests,

<fsgld = neu(Messageid),

Kind = OpRequest,

Command « LOCATE,

Responses = |
<Respondent « T,AttachedProceass,
Taxt = nil,
State = NoResponses}>)

Kerne|Called{SendMessage (T.AttachedProcess))
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9 Occember 1977 System Oevelopment Corporation
Unit Record Process TM-6862/111/80
|
‘ oP8: command:
SHUTOOWN

entry: true

, action: ShuttingDowun <- trus
for all (DR:OutputDeviceRequest)
in PrinterSpoolRequests:
‘ if DR.State « WaitingForDevice
: then PrinterSpoolRequests <- Remove !

PrinterSpoo!Requests,DR)
end

for alt’ (OR:0utputDeviceRequest)
in PunchSpoo |Requasts:
if OR.State = WaitingForDevice
then PunchSpooliRequests <- Removel

PunchSpooiRequests, DR]
end

exit: N"ShuttingDown = true
\ for all (DR:0utputDeviceEntry) in PrinterSpooiRequesats:
N"OR.State ~= WaitingForDevice

for all (OR:OutputDeviceEntry) in PunchSpoolRequests:
N"OR.State ~= WaitingForDevice

34
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9 December 1977
Unit Record Process

0OP3abc:

System Deveiopment Corporation
TM-60862/111/08

Yary otfline (Reader, Printer, Punch)

given: Raddr: DeviceAddress

entry:  for aome (O:0eviceEntry) in Dsvices:
U.Raddr = Raddr

error on D.CyclePosition ~inset {Available,DffL ins)

action: 0.CuclePosition <- OtfLine
0.State <~ NotSpooling
KernelCall[Sendﬂessage(
Ot fLine (Q,Raddr],
OpProcess) ]

exit: N"D.CyclePosition = DffLine
N"D.State = NotSpooiing

KernelCalled(Senuncssagc(DpProcess)]
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9 December 1377

qutam Dovclopmont Corporation
Unit Record Process

TM-8862/111/08

OP9d: VYary offline (Tape Orive)

givent Raddr: DeviceAddress

‘éntry:  for some (T:TapeDriveEntry) in TupeDr!ves:
T.Raddr « Raddr

error on T.State ~inset (Available,0ffLinel

actiont T,State <~ OfflLine
KernelCal! [SendMessage (
OffLine(T.Raddr],
‘ OpProcess)]
exit: N"1.State « OffLine .

Kernel!Cal | ed (SendMessage (OpProcess)?
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9 Docember 1977 ©  System Devolopment Corporation
~ Unit Record Process S _ TH-6862/111/08

ﬁ (} DP1Ba: VYary online (Reader)

given:‘,Raddrz DeviceAddress

entrys for some (R:ReaderEntry) In Readarcz
.Raddr = Raddr

error on ~(R. State = NotSpooling

j o R CyclePosition = OffLine)

action: R.State <- Orained
: R.CyclcPosition <~ Available
R.ClassesServedCurrently <- R.ClassesServedNextCycie
R.AttachedProcess <- URProcess
KerneiCal | [SendNessage (Onl. ine [R.Raddr] ,OpProcess)]
exit: N"R.State = Drained
: ‘N"R.CyclePosition = Available
N o ' N"R.ClassesServedCurrentiy = R.ClassesServedNextCycle
N"R.At tachedProcess = URProcess

KernelCal led [SendMessage (OpProcess)]
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9 Dccember 1377 System Development Corporation
Unit Record Process TM-6862/111/08
OP18bc: Vary online (Output Device)

gives: Raddr: DeviceAddress

ent}g: for some (D:QutputDeviceEntry) in QutputDevices:
0.Raddr = Raddr

error on ~(D&State = NotSpooling
0.CyclePosition = 0ffLine)

action: D.State <~ Orained
D.CyclePosition <- Avaiiabie
D.ClassesServedCurrantiy <- D.ClassesSer vedNextCycie
0.AttachedProczss <- URProcess
D.RelinquishleviceRequestState <- NoNeed
KernelCa!l [SendMessage (QnL ine (0.Raddr],OpProcess) ]

exit: N"D.State = Drainea
N"D.CyclePosition = Available

N"D.ClassesServedCurrentiy = 0.ClassesServedNextCycle
N"J.AttachedProcess = URProcess

N"D.RelinquishDeviceRequestStats = NoNeed
KernelCal | ed [SendMessage (OpProcess) )
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9 Oecember 1977 System Osvelopment Corporation
Unit Record Process TM-B862/111/080
OP1@d: Vary online (Tape Orive)

nivent Raddr: DaviceAddress

entry: for some (T:TapeDriveEntry) in TapeDrives:
(T.Raddr « Raddr)

error on ~(T.State « QffLine)
actiont T.State <~ Available
T.AttachedProcess <- URProcess
KerneliCal !l (SendMessage (
OnLine(T.Raddrl},
OpProcess)]

exit: N"T.State = Available
N"T.AttachedProcess = URProcess

Kerne!Cal | ed (SendMessage (OpProcess)]
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9 December 1977 Sgstam Oevelopment Corporatlon
Unit Record Process TM-6862/111/088@

AUTH3abe! Attach device to process. (requeat from AuttProcass)
(Reader, Printer, Punch)

given: Raddr: DeviceAddress
Process: ProcessName

entry: for some (D:DeviceEntryl in Devicos.
0.Raddr = Raddr

error on for all (NsNkepEnt~y) in CurrentNkrps:
N.Process ~= Prc:ess

action: if 0 State » Orained

D CyclePosition -/Available
then let (N:NkopEntryi in CurrentNkcps:
{N.Process =« Procesa) in
ferazlﬁall[GrantAccasa(D.Raddr.N.Process)]
f
then 0.State <- NotSpooling
D.CyclzPosition <~ AttachedTolger
0.AttachedProcess <- N.Processa
KarneiCall (SendMessagn
Attached (0.Raddr,
N.Processl,
AuthProcess)]

else /% Kernel did not allow the access »/

KernelCal | [SendMessage (

AttachFailed(D.Radcdr ,N.Process],

AuthProcess)]
end
else /v device not available at this time «/
KernelCal | ([SendMessags (

DeviceNotAvaiiabie[D.Raddrl,

AuthProcases)]
end
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9 December 1977

System Development Corporation
Unit Record Procnss

TM-68062/111/00

exit: N"0.State =
if g.State =+ Drained

g.Cuc!ePoaltlon = Available

GrantedAccesse
then NotSpool ing
else D.Stale

. end
N"D.CyclePosition =
if g.State » Orained

2.CuclePoaition = Available

GrantedAccess
then AttachedTolUser
elsa D.Cyc'ePosition

end
N"D.AttachedProcess =
if E.Stata = Drained

g.CgclePosition « Available

GrantedAccass

then N.Proacess

eise D.AttachedProcass
and

if D.State = Drained
&

D.CyclePosition = Available

then KerneiCal |ad (GrantAccess(D.Racdr)]
end
KerneiCal lad (SendMessage (AuthProcess) ]
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9 Dacember 1977 System Development Corporation
Unit Record Process TM-6062/111/08

AUTH3d: Attach tape drive (request from AuthProcess)

given: Racddr: DeviceAddress
Process: ProcessName
ReaAccess: Accessilodes

entry: for some (T:TapeDriveEntry) in TapeOrives:
T.Raddr = Raddr

error on for all (N:NkepEntry) in CurrentNkcps:
N.Process ~= Process

action: let (N:NkcpEntry) in CurrcntNkcps:
(N.Process = Process) in
if T.State = Available
then KernelCall [(GrantAccess(
T.Raddr,
N.Process,
RegAccess)]
if 0K
then T.State <- AttachedToUser
T.AttachedProcass <- N.Process
KerneiCal | [SendMessage (
Attached(T.Raddr],
AuthProcess)]
aise KerneiCai |l [SendMessage (
NotOK [T.Raddr],
AuthProcess)]

end
else KerneiCall {SendMessage(
OriveNotAvailable(T.Raddr),

AuthProcass))
end
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9 Deocember 1977

System Oevelopment Corporation

Unit Record Process TM-60862/111/88

I M. e & M st b

exit:

N"T.State «
if T.State = Available
&

GrantedAccess
then AttachedToUaer
else T,S5tate

end
N"T.AttachedProcess «
it ;.State = Available
GrantedAccass
then N.Process
eise T.AttachedPrucess
end

KerneiCal led (SendMessage (AuthProcess))
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9 Dccember 1977 System Development Corporation
Unit Record Process TM-8862/111/88

OPllabe: Attach decvice to process (request from operator)
(Reader, Printer, Punch)

givent Raddr: DeviceAddress
Process: ProcessName

entrys for some (D:DeviceEntry} in Devices:
D.Raddr = Raddr

error on for all (NiNkepEntry) in CurrentNkepe:
N.Process ~= Process

actiont let (N:NkcpEntry) in CurrentMkcps:
(N.Process = Process)
it E.Statc ~ Drained

D.CyclePosition = Available
then i f for some (AtDeviceAddress)
in union of (N.UsableReaders,
N.UsablePrinters,
N.Usab | ePunches) :
(A L Do Raddr)
then KeriaiCall (GrantAccess(
U.Raddr,
N.Process)]
it OK
then D.State <~ NotSpooling
D.CyclePosition
<- AttachedTolser
D.AttachedProcess
<~ N.Process
KerneiCail [SendMessage (
Attached(
0. Radd"‘ ]
N.Process],
OpProcess))
KernelCal | [SendMessage (
Attached (D.Raddrl,
N.Process)]
elsa KernelCall (SendMessage(
AttachFailedl(
0.Raddr,
N.Process],
OpProcess)]
end
else Kerne!Call [SendHessage(
DeviceNotUsablel
D.Raddr,
N.Procsss),
OpProcess)]
end
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9 December 1377

System Developmant Cornoration

Unit Record Process ™-60862/111/00

i

oxit:

else KerneliCal |l (SendMessage(
DeviceNotAvailable (D.Raddr],
OpProcess))
end

N"D.State =
i ¢ 2.Statn « Drained

2.CuclePoaitlon = Available

CrantedAccess
then NetSpooling
else D.State

end
N"D.CyclePosition =
it g.Stato = Orained

E.CuclcPuaition = Avaldble

GrantedAccess
then AttachedToUser
else D.CyclePosition

end
N"D.AttacredProcess «
if 2.Stato = Orained

E.CgcloPouitlon = Available

GrantedAccess

then N.Process

2/se D.AttachedProcess
end

Ker-eiCalled(SendMessage (OpProcess))
if g.State « Urained

0.CyclePosition = Available
tven KerneliCalled(GrantAccessl
it GrantedAccass
then KerneiCalled(Sendfiessaje (N.Procoss)]
wnd
and
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9 Uccember 1377 Syst~m Development Corporation
Unit Record Process TM-6082/111/00

OP]2abe: Oestoch dedicated device from user {request from
operator) (Reader, Printer, Punch)

glven: Raddr: DeviceAddress
Process: ProcessName

entrﬁz tor some (D:leviceEntry) in Devices:
(D.Raddr = Raddr)

error on ~(D&Statc = NotSpooling
g.CucloPo:ltlon = AttachedTolser
D.AttachsdProcess = Process)

action: D.CycliePosition <~ DetachPending
KerneiCall (SendMessage!
Rel inquishDevice(D.Raddr),
0.AttachedProcess)]

axit: N"0D.CyclePosition = DetachPending
N"PendingRequests = Append (PendingRequests,
<Msgld = neu[ﬂeasaalldi.
Kind = Relinquishlavice,
Command = ?7,
Responses = |
<Respondent = 0.AttachedProcess,
Text = nil,
State = NoResponase>l>]
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9 Occember 1977 System Deveionment Cornoretion
Unit Record Process TM-8@62/111/880

‘ NKCPZ2abe; Deteach dedicated device from user (request

trom
attached process) (Reader, Printer, Punch)

viven: Raadr: DeviceAddress
Prccess: ProcassName

entry:  for some {DtDeviceEntry) in Devices:

error on ~f0é§tcto = NotSpooling

g.CuclePotitlon » AttachedToUser
O.AttachedPrczess = Process)

actiont KernalCali(Relolnoocvico(
Uc R.ddf‘ ’
O.AttachedProcesns))
if OK
then D.State <~ Drained
0.CyclzPasition <- Available
0.AttachetFrocess <- URProcesa
KernciCall{SendHessagt(
Oetached (0.Radyr),
O.AttachedProcess)]
Kernchall[SendHessags(
Oetachod (0. Raddr) ,
OpProcess))
else KernolCall[Sendﬂeoaago(
OcviceNotReluasable(D.Raddrl.
' 0.AttschedProcess))
KernalCatl[Sendﬂessaga(
DeviceNotRelsasablel
0.Raddr,
0.AttachedProceasi,
OpProcess))

end
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3 December 1377 System Usve!onment Corporation
Unit Record Procesa © TM-6062/111/09

exit: N"D.State «
i f DeviceReleasad
then Drained
else D.State

[
N"D.Cyc.ePoaition =
if DeviceReleased
then Available
else D.CyciePosition
end
N"D.AttachedProcess =
if DeviceReleasgsed
then URProcess .
else D.AttachedProcess
end

KerneiCailed (ReleaseDevice]

Kernel|Cal{ed(SendMessage (0.AttachedProcess)]
KernelCal led (Sendiessage (OpProcess) ]
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9 Dzcember 1977

System Development Corporation
Unil{ Record Process

TM-6862/111/08 _ ’

0P12d: Detach dedicated device from user (request from opearator)
{Tape Orive)

nivens Raddr: DeviceAddress
Process: ProcessName

entry:  for some (T:TapeDriveEntry) in Tapelrives:
{T.Raddr = Raddr)

error on ~{7.State = Attached
8

T.AttachedProcess = Process)

action: T.State <- DetachPending
KerneiCall [SendMessage(
Ael inquishDevices [T,Raddr],
T.AttachedProcess))

exit: N"T.State » DetachPending
N"PendingRequasts = Append(PendingRequests,

<Msgld = new(Messageld],

Kind = RelinquishDevice,

Command = ?7,

Responses « |
<Respondent = T,AttachedProcess,
Text = nil,
State = NoResponse>}>]

KernelCalied(SendMessage {T.AttachedProcess)i
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9 December 1877 < System Development Corporation
Unit Record Process - ' TM-6€52/111/08
NKCP2d: Detach dedicated device from user {(request from attached !

procese) (Tape Orivel

given: Raddr: DeviceAddress
Process: ProcessName

en(rg: for some (T:TapeDriveEntry) in Tapelrives:
{T.Raddr = Raddr)

error on ~(T.State = Attached
&
T.AttachedProcess = Procsss)

action: KernelCall(ReleaseDevice(
T.Raddr,
T.AttachedProcess)]
if OK
then T.State <- Available
T.AttachedProcess <- URProcsss
KernelCal | [SendMessage (
Detached [T.Raddr]),
T.AttachedProcess}]
KernelCal | [Sendlessage(
Detached(T.Raddr],
OpProcess)]
else KernelCal i (SendMessage(
DeviceNotReieasable(T.Raddrl,
T.AttachedProcess)]
KernelCal | (SendMessage ‘ )
DeviceNotReleasable: il
T.Raddr,
T.Attacherrocess],

OpProcess})
and

exit: N"T.State =

if DeviceReleased
then Available
else T.5tate

end

N"T.AttachedProcess =

if DeviceReleased
then URProcess . . ‘
else T.AttachedProcess :

end

KerneiCalled(ReleaseDevicel

KernelCalled(SendMessage (T.AttachedProcess)]
KernelCal led{SendMessaga (OpProcess}]
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2 December 1377

System Development Corporation
Unit Record Process

TM-80862/111/09

NKCPlabe: Process message,

relinquishing device as reguested
(Reader, Printer, Punch)

e et e s Sk hee————— o ————_

given: Raddr: DeviceAddress
Process: ProcessName

entry: for some (D:DeviceEntry) in Davices:
0.Raddr = Raddr

error on ~(Dé5tate = NotSpooling
E.CgclePosition = DetachPending
O.AttachedProcess = Process)

actions: KernelCall(ReleaseDevica(D.Raddr.D.AttachodProceaa)]

it 0K
then KerneiCal| (SendMessage (
Qetached {(0.Raddr],
OpProcess))

KernelCall[Sendﬂessage(
Detached [D.Raddr],
0.AttachedFrocess)]
0.State <- Orained
0.CyciePosition <- Availabie
0.AttachedProcess <- URProcess
else KerneiCall [SendMessage (
DeviceNotReleasabla[D.Raddrl,
0.AttachedProcess)]
KernelCall [SendMessage (
DeviceNotRe!leasablel
D.Raddr,
O.AttachedProcess],

OpProcess) )
end
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9 Dccember 1977 System Deveiopment Corporation
Unit Record Process TM-6062/111/88

exits N*D.State =
if DeviceReleased
then DOrained
else D.State

end
N"D.CyclePosition =
if DeviceReleased
then Available
eise D.CyclePosition
end
N"D.AttachecProcess =
if DeviceReleasad
then URProcess

eise O.AttachedProcess
end

KernelCalled(ReleaseDevice]

KerneiCalled (SendMessage(D.AttachedProcess))
KerneiCal led (SendMessage (OpProcess))
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9 December 1977 System Dava!opment Corporation
I Unit Record Procass

TH-6862/111/0p8

- CP13: Loadbut

given: Raddr: DeviceAddress

ertrys  for some (P:PrinterEntry) in Printers:
P.Raddr « Raddr

error on ~(P.State « Drained
8

P.CyclePosition « Available)
exit: true
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9 December 1977
Unit Record Process

System Development Corporation
TM-6862/111/08

NKCPld:  Process message, relinquishing device 88 requested (Tape

Drive)

pivent Raddr: DeviceAddress
Process: ProcessName

entrys. for some (T:TapeDriveEnti-y) in TapeOrives:
T.Raddr « Raddr

error on ~(T&State » DetachPending
T.AttéchedProcess = Process)

actions KergglCall(ReleaseDevica(T.Raddr.Proceos)]
if
then KernelCal! (SendMessage {
Detached [T.Raddrl,
OpProcess)]
KernaiCal | [SendMessage {
Detached(T.Raddrl,
T.AttachedProcess)]
T.State <- Available
T.AttachedProcess <- URProcess
else KerneiCal | [SendMessage (
DeviceNotReleasable [T.Raddr) .
T.AttachedProcess)]
KernelCail [SendMessage(
DeviceNotReleasablel
T.Raddr,
T.AttachedProcess],
OpProcess)]
end

enit: N"T.State =
if DeviceReleased
then Available
eise T.State

end
N"T.AttachedProcess »
if DeviceReleased
then URProcess
eiss T.AttachedProcess
end

KernelCalled(Releaselevice]

KerneiCal |l ed(SendMessage (T.AttachedProcess))
KernelCal led(SendMessage (OpProcess)] '
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9 December 1977

Unit Record Process

OPlld: Attach

givent

entry:

System Duvelcpment Corporetion
TM-6062/111/08

tape drive (request from operator)

Raddr: DeviceAddress
ReqAccess: Accessllodes
TapeSeclLevel: ProcessName
Process: ProcessName

for some (T:TapeDriveEntry) in TapeDrives:
T.Raddr = Raddr

error on for all {(N:NkcpEntry) in CurrentNkeps:

actiont

N.Process ~= Process

let (N:NkcpEntryl in CurrentNkcps:

{(N.Procaess = Process) in
if for some (D:DeviceAddress) in N.UsableTapelrives:
0 = T.Raddr
then if T.State = Available
then KerneiCal| [CreckSecleval (
Tape3SecLavel,
ReqAccess,
T.Raddr,
N.Process))
if OK .
then KernelCal !l [GrantAccass(
T.Raddr,
N.Process,
ReqAccess}]
if OK ’
then KerneliCall (SendMessage(
Attached (T.Raddrl,
N.Prccess)]
KarneiCal | (SendMessage
Attached!
T.Raddr,
N.Process],
OpProcess)]
T.State <- Attached
T.AttachedProcess <-
N.Process
slse CannotAttach [NotOK]
end
else CannotAttachl(
CannotUseTapel
end
alse CannotAttach{TapeDriveNotAvailable)
end
- alsa CannotAttach({CannotUseTapeOrivel
end
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9 Deccember 1977 System Developmunt Corporation
Unit Record Process TM-6862/111/2@

macro CannotAttach(Reason] =
KerneiCal | (SendMessage |
NotAttached{
T.Raddr,
N.FProcess,
Reason) ,
OpProcess))

oxit: N"T.State =
it for some (D:DeviceAddress)
in N.UsableTapeDrives:
{0 » T.Raddr)

]
I.Stato = Available
EheckedSecLevel

GrantedAccess
then Attached
aise T.State
and
N"T.AttachedProcess =
i* for some (D:DevicsAddress)
in N.UsgbleTapel:ives:
(D = T.Raddr)

I.State =« Available
gheckstecLeve!

GrantedAccoss
then FProcess
e|se T.AttachedProcess

KernelCal led (Sendiessage (UpProcass) ]
it for some {(D:DaviceAddress) in N.UsableTapeDrivas:
(3 = T.Raddr)

&
T.State = Available
then KernelCal led (CheckSecl avel]
i f CheckedSecLevel
then KerneiCal led [GrantAccesa (T.Raddr)]
it GrantsdAccess
then KernelCalledl(
SeridMessage (Process))
end
end
end
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9 December 1977

System Development Corporation

Unit Record Process TH-6862/111/08

AUTHL:

Add Nkep

givent Proccss: ProcessName
Readers: set ot JeviceAddress
Printers: set of DeviceAddress
Punches: set of DeviceAddress
TapeDrives: set of DeviceAddress

entry:t true

error on for some (N:NkepEntry) in CurrentNkcps:
N.Process = Process

exit: N"CurrentNkcps = Append(CurrentNkcps,
<Process = Process,
UsabieReaders « Readers,
UsablePrinters « Printers,
Usab|ePunches = Punches,
UsableTapeOr ives = TapeOrives>)
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3 Dccember 13977 System Development Corporation
Unit Record Process TH-60862/111/00

AUTH2: QOelete Nkcp

given: Process: ProcessName
entry: true

error on for all (N:NkcpEntry) In CurrentNkcps:
N.Process ~« Process

let (N:NkepEntry) in CurrentNkcps:
{N.Process - Process) in

exits N"CurrentNkcps = Remove [CurrentNkcps, N]
for all (DR:OutputDeviceEntry) in PrinterSpoo!Requests:
N"OR.AttachedProcess ~= N.Process
for all (DR:OutputDevicesEntryl in PunchSpoo!Rsquests:
N"OR.AttachedProcess ~= N,Process
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9 December 1377 Syetem Development Corporation

‘ Unit Record Process TM-6862/111/08
:

{ KERNl: message from Kernel, re device avallability (during scan

at system initialization),

givent Raddr: OeviceAddress

‘ entry: true

actiont if for some (DiDeviceEntry) '» Devices:
D.Raddr = Raddr
then error on D.State ~= Draired
0.State <- NotAva:labieForSpooling
D.CyclePosition <- OffLine
alss if for some (T:TapeDriveEntry) In TapeOrives:
T.Raddr = Raddr
then error on T.State ~= Availabls
T.State <- OttLine
alse error
end
end

exits it for some (D:DeviceEntry) in Devices:
{(D.Raddr = Raddr)
then N"D.State = NotAvailableForSpooling
N"0.CyciaPosition = OffLine
alse it for some (T:iTapeDriveEntry) in TapeDrives:
(T.Raddr = Raddr)
then N"T.State = OftfLine
end

i

and
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9 December 18977 System Development Corporation
Authorization Process TM-6062/111/080

Authorization Process
Semi~Formal Description

YThis s8ection contains a semi-formal description of the
Authorization Process of KYM/378.

Data Types

primitive types and structuring mechanismo:

boolear (unordered, two elsments: true, false)
string (unbounded, predefined string of length zero: nill
intep  subrange

scalar (ordered slement list)
set lof any type, predefined empty set: nill
record (field |ist)

undef ined typest

OeviceAddress
LineAddress
ProcessName
VirtualMachineName
Veolumeld

undefined functions / macros:
Dominates

OcviceType
HCyl inders

128
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9 December 1977
Authorization Process

CommandName: scalar (
AUTOLOG,
ATTACH~RADOR,

DE TACH«RAQODR,

VARY [}

QUERY+LINES,
QUERY«GRAF,
QUERY«NAMES,
QUERY+~USERS«X,
QUERY+-SYSTEM~RADDR,
QUERY«RADOR,
QUERY«USERS-USERID,
QUERY+USER1D,
LOCATE-RADCR,
SHUTOOWN)

RrquestCategory: scalar(
Attach,
Clearline,
ReDirectline,

Wr i teAndReadlL ine,
OpRequest,

NouVH,

ConnectyH,
Newulaer,
NewOrConnectedVM,
Rel inquishDevice)

ResponseStatus: scalar|(
NoResponse,
Responded)

AccessModes: scalar(
Read,
Urite)

121
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9 December 1977
Authorization Process

LineStatus: scalar(

Ratry,

Disabled,

Available,

Read!lnitialPassuord,
) ReadAccessPassuord,
; Per formResourceChecks,
| Hook ingPeripherals,
: Noti fyinghkep,
\ Attached,
Readl inkPassuord,
Recnab | ePendinyg)

SharablaDriveStatus: scalar(
OffL ine,
Available,
AttachedToSystem)

DriveStatus: scalar(

h OffLine,
DetachPending,
AttachedToUser,
Available)

VolumeStatus: scalar(
Mounted,
No tMoun ted)

LinkAccess: scalar (R,RR,W,WR.M,MR, MU}

Disab!ed,
Available)

ActivityStatus: scalar(
Free,
Attached,
AttachValidation)

AccessCategory: scalar(
l.ogon,
Dial)
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TH-6862/111/00

LineConditiun: subset of LineStatus: ¢
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9 Dccember 1977
Authorization Process

System Development Corporation

t ReasonTupes: scalar(
Incorrectlogon,
ResourceFailure,
SecurityYiolation,
MaxThresholdExceeded,

NoNkep,

NoVHM,

TerminaiClearanceMismatch)

Logof fReasons: scalar(
UserChoice,

Forced,

Oisconnected)

DirectoryEntry:
record

end

LineEntry:
record

end

TR AR UM 4031 5 S RSN, N A NN SR SN T R 2 358 oty s s s, o

Userld: VirtualMachineName

LogonPassuord:s string

DialPassword: string

LinkPassuord: string

MaxSecl.evel: ProcessName

MinSecLevel: ProcessNome

DedicatedDevices: set of DadicatedleviceEntry
Links: set of MOLinkEntry

Ipi0efined: oolean

AccessPassuor ds: set of AccessPasswordEntry

Lacddr: LineAddress
MaxSecl.evel: ProcessName
MinSeclLevel: ProcessName
State: ActivityS’ 'tus
CuclePosition: LineStatus
Requ-stedSeclLevel: ProcessName
AttachedYM: VirtuallachineName
Connection: AccessCategory
LineDropped: boolean

HRetries: B..#MaxRetries
HAua' * ingHooks: nonnegative integer
Mag: string
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Authorization Process

AttachedDevices: set of AttachedDeviceEntry

NkcpEntry:
record
Process: ProcessName
VMs: set of VMEntry
Links: set of MOL inkEntry
end

AccessPassuordEntry:

record
Seclevel: ProcessName
Passuord: siring

end

YMENntry:

record
VYMName: VirtuaiMachineName
Laddr: LineAddress
Disconnected: boolean
Users: ‘set of LineAddress

end

DedicatedDeviceEntry:

record
Raddr: DeviceAddress
VoiSecl.evel: ProcessName
Acress: set of AccessModes
end

AttachedOeviceEntry:
record
Raddr: DeviceAddress

Access: set ot AccessModes
end

MOL inkEntry:
record
NOName: MiniDiskName

Access: set of AccessModes
end

ProcessLinkEntry:
record
Process: ProcessName

Access: set of AccassModes
end

124
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9 December 1977 : System Davelopment Corporation
Authorization Process TM-6862/111/88

URPOunedDeviceEntry:

record ,

- Racddr: Devicedddress
MaxSeclLevel: ProcessName
MinSeclLevel: ProcessName

end

NonsharabieDr iveEntry:

record
Raddr: BaviceAddress
MaxSeclevel: ProcessName
MinSecl.evel: ProcessName
State: OriveStatus
AttachedProcess: ProcessName
Access: set of AccessModes

end

SharableDriveEntry:

record
Raddr: DeviceAddress
State: SharabieOriveStztus
Scclevel: ProcessName
MountedYolume: Yolumeid
end

SharedYolumeEntry:

record
Volume: Yolumeld
SeclLevel: FrocesshName
MountedDevice: DeviceAddress
State: VolumeStatus

end

NiniDiskEntry:

record
MDName: MiniDiskName
ContainingVolume: Volumeld
Cylinderss (i..#MaxCylinders,
1..#haxCyl inders)
SaclLevel: ProcessName
CurrentlLinks: set of ProcesslLinkEntry
AccessControlList: sst of ACLEntry
end
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ACLEntry:
record
User: YirtuaiMachineName
Access: set of Accesslodes
ond

ResponseSiot:

record
Respandent: ProcessName
Text: string
State: ResponseStatus
end

PendingRequest:

record
Msgld: Messageld
Kind: RequestCategory
Command: CommandName
Responses: set of ResponsaSiot
end :
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‘ Data Structures

constant AddressSpaceSize: 8..8132
constant CodeSize: 0..8192

constant #MaxCylinders: positive integer
constant Code: integer

congtant #MaxRetries: nonnegative integer
congtant #MaxNkcps: nonnegative integer

constant #Max¥Ms: nonncgative integer

HNkcps: 8. .4MaxNkcps

#¥Ma: B..#HaxVNs

HUsecrs: nonnegative integer

Shut tingDoun: booican

URPOunedDevices: set of URPOunedDeviceEntry
NensharableDrives: set of NonsharableDriveEntry
SharahlicDrives: set of SharableDriveEntry
ShareriVolumes: set of SharedVolumeEntry
MiniDisks: set of MiniODiskEntry
CurrentNkcps: set of NkcpEntry

Lines: set of LineEntry

UserDirectory: set of DirectoryEntry

PendingRequests: set of PendingRequest
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Initial Conditions

gNkcns - 8
HVMe « B

8

Users = @

'
é~ShuttingUoun)

for all (NS:NonsharableDriveEntry) in Mcnsharablelrives:
(ES.State = Availabie

NS.AttacheuProcess « AuthProcess)

é
for all (S:Sharable0riveEntry) in SharableDrivas:
{S.State = Available)

for all (V:SharedVolumeEntry) in SharedYolumes:
g (V.State = NotMounted)

for all (M:MiniDiskEntry) in Mini0isks:
(Empty (M.Currentlinks])

Emptg[CurrentNkcpsl

for all (L:LineEntry}l in Lines:
(%.State w Free

E.CgclePosition - Available
L.Attached¥YM « AuthProcess)

Emgtg(PendingRequestsl
o
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Invariant Assertions

IINkcps <= HMaxNkcps

gvns <= HMaxVls

2Uscrs <= H#MaxUsers
fnvariantsOfURPOunedDevices
?nvariantsOfNonsharableDrivco
fnvariantsOfSharableDrives
nvariants0fSnaredVolumes

variante0fMiniDisks

Q- x—0n

énvariantsOfCurrentNkcps
InvariantsOfL ines

&
énvariantsOfPendingRequests
InvarizntsQfUserDirectory
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InvariantsOfURPOunccdDevices =

for al!l (Ul,U2:1URPOunedDeviceEntry) in URPOwnedOevices:
(Ul .Raddr = U2.Raddr => Ul = U2)

&
for all (U:URPQunedDeviceEntry) in URPOwnedDevices:
(gominatotlu.ﬂaxSchevcl.U.HinSocLovol]

OeviceType (Raddr) inset (Reader,Printer,Punch,TapeDrivel)
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Invar iantsOfNonsharabielr ives =

for all (NSI.NSZzNonsharableUrivoEntrg) in NonsharabieDrives:
. {(NS1.Raddr = NS2.Raddr «> NS1 « NSZ)

tfor all (NS:NonsharableDriveEntry) in NonsharableOrives:
(Eominatee(NS.HaxSecLevcl.NS.HinSecLovel]

NS.State = Attached =>
for some (N:NkcpEntry) in CurrentNkcps:
(E.Process = NS.AttachedProcess
gominates[NS.HaxSecLevnl.N.Procassl
gominates(N.Proccss.NS.NinSocLovol]

for some (A:AttachedDeviceEntry) in N.AttachedDevices:
(A.Raddr = NS,Raddr)))

131




9 Dccember 1977 System Osvelopment Corporstion
Authorization Process TH-6062/111/008

InvariantsOfSharablelrives «

for all (S1,52:Sharable0riveEntry) in SharableDrivest
s (S1.Raddr = S2.Raddr =>» 51 = $2)

for all (SiSharableDriveEntry) in Sharablelrives:
{S.State = AttachedToSystem =>
for some (V:SharedYolumeEntry) in SharedVolumes:
(z.Volume « S.McuntedYolume
:.State = Mourted
X.ﬂountedﬂevic. = S,.Raddr

Domina .es [S.Seclavel,V.SecLevell))
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Invar iantsOtSharedYolumes «

for all (Y1,V2:SharedvoiumeEntry) in SharedVo!umas:
(V1.Volume « V2,Volume e> V] « V2)

for all (YiSharedVolimnEntry) in SharedYolumes:
(V.State « Mounted >
for soma (S:SharableDriveEntry) in Gharab!eDr)ves:
(?.Raddr » V.Mountedlevice
g.ﬂountcholume = YV.Volume
§.Statn e AttachedToSystem

DominatostS.Schavnl.V.SocLovnl)))
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9 Occember 1377 System Dave!opment Corporation
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lnvariantsofhlniﬂlakn -

!
for aill (ﬁl.nZ:niniDlnkEntrg) In MiniDiskses
(AL NOName « M2.MOName > M = M2)

for all (HxﬂlniDiskEntrv) In MiniDiskst

for some (VxSharadVolumeEntry) in SharedYolumest
tZ.Volumc = N.ContainingYoiume

Dom)natoslV.SQthval.ﬂ.SecLavel])
Q.Cylinder:.Z > N.Cylinders.1

Z.Cglindera.l < #Cylinderaln.CantainianolumeJ

Z.Cglincars.z <n nglindere[N.Contaln!ngVolume)

for all lC:ProcessLinkEntru) tn M,Currentl inks:
lé~Empty[C.AccessJ)

for some (N:NkcpEﬁtrg) in CurrentNkcps:
(Q.Process = C.Process

for some {L1MOLinkEntry) in N.Links:
(k.hﬂNama « {1, MOName

L.Access » 2, Access)

tor some {A:ACLEntry) in M.AccessControll ist:
(for some (V:VMEntry) in N.VMs;
{V.¥"Name = A,User))

Write inset C.Access «> -
. M.Frocoss = NH.SecLeveai))

((~Emptg(H.CurrcntLinkaJ) a>

for some (V:SharedVolumaEntrg) tn SharedYoiumes:
l;.VoJume « M.Containing¥oliume

z.State = Mounted

for some (S:SharableDrivaEntrg) in Sharab/e0rjves:
lg.Raddr ~ V.MountedDevice

i.NOuntedVolume s ¥.Volume

. S.5tate « AttachedToSysten)))
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for all (Al,A2:ACLEntry) in M.AccessControliLists
(Al .User = A2.User => Al = A2)

for all (A:ACLEntry) in M.AccessControilint:

{for some (D:DirectoryEntry} in UserDirectory:
{(D.Userld « A User)

&
~EmptylA.Access)))
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Authorization Process

InvariantsOfCurrentNkcps «

for all (N1,N2:NkcpEntry) in CurrentNkcps:
{Nl.Process « N2,Process => Nl = N2)

for all (N:NkcpEntru) in CurrentNkcps:
(for all (VM],YM2:YMEntry) in N.VMs:
(VM1.VMName « VMZ2,VMName «> VM1 « YM2)

TH-6062/111/88

for all (AD1,AD2:AttachedDeviceEntry) in N.AttachedDavices:

5 (ADl.Raddr « AN2.Raddr «> ADl = AD2)

for all (L1,L2:MOLinkEntry) in N.Links:
{L1.MOName = L2.MDName «> L] = L2)

é
for all (YM:VMEntry) in N,VMs:
(for some (D:0irectoryEntry) in UserDirectory:

{D.Userld = V,VMName
8
Oominates(D.MaxSecLevei,N.Process]
]
Oominates(N.Process,D.MinSecLevel])

{YM.Disconnected =>
for all (L:LineEntry) in Lines:
({L.AttachedVM = YM.VMName
8

;.RequestedSecLevei = N.F ‘ocess

L.State « Attachedj «>
L.Connection ~= Logon))

{{~¥M.Digconinected) =>
for some (L:LineEntry) in Lines:
8
%.Attachedvn = VM. VYMiName
E.RequestedSecLevel = N.Process

L.Connectiun = Logon
&

-

[
for alt (U:LineAddress;) in VM.lUsers:

{for some (L:LineEntry) in Lines:
(L.Laddr « U
8
L.AttachedYl = YM.VMNamn
&
k.ﬂequeszedSecLevel = N.Process

L.Connection =~ Dial
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8
L.State insat {AttachVYalidat:on,Atiachec})

é
U ~= VM,Laddr))

&
for all (AD:Atta-hedDeviceEntry) in N,Attached{ievices:
{for some (NS:NonsharavieDriveEntry) in NonsharableDrives:
(NS.Raddr = AD.Raddr
-3

Eominates[NS.ﬂaxSecLevul.N.Process]
Dominates [N.Process,NS.MinSecLevail)
~Empty[AD.Accessl)

ror all (L:MOLinkEntry) in N.Links:
(for some (M:MiniDiskEntry) in MiniDisks:
(M.MOName = L.MDName
3

gominates[N.Process.N.SecLuvelJ

for some (C:ProcessListEntry) in M. CurrentLlnks.
{C.Process ~ N,Process
8

g C.Access = L.Access)

for some (A:ACLEntry) in M.AccessControilist:
(for some (VM:VMEntrys in N.VMs:

g (VM. VMName = A.User))

Urite inset L.Access «>
M.SeclLevel = N.Process)

8
c ~Emptyll.Accessl))

for all (N1 ,N2:NkcpEntry) in CurrentNkcps:
{for al!l (ADl:AttachedOevicelntry) in Nl,AttachedDevices:

{for all (AD2:AttachedleviceEntry) in N2.AttachedDevices:
{AD1.Raddr ~= AQ2.Raddr}))
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InvariantsQfLines =

for all (L1,L2:LincEntry) in Line..
{(L1.Laddr = L2.Laddr «> L1l = L2)

tor all (" :LineEntry) in Lines:
{Eominates[L.ﬂaxSchevel.L.HinSecLevel]

L.State =~ AttachValicdation =>

System Development Corporation

TM-B0€2/111/08

L.CyclePosition inset {Retry,ReadinitialPassuord,
ReadAcceasPa sword,HookingPeripherals,

Noti fuingNkep)

P,
lL.State « Attached =>

L.CyclePosition inset {Attached,Readl inkPassuord}

L.CyclePosition inset (Disabled,Availabie,ReEnablePendingi

é
L.State = Free =>
&
L.

State inset {AttachValidation,Attached! =>

(gominates[L.HaxSecLevel.L.RequestedSecLavel]

Dominates (lL.RequestedSecLevel,L.MinSecLavell)

oo

.State = Attached =>

{(for some (N:NkepEntry) in CurrentNkcps:
(Q.Process » L.RequestedSeclLevel

for some {(VM:VMEatry) in N.YMs:

(;H.VNName = | .Attachedvi

{L.Connection = Logon =>

(VM.Laddr « L.Laddr
&

~VM.Disconnected))

8
(L.Connection = Dial =>

for some (U:LineAddress)
(J « L.Laddri}))))
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for all (L1.LZ2:LineEntry) in Lines:
{(L1.Raddr ~e LZ.Raddr
3

Li.State = Attached

EZ.State = Attached

fl.Attachedvn = L2.Attached¥H
§I.Requested5ecLevel w L2.RequestedSeclLavel

Ll.Connection = Lugon) =>
L2.Connection = Diat)
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lnvariantsUfFendingRequests -

for all (P1,P2:PendingRequest) in PendinglRaquests:
(P1.Magld « P2.Msgid «»> Pl = P2)

;or all (P:PendingRequest) in PendingRequests:
(for all (Rl,R2:ResponseSiot) in P.Responses:
(R1.Respondent = R2.Responcent =» Rl = R2)

for some (R:ResponseSiot) in 2.Responses:
(R.State « NoResponse)

~Empty (P, Responses))
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InvariantsOfUserDirectory =

for all (01,02:DirectoryEntry) in UserDirectory:

8

(0l.Userld = D2.Userld => 01 = D2)

for all {(D:DirectoruEntry) in UserDirectory:
(gominates[D.NaxSecLevel.D.NinSecLevel]

for all (D01,002:0cdicatedDeviceEntry) in D.DedicatedDevices:
(0D1. Raddr « [02.Raddr => D01 « DDZ2)

for all (DD:0edicated0eviceEntry) in D.DedicatedOevicea:
(DeviceType (DD.Raddr] inset {Reader,Printer,Punch, TapeDrivel =>

&

{for some (U:UR°0uned00vnceEntru) in URPOunedOevuces.

(gﬂ.Raddr = U.Raddr

JeviceTupe (D0.Raddr] = Reader s>
(gD.VolSecLevel anil

00.Access « {Read})

8
DeviceType [DO.Raddr] insst (Printer,Punch}=>
(EO.VolSecLevel = nil

D0.Access « {Uritei)

8

DeviceType (D0.Raddr] = Tapelrive =>
(Dominates [U.MaxSeclevel,00.Yo!SeclLevel)

.4
gominates(DD.VolSecLeval.U.HinSecLavel]
gominates[D.HaxSocLavel.DO.VoISecLavel]
~Emp ty (D0.Access) }))

Pevicelype (DD.Raddr] ~inset (Reader,Printer,Punch,Tapelrivel =>
(for some (NS: NonsharableDruveEntrg)

irr NonsharableDrives:
(:S.Raddr = D0D.Raddr

gominates[NS.ﬂaxSecLevel,DU.VoISecLevell
gominates[DD.VolSecLevel,NS.HinSecLevel]

gominates[D.HaxSecLevel.DD.VolSecLevel]
~Empty(DD.Access])))
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for all (L1,L2:MOLinkEntry) in D.Links:
. (L1.MOName = L2.MOName => L1 = L2)

for all (L:MOLinkEntry) in D.Linke
(for some (M:MiniDiskEntry) in MiniDisks:
(E.HDName = L.MOName

for some (A:ACLEntr?) in M.AccessControllList:
(Q.User = D.Userld

for all (AM:AccesslModes) in L.Access:
{AM inset A.Access))

g Dominates (0.MaxSecLevel,M.SecLevel]})
~Empty(L.Access])

for all (APl,AP2:AccessPassuordEntry) in D.AccessPassuords:
. (AP1,SeclLevel = AP2.SecLevel => APl = AP2)

for all (AP:AccessPassuordEntry) in D.AccessPassuords:
(gominates[D.HaxSecLevel.AP.SecLeval]
Oominates (AP.SeclLeve!,D.MinSecLevell))

—




3 Oecember 1977
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Author ization Process

P TH-8862/111/88
Giobai Macros / Functions

macro EndAccassSequenca[Lino:LineEntrg.ReatoaneasonTypoa) -

case Reason: ReasonTypes of
Incorrectlogon: M <- "Forget it, Bub"

ResourceFaiiure: M ¢~

"Reques ted security leve) not available
or not able to run another VM

SecurityViolation:
NaxThresho!dExceeded:
NoNkep:

NoVM;

Terminaltlearancanismatcht
end

KernelCall(SendNessagel
uriteLine(L.Laddr,HJ.
NetuorkProcess))

KernalCall[Sendﬂessaga(
ClearLine[Line.Lader.
Ne tuorkProcess))

Line.State <- Free

Line.CyclePosition <- RaEnablePanding
Line.Attached¥M <- AuthProcess
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macro AddNkcpToSet (Process:ProcessNamel =
IINkepe <~ /Nkcps + 1
CurrentNkcps <- Append{CurrentNkcps,
<Process = Process,
YMs a nil,
AttachedDevices = nil,
Links = nil>) ‘
KernelCal |l [SendMessage (AddNkep [Process,Devices) ,URProcess))
KernelCal | (SendMessage (AddNkep (Process) ,OpProcess))

macro RetrylL:LineEntry) =
L.#Retries <- L.#Retries + 1
if L.#¥Retries « #MaxRetries
then EndAccessSequence (L,MaxThresholdExceeded]
eise KernelCal! [SendMessage (
Retry(L.Laddr],
Ne tworkProcess)]
L.CyclePosition <- Retry
end

macro TryNotifyingNkcp(L:LineEntry) =

if L.#AuaitingHooks « @
then L.Cycle Position <- NotifylngNkep
if ~L.LineDropped
then KernelCall [SendMessage (
4 ReDirectlLine(
L.Laddr,
L.AttachedProcessl],
Ne tuorkProcess)]
end

KerneiCatl | {SendMessage (NewVM[L],L.AttachedProcess)]
end
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f MsgOp: process

/v subdriver of AuthProcess,
hand! ing messages from OpProcess i/

given: Msgld: Messageld
Text: string

entryt just received message, Source « OpProcess

(P.Nsgld « Msgld)
them /% response to request w/
error /v no requests to OpProcess »/
eise /v request from UpProcess «/
case MsgName(Text) of
AUTOLOG:
oP1

ATTACH-RADODR:
DetermineRaddr (Text)
error on for all
(NS:Nonsharab ! e0riveEntry)
in NonsharableOr ives:
NS.Raddr ~= Raddr

actiont if for some (P:PendingReyuest) in PendingRequests: 9

oP3

DETACH~RADODR:
DetermineRaddr (Text)
if tor some (NS:NonsharableDriveEntry)
in Nonsharablelrives:
NS.Raddr =~ Raddr
then OP4a
alse if for some
(S:Sharable0riveEntry)

in Sharablelrives: ‘
S.Raddr = Raddr
then OP4b
else error
and
end
j
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Authorization Process

end
end MsqgOp

System Development Corporation
TM-60862/111/00

VARY:
ODeterminaRaddr iText]

it for soms (S:SharebleDriveEntry)
in SharableDrivest
$.Raddr = Raddr

then OPSa
elee If for some

(NS:Nonsharab ! eDriveEntry)
in NonsharableDrives:
NS.Raddr = Raddr

then 0PSB
eise error
end
end

QUERY+DASD,

QUERY«LINES,

QUERY«GRAF,

QUERY«NAMES,

QUERY«USERS«X,

QUERY«ALL
OP6a

QUERY«~SYSTEM«RADDR,
QUERY+RADDR:

OP&b
QUERY«USERS«USERID,
QUERY+USERID:

OP6c

LOCATE~RADDR:
oP7

SHUTDOWN:
oPs

MapUser|d:
oP2

other:
error
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3 December 1977 System Oevelopment Corporation
Authorization Process TM-6062/111/80

MsgUR: process

/v subdriver of AuthProcess,
handl ing messages from URProcess »/

Qiven: Msgld: Messageld
Text: string

entry:  just received message, Source = URProcess. w/

action: if for some (P:PendingRequest) in PendingRequests:
P.Msgld = Msgld
then /v response to request y»/
error on P.Kind ~= Attach
case MsgName [Text) ot
Attached:
UR3a

At taChFai ledu
DeviceNotAvailab!e:
UR3b

other:
error
end
else /v requast ‘rom URProcess w/
case sgName (Text] of
NeedNkcp:
UR1

MapUser|d:
UR2
other:
error
end

end
nd MsgUR
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9 Dccember 1977 System Deveiopment Corporation
Authorization Process

TH-6062/111/9@

MsgNet: process

/% subdriver of AuthProcess,
hand!ing messages trom NetworkProcess ww/

glven: Msyld: Messageld
Text: string

entry:  just received message, Source = NetuorkProcess

action: if for some (PiPendingRequest) in PendingRequests:
P.Msgld « Msgid :
then /w response to reguest w/
case P.Kind:RuqucotCotuqoru of
Clearline,
ReOirectl ine:

error on MsgName (Text) ~e LineStatus
NTWK1

Wr i teAndReadL. i nes
case MsgName (Text) of
Linelntos
Oetermineladdr [Text)
et (L:LineEntry) in Lines:
{L.Laddr « i_addr} in
case L.State:ActivityStatus of
At tached:
arror on
L.CyclePosition ~w
Readl. inkPassuord
K3

AttachValidation:
case L.CyclePosition:

LineStatus of
Retry:

LooL2

ReadinitiaiPassword:

LGOL3
it TEMP"L.CyciePosition =

Per formResourceChecks
then LGOLS
if TEMP"L.CycieFosition =
Hook ingPer ipherals
then LGOLE
LGDL?7
and

TryNati fyingNkep (L]
end
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ReadAccessPassuord:
LGOL4

it TEMP'L.CyclePosition =
Per furmRusourceChecks
then LGOLS

if TEMP"L.CyclePosition =
Hook ingPer ipharals

then LGOLE
LGOL?
end
TryNoti fyingNkep (L)
end
other;
error
end
othar:
error
and :
LineStatus:
other:
error
end
nther:
error

end

else /w request from NetuorkProcass v/
case MsgName (Text] of
LineStatue:
NTUK1

end
end MsgNet

SR U T . b vy s . o .
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Linelnfos
LGDL1

othar:
arror

end
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9 Occember 1377
Authorization Process

MsgNkep: process

System Qevelopment Carporatton
- Th-68682/111 /08

/¥ subdriver of AuthProcess,
handling messayes from Nkeps v/

given: Megid: iiessageld
Text: string
Process: ProcessName

entry:  just received message, Source » Process v/

action: if for some {P:PendingRequest) in rendingRequests:
P.Magld = Msgld
then /v response to raquest %/
case P.Kind:Reques+C-tagory of

end

OpRequest:

errcr on MsgName [Text] a=
ResponseToOpRe~uest

ProcessResponse

NewVH,

ConnectVN,

NewUser,

NewQrConnec tedYM:

Determineladdr [Text]

error on for all (L:LineEntry) in Lines:
L.Laddr ~= Ladcr

LGOL8

if TEMP*L,CyclePosition =
Ser formResourceCheck s
then LGOLS
if TEMP"L.CyclePosition =
Hook ingPer ipherais
than LGDLG
LGDL7
- end

TryNot | fyingNkcp (L]
end

RelinquishDe-ice:
error on MogName{Text] ~= JetachDevice
NKCPE

other:
error
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9 December 1977 System Development Corporation
Authorization Process TM-8862/111/80

else /v request frcm Nkcp /
case MsgNome (Text] of
Disconnect:
NKCP1

ME g

Logoff:
NKCP2

DropUser:
NKCP3

Link:
NKCP4&

OetachDevice:
NKCPS

PurgeNkcp:
NKCP7

AccountingRecord:
NKCPS&

other:
error
enc
end
end MsgNkep
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9 December 1977 System Develiopment Corporation

Authorization Process

AuthOriver: process

case HoulleGotHere oF
Externallnterrupt:
case InterruptSubType of

Massage:

case Scurce of
OpProcess:
URProcess:
NetuorkProcess:
Nkcp:
other:

end

TM-6262/111/00

MsgOp

iMsgUR

MsgNe t

MsgNkecp

/v anybody else talk
Wwith AuthProress? v/

other: /v any other external interrupts? v/

end

other: /% any other important interrupt classes? v/

end

KerneiCall [Receivelnterrupts)
KernelCal | {ReleaseCPU)
end AuthOriver
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3 December 1377 System Development Corporation
Authorization Process TM-6862/111/88

j NTUK1: Network process message re |ine status (both request and
. rasponse)

given: Laddr: LineAddress
CurrentLineStatus: LineCendition

error on ~{for some (L:LineEntry) in Lines:
L.Laddr = Laddr)

action: case #.Stato:Activithtatus of
ree:
L.CyclePosition <- CurrentlLineStatus
L.AttachedV!l <- AuthProcess

Attached:
let (N:NkcpEntry) in CurrentNkcps:
(for some (Y:YMEntry) in N.VMs:
(X.VHName = L.Attached¥M

{{L.Conneciion = Logon
&

V.Laddr = L.Laddr)
or
(L.Connection = Dial
8

for gsome {U:_ineAddress) in Y.Users:
U = L.Laddr)))) in
let (V:VMEntry) in N.VMs:
(V.VilName « L.AttachedVM} in
if k.Connection = Logon

vo Laddl‘ - Lo Laddr
then V.Disconnected <- true
KerneiCall [(Senclessage (
LineDisconnected(
L.Ladde,
Y.VMNamel,
N.Process)]
KerneiCal | [SendMessage (
LineDisconnected!
L.Laddr,
Y.VMName] ,
OpProcess)]
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9 Dccember 1377 System Development Corporation
Authorization Procoss TM-80852/111/089

sise let (U:LineAddress) in V.Users:
(U= L.Laddr} in
KerneiCal | [SendMessage
Oropped (V,U],
, N.Process))
KernelCal | (SendiMessage
OroppedV,U),
OpProcess))

V.Users <- Remove(V.Usars,U]
end

‘ L.State <- Fres

L.CyclePosition <- CurrentLineStatus
) L.AttachedYM <- AuthProcess

case L.CyclePositiontLineStatus of
HookingPer ipherals,
NotifyingNkep:
L.LineDropped <~ true

} AttachYalidation:

L other:
L.State <- Fres

L.CyclePosition <- CurrentlLineStatus

L.AttachedYM <- AuthProcess
end
end
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9 December 1977 Syatem Development Corporation
Auihorization Process TH-6862/111/08

exit:

A R AL | . S B AT A TN § Bl

N"L.State =
i f %.State = Attached

(L.St:te = AttachYalidation

L.CyclePosition ~inset |
Hook ingPer ipherals,
Noti fyingNkcpl)
then Free
eise L.State
end
N"L.CyciePosition =
if %.State = Attached
(L.St:te = AttachValidation

L.CyclePosition ~insat |
Hook ingPer ipherais,
NotifyingNkepl)
then CurrentlineStatus
else L.CyciePosition
end
N"L.AttachedY = .
if %.State = Attached

(L.Stzte = AltachValidation

L.CycleFnsition ~inset |
Hook ingPer iherals,
MotifyingNkept)
then AuthProceuss
alse L.AttachedVYM
end
N"L.LineDropped =
if %.State = AttachYalidation

L.CyciePosition inset |
Hook ingPer ipherals,
NotifyinghNkcpl

then true

else L.LineDropped

end
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9 December 1977 System Development Corporation
Authorization Process TM-60862/111/08

if E.State = Attached
E.Connection = Logon

Ll Laddl‘ = V.Laddl“

then N"V,Disconnected = true

else N"V.0Disconnectad = V.Disconnected
end
if k.State = Attached

~(L.Connection =« Logon
&
V.Laddr = Laddr)

for some (U:l ireAddress) in Y.Users:
(U = L.Laddr)
then N"V.Users = Remove(V.Users, U]
else N"Y.Users = Y.Users
end

if L.State = Attached
then KernelCal |ed (SendMessage (JpProcess)]
else KernelCal led(SendMessage (N.Process)]
end
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9 December 1977

System Daveiopment Corporation
Authorization Process

T™-6862/111/08
LGOLI:  Network Process message, LOGON or DIAL request received

given: Laddr: LineAddress
AttemptedCommand: AccessCategory
Userld: YirtualMachineName
RequestedSecLave|: ProcessName

error on ~{for some (LELineEntrg) in Lines:
(L.Laddr « Laddr
&

E.State = Free
L.CyciePosition = Avaiiabie))
action: if gominates[L.naxSscLeval.chueotedSecLuvelJ

Dominatas[RequestedSecLavcl.L.HinSechvelJ
then L,4Retrins <~ @

L.#Auai tingHooks <- B

L.State <-"AttachValidation

L.Connection <- AttemptedCommand

L.CyciePosition <= ReadlnitialPassword

L.AttachedVl <- Userld

L.RequestedSeclLeve| <- RequestedSecLave)

L.LineDropped <- false

L.Msg <~ nil

KernelCaIIESendnessage(
ReadlnitialPassuord[L.Lader.
Ne tuorkProcess))

else EndAccassSequence[L.

. TerminaiCiearanceMismatch]
end
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9 December 1977 System Davelopment Corporation
Authorization Process TM-6062/111/08

LGOL2: Network Process message (Retry of LOGON or OIAL)

given: Laddr: LineAddress
Userld: VirtualMachineName
RequestedSecLevel: ProcessName

entry: For some (L:LineEntry) in Lines:
(k.Laddr = Laddr

E.State = AttachValidation
L.CyclePasition = Retry)
actions if DominétesiL.NaxSecLeval.RaquestedSecLevel]

Dominates (RequestedSecLave!,lL.MinSecLevel]
then L.CyclePosition <- ReadinitialPassuord
L.AttachedVM <~ Userld
L.RequestedSecl.avel <- RaquestedSecLevel
KerneiCal | (SendMessage (
ReadlnitiaiPassword(L.Laddr],
NetuorkProcess)]
else EndAccessSequencs (L,
§ TerminaiClearanceMismatchl
en

exit: N"L.CyclePosition =
if Eominates[L.HaxSecLevel.RuquestedSecLevel]

Dominates (RequestedSeclLevel,L.MinSacLevell]
then ReadlnitiatPassuord
else ReEnabliePending
end
N"L.State =
if gominates[L.naxSecLevel.HequestedSecLevsl]

Dominates [RequestedSecLavei,L.MinSecLevel]
then L.State /v AttachVYalidation v/
else Free
end
N"L.AttachedVM =
if Eominates[L.NaxSecLovel.RequestedSecLevel]

Oominates [RequesteadSecLevel,L.HinSecl.avel]
then Userld
else AuthProcess

end
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9 Dccember 1977 Syetem Development Corporation
Authorization Procoss TM-6062/111/08

‘: N"L.RequestedSecLeve! =
if gominatoa[L.nanSchevel.RequastedSecLovolJ

Cominates [RequestedSeclLavel,L.MinSecLevel)
then RequestedSecleve!
else L.RequestedSec evei

end
N"PendirgRequesty = .
if Eominates(L.HaxSecLevel.RequeaiadSecLavel]

Oominates{RequestedSecLeve!,L.MinSecLevai]
then Append (PendingRequests,Entryl]

else Append (PendingRequests,Entry2)
end -

if gominates[L.HaxSecLevel.RequestedSecLevel]

Oominates (RequestedSecLeve!,L.MinS~cLavei]
then KerreiCalled (SendMessage (Netuc ‘kProcess) ]
else KernaiCalled(SendMessage (NetuorkProcess) ]

KerneiCa:led(Sendilessage (NetuorkProcess) ]
end .

where Entryl = <Msgld = new(Messageld],
Kind = WriteAndReadl ine,
Command = Undefined,
Responses = {<Respondent = NetworkProcess,
Text = nil,
State = NoResponss>}>
Entru2 = <Msgld = new(Messageid],
Kind = CiearLine,
Command = Undefined,
Responses = (<Respondent = NetuorkProceass,
Text = nit,
State = NoResponsesi>
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9 Dccember 1977 System Development Corporation
Authorization Process Th-6@862/111/00

LGOL3: Userid, passuord, and requested security level validations

given: Laddr: LineAddress
Password: string

entég: for some (L:LineEntry) in Lines:
(L.Laddr « Laddr

8
t.State = AttachValidation
L.CyciePosition = ReadinitialPassuord)

action: if for some (D:DirectoryEntry) .in UserDirectory:
(S.Userld = L.Attached¥M

(L.Connection = Logon =>
. 0.LogonPassuord = Passuord)

(L.Connection « Dial =>
D.DialPassuord = Password))
then /v perform security level checks w/
if 2ominates[D.HaxgecLovel.L.RequestadSecLevell

Dominates[L.RequostedSecLevel.D.NinSecLavel]
then it for some (A:AccessPassuordEntry)
in D.AccessPassuords:
(A.SecLeve! » L.,RequestedSecLeve!)
then L,.CyciePosition <-
ReadAccessPassuord
KerneiCal ! [SendMessage
ReadAccessPassword(L.Laddr],
Ne tuorkProcess) ]
else L.CyclePosition «-
Per formResourceChecks
end
else /v security violation w/

EndAccessSequence (L, SecurityViolation]
end

else Retryl(L]
end
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9 Deccember 1977 System Development Corporation
Authorization Process TH-BB62/111/00

exit: N"L.CyclePosition =

it tor some (DiDirectoryEntry) in UserDirectory:
(O&Userld » L. AttachedVM

(L.Connection = Logon =>
0.LogonPassuord = Pasaword)

(L.Connection « Dial =>
D.DialPassuord = Password))
then |f 2ominatesl0.nax50cLevol.L.RoquootcdSchovol]

Dominates (L.RequestedSecLavel,D.MinSecLavel]
then if for some (A:AccessPasswordEntry)
in O.AccessPassuords:
{A.SecLeve! = L.RequestedSeclLevel)
then ReadAccessPassuord
olse PerformResourceChecks
end

el|se ReEnablePending

end
else if N"L.#Retries = #MaxRetries
then ReEnabiePending
else Retry
end
end
N'L.State =

it (for some (D:DirectoryEntry) in UserDirectory:
(D&Usarld » L.AttachedVM

{L.Connection = Logon =>
s 0.LogonPassword = Passuord)

{(L.Connection = Dial =>

g 0.DiaiPassuord =« Passuord))

~(20minatasto.ﬁaxSecLovul.L.RequestedSecLevelJ
Dominates(L.RequestedSecLeve!,D.MinSecl.evell)})

N"L.#Retries = AMaxRetriss
then Free
else L.State
end
N"L.AttachedVM =
if (for some (D:DirectoryEntry} in UserDirectory:
(UéUserld = L.Attached¥M

(L.Connection = Logon =>
D.LogonPassword = Password)

{(L.Connection = Dial =>»'
0.DialPassuord » Passuord))

161

i R RET T O S o s R R




3 December 1977 ' System Development Cornoration
Authorization Process TM-6862/111/08@

~(gominatcs(D.HaxSecLovnl,L.RoquootodSchevclJ
| DominatostL.RequcctcdSncLovol,D.HinSchnvolJ))

N'"L.#Retries = #MaxRetries
then AuthProcess

else L. AttachedVM
end

N"L.#Retries =

if ~(for some (D:DirectoryEntry) in UserDirectory:
(U&U!erld = L.AttachadvM

(L.Connection = Logon =>
s 0.LogonPassuord = Passwuord)

{L.Connection « Oial =>

0.0iaiPassuord = Passuord)))
then L.#Retrias + |

else L.#Retrias
end

N"PendingRequests =

if for some (O:DirectoryEntry) in UserDirectory:
fO&Userld =« L.AttachedVM

(L.Connection « Logon =>
D.LogonPassword = Passuord)

(L.Connection = Dial =>

0.0ialPassword = Password))
then |f gominatesto.ﬂaxSecLevel.L.RequestedSecLavel]

Dominates[L.RequostadSecLevel.D.HinSecLevel]
then if for some (A:AccessPassuordEntry)
in 0.AcceasPassuords:
(A.Seclevel = L.RaquestedSecLaeve])
then Append [PendingRequests,Entryl]
elss PendingRequasts
end

else AppendtPundingRuqueats.EntrgZ]

end
else if N"L.#Retries « #MaxRetries
then Append[Pendinchqueata.EntrQZJ

elise Append(Pnndlngﬁequasts.Entrgll
end

end
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8 Dccember 1977 Systcm Development Corporaticn
Author ization Process Th-6062/111/08
. if for some (D:0irectoryEntry) in UserDirectory:

(D&Uscrld » L.AttachedVH

(L.Connection = Logon =>
s 0.LogonPassword = Passuord)

(L.Connection = Dial =»
D.DialPassuerd = Passuord))
-then |f gominatos[D.HaxSocLevol.L.RoqucstadSchevcl]

Dominates(L.RequestedSecLeve!,D.MinSecLeve!]
then i+ for some (A:AccessPassuordEntry)
in D.AccessPassuords:
(A.SecLeve! « L.RequestedSeclLeve!)
then KernelCallead (SendMessage (
NetuworkProcess)l
and
else KerneiCallwd (SendHessags (
Né tuorkProcess)!
KerneiCal led (SendMessage (
NatworkProcess))

and
elsa if N'"L.#Retriss = #MaxRatries
then KerneiCalled[SendMessage (
NetuworkProcess)]
KerneiCalled [SendMessage (
NetworkProcess)]
else KernelCalled(SendMessage (

NetuorkProcess)]
end
end

uhere Entryl = <Magld = neul(Messageld],
Kind « WriteAndReadl ine,
Command = Undefined,
Responses « {<Respondent = NetworkProcess,
Text = nil,
Stats = NoResponse>i>
Entry2 « <Msgld = neulMessageld),
Kind » ClearLine,
Command = Undefined,
Responses = (<Respondent = NetuorkProcess,
Text = nil,
State = NoResponses}>
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9 Oecember 13977 System Deveiopment Corporation
Authorization Process TM-6862/111/00
|
; '.GOL4: Perform access passuord checks

diven: laddr: LineAddress
AccessPassuord: string

entry: for some (L:LineEntry) in Lines:
(k.Laddr = Laddr

L.State = AttachValidation
.3
L.CyclePosition = ReadAccessPassword)

error on ~{for some (D:DirectoryEntry) in UserDirectory:
(g.Userld = L.Userld

for some (A:AccessPassuordEntry)
in 0.AccessPassuords:
A.SecLeve| « L,RequestedSeclLevel)))

action: if A,Passuord = AccessPassuord
then L.CyclePosition <- PerformResourceChecks
else KernelCal! [SendMessage (
SecVYiol [L.Laddr,
L.AttackedV,
RequestedSecl.evell,
OpProcess)]
Retryil)
end
end

L

exit: N"L.CyclePosition =
if A.Passuord = AccessPassuord
then Per formResourceChecks
else if L.#Retries + 1 = #MaxRetries
then ReEnablePending
else Retry
end

end
N"L.#Retries =
if A.Passuord ~= AccessPassuord
then L.#Retries + 1
else L.#Retries

end
N“L.State =
if A,Passuord ~= AccessPassword

8
N"L.#Retrias = #MaxRetries
then Free
eige L.State
end
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9 December 1877 Systam Deveiopment Corporation
Authorization Process TM-6862/111/80

N"L.AttachedVl =
if S.Paasuord ~= AccessPagsuord

N"L.#Retries » #MaxRetries
then AvthProcess
else L.Attached¥M

end
N“PendingRequests =
if A,AccessPassuord = Password
then PendingRequests
else if N"L.#Retries « #MaxRetrias
then Append [PendingRequests, Entryl]

alse dopend (PendingRequests, Entry2]
end
end

if A.Passuord ~= AccessPassword
then KernelCalled(Sendﬂessage(OpProcess)J

if L.#Retries + 1 = #HaxRetries
then KerneiCalled(SendMessage (

Ne tuorkProcess))
KernelCalled[Sendﬂessage(

NetuorkProcess))
else Kerns!CalIed[Sendﬂessage(

Ne tworkProcess)]
end
end

Where Entryl = <Msgid = new [(Messageld],

Kind = ClearLine,

Command = Undefined,

Responses = (Respondent = Ne tuorkProcess,
Text = nil,
State = NoResponses} >

Entry2 = <lisgld = new (Messageld],

Kind = WriteAndReadL ine,

Command = Undefined,

Responses = (Respondent = NetuworkProcess,
Text = nil,
Stats = NoRespanses}>
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9 December 1977

System Development Corporation
Authorization Prccess

TM-6862/111/98

LGDLS: Perform resource checks

given: L:LineEntry in Lines
D:0irectoryEntry in UserDirectory

error on&~(D.Userld = L.AttachedVM
~ Shut tingDoun)

action: 1f L.Connection « Logon

then if for all (N:NkcpEntry) in CurrentNkcps:
N.Process ~« L.RequestedSeclLevel|
then it HNkcps < HMaxNkcps
then CreateNkcp [L.RequestedSeclevell
else EndAccessSequence (L, NoNkcpl
end
end
let (N:NkcpEntry) in CurrentNkcps:
{N.Process « L.RequestedSeclLevel) in
if for all (Y:VMEntry) in N.VMs:
then KerneiCall (CreateVM(L.AttachedVM,
oK N.Process)]
if

then AVMs <- #VMs + 1

#Users <- fHlUsers + 1

N.VMs <~ Append(N.VMs,
<VMName =

L.AttachedVM,

Laddr = L.Laddr,
Disconnected = false,
Users = nil,
Msg = nil>)

L.CuclePosition <~ HookingPeripherals

else EndAccessSequence L,NoYM]
KerneiCal | [SendMessage (

Purgel fAble,N.Process)]
end

166

s
L v




9 December 1977
Authorization Process

System Development Corporation
TM-6062/111/00

alse let (Y:YMEntry) in N.VMs:
(V.VMName « L.AttachedYM) in
if Y.0isconnected
then V.Laddr <- L.Laddr
V.Disconnected <- f3lse
H#Users <- #HUsers + |
KernelCal | (SendMessage (
ReDirectLine!L.Laddr,
N.Process],
NetworkProcess)]
KerneliCal| [SendMessage (
ConrectedVMIL],
N.Process)]
L.CyclePosition <-
NotifyuingNkep
else RetryllL]
end
end

else if L.Connection = Dial

end

R i it O M L s S e - an S e g,

then if for some (N:NkcpEntry)
in CurrentNkcps:
(N.Pracess = L.RequestedSecLevel
.4

for some (V:VMEntry) in N.,VMs:
(V.YMName = L.Attached¥YM))
then KerneiCal | [SendMessage (
ReDirectlLine(
L.Laddr,
N.Process],
NetworkProcess))
KerneiCal | [SendMessags (
NewUser (L],
N.Process)]
L.CyclePosition <-
NotifyingNkcp
HUsers <- HUsers + |
Y.Users <- Append[V.Users,
L.Laddr]
aise Retryll)
end
end
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9 Necember 1977 , System Deveiopmant Corporation
Authorization Process TM-B062/111/08

LGOLB: Attach Qedicated Devices

given: Laddr: LineAddress

entry: for some (L:LineEntry) in Lines:
(k.Laddr = Laddr

L.State = AttachValidation
.3
L.CyclePosition = HookingPeripherais)

error on ~{for some (N:NkcpEntry) in CurrentNkcps:
g (N.Process = L.AttachedProcess)

for some (D:DirectoryEntryl in UserDirectory:
(D.Userld = L.AttachedVM})

action:
for all {(A:Dedicated0eviceEntry) in O.0edicatedDevices:
if for some (B:URPOunedDeviceEntry) in URPOunedlevices:
(A.Raddr = B.Raddr)
then /% URProcess controls allocation v/
if Dominates[B.MaxSecl.evel,N.Process]
8

Dominates [N.Process,B.MinSecLevel]
then KerneiCall (SendMessage
Attach(A.Raddr,N.Process] .
URProcess))
L.#AuaitingHooks <- L,H#AuaitingHooks + 1
else L.Meg <- Concat{L.Msg,Unavail [A.Raddrll
end
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Authorization Proce
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% else /v
i let

P f

end
end
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System Development Corporation
ss TM-6862/111/80

AuthProcess controls allocation v/
{B:NonsharableDriveEntry) in NonsharableOrives:
(A.Raddr = B.Raddr}) in

E.State = Available

Oominate; (B.MaxSecLeve! ,N.Process]
gominatuslN.Process.B.HinSecLevel]
gominates[B.HaxSecLevel.A.VolSecLevel]
§ominates[A.VolSecLavel.B.HinSecLevell

Dominates (N.Process,A.VoiSeclLavel)
then B.Access <- A.Access
if grite inset B.Access

A.VolSecLevel ~= N.Process
then B.Access <- Remove (B.Access,lrite]
end

KerneiCal !l (GrantAccess(
B.Raddr,
N.Process,
B.Access))
if OK
then N.AttachedOevices <- Append!
N.Attached0evices,
<Raddr = B.Raddr,
Access = B.Access>]
B.State <- AttachedToUser
B.AttachedProcess <- N.Process
L.Msg <- Concat(L.Msg,
Avail [A.Raddr,Access]]
eise L.Msg <- Concat(L.Mag.
Unavail [A.Raddr]]
end
else L.Msg <- ConcatiL.Msg,Unavail [A.Raddr]]
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9 Deccember 1977 System Development Corporation
Authorization Process TM-6062/111/68

LGOL7: Perform Links at Logon

given: Laddr: LineAddress

entryt for some (L:LineEntry) in Lines:
(k.Laddr « Laddr

E.State = AttachValidation
L.CyciePosition « HookingPer iphera!s)

error on ~(for some (N:NkcpEntry) in CurrentNkcps:
g {(N.Process =« L.AttachedProcess)

for some (D:DirectoryEntry) in UserOirectory:
(D.User|d = L.AttachedYM})

action:
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9 December 1977 System Development Corporation
Authorization Proceas TM-~8862/111/88
{ LGOL8: Response to message to NKCP re new VM

given: VM: VirtualMachineName
Process: ProcessName
Laddr: LineAddress

entry: for some (LiLineEntry) In Lines:
{L.Laddr =« Laddr)

error on ~(L.AttachedvM « VM
. 8
L.State = AttachValidation
.4
L.CyclePosition = NotifyingNkcp)

action: if Responded(Process)
then L.State <~ Attached
L.CyclePosition <- Attached
if L.LineDropped
then KernelCali [SendfMessage (
ClearLinellL.laddr],
NetworkProcess)]
end
alse if for some (N:NkcpEntry) in CurrentNkeps:
{(N.Process = Process)
then if L,Connection = Logon
then KernelCall {SendMessage (
NewOrConnectedVM L],
N.Process)]
else KerneiCall {SendMessage (
NewUser (L],

N.Process)]
end

eise if L.LineDropped
then KernelCall {SendMessage
ClearLine(L.Laddrl,
NetworkProcess)]
L.State <~ Free
else L.CyclePosition <~

Per formResourceChecks
end
end
end
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S Decemver 1977 System Develiopment Corporation
Autrorization Process TM-6062/111/68

oxite N"L.State =
It Responded [Process)
then Attached
else it for @l (NsNkcpEntry)

in CurrentNkops:
(g.Process ~a Process)

L.LineDropped
then Free
else L.State
end

end
N“L.CyclePosition =
i ¥ Responded(Process)
then Attached
else if for some {NsNxcpEntry)
in CurrentNkcps:
| (N.Process =~ Procass)
L.Line0ropped
then L.CyciePosition

else PerformResourceChecks
end
end

i f Reaponded (Process)

then KernelCa!Ied[Sendﬂossage(NetuorkProcess)J
else if for some (N:NkepEntry) in CurrentNkcps:
{N.Process = Process)
then KerneliCal|ed (SendMessage (N.Process))
eise if L. ineOropped :
then KernelCalled[Sendﬁeasage(

NetuworkProcess) ]
end
end
end
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1 9 December 1977 System Development Corporation
Authorization Process ™-68262/111/988

NKCPl: Oisconnect

» given: Process: ProcessName
VM: VirtuaiMachineName
Lac: LineAddress
LineAction: string

error on ~{for some (N:NkcpEntry) in CurrentNkcps:
¢ (N.Process = Process)

tor some (LiLineEntry) In Lines:
{L.Laddr = Laddr))

action: if for soma (V:VMEntry) in N,VMa:
(V.VIiName « VM

s
;.Laddr = Laddr

h V.Disconnected = false)
then N.VY.Disconnected <- true
it LineAction = 'hold’
then KerneiCal | (SendMessage (
RelirectlLinellL.Laddr,
AuthProcassl],,
‘ Ne tworkProcess)) .
4 else KernelCal | (SendMessage(
Clearline (L.Laddr],
Ne tuorkProcess))
end
L.State <~ Free
L.CyclePosition <- ReEnablePending
#sers <- HUsers - |
else /v ignore w/
end

exits N'L.State =
. if for some (V:VMEntry) in N.VHs:
(VaVHName = VM

Y : Z.Laddr = Laddr
~V,0i sconnec ted)
then Free :

else L.State
end
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9 December 1977 System Davelopment Corporation
Authorization Process TM-E062/111/88

N"L.CyclePosition =
it for some (ViVMEntry) in N.VMs:
(V&VNNamc - VM

X.Laddr = Laddr

~Y.0lisconnected)
then ReEnabiePending
else L.CyclePosition
end
N"#Users =
if for some (V:VMEntry) in N.VMs:
(V&VHNamc - VM

;.Laddr = Laddr

~V.Disconnected)
then HUsers - 1
else HUsers
end
N"PendingRequests =
if for some (V:iVMEntry) in N.VMs:
(V&VNName = YM

X.Laddr = Laddr

~V.Disconnacted)
then Append (PendingRequests,Entryl
aise PendingRequests
end
if for some (V:VMEntry) in N.VMs:
(V&VnName = VM

X.Laddr = Laddr

~Y¥.Disconnected)
then N"V.Disconnected = true
end

KerneICalIed[Sendﬂerage(NetuorkProcess)]

where Entry = <Msgld = neulMessageld],
Kind = if LineAction = "hold’
then ReDirectLine
eisa ClearlLine
end,
Command = Undefined,
Responses = {Respondent = NetworkProcess,
Text = nil,
State = NoResponse>i>
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9 December 1977 System Development Corporation
Authorization Process T™M-6862/111/08

NKCP2: Logoff

given: Process: ProcessName
YM: VirtualMachineName
LineAction: string
ReasonForlLogoff: LogoffReasons

error on ~(for some (N:NkcpEntry) in CurrentNkcps:
(g.Process = Process

for some (V:VMEntry) in N.VMs:
(V.VMName « VM)))

action: KerSEtCall[DestrogVﬂ(V.VHName)l
if
then HUsers <- HUsers - |
H#VMs <- HVMs - ]
if V.0isconnected
then case ReasonForlLogoff:LogotfReasons of
UserChoica:
error

Forced:
KernelCall (SendMessage(
ForcedlLogoff (V. VMNamel,
OpProcass))

Disconnected:
KernelCal | [SendMessage (
Oisconnl.ogott [V, VMNamel,
OpProcess)]
and
else if LineAction = "hold’
then KerneiCall (SendMessage(
‘ReDirectlinel
V.Laddr,
AuthProcess],
NetuorkProcess))
else KernelCall (SendMessage
ClearLine (V.Laddr],
Ne tuworkProcess)]
end
L.State <- Free
L.CyclePosition <- ReCnablePending
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9 Deccember 1977 System Development Corporation
Authorization Process TM-8082/111/80

case ReasonForLogoffiLogoffReasons of
UserChoices
KerneiCal| (SendMessage (
Logoff(
V.VMName,
V.Laddr,
Mlsers],
OpProcess))

Forced:
KerneiCal! (SendMessage (
ForcedlLogoff(V.VMName],
OpProcess)]

Disconnec ted:
error
end
~=d
for all (UiLineAddress) in Y.Users:
KerneiCal | (SendMessage(
ClearLine(Ul,
Ne tuorkProcess))
KernelCal! [SendMessage (
Oropped (Y, U],
OpProcess))
HUsers <~ #Users - |
let (Line:LineEntry) in Lines:
{Line.Laddr = U} iy
Line.State <~ Free
Line.CyclePosition <- ReEnablsPending
YMs <- RemovaiVMs,V]
KerneiCal ! [SendMessags (
SystemResourcelse (N.Process, VM],
AcntProcess)]
else KerneiCal ! [SendMessage (
YMNo tDes troyed (YM],
N.Process) ]’
end

exit: N"#Users =

if DestroyedvM
then AUsers - C"Y.Users - 1
else #Users

end

N"#VMs =

if Destroyed¥M
then 4VMs - |1
else HVMs

end
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9 December 1977 System Development Corporation
Authorization Process TH-6862/111/80

N"N.VMs =
N it gnotrogodVH

~ V.Disconnected
then Remove (N, YMs, V]
eise N.VMs
end
N"PendingRequests =
if gestrogadvn

~ V.0isconnected
then it LineAction = 'hold’
then union of(
Append (PendingRequests,Entryll,
set: for all ?U:LineAddress)
in V.Users:
Entry2)
else union of (
Append (PendingRequests,Entry2],
sat: for all (U:LineAddress)

in V.Users:
Entry2)

end
e!se PendingRequests
end
for all (U:LineAddress) in V,Users:
for soms (Line:LineEntry) in Lines:
(kine.Laddr =y

E"Line.State = Free
N"Line.CyclePosition « ReEnablePending)

KerneiCal led (DestroyVM (V. VMiName) )
if DestroyedVi
then if V.Disconnected
then KerneiCalled(SendMessage (OpProcess)]
else KernelCalled(SendMessage (DpProcess))
Kerne!Cal led [SendMeasage (
Ne tworkProcess))
KernelCal led (SendMessage (
NetworkProcess))
KerneiCalled (SendMessage (
AcntProceas))
for all (UiLineAddress) in V,Users:
(KerneiCal led [SendMessage {
NotuorkProcess))
Kerne!Cal!ed (SendMessags (
Ne tkorkProcess)]

else KernelCal | ed{SendMessage (N.Process))
end
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9 December 1977 System Development Corporation
Authorization Process TM-6062/111/988

where Entryl = <Msgld = newlHessageld),
Kind = ReDirectLine,
Command = Undefined,
Responses « (Respondent = NetworkProcass,
Text « nil,
State = NoR: .ponse>i>
Entry2 « <Msgld « neulMessageld],
Kind = ClearLine,
Command = Undefined,
Responses = (Respondent « NetuorkProcess,
Text = nil,
State = NoRespunse>}>
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3 December 1977 System Development “orporation
Authorization Process TM-6864/111./00

i OPl:

-

Autolog

given; Userld: YirtualMachineName
RequestedSecLevei: ProcessName
Password: string
AccessPassuord: string

error on ~(for some (D:DirectoryEntry) in UserDirectory:
(g.Userld = Userld

E.LogonPassuord = Passuord
gominates[D.HaxSecLevel.RequestedSecLevel]

gominates[RequestedSecLevel,D.HinSecLevel]

2.!plﬂefined = true

for all (A:AccessPassuordEntry)
in D.AccessPassuords:
({A.SecLevel « RequestedSecLevel) =>

(A.Passuord = AccessPassword)))
&

~ Shut tingOoun
&
#VMs < AMaxYMs)

action: if for all (N:NkcpEntry) in CurrentNkcps:
{N.Proceass ~= RequestedSeclLavel}
then if #Nkcps < #MaxNkcps
8

#VMs < MMaxVYMs
the~ KernelCal!l ([CreateProcess(
AddressSpaceSi ze,
CodeSize,Code)]
if OK
then AddNkepToSet [
RequestedSaclLevel]
eise KernelCail (SendMessage(
NoNkep, OpProcess) ]
ex:t
end
else KernelCall [SendMes=age (NoNkcp,
OpFrocess)]
exit
end
end
let (N:NkcpEntry) in CurrentNkcps:
(N.Frocess = RequestedSeclLevel) in
KerneiCall (CreateVM (Userld,N.Process)}
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9 December 1377 Sustem Development Corporation
Authorization Process TH-6062/111/808

if OK
then #VMe <~ #VMs + |
HUsers <- #Users + 1
N.YMs <- AppendiN.VMs, <YVMName = Userid,
Laddr = ?7?,
Disconnected = true,
Users = nil>]
Kernel|Call 'SendMessage (
Autolog(Userld,N.Process],
OpProcess)]
/v AttachDevices (N,D]
PerformLinks [N,D] &/
KernelCall [SendMessage (NewVM [) ,N.Process)]
else KernglCall [SendMessage (NoVHMSpace,OpProcess)]
KernelCal | (SendMessage (
Purgel fAble,N.Process)]
end
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9 December 1977
Authorization Process

UR2 and OP2: Map user id

given: Userld: VirtualMachineName
Requester: ProcessName

entry: Requester inset {(DpProcess, URProcessi

action: if for some (N:NkcpEntry) in CurrentNkcps:
for some (V:VMEntry) in N.VMs:
{V.VHName = Userld)

then KernelCal | [(SendMessage (User | dMapped [
Userld, N.Process],
Requester)]

else KerneiCall (SendMessage (User | dMapped (
Userld, nill,
Requester))

end

exit: KernelCa!led [SendMeasage (Requester)]

181

System Development Corporation
TM-6062/111/89




9 Dccember 1977 System Oevelopment Corpcration

Authorization Process T™M-6062/111/00

UP4b: Dectach of shared device (by operator)

given: Raddr: OeviceAddress

entry: for some (S:SharablelriveEntry) in SharableOrives:
S.Raddr = Raddr .

action: case S.Stste:SharableDriveStatus of
Available:
KernelCal | [SendMessage (
Detached (S.Raddr],
OpProcess)]

OfflLine:
KernelCal | [SendMessage (
OffLins (S.Raddr],
OpProcess)]

AttachedToSystem:
if for some (MiMiniDiskEntry) in MiniDisks:
(M.ContainingVolume = S.MountedYolume

~Empty (M. Processl inksl]}
then KerneiCal i (SendMessage(
NotCurrentiylletachab!e (S.Raddrl,
OpProcess}]
else KerBEICaII(IsDeviceReIeasable(S,Raddr)]
if
then KerneliCai |l (ReleaseDevice(
S.Raddr)]
if OK

then KernelCalli(
. SendMessage (
4 Detached (S,Raddr],
OpProcess}]
S.State <- Available
lat (V:SharedYolumeEntry)
_in SharedVYolumes:
(V.MountedDevice
S.MountedVolume} in
V.State «- NotMounted
else KernelCall(
SendMessage (
NotDetached {
S.Raddr],
OpProceass))

end
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9 December 1977 System Development Corporation
Authorization Process TM-60862/111/08

else KernelCall [(SendMessage (
NotCurrentlyDetachablel
S.Raddr],
OpProceass)]

end
end
end
exit: N"S.State =
i f g.State = AttachedToSystem
for all (M:NiniDiskEntry) in MNiniDisks:
(M.Cont: iningYolume « S.MountedVolume ->
8 Empty (M.Currentlinksl])
geviceIsReleasable
OeviceReieased
then Available
else S.State
end
if S&State = AttachedToSystem
for all (MMiniDiskEntry) in MiniDisks:
{M.ContainingVolume = S,MountedVolume ->
Empty{M.Currentlinks])
gevicelsReleasable
DeviceReleased
thern for some (V:SharedYolumeEntry) in SharedYolumes:
(X.Hountedﬁevice = S.MountedYolume
g"V.State » NotMounted
N"VY,MountedOevica = nil)
KerneiCal led[SendMessage (OpProcess)]
if S.State = AttachedToSystem
then if for all (M:MiniDiskEntry) in MiniDisks:
(M.ContainingYolume = S.MountedYolume ->
Empty{M.CurrentlLinks])
then KerneiCalled(lsDeviceReleasablel
if Devicel sRelieasabie
then KernelCalled{Rel2aseJevics]
end
end
end
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9 December 1977 System Development Corporation
Authorization Process TM-6062/111/08

OP4a: Detach of nonshared device (by operator)

aiven: Raddr: DeviceAddress

entry:  for some (NSiNonsharab!leDriveEntry)
in NensharabieOrives:
NS.Raddr = Raddr

action: case NS.State: DriveStatus of
OffLine:
KernelCal | [Sendfessage (
OffL ine [NS.Raddr},
OpProcess)]

De tachPending:
/v ignore v/

Available:
KerneiCall [SendMessage (
Detached (NS.Raddr],
OpProcess))

At tachedToliser: :
KernelCal | [SendiMsssage
RelinguishDevice [NS.Raddrl,
NS.AttachedProcess))
NS.State <~ DetachPending
end
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9 December 1377 System Deveiopment Corporation
Authorization Process TM-6862/111/09

exit: N"NS.State =

if NS.Stata « AttachedTolser
then DetachPending
else NS.State

end

N'PendingRequests =

if NS.State = AttachedTolUser
then Append(PendingRequests,Entryl
else PendingRequests

end

it NS.State = AttachedTolUser
then KerneliCal | [SendMessage (NS.AttachedProcess)]
else if NS.State inset (OtfLine, Availablel
then KernelCal led(SendMessage (OpProcess)]
end
end

uhere Entry = <Msgld = newl(Messageld),
Kind = Relinquishlevics,
Command = DETACH~RADOR,
Responses « {<Respondent = NS,AttachedProcess,
Text = nil,
State = NoResponse>}>
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9 Occember 1977 System Development Corporation
Authorization Process TM-6862/111/09

OPSa: VYary (both online and offliine) of shared device

given: Racddr: DeviceAddress
Parameter: string

entryt for some (S:SharableDriveEntry) in Sharabledrives:
S.Raddr = Raddr

crror on Paramcter ~inset ('online, 'offiine’)

action: if Parameter = 'online’
then error on S.State ~= QffLine
S.5tate <~ Available
KernelCal il {SendMessage (
OnLine (S.Raddrl,
OpProcess))
else /v parameter = 'offline’ v/
error on S.S5tate ~e AttachedToSystem
S.State <- OfflLine
KerneiCal | [SencMessage
OffLine(S.Raddr],
OpProcess))
end .
exit: N"S.State =
if Parameter = 'online’
then Available
else OffLine
end

KerneliCal |ed (SendMessage (OpProcess))
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9 December 1977
Authorization Process

System Deveiopment Corporation
TM-6062/111/00

0PSb: Vary (both online and offlinal of nonshared device

given: Raddr: DeviceAddress
Parameter: string

entry: for some {(NS:NonsharableDriveEntry)
in NonsharableOrives:
NS.Raddr = Raddr

error on Parameter ~inset {‘online’', 'offiine’l

actiont if Parameter = ‘online’
then error on NS.State ~= OffLine
NS.State <- Availabie
KerrelCal | (SendMessags (
OnL ine (NS.Raddr],
OpProcess))
elea /v parameter = 'offline’ v/
error on NS.State ~inset {OffLine,
Availabiel
NS.State <- OffLine
KernelCal | [SendMessage (
OftLine (NS.Radde],
OpProcess)}
end

exit: N"NS.Gtate =
if Parameter = 'online’
then Available
else OffLine
end

KerneiCal led [SendMassage (OpProcess))
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9 December 1977 System Development Corporation
Authorization Process TM-6062/111/88

OP6a: QUERY, with parameters:
0ASD
LINES
GRAF
ALL
NAMES
USERS with no further parameter

entry: true

action: use table information to create message
Kerne!Cal | [SendMessage (Info,OpProcess))

exit: KernelCailed(SendMessage (OpProcess))

188

L r— T, L e B Ll e

.
L e —— -



9 December 1377 System Development Corporation
Authorization Process TM-6862/111/00

OPEb: QUERY, with parameters:
radder
SYSTEM raddr

\

given: Raddr: DOeviceAddress

error on ~(for some (S:SharableDriveEntry) in Sharablelrives:

| (S.Raddr = Raddr)
tor some (NS:NonsharabieOriveEntry)
in NonsharableDrives:
(NS.Raddr « Raddr))

action: use table information to create message
KernelCall [SencMessage (Info,OpProcess)]

exit: KernelCalled(Sendiessage (OpProcess}]
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9 December 1977

Systam Development Corporation

Authorization Process TM-6B62/111/@9

OPBec: QUERY, with parameters:

givent
entry:

actiont

USERS userid
userid

Userld: YirtuaiMachineName
true

if tfor some (N:NkcpEntry) in CurrentNkcps:
for soma (V:VMEntry) in N.YMs:
V.VMName « Userl|d
then use table information to create message
KernalCail {SendMessage(Info,OpProcess))
else KernelCal! [SendMessage (NoSuchUser (Userid],
OpProcess)]
end

Kernel|Cal led [Sendfessage (OpProcess)]
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4 December 1977 System Cevelopment Corporation
Authorication Process TM-68062/111/00

0P7: LOCATE~RADOR

given: Raddr: DeviceAddress

entry: for some (NS:iNonsharableDriveEntry)

in NonsharableDrives:
NS.Raddr « Raddr

action: if NS,State = AttachedToUser
then KernelCall (SendMessage (
Locate (NS.Raddr],
N.Process))
else KernelCall [SendMessagel
DeviceNotOuned (D.Radar] ,

OpProcess)]
end

exits N"PendingRequests =
if NS.State =« AttachedToUser
then Append [PendingRequests,

<Msgld = neulMessageld],
Kind » OpRequest,
Command = LOCATE~RADOR,
Responses = |

<Respondent = NS.AttachedFrocess,

Text = nil,

State = NoResponse>}>)

else PendingRequests
end

if NS.State a AttachedToUser

then Kerne(Called(Sendessage (NS.AttachedProcess)]

else KerneiCalled(SendMessage (OpProcess)]
end
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9 December 1977
Authorization Process

OP8: Shutdoun

entry: true

action: ShuttingDown <- true

Systen Development Corporation
TM-68062/111/90

exit: N"ShuttingDoun = trus
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9 December 1977 System Development Corporation
Authorization Proceass TM-8062/111/808

OP3: Attach (nonsharable disk drive) Device

given: Raddr: DeviceAddress
Process: ProcescName
VolSecLevel: ProcessName
Access: set of AccesslModes
entry: for come (NS:NonsharableDriveEntry)
in NonsharableOrives:
(NS.Raddr = Raddr)

error on ~{(for some (N:NkcpEntry) in CurrentNkcps:
(E.Process = Process

for all (A:AttachedDeviceEntry)
in N.AttachedDevices:
(A.Raddr ~= Raddr)
NS.State = Free
gominates[N.Process.VolSecLevel]
gominatas[NS.HaxSecLevel.N.Process]
Sominates[N.Procass,NS.ﬂinSecLeveIJ
gominates[NS.ﬁaxSecLevel,VolSecLevel]
Sominates[VolSecLevel.NS.HinSecLevel])
gEmptg[Access]

~ Shut tingDoun)
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3 December 13977 System Developmant Corporatioit
Authorization Process TM-6062/111/088

action: NS.Access <- Access
it grite inset NS.Access

VolSeclLevel ~= N.Process
then NS.Access <- Remove (NS.Access,lrite)
end
if Empty(NS,Access]
then KerneiCall (SendMessage (
NoAccess (NS,Raddr ,N.Process],
OpProcess)])
else KernelCal | [GrantAccess (
NS.Raddr,
N.Process,
NS.Access)]
if GrantedAccess
then KerneliCall [SendMessage (
Attached (NS.Raddr],
N.Process)]
KerneiCal! {SendMessage (
Attached!
NS.Raddr,
NS.AttachedProcess] .
OpProcess))
NS.State <- Attached
NS.AttachedProcess <- N.Process
N.Attachedlevices <- Appendl
N.Attach=dDevices,
<Raddr = NS.Raddr,
Access = NS.Access>)
else KerneiCal |l [SendMessage (
CannotAttach(
NS.Raddr,
N.Process],
OpProcess)]
end
end
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9 December 1977

System Development Corporation
Authorization Process

TM-8862/111/09

axit: N"NS.Access «
if Urite inset Access
8

VolSecLevel ~= N.Process
then Remove (Access,lrite]
else Acceass

end
N"NS.State =
if EEmptg[N“NS.AccessJ

GrantedAccess
then Attached
else NS.State

end
N“NS.AttachedProcess - ‘
it EEmpty[N“NS.AccessJ

GrantedAccess
then N.Process
else NS.AttachedProcess

end
N"N.AttachedDevices =
i f ~Empty[N"NS.Access]
s

GrantedAccess

then Append[NS.AttachedDevicas.
<Raddr « NS.Raddr,
Access = NS,Access>)

else N.AttachedOevicas
end

if Empty(N"NS.Access]
then KernelCalled(Sendﬂassage(DpProcass))
eise KarneiCalied(G-antAccess)
i f GrantedAccess
then KernelCalled(SendnessagelN.Procsss)J
KernelCalted{Sendﬁessaga(OpProcass)J

else KernelCalled{Sendﬂessage(UpProcess)J
end

end
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9 Deccember 1977 System Development Corporation
Authorization Process : TM-6862/111/08
LRl: URProcess request: nesd Nkcp F

given: RcquestedSecLevel: ProcessName
Racidr: DeviceAddress

entry: true

error on for all (0:URPOunedDeviceEntry) in URPOunedDevicas:
D.Raddr ~= Raddr

action: let (D:URPOunedDeviceEntry) in URPOunedDevices:
(0.Raddr = Raddr) in
if for some (N:NkcpEntry) in CurrentNkeps:
(N.Process = RequestedSeclLevel)

then KernelCal | (SendMessage (
AddedNkcp (N.Process,D.Raddr],
URProcess)]

eise if gominates[D.ﬂaxSecLevel.RequastadSacLevel]

gominates[RequestedSecLevel.D.HinSecLevgll

#Nkcps < #MaxNkeps
then KerneiCal| [CreateProcess(
AddressSpaceSi ze,
CodeSize,Code))
if OK
then AddNkcpToSet (RequestedSeclLevel]
KerneiCal | {SendMessage

AddedNkcp ( ) ,

RequestedSeclevel,
0.Raddr},
URProcess)]
else KernelCal ! [SendMessage (
CannotAddNkep (

. RequestedSeclavel,

0.Raddr],
URProcess)}

end
e|se KernelCall (SendMessage (

Canno tAddNkcp [
RequestedSeclLevel,
0.Raddr],

URProcess)]

end
end
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9 Occember 1977

Authorization Process

exit: N"#Nkcps =

I f

System Oevelopment Corporation
TH-8062/111/88

for all (NiNkepEntry) in CurrentNkcps:
. (N.Process ~= RequestedSeclLeavel)

Oominates{D.MaxSecLeve | ,RequestedSecLavel]
gominatesERequestedSecLevel.D.NinSecLevel]
gNkcpe < HMaxNkcps

greatedProcess

then #Nkcps + 1
else #Nkcps

end
N"CurrentNkcps =

if

for all (N:NkcpEntry) in CurrentNkcps:
(N.Process ~= RaquestedSecLevel)

§ominates[0.naxSecLevol.RequestedSecL.v.l]
gominatas[RequestedSecLevel.D.NInSecLevel]
#Nkcps < #MaxNkcps

greatedPrucess

then Append (CurrentNkcps,Entryl
else CurrentNkcps

end

if for some (N:NkcpEntryl in CurrentNkcps:
{(N.Process = RequestedSecLevel)
then KernelCalled{Sendfessage (URProcess)]

end

else if

end

gominateslﬂ.ﬁaxSecLevel.RequestedSecLevel]
gominates[RequestedSecLevel.D.HinSecLovel]

ANkcps < AMaxNkeps
then KerneiCalled(CreateProcsss]
it CreatedProcess
then KerneiCalled(Sendiassage (
URProcess})
KernelCal led (SendMessage (
OpProcess))
KerneiCal |led (SendMessage (
URProcess)]
else KernelCalled(SendMessage (
URProcess)]

end
else KarnelCalled{SendMessage (URProcess)]
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9 December 1977 System Development Corporation
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where Entry « <Process = RequestedSecLevel,
YMs = Empty,
AttachedUevices = Empty,
Linke = Empty>
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o

UR3o: URProcess response to device attachment request fattach
succooded)

@iven: Raddr: DeviceAddress
Procesm ProcessName
Laddir: LineAddress

error on ~{for some (A:URPUunodDov)ceEntry) in URPOuned0avices:
(A\Raddr = Raddr)

for some (Nt NkepEntry) in CurrentNkeps:
IN.Procesy = Procass)

for some (LilineEntry) in Linem
(E.Laddr « Laddr

L.State « AttachValidation
f.CuclePocition = HookingPeripherals
f.ﬂAuaitingHooks > 8))

action: L.#AuaitingHooks «- L.#Auai tingHooks - ]

L.Mgg <~ Concat (L.Msg,Avail (A, ador) )
TryNoti tyingNkep IL)
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N"L.#AuaitingHooks = L.¥AuaitingHooks = |
N"L.Msg = Concat (L.Meg,Avail [A.Raddr]]
N"L.CyclePosition =
if N"L.AuaitingHooks = @
then NotifyingNkep
else L.CyclePosition
end
N"PendingRequests =
1€ N"L.#¥Auai tingHooks = B
then Append (PendingRequests,Entryl
eise PandingRequests
end

exlt:

it N"L.AuaitingHooks = @
then if ~L.Line0ropped
then KerneiCalled{SendMessage
NetuworkProcess))

end
Kernel|Called(SendMessage (N.Process))
end

uhere Entry « <Msgld « new(Messagsldl,
Kind = NeuVM,
Command = Undefined,
Responses = [(Respnndent = NetworkProcess,
Text = nil,
State = NoResponse>i>
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UR3bL: , URProcess reesponse to device attachment request (attach
tailed

givent Radd: DeviceAddress
Process: ProcessName
Laddrt LineAddress

errcr on ~(for some (A:URPOunedDeviceEntry) in URPOunedDevices:
(A.Raddr « Raddr)

]
for some (N:NkepEntry) in CurrentNkcps:
{N.Process = Process)

for some (Li:LineEntry) in Lines:
{L.Laddr = Laddr

E.State = AttachValidation
f.CchaPosltion « Hook ingPeripherais
E.ﬁAuaitingHooks > 8))

actiont L.#AwaitingHooks <- L.#AuaitingHooks - 1

L.Msg <- Concat(L.Msg,Unavai! [A.Raddr]]
TruNoti fyingNkep (L]
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axit:  N"L.¥AuaitingHooks = L.¥AualtingHooks - i
N"L.Msq = Concat(L.Meg,Unavaill .Roddr]]
N'L.CycicPosition =

it N"L.AusltingHooks = 8
then Not!fyingNkep
else L.CyclePosition

end

N"PendingRequests »

K N“L.#AualtinSHookn - B
then Append( endingRequests,Entry)
¢! se PendingRequests

end

it N"L.AuaitingHooks = 8

then 1f ~L.L ineDropped
then Karne!Called{Sendiiessags
Ne tworkProcess))

end
Kerne!Called(Sendiessage (N.Process})
and

where Entry = <Msgld = new(Messageldl,
Kind = NewVh,
Command = Undefined,
Responses = (Respondent = Ne tuorkProcass,
Text = nil,
State = NoResponse>}>
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{ NKCP3: Orop User

givert Process: ProcessName
VM: VirtusiMachineName
Laddr: LineAddress

error on ~(for some (NtNkcpEntry! in CurrentNkcpe:
(E.Process = Process

for some (ViVMEntry) in N.YMs:
(X.VnNamq - VM '

for some (U:LineAddress) in Y.Users:
. U « Laddr))
for sone (LiLineEntry) in Lines:
(%.Laddr » Laddr

k.Statn = Attached
t.Connection = Oial
L.Attachedvlt = VM))

action: L.State <- Frea
L.CuclePosition <- ReEnablePending
KerneiCal | (SendMessage (ClearL ins [L.Laddr],
NetuorkProcess)]
KernelCzai il {SendMessage (Dropped {YM, U],
OpProcess)])
N.V.Users <- Remove(N.Y.Users,Ul
KerneiCall (SendMassage(
SyetemResourcelse (N, Procass, Y]],
AcntProcess)]
"LL.State = Free
.CyclePosition « ReEnablePending
.V.Users « Remove(N.V.Users,Ul
endingRequests = Append(PendingRequasts,
<Msgld = newl(Messageld],
Kind = Clegrline,
Command = Undefined,
Responses = {(Respondent = NetuworkProcess,
Taxt = nil,
State = NoResponse>}>)

exit:

N"L
N"L
N"N
N"P

KernelCal led [SendMessage (NetuorkProcess)]
- KerneiCatl |led [SendMessage (GpProcess)]
KerneiCalled[SendMessage (AcntProcess))
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NTLWK3: Link passuord receijved

given: Process: ProcessName
Passuord: string
Requester: VirtualMachineName
Laddr: LineAddress
User: VirtualfiachineName
MiniDisk: MiniDickName
ReqAccess: LinkAccess

entry: for some (L:LineEntry) in Lines:
{L.Laddr = Laddr

&
%.State = Attached
L.CyclePosition =« Reail inkPassword)

error on ~(for some (N:NkcpEntry) in CurrentNkcps:
(N.Process = Process))

action: KerneiCall [SendMessage (
ReDirectline(L.Laddr,N.Process],
Ne tuworkProcess)]
L.CyclecPosition <~ Attached
let (D:DirectoryEntry) in UserDirectory:
{D.Userld = lJser) in
if O.LinkPassuora = Passuword
then let (M:MiniDiskEntry) in MiniDisks:
{(H.MDName » MiniDisk) in
let (V:SharedVYolumeEntry) in SharedYoliumes:
(V.Yoiume « M.ContainingVolume) in
if V.State = Mounted
then let (S:SharablelriveEntry)
in SharableDrives:
(S.Raddr = Y.MountedDevice) in
if S.State = AttachedToSystem
then /v WHEW! everything is 0K
to actually process the
link request v/
let (A:ACLEntry)
in M,AccessControllist:
{A.User = Requester) in
Examinel inkAccess (N, M,

ReqAccess)
alse NolLink [DeviceNotReadyl
end
eise NolLink [YolumeNotMounted]
end
else NoLink{l|lega!Passuord)]

end
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.»M

macro Nolink [Rcason] =

KernelCall(Sendﬂessaga(
CannotlLink!
Requester,User,
Laddr,MiniDisk,
Reason],
| N.Process))
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macro Examinel inkAccess [N:NkcpEntry in CurrentNkcps,
M:MiniDiskEntry in MiniDisks,
Access:L inkAccess] =

case accesssLinkAccess of
H
if for all (C:ProcessLinkEntry) in M.CurrentLinks:
Write ~inset C.Access
then Link [ {Read!]

else Nolink [Previouslritel inkl]
end

R .
Link [ {Read})

We
if WUrite inset A.Access
then if Empty(M.Currentlinks)
* then Link{(Hrite}]
else NolL ink [Previous.ink]
end

else NolLink (NolrjtePermission)
end

UR:
if Write inset A.Access
then if Empty(M.Currentlinks]
then Link [ {Writel)
eise Link[(Read!]
end
else /v choices: Link [ {Read} ]

Nol.ink [NoWr i teParmission] s/

Nol ink [Nolir i tePermission)
end

M:
if Write inset A.Access
then if for all (C:ProcesslinkEntry)
in H.CurrentLinks:
Write ~inset C.Accmss
then Link {{lritel] .
eise NolLink [Previouslritel ink]
end
else Nol ink [NolritePermission]
end
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MR:
if

end

MW

Write insat A.Accees
then if for all (C:ProcesslLinkEntry)
in M.CurrentlLinks:
Urite ~inset C.Access
then Link [ (lrite}]
else Link[{Read!]
end
clse /% choices: Link [ {Readl}) .
Nol ink (Nolr i tePermission)
NoL ink [NoWr i tePermission)

if Write inset A.Access

end
end

then Link[{lritel]
else Nol ink (NoWrit=Permission]

287

ve/




ey -

9 December 1977 System Development Corporation
Authorization Process TH-6062/111/88

macro Link (Access:iset of AccessModes] =

/v givent N:NkcpEntrE in CurrentNkcps
M:NiniDiskEntry in MiniDisks «/

it for some (C:ProcessLinkEntry) in M,CurrentLinks:
C.Process = N.Process
then /v process already has a link to this minidisk:

increase rights |f necessary w/

let (NC:MDLinkEntry) in N.Links:

(MC,MOName = M.MDOName) in

if Access ~= C.Access

then if Eead insat Access

Read ~inset C.Access
then /% in first cut of system,
all links inciude read
permission: should never
get here w/
KerneiCal |l (GrantAccess(
N.Process, M.MOName, {Read! )]
if OK
then C.Access <- Append|
C.Access,Read]
NC.Access <- Appendl(
NC.Access,Rzadl
else NolLink [NotOK]
end
end
if grite inset Access
Write ~inset C.Access
then KernelCall (GrantAccess(
N.Process,M.MOName, {Uritel)]
if 0K
then C.Access <- Appendl(
C.Access,lrite]
NC.Access <- Append!(
NC.Access,Wri te)
else Nol ink INotOK]
end
end
eise /% not necessary to increase rights
then why did NKCP ask for it?? v/
end

268

. eare——— -




ot o

et

p-

9 Occember 1977

System Development Corporation
Authorization Process

TM-8062/111/08

else KernelCall (GrantAccess (
0 N.Process,M.MDName, Access!]
it 0K

then M.CurrentLinks <- Append!
M.CurrentlLinks,
<Process = N.Process,
Access = Access>)
N.Links <- Append(
N.Links,
<MDOName = M.MOName,
Access = Access>]
else Nolink (NotOK)
end
end
Kerne|Cal | [SendMessage (
LinkStatus(N],
N.Process)]
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NKCP4: Link (uwith passuord)

given: Process: ProcessName
Requester: VirtualMachineName
Laddr: LineAddress
User: VirtualMachineName
MiniDisk: MiniDiskName
ReqgAccess: | inkAccess

error on|ShuttingDoun
Emp ty (ReqAccess)

actiont it for some (N:NkcpEntry) in CurrentNkcps:
{(N.Process = Process
3

for some (E:VMEntry) in N.YMs:
(E.¥MName = Requester))
&
for some (L:LineEntry) in Lines:
(L.Laddr = Laddr
é

L.State = Attached

]

L.CyclePosition = Attached

&

L.RequestedSecleve! = Process
8

L.AttachedYM = Requester)

(.S

for some (D:DirectoryEntry) in UserDirectory:
{(O.Userld = User
-3
for some (K:MDLinkEntry) in D.Links:

(K.MOName = NMiniDisk})

[

for some (M:MiniDiskEntry) in MiniDisks:
{M.MOName « MiniDisk)
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' for some (A:ACLEntry) in M.AccessControilist:

(Q.Usar = Requester
gominates(Process.H.SecLovoI]

{Wr i teAccessRequested =>
Process = M.SecLevel))
then /% it's legal: now check
for resource availability v/
if for some (V:SharedVolumegntrg)
in SharedYolumes:
(V&Voluma = M1.ContainingValume

:.State = Mounted

for some (S:SharabieDriveEntry)
in SharableDrives:
(S.Raddr = V.MountedDevice
]

S.State = AttachedToSystem))
then /v resources are available:
get the link share passuord %/
KerneiCal | (Sendfessage(
ReDirectl.ine(L.Laddr,AuthProcess],
Ne tuorkFrocess) )
KerneliCal | (SendMessage (
Readl inkPassword (L.l addr],
NetworkProcess))
L.CyclePosition <- ReadlinkPassuord
else /v resources are not available v/
k NoL ink [ResourcesNotAvaiiablel
end
clse /v not a legal request w/
Nol ink (]| iega|Request]
end

exit: N'L.CyclePosition =
if kegal

ResourcesAvailable
then Readl inkPassuord
else L.CyclePosition
end
N"PendingRequests «
it Legal
.3

ResourcesAvaiiable
then Append (PendingRequests,Entry)
eise PendingRequests

end
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where Entry w <Msgld = newiMessageld),
Kind = WrlteAndReadl ine,
Command = Undefined,
Responses « (Respondent = NetuorkProcess,
Tgxt L] ni 'o
Stats = NoResponsa>|»

KernelCalled(SencMessage (NetuorkProcess))
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. NKCPS, NKCPB: Detach nonsharatle device (request
and response (from prorses) to
autnorization process

from process),
relinquish device request from

givent Raddr: DeviceAddress
Process: ProcessName
User: VirtuaiMachineName

error on ~{for some (N:NkcpEntry) in CurrentNkeps:
(E.Procaas » Process

for some (VM:VMEntry) in N.VMs:
(VM. VMiName « User)

for some (AtAttachedOeviceEntry)

in N.AttachedDevices:
{A.Raddr = Raddr))

for some (NS:NonshnrableuriveEntru)

in NonsharabieOr ives:
{NS.Raddr « Raddgr
&

NS.AttachecProcess « Process))

action KerwelCall[ReleaseDevica(NS.Raddr})
it DeviceReleased
then NS.State <- Available
N.AttachedUevices <- Removel

riAttach.dDavicas.

YerneiCall (SeidMacsage |
Available INS.Racar) ,
OpProcessi |

VernetCail[Sendnessage(

DeviceUse {User,NS. Rader) ,
AcntProcess))

else KurnelCall[Sendﬂessage(
NctDetached INS.Raddr, Process) ,
OuProcass) ]

Kerne!?alllSandﬂessego(

NotDe tached INS. Raddr) ,

NS.AttccoedProcess))
and
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oxity N“NS.State =
it OaviceRe!eased
then Avaiiable
else NS.State

end
N"N.AttzchedDevices «
tf DeviceRe!nased

then Romovo(N.Attachodﬂnvlcoo.AJ

else N.AttachedDevices
end

KernelCallod[Relenochvica(NS.Raddr)J
KernelCallcdtScndﬂeslagchOProcoas)J
if DeviceRalnased

then Kcrnc!Called(Sendﬂnssago(AcntProc'ss)J

alsa Kcrnoanllcd[Sondﬂ.oongo(NS.Attach-dPracass)J
end
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NKCP7: Purge NKCP

given: Process: ProcessName
entry: true

error on ~(for some (N:iNkcpEntryl in CurrentNkcpst
(N.Process = Procass

8

EmotglN.Vﬂul
Emptg[N.AttachodO.vlcotl
EmptyIN.Linksl))

exit: N"CurrentNkcps = Removs (CurreiitNkcps,N]
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KERANl1: mcssage from Kernel, re shared device avallabillty

pivens Raddr: DeviceAddress
Yolume: Volumeld

CurrentStatus: SharabieOr iveStatus

error on ~{for some (SiSharableDriveEntry) ih SharabieDrives:
lg.RaJdr « Raddr

(CurrentStatus = AttachedToSystem =>
: (for some (ViSharedVoiumeEntry)

In SharedVolumes:
(V.Volume = Yolume)))))

action: if 5.5tate « AttachedToSyatem
then if CurrentStatus = AttachedToSystem
then if Yolume ~= S.MountedYolume
then it tor gsome (M:MIniDi skEntry)
in MiniQisks:
(M.Contai:ing'olume =
3. MountedYoiume

]
~Empty M. Currentl inks} )
then /% security error:
urong volume
in use w/
srror
else /% oid volume not in
use: OK to suitch w/
lat (Yold:SharedVo lumeEntry)
in SharedVolumes:
{(Vold.Voiume =
S.MountedVaiume

;cld.Stata = Mounted
Yoid.MountedDavice «
S.Raddr]) in
let (Vnew:SharedVolumeEntry)

in SharedVYolumes;
(Ynew.Volume « Yolume) in

218

e A e e

[ D




9 December 1377
Authorization Process

end

System Development Corporation
) TM-6@62/111/80

It Dominates(
S.SeclLaeval,
Vnau.SeclLavel]
then S.MountedYoliume <~
Vneu. VYoilume
Vold.State <-
NotMounted

Vold.MountedDevice <-

nil
Ynew.State <-
Mounted

Vhou.MounteadDevice <-

S.Raddr
KerneiCalil

OriveMatchesYo lume(
Raddr,Yoiume))

else KernelCall(
Or ivaDoesNotMatchYolume

Radgr,Volume)l

end
end
alse /% OK: same volume,
same state »/

KerneiCal! [OriveMatchesYolume(

Raddr,Volume))
end

slse /v old state = attached to system,

neu state = not attached;
update table entries #/
lat (V:SharedYolumeEntry)
in SharedVolumes:
(V.Volume = S.MountedYolume

&
Z.State = Mounted

V.Mounted0evice = S.Raddr) in
V.State <- NotMounted
V.MountedDevice <~ nil
S.MountedVolume <~ nil
S.State <- CurrentStatus:
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else /v old state = noc attached to system ./
it CurrentStatus « AttachedToSysten
then et (ViSharedVolumeEntry)
in SharedYolumes:
(V.Yolume = Yolume) in
if Dominates[S.SecLevel.V.SecLevelJ
then 5,State <- AttachedToSystem
S.MountedVolume <~ Y.Volume
V.State <- Mounted
V.MountedDevice <- S.Radar
KernelCall{
OriveMatchesVolume (
‘ Rador,Volume)]
efss XernelCalil
OriveDoesNotMatchYo lume (

Raddr, Yolume))
end

else S.State <- CurrentStatus
end

end
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. Accounting Process
Semi-Formal Jescription

This scction containe a semi-formal description of the Accounting
Process of KYM/378.

Data Types

primitive types and structuring mechanisms:

boolean [unordered, two elements: true, falsel )
string [unbounded, predefined string of length zero: nill

set {of any type, predefined empty set: nill
record [field listl]

undefined types:
VirtuaifachineName

ProcessName
Messageld

AccountingRecord:
record
User: VirtualMachineName
; Postings: set of string
* end

Data Structures

Accounting: set of AccountingRecord
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Initial Conditions

Emptg(Accountingl

Invariant Assertions

for all {Al,A2:Account ingRecord) in Accounting:
(Al.User = A2,User => Al = A2)

for ail (A:AccountingRecord) in Accounting:
(~EmptylA.Postings] )

Global Macros / Functions

primitive macros / functions:

Append (set,entry)

228
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 aad

MsgAuth: process

/v subdriver of AcntProcess,
hand! ing messages from AuthProcess w»/

given: Text: string
entry: just received message, Source = AuthProcess

action: error on MsgName(Taxt] ~inset (SystemResourceUse,
DeviceUsel
AUTHI

cnd MsgAuth
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HagOp: proceas

/v subdriver of AcntProcess,
handling messages from OpProcess »/

g.ven: HMsgld: Messageld
Text: string

entry: just received message, Source = OpProcess

action: error on MsgName (Text] ~inset [ACNT<PUNCH,
oL SHUTDOWNI

- end MsgOp
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1 AcntOriver: process
/v driver of AcntProcess w#/

case HowlleGotHere of
Externallnterrupt:
case [nterruptSubType of
Message:
case Source of
OpProcess: MsgOp

Auth MsgAuth
other: /v anybody else talk
Wwith AcntProcess? ./
end
other:
/v any other external interrupts? %/
end
other:

/v any other important interrupt classes? w/
end

KernelCall [Receivelnterrupts]
KerneiCal |l [RcleaseCPU)

end AcntDriver

223
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AUTH]: Accounting rocord from Nkcp via Authorization Process:
System Resource Use or Device Use

given: User: VirtualMachineName
Text: string

entry: true /v user id has been validated by AuthProcess
prior to the sending of this message »/

action: if for some (A:AccountingRecord) in Accounting:
A.User = User
then /v user id aiready exists in data base ¥/
. A.Postings <- AppendlA.Postings, Text]
else /v user id does not exist in data base:
add it w/
Accounting <- Append(Accounting,
<User = User,
Postings = Append(nil, Textl>]
end

exit: for some (A:AccountingRecord) in Accounting:
(Q.User = User
for some (S:string) in A.Postings:
S « Text)
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)

OPl: Operator command to re-initialize the accounting data base

entry: true
exit: N"Accounting = nil

KerneliCal |ed [SendMessage (OpProcsss))
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Updater Process
Semi-Forma! Oescription

This section contains a semi-formal description of the Updater
Process of KYM/370.

Data Types

primitive types and structuring mechanisms:

boolean [unordered, tuo elements: true, false] _
string [unbounded, pradefined string of length zero: nill
integer subrange

scalar (ordered element |ist) .
set lof any type, predefined smpty set: nill
record [field list)

undefined types:

OrnviceAddress
LineAddress
ProcessName
VirtualMachineName
Volumeld

undefined functions / macros:

Dominates
Devicelype
#Cyl inders

AccessModes: scalar(
Read,
Urite)

PossibleEntries: scalar(
Paging,
Spool ing,
MiniDisk,
Unknoun,
System)

226




9 December 1977
Updater Process

DirectoryEntry:
record

end

LincEntry:
record

end

System Davelopment Corparation
TM-5062/111/88

Userlcd: VirtuaiMachineName

LogonPassuord: string

DialPassuord: string

LinkPassuord: string

MoxSecLevel: ProcessName

HinSeclLevel: ProcessName

DedicatedDevices: set of DedicatedDeviceEntry
Links: set of MOLinkEntry

IpiDefined: boolean

AccessPassuords: set of AccessPassuordEntry

Laddr: LineAddress
MinSecLevei: ProcessName
MaxSeclLeve!l: ProcessName

AccessPassuordEntry:

record

end

SeclLevei: ProcessName
Passuord: string

OedicatecDeviceEntry:

record

end

MOL imkEntry:
record

end

Racidr: DeviceAddress
VolSeclLeval: ProcessName
Access: set of AccessModes

MOName: MiniDiskName
Access: set of Accesslodes

URPOunedleviceEntry:

record

end

Racidr: OeviceAddress
MaxSecLevel: ProcessName
MinSeclLevel: ProcessName
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Nonsharab | eDr | veEntruy:

record
Racicir: DeviceAddress
MaxSeclLevel: ProcessName
MinSecl.evelt ProcessName
end

Sharab leDriveEntry:
record
Raddr: DeviceAddress
SecLevel: ProcessName
end

SharedVol.neEntry:

record
Volume: Volumeld
SeclLevel: ProcessName
Map: sat of CylMap
end
Cyifap:
record
Cylinders: .(1..#MaxCylinders,
1..4MaxCy! inders)
Category: PossibleEntries
end

MiniDiskEntry:

record
MOName: MiniDiskName
ContainingVolume: Yolumeld
Cylinders: (l.,#MaxCylinders,

1..#RaxCyl inders)

SecLevel: ProcessName
AccessControlList: set of ACLEntry

end

ACLEntry:

record
User: VirtualMachineName
Access: set of Accassiodes

end
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9 December 1977
Upclater Process

Oata Structures

constant #MaxCylinders: posi.,ve integer
URFPOuncdDevices: set of URPOunedDeviceEntry
NonsharahleDrives: set of NonsharableDOriveEntry
SharablcOrives: set of SharabieDriveEntry
SharedVYolumes: set of SharedVYolumeEntry
Mini0Disks: saet of NiniDiskEntry

Lines: sot of LincEntry

UscrDirectory: set of DirectoryEntry
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9 December 1977 System Development Corporation
Ubdater Process TM-6062/111/80

entry: true

exit: giatinctﬂeviceAddrlnsou
kegalUserDlrcctoru
Legall ines
fegalninfoiaks
ﬁegalSharedVolumou
tegalSharabchrives
EogalNon:harabloDrivcn

LegalURPQunedDevices

OistinctDeviceAddresses =

for all (U:URPQunedDeviceEntry) in URPOunedDevices:

(for all (NS:NonsharabieDriveEntry) in NonsharableDrives:
{U.Raddr ~= NS.Raddr)

for all (S:Sharable0riveEntry) in SharableDrives:
g (U.Raddr ~= S,Raddr))
tor all (NS:NonsharableDriveEntry) in Nonsharabialrives:

for all (S:SharabieDriveEntry) in Sharablelrivas:
NS.Raddr ~e S,Raddr
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Undater Process

TM-6062/111/00

LegaiUserDirectory «

for all (U1,U2:Director Entry) in UserDirectorys
Ul Userid = UZ.User[d => Ul = U2)

for all (UxDiroctorgEntru) in UserDirectory:
(Qominates (U.MaxSecLeve !, U.MinSecLeve i)

(1.1) tegalDedicatedOovlcca(U)

{1.2) %egllLinkt(U)

1.3 LegaiAccessPassuvrds (U])
231
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9 December 1977 System Development Corporation
Updater Process TM-6862/111/088

LegalDedicatedDevices (U:DirectoryEntryl =

for all (El,E2:DedicatedDeviceEntry) in U.DedicatedDevices:
(El.Raddr = E2.Raddr => £1 « E2)

for all (E:DedicatedDeviceEntry} in U.DedicatedDevices:
for some (0:URPOunedDeviceEntry) in URPOunedDevices:

(DeviceType [E,Raddr] = Reader =>
(E.VolSecLevel = nil

5 E.Access = {Readl))

(DevicelType(E.Raddr] inset {Printer, Punch} =»
(E.YoiSecLevel = nil
&

E.Access = [Uritel))
%DeviceTgpe[Raddr] v TapeOrive =>

(Dominates [D.MaxSecLevel,E.YolSecLevell

gominates[E.VolSecLevel.D.HinSecLevel]
gominates[U.HaxSecLevei;E.VoISecLeveIJ

8
) ~Empty(E.Access]))
xor
for some (D:NonsharsbieQriveEntry) in NonsharabieDrives:
{(D.Raddr = Raddr
8
Dominates [0.MaxSecLevel ,E.Yo!SecLevel]
8

Oominates (E.YoiSecLevei,D.MinSecLavell
gominates[U.NaxSecLevel.E.VolSecLevel]

~Ematy(E.Access))
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Upcdater Process TM-6862/111/08

f L

Legallinks(U:DirectoryEntryl =

for all (L1,L2:MOLinkEntry) in U.Links:
. (L1.MOName = L2.MOName > L1 = L2)

for all (L:MOLinkEntry) in U.Links:
tor some (M:MiniDiskEntry) in NiniDisks:
(E.NUName = L.MDName

for some (A:ACLEntry) in M.AccessControilist:
(Q.User = U.Userld

for all (AM:AccessModes) in L.Access:
g AM inset A.Access)
Dominates (U.MaxSecLave! ,M.SecLevel]l)

8
~Empty{L.Access]
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9 December 1977 System Development Corooration
Updater Process ™™ 60862/111/83

LegalAccessPasswords [U:DirectoryEntryl =

for all {Al,A2:AccessPasswordEntry) in U.AccessPaasuords:
g (Al.SeclLevel « A2,SeclLevel => Al = A2]

for all ‘\:AccessPassuordEntry) in U.AccessPassuords:
{(Dominates (U.MaxSeclLevel ,A.Secleavel]
&

Dominates (A.SecLevel,U.MinSecLeve!])
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Updater Process TM-60862/111/080

Legallines =

for all (L1,L2:LineEntry) in Lines:
. (Ll1.Laddr = L2,Laddr => L1 » L2)

for all (L:LincEntry) in Lines:
Dominates(L.MaxSecLevel,L.MinSecLevel]
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9 December 1977 System Development Corporation
Updater Process TM-60862/111/008

LegalfiniDisks =

for all (M1 ,M2:Mint0iskEntry) in MiniDisks:
(M1.MOName = M2.MOName «> Ml « M2)

for all (M:MiniDiskEntry) in MiniDisks:
(3.1) (tegalContainingVolume(ﬂl

M.Cylinders.]l < N.Cylinders.2

g.CglinderQ.Z <= #Cy!inders([M.ContainingVolume)

g.Cylinders.l < HCylinders[M.ContainingYolumel
(3.2) fegalAccessControlList[HJ)
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Undoter Process

TH-6862/111/00

‘ LegaiContainingVolumc(ﬂzr‘liniDiskEntrgl -

for some {S:SharedYolumeEntry) in SharedVolumes:
(S.Yolume = M.ContainingVolume
]

Dominates(S.SecLeve! M. SecLave!])
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9 Deccember 13877 System Development Corporation
Updater Process TH-6862/111/008

LegalAccessControlList (M:MiniDiskEntry) =

for all (Al,A2:ACLEntry) in M,AccessControilist:
. {Al.User = A2.User => Al = A2)

for all (A:ACLEntry) in M.AccessControlList:
(for some (D:DirectoryEntry) in UserDirectory:
{(D.Userld = A.User)

8
~EmptylA.Access])
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Updater Proceoss TM-8062/111/08

' LegaiSharedVolumes «

for all (51,52:SharedYolumeEntry) in SharedVolumes:
{S1.Volume = 52.Volume => S1 = S2)

&
for all (S:SharedVolumeEntry) in SharedYolumes:
(4.1) {LegalfapiSl])

.
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9 Occember 1977 System Development Corporation
Updater Process TM-8062/111/90

LegalMap(S:SharedYolumeEntryl =

/v non-overlap s/
for alt (M1,M2:CyliMav) in S.Map:
(M1.Cylinders.]l > M2.Cylinders.2

or
Ml.Cyiinders.2 < M2.Cylinders.l)

s

for all (M:CylMap) in S.Map:
(/v each entry non-empty %/
E.Cglinders.z > M.Cylinders.]

/% no cu!inders unaccounted for %/
M.Cylinders.2 ~= #Cylinders{S] «>
for some (Hl:Cyiftap) in S.Maps:
M1.Cylinders.l = M.Cylinders.2 + 1)
&
for some (M:CulMap) in S.Map:
8 {(M.Cylinders.l = 1)

/v each MiniDisk actually logged w/
for all (M:CyiMap) in S.Map:
{(M.Cateqory = MiniDisk =>
tor some (MD:MiniDiskEntry) in NiniDisks: .
(EP.ContainingVolumo

MD.Cyl inders - M.Cylinders))
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9 December 1977 System Development Corporation
Updater Process TM-60862/111/08 .

. LegalSharablelOrives =

for al! (SD1,S02:SharablelriveEntry) in Sharabledrives:
~ln SOl.Raddr = SD2,Raddr => SD1 = S02

‘r'ﬁ‘
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System Development Corporation
Updataer Process

TH-6@62/111/08

LegalNongharableOr ives =

for all (NS1,NS2:NonsharabieDriveEntry) in NonsharableDrives:
{NS1.Racldr = NS2,Raddr => NS1 = NSZ)

for all (NS:NonsharabieDriveEntry) in Nonsharab!eDrives:
Oominates (NS, MaxSecLevel ,NS.MinSecLeve!]
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9 Occember 1977 System Development Corporation
Uprdlater Process TM-80862/111/008

(: LegaiURPOunecdDevices =

. for all (U],U2:URPOunedDeviceEntry) in URPOunedDevices:
s {Ul.Raddr = U2.Raddr => Ul = U2)
. tor all (U:URFQunedDaviceEntry) in URPOunedDevices:
(gominate;lu.nauS.chvol.U.HlnSocLovclJ
QeviceType (Raddr] Iinset {Reader,
Printar,
Punch,
TapeOrivel)
{.x
F
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