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ABSTRACT

y

A Trusted Computing Base (TCB) is the totality of access control
mechanisms for an operating system. A TCB should provide both a
basic protection environment and the additional user services required
for a trustworthy turnkey system., The basic protection environment
is equivalent to that provided by a security kernel; the user services
are analcgous to the facilities provided by trusted processes in
kernel-based systems. This report documents the performance, design,
and development requirements for a TCB for a general-purpose operating
gystem,

The iafcrmation in this report is made available to stimulate
technical discussiun among industry and government personnel, g The
views and conclusions contained in thig paper are those of the “aythor
and should not be interpreted as necessarily representing the
official policies either expressed or implied of the Department of
Defense or United States government.

This work was supported under Contract Number F19628-80-C-0001
as part of the DoD Computer Security Initiative Program.
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SECTION 1

SCOPE

1.1 IDENTIFICATTON

In any computer operating system that supnorts multiprograming and
resource sharing, certain mechanisms can usually be identified as
attempting to provide protection among users against unauthorized
access to computer data. However, experience has shown that no
matter how well-intentioned the developers, traditional methods of
software design and groduction have failed to provids systems with
adequate, verifiably correct protection mechanisms. We define a
trusted computing base (TCB) to be the totality of a.cess control
mechanisms for an operating system., A TCt should provide both a
besic protection environment and the additional user services
required for a trustworchy turnkey system. The dvasic protect}on1
environment is equivalent to that provided by a security kernei;
the user services are analogous to the facilities provided by
trusted processcs in kernel-based systems.2 This report documents

the performance, design, and development requirements for a TCB for
a general-purpose operating system,

In this report, there will be no attempt to spe=cify how any
particular aspect of a TCB must be implemented. Studies of
present-day computer architectures [Smith 75, Tangney 78] ind’cate
that in the near term a significant amount of software will be
needed for protection regardless of any support provided by the
underlying hardware. In future computer architectures, more of the
TCB functions may be implemented in hardware or lirmware. Ex&mples
of specific hardware or software implementations are given merely as
illustrations, and are noi meant to be requirements,

A security kernel is a verifiable hardware/software mechanism that
mediates access to information in & computer system. See [ESD 74],
[Pop:k et al. 771, [KSOS 781, and [Schaefer et al. 77].

2Trusted processes are designed to provide services that could be
incorporated in the kernel but are kept separate to simplify
verification of both kernel and trusted processes. Trusted
processes also have been referred to as "privileged,"
"responsible," "semi-trusted', and "non-kernel security-related
(NKSR)" in various implementations.
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This specification is limited to computer hardware and software
protection mechanisms: not covered are the administrative, physical,
personnel, communications, and other Jecurity measures that
complement the internal computer security controls. For more

informaticn in those areas, see [DoD 5200.28], that describes the
procedures for the Department of Defense.

1.2 DOCUMENT OUTLINE

The specification is organized in three additional parts. Section 2
lists the references. Section 3 contains the general design
requirements for a trusted computing base. Detailed design
requirements are found in section 4.
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SECTION 2

APPLICABLE DOCUMENTS

The following documents form a part of this apecification to the
extent specified in this report. In the event of & conflict between
the referenced documents and the contents of this specification,
this specification shall be considered a superseding requirement.

2.1 GOVERNMENT DOCUMENTS

2.1.1 Directives, Manuals and Standards

a. Department of Defense Regulation 5200,1-R, ‘‘Information Security
Program Regulation," December 1978.

b. Department of Defense Directive 5200.28, "Security Requiremeuts for
Automatic Data Processing (ADP) Systems," December 18, 1972
(including Change 2, April 29, 1978).

c. Department of Defense Manual 5200,28-M, "ADP Security Manual,”
January 1973 (including Change 1, June 25, 1979).

d. MIL-STD-u483 Configuration Management

e, MIL-STD-490 Specification Practices

2.1.2 Reports

a. [Anderson 72] Anderson, J., P., "Computer Security Technology
Planning Study," ESD-TR-73=51, Volume I, James P. Anderson & Co.,
Fort Washington, Pennsylvania (October 1972).

b. [Bell and LaPadula 73] Bell, D. E. and L. J. LaPadula, "Secure
Computer Systems," ESD-TR-73-278, Volume I-IIl, The MITRE
Corporation, Bedford, Ma, (llovember 1973 - June 1G74).

¢, [Biba 75} Biba, K. J., "Integrity Considerations {or Secure
Compute:r Systems," ESD-TR-76-372, The MITRE Corporatir:n, Bedford Ma,
(June 1975).
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d, (ESD 1974] *"Computer Security Developments Summary," MCI-75-1,

Electronics Systems Division (AFSC), L. G. Hanscom Field, Bedford,
Ma., December 1974,

e, [Furtek 78] Furtek, Frederick C, "A Validation Technique for
Computer Security Based on the Theory of Constraints," ESD-
TR-78-182, The MITRE Corporation, Bedford, Ma. (December 1978).

f. [Good 78] Good, Donald, I., R. M. Cohen, C. G, Hock, L. W,
Huinter, D. F. Hare, Report on the Language Gypsy: Version 2,0,
ICSCA-CNMP-10, The University of Texas at Austin, (September 1978).

g. [KSOS 781 KSOS Computer System Specification (Type A), WDL-
TR-7808 Revision 1, Ford Acrospace Communicetions Corporation, Pal<u
Alto, Ca., (July 1978).

h, [Lampson 73] Lampson, Butler, "A Note un the Confinement
Froblem," CACM, 10 (October 17), 613-615.

i. ([Lipner 75] Lipner, Steven B., "A Comment on the Confirement
Problem,”" MTP-167, The MITRE Corporation, Eedford, Me. (No ember
1975).

£
J. [Nibaldi 79] Nibaldi, G. H., "Proposed Technical E:aluation
Criteric for Trusted Computer Systems," M79-22%, The M“[FE
Corporation, Bedford, Ma., (25 Oztober 1979).

k. [Popek et al, 78] Pcpek, Gerald J., Mark Kampe Charles S,
Kline, Allen Stoughton, Michael Urban, Evelyn J. Wsrlton, "UCLA Data
Secure UNIX - A Securable Operating System: Softv.are Architecture,"
UCLA-ENG-7854, UCLA Computer Science Department, Lo3 Angeles, Ca.,
(August 1978).

1. [Robinson et al. 77] Robinson, L., K. N, Levitt, P. G. Neumann,
and A. K. Saxena, "A Formal Methodology for ‘che Design o>f Operating
System Software," in R. Y. Yeh (ed.), Current Trends in Programming
Methodology, Vol. I: Software Speciticatiou ‘and Desigg. Prentice-

Hall, Englewood Cliffs, NJ, 1977, pp. 61-110.

m, [Saltzer 75] Saltzer, Jerome H, "The Protection of Information
in Computer Systems," Proceedings of the IEEE, Vol. 67, Nc. 9
(September 1975),

n. [Schaefer et al. 77] Schaefer, Marvin, Barry Gold, Richard
Linde, and John Scheid, "Program Confinement in KVM/:T0," ACN Arnuai
Conference Proceedings, October 16-19, 1977. Seattle, pp. “04-410,
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o. (Smith 75] Smith, L. ™Architectures for Secure Computing
Sy=rems," ESD-TR-79=-51, The MITXE Corporation, Bedford, Ma. (April.

1975).,

o
& 4

p. [Spuc 78] AF Specification No. CP 0787796100D, Append:x 80:
"Multilevel Security Requirements" (31 March 1978). .~

s

q. (Tangney 7381 Tangney, John D., "Minicomputer Architectures for

Effective Security Kernel Implementations
Corporation, Bedford, Ma, (October 1978).

(¥ ]

" ESD»TR=-78-170, The MITRE

i — o - - R =

Lt a——

l‘- s g e



TTTTTTE

— e

| ———N 4 A

e rver s T T U TR e o I f o o

SECTION 3

GENERAL REQUIREMENTS

3.1 SYSTEM DEFINITION

A TCB is a hardware and software access control mechanism that
establishes « protection environment to control the sharing of
information in computer systems.3 A TCB is an implementation of a

reference monitor, as defined in [Anderson 72}, that controls when
and how data is accessed,

In general, a TCB must enforce a given rrctection policy describing
the conditions under which informatior and system resources can be
made pvailable to the users of the system. Protection policies
address such problems as uncesirable disclosure and destructive
modification of int'ormation in tne system, and harm to the
functioning of the system resulting in the dernial of service to
auchorized users,

Proof that the TCB wiil indeed enforcc the relevant protection
policy can only be provided through a formal, methodological
approach to TCB design and verification, sn example of which is
discussed below. Because the TCB consists of all the security-
related mechanjsms, proof of its validity implies the remainder of
the system will perform correctly with respect to the policy.

Ideally, in an implementation, policy and mechanism can bé kept
separate 30 as to make the protection mechanisms flexible and
amenable to different environments, e.g., military, banking, or
medical applications. The advantage here is that a change in or
reinterpretation of the required policy need not result in rewriting
or reverifying the TCB.

In the following sections, general requirements for TCB design and
verification are discussed.

3Under hardware and software we include implementations= of computer

architectures in firmware or microcode,
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3.2 PROTECTION POLIC

The primary requirement on a TCE is that it support a weli-deiined
protection policy., The precise policy will be lirgelv application
and organization dependent, Four specific protecvi~n policlies are
listzd below as examples around which TCBs may b+ des’gned. All s.-e
fairly general purpose, and wiien used in combiiat!c, would satisiy
tre needs of most appliceations, although th:y do not specifically
address the denial of service threat, The policies .re orderer by
their concern either wita the viewing of infornatior-.securit:
policies--or with informatior modification--integrity poiiciis; and
by whether the ability to scness information s external'y
predetermined--mandatory ponlicies--or corircolled by the possessor of
the information-=discretionsry policies;

1. mandatory security {(used by the Department cr Deferse--see
[DoD 5200.281). to address the compromise of information
involving national security;

2. discretionary security (commonly {ound in general purpose
computer systems today);

3. mandatory integrity; and
4, discretionary integrity policy.

In each of these cases, "protection attributes®™ are asscciated with
the protectable entities, or "objects" (computer resouirces such as
files and peripheral cdevices that contain the data of interest), and
with the users of these entities (e,g., users, processes), referrced
to as subjects. In perticular, for mandatory security policy, the
attributes of subjects and objects will be referred to as "security
levels", These attributes are used by the TCB to determine what
accesses are valid., The nature of these attributes will depend on
the applicable protection policy.

See Nibaldi [Nibaldi 75) for a general discussion on rolicy. See
Biba [Bibs 75] for a discussion of integrity.

3.3 REFERENCE MONITOR REQUIREMENTS

As stated above, a TCB is an implementation cf a reference monitor,
The predominant criteria for a sound refere:ce monitor

implementation are that it be

1. complete in its mediation of uccess to data and other
computer resources;
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2, self-protecting, free from interference and spurious
modification; and

3, verifiuble, constructed in a way that enables convincing
demonstration of its correctness and infallibility.

3.3.1 Completeness

The requirement that a TCB mediate every access to data in the
computer system is crucial. In particular, a TCB should mediate
access to itself--its code and private data--thereby supporting the
second criterion for self-protection. The implication is that on
every action by subjects on objects, the TCB is invoked, either
explicitly or iwmplicitly, to determine the validity of the action
with respect to the protection policy. This includes:

1. unmistakably identifying the subjects and objects and their
protection attributes, and

2. making it impossible for the access checking to be
circumvented,

In essence, the TCB must establish an environment that will
simultaneously (a) partition the physical resources of the system
(e.g., cycles, memory, devices, files) into "virtual" rescurces for
each subjecc, and (b) cause certain activities performed by the
subjects, such as referencing ohjects outside of their virtual
space, to require TCB intervention.

3.3.1.1 Subject/Object Identification. What are the subjects and
objects for a given system and how are they brought into the system
and assigned protection attributes? In the people/paper world,
people are clearly the subjects, In a computer, the process has
commonly been taken as a subject in security kernel-based systems,
and storage entities (e.g., records, files, and I/0 devices) are
usually considered the objects.“ The precise breakdown for a given
system will depend on the application. Complete identification of

4

Note that a process might also behave as an uvbject, for instance if
another process sends it mail (writes it). Likewise, an I/0 device
might be considered to sometimes act as a subject, if it can access
any area of memory in performing an operation. In any case, the

policy rules governing subject/object interaction must always be
obeyed.
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subjects and objects within the computer system can only be assured
if their creation, name association, aud protection attribute
assignment always take place under TCB control, and no subsequent
manipulations on subjects and objects are allowed to change these
attributes without TCB involvement, Certain issues remain, such as
(a) how to associate individual users and the programs they run with
subjects; and (b) how to associate all the entities that must be
accessed on the system (i.e., the computer resources) with objects,

TCB functions for this purpose are described in section 4, "Detailed
Requirements",

3.3.1.2 Access Checking. How are the subjects constrained to
invoke the TCB on every access to objects? Just as the TCB should
be responsible for generating and unmistakably labelling every
subject and object in the sy.tem, the TCB must also be the facility
for enabling subjects to manipulate objects, for instance by forecing
every fetch, store, or 1/0 instruction executed by non-TCB software
to be "interpreted" by the TCBH.

Hardware support for checking on memory accesses exists on several
machines, and has been found to be very efficient. This support has
taken the form of descriptor-based addressing: each process has a
virtual space consisting of segments of physical memory that appear
to the process to be connected., In fact, the segments may be
scattered all over memory, and the virtual space may have holes in
it where no segments are assigned. Whenever the process references
a location, the har.'ware converts the "virtual address" into the
name of a base rog:ster (holaing the physical address of the start
of the segment, the length of the segments, and the modes of access

. allowed on the segment), and an offset. The content of the base

register is called a descriptor. The hardware can then abort if the
form of reference (e.g., read, write) does not correspond to the
valid access modes, if the offset exceeds the size of the segment,
or if no segment has be2n "mapped" to that address. The software
portion of the TCB need merely be responsible for setting up the

descriptor registers based on one-time checks as to the legality of
the mapping.

Access checking in I/0 has been aided by hardware features in a
variety of ways. In one line of computers, devices are manipulated
through the virtual memory mechanism: a process accesses a device
by referencing a virtual address that is subsequently changed by
hardware into the physical address of the device, This form of 1/0
is referred to as "mapped 1/0" [Tangney 78], Other methods of
checking I/0 are discussed in section 4,

ad DRI it 2




3.3.2 Self-Protection

Following the principle of economy of mechanism [Saltzer 75], the
TCB ideally protects itself in the same way that it protects other
objects, so the discussion on the completeness property applies here
as well, In addition, not uncommonly many computer architectures
pirovide for multiple protection "domains" of varying privilege
(e.g., supervisor, user), Activities across domains are limited by
the hardware sov that software in the the more privileged domains
might affect the operations in less privileged domains, but not
necessarily vice versa. Also, software not executing in a
privileged domain is restricted, again by the hardware, from using
certain instructions, e.g., manipulate-descriptor-registers, set-
privilege~bit, halt, and start-I/0. Generally only TCB software
would run in the most privileged domain and rely on the hardware for
its protection. (Of course, part of the TCB might run outside of
that domain, e.g., as a trusted process.) Clearly, if in addition to
the TCB, non-TCB or untrusted software were allowed to run in the
privileged region, TCB controls could be subverted and the domain
mechanism would be useless.

3.3.3 Verifiability

The responsibility given to the TCB makes it imperative that
confidence in the controls it provides be established. Naturally,
this applies to TCB hardware, software, and firmware. The following
discussion considers only software verification.? Minimizing the
complexity of TCB software is a major factor in raising the
confidence level chat can be assigned to the protectio.. mechanisms
it provides, Consequently, two general design goals to follow after
identifying all security relevant operations for inclusion in the
TCB are (a) to exclude from the TCB software any operations not
strictly security-related so that one can focus attention on those
that are,6 and (b) to make as full use as possible of protection

5Techniques for verifying hardware correctness have tended to

emphasize exhaustive testing, and will no doubt continue to do so.

Even here, however, the trend is toward more formal techniques of
verification, similar to those being applied to software. One

approach is given in [Furtek 78). IBM has done some work on
microcode verification.

6In order to enhance performance, non-security related software may
indeed be placed in the TCB, but this is discouraged.

10
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features available in the hardware., Formal techniques of
verification, such as those discussed in the next section, are
promoted in TCB design to provide an acceptable methodology upon

which to base a decision as to the correctness of the design and of
the implementation,

3.3.3.1 Security Model. Any formal methodology for verifying the
correctness of a TCB must start with the adoption of a mathematical
model of the desired protection policy. A model encompassing
mandatory security and to some extent the disci etiorary security and
integrity policies was developed by Bell and LaPadula [Bell and
LaPadula 73).7 There are five axioms of the model. The primary two
are the simple security condition and the ®*-property (read star-
property), The simple security condition states that a subject
cannot observe an object unless the security level of the subject,
that is, the protection attributes, is greater than or equal to that
of the object. This axiom alone might be sufficient if not T“or the
threat of non-TCB software either accidently or intentionally
copying information into objects at lower security levels, For this
reason, the %*-property is included. The *-property states a subject
may only modify an object if the security level of the subject is
less than or equal to the security level of the object,

The simple security condition and the *-property can be circumvented
within a computer system by not properly classifying the object
initially or by reclassifying the object arbitrarily. To prevent
this, the model includes two additional axioms: the activity axiom
guarantees that all objects have a well-defined security level known
to the TCB; the tranquility axiom requires the classifications of
objects are not changed.

The model also defines what is called a "trusted subject" that may
be privileged to violate the protection policy in some ways where
the policy is too restrictive. For instance, part of the TCB might
be a "trusted process" that allows a user to change the security
level of information that should be declassified (e.g., has been
extracted from a classified document but is itself not classified).

TBiba has shown how mandatory integrity is the dual of securit: and,
consequently may be modeled similarly.

1
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This action would normally be wconsidered a tranquility or ¥®..property
violation, depending on whether the object containing the
information hed its security level changed or the information was
copied into an object at a lower security level,

3.3.3.2 Eethodologx. A verification methodology is depicte!l in
figure 1.% In this technique, the correspondence between the
implementation (here shown as the machine code) and protection
policy is proven in three steps: (a) the properties of a
mathematical model of the protection policy are proven to be upheld
in a formal top level specification of the behavior of a given TCB
in terms of its iunput, o.utput, and side effects; (b) the
implementation of the specifications in a verifiable programing
language9 is shown to faithfully correspond to the formal
specifications; and fina"ly (c) the generated machine code is
demonstrated to correctly implement the programs, The model
describes the conditions under which the subjects in the system
access the objects, With this approach, it can be shown that che
machine code realizes the goesls of the model, and as a result, that
the specified proteciticn is provided.

Where trusted subjects are part of the system, a similar
correspondence proof starting with an additional model of the way in
which the trusted subject is allowed to violate the general model
becomes necessary. Clearly, the more extensive the duties of the
trusted subject, the more zomplex the model and proof.

8The Hierarchical Development Methodology, developed at SRI
International [Robinson et al., 77], is another fairly general

methodology for the design, serification, and implementation of
reliable software., It has been used for instance to show that
software meets certain performance requirements.

9IThe term "verifiable programing language" refers to languages such

as Pascal, Gypsy, Modula, and Euclid for which verification tools
either exist or are currently being planned. [Good 78]

12
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Figure 1. Correspondence Chain

3.3.3.3 Confinement Problems. The TCB is designed to "confine"
what a process can access in a computer system, The discussion
stove centers around direct access to information. Other metheds
2xist to compromise information th-t are not always as easily
detected or corrected. Known as "indirect channels", they exist as
a side-effect of resource-sharing. Th'!s manner of passing
information may be divided into "storage" channels and "timing"
channels, 10 Storage channels involve shared control variables that
can be influenced hy a sender and read by a receiver, for instance
when the fact that the system disk is full is returned to a process
trying to crezate a file. Sto-age channels, however, can be detected
using verification techniques. Timing channels also involve the use
of resources, but hcre the exchange medium is time, these channels
are not easily detected through verification. An example of a
timing channel is where modulation of scheduling time can be used to
pass information,

In order to take advantage of indirect channels, at least two
"colluding" processes are needed, one with direct access to the
information desired, and a second one to detect the modulations and
translate them into information that can be used by an unauthorized
recipient. Such a channel might be slowed by introducing noise, for
instance by varying the length of time certain operations take to
complete, but performance would be affected.

Storage channels are related to the visibility of control
information: data "about" information, for example, the names of

1o'rhe terminology in this area in the literature is very confusing.

The definitions given here correspond to those used in [Schaefer et

al, 77]. See [Lampson 73] and ([Lipner 75) for another
interpretation,
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files not themselves directly accessible, the l-ongth of an IPC
message to another user, the time an object was last modified, or
the access control 1ist of a file,!! Even the name of a newly
created object such &8 a file can be a chanuel if this name is
dependent on information about other files, e.g., if the nene is
derived from an increnmental ccunter, used only to generate new file
names, This type of channel can often be closed by making the data
about legitimate information as pr¢ ected as the information itself,
However, this is not always desirable: for instance, in computer
networks, software concerned only with the trarnamission of messages,
not with their contents, might need to view message headers
containing message length, destination, ete.

Systems designers should be aware of confinement problems and the
threats t} :y pose. Formal techniques to at least iuontify and
determine the bandwidth of the channels, if not completely close

them, are certainly of value here., Ad hoc measire: may be necessary
in their absence.

3.4 PERFORMANCE REQUIREMENTS

Since the functions of the TCB are interpretive in nature, they may
be slow to execute unless adequate support 1s provided in the
hardware, For this reason, in the examples of functions given
below, hardware implementations (including firmware/microcode), as
opposed to software, are stressed, with the idea that reasonable
performance is only accomplished when support for the protection
mechanisms exists in hardware. Certai-ly, software implementations
are not excluded, and due to the malleability of software, are
likely more susceptible tc appreci:ble optimization.

11It is often the case that even the fact that an object with

certain protection attributes exists is information that must be
protected,
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SZCTION 4

DETAILED REQUIREMENTS

The kinds of funct.ons tnat would be performed by a TCB are outlined
below., Those listed are general in nature: they are intended to
support both general-purp.se cperating systems and a variety of

decdicated applications thst Jue to potential size and complexity,
could not easily bde verified,

The functions can be divided into two gerieral areas: software
interface functions, onerations irvoked by programs, and user
interface functions, operations !nvoked directly by users, 1In terms
of a security kernel implementaticn, the software interface
functions would for the must part be implemented by the kernel; the

user interface functicus would likely be carried out in trusted
processes,

4.1 SOFTWARE INTERFACE FUNCTIONS

The TCB acts very much like a prirmitive operating system. The
software interface functiona are those system calls that user and
application programs running on vop of the TCB in processes may

directly invoke., The software interface functions fall into three
categories: processes, input/output, and storage.

In the descriptions that follow. general input, output, and
processing requirements are stated., Output values to processes in
particular could cause confinement problems (i.e., serve as indirect
channels), by relating the status of control variables that are

affected by operations by other processes. Likely instances of this
are mentioned wherever pussible,

4,1.1 Processes

Processes are the primary active elements in the system, embodying

the notion of the subject in the msthematical model. (Processes ’
also behave as objects when comnunicating with each other.) By

definition, a process is "an address space, a point of execution,

and a unit of scheduling", More precisely, a process consists of

code and data accessible =28 part of its address space; a progran

location at which at any point durin, the life of the process the

address of the currently executing instruction can be found; and

perlodic access to the processor in order to continue. The role of
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the TCB is to manage the individual address spaces by providing a
unique environment for each process, often called a "per-~process
virtual space", and to equitably zchedule the processor among the
processes, Also, since many applicitions require cooperating
processes, an inter-process communication (IPC) mechanism is
required as part of the TCB.

4,1.1.1 Create Process., A create process function causes a new
per-process virtual space to be established with specific program
code and an ldentified starting execution point. The identity of
the user causing the process to be created should be associated with
the process, and depending on the protection policy irn force,
protection attributes should be assigned, such as a security level
at which the process should execute in the case of mandatory
security.

4.1.1.2 Delete Process. A delete process function causes a process

to be purged from the system, and its virtual space freed. The
process is no longer considered a valid subject or object, If one

process may delete another with different protection attributes, an

indirect channel may arise from returning the fact of the success or
failure of the operation to the requesting process.

4.1.1.3 Swap Process., A swap process function allows a process to
become blocked and consequently enable others to run. A TCB
implementation may choose to regularly schedule other processes to
execute after some fixed "time-slice" has elapsed for the running
process.12 In order to address a denial of service threat, this will
not be the only process blocking operation: certain I/0 operations
should cause the process initiating the operation to ve suspended
until the operation completes.

For example, the hardware could support such an operation through
mechanisms that effect fast process swaps with the corresponding
change in esddress spaces. An example of such support is a single
"descriptor base" register that points to de:criptors for a process'
address space, only modifiable from the privileged domain, The swap
would be executed in little more than the time required for a single
"move" operation,

As was mentioned above, the "scheduling" operation in itself may
contribute to a timing channel, that must be carefully monitored.

121f a TCB supports time-slicing, a swap function may not be
necessary.
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4,1.1,4 IPC Send. A process may send a message to another process
permitted to recejve messages from it through an IPC send mechanism,
The TCB should be gulided by the applicable protection poliey in
determining whether the message should be sent, based on the
protection attributes of the sending and receiving process. The TCB

should also insure that messages are sent to the correct
destination,

An indirect channel may result from returning the succeasas or
failure of "queuing" the message to the sending p-ocess, because the
returned value may indicate the existence of other messages for the
destination process, as well as the existence of the destination
process, This may be a problem particularly where processes with
different protection attributes are irvolved (even if the attributes
are suificient for actually sending the message). If such a channel
is of concern, a better option might be to only return errors
involving the message itself (e.g., message too long, bad message

format), Clearly, there is a tradeoff here between utility and
security,

4.1.1.5 IPC Receive. A process may receive a message previously
sent to it through an IPC receive function, The TCB must insure
that in allowing a process to receive the message, the process does
not violate the applicable protection policy.

4,1.2 Input/Output

Depending on the sophisticai.on of the TCB, 1/0 operations may range
from forcing the user to take care of low level control all the way
to hiding from the user all device dependencies, essentially by
presenting 1/0 devices as simple storage objects, such as described
below. Where 1/0 details cannot be entirely hidden from the user,
one could classify I/0 devices as devices that can only manipulate
data objects with a common protection attribute at one time (such as
a line printer), and those that can manage data objects representing
many different protection attributes simultaneously {(such as disk
storage devices)., These two categories can bz even further broken
down into devices that can read or write any location in memory and
those that can only access specific areas. These categories present
special threats, but in all cases the completeness criteria must
apply, requiring that the TCB mediate the movement of data from one
place to snother, that is, from one object to another, To resclve
this problem, all I/0 operations should be nediated by the TCB.
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Some computer architectures only allow software running in the most
privileged mode to execute instructions directing I/0. As a result,
if only the TCB can assume privileged mode, TCB mediation of I/0 is
more easily implemented.

In the first categ#ry. if access to the device can be controlled
merely by restricting access to the memory object which the device
uses, the problem becomes how to properly assign the associated
memory to a user's process, and no special TCB I/0 functions are
necessary. However, if special timing requirements must be met to
adequately complete an I/0 operation, quick response times may only
be possible by having the TCB service the device, in which case a
special operation is 3till needed.

When the device can contain objects having different protection
attributes, the ent.re 1/0 operation will involve not only a memory
object, but also a particular object on the device having the

requisite protection attributes. TCB mediation in such a case is
discussed under "Storage Objects.”

4.1.2.1 Access Device. The access device function is a directive
to the TCB to perform an I/0 cperation on a given device with
specified data. The operations performed will depend on the device:
terminals will require read and write operations at a minimum, The
TCB would determine if the protection attributes of the requesting
process allow it to reference the device in the manner requested,

This kind of cpcration will anly be necessary when mapped I/0 is not
possitle.

4.7.2.2 Map Device., The map device cperation make: the memory and
control associated with a device correspond to an area in the
process’ address space. As in the case of the "access device"
function, a process must have protection attributes commensurate to
that of the inormation allowed on the device to successfully
exe2nte this operation. This operstion m:y not be possible if
mapped I/C i3 not avalilable in tlie hardwara,

4.1.2.3 Unmap Device. The unmap device t:-es a device mapped in
the address space of a process.

4.1.3 Storage Objects

The term "storage objects" refers to the various logical storage
areas into which data is read and written, that is, areas that are
recognized as objects by the TCB. Such objects may take the form of
logical files or merely recognizable units of a file such as a
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fixed-length blouk. These objects may ultimately reside on a long-
term storage device, or only exist during the lifetime of the
process, as required. Where long-tcrm devices have information with
varied protection attributes, as discussed in the previouvs section,
TCB mediation results in virtualizing the device into recognizable
objects each of which may take on different protection attributes,
The operations on storage objects include creation, deletion, and
the direct access involved in reading and writing.

4.1.3.' Create Object. The create object function allocates a new
storage object. Physical space may or may not be allocated, but if

so, the amount of space actually allocated may be a system default
value or specified at the time of creation.

As mentioned above, naming conventions for storage objects such as
files may open an undesirable indirect channel. If the names are
(unambiguously) user-defined or randomly generated by the TCB, the
channel can be reduced,

4.1.3,2 Delete Object. The delete object function removes an .
object from the system and expunges the information and any space
associated with it. The TCB first must verify that the protection
attributes of the process and object allow the object to be deleted,
Indirect channels in this case are similar to those for "delete
process", The fact of the success or failure of the operation may
cause undesirable information leakage,

4,1.3.3 Fetch Object. The fetch object function makes any data
written in the object available to the calling process. The TCB
must determine first if the protection attributes of the object
allow it to be accessed by the process. This function may be
implemented primarily in hardware, by mapping the physical address
of the object into a virtual address of the caller, or in software

by copying the data in the object into a region of tne caller's
address space.

h,1.3.4 Store Object, The store object function removes the object
from the active environment of the calling process, If the object

is mapped into the caller's virtual space, this fuuction will
include an unmep.

4.1.3.5 Change Object Protection Attributes. A protection policy
may dictate that subjects may change some or all of the protection
attributes of objects they can access, Alternatively, only trusted
subjects might be allowed to change certain sttributes, The TCB

should determine if such a change is permitted within the limits of
the protection policy.
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h,2 USER INTEPFACE FUNCTIONS

The TCB software interface functionz address the operations
executable by arbitrary user or applications software., The user
interface functions, on the other hand, include those operations
that should be directly invokable by users. By localizing the
security-critical functions in a TCB for verification, it becomes
unnecessary for the remaining software running in the system to be
verified before the system can be trusted to enforce a protection
policy. Most applications software should be able to run securely,
by merely taking sdvantage of TCB software interface facilities,!
When users need capabilities beyond that normally provided to
general applications, such as the ability to change the owner of a
file object, direct contact with the TCB is required,

In kernel-based systems, the user interface functions are commonly
implemented as trusted processes. Moreover, these itrusted processes

rely >n the equivalent of the software interface functions for
support.

These functions fall into three categories: user services,
operations and maintenance, and administration.

4,2.1 'Jser Services

Certain operations may be available to users as part of standard set
of functions a user may wish to perform, Three are of interest
here: authentication of the user to the system and of the system to
the user, modification of protection attributes, and special I1/0.

4.2.1.1 Authentication, The act of "logging in", of identifying
oneself to the system and confirming that the system is ready to act
on the behalf of the requestor, is critical to the protection
mechanisms, since all operations and data accesses that subseguently
occur will be done in the name of this user. Consequently,

13Applications may enforce their own protection requirements in
addition to those of the TCB, e.g., a data base management system
may require very small files be controlled, where the granularity
o1 the files is too small to be feasibly protected by the TCB., 1In
such a case, the application would still rely on the basic
protectior environment provided by the TCB.
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identification and suthentication mechanisms that play a part in

validating a user to the system should be carefully designed and
implemented as part of the TCB.

Likewise, the system must have some way of alerting the user when
the TCB is in command of terminal communications, rather than
untrusted software merely mimicking the TCB, For example, the TCB
might signal to the user in a way that non-TCB software could not,
or a special terminal button could be reserved for users to force
the attention of the TCB, to the exclusion of all other processes,

4.2.1.2 Acceas Modification, Access modification functions allow a

user to securely redefine the protection attributes of objects
he/she controls, particularly in the case of discretionary policy,
Also included here are operations that allow a user to select the
protection attributes to be assumed while using the system, where
the attributes may take on a range of values, For example, a user
with a security level of Top Secret, may choose temporarily to
operate as if Unclassified in order to update bowling scores.

Many factors must be considered in implementing such an operation,
particularly if implemented in a process, The user must have come
way of convincing himself that the object for which the protection
attribytes are being changed is indeed what is intended, For
instance, the user might be allowed to view a file to confirm its
contents before changing its security level, Another issue involves
the synchronization problem resulting from other processes possibly
accessing the object at the instant the access modification is
attempted., The TCB should prevent such a change from occurring
unless the object were "locked", or temporarily made inaccessible to
other processes, until the operation was complete, and also access
to the other processes should be re-evaluated on completion,

4,2,1.3 Special 1/0. 1/0 functions not covered in the software
interface functions due to their specialized nature are:

() network communications, and (b) spooling, e.g. to a line printer
or mailer. The ramifications of both of these areas are too

extensive to adequately cover here, The reader is referred to [KSOS
78].

4.,2.2 Operations/Maintenance

In the cperations and maintenance category fall those functiona that
would normally be performed by special users, the system operators,
in running and maintaining the system. Examples of such operations
are system startup and shutdown, backup and restore of long-term
storage, system-wide diagnostics, and system generation.
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4,2,2,1 Startup/Shutdown. The security model discussed above
assumes that in a TCB. an initial secure state is -ttained and that
subsequent operations on the sysiem obey the protection pclicy and
do not affect the security of the system. This character.stic of a
TCB can be said to be true regardless of the protection policy and
security model employed. A "startup", or bootstrap, operation
addresses the initialization of the system and the establishment of
the protection environment upon which subsejuent operations are
based. The model itself, or the formal specifications of a specific
design, can address what the characteristics of all secure states
are, and hence the requirements for the initial secure state.
Consequentliy, programs that create this state can be well-defined,
Since it is the operator who must execute the ne¢essary procedures
that initialize the system, TCB functions interfacing the operator
must be trustid to do what the operator specifies,

Shutdown procedures are equally crucial in that an arbitrary
suspension of system activities could easily leave the system in an
incomplete state, making it difficult to resume securely (for
instance, if only half of an updated password file is moved back to

disk), One must, for instance, write all memory-resident tables out
to disk where necessary.

4,2,2.2 Backup/Restore. To allow for recovery from unpredictable
hardware failure, and consequently the arbitrary suspension
mentioned above, "checkpoints™ may be taken of a given state of the
storage system, for instance, by copying all files from disk to some
other medium, such as magnetic tape, In the evant of system
failure, the state of files at some earlier time can be recovered,
The backup functicn must operate on the system in a consistent
state, and accurately reflect that state: the restore function must
reliably rebuild from the last completely consistent record it has
of a secure state, Note that the backup system requires an
especially high level of trust since it stores protection attributes
as well as data. :

4,2.2.3 Diagnostics. Diagnostics of both hardware and software
integrity can thwart potentially harmful situations. In particular,
hardware diagnostics attempt to signal when problems arise, or, when
something has already gone wrong, they try to aid the technician in
pinpointing where the problem is, Diagnostics written in software
typically access all areas of memory and devices, and consequently,
if run during normal operation of the rest of the system, require
tight TCB controls, If possible, they should be relegated tc user
programs and limitea to specific access spaces during the course of
their operation., However, in such a case it would be impossible to
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test the security critical hardware, such as descriptor registers if

present,. Such software, for on-line diagnosis, must be included in
the TCB, and limited to operator use.

4,2.2.4 System Generation. System generation deals with creating
the program modules in executable form that can subsequently be
loaded during system startup. It is included here for completeness,
although there is no intention in this report to require that
editors, compilers, loaders, and so forth, be verified to correctly
produce the code that is later verified correct. Correct system
generation is an area that is clearly vulnerable, and procedures

must be made to ensure that the master source is not intentionally
corrupted.

4,2.3 Administration

The administration and overall management of a system both in terms
of daily operations and security operations may be relegated to a
user, or users, othe-~ than the system operator. Functions in
support of system administration include but are not limited to
updating data bases of users and their valid protection attributes;
and audit and surveillance of protection violations

4,2.3.1 User Data Base Updates., A typical user data base would
contain at a minimum the names of valid users, their authentication
data (e.g., password, voice print, fingerprints), and information
relating to the protection attributes each user may take on while
using the system, TCB functions must be available to an
administrator to allow updates to the data base in such a way that

the new information is faithfully represented to the user
authentication mechanism.

4.2.3.2 Audit and Surveillance. Audit facilities capture and
securely record significant events in the system, including
potential protection violations, and provide functions to access and
review the data. Surveillance facilities allow for real-time
ingpection of system activities, Audit and surveillance mechanisms
provide an additional layer of protection. Taey should be
implemented as part of a TCP not only because they require access to
gll activities on the systern as they occur, but also since if they

are not themuelves verified to be correct and complete, flagrant
violations might go undetected.

23

SR R




