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I. INTRODUCTION

This thesis addresses the 1implementation of process
management functions for the Secure Archival Storage System
or SASS. This system {is desigzned to provide multilevel
secure access to information stored for a network of
possibdly dissimilar host computer systems and the controlled
sharine of data amonast authorized wusers of the SASS.
Effective process management |is essential to insure
efficient use and control ot the system.

Among the major accomplishments of the work reported
here are the inclusion of provisions for efticient process
creation and management. These functions are provided
throueh the establishment of a system Trattic Controller and
the creation of a virtual interrurpt structure. An effective
mechanism for inter-process communication and
syachronization is realized througzh an Event Manager that
makes use o0f uniquely identitied segments supported wy
eventcount and sequencer primitives. A nRardware controlled
two domain operational environment s created with the
necessary interfacing between domains provided by 3 software
"zate mechanism. Additional support 1s provided through

considerable work in the area ot database initialization and

a technique for limited dynamic memory allocation.

12
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This 1implementation was completed on the commercial AMC

Am96/4116 MonoBoard Computer with a standard Multibus

intertace.

A. BACKGROUND

The briet history of diegital computers has been
characterized by rapid advances in nardware technology and a
continual increase in the number and variety of its
applications. The advent of thie microprocessor has enabled
virtually every level of our society to make use of computer
resources. Today’s desx top microcomputers, costing 1less
than a thousand dollars, have more computing power than the
"giant” computers cf the early 1950°s that cost hundreds of
times that arount.

These rapid advances 1in computer hardware technology
have reversed the economics of the computer desien
environment. Wnile hnardware costs nave decredsed, tane
relative costs of the software required to ettfectively
utilize tnis nardware nas steadily increased until it now
dominates the overall cost of a computer system. This
economic reversal requires tnat developed software be
logical, easy to read, relatively maintenance free, and easy
to debug. Unfortunately, microcomputer operating systems and
applications software tend to be highly speclialized, thus
failine to reasonably exploit tne potential of tne

microprocessor.

11
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As the usage ot computers has expanded, expeclally 1in
the area of sensitive 1information handling, the need for
information security has received ereater recognition. Wnile
ad=hotC attempts have been made to provide 1nterna1. computer
security on larger systems, the problem of information
security on microprocessors has been largely 1ignored to
date.

In an attempt to address the above problems, O°Connell
and Richardson [1] outlired a nieh level design tor a
microprocessor based secure operating system. The goal of
thlis design was to provide information security, distribduted
processing, multiple protection domains, configuration

independence, multiprocessing, and multiprogramming. Since

all computer applications do not require suca a bdroad and

general operating system, the design provided for a family

of operatine systems. This allows a member ot the tamily to

incorporate only the subset of family functions needed for

its specitir application, while providing tor future

expansion. The SASS 1is a membder of tnis operating system
. tfamily.

A brief nistory of prior work done on the SASS 1s now
provided. Parks (2] oprovided the design for the SASS
Supervisor. Tne actual implementation of tne Supervisor
design has not been addressed to date. The initial design of
tne SASS Security Kernel was completed by Coleman (3]. The

works of O°Connell and Richardson (1), Parks (2], and

12




Coleman [3) are available as a single publication trom NTIS
and DDC in a report prepared by Schell and Cox (21). Further
refinements of the Xernel design and partial Kernel
implementation nas been accomplished in three additional
thesis eftorts. Moore and Gary (4] provided the detailed
design and partial implementatior of the Memory Manager
module. Desien refinements for the Inner Traffic Controller
and Traffic Controller modules as well as implementation of
the Inner Traffic Controller was provided by Reitz [5].
Wells [6] provided implementation of the Segment Manager and
Non-Discretionary Security modules as well as partial
implementation of distributed Memory Manager functions.
These design and implementation eftforts provided the basis

for the work described here,

B. EASIC CONCEPTS/DEFINITIONS

This section provides am overview of several concepts
essential to the SASS design. Readers familiar with SASS or
with secure operating system principles may wish to skip to
the next section.

1. Rrocess

The notion of a process has been viewed in many ways
in computer science literature. Oreanick [7] deftines a
process as & set of relaved procedures and data vundergoing
execution and manipulation, respectively, by one of possibdly

several processors of a computer. Madnick and Donovan (8]

13
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view a process as the 1locus of points of a processor
executing a collection of programs. Reed (9] descrites a
process as the sequence of actions taken by some processor.
In other words, it 1is tne past, present, and future
"history of the states of the processor. In the SASS
design, a process 1s viewed as a logical entity entirely
characterized by an address space and an execution point. A
process”’ address space consists of the set of all memory
locations accessible by the process during 1its execution.
This may be vieved as a set of procedures and data related
to the process. The execution point is defined dy the state
of the processor at any egiven instant of process execution.
As a logical entity, a —tprocess may have logical
attribdbutes associated with 1t, sucn as a security access
class, a unique identifier, and an execution state. This
notion of logical attributes should not be confused witn tne
more typical rotion of physical attributes, such as location
in memory, page size, etc. In SASS, a process {is eiven a
security access class, at the time of 1ts creation, to
specify what autnorization it possesses in terms of
information access (to be discussed in the next section). It
i1s also given a unique identifier that provides tor its
ldentification by the system and is utilized for interaction
amonZ processes. A Dprocess may exist in one of three

execution states: 1) running, 2) ready, ana 3) blocked. In

order to execute, a process must be mapped onto (bound to) a

14
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paysical processor in the system., Such a process 1s sald to
be in the “running” state. A process that is not mapped omto
a4 pnysical processor, but is otherwise ready to executé. is
in the "ready” state. A process in the "blocked” state 1is
waitine for some event to occur im the system and cannot
continue execution until the event occurs. At that time, the
process 1s placed into the ready state.

2. Information Security

There is an ever 1increasinz demand for computer
systems that can provide controlled access to the data it
stores. In this thesis, "intormation security is detined as
the process of controlling access to information based upon
proper authorization. The <critical need for irntormation
security should bYe clear. 3Banks and other commercial
enterprises riskx the thett or loss of tunds. Insurance and
credit companies are dbound bdy law to protect the private or
otherwise personal 1iatormation they maintain on their
customers. Universities and scientific institutions must
prevent the unauthorized use of their often over—-dburdened
systems. The Departiment of Defense and other goveranment
agencies must face the very real possibdility that classified
information 1{s bdeine compromised or that weapon s}stems are
being tampered witn. In fact, security reliated problems can
be found at virtually every level of computer usage.

In tne past, attempts have been made to identify tne

security weakness of computer systems by trial and error and
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then tix them. However, Schell (12] has shown that security
cannot be "added on” to an existing system with ary degree
ot confidence that the resulting security system {5
impregnabdble. Security must be explicitly designed into a
system from first principles. The key to achieving provable
information security is realized in the concept of the
"security kermel.” Scnell ([11] provides a detailed
discussion of the usé of this concept in the methodical
deslgn of system security.

The security ot computer systems processing
sensitive information can be achieved bdy two means: external
security controls and internal security controls. In the
first case, security 1is achieved by encapsulating the
computer and all its trusted users within a single security
perimeter establisned by pnysical means (e.g., armed guards,
tences, etc.) This means ot security is often undesirable
due to its added cost of implementation, tne innerent risk
of error-prope manual procedures, and the probler of
trustwortny but error-prone users. Also, since all security
controls are external to the computer system, the computer
1s incapable of securely nandling data at differing security
levels or users with differing degrees of authorization.
This restriction greatly 1limits tne wutility of modern
computers. Internal security controls rely upon the computer
system to internally distinguisn between multiple levels of

information classification and user autaorization. This is

16
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clearly a more desirabdble and tlexible approach to
information security. This does not mean, however, that
external security is not needed. The optimal approach would
be to wutilize 1internal security controls to maintain
information security and external security controls to
provide phaysical protection of our system against sabotagre,
theft, or destruction. The primary concern of this thesis 1is
information 'security and will therefore center its
discussion on the achievement of {information security
through implementation of the security kernel concept.

One might argue that a totally secure  computer
system 1is one that allows no access to its classitied or
otherwise sensitive information. Such a system would not be
of much value to its users. Theretfore, when we say that a
system provides information security, it is oniy secure witna
respect to some specific external security policy
established by 1laws, directives, or regulations. There are
tvo distinct aspects of security policy: non—discretionary
and discretionary. Eacn user (subject) of the system is
given a ladel denoting what classification or level of
access the user i{s authorized, Lixewise, all intormation or
segments (objects) within the system are labelled witn their
classification or level of sensitivity. The
non~discretionary securlty mechanism 1s resgonsibdble for
comparine the authorization of a subject with the

classification of an object and determining what access, if

17
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any, should dbe granted. The DOD security classification
system provides an example 0. the non-discretionary security
policy and is tae policy 1implemented in SASS. Tne
discretionary security policy s a retinement of the
non-discretionary policy. As sucan, it adds & nigner degree
of restriction by allowine a subject to svecify or restrict
who may have access to nis files. It must be emphasized tnat
the discretionary policy is contained within the
non-discretionary polié& and in no way undermines or
substitutes for 1it. This prevents a subject from granting
access that would violate the non-discretionary policy. An
example of discretionary security s provided by tne DOD
"need to know policy. In SASS, the discretiomary policy is
implemented witnin the supervisor [2] by means of an Access
Control List (ACL). There is ap ACL maintained for every
file 1in tne system, which provides a list of all users
authorized access to that flle, Every attempt by a user to
access a fille is ¢tirst cnecked against tne ACL and then
checked against the norn-discretionary security policy. The
"least” or “most restrictive” access found in tnese cnecks
1s then granted to the user,

The relationship between the labels associated with
the subject’s access class (sac) and the object’s acce;s
class (oac) 1is defined bdy a lattice model of secure

information flow (12) as follows ("] denotes 'no

relationship’ ):

18
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1. sac = cac, read and write access permitted

2. sac > oac, read access permitted

3. sac < oac, write access permitted

4, sac | oac, no access permigted
In order to understand how these access levels are
determined, it 1s necessSary to =zain an awvareness of and
gonsideration for several basic security properties.

The Simple Security Property  deals with “read”
access. It states that a4 subject may nave read access only
to those object’s whose classification is less than or egual
to the classification of the subject., This prevents a
subject from reading any object possessing a classification
higner thanp nis own,

The “Confinement Property = (also  Xxnown as
"w-property”) governs "write” access. It states tnat a user
may be granted write access only to those otjects whose
classirication is ereater than or equal to the
classification of the subject. Thls prevents a user from
writinge information of a hieher classitication [(e.z.,
Secret) into a file of a lower classification (e.g.,
Unclassitied). It is noted that wnilé this property allows a
user to write into a file possessing & classification higher
taan nis own, it does not allow him access to any of the
data in that file, The SASS design does not allow a user to
"write up” to higher classifted files. Therefore, in SASS,

"eac < oac” denotes "no access permitted.’

19

[PUPUE




’,_"

by - -
-

Eog

ARV T

- R e e———

The "Compatibility Property  deals witn the creation
ot objects in a hierarchical structure. In SASS, objects
(segments) are hierarcnically organized in a tree structure.
This structure consists of nodes with a root node from which
the tree eminates. The Compatibility Property states that
the classification of objects must dbe non-decreasing as we
move down tane hlerarchical structure. Tnis prevents a parent
node tfrom creatineg a child node of a lower classitication.

Several prerequisites must dbe met in order to insure
that the security kernel design provides a secure
environment. Firstly, every attempt to access data must
invoke the Kernel. In addition, the Kernel must be isolated
and tamperproof. Finally, tne EKernel design must be
verifiadle. This implies that the mathematical model, upon
wnich the Kernel is based, must be proved secure and tnat

the Kernel is shown is to correctly implement this model.

3. Segmentation

Segmentation is a key element of a security Kernel
based system. A segment can be detfined as a logical eroupine
of information, suca as a procedure, file or data area [8).
Theretore, we can redetine a process’ address Space as the
collection of all segments addressable by that process.
Segmentation s the technique applied to efttect management
of those segments within an address space., In a segmented
environment, all retferences within an address Space require
twvo components: 1) a segment specifier (rumber) and 2) the

location (oftset) within the segment.
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A segment may nave several logical and paysical
attributes associated with it. The logical attributes may
include the segment’s classification, size, or permissable
access (read, write, or execute), These logical attribdutes
allow a segment to nicely fit the derinition ot an object
within the security kernel concept, and thus provide a means
for the entorcement of intformation security. A sezment’s
physical attridutes 1include the current location of the
segment, whether Or not the Segment resides in main memory
or secondary storage, and where the segment’s attributes are
maintained by a segment descriptor. The seament descrigptors
for each segment in a process”’ address space are contained
within a Descriptor Seement (viz., the MMU Image in SASS) to
faclilitate the memory management of tnat address Space.

Segmentation supports intormation sharinge by
allowing a single segment to exist in tne address spaces of
multiple processes. This allows us to forego the mainterance
of multiple copies of the same segment and eliminates tae
possibvility of conflicting data. Controllea access to a
segment 1s also enforceda, since each process can have
different attributes (read/write) specified in 1its segment
descriptor. In the implementation ot SASS, any Segment which
s shared, but has read only" access by every process
sharine 1it, is placed in the processor local memory
supporting eacn of these processes rataher than in the global

memory. This 1implies the maintenance of multiple copies- ot
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some shared segments., It 1is noted that tne problem of
"conflicting data  is avoided since this only applies to
read only segments. This apparent waste of memory and nonuse
of existing sharing facilities 1is Justitfied by a design
decision to provide maximum reduction of bus contention
among processors accessing global memory. This reduction 1in
bus contention 1is considered to be of more importance than
the saving of memory space provided by single copy sharing
of read only segments. Thls decision is also well supported
by the occurrence of decreasing memory costs, which we have
experienced in terms of high speed bus costs.
4. Protectlon Domaims

The requirement ¢tor 1isolatinz the Kernel fror the
remainder of the system is acnieved by dividing the address
space of each process iato a set of hierarchical domains or
protection rings [13). O°Connell and Richardson [1) defined
three domains in the family ot secure operatineg systems: the
user, the supervisor, and the kernel. Only two domains are
actually necessary in the SASS design since it does not
provide extended wuser applications. The Kernel resides in
the inner or most privilegsed domain and has access to all
segments in an address space. System wide data trases are
also maintained within the Kernel domain to 4insure their
accessibility 1s only througnh the Kernel. The Supervisor
ex1sts in the outer or least privileged domain where 1{ts
access to data or Seegments within an addressS space is

restricted.
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¥hile protection domains may be created through

either hardware or software mechanisms, a hardware
implementation provides much greater efficiency. Current
microprocessor technology only provides for the
implementation of two domainms. This two domain restriction
does not support O°Connell and Richardson’s complete tamily
design, but it is sufficient to allow hardware
implementation of the ring structure required by the SASS
subset,
5. Abstraction

Dijkstra [14] nas shown tnat the notion of
abstraction can be used to reduce the complexity of a
problem by applying a gemneral solution to a number of
specific cases. A structure of 1increasing -levels of
abstraction provides a powerful tool ¢for the design of
complex systems and generally leads to a bdetter design with
greater clarity and tewer errors.

Eacn 1level of atstraction creates a virtual
nierarchical machine [8] wnicn provides a set of "extended
instructions” to the system. A virt&srﬂqggnine cannot make
calls to another virtual machine at éb higher level of
abstraction and in fact is unaware of 1its existence..“gq;s
implies that a level of abstraction is independent of ;ﬁ;"'
nigner levels. Thls independence provides for a 1loop-free
design. Additionally, a higher level may only make use ot
the resources of a lower level by applying the extended

instruction set of the lower level virtual machine.
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Therefore, once a level of abs;raction is created, any
nigher level is only interested in the extended instruction
set it provides and is not concerned witn’tng details of its
implementation. In SASS, once & 1level of abstraction 1is
created for the physical resources of the system, these
resources become "virtualized making the nigner levels of
the design independent of tne pnysical configuration of the

system.

C. THESIS STRUCTURE

This thesis describes the implementation ot the process
management functions for the SASS. The design base for tais
implementation evolved from the secure family ot operatine
systems designed by O’Connell and Richardson (1). The
programming language utilized in this implementation was
PLZ/ASM assembly coade [20].

Chapter I provided an 1introduction to the Secure
Arcnival Storage System and a discussion of the bastic
concepts which underlie a secure operating system
environment.

Chapter II will provide a discussion of tne SASS design.
An overview of the entire SASS system 1s presented along
with more detailea description of the modules comprising
SASS and their associated databdases.

Chapter III discusses the 1issues bearine on this
implementation and the refinements made to previous SASS

related work. A discussion concerning the initialization of
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the datatases utilized by tne current SASS demonstration ts

also presented.

Chapter IV presents the {mplementation ot process
manageme~t (viz., the Traffic Controlier, Event Manager,
Distributed Memory Manager, aund Gate Keeper stud modules). A
description of design and implementation criteria, and
decisions made durineg implementation are also discussed in

this chapter.

Chapter V provides the conclusions reached, the status
of the researcn, and recommendations relative to the
continuation and extension ot this work.

The appendices include the PLZ/ASM code for tne modules
implemented and retined. The complete program listings for
the Secure Archival Storage System may be obtaired from a

report prepared by Schell and Cox [22].




II. SECURE ARCHIVAL STORAGE SYSTEM DESIGN

This chapter provides an overview ot the SASS {n {ts
current design state, The 1intent of tnis summary is
threetold. First, it 1is intended to provide an overall
understanding of tne SASS itself. Secondly, it wiil provide
an 1interrelationship between the work done in this thesis
and previous work performed on SASS. Lastly, it proviaes a

current base upon which further SASS development can occur.

A. BASIC SASS OVERVIEW

The purpose of the Secure Archival Storage System is to
provide a secure "data warenouse or information pool wnichn
can be accessed and shared by a varliabdle set of host
computer systems possessing dittering security
classifications. The primary goals of the SASS design are to
provide 1information security and controlled sharine ot data
among system users,

Figure 1 provides an example ot a possible SASS  usage.
The system is used exclusively <for managing an archival
storage system and does not provide any programming services
to its users. Thus the users ot the SASS may only create,
store, retrieve, or modify files within the SASS. The host
computers are hardwired to the system via the I/0 ports ot

the Z86P1 with each connection having a fixed security
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classitrication. Each host must nave a Separate connection

for eacn security ievel 1t wishes to work on (It is
important to note that Pigure 1 oaly represents the logical
interfacing of the system. Specitically, the actual
connection with the nost system must bhe interfaced with the
Kernel as the 1I/0 instructions for tne port are privileged).
In our example, Host #1 <can create and modity énly Top
Secret files, but it can read files wnich are Top Secret,
Secret, Contidenvial, or Unclassitied. Likewise, Host #2 can
create or modify secret files, using its secret connection
or contidential files, using 1ts contidential <connection.
Host #2 <cannot create or modify Top Secret or Unclassified
files.

In order to provide information security and controlled
sharing of files, the SASS operates in two domains: (1) tne
Supervisor domain and (2) tne Kernel domain. The SASS
achieves this desired environment through a distrituted
operating. system design wnica <consists of two ©primary
modules: the Supervisor and the Security Kernel. Eacn nost
system connected to the SASS nas associated with it two
processes within the SASS which perform the data transfer

and file management on benalf of that nost. The nost

¥,
£,
]
b
t

computer communicates directly with i1ts own I/0 process and

>
wo

File Manager process within the SASS.
We can use our notion of abstraction to present a system

overview of the SASS. The SASS comnsists of four primary
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levels of abstraction:

Level 3-The Host Computer Systems

level 2-The Supervisor

Level 1-The Security Kernel

Level @-The SASS Hardware
A pictorial representation of this abstract system overview
is presented in Figure 2, This representation is limited to
a4 dual nost system for clarity and space restrictions. Note
that the Gate Keeper module 1is 1in actuality the 1logical
boundary between levels one and two and as such willl te
describded separately.

Level 3, the host computer systems, of SASS has already
been addressed. It should be noted that the SASS design
makes no assumptions about the host computer systems.
Therefore each host may bdbe of a different type or size
(i.e.~- micro, mini, or maxi-computer system). Furthermore,
the necessary physical security of tae host systems and

their respective data links with the SASS is assumed.

B. SUPERVISOR

Level 2 of the SASS system is composed of the Supervisor
domain. As already stated, the SASS consists nf two domains.
The actual implementation of these domains was ereatly
simplified since the 7Z8@Y1 microprocessor provides two modes
cf execution. The system mode, with which the Xernel was

implemented, provides access to all macaine instructions ard
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all segments within the system. The normal mode, with which
the Supervisor was implemented, only provides access to a
limited subset ot machine instructions and segments within
the system, Tnerefore, tne Supervisor operates in an outer
or less privileged domain than the Kernel.

Tne purpose of tne Supervisor is to manage the aatad link
between the host computer systems and the SASS by means of
Input/Output control, and to create and manage the file
hierarchy of each host within the SASS. These functions are
accomplisned via an Input/Output (I/0) process and a File
Manazer (FM) process within the Supervisor. A separate FM
and I/0 process are created and dedicared to each host at
the time of system initialization.

1. File Manager Process

The FM process directs the interaction between the
nost computer systems and the SASS. It interprets all
commands received from the Host computer and pertorms the
necessary action upon them throuzh appropriate calls to the
Kernel. The primary fJ;ctions of tne FM process a4are tne
management of the Host’s wvirtual ¢tile system and the
enforcement of the discretionary security policy.

The virtual flle system of the Host is viewed as a
hierarcay of files wnica are 1implemented in a ziree
structure. The five basic actions which may ©bve 1inltiated
upon a file at this level are: 1) to create a tile, 2) to

delete a file, 3) to read a file, &) to store a file, and 5)
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to modify a tile. The FM process utilizes a FM Known Segment
Tanie (FM_KST) as tmne primary datadase to aid in tals
managzement.

The FM process maintains an Access Control List
(ACL) through which it enforces the discretionary security
in SASS. Tne FM process initializes an ACL for every file in
1ts Host’s file system. The ACL is merely a list of all
users tnat are autnorized to access tnat file, Tne ACL 1is
checked upon every attempt to access a file to determine its
autnorization. Tne user (nost computer) directs thne FM
process as to what entries or deletions snould be made 1in
the ACL, and as such, specifies who ne wisnes to nave access
to his file. AsS noted earlier, discretionary security is a
refinement to the Non-Discretionary Security Policy and
therefore can only bte utilized to add furtaer access
restrictions to those provided by the Non-Discretionary
Security. This prevents a user from granting access to a
tile to someone who otherwise would not bde authorized
access.,

2. Input/Output Process

The I/0 process 1is responsible ¢tor managing the
iaput and output of all data bdetween the nost comruter
systems and the SASS. The 1/0 process is subservient to the
FM process and receives all of its commands from it. Data is
transferred between the SASS and Host Computer systems 1in

fixed size “packets . These packets are brokem up into taree
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basic types: 1) a synchronizatiorn packet, 2) a cormand
packet, and 3) a data packet. In order to insure reliable
transmission and recelpt of packets between the Eost
computer and the SASS, there must exist a protocol between
them. Parks ([2] provides a more detailed description of

these packets, and a possible multi-packet protocol.

C. GATE KEEPER

The primary objective of the gate keeper is to¢ 1isolate
the Kernel and make it tamperprootr. This eoal 1{is
accomplished dy reason of a software ring crossing mecnanism
provided by the 2ate keeper. In terms ot SASS, this notior
of ring-crossing” is merely the transitiom from tne
Supervisor domain to the Kernmel domain. As noted earilier,
the gate keeper establishes the logical boundary between the
Supervisor and the Kernel, and as a matter of course, it
provides a single software entry point (enforcea by
hardware) into the Kernel. Therefore, any call to the Kernel
must first pass through the gate keeper.

The gate Kkeeper acts as a trap handler. Cnce it is
invoked by a user (Supervisor) process, the hardware preempt
interrupts are masked, and the user process’ registers anad
stack pointer are saved (within the kernel domain). It then
takes the areument list provided by the caller and validates
these passed parameters to insure their correctness. To aid

in the validation of these parareters, the =2ate keeper
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utilizes the Parameter Tabdle as a database. The Parameter
table contains all of the permitted functions provided by
the Kernel. These relate directly to the extended
instruction set (viz., Supervisor calls) provided by the
Kernel (these extended instructions will be described in the
next section). If an invalid cail is encountered by the gate
keeper, an error code is returned, and the EKeranel s not
invoked. If a wvalid call is encountered by tne gate keeper,
the arzuments and control are passed to the approrriate
Kernel module.

Once the Kerrnel has completed its actiocn on the user
request, it passes the necessary parameters and control back
to the gate keeper., At this point, the gate keerer
determines if any software virtual preempt interrupts have
occurred. If they nave, then the virtual preempt nandler {is
invoked vice the Kernel bdeins exited (virtual interrupt
structure is discussed in chapter III). Correspondingly, if
a softvare virtual preempt has not occurred, then the return
arguments are passed to the user process. The user process’
reeisters and stack pointer (viz., its execution point) are
restored and control returned to the Supervisor domairn. A
detailed description ot the Gatve KXeeper 1intertace and

implementation is provided in chapter IV.
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D. DISTRIBUTED KERNEL

Level 1 of our abstract view of SASS consists of two
components: the distributed Kernel and tne non-distrituted
Kernel. Thnese two e€lements comprise the Security Kernel ot
the SASS. The Security Kernel nas two primary objectives: 1)
the management of the system’s nardware resources, and 2)
the enforcement of the non—-discretionary security policy. It
executes in the most privileged domain (viz., thne system
mode of the Z80€1) and has access to all machine
instructions. The following sectior will provide a trief
description of the distriputed Xernel, its components, and
the extended instruction set it provides. A discussion of
the non-distributed Kernel will ©be giver 1in the next
section.

The distributed Kernel consists ot those Kernel modules
whose segments are contained (distributed) 4in tre address
space of every user (Supervisor) process. Thus, in etfect,
the distridbuted Kernel is shared by all wuser processes in
the SASS. Tne distripbuted Kernel is composed of the Segment
Manager, the Event Manager, the Non-Discretiomary Security
Module, the Traffic Controller, the Inner Traffic
Controller, and the Distributed Memory Manacger Module. The
Segment Manager and the Kvent Manager are the only user
visible” modules in the distributed Kernel. In other words,
the set of extended instructions avalilable to user preccesses

invoke either the Segment Manager or the Event Manaeer.

35

M : A f R R R T ey

o £ AR o Tra e ey R4 Brpaps

7 P T, W FTRPT AT P~ ¢ T (s



R MW_M

1. Segment Manager

The objective of the Sggment Manager 1is the
management of & process’ segmented virtual storage. The
Segment Manager 1s 1invoked by calls from the Supervisor
domain via the gate keeper., Calls to tne Segment Manager are
made by means of six extended instructions provided by the
segment manarker. These extended instructions (viz., entry
points) are: 1) CREATE_SEGMENT, 2) DELETE‘SEGNENTA. 3)
MAKE_KNOWN, 4) TERMINATE, 5) SM_SWAP_IN, and €) SM_SWAF_OUT.
The extended instructions CREATE_SEGMENT and DELETE_SEGMENT
add and remove Segments ftrom the SASS. MAKE_KNOWN and
TERMINATE add and remove segments from the address space cof
a process. Finally, SM_SWAP_IN and SM_SWAP_OUT move Segements
from secondary storage to main storage and vice versa.

The primary database utilized by the Seement Manager
is the Known Segment Table (KST). A representatior c¢f the
structure of the KST is provided in trisure 2. The KST 1is a
process local database that contains an entry for every
sezment in the address Space of that process. The KST is
indexed by segment number with each record of the KST
containine descriptive intormation tor a particular segrent.
The KST provides a mappiang mechanism by which the segment
number of a particular Segment c¢an be converted 1iato a

unigue nandle for use by the Memory Manager. The Memory

Manaeger will be discussed in the next section.
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2. Event Manager
The purpose of the Event Manager is the management

ot event data which 1is associated with interprocess
communications witain the SASS. Tnis event data is
implemented by means of eventcounts (a synchronization
primitive discussed by Reed [15)). Tne Event Manager 1is
invoked, via the Gate Keeper, by user processes residine in
the Supervisor domain. There are two eventcounts dassociated
with every segment existing in the Supervisor domain. These
eventcounts (viz., Instance 1 and Instance 2) are maintairned
in a database residing in the Memory Manazer. The Event
Manager provides 1its management functions througn its
extended instruction set READ, TICKET, ADVANCE, ard AWAIT,
and in conjunction with tne extended 1nstruction5 TC_ADVANCE
and TC_AWAIT oprovided by the Traffic Controller‘(to te
discussed next). These extended instructions are based on
the mechanism of eventcounts and sequencers ([15]. The Event
Manager verifies tne access permission of every interprocess
communication request through the Non-Discretionary 3ecurity
Module. The extended instruction REAL provides tne current
value of the eventcount Trequested by the caller. TICKET
provides a complete time ordering of possitly concurrent
events through the mechanism of sequencers. The Event
Manager will be discussed in more detail in cnapter IV,

3. Non~-Discretiorary Security Module

The purpose of tae Non-Discretionary Security Module

(NDS) 1s the enforcement of the non-discretiomary security
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policy of the SASS. Wnile the current implementation of SASS

represents the Department of Detense Ssecurity policy, any
security policy which may bte reprecented through a lattice
structure (12] may also be implemented. The NDS is invoked
via its extended instruction cet: CLASS_EQ and CLASS_GE. Tne
NDS is passed two classifications which it compares and then
analyzes their relationsnip. CLASS_EQ will return & true
value to the calline procedure only it the 1two
classitications passed were equal. The CLASS_GE 1instruction
will return true it a given classification is analyzed to be
either greater than or equal to another given
classification. The NDS does not utilize a data base as it
works only with tne parameters it 1s passed.
4, Traffic Controlier 4
The task of processor scﬁeduling is performed ty the
traffic controller, Saltzer (16] defines traffic controller
as tne processor multiplexing and control communication
section of an operating system. Tne current SASS design
utilizes Reed’s [9] notion of a two level traffic
controller, comsisting of: 1) a Traffic Controller (TC) and
2) an Inner Traffic Controliler (ITC).
The primary function of the Traffic Ccntroller s
thke scheduline (binding) of user processes onto virtual
processors. A virtual processor (VP) 1is an atstract data

structure that sSimulates a physical processor through the

preservation of an executing process’ attritutes (viz., tne
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execution point and address space). Multiple VP’s may exist
tor every physical processor in the sSystem. Two VP’s are
permanently bound to Kernel processes (viz., Memory Manager
and Idle) and as such are not in contention tor process
scheduling. These processes and tneir corresponding virtual
processors are invisible to the TC. The remainine virtual
processors are either 1dle or are temporarily bound to user
processes as Scheduled by the TC. The database nutilized by
the TC 1in process scheduling is the Active Process Table
(APT). Fizure 4 provides the structure ot the APT.

The APT 1s a system—-wide Kernel database containing
an entry for every user process in the system. Since the
current SASS design does not provide for dynamic process
creation/deletion, a user process is active ftor the life of
tne system. Therefore, tne size of the APT is fixed at the
time of system szeneration. The APT is logically composed of
three parts: 1) an APT neader, 2) the main body of tne APT,
and 3) a VP tabdle. The APT neader includes: 1) a Llock to
provide for a mutual exclusion mecnanism, 2) a Running List
indexed by VP ID to identify the current process runnine on
each VP, 3) a Ready List, whicn points to the linked list of
processes which are ready tor scheduling, and 4) a Blocked
List, wnich points to tte linked iist of processes which are
in the blocked state awaiting the occurrence of some event.

A design decision was made to incorporate a single

list of blocked processes instead ot the more traditional
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notion of <separate lists per eventcount because of its
simplicity and its ease of implementation. Thnis decision
does not appreclably atfect system performance or efficiency
as the "dlocked” list will never bde very long. The VP table
is 1ndexed by logical CPU number and specifies the numbder of
VP“s associated witnh the logical CPU and its first VP in the
Running List. The logical CPU number, odbtained during system
irnitialization, provides a simple means of uniquely
jdentityine each physical CPU 1n the system. The main body
of the APT contains the user process data required for 1its
ettficient control and scheduling. NEXT_AP provides the
linked list threading mechanism for process entries. The DBR
entry 1is a handle 1identitying the process’ Descriptor
Segment which 1s employed in process switching and memory
managzement. The ACCESS_CLASS entry rprovides every process
with a security label tnat is utilized by the Evernt Manager
and the Segment Manager in the entorcement  of the
Non-Discretionary Security Policy. The PRIORITY and STATE
entries are the primagy data used by the Trattic Controller
to effect process scheduling. AFFINITY identifies the
logical CPU which is associated with the process. VP Il 1is
utilized to identify tne virtual processor that is currently
bound to the process, Finally., the EVENTCOUNT entries are
utilized dy the TC to manage processes which are blocked and
awaitine the occurrence of some event. FANLLF identifies the

segment assoclated with the event, INSTANCE specifies the
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event, and COUNT determines which occurrence ot the event is
needed.

The Traffic Controller determines the scheduling
order by process priority. Every process 1is assigned a
priority at the time of i{ts creation. Once scheduled, a
process will run on its VP until it either blocks 1tself or
it {s preempted by a higher priority process. To insure that
the TC will always have a procesS avajlable for scheduling,
there logically exists ar idie’ ©process for every VP
visible to the TC. These idle  processes exist at the
lowest process priority and, consequently, are scneduled
only i¢ there exists r£o usetul work to be pertormed.

Tne Tratfic Controller 1s invoked by the occurrence
of a virtual preempt 1interrupt or throuzh {its extended
instruction set: ADVANCE, AWAILT, PROCESS_CLASS, and
GET_DBP_NUMBER. ADVANCE and AWAIT are used to implemert the
IPC mechanism envoked by tne Supervisor. PROCESS_CLASS and
GET_DBR_NUMBER are <called by the Sezment Manager to
ascertain the secur.ty lavel and DBER handie, respectively,
ot a named process. A more de-ailed discussion ot the TC s
provided in chapters III and IV,

3. rattric Controller

The Inner Traffic Controller is the second part of
our two-level <traffic controller. Basically, the ITC
performs two functions. It multiplexes virtual processors

onto the actual physical processors, and {t provides the
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primitives for wanich 1inter-vp communication witnin tne
fernel is irplemented. A design choice was made to provide
€ach physical processor in tne system with a smalil tixea set
of virtual processors. Two of these VP’s are permanently
bound to the Kernel processes. Tne Memory Manager 1is tound
to the highest priority VP, Conversely, the ldle Process is
bound to the lowest priority VP and. as a result, will only
be schneduled 1if there exists no useful work for the CPU to
perform. Tne primary database utilized by tne ITC 1s tne
Virtual Processor Table (VPT). Fieure 5 {llustrates the VPT.

The VPT is a system wide Kernel database containing
entries for every CPU in the system. The VPT is lozically
Composed of four parts: 1) & neader, 2) a VP qata table, )
a messaee table, and 4) an external VP 1ist., The header
includes a LOCK (spin lock) that provides a mutual exclusion
mechanism tor table access, a RUNNING LIST (indexed by
logical CPU #) that identities the VP currently running on
the corresponding pnysical CPU, a READY LIST (irdexed by
logical CPU #) wnich points to tne linked list of VP’s wnicn
are in the “ready” state and awaiting scueduling on trat
CPU, and a FREE LIST wnicnh points to tne linked list of
unused entries in the message tabdle. The VP data tabdle
contains tne descriptive adata required ¢ty tne ITC to
effectively manage the virtual processors. The DBR entry
points witnin tne MMU Image to tne descriptor segment for

the process currently running on tne VP. PRI (Priortity),
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STATE, IDLE_FLAG, and PREEMPT are the primary data used ty
the ITC for VP scheduling. PREEMPT indicates whether cr not
4 virtual opreempt 1is pending for tne VP. The IDLE_FLAG 1is
set whenever the TC nhas bound an idle  process to tre VP,
Normally, & VP with the IDLE_FLAG set will not be ccneduled
by the ITC as it nas no useful work t¢ pertform. In fact,
sucn a VP will only be scheduled if tne PREEMPT *lag is set.
This scheduling will allow the VP to be ziven (dbound) to
anotner process. PHYSICAL PROCESSOR contains an entry from
the Processor Data Seasment (PRDS) that identities the
physical processor tnat the VP is executing on. EXT_VP_ID ts
the identitier by which the VP 1is known by the Trattic
Controller. A design choice was made to nave tne EXT _VP_ID
equate to an oftset into the Exterral VP List. The ZExternal
TP List specifies the actual VP ID (viz., VPT entry number)
tor each external VP 4{dentirier. This precluded the
necessity for run time calculation of offsets ¢tor the
EXT_VP_ID. NEXT READY VP provides the threading mechanism
for tne Ready linked 1list, and MSG LIST points to tne
first entry in the Message Table containing a message for
tnat VP, The Message Table provides storage for the messages
generated in the course ¢f Inter-Virtual Processor
communications. MSG contains the actual communication being
passed, while SENDER identifies the VP which initiated the
communication. NEXT_MSG provides a tareading mecnanism for

multiple messages pending for a single VP,
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The ITC 1s 1invoked by means of 1{ts extended

instruction set: WAIT, SIGNAL, SWAP_VDBR, IDLE, SET_PREEMPT,
and RUNNING_VP. WAIT and SIGNAL are the primitives emrloyed . !

in implementing the Inter-VP communication. SWAP_VDBR, IDILE,

SET_PREEMPT, and RUNNING_VP are all invoked by tne Tratfic

Controller. SWAP VDBR provides the means by whicn a user

process 1s temporarily bound to a virtual processor. ILLE
binds the " Idle” process to a VP (the 1implication of this

k™ instruction will be discussed later). SET_PREEMPT provides

the means of indicating that a virtual preempt interrupt 1{is
pendine on a VP (specitied by the TC) by settine the PREEMPT
flag for trhat VP in the VPT, RUNNING_VP provides tae TC with
tte external VP Il of tne virtual processor currently
running on the physical processor.

: 6. Distributed Memory Manaeer

The Distridbuted Memory Manager provides an interface
structure between the Segment Managser and the Memory Manager
Process. This interfacing 1s necessitated by the fact that
the Memory Manager Process does not reside in the
Cistributed Kernel and consequently is not included 1in the
user process’ address space. The primary tunctions pertormred

in tnls module are tae establishment of Inter-VP

Communication between the VP bound to its user process and
1 the VP permanently bound to the Memory Manager Process, the !
manipulation of event data, and the dynamic allocation of

available memory. Tne Distributed Memory Manager Module is
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invoked by the Segment Manager through its extended

instruction set: MM_CREATE_ENTRY, MM_TELETE_ENTRY S

MM_ACTIVATE, ™M_DEACTIVATE, MM_SWAP_IN, and MM_SWAP_OUT.
These extendea instructions are wutilized on & one to one
basis dy the extended instruction set of the Segment Manager
(e.2., SM_SWAP_IN utilizes (calls) MM_SWAP_IN). wells (6}
provides a more detailed description of tnis portion of the
Cistributed Memory Manazer and the extended instruction set
associated with 1t.

The Distributed Memory Manager 1is also 1invoked
tarougn its remaining extended instructions:
MM_READ_EVENTCOUNT, MM_TICKET, MM_ADVANCE, and MM_ALLOCATE.
These Distributed Memory Manager functions will be discussed

in detail in chapter IV.

5. NON-DISTRIBUTED KERNEL

The Non-Distributed Kernel s the second element
residing in Level 1 of our apstract system view of the SASS.
The sole component of the Non-Distributed Kernel is the
Memory Manager Process.

1. Memory Manager Process

The primary purpose of tne Memory Manager Process is
the management of all memory resources within the SASS.
Tnese include tne local and global main memories, as well as

the hard-disk based secondary storage. A dedicated Memory

Manager Process exists for every CPU in tne system. Eacn CPU
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possesses a local memory where procesS local sSeesments ard
shared, non-writeable segments are stored. There 1s also a
£lobal memory, to which every CPU has access, where the
snared, writeabdle segments are stored. It 1s necessary to
store these shared, writeable segments in the global memory
to ensure tnat & current copy exists for every access.

The Memory Manaeger Process is tasked by other
processes witnin the Kermel domain (via Signal and Wait) to
perform memory management functions. These basic functions
include the allocgtion/deallocation of local and glotal
memory and of secondary storage, and the transfer of
segments between tne local and global memory and tetween
secondary storage and the main memories. Tne extended
instruction set provided by the Memory Manager Process
includes: CREATE_ENTRY, DELETE_ENTRY, ACTIVATE, DEACTIVATE,
SWAP_IN, and SWAP_OUT. These instructions correspond one to
one with those of the Distributed Memory Manager Module. The

system wide data ©bases wutilized by all Memory Manager

Processes are the Global Active Segment Tabdle (G_AST), tne
Alias Table, tne Disk Bit-Map, and tne Global Memory Bit
Map. The processor local databases used by each Memory
Manager Process are tne Local Active Segment Tabdble (L_AST),
and the Local Memory Bit Map. Gary and Moore (4] provide a

detailed description of tne Memory Manager, 1its extended

instruction set, and its databases.
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A summary of tne extended instruction set createa ty

thé components of tne Security Kernel is provided by Fizure

5. One mignt question tae prudence ot omitting

TEYS_PREEMPT FANDLER and VIRT_PREEMPT_HANDLER (viz., the

nandier routines tor paysical and virtual interrupts’ trom

the extended instruction set as both of tnese interrupts may

,' ; te raisea {viz., 1initiateda) from within <the Kernel. A
_ decision was made to not classify these handlers as
"extended instructions” since they are only executed as the
result of a physical or virtual interrupt and as such cannot
e direstly invoked (viz., "called”) by any module in the

system, A summary of the databases utilizea ¢ty KXernel

modules is presented in Figure 7.

- F. SYSTEM HARDWARE

Level 9 ot the SASS consists ot the system hardware.
-Q This nardware incluaes: 1) tne CPU, 2) the iocal memoryv, 3)
> the e#lobal memory, 4) the secondary storage (viz. nard
f* disk), and S) tne I/0 ports connecting tne Host computer
systems to the SASS. Since the SASS desien allows for a
multiprocecsor environment, tnere may exist multivle CPU’s H
and local nmremories. The target marhine selected tor the
initial implementation of the system 1is ttne Zilog ZI8¢¢1
microprocessor (17). The Z8#01 is a eeneral purpose 16-bit,

register oriented machine tnat nhds <ixteen 16-bdit general

purpose Treeisters. It can directly address 8M bdbytes of
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Create_Sezment®
Make_Known¥
SM_Swap_In*
Read*

Advance*®

Class_EQ

TC_Advance
Frocess_Class
Signal
Swap_VDBR
Set_Preempt
Running VP
MM_Create_Entry
MM_Activate
MM_Swap_in
Create_Entry
Activate

Swap_In

* Denotes user visible instructions

Figure 6.
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Figure 7. Kernel Databases
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Known_Segmernt_Tatle (XKST)
Active_Process_Table (APT)
Virtual_Processor_Tabdle (VPT)
Memory_Management_Unit Image

(MMU)
Global_Active_Segment_Table (G_AST)
Local_Active_Segment_Tabvle (L_AST)
Disk_Bit_Mmap
Glooal_Memory_Bit _Map

Local Memory_Eit_Map




memory, extensitle to 48M opvtes, Tne Ze&d¢l arcanitecture
supports memory segmentation and two—domain operations. The
memory se<mentation capability is proviced externaily by the
2iloz Z8¢10 Memory Maragement Unit (MMU). Tne ZErlg.MMU [1€)
provides management of the Z84¢1 addressable memory, daynamic
segment relocation, and memory protection. ™Memory segments
are variable in size from 256 bytes to 64K tytes and are
identitied by a set of 54 Seement Pescriptor EHeeisters,
wnich supply the information needed to map logical memory
addresses to physcal memory addresses. Each of the b4
Cescriptor Registers <conteins a 16-bit base address tfield,
an E-bit 1limit ftield, and an E&-dit attridbute tield.
Untortunately, the ZB@¢¥1 nardwdare was not available tor use
during system development. Thnerefore, all work to date has
been completed throvgn utilization of tne 8e¢2
non—segmented version of the -ZEMGZ microprocessor tamily
{17]. Tne actual nardware used in thnis implementation is tne
Advanced Micro Computers AmY6/4116 MonoBoard Computer (1Y)
containing the AmZB8ee2 sixteen it non—-segmented
microprocessor. This computer provides 32K bytes ot on-toard
RAM, 8k bytes ot PROM/ROM space, two RS232 serial I/0 ports,
24 parallel I/D9 1lines, and a standard INTEL Multibdbus
iatertace, The general structure of the design nas teen
preserved by simulation of the segmentation nardware in
software. Tnis software MMU [mage (see Figure 8) is created

as a database within the Inner Trattic Controller.
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Tne MMU Image is a processor-iocal database indexea by
DER_No. Bach DBR_No represents one record witaiz the MMU
Image, Eacn record is an exact sotriware copy »f tne Segment
Pescriptor RBegister set in the nardware MMU, Each element of
this software MMT Image 1s in tne c<ame form utiilized ty tine
speclal I/0 instructions to ioad the nardware MMU. Each DER
record 1s indexed ty segment number (Segsment_No). Eacn
Segment_No entry is composed ot three tieldas: Ease_Adar,
Limit, and Attributes, Base_Addr is & 16-pit rield wnicn
contains the base address of the seesment in physcal memory.
Limic is arn 8-~bit field +tnat specifies the number of
contiguous blocks of memory occupled bdy the segment.
Attributes is an B-pit field representing 1he eight tlaes
wﬁicn specify the segment’s attriputes (e.z., read’,

"execute”, ‘write', etc.).

G. SUMMARY

4z extended overview 0t the current SASS desiea has been
presented in this cnapter. The four major levels of
abstraction comprisice the SASS system have been identified
and the majfor components of eacn level have been discussed.
The extended instruction set provided dy the SASS Wernel was
also defined. With this background, the actual details cf
this implementation will be descrided in chnapters Ill and

1v.
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III. IMPLEMENTATION ISSUES

Issues btearing on the 1implementation of process
management and refinements made to existing mcdules are
presented in tnis chapter. Process management tor the SASS
was provided through tne implementation of the Traffic
Controller Module, the Event Manager Module, the Pistributed
Memory Manager Module, and a Gate Zeeper Stub (system trag'.
Additionally, since a demonstration/testbed was inteeral to
the testing ard verification »f tne implementation, it was
necessary to complete other supportive tasks. These
supportive tasks included limited Kernel datatase
initialization, revised preempt interrupt handline
mechanisms, Idle process definition and structure, and

additional refinements to existing modules.

A. DATABASE INITIALIZATION

Previous wore on SASS has relied on statically bduilt
databases, whicn proved to be sufficient for demonstration
of a single processor, single nost supported system. In the
current demonstration, multiple nosts are simulated, and the
Kernel data structures have bdeen refined to represent a
multiprocessor enviromnment. Since a multiprocessor system
was unavailabdle at the time of this demonstration, several

"runs” were made and traced, using daifferent logical CPU
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numbers, to snow the correctness of this structure. Due to
this  multiprocessor representation and simulation of
mulitiple hosts, tne use of starically built Kernel datatakes
was no lorger convenient. Theretore, it Decame necessary 1o
provide initiaiization routines for tne dynamic creatior of
those Kernel databases requirea tor this implerentation.
¥nile it waes not tne 1intent of this ettort to implement
system initialization, care was taken 1in the writing of
these initializine routines so that they might be utilized
in tne system intiaiization implementatvion with, nopefuily,
minimal retfinement. Tatabase initialization was restricted
to tnose databases existing in tne Inner Tratfic Clontroller
and the Trattfic Controller. Limited elements ot the Known
Segment Table (KST) and Global Active Segment Table (G_AST)
were also created tor demomstration purposes.

1. Inner Traffic Controller Initialization

A “Bootstrap Loader” Module, which loeically exists
at a higner level of abstraction within tne Xerrel, was
created to initialize the databases ot the Inner Tratfic
Controller. Tnis initialization includes tne creation of: 1)
the Processor Data Segment (PRDS), 2) an MMU “ap, 2) Kermel
domain stack segments ftor Kernel processes, 4) allocation
and updatine ot MMU entries tor Kernel processes, and §5)
Virtual Processor Table (VPT) entries.

Thne PRDS was loaded with constant values that

specify tne pnysical CPU ID, togical CPU ID, and numoer of
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YP’s allocated to the CPU. A design decision was made to

allocate logical CPU ID’s in increments ot two (beginning
with zero) <o that they cculd be used tc directly access
lists indexed by CPU number. The MMU map, constructed as a
"byte” map, was created to specify allocatea and free MMU
Image entries.

A separate procedure, CREATE_STACK, was created 1to
establish the 1initial Kernel domain stack conditions tor
Kernel processes. A discussion and aiagram of tnese initial
stack conditions is presented in the next section.
ALLOCATE_MMU cnecks tne MMU Map and allocates tne next
availave MMU entry to the process being created. The PRDS is
inserted in tne alleccateda MMU entry and the LER numober is
returned to the calling procecure. The DBR rumber (nandie)
is merely the offset of the DBR in the MMU Image. Sirce tne
IT™C deals with an address rather than a handle, a procedure,
GET_DBR_ADDR, was created to convert tnis offset 4irnto a
physical address. UPDATE_MMU_IMAGE 1is tne gproceaure wnich
creates or modifies MMU Image entries. UPCATE_MMU_I[MAGE

accepts as arguments the DER number, segment rumber, segment

atiributes, and segment limits, To faciliitete process
switching and control, various process segments must possess
the same seement number system wide. This 1is accomplisred
durine initialization tarough the use ot the

UPDATE_MMU_IMAGE procedure. In the ITC, theSe sesrents

include the PPDS (segment numder zero) and tne ¥ernel stack

segment (seement number one).




t r‘w' R 4

o

b o

Tne tinal task required in ITC intialization is tne
creation of the VPT. The VPT neader is initialized with the
"running” and "ready” lists pointers set to a ‘nit’ state,
and the 'free  1list pointer set to the first eLtry ir tne
messaze table. Virtual Processor entries are inserted in the
main bedy of the VPT by the UPDATE_VP_TASIE nrocedure.
Entries are tirst made tor the VP’s permanently bound to the
Memory Manager and Idle ﬁrocesses. The VP bound to the MM
process is ziven a priority ot 2 (hizhest), and tnre VP bound
to the Idle process is given a priority ot € (lowest). The
External VP ID for botn of tnese VP’s is set to ail as
they are not visible to the Traffic Controlier. The
remaining VP’s allocated to the CPU (viz., TC vicitle VF’s)
are then entered in the VPT with a priority of 1
(intermediate), and tneir “idle” and "preempt” rlags are
set. The preempt flag 1s set for trese TC visibie VP’s to
insure proper scneduling by tne Traffic Controller. The LEBR
tor these remaining VP’s 1is initiallized with the Idle
process DBR. A discussion ot "idle” processes ana VP’s will
be provided later in tris chapter. The Externai VP 1ID ftor
each TC visible VP 1is merely the offset of the next
availabvle entry in tne EXTERNAL VP LIST. This External VF ID
is entered in the VPT, and tne corresponding V2 ID (viz.,
VPT Entry #) is entered in the EXTERNAL VP LIST.

Once tnese VPT entries nave teen made, 1t s

necessary to set the state ot each VP to 'ready and thread

59

LS R i - T VPO, S o SF SRR PRI R A eI

I




’

~8. fa

o weREETT R TR TS

them (by opriority) 1into tne appropriate ready list. A VPT
threadinz mechanism was provided by Reitz (5] 1in procedure
MAKE _READY. However, it was desired to nave & more general
threading mechanism that could be used for otner Llists.
Procedure IIST_INSERT was created to provide tnis general
threadine mechanism. LIST_INSERT is logically a “library”
function tnat exists at tne lowest level of abstraction in
tne Kernel. This function tareads an obdject 1into a list
(specified by the caller) in orcer of priority, and tnen
sets its state as specified by the calling parameters.

Once tne 'Bootstrap Loader  has completed ITC
initialization, it passes control to tne ITC GETWORK
procedure to tegin VP scheduling.

2. Traffic Controiler Initialization

The 1initiaitization routirnes for tne TC 1include
TC_INIT, . CREATE_PROCESS, and CREATE_KST. Taese routines are
called from the Memory Manager process. Tne MM process was
chosen to initiate these routines as it 1s bound to tne
nighest priority VP and will bteesin running immediately atter
the Inner Traffic Controller 1s 1initialized. Procedure
MM_ALLOCATE was written to allocate memory space tor data
structures during initialization (viz., Kernel stacks, user
stacks, and KST’s). Memory space is allocated in blocks of
16¥ (hex) bytes. MM_ALLOCATE is merely a stub of tre memory

allocatine procedure desigzned by Moore and Gary [4].
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It was necessary to pass long lists of arguments to
the TC tor initialization purposes. To aid in this passine
of parameters, a data structure template was used. This
template was created by declarineg the parameters as a data
structure 1in both the senaing and receiving rrocedures, and
then imaging this structure at absolute address zero. The
process’ stack pointer was tnen aecremented ty tne size ot
the parameter data structure, and the parameters were loaded
into this data structure indexed by tne stack pointer. This
template made it very easy to send and receive loneg arzume:nt
lists using the process’ stack segment.

TC_INIT 1initielizes the APT header and virtual
interrupt vector (discussed later). Each elemeat of the
running 1list 1is marked "idle”, the ready and blocked 1lists
are set to nil , and the number or VP’s and tirst VP for
each CPU are entered 1in the VP taole. The address of the
virtual preerpt handler is then passed to the ITC procedure
CREATE_INT _VEC for 1insertion in tre virtual 4interrupt
vector.

CREATE_PROCXSS intializes user processes and creates
entries in the APT. ALLOCATE_MMU {s called to acquire a DER
numder, and an APT entry 1is <created wita thne process
descriptors (viz., parameters). The rrocess is then aeclared
"ready” and tnreaded into the approciate ready list by
calling the threading function, LIST_INSERT. A user stack is

allocatea and UPDATE_MMU_IMAGE is called to include tne user
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stack in the MMU as segment number tnree. The user stack
contains no intformation or user process initialization
parameters (viz., execution point and address svpace) as ail
processes are initialized and Vbegin execution ¢from the
Kernet domain. Next, @ Kernel domain stack is allocatea ana
included in the MMU Image. A design decision was made to
initiaiize the Kernel stacks for user processes witn tnpe
same structure as the Kernel process’ stacks. The rationale
for tnis daecision 1s presented in tne next section, As a
result of this decision, it ©became possible to use the
CREATE_STACK proceaure in building Kernel domain stacks for
both Kernel and user prosesses. CREATE _STACK was theretore
used as a litrary function and placea in tne iiprary module
with LIST-INSERT.

Finally, a Known Segment Table (KST) stut is created
to provide a means of dfemomstrating the mechanism gprovided
by the eventcounts and sequencers tor {rnterprocess
communication (IPC) and mutual exclusion. Space far 1tne
process” KST 1is created by callinz MM_ALLOCATE. The KST is
ther included in tne process  address space, as segrent
number two, by UPDATE_MMU_IMAGE. Initial enfries are made in
the Known Segment Table by procedure CREATE_KST. CREATE_KST
makes an entry in the XKST tor the 'root and marks the
remaining KST entries as “availabie.” Tne Unique_ID portion
ot the root’s nandle (viz., upper twc words) is 1initiaiized
as =1 (for convenience) and tne G_AST entry numter pertion

ot the handie (viz., lowest word) i1s inittalized with zero.
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3. Additional Initialization Regquirements

As already mentioned, the Memory Manager Process
prepares tnhe arguments utiiized by TC_INIT, CREATE_PRCCESS,
and CREATE KST for TC initialization and wuser Lprocess
creation. Additionally, the MM process creates a Global
Active Segment Tabie (G_AST) studb utilized for demonstration
of event data management. The G_AST stub is declared in a
separate module (viz., the DEMO_DATABASE Module) with the
tformat prescribed by Moore and Gary |4]. However, the only
fields 1initialized and utilized by tnis implementaticn are
UNIQUE_ID, SEQUENCER, INSTANCE 1, and INSTANCE 2. The
eventcounts and sequencer fields are initialized as zero
whenever an entry is created in the G_AST. The UNIQUE_IT is
created Just to support this demonstration anc does not
retlect the segment’s unique identitfier as specitied by
Moore and Gary (4J. In tnis demonstration, UNIQUE_ID is
built with the parameters passed to MM_ACTIVATE. The ftirst
word in UNIQUE_ID is the G_AST entry number ot tne segment’s
parent, and the second word is the seement’s entry numbder
into the alias table. Tne UNIQUE_ID toretner with tne otffset
ot the segment’s entry in the 5 _AST comprise the seament
EANDLE maintained 1in tne KST. Tne first eatry in tne G_AST
is reserved ¢tor the root, and s initialized with an
Unique_ID of minus one (-1). It snould be notea tnat any
call to MM_ACTIVATE tor a sesment already possessine an

entry in tne G_AST will not effect any changes to taat

63




3

N T it 2

entry. This is to insure that a single G_AST entry exists

tor every segment aS specitiea by Moore and Gary |4].

B, PREEMPT INTERRUPTS

Various refinements were made iz the handlirne ot both
physical (naraware) and virtual (software) preempt
interrupts. A hardware preempt is a non-vectored interrupt
tnat invokes the virtual processor scneduling mechanism
(viz., ITC GETYORK). A virtual cpreempt 1is a scftware
vectored interrupt tnat invokes tne user process scneduling
mechanism (viz., TC_GETWORK). Tais implemertatior provides
tne notion of & virtual interrupt tnat closely mirrors tne
behavior of a hardware interrupt. In particutar, there are
similar constructs ¢for 1initialization of a nandler,
invokation of a hardler, masking of interrupts, ard return
trom a handler. As with most hardware interrupts, @ virtual
irterrupt can occur oniy at the completion of execution for
an "instruction,” where each kernel entry and exit for a
process delimit a single "virtual instructior.”

1. Physical Preempt Handler

Tne pnysical preempt handler resides in the virtual
processor manager (viz., Inner Traffic Controller;. The
tunctions it pertorm are: 1) save tne execution point, 2)
invoke ITC GETWORK, 3) check tor virtual preempt irterrupts,
4) restore the execution point, and §) return control. ‘via

the IRET instruction. Reitz [5] 1included the hardware
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preempt nandler in ITC GETWORK bv establisning two entry
points and two exit points, one for a regular cail to
GETWORK and another tor the preempt interrupt. He nad a
separate procedure, TEST_PREEMPT, that was used to creck for
the occurrence ot virtual preempt interrupts. This strvcture
works nicely, but it requires some means 0f determining how
GETWORK was invoked so that the proper exiting mechanism 1is
used. This was resoived by incorporating a preemnt interruot
tlaz in the status register block of every process’ Kernel
domain stack segment. A design decision was made to
restructure the hardware preempt handler intc a sinezle and
separate procedure, PAYS_PRELMPT_FANDLER. This allowed ITC
GETWORK to nave a sinele entry and exit point, and it 4id
away witn tne necessity of maintaining a preempt interrtupt
tlae in the process sStacks. PHYS_PREEMPT_FANTLER was
constructed from the preempt n1andiing code in GETWORXK ard
procedure TEST_PREEMPT. TEST_PREEMPT was deleted fror the
ITC as its functions were pertormed by FHYS_PREEMPT-HANDLER.

A turther retinement was made t0 the hardware
preempt handler dealing with the metnod by which tne virtuel
preempt handler was invoked. eitz (5] invoked the virtual
preempt nandler from TEST PREKEMPT by means of tne call’
instruction. Since the virtual preempt handler loeically
exists at a nigner level of abstraction than the IT™C, tnis
fnvocation violated our notion ot only allowine "calls to

lower or equal abstraction levels, However, this deviation
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was necessitated by the absence oY a virtual interrugpt
structure. This problem wacs alleviated by creatinge a virtgual
interrupt vector ip the ITC that is used im the same way as
tne nardwvare interrupt vector. The virtual preempt was given
a virtual 1interrupt number (zero). The virtual interrupt
nandler is then invoked by meams of &  jump  tRrough tne
virtual 1interrupt vector for vi:tual interrupt nurber ¢.
This invocation occurs in tne same manner that tae nandlers
for nardware interrupts are invokerf. The virtual interrupt
vector is created Ly procedure CREATE_INT_VEC.
CREATE _INT_VEC accepts as arguments a virtual interrupt
number and the a&address of the interrupt hnanaler. The
creation of tne virtual preempt entry in the virtual
interrupt vector is accomplished at the time ot the Trattic
Controller inittalization oy TC_INIT.

2., Virtual Preempt Fandler

The virtual oreempt handler (VIRT PREEMPT HANDLER)
resides in the user process manager {(viz., the Trafttic
Controlier). The functions pertormed by VIRT_FREEMPT FANDLER
are: 1) determine the VP ID ot the virtual pro~essor beine
vreempted, 2) invoke the orocess scnedulinz mecnhanism (viz.,
TC_GETWORK), and 3) return control via a virtual interrupt
return. The correct VP ID is obtained by calling RUNNING_VP
in the ITC. The Active Process Table is tnen locked, and the
state of the process running onrn that YP is changed 11O

"ready.” At this time, process Scheduling is eftected by
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calling TC_GETWORK. Once process scnedulineg 1is completed,

the APT 1s unlocked and control is returned via a virtual
interrupt return. This virtual interrupt return is merely a
jump to the PREEMPT_RET label in tne nardware preempt
nandler (Tanis jump emulates tne action of the IRET
irstruction for a hardware ianterrupt return). This labdel is
the point at which the wvirtual preempt ianterrupts are
unmasked.

All Xernmel processes are initialized to aprear as
thougn tney are returning from a nardware preempt interrupt.
All user processes initially appear to be returnine trom a
virtuai preempt interrupt. Therefore, tne iaitial concitions
of a vprocess’ Kernel domain stack is largely irfluenced b5y
tne stack manipulation of the preempt nandlers. Figure 9
{llustrates the initial Xernel domain stack Structure tor
all system preocesses.

The initial Kernel Flag Control Werd (FCW) value 1is
"s¢¢e”, indicating non-segmented <code, <ystem mcde of
operation, ncn-vectored interrupts maskead, ane vectored
interrupts enabled. The Current Stack Pointer value is set
to the first entry in the stack (viz., SP}). Tne IRET Frare
i< tne portion of the Xernel stack atrtected by the [RET
ifnstruction. The first eiement, Interrupt ID (set to "F¥FF")
is mereiy popped otf of the stack and discardea. The next
elerment, Initial FCW, 1s ©popped and placed in tne system

Flag Control Word. Initial FCW is set to 5¢¢¢  *or Kernel
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processes and = 18¢¢  (indicating normal mecae witr a&ill

interrupts enabled) tor user processes. The rinal element ot
tne IRET frame, Initial IC is popped oft ot thne <stack ard
placed in the proeram counter (PC) register. This value is
initialized as the entry address of tne process in questicno.

The "reeister” entries on the stacKk represeat the
initial register contents tor tne process at the bdesinning
ot its execution. Since tne Kernel processes (viz., M™MM and
Idle) do not require any specific initial register states,
thelr entries retflect the resister contents at the tire of
stack creation. Initial reglister conditions are used to
provide initial “parameters required ty the user processes.
This wiil depend largely wupon tne parameter reéssing
conventions of tne implementation language. The means for
register initialization was provided throueh CREATE_PRCCESS;

however, tne orly initial register condition used for the

o~ user processes in this demonstration was Treeister #13.
f_ Register #13 was used tc pass the user ID/Host number of tne
2. process created. This value is utilized by the user process
f in activating the segment used for inter-preccess
ii communication between a EHost’s TFile manager and I/0

- processes. Another 1logical parameter passed to the user
' processes is the root seement number. This did not require a
register for passing in the demonstration as it is known to
be the ¢ftirst entry in the KST tor all processes. The N_S_P

entry on the stack represents the initial value of the
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E normal stack pointer. For user rprocesses, this value is
obtained wnen tne Supervisor domain stack for tnat process
is created. For Kernel processes, this value is set to
"FFFF" since they execute solely in tne Kermel domein and
nave no¢ Superivsor dcmain stack. The Preempt Return Foint
specifies the aadress wnere control will be passed once tne
process’ TP is scheduled and the “return from ITC GETWORK
1s executed. For Kernel processes, this is tne roint within
the hardware preempt nandler where the virtual processor
table is unlocked. For user processes, thls 1is tne roirt
within the virtual preempt nandler where the Active Process
Table is unlocked.

It is important to note that 1if the APT was not
unlocked when a user process beegan its initial executicn,
the system wonld become deadlocked and no further prccec<s
scheduline rould occur. It should be further noted that the
initial stack conditions for user prccesses 40 not retlect a
valid history of execution. The normal  history ot a user
process returning ftrom ITC GETWORK after a virtuval preempt
interrupt would reflect the passireg ot <control trhroueh
SWAP_VD3R ard TC_GETWORK'to tne point ia tne virtval preempt
nandler where the APT 4is unlocked. Another possibdle”
nistory could retlect the occurrence of a nardware preempt
interrupt at the point in the virtual preempt handler where
the APT is unlockea. Such a4 nistory would be depicted by

replacing the current top of the stack with the return roint
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into the nardware preempt handler (viz., at the point of
virtual preempt interrupt vnmasking) and an additional
nardware preempt interrupt frame wnose IC value 1n tne IRET
frame i< tne point in the virtval preempt nandier where tne
APT 1s wunlccked. The current initial stack condition for
user precesses was cnosen for its ease of unaerstarding aad
its clear dediction o0¢ the fact tmat thae structure of a
Kernel domain stack is the same tor both Kercel and nuser

processes.

C. IDLE PROCESSES

In tne SASS design, tnere logically exists a Kernel
domain "Idle” process tor every pnysical processor in the
system and a Supervisor domain "lale” process ror every TC
visible” virtual processor in the system. Tnese processes
are necessarv to insure tnat doth tne VP scheduler (viz.,
ITC GETWORK) and the process scnheauler (TC_GETWCRK' will
always nave some object to scfhiecdute, nence precludirg any
CFU or VP trom ever havine an undetfined erecution cypoict.
Since the Kernel domain [dle —rrocess perforrs no useful
work, it could be included within the ITC by means of an
infinite loopire mecnanism. Tre Kernel Idle process was
maintained separately, however, as it is hoped that tuture
work on SASS wiii provide tnis Idle process with some
constructive purpose (e.e., pertorming maintenance

diagnostics).
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The Supervisor domain Idle processes (hereafter referred
to as TC Idle processes) are scheduled (bound) on VP’s when
there are no user precesses awaiting scneduling., Since a TC
Idle process pertorms no user constructive work, we do not
want any VP executing a TC Idle process to he bdourd to a
physical processor. In other words, a VP bound to a TC Idle
process assumes tae lowest system priority (represented by
the “idle tlae”). Theretore, any such VP will have its idle
?lag set and will not be scneduled unless it receives a
virtual preempt interrupt. Such an iaterrupt will allow the
TP to be reccheduled cov tae Traffic Controller. It shouid te
obvious, at tnis pointv, that a TC Idle process will never
actually teein execution on a real processor. Thls knowledge
dllowed a desien decision to be made to only sirulate the
existence of TC Idle procecses. At tne TC level, this was
accomplished by a constant value, IDLE_PROC, that was used
as a process ID in tne APT runnineg list, thus precludineg tne
necessity of any Idle entries in tre APT. A&t the ITC
level, any VP marked Idle” (viz., tne icle fliar cet) was
given the DPER number (viz., address space) of the Xerzel
Idie process solely to provide the use o5f a Kernel domain

stack tor rescheduling ot the VP.

D. ADDITIONAL KERNEL PEFINEMENTS
In addition to those already discussed, several other

retinements to existing Kernel modules were etftected irn tnis

72

L e o I v, PO AT Y 1 -




irplementation. One of tnese refinements deals witnh tne way
virtual processors are identitieda by the Trattic Controller.
In tre current implementation, all TC visibdble virtual
processors are given an External VP ID whaich corresponds to
1ts entry rumber in an External VP 1list. Tnhis required a
moditication to the ITC pro~edure RUNNING_VP. The benetits
derived from this refinement 1inciudea the adtility to
directlr access the External VP ID in the Virtual Processor
Table vice tnhe requirerent ot a run time division to comrpute
its value and the avtility to use the External VP ID as an
index intec tne TC runnirg list.

Retinements were also made to the existine Merory
Manager, File Mapager, ana [0 process stuts used for
demonstration purposes. These retinements were lareely
associated with the eventcount 4&nd sequencer mechanisms
utilized in this implerentation. The current status of these
processes is provided in a report ty Scnell and Covx {22].

The rerainine retinements deal lareely with the MMU
Image. In Moore and Gary’s {4] design, tne ™MMU Image was
manaeged by the Memory Maraeer process. This was lareely
tecause the MMTT Image is & processor local database and
would seem well suited tor manacement ty the non-distributed
¥ernel, In fact, tne MMU Image is uvtilized mainly ty the ITC
tor the mltiplexineg of process address spaces. Theretore,
in the current design, the MMU T >s are maintainea bty the

Inner Trattic Controller. However, the MMU header prorosed
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by  Moore ana Gary (viz., the BLOCKS_USED ara
MAXIMUM_ATAILABLE _ELOCXS ftields) was retained in the Memory
Manager as< it is wvsea strictiy 1in tnhe management of a
process’ virtual core amd 1is not associated wit: the
nardware MMU,

In Vells” design [&], the Tratfic Controller wused tne
linear orderine ot the DFR entries in the MMU Iragze as the
D8R nandle fviz., 1,2,3...). Tais requirec a rurn time
division operation to compute the DER number, and 3 run time
multiplication operation, by MM_GET DRR VALUE, tc recorcute
the CER address for use by the ITC. In the -r~urrent desien,
the offset c¢f tae DBR entry in the MMU Image (obtaired at
the time ot MMU allocation) is used as the DER naadle in the
Traffic Controller. Furthermcre, SWAF_VLUBR was refined to
accept a DBR hanale ratner than a DER address to preclude
the necessity of the Traffic Controller raving to deal! witn

addresses. DXR addresses are ~omputed onlv within the

(viz., by procedure GET_LBR_ADDR) by acacing the value of

DER handle to the base address ot the MMU lmaege. Since
addresses are now used solely within tae ITC. procedure
MM_GET_CBR_VALUE was no longer needed and was celeted from

the Memery Manager.

E. SUMMARY
Tne primary issues addressed in tnis thesis ettort nave

been presented in this chapter. Aside from the process




T

mandgement functions, tnis description incliuded & mecnanicem
for iimited ZKXerrcei catabase initialization, a revised
preempt interrupt nandling mecnanism, the creatior of a
virtual interrupt structure, a detinition ot “idle”
processes and tneir structure, and & discussion of the minor
refinements effected 1in existing SASS modules. A detailed

description ot tne 1mplementation of ©process manarsement

functions for the SASS is presented in the next chapter.




IV. PROCESS MANAGEMENT IMPLEMENTATICN

The implementation of process managemeat functions and a
gate keeper stub (system trap) is presented in tanis charter.
The implementation 1is discussed in terms at the Event
Manager, Traffic Controller, Distributed Memory Manager,
User Gate, and Kernel Gate Xeeper modules. A tlock diagram
depicting tne structure and interrelationships of these
modules is presented in tigure 1¢. Support in developing the
780¢Y@ machine code ftor tnis implementatiorn was provided by a
Ziloe MCZ Tlevelopmental System ofperatine under the R10
operating system. The Developmerntal System providea disk
file management tor a dual drive, nard sectored floppy disk,
a line oriented text editor, a PLZ/ASM assembler, a linker
and a loader that created an executabdle image ot each 28¢k¢
load module. An upload/download capability with the
Am96/4116 MonoBoard computer was also provided. This
capability, along witn the general 1interfacing of the
Am96 /4116 into the SASS system, was accomplished iz a
concurreat thesis endeavor by Gary Baker. BRaker’s work

relatine to hardware initialization in SASS, will te

published upon completion of nis thesis work in June 19&1.
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A. EVENT MANAGER MODULE -

T™he eventcount and sequencer primitives {15!, wnich are
system—-wide objects, collectively comprise the event data of
SASS. As mentioned earlier, tals event data is tied directly
to system segments and 1is stored 1in <the Global Active
Segment Tatle. Trere are two eventcounts and one sequencer
tor every segmrent in the system. These oblects are
identified to tne Kernel in user calls by specification of a
segzment number. Once this seement number is identitied by
the Kerunel, tne segment’s nandle can be obtained from tne
process’ Xnown Sesgment Table. The seement handle identities
the particular entry in tane G_AST containing the event data
iesired.

The Event Manager module manages the event data withina
the system and provides the mecnanism for interprccess
rommunication Dbdetween user processes. The Event Manaeer
consists of six procedures. Four of these (Advance, Await,
Read, and Ticket) represent tne four user extended
instructions provided by the Event Manager. The remaining
two procedures provide 1internal computational support to
include necessary security canecking. The Event Manager 1is
invoked solely by wuser processes, via tne Gate Keeper,
through utilization of the extended instruction set
provided. Fsr every Event Manager extended 1instruction
invoked by a user process, tae non-cdiscretionary security 1is

veritied by comparine the security access classitrication of
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the process invoking tne instruction witn tne classification
of the object (segment) teing accessed. Access to the user
process’ Known Segment Tatle is required ty the module 1in
order to ascertain the segment aandle and security class for
a eiven seement number. The PLZ/ASM assembly langzuage
listing for the Event Manager module is provided in Aprendix
A. A more detailed discussion of the procedures ccmprisine
the Event Manager tollows.

1. Support Procedures

The procedures GET_FANDLE and CONVERT_AND_VERIFY
provide internal support for tne hvent Manager ane are not
visible to tne user processes. Procedure CONVERT_AND_VEEIFY
is invoked &by the ftour procedures representing the
instruction set ot the Event Manaecer. The input parameters
to CONVERT_AND _VERIFY are a segment numpber and a requested
mode ot access (viz., read or write). CONVERT_AND_VERIFY
returns a pointer to the segment’s handle and- a sSuccess
code. Procedure GET_HANDLE is invoked solely by
CONVERT_AND_VKERIFY. The input parameter to GLT_HANDLLE is tne
segment number received as input by CONVERT_ANLC _VERIFY.
GLT_HANDLE returns a pointer to the segmert’s handle, a
pointer to tne segment’s security classitication. and a
success code. A discussion of the functions provided by
these support procedures tfollows.

Procedure GAT_EANDLE translates the segment number,

received as input, into a KST index number and verities that
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tme resulting index number is valid. Next the base address

ot the process’  XST is obtainead trom proredure
ITC_GET_SEG_PTR. Tne XST index number is tnen converted into
a KST oftset value and added to the base address to obttain
the appropriate XST entry pointer ftor tne segmernt in
question, A veritication 1is then made to insure that the
reterenced seement 1s known to the process. If the segment
is not gnown, an error message is returned to
CONVERT AND_VERIFY., Otnerwise, & pointer to the segment’s
nandle is obtained to identity the sesgment to the mremory
manager. A pointer to the segment s security class entry in
the KST is also returned for wuse in appropriate security
checks.

Procedure CONVERT_AND VERIFY provides the necessary
non-discretionary security verification for the exierded
instruction set of the Event Manager. Procedure GET_HANDLE
is invoked for segment number veritfication and to ottain
pointers to the segment’s nandle and security class. If
GET_HANDLE returns with a successfuvl verification, tne
process’ security class 1s compared to the segrent’s
security class to verity the mode of access requested. A
request for 'write access causes invocation of tre CLASS_EQ
tunction in the Non-Discretionary Security Module to insure
that the security classitication of the process is equal to
the classitication ot the eventzount Oor sequencer, which is

the same as trhat of the segment. Otherwise, the CLASS _GE
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tfunction is <called to verity that the process has read
access. It tne appropriate security check 1s unsuccesstul,
an error ccde is returned by CONVERT_AND_VERIFY. Otherwise,
the segment nhandle 1s returned along witn a@ success coce of
"succeeded” indicating that the user process possesses the
necessary security clearance to complete execution of the
extended instructicn.
2. Read

Procedure READ ascertains the current value ot a
user specitied eventcount and returns its value to the
caller., Tne 1input parameters to READ are a segment number
and an instance (viz., an event number). CONVERT AND _VERIFY
is 1invoked witn a read  access request to obtain thne
segment’s handle and necessary verification. Read” access
is sufticient for this operation as 1t only requires
observation of tne current eventcount vaiue and gertforms no
daata modification. If veritfication is successful. procedqure
MM_READ_EVENTCOINT is called to obtain the eventcournt value.

3. licket

Procedure TICXET returns the current sequencer value
tor the seement specitied by the user. CONVERT_ANI_VERIFY is
called with a request ftor write access te obtain
veritication and the sSegment nhandle. 4#rite access 1is
required because once the sequencer value is read it must ke
incremented in agticipation ot the next ticket request. Cnce

verification is complete, MM TICKET is invoked to obtain the
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sequencer value that is returned to the user rrocess. It is

noted that every call to TICKET for a particular segment
number will return a unique and time ordered sequencer
value. This is because the sequencer value may oniy te read
within MM_TICKET wnile the G_AST 1s locked, thereby
preventing <simultaneous read operatiors. Futhermore, once
the sequencer value is read it is 1in-remented ©betore the
G_AST 1s unlocked.

4., Awailt

Procedure AWAIT allows a user process to block
1tself until some specified event has occurred. The
parameters 0 AWAIT include a segment number and iastarce,
which identity a particular event, and a user specified
value which identifies a particular occurrence ot ihe event.
Terification of read access and a pointer to the segment’s
handle is obtained trom procedure CONVERT_AND_VERIFY.
Procedure TC_AWAIT 1is invoked to effect the actual waitiie
tor the event occurrence, TC_AWAIT will not return to AWAIT
until the requested event hnas occurred. It is ncted tnat
AdAIT makes no assumptions about the event value specitied
“y the user. Therefore, the Kernel cannot guarantee that the
event specitied by the wuser will ever oczur; this is the
responsibility of other cooperating user processes.

5. Advance
Procedure ALVANCE allows & user process to brcadcas?

tne occurrence ot some event. This 1is accomplished by
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incrementing tne value of the eventcount associatea witn tne
svent tnhat has occurred., The parameters to ADVANCE include a
segment number 4and instance wnicn identify a particular
event. The calling process must nave write access to the
identitied seement as moditication otr the eveatcount is
required. Verificaticn of write access and a pointer to the
segment”s handle is obtained throuen pro-edure
CONVERT_AND_VERIFY. Procedure TC_ADVANCE 1s 1invoked to

pertorm the actual broadcastineg of event occurrence,

E. TRAFFIC CONTROLLER MODULE

The primary tunctions ot the Trattfic Controlier module
are user process scneduling and support at tne inter-process
communication mechanism. The Trattic ZTontroller s 1izovoked
by the occurrence of & virtual preempt interrupt &nd ty tne
Event Manager and the Segment Manager tnrougs the externded
instructiorn set: TC_Advance, TC_Awalt, Process_Class, and
Get_DER_NJMBEFR. The Traffic Controller mocule 1s comprised
ot nine procedures. Four ot taese procedures regresent the
extended instructior set of the Tratffic Controller. A
detailea discussion of six of the proceaures contained in
the Traffic Controller module is presented below. The
remaining tnree procedures (viz., TC_INIT, CREATE_PRCCESS,
and CREATE _KST) were described in chapter taree. Tne PLZ/ASM

assembly language source code listings tor tahe Traffic

Coniroller module is provided in Appendix E.
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1. TC Getworgk

Procedure TC_GETWORK proviaes tne mechanicm for user

process scheduline. The input parareters to TC GZITWORK are

tne VP ID ot tne virtual processor to waica & T[process will

Ll 2y

be scheduled and the logical CPU number to wnich the virtual
processor belongs. Tnhe determination of which process to
v schedule is made by a looping mechanism that finds the first

“ready’ process on the ready list associated with the

r

current logical CPU number. Processes appear in the ready

list by order of priority. This 1loopine mechanismr {s

required as both running” and “ready’  processes are
maintained on the ready list. This ready list structure was
chosen to simplify the aigoritam provicded 1ia procedure
TC_Advance. It @ ready process {s tound, {its state {s

cnanged to running’ and its process IL (viz., tne APT entry

R

e

number) {s inserted in the runnineg 1list entry associated
-~ with thne current virtval processor. Procedure SWAP_VLBR 1is
then invoked 1in tne Inner Trattic Controller to effect the
actual process switcn, If a ready gprocess was not found
(viz., the ready 1ist was empty or comprised solely ot
"running processes”), toen tne running list entrv acsociated
with the current virtual processor s marked with the

constant Idie_Proc  and procedure IDLE is invoked in tne

‘.:&.‘ ~ . *“:M‘ﬂ.'_"’_;.‘

Inner Tratftic Controller.

T ol
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2, TC Await

The primary function of TC_AWAIT is tnhe
determination of whethe. some user specitied eveant has
occurred, It the eveat nas occured, control is returzed to
the caller. Otherwise, the process is blocked and ancther
process 1s scneduled. The input vparameters to TC_AWAIT are a
pointer to 3 seement handle, an instance (event numter), and
a user specified eventcount value. TC_AWAIT initially locks
the Active Process Tatle ard obtains the current value ot
the eventcount in question by calling vrocedure
MM_READ_EVENTCCUNT. The determination of event occurrence is
made bty comparing tne user specitied eventcount value with
the current eventcount. If the user value is less than or
equal to tne current' eveéntcount, the awalited event has
occurred and controi is returned to the caller. Otherwise,
tne awaitea event nas not yet occurred and tne process must
be blocked.

It the oprocess 1is to be blocKed, procedure
RUNNING_VP is invoked to ascertain the VP ID of the virtual
processor bound to the processS. The process’ 1D (viz., APT
entry number) is then read from the running list. The input
carameters to TC_AWAIT (viz., Handle, Irstance, &nd Value)
are then stored in the Event Data portion of the process’
APT entry. The process is removed from its associated ready

list by redirvecting the appropriate linking tareads

(pointers). Once removed from tne ready list, tne process is
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threaded into the blocked list ana {its state changed to

“blocked” by invocation of the library trunction LIST_INSERT.
Procedure TC_GETWORK 1is then called to schedule another
process tor the current virtual processor.

3. TC Advance

The primary purpose ot TC_ADVANCE is the
broadcasting of sore event occurrence. Thics entails

incrementine the eventcount associated with the evert,

!
A

awakening all processes tnat are waiting tor the event, and
insurine proper scheduline order by generatins any necessary

virtual preempt interrupts. The high level design algoritnm

tor TC_ADVANCE is provided in ¢tisure 11. The 1input

parameters to TC_ADVANCE are a pointer to a segment’s hanale

and an instance (event number), Initially, TC_ADVANCE locks ‘
- the APT to prevent tne pnssibility ot a race condition. The |
eventcount identified by the input parameters 1is then

=~ incremented by cailing ™MM_ADVANCE, MM_ADVANCE returns tne

£ new value of the eventecount. Once the eventcount has been

:e advanced, TC_ADVANCE awakens all processes awaitirg tnis

event occurrence. This 1is accomplished by chreckine all

% processes tnat are currently 1in the blockeda list. The f
process’ HANDLE and INSTANCE entries are compared with the ‘

)y nandle and 1instance identifying the current event. If tney

" are the same, then the process is awaitine some occurrence

of tne current event. In such a case, tne process’ VALUE

entry in tne APT is compared with the current value of the

Tan
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TC_ADVANCE Procedure (HANDLE, INSTANCE)

N T N T T T,

Begin

! Get new eventcount ! i
COUNT := MM_ADVANCE (HANDLE, INSTANCE) !

oy

ey 2

Call WAIT_LOCK (aPT) |

! #ake up processes !
PROCESS := BLOCKED_LIST_HEAD

Lo wnile not end of BLOCKED_LIST
[f (PROCESS.BANDLE = HANDIE) arna
(PROCESS .INSTANCE = INSTANCE) and
(PROCESS .COUNT <= COUNT)
then
Call LIST_INSERT(READY LIST)
end it

PROCESS := PROCESS.NEXT_PROCESS
end do

! Check all ready lists tfor preempts !
LOGICAL _CPU_NO :=1

Do wnile LOGICAL_CPU_NO <= #NR_CPU
! Initialize preempt vector !
VP_ID := FIRST_VP(LOGICAL_CPU_NO)

OUP := 1 to NR_VP(LOGICAL_CEU_NO
G_LIST(VP_ID).PREEMPT := #TRUE

v2_ID := VP_ID + 1
! Find preerpt candidates !
CANDIDATES := |

PROCESS := READY_LIST_HEAD(LOGICAL_CPU_NO:

Figure 11. TC_ADVANCE Algoritam




VP_ID := FIRST_VP(LOGICAL_CPU_NO)

Do (tor CYCLE = 1 to NR YP(LOGICAL CPU N¢) ana
not end ot READ{ LIST(LOGICAL cPu NO)
It PROCESS = #RUNNING

then
RUNNING_LIST|VP_ID] .PREEMPT := #FALSK
else
CANDIDATES := CANDIDATES + 1
and it
VP_ID := VP_ID + 1
PROCESS := PROCESS.NEXT_PROCESS
end do

! Preempt appropriate candidates !
v®_ID := FIRST_VP(LOGICAL_CPU_NO)

To tor CHECK := 1 to NR_VP(LOGICAL_CPU_NO)
If (RUNNING_LIST(VP_ID).PREEMPT = #TRUX) and

(CANDILATES > 9)
tnen
Call SET_PREEMPT(VP_ID)

CANDIDATES := CANDIDATES -1
end if

VP_ID := VP_ID + 1
end do

IOGICAL_CPU_NO := LOGICAIL_CPU_NO + 1
end 4o

Call UNLOCK(APT)
Return

End TC_ADVANCE

Figuvre 11. TC_ADVANCE Algoritnm (Continuea)
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eventcount. If tne process’ VALUE is less tnan or equal to
the current eventcount value, the awaited event nas occurred
and tne process 1is removed from tne blocked 1ist and
threaded 1into the appropriate ready 1list by the litrary
tunction LIST_INSERT.

Once the blocked 1list has been checkea, 1t |is
necessary to reevaluate each ready list to iansure that the
nighest priority processes are running. It 1is relatively
simple to determine it a virtual preempt 1interrupt is
necessary, however, it is considerably more difficult to
determine which virtual processor should receive the virtual
preempt. To assist in tnis evaluation, a "count variable
(number of preempts needed) is zeroed and a treempt vertor
is created on the Kernel stack with an entry tor every
virtual processor associated with the 1logical CPU treing
evaluated. Initially. every entry in the preempt vector 1is
marked true  indicatinsg that 1its associated virtual
processor 1s a candidate tor preerption. Once the preempt
vector is initialized, the first 'n processes on the ready
list (where n equals the number ot VP's associated with the
current logical CPU) are checked for a determination of
their state. It a process is tound to be runnine” then it
should not be preempted as prncesses appear 1in the ready
list in order of priority. When a running process 1s found,
its associated entry in tne crreempt vector 1is marked

“"false.” If a process is encountered in tne "ready state

g9
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ther it should be runnineg and the “count” variatle 1{s
incremented. Wnen the first 'n  prncesses nave been cnecked
or when we reach the end ot the current ready 1list
{wnicnever comes first), the entries in tne preempt vector
are "popped” from tne stack. I® an entry from the preempt
vector is found to be “true’, this indicates that its
assocliated virtual processor is a candidate ¢for preemption
since it is either bound to a lower priority process, cr it
1s "t1dle.” In such a case, tne “count variable is evaluated
to determine if the virtual processor associated with the
vector entry should be preempted. If tnhe count exceeds zero,
a virtual preempt interrupt is sert to the VP and the count
is decremented. Otnerwise, no preempt is sent a&s tnere 1s no
higher priority process awaiting scneduling.

This preemption aleoritnm s <completed for every
ready list in the Active Process Table. Once all ready lists
nave been evaiuated, tne APT 1is unlocgked ana control is
returned to tne caller. It is noted that it is not necessary
to invoxke TC_GETWORK before exiting ADVANCE. If the current
YP requires rescheduling, it will have received a virtual
preempt interrupt from the preemption aigoritam, If tnis nas
occurred, the VP will be rescheduled wnen 1its rupnirg
process attempts to leave tne Kernel domain and the virtual

preempt interrupts are umnmasked.
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4, Virtual Preempt Handler

VIRTTAL_PREEMPT_HANDLER is the interrupt narndler fer
virtual preempt interrupts. The entry address ot
VIRTUAL_PREEMPT HANDLER is maintained in the virtual
interrupt vector located in the Inrer Trattic Controller.
Once 1nvo§ed, tne handler Locks the Active Process Table and
determines which virtual processor 1is being preempted dy
calling RUNNING_VP. Tne process running on tne preempted VP
is then set to the ready state and TC_GETWORK is invoked
to reschedule tne virtual processor. When TC_GETWORK returns
to VIRTUAL_PREEMPT_HANDLER, the APT {s wunlocked and a
virtual 1interruypt return is executed, This return is simply
a jump to tnhe point in the hardware preempt handler where
tne virtual interrupts are unmasked. This etffects a virtual
interrupt return instruction.

S. Remaipninz Procedures

The remaining two ©procedures in tne Tratffic
Controller module represent the extended instructions:
PROCESS_CLASS and GET_DBR_NUMBER. Both procedures lock tre
Active Prbcess Table and call RUNNING_VP to determine which
virtual processor is executing the current ctrocess. Tre
process ID (viz., APT entry Number) is then extracted trom
the running 1ist. DPROCZISS_CLASS reads and returns the
current process’ security access classitrication from the
APT. GET_DBR_NUMBER reads and returns tne current process’

DBR handle. It should bde noted that in eeneral the DER
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number provided by procedure GET_DBR_NUMBER 1is only valid
while the APT is locked. Particularly, in the current SASS
implementation, the Segment Manager invokxes GET_TEP_NIMBER
and then passes the obtained DER number to the Listrinuted
Memory Manager for utilization at that level. In & more
general situation, the proress assocliated with the DEBER
number may have deen unloaded before the DER number was
utilized, thus makineg 1t 1invalid. This prodliem does not
arise in SASS as all processes remain loaded for the life o?f

the system.

C. DISTRIBUTED MEMORY MANAGER MODULE

The Distributed Memory Manager module provides an
interface between the Segment Manager and the Merory Manager
process, manipulates event data in tae Giobal Active Segment
Table (G_AST), and dynamically allocates available memory. A
detailed description of tne Distripbuted Memory Manager
intertace to the Memory Manager processS wasS presented by
Wells (6]. Tne remaining extended instructior set 1{is
discussed in detail below. The complete PLZ/ASM source
listings for the Distributed Memory Manager module {is
provided in Appendix C.

1. MM Read Eventcount

MM_READ_EVENTCOUNT is invoked by the Event Manager
and tne Trarfic Controller to obtain the current value of

the eventcount associated with a particular event. The input

92

F g il

-
g O¥ W




Tbs Tan

parameters to this procedure are a segment nandle pointer
and an instance (event Number), wnich togetner uniquely
identity 'a particular event.

The G_AST is locked and the entry offset of tre
segment 1into the G_AST 4is obtained from the seement’s
nandle. The {instance parameter is then validated to
determine which eventcount is to be read. It an invalid
instance i5 specified, control is returned to tne caller
specifying an error condition. Otherwise, the current value
of the specified eventcount 1is read. The G_AST 1{is then
unlocked, and the current eventcount value 1s returned to
tne caller,

2. MM Advance

MM_ADVANCE is invoked by the Trat¢fic Controller to
reflect the occurrence of some event. The input parameters
to MM_ADVANCE are a pointer to a sSeegment’s handle and a
particular instance (event number).

The Global Active Segment Table is locked to prevert
a race condition, and the offset of the segment’s entry into
the G_AST is obtained from the seement bandle. The instance
parameter is then validated to determine wnich eventcount is
to be advanced. It an 1invalid iastance 1is specitied, an
error condition 1s returned to the «caller and ro data
entries are atfected. It the instance value 1is wvalid, the
appropriate eventcount is lncremented, and its new value is

returned.
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3. MM Ticket

MM_TICKET is invoked by the Event Manager to obtain
tne curreant value of the sequencer associated with a
specified seement. The input parameter to MM_TICKET is a
pointer to a sezment’s handle.

Initially, MM_TICKET locks tne Global Active Segmert
Table to prevent 4 race condition, Next the ottfset ot the
segment’s entry into the G_AST is obtained from the <egment
nandle. The current value of the Sequencer tor the specitied
segment 1s tnen read and saved as a return parameter to the
caller. The sequencer value s then incremernted in
anticipation of tne next ticket request. Once tnis is
complete, the G_AST is unlocked and ccntrol is returned to
the caller.

4. MM Allocate

The MM_ALLOCATE procedure provided in this
implementation ts & stub of tne MM_ALLOCATE cescrited in tne
Memory Manacer design ot Moore and Gary [(4].

The primary functiorn o¢ MM_ALLOCATE is tne aynamic
allocation of ¢tixed size blocks ot avallable memory space.
It 1is 1invokea in trhe curreat impiementation oy the
initialization routines in BOOTSTRAP_LOADER and TC_INIT for
the allocation of memory space used in the creation of tne
Yernel domain and Supervisor domain stack Sseegments aad the
creation of tne Known Segment Tables for user processes,

Dynamic reallocation of previously used memory space (viz.,
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garbage collection) is not provided bty tne MM_ALLOCATE stub

in tnis implementation. All memory allocation required in
tais implementation 1s for segments supporting system
processes that remain active, and thus allocated, ftor the
entire life of the system. Memory is allocated in blocks of
256 (decimal) bytes of processor local memory (or-board
RAM). In this stud allocatable memory is declared at corpile
time by a data structure (MEM_POOL) that is accessitle only
by MM_ALLOCATE.

The input parameter to MM_ALLOCATE is the number ot
blocks of requested memory. Tais parameter i< converted frem
a block size to the actual number of bytes Treyuested. Tnis
computation is made simple since memory 1is allocated in
powers of two. The byte size 1is obtained by 1logically
shirtine letrt the input parameter eight times, where eight
is the pover ot two cesired (viz., 256). Once the size of
the requested memory s computed, it 1s nanecessary to
determine tne starting address ot the memory tlock(s} to te
allocated. To assist in this computation, a variabdle
(NEXT_BLOCK) is used to keep track of the next available
block ot memoTy in MEM_POOL. NEXT_BLCCK, which 1is
initialized as zero, provides tae offset 1into the memory
being allocated. Once the starting address is obtained, the
physical size o¢ tne memory ailocated is added tn NEXT_ZELCCK
so that the next request for memory allocation will tegin at

the next rree hyte ot memory in MEV_POCL. This new value of
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NEXT_BLOCK 1is saved and the starting address of tne memory

for this request is returned to the caller,

D. GATE KEEPER MODULES

The SASS Gate Keeper provides the logical Ddoundary
between tne Supervisor and tane Kernel and isolates tce
Kernel from the system users, thus makinge it ‘tamperproot.
Tnis 1s accomplishned bty means of tne nardware system/normal
mode and the sotftware ring—-crossineg mechanism provided by
the Gate Keeper. Tne (Gate Keeper 1is comprised of two
separate modules: 1) the USER_GATE module, and 2) tae
EERNEL_GATE_KEEPER module. These modules are disjoint, witn
the USER_GATE module residing in the Supervisor domain ard
the KERNEL_GATE_KEEPER module residing in tne Kernel domain.
It is 1important to rote tnat the USER_GATE is a separately
linked component in the Supervisor domain and is not linked
to the Kernel, The only tning in common between tnese two
modules is a set of constants identifying tne valid extended
instruction set which tahe Kernel provides to the users.

The Gate Keeper modules presented in tnis implenemtation
are only stubs as they 4o not provide all of the functions
required of the Gate Keeper. Fowever, the only task not
provided i{n this 1implementation 1s the validatioen of
parameters passed from the Supervisor to the Kernel. A
detailed description of this parameter validation design 1is

provided by Coleman 3. In the process management
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demonstration, the Supervisor stubs are written ir PLZ/ASM

with all oparameters passed by CPU reeisters. A detailed
description of the Gate Keeper moduies and the nrature cf
their 1intertaces {s presented below. The PLZ/ASM source
listings for the two Gate Keeper modules are provided 1in
Appendix L.

1. User Gate Module

The USER_GAT® moduls provides the interrace
structure between the user processes in tae Supervisor
domain and the Kernel. The USER_GATE is comprised of ten
procedures (viz., entvry points) that correlate on a one to
one basis witn the ten "user visible extended instructions
(listed in tigure €) provided by the Kernel. The only action
performed by each of these procedures is the execution of
the “system call” instruction (SC) with a constant value,
identifying the particular extended instruction inveked, as
the source operand.

The SC instruction is a syvstem trap thnat forces tne
hardware into the system mode (Kernel aomain) and Lioads
register 15 with tne system stack pointer (Kernel aomain
stack). The current instruction counter value (IC) is pushed
onto tne Kernel stack along witnh tne current CPU flag
control word (FCW). In addition, the system trap ianstruction
is pushed onto the Kernel stack witn the upper byte
representine the §SC instruction and the lower byte

representing tne SC instruction’s source operand (viz., tne
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Kernel extended instruction code ). Togetner, trhese
operations torm an 1interrupt return (IRET) frame a&s
illustrated in figure 9. Once tnis is complete, tne FCW 1{is
loaded witn tne FC4 value tound in the System Call frame of
the Program Status Area (viz., the nardware “interrupt
vector ). The structure of the Program Status Area is
illustrated in figure 12. Tne instruction counter 1is then
loaded with the address of the SC iastruction trap nandler.
This value 1s also located in tne SC frame ot the Program
Status Area.

2. EKernel Gate Keeper Module

The system trap handler ftor the System Call
instruction 1s the KERNKL_GATE XBEPER. The address of tne
KERNEL_GATE_KEEPER and the Kernel FCW value are placed in
the System Call frame of the Program Status Area by the
BOOTSTRAP_LOADER module durine initialization. The
KERNEL_GATE_KEEPER tetches the extended imstruction code
trom the trap instruction entry in the IXET trame on the
Kernel stack. This value 1is then decoded by a case’
statement to determine which extended instruction is to be
executed. [f the extended iamstruction code 1is valice, the
appropriate Kernel procedure is invoked, Otnerwlise, an error
condition 1s set and no Kernel procedures are not invokea.
Once control returns to tne KERNEI_GATE_KEEPER, tne CPU
registers and normal stack pointer (NSP) value are pushed

onto the Kernel stack in preparation tor return to the
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Supervisor domain. It 1s noted that this operation would
normally occur immediately upon entry into the
KERNEL_GATE_KEEPER. In this implementation, however,
parameter validation is not accomrplished and the CEFU
registers are used to pass parameters to and from the Kernel
only ¢tor use by the process manazement demonstration. la an
actual SASS environment, all parameters would be passed in a
separate argument l1ist and tnhe CPU reegisters would agrear
exactly the same upon leaving the Kernel as taey did upon
enterineg the Kernel. This is important to insure that no
data or information 1is leaked from the Kernel by means of
the CPU registers.

Control is returned to tne Supervisor by means of the
return mechanism in the hardware preempt handaler. This

mecnanism is utilized to preciude the necessity of obduilding

a séparate mechanism tfor the KERNEL_GATE_KEEPER that would

actually perform the very same function. To accomplisan tais,
the KERNEL_GATE_KEEPER executesS an unconditional jump to tre
PREEMPT_RET label in PHYS_PREEMPT_HANDLER. Tnis “jump” to
the hardware preempt handler represents a virtual IRET"
instruction providing the same function a&s the virtual
interrupt return descrided ia the discussion ot the virtual
preempt handler. At tais point, the virtual preempt
interrupts are unmasked, the normal stack pointer and CFU
registers are restored from the stack, and control is
returned to the Supervisor by execution of the IRET

instruction.




E. SUMMARY

The implementation ot process mranagement functions for
the SASS nas been presented in tnls chapter., The
implementation was discussed in terms ot the Event Manaeer,
Traffic Controller, Distributed Memory Manager, and Gate
Keeper modules.

Chapter V will present tne conclusions drawn from tnis

work and suggestions for future work derived frem tnis

thesis.




V. CONCLUSION

The implementation of process management for the
security Kernel of a secure arcaival storage system nas teen
presented. The process management furctions presentecd
provide a lofical and efficient means of processAcreation.
control, and scheduling. In addition, a simple but effective
mechanism for inter-process communrication, tased on tne
eventcount and sequencer primitives, was created. Werk was
also completed in thne area ot Kernel datacase 1nitialization
and a Gate Keeper stub to allow for dual domain cperation.

The design for tais implementation was based on the
Zilog 78001 sixteen tit segmented microprocessor [17] used
in conjunction witn tne Zilog Z25@1l¢ ™Memory Management Unit
(18}]. ™e actual 4implementation of precess mavcagement fcr
the SASS was conducted on the Advanced Micro Computers
Amu6/4116 MonoBoara Computer ([19] teaturing the AMZBYL2
sixteen bit non-segsmented microprocessor. Seementation
naraware was simulated by a coftware Memory Management Unit
Imaze.

This implementation was effected specifically to support
the Secure Archival Storage System (SASS) [21]. However, the
implementation is based on a family of Cperating Systems [1]
designed with a primary egoal of providine multilevel
information security. The loop free moduldr design utilized

in this 1implementation easily facilitates any required
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expansion or medirication ¢tor other tamily memeers. In

aadition, tnls implementation fully SLUpports a
multiprocessor desizgn. Wnile the process management
implementation appears to pertorm correctly, it has not been
subtjected to a formal test pian, Such a test plan saould Ye
developed and implemented ©betrore Kernel veritication is

begun.

A, FOLLOW ON WORK

There are several possitie areas in tne SASS design tnat
would be immediately suitable tfor continued research. In the
area of nardware, tnls 4includes, the establisnment of a
mul tiprocessor environment, hardware initializatior, ard
intertacineg to tne nost computers and secondary sStorége.
Further work in the Kernel includes tne actual
implementation of the memory manager process, and the
refinement of the Gate EKeeper and Kernel intialization
structures. The implementation ot the Supervisor nas not
teen addressed to date. Its areas ot researcn inclvde tae
implementation ot the File Manager and Input/Cutput
processes, and tne final design and implementatiorn of the
SASS-Hosts protocols.

Otner areas that could also prove 1interesting in
relation to the SASS include the implementation ot dynaric
memory management, the support of mulitilevel nosts, dynamic
process creation and deletion, and the provision of

constructive work to te performed bv the Idie process.
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APPENDIX A - EVENT MANAGER LISTINGS

lEYerASM 2.02
LOC O0RY COTE STMT SOURCE STATEMENT

$SLISTON STTY

4?\“_}-4.‘0—

EVENT_MGR MOTULE

CONSTANT
TRNE i= 1
FALSE = ¢
READ_ACCESS t= 1
WRITE_ACCKSS 1= ¢
SUCCEEDED 1= 2
SEGMENT _NOT_KNOWN 1= 28
ACCESS_CLASS_NOT_kc  := 33
ACCESS_CLASS_NOT_GE  := 41
KST_SEG_NO 1= 2
NR_OF_KSEKGS t= 10
MAX_NO_KST_ENTRIES t= 54
NOT_KNOWN t= ¥FF

TYPE
H_ARRAY ARRAY([3 WORD]

KST_REC  RECORD
[MF_HANDLE H_ARRAY

SIZE WORD
ACCESS_MODE BYTE
IN_CORE BYTE
CLASS LONG

M_SEG_NO  SHORT_INTEGER
ENTPY_NUMBER SEORT INTKGER

]

EXTERNAL

MM_TICKET PROCEDURE
wM_PEAD EVENTCOUNT  PROCEDURE
TCTADVANCE PROCEDURE
mC_AWAIT PROCEDURE
PROCESS _CLASS PROCEDURE

CIASS_ET PROCEDURE
CLASS GE PROCEDURE
ITC_GET_SEG_PTR PROCEDURE
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INTERNAL

scscmron EM_KST DCL 3 .
NOTE: TEI§ SECTION IS AN "OVERLAY : 1
OR "FRAME USED TO DEFINE THE !
FORMA™ OF THE KST. NO STORAGE IS |

ASSIGNED BUT RATHER THE XST IS |
STORED IN A SEPARATELY OLTAINED -

AREA. (A SEGMENT SET ASIDE FOR IT)! .
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GLOERAL
SSECTION sM_GLB_PROC |

peve READ PROCEDURE
1 3 6 R 20 X0 X6 0 X6 3 50 6 B AR 56 TR 0 T 3 X KA KRR
* PEADS SPECIFIELD EVENTCOUNT =
¥ AND RATURNS IT’S VALUX TO0 =

* THE CALLER =
XM XE REXC NT X 2K NE N RE N XX XK XK XK XX K R XK 3 R KT AX 3K RN K
% PARAMETERS: *
% Rl1: SEGMENT # ®
% R2: INSTANCE =
FEE AT SERE KB HXE NEHE X XE AT HE 5 HE AL S8 REXE 33 IR 33 A8 XKL R4 AT XL 3%
= AETURNS: =
\ * Rg: SUCCESS CODE ®
* RR4: EVENTCOUNT *
,_‘ JERE X AL XL NC X X8 A R0 AL IC AC X0 XK NEAE AT XL HE A XX X A A XK X XK XX !
. ENTRY
! SAVE INSTANCE !
¢ 93F2 PUSH  @R15, R2
! "READ” ACCESS REQUIRED !
©PeR2 2122 LD R2, #READ_ACCESS
eerae veel
! GET SEG HANDLE & VERIFY ACCESS !
PLY6 SFY0 CALL  CONVZRT_AND VERISY !'R1:SkG #
2ev8 geee” f
R2:REQ. ACCESS f
RETURNS:
o R¢:SUCCESS CODE

" R1:HANDLE PTR!

- QLOA QBYQ co R@, #SUCCLEDED

- PeYC eee2

A IT EQ !'ACCESS PERMITTED!

N Q¢YE SEUVE THEN !READ EVENTCOUNT!

- 2¢1v @¥1C’

:“ 'RESTORF INSTANCE!

4 Qe12 97F2 POP R2, RR1S
Q014 SF@0 CALL MM_READ_EVENTCOUNT !R1:HPT®
CL16 Lepe=

;.,5 R2:INSTANCE

RETURNS:

d R :SUCCESS CODE
! RRa :EVENTCOUNT!
! 2018 5E08 YLSE 'RESTORE SP!

18 @U1A OCLE
’ ¢¢1C 97F2 POP R2, GR15

- FI
. @¢1% 9Eee RET

ee2e ENT READ

- 1¢6
4

;

e




E ge2e TICKET PRCCELURE

! bt 22 2823222 32 3 2 2 222 2 %% F°F 2-3 -2 % %"
i # RETYURNS CURRENT VALUE OF %
= PICKET TO CALLLR AND INCRE- =
= MENTS SEQUENCER FOR NEXT =

% TICKET OPERATION -

4 6.3 A 33 30 3¢ 356 6 15 K 36 350 X8 3 296 6 XK XEAK X0 A A N6 K 3 02K KK

' % PARAMETERS: *
% R1: SEGMENT # -

: 303 3 HE 7 X040 50 5 X 08 30 56 36 3K 0 R KCHK 30 RK 56 3 50 A N8 3620 0 3
* RETURNS: =
% R@: SUCCESS CODE =
* RR4: TICKET VALUE =
XK K X8 XL 2T X R XL XX XL XK XK A% Xk K 3K X AL XK A R 6 XTI AKX R 3K XX !
ENTRY

. ! GET SEC HANDLE & VERIFY ACCESS !

! "WRITE™ ACCESS REQUIRXD !

Q2P 2102 LD R2, #WRITE_ACCESS

ge22 eeee

g424 SFQQ CAIL CONVERT AND_VERIFY !'R1:SEGC #

0226 @e¢e’
R2:ACCESS RE(
RETTJRNS :
RY:SUCCESS CODX
R1:BANLLE PTR! \

CU2E ¢BeE CP R¢, #SUCCEEDED \

QU2A 2002
IF EQ !ACCESS PERMITTED!
: ¢E2C SEQE THEN ! GET TICXET !
R ¢Y2E Quze’
" Q¢3S SFRQ CALL M™M_TICKET !R1:EANDLE PT®
- Ce32 CeCe®
~ RETURNS :
( RR4:TICKET!
s ! RSTORE SUCC¥®SS CCDE !
;- 2¢34 2100 1D R¢, #SUCCEEDED
: 2036 4¢e2
. FI
¥V38 YEge RET !
_ 2e3A END TICKET ;
% |
i
’ AY
) b4
1¢7
v
ﬁ 1
o .




2¢34 AWAIT PROCEDURE
12508 20 X206 2 48 30 20 3K 36 302K 1% 2% K0 3 NEAK XK T 3K 6 K6 A 30 N g AR 2%

* CURRENT EVENTCOUNT VALUE IS =

COMPARED TO USKER SPECIFIED =
YALUE., IF USER VALUE IS »
#* GREATER THAN CURRENT EVENT~ =
» gOUNT VALUE THEN PROCESS IS =
»

*

Y

# &

* "BTOCKED™ UNTIL THE DESIRETD
®= EVYENT OCCURS.

SAMRE ARG B AR HE AR KKK 30 %8 8 X8 KO AR AO N0 8 3R 56 36 AR IR AR

* PARAMETERS : »
* R1: SEGMENT # »
* R2: INSTANCE (EVENT #) v
* RR4: SPECIFIED VALUE =
FRETFR RE 0 R TP X6 KX X XK X RS XHENE 2 2% XX K X X X R KX R AK A% 3K
» RETURNS: .
* Re: SUCCESS CODE »

543830 U2 00 3% 56 350 B 00 50 R0 AR KRR AR KK RN Re e

ENTRY

! SAVE DESIRED KVENTCOUNT VALUE !
$¢3A 91r4 PUSEL @P15, RR4

! SAVE INSTANCE !
Pe3C 93F2 PUSFH @GR15, R2

! READ ACCESS REQUIRED !
¢e3E 2102 LD RZ2, #READ_ACCESS
€eae covol

! GET SEG HANDLE & VERIFY ACCESS !
PB4z 5¥EP Call CONVERT_AND VERIFY !R1:SEG #

(gaa Ceee”
R2:ACCESS REQ
RETUBNS:
RE:SUCCESS CODE
R1:HANLLE PTR!
2046 @BYY cP RY, #SUCCEEDLED
2e48 0002
IF B¢ ! ACCESS FERMITTED !
P04A SEQE THEN ! AWAIT EVENT OCCURRENCE !
204C @€5A°
' RESTORE INSTANCE !
V4K 97F2 PNP R2, CGR1S
! RESTORE SPECIFIED VALUE !
2¢50 95Fa4 POPL RR4, @R1H
A052 5F00 CALL TC_AWAIT !R1:HANDLE PTPR
2054 pree»
R2:INSTANCE
RR4:VALUE
RETURNS:

RO :SUCCESS CODE!
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£e56 SEdE ELSE !RESTORE STACK!

Q958 0U5E
CP5A 95F4 POPL 23R4, @R15
2eSC 9772 POP B2, QR1S
F1

1
3 ¢¢5E 9Ee8 RET

0e69 END AWAIT
:
2
f;
4
E
f> .
o
4
i
d
¢
o
>
'3
‘&
&’
g
3
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vYee ADVANCE PROCEDURE

' R8N XE HEAL X8 X6 X6 15 3E XE XK HE 38 35 W0 46 I8 AXE KX 2% K€ FWAE 10 XL XK 3L KX

= SIGNALS THE OCCURRENCE OF »
% QOME EVENT. EVENTCOUNT IS *
% INCREMENTED AND THE TRAFFIC *
= CONTROLIER IS INVOKED TO »
= AWAKEN ANY PPOCHSS AWAITING *
% THE OCCURRENCE. »
ZEE 5K XERX JE RO XF X6 X2 3L K¢ 38 HX TEXRE X T X8 38 36 6 356 I H€ 3% 20298 26 3%
®* PARAMETERS: *»
% Rl: SEGMENT » *
% R2: INSTANCE (EVENT #) L
08 32 383K 28 26 56 X X6 X8 3K XX X6 3K AR 3K REK 6 X K XERC 3K 9 A KK
# RETIURNS: *
% R@: SUCCESS COLE »

o =27 he

X80 XK RENK X X6 36 X6 30 38 HC XK 3K 3K 3K AKX K NORE R 3 K X8 A N3 Ko Xe R %¢ |

e

- ENTRY
! SAVE INSTANCE !
0¢60 93F2 PUSH G@R15, R2

! GET SEG HANDLE & VERIFY ACCESS !
! "WR1Tk™ ACCESS REQUIRED !
¢ue2 2142 LD R2, #WRITE_ACCESS

Pv64 BVOP
¢¢66 SFEY CALL CONVERT AND VERIFY !R1:SEC #
2068 00vYe”
R2:ACCESS REC
: RETURNS :
. RZ:SUCCESS CCDE
! R1:HANILE PTR!
= @vsA @50@  CP  R¢, #SUCCEEDED
I Ce6C e¢e2
N IF O ! ACCESS PERMITTEL !
- 0¢6E SEQE THEN ! ADVANCED EVENTCOUNT !
N ce?e ee?c’
i ! RESTORE INSTANCE !
:; Q72 YTFZ POP R2, @R1S
ge74 HFEY CALL TC_ADVANCE 'R1:HANLLE PTR
| 3 2076 0VOY*
N R2: INSTANCE
< JETURNS :
§~1 R¢ :SUCCESS CODE!
tS ¢e78 5E08 ELSE !RESTORE STACK!
3, @e7A 007E°
X ¢e?C 97F2 POP  R2, @R15
_ FI
y @U7E YELE RET

geee END ADVANCE




el

ovee

Bev2
Bev4

Leub
@ous

2¢eA
¥euc

UCLE
2010
vylz
gela
9016

0e1s
fo1A

93F2

5F00
0662 °

vBeE¢
0902

SE¢E
VOSE”

91F4
5Fee
ceeox
95F9
1414
97F1
93F¢

INTERNAL
SSECTION kM_INT_PROC

CCNVERT_ANLC_VERIFKY PROCELVURE

1 JRXENE AAAE RT XLTE N6 3K X8 FERE 36 38 3K HE 3K KOHE FEXE 55 X8 H6XE K8 X0 X8 3% 38 3 X4 KO XS KE IK XK3

® CONVERTS SEGMENT NUMBER TO KST INLEX*
* AND EXTPACTS SEGMENT’S EANDLE FROM =
¥ ¥ST. IF SUCCESSFUL, THEN ACCESS ®
CLASS OF SUBJECT IS CHECKED AGAINST *
ACCESS CLASS OF JBJECT TO INSURE *
THAT ACCESS IS FERMITTED. b

0 3% A8 36 2 2% 16 3K 236 38 RCRK X6 3030 378 RERE XX 56 6 3 30 KK 36 1€ 2 3% 238 X6 306 X8 N8 3K 328

* ¥ #

* PARAMETERS: *
# Rl: SEGMENT NUMBER ®
®* R2: ACCESS REQUESTED »
3 2 HEE A0 3 10 3 20 XK 3 XE 8 20 236356 36 030 0 X8 X8 0 18 1 3C 3 NE 3 20 HEHE 36 30 5K KK
#* RETURNS: *
* RO: SUCCESS CODE »
% R1: HANDLY POINTER x

S8 XK 6 R K3 26 36 5 30 T8 35 06 34 0 TR KX X KGR R KRR AR IR |

ENTRY

! SAVE REQUESTED ACCESS !
PUSH @R1E, RZ2

! GET SEGMENT HANDLE !
CALL GWLT_HANDLE !R1:SEG #

RETURNS :

R¢:SUCCESS COLE

R4 :HANDLE PTR

R5:CLASS PTR!
CP R¢, #SUCCEEDED

IF EQ ! SEGMENT IS KNOWN !
THEN ! VERIFY ACCESS !

! SAVE HANDLE & CLASS PTR !
PUSHL GR1S, RRa

! GET SUBJECT’S SAC !

CALL PROCESS_CLASS !RETURNS:

RR2:PROC CLASS!
! RETRIEVE SEG CLASS POINTER !
POPL RR@, QR15
! GET SEGMENT’S CLASS !
Ldl RR4, @Rl
! RETRIEVE REQUESTED ACCESS !
POP P1, OGR15
! SAVE EANDLE POINTER !
PUSE @R15, R¢
! CEECK ACCESS CLEARANCE !
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- ’),.’ : ‘.;

Y P‘tu_“

#91C
Z01E

@020
ve22
py24
0026

0028
2e2A

0¥2C
¢e2E
©v039
9032
ee¢34
203€
0038
¢e3A

203C
Ve3E
¢o4d
#o42

¢044
9046

pe4s
004A
¢eac
004k
0050
£052
2054
9956

0058
€e¢5A
205C

©YeSE

A6
0062

#3801
veee

SEQE
peae”’
5F0@
po00*

@801
oeee

5E@R
ee3a”’
2100
2021
5Ege
0¢3C”°
2100
eee2

5E@8
0058 *
SFee
povo*

QEQ1
0020

SEQE
2054
2100
2029
5E@8
0S8~
2100
9092

97F1
5Ee8
¢060°
97¥F2

9E¥8

CP Rl, #WRITE_ACCESS

IF EQ !
THEN

CALL

cp

IF EO
THEN

LD
ELSE
LD

Fl
ELSE !

CALL

CP

IF EC
THEN

LD
ELSE

LD

FI
FI

WRITE ACCESS REQUESTED !

CLASS_EQ !RR2:PROCESS CLASS
RR4:SEGMENT CLASS
RETURNS:
R1: CONDITION CODE!
R1, #FALSE

1ACCESS NOT PERMITTED!

R@, #ACCESS_CLASS_NOT_EQ
1ACCESS PERMITTED!
R@, #SUCCEEDED

READ ACCESS REQUESTED !

CLASS _GE 'RR2:PROCESS CLASS
RR4 :SEGMENT CLASS
RETURNS ¢

R1:CONDITION COLE!

Rl1, #FALSE

1ACCESS NOT PERMITTED!

R¢, #ACCESS_CLASS_NOT_GE
1ACCESS PERMITTED!
RO, #SUCCEEDED

! RETRIEVE HANDLE POINTER !

POP
ELSE

R1,

@R15

! RESTORE STACK !

POP
Fl
RET

R2, GOR15

END CONVERT_AND_VERIFY
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SRV PR 28

ge6 GET HANDLE PROCEDURE

| Xmx SJE0¢ 208 208 2% 266 206 3 2 208 202 206 263X 2 X0 XK AWK 2% 28 6 1 20 N W ¢ KK

= CONVERTS SEGMENT NUMBER TO =
* (ST INDEX AND DETERMINES IF *
* SEGMENT IS KNOWN. IF ENOWN =
» POINTER TO SEGMENT HANDLE *
* AND POINTER TO SEGMENT CLASS®
* ARE RETURNED. *
IR N ARRE X8 HK AR Kb 818 X XK 28 38 XXX XK KERE 16 2 X5 KK NOKR XX X820 XX X8
* PARAMETERS: *
» R1: SEGMENT NUMBER »
JERKRE AEKE 28 2h X X8 28 XK KX TR FA T RN 8 X5 X% REXT XE KB X6 X8 X5 RSB 28 X8
* RETURNS: *
* RO: SUCCESS CODE *
* R4: HANDLE POINTER ®
= R5: CLASS POINTER »

FANE AT XCE A 28 8 6 RO XK NERX X RN NS 30 2 Xc A0 e X A0 X !

ENTRY
{ CONVERT SEGMENT # TO KST INDEX # !

¢e62 8301  SUB  R1, #NR_OF_KSKGS

2064 000A
! VERIFY XST INDEX !

VP66 2100 LD R¢Y, #SUCCEEDED

2068 0¢€92
Pe6A €R01 cP R1, #¢
QU6C QV00

IF LE !INDEX NEGATIVE!
¢C6E SEQA THEN
0470 907A°
0O72 2100 1D R, #SEGMENT_NOT_KNOWN
ge74 221C
QY76 SE@8 ELSE !INDEX POSITIVE!
de78 0986’
@07A @RBO1 cP R1, #MAX_NO_XST_ENTRIES
@O7C 0¥36

IF GT !EXCEEDS MAXIMUM INDEX!
¢07E SE@2 THEN 'INVALID INDEX!
YUE0 V086~
gve2 2100 LD R@, #SEGMENT_NOT_KNOWN
Yo8a PE1C
Fl

FI
Q¢B6 @B€0 cP R¢, #SUCCEEDED
0088 0002

IF EO {INDEX VALID!
¢¢8A 5EEE THEN
P¥8C ©OBE’

! SAVE KST INDEX !
g¢8E 93F1 PUSE GR15, R1
! GET KST ADDRESS !
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8299
€992

2094
0e96

2098

2094A
209C

2Y9E

POAQ
0oA2
VA4

BOAE
00A8
B2AA
@0AC
@OAE
VYBO
00B2
P9 B4

¢oB6
Q0RB8

90BA
09 BC

Q@BE
vece

2101
eee2
Sree
o0eo~

97F3

19@2
0019

8103

4D31
QVOE
QOFF

SEQE
@082’
219¢
001C
5E@8
@eBE’
2100
0002

7634
0000

7635
2voA

9E@8

LD R1, #KST_SEG_NO
CALL ITC_GET_SEG_PTR !R1:KST_SEG_NO

RETURNS:
R¢:KST ADLR!
! RETRIEVE KST INDEX # !
POP R3, @R1S

! CONVERT KST INDEX # TO XKST OFFSET
MOLT ©RR2, #SIZEOF EKST_REC

! COMPUTE KST ENTRY ADDRESS !

ADD R3, R

! SEE IF SEGMENT IS KNOWN !

CP KST.M_SEG_NO(R3), #NOT_KNOWN

IF EQ !ISEGMENT NOT KNOWN!
THEN

LD R@, #SEGMENT_NOT_KNOWN
ELSE !SEGMENT KNOWN!

LD RO, #SUCCEEDED

! GET HANDLE POINTER !
LDA R4, KST.MM_HANDLE(R3)

! GET CLASS POINTER !
LDA RS, KST.CLASS(R3)

FI
FI
RET
END GET_HANDLE
END EVENT_MGR




APPENDIXY B - TRAFFIC CONTROLLER LISTINGS

ZEQOOASM 2,02
LOC OB’ CODE STMT SOURCE STATEMENT

SLISTON $STTY

TC MODULE
i CONSTANT
§ ! 2T X8 JXRE X008 3¢ X% SYSTEM PARA”ETERS AL XX 3 XC 02X !
- NR_PROC = 4
i VP_NR =2
? NR_CPT = 2
i s NR_KST 1= 54

! AR N NCE K 3¢ 2 SVSTEM CONST&NTS 30 KT R AR 3K 348 XX X !
RUNNING $=
READY = 1
BLOCKED = 2
IDLE_PROC t= $DDDD
NIL t= YFFFF
INVALID := YEEEE |
KERNEL_STACK := 1 j ]
USER_STACK = 2 {
KST_SEG t= 2 :
KEST_LIMIT '= 1
USER_FCW = $18¢e
WRITE t= @
'INDICATES LOWEST SYSTEM
SECURITY CIASS! )
SYSTEM LOw = 9
STK_OFFSET t= ¢FF
REMOVED s= TABCD
TRTE i= 1
FALSE = 9
STCCEEDEL $= 2

TYDE

AP_PTR WORD

VP PTR WORD

ADDRESS WORD

H_ARRAY ARRAY[3 4#ORD|
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AP_TABLE RECORD
(NEX™ AP

- AP_PTR
DER WORD
SAC LONG
PRI INTEGER
~ STATE INTEGER
i AFFINITY WORLD
vP_ID VP_PTR
HANDLE H_ARRAY
INSTANCE wORD
VALUE LONG
FILL_2 ARRAY(2 WORDJ
J
P~ . RUN_ARRAY APRAY(VP_NR AP_PTR)
= RDY ARRAY ARRAY [NR_CPU AP_PTR]
o AP_DaTa ARRAY [NR_PROC AP_TABLEJ
"P_DATA RECORD
INR_VP ARRAY |[NR_CPU WORD]
FIRST ARRAY [NR_CPU VP_PTR]
!
KST_REC RECORD
[MM_EANDLE  H_ARRAY
SIZE WOPRD
ACCESS BYTE
IN_CORE BYTE
CLASS LONG
M_SEG_NO SHORT_INTEGER
]ENTRY_NUM SHORT_INTEGER
‘ EXTERNAL
> K_LOCK PROCEDURE
3 K_INLOCK PROCEDURE
’ SET_PREEMPT PRCCEDURE
: SWAP_VIBR PRCCEDURE
: IDLE PROCEDURE
| S RUNNING_VP PROCEDURE
;ﬁ CREATE_INT_VEC PROCEDURE
' LIST_INSERT PPOCEDURE
& ALLOCATE_MMU PROCEDURE
MM_ALLOCATE PROCEDURE
§ UPDATE_MMU_IMAGE PROCEDURE
' B CREATE_STACK PROCEDURE
- MM_ACVANCE PROCECURE
~ MM_READ_EVENTCOUNT PROCEDURE
; G_AST_LOCK WORD
PREEMPT_RET LAXEL

;i 116




SSECTION TC_DATA

INTERNAL

veee APT RECOPD

{ LOCK

WNRD

RUNNING_LIST  RUN_ARRAY
READY_LIST RDY_ARKAY
BLOCKED LIST  AP_PTR

FILL_ 3
VP
FILL
AP

]

LONG

VP_DATA
A?RAY (4 WORD]
AP_DATA

!THESE YARIABLES ARL USED DURING TC
INITIALIZATICN TO SPECIFY AVAILABLE
ENTRIES IN TEE APT, AND ARE INITIAI-
IZED BY TC_INIT IN TEIS IMPLEMENTATION!

00A0 NEXT_VP WORD
eeA2 APT_ENTRY WORD
$SSECTION TC_LOCAL
SABS @
'NOTE: USED AS OVERLAY ONLY!
2200 ARG_LIST RECORD
[REC ARRAY (13 WORD)
IC JORD
CPU_ID WORD
SACI LONG
PRI1 WORD
JSR_STK WORD
RER_STK WORD
kST LONG
)
SABS @

INOTE: USED AS STACK FRAME FOR
STORAGE OF TEMPORARY VARIABLES
FOR CREATE_PROCESS.!

ecee CREATE
[APG_PTR
DBR_NUM
LIMITS
SEG_ADDR
N_S_P
J

SABS 0
0epe HANDLE VAL
(EIGE
Low

]

RECORD

WORD
WORD
WORD
ADDRESS
WORD

RECORD

LCNG
WORD
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!THE FOLLOWING DECLARATION IS UTILIZEL
B AS A STACK FRAME FOR STORAGE OF

TEMPORARY VARIABLES UTILIZED BY
| TC_ADVANCE AND TC_AWAIT.!
4 SAES ¢

a 2eoo TEMP RECORD
|EANDLE_PTR  WORD
EVENT_NR WORD
EVENT VAL LONG
ID_VP WORD
CPTT_NUM WORD

» HANDLE_HIGH  LONG
g FANDLE_LOW  WCRD
' ]

SSECTION TC_KST_DCL
INOTE: KST DECLARATION IS USED EERE
TO SUPPORT KST INITIALIZATION FOR
THIS DEMONSTRATION ONLY. THIS
DECLARATION AND INITIALIZATION
SEQULLC EXIST AT THE SEGMENT MANAGER
LEVEL AND THUS SEOULD BE REMOVED
UPON IMPLEMENTATION OF SYSTEM
INITIALIZATICN.!
$ABS @
0000 KST ARRAY[NR_KST KST_REC]
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(K]

R 3

2eo0

aede
gea2

geds
0006
goes8
@CeA
geec
QC0E

2010
2012
ee14
0e16
vole
ee1A
go1cC

201E
2020
¢e¢22
2024
026
ee2e
2024
ee2C

0028
0030
ees2

6132
2ees”’

9BRE2
FFFF
5EQE
e¢e1e”’
5E@8
2026

4D21
@247
geel
SEQE
201E°
5Ege
2026°

6124
2020°
Al142
ESEF
@B@2
FFFF
SEQE
ge3Cc’

4D15
0002’
DDDD

SSECTION TC INT_PROC
TC_GETVORK PROCEDURE
1 X008 R 28 X668 X% X5 X0 28 X7 X8 X8 3% X5 36 X 26 26 X 78 35 2 N6 W XK
* PROVIDES GENERAL MANAGE- >
= MENT OF USER PROCESSES BY =
% EFFECTING PROCESS SCREDU- =
% LING ON VIRTUAL PROCESSORS=®

3K 25 HEC 3K 2 2 26 26 HE 3T XX 0 €K R KT AT 3 A AC KL AL A 3K A

* DARAMETERS: *®
* 3R1: CURRENT VP ID x
* RI: LOGICAL CPU # *x
XETE R RRAL XX K35 35 X0 X8 X0 K REKC A8 X0 K00 XA XK 30 XR I KK 33 380
* LOCAL VARIABLES: =
= R2: NEXT READY PROCESS *
¥ R4: AP FTR x*

203 € 320 36 326 30 3K 3K 26 3K 3K 3K 38R 3K ROH 75 96 X6 3R KKK

ENTRY
! FIND FIRST READY PRCCESS !
1D R2, APT.READY_LIST(R3)
GET_READY AP:
DO T!WHILE NOT (END OF LIST OR XFADY)!
Cp R2, #NIL
IF EQ INO READY PROCESS! THEN
EXIT FROM GET_READY_AP
FI
c® APT.AP.STATE(R2), #READY
IF EQ !PROCESS READY! THEN
EXIT FROM GET_READY_AP

FI
! GET NEXT AP FROM LIST !

LD R4, APT.AP.NEXT_AP(R2)
LD R2, R4
0D

CP RZ,#NIL
IF 5Q ! IF NC PROCESSES READY ! TEEN

! ILOAC IDLE PROCESS !
LD APT.RUNNING _LIST(R1), #ILLE_PFROC
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LY34
@Q36
@038
Ce3A

ee3c
¢¢3E
2040
0242
ceas
2046
0948
ge4n
294C
YO4E
2ese

2052
0254

5Fee CALL IDLF
oQue*
5EQ€ ELSE
ges2°

! LOAT FIRST READY AP !
6F12 LD  APT.RUNNING_LIST(R1), R2
eee2’
4D25 LD  APT.AP.STATE(R2), #RTUNNING
oe24°
eeee
6F21 LD  APT.AP.VP_ID(R2), R1
ge2%E’
6121 LD R1, APT.AP.DBR(32)
0022’
5Foe CALL SWAP VDBR !(R1:DEBR)!
eeee™

Fl
9E@8 RET
END TC_GETWORK




¢¢s54 VIRTUAL PREEMPT_HANDLER PROCEDURE
1 2% 350 R6TE 29 230 30 50 28 350 3¢ T e 3 R0 20 06 RO 30K A X K K
* LOADS FIRST READY AP »

E * IN RESPONSE TO PREEMPT =

* INTEPRUPT ®

FRER I REXE R X4 AT R HE AR KX WT 38R0 I KR KA IR X )

: ENTRY A

; '*% CALL WAIT_LOCK (APT .LOCK) =

i !#® RETUINS WEEN PROCESS HAS LOCKED ABT w=!
E

¢¢b4 76€4  LDA  Ra, APT.LOCK
| 0¢s6 2000 °
s ¢e58 5F@@  CALL K_LOCK
3 ees5A gueew
' ! GET RUNNING VP ID !
0e5C 5F@@  CALL RUNNING VP !RETURNS:

CesE ¢eeex
R1:VP_ID
R3:CPUy #!
! GET AP !
2269 6112 1D R2, APT.RUNNING_IIST(R1)
gec2 og02°
! IF NOT AN IDLE PROCESS, SET IT TO RFADY !
Qv64 0BO2 CP R2, #IDLe_PROC !
@es6 DDDD
£e68 S5ER6 IF NE ! NOT IDLE ! THEN
@o6r Q@r2”
@@6C 4D25 ID APT.AP.STATE(R2), #REALY
CC6E @g2A°
o790 0vo1

FI

! LOAD FINST READY PROCESS !
ee72 5Fe¢ CALL TC_GETWORK 'R1:VP_IT
0074 00EQ’

R3:CPU #!

'NOTE: THIS IS THE INITIAL POINT OF
EXECUTIOM FOP USSR PROCESSES.!
VIRT _PREEMPT_RETURN: R
!®%* CALL UNLOCK (APT™.LOCK) ==!
!*% RETURNS WHEN PROCESS HAS UNLOCKEL APT ==t
!#% AND ADVANCED ON THIS EVENT !
eE76 7604 LDA Ra, APT.LOCK
gers 9009’
@07A 5Fee CALL K_UNLOCK
2e7C ovee=
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! PERFORM A VIRTUAL INTERRUPT RATURN !
INOTE: THIS JUMP EFFECTS A VIRTUAL
IRET INSTRUCTION.!

eé7?E S5SEes JP PREEMPT_RET

eeee Qeoex

ge82 END VIRTUAL_PREEMPT_HANDLER

Lt




TR 7 VI

GLOBAL
SSECTION TC_GLB_PROC
aeve TC_INIT PROCEDURE

) 1 SRXEXE NERE 8 KX KR A8 XK XX KORE XK X8 XX 36 K TANE KOHE 3% 38 K 3% AR K
i = INITIALIZES APT HEADER *
* AND VIRTUAI INT VECTOR »

SRR XE NEXE X R8K 58 358 XE KL TX L 3 8 30 K0 XEXE N XE AR X8 K06 28 28

1 : = PARAMETERS: =

TTY

* Ri1: CPU_ID ®
* R2: NR_VP =

2 XS X0 N0 X3 3 BE XK R AKRE 20 HEIK 3K K 3 X030 K0 20 3<% {

ENTRY :
! NOTE: THE NEXT FOUR VALUES ARE
ONLY TO BE INITIALIZEL CONCE. !
2000 4D@5 LD NEXT_VP, #0

202 20A2°

2Ue4 0200

2006 4DP5 LD APT_ENTRY, #¢

0008 BgA2°

FUOA 2200

@00C 4D@5 1D APT.BLOCKED LIST, #NIL

P2OE Q@QoA’

¢e¢1e FFFF

2912 4D@8s CLR APT.LOCK

2014 0200°
!**********#*********#****“8*******“****
NOTE: THE FOILOWING CODE IS INCLUTLED
ONLY FOP SIMULATION OF A MULTIPROCESSOR
ENVIRONMENT. THIS IS TO INSURE THAT THE
READY LIST(S) AND VP TATA OF TFE SIMUIATED
CPU(S) ARE PROPERLY INITIALIZED. 1IN AN
ACTUAL MUITIPROCESSOR ENVIRONMENT, THIS
BLOCK OF COLE SEQULD RE REMOVEL.
€ 200C XX 20 I X< RE AT X N I XX XXX T NENE NS KO KT I KE N 3T KL N R NS 3 A NE RE XL 32 XX XK XK NE XL 5K !

PrP16 2104 LD &, #@

¢r18 eeee

EC
@01A QRO4 CP R4, #NR_CPU*2
2P1C 00Q4
IF EQ !'ALL LISTS INITIALIZED!

201E SEQE TREN EXIT

2020 @¢26°

g¢22 5E¢8

2924 0036°

FI
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026
oe28
ee2A

ge2C
Q02K
0230
€£e32
@034

0936
0838
CE3A
803C
@OSE

2e4g

ge42
0044
2046
gear
Po4A
204C

004k
0050

£es2
ge54
P56
0gs58
@954
2e5C
€e¢5E
0060
2062
g¢64
2¥66
2oee
£E6A
2e6C
026k

4D45
20ees”’
F¥FF

4D4s
oele’
geel
A941
E8F2

€F12
2010 °
61€3
Q0AR
6F13
2¢le”’

A125
1964
002
8153
6F03
geag’

6113
2014 °

¢BE2
2000
SEQE
2¢SE”
5E08
Pe6A°
4035
Qo2
DDDD
A931
AB29
E8F4
4D15
pees’
FFFF

! INITIALIZE READY LISTS A
LD APT.READY IIST(R4)

! INITIALLY MARK ALL LOGLCAL CPU’S
AS HAVING 1 VP, THIS IS NECESSARY
TO INSURE TC_ADVANCE WILL FUNCTION
PROPXRLY, AS IT EXPECTS EVERY CPU

TO HAVE AT LEAST 1 VP, !
LD APT.VP.NR_VP(P4), #1

INC R¢, #2
0D
! END MULTIPROCESSOR SIMULATION COTk.

20 48 206 208 XK 7 3 2 18 30 30 N 2K % 3 NN 216 2K 2K K 30 A X8 KKK 3K 3 356 K¢ K 20 ¢ 6 KK K8 58 K %%

LD  APT.VP.NR_VP(R1), R2

LD R3, NEXT_VP
LD APT.VP.FIRST(R1), R3

! RECOMPUTE NEXT_VP VALUE FOR TC
INITIALIZATION OF NEXT LOGICAL
CPU. !

LD R5, R2

MOLT RR4, #2

ADD R3, 1E
ID NEXT_VP, Rz

! INITIALIZE RUNNING LIST !
LD R3, APT.VP.FIRST(R1)

Do
CP R2, #0

IF EQ TEEN EXIT FI

LD APT.RUNNING_LIST(R3)., #IDLE_FRCC

INC RZ, #2

DEC R2, #21
oD
LD APT.READY _LIST(R1), #NIL




2101 LD R1, #¢
geee

! ENTRY ADDRESS !
7602 LDA RZ2, VIRTUAL_ PREEMPT_HANLLER
gene”’
SFQ¢ CALL CREATE_INT_VEC

eeoe™
131 :VIRTUAL INTERRUPT #
R2:INTFRRUPT EANDLER ADDRESS!
9E@8 oET
END TC_INIT
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¢¢7E CREATE PROCESS PROCELURE
1 200 2 05 296 0290 26 98 06 06 X 0 3 K 4K 0 2K 300X 6 R 7
¥ CREATES USER PROCESS =
»* DATABASES AND APT »
% ENTRIKS b
FENEXR KRN 8 28 X X5 K5 X8 X8 N8 35 X% NUXS A8 REXE FEXS K6 3R 3%
* PARAMETERS: x*

* R14: ARGUMENT PTR ®

TRNEXE KEAX 2 XA K8 3% XK X8 XX KT 18 XK 38 X0 KO KX 1038 %0 32 2% {

ENTRY
'NOTE: THIS PROCEDURE IS A STUB TO ALLOW
PROCESS INITIALIZATION FOR THIS
DEMONSTRATION. !
! ESTABLISH STACK FRAME FOR LOCAL
VARIABLES. !
CO7E O3@F SUB R15, #SIZEOF CREATE
20802 Vo0oA
! STORE INPUT ARGUMENT POINTER !
¢e82 6FFE LD CREATE.ARG_PTR(R15), R14

0084 0V0O
! LOCK APT !

¢¢86 76€4  LDA R4, APT.LOCK

0088 0000

@¢8A 5FO@  CALL K_LOCK

eesc oecee™

! RETURNS WHEN APT IS LOCKED !

! CREATE MMU ENTRY FOR PROCKSS !
CC¢8BE 5F¢0 CALL ALLOCATE_MMU !RETURNS:
0090 QvLo™

e e e i e -

R¢: LBR #! :
! GET NEXT AVAILABLE ENTRY IN APT ! :
0092 6101 LD R1, APT_ENTRY X

2094 @OAZ°

! COMFUTE APT OFFSET !
2096 2102 LD R2, #SIZEOF AP_TABLE 1
2098 Q2020 .
¢¢9s 8112  ADD R2, R1 l

! SAVE NEXT AVAILABLE APT ENTRY !
P99C 6F02 LD APT_ENTRY, R2 ]
¢29E 22A2” ﬂ

! CREATE APT ENTRY FOR PROCESS !
@CAG 4D15 LD APT AP .NEXT_AP(R1), #NIL
gea2 eez2e’ ‘
@0A4 FFFF
PPA6 6F10 LD APT . AP.DBR(R1), RQ
¢oA8 @g22°

! GET PROCESS CLASS !
PPAA 54E2 IDL RR2, ARG_LIST.SAC1(P1l4)
CCAC @¢1E
@OAE 5D12 LDL  APT.AP.SAC(R1), RR2 4
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2080

¢eB2
20B4
P2B6
AL

@2BA
Z¢BC
20BE
¢eco

eec2
vecs
eecs
gecs
geca
eecce
QUCE
20DY
eenz2
2¢D4
PeD6

oaD8
20DA
2¢DC
Q0DE

CCEC
2@E2
004
eeE6

¢oEe
QUEA
@eEC
@CEE

20F0
¢erF2

2024 °

61Ek2
2022
6F12
ge28°

61E2
ege1c
6F12
go2C "’

7623
0006’
7604
0020
7605
ee28’
7606
00247
21e7
P91
AD21

6FFQ
@oa2
S5Freg
gooo>

7604
2000’
5Fe0
geeo

61FE
poee
61E3
0¢24

6FF3
geea

! GET PROCESS PRIORITY !
LD R2, ARG_LIST.PRI1(R14)

LD APT.AP.PRI(R1), RZ

! GET LOGICAL CPU # !
LD R2, ARG_LIST.CPU_ID(R14)

LD APT.AP.AFFINITY(R1), R2

ITHREAD IN LIST AND MAKE READY!
LDA R3, APT.READY_LIST(R2)

LDA R4, APT.AP.NEXT_AP
IDA RS, APT.AP.PRI

LDA R6, APT.AP.STATE
LD  R7, #READY

EX R1, R2
! SAVE DER # !
LD CREATE.DBR_NUM(R15), R

CALL LIST_INSERT

I1R2: 0BJ ID
R3: LIST FEAD PTR
Ra: NEXT OBJ PTR
RS: PRIORITY PTR
RE: STATE PTR
R7: STATE!

! UNLOCK APT !

LDA  Ra, APT.LOCK

CALL K_UNLOCK

ICREATE USER STACK!

! RESTORE ARGUMENT POINTER !
1D  R1a, CREATE.ARG_PTR(RA15)

LD R3, ARG_LIST.USR_STK(R14)

! SAVE LIMITS !
LD CREATE.IIMITS(R15), R3




gers Alz28

GCFA o1¢8
@eFC CCFF
@OFE 6FF8
210@ 0ees

2102 61F4
2104 ¢¢ea
0106 AB4Y

€198 61F¢
Y10A @092
210C 2101
R1CE eee3
2110 2103
9112 @¢eyY
£114 SFee
0116 Q0ue*

€118 E1FE
P11A Q¢u9
911C B61E3
211E ¢e26
0120 5r0@
9122 Qe0o*

2124 61F0
¥126 @ve2
9128 2101
@12A oc¢el
912C A134
@12E AB40
213¢ 2103
0132 0eve

CALL MM_ALLOCATE !R3: # OF BLOCKS

RETURNS ¢

R2: START ALIR!
!COMPUTE & SAVE NSP!
LD R8, RZ

f ESTABLISH INITIAL SP VAIUE
FOR USER STACK. !

ADD RS, #STX_OFFSET
LD  CREATE.N_S_P(R15), RH

! RESTORE LIMITS !
LD R4, CREATE.LIMITS(R15)

LEC R4 I!SEG LIMITS!
! RESTORE DBR !
LD R¢, CREATE.DsR_NUM(R15)

LD R1, #USER_STACK
LD R3, #WRITE !ATTRIBUTE!
CALL UPDATE_MMU_IMAGE

{R¢: DBR #

R1: SEGMENT #

R2: SEG ADDRESS

R3: SEG ATTRIBUTES

Ra: SEG LIMITS!
'CREATE KERNEL STACK!
! RESTORE ARGUMENT POINTER !
1T R14, CREATE.ARG_PTR(R15)

LD R3, ARG_LIST.KER_STK(R14)
CALL MM_ALLOCATE !R3: # OF BLOCKS
RETURNS
R2: START ADCR!
IMAKE MMU ENTRY!
! RESTORE DBR # !
LD R@, CREATE.DBR_NUM(R1S)
LD R1, #KERNEL_STACK
LD Re, R3
DEC R4
LD R3, #WRITE

! SAVE START ADDRESS !
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Sty

2134
2136
0138
f13A

£13C
@13E

0140
2142
v144
0146
2148
214A

914C
€14E
0150
2152
£154
0156
0158
215A

€15C
015K
2160

2162
2164
@166
2168
2164
216C

6FF2
geee
5F¥¢
PYoo*

61FE
pece

61F1
geo6
2123
18¢¢
61E4
@¢1A

61F5
geee
7€06
L d -
@32F
pees
1CF9
23€3

Al1F¢
93F1
Al%l

5C11
820C
8009
97F1
5F¢¥0
0ooe*

LD CREATE.SEG_ADDR(R15), 22
CALL UPDATE_MMU_IMAGE

IRC¢: DER #

R1: SEGMENT #

R2: SEG ADDRESS

R3: SEG ATTRIBUTES

R4: SEG LIMITS!
!ESTABLISH ARGUMENTS!
! RESTORE ARGUMENT POINTER !
LD R14, CREATE.ARG_PTR(R15)

! RESTORE STACK ADDRESS !
LD Rl1, CREATE.SEG_ADDR(R1S5)

LD  R3, #USER_FCW
ID R4, ARG _LIST.IC{R14)

! RESTORE INITIAL NSP !
LD RS, CREATE.N_S_P(R15)

LDA R6, VIRT_PREEMPT_RETURN
SUB R1S5, #8
IDM @GR1E, RO, #4

! LOAD ARGUMENT POINTER FOR
CREATE_STACK CALL !

LD  ReS R1S

PUSH GR15, ®1

LD  Rl, R14

' LOAD INITIAL REGISTER VALUES TO
BE PASSED TO USER PROCESS AS
INITIAL PARAMETERS. !

IDM R2, ARG_LIST.REG(R1), #13

POP R1, @R15
CALL CREATE_STACK

!R@: ARGUMENT PTR

P1: TOP OF STACK

R2-R14: INITIAL
REG STATES!

'NOTE: THE ABOVE INITIAL REG STATES
REPRESENT THE INITIAL PARAMETERS
(VIZ., REGISTER CONTENTS) THAT A
USER PROCESS WILL RECEIVE UPON
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INITIAL EXECUTION. !
¢16E ¢€1¢F ADD R15, #8 !'OVERLAY PARAMETERS!

Q179 Qs
! ALLOCATE KST !
2172 2123 LD RS, #KST_LIMIT
0174 vevl
2176 5FQ¢ CALL M™MM_ALLOCATE fR3:# OF BLOCKS
2178 geeex

RETURNS
R2:START ALDR!
! RESTORE DBR !
¢17A 61F¢ LD  R¢, CREATE.DBR_NUM(R15)
€17C 2¢02
! SAVE KST ADDRESS !
¢17E 6FF2 LD CREATE.SEG_ADDR(R15), Rz
918¢ 0006
IMAKE MMU ENTRY FOR KST SEG!
¢182 2101 LD  R1, #KST_SEG

0184 0¢02
@186 2163 LD  R3, #WRITEK !ATTRIBUTE!
2188 ¢¢ed
@188 21¢¢ LD R4, #KST _LIMIT-1
?18C 2¢9¢
@18E 5F¢@  CALL UPDATE_MMU_IMAGE
0190 ¥Y00®
IR@: DBR #
R1: SEGMENT #
R2: SEG ADDRESS _
R3: SEG ATTRIBUTES 7

R4: SEG LIMITS!
! RESTORE KST ADDRESS !
2192 61F2 1D R2, CREATE.SEG_ADDR(R1E)
194 YEL6
! CREATE INITIAL KST STUB !
0196 SFpY CALL CREATE_KST !RZ2:KST ADDR!
2198 @140°

! REMOVE TEMPORARY VARLAELE
STACK FRAME, !
219A ¢1¢F ADD R15, #SIZLOF CREATE

219C @Y0A
¢19E 9E@8  RET
¢1a¢ END CREATE_PROCESS

-
Fan

?
&
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AQ ..-u.l"’a

0140

@1A0
P1A2
2144
2146
P1A8

¥1aA
P1AC
C1AE

@1B0
€182
2184
21B6
Z1B8

@1BA
£1BC
21BE

21C¢
01C2

21C4
¥1Co
eice
91CA
¢1CC

14¢6
FFFF
FFFF
5D26
po0og

425
peo4
ceee

14026
gele
goey
5D26
Q¢ ¢A

4C25
'3
AL

2121
PeoA

PBO1
geee

SE@E
01D0”

5E@8

CREATE KST PROCEDURE

1 33 3% 4638 250 3 4 06 K6 56 € X8 X0 XK 80 36 3 3528 A28 X2 2%

* CREATES KST STUB FOR =

* PROCESS MANAGEMENT *
* DEMO., INSERTS ROOT =
= ENTRY IN KST. NOT =
* INTENLCED TO BE FINAL *
% PRODUCT. »
S 2 K20 208 255 NG XK 2 2 38 08 30 35 26 35 HEHE 368 3K K
» PARAMETERS: *
¥ R2: KST ADDRESS *

28 XA 8 3 KC 28 R XK R 2K XC NS 30 K N X6 3K

ENTRY
INOTE: THIS PROCEDURE IS & STUF USED
FOR INITIALIZATION IN THIS IMPLEMENTATICN
ONLY. THE ACTUAL INITIALIZATION COL&
FOR THE KST WILL RESIDE AT THE SEGMENT
MANAGER LEVEL ONCE [MPIEMENTATICN OF
SYSTEM INITIALIZATION IS EFFECTEL. !

! CREATE ROOT ENTRY IN KST !
LDL RR6, #-1 !'ROOT HANTLLE!

LDL  KST.MM_HANDLE(R2), RR6
ISET ROOT BNTRY # IN G_AST !
LD KST.MM_HEANDLE([2) TR2), #=¢

! SET ROOT CLASSIFLCATICN !
LDL PR6, #SYSTEM_LOW

LDL  EST.CLASS(R2), RR6
'SET MENTOR SEG #!

LDB  KST.M_SEG_NO(R2), #0

'INITIALIZE FREE KST ENTRIES
FOR DEMO, NOT FULL XST!
LT R1, #1¢

DO
CP R1, #¢

IF EC THEN EXIT FI
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- ~
.

B3N

@1CE
21D¢
@1Dh2
¥1D4
€1D€
@108
01DA
€1DC
¢1DE
P1EQ

21DE’
¢1e2
0010
4C25
QYCE
FFFF
AB1¢Q
EBF3
9kes

ADD R2, #SIZEOF KST_REC
LDB KST.M _SKG_NO(RZ), #%FF
DEC R1

oL

RET
END CREATE_XST
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A1k TC_ADVANCE PROCELURE

1 350350 5% 235240 206 30 30 3K 48 3 28 356 7 X A AK 6 TEE 0K 76 2K XA K 25 20 N6 A0 3K

; = EVENTCOUNT IS ADVANCED FY *
é = INVOCATION OF MM ADVANCE. ®
f % PROCESSES THAT ARE AWAITING =
: = THIS EVENT OCCURRENCE ARE =
p ¥ REMOVED FROM THE BLOCKED LIST*
= AND MADE READY. THE REATY ®
* LISTS ARE THEN CHECKED T0 =
% INSURE PROPER SHEDULING IS *
= EFFECTED. IF NECESSARY VIR~ *
* TTJAL PREEMPTS ARE SENT TO ALLX
®= PHOSE VP’S BOUND TO LOWER 6
* PRIORITY PROCESSES. ®
RRAE KT 0 XE AT XL HK NE XS 2K 1 T XL M XL HC AEIAX XL A% X HE XL 2 38 X0 2k I 3¢ XX
# PARAMETERS: -
® R1: EANDLE POINTER ®
% R2: INSTANCE (EVENT #) ®
TE XS X0 XX R XL X R XE XL X8 3P K 3% KA XL XL 35K 30 18 X3 R WA HE 38 X8 38 30 M6
= RETURNS: ®
%= R@: SUCCESS CODE ®

X582 X8R 3 30 5 R 50 58 X8 K68 3K 30 X4 I 3K X8 R0 XK 50 50 08 X6 XEFAKE 328 |

ENTRY
! ESTABLISH TEMPORARY VARIABLE
STACK FRAME. !
¢1E¢ €3¢F SUB  R15, #SIZEOF TEMP
91k2 @012
! SAVE INPUT ARGUMENTS !
¢1E4 6FF1 LD TEMP.FANDLE_PTR(R15), R1

¢1E6 Q0o
¢1E8 6FF2 LD TEMP,EVENT_NR(R15), R2
€1EA e¢e2
! LOCK APT !
P1EC 7604 LDA P4, APT _LOCK
¢1EE e¢ee’
W1F@ S5F00 CALL K_LOCK
21F2 0oeo=

! RETURNS WHEN APT IS LOCKED !
! ANNOUNCE EVENT OCCURRENCE BY
INCREMENTING EVENTCOUNT IN G_AST!
¢1F4 S5F@¢ CALL MM_ADVANCE !R1:HANDLE PTR

01F6 vooe*
R2:INSTANCE
RETURNS :
Re:SUCCESS CODk
RRZ:EVENTCOUNT!

¢1F8 @¢Be@ cp +<¢, #SUCCEEDED

Q1FA 0002

@1FC SEQE IF EQ THEN




YO SR Wy

1 ! SAVE KVENTCOUNT !
¢200 SDF2 LCL  TkMP.EVENT VAL(R1%), RR2
0202 0004
! RESTORE INSTANCE !
P2e4 61F0 LD Ré, TEMP.EVENT_NR(R15)
9206 £¢02
! RESTORE HANDLE POINTER !
0208 61F1 LD R1, TEMP.HANDLE_PTR(R15)
0204 002V
! SAVE HANDLE !
220C 5414 LDL  RR4, FANDLE_VAL.FIGH(R1)
P20% 0000
¢21¢ SDF4 LDPL  TEMP,.HANDLE HIGH(R15), BR4
4 @212 09ecC
> @214 6114 LD R4, HANDLE_VAL.IOW(R1)
' 2216 9¢04
0218 6FF4 1D TEMP.FANDLE_LOW(R15}), Rea
@214 0010

! AWAKEN ALL PROCESSES AWAITING
THIS EVENT OCCURRENCE !
! GE? FIRST BLOCKED PROCESS !
221C 6121 1D R1, APT.BLOCKED LIST
#2158 Q0VA”
9220 7606 LPA  R6, APT.BLOCKED LIST
222 ¢¢¢A’

WAKE_UP:
Do

) ! DETERMINE IF AT END OF BLOCKEL LIST !
e 9224 0BO1 cP R1, #NIL

" 0226 FFFF
S IF EC ! NO MORE BLOCKED PROCESSES ! »
~ 0228 SEQE TEEN EXIT FROM WAKE UP
‘ 227 0238° i
> ¢22C SEg8
2 @22F @2R4°
: FI

! SAVE NEXT ITEM IN LIST !
0230 6117 LD R?, APT.AP.NEXT_AP(R1)

. @232 0e20’ !
> ! DETERMINE IF PROCESS IS ASSOCIATED ‘
\ YITH CURRENT HANDLE ! \

9234 54F4 LDL  RR4, TEMP.HANDLE_HIGH(R15)

0 2236 ¢v¢ec
' 4 0238 5014 CPL  RR4, APT.AP.HANDIE(R1) :
¥ 0234 0039°

) IF E¢ 'HIGE HANDLE VALUE MATCHES! ‘
- 023C S5ECE THEN ;
¥23E 02A2° b
¢24¢ 61F4 LD R4, TEMP,HANDLE_IOW(E15)
9242 V10

: 9244 4Bl4 cp R4, APT.AP.HANDLE[2}(R1)

.

"
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NiTaritos A

2246

2248
p244
€24C
@24E
2259
€252

P54
2256

@258
2254
225C
@25E

0260
@262

0264
2266

9268
226A
226C
@26E
g27¢
w272
@274
2276
4278
0274
227C
¢27E
p289
g2e2
0284

286
0288
e28A

g28C

0e34”

SEQE
@29C”°
61F¢
202
4B10
€¢36

SEQE
2296 °

54F2
e¢ea
5012
0038°

5EQ1
@29¢°

2Fe7
91F6

6112
ee2c”
7623
pges’
7604
020 °
7695
gezs’
7696
@924°
21¢7
Y173}
Al112
5FQ¢
Q0V00*

95F6

2103
AEBCD

SEZ8

Py

IF EC ! EANDLE’S MATCH !
THEN ! CHECK FOR INSTANCE MATCE !

ip R¢, TEMP.EVENT NR(R15)

CP RO,

APT

JAP.INSTANCE(R1)

IF EC ! INSTANCE MATCHES !
TEEN !DETERMINE IF THIS IS THE

OCCURKENCE THE PROCESS
WAITING FOR !
LDL  RRZ2, TEMP.EVENT_VAL(R1S5)

CPL RR2,

APT.AP.VALUE(R1)

IF GE !AWAITED EVENT HAS OCCURRED!

THEN !

AWA

KEN PKOCESS !

! REMOVE FROM BLOCKED LIST !

LD

@R6

y» R7

! SAVE LOCAL VARIABLES !
PUSHL Q@R15, RR6
!SET LIST

Lp -
LDA
LTaA
LDa
1Da
LD

LD
CALL

1R2:
R3:
Ra4:
R5:
R6:
R7:

RZ,
R3,
Re,
R5,
RE,
a7,

RZ,
LIS

ORJ
LIs

NEX
PRI

THREADING ARGUMENTS!
APT .AP.AFFINITY(R1)

APT.READY IIST(R2)
APT.AP.NEXT_AP
APT.AP.PRI

APT ,AP.STATE
#READY

1
T_INSERT

ID
T HEAL PTR

T OB. PTR
ORITY PTR

STATE PTR

STA

Tk VALUE !

! RESTORE LOCAL VARIABLES !
POPL RR6, QGR15

LD

R11l

, #REMOVED

ELSE !PROCESS STILL BLOCKED!
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:'” “3l ot

X -

[k g L

P < BT IS A ot

¢2EE
0290

2292
9294
0296

0298
0294
229C

@29%
L2A€
v2a2

02A4
P2A6

B2A8
O2AA
22AC
024k

@2Be
@282

0234

¥2B6
¥2B8
22BA
¢2BC
¢2BE
g2ce

£2C2

@2C4
€¢2C6
@2C8

22CA
@2CC

@2CE
¥2D@

P2D2

9292°
8DB8

SEC8
@298 °
8DB8

S5E¢8
@29E”
8TB8

5E@8
g2a4°
8DRS

@RBORB
ARBCD

5E@6
9289 °
7616
029’

A171
Eg8B8

8D28

@802
2004
S5ECE
v2c2°
5EQ8
2366 °

gD18

A910
4E21
pol1e’

5E@2
¥2Dp2°

5E@8
gz2pe’

@DF9

CLR R1l1
FI ! END VALUE CHEECK !
ELSE !'PROCESS STILL BLOCKEL!

CLR R11

FI ! END INSTANCE CHECX !
ELSE !PROCESS STILL BLUCKEL!

CLR R11
FI ! END HANDLE CHECK !
ELSE !PROCESS STILL BLOCKED!

CLR R11

FI ! END HIGH HANDLE CHECK !

! RESET AP POINTER REGISTERS !
cp R1l1, #REMOVED

IF NE ! PROCESS IS STILL BLOCKED !
THEN

LDA R6, APT.AP.NEXT_AP(R1)

FI

LD R1, R7

0D

! DETERMINE IF ANY VIRTUAL PREEMPT
INTERRUPTS ARE REQTIRED !

CLR R2
PREEMPT_CBECK :
DO

CP R2, #NR_CPU = 2
IF EC !'ALL READY LISTS CHECKED! THEN
EXIT FROM PREKMPT CHECK

FI
! CREATE PREEMPT VECTOR FOR VP’S !
CLR R1
DO !FOR R1=1 TO NR_VP’S!
INC R1
CP R1, APT.VP.NR_VP(R2)

IF GT ! PREEMPT VECTOR COMPLATFD !
THEN EXIT

FI
PUSH @R1E, #TRUE
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0D
! 4 TO PPEEMPT !
CLR RY

LD R4, APT.VP.NR_VP(RZ)

! # OF VP’S !

! GET FIRST READY PROCESS !
LD R1, APT.READY_LIST(RZ)

CHECK_RDY_LIST:

DO
! SEE IF READY LIST IS EMPTY !
CP R1, #NIL

IF EQ !LIST IS SMPTY!
THEN EXIT FROM CHECK RTY_LIST

FI
CP APT.AP.STATE(R1), #RUNNING

IF EQO !PROCESS IS RUNNING!
THEN !DON’T FREEMPT IT!
LD RS, APT.AP.VP_ID(R1)

!COMPUTE LOCATION IN PREEMPT VECTOPF!
SUB R5, APT.VP.FIRST(R2)

LTa R6, R15(RS)
LD QR6, #FALSE
SLSE ! PREEMPT IT™ |
INC R3

FI
DEC R4
CP R4, #0

IF EQ !'ALL VP’S VERIFIED!
TEEN

EXIT FROM CHECK RDY LIST
FI

! GET NEXT AP IN READY LIST !
LD R¢, APT.AP.NEXT_AP(R1)
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2348
@34A
¢34C
034K

22590
2352
2354
2256

2358
0354
035C
¢35E

@36¢

2362
ps64

Al¢@1
ESDF

6124
orle”’

6121
ec14

97F¢

LRYY
prol

SEQE
0350 °
¢Be3
¢veo

SE¢2
235¢°

93F1
91F2
95F4
SFeo
00eu*

g7F4
95F2
g7F1
AB3¢

A911
AR49

£Bea
vooY

SECE
03607
5EP8
22627

EEES

A921
Egas8

1D Rl, R¢
OD !&ND CHECK_RDPY LIST!

! SET NuCESSARY PREEMPTS !
LD R4, APT.VP.NR_VP(RZ)

LD R1, APT.VP.FIRST(R?)

SEND_PREEMPT:

Do
POP RZ, Q@R15
! CHECK TEMPLATE !
cp o¢, #TRUE

IF EQ !'CAN BE PREEMPTED!
TREN

CF R3, #¢

[F GT !PREEMPTS REXQUIRED!
THEN !PREEMPT IT!

1SAVE ARGUMENTS!
PUSE G@R15, R1
PUSHL @P15, RR2
PUSE (P15, R4
CALL SET_PREEMPT

!P1: VP ID!
1 RESTORE ARGUMENTS !
POP R4, CGR15
POPL RR2, RR15
POP R1, @R15

DEC RZ
FI
FI
INC R1, #2
DEC R4

CP Re, =¢

IF EQ !STACX RESTORED!
THEN

EXIT

FI
OD !END SEND_PREEMPT!
! CHECK NEXT READY LIST !
INC R2, #2
0D !END PREEMPT_CHECK!
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! UNLOCK APT !
0366 7624 LbA R4, APT.LOCK
0368 PUVee”
€36A Sree CALL K_UNLOCK

< 236C e¢ovo*

) ! RESTORE SUCCESS CODE !
¢36E 21¢¢ LD R¢, #SUCCEEDET
@37¢ ¥vL2

FI
! RESTORE STACK !
¢372 ¢1¢F  ADD  R1S, #SIZEOF TEMP
0274 0012
0376 9E@S  RET
eave END TC_ADVANCE

By e
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gare TC AWAIT PROCEDURE

1 73R 2 102 2 2% 30 28 XK R 30 4K X0 2K KK 3K A N8 36 3K X8 246 18 3K 8 7 A 3%

* CHECKS WSER SPECIFIEL VALUE = |

* AGAINST CURRENT EVENTCOUNT  * =
* VALUE. IF USER VALUE IS LESS = !
* THAN OR KQUAL EVENTCOUNT THEN®
# CONTROL IS RETURNED TO USER. *
* ELSE USER IS BLOCKED UNTIL =
*= EVENT OCCURRENCE. *
XEXE A ZARE HE A0 38 38 XK X8 18 HL AW XL BB AL K3 WXL 838 A% 3% ATHE A% WO XK 38 3K 38 \
* PARAMETERS: » i
* R1: HANDLE POINTER *
* R2: INSTANCE (EVENT #) *
“ RP4: SPECIFIEL VALUE »
XKL XC REIX 2 E W 3K AL 20 T X0 H 8 X8 A RERX 0K N R XX XX A AKX 5K AKX
* RETURNS: "
- = P@: SYCCESS CODE -
g AR5 XE N E AT 2C K AT XC AL XL NERE A HEXC S RERC XX KL 3 3% 20 3 XX K M XK XX XX !
ENTRY

! ESTABLISH STACK FRAME FOR
TEMPOHARY VARIABLES. !
2378 ¢30F SUR  R15, #SIZ&OF TEMP
0374 €012
! SAVE INPUT PARAMETERS !
037C 6FF1 LD TEMP . HANDLE_PTR(R15), K1

03I7E 000 :
¢38¢ 6FF2 LD TEMP,.EVENT_NR(R15), R2 :

- 0382 ¢re2

. 0384 5DF4 IDL  T&MP.EVENT_VAI(R15), RR4

- 2386 ¢Lea

. ! LOCK APT !

- Qs8E 7604 LDA R4, APT.LOCK

" ¢384 Qeey’

£ - #38C SF00 CALL K_loCK
N ¢38E QUep™

.- ! RETURNS WHEN APT IS LOCKED ! A
' 3 ! GET CURRENT EVENTCCUNT ! 2
¢ 2590 SFe@  CALL MM_READ_EVENTCOUNT
@292 QL™

$ ! K1 :HANDLE POINTER
> R2: INSTANCE
) RETURNS :
RO :SUCCESS_CODE
RR4: EVENTCOUNT!

it A it s

L3y 2394 QB¢ cP R¢, #SUCCEEDEL

8 0396 0002 4
v @398 SEPE IF £Q THEN i
. @39A @Qase”’ :

! DETERMINE IF REQUESTFL EVENT
HAS OCCURRED !




€¥39C
¢39E
0340

€3A2
22a4

¢2A6
¢3A8

@3AA
¢3AC
Q3Ak
@2BO
e382
¢3B4

¢3B6
Q3E8
2334
¢2BC

@3BE
¢3Ce
vacz2
¥3C4
23C6
@3C8
esCa
e3cce
¢2CE
23Dg
¢3D2
25D4a
@3D6
¢2D8

@sDA
¢3DC
93DE
€3E0

23E4
¥3E6
2 3E8
@3EA

54F6 LPL  RR6, TEMP.EVENT_VAL(R1S)
¢ees
9ee6 CPL  RRE, RR4

IF GT !EVENT HAS NOT OCCURRED!

5E¢2 THEN !'rLOCK PIOCESS!
0449”’

! IDENTIFY PROCKSS !
8F¢e CALL RUNNING_VP !RETURNS:
QUoV*

R1:VP ID
Z:CFU #!

! SAVE PETURN VARIARIES !
6FF1 8)) TEMP.ID_VP(R15), R1
gees
6FF3 LD TEMP,CPU_NUM(R1%), RZ
QeUA
6118 LD R€, APT.RUNNING_LIST(R1)
oee2”

! RESTORE REMAINING ARGUMENTS !
61F2 1D R2, TEMP.EVENT_NR(R15)
V02
61F1 LD Rl, TEMP.HANDLE PTR(R1S)
geee

! SAVE EVENT DATA !

5414 LDL  RP4, HANDLE VAL.HIGH(R1)
geee

5Ds84 LDL  APT.AP.EANDLE(R8), RRe
0Ls0”

6114 LD R¢, HANDLE_VAL.LOW(R1)
ovea

6FE4 LD APT. AP HANDLE (2] (RB), Ra
¢34

6F82 LD APT.AP.INSTANCE(R&), R2
036’

54F6 LDL  RR6, TEMP.SVENT VAI(R15)
evra

5DE6 LDL  APT.AP.VALUK(RE), RR&
2e38”’

! REMOVE PROCESS FRCM READY LIST !
6181 LD Rl, APT.AP.AFFINITY(RE)
ee2¢c”

6112 LD R2, APT.READY_LIST(R1)
gees”

! SEE IF PROCkESS IS FIRST

ENTRY IN READY TIST !
gBe2 CP R2, RE

IF EC !'INSERT NEW READY LIST ZE&al!

SECE THEN

Q3Fa”’

6183 LT R3, APT.AP.NEXT_AP(R&)
@020°
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:
1
L eILC 6F13, L:  APT.READY_LIST(R1), RZ i
; 0ZEE 0006
1 ¢3F¢ SECE ELSE 'DCELETE FROM LIST BODY! i
@3F2 040k’
L DO ¥
¢3Fe 6123 1D R3, APT.AP.NEXT_AP(R2) ;
3 23F6 020 !
' @3F8 €383 CP R3, R8 |
IF EC 'FOUND ITEM IN LIST! ,
¢2FA SEQE THEN : !
O3FC 040A° i
¢3FE 6183 LD R3, APT.AP.NEZXT_AP(RE) P
2400 @v20’ :
P4Y2 6F23 LD APT.AP.NEXT_AP(R2), RZ
P Cape ee2e’
: 0406 SE@R EXIT
f. ¢408 040E°
- FI
C4QA A132 LT R2, R3 ,
?40C EBF3 0L |
FI .
!THREAD PROCESS IN ELOCKEL LIST! ;1
940F A182 LD R2, RH ;
0410 7603 LDA  R3, AFT.BLOCKED_LIST (
412 C¢eA’ .
e414 7604 LDA R4, APT.AP.NEXT_AP
2416 0¢29°
€418 7605 LDA  R5, APT.AP.PRI ;
241A 0e28° I
. @41C 7606 _ LDA  R6, APT.AP.STATE ;
v ¢a1E @c24a° :
. 0420 2107 LD K7, #ELOCKED
“ 0422 QVE2
~ €424 SFee CALL LIST_INSERT 'R2:05J ID
2 2426 Q0YL®
> R3:LIST HEAL PTR
;7 R4 :NEXT ORJ FIR
. Ro:PRIORITY PTR
RE:STATE PTR
R7:STATE !
: ! GET CURRENT VP ID !
» 2428 61F1 LD R1, TEMP.ID VP(R15) ]
‘ €424 QU8
?42C 61F3 LD R3, TEMP.CPU_NUM(R15)
; 242E 000A j
iy’ ! SCHEDULE FIRST READY PROCESS !
: ¢43¢ S5Fee CALL TC_GETWORK !R1:VP_ID
: 0422 Y00V’ ]
- R3:CPU #»!

! UNLOCK APT !
0434 76¢4 IDA Re, APT.LOCK
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2436 voee”’
3438 5F@¢
2437 eeeex

943C 21¢@
¢43E ¢e?

0440 Q10F
pea2 €€12
2444 QECE
0e46

CALL K_UNLOCK

! RESTOFE SUCCESS CODE !

D R¢, #SUCCEEDLD

FI
FI
! RESTCRE STACK

ADD R15, #SIZLOF TEMP

RET
END TC_AWAIT
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446 PROCESS~CLASS PROQCETURE
¥ X3R5 38 RENE X8 X3 TE &R K 36 RONE HF B8 RO X858 SR8 NAKK 30 KRR X
* READS SECURITY ACCESS ®
% CLASS OF CURRENT PROCFSS =
* IN APT., CALLED BY SEG =

* MGR AND EVENT MGR *
XX X REAK AX 36X 3L XX 3E KL XTRE KT XX 36 RE XLXE KO NE 58 e 38 X8 X XE
¥ LOCAL VARIABLES: =
* Rl: VP ID =
* ©v5: PROCESS ID *
FRXCAX KEXE X8 XS KL XK XL XX I X XX J0NS XS KEAE REXS A% 3% R ML IR 3%
® RETURNS: =
* RR2: PROCESS SaC ®
FEHEIX IRAR IR 28 R T0 08 KO IX AE RXAK 28 RO RERL KO R AL LS4 38 )
ENTRY
0446 7604 ILDA  R4,APT.IOCK
@448 veee”
¢44A S5FCL CALL K_LOCK  !R4: APT.LOCK!
¢44C ©0eeo*
¢44E SFue CALL RUNNING_VP !RETURNS:
¢abe eece*
R1:VP_ID
R3:CPY #!

9452 6115 LD R5,APT.RUNNING_LIST(R1)
¢4ane QK2 ”’
2456 5452 ITL  RR2,APT.AP.SAC(RS)
@458 0024’
! UNLOCK aPT !
Q45A 7604 IDA Ra&, APT.LOCK

0e5C @eee’

¢45E S5F¢e CALL KX_UNLOCK
9460 d0Le*®

@462 9EPE RET

¢464 END PROCESS_CLASS
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geb4

4464
0466
k468
2464
#46C
¢26E

Lave
a2
2474
¢476

@47g
2474
£47C
@478
¢ago
2482

7604
egen’
5Fee
Vo>
SFoe
guee=

6115
00v2°
6151
eezz2’

7604
eeee”
5F0¢
goue=
9Egs

GET_DBR_NUMBER PROCELCURE

1 KRR TR 30 0T R R A KRG I I AR 3T 3K 7 558 3 KR 35 06

* OBTAINS DBR NUMBER FROM APT ®

= FOR THE CURRENT PRCCESS. ®
* CALLED BY SEGMENT MANAGER ®
5% X6 TORE T 34 458 40 56 X6 HEC K M 35 SR B KK OX RO R R NORR 3K WM K
* LOCAL VARIAELES: %
* PRi: VP ID ®
® R5: PROCESS ID *
3E20 0 XK 3 26 25 20 35 50 20 70 3 5 RHE TR TN KR RO K AR R
* RETURNS: ®
® Pl: DRP NUMBER ®

2 35 36 KA 26 56 X6 R K X 3K 56 37 6 HE R 4 07K XA A N R A K N R R 2K

ENTRY
INOTE: DPR # IS ONLY VALID WHILE FPROCLSS
IS LOATED. TEIS IS NO PROPLEM IN SASS
AS ALL PROCESSES REMAIN LOADED. IN A
MORE GENERAL CASE, THE DBR # COULD OMLY
BEE ASSUMED CORPECT WEILE TEE APT [S ICCKET!
LDA R4,APT.LOCK

CALL X_LOCK !PB4: APT.IOCK!
CALL RUNNING_VP !RETURNS:
R1:VP_ID
R3:CPU =!
1D RS,APT.RUNNING LIST(R1)
LD R1,APT.AP.DBR(RS)
' UNLOCK APT !
LDA R4, APT.LOCY
CALL K_UNLOCK
RET
END GET_DEP_NUMBKR
END TC
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APPENDIX C - LISTRIBUTED MEMORY MANAGER LISTINGS
7800VASM 2,02
Loc 0BJ CODE STMT SOURCE STATEMENT
SLISTON STTY
DIST MM MODULE
CONSTANT
CPEATE _CODE 1= 59
DELETE_CODE := 51
: ACTIVATE_CCIDE t= 52
h . DEACTIVATE_CODE 1= 53
3 SWAP_IN_CODE 1= 5¢
3 SWAP_OUT_CODE 1= 55
= NR_CP1 1= 2
] NR_KST_ENTRY 1= 54
MAX SEG_SIZk t= 12&
MAY_DBR_NO := 4
XST_SEG_NO 1= 2
NR_OF_KSEGS 1= 1¢
BLOCK_SIZE := 8
MEM_AVAIL 1= LFO¢
G_AST_LIMIT 1= 1¢
INSTANCEL i= 1
INSTANCE2 1= 2
- INVALID_INSTANCE 1= 9§
. SUCCEEDED 1= 2
1 TYPE
o E_ARRAY ARRAY (3  WORD]
o COM MSG ARRAY [16 EBYTE)
2 ADDRESS WORD
: G_AST_REC RECORD ,
'3 TUNIOTE_ID LONG ]
& GLOEAL_ADDR  ADDRESS !
S P_L_ASTE_NO  WORD ;
| § FLAG WORD :
s PAR_ASTE WORD
" NR_ACTIVE WORD
h NO_ACT_DEP BYTE
%‘ SIZEl BITE
3 PG_THBL ACDRESS
; ‘ ALIAS _TBL ADDRESS
' SEQUENCER LONG ]
. EVENT1 LONG ;
ETENT2 LONG ;
J .
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s .

29000

geee

Leee

peoe

peve

MM _7P_ID #ORD
SEG_AFRAY ARRAY ([MAX_SEG_SIzZk BYTE]

SSECTION D_MM_DATA
GLOBAL -

MM_CP"_TBL ARRAY [NR_CPU MM_TP_IDJ-

$SECTION AVAIL_MEM
INTERNAL
! NOTE: MEM_POOL IS LOCATED IN
CPU LOCAL MEMORY. !
MEM_POOL ARRAY [MEM_AVAIL BYTE]

GLOBAL
! NOTE: NEXT_BLOCK IS USED IN THE MM_ALLOCATE
STUR AS AN OFFSKT POINTER INTO THE ELOCK
OF ALLOCATABLE MEMORY. IT IS INITIALIZED
IN BOOTSTRAP LOADER. !

NEXT_RLOCK WORD
SSECTION MSG_FRAME_DCL
INTERNAL

INOTE: THESE RECORDS ARE "OVERLAYS"™ CR "FRAMES"™ USED
TO DEFINE MESSAGE FORMATS. NO MEMORY IS ALIOCATED !
$SARS @
CREATE_MSG RECORL (CR_CODE WORL
CE_MM_HANDLE H_AREKAY
CE ENTRY_NO  SHORT_INTEGER

CECFILL EYTE
Ck™SIZE WOPT
CE_CLASS LONG)
SARS @
DEIETE MSG RECORD (DE_CODE WORD
DE_MM_EANDLE H_A3RAY
Ds_ENTRY_NO  SEORT_INTEGER
DE_FILL APRAY(7 RYTE]|
SABS @
ACTIVATE_MSG  RECORD [ACT_CODE WORT
A_DBR_NO WORT

A_MM_FANDLE  H_ARRAY
A_ENTRY_NO SHORT_INTEGER
A_SEGMENT_NO SHORT_INTKEGER
ACFILL LONG]
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SARS ¢
¢eeoe DEACTIVATE_MSG RXCORD (DEACT_CODE  WORD
D_DER_NO WORD
D_MM_EANCLE  H_ARRAY
D_FILL ARPRAYV(2 WORL]]
$SABS ¢
20v¢ SWAP_IN_MSG RECORD [S_IN_CCLE WORT
SI_MM_HANDLY H_ARBAY
SI_DER_NO WORP
SI_ACCESS_AUTE BYTE
S1_FILL1 BVTE
SI_FILL ARRAY |2 WCRDJ)
$SAES ¢
veoe SWAP _OU™ MSG RECORD [S_OUT_CODY WORD
SO_DBR_NO YORD
SO_¥M_HANDLE F_AREAY
SO_FILL ARRAY(3 WORD} ]
$ABS ¢
PVoY RET_SUC_CODE HECORD ([SUC_cCOTx EYTE
SC_FIILL ARRAY(1& RYTE|
]
SABS ¢
veee B_ACTIVATE ARG  RECORD (R_SUC_COD= BYTY
R_FILL EYTE
R_MM_FANCLE  E_ARRAY
R_CLASS LONG
2_SIZE WORD
R_FILI1 WORT)
$A3S ¢
Cee MM _HANDLE RECORD
(ID LONG
JENTRV_NO WOPRD

bt of

i

-
YA
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EXTERNAL

G_AST_LOCK WORD
G_AST ARRAY[G_AST_LIMIT G_AST_REC] :

K_LOCK PROCEDURE
K_UNLOCK . PROCEDURE

GET_CPU_NO PROCEDUERE
SIGNAL PROCEDURE
WALIT PRCCEDURE
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2¢pe

Leeo
ez
e

2006
447
KA
4eecC
CCLE
el
w012
¢ela
¢016
pole
2€1A
291C
P@1lE
eze
wez22
0024

GLOBAL
$SECTION D_MM_PROC

Q3CF
eele
A1FD

4DD5
weee
Lo32
3116
Leee
6FD6
veez
3116
Leo2
6FDo
geea
3116
vens
6FL6
VA0S
5FD2

MM _CREATE_ENTRY FROCEDURE
! IRXR IR KR XL 38 A% KA XX XL X0 XK 3L XL XXX XL RXRE X8 3K R 38 ILAL R RL X% 18 3% XX XX
* INTERFACE BETWEEN SEG MGR ®
% (CREATE_SEG PROCEDURE) AND ®
* MMGR PROCESS (CREATE_ENTRY =
= PROCEDURE). ARRANGES AND =
= PWRFORMS IPC. ®
TERTIR KEXT AR 35 £ 20 XEIX XEXS A8 RS TL X 2K A3 X KE XL XL 38 K RE 38 X0 XC X8 AR 38 2%
* REGISTER USE: ®
* DARAMETERS . ®
* R@P:SUCCESS_CODE (RET) ®
* R1:REPTR (INDPUT) ®
* R2:ENTRY NO (INPUT) ®
# R3:SIZE TINPUT) *
® RR4:CLASS (LNPUT) ®
*= LOCAL USE =
* RE6:MM_HANDLE ARRAY ENTRY ¢
* RE8: COM_MSGEUF *
* R13: COM_MSGBUF =
FEAT KL KRR KR 30 X0 KO XL 38 KT X0 K AP KL 3L XS MWL 38 30 38 R XA 38 AR 2838 383k 1

ENTRY

1USE STACK FOR MESSAGE!

SUB

LD

R1£,#SIZEQOF COM_MSG

R13,R15 ! TCOM_MSGERUF !

!FILL COM_MSGBUF (LOAD MESSAGE). CREATE MSG
FRAME IS BASED AT ADLRESS ZERO. IT IS
OVKRLAID ONTO COM_MSGRBUF FRAME EY INIEXING
EACH ENTRY (I.E. ADDING TO EZACH ENTRY) THE
PASE ADLCRESS OF COM_MSGEUF!

LD

LD
1D
1D
LD
D
LD
LD

CREATE_MSG.CR_CODE(R13),#CREATE_CODE

R6,R1(#¢) !INDEY TO MM_HANDLE =NTRY!
CREATE_MSG.CE_MM_HANDLE([@) (R13),R6E
R6,R1(#2)
CREATE_MSG.CE_MM_EANDLE([1] (R13),R6
RE,R1(#4)
CREATE_MSG.CE_MM_HANDLE(2} (R1&),R6

CREATE_MSG.CE_ENTRY_NO(R12),R%2
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v

:!Pﬁv

Ce2H
Y28
2824
£e2C
Ke2E
630
£o32
¢e3e

2e36
2e3e
We3A
203C
¢e3E
(ALY
042

pvoge
5[4
¢eoc
6FD3
CLCA
AlDe
SFee
£1EC

80es
6¢D8
v
¥10F
e¢le
9E@8

LDL  CREATE_MSG.CE_CLASS (R12),RRa
ID  CREATE_MSG.CE_SIZE(R13),R3

ID  R8,R13 .
CALL PEPFORM_IPC !Rg: ~COM_MSGBUF!

4

'RETRIEVE SUCCESS_CODE FROM RETURNEL MESSAGE!
CLR  Ro

1DB  RL¢,RET_SUC_CODE.SUC_CODE(R12)

ADD  R15,#SIZEOF COM MSG !RESTORE STACK STATE!

RET
END MM_CREATE_ENTRY
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¢ea2

#0042
tias
2246

veal
Vo4A
204C
¢¢4E
©bese
#052
£eoe
4056
peos8
YE¢5A
¥oEC
0e5E
vese
2062
¢doe
ve66
geee
VeoA
¢geec
PO6E

gere
2072
©ve74
e76
£e7s
PE7A
¢evc

MM _DELLTE ENTRY PROCEDURL

1 5xa XX RORE X8 10 46 Ke JF X 8 X8 30 X8 X8 A5 X6 XAXE K6 M 3,5 X5 36 X8 18 NE M HC 28 58 3%
#» INTERFACKE PETWEEN SEG MGR x
* (DELETL_SEG PRUCEDURE) AND =
* MMGR (DELETE_ENTRY PROCEDURE).*
= ARRANGES AND PERFORMS IPC. *
RERE A XX X6 30 3 XXX KK HE FKRK 3K HOHE XK XWXE 6 X8 HE 3% N8 R 38 X6 2 30 X8 3020
¥ PEGISTER USk: *

PARAMETERS *
R¥Y :SUCCESS _CODE(RET) *
R1:HEPTR(INPUT) ¥
R2:ENTRY_NO(INPUT) *

LOCAI USE »

.
x»
*®
-3

3

R&:MM_HANDLE ARRAY ENTRY
R8:7COM_MSGBUF
* R13: COM_MSGBUF

X RENE RERE N6 N0 AR A8 N8 X6 XE KW N8 K8 KERK 38 XEHE T 48 R 38 KNG 38 XK 8K 3 3 a8
ENTRY
'USE STACK FOR MESSAGE!

@3¢F SUB  R15,#SIZEOF COM_MSG

¢ele

A1FD LD R13,R15 ! "COM_MSGEUF !
!FILL COM_MSGBUF (LOAD MESSAGE). DELATE_MSG FRAME
IS EASED AT ADDRESS ZERO. IT IS OVERLAID ONTO
COM_MSGBUF FPAME BY INDEXING KACH ENTRY (I.E. ALD-
ING TO EACH ENTRY) THE BASE ADDRESS OF COM MSGEUF!

4DD5 LD DEIFTE_MSG.DE_CODE(R12),#LELETE_CODE

e0ve \

0e33

311€ LD A6,71(#¢) !'INDEX TO MM_HANDLE ENTRY!

veBY

6FD6 1D LELETE_MSG.DE_MM_EANDLE([2)(R1Z),R6

¢eez

2116 LD R6,R1(#2)

0002

6FD6 LD DELETE _MSG.DE_MM_HANDLE{1](R1%),R6

0Rva

3116 LD R6,P1(#4)

¢eea

6FD6 LD DELETE_MSG .DE_MM_HANDLE[2] (R12),F6

0¢d6

6FD2 LD DELEZTE_MSG.DE_ENTRY_NO(31&),R2

VL8

A1DE LD R8,713 .

5FEL CALL PERFORM_IPC !R&: ~COM_MSGEUF!

@18C”°

# 4 3 3o

!

'RETRIEVE SUCCESY COD& FROM RETURNED MESSAGE!

epge  CLR  Re
60D8  LDB  RL®,RET_SUC_CODE.SUC_CODE(R13)
guoe
¢16F  ADD  R15,#SIZEOF COM_MSG !RESTORE STACK STATE!
2610
9Lwe  RET

END MM_DELETE_ENTRY
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Lt il T

i LB ) ot

¢eenc

€e?C
ZE7E
pwo8o

ou82

Lida
»eZ86
geee
CLEA
248C
QC8E
441"
2092
¥e94
£e9s
4¢98
¢e9A
ge9c
¢U9k
WoAQ
¥CA2

MM ACTIVATE FROCETURE

¥ 3 X0 XX 02T 3K 36 K 6 28 X X0 XE KT K8 N8 35 X0 X8R 3% 3K X7 X8 X0 X0 HE 35 48 X8 X% X8 ¢
% INTERFACE BETWEEN SEG MGR =
= (MAKE_KNOWN PROCEDURE) AND &
% MMGR (ACTIVATE PROCEDURE). =
#* ARRANGES AND PERFORMS IPC. *

RAC K R 0 48 A 38 AT 320 3T 30 HHRRAE XX NCAR 3T HE XL XL RCNL AT XL HE XR XL AX (L
REGISTER USE:
PARAMETERS

R1:DER NO(INPUT)
R2:HPTR (INPUT)
R3:ENTRY _NO

R4 :SEGMENT_NO
R12:REKT_HANDLE_ PTR
LOCAL USE
R8:7COM_MSGEUF
R13:7COM_MSGBUF
RETURNS @

R¢ :SUCCESS CODE
PR2:CLASS

R4 :SIZE

3% A XX R 3 30 3K X AT AX R AT AT R XE XL XERE AE X8 XK AE 20N N XK AT X 3K XK

3

LK I

# 3% H $ # # K o # N O#H LK

* 3 ¥ O3 o OK ¢

ENTRY
1USE STACK FOR MESSAGE!
¢3¢F  SUB  R15,#SIZECF COM_MSG
2010 ]
ALIFD LD  R13,R15 ! COM_MSGBUF !
! SAVE RETURN HANDLE POINTER !
93FC  PYSH ER1S, R12

'FILL COM_MSGEUF (LOAD MESSAGE). ACTIVATE_MSG FRAME
IS BASED AT ADDREESS ZERO. IT IS OVEELAIL ONTO
COM_MSGBUF FRAME BY INDEXING EACH ENTRY (I.X. ADD-
ING TO EACE ENTRY) THE BASE ADDRESS CF COM_MSGEUF!

4TDY ID ACTIVATE_MSG.ACT_COLE(R13),#ACTIVATE_CCTE

oeey

P04

6FD1 LD ACTIVATE_MSG.A_DBR_NO(R1s;,R1

¢ev2

3126 LD RE6,R2(#¢)

eeee

Srna LT ACTIVATE_MSG.A_MM_EANDLE[¢) (R13),R6

04

3126 LD R6,R2(#2)

20¢2

6F D6 LD ACTIVATE_MSG.A_MM_HANDLE(1) (R13),R6

eYes

3126 1D R6,R2(#4)

20¢4

6FD6 LD ACTIVATE_MSG.A_MM_EANDLE([2] (313),R6
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CCA4 ¢evR

?OA6 ELDB LLB ACTIVATE_MSG.A_ENTRY_NO(R1Z),RL3

QPAB QOCA

L¢AA BEDC LDB ACTIVATE_MSG.A_SEGMENT_NC(R13%,R14
3 WOAC OVUB
: @CARE AlDE LD RE,P1S .

¢¢BY SFee CALL PEKRFORM_IPC !(3&: COM_MSGEUF!

2¢B2 ¢18(C°

! PESTORE RETURN HANDLE POINTER !
¢¢EBa 97FC POP R12, QR15

! UPDATE MM _HANDLE ENTRY !
. ¢¢B6 54D6 LDPL  RR6, R_ACTIVATE_ARG.R_MM_HANLLE(R1Y)
% Ce¢BE Qe
f>. @¢3A SDC6 LDIL  MM_FANDLE.ID(R12), RKE
¢@BC QLY
W¢BE 616 LD Re,R_ACTIVATE_ARG.R_MM_HANDLE{Z2] (R13)
QUCY ¢ees
00C2 6FC6 ID MM _EANDLE.ENTRY_NO(R1Z2), RE
¢ece veva

it

’
>

'RETRIEVE OTHER RETURN ARGUMENTS!
PeCce 8De8 CL® Rg
¢¢C8 6¢DB I8 RL¢,R_ACTIVATE_ARG.R_SUC_CODE(R13)

¢0UCA ©eYe
Qe¢CC 84Dp2 LDL  RRZ2,R_ACTIVATE ARG.R_CLASS(R13)
¢¢CE eeve :
- ¢eDY 61D4 1D R4,R_ACTIVATE_ARG.R_SIZE(P13)
. ¢@D2 VeuC
. ¢¢Da ¢1¢F ALD R15,#SIZEOF COM_MSG !LSTORE STACK STATE!
. 2UD6 0010
e ¢eD8 9EeS RET
‘e ¢¢DA END MM_ACTIVATE
s
5
3
: {
» i

i
aitkdibaiiatt,

- o

o -
'!;"’A"" .
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¢2DA
verc
¢CLE

C(EY
SN bUL2
- ¢YeE4
e PLE6
! #QE8
> 2@EA
27 ¢CEC
; QOEE
Yore
¢er2
Qora
YeFo6
¢¢Fe
CerA
POFC
C¢FE
d1¢e
: 2102
- €104
2106

Q30F
pole
AlFD

MM DEACTIVATE

FROCELURE

1 7056 TR SR 26 25050 28 X0 30 XE 6 50 35 X6 30 50 R0 360 0 30000 20 KN R H6 2K
INTERFACE BETWEEN SEG MGR ®
= (TERMINATE PROCETLURE) AND =
MMGR (DEACTIVATE PROCEDURL). =
ARRANGES AND PERFORMS IPC. &

LR e A e e T e T T
REGISTER USK:
PARAMETERS

%

¥

x

# O3 3 ORI 3N

E

R€ :SUCCESS_CODE(RET)
R1:DUBR_NO(INPUT)

R2 :HPTR(INPUT)
LOCAL USE

R6:MM_HANDLE ARRAY ENTRY
COM_MSGEUF
R13:7COM_MSGBUF

TE AT AE XEXT 23K 20 AK 38 3 3 I I I XC R 3K XCROXE KERE 3 3 X0 AC 3 X0 XS XK 3K X%

Re:

NTRY

»
X
3
*x
L
*»
%=
R
x
x*®

!

IUSE STACK FOR MESSAGE!
R15,#SIZLOF COM_MSG

SUB
LD

R12,R15

! "COM_MSGRUF !

'FILL COM_MSGRUF (LOAD MESSAGE). DEACTIVATFK MSG FRAME
IS BASED AT ADDXESS ZERO. IT IS OVERLAID CNTC
CCM_MSGBUF FRAMS BY INTCEXING EACH ENTRY (I.E. ADD-
ING TO EACH ENTRY) THE BASE ADDRESS OF COM_MSGRUF!

4DD5
LY
2235
6FD1
VL2
3126
CLee
6FD6
¢vdea
3126
Q02
6FD6
R ¢6
3126
¢e0na
6FD6
Y Ys
A1DE
SFev
v18C°

o

1Ny
LD
LD
LD
LD
LD
LT

LD
CALL

DEACTIVATE

CEACTIVATE

Ro,P2(20)

LEACTIVATE

RE6,R2(#2)

_MSCG.DEACT_CODE(312),

#DZACTIVATE_COLE

_MSC.D_DBR_NO(R12),31

!INDEX TO MM_EANDLE «NTRY!

MSG.T_MM_EANCLk[¢) (R13),R6

DEACTIVATE_MSG.D_MM_HANDLE[1)(R13),RE

R6,R2(#4)

DEACTIVATE_MSG.D_MM_HANDLE(2] {R13),R6

RE,R13

PERFORM_IPC 'RE€: "COM_MSGEUF!




!PUTRIKVE SUCCESS_CODE FROM RETYRNED MESSAGSE!

¢l¢8 BL¢e CIR R¢
21YA b8 LB RL¢,RET_SUC_CODE.SUC_COLDE(RPLI)

¢18C vev

¢1¢E 01¢F ADD R15,#51ZE0F COM_MSG !'RESTORE STACK STATE!
¢11¢ 0010

112 9EC8 RET

2114 END MM _DEACTIVATE

| T, JT T TP T YT & YT e

-
..

|
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114

2114
0116
€118

¢11A
#11C
211F
¢12¢
@122
0124
4126
2128
¢12A
212C
212k
¢13¢
€132
2154
¢136
@138
Z1lSA
¢13C
013Kk
¢l14@
2142
¢144

MM SWAP IN PROCEDURE

! e 3% XX XX 70 2 35 T 3 348 26 3L 0T 0 XK AL 36 X0 AL X2 E K 3K HORC AKX 35 K6 X< W< K
= INTERFACE BETWEEN SEG MGR (SM_*
% SNAP IN PROCEDURE) AND MMGR ¥
= (SWAP_IN PROCEDURE). ARRANGES *
= AND PERFOPMS IPC. =
32 TR 3K AANE K AR G IE NS TF XF 3 KX KTXE 38 HEHE KO KX X8 37 W08 3% M M KK A K6 8

REGISTER USE: =

PARAMETEES ®
R@:SUCCESS_CODE(RET) *
R1:DBK_NO(TINPUT) *
©2 :HPTR(INPUT) ®
R3:ACCESS (INPUT) *

LOCAL USE =
R6:MM_HANDLE ARRAY ENTRY *
Re:"COM_MSGEUF *
R13: COM_MSGBUF =

336 XE NEHE 36 336 26 38 NE XK X6 1E 230 2K XM 7 XX AE 1€ X X0 3K RORE IR R0 A0 X 30 7 ¢

ENTRY
1USE STACK FOR MESSAGE!

Q3LF SUB R15,#SIZEQF COM_MSG

0e1e ~

A1FD LD 13,815 ! "COM_MSGBUF !

A E H N2 NN H

1

'FILL COM_MSGRUF (LOAD MESSAGE), SWAP_IN_MSG FRAME
IS BAS®D AT ADDRESS ZERO. IT IS OVERLAID ONTC
COM_MSGBUF FRAME BY INTEXING EACE ENTRY (I1.E. ADD-
ING ™0 EACH ENTRY) TEE BASE ADDRESS OF COM_MSGBUF!

4DDs 1D SWAP_IN_MSG.S_IN_CODE(R13),#SWAP_IN_CODE
¢y

P36

3125 LD R6,R2(#@) !INDEX TO MM_HANDLE ENTRY!
2rop

6FD6 LD SWAP_IN_MSG.SI_MM_HANDLEl¢](R12),R6
Qre2

3126 LD R6,P2(#2)

cee2

6FD6 1D SWAP_IN_MSG.SI_MM_EANDLE([1](R13),R6
2004

3126 iD R6,R2(#4)

L2

6FD6 LD SWAP_IN_MSG.SI_MM_EANDLE(Z2] (R12),RE
€eYs

6FD1 ID SWAP_IN_MSG.SI_DER_NO(R13).R1

vooe

6FLB LDB  SWAP_IN_MSG.SI_ACCESS_AUTH(R13).RL3
0eYA

4108 LD RE,P13 i

5F¢e CALL PERFORM_IPC !R&: ~COM_MSGZIUF!
e18C”

15%




i

IRKTRILVE SUCCESS CODE FROM RETURNEL MESSAGE!
¢146 EDEE CLR Re
2148 6¢D8 ICB  RL¢,RET_SUC_CODE.SUC_COLE(R13)
@leA 220U
¢14C @1¢F ALD  R15,#SIZEOF COM_MSG !RESTORE STACK STATE!

e14E €01e
¥15¢ 9E@S RET
€152 END MM_SWAP_IN
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2152

9152
0154
0156

g158
€154
¢15C
013k
216¢
€162
0164
#1606
2168
2164
216C
16Kk
2170
172
2174
2176
2178
Q17A
©v17C
¥17E

P30F
gele
A1FD

MM SWAP OUT PROCELURE

1 AEXOTXRERR X8 25 TWAEAE X8 38 38 30 36 REAS 3 K XK XX I8 48 X0 KRR HTRWAE IR XL
= INTERFACE BETWEEN SEG MGR (SM_*
= SWAP QUT PROCEUURE) AND MMGR *
% (SWAP_OUT PROCEDURE). ARRANGES*
®* AND P&RFORMS IPC. *
XX AT NCXT AL NE 3 NE XX 2K 3 3 XX K< TR AT NEHE A A X5 30 T XX 3 7E X0 XK XE W XK
= REGISTER USE:

* PARAMETERS

# 3 % 3 #H UK

ENTRY

XX
R@:SUCCELSS_CODK(RET) =®
R1:DBR_NO(INPUT) *
R2 :HPTR(INPUT) *
LOCAL USE ®
R6:MM_HANDLE APRAY ENTRY *
R8: COM_MSGBUF ®
R13:7COM_MSGBUF =

a8

X826 35 XEXE K0 X6 X6 6 XE R TEHE 0 3K KRN X0 JERE JOK HE 30 TETK 38 R 6 TR AE

!

1USE STACK FOR MKESSAGE!

SUB
LD

R15,#SIZEOF COM_MSG

R13,R15 ! "COM_MSGEUF !

'FILL COM_MSGRUF (LOAD MESSAGE). SWAP_OUT_MSG FRAME

4DD5
vedo
ee3”?
3126
@oue
6FD6
gove
3126
gegz
6FD6
P26
3126
ove4
6FD6
geee
6FD1
pgev2
Al1D&
S5¥ee
p18C”

LD

D
LD
LD
LD
LD
LD
LD

LD
CALL

IS BASED AT ADDRESS ZERO. IT IS OVERLAID ONTC
COM_MSGBUF FRAME BY INDEXING EACH ENTRY (I.E. ADD=-
ING TO EACH ENTRY) THE BASE ADDRESS OF CCM_MSGEUF!

SWAP_OUT_MSG.S_OUT_CODE(R13), #SWAP_OUT_COLE

R6,R2(#0) 1INDEX TO MM_HANDLE ENTRY!
SWAP_OUT_MSG.SO_MM_HANDLE[@] (R1Z),R6
R6,R2(#2)
SWAP_OUT_MSG.SO_MM_HANLLE(1] (R13),R6
R6,R2(#4)
SWAP_OUT_MSG.SO_MM_KANDLE[2] (R13),R6E
SWAP_OUT_MSG.SO_DER_NO(R13),R1

RE,R13 ~
PERFORM_IPC !R8: ~COM_MSGEUF!
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2189
g1ee
¢lee
018€
2188
21EA
218C

8Dys
64Dh8
Cee
01uF
0219
9k¢R

!%%TRIEVE SUCCESS_CODE FROM RETURNED MFSSAGE!
CLR  Re

LDE  RL¢,%ET_SUC_CODE.SUC_CODE(R1Z)

ADD  R15,#SIZKOF COM_MSG !RESTORE STACK STATE!

AET
END MM_SWAP_OUT
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e1ec

418C
¢18E
0190
0192
£19a
2196
@198
¢19A
¥19C
0198
21AD
¥1A2
V1A4
¢1a6
@1A8
P1AA
£1AC
W1AE
@L1lEQ
2122
¥1B4
¥1B6
¢1k8
@1BA

93FD
5F¢¢
vooex
Al12
6121
e’
7604
peve*
5¥re¢
peeoo=
5¥ee
gove*
97FD
Al1DE
9&FD
5F@0
geee=
76¢4
guoe*
SFe¢
vovo*
97FD
9E¢8

PERFORM IPC

PROCELURE

1 X526 2 325 3¢ 236 KT 248 3% 2% 38 X6 X XE HEXE XX XEHK 3K 10 3K XK 03K X XK 3R 28 30 X 3 38 3K %

¥ SERVICE ROUTINE TO ARRANGE AND
* PERFORM IPC WITF TEE MEM MGR PROC *

326 XX NCAL K6 N HC X XK HK E 7T HE E A HT ATRE N T X 2 HE XK X0 30 R XX 30 A 3T X8 X6 08 2%

®

REGISTER USE:

PARAMETERS

R8:

COM_MSG (INPUT)

R1,R2: WORK REGS

Ra:

x
x*
® LOCAL USE
*
*
I

“G_AST_LOCK

R135: “COM_MSGRUF

36 X6 3% 30208 3 2 X% 3K R 36 5 XX 3CHE AW AK 30 H62 30 298 36 2C RERK T 356 78 2 40 20 XK HWAK X

ENTRY
PUSH
CALL

LD
it

LDa
CALL
CALL

POP
LD
PUSH
CALL

1DA
CALL

pPOP
RET

@R15,R13 ! COM_MSGEUF!
GET_CPU_NO !RET=R1:CPU_NO!

RZ'RI

R1,MM CPU_TBL(E2) !MM_VP_ID!

Ra,G_AST_LOCK
K_LOCK

SIGNAL !R1:MM_VP_ID,RE: COM_MSGEUF!

R13,GR15
RE,%13 ! COM_MSGEUF!
@R15,R13

wAIT 1R&8: COM_MSGBUF!
R4,G_AST_LOCK
K_UNLOCK

R13,0R15

END PERFORM_IPC
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@¥1BA

2154
@1EC

#1BE
e1Ce
21C2
g1C4
€1C6

e1c8
¢1CA
21CC
21CE

B331
geee

6104
gFee”
7642
o0es”
8134

6F04
eFee”’
9EQe

MM _ALLOCATE PROCEDURE

| 23R A MNK R0 R0 I 00 K0 HE NORE NCRE NS RO R AR AR X R

= pALLOCATES BLOCXS OF CPU*
= IOCAL MEMORY. bACH *

= BLOCK CONTAINS 286 »
= BYTES OF MEMORY. x
X836 XK XERE 36 56240 N X0 36 X6 36 40 0 20 0 20 KK K AW WA

* PARAMETERS: =
* 1R3: # OF BLOCKS =
®* RETURNS: =
% R2: STARTING ADDR x
* LOCAL: *
* R4: BLOCK POINTER *
SR XD A RERR HE TR XL HE KA HE KTXE XK XX XL 38 WA A8 REXR 32 KRR IX 7
ENTHY
! NOTE: THIS PROCEDURE IS ONLY A STTUZ
OF THE ORIGINALLY DESIGNED MEMORY
ALLOCATING MECHANISM. IT IS "SED
BY TEE PROCESS MANAGEMENT DEMUNSTRATION
TO ALLOCATE CPU LOCAL MEMORY FOR ALL
MEMORY ALLOCATION REQUIREMENTS. IN AN
ACTUAL SASS ENVIRONMENT, THIS WOULD
BE BETTER SERVED TO HAVE SEPARATE
ALLOCATION PROCEDURES FCR KERNEL AND
SUPERVISOR NEEDS. (E.G., KERNEL_ALLOCATE
AND SUPERVISOR_ALLOCATE). !
! COMPUTE SIZE OF MEMORY REQUESTEL '!
SLL R3, #BLOCK_SIZE

!

! COMPUTE OFFSET OF MEMORY TFEAT IS
TO BE ALLOCATED !
LD R4, NEXT_BLOCK !OFFSET!

LDA R2, MEM_POOL(R4) !START ALTR!

ADD Re, R3 !'UPDATE OFFSET!

! UPDATE OFFSET IN SECTION OF AVAILAXLEF
MEMCRY TO INDICATE THAT CURRENTLY
REQUESTED MEMCRY IS NOW ALLOCATEL !

LD NEXT_BLOCK, R4 !SAVE OFFSET!

RET
END MM_ALLOCATE
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¢1CE

@1CE

21De
@1D2
21D4
@106

21Ds

@1DA
¢1DC

@1DE
¢1Ee

P1lE2

21E4
Z¢1E6
21k8

¢1EA
@1EC

Q1EE
e1re
¢1r2
d1F4
@1F6

@1F8
@1FA
¢1FC

1606
buee
@evl

5DE6
PR14*

91Fa
7604
ceee>
SFoe
poeo=

95F4
9E@8

MM TICKET PROCEDURE

120620 57 0 206 30 396 X6 40 2K 30020 T8 N6 A0 N XK K T 0 2K XK
* RETURNS CURRENT VALUSY QF =
* SEGMENT SECUENCER AND x
* INCREMENTS SEQUENCER VALUE=®
¥ FOR NEXT TICKET OPERATION *

202K 3% 20K 28 208 29C 90 3C 3K 23K 0 N6 K HCXE A HENE FCAE T R R0 X% N0 2%

PARAMETERS : =
R1: SEG EANDLE PTR =

RETURNS ¢ =
RR4: TICKET VALUE "
LOCAL VARIABLES: =
RR6: SEQUENCER VALUE x
R8: G_AST ENTRY # »

34 X8 X8 ZRAL XX 34 2K JL 102X X0 XL JEAE 61K XL ALIL FP XL XL 2L KL AL RO AL XL

ENTRY

! SAVE EANDLE PTR !

PUSH @R15, R1

! LOCK G_AST !

LDA  Rea, G_AST_LOCK

# o OH o N N

CALL K_LOCK

! RESTORE HANDLE PTR !
POP  R1, @R15

! GET G_AST ENTRY # !

LD R&, MM_HANDLE .ENTRY_NO(R1)

! GET TICKET VALUE !
LDL RR6, G_AST.SEQUENCER(RR)

! SET RETURN REGISTER VALUE !
LDL RR4, RR6

'!ADVANCE SEQUENCER FOR NEXT
TICXET OPERATION!

ADDL RR6, #1

! SAVE NEW SEQUENCER VAIUE IN G_AST
IDL G_AST.SEQUENCER(RE), RR6

! UNLOCK G_AST !
! SAVE RETURN VALUES !
PUSEL GR1S, RR4

LDA R4, G_AST_LOCK

CALL K_UNLOCK

! RETRIEVE RETURN VALUES !
POPL RR4, GR15

RET
END MM_TICKET

!




Lo o abati el 4t o)

@1FC

21¥C
@1FE

0200
0202
¢204
0206

©2¢8
020A

e20ec
020k

B2lu
0212
0214
8216
gzlé
2214
221C
€21E
g220
0222
0224
0226
2228
€22A
822C

MM_READ_EVENTCOUNT PROCEDURE
1 250300 T 00300 200 20 3 90 290 00 00 34 20 NC KO K KK 2CE I 2 X 20 30K 3 3
¥ READS CURRENT VALUE OF THE =
% EVENTCOUNT SPECIFIED BY! THE =

* USER. =
T30 8 JRAE 0 AL AR AR AT AR 2R AL MK HE XX XL XX XTXL 28 XE X8 XL X0 XX K& 28 XL AL XX
* PARAMETERS: =
* R1l: SLG HANDLE PTR =
% R2: INSTANCE (EVENT #) =
FE XX NC ST 2 X T R T 38X 70T AT T T AT 322X X XE RE XX AL 3K %
= RETURNS: =
¥ RR4: EVENTCOUNT VALUE =
EE AL TLHC R XC A XX X8 AT X XT XX HOHT ¢ 3K AL XX XX X T 3 T XK X 2% 3K XX
* LOCAL VARIABLES: ®
% RR6: SECUENCER VALUE =
* R8: G_AST ENTRY # =

TR 3K 0K A 20 78 KX N N 0E 8 3K 30 NN 36 X 2628 X0 K0 MKW AK R |

ENTRY
! SAVE INPUT PARAMETERS !
9371 PUSHE @R15, R1

93F2  PUSE @R1E, R2
! LOCK G_AST ! H
7644  LDA R4, G_AST_LOCK
QuPY™
5Fe¢  CALL K _LOCK
e0eo=

! RESTORE INPUT PARAMETERS !
97F2 POP R2, @R15
97F1 POP R1, G@R15

! GET G_AST ENTRY # !

6118 1D RE, MM_EANDLE.ENTRY _NO(R1)
2004
! READ EVENTCOUNT !
! CHECK WFICH EVENT # !
IF R2
@B@2 CASE #INSTANCE1 THEN
geel
5EQE
@224 "
5484 LDL  RR4, G_AST.EVENT1(R8)
2018%
2100 LD R¢, #SUCCEEDEL
¢eeez
SE@8 CASE #INSTANCE2 THEN
@23C°
QR@2
0902
SEQE
@238°
5484 LDL RR4, G_AST.EVENT2(RE)
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-
é -y, Tmdl

g\

022K
8230
2232
0234
0236
2238
B23A

223C

@23E
2240
0242
P244

2246
9248

B24A

201C*
2100 LD  Re, #SUCCEEDED
0pe2
SE08 ELSE (INVALID INPUT!
823C’
21¢¢ LD R, #INVALID_INSTANCE
PUSF -

FI

! NOTE: NO VALUE IS RETURNED IF

USER SPECIPIED INVALID EVENT #!

! SAVE RETURN VALUES !
91F4  PUSEL GR15, RRa

' UNLOCK G_AST !
7604  LDA R4, G_AST_LOCK
eego*
5F@@  CALL K_UNLOCK
ee00™

! RESTORE RETURN VALUES !
95F4  POPL RR4, GR15
9E@8  RET

END MM_READ_EVENTCOUNT
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; 224A MM ADVANCE PROCEDURE
9 3030 K 0208 000 200 46 0 58 008 K00 A5 NS TR0 KX RS 3 18 16 26 KK N8 38 28 1 X8 R & 1 2R 38

= DETERMINES G_AST OFFSET FROM »
SEGMENT EANDLE AND INCREMENTS *
THE INSTANCE(EVENT #) SPECIFIED *
BY THE CALLER. THIS IN EFFECT =
ANNOUNCES THE OCCURRENCE OF THE =
EVENT. THE NEW VALUE CF THE »
EVENTCOUNT IS RETURNED T0 TEE =
CALLER. ®
XL XX ARLE 0 X8 4% XL 35 X8 X8 X X8 18 X 38 AL T8 AL XX 3L K X R XK 322X 3% K8 38 XX X8 3%
= PARAMETERS: ®
* P1: HANDLE POINTER *
# R2: INSTANCE (EVENT #) "
00 NENC TCAT T 2 38 38 4% 3K 98 6 XX 3K N8 E AT X 30 3 N K 76 3T 30 HK K XK 546 8RB XS
= RETURNS: *
# RR2: NEW EVENTCOUNT VALUE *

HA AT AT 8 28 2 T AC 2 28 2 2 X< A0 R0 RC AT KCAK XE XX NCRAK AR R IR A KA |

# o4 # % # BN

ENTRY
! SAVE INPUT PARAMETERS !
@24A 93F1 PUSH G@R15, R1
224C 93F2 PUSH @R1S, R2

! LOCK G_AST ! i
@24F 7604  LDA  Re, G_AST_LOCK

0250 20VO*

@252 5F@8  CALL K_LOCK

@254 @¢go™

! RESTORE INPUT PARAMETERS !
2256 97F2 POP  R2, GR15 1
2258 97F1 POP R1, Q@R15

! GET G_AST OFFSET !
@25A 6114 LD R4, MM_HANDLE.ENTRY_NO(R1) !

025C 0¢ea ,
! DETERMINE INSTANCE ! i
IF R2 :

P25E ¢R@2 CASE #INSTANCE1 TEEN

0260 veel

@262 SEQE

0264 @27C°

0266 5442 LDL RR2, G_AST.EVENT1(Re)

g268 @o18*

026A 16¢€2 ADDL RR2, #1

926C 0Qwove

026 2001

! SAVE NEW EVENTCOUNT !

8270 5D42 LDL G_AST.EVENT1(R4), RR2

@272 ¢oi1s*

2274 210¢ LD R¢, #SUCCEEDED

0276 00V2

@278 5k08 CASE #INSTANCEZ THEN
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U274
e27C
G27E
9280
282
p284
2286
ez288
9284
028C

228K
9299
0292
0294
3296
£298
229A
329C

9298
B2A9
02A2
2244
@246
@248

@29E
@Be2
0002
SEQE
0294 °
5442 LDL RR2, G_AST.EVENTZ2(R4)
pe1c®
1612 ADDL RR2, #1
29000
geel
! SAVE NEW EVENTCOUNT !

5D42 IDL G_AST.EVENT2(R4), RRZ
p@1C*
210¢ LD R¢, #SUCCEEDED
8902
5E08 ELSE !INVALID INPUT!
g29E°
2109 LD Re, #INVALID_INSTANCE
0¢SF

FI

! NOTE: AN INVALID INSTANCE VALUE

WILL NOT APFECT EVENT DATA !

! UNLOCK G_AST !
7604 LDA R4, G_AST_LOCK
000"
S5Fi0 CALL K_UNLOCK
0Ve*
9E¢8 RET

END MM_ADVANCE
END DIST_MM
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ZE@v0AasM 2.02
LoC 0BJ CODE ST™T SQURCE S

KERNEL _GATE_KEEPER
SLISTON STTY

CONSTANT
ADVANCE_CALL
AWAIT CALL
CREATE_SEG_CALL
DELETE_SEG_CALL
MAKE KNOWN_CALI
READ CALL
SM_SWAP_IN_CALL
cMSWAP OUT_CALL
TERMINATE_CALL
TICKET CALL
WRITE CALL
WRITEIN_CaLl
CRLF_CAIL
WRITE
WRITELN
CRIF
MONITOR
REGISTER_BLOCK
TRAP_CODE_QFFSET
INTALID_KERNEL_ENTRY

GLOEAL
GATE_KXEPER_ENTRY

EXTLRNAL
ADVANCE
A¥ALT
CREATE_SEG
DELETE_SEG
MAKE_KNOWN
READ
SM_SWAP_IN
SM_SWAP_OQUT
TERMINATE
TICKET
KERNEL_EXIT

INTEPNAL
SSECTION XERNEL_GATE_PRO
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CE JBN P RN

13
~erca
AYFCY
*¢FL4
*A902
32

36
TEAV

e 80 eo

*® o0
(U R I T I N VA B/ BT T R B
[
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20 9o o

LABEL

PRCCEDURE
PROCEDURE
PROCEDURE
PROCEDURE
PROCETURE
PROCEDURE
PROCEDURE
PROCEDURE
PROCEDURE
PRCCEDURE
LABEL

c

APPENDIX I - GATE KEEPER LISTINGS

!PRINT CHAR!
!PRINT MSG!
!CAR RET/IINE FLED!




447"

peve
2ev2
eeea
Q0Y6

eees
veoa

e¢ec
YOUE

@919
ve12

PYl14

€16
¢elrs
gela
e¢elc
@¢1E
gez9
€e22
Qe24
2026
¢ee28
9024
PO2C
CL2F
o3¢
Re32
Ce34
0036
gess
Ce3A
203C
RO3E
(424

R3¢F
ee20
1C¥9
Q10F

93F2
7027

2LF2
93F2

31F2
pe2se

8czs

gRe2
vev1
SECE
ge¢28°
g7F2
5F00
Ceee™
SFQS
g1eCc”
gRE2
PeV2
5EQF
¢e3A’
g7F2
5F@Q
QL™
5808
p1ec°
Ppe2
0¢03
SECE
¢esc’

GATE_KELPER_MAIN PROCELURE

ENTRY
GATE KEEPER_ENTRY:
! SAVE RECISTERS !
SUB R1S, #REGIST&R_BLOCK

LDM @R1%, R1, #1%

! SAVE NSP !

PUSE @R15, R2

LDCTL R2, NSP

! RESTORE INPUT REGISTERS !

£X R2, GR1S

! SATE REGISTER 2 !

PUSHE @R15, Rz

! GET SYSTEM TRAP CODE !

1D  R2, R15(#TRAP_CODs_OFFSET)

' REMOVE SYSTEM CALL IDENTIFIER FROM
SYSTEM TRAP INSTRUCTICN !

CLRB REH2

! NOTE: TEIS LEAVES THE USER VISIZLE
EXTENDED INSTRUCTION NUMBER IN R2 !

iFnsgons AND EXECUTE LXTENDED INSTRUCTION

2

! NOTE: THE INITIAL VALUE FOR REGISTEK 2
YILL BE RESTORED WHEN THE APPROPRIATY
CONDITION IS FOUND !

CASE #ADVANCE_CALL THEN

POP R2, @R1E
CALL ADVANCE

CASE #AWAIT_CALL THEN

POP R2, CR15
CALL AWAIT

CASE #CREATF_SEG_CALL TEEN
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4
§
K

resaz
ed44
©vo46
oesat
CsA
e¢4cC
KC4E

959

ves5e
kEbae
0@56
zes8
CEJA
?e5C
P@SE
geee
oee2
pé6e
£e66
Q68
geca
geec
dU6E
o770
ge2
we74
0vev6
gere
207A
eewcC
ZevE
08y
eve2
‘A4 E
0e86
gose
PeBA
¢os8C
QCER
¢ege
€092
g¥94
K96
beys
0e9A
€e9C
Qo9k
GAAL
LEAZ
VoAs
0eAb

97F2
SFo0

QePU=
5E@8
@10C”°
@RP2
eeea
SkOE
QYSE”’
g7F2
5rQ0
groo*
5EgE
Q1ec’
2Bé2
2¢e¢s
SEQE
2079’
g7Fr2
S5FQ¢
P000=
S5E¢8
@14C”’
PE@2
2Les6
SEQE
pes2”’
97¥F2
SFQ0
gege=
SEgE
g1ec”’
YRY2
eeen
SEQFE
9294’
97F2
SF¢g9
U o=
5E¢8
@10C”°
@ RO2
eres
SEYE
Pea6”’
97F2
8F¢o
PUe0*
SE¢R
210C”°
2RO2

POP  R2, GR15
CALL CREATS_SKG

CASE #DELETF _S¥G_CAlL

POP RZ2, @R15
CALL DELSTE_SEG

CASE #MAKE_XNOWN CALL

POP 32, GR15
CAIL MAKE_KNOWN

CASE #READ CALL THEN

POP R2, CR15
CALL READ

CASE #SM_SWAP_IN CALL

POP  RZ, CGR15
CALL SM_SWAP_IN

CASE #SM_SWAP_OUT CALL

POF 22, GR15
CALL SM_SWAP_OUT

THEN

TEEN

THEN

CASE #TERMINATE_CALL THEN
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A Y

=Ty

CCAB
PCAA
0¢AC
CCAE
31"
¢eB2
£oRBa
¢YB6
¢@Be
KCEA
@e3BC
Z¢@BE
keCo
gec2
?eC4a
¢eCe
oucs
2eCA
¢ecce
¢eck
vepa
e¢D2
¥ob4a
0eD6
gene
gobA
PoDC
¢YDE
¢RED
@OE2
C¢¢E4
Lok6
CPES8
CCEA
¥REC
POEE
Cere
¢orF2
Q0F4
CLF6
gere
gYFA
€eFC
QUFE

2109
0102

@eey
SEYE
@CRe’
Y7F2
SFQY
peeex
SECE
210¢C
2RY2
¢eea
SEYE
PeCA”
97F2
SF Q¢
P000*
SEER8
@10C
@RO2
¢¢eB
SEYE
genc”’
97F2
5FQY
PFC8
5FeR
p1ec”’
pBE2
eeec
SEQE
QPEE”
97F2
5F00
@FCo
5EEC8
p10C”
2Re2
2een
BE¢E
g10e”
97F2
5Fe@
2¥D4
5EE8
@¥10C”’

7601
Q100°

POP 22, @R1lo
CALL TERMINATE

CASE #TICX5T _CALL THEN

POP A2, GR1S
CALL TICKET

CASE #WRITE_CALL THEN

POP k2, GR15
CALL W#RITE

CASE #WRITELN_CALL THEN

POP R2, GR1S
CALL WRITELN

CASE #CRLF_CALL  THEN

POP P2, @R15
CALL CRLF

ELSE !INVALIT KZRNEL INVOCATION!

! RETURN TO MONITOR !

! NOTE: TEIS RETURN TO MONITOR IS
FOR STUB USE ONLY. AN INVALIL
KSRANEL INVOCATION WOULD NORMALLY
RLTUEN TO USER. !

LDA P1, $
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vle4
2146

0108
¢lca

210C

£1¢E
€119

112
2114

2116

2118
4114

¢11C
¢11E
g1ze

2122
2124
€126

210¢
¥BAD
5Fe09
A9e2

93F1
34F1
Leva

iCc19
010F

2DF1

33F1
eoc4

97F1
33F1
CC1E

5EeE
gooo*

LD 3@, #INVALID_KERNEL_3INTRY

CAIL MONITOR

~—

Fl

! SAVE RPEGISTERS ON KERNEL STACK !
! SAVE R1 !

PJSH G@R1E, R1

! GET ALDRESS OF REGISTER ELOCK !
IDPA E1, R15(#4)

! SAVE REGISTERS IN REGISTER =sLOCK
ON KERNEL STACK. !
DM GR1, R1l, #16

! RESTORE R1 EFUT MAINTAIN ADDRESS
OF REGISTER ELOCK !

8Y R1, GR15

! SAVE R1 ON STACK !

LD R15(#4), R1

! RESTORE REGISTER BLOCK ADIRZSS !
POP R1, GR1b5

! SAVE VALID EXIT SP VAILUX !

LD R1S(#s¥), R1

! EXIT KERNEL BY MEANS OF EARLWARE
PREEMPT HANDLER !
M3 KERNEL _EXIT

END GATE XEEPER MAIN
END K3ZRNEL_CATE_KEEPER
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ZELPRASM 2,02
L0C OB’ COTE STMT SOURCE STATLMENT

TSER_GATE MODULE
SLISTON $TTY

CONSTANT
ADVANCE_CALL
AYAIT_CALL
CREATE_SKG_CALL
DELETE SEG_CALL
MARKE_KNOWN_CALL
READ CALL
SM_SWAP_IN_CALL
SMTSWAP_OUT_CALL
TERMINATE_CALL
TICKET_CALL
WRITE_CALL
WRITEIN_CALL
CRLF_CAILL

Wow s w R

[Fol¢ gEN I s N & N LR IVl o

[l e
NS

—
w

GLOBAL
$SSECTION USsR_GATE_PROC

pece ADVANCE PROCEDURE

1 2 28200340 NENC 28 X020 A% 28 20 3K N0 A0 2035 X A0 RWAK XS R 3K
% PARAMETERS: *
¥ R1:SEGMENT = %
% R2:INSTANCE (ENTRY#)*

26 26 XK K30 2K 26 2 26 30 2 X N 3K XK 3G X ¢ RETE N X8 3K

¥ RETYRNS: ®
* Rg:SUCCESS CODE *
e Pt T P P2 2 2 T Y]
ENTRY

Cege 7Fel SC #ADVANCE_CALL
Q¢02 YEC8  RET

ee04 END ADVANCE

eeea AWAIT PROCEDURE
125 K00 396 N0 250 0 A X6 28 00 G O 2 3K R KRR
¥ PARAMETERS: *
* R1:SEGMENT # ®
* PR2:INSTANCE ®

® RR4:SPECIFIED VALUE *

8 208 30 0T 3C 0 2 AWK 063026 70 20 X0 KK XK K

= RETURNS: *
% PQ:SUCCESS CODE »
27 200 28 30 AEIT 20 30 205206 30 208 3G A0 26 3K XX 26 30 R AKX |
ENTRY
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X . Y

.

¢¢0a 7F02  SC AAWAIT_CALL

¢U@6 9EGE  RET

Zees END AWAIT

Peos CREATE_SEG PROCEDURE
! 3% IR HL ARAC XL A3 NS XL XL X XL KE XL 38 33 XX 3238 3038 38
* PARAMETERS: -
= "R1:MENTOR_SEG_NO =
# R2:ENTRY_NO "
* R3:SI1ZE =
* RR4:CLASS =
3T XTXCRE 3XXT XE AL AL 2% 3 30 X8 38 XL 32 RS 3R 3R A0 383K 3%
* RETURNS : *
* R:SUCCESS CODE *
FEIRI AR NOIERERIIE XA RS RO TR AL 3E KA IT W KRR 1 )
ENTRY

vee8 7F03 SC #CREATE_SKG_CALL
V¢OA SEeE RET

geec END CREATE_SEG

evuc DELSTE_SEkG PROCEDURE
T 5% H6X0 KK XEXE 3 N3 3 X6 4% XE 3K 36 K6 NENE A8 ERR KR 36 3¢
* PARAMETERS: )
* PR1:MENTOR_SEG_NO »
% RZ:ENTRY_NO =
6 36 3 3 385 206 3K 78 208 39 5 57 78 8 20 20 26 5 WK 3K 7K 3K
* RETURNS: *
* PRP:SUCCESS CODE ®
26 TERETX RS R X6 48 30 35048 00 20 70 X8 R0 7 5 IR KR |
ENTRY

¢6@C ?F@4  SC  #DELETE_SEG_CALL
¢¢¢E 9EgE  RET

2€1¢ END DELETE_SEG
ee1e MAKE_KNOWN PRCCEDURE
!**8*****#*********#***#*
* PARAMETERS: =
* R1:MENTOR_SEG_NO =
= R2:ENTRY_NO =

= R3I:ACCESS DESIRED =

JOHCATME AL AR XL KL A KL I8 0 KR L AE KL 38 ATXL 3T AW 3¢

® RETURNS: =
* RO:SUCCESS CODE ®
* R1:SEGMENT # *

* R2:ACCESS ALLOWED =

6 25 020 363 3 X8 XX XK HE RO RN RO R R 3K |
ENTRY
¢ule 7Fe5 SC #MAVE_KNOWN_CALL

0¢12 9Ew8 RET
2614 END MAKE_YNOWN

[ grgear——

-
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>

i

gZ14

Q014 7FO6
¢el16 9reg
¢a18

geLre

gele vrev
gC1A 9E¢E
¢01C

¢¥1C

£é1C 7ree
¢¢1E 9EgE
$029

veze

Qo2 7re9

REAT PPOCETURE
¥ 0 2020 XK XEHE N 7R AW XK X6 HOTK N AR 30 K XK 3
®* PARAMETERS: *
® R1:SEGMENT =& o
® R2:INSTANCE %
TE ATHEIE TR KR 74 HE KT ARAT NE R0 A M X8 6 38 RERE 3838 38
® R[ETURNS: *
= RE:SUCCESS CODE *
%  RAR4 ¢EVENTCOUNT w®

R X0 30X TEAX XX 30 0 06 A0 R KK 3 K XK ALK A A8
ENTRY
&C #READ-CALL

RET

END READ

SM_SWAP_IN PROCEDURE
13 30X RE XRH XT3 R0 XX AL X2 3K XO XK RC A K 57 LXK A0 X
* PARAMETERS: *
% RL:SEGMENT # =
SR XEXE 3 200 RC R NC AT XL 3 XEIX 3L A 3 3, 3% 3K A 36X 3K
% RETTURNS: "
® RY:SUCCESS COD %
3 2 202K 3030 X X X 6 K€ X 30 X4 3% 30 30 I XA XA % |
ENTRY

sC #SM_SWAP_IN_CALL
RET
END SM_SWAP_IN

SM_SWAP_OUT  PROCEDURE

136 TR R XL HC 0 3600 AT K IR XK A RA

* PARAMKETERS: ®
#* R1:SEGMENT = =
F2 XE XX XERC X8 2% X 3% X XL XK A0 XX XK AR 3K AL R AR XL
% RETURNS: *
¥ DPE:SUCCESS CODL »
3% XERCIR FER XE K 70K 8 7 KX 30 X0 AT XX R HRE KK 30 )
ENTRY

SC  #SM_SWAP_OUT_CALL
RET
END SM_SWAP_OUT

TERMINATE FROCEDURE
! T X XL A FEAX AC AT HE AR XE XL HE FE AT X M IK XL RXL 3X 7L K
* PARAMETERS: *
¥ PR1:SEGMENT # ®
R REALNE FXTE N A RE 1T 2K 2 X 3L T XK XX 3K XL P XL XXX KT
= PETMTRNS: »
% PE:SUCCESES ~CDhk ®

2R RE IR RN AR RO 2703 K A NI R |
ENTRY
sC #TEPMINATE _CALL
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“ &%

2T

2022
veee

eza

vuds
€d26
028
2ees
©vo24
gL2A
2¢2C
202C
€e2c
2¢28
gese
Lieae
eesY

gedz
AT

9k¥8

7FCA
3E¢8

7¥CR
9EpR

7Fec
9kg8

7FeD
9E¢e

RET
END TERMINATE
TICKET PROCELURE
1 3% %3 XEXE JRE KR XK R XEAWKL 7 20 R0 R0 KK NI KR 3
* PARAMETERS: *
#* R1ISEGMENT # *
A% R34 REXT A0 AKX 38 18 X826 RO 30 X8 X2 3036 58 KO3F 38 X2 3¢
* RETURNS: ®
* R¢:SUCCESS CODE X
¥ RR4:TICKET VTALUE 3
XX AR R0 262K R X8 2 ORI KT 3K XK R0 HE X ROxE XAk %6 |
ENTRY

gC #TICEKET_CALL

RET
END TICKKT
NRITE PROCEDURE
ENTRY

sC #WRITE_CALL

RET
END WRITE
YRITELN PROCEDURE
ENTRY

sC #WRITELN_CALL

RET
END WRITELN
CRLF PEOCELUKE
ENTRY

SC #CRLF_CALL

RET
END CRLF
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APPENDIX E - BOOTSTRAP_LOADER LISTINGS ’

78Q080ASM 2.02
LOC 0BJ CODE STMT SOURCE STATEMENT |
BOOTSTRAP_LOADER  MODULE |

SLISTON $TTY

CONSTANT
] m@xmama® SYSTsM PARAMETEFRS ww®wmam= )
NR_CPU =
NR_VP := NE_CPU*4
NR_AVAIL_VP t= NR_CPU*2
MAX DBR_NR t= 10 ,
STACK_SEG t= 1 ’
STACK SEG SIZE := %190

STACK_BLOTK STACK_SEG_SIZE/286
! = =* OFFSETS IN STACK SEG = = !
STACK_LASE STACK_SEG_SIZk-%1¢
STATUS _REG BLOCK' STACK _SEG_SIZE~%1¢

INTERRUPT_FRAME := STACK_BASE-4
INTERRUPT REG  := INTERRUPT_FRAME-34

N S_P t= INTERRUPT_RkG-2
F C w STACK _SEG_SIZE-%E
1 MR sysmEM CONSTANTS »maxxwxax
ON 1= ZFFFF

OFF 1=

READY t= 1

NIL := RFFFF

INVALID := EEEEE
KERNEL_FCY 1= 250¢e

AVAILABLE HEI)

ALLOCATED = %F¥

SC_OFFSET t= 12

TYPE

MESSAGE ARRAY |16  BYTE]
ADDRESS WORD
MM_VP_ID WORD

VP_INDEX INTEGER
MSE_ INDEX INTEGER
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MSG TABLEK RECORD
[ MSG

5 MESSAGE
; SENDER 7P_INDEX
: NEXT_MSG MSG_INLEX
FILLER ARREY (6, WORD]
J
7P _TABLE RECORD
[ DBE  ADDRESS
PRI WORT
STATE WORD
IDLE_FLAG WORD
PREEMPT WORD

PHYS PROCESSOR WORD
k NEXT_READY VP VP_INDEX
; MSG_TIST MSE_INDEX

- EXT_ID WORD |
FILLER_1 ARRAY (7, WORDJ |
J |

EXTKRNAL

GET DBR_ADDR  PROCEDURE
CREATE STACK PROCEDURE
LIST INSERT PROCEDURE
ALLOCATE MMU  PROCEDURS
UPDATE MMU_IMAGE PROCEDURE

MM_ALLOCATE PROCEDURE
MM_ENTRY LABEL
. IDLE_ENTRY LABEL
o PREEMPT BET LABEL
: BOOTSTRAP_ENTRY LABSL
. GATE_KEEPER_ENTRY LABEL
v NEXT BLOCK WORD
& MM_CPU_TRL ARRAY[NR_CPU MM_VP_ID)
Py
'3 VPT RECORD
> [ LOCK WORD

RUNNING LIST ARRAY|NR_CPU WORDj
READY_LIST  ARRAY [NR_CPU ¥OEL]
FREE_LIST MSG_INDsX

VIRT INT _VEC ARRAY(1, ADDRESS]

ig FILLER_2 WORD
: vp ARRAY [NR_VP, VP_TABLE]
MS5G_0Q ARRAY [NR_VP, MSG_TABLE]
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EXT_VP_LIST  ARRAY[NR_AVAIL_VP WORD)
NEXT_AVAIL_MMU ARRAY (MAX_DER_NR EYTF)

PRDS  RECORD
[PHYS_CPU_ID WORD
10G_CPU_ID INTEGER
VP_AR® WORD
IDLE_VP VP_INDEX)

INTERNAL
SSECTION LOADER_DATA

! NOTE: THESE DECLARATIONS WILL NOT WOPK
IN A TRUE MULTIPROCESSQOR ENVIRONMENT AS
THEY ARE SUBJECT TO A CALL. THEY MUST
BE DECLARED AS A SHARED GLOEBAL DATAEASE
WITH RACE PROTECTION (E.G., L10OCK). !

2¢0e NEXT _AVAIL VP INTEGER
2ep2 NEXT_EXT_VP INTEGER

e e e
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SSECTICN LOADER_INT
INTERNAL

¢coo BOOTSTRAF PROCEDURE
13X 03X 38 3K ILXC XX KX HE 18 X8 A FR ABHK XX 52 30 XK XX AL RX 503 34 N 5% 3% 5%
* CREATES KERNFL PROCESSES ANL *
# [NITIALIZES TZIRNEL DATABASYS.*
= INCLUDES INITIALIZATION OF =
* YIRTUAI PROCESSOR TARLE, *
# EXTERNAL VP LIST, AND MMU
® IMAGES. ALLOCATES MMU IMAGE =
* AND CPFATES XERNEL DOMAIN =
* STACK FOR XERNEL PROCESSES. =
» =

FERX C X 3% 2 X% A 3 XL IT RCRL X XK X8 230 A 3T X0 X 3K XC XX K AN KK

4 ENTRY
" - ! INITIALIZE PRDS AND MMU PCINTER !
; ! NOTE: TFE FOLLOWING CONSTANTS ARE
ONLY T0 BE INITIALIZED ONCE. THIS
WILL OCCUR DURING SYST=M INITIALIZATICN!
geeY ares LD PRDS.PHYS_CPU_IL, #%FFFF
g2ep2 2OVoF
2004 FFFF
! NOTE: LOGICAL CPU NUMEERS ARE ASSIGNED
IN INCREMENTS OF 2 TO FACILITATE INDEYING
(OFFSETS) INTO LISTS SUESCRIPTED BY
LOGICAL CPU NUMEER. !
Q¢eY6 4DP5 1D PRIS.LOG_CPU_ID, #2
QOU8 QPP2*
YA @¢¥2
N ! SPECIFY NUMBER OF VIRTUAL PrCCESSORS
ASSOCIATED WITH PEYSICAL CPU. !

Ao

K Q0eC 4DY5 LD PPDS.VP_NR, #2
p @CRE PoC4%
e¢10 ecez
> @012 aL98 CLR NEXT_KLOCK
R ¢el4e Q0oL
+ ¢e16 aDe8 CLR NEXT_AVAIL_VP
5 2¢18 VoY
{ 0014 4Do8 CIR NEXT_EXT VP
.. ¢e1c ¢eez’
) ! BESTABLISE GATE KEEPER &S SYSTEM CAILL
| 3 TRAP BANDLEP !
> ! GET EASE OF PROGRAM STATUS AREA !
; ; 201k 7D15 LDCTL R1, PSAP
i
o ! ADD SYSTEM CALL OFFSET TO PSA FASE ADDR !
222¢ 9101 ADD R1, #SC_OFFSET
@022 eeaC
! STORE XERNEL FCW IN PSA !
¢024 D15 LD @P1, #KERNEL_FCW
ev26 5000
4
v
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po28
Uez2A
002C
002E

ee3e
832
2034
2¢36

gaae
/ QU3A
¥03C
203E
geae
Q42
2044

@046
poag

Pe4A
0¢4C

P04k
2050
eese
0054
2v56
gese
9e5A
¥a5¢C
¢eSE
241"
¥e62
¢e64
Y66
¢e68
2UBA

N
1
%

A911
@015
geuvoe*
enis

4C15
geox
geve
AS1¢

©B01
QLoA
SEQE
Pvase”’
SEQ8
Y046
EQF5

2193
peel

EFo¢
geoe*

Al121
2103
5¢¢¢
7604
pooo*
6125
FFFF
7606
peeo*
93F1
@3ar
gees
1CF9
2393
AlFe

! STORE ADDRESS OF GATE KEEPER IN PROGRAM
STATUS AREA AS SYSTEM TRAP HANDILER !

INC R1, #2
LD GR1, #GATE_KEEPER_ENTRY
CLP Bl ! NE'T_AVAIL_MMU INCEX !

! INITIALIZE ALL MMJ IMAGES AS AVAILALLE !

SET_MMU_MAP:

Do

LDE NEXT_AVAIL_MMU(R1), #AVAILAELE
INC R1, #1

! CHECK FOR END OF TABLE !

cP R1, aMAX_DBR_NR

IF EQ THEN EXIT ¥ROM SET_mMy_MaP FI

0D

! CREATE MEMORY MANAGER PROCESS !
LD R, #STACK_BLOCK

! ALLOCATE AND INITIALIZE KERNEL
DOMAIN STACK SEGMENT !

CALL MM_ALLOCATE !RZ: # OF BLOCKS
RETURNS
R2: START ALTR!
LD A1, R2
LD R3, #KERMEL_FCW
LDA R4, MM_ENTRY
LD RS, %FFFF INSP!
IDA R6, PREEMPT_RET
PUSH @R15, R1 !SAVE STACK ADIR!
SUB R15, #8
LM @R15, R3, #4
LD R¢, R15

! NOTK: ARGLIST FOR CREATH_STACK INCIUDES
KERNEL_FCW, INITIAL IC, NSP, AND INITIAL
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AT op.

’

- - -

[ S

2« by T

AL

e

p0o6C
¢¢6E

gere
eor2

gera
@e76

ggne
@e7A
pe7C
CLC7E
0080

‘A'4-r4
0e84

14-13]

pY8e
4’2-.\

(4'2=1¥

pe8kE
¢e9d

e¢92
b094
2096
geve
2094
@e9C

OYYE
0CAQ

5F@9
geee

eler
gpes

SFee
000>

21¢1
2eel
97F2
21¢3
QYoo

2104
2eeo

93F0

SFeo
peee*

g7re

SFeo
geeo=

21¢2
d¢e2
2105
©0eey
2106
peee

5Fe¢
©01CA’

RETURN POINT. !
CALL CREATE STACK ! (R@: ARGUMENT PTR

Rl: TCP OF STACK
R2-R14: INITIAL

REG.STATES !
ATD R1o, #8 !OVERLAY ARGUMENTS!
! ALLOCATE MMU_IMAGE !
CALL ALLOCATE _MMU 'RETURNS:

(R€é: LBR #) !
LD R1, #STACK_SEG ! SEGMENT NO. !
POP R2, GR15 !GET STACK ADIR!
LD R3, #¢ ! ARITE ATTRIBUTE !

! SPECIFY NUMBER OF RBLOCKS. COUNT STARTS
FROM ZERO. (I.E.,l1 BLOCX=¢, 2=1, ETC.)!
LD R4, #STACK_BIOCK~1

! SAVE DBR # !
PUSH @R15, RY

! CREATE MMU ENTRY FOR MM STACK SEGMENT !
CALL UPDATE MMU_IMAGE !(30: DER #

R1: SEGMENT #

R2: SkG ATDRESS

RZ: SEG ATTRIEUTES

R4: SEG LIMITS) !
! RESTORE DER # !

POP R¢, GR15

! GET ADDRESS OF MMU IMAGK !

CALL GET_DBR_ADLCR ! (R@: LDER #)
. RETURNS:

! (R1: L2® ADDRESS) !
! DREPARE VP TABLE ENTRIES FCR MM !

LD R2, #2 ! PRIORITY !

LD R5, #OFF ! PREEMPT !

LD R6, #OFF ! KERNEL PROCESS !
! UPTCATE VPT !

CALL JPDATE _7P_TABLE !(R1: LBR

R2: PRIORITY
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ETTOR E T T

R&: PREEMET FIAG
R6: EXT_TP FLAG)
RETURNS:
RY: VP_ID !

! INITIALIZE MM_CPU_TBEL IN DISTRIEUTED MEMORY

b MANAGEE WITH TP ID OF MM PROCESS !
! GET LOGICAL CPU # !
@A 6104 LD R1¢, PRDS.LOG CPU_ID
eoAL @ee2*
20A6 6FA9 LD MM_CPU_TEL(R1¢), RS
¢eAS Quee®
! CREATE IDLE PROCESS !
COAA 2183 LD RZ, #STACK BIOCK
JOAC @201
c CCAE STee CALL MM_ALLOCATE IRZ: # CF BLOCKS
- 09RO Qeee
» RETURNS
R2: START ADDR!
eeB2 Al21 LD R1, K2
20B4 2103 LD RS, #KKRNEL FCW
00BE6 5000
C¢R8 7604 LDA R4, IDLE_ENTRY
¢0BA 2000
@@BC 2185 LD RS, #LFFFF INSP!
¢¢BE FFFF
2OCE 7606 LDA P6, PREEMPT RET
¢ecz gege~
_ ¢¢Ca 93F1 PUSH @R15, %1 !SAVE STACK ADDR!
. 2UCE @3ICF SUB R1%, #8
v g@ce gees
X QOCC ¥3e3
e @@CE A1FQ 1D R¢, R15
N ' INITIALIZE IDLE STACE VALUES !
; ¢0D¢ S5Fe0 CALL CREATE STACK ! (R@: ARGUMENT PTP®
r eeD2 gree™
: R1: TOF OF STACK
, R2-R14: INITIAL
. AEG. STATES
e @¢D4 910F ADD R15, #8 !OVERLAY ARGUMENTS!
' peDs ¢ees
! ALLOCATE MMU IMAGE FCR IDLE PROCESS !
; 2eD8 SF0Q CALL ALLOCATE MMU ! RETURNS RY:LBR # !
3, @CDA QLR
< ! PREPARE IDLE PROCESS MMU ENTRIES !
: P¢DC 2101 LD R1, #STACK SEG ! SEG # !
2ODE 0001
QUEL Y7F2 POP R2, GR15 !GET STACK ADDR!
s
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¢eokE2
Q0E4
eCES
goEe

CCER

POEC
CCEE

@CFo

vor2
geF4

g2eF6
pors
COFA
g¢FC
QUFE
P1o9

212
2104

0106
91e8

V10A
016C
C1CE
21180
2112
2114
2116
@118

2193
geoe
21e4
eRoe

93F@

5Feo
ceeex

97Fo

5F¢9
poao*

21¢2
DY
2105
geee
2106
0e09

5FYY
21CA°

6FQ9
geesc=

2102
veel
21¢5
FFFF
2106
FFFF
6109
ceeax

LD R3, #¢ !

LD R4, #STACK_ELOCK-1

! SAVE DER # !
PUSE @R15, Re¢

! CREATE MMU IMAGY ENTRY !
CALL UPDATE_MMU_IMAGE

! RESTORL DBER # !

4RITE ATTRIBUTE !
! BLCCK LIMITS !

'(31: SEGMENT #

R2: SEG ADDEESS
R3: S£G ATTRIBUTES
Ra: SEG LIMITS ) !

POP RZ, @215

! GET MMU ADDRESS !

CALL GET_DBR_ADDR ! (R2: LBR #)
RETURNS

(R1: TER ALDEESS) !

! PREPARE VPT ENTRIES FOR IDLE PROCESS !

1D R2, #¢ !
LD RS, #OFF !
LD P6, #OFF !

! CREATE VPT ENTRIES !
CALL UPDATE _VP_TABLE

PRIORITY !
PREEMPT !
KERNKL PROC !

!(R1: LBR

32: PRICRITI
P4: ILLE_FLAG
RS: PRELEMET

86: EXT VP FLAG)
RETURNS?

R9: VP _ID !

! ENTER VP ID OF IDLE PROCESS IN FRDS !

LD PRDS.IDLE_VP, RY
' INITIALIZE IDLE VP’S !

LD R2, #1 '
LD RS, #ON '
LD RG, #ON

LD R¢, PRDS.VP_NR

! INITIALIZE VP VALUZES !
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STV JTRT TRy

§

¢11A
211C

211E
€120
0122
€124
8126
Y128
€12A

912C

012K
2130
2132
2134
€136
e13e
@13A
213C
¢13F
21492
9142
¢144
2146

0148

¢1aA
@14C
014E
£15¢
2152
4154
2156
0158
2154
¢15C
015k

SF0
@1CA~

AB2C
0BY0O
eeee
55¢E
p12C°
5Eg8
212E°

Egre

€192
BRe2*
4D¢5
PCoo*
peve
4D25
002>
FFFF
4D25
geve™
FFFF
4D¢e
QooA®

gp2e

612D
opo2*
76D3
o6
7604
PB1C™
7625
Qo12%
7606
¢e1ax
2107

DO
TALL UPDATE_VP_TABLE !(R1: LBE
R2: PRIORITY
R4: ITLE_FLAG
R5: PREEMPT
RE: EXT_VP FLAG)
RETURNS:
Rg: VP_ID !
LEC RC¢, #1 |
CP Ry, #¢

IF EC 'ALL VP’S INITIALIIZED! THEN
EXIT

FI
0D

! INITILI'ZE VET HEADER !
! GET LOGICAL CPU NUMBER !

LD R2, PRDS.LOG_CPU_ID

LD VPT.LOCK, #OFF

1D VPT.RUNNING _LIST(RZ2), #NIL

LD VPT.READY_LIST(R2), #NIL

CLR VPT.FREE LIST !HEAD CF MSG LIST!

!TEREAD VP°S BY PRIORITY AND SET STATES TC READY

CLR R2 !START WITH VP #1!
THREAD :

DO
LD R13, PRDS.LOG_CPU_IL
LDA R3,VPT.READY_LIST(R13)
LDA R4, VPT.VP.NEXT_READY_VP
LDA RS,VFT.VP, PRI
LDA R6,VPT.VP.STATE
1D R7 ,#READY
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2169

2162
9164
2166

@168
2164
216C
916X
£17¢
172
9174
217€
2178
#1174

@17C

¢17E
@180
P18
<184

2186
0188
218A
e18C
018k
2199
2182
2194

Bve1
! SAVE OBRJ I !
93F2 PUSH @R15, RZ
5F20 CALL LIST_INSERT !R2: OBJ D
0000>
R5: LIST_EEAD _PTR ATDR
fa: NEXT_OEJ PTR
R=: PRIORITY_PTR
36: STATE_PTR
R7: STATE™ !
! RESTORE OBJ ID !
97F2 POP R2, @R15
e1e2 ADD R2, #SIZECF VP_TAKLE
09020
gE@2 CP P2, #(NR_VP * (SIZEOF VP_TABRLK))
e1ee
SEQE IF EQ TEEN EXIT FRCM THREAD FI
0174’
S5E¢H
017¢C”
EEE7 0D
! INITIALIZE VP MESSAGE LIST !
! NOTE: ONLY THE THREAD FOR THE MESSAGE
LIST NEED BE CREATED AS ALL VESSAGES
ARE INITIALLY AVAILABIE FOR USE. THF
INITIAL MESSAGE VALUES WERE CREATEDL
FOR CLARITY ONLY TO SHOW THAT THE
MESSAGES HAVE NO USABLE INITIAL VALUE!
8D18 CLR R1
MSG_LST_INIT:
! NOTE: R1 REPRESENTS CURRENT ENTRY IN
MSG_LIST, R2 REPRESENTS CURRENT POSITICN
IN MSG_LIST ENTRY, AND RS REPRZISENTS
gsxr ENTRY IN MSG_LIST. !
D
A112 LD R2, K1
A123 LD 33, R2
¢123 ADD R3, #SIZEQF MESSAGE
2910
FILL_MSG:
DO
4D25 1D VPT.MSG_C.MSG(R2), #INVALID
0110%
EKEE
A921 INC R2, #2
8832 CP R2, R3
SEQE IF EQ THEN EXIT FROM FILL_MSG FI
e198”’
5E¢8
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€196
pl1ye
€19A
¢19C
¥19¥k
21A¢
¥1A2
P1A4
€16
@1A8

C1AA
€1AC
d1AK
01RO
e182
¢1B4
@186
¢1s8
¥1BA
¢1BC
¢1BE

g1Co

#1C2
£1C4

21C6
g1cs8

81CA

91977
EEF6
aD1y
0120%
FFFF
A112
¥1¢1
¢e20
2Re1
010¢

5EQE
¢1BC’
4D25
P122%
FFFF
SEES
gice’
SEQR
21Co°
6F21
g122%

EEDE

510D
geeze*

5k98
peoo*

oD
!
1D
!
!

!
JP

END

oD

LD VPT.MSG_Q.SENDER(R1), #NIL

LD Rz, 1

ADD R1, #SIZEOF MSG_TABLE

cP R1, #SIZEOF MSG_TAELE®NR_VP
IF EC

THEN
LD YPT.MSG_Q.NEXT_MSG(R2), #NII

EXIT FROM MSG_LST_INLT
ELSk

LD VPT.MSG_Q.NEXT_MSG(RZ2), R1
FI

GET LOGICAL CPU # FOR USE
BY ITC GETWORK. !
R13, PRDS.LOG_CPU_ID

BOOTSTRAP COMPLETE !

START SYSTEM EXECUTION AT PREEMPT ENTRY !

POINT IN ITC GET4ORX PROCEDURE !
BOOTSTRAP_ENTRY

BOOTSTRAP
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et

oy -
s Ve

@1CA

¢1CA
21CC
21CE
¢1D¢
2102
¢1D4
£1D6
@108
@1DA
¢1DC
¢1DE
P1EQ
¢1E2
01E4
PLEG
£1E8
21EA
91EC
€1KE
g1Fo

@1F2
¢1F4

¢1¥r6
01Fr8
ZlFA
¢1FC

@1FE

61¢9
puge”
6F91
eelex
6F92
8oL
6F96
2v16*
6F95
gelex=
6147
goeoz*
6F97
Bo1A*
4D95
geic=
FFFF
4D95
ge1E*
FFFF

€B¢€
FFFF

5EQE
g210°
61028
gee2’

6Fey

UPDATE VP TABLE PROCEDURE
! FE RENE 2 3 X< FRAK 2K XX 3L XL KL XX 2L X5 XCAC T R X XX (0 X0 X KA 2T 70 28 XK X
# INITIALIZES VPT ENTRIES »
HE REIK FE T8 X6 K R HE 3 3T XX 3018 XE KT FEXE TLAS AT 18 X8 AL X8 KEXT X8 48 X5 A 48
* REGISTER USE: »
* PARAMETERS: *
% Rl: DBR ADDRESS ®
®  R2: PRIORITY ®
®  RS: PREEMPT FLAG »
* R6: EXTERNAL VP FLAG ®
% RETURNS: ®
*  RY: ASSIGNED VP ID =
* LOCAL VARIAELES: *®
*=  R7: LOGICAL CPU # =
*  R8: EXT_VP_LIST OFFS&T *
%  RY: VPT OFFSET ®
3R 2N A8 1K 3 N0 303X 36 HE R AR 238 NEH XK TX KE X LI K NG X A% |
ENTRY

! GET OFFSET IN VPT FOR NEXT ENTRY !
LD RY, NEXT_AVAIL VP

LD YPT.VP.DBR(RY), Rl

LD VPT.VP.PRI(RY), R2

LD VPT.VP.IDLE_FLAG(RY). R6
LD VYPT.VP.PREEMPT(RY), RS
LD R?, PRDS.LOG_CPU_IL

LD VPT.VP.PEYS PRCCESSOR(RY), R7
LD VPT.VP.NEXT_PREADY_VP(R9), #NIL
LD YPT.VP.MSG_LIST(RY), #NII

!
cPp

CHECX EXTERNAL VP FLAG !
R6, #ON

IF EO !EXTERNAL VP!

T

EEN ! VP IS TC VISISLE !
LD R&, NEXT_EXT VP
! INSERT ENTRY IN EXTERNAL VP LIST !
LD EXT_VP_LIST(R8), R
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0200
@2¢2
0204
0206
e2ee
@204
¥20C
g e2eE

0210

0212
. 2214

2216
0218
€214
¥21C
@21E
022¢
0222

egeu=

6Fo8

oL2o*

4981
€Fe8

802’

S5E@8

216’

4D¥5

LD

INC
LD

ELSE

LD

2e20%

FF¥FF

¥l
LD
ADD

A19A
gi1ea
go2¢
EFQA
Peve”
9E¢R

LD
RET

Rg8, #2
NEXT_EXT_VP, RE

!VP BOUND TO XEPNSL PROCESS!

VPT.VP.EXT_ID, #NIL

Ri1¢, RS
19, #SIZEOF VP_TABLE

NEXT_AVALL_VP, P12

END UPDATE_VP_TABLE
END BOOTSTRAP_LOADER
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APPENDIX F ~ LIERARY FUNCTION LISTINGS

IEQGBOASM 2.¢2
Loc 0B’ COTE STMT SQURCE STATEMENT

LIBRARY_FTUNCTION MODULE
SLISTON $TTY

CONSTANT
KERNEL FCW %5008
STACK SEG_SIZE %12¢

STACK BASE
STATUS_REG_ELOCK:
INTERRTPT_FRAME
INTERRUPT REG

STACK _SEG_SIZE-%10
STACK _SEG SIZE-21@
STACK PASE-4

INTERRUPT FRAME-24

o 58 o0 e
w4 n b

20 a4e oo

N S_P INTERRUPT_REG-2
NIL := LFFFF
199




b

"N; Wd‘:lﬂ!"‘l. 4 < .”. .

2

-
T

A

peee

Po9Y0
Koz
geca
006
028

000A
veec
CLUE
0019
pP12
kela
2016

gele
QY¥1A
e1C
CClE
po2Y
PL22
geze
2026
peze
ge2a
pB2C

$SECTION LIB_PROC
GLOBAL

2138
QRQ8
FFFF
SKEOR
pe18’

2F32
7449
e2ey
4D95
FFFF
5528
©0asA”’

7154
yLY]
715B
e8¢
8BBA
SEE2
ge3e”’
2F22
7348
g2ee
SE@H

LIST_INSERT PRCCEDURE
303 30 30 X050 R0 50 3 X6 2 X X 7 XA R R0 R0 N RO 2 R
% INSERTS OBJECTS INTC A LIST #
* BY CRDER OF PRIORITY AND SETS *

* ITS STATE *
3R XK JEKE X X6 K5 K BK I8 HE HEAK 3% AR A% 36 X0 X6 K HE 38 30 3% 4% X0 RE XK 35 A8 M X M6
* REGISTER USE: =

* PARAMETERS: »
R2: OBJECT ID *
R3: BEEAD_OF_LIST_PTR ADDR =
R4: NEXT_OBJ PTP ADDR =
R5: PRIORITY_ PTR ADDR =
R6: STATE_PTR ADDR =
R7: ORJECT STATE *

LOCAL VARIABLES: =
RE: EEAD_OF LIST_BTR =
R9: NEXT_OBJ _PT® »
R1¢: CURRENT_OBJ PRICRITY =
R11: NEXT_OsT PRIORITY »

x*

% 3 RERE X XXR XX R 3036 X 503 7K ALHK XKL 56 20 AR 0 HORC R RO 2% ¢

# 0 3 3 K 3 3 X &

.

ENTRY

! GET FIRST OBRJECT IN LIST !
1D RS, GR3

Cp RE, #NIL

IF EQ !LIST IS EMPTY! TEEN
! PLACE CBJ AT HEEAD OF LIST !

LD @R3, R2
LDA RY, Ra(R2)
LD RRY, #NIL
ELSE
! COMPARE NBJ PRI WITH¥ LIST HEAT PRI
1D R1¢, R5(R2) '0OBJ PRI!
LD R11, RS(®8) !HY¥AD PRI!
cp R19, Ri1l
IF ¢T 10BJ PRIDHEAD PRI! TEEN
LD GR3, R2 !PUT AT FRONT!
D R4(R2), 38

ELSE ! INSERT IN BODY CF LIST !
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f- -

Q02K

0o30
2032
(e34
036
238
€e3A

203C
QOSE
geae
veaz
0o44
¢e46
0v48

Cean
£04C
¢04E
eese

ves2
gede
2056
pYSe

@25A
@esC
VOSE

veoe

20sA”’

¥BL8
FFFF
SECE
293C *
5E28
gebh2”’

715B
2e0@
8EBBA
5802
@04A°
SE@8
pes2”

A189
7148
P92
EEEF

7348
g2e¢
7342
2900

7367
gaee
gkes8

SEARCH L
DO

CP

IF

IST:
R8, &NIL
EC !'END OF LIST! TEHEN

EXIT FROM SEARCH_LIST

FI
LD

CP
IF

E
FI

!
LD
1D

0D

! I
LD

LD

FI
FI

! SET
LD

RET
END LI

R11, RS(R8) !GET NEXT FRI!

R1l¢, R11
GT !CURRENT PRISNEXT PRI! THEN

XIT FROM SEARCH_LIST

GET NEXT OEJ !
E9, RS8

R8, R4(RQ)

! END SEARCH_LIST !

NSERT IN LIST !
R4(R2), RE

Ra(R9), RZ

OBJECT’S STATE !
R6(RZ2) ., 37

ST_INSERT
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1121/ CREATE_STACK PROCELURE
1 3% BRI 08 2 XK 48 56 % REE IR A K8 46 50 RORE 86 3K 36 88 KK K6 RER 38 58 38 35 3t
= INITIALIZES KERNEL STACK >
% SEGMENT FOR PROCESSES x®
3 REAE 2 246 X0 58 TR NG T X8 3R 30 X8 18 KK REHE XK 30 58 NERE X WOXE 38 30 R85 o6
* REGISTER USE:

PARAMETERS ¢

#

x
®
®  R@: ARGUMENT POINTER =
® (INCLUDES :FCW,IC,NSP, AND =
= RETURN POINT. SKE 1OCAL %
~ ® VARIABLES BELOW.) *
. ®  R1: TOP OF STACK =
B *  R2-R14: INITIAL REGISTSR *
; = STATES. (NOTE: IN DEMO, NO®
e »* SPECIFIC INITIAL REGISTER =
* VALUES ARE SET, EXCEPT R13*
d (USFR ID) FOR USER PRO- *
* CESSES.) »
3 NEXX XX 2EIK XX X0 XE R IX X XK 1K XX 7% 38 A 3% X8 38 1K 38 6 5 XC XK X6 X 3K X AL
= LOCAL VARIABLES »
%= (FROM ARGUMENTS STCRED ON »
*  STACK.) »
®  R3: FCW »
*  Ra: PROCESS ENTRY POINT(IC)=®
®  RS: NSP ®
i

R6: PREEMPT RETURN POINT *

. 2 FEXE TE 103 2020 1 38 A 18 X6 0RE NC NENC 230 X0 XN XWRCRENORE M AR X |

= ENTRY

- 9260 93F@ PUSH @R15, RP !SAVE ARGUMENT PTP!

» €e62 ADFE EX R¢, R15 !SAVE SP!

; 0064 341F LDA R15, R1(#INTERRUPT_RXG)

N @066 @¢CA

;- £e68 1CFY LDM @R15, R1, #16 !INITIAL RZG. VALUES!
B eU6A P10F

¢ ! NOTs: ONLY REGISTERS Rz2-R1¢ MAY CONTAIN

; INITIAIIZATION VALUES !

| X 206C A1QF ID R15, R0 !RESTORE SP!

- @OSE 97F0 POP ¢, @R15 !RESTORE ARGUMENT PTR!
s ¢e¢7¢ A1FE LD R14, R15 !SAVE CALLEP RETUAN POINT!
é; QU72 ALOF LD R1%, R@ !GET ARGUMENT PTR!
i @074 1CF1 LDM R3, @R15, ®#4& !LOAD ARGUMENTS!
, 2e76 2323
; pY78 341F LDA R15, R1(#INTERRUPT_FRAME)

! QU?A QUEC

. ¢e7C 1CF9 LIM @R15, 33, #2 11NIT IRET FRAME!
- 207E 0301

; 0080 341F LDA R15, R1(#N_S_P)

¢e82 ¢uce

: @84 2FFS LD @R15, RS ISET NSP!
» 0¢es @3¢F SUB R1E, #2
&

i
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poBe 99e2

¢¢8A 2FF6 1D @GR15, R6 !PREEMPT RET PCINT!
0e8C 3418 LDA R4, R1(#STACK_BASE)
@CEE Q0F¢
! INLTIALIZE STATUS RZGISTER® BLOCK !
2090 2190 LD R, #KERNEL_FC¥
P¢92 5000
¢¢94 1CE9 LDM @RE, R1S, #2 !SAVE SF A FCW!
PU9E @FV1
@CY8 ALEF LD R15, R14 !RESTORE RETURN POINT!
2e9A 9Eee RET
0e9C END CREATE_STACK

END LIBRARY_FUNCTION
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APPENDIX G ~ INNER TRAFFIC CONTOLILER LISTINGS

ZEQCYASM 2.¢2
Loc 0BJ COTE STMT SOURCE STATEMENT

$LI

INNER_TRAFFIC_CONTROL MODULE

STON STTY

I»%#1, GETWORK:

(

A. NORMAL ENTRY DOES NOT SAVE REGISTERS.

( THIS 1S A FUNCTION OF THx GATEKEEFER ).

B. R14 IS AN INPUT PARAMETER TO GETWOPRK THAT
SIMULATES INFO THAT WILL EVENTUALLY BE ON
THE MMU HARDWARE. THIS REGISTER MUST EE
ESTABLISHED AS A DBR EY ANY PROCEDURE
INVOKING GETWCRK.

THE PREEMPT INTERRUPT ENTRY HANICLER LOES

NOT USE THE GATEKEEFER AND MUST PERFCRM
FONCTIONS NORMALLY ACCCMPLISHEL EBY IT

PRIOR TO NORMAL KNTRY AND EXIT.

SAVE/RESTORE: REGS, NSF; UNLOCK VPT, TZST INT)

2. GENERAL:

A,

ALL VIOLATIONS OF VIRTUAL MACHINE INSTRUCTIONS
APE CONSIDERED XRROR CONDITIONS ANL wILL RETURN

SYSTEM TO THX MONITOR WITH AN ERROR CODl& IN R@
AND THE PC VALUE IN R1.

ITC PROCEPURES CALLING GETWORK PASS DER
(REGISTER R14) AND IOGICAL CPU NUMEEE

(REGISTER R13) AS INPUT PARAMETERS.

(INCLUDES: SIGNAL, WAIT, SWAP_VDER,
PRYS_PREEMPT_HANDLER, AND ILCLE). !

CONSTANT

V snxuxpgruzx PIDOR CODES Mummmmuxxs |

U_L 1= ¢ ! UNAUTHORIZEL LOCK !
M_L_EM = 1 ! MESSAGE LIST EMFTY !
M_L_ER = 2 ! MESSAGE LIST ERRC® !
R_L_E = 3 ! REACY LIST EMPTY !
M_L 0 1= 4 ! MESSAGE LIST OVERFLOW !
STN_A = 5 ! SWAP NOT ALLOWED !
V_I_E 1= 6 ' VP INCEX ERROR !
»" g = 7 ! MMU UNAVAILABLE !

| wxMvmmwm SYSTEM PARAMETERS =wmmwmmx 1

NR_SDR := 64 |LONG WORIS!

NR_CPU 1= 2

NRTVP := NR_CFU*4

ND_AVAIL_VP := NR_CPU*2
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MAX_DBR_NR
STACK_SEG
PRDS_SEG
STACK_SFG_SIZk

! »xmxx QFFSETS IN
STACK_EASE t=
STATUS_REG_RBLOCK:=
INTERRUPT_FRAME :=
INTERRUPT_REG t=
N_S_P t=
F_C_w 1=
ON t= ZFFFF
OFF = ¢
RUNNING := ¢

READY =1
WAITING := 2

NIL t= RFFFF
INVALID := ZEEEE
MONITOR = RAY¢Y

KERNEL_FCW := %5000

AVAILAELE t=
ALLOCATED 1= %FF

l¢ 'PER CPU!
1

e

%1ge

STACK SEG =®w»wx
STACX_SEG_SIZE-%1¢
STACK_SEG_SIZE-%1¢
STACK BASE-4
INTERRUPT_FRAME-34
INTERRUPT_REG-2
STACK_SEG_SIZk-%k

! HBUG ENTRY !

TYPE

MESSAGE ARRAY (16 kYTE]

ADDRESS WORD

VP_INDEX INTEGER

MSG_INDEX INTEGER

SEG_DESC_REG RECORD
L
RASE ADDRESS
ATTRIBUTES BYTE
LIMITS EYTY

)

MMU

ARRAY(NR_SDR SEG_DESC_REG)

MSG_TABLE RECORD

{ mMSG
SENDER
NEXT_MSG
FILLER

MESSACE
VP_INDEX
MsG_INDEX
ARRAY [6, #ORL]




2e09

@219

oV

CAQC
QAQA

VP_TABLE RECORD
[ DER ADDRESS

PRI WORD
STATE W ORD
IDLE_FLAG 4ORD
PREKMPT WORD

PEYS_PROCESSOR #ORD
NEXT_READY_VP ¢P_INDEX

MSG_LIST MSG_INDsX
EXT_ID WORD
FILLER_1 ARRAY (7, 9WORL]
!
BYTERNAL
LIST_INSERT PROCELURE
GLOBAL

BOOTSTRAP_ENTRY  LABEL
SSECTION 1TC_DATA

vPT RECORD
[ LOCK WORL
RUNNING_LIST ARRAY(NR_CPU WORL)
READY LIST  ARRAY(NR CPU WORD]
FREE LIST MSG_INDER
VIRT_INT_VEC AREAY[1, ADTRESS]

FILLER_ 2 WORD
VP ARRAY [NR_VP, VP_TABLE)
MSG_Q ARRAY TNR_VP, MSG_TAFLE]

Ex%_vp_LIsr ARRAY (NR_AVAIL_VP WORDJ
SSECTION MMU_DATA
MMU_IMAGE RECORD
[ MMU_STRUCTURE ARRAY (MAX_LEE_NR

]
NEXT_AVAIL_MMU ARRAY(MAX DBR _NR EYTE]
DRDS RECORD
(PHYS CPU_ID WORD
LOG_CPU_IL INTEGER
VP_NR WORD
IDLF_vP VP_INDEX)

mMMU




$SECTION ITC_INT_PROC
INTERNAL
0000 GETWORK PRCCEDURE
! 2% 20 RRAC 8 T 248 3% 2T A0 T8 KK R X 36 3 3 X% 3K 3 2 3% NE X XL XL AX TN X A%
® SWAPS VIRTUAL PROCESSORS *
# ON PHYSICAL PROCESSOR. »

2 HEE 26 30208 X0 3K K R 2 HE 2K AXNE L HEHE 3 2 3 A8 6 N XK RE XS NS K 2%

* PARAMETERS:

x

¥ R138: LOGICAL CPU # ®

»* REGISTER USE: =

= STATUS REGISTERS »

®  Rl4: DBR (SIMULATION) =

= R1o: STACK_POINTER ®

x LOCAL VARIABLES: =

® Rl: READY VP (NEW) *

= R2: CURRENT_VP (OLL) =

= R3: FLAG CONTROL WORD ®

¥ R¢: STACK_SEG BASE ADDR  *

= RS5: STATUS_REG_BLOCK ADCR =

=  R6E: NORMAL STACK POINTER =

FEIF HEXE XL AL L X8 KX XX KERE 3X XS TXAE J2 AHX0 TR0 HEXC KRB S XARCE LM |

ENTRY

! GET STACK BASE !
P00P 31E4 LD R4, R14(#STACK_SEG¥4)
gLz Cuea
QY04 3445 LDA R5, Ra(#STATUS_REG_BLOCK)
@096 QUFY

! = = SAVE SP = = !
¢29Y8 2FS5F LD @RS, R1S

! = = GAVE FCW » = !
¢eea 7032 LDCTL R3, FCW ‘
200C 3343 LD Ra(#F_C_W), RZ
¢COE @eF2

BOOTSTRAP_ENTRY: ' GIOBAL LALEL !

! GET READY_VP LIST !
g¢el1e 61D1 ID A1, VPT.READY_LIST(R13)
¢e¢12 ¢ees”’

SELECT_VP:
DO ! UNTIL ELGIELE READY_VP FO'ND !
g¢le 4D11 CP VPT.VP.IDLE_FILAG(R1), #ON
2016 ¢016° .
@@18 FFFF
CC1A SECE IF EC ! VP Is IDLE ! TEEN
Q¥1C 0030’
@o1% 4D11 CP VPT.VP.PREEMPT(R1), #ON
eL2e e¢18”
2Y22 FFFF
¢024 SEQE IF B0 ! PREEMPT™ INTERRUPT IS ON ! THEN

19¢& 1
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- o=
.

. i, ¥

weze
ge2e
¢e24

ge2c
@O2E
2050
¢e32

€e3a
4036
gess
¢e¢3A

€e3C
¢@3E
veag
gre2
Q042

gee6
2¢48

CCeA
@e4c
@e4E
eese
2052

¢es4e
evs56
pese
ee¢5A
¥esc

gu2C’
SE@R
pe3c”’

5ERH
0834
SEQR

ge3c’

6113
g¢1c”’
Al1S51
EBEC

4D1%
@014’
229
6FD1
Q2 °

611E
po1e’

31k
peos
3445
e¢re
215F

3143
gore
7D3A
9EEs

®XIT FROM SELECT_VP

FI
ELSE ! VP NOT IDLE !

EXIT FROM SKLECT VP

FI
! GET NEIXT PEADY VP !
LD R3, VPT.VP.NEXT_READI_VP(R1)

LD Ri, B3
oD

! NOTE: THL READY LIST WILL NEVLR BE LMPTY SINCE
THE IDLE VP, WHICH IS TRE LOWEST PRI VP,
WILL NEVER By REMOVED FROM THE LIST.

IT WILL RUN ONLY IF ALL OTHER READY VF’S ARE :
ICLING OR IF THERE ARE NO OTEEF VP’S ON !
TH: READY _LIST, ONCE SCEHEDULLL, IT

#ILL RUN UNTIL RECEIVING A HDWE INTERRUFT. !

! NOTE: R14 IS USED AS CER EERE. WwHEN MMU
IS AVAILARLE THIS SERIKS OF SAVE aAnND LOAD
INSTRTCTIONS WILL bk REPLACED BY SPXCIAL I/C
INSTRUCTIONS TO THE MMU, !

! PLACE NEW_VP IN RUNNING STATE !

Ll VPT.VP.STATE(R1), #RUNNING

LD  VPT.RUNNING_LIST(R13), Rl
! ® ® SWAP DBR = » !

ID  Rl4, VPT.VP.DBR(R1)

! LOAT NEW_VP SP !

LD R4, R14(#STACK_SEG*e¢)

LDA PE, R4(#STATUS_RKG_BLOCK)
LD R1&, @RS

! # % LOAD NEW FCW = * !
LT B3, Ra(#F_C_W)

LDCTL FCW, RS

RET
END GETWORK
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2¢sC ENTER_MSG_LIST PROCETURE
!¥*¥¥*¥***#*(**##***#***#*****#***
= INSERTS POINTER TO MESSAGE %
® FROM CURRENT VF TO SIGNALED VP=
b * IN FIFQ MSG_LIST ®
R AL W0 AATE X KO XE X8 A0 KA XE K0T XERE AR A ALK K8 AL 3% 38 38 HE 38 3L 3T A% 38 A6 48
= REGISTER USE: *
%= DARAMETERS: ®
=  RE(RY):MSG (INPUT) %
# R1: SIGNALED_VP (INPUT) ®
] = n13: LOGICAL CPU NUMBER ®
: #* LOCAL VARIABLES: x®
= R2: CYRRENT_VP =
* R3: FIRST_FREK_MSG =
¥ R4: NEXT_FREE_MSc %
. ®* RS: NEYT_Q_MsG x
~ ¥ R6: PRESENT _Q_MSG ® 1
34 X0 TRXE XX ROXE XE QS KT XX K RC XK K8 28 XX 36 38 X6 KT 38 X8 RO XK A8 X348 &8 X R4 X8 |

ENTRY
¢¢5C 61D2 ID R2, VPT.RUNNING_LIST(R13)
Y@5E o¢02°

! GET FIRST MSG FROM FREE_LIST !
0068 6163 LD R3, VPT.FPEE_LIST

0962 0¢eA’
! xR X x DEEUG ® x ox x !

- Pus4 PRRI CP R3, #NIL
. ge66 FFFF
r e¢68 SECE IF EC THEN
- ¢U6A 0078
" YO6C 7601 1Da R1, S
o ¢e6E 9e6C”°
- 2e70 2109 ID RO, #M_L_O! MESSAGE LIST OVERFLOW !
» 0072 2eg4
s ¢g?4 SFEY CALL MONITOR
:; 2076 AYUQ

FI
! ® % = END DEBUG * % = !

Qe78 6134 LD R4, VPT.MSG_Q.NEXT_MSG(R3)

ge7a o122°
Q@7C 6F¢4 ID VPT.FREE_LIST, R4
ge?E Q@er’
'y ! INSERT MESSAGE LIST INFORMATICN !
. QPED 763A LDA R1¢,VPT.MSG_O.MSG(R3)
. ¢e€82 e11¢”
- 084 2107 LD R?,#SI1ZEOF MESSAGF
- gees 0€10

¢eeg BAB1 LDIRB @R1k,WR8,R7




R

¢@8C €F32, LD VPT.MSG_C.SENDER(R3), R2

! INSERT MSG IN MSG_LIST !
¢v9e €115 LD RS, VPT.VP.MSG_LIST(R1)

g¢9a CELS C® RS, #NIL

0098 SE@E IF EQ ! MSG LIST IS EMPTY ! THEN

! INSERT MSG AT TOP OF LIST ! !
g09C 6F13 ID VPP VP ,MSG_LIST(R1), R3 f

- QAW SEU8 ELSE ! INSERT MSG IN LIST !

?0A2 @CRC’ !
MSG_Q_SEARCH:
DO ! WHILE NOT KEND OF LIST ! 5
9CA4 QBYS cp RS, aNIL ;
CUA6 FFFF 5
2oA8 SEQ@E IF EQ ! END UF LIST ! THEN
Q0AA 09BO° :
CLAC 5Ee8 EXIT FROM MSG_GC_SEARCH
2¢AE 0@38° |
FI ¢
! GET NEXT LINK !
) Q¥B@ A156 LD R6, RS
¥r ¢@B2 6165 LD ®5, VPT.MSG_C.NEXT_MSG(R6)
- ge¢Be €122
1S @VB6 E8F6 oD
=~ ! INSERT MSG IN LIST !
' g¢B8 6F63 1D VPT.MSG_Q.NEXT_MSG(R6), R
> @@BA Q1227
5? FI
re ¢LBC 6F35 LD VPT.M5G_Q .NEXT_MSG(R3), R&
L. ¢URE ¢122°

gece 9kEge RET
¢ecz END ENTER_MSG_LIST
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W ey S
Ce W " 4l

g¢C2

eece
Qec4

@ece
2¢cs

2¢CA
@ucC
PeCE
gede
veD2
veD4
¢¢D6
2¢D8
2¢DA
¢¢LC

20DE
PcCEQ
Pok2
VCE4

20E6
@0E8
CCEA
QQEC
COEE
Cere

S

61D2
Qee2”

6123
001k’

¢EE3
FFFF
SE@E
gepE”’
2100
peel
76¢1
@¢D6 ’
SF00
A9¢2Y

6134
2122°
6F24

901%°

6105
2¢0A°
gRES
FFFF
5EPE
glee”’

GET_FIRST_MSG PROCEDURE

! 3 X0 XC AL 36 3K XX X6 KE AX 3 XCAC X0 XX X6 XK FEXT 38 N 3K XE XK X RK X8 X AR AX AX 50 %6 X%

x* REMQOVES MSG FROM MSG LIST *
* AND PLACES ON FREE LTST. *
% RETURNS SENTER’S MSG ANT *>
= yP_ID *
XK TEIK T X0 63X H0 X6 X 3E0C A R 8 HOHE W 48 KT N6 KL A ARXE HE M A6 2 XS
*REGISTER USK: *
¥ PARAMETERS: *
* Re(RY): MSG POINTER (INPUT) =
¥ §13Z: LOGICAL CPU NUMBER (INPUT)*
® R1: SENDER VP (RETURNED) *
®* LOCAL VARIABLES *»
# R2: CUIRENT_VP =
* R3: FIRST_MSG *
* Ra: NEXT_HSG x*
* RB: NEXT_FREE_MSG &
* R6: PRESENT_FREE_MSG *
%63 FENC XK FE R X0 N X0 3 5 HERCE 7 NCRE 6 30 XS X N X X020 X AKX AR K 1

ENTRY
LD R2, VET.RUNNING_LIST(R13)

! REMOVE FIRST MSG FROM MSG_LIST !
1D R3, VPT.VP.MSG_IIST(RZ)

! # ® % % DEBUG ® ® ® % |

CP R3, #NIL

IF EQ THEN

LD R¢, #M_L_EM ! MSG LIST EMETY
LDA R1, $

CALL MONITOP

FI
! ® = %= AND LEBUG * * = !
LD R4, VPT.MSG_C.NEXT_MSZ(RZ)
LD VPT.VP.MSG_LIST(R2), R4
t INSERT MESSAGE IN FREE_LIST !
LD RS, VPT.FREE_LIST
CP RS, #NIL

IF EO ! FREE_LIST IS EMPTY ! TEEN

282
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Per2
¢ere
@aere
¢ers
QCFA
eerc
QPeFE

g1eoe
21e2
2104
©01e6
¢1pe
210A

£12cC
210K
9110
€112

9114
¢116
2118
@11A

211C
V11K
2120
0122
@124
0126
2128
2124
@12C
¢12E

6FR3
geeA’
4D35
@122°
FFFF
sEQ8
211C”°

2RYS
FFFF
5EQE
d14C”
SE@8
114"

A156
6165
@122°
EEF6

6F63
grz22°
6F35
g122°

6131
0120°
763A
¢11¢”
21¢7
P10
BAAl
gree
9E@8

! INS&RT AT TOP OF LIST !
LD VPT.FREE_LIST, RS

LD VPT.MSG_Q.NLXT_MSG(RZ), #NIL

ELSE ! INSERT I~ LIST !

FREE O_SEARCH:
)

CP RS, &NIL
IF EQ ! END OF LIST ! TEEN

EXIT FROM FREE_(_SEARCH

FI

! GET NEXT MSG !

LD R6, RS

LD RS, VPT.MSG_C.NEXT_MSG(RE)
0D
! INSERT IN LIST !

LD VPT.MSG_Q.NEXT_MSG(R6), R3
LD VPT MSG_Q.NsXT_MSG(R3), RS
FI

! GET MESSAGE INFORMATION:
(RETURNS R1l: SENDING_VP) !

LD R1, VPT.MSG_OQ.SENLER(R2Z
LDA R10,VPT.MSG_0.MSG(RS)
LI R?7,#S1ZEQF MESSAGE
LDIRB @R€,0R10,R7

RET

END GET_FIRST_MSG

203




!t = %» INNER TRAFFIC CONTROL ENTRY FOINTS *= * !

! NOTE: ALL INTERRUPTS MUST BE MASKELD WHFENEVER
THE VPT IS LOCKED. THIS IS TO FREVENT AN
EMBRACE FROM OCCURRING SEQULD AN INTERRUEFT

o

R o st
s

N '“

evee

2000 1909
pee2 ¢eo2

QvP4 6F12
pees ©eocC’
geer 9EeSs
PeoA

OCCUR WHILE THE VPT IS LOCKED. !

GLOBAL
SSECTION ITC_GLE_PROC

PREEMPT RET LALFFL

KXRNEL EXIT™ LABEL

CREATE:INT_VEC PIOCEDU3RE
¥ 3035 XX NERE XK 36 3 20 XK 5K 30 R0 A6 AKX T JEX FEXK XK 30 38 30 T8 N0 3 N0 3
* CREATES ENTRY IN VIHTUAL INT-*
% ERRUPT VECTOR WITH ADD®RESS ®
* OF THE VIRTUAL INTERRUPT FAN-=
* DLER, *
S5 28 A N 35586 35 XK 35 5K REXK X8 KEHL 34 30 48 3 XK 5% BE X8R 38 350 3 MK
* FARAMETERS: *
* ©W1: VIRTUAL INTERRUPT # »®
¥ R2: INTERRUPT HANDLER ALDDR *

X2 R X JE 36 X XC X8 X0 A XK X0 XE X6 5E 3L HE 52 XE 3K A X 28 XC XX X0 %6

ENTRY
! COMPUTE OFFSET IN VIRTUAL
INTERRUPT VECTOR !
MOLT RR¢, #SIZEOF ADDRESS

! SAVE ADDRESS OF VIRTUAL INTERRUFT
EANDLER IN INTERRUPT VECTOR !
LD VPT.VIRT_INT_VEC(R1), B2

RET
END CREATE_INT_VEC

AR g . WY Ny L, My Ny ORI < PR %
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o WM
‘-m"ar

Pl

ceea

2eva 7601
900C 2¢eo”’

202E 8101
e¢l1e 9Ee8
ge12

GET DBR ATTR PROCEDT"RE
1 %06 X0 R340 250 2 TR X038 30 30 2000 N 20 35 38 250 7K 262K 56 2 96 00 20 K6 20 26 34 9
¥ CALCULATES DER ADDRESS FRCOM =
* DBR NUMBER =»
2206 3 A 2 B0 18 3K 7 30 X8 3 X6 30 A 3K NEHE KR XC X0 X8 KK HK HERC N 36 3K
* RBGISTER USE: a
* PARAMETERS: ®
» P@: DBR # *®
# RETURNS: ®
» R1: LER ADLTRESS =

n

260 R X8 N NG 2 XK R N0 3C K 203K 25 HORE N 38 37 36 50 3K 3K X6 HC XK NS R |

ENTRY
! GET BASE ADDRESS OF MMU IMAGE !
LDA R1, MMU_IMAGE

! ADD DER HANDLE (OFFSET) TO MMU FASE

ADDRESS TO OBTAIN DBR APDRESS !
ADD R1, RY
RET
END GE™ _LBR_ADDR

2¢5
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ee12 ALLOCATE_MMU PROCEDURE
3R AR ARG 21X N6 AR HOXK IK XWX R KN RS O X NC AKX AL KT X0 XMW AT
% ALLOCATES NEXT AVAILABLE MMU
= IMAGE ANT CREATLS PRLS ENTRY =
2EXE T AEC NE XCHE W NS 1E RT3 36 N HE JXAE C AT 30 NE R X8 30 XE A K¢ X%
= REGISTER USE: *
* RETURNS: *
R@: DBR # =
LOCAL VARIABLES: %
R1: SEGMENT # »
R2: PRDS ADDRESS *
R3: PRDS ATTRIRBUTES *
R4: PRDS LIMITS *
X% 308 X NENT AT X¢ 2 X8 2% X 3 XX C NEHCNT X XERE AR 3¢ X 3 XL XK 3 XE X K XX
ENTRY
! GET NEXT AVAILABLE DER # !
¢e12 spes CLR RO
@e14 8D18 CLR R1
! NOTE: THE FOLLOWING IS A SAFE SECUENCE
AS NEXT_AVAIL “MU AND MMU ARE CPU L2CAL!
GET_DBR:
Do
¥Y16 4C11 CPB NEXT_AVAIL_MMU(R1), #AVAILABLE
0018 0ARG°
eel1A ¢eee

# 5 3 H R OH

IF EQ I!MMT ENTRY IS AVAILAELE!
201C SEQE THEN
?¢1E @¢2E°
pe2¢ 4C15 1DB NEXT_AVAIL_MMU(R1), #ALLOCATED
9022 0AR0”
@e24 FFFF
0026 5E08 EXIT FROM GET_DER
Q@28 @04A’
Q¢2A SEe8 ELISE !CURRKNT ENTRY IS ALLOCATED!
¢02C 0048°
¢P2E A910 INC R1, =1
ge3e e1¢u ADD Rg, #SIZEOF MMU
Q032 L1900

[ » & % x DEBUG * ox x x |

£e¢34 ¢Re1 CP R1, #MAX_DBR_MNR
PU36 QVPA

¢e38 SEQE IF EQ THEN
Qe3A @2eag
203C 2109 LD RY, #M_ 1] IMMU UNAVAILALLE!
POSE @eov
¢e4ae 76e1 LDA R1, ¢
VY42 QUao’
Y244 S5FQ0 CALL MONITOR
?e46 A9e¢
FI
! = * x END DEBUG * = * |

ry'4.]




A TN T AR R . - L S . - S — < T —

FI
¢¢4a8 EBEB oD
Qvan 2101 ) 9] R1, #PRDS_SkG ! SEGMENT NO. !
QC4C @eeo
PE4E 76¢2 Lra R2, PRDS ! PRDS ADDR !
2050 CAQA°
2052 2103 LD R3, #1 ! READ ATTR !
P¢vHa ¢Lel
2Y56 2104 LD R4, #((SIZEQOF PRDS)-1)/286
2e¢58 0000

! PRDS LIMITS !

! CREATE PRDS ENTRY IN MMU IMAGE !
0254 5F00 CALL UPDATE_MMU_IMAGE !(R1l: SEGMENT #
QesC eree”
R2: SEG ADPRESS
R3: ATTRIBUTES
Re: SEG LIMITS)!

@¢5E 9E@8  RET
2eco END ALLOCATE_MMU




vesY

gese
0962
hec4
¢LE6
09068
2964
¢e6c

Q¢6E
eere
ger2
ee74
ee6
eo78
Ye7TA
2¢7C
@U7E
veso
ees2
2084
¢¥os6
geee
2e8a
eescC

2¢8k
298P
¢e9z
PY94

2124
LY
8104
21¢D
0004
991¢
81DA

2FA2
AYAL
¢DA8
2EAC
A9AQ
20AC
2AOQB
gees
SEQE
PeEA’
262C
F7F7
5E08
QveE”’
0694C
FEFE

84EC
2EAC

gEgee

UPLATE_MMU_IMAGE PROCETURE

T 035 AK2% 308 303K XA XK X0 RO XA 18 35 48 16 K8 HEHE 26 3 3C XK 3 00 O X6 AR
* CREATES SEGMENT DESCRIPTCR »

» ENTRY IN MMU IMAGE »

RETE XL ARAX X0 XL WS XK X5 2L NEIX K6 16 ALXL X XBAA 3% 3T A8 K A8 XX 58 3L 28 38 38 34

»* REGISTER USE: =

PARAMETERS: »
R@¢: DBR # »

R1: SEGMENT # »

R2: SEGMENT ADDRESS x

R3: SEGMENT ATTRIBUTES ®
x

]

')

F*

-3

#

Ra: SEGMENT LIMITS
LOCAL VARIARBL&S:

R19: MMU BASE ADDRESS
* R13: OFFSET VARIABLE

28 3% 296 30 N 3 8 35 K X< 7 XK KK 30 R0 X6 508 R XK 7 X6 3 KC 30X N A
ENTRY
LT Rig, #MMU_IMAGE ! MMU BASE ALDRFSS !

% 3 # OH N

ADD R1g, RO
LD R13, #SIZEOF SEG_DESC_REG

MULT RR12, R1 ! COMPUTE SEG_DESC OFFSET !

ADD Rie¢, R13 !'ADD OFFSET TO BASE ALLRESS!
! INSEKT DESCRIPTOR DATA !

LD (@R19, R2

INC Rle¢, #2

CLR GR10

LDB e@R12, RL4

INC R1lg, #1

IDB RLe, @R1C

CPB 3AL3, #%(2)v00210d¢ ! EXECUTE !

I¥ EQ TEEN

ANDB RLa, #%(2)1111¢111 ! EXECUTE MASK !

ELSE
ANDB RL4, #%(2)1111111¢ ! REAT MASK

FI
ORB RL4, RL3
LDB (GR1¢, RL4
RET
END DPCATE_MMU_IMAGE

20k
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C¢94

Z¢ve

pe96
Ce9e
209
¢e9C

2¢YE
CeAL

14774

24X
¢aA6
Z¢AE
JOAA

¢2AC
CCAE
¢¢BY
@Y B2
¢¢Ba

'3 15
@eB8
QOBA
¢¢BC
P¢BE
vece
Q¢ce

AL LT PRCCEDURE

! ORE XX AKX XX 3T Xe X XE TR XL KEXE HTNTRE X 0838 X6 KT XX X XL 3 X8 AE X8 38 Kk XX I
* INT94_KERNEL SYNC/COM PRIMATIVE #

= INVOKED BY KERNEL PROCESSES ®

36 X6 3R 2346200 2 2% 3K 2 XE L X NE 1R HC L X8 KL REL 1L AL XL XX XX X XX T AW TR 3 3K IR

¥ PARAMETERS =

Re(Ry): MSG POINTER (INPUT) »

21: SENDING_VP (RETURN) »

GLOBAL VARIAPRLES =
R14: LBR (PARAM TO GET¥ORK) »

LOCAL VARIABLES =
N

=

»

o

»

#

R2: CURRENT VP (RUNNING
R3: NEXT_READY_¥P
Pa: LOCK_ALDRESS
R13: LOGICAL CPU NUMBER
TN TS HEIT N P 6 2R X 8 08 X X% TR IX 1C NENT RENX KK XF X AL HE 30 A XC XC 9% R R
ENTRY
! MASK INTEPRUPTS !
7ce1 DI VI

£ R # 8 % # & #

!

! LOCK VPT !
7604 LDA R4, VPT,LOCK ‘
eevw’ {
5F00 CALL SPIN_LOCK ! (Re:"VPT.LOCK) ! ‘
g282°

! NQTE: RETURNS WHEN VPT IS LOCKEL EY THIS VF !

! GET CPU NUMBER !
SFe¢ CALL GET_CPU_NO !PETURNS:
g2¢e’

R1:CPU =»
R2:2 VYP’S!
A11D LD R13, R1
6102 LD R2, VPT.RUNNING_LIST(R1Z)
aee2’
6123 ir R3, VPT.VP.NEXT_READY_VF(32)
gerc”’
4021 cr VPT.VP.MSG_LIST(R2), #NIL
¢e1E’
FFKF
SECE I? BC ! CURRENT VP’S MSG LIST IS EMPTY ! TUEN
CCEA’
! REMOVE CURRENT_VP FROM RFEALY_LIST !
' % ¥ 5 x DEBUG = » =» =

2Re3 CP R3, #NIL
FFFF
SEQE IF EO THEN
CCCA”’
21¢9 LD R¢, #FP_L_E ! REALY LIST =XMETY !
e
?6¢1 LDA R1, $§

2e9




eecCe ¢¢c2’
2¢C6 SFeY CALL MONITOR
PECE AYQY
FI
! *= ® %= IND DrBUG % % = !

¢oCA EFD3 LD VPT.READY LIST(R13), B2
2¢CC vevs”’
PUCE 4D25 LD VPT.VP.NEXT_READY_VP(R2), eNIL
2eD¥ 0e1c’
¢2D2 FFFF

! PUT IT IN WAITING STATE ! ]
@eDa 4D25 LD VPT.VP.STATE(32), #WAITING
e¢r6 e¢1a”
¢eD8 VY2

! SET DER !
¢¢DA 612E LD R1e, VPT.VP.LER(R2)
¢eDC ve1e”

! SCEEDTLE FIRST ELGIRLx REALY VP !
¢ZDE 93F8 PUSH @R15,R8 :

! SAVE LOGICAL CPU # !
YPEQY 93FD PUSEH @R15, 713
gLE2 SFe¢e CAlL GETWORK 'R12:CPVU =
PUE4 QUYL ”

R14:DER!

! RESTORE CPU # !
PYk6 97FD POP R13, @R15 1
fCLE8 97F8 POP R&,QR15

Fl
! GET FIRST MSG CON CURRENT VP’S MSG LIST !
¢¢EA S5F00 CALL GET_FIRST _MSG ! COPIZS MSG IN MSG ARRAV!
CYEC Qec2’
! R13: LOGICAL CPU & !
'RETURNS R1:SENLER_VD !

! UNLOCK VPT !
CYEE 4Des CIR VPT.LOCK
o¢Fe ocvee’

! UNMASK VECTORED INTERARUFTS !
eeF2 7C¢S El VI )

! RETURN: R1:SENDER_VP !
7¢F4 9ke8  RET i
0OF6 END WAIT

21¢




r : B —"“

¢eF6 £ENAL PROCEDURE

FRAT TX N0 X AT KX R XS 3 XE A AT KT XX RCAT 3K X6 38 3% 0 X KX 3 33X 3% XK X KK 1e %

INTRA KERNEL SYNC /COM PRIMATITVE =
* INVOKEL FY KERNFIL PR0OCESSES ®
3 R0 XE NRXE XL NE RE XL XE 3K 3K XL XK XX REXE XS 3XNE 1L XS RE L XL XE X XL XL 30C 1K 3% X< 3K 3K XX
# DEGISTER USK: =
% PARAMETERS: =
va(RY): MSG PHINTER (INFUT) ®
Rl: SIGNALED VP_ID (INPUT) e
GLOBAL VARIAELEFS =
R13: CPU # (PARAM TO GETWORK) ®
Ri4: DBR (PARAM TO GETWORK) :
=

b<3

xx

x

S
1%
%

LOCAL VARIAKLES:
R1: SIGNALED VP
R2: CURRENT VP
R4: VPT.LOCK ADDRESS

250 3 TR 36 76 1 3T HE NG X8 X TR R0 R 5K 5 X N R R
ENTRY
! SAVE VP ID !
2YF6 93F1 PUSH GRr15, R1
! MASX INTERRUPTS !
peF8 7Cel DI Vi

# % O %K O OH Y

!

! LNCK vPT !
QOFA 7524 LDA Ra, VpPT.LOCK
C¢¢FC geee”
2¢FLk 5F00Q CALL SPIN_LOCK ! (R4: VvPT.LOCK) !
2100 0282°

'NOTE: RETURNS WHEN VPT IS LOCKED BY THIS VP. !
! GET LOGICAL CPU # !

@102 S5¥¢9Q CALL GET_CPU_NO !'RETURNS:

¢lee ez2c8’

R1:CPU #
R2:# VP’S!
£1¢6 A1l1D 1D Rr13, Rl
! RESTORE VP ID !
0108 97F1 POP R1, @R15

! PLACE MSG IN SIGNALED VP’S MS¢_LIST !
010A SFe0 CALL ENTKP_MSG_LIST !(R2:MSG POINTER
@18C ¢¢5C” R1:SIGNALEC_VP
R12:LOGICAL CFU #)!

@108 4D11 cP ¥oT . VP.STATE(R1), =#WAITING
211¢ e¢is”’
0112 0002
: @114 SE@E IF 80 ! SIGNALED_VP IS WAITING ! THEN
- : ¢116 @¢14au’
K ! WAKK IT UP AND MAKE IT READY !
v 9118 A112 LD R2, Rl
B 211A 76D3 LA R3, VPT.READY_LIST(R13)
t 211
3




P11C ¥ees”’
C11E 76¢4 LDA R¢, VPT.VF.NEXT_READY VP
¢12¢ eeic”
€122 76¢5 LDA B8, VPT.VP.PRI
2124 ee12°
€126 76¢6 LDA R6, VPT.VP.STATS
0128 ¢014°
€124 2197 LD R7, #RYADY
€12C eel
! SAVE IOGICAL CPU # !
@12E 93FD DUSH @R15, R13
¢13¢ SFee CALL LIST_INSEART !R2: CkJ ID
€132 Quuex
R3: LIST_PTR ADLR !
- R4: NEXT_OEJ_PTR *
R5: PRICRITY 21TP !
RE: STATE_FTR
R7: STATE !
! RESTORE LOGICAL CPU # !
2134 97FD POP R13, GR15
! PUT CURRENT VP IN READY STATE !
€136 61D2 LD R2, VPT.RUNNING_TIST(R13"
2138 ©ve2°
134 4D25 LD YPT.VP,.STATE(RZ), #READY
213C Ce1a”’ .
P13E 20v1
K ! SET DER |
€149 612F LD R14, VPT.VP.DRR(R2)
Fr @142 0010° !
R ! SCEEDULE FIRST SLGIBLE READY VP ! :
o) 2144 S5Fe¢ CALL GETWORK !R13:I0GICAL CPU # L
‘ 0146 V0o ”° !
> R14:DBR !
'3 FI ')
* :
: ! UNLOCK VPT ! !
[ § 2148 4D¢8 CLR VPT.IOCK :
8. P214A Q0ee”’ |
Py ! UNMASK VECTORED INTERRUPTS !
3 014C 7C9¥5 BI VI g
€ ! i
v ¢14E 9E@e RET
& ¢15¢ END SIGNAL

i 212




'Il!-'!'!l'!!llIl!Illllllllllllll-l---""-”""""""'“

150 SET PREEMPT PROCELURE
EXSE R P R L L LR R T A
* SETS PREFMPT INTERRUPT ON=*
» TARGET VP, CALLED BRY TC_ *

. * ADVANCE. ®
’ %R AT RRR X8 8 3K 30 6 XK HE XK XX R0 XK X XXAE XK 3K X6 XK K N XK %¢

{ ® PEGISTER USE: ®
® PARAMETERS: =

= P1:TARGET_VP_IL (INPUT) =

¥ LOCAL VARIABLES ®

= R1: VP_INDEX =

FEHE AR FERE XK X0 HE A6 KE TR A HE KERTNC AL H6 ROAE IARC LMW Mg ¥

ENTRY
! NOTE: DESIGNED AS SAFE SECUENCE ST VET NEED
NOT BE LOCXED, !

! CONVERT VP_IL TO VP_INDEX !
215¢ 6112 LD R2, EXT_VP_IIST(R1)
2152 ¢212°

! TYEN ON TGT_VP PREEMPT FLAG !
2154 aD25 LD VPT.VP.PREEMPT(RZ2), #ON
2156 ¥¢18°
¢158 FFFF

! == [F TARGET VP NOT ICCAL
( NOT ROUND T0 TFIS CPJ )
[IE, IF <<KCPU_SEG>>CPU_IDKDVFT.VP.PHYS _CPU(31)!
THEN SEND HARIWARE PREEMPT INTERRUPT 7O
Yo7 . VP, CPU(R1). *= !

@154 9E¢8 RET
¢15C END SET_PREEMPT




¥ 1
(.

SR it

-
o,

@15C

#15C

2174
8176
give
d17A
@17¢C
¢17E

4180
gigz
g184

2186

4188
@lEA

218C
@18E

€190
0192

€194

2196
4198

SFe¢

6123
0A10°
6135
P13’
6F25
eele”’

4D25
ee1s6”
FFFF

4D25

214’
geol

5F0¢
ueeo”

4D@8
eeee”’

7C@sS

9Eee

ITLE PROCELURE
!M*****#*M***#*“*M¥U¥¥*¥¥M
* LOADS IDLE DER ON ®
* CURRENT VP, CALLED BY =
% TC_GETWO®K. »
LT HE TR R 3 XX KT XX X8 2T R HE X8 XCAX 3 X0 38 XX XK 35 2% X%
* REGISTER USE *
% GLOBAL VARIABL: 5
* R13: LCG CPU # =
®  Pl4a: LBR *
* LOCAL VARIAELES: s
® R2: CUERENT VP =
®* RI: TEMP VAR *
#*  R4: VPT.LOCK ADDR =
®* R5: TEMP *
*************************!
ENTRY
! GET LOGICAL CFU # !
CALL GET_CPU_NO !RETURNS:

! LOAD IDLE DBR ON CURRENT VP !

LD R3, PRDS.IDLE_VP
LD 25, VPT.VP.DBR(R3)
LD VPT.VP.LBR(R2), RS

! TURN ON CURRENT VP’S IDIE FLAG !
LD VPT.VP.IDLE FLAG(R2), #ON

! SET VP TO READY STATE !
Lr VPT.VP.STATE(R2', #REALY

! SCHELULE FIRST ELIGIBILE REALY VP
CALL GETWORK !R13:I0GICAL CPL #

R14:DFR !

! UJNLOCK VPT !
CLR VPT.LOCK

! UNMASK VECTOREL INTERRUPTS !
51 VI

RET
END IDLEK
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€198

2198
€194

219C
¢19EF
¢1A0
¢1A2

‘lA4
¥146

¢1A8

¢1AA
v1AC

¢1AE
¢1B8¢
¢1B2
¢1B4
¢1RB6
2138
W1BA
¢1B8C
21BE
#1Ce
¢1C2

93F1

7Ce1

7604
eeee’
5F0¢
0282’

SFee
pa2ce”’

A11D

61D2
geez2’

4D21
gelE”’
FFFF
5506
g10a’
2100
20¢5
76¢1
©1BC’
5F¢¢
AYCY

SWAP VDER PROCEDURKL

1 REXE28 3AXERE WA AE IR 3T 3034 38 XL AAIT SAXR AR X030 I AL 28
®= LOADS NFW LBR CN x
®* CNURRENT VP, CALLED 3Y *
* TC_GETWORK. e
RORL XK RRC AL NC 3 AR 23X 3% XX 3K X0 X0 X AL X WAL X XRE 3¢ AW XK
* REGISTLR USZ x
¥  PARAMETERS %
* R1: MEW_DER (INPUT) =
® GLOBAL VARIABRLES =
o R13: LOGICAL CPU # =
x Rla: TER ®
* LOCAL VARIAZLES ®
W R2: CURRENT_VP w®
= Re: VPT.LOCK ADDR »

%

AR 36 XEE X0 X K0 10 KE 3K A 3 7K N A 7 2K A 3K KK

ENTRY

! SAVE NEW DER !

PISH GR15, Rl

! MASK INTERRUPTS !

LI Vi

! LOCK VPT !

LDA R4, VPT.LOCK

CALL SPIN_LOCK ! (Ra:"VPT.LOCY) !

! NOTE: RETURNS WHEN VPT IS LOCKED BY THIS VE.!
' GET CPU # !
CALL SET CPJ _NO !RETURNS:

El1: CE! +#
R2:# TPS!

1T 312, R1
! GET CURRENT VP !
LD R2, VPT.RUNNING_LIST(R1&)

1 = = % DERUG ® = » |

CP VPT.VP.MSG_LIST(RZ}, 2NIL

IF NE ! MSG WAITING ! THEN

LL R¢, #S_N_A ! SWAF NCT ALICWFD !
LDA R1, $  !PC!

CALL MONITOP

FI

! * % END DEBUG * = !
! SET LBR !
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¢1Ca
2106

©1Cce
21CA
¢1CC

¢1CE
¥1Do

g1id2
d1D4
¢1D6

€1LCE
¢1DA
#1DC

Z1DE
d1k0

o aa -

612%

el1e”’

97
X

euor’

8721

Qeele”

4025

0016°

geece

4025

erle”’

puvl

SFee

veve ”

LD 21e, VPT.VP.DEE(R2}

! RESTORY NEW DER !

0P R¢, GR15
CALL GET_LER_ADDR ' (R¢: LBP &)

RETURNS

(R1: CRR AIIR)

! LOADL NEW LBR ON CURRENT VP !
LC VPT.VP.DBR({RZ), 31

! TURN CFF IDLE FLAG !
IT VPT.VP.IDLE_FIAG(RZ2), #CFF

! SET VP TO READY STATE !
1D VPT.VP.STATE(R2), #REAILY

! SCEEDULE FI?ST ELGIBLS READY VP !
CALL GETWORK !R13:I0GICAL CPU #

R14:DBR !

! UNLOCK VPT !
CLR VPT.LOCX

! UNMASK VECTORED INT¥RARUPTS !
EI Vi

PET
ENT SWAP_VLER

- dpliy - s - B aa——— R R

v

]
.




¢1EA PEYS PRLFMET FANDIER FROCLLTEER
¥ 3080 R0 X6 3200 00 A RO 30 AR 3R 0K K I TR R K ORI
# HAPDWARE PREEMPT INTKLRRUPT W

RANDLER. ALSO TESTS FCR *®
TIRTUAL PRERVMPT INTYRRUPT *
FLAG AND INVCKES INTESRRUPT
FANDLEE IF FIAG 1S SkT.
INVOE Sl NPON EVTXRY KXIT FPOM
{ERNEL., KIRBNEL FCW MASKS
NVI INTERRUPTS TO PEEVENT
SIMHITANEJUS PREEMPT INT:RR.
UANDLING.

B T Y R R e E T T

* REGISTER USk

*  LOCAL VARIAELES
. x* R1: FREEMPT_INT_FIAG
* R2: CURRENT V@
# GLOBAL VARIAZLES
¥ R13:L0GICAL CPU #
* R14:LRR *
K68 XF NEXE 35 J5 A5 HE R KE 20 A AR KR IORR 30 A5 A8 ROHE R8I0 3638 AN 38 M g !

o3 AR N H N H K
LK S-S SN S R4

,,,,,,“. ‘,_,.

’

# AR 3

g
¥

X

ENTRY
¢ ® % PUTEMPT HANDLER * = !

! SAVE ALL REGISTERS !

C1EA ¢2¢F STE FE1S5, #32

¢1EC ¢¢2¢ !
V1EE 1CF9 LDM @313, R1, #1686 !
VLFE ¢1¢F H

! SAVE NORMAL STACY PCINTHR (NSP) !
¢1F2 7D67 IIDCTL R6, NSP [

Q1F4 93rs oISy CtR18, RE
! GET CPU » !
¢1F6 "F¢¢ CALL GET_CPU_NO 'RETURNS:
41F8 ¢2ce’
Ri: CPU =»
R2:# VP’'S!
¢1kFa Al11D LD R13, Rl

! MASK INTERRUPTS !
¢1FC 7ce¢1 DI Vi
! LOCK VPT !
¢1FE 7604 LpA  Re, VPT.LOCK
¢2ee ecee’
0202 5700 CALL SPIN_LOCK
9204 v282°
'RETURNS WHEN VPT IS LOCKED!
! SET LER !
@206 61D2 LD R2, VPT.RUNNING_LIST(R1Z)
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g2ee eee2’
¢2¢A 612E LD R14, VPT.VP.DER(32)
220C 290127

! PUT CURPENT rROCESS IN REALY ST&TE !

¢2¢k 4025 ID VPT.VP.STATE(R2), #2EATY
; 2219 20147
‘ ¢21e ¢eel
X ¢21e SFUy CaLlL GETVCRK 'R135:L0G CFU =

Q216 ¢vve”’
R14:UBR !
PRESMPT RET:
! UNLOCK VPT !
2218 &DYxs TL® vem LOCK
P21 YreQ’
! UNMASX VECTORED INTERRUPTS !
221C 7C2% EI vI
KEINEL_EXIT:
! =xx¥ UNMASK VIRTUAL PREEMPTS x*xx !
! ®% NQTe: SAFE SKQUENCK AND L[OkES NQT RECQUIEE
VPT TY BE LOCKED. %% !

! GBT CUREENT_VP !

¢21k 61¢D LD R13, PRDS.I10G_CPU_Iu
€220 ¢A@C”

¢222 6102 LD 22, VPT,.RUNNING_LIST(R13)
2224 vRY2°

! TEST PREEMPT INTERRUPT FlaG !

226 4Dzl CP VPT.VP,PREEMPT(R2Y, #CN

P22y ¢018°

P22A FFFF

¢22C SE¢E IF 80 ! PREXMP™ FLAG IS CN ! THEM

0228 v24¢°

! RESET PRESMFT FLAG !

¢23¢ 4D25 LD VPT.VP,PR¥EMPT(R2Y, s(QFF
P232 ¢e18”’
Y234 €CRY
! SIMULATE VISRTUAL PRELMPT INTERRUPT !
2236 21¢1 LD R1, #¢
V238 ©Ve2¢
©234 6112 LD R2, VPT.VIRT_INT_VEC(R1l) }
#23C Veec” .
g23E 1828 JP N2

INOTE: TEIS JUMP TO TRAFFIC_CONTROL
IS USED ONLY IN THE CASK OF A PREEMPT INTERRUFT,
AND SIMULATES A HARDWARE INTERRUPT. »* !

t ==xx END VIRTUAL PREEMPT HANCLER === |
¥l
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D R i ba) g
y - R

4. e

(24
9242

(244
424€
el
V244
¢24C

¢24E

97Fob
7D6F

1CF1
C1¢F
G10F
ee2e¢

7200

! NOTE: SINCE A HDWE INTERRUPT DOES NCT EXIT
THROUGK TEX GATE, THEOSE FUNCTICNS PEOVIIED
BY A GATE EXIT TO HANLLE PREEMPTS MUST EE
PROVIDED Hrkx ALSO. !

! RESTORE NSP !
PCP Ro, @R15

IPCTL NSP, RE

! RESTORE ALL REGSTERS !
LM X1, @R1ly, #1%
ADD R15, #2352

! EXECUTE HARDUWARE INTXRRUPT RKETURN !
IRET

END PHYS_PREEMPT_FANDLKR
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e

TN

¢2¢k

¢27A
¢27C

€278
ge8ye
ez282

7C21

7604
ove”’
5F¢e
¢282°

5T¢¢
pack”’

A113
6132
gee2”’

5121
20’

@Re1
FFFF
SEYE
@27A°
210¢
YLLS)
7601
g272’
5FQY
AYLD

4Dpge
ceee’

?7C05
Jues

R'INNING VP PROCELURE
1 303030 AR XX KO AERE KR R AT HETEAL AL AEH KEIE K8 W8 A RE 38 WX XE R 28 3¢
* CALLED EY TRAFFIC CONTROL, b
* DETURNS VP_ID. RESULT IS VALIL*
% ONLY WHILE APT IS LOCKED. ”
3630 36 AKX X630 58 26 3% 30 R0 FK R RN 3% H0A AC L 3K X6 XA A FERC IK 230 3K W
= REGISTER USE »
* PARAMETERS »
» R1: EXT_VP_IL (RETURNED) »
* R3: LOG CPU & (RETURNED) *
® LOCAL VARIABLES bl
= R2: VF INLCEX >

*x

FRIERE TERE AT AT 3L X N RE KX 30 3K HE XXX XC TEAC R RE 3% X0 08 1K 3K XA 3% 3K XK |

ENTRY

I MASK INTERIUPTS !

DI VI

! LOCK VPT !

LDA Re, VPT.LOCK

CalL SPIN_LOCK ! (R4:"VPT.LOCK) !

! NOTE: RFTURNS wEEN VPT IS LOCKET kY THEIS VP
! GBT LOGICAL CFU # !

CALL GET_CPU_NO 'RETURNS:
R1: CPU #
R2:# Vp’s!

LD RZ, R1

LD R2, VPT.RUNNING_LIST(RZ)

! CONVERT VP_INLEX TC VP_iD !
ID Pl VPT.VP.¥XT_IC(R2)

! ® % om DEEG ® * = |

CP R1, #NIL

[F %Q ! KEHNEL PRQC ! TEEN
LD R¢, #V_I_K ! VP INDsi ERRCK
LCA R1, 5
CALL MONITOR
FI
! = ® END DEBUG = = |
! INLOCK VPT !
CLR VPT.LOCK

! UNMASK VECTCRED INTERRUPTS !
EI VI

RET
END RINNING_TP

- 22¢
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¢z2ee

v2e?2
¢¥284
286
pz28e
¢2ea
e28C
€288
¢29¢
4292
¢294

€296
2298

¥<9A

¢29C

@D41
Qeeee
SEY6
@296 °
21¢¢
VoYY
7601
@28E’
2¥eY
A9QQ

¢£Da6
ESFE

glee

SPIN 10CK PRCCEDUPE

! TRNE XL 2% TR AL X 1L T 3K 350 20 XL 1T XK NAC 3% 30 34 3% 38 2% 3% 2
= TSLS SPIN LUCK MECE., =
#» LOCLS UNLOCKkD raTa =
= STHUCTURE (POINTED TC =
* BY INPUT PARAMETER), =
FERE X RO XL BA KL 38 K8 K6 KO REXE A A6 XTI 38 N6 XE XEAZ AL 38 32
»REGISTER USE ®
% PARAMFTERS =
# Pa: LOCK ADDR (INPUT)=
TEAE XX X HE R XK AT 3 X R XX ERE R 38 X XX XK XX 3% X% XL X XX !
ENTRY
1 NOTE: SINCE ONLY ONE PROCHSSOR CURRENTLY
IN SYSTEM, LCCK NOT NECESSARY. == !
! = % % DERUG * * = |
CP @R4, #0FF

LF Nk ! NOT UNLOCKEL ! TEREN
LD Re, #U_L ! UNAUTHORIZEL LOCK !
Lpa R1, S

CALL MCNITOR

FI
1 = % END DEKUG * * !
TEST_LOCK:
' DO WHILE STRUCTURE LOCKED !
TS kT R4
JP MI, TEST_LOCK
T % NOTE SEE PLZ/ASM MANVAL
FOR RESTRICTLIONS ON
USK OF TSsT, =% !
JET

-

END SPIN_IOCK
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#29C

¢29C
£29E

0240
V2A2
CZA4
v2A6

C2AE
WwZ2A4

22AC

C2AE
Y289
¢zB2
¢2B4
¢236

¢2B8
©2BA

£2BC
02Bk
¥2CeY
¢202
¢2C4

?2C6
¢z2ce

93F1
7Co1

7604
peee”’
5F¢¢
v292°

S5FeL
g2c8’

A11D

97F1
61D2
eve2’
6123
Qe1e”

4le¢&
aeve”’

7Ces
19¢¢
eeea
713¢
2129

9EP8

ITC_GET_SEG_PTR PROCEDURE
1% 30256 2RC X2 325 2 X% 3K 8 8 3% 32 T 2 3 30 30 2 378 36 218 3 3¢ 30N X0 X0 30K
% GETS PASE ADDRESS OF SEGMENT =~
= INDICATET. ®
302 X0 0E XT X 228 A 3% 3 HEAT 1T 3T 1L XE RXNE T XX A8 X8 X8 KE e 3K X X% Xy 36 38
« RESGISTER USk: *
R :SkG BASE ALDTCRESS (RET) =
R1:SkC N® (INPUT) ®
R2:RUNNING VP (LOCAL) %
=
-3
R
£-3

L 4

R3:DER_VALJE (IOCAL)
R4 :YFT.LOCK
R1S:LCGICAL CrU #

X REHE TRRC XX RC AR 20 KERC NE XX 3K N0 X0 XK FX A AL R R 3K XX A 3E N 3K 0 7

2 H UK # R

ENTRY
! SAVE SEGMENT # !

PUSEH GR15, R1
! MASK INTERRUPTS !

DI VI
! LOCk VPT !
LDA R4,VPT.LOCK

CALL SPIN_LOCK !R4: VPT,LOCK!

! GET CPN # !
CALL  GPT_CPU_NO !RETURNS:

R1: CPU #
R2:4# VP’S!
Ir P13, R1
! RESTORE SEGMENT # !
pQP R1, @R15
1D 92 ,VPT.RUNNING _L[IST(R13
LT RX,VPT.VP.DBR(R2)

! UNLOCK VPT !
CLR VPT.LOCK

! TUNMASK VECTORED INTERRUPTS !
El VI
MOLT RR@,#4

LD R¢,R3(R1)

RET
END ITC_GET_SEG_PTR

o




¢2CE GET CPU NO ERPQOCEDYURE

¥ a2 FR3k 26 2k KR 36 LK 58 3K 3K 35 76 X825 5% 2K 30 XE 3K N 3%
. * FIND CURRENT CPU_NC =
' * CALLED B3Y DIST MMGR ®

= AND MM ®
3 HE KRR 3 26 K0 A6 X0 K0 X6 HE R A AWK XEHORK ROH K A
# RE™ORNS »
= Rl1: CPU_NO =
% R2: # OF VP’S "
XK FE IR ARAK 3 KK 3% HE XX AT KX AT AE N0 XE AT 38 X8 REA6 282835
ENTRY
@2C8 6101 ID R1, PRDS.IOG_CPU_ID
\ ¢2CA @aeC”’
-~ ¢2CC 6122 LT %2, PRDS.VP_NR
3 @2CE 0avE”’
; ¢2pe 9E¢e RET
‘ ¢2D2 END GET_CPU_NO
@2D2 K LOCckK PROCEDURE

T %658 30 ASRE K8 38 58 A5RS KE KT RE L KAXE 34 KR AR KEAE R

* STUE FCR #AIT LOCK =

FER X8 FRAK XE HK X 0 A XK 3 AE I 30 KWIK K RO AW HEAE R

® 74:7LOCK (INPUT) =

0% 3% JEAE R AC KR £330 F N RO 30 7 XK FREExK |

3 ENTRY
A ¢2D2 5F¢¢ CALL SPIN_LOCK

‘E‘ ¢2D6 9kes RET

¢eDa ¢2u2’
; ¢2D8 END K_LOCK
3
¢2D8 K UNLOCK PROCELYURE

A T 1 R FRRC RN X0 O A KRR KR AR X R TER R K

; » STUF FOR WAIT UNLOCK #
s 7033 XE ARXE X X AC 7K FK X< 2 X0 XX JRE 3¢ 28 ¢ ¢ 2K XK XK AR
e » R4e:"LOCK (INPUT) »
l

AR IR AL RRIL L AK A0 38 K N8 3L NOAE AL AR XL A IS HE AR 2T XL XL 3L !

ENTRY
¢208 8D48 CLR GRe

1 ¢2DA 9Eg8  RET
. ¢2DC END K_UNLOCK
P END INNER_TRAFFIC_CONTROL
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