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; AIR FORCE SYSTEMS with general war respon-
- sibilities must te capable of completing
;o their assigned missions during and after

exposure to the houtile environments gener~
ated by detonations of nuclear weapons. This
system requirement, nuclear survivability, is
governed by an Air For:e regulation (1)%
which establishes policy for the conduct of
the Air Force Survivability Program. Hard-
: ness is defined as u measure of the ability
of a system to withstand exposure to one or
; more nuclear environments, and is being spec=
- ified with ever increasing frequeacy in new
; system acquisition programs as well as
? _ replacement procurenents.
v The various phases of a major system
o acquisition program are depicted in Figure 1.
] Under each phase ure the critical nuclear
survivability actions which must be accom=
. plished during thai phase. During the con-
L ceptual phase, ext:nsive analyses congilering
: mission, r.enario, threat, cost, technological
capability, and numerous other factors must
be conducted to establish nuclear hardness
criteria which provide the necessary survive
sbility, During the validation phase, the
criteria must bhe converted into useable
system specifications (e.g. a free-field
electromagnetic pulse c¢riterion must be
related to system shielding requirements and
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assurance as it relates to system acquisi-~
t.on, prerequisite efforts necessary for an
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currenta), A program plan
approach to satisfying the
must also be formulated, During the full

rcale  development phase, designs are

developed and verified. Rardness assurance is

appropriate during the production phase to

ensure that each production system canforms

to the hardened design, Hardness mainterance

and surveillance programs are established and

implemented by the wusing and maintaining

agencies to insure that design hardness is

maintained throughout the operational life of

the system,

Although each element is a vital part of
the eurvivability program, experience has
shown that hardness arsu ance drives the
entire survivability program. 1t falls
between the developmeunt phase where one-of-a-
kind prototypes are oeing built --- sometimes
on a trial and error basis =--- and the
deployment phase where hundreds of "identival'
units are deployed. An effective and
affordable hardness assurance program is
strongly dependent on rather extensive prior
supportive efforts. These efforte are in
addition to those listed in Figure 1, These
prerequisite efforts include (a) the formu-

detaiiing the
specifications

* Numbers in parenthesis designate references

b | "black-box"  connector-pin  voltages and at end of paper.
; —— ABSTRACT
This paper addresses nuclear hardness affordable hardness assurance program, and

the key aspects of the wawagement of the

program,
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Fig. 1 ~ System acquisition propram phases

lation of a program philosophy, (b) the
determination of hardness design margins, (c)
the  documentation of  hardness-critical
design details and rationale and (d) the
development of detailed parts
specifications,

The program philosophy consists of
basic ground rules established during the
conceptual phase. Since these ground rules
influence the remainder of the potentially
decades-long survivability program, consid-
erable effort should be expended in their
development and refinement. A major consid~
eration in their development is the amount
of funds available for the survivability
program. Funds availability drives :he con-
fidence factor apsociated with meeting or
exceeding the hardness criteria. Mo:ut aero-
nautical systems prugrams have fulle: in the
"low cost-medium  confidence" category,
whereas ballistic missile programs (with ao
man in the loop) require higher conf.dences,
Considerations in the effort to ohtain the
maximum hardness at minimum cost include
trades between the immediate nonrecurring
cost of overdesign versus the recurring cost
of tight control over marginally hard sys-
tems, selective hardening of only the mis-
sion critical subsystems, concentration of
emphasis (and funds) on those elements of
the system most critical to the overall sys-
tem hardness, identification of other pro-
gram requirement which may be synergistic .o
the hardness requirement and che integration
of such requirements into a single approach.
(There are numerous examples of such syner-
gisms, MIL STD 1533 (2) relating to digi-
tal equipment interfacing results in in-
c-eased tolerance of digital systems to vol-
tage transients, This increased tolerance
is a tremendous boon to gamma rate and elec~
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tromagnetic pulse hardening. Other examples
are given in references 3 § 4.)

This paper is based on the work done by
the authors at the Air Force Weapons Labora-
tory, Kirtland Air Force Base, New Mexico.
The original efforts were documented in a
technical report directly oriented toward
the B-1 Frogram (3), (This report was
inciuded by reference in the B-l1 production
contract.) The results were gencralized and
published in a report (4) available to the
general public. This paper summarizes these
basic efforts and changes whicn have occurred
in response to se/ural years of experience in
applying the basic work to ongoing system
atquisitions.

NUCLEAR ENVIRONMENTS

The detonation of a nuclear warhead
releases tremendous amounts of energy in a
very short time period. The purpose of this
section is to present a briel discussion of
the wvarious nuclear environments resulting
from the detonation with particular attention
given to those most pertinent to aeronadtical
systems. Interested readers dare referred to
Glasstone (5) and to the EMP Awaruvness Hand-
book (6) for more detail,

The chain reaction comprising detonation
produces energetic photous (X-rays and
gammas) and particles (neutroans, alphas, and
betas). These primary emanations in turn re-
sult in secondary effects, sometimes of more
impact than themselves. For example, a high
altitude detonation produces gammas which in-
teract with the atmosphere via Compton scat-
tering and generate large numbers of elec-

troas, Electron motion along the earth's
magnetic field lines results in radiation of
broadband electromagnetic energy. Figure 2

depicts the major primary and interactive
environments produced by a detonation.

There are several general vcategories of
Air Force systems depending upon whether they
are manned or unmanned, whether they have
strategic, tactical or support roles, whether
they operate inside or outside the sensible
atmosphere, etc, Although nuclear vcriteria
for each specific system may vary, periinent
nuclear environments for each category of
systems are common and the ranges of criteria
levels within a category are bounded within
reasonable limits,

Aeronautical systems iaclude all those
systems which operate within the atmosphere,
This limitation generslly eliminates X-radia-
tion and system generated electromagnetic
pulse as significant threats. Figure 3 de-
picts the pertinent nuclear environments and
representative levels of hardness which are
expected in manned aircraft, the most impor-
tant and complex aeronautical system. The
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Fig. 2 - Nuclear environments =~ their sources

and interrelatisnships

lower hardness level is representative of
the inherent hardness expected of modern
aircraft acquired with no hardness consider-
ation, The higher is representative of the
"upper-end" hardness level. Note however
that no range is give for the high altitude
electromagnetic pulse (EMP) eavironment., It
is so wide-ranging, i.e, line-of-sight from
the high altitude detonation, that distance
from the detonation no longer has much sig-
rificance, For this reason, EMP is the most
significan: of the nuclear environments.

HARDNESS CRITICALITY

A typical aeronautical system consists
ot literally millions of individual ele-
ments, The cost of uontrol.ing each and
every element to wmaintain system hardneas
would be astronomical. However, a large
percentage of the myriad of bits and pieces
requires no controls since no reasonable
change in their characteristics would affact
hardness. The competing factions, i.e. cost
and hardness assurance, mandate the invasti-
gation and evaluation of each mission criti-
cal design element to determine whether or
not it is critical to the system's dusign
hardness. 1f an element is hardness criti-
cal, special controls must be placed on its
procurement /reprocurement, a unique part
specification must be prepared, epecific
design information and rationale must be
documented, atc. System eleme- , either
nonmission critical or non-hardnese crivi-
cal, require no special attention.

A simple yes or no breakpoin. tor Lard-
ness criticality should be adequate for the
structusl components of the systea. How~
ever, & modern system contains numerous sys-
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Fig. 3 - Nuclear environments pertinent to
aercnautical systems and representative
system hardness levels

tems wutilizing semiconductors, which are
potentially susceptible to nuclear radiation
and EMP-generatod transient voltages. In
general, the electrical parameters charac~-
teristic of ..:h part type vary because of
minute differences in the construction of
even seemingly identical parts, Their elec-
trical characteristics, such as gain, fol-
low some type of statistical distribution,
Therefore, one pa-ticular part with above
average characteristics may be quite hard,
but replacement by another part with below-
average characteristics could result in un-
acceptable hardness. To take this property
into account, additional consideration is
required in the categorization of electrunic
pieceparts, The method presentiy in use
defines a mission critical piecepart to be
either in hardness «critical category L
(HcCl), hardness critical category 2 (HCC2)
or non hardness critical. An HCCl part may
be critical to the hardness design because
1) its design margin is small (HCCIM), 2)
it is hardness dedicated (HCCIH) or 3) it
is non standard (HCCLS).

PDesign margin generally is defined to
be the ratio of the eanvironmental level at
which the part ceases to function satisfac-
torily to the criterion, or specified envi-
ronmental level, For example, the gain of a
povwer transistor may drop below wminimum
acceptable value at a neutron fluence 70
times higher than the specification - its
margin would be 70 (neglecting for now the
statistical nature of part response)., Hard-
ness dedicated parts are those used exclu-
sively for hardness. They are not needed in
the normal design. For example, a gamma
sensor in & circumvention scheme would be
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hardness dedicated (HCCIH), Such a piece-
part must be speclally identified to prevent
its elimination years later by a zealous de-
signer who can see no purpose to it, or to
prevent its replacement bv a "hard" part.
(The sensor is a "soft" device, i.e. highly
responsive to gamma photos). Another exam-
ple is a transient voltage suppressor used
to protect an interfave circuit from EMP
induced transients,

Non standard parts must be identified
and tracked because the characteristic
parameters of non standard parts can vary
significantly from procurement to procure=
ment and screening may be necessary to main-
tain acceptable response characteristics,

Criteria used in the determination of
the haraness critical category for design
elements are addressed below for each of the
nuclear specification envirorments appli-
cable to the aeronautical systems,

NUCLEAR DLAST - The nuclear blast envi-
ronment is generally specified in terms of
overpressure (psi) and gust (ft/sec). Over-
pressure generates crushing effects on the
structures of aeronautical systems, Gusts
are simply motion of air against the system
similar to gusty winds. Generally, the sys-
tem should be capable of withstanding sev-
eral repetitions of these environments.
Hardening of the system to withstand these
wnvironments is almost exclusively limited
tu the primary and secondary structure,

Compcnents which must be design hard-
ened specifically to the blast environment
are hardness critical. Examples of pogsible
hardness c¢ritical items are weapons bay
doors and assoviated hardware (potentially
sensitive to overpressure) and horizoncal
and/or vertical stabilizers (poteniially
sensitive to gust).

THERMAL ~ The hermal environment for
the system is usually specified in terms of
the thermal flux (cal/em? sec) and the
cumulative  thermal  fluence (cal/em?),
These are associated with weapon yield and
detonation altitude. The system may be
required to withstand several repetitions of
this environment without loss of capability
to complete the missinn.

Hardening of the system to thermal
vadiation is almost exclusively associated
with its external components. Exceptions to
this general rule may be covkpit glare
shields, thermal shields, cockpit interiors
(if no thermal shields are provided) and
components directly attached to the inner
face of the aircraft askin. Examples of
arcas potentially critical to the thermal
environment are composite structural compo-
nents, radomes, and honeycomb panels,

A repeated exposure requirement could
be cause for careful examination of the
design, For example, a surface coating may

provide  protection to the underlying
structure for one exposure to the thermal
environment, but as a result of this expo-
sure, it) reflective characteristics could
be degraded so that protection is inadequate
for following exposures.

Category designation for the thermal
environment is similar to that for blast.
1f the design of a component is driven by
the thermal requirement it 1is designated
hardness critical. All other components are
non hardness critical,

NEUTRON FLUENCE -~ Prompt neutrons from
a nuclear detonation are high~energy neutral
particles (average energies of about one
million electron volts, Mev). Such parti-
¢ies damage the lattice structure of semi-
conductor devices, degrading their electri-
cal characteristics. Such damage is cumula-
tive 8o that fluence rather than flux is of
more interest, The electrical parameter
most affected by neutron damage, and gener-
ally most important to circuit deaign, is

the current gain, beta (B). Therefore,
design margins will be defined with
reference to this parameter. Since linear

integrated circuits frequently reflect a
composite gain related to the internal
transistors, this approach is also
applicable to these devices. (In a few
specific circuits, other device parameters,
such as breakdown voltage and delay time,
may be of greater relevance than gain, In
these situations, neutron induced changes
and related design margins for these other
parameters should be developed in a manner
similar to the gain design margins.)

Recall that design margin is defined as
the ratio of the fluence value at which
failure/unacceptable response ovcurs to the
specification fluence valve.
Failure/unacceptable response is based on
circuit level operastionul requirements and
is taken to be the point at which the
circuit operation is outside of the design
tolerance limits. This is generally
determined through circuit analysis
utilizing piecepart test data. Thus each
semiconductor  piecepart degradation is
related to circuit operational requirements.

An  example which illustrates the
definitions of design margin is presented in
Figure 4. The wupper curve, labeled
empirical data, is a representative plot of
transistor gain as a function of neutron
fluence. This curve is drawn through the
medians of the distribution of sample data
points, and the extremes of the distribution
are shown by the error btars. The lower
curve is obtained by applying the average
damage constant, derivad from the test data,
to the published minimum transistor gain.
This curve passes through the minimum

acceptable valve of gain, Brins

v .
- - Tt s s gy
LRI - o BRSNS ¢:
0 ae PRy o TR




TS TR vy

TSI

AWTTRRS SR WROE YR v T TR E

‘1 T B owitiaL nemina
Bian - B it mimiwm seec
B Faty B B AT UNICH CURCUIT FRILS
1oF = SPECIFICATION MEUTRON FULUENCE
gtz WEUTRON FLUENCE AT #MICH Bm.
IS REACHED FON WONST CaSt t
PLEcEraRTS

BREARPOINT FLUENCE BETOECN CAY 1
AND CAT 11 PatCEpaRTS

LNRIRICAL DATA
o P

——

p| \\&
p '." \
o
-
3
&
32
-
5
-
2
Z
]
p'“t
NEUTRON FLUENCE A1
WRICH FAELURE OCCURS I
|
fo—— OLSIGH MUAGIN ——af
10

EVIOON FLULNCE \n co)

1 Ty |°|0|

J

Fig. 4 - Represcntative piecepart response

to neutron fluence

specified by the circuit designer (point A)
which establishies the failure fluence level
10Y (n/cm?). The design margin is then
the ratio 10Y/10X, where 10X {s the
specification level., Point B is located at
a fluence of 10**!, that is, one order
of magnitude above the specification level,
1f the breakpoint between HCCIM and HCC2
were an order of magnitude above specifica-
tion (Point B), the designation of the
piecepart is determined by whether point A
is to the left (HCCIM) or right (HCC2) of
Point B. The piecepart used in this example
is HCCIM,

For neutron fluence, it is recommended
that a design margin of en .rder of
magnitude (X10) be designated as the
breakpoint between HCCIM and HCC2, and
that two orders of magnitude (X100) be
designated as the break point between HCC2
and non hardness critical,

GAMMA DOSE RATE - Gamma dose rate is
also a prompt environment occurring immedi-
ately upon detonation. A spherical siell of

outward from the
These

gamma photons proceed
detonation at the speed of light,

gamnas interact with semiconductors,
resulting in the freeing of electrons,
These electrons comprise a current

(photocurrent) which could cause burnout of
the device and/or upset in both analog and
digital circuits., For the moderate levels
of interest to seronautical systems, burnout
is of minimum concern and can be easily
prevented, Detailed criteris for
categorizing analog and digital circuitry
and associated components are developed in
the following paragraphs. Analog circuits
are circuits in which the output is a
continuous function of ' the input variable
over given range. Amplifiers and voltage
regulators are generally considered analog.
Digical circuits are  circuits  which
generally operate at two discrete voltage
levels.

Analog Circuits =~ The majority of
annlo;-szsﬁTT?;-:ﬁa included parts will

likely be designated non hardness critical
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for gamma dose rate effects since for a
large portion of the aeronautical system
electronics, the circuit's gamms dose rate
perturbation time is much shorter than the
allowable transient response time at the
circuit output, This allowable transient
response time is based on the excitation
time of the driven circuit/component. In
cases where relative response times are the
governing failure factors, hardness criti=
cality may be based directly on the ratio of
allowable transient response time to the
perturbation time rather than on gamma dose
rate (figure 5).

Adalog circuitry which cannot  be
designated non hardness critical and those
not analytically amenable to this approach
should be vconsidered from a functional
standpoint. If the perturbation causes a
short inoperative period, circuit blanking
or possible erroneous digital information
(e.g.,, analog/digital converters), the
resultant effects on subsystem operation
shoild be examined for significance to
mission completion capability. 1Lf the only
result of an analog circuit response to the
gamma pulse is a brief disruption which does
not significantly or permanently degrade
system performance, the circuit should be
designated non hardness critical for gamna
dose rate, It is recommended that those
tnalog circuits which cannot be designated
as non hardness critical be categorized in
accordance with figure 5,

Digital Circuits =~ Digital circuitry
can usually be functionally classified as
either transient tolerant or transient
susceptible,  Transient tolerant circuitry
may experience perturbations or even logic
level shifts although functionally the
disvuption does not significantly affect the

mission, Circuitry used for information
transfer and processing, and for control and
display are often transient tolerant. The

normal procedures of periodic updating,
pulse integration, multiple sourc: and
parity checks, and software techniques will
prevent the transients from posing a
significant threat, This type of circuitry
and associated pieceparts may be designated
non hardness «c¢ritical on a functional
basis,

Transient susceptible digital circuitry
in which a functional disruption or data
loss cannot be tolerated must be examined
carefully for transient magnitudes and
response times. For digital computers and
other circuitry which are not transient tol=-
erant, loss or scrambling of stored mission-
critical information can be prevented by
using circumvention circuitry and associated
software. Circumvention circuits are hard-
ness dedicated and, by definition, are
HCC1H, Circumvention circuits generally
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Fig. 5 = Analop circuit criticality and
hreakpoints

consist of a radiation detector which gener-
ates a signal upon exposure to gamma dose
rate eanvironments, conditioning circuits
which provide the required transfer func-
tions, and a clamp/diverter which directly
prevents the undesired gamma response signal
from reaching the protected circuitry, A
simple circumvention circuit may consist of
a single device (often termed a clamp) per-
forming all of the necessary functions and
may not require a software tie-in,

The hardness criticality of the piece-
parts contained in c¢ircumvention and con-
trolled circuits (figure 6) must be related
to both gamma sensitivity and signal race
conditions, interrelationships exist bet-
ween relative sensitivity thresholds, and
also between signai propagation times and
signal magnitudes at the indicated summing
junction. The design iatent is to assure
that the circumvention <circuitry gamma
sensitivity threshold is adequately but not
excessively below the controlled vcircuitry
threshold and to assure that there is an
adequate time margin between arrival of the
circumvention signal and the controlled cir-
cuit signal at the critical summing
junction.

The gamma threshold for the circumvent/
divert function should occur at one order of
magnitudé dose rate level below the similar
threshold for the controlled circuitry,
Where the order of magnitude threshold mar-
gin is not achieved, the pieceparts in the
circumvention network will be designated
HCCIM. In some circumvention designs, the
critical threshold is in the diverter sec-
tion only since it acts as both a detector
and a clamp. The remaining circumvention
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Fip. 6 - Circumvention race conditions

circuitry controls "oft" time and properly controlled vircuit pieceparts will he desig~
sequenced restart signals. nated HCC2, 1f this ratio is less than
Race conditions are interpreted to be five, the circumvention circuit parts which
the relationship between arrvival time. at affect the response tim? will be designated
the summing junction (figure 6) of the con- HCCIM to apply a degree of response time
trolled circuit gamma response signal (of a controls, 1f this ratio is less than two,
magnitude related to the protected circuit pieceparts in both the circumvention circuit
"disturb" level) and an adequate magnitude and controlled circuit which affect response
diversion signal. The input threshold level time will be designated HCCIM.
for disruption of the protected circuitry Where hardavss dedicated subcircuits
(e.g., disruptive write signal in memory) having one or more parts are tvsed, the sub-
is first determined. The time period for circuit must be designated HCCIH, This
gamma response of the controlled circuit to could include such items as simple clamps
produce this disruption level is then re- and photocurrent compensation dcvices. The
lated to the response time of the circumven- part(s) would be categorized basc! on design
tion vircuit which will produce an adequate margin or vresponse <c¢ime considerations.
compensation or diversion signal to prevent Only the portion of the ciccuitry considered
upset of the protected circuitry, hardness dedicated is HCCIH. The intent is
If the time ratio of ihe controlled to aasure that the hardness deaicated
circuit response (figure 6, tl) to the subcircuit is addressed properly in the
circumvention «circuit response ('2) is design documentation,
equal to or greater than 50, both the «ir- GAMMA TOTAL DOSE ~ The total dosc
cumvention and controlled cirvuit piecep:rts environment is the total amount ox radistion
will be non hardness critical, if equal or absorbed by the pertinent systrm element -

greater than five both circumvention and duting the time of interest, Whernaa the
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gamma dose rate environment is a prompt
environment incurred during a microsecond or
less, the total dose anvironment is
cumuiat ive over the vntire mission, Typical
sources of the total dose environment &re
penetrations of rgdivactive dust clouds (7),
very low altitude fly overs of surfaces
contaminated by radioactive fallout (8), and
the prompt and early-time radiation from
fireballs. of nearby detonations (9).

For levels pertineit to aeronautical

Aystems, the gamma total dose eavironment is

‘potentially ot cdheern only for
microelectronic - pivieparts utilizing
metallic oxide dielectrics le.g.

MOSFETS), The 'gammas can interact with the
semiconductor materials freeing electrons,
Some electrons will be trapped in the
oxide near the'oxide/semiconductor interface
resultihg in changes to the threshold gate
voltage and other characteristic parameters

‘ot the MOS devices.lt is recommended that
-hardnegs critical categories be based on the

following. 1f the design murgin is 100 or

‘greater, the precepart should be non

hardaess critical; if the design margin is

~tess  thaw 100, but 10 or greater, the

piecepart should be HCC2; and if the desigh
margin is less than 10, it should be 1CCIM,
ELECIROMAGNETIC PULSE =~ Although local
EMP environments are generated by both
surtace and  armospheric deronaticns, by far
the  most  severe EMP  is  generated by
high  altitude detonations, Such &
detonaticn  over Omaha, MNebraska would
subject virtuaily the entire linited States
to nedar = uniform levels of EMP sufticient

_to  threaten atl non-hardened electronic

systems,

The aeronautival system acts as an
antenna excited by the plane wave EMP.  Such
excitation can result in currents of ens of
theusands of awperes flowing in the conduct-
ing skin, This ¢nergy can coupl: into
system wiring leading to interface onnec-
tors of vlectronic equipment,

The overall system hardening approach
generally relies upon judicious utilization
of shielding to decrease the energy coupling
from its skin and hardening of the interface
circuits of the "black boxes". Thecefore
both the EMP hardening approach and hardness

 aesurance are related to system shielding

dnd electreonic equipment hardening. Hard-
ness criticality will be de.ined for compo-
nents and methods having significance ‘o
shielding and for equipment interface cir-
cuits and pieceparts.

An EMP hardening approach to micimize
magnetic coupling and to provide shielding
tu sttenuate the electric field effects may
ioclude a controlled-wicing/cable-routing/
elevtrical~grounuing concept, use of EMP
shielded bays end interconnecting shielded
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conduits, and appropiiate cuastruction and
maintendance proceddares, Each component of
the system with a significant shielding role
in the EMP hardening approach and/or whose
design is impacted by the EMP requirement
is, by definition, HCCIH. Examples of HCZLIH
components/designs are: shielded bay doors,
shielded bay construction, conduits, conduit
connectors, and line relaceable unit (LRU)
construction (outside of shielded bays).

The electronics interface EMP specifi-
cation generally is a bulk cable core cur-
rent requirement or an interface connector
pin current/voltage requireneat, The pin
specification is - directly applicable to
interface circuit analysis, but the bulk
vable core current must bhe proportioned to
the individual wires in the wire bundle to
determine the impressed pin. currents. This
relationship is gennrally dependent on the
number of wires in the cable, cable lengths
and configurations, and terminat ion
impedances, However, for commonality and
simplicity, the following relationships are
recommended to Jetermine the distributicn of
the bulk current to individual wire
currents: , .

a. Above 1 MHz, the bulk cable core current
should be equally distributed among the con-
ductors vonnected to the interface connector
pins. )

b. Below | MHz, the bulk cable core current
should be distributed among the interface
connector pins according to the termination
impedances at the interfaces.

Electronic interface pieceparts may be
either voltage or current sensitive. How-
ever, the gensitivity wan generally be re-
lated to impressed current at the vonnector
pin by use of appropriate circuit parame-
ters. The hardness design margin, M, (in
db) is defined to be 20 times the log ratio
of the current which will produce device
damage, 1, (damage), to the current at the
interface connector, I, (spec),

Lo Cdamigee)
W u

M 20 log —~———— (1)
L Copee)
w

In determining coanductor currents associgted
with damage to an interface piecepart, the
Wunsch-Bell model for device burmout should
be used (l10), This model relies on the
Wunsch-Bell damage factor (or the k factor)

‘wf the device. The criteriu for determining

the value of k to be used in calculating the
I, (damage) are: (1) when 1eliable, well-
documented, and recent test data (such as
the test data in recently developed data
banks) are available, k will be taken at the
lower value three-sigma point, If this
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three-sigma value is aot pirovided and it
cannct be calculated based on the available
information, then the k used will be the
given mean k divided by three. (2) When
state-of-the-art analytical technique: are
used vo calvulate k, the k used in the anal-
ysis will be the calculated k divided by 10,
(3) When k factors based on other
analytical techniques (such &s an approach
based on device manufacturer specification
sheats) or when tcst data are not covered by
the criteria in (1) above, the k to be used
in the analysis should be ‘he estimated k
divided by 50,

Yo vcorrelate rectangular pulse-power
damage level data to damped sine wave
specifications uded in many ongoing system
programs, the following approach is
recommended. The standard Wunsch-Bell model
based on square wave pulse testing should be
used for all pulses. The relationship
betwern the power at failure, P, for the
rectangular excitacion pulse is:

o k(w )—}" . (2)
p

Since Wy, the cquare wave pulse width can
be approximated by the expression

W om e— (3)
5f

and is assumed to be just sufficient to fail
the device, the power at failure for the
damped sine wave, P,, is:

- V4 (4)
ls = k(51"

where £ is the frequency of the damped cine
wave.

HARDNESS ASSURANCE DESIGN DOCUMENTATION

The development phase of a system acquisi-
tion program zhould result in a hardened
baseline design which satisfies &1l program
requirements and which has been fully veri-
fied. Production systems would be manufac-
tured in accordance with this fixed tise~
line, However, this ideal .i.uation {s
rarely realized. For real systems, chaages
to the baseline design are facts of |life.
lhey can occur for many reasons, e.g., s a
result of the flight test program, beciuse
some parts and/or equipment which were iti-
lized in the baseline are no longer aviil=-
able, because the technology utilised in the
baseline has become obsolete, because rer-
formance requirements of the original syitem

have been ravised, and numerous other rea-
sons. Many of the above factors are due to
the relatively long devalopment time
required for complex modern svstems. By the
time the baseline design has been firmed up,
many facets of it may be obsolete.

Because changes in the baseline design
are highly probable, hardness assurance pro-
grams must be flexible enough to adapt to
these changes and remain effective. Essen-
tial to this flexibility is a detailed data
base which at any given time in the wcquisi=
tion program fully defines the prerent hard-
ened baseline design. This data base should
alro contain design details and rationale
for the various ‘specific hardening tech-
uiques employed, specific information about
the required characteristics of each hard-
ness critical element of the design, and
other ralated information. This data base
is termed the hardness assurance deaign
documentaiion (HALD),

In addition to providing a current
definition of the hardened baseline design,
the HADD is  essential to the successful
implementation -of the various management
controls required during production, and the
definition of parts specifications for
proturement actions during production, The
HADD is also essent:al to the follow-on
hardness msintenance efforts.

‘For maximum cost effectiveness, the
HADD concept should be included early in the
development phase, Designers should be re-
quired to maintain informal but detailed
notevooks which reflect specific hardening
techriiques and the rationale for selection
of that particular technique. Development
testing and documentation should be compat-
ible with subsequent formal documentation of
the test effort, verification efforts should
natisfy many of the HADD requirements, and
the system technical orders should be com=
plementary to the HADD requirements.

The HADD must be organized so that in-
formation needed to support a parts change,
a configuration change, or other action can
easily be found, It must also be conducive
to expansion and updating as new information
is generated during subsequent program
phases.

The HADD is envisioned essentially as a
library waintained initially at the prime
contractor's facility and later at the
appropriate logistic support centers, This
library would be muintained in ar area con-
venient to the various users and access
would be controlled to assure the data
remained intact. Microfilm and/or micro-
fioche could be used where feasible to
reduce bulk and full time custodians would
be assigned <for security, cataloging,
filing, and support of the users,
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Much information required for the HA
program will be available in other program
documentation, such as technical orders,
design vevification reports, Part 1l Speci-
fications and Failure Analysis Reports.
Thia Iaformation should be Lhweorporated fato
tha HADD by reference, and copion of thowe
reporta should be maintained as a part ol
the HADD library. Data required, but which
{s not available in existing sourves, should
be generated und documented in the HADD,

Requirements differ as to the degraee
and amouat of data needed for HCClL and 2.
The specific data required for both catego-
ries are defined in subsaquent paragraphs.
Most HCC2 and all non harvdness critical part
data requirements should be vsatisfied by
standard program;documentation.

The followlng discussion is divided
between mechanical and structural eloments
which are related to blast, thermal and EMP
shiclding/bonding, and electrical/electron=
ics equipment which are related to nuclear
radiation and EMP interface effects.

MECHANLCAL/STRUCTURAL COMPONENTS = The
HWADD will include engineering drawinge show-
ing datails of «c¢oastructlon, matecials,
tolerances, and other relevant characteris«
tice or will provide refarences to this
information included in normally deliverable
documentat lon, The hardness criticality
category of each part will be Llisted a4y 4
function of the nuclear environment for
which it is hardoness critical, i.e., EMP,
blast, or thermal. Reasons for dusignating
parts as hardness critical and the hardness
denign techniques (and rationdle for theso
techniques) used to attain the ruquired
hardness will be discussed. 1Lf 4oy special
manufacturing techniques, materials, toler-
ances, etc,, are required fur hardness,
appropriate documentation must be made., For
example, the type of adhesive in & honeycomb
panel as well as the bonding technique, may
be essential to the thermal hardness of the
panel, Shielded avionic bay construction,
conduits, details of wing raceways, and
other portions of structural design which
are hardness critlcal for EMP should bhe dis-
cussed in detail, Elements which aru nei-
ther electrical/elactronic nor structural
such as cable rune, vonnectors, EMP scals on
LRU cauwes, and other like ltems which are
vequired for  EMP havdness  muet be
described.

ELECTRLCAL/ELECTRONLC PIECEPARTS = The
information to be duocumented for iaciusion
in the HADD {n wupport of mucle-r vadiation
and elactronic. Interface EMP hardness assur~
ance is presented in the following outline,
The information requirements addressed under
Subsystem Description applies t all mission
critical wsubsystems. Hardness crvitical
categorica for control purposes sre applind

at the part and circuit levels, but should
nol uentend to the submystem level, The aub~
system information specified is that which
should be required and which normally should
ho developed for syatems analysis,  Some of
thin information will be iocluded g delive
wreablioo document at fon and  abould e foae Foded
in the HADD by relerence only,  A' the cig
cult and parte level a divinion (s made but -
ween documentation requirements for HOCL and
HCC2,

(N Bubsystem Description (all
misvion critical subsystums),

(a) Operational desceiption/
functional flow diagrams,

(b) Period of wmiswion when
suveystem i operational,

(¢) Boftware: complete
duseriptive material and programs which have
any direct bearing on nuclear survivablility,

(d) Subsystem functional
requirements in terms of nominal and toler-
ance values (ideally, the subsystem func-
tional requirements and tolerance dictate
the requirements and tolerances at the cir-
cuit and pincupart leveln),

(¢) Subsystem interconnecte-
ing wiring diagrama which permit determina-
tion of interconnections to the clrcult
lavel, adequate nomenclature to determine (f
interconnecting cabling is carrvied between
modules (LRUs), and actual locationn of
cable runs.

(£) Appropriate discussions
of any subsystem level approach used to
achieve the required hardness.

(2) Circuit Deseription (liurw
with * apply to circuit or piecepart HCCL,
while the entire lint applles to WCCI),

Informatlon addrensing cach HCCL  and
HCC2 c¢ircuit in the subsystem must be pro-
sented and will include, &8 4 minimum, the
following:
*(a) Circuit schematjc,

(b) A general electrical
description of the opervation of the ol -cunit,

(¢) Cirvuiv functional
vequirements 1n  termu of womipal  and
tolarance values,

(d) A listing for cach
c¢ircuit “interface point with pertinent
nominal and toleraace values of alectrival
parameters (e.g., voltagea, curreats as
applicable), wave forms, and wpevial timing
relationships,

(e) Diwcussion of the
approach by which the circult hi-dening o
the radiation ani EMP {nterfuce environments
wns  achievad (this will include derating
factors, design techniquus, parts welection,
and any upevial relevance of pansive parts),

*(f) A preseatation of
allowable rasponses at tie relevant cireuty
terminale,
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(g} Predicted/ohserved

radiation and EMP interface circuit
responses (at the circuit wnd piecepart
leveis) as related to the allowsble

responses determined for (f) ahove.

(3) Pieceparts (Items with * apply
to circuit or piccepart HCC2, while the
eatire list applies to HCCl),

A ccmplete pieceparts list is required

and will include, as & minimum, the
following:

*(a)  For passive pieceparts, the
value and tolerances of electrical para-

meters (a.g,, resistance, capacitance), part
numbers, and any special hardnges considera-
tions,

*(b) For active devices, picuepart
designatiogy aud MIL=STD or applicable manu-

tacturer's hi-rel snecification, specific
cireuit  applicatlon/location, valuen of
rulevant olectrival parameters and design

murgline uved in the design consideratlons,
and analysas including typical wmin/max
values as apprupriate for wach location;
rudiation response informaticn with refer-
ey to the {nformation source to Inulude
tvlevant <amma rate, gamma total dose, and
nevtron fluence effects data (in cases whure
the obperved test responss is quite complex
(vigyy pousibly op=amp gimss responsu for
ditfurent fnitial conditions), & summary of
the data may be presented w.th reference to
the Jocumented test data),

(¢) Manufactureor and anv special
cuntrols sereening or qualification testing
apecitied for the plecaparts.

%(d) Each interface piecepart must
be addressed in terms of relevant electrical
characteristics, tolerances, design margine,
junction breakdown levels, surge impedance
transient susceptibllity or k-Jactor, and
anticipated FEMP-ganerated current/voltage
luvel impressed,

Electrical parts such as wsolenoids,
motors and other simple electrical devices
should also be discussed in the HADD {pnclud-
ing appropriate hardening iationale and
selectlon c¢riteria, The critical concern
for these f{tems v.ll peneraliy be tha
dielectric  withstunding voltage  (DWV)
requirement. BSpecial design featutes, sucn
a8 ume of surge suppression devices, should
be discuesed in detall.

It should be emphasized that extensive
Aocumentation is required {,r HCCl circuits
and subcircuits,  Howev~r, the pieceparts
coatained in these ci:vults or subcircuflts
msy be HCCZ, or non hardneeg critical, 1In
tuis case, oniy the <ircult must be
addressed in detsil,

CRGANLZATION AND FCRMAT = The HADD
should consist of an i.*,odustory volume
(Vo!'ime 1); a lieting of huvdness critical

items (Volume I1); an HA Plan (Volume 111);
od a volume for each subsystem,

Volume I should contain the system
nuclcar criteria and supporting analyses,
(if available), the system specifications
and supporting analyses, and the hardening
approaches for the specified nuclear
environments., (Specific circuit/piece=
part/component /equipment approaches should
be explained in the appropriate subsystem
volume.) This discussion should include
design guidelines and restrictions
provided to «circuit designers, derating
factors and how they were derived, rationale
for ghielding allocations, thermai hardening
approaches, atc. Volume I should also
conitain  instructions on use of the
HADD,

Volume Il should contain a detailed
Listing of the hardness critical items (HCI)
and the nuclear enviconment for which they
are critical, For each MCCl item the basis
for which Lt is HCCl will be explained. The
format of this volume will be tiered by
subsystem, LRU, module, c¢lreuit, and
plecepart so that cross ceferencing from the
ovevall HADD to cthe HCL  Listing e
slmpli€ied,

Volume 111 should consist of an KA Plan
which should be developed dur.ng RDT4E, The
HA Plan should explain <¢he managerial,
organimational, and technical aspects of the
HA  program and  should contaln the
conflguration control, quality control,
and parts control procedures, and the
muthods used in developing parte
spacifications,

Each subsystem volume should contain
specific hardening approaches, techniques,
and other pattinent information as discussed
in previous paragraphs and will be organiced
on & tier basia, that in, the subsystem will
be discunsed, then subdivisions for the next
tier (m.g,, LRUs) will be discussed, and sc
on to the circuit level. A plecepart list
should be prepared for each circuit relati g
part locatlion and hardness consideratio.s.
The specific Information described in
paragraph 3 (b) above should be provided for
e¢ach plecepart.

tach associate contractor should pre-
pare a Volume I, Volume 11, and Volume 1!l
applicable to their specific respounsibility
and equipment. The prime (or des! atéd
associate) contractor should establish a
volume numbering system and assign volume
numbers {.e., (volume IV and higher) to the
sssociate contractors, The outline, format,
and organisation of er.h subsystem vo'ume
should be vetablished so that all subsystem
volumes for & particular system will be
similar {n content,

organisation and
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PARTS SPECIFLCATL-'NS

An essential part of the HA program is
parts control, Parts. control should be
achieved through development and utilisation
of parts epecifications to ensure that pro=-
curement actions provide the desired parts.
In the followiny paragraphs separate de-
scriptions for specification requirementa
for mechanical/structural components and
electronic pieceparts are presented., Thia
division is appropriate because of the dif-
ferent auclcar hardening conrsiderations
appliceble to es:h categorv. Blas., ther-
mal, and EMP .,uielding considerations are
pertinent to the first, while nuclesr radia-
tion and EMP hardness cousiders.ions are
pertinent to the second,

MECHANICAL/STRUCTURAL COMPONENTS ~ Con~
trol  of mechanical/structural components
using epecifications should be relutively

straightforward, Each component is Lllsted
in  the HADD along with its hordness
eriticality, The design of hurdness

uritical Lltems has been impacted by one or
mere of the applicable nuclear environments,
The specifications for these i{tems then must
describe the specific requirements necessary
Lo ensure that the provured items conform to
the  hardencd design, Any  tpecial
manufacturing controls, tolerances,
matorial, ete¢,, muest be listed in detall in
the npecification, The type of veri{fication
required, Lf any, and the detalls of
veritication/acceptance shou ld be
specitied,

The designs of non hardness c¢ifitical
ltums, by definition, are not driven by
suclear hardening requirements, Thersfore,
the wpecifications for these {tems should
not be Impactad by the nuclear hardening
requiremants, However, {t should be
emphasized that  any changes in  the
componants, such as material, manufacturing
process, or dimensions during precurement
are subject to configuration control and
must be evaluated for hardness impact prior
to approval,

ELECTRICAL/ELECTRONIC PIECEPALTY -
Elacvteical parta are those parts othir than
mechnanical/structural componants ~- eiec~
tronie  pieveparts  such a8t tors,
rewintors, inductors, capacitors, intcograted
cirvultn, and other smimilar parta, E.amplen
of alectrical parts are solenolds, woetors,
and othor simple electrical devices.

In  Rgeneral, electrical pari-  are
ralatively wany to  descreibe  an!  the
apecitications. which gove.a thelr
procurement ave straightfoeward, Hug buar
vadiation effects on electriceal parts will
penerally Do negligible, (BElecerival
component # which incorporate itey al
somiconductor vonteoln wili be condldered

electronic,) A typlcal EMP  ioturface
rvquirement  f & maximum Lapresved
veansiens ‘gln volrage generally i« the wmajor
hardening concern for simple elevtrical
devices, [f a dielectric withetanding volt-
age (DWV) requirement has been shown to nat-
faty translent pin voltage requirem;nt, then
the specification may reflect roin DW' yu-
quirement rather than the transieit voltage
requitement,

The electronic pieceparts control prob-
lem s considarably oore vempl.cated, &l=-
though discrete passive devices such as
resistors, capacitors, and inductors are
genarally not significantly affected at mod-
erate nuclear environment levels., The com-
plication arises becausde of the extensive
use of semiconductor devices, These devices
are potentially susceptible to nuclear radi-
ation and EMP~-induced voltages/currents,
The distribution of responava of
semiconductor devices to nuglear
eavironments may vary between piecepart
types and even for pieceparts of the same
type, but different manufacturer, different
batch, and different lot. The variation for
a particular piecepart type could be due to
different manufacturing techaiques,
construction, etc., even though units are
interchangeable, However, for & high
reliability manufacturing process (i.e., one
in which the yield is high and the
manufacturing process is ‘perfected") the
nuclear response should be reasonably
uniform,

No wspecial parts specifications are
needed for non hardness critical pieceparts,
Normal procurement practices should be fol-
lowed, For HCCZ pieceparté, the only re~
quirement is that they be procured subject
to MIL-STD=38510(11) or MIL-8TD-19500(12).
The former governs procurement of microcir-
cuits, and the latter discrete semiconductor
devices. Since these two military standards
are usually included in the system
procurement requirements, the use of these
requirements to control HCC2 pieceparts
should pose little extra effort, The ratio-
nale for this action is that only pieceparts
from "mature' processes will be qualified as
military standard items. Such pieceparts
generally have relatively tight cesponae
distributions which provide a reasonable
degree of confidence that the piecepart
(which has & relatively large design margin)
will not compromise system hardness,

HUC! plecuparts are another story. Re-
vall that a plecepart may be designated as
HCCl either bucause of its small design mar-

in  (HCCIM), its  hardness dedication
HCCLH), or its being non standard(HCCLS)
(i, ft is not available as a MIL-8TD
Llﬂm- )
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An HCCIM piecepait, even though it is
provur.d under MIL-STD requirements, has a
respones distclbution which virtually guar-
antees that some parcentage of a large num-
ber ot procured pieceparts would compromise
system hardness, To prevent such an occur-
rence, controls may be required so that only
acceptable pleceparts are wused. Such
requirements would be above and beyond the
normel  MIL=8TD  requictements and would
probably increase the procurement cost,

HCCIH pieceparts will require only HCC2
procurement  specifications, [f HCCIH
piaceparty do not meet HCC2 dewign margin
requirements, they are HCCIM, HCCIM
categorizations takes precedence over
HCCIH, The hardness critical designation
(HCCLH) is primarily a special identifier to
insure adequate treatment in the HADD and
during  subsequeat redesign/reprocurement
actions,

Pieceparts aot procureable under the
pertinent military standard are suspect be-
cause they are not manufactured under
MIL~STD control. The nuclear responses of
such piecepart: could wvary significantly
with lot, and even over a lot. Therefore,
although the design margin may be large,
(i.e. in the HCC2 area for design margin)
the large variation in response could result
in cvompromise of system hardness. Maximum
effort should be made to eliminate
nonstandard piecepart from the design during
the development phase. In many cases, the
piecepart is the result of a mature process,
vut the vendor has not qualified it. In
such a case, the vendor may have an in-house
program with requirements comparable to
those of the military standard. Upon Air
Force approval, pieceparts from such a
vendor may be treated in the same manner as
MIL-STD parts until the vendor qualifies the
parts to the pertinent military standard.

All piecepart ¢ will have a radia-
tion response data bs developed to support
the design and procurement. This data base
will take into consideration environmental
relevance, e,g., Lf gamma-induced photocur=
rent is not a relevant hardening factor,
such photocurrent dsta need not be gener-
ated, The plecepart epecification should
ot anelude radiation simulation testing an
& requirenent unless absolutwly wecossary,
Actunl  radiation test  charactevization of
pavtn In both expenaive and tendn to gener-
ate w techuieal problem oot gonerally under=
stood by  procurement  persosac!  and  parta
manufacturers, The parts  specitication
should be baned on acceptance values  for
koewn  wlectrival  parameteras, With this
approach, the olectricval acreening require=
menty gencrally can be performed oo auto-
mated production line equipment by the parts
manufacturer for a relatively small cost.

S AT S

The following paragraphs address the
specification requirements for each of the
radiation environments for hardness critical
(HCCL) pieceparts.

Neutron Fluence = The predominant
effect of neutron damage Lo semiconductor
pieceparts is & reduction in current gain.
This is noticeable in discrete transistors
and in the composite gain of Lransistors in
an integrated circuit,

When a transistor is designated HCCH
based on disign margin and weutron~induced
gain loss, electrical screening for gain,
gain~bandwidth product or both may .be levied
in the part specification to truncate the
responge distribution and achieve an accept=-
able margin. Good correlation has been
found between the pgain-bandwidth product
(£,) and neutron induced gain degradation.

This correlation is expressed in the form
(ref 13),
] 1 N
B B 6,28 £ K (5)
o] L'n
where
B is the gain following neutron
irradiation
B, is the gain prior to neutron
ircradiation
N is the neutron fluence (n/cm)
Ko is the damage factor associated

with neutron degradation

£, is the gain-bandwidth product

In a few circuit applications, other
electrical parameters such as breakdown vol-
tage or propagation time can be more criti-
cal than gain, Electrical screens for neu-
tron damage correlation applicable to these
parameters are either nonexistent or not
well-established, For the majority of semi-
conductor devices other than bipolar tran-
sistors, there is also a lack of neutron
damage correlation factors. 1f a contractor
elects to specify an electrical screen other
than B or the f, screen, supporting data
justifying the screen must be generated.

When HCCIM parts have a neutron design

margin less than a factor of five,
consideration should be given to parts
subat{tution/ u¢ircuit rederign. The cost
eflectiveness of stringent controls as

opposud  to  parte  substitution/redesign,
should be studied end the most economical
approach taken,

Camma Dos¢ Rate - The majority of the
clectronie pieceparts in an aeronautical
syatem should be non hardness critical for
the gamma dose rute envirvnment unless they
ary part of . digitel processing
circumvent ion scheme,
rxception could bLe a

(An  example of an
Light

emitting diode

Bl 6 LT sttt s m‘ﬁﬁ
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(LED) in a data entry unit, LEDs are quite
sansitive to gamma dose rate and may well be
hardness critical.) Thie is very fortunate
bacauss of the high cosc assocliated with the
imposition of a gamma dosu rate
vpecification on piecepart procurement,
There  currently exiers no convenient
electrical parameter screens for photo
current induced by gamma dosa rate,
Therefore, screening using a gamma dose rate
simulation  facility  (e.g. linear
accelerator, or flash X=-ray) would be
necessary to satisfy the requirement,
Rather than imposing direct wspecification
control of the photocurrent response of
semiconductor pieceparts to gamma dose rate,
control will probably be exercised over
parameters such as rise times, propugation
t .mes, end saturation recovery times which
are critical for adequate circuit
operation,

The following approach is suggested for
characterization or screening of HCCIH cir-
cumvention/clamp circuitry and any other
gamma hardness dedicated eubcircuits and
pileceparts. Radiation testing should be
performed at an electronice construction
level that will exercise as a unit the cir-
cumvention/clamp, controlled c¢ircuits, and
pieceparts. That is, the combined circuitry
should be properly conrected and operation-
ally tested, Test point monitoring should
provide essential information on those para-
meters (e.g., sensitivity thresholds,
response magnitudes, and race conditions)
required for determination of response mar-
gins and distributions. The objective is to
ascertain operational response for the nor-
mally configured circuitry and to determine
response sensitivity, times and magnitudes
for the critical subelements (e.g., radia-
tion detector).

Testing requirements should be based on
predicted criticality for each HCCIH cir-
cuit, Initially a large fraction (up to 100
percent) of the circuits or pieceparts may
have to be tested. When proper operation
has been established and the corresponding
response distribution indicates that a small
random sample provides an acveptable risk,
further testing may be reduced or termi-
nated. For instance, a computer with cir-
cumvention may analytically be shown to have
a small design margin in race time. The
test requirements may call for 100 percent
testing of the first 20 unite with a pre-
scribed decrease in sample size if no units
fail, 1f a significant number of failurea
are observed,. failure mode analysis should
be performed to determine the cause. 1t
test data confirms that a test of only a
portion of the HCCIH circuit is rvequired,
then & reduced test effort should be
possible, For {instance, it may be found
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that control and controlled circuitry
operate well within preacrited scnaitivity
limits, but fluctuations in -ensitivitity of
the radiation detectors may cause problems.
In this case, a simplificd sc-eening test of
the detector alone may be adequu’:.

Gamms Total Dose - Gamma total dose
levels on manned aseronautical systems are
generally moderate with respect to tLhe
majority of electronics equipment suscept-
ibility levels, The total dose sensitivi-
tias of most electronice pieccparts are
significantly above the human tolerance
level, Thus most electrorics pieceparts may
be dismissed as nonsusceptible at the total
dose epecification level, A few piecepart
types including MO8 devices, high gain
operational amplifiers and bipolar devices
operated at very low bias current levels may
be susceptible

Gamma tor :. dose degrading effects are
considered cumulative and permanent, An-
nealing of the total dose effects is unreli-
able and not an acceptable factor in suscep-
tibility determination. Thus, the total
dose should be considered to be acquired in
a short period of time, and no annealing of
the damage should be considered,

There currently exist no adequate elec-
trical characterization methods which are
relatable to gamma dose susceptibility
predictions. The majority of pieceparts are
expected to be qualified to total dose
requirements through proper adjustment of
the neutron/gamma ratio during reactor
testing for neutron response, When it is
apparent from this testing or earlier test
data that a total dose problem may exist,
total dose testing should be performed at a
gamma facility such as a cobait 60 source.
Thus, any piecepart specification where
total dose problems exist must be addressed
in terms of radiation testing with
appropriate lot control and sampling
techniques.

Electromagnetic Pulse - A great deal of
electronic equ!pment makes use of surge sup-
pression devices, isolation transformers,
bandpass filters, and other EMP hardness de-
dicated circuits and parts (at the inter-
faces) to electrical'y isolate sensitive
components of LRU circuitry from connector
interface EMP signals. Even though these
devices are desigaated HCCIH (hardness dedi-
cated (tems), there are no requirements for
special controls {f specified vcurrent and
voltage handling capabilities are adequate
to provide more than 10 db margin to the
devices themselves and to the circuits they
protect.

For semiconductor components at or near
the interface that have less than 10 dB
hardness margin (HCCIM), electrical
parameters which can be correlated to the

20 AR et AR ARt S o T .

o i i




T I P

j

i
]
Iy

i
LN

801227

damage factor will be specified and
controlled to assure equipment EMP hardness.
In the case of semiconductor devices for
which there are no known electrical
parameters which correlate to the damage
factor, pulse testing will be required to
initially qualify the device, and periodic
sMall esmple testing should be included in
the part procurement specification to sasure
that subsequent production units cemain
acceptable,

Consolidation of Piecepart Resuironontl
There are likely to be situations in ch a
particular plecepart type is wused in a
numbar of different circuit locations. The
piecepart may be designated HCC2 in nome of
the locations and HCCIM in the remaining
locations because of varying socket design
margine. A review of the part type and
appiication should be made to determine the
vost-effective approach to the part Ltype
procurement, The review should consider
relative quantities in HCCIM and HCCZ, HCCIM
design margins in the various locations and
the possibility of minor redesign for near
HCC2 cases to produce HCC2 design margins.
Based on this review a determination can be
made as to whether all parts shoud be
procured to a single HCCIM specification or
if a portion should be procured to HCC2
specifications and the remainder to one or
more HCCIM specifications.

PROGRAM MANAGEMENT

The previous sections discussed the
prerequisites necessary for an effective and
affordable hardness assurance program. The
successful completion of those efforts will
now be assumed. This section consists of a
discussion of the major management efforts
required during the production phase to
ensure that the hardened design is reflected
in each of the systems turned over to the
user.,

Probably the one most critical part of
a successful hardness assurance program is
its program manager. Hardness assurance
tasks will influence and impact almost all

company divisions from engineering to
procurument . Only an aggressive and
knowledgeable individual with top-level
management  support can  overcoms the

resistance from the 'we've always done (it
this way" crowd.

Maintaining the hardening design during
the production phase can be achieved through
three ma jor management efforts,
configuration control, qualfty control, and
parts control, Configuration control
consists of those astions which are required
to ensure that no changes are made to the
baseline hardened design (as defined by the
HADD) without review and approval., Quality

- e R S R —

control procedures must be formulated and
implemented to ensure that hardness is not
inadvertently compromised during
manufacture. Parts control procedures must
be implemented to enjure that the lowest
tier elements conform to the baseline
liardened design.

Military Standards applicable to these
programs are MIL-S8TD-480, MIL-Q-9858A, and
MIL=-8TD-891 for configuration control, qual-
ity control, and parts coatrol, respectively
(refs. 14, 15, and 16), Specific auclear
hardness related activities required for
hardness assurance should be in.egrated into
the existing framework of the standard pro-
grams to minimize duplication of effort and
cost, ‘The prime contractor(s) must also
ensure that components/equipment procured
from subcontractors is subjected to the same
type of controls.

CONFIGURATION CONTROL - In this paper a
change is any action which results in a
departure from the baseline hardened design
as defined in the HADD, Examples of changes
are replacement of any structural element,
such as a rivet or panel, by one not meeting
the original requirements (different mate-
rial, different manufacturing process, dif-
ferent tolerances, different coating, dif-
farent dimensions, etc.); replacement of an
electronic plecepart by one of a different
type, or different construction or manufac=
turing process (even though the electrical
characteristice may be identical); circuit
redesign; any and all redesigns of structure
or subsystem; and changes in system software
having a direct relationship to hardness.

To ensure thar all changes are subject
to careful examination and approval prior to
implementation, a Configuration Control
Board (CCB) must be established by each con-
tractor (Fig 7). A nuclear hardness spe~-
cialist familiar with all respects of the
hardened design must be & permanent member
of the UZB or have signoff authority on all
thanges. This board must have approval
authority over all changes in the baseline
configuration. Changes resulting in dif-
ferent parts specifications or characteris-
tics of the parts used in the design must be
referred to the Parts Control Board (PCB).
All changes wust be evaluated by the nuclear
hardness specialist with essistance coming
from the setaff of the nuclear hardness
section and other engineering sections as
required. This evaluation must include the
impact on the hardness of the system, the
cost, the effect on the hardness assurance
and subsequent hardness maintenance/
surveillance prograws, and recommendations
for alternate approaches. Thus, attached to
each change proposal will be the evaluation
of the change with respect to systam
hardness, consequences of the change if
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Fig, 7 = Configuration

approved, and the recommended position on
the change (approval/disapproval). 1t
approved, the CCB would then forwecrd che
recommended change with the results of the
evaluation for Air Force approval.

The following example is presented to
illustrate CCB actions. Suppose a particu-
lar electronic circuit requires redesiga for
performance reasons, The circuit had been
HCC2 and was composed of pieceparts which
were also HCC2. The proposed modification
could resu!t in several of the pieceparts
becoming HCCIM. Therefore, these pieceparts
would now be subject to more stringent
procurement controls, and there could bhe a
significant cost impact asssociated with the
modification. This would be reported to the
CCB. The CCB may raquire investigation to
determine if another approach to the problem
might yield a wodification which would solve
the original problem and not create a
significant impact on HA costs.

The need for change mway result from
initial operational experience, revised re-
quirements, production difficultfes, parts

control setup

scquisition problems, etc. These must all
be coordinated through the CCB. Many
configuration changes, such as circuit
redusign, requiie new parts and revised
manufacturing procedures. Therefore the
change proposal must go to the Parts Control
Board for action on parts, and to the
Quality Assurance Board (QAB) to ensure that
appropriate quality assurance procedures are
developed for the new configuration,

The HADD plays an essential role in
this change control. Reference to the HADD
can be made to check the baseline design and
to determine the hardness criticality of the
elements for which changes are being recom-
mended. The HADD must be updated with all
approved chaanges. After Air Force aspproval,
the changes are sent to the appropriate
agency for implementation and to the HADD
section to update the baseline design.

It is emphasised that all mission crit=~
ical equipment and elements thereof are sub-
jact to this setrict change control and not
just the HCCl hardness critical items, (In
fact, sinc~ the CCB is the vehicle for all
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configuration control, all system eleaments,
even non wmission critical, will be
controlled by the CCB and maintained in the
HADD. ) It is this astrict control which
allows the implementation of a cost-
effective HA program,

QUALITY ASSURANCE -~ Quality assurance
ensures the output of the assembly/manufac-
turing process conforms to the baseline
hardened design. The quality assurance pro-
cedures required for hardneas assurance will
be incorporated in the normal QA program
governed by MIL-Q-9858A.

A prerequisite Lesk to guality wasus
ance inspections is the translation of ap-
plicable design parameters and hardening
approaches into specific manufacturing/as-
sembly instructions to ensure that design
hardness is maintsitned. These instructions
must be clear, concise, and specific so that
a technician can implement them in such a
manner that the configuration defined in the
baseline design is achieved. Areas
requiring QAB coatrol include connector
torque requirements necessary for adequate
EMP shielding effectiveness; intra-LRU wire
routing to minimize coupling to interior
circuits from EMP interface circuits; proper
cable shield terminations; circumveation/
clamp circuit configuration requirements
necessary for satisfactory operation of
these circuits; LRU, conduit, and hydraulic/
fuel line bonding; and avicnics shielded bay
door installation, Those procedures,
drawings, work instructisns, etc,, involving
hardness ccitical items, must be clearly
flagged to indicate that they are crit-
ical elements in the hardness assurance
effort,

The task of developing QA procedures
should be a combined effort between person-
nel of the hardness group and appropriate
production personnel. These procedures will
be incorporated into the overall system and
subsystem manufacturing and assembly QA pro-
cedures, which will be maintained current as
part of the HADD library.

The next task is to examine *he nanu-
facturing processea and select and document
those procedures which must be monitored by
qualified inspectors and to identify points
in the manufacturing/assembly where inspec-
tions are required to ensure the quality of
the process. Included in this task may be
the definition of connector torque tests,
"sniffer" tests of RF gaskets, LRU current
injection tests for EMP, and LRU nuclear
radiation tests. The rationale for these
tests should be documented in detail to sup-
port any specific nuclear hardness quality
assurance testing. The inspection and test
procedures related to HC items should be

et Wi

flagged suck that they cannot be changed
without approval of the nucleear hardness
section.

The managerial control exercised in the
QA program will be centralized in the con-
tractor QAB, After completing the Jdefini-
tion of the detailed program, the QAR will
ensure maximum effectiveness and prevent
changes to the program which could degrade
hardness. (Layout will be similar to that
c¢f the CCB as depicted in figure 7).

The nuc.ear hardening features of the
QA program should be documented and main=-
tained in the HADD. The QAB should evaluate
all proposed changes to the program prior to
implamentation. All changes should be coor-
dinated with the nuclear hardness section,
and new procedures related to nuclear hard-
ening should be appropriately flagged.
Occasionally, changes in manufacturing/in-
stallation procedures will mandate redesign-~
ing and/or parts changes. In these cases,
coordination between the CCB and PCB is re-
quired and if the changes are approved, then
appropriate action by the CCB and PCB is
required,

PARTS CONTROL - Standard program parts
control procedures are described in MIL.-STD-
891 (USAF). The parts control program
should conform to these standard require-
ments to the maximum extent possible. How-
ever, the standard program must be expanded
to include nuclear hardening aspects and to
include coverage of all types of parts, The
primary method of parts control should be
the development of parts specifications
which reflect the requirements and charac-
teristics necessary for part conformance to
the baseline hardened design,

For purposes of this discussion, it is
assumed a complete set of parts specifica-
tions has been developed {(and maintained
current as _art of the HADD library). The
PCB must maintain the baseline parts specif-
ications in a current status and ensure that
all procurement actions incorporate the
appropriate specifications. The PCB should
also evaluate and ninimize additions to the
parts list, Changes in any basic part may
have serious effects at a higher tier level
in the design., For example, a simple resis~
tor change could seriously impact circuit
characteristics and the hardness criticaiity
of many associated pieceparts. A change in
a estructural component could impact blast,
thermal or EMP hardness. Thus, & part
chrnge reprasents a departure from the base-
line configuration and must be referred to
the CCB,

The PCB flow of events is similar to
that for the CCB (figure 7). The parts
specifications should be kept current by the
PCB. A complete set of the parts specifica-
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tions should be maintained as a ;art of the
HADD,

CONCLUS1ONS

Hardness assurance is 8 critical part
of the life cycle survivability program and
must be integrated into the entire
acquisition process. A program based on the
above considerations munt be developed and
implemented to achieve affordable asystem
survivability over its procurement and
operational life,
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