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Mr. Chairmaun and Members of the Committee:

i am pleased to respond today to wvour invitation to discuss the concept
v the Critical Technology Approach as it pertains to export control and the
rote that it is playving in the Departiment of Defense's formulation of improved
Droecednies Tor o carrying out its responsibiiities in the export of U.S.
e o { o accompanied by Colonel John fager, USAF, who is the Actin:
Diver tor for Technology Export in ey oitice.

Avter some brief obscervations ou Do’ policy regarding the contr

N bheoennort o s technology, 1T will:
-. A Deseribe the genesis of what has become Koown as tae Criticna

Technology Approach o the control of exports o Uose cechae oy,

DTIC

SRS G
€ L“.

'.'3‘.\ .“\'E .
£, )

ATy

i aoriolinr o oo Saa ey

B e



ro

. Discuss some of the actions taken ov Doi in the past few vears
to provide for mere effective controls on the expert of tech-
nology with significant military value.

. Discuss the present status of our work in developing the
Critical Technolegyv Approach to controlling the export of .S,
technology, and

. Provide a prognosis ot the next steps in the implementation of
the Critical Techrology Approach which will highlight some ot
the relevant issues.

My statement provides answers to the nine questions vou posed in voeur

letter to me of March 13, 1979.

1. OBSERVATIONS ON DOD'S POLICY TONARD FXPORT CONTRULN
Dob strongly supports the currently stated Administration policy regarding

exports which emphasizes the importance to the national interest of having

both the private scctor and the Federal gevernment place a high prierity on
trade which strensthens the domestic economv., We know from experience the
necessityv of encouraging trade to further the sound growth aad stability of

our domestic economy. Indeed, ur national sccuritv is dependent upon the
strong and diversified industrial base that has been bajlt-up over the vears.
[t is the most powerful industrial bLase in the world: it must cerein so ~im

“eorho foundation for cur national security as well oo cuy Gattenal well-

At e gaie time we would poiscoout that althoush the bepors Sdministra-
tio: Vit ) pobioe U e smenaed ina number of respects, Lhere s Been

[
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no retreat from its statements highlighting Congress's interests in using
export controls 'to the extent necessarv to exercise the necessary vigilance

over exports from the standpoint of their significance to the national security

of the United States." In this Act as amended, Congress specifically stated
its finding that "the defense posture of the United States may be seriously
compromised 1f the Nation's goods and technology are exported to a controlled
country (country to which exports are restricted for national security pur-
poses) without an adequate and knowledgeable assessment being made to determine
whether the export of such goods and technology will make a significant
contribution to the military potential of such country."

We endorse this policy and have manifested our endorsement by conscien-
tiously carrying out the important responsibility assigned to the Secretary

of Defense: namely, the responsibility for this military assessment and for

recommending to the President that exports be disapproved 1if they make such

LR "

a contribution which wouljd prove detrimental tc the national security of the

. —

United States.

II. THE GENESILS OF THE CRITICAL TECHNOLOGY APPROACH

e - Srmanmrav S RURERY

A. MILITARY TECHNOLOGY SUPERIORITY

Our national secuvity has, in recent t i cs, become increasingly aepond -
uponr our military technological superiority which in turn is based on m 'n-

taining our technological lead time. To maintain this technological lead

time demands that we use, in concert, all the applicable mechanisus available

to ug. There are four principal mechanisms that we can apply: namely,
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1. Real increases in our research, development and acquisition

resources,

2. Improved armament coopervation with our Allies,

3. Support to enhance and exploit our domestic advantage in
commercial technology and onr industrial base, and

4. Controls over the export of military critical technologices
and of critical products of direct militavy significance.

It is apparent that export controls must figure prominently in our
national security calculations. 1 will discuss export controls in this
context in the following sections.

The mensurement of technological superioritv is inexact. It is pri-
marilv a measurement based on judgment - judgments based, in part. on
assessments of comparative differentials between competitors. Judgments

on military technological superiority are based on such comparative factors

as: (1) the date at which new technologies are first seen as product
embodiments in competitive military systems, (2) the date at which activity

in a given militarily .useful technology is initiated bv each competitoer,

TR "N

(3) the demand by one competitor for the militarily useful technology of

another, (4) the comparative rate of advance of technologies of military
value among competitors, and (5) the resources allocated to technologics

of military value by each competitor.

B, MILITARY CRITICAL TECHNOLOGLES

Nt all technologies are of ecquivalent value to national securitv,

There oot oas ac T ot agsumption that one can sclect that subscet of
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technologices of significani military vialue on which our national military
technology superiority cau be presumed to be most dependent. Experience
seems to validate this assumption.

inece technologles of significant military value have heen traditionally
described in terms of their applied science or engineering substance. We
mention, for example, jet angine technology, avienics technology, nuclear
technology, guidance and control technoloygy, surveillance technolopv,
nunitions technology, armament technology, etc. as being important to our
national security. Such technologies described in terms of their applied
science or engineering content have often been referred to as strategic
technologies.

The phrase "strarvegic technology' in this sense Jdepicis an area of
applied science and/or engineering which is of significant military valuc.

"Technology" is also used to mean structured methods for achicving a
practical or material goal as differentiated from scientific knowledge per
se. As such, it is the wrnow-how used in such applied scientific cr (nrincerying
functions as desiyn, manufacturing, utilization, testing and maintenance.
"Know-how'as used here means some combination of engineering skills,
sclentific procedures, structured processes and technical information and
contributing cquipment (or products).

The phrase ''critical technology" his been introduced in the last several
years, as for example in the Secretary of Defense's Interim Policy on the

~

Control of Exports of U.S. Technology of August 1977, to denote a technology

whose acquisition by a potential adversary would make a sigaificant




contribution to its military potential and thus prove detrimental to the
national security of the United States. lIts first use seems to have been
in 1977.

These several definitions of technology, stracesic technolo:

critical technology with their varying meanings may be combined to provide
a description of a "military critical technologyv." Specifically:

A military critical technology is:

. % . - . .
. Know-how™ used for such practical functions as desipgn,
manufacturing, utilization, testing and maintenance,

. In areas of applied science or engincering which have

significant military value,

Phake i

. Whose acquisition by a potential adversary wouid

significant contribution to its military potentiai and
thus prove detrimental to the naticnal security of the

United States.

:

*Rnow-how' is a combination of

engineering skills, scicati i,
procedures, structured processes, technical information and
contributing eguipment (or products).

Mis definition is ¢ensistent with but represcent:s a retfinement and
sunthesis of ecarlicer related definitions found in documented export comtred

procedures, the % February 1976 Defense Science Board Report on txport o

1.8, Technologyv, and the Sceretary of Defense's August 1977 Interim Pali.os

Statement on the Export of 0.5, Technology.
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C. THE CRITICAL TECHNOLOGY APPROACH TO EXPORT CONTROL

Current export control legislation and the COCOM agreement govern thie
expeort control practices of the Federal government. The control of exports
of militarv equipment or technology (weanons, armament, etc.) for which
there is little or no commerical market is done under the authority ol the
Munitions Control Act.

The control of exports of technology and products of military valuce
which also have a commerical market is performed primarily under the authority
of the Export Administration Act of 1969 as amended and the COCOM agrceement.
such technologies and products have become known as "dual-use' technolocices
and products since they have both a military and commerical use. [t is
through the international commercial market place that militarv critical
technologies and products of significant militarv value [ind their wav to
potential adversaries.

It is over this international commercial market place that coentrols must
be exercised which reflect the many policies of the United States. [t is
in this market place that the tensions resulting from the simultancons cosin
to promote trade and to control exports which will deprade our national
securitv manifest themselves.

The Department of Defense's more recent efforts to better control experts
of military value so as to protect national security without restrictiog
1.5, trade anv more than necessary have centered on determinine the best
provedures to control the export via the commercial market place of mititary

critival technologics,  This recent quite extensive cttort, anderway Tor o
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last two-three vears (1976-1979), has become known as the Critical Technolors
Approach (CTA) to export control.

Some ot its more salient features are:
Lo he presumption of a set of militury eriticval techmolosicn -
Ysmall”™ in number and relatively stable over time. This appears to be a
correct presumption atter 18 months of developmental activity.
2. Che presumption that control of military eritical techneloyies

will:

a. More adequately protect our military technological
lead time than existing export control provedures,

b. Require controls on a fewer number of prode tw, than
the existing export control procedures on the assamption that the
sale of products per se will not usually transtor any associoted
military critical technology, and

. Make the export control process o wore simple, and
expedited process, on the assumption (hat many casce-by=cose 1mes dew
can be eliminated.

3. The presumption that assessments ol comparative military ane
technological differentials between oursclves and poteatial adversare couning
can be made for cach militarv critical technologv, and

4. The presumption that techneiogy transtor meshaniams coan he
“dentified and that pgovernment control can be oxereised over Che more ol o

(ov active) technolopy transfer mechanism tor cach wiiitary cvitho ol tes e i
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I would point out that the second feature of the Critical Technology Approach
cited above can also be considered as the real purpose of attempting this
approach to export control: namely,
. To more adequately protect our military technological lead time.
To permit DoD to require export controls on a fewer number of
products, and
. To make the export control process as it relates to national
security a more simple and expedited process.

I believe that my discussion thus far has accentuated a key point -
namely that the principal motivation for DoD's interest in establishing an
effective procedure through which it can control the export of military
critical technologies is the compelling evidence of the importance to national
security of protecting our military technological lead time relative to that
of our principal potential adversaries. It is the urgency for better
protection of this lead time that underlies our present emphasis on pursuing

the Critical Technology Approach to export control.

D. TWO CONTRIBUTING DOCUMENTS IN DOD'S ACTIVITIES (1976-~1979)

There are two principal contributing documents that were published in
the three years from February 1976-February 1979 that serve to identify DoD's
interests and policies and have spearheaded its development of the Critical
Technology Approach to export control. They are:

1. The Defense Science Board Study published in February 1976 and

titled "An Analysis of Export Control of U.S. Technology - A DoD Perspective.”
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This report is often referred to as the pycy report as Mr. Fred Bucy was
the Chairman of the group performing the analysis. A chart showing its
recommendations and findings is contained in Attachment 1.

2. The 26 August 1977 memorandum issued by the Secretary ot Defense

stating his "Interim DoD Policy Statement on Export Control of U.S. Technologv.'

Its key points related to findings and recommendations of the Defense Science

Board report are found in Attachment 1.

[1I. IMPLEMENTATION BY DOD OF THE CRITICAL TECHNOLOGY APPROACH

A. IDENTIFICATION OF THE CRITICAL TECHNOLOGY
APPROACH WITH NATIONAL SECURITY

I have in previous sections stressed the proper identitication todate
of the Critical Technology concept with the DoD objective of utilizing controls
on the export of technology as one important mechanism for protecting our
military technological lead time without restricting U.S. trade more than is
absolutely necessary. The corresponding initiative ard resvonsibility for
the development of policies and strategies for introducing and recommend ing
procedures for the protection of military critical technologies via the export
control process rests firmly on DoD: DoD has accepted both this initiative

and the associated responsibility.

B. OUTLINE OF STEPS IN THE IMPLEMENTATION PROCESS
FOR_CONTROL OF EXPORTS OF MILITARY
CRTTICAL TECHNOLOGLES

This implementation process has been underway for not quite three years,

that is since the summer of 1976. It has been characterized primarily by




ad-hoc or interim actions, one-time studie: and reliance on volunteer-
participatory groups from industryv and government. This is not atvpical
of formative, innovative process design activities.

The principal steps in the formative stages ol implementation of the
Critical Technology Approach are presented here in outline form.

1. Determination of the arcas of applied science or engincering

constituting the first current list of Military Critical Technologies (MCT's).

This list was completed in Januarv 1979. 1t is phrased in the

terminology of the commercial market place since this is the gateway through

h‘ - o Y -

which military critical technologies flow te potential adversaries. The

*

B

technology areas are thus broadly ti-led and serve as pointers to the gross

areas of technology in which will be found the specitic military critical

e

technology products, transfer mechanisms, and information over which Dob
believes export controls are warranted. The 15 areas are:

. Computer network technology
. Large computer system technology
. Software technology
. Automated real-time control technology
. Composite and defense materials processing and
manufacturing technolopy
. Directed energy technolopyv
. LSI-VLST design and manu acturing technology
(LSI refers to large scale integration and VLS
to very large scale integration in microelectronics)
. Military instrumentation technology
. Telecommunications technology |
. Guidance and control technology
. Microwave componentry technology
. Mi"itary vehicular engine ‘technology
. Advanced optics technologyv (including t{iber optics)
. Sensor technology
. Underseas system technology

—
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Illustrative descriptions of some of these technology areas are provided in
Attachment 2.

2. Determination of the specific component technology areas within

cach of these 15 areas of applied science or engineering which are of

sipnificant military value.

This step is partially completed. Recent work has been
accomplished in 9 of the 15 areas by voluntary technical experts from industry
and in informal conjunction with DoD staff. This step also can rely heavily
on the technical efforts which resulted in the current Commodity Control List
(CCL) used for export control and on the current COCOM List Review activity.
Completion of this step is tied to the resources identified for it. 1Its
accomplishment has been shown to be technically and manageriallv feasible.

An illustration of a listing of militarily significant component technologies
for Composite and Defense Materials Processing and Manufacturing Technology
is provided in Attachment 3.

I would point out that this step makes evident the many com-~
ponent technology areas in each of the identified 15 primary technology areas
of concern to DoD which are not of significant military value. This important
listing is illustrated also in Attachment 3.

3. The identification in each of the 15 identified areas of

military critical technology of the contributors to the relevant design,

manufacturing, utilization, testing and maintenance functions which can be

subjected to export controls.
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This step makes evident the fact that a military critical
technology does not, per se, lend itself to export control. Only tangible
manifestations of the technology or the mechanisms of technology transfer
lend themselves to explicit control. For oxample, one can control the
export of products and of technical information not in the public domain.
Similarly, control can be exercised over mechanisms of technology transfer
such as the provision of training, the construction of turn-key factories
or the initiation of co-production agreements.

Attachment 4 gontains, for information purposes, a listing of
recognized mechanisms for technology transfer.

4. Recommendations as to what products, technical information,

or other controllable features of each Military Critical Technology should

not currently be exported.

This step is vitclly time-dependent and corresponds roughly
to what is now performed in the case review of individual export applica-

tions. It relies on determinations of:

a. Foreign availability of identified products, informa-

tion, etc.

b. The technological capability in and military reliance

on each Military Critical Technology by potential

adversaries, and

< o sy - Rirvor Sl

T e
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¢. The comparative differential between U.St and foreign
military reliance on and capabilities in each Military
Critical Technology along with the rate of change of
this comparative differential.

Such information implicitly influences the outcome of all of
the steps of the Critical Technology Approach. It explicitly underlies the )
successful completion of this step. This step however is an on-going process
itself because its resultant recommendations rely on what has been shown to

be continually changing data and on the allocation of resources by the

Intelligence Community to this effort.

e v m T —m e e oo

The carrying out of this step involves extensive cooperation
and interaction by the Intelligence Community. It also depends upon the
support of the Depértment of Commerce and of U.S. industry in obtaining
estimates of foreign availability.

I asked CIA and DIA by memorandum of January 16, 1979 to
assist in this step. I have been most impressed and pleased with the
intensive support effort now underway by the Scientific and Technical
Intelligence Gommittee (STIC).

5. Delineation of technology transfer mechanisms effective for

each of the Military Critical Technologies along with recommendations on what

governmental controls can and should be invoked over them.

This step i{s well underway. It was initiated in late 1977.
It appears feasible and its completion is dependent upon resources allocated

to 1t.
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These five steps just outlined are necessary for implementation by Dol
of the Critical Technology Approach. No technical problems have emerged as
barriers to their completion. The carrying out of the supporting efforts
with associated time-schedules is dependent upon the resources allecated by
DoD which depend in turn on the priority assigned by DobD to this particular
means for protecting our national security.

Approval of an Office of Technology Export reporting to me with
responsibilities for developing and implementing the Critical Technology
Approach has been obtained only this fiscal year. The first opportunity
for having budgeted resources identified by DoD for Presidential and
Congressional approval will occur in conjunction with the FY 81 budget
process. 1 will be providing time-tables for supporting activities as an

integral part of our first formal budgetary request.

Iv. CONCLUDING COMMENTS

The implementation by DoD of the Critical Technology Approach to export
control as a means for protecting our military technology lead time with
minimum interference to trade is taking place in the manner described in
my statement. It will include as an integral component a list of products
and technical information which we will recommend should not he exported.

It will also include a list of technology transfer mechanisms which we would
ask to be subjected to recommended export controls. Both lists will be
categorized within the framework of the alrcady identified 15 substantive

areas of Military Critical Technologices.

~ e e T el e
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The incorporation of these lists and recommended implementation processes
into the existing govermmental export control process will involve interagency
support, cooperation and agreement. The principal involved Departments
are the Departments of State and Commerce who have administrative respon-
sibilities for export control.

Similar support, cooperation, and agreement by COCOM members is also
required.

Transition from present lists of controlled products (e.g., the Controlled
Commodity List and the COCOM List) to the Military Critical Technology Product
and Information List, either through substitution or merger, will need to be
effected.

DoD will also need to obtain agreement that controls can be explicitly
exercised, as appropriate, over technology transfer mechanisms. There is no
corresponding current exercise of control.

After three years of exploratory and developmental activity by both
government and industry, we have encountered no technological or institutional
hurdles which would prevent the implementation of the Critical Technology
Approach as 1 have presented it. I have been impressed by the widespread
support industry has voluntarily provided over the last year to helping
implement this new appreach. 1 believe 1 correctly infer from this support,
that industry views it essential just as we do, to find an improved means of
using export controls to protect our national security with minimum inter-

ference to trade.

-
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I believe that DoD needs to pursue with adequate and dedicated resources

the Critical Technology Approach to export control. The urgency of main-
taining our military technological superiority and the increasing attractive-
ness of the Critical Technology Approach for so doing together produce a
compelling reason for eliciting Congressional support of DoD's effort and

for vigorously expediting our on-going efforts.

Attachments 4

s




ATTACHMENT 1

SUMMARY OF FINDINGS
DEFENSE SCIENCE BOARD REPORT ON
EXPORT CONTROL OF U.S. TECHNOLOGY

The Assessment of selected technologies, their impact on U.S.
strategic requirements, transfer mechanisms and current effectiveness
of export control restrictions reinforce the need four export controls
and the COCOM agreement as a defense necessity. The effectiveness of
these controls for the more critical technologies needs to be improved
through definition of policy objectives, simplified criteria and a
more pragmatic approach to the review and approval of license
applications. Products of technology not directly of significance

to the Department of Defense should be eliminated from controls to
enable more effective control of significant items.

The findings and principal recommendations of the Task Force are:

I. Design and manufacturing know-how are the principal elements of
strategic technology control.

These categories of export should receive primary emphasis:
1. Arrays of design and manufacturing know-how.
2. Keystone manufacturing, inspection and test equipment.

3. Products accompanied by sophisticated operation, application
or maintenance know-how.

II. The more active the relationship, the more effective the transfer
mechanism.

i. The more active mechanisms must be tightly controlled.

2. Product sales do not usually transfer current design and
manufacturing technology.

III. To preserve strategic U.S. lead time, export should be denied if
a technology represents a revolutionary advance to the receiving
nation, but could be approved if it represents only an evolutionnary
advance.

1. Tactics to protect lead time must differ depending on the
technological position of the U.S. as compared to that of the
prospective receiving country:




a. When both are on the same evolutionary track, export
control decisions should weigh the receiving country's immediate
gain from the acquisition of the technology.

b. When the U.S.' position results from a revolutionary
gain, export controls should focus on protecting all key elements
of this gain.

2, Because of its importance as a factor in strategic lead
time, a viable R&D effort should be continued.

IV. Current U.S. export control laws and the COCOM agreement provide
a continuing means of protecting the lead times of strategic tech-
nologies.

1. U.S. export control activity should place primary emphasis
on control of the active transfer mechanism.

2. Control of product sales should emphasize their intrinsic
utility, rather than commercial specifications and intended end use.

3. A simplified criteria should be developed in order to expedite
the majority of license requests.

4. The U.S. should release to neutral countries only the
technologies we would be willing to transfer directly to Communist
countries.

5. The U.S. should pursue actions and decisions to strengthen
the COCOM network of export controls.

6. Key elements of technology that constitute revolutionary
gains should not be released-—excepting to COCOM nations. Any COCOM
nation that allows such technology to be passed on to any Communist
country should be prohibited from receiving further strategic know-
how.

V. '"Deterrents”" meant to discourage diversion of products to military
applications are not a meaningful control mechanism when applied to
design and manufacturing know-how.

1. Deterrents such as end-use statements and safeguards should
not be used to control applications of design and manufacturing know-
how.

2. Deterrents should not be relied upon to prevent manufacturing
equipment from being used for military purposes.




3. Deterrents attached to product sales may have some face
value, but they should be supplemented by vehicles for enforcement
against violations.

4, Deterrents should not be used when a high degree of
certainty is required that diversions to military applications
will not occur.

VI. The absence of established criteria for evaluating technology
transfers reinforces the cumbersome case-by-case analysis of all
export applications.

1. The Department of Defense should develop policy objectives
and strategies for the control of key high~technology fields.

2. These objectives should include sufficient information to
identify key elements of technology, including critical processes
and key manufacturing equipments.

3. Technology exchange opportunities should be identified by
citing technologies in which the U.S. lags the Communist world.

4. Policy objectives should be communicated broadly to
interested U.S. agencies, private firms and COCOM nations to obtain
a wider base of cooperation in effecting controls.

5. Advisory committees consisting of individuals from government
and private sectors should be used to recommend policy objectives and
strategies.

6. The Department of Defense should reevaluate and increase
the resources required to perform and implement these studies.
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INTERIM DOD POLICY STATEMENT EXCERPTS

Defense Department Policy in Export Control of US Technology

In assessing and making recommendations upon those export applications
referred to it by the State and Commerce Departments, Defense will place
primary emphasis on controlling exports to any country of arrays of design
and manufacturing know-how; of keystone manufacturing, inspection and test
equipment; and of sophisticated operation, application or maintenance know-
how. (DSB Finding 1)

In order to protect key strategic US lead times, export control of defense-
related critical technology to all foreign countries is required. To this
end, Defense will: (DSB Findings 1, 111, V)

1} request the Department of Commerce to alter existing reg-
ulations so as to require a validated license for proposed
exports of critical technology to all destinations;

2) recommend to, and support the negotiation by, the Department
of State with COCOM countries, and such other nations as may

be appropriate, of new measures to control or restrict the
flow of critical technology to Communist countries, as well

as recommendations as to the revision of the list of embargoed 3
products.

3) recommend to the Secretary of Commerce that procedures be
streamlined in such a way as to minimize delays in forwarding
and processing export applications by a) speeding referral by
Commerce of export applications for review and b) making use of
new and/or improved technical guidelines to be supplied by DoD,
which will allow maximum emphasis to be placed upon applications
for the export of critical technologies and associated end
products, thereby also allowing more rapid processing of ap-
plications for other, non-critical end products.

Defense will support the transfer of critical technology to countries
with which the US has a major security interest where such transfers can
1) strengthen collective security, 2) contribute to the goals of weapons
standardization and interoperability, and 3) maximize the effective return
on the coliective NATO Alliance or other Allied investment in R&D.

o — =
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In assessing the advisability of the transfer of critical technology
to either COCOM or other non-Communist countries, Defense will carefully
assess the proposed recipient's intent and ability to prevent either the
compromise or the unauthorized re-export of that technology. Where
classified information is involved, security classification guidance will
be provided to the recipient, and where feasible, security surveys will
be accomplished in addition to the completion of appropriate military and
industrial security arrangements. (DSB8 Finding IV)

The Department of Defense will look to the State and Commerce Depart-
ments and the intelligence and security communities to identify those
instances in which the initial recipient makes unauthorized further transfers,
or allows compromise, of critical technology. The Department wili incorporate
the results of such observations in its assessments of subsequent appiica-
tions for commercial export, Foreign Military Sales (FMS}, Data Exchange
Agreements (DEA}, Information Exchange Programs (IEP), and other transfers
to such recipients. Violations of US third-country transfer prohibitions
or instances of compromise will normally be considered grounds for employment
of sanctions involving critical technologies. Coordination within DoD will
be strengthened to meet the requirements of military and industrial security.
(DSB Finding V)

Defense will normally recommend approval of sales of end products to
potential adversaries in those instances where 1) the product's technology
content is either difficult, impractical, or economically infeasible to
extract, 2) the end product in question will not of itself significantly
enhance the recipient's military or warmaking capabiiity, either by virtue
of its technology content or because of the quantity to be sold, and 3) the
product cannot be so analyzed as tg reveal US system characteristics and

thereby contribute to the development of countermeasures to equivalent US
equipment. (DSB Finding 1) ;

There shall be a presumption for recommending disapproval of any
transaction involving a revolutionary advance in defense-related t?cﬁno!ogy
to the proposed recipient country (i f the resultant military capability
threatens US interests). Oefense will assess a proposed export of technolo-
gy not on the basis of whether the {tem is obsolete by US standafd§, but on
whether the proposed export would significant)y advance the r?ceIV|ng coun~-
try's potential and prove detrimental to the national security of the
United States. (DSB8 Finding Ii1)

End-use statements and safeguards are not to be considered a fa$tor
in approving exports to potential adversaries of ?ritica! tec?nolo?|es
and products except as may be otherwise provided in Pre?ndentual direc~
tives. Departure from this procedure will occur only with speqific ap-
proval of the Secretary of Defense, or his designee. (DSB Finding V)




Defense recommendations to approve the export of end products to
potential adversaries are to be made primarily on the basis of an assess-
ment that the products' inherent performance capabilities, or the quantity
sold, do not constitute a significant addition to the recipients' military
capability which would prove detrimental to the national security of the
United States. (DSB Finding IV)

This policy shall be applied without regard to whether the exporter
is a government department or agency, a commercial enterprise, an academic
or non-profit institution, an individual entrepreneur, or in the case of
re-export requests, a foreign government or an international organization;
and without regard to the transfer mechanism involved, e.g., turnkey fac-
tories, licenses, joint ventures, training, consulting, engineering docu-
ments and technical data.

Explicit account shall be taken of the relative efficiency of the
various mechanisms of technology .transfer (e.g., foreign ljaison activ-
ities, scientific and technical exchanges, commercial visits, trade fairs,
training programs, sales proposals and consulting agreements, as well as
in specific technology export cases). When the potential for inadvertent
transfer of critical technology is considered to be high, Defense shall
formulate and recommend to the responsible agencies restrictions on the
amount, extent or kind of interpersonal exchange in a given transaction.

Visitor control mechanisms within the Department of Defense will be improved.

(DSB Finding 1)

The Department of Defense, in coordination with other Departments and
Agencies, shall identify and maintain a continuously updated list of spe-
cific critical technologies and/or end products whose export should be
restricted for reasons of national security. This list and its updates
will be communicated to Departments responsible for administering US ex-
port controls. It is recognized that these list items will be time-depen-
dent. Appropriate items will be added and/or deleted from the lq4st as
time goes by. (DSB Finding V)

in coordination with and assisted by the intelligence community,
Defense will undertake to improve the information and data base pertaining

to technology transfer by studying {n greater depth and on a continuous
basis selected aspects of US technology transfers over time in order to

ascertain their impact on the military capabilities of i
H tential adver
and on critical US lead-times. (psp Finding 111) P saries




In the Interagency arena, Defense will propose and support means by 1
which natfonal security considerations can be taken fully Into account ]
from the beginning stages of any lnternational projects having the
potential of promoting the transfer of critlical technalogies. (DSB Finding IV)

The Department of Defense will propose and support means of improving
interagency communi{cation and coordination on matters of export controls
and technology transfers [n order to help achieve adequate and appropriate
Interagency coordination in these areas. (0SB Finding VI)




ATTACHMENT 2

GUIDANCE AND CONTROL TECHNOLOGY

Definition: This technelogy is that of sensors and detecter | transmitters,

signal processing and their integration with control functiocis including
feedback control svstems.

Sceope:  Guidance and Control Technologv applies to navigation, positionine,
?Iight control, platform stabilization and midcourse and terminal guidance,
including both active and passive svstems. 1t is distinguished from and
can be considered a subset of command and control svstems for vehicles

such as aircraft and ships which include manv additional functions and
additional technologies (e.g., data bases). Acoustic svstems are covered
under tndersea Warfare Technologv.

Kev Components:

o Sensors and Detectors which include infrared (IR) detectors,
vidicuons, charge coupled devices (CCDs), ceoaventional and laser gvroscopes.
Aaccelerometers, avrocompasses, gravitv meters, cesium clocks, low noise
Field Fftect Transistors (FETs), parametric amplifiers, IR and RFF radiom-
cters and PIN diodes.

o Transmitters which include solid state and tube microw.ave and
millimeter sources and laser sources.

o  Signal Processing which includes computers and related kev
components such as analog to digital (A/D and D/A) convertoers, intesrated
circu’ s and memories, analog CCDs, surface acoustic wave (SAW) devices,

and related special purpose software and f{irmware for signal processing.

o Feedback Control Svstems which include high precision svnchros,
resolvers and potentiometers for analog svstems and items included in
signal processing for digital svstems.

Military Applications: Guidance and Contrel Technology is the kev to
attainment of both precision guided and fire and forget munitions. For
fixed wing aircraft it can provide major advances in cimpler pilot controls,
improved maneuverahilityv, and reduced costs. For helicopters it can
provide significantly improved nap-of-the-earth operations. The GPS

systems can prove an unprecedented precision navigation and positioning
capability.

Trends: The major trend is the application of signal processing in guidance
and control systems to provide greatlyv improved target discrimination from
clutter, noise and decovs. A related trend in control circuits is the use
of digital svstems instead of analog avstems. Concerning sensors the

trend is to electroptic, IR and millimeter wave active and passive svstems
and digital controls is paced bv the availabilitv of faster digital
circuits. Processing throughput speed of guidance and control computers

e
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will continue to advance at the rate of about a factor of two annually.

MICROWAVE COMPONENT TECHNOLOGY

This technology is that of active generators, amplifiers, switches
and detectors of microwave energy as well as of passive components for
transmission and distribution.

Scope:  Microwave component technologv includes both active device
technology (semiconductor and electronic vacuum tube circuit elements
such as amplifiers, switches and modulators) and passive component and
assemblv technology (such as antennae, filters, duplexers and power

dividers).

Kev Aspects: For active semiconductor devices the kev aspects are
precision control of impurity levels and doping profiles over dimensions
that are smaller than one micrometer; contact metallurgv to provide low
microwave loss and long 1life at high power densities; and packaging
methods to match impedances between macroscopic transmission lines and
microscopic semiconductor devices while providing an inert environment
to protect the semiconductor and metallization. For microwave electronic
vacuum tubes the kev aspects are preparation of long life (1000 to
10,000 hour) cathodes with emission current densities of greater than
0.5 ampere per square centimeter; glass-to-metal seal and ceramic-to-
metal seal processing that provides 109 Torr vacuum envelopes without
contamination of cathodes and circuit structures; precision machining
and assemblv of circuit structures with tolerances of 0.0001 to 0.0005
inch. For passive components the key aspects are precision machining,
finishing and assembly of metal and dielectric parts. Computer aided
circuit design and computer aided microwave measurement equipment are
kev aspects of all microwave component technology.

Militaryv Application: Microwave components are used in radar, communi-
cations, electronic warfare receivers and jammers, munitions guidance,
fuzing and fire control. Wide bandwidth in both active and passive
components is critical in jamming equipment to allow many threat
frequencies to be countered with the same hardware. Low noise field
effect transistors are important to ELINT receivers and microwave
communications links. Small size solid state sources and microstrip
circuit components that can withstand shock and vibration are critical

to fuzipg. High speed frequency division and microwave analog-~to-digital
conversion is critical to surveillance receivers.

Trends: TIncreased power at higher frequencies with solid state amplifiers
and svurces will occur, with tens of watts per device at 10 GHz and one
wiatt per device at 100 GHz in the next few years. Low noise field effect
transistors are now available through 20 GHz and will become available

to 40 GHz within five years, but progress beyond that will require new
miaterial capabilities. Mixers will dominate over low noise FETs at
frequencies above 40 GHz and will reach 300 GHz through quasi-optical

]




techniques. Power tube efficiency will increase about 107 at frequencies
below 40 GHz through the use of multiple depressed collectors within the
next five vears. New power generation techniques will be needed before
tube technology can achieve 10 KW levels at 100 GHz, but significant
effort will be directed toward this goal. Dielectric waveguide and
quasi-optical circuits will be used above 100 GHz, but conventional
stripline and waveguide components will dominate below 100 CHz.

UNDERSEA SYSTEMS TECHNOLOGY

Definition: Undersea systems technologv is that of system and systems
components designed to operate in the sea, or to obtain information

about the water column, or about objects therein from locations on shore,
in space, on the sea surface, or on the ocean floor from fixed, tethered,
or mobile platforms, (including free floating or drifting unmanned,
manned, or living platforms.)

Scope: Systems and systems components that are supported by undersea
svstems technology include:

o Undersea vehicles, including vehicles that move along the ocean
floor.

o Systems for research, exploration, and understanding of the
undersea environment.

o Communications and control systems, including undersea sensor
and instrumentation systems, as well as undersea navigation systems.

o System for economic exploitation of the undersea environment,
including the ocean floor. Examples are undersea mining, aquaculture,
fishing, fish farming and salvage.

o Life support systems.

o Underwater weapons systems, including those designed to be used
against targets in the water or to originate in the water but directed
against land, air, or surface targets.

Dominant (but not exclusive) disciyline - orientations of
undersea systems technology components are’:

o Underwater acoustics:

Sensors, transducers, instrumentation
Transmissions

Propagation

Information processing

Display

o Materials (shock, pressure, corrosion, and temperature resistent
or compliant).

1 R . .
This is not an exhaustive list.
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o Hvdrodyvnamics
o Medical phvsics
o Magnetic, infrared, and microwave

0o Mathematical simulation and modeling of underscea environments
on micro and macro scale,

o Underwater propulsion and energv storage and conversion.
End Products:
0o Undersea vehicles

Submarines

Bottom crawlers
Torpedoes

Craft to aid swimmers

o Research and Exploration

Seismic profilers

Acoustic transducers and transponders

Acoustic receiving arravs

Magnetic survey equipment

Microwave radiometrv receivers

Infrared mapping equipment

Acoustic and electromagnetic signal processing and display
equipments

Compilations of geophvsical data and mathematical analvses and
simulations

Chemical and radiological test equipment

o Communications and Control Systems, Including Undersca Sensor
In.trumentation, and Navigation Svstems

Underwater communications systems - acoustic and electromagnetic

Mechanical guidance and control systems

Passive and cavitation sensors

Sonars - active and passive

Towed arrays

Optical systems - periscope TV

Echo sounders

Inertial navigation svstems

Satellite navigation svstems

Satellite instrumentation for sea surface and ice-cover condition
measurement

Submarine - infrared

Submarine electro-optical system

Computer (network) for internal command and control of
underwater vehicles




Acoustic classification equipments
Acoustic quieting and noise reduction

0o Systems for Fconomic Exploitation of the Undersea Invironment

Cable laving equipment
Fault~-finding equipment
Underwater positioning devices
Submerged stable platforms
Underwater tools

o Life Support Systems

Hvpobaric chambers
Protective clothing and equipment
Underwater reserve (deep submergence) equipment

o Underwater Weapons Systems

Mines

Torpedoes

Acoustic and Magnetic Countermeasures
Electro-magnetic countermeasures
Communication security

Submarine time control system

Remote targeting system

Many of the above products exist in different versions for application
from satellite, surface, submarine, or fixed platforms. Design,
fabrication and packaging to meet the constraints imposed bv the intended
application constitutes, in many cases, the real technological lead.

The principles that govern undersea warfare are well understood.

o Key Technology Components

The following are some examples to illustrate the process. The
Navv and DARPA are the sources of definitive information on critical
technology components and keystone equipments.

o Undersea Vehicles

Drag reduction technology

Thick-wall welding technology

Quieting of flow and propulsion technology
Sound isolation technology

High power density energy storage

o Keystone equipments in each case

Design
Technical data
fabrication equipments




Research and Exploration Systems and Communications and Control
Systems, Including Sensors, Instrumentation, and Navigation
Systems

Acoustic Transmission Techniques

Integrated circuits
Piezo-electric ceramics
Magneto-strictive metal
High~power audio amplifier design
Transducer-dome material

Noise reduction and ctontrol

Keystone equipments
Design

Data

Fabrication

Acoustic Propagation

Mathematical simulation
Acoustic signal processing

Keystone equipments: Simulation models of the environment in
specific frequencies and locations. Processing codes and

techniques.

Towed Arrays

Signal processing
Materials

Hydro dynamics
Fiber optics




ATTACHMENT 3

ILLUSTRATIVE LIST

CRITICAL AND NON-CRITICAL TECHNOLOGY COMPONENTS y
FROM THE '

STRUCTURES, MATERIALS, AND PROCESSES [

MILITARY CRITICAL TECHNOLOGY AREA

This list illustrates one possible identification of critical and non-
critical technology components in this one Military Critical Technology
area.
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ATTACHMENT 4

TECHNOLOGY TRANSFER MODES AND MECHANISMS

Technology can be transferred between individuals or companies by any
one of a number of mechanisms. 1In this sense a transfer mechanism is any
specific vehicle or means for conveying technology whether consciously or
unconsciously. In most cases technology is transferred through a contractual
or organizational framework involving more than one mechanism. We call this
a transfer mode, that is, a framework, with an economic incentive, to provide
an orderly procedure or way of teaching the recipient how to do something.
Thus, the key distinctions between transfer modes and mechanisms are:

(1) that modes involve a contractual or organizational framework, with an
economic incentive and a conscious orderly procedure to effect the transfer;
and (2) that transfer modes probably involve more than one mechanism. Most
technology transfer modes also involve or require an active rather than a
passive relationship between the transferrer and the recipient whereas
mechanisms can be completely passive. A listing of the major modes and
mechanisms used for internationmal technology transfer is provided below:

Major Technology Transfer Modes and Mechanisms

Modes - contractual or organizational frameworks, with an economic
incentive, within which technology transfers occur.

1. Transfers of technology from the U.S. to a foreign controlled
organization. .

a. Turnkey factories

b. Licenses with technical assistance (anything beyond an
arms length transaction)

c. Joint ventures

d. Management or technical service agreements

e. Coproduction agreements

f. License agreements without technical assistance (arms
length transactions with no personnel training or
support)

g. Trade shows, industrial exhibitions, symposia, and
technical meetings

2. Multinational corporation internal transfers

3. Foreign direct investment in the U.S.

Mechanisms - specific vehicles or means for conveying technology.

ade b




1. Processing equipment transfers.

2. End product transfers.

3. Unpublished design information transfers.

4. Unpublished engineering document transfers.

5. Operations and maintenance data transfers.

6. Other technical data transfers.

7. Foreign citizens employed, trained, educated in the U.S.

8. Exchanges of personnel and visits of foreign personnel to U.S.
facilities, or visits of U.S. personnel to foreign facilities.

9. Transfers of published documents with design, engineering or other
technical data and information.

In a number of studies the importance of sustained enterprise-to-
enterprise relations or continued personal interactions to best effect the
transfer of technology has been emphasized. These studies show that technology
is most effectively transferred through close and continual contact by
individuals or firms. Thus, transfer modes and mechanisms involving extensive
training or teaching efforts are more effective than exporting hardware or
documents with little or no subsequent involvement of technical personnel on
the part of the donor. While there may be some cases where the export of a
product, or some set of information, would permit the recipient to make a
revolutionary versus an evolutionary advance, these should be exceptions to
the general case and handled as such.







