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ABSTRACT

INDUCED STRESS, ARTIFICIAL ENVIRONMENT,

SIMULATED TACTICAL OPERATIONS CENTER

MODEL

by I

MAJ Don E. Gordon

June 1973

169 Pages

This study investigates the feasibility of designing,

constructing, and operating a conceptual model of a tactical

operations center simulator. The model is intended to simu-

late performance tasks identified for Army Security Agency

company level officers during combat operations. The model

has been operational at the United States Army Security

Agency Training Center and School, Fort Devens, Massachusetts,

since 1970 and continues to s'.rve as an alternative to other

more costly methods of combat simulation.

The model's subsystems include an electro-optic

simulation of tactical level communications and electronic

warfare techniques. High resolution aerial photography is

simulated by closed circuit television suspended above a

terrain board. Stress is induced by informatiob overload,

accelerated and compounded decision making, peer group

pressure, and battle drills. An artificial environment

- . . ... .-.- 2- -- .--. -"
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is effected by performance testing avd role playing in

conjunction with an HO scale (½":l') model war game

exercise. The model may be used with computer assisted

performance testing.

The study describes the use of the model as an

instructional device, performance testing device, and as

a substitute for a brigade level command post exercise.

Application of the model to civilian education and other

training agencies is discussed. Technical data reporting

on the method employed to simulate radio wave propagation

by visible light waves are provided in detail. (oC IZ

I2
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Chapter I

INTRODUCTION

This research project introduces a conceptual

training device which is intended to simulate the managerial,

electronic warfare and cryptologic influences affecting the

stressful environment of a tactical operations center at

brigade level. This training device, referred to as an

artificial environment, induced stress, Tactical Operations

Center (TOC) model, utilizes military training techniques,

artificial stimuli, induced stress, electro-optics, and

computer assistance to offer a substitute for the Command

Post type training vehicle used at brigade level and

within military service schools.

The Army is faced with the task of presenting

doctrinal concepts essential to its functioning. The

concepts are, by their very nature, potentially uninter-

esting and unappealing to the younger officer and enlisted

man who may lack the experience to associate abstract

concepts with personal interest. Additionally, the military

student must be able to apply military doctrine tc a host. n'

situations, combat as an example, which are difficult if not

impossible to simulate in the classroom. Nevertheless, cost

effectiveness restricts most training to classroom oriented 4

activities or, at best, tre application of dor:trinal

i. 14



concepts to command post exercises.

Unlike mechanical skills, weapon's marksmanship,

and small unit tactics, which can be applied and tested in

basic components, the more complicated aspects of military

operations which include communications, transportation,

and staff functioning, involving multitudes of personnel

and equipment operating over extenced distances, usually

cannot be practiced through locally applied applicatory

training.

The United States Army Security Agency Training

Center and School located at Fort Devens, Massachusetts,

was confronted with the problem of creating dynamic appli-

catory training for its officer students in areas requiring

managerial skills in the fields of electronic warfare and

cryptologic support to tactical organizations. The very

nature of both electronic warfare and cryptologic support

requires the Army Security Agency officer to be multi-

skilled in all fields of intelligence, communications

equipment, and asset management. It is essential that he

develop confidence in working with the military staff of

the supported unit, that he be able to solve complicated

problems quickly and accurately, and that he be able to

supervise the operation of complicated equipment and

supervise talented enlisted men at peak efficiency under

conditions of combat operations.

A compilation of' evaluative comments by officer

students attending P01 Course 2G-F12 (Eleetronic-Warfare-

Cryptologin Basic Officer Course) and 2G-Fll (Electronic-

-L A" ,, .M. .""A.•"



Warfare-Cryptologic Officers Specialist Course) during 1969,

1970, and 1971, indicated that the rtudent graduates did

not believe that the instructional objective was being

achieved for 2G-F11 or 2G-Fl? graduates. POI Coursfe

2G-F12 was comprised chiefly of newly commissioned second

lieutenants recently assigned to active duty but having

completed either the three month Officer Candidate School

or a Basic Branch Course at the Infantry, Artillery, or

Engineer Schools. POI Course 2G-FII was comprised chiefly

of officers in the grade of Captain who hqd several years

experience (3 to 7 years) and who had completed the nine

month Branch Advance Course (Military intelligence). Tbat

is, officers who had just completed the basic officer's

course did not feel confident that the instructional

objectives had been achieved; additionally, officers who

had graduated previously from the basic course and h&d

subsequently been assigned to tactical units shared This

opinion.2 A survey among offioers assigned as instructor.:

to the Army Security Agency Training Center and Scthool's

Command and Staff Department reflected du~ring interviews thae

they did not believe that the officer students received

"sufficient confidence building training prior to reporting

to tactical units which were then engaged in combat

"."'Career Management Evaluation of Officers," Project

CAMEO, Headquarters, United States Army Security Agency
Training Center and School, Fort Devens, Massachusetts, ]969.

2 End of Course Questionnaire, Command and Sta:",f
Deportment, U-;ited States Army Security Agency Training
Center and School, Fort Devens, Massachusetts, 1969-1970.

S. . ... ..•...i•..../•' ...•..." •- - -t ,"-- - - --.. . .• ••• i ...... 77...7 '•"••*•7- -",2'0•



operations in Vietnam.

Generally there was agreement among officer studenur2

and faculty alike that the curriculum offered during the

POI 2G-F12 fourteen week course provided sufficient technical

information to prepare the officer student to perform his

duties. The training deficiency was identified as a lack

of' applicatory training in performing managerial decisions

under stress.

Unlike the combat arms service schools, the United

States Army Security Agency Training Center and School has

neither school troops nor resources with which to p~rform

military demonstrations or simulated combat. The monetary

and pe:'sonnel limitations simply preclude a sizeable invest-

inent in this area. The limitation of funds and personnel

with which to conduct field training exercises on a regular

basis remains the primary deterrent to this method of

simulating combat operations. This factor is also common

to other branches, the Reserve Forces, the Reserve Officer's

Training Corps Program, arid division and brigade size units

as well.

"The tactical operations 
center within a brigade or

division size unit is the point of control for those respec-

tive organizations. It may consist simply of a large hole

covered with timber and sandbagged, or it may be more

elaborate. Regardless ot' the materials of which it is

constructid or thu accouterments contained within, it
4

nr•'ves the same function in all units. It is within the

tactical operations center that the unit commander, operations

* a:



officer, intelligence officer, and supply officer direct

und -:upport the operations of the command. It, i. tUh,

de facto command organization and termination point o0' the

commiani's communications regardless of the commanding

officer's presence. Military personnel employed within

the tactical operations center are required to accumulate

a sizeable number of facts, relationships, and hypotheses

while being constantly conversant about the friendly and

enemy force situations and intentions. Decisions must be

rapid, action-oviented, the product of sound judgement,

and conceived by the comparison of facts coupled with

experience. The officers assigned to the tactical operations

center and their enlisted assistants frequently suffer from

viscerogenic deficiencies, especially the gross lack of

rest, incomplete diet, and often overwhelming psychological

influences indwelled in the very nature of combat operations.

An entire]y new dimension, abstract reasoning, is emphasized

by the recent technological innovations of the battlefield

which have added an array of electronic monitoring devices

that not only supplement the availability of more conven-

tional incoming information but which add an entirely new

dimension, that of electronic warfare, to the responsibiliti.L;:•

and responsiveness of the personnel working in the tacticui

operations center. In addition to functioning as a control

center, the tictical operations center frequently is placec

under bombardment'or ground attack by the enemy forces which

requires that the personnel assigned to this nerve hub Lc

able to render judgements and decisions while engaged in

-- t.- . - . .
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close combat, repelling the enemiy, and often while attempting

to destroy classified documents and equipment. The f.:ssence

of success in this role is to remain in control of one's V
emotions and I'aculties while responding to one's training.

It is conceded that the total simulation of combat is

impossible; but it is thought that a close proximity of

the conditions, with the exclusion of death or the fear

of death, can be approached with considerable realism.

A research project initiated by the Command and

Staff Department of the Army Security Agency Training Center

and School investigated the need for a controlled stimuli

training device built around the managerial functions per-

formed within a tactical operations center. The project

proposal stipulated that when in operation the training

device would induce constant decision making and individual

judgement on the part of the student during a time period

similar to that experienced in combat. Most importantly,

students were to be evaluated on their ability to apply

the technical knowledge acquired during the previous four-

teen week course under conditions of imposed stress and in

relation to their ability to cooperate and perform with

fellow students in a manner which stressed group effort

rather than individual effort. Further, the device would

be designed so as to identify the maximum potential and

specific weaknesses of participating students and in many

cases the weaknesses of the training program. The training

device wo3 to create a controlled battlefield environment

emphasizing electronic warfare and cryptologic support whilQ



presenting all the tools available for coping with managerin,

.,ituations under conditions of controlled stimul3, ,orratt-

tion, and stress. Considerntion of the projected proposal

led to the development of the main problem statement.

THE PROBLEM

Is it feasible to simulate the application of

managerial systems, electronic warfare, and cryptologic

support to a tactical operations center at brigade level

under conditions of simulated combat operations?

The circumstances which led to development of the

problem statement centered upon a compilation of evaluative

comments by the United States Army Security Agency Training

Center and School students and their instructors who had

then recently returned from combat duty in Vietnam. The

comments provided the impetus for an applicatory training

device designed to simulate managerial, transportation,

communication, electronic warfare, and cryptologic intelli-

gence problems encountered by company grade officers upon

their assignment to military units. Both the students and

instructors had reported that the then current training

program was so doctrinal in nature that it precluded a

sampling of the work environment. The students had reported

that they had completed the course of instruction having

learned the correct managerial doctrines and techniques,

but without an opportunity to gain confidence through the

application and mastery of the techniques. Additionally,

these young men also reported they became frustrated and
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bored during the lectures which relegated them to a non-

participating role and conf'ined them to their desks Jor

up to eight hours in a classroom facility described as

gloomy but which can only be fully appreciated by others

who have been confined to the air-stifling environment

typified by security facilities. The sense of adventure

anticipated in military duty remained very remote at a

time when most young lieutenants very much wanted to flavor

the functioning army. In considering other alternatives to

long classroom hours in which the student was subjected to

the lecture method of presentation and pencil-and-paper

drills, it is pointed out that other methods of instruction

were examined and found to be either inappropriate or beyond

the resources of time or funds available to the school.

OBJECTIVE

The chief objective of this thesis is to present

the conceptual design, construction, and operation of an

induced stress, artificial environment, tactical operations

center simulator. The simulator is predicated upon per-

formance objectives listed below and on those constraints

identified in the introductory section of this chapter:

time, personnel, and funds.

PERFORMANCE OBJECTIVES

An evaluation o1' the problem and acceptable

solilt.ior:s ,•stabl ished the following objectives required

to be achieved by the TOC model.

""_ _ _ _ __I

--* *;
. . . . . . . . . . . . . . . . ..!--'!J* !
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1. Determine if the student can use basic military

tool subjects:

a. military map reading K
b. supply procedures

c. military radio procedures

d. military administrative procedures

e. preventive maintenance

f. estimate of the situation

g. operations order / operations plan

h. cryptologic skills

i. commander and staff sequence

j. intelligence annex

k. intelligence collection plan

1. intelligence order of battle

2. Determine if the student can effectively provide

EW/cryptologic support to the supported command by:

a. evaluating the EW/cryptologic situation

realistically.

b. presenting effective and realistic briefings

of the EW/cryptologic situation.

c. using the Army's management iror'mnt.ionr

system.

d. maintaining mobility equivalent to titl, o"

4 the supported command.

e. using the Army structure as a critical path

'•. • toward accomplishing tasks.

3, Determine if the typical student. can perf'orm

effectively in consideration of the separation of' the AA :±..

. ....- - - - -... ............- - - - - .-- --- n-, , .. ..
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officer from his parent organization by:

a. functioning with limited guidance from the

parent command.

b. using the supported command's logirtical and

administrative support facilities as substitutes for those

of* the parent command.

c, using cryptologie peculiar logistical

procedures.

d. overcoming inconsistencies in the supported

command's logistical and maintenance system.

•. Identify training weaknesses in the individual

student, the student class, or in the training program.

a. provide recommendation for recycle training.

b. provide recommendation for change to train-

ing program.

c. reinforce attributes of present training

program by identifying its strengths.

d. eliminate unqualified or incompetent students

from the training program.

5. Test and evaluate each student's ability to

perform rather than his ability to respond to written tests.

a. Simulate field operating conditions during

the evaluation and testing period,

(1) Simulate:

(a) equipment

(b) procedures

(c) communication

(2) Test against time.

,IA V

k•



(3) Test while student is wearing protcctive

mask.

(4) Test teamwork concept required to

expeditiously solve behavioral tasks.

b. Test continuously for eighteen hours.

6. Establish a t6sting and training facility that

meets the requirements outlined in the five objectives

listed previously and:

a. Expend less than ten dollars per student and

amortize the expenditure in one fiscal year.

b. Design the facility to be transportable in

module components carried by four 2½ ton 6x6 trucks with

M-292 expansible vans.

c. Provide students with all reference mraterial

needed to complete each task.

d. Establish a closed loop exercise so that

information created at one point can be evaluated at another

point, collated, used to create a military intelligence

product, and then inserted back into the exercise as a

structuring tool. That is, have the students provide basic

structure of the exercise through their imagination, actions,

and mistakes.

e. Provide an instructor ratio of one to eacii

r three to five students.

(1) Each instructor must be qualified in

his area of specialization.

(2) Each instructor rewards correct pro-

cedures by the student, provides a path to correct procedurec

- .- - - - -°------
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if the student is knowledgeable but uncertain, and negative

reinforcement if the student does not understand how to

derive a solution. In the latter case the student is trans-

ferred to a similar but more fundamental task. Repeated

failure at three or more similar tasks requires evaluation

of student's competency to perform effectively in the

examination.

7. Determine if application of the principles of

controlled stress to improve performance, increases activity,

alertness, and learning.

8. Apply principles of behavioral modification to

applicatory training and testing while striving to increase

student interest and participation by imaginative and enjoy-

able training.

9. Upon completion of the pilot military project,

evaluate its application to the education of gifted and

emotionally disturbed children of high school age.

a. Substitute military environment with a

community environment.

b. Students play roles of community members

rather than roles of military commanders and staff.

o. Students manage a model community through

self-government.

d. Substitute brigade radio system with Bell

Telephone Company "Tele-trainer System."

e. Substitute military reference with student

created codes, ordinances, and sociel mores.

'. Substitute military "war game" with problems



typical of the model community.

g. Substitute military etu iipriert With I•Iod(f'l

trucks and cars,

h. Substitute military behavioral tasks with

those required of participating community members, e.g., [i
mayor, police chief, school principal, store owner, truck

fleet owner, et cetera.

I. Use military research and development

investment to reduce cost of substitute community training

facility.

j. Retain mobility of facility for use in

regional or state school systems thus affording a sharing

role of the capital and yearly operating costs.

PURPOSE

This investigation reports on the field experience

of an artificial environment, induced stress, training

device used by the United States Army Security Agency Train-

ing Center and School to train officer and enlisted szudents

under simulated conditions of combat. The purpose of' this

study is to examine and report the conceptual design,

construction, and operation of the devj,'e in or-der to

determine il it is a feasible alternative to applicatoi.y

training within the limitations of time, expense, ana

personnel in relation to the value of the training product.

JUSTIFICATION

IIf the artificial environment, induced stress,

1.4 ~k

S•-. :; ~ ~.. . . . .



training device is a viable alternative to conventional

training methods conducted by the United States Army Security

Agency Training Center and School, then the basic design and

construction techniques may have expanded application to

other military training or to civilian education requirements.

LIMITATIONS

This investigation is limited to the first hand

observation of a field study of the United States Army

Security Agency Training Center and School's Tactical

Operations Center model located in Building P-111, Fort

Devens, Massachusetts, and which is presently operated by

the Tactics Division of the Command and Staff Department.

Th1 investigation is limited to observations conducted

during the development of the device during the period of

March, 1969, to March, 1973.

The participating population is limited to 720 male

officers, 76 enlisted men, and 5 enlisted women students.

The observation does not include the measured

comparison of stress or of a control group and a randomly

selected group in order to derive a correlation depicting

a relationship between students trained with this device

and students trained with conventional methods and equip-

ment. The evaluation is thereby subjective and non-

quantitative. •ualifications of the officers participating

in the evaluation include their having been trained In the

conventional system, having applied this training to combat

operations in Vietnam, and then having returned to the

N1 > ) ....... ....



training process to instruct newly commissioned oFfco, ,,

THKOHETICAL FRAMEWOHK

The theoretical i'ramework is designed upon the

assumption that an artificial environment, induced stress,

training device which simulates the application of managerial

systems, electronic warfare, and cryptologic techniques in

the support of tactical operations at brigade level, under

conditions of simulated combat., will be beneficial in *;he

preparation of newly commissioned officers and enlisted men

and women for assignment to Army Security Agency tactical

support units.

This assumption is predicated upon a second more

basic assumption that if such a device does prove to be

beneficial that it also will be feasible in terms of funds

and personnel. The hypothesis examines both assumptions.

HYPOTHESIS

In order to examine tha problem statement as well

as to achieve those performance objectives listed previ-usly,

the following hypothesis was stated:

It is feasible to design, construct, and operate a
conceptual artificial environment, induced stress,
training device with which to simulate the applicat!o-i
"of managerial systems, electronic warfare, and crypt'o-
logic support to the tactical operations center at
brigade level under conditions of simulated combat
operations.

The hypothesis was studied by build, -q a 'TLOC nmodel

and gradually integrating all subsystems reported in Chapters

i1I and IV of this report.



TERMS AND DEFINITIONS

(Additional terms, definitions, and abbreviations

may be found in Appendix A.)

Artificial environment. The simulation of working

conditions, social conditions, climatic conditions, and

psychological and physiological influences of a working

environment by artificial means.

BLUE Room. A component of the TOC model in which

students playing the role of the friendly (blue) force's

command and staff element perform.

Continuous Link Exercise or Problem. A training

exercise begun from a common point but which continues based

upon thu input of student actions. It is an unstructured

tr'aining exercise not dependent upon a scenario. The input

of individual students or groups of students automatically

creates new requirements for themselves or other students.

Each student response is linked to continuing requirements.

Learning or test objectives are maintained by the instructor's

input of accelerated tasks or decisions.

Induced Stress. The inducement of stressful

conditions through the application of information overload,

peer pressure, accelerated and compounded decision making,.

and artificial environment. The definition inclu(des the

control of the stressful condition so as to prevent frus-

trpation and encourage the individual's ability to cope by

-Applying socially acceptable coping techniques. An example

o. an acceptable coping technique is the organi/.ation o01 tim,

to accomplish tasks.

-a
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"Period. tn increment of time during• h•e c-A.,'

in which specific tasks and decisi.ons must. oe .e,.,p

in conjunction wth the system's program. The .--riod ma,;

vary in time. The instructor manipulates the period to

control stress and a.hievement.

RED Room. Component of the TOO model in which

students playing the role of the enemy (aggressor or red)

force intelligence effort perform.

System Program. A written program of instruction

by which the instructor insures that learning or testing

objectives are met. The program may or may not specify a

sequence for attainment of the objectives.

Tactical OperationsCenter (TOC). A physical

groupment of those elements of an army general and special

staff concerned with current tactical operations t.ud the

tactical support of those operations. (AR 310-25)

"* D
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Chapter II

REVIEW OF THE LITERATURE

The review of the literature relevant to this study

encompassed five general areas: dynamic training, simula-

tion, human factors, development of the instructional model,

and induced stress. Each of these contributions is reviewed

individually.

As noted in Chapter I, the United States Army

Security Agency Training Center and School (USASATC&S)

was confronted with the task of developing dynamic and

applicatory training for its newly commissioned officer

students. Surveys conducted among students and faculty

indicated that the then current lecture oriented instruction

was unsatisfactory for the requirements of a modern Army.

Students and faculty recommended an instructional method

which would provide a brief doctrinal introduction

immediately followed by an opportunity to apply the

lesson material to contemporary problems. Students

further reported that they preferred challenging tasks

and the anticipation of measured stress. Euphoniously,

the term "dynamic training" was developed to refer to

challenging, stress orient.ei, adventuresome training at

,LU United StaLus Army .8etcurity Agency Training CentLull nd

*. -i mu t.,Led training was cignuti to beeomiC a

18
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significant keystone in the overall, individual tri'5niri,

DYNAMIC TRAINING

In 1971, two years after the Army Security Agency

began the construction of its Tactical Operations Center

simulation model, the Chief of Staff of the Army (CSA)

directed the Commanding General of the Continental Army

Command (CONARC) to form a board of officers to develop

meaningful and exciting training. The Board for Dynamic

Training at Fort Benning, Georgia, resulted. The CSA had

indicated in his guidance to the Board that the Army had

forgotten how to train without using major field maneuvers

and that current training was void of technique. The CSA

expressed concern that battle drills were disappearing as

a proven technique.2 Shortly after the board convened it

identified several important principles of dynamic training:-"

1. Testing should be measured by performance.

2. Training should be enriched by imaginative

challenging exercises which involve the participant in

planning and execution.

3. The training environment should be relatively

unstructured so as to permit individual initiative.

IBoard for Dynamic Training, Report of the Board for
Dynamic Training, Vol. II (Fort Benning, Georgia, December

S•-~971), -p. 1.-

2.Ibid., p. 2. 31bict., . -;..
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The Board then defined dynamic training to include

that training in which "the output for the student is job-

oriented--a zestful, stimulating, rewarding learning

experience."4

The Board conducted general surveys of personnel

attitudes toward training in 1971. Results indicated that

most respondents, regardless of rank, grade, or branch, felt

that the current training was marginally adequate and seldom

dynamic.5

The Board for Dynamic Training offered several

recommendations for improved training. One recommendation

was an encouragement of testing student "hands-on" perfor-

mance and the use of simulated training devices and induced

stress,6.

The Army Security Agency Training Center and School

was concarrently proceeding in the same direction as the

Board for Dynamic Training. The agency's concept of

correcting its training deficiencies, identified earlier

in this study, resulted in the application of dynamic

training techniques by construction of a training model.

The training model, a simulator, was designed and constructed

as a tactical operations center. The model afforded "hands-

on" applicatory training and testing. An article in Hallmark

magazine reported, "The purpose of [he TOO is to give a

)Ibid., p. 16. 5Ibid., pp. 18, 25.'

Ibid., pp. 105-107.

- •. ' " . J
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new lieutenant a chance to operate in a real life situatlon;

to test how much he has absorbed from his traini~nr; Lo

determine how he bears up in an extended prcssu.v si~tjtiion.`'

The United States Army Security Agency Training

Center and School is not one of the Continintal Army Command's

schools. Rather it is subordinate to the Army Security

Agency. This dichotomy precluded the direct coordination

of this project between the Board for Dynamic Training and

the Army Security Agency Training Center and School.

In September 1971, the Human Resources Research

Organization (HumRRO) reported that the traditional lecture

centered instructional method characteristic of most army

training is effective only for a narrow band of training

within the Army's overall educational training spectrum.

HumRRO suggested that a better training raodel be designed

to overcome the temporal separation between the presentation

of information in the lecture and an opportunity to practice

what is learned. HumRRO further suggested that a training

model identified as APSTRAT, an acronym indicating aptitude

and strategies, be considered as a point of reference.

Several instructional principles were identified with

APSTRAT :8

7 United States Army Security Agency, "War Breaks
Out at Fort Devens," Hallmark, (Arlington Hall Station,
Virginia), May, 1971, p. 2.

8 Human Resources Research Organization (HumRRO),
The Development of a Low Cost Performance-Oriented Training
Model, [by Weingarter, Hungeriarnd, Brennan, and Allred]
(Washington: Department of the Army, September, 19 7 0),
pp. 1-2. CGSC-AN: N-18107.357.
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i. Performance orientation.

2. Learning in a functional context.

3. Self-pacing.

4. Insistence on mastery.

5. Rapid and detailed feedback to instructor and

student.

These same principles were incorporated into the

design of the United States Army Security Agency Training

Center and School's MCT-4, Computer Assisted. Morse Code

Training System. The MCT-4 was designed in 1967 in con-

junction with a Department of the Army contract to improve

the training of radio operators. This system served as a

functional model for the TOC simulator despite the wide

variation in the application of the two systems. 9

SIMULATION

The literature is replete with examples of successful

education and training simulators. Their innovation predates

this study and their valuable contribution to the field is

widely accepted. It is not the intent of this review to

validate the application of simulation devices with respect

to modern and progressive education and training models.

Similarly, military training has taken advantage of simula-

tion devices extensively during the past twenty years.

I

9 Department of the Army Contracts: DAH07-67-0033 and
DAHCO-69-C-009%; see also Training Manual 32-6940-200-15,
SOperation and Maintenance Manual Morse Code Training System,
MT-, October, 1971, pp. 1-5.

I _ _ _
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V Rather, the literature does not report extensively on the

adoption of multistimuli, artificial envir'onmpeit, and

induced stress to simulate managerial and tacuiual

requirements imposed simultaneously by military operations.

The tactical operations center model (TOC) was

designed in 1969 to simulate operational conditions affecting

combat operations with emphasis on electronic warfare and

unit management of USASA combat support units. It was

designed as a dynamic nerve center from which to simulate

accelerated decision making under stressful conditions. It

is a simulation of the decisio- making environment. 1 0

Yale addressed the importance of simulation training

in an article presented to the Military Review. Yale, a

retired colonel, graduate of the Command and General Staff

College, is a military operations research consultant

employed by the Stanford Research Institute. He is also

a consultant to the German Ministry of Defense. Yale

developed his thesis by noting that battle is more a matter

of technique than tactics. He stressed the importance of

the commander being at the proper place to influence at the

opportune time in order to direct a mobile staff, eilect

precise fire support, and coordinate the Limely use of

ground and air transport systems. Yale emphasized the

need of the commander to be not only conve-'sant, but to be

familiar with the tools of control such as communications

10 Don E. Gordon, "Tactical Opor'itioons Uenter,"
>Marine Corps Gazette, June, 1972, p. -0.

t tI
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systems, computer systems, and intelligence systems. He

notes, since unplanned eventualities cannot be anticipated,

the importance of careful and forceful management is

essential. The art of tactical management depends upon

practice. He continues that our staff schools concentrate

on staff training and inspirational leadership. We are 1:
limited in the practice of tactical management techniques

in large and increasingly infrequent military exercises.

This manner of practice becomes prohibitive with increased

budgetary constraints. Colonel Yale makes note of the

Report of the Board for Dynamic Training which emphasized

the need to revitalize training in the light of challenge

posed by conventional war. The Dynamic Training Board gave

considerable importance to its recoimmendation that simulated

training devices be developed for lower level unit training.

Colonel Yale acknowledges the Board's recommendations and

illustrates the success of the link trainer used by aviators

and the success of the Combat Arms Tactical Training Simu-

lator (CATTS) used at the United States Army Infantry School

at Fort Benning, Georgia, to simulate combat leadership

skills. However, Yale indicates that the command problem,

which is greatest at battalion and brigade task force level,

is not as dependent upon tactical simulation as management

simulation. Colonel Yale recommends the duplication of a

modern command post providing visual and aural sensing

tasks and training objective oriented performance tasks.

Vintilly, ho concludes that failure should be interjected

as a training factor. Interject failure to train the
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commander to cope.

Colonel Yale's concepts are valuable and pertinent.

to a modern army. The writer corresponded with Colonel Yale

after his publication of the articles cited above. In his

letter, Colonel Yale continues that despite the need for

simulation and despite the phenomenal success of the

Miniature Armor Battlefield at Fort Knox, that it was

abandoned. Colonel Yale's concepts are in agreement with

the 1969 design of the TOC model in every aspect but one.

Colonel Yale stresses that it is not feasible to mix tactics

and management techniques in the simulation exercise. He

contends that in instruction it is best to teach techniques

first and then to progress to tactical simulation. One

can read books on tactics, but not on techniques. The TOG

model, to the contrary, integrates techniques with tactics

successfully.
1 2

Early in 1971, Lieutenant General William C. Gribble,

Jr., testified before the Defense Subcommittee of the

Committee on Appropriations, United States Senate, with

respect to seven new proposals included in the Army Chief

of Research and Deve~opment's "New Initiations Program."

One of his proposals outlined the Integrated Battleifie]d

Wesley W. Yale, Colonrul, USA, Retired, "Th,
Acute Need for Simulation Command Training," Military
Review, December, 1972, pp. 38-414.

r1 2 Wesley W. Yale, personal letter to Major Don
E. Gordon, 10 December 1972.
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Control System (IBCS). LTG Gribble reported the Army had

made significant improvements in its capabilities for fire-

power, mobility, intelligence, and combat service support.

He also noted, however, that the Army's ability to integrate

and control these functions has not kept pace. In the

general's terms, "Our tactical operations centers...are now

c:ssentia]ly manual." The purpose of the IBCS is to provide

integration and control of all aspects of combat power, that

is, management. 1 3

Infantry magazine reported in 1971 that the IBCS is

described as a concept developed by the Combat Development

Command to integrate, control, and conserve critical

resources. The major subsystems of the IBCS are STANO,

TOS, TACFIRE, and CS3.'I4

Computer assisted training is an especially valuable

complement to simulated training in the context of the

Integrated Battlefield Control System, Salisbury notes in

his study of computer terminology that computer supported

training is defined as the generic term identifying thosf;

applications where the computer is used in direct support

of a training function. Computer assisted instruction, on

the o'kher hand, is the "man-maahine interaction in which

many of the teaching functions are accomplished by use of a

"OCRD: Seven New Initiative Proposals," Arrowhead,
August, 1 W71 , p. 8.

ILlIBCS,, Infantry, July-August, 1971, p. 45.

°-- A



computer in direct support of a training situation." 8imu-

lation is a category of both computer supported and computer

assisted instruction.15 Hickey writing in a survey ol' the

literature adds that computer assisted instruction provides

Socratic logic to the student by which he may assert a

solution in the interaction with the computer. Computer

assisted instruction also permits the student to ask the

computer for data.16 In the latter application, as an

example, pertinent data could be retrieved by students from

Field Manual 101-10-1, Staff Officers, Field Manual Organi-

zational, Technical and Logistical Data, in the calculation

of courses of action. In this example, the instructor

performs the instructional task using the computer to rein-

force the presentation of concepts by providing ready access

to comparative data. Bushnell and Allen writing in Applica-

tions of Computer Technology to the Improvc....it o_ Learnin

state that in the conduct of computer assisted games ancI

simulation, the computer affords a model of real-life situ-

&tions presented by a given set of circumstances and

parameters stored in memory. In this application the

student is able to react to a wide variety oC situations

1 5 Alan B. Salisbury, Major, SC, "Computer Supporl
Mi.Litary Education and Training: A Study of Terminology"
(unpublished treatise, USACGSC, Fort Leavenworth, Kansas,
April, 1970), Appendix 1. AN: 8224.405.

S16Albert E. Hickey, Computer-Assisten Instru:t.,on:

A Survey of the Literature (3d ed.; Newburyport, Massachu-
setts: Entelek, inc., October, 1966), p. 74.

A •7111 Z:I I I-
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synthesized by the computer. This technique provides

competition, variety, and stress which contribute to

alternative simulations.1 7

Though simulation models had been used previously,

the Vietnam War served as a catalyst for their total inte-

gration into the tritining program. The Vietnam War

accentuated decision making at the small unit level. The

simulation models provided an excellent vehicle for pro-

viding accelerated decision making situations in the

instructional environment.

The United States Army Infantry School has developed

a compartmented simulator in which officer-students are

placed in a model of an assault helicopter. Flight is

simulated by a terrain belt moving under the model at a

rate similar to that perceived in flight. The student then

coordinates a helicopter assault landing using techniques

and communication procedures previously instructed. This

device, referred to as the Combined Arms Tactical Training

Simulator (CATTS), is an excellent performance oriented

application of simulation.1
8

1 7 Don E. Bushnell and Dwight W. Allen (eds.),

"The Computer in American Education," A glications of

Computer Technology to the Improvement of Learning 7New
York: John Wiley and Sons, 1967), pp. 59-76.

18United States Army Infantry School, "Training

Device Requirement for the Combined Arms Tactical Training
-. ilnlator (CATTS)," Aerial Employment Committee, Tactics
Group, Brigade and Battalion Operations, Fort Benning,
;ecrgfia, 1971.

|4
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Channon writing in Infantry magazine proposed a

simulation model to be used in developing an instinct for

intelligence collection. His simulator is designed Por the

individual soldier. His proposed model combines a multi-

scale terrain model with electronic subsystems simulating

the sights, sounds, and smells of the battlefield. It is

surprising but encouraging that Major Channon, a military

intelligence officer, considers the olfactory sense as a

critical discriminator. Olfactory discrimination has been

too long overlooked as a critical discriminant in the intell-

igence field. Channon proposes the simulation of an artifi-

cial environment battlefield. His contribution emphasizes

the recognition, interpretation, and reporting of intelli-

gence factors as an essential ingredient to the effective

intelligence training of the individual soldier. 1 9

HUMAN FACTORS

The Naval Training Device Center, Orlando, Florida,

has been remarkably successful in matching the influence of

human factors with simulated training. Their research

conducted primarily through grants has been directed largely

toward the simulation of factors affectinrgi aviation training,

team performance, combat and combat support siills, mu~u-

dimensional track~ng tasks, fidelity of training simulators,

and simulated combat control centers (CCC). The navy ship

1 9 james B. Chq.nnon, Major, USA, "Intelli enu iw.tinct
Can Be Developed," Infantry, May-June 1972, p. 29.
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CCC functions similarly to the army TOC. Studies completed

by this agency reinforce the basic concepts upon which the

TOC model was designed and constructed. The research is

reported in a complete bibliographic reverence with

accompanying abstracts provided for 765 publications of

the Uuman Factors Laboratory conducted during the period

1910) to 1968.'0 In June 19"12, two representatives of the

Naval Training Devices Facility visited the TOC model at

Fort Devens. Both representatives indicated that while

the TOC model accomplished simulation goals adequately, an

expenditure of funds approximating $500,000 would be needed

to effect a level of sophistication compatible with their

agency's objectives. The TOC staff disagreed, contending
Plthct sophistication was not an indication of performance.

DEVELOPMENT OF THE INSTRUCTIONAL MODEL

A basic requirement for model design is the objective

that it accomplish a behavioral performance goal. The

instructional system used to develop the TOC model followed

the guidance provided in the United States Army Security

Agency Training Center and School's Procedures Manual for

2 0Albert K. Kurtz and Mary C. Smith, Annotated
Bibliography of Human Factors Laboratory Revorts (-l9.L-
196), Human Factors Laboratory, Naval Training Device
Center, Orlando, Florida, February, 1969. N-17783.158.

2 1 _Letter. :3ubject: Suggestion 71-6119 (TOC);
TO: Commanding General, U.S. Army Security Agency;
A(:(1: C}PMD; Arlington Hall Station, Virginia 2221P;

I,` July 197;); From: Major Don E. Gordon.

. , .. • *.1



the Development of Instructional Systems. The system evolved

from Project MJNEBVA which oddly enough i3 not, it it..iJ i

acronym. Project MINERVA is a systematic approacn to trw

design, development, validation, and implementation of

instructional systems.
2 2

Behavioral and performance objectives were then

extrapolated from the United States Army Security Agency

Career Management Evaluation of Officers (Project CAMEO)

and the United States Army Human Research Unit (HumRRO)

reports pertaining to the identification of army officer

skills. 
2 3

Behavioral and performance objectives designed to

provide simulation in those functional areas in which the

Army Security Agency officer would be required to perform

were incorporated into the TOC model program. Additionally,

2 2 Edward B. Flynn, John C. L. Legere, kind William
R. Tracey, Procedures Manual for The Development of Instruc-
tional Systems, USASATC&S, Fort Devens, Massachusetts, 1970.

2 3 John C. L. Legere, "Career Management Evaluation
cf Officers," (Project CAMEO), Hqs., USASATC&S, Fort Devens,
Massachusetts, 1969; also a letter, Subject: "Knowledges
and Skills of the Combat Arms Maneuver Battalion Commander,"
U.S. Army infantry Human Research Unit, U.3. Continental
Army Command, Fort Benning, Georgia, :;eptembero, 19'71 ; •!so
a letter, Subject: "Results of Research Concerning the
Combat Arms Maneuver Battalion Commander," same as above;
also Human Resources Research Organizatioit (HumRRO),
"Battalion Commander, Combat Arms Maneuver Battalion:
Identification of Knowledge and Skills and Investigation
of Thought Processing," [by Arthur J. DeLuca and Theodore
R. Powers] (Washington: Department of the AraV, 1971).

4.!
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behavioral and performance objectives designf I to simulate

functional areas in which ASA supported offiý •s perform

also were incorporated Into the TOG model program. In

the latter application, it was felt necessary that the

Army Security Agency officer understand not only his own

performance objectives but that he be familiar with the

performance objectives of other officers with whom he

worked and cooperated. It is believed that this application

is unique with respect to simulation. The premise upon

which the concept is based stresses the need for extro-

spectiveness on the part of Army Security Agency officers.

In this manner the student acquires an appreciation for the

stresses and performances required of otherr as well.

INDUCED STRESS

Liebman notes that when an individual experiences

unnecessary or excessive frustration he tends to become

psychologically fixed at the point of frustration.

Optimum instructional systems should, therefore, pre-

elude the development of stress into frustration.2 It

is upon this one tenet that the inducement of stress

into simulation problems is governed. The TOC model

program induces stress while effectively providing

* alternatives to frustrations. The instructional scheme

":',,inueI hiebman, Stress Situations (Philadelphia:
J. Is. IJ iui ott CO., .lqý1.), pp. ' - 6. '

| ;*
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provides one or more methods by which the student may

alleviate the stressful situation. In effect the simulation

model is used to instruct the student to cope with stress.

Torrence writes that in order for stress to be

beneficial, the individual needs to have accurate informa-

tion and sound concepts regarding mental and emotional

response to stress; otherwise it may overwhelm him. He

reports in the Gifted Child Quarterly that research has

shown that mild stress may generally result in improved

performance, increased activity, alertness, more learning,

and a higher level of creativity. To the contrary,

Torrence reports that extreme stress results in deterioration

of mental functioning and emotional control. Anxiety is a

personality variable which acts in the same manner as stress.

Essentially, Torrence indicates that mild and controlled

stress can stimulate learning, providing th student has

been taught to cope with it. 2 5

Berkun, Bialek, Kern, and Yagi, writing in Pscho-

logical Monographs, report on a HumRRO study investigating

the degradation of behavior in combat. The authors note

that "further exploration of the differences between

effective and ineffective persons--that is, of the dynsric:i

accounting for more or less successful coping with hostilu

environments--clearly requires the observation of such

P2paul E. Torrence, "Helping Gifted Children ;'r:Dut

Mental Health Information and Concepts," Tne Gifted fhiua
arterll, Spring 1967, Vol. XI, No. 1, PPp.4 -.
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coping behavior." The authors recommended that a logical

procedure is to study individuals experimentally in a

hostile environment characterized by noise, unpredictability,

fatigue, conflicting decisions, darkness, and rugged terrain.

However, cognitive defense remains an obstacle to the exper-

imental study of human response to stress. Researchers have

att..empted to substitute information overload as a stimulus

for stress. While information overload is known to have

certain psychomotor consequences, the correlation between

its effect and behavior in combat is at best an untested

hypothesis.

Similarly, the stress of achievement failure or

frustration of aspiration in situations where the failure

is not life threatening is not representative of stress in

combat or catastrophe.

In order to reduce cognitive defense, the perception

of the threat must be increased to the cognitive level by
26

using cognitive stimuli as an inducement of combat stress.

At this point it should be interjected that a

current study of stress among Special Forces teams and

helicopter air ambulance teams indicates that stress versus

nonstress cannot be equated without consideration of the

manner in which each individual perceives the threat.

2 6 Mitchell M. Berkun, Hilton M. Bialek, Richard P.
Kern, and Kan Yagi, "Experimental Studies of Psychological
Stress in Man," Psycholoaical Monograghs, United Stales Army
Leadership Human Research Unit (HumRRO), Presidio 01f
Monterey, California, 1962, pp. 1-4.

A-
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Writing in Men, Stressj and Vietnam, Bourne reports that

hormonal data obtained in studies indicated that the 17

OHCS adrenal excretion among Special Forces and air

ambulance crew member subjects indicated no direct relation-

ship as to whether the subjects were engaged in combat

missions or not. The daily levels of 17 OHCS did not

deviate significantly from the overall mean of each

individual and were significantly lower than that pre-

dicted by weight or with respect to a comparable military

population at Fort Dix, New Jersey. Bourne reports that

intimate association with the subjects led him to the

conclusion that these subjects utilized extensive and

effective psychological defenses to enable them to minimize

the affective response to danger. They perceived their

environment differently than casual observers. When forced

to face tangible evidence of their danger, the men rational-

ized the evidence as an exception. The members of the

Special Forces team relied more heavily on feelings of

self-reliance to maintain their perception of invulner-

ability than did the air ambulance crewmen. Bourne also

noted that the Special Forces team members were action

oriented individuals, not prone to introspection, who

routinely substituted a furor of activity to dissipate

developing tension. Although the Special Forces officers

had low 17 OHCS excretions, their excretions were slightly

higher than those of the enlisted men. The difference is

attributed to the requirement for rapid decision making

?I
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and social demands created within the group. 2 7

The TOC model program approached induced stress

within the simulation model with the assumption that combat

stress cannot be totally simulated. The TOC model uses

compounded and accelerated decision making in conjunction

with information overload, peer group pressure, and combat

drills to approximate combat strer;c. Since the program

exercise is a student reinforced, closed loop, scenario,

the influence of peer pressure is important.

The Walter Reed Army Medical Center published the

proceedings of its 1964 Symposium on the Medical Aspects of

Stress Within the Military Climate. The report presented

indications that concepts of stress, anxiety, and related

processes may be quite misleading if taken literally as

referring to unique functions or forces. Preferably, stress

should be considered as an interaction of the individual and

his environment with respect to particular modification of

the information load, threat, and physiological damage.

This report is in keeping with the 1966 findings of Bourne

noted previously.2
8

SUMMARY

The literature identifies a need for multistimuli,

2 7 Peter G. Bourne, M.D. Men, Stress, and Vietnam
Boston: Little Brown and Co., 1970), Pp. 94, 95, 120, 121.

2 8 Walter Reed Army Institute of Research, Symposium

on the Medical Aspects of Stress Within the Military Climate
Washington: Walter Reed Army Medical Center, April 19b4).
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• artificial environment, and induced stress simulation device!s.!

S~Many agencies are developing independent devices but theitj
C

E is no evidence to indicate a coordinated el'fort in tl1Ui3

pursuit.

Despite LTG Gribble's testimony that the Army had

a deficiency in its ability to integrate the tactical

operation center's control functions and humRRO's consistent

recommendations for advanced simulation techniques, the TOC

model remains relegated to serving as a training model for

a comparatively small number of army students.

In July, 1971, Headquarters, United States Army

Security Agency submitted the design and construction pro-

posals for the TOC model tc the Office of the Assistant

Chief of Staff for Force Development (ACSFOR) for its

consideration. A:SFOR forwarded the proposals to the

Command and General Staff College at Fort 7Lvenworth,

Kansas, for evaluation. The CommTand and General Staff

College serves as a focal point for combined arms training.

Despite the "New Initiative Program" and its attendant

emphasis on the Integrated Battlefield Control System, the

college returned the design as unsuitable for current

training needs. Evaluators at the cotlego d>i•, not obzurvr•

the TOO model in the conduct of training. In fact, they

did not visit the United States Army Security Agency Trainin,;

Center and School to perform an evaluation at any level. The

I design was simply dismissed as a matter of expediency despite

its operant success for a period in excess of one year. This

evaluation resulted in ACSFOR returning the dt;sigri to lleac-

B
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quarters, USASA without action. 2 9  Concurrently, the

literature reports on a need for the development of a TOC

model. In 1971, General Norris, Office of the Chief of

Staff, Department of the Army, conducted a survey of the

Army educational system. After examining the TOC model he

identified it as one of only a few good training systems

which should be emulated and one having application outside

of the confines of the Arty Security Agency. 3 0

2 9 Department of the Army, Headquarters, United States
Army Security Agency, Arlington Hall Station, Virginia 22212,
Attn: CPMD, Suggestion 71-649.

3 0 Major General Frank W. Norris, "Review of the
Army Officer Educational System," Vol. III, Annex A
(Good Programs), Office of the Army Chief of Staff,
Washington, D.C., 1972.



Chapter III

THE TACTICAL OPERATIONS CENTER MODEL

A review of the problem statement, the general

situation, and the professional literature, related in

Chapters I and II of this report, suggested the design of

a training model. The model, referred to as the tactical

operations center model or by ius acronym the TOC, is

described as an academic substitute that simulates the

capabilities of a USASA tactical unit. Its design was
directed toward simulating the behavioral job descriptions

required in officer military occupational specialties

9610, 9620, 9630, and 9640. A screening of USASA tactical
unit "Lesson Learned Reports" submitted durin~g the Vietnam

War and a review of the United States Army Security Agency's

"Career Management Evaluation of Officers," Project CAMEO,

provided a basic outline of behavioral job descriptions. 1

The military occupational specialties noted above are the

basic USASA officer specialties and are discussed in

greater detail in Appendix A of this report. Behavioral

job descriptions for USASA enlisted men had been completed

'"Career Management Evaluation of Officers," Project
CAMEO, Hqs, United States Army Security Agency Training Center
and School, Fort Devens, Massachusetts, Dr. C. L. John •egere,
1969.

39

• 4i



40i

by the command and were instrumental in designing a TOC

system for use in the training of enlisted personnel.

The TOC was originally designed to fulfill the

training requirement of the officer courses of instruction;

however, it has proven to have as much application in the

conduct of enlisted courses of instruction. An additional

and unforeseen advantage has been the combat simulation

provided to enlisted women who subsequently began training

at the USASA Training Center and School. The training

model has provided significant information pertaining to

the integration of male and female personnel under stress

situations.

The chief purpose of the TOC is to provide a train-

ing and testing vehicle by which to measure individuals

in the performance of tasks that they may be expected to

perform upon completion of their training cycle. It affords

an opportunity to observe and conduct behavioral testing and

to induce controlled stress within measured standards in

both the training and testing environment. Significantly,

the TOC offers the potential to teach students to cope with

stress using socially acceptable defense mechanisms. Finally,

it permits the training facility to provide analysis of both

student and instructor performance.

In a simple example, assume that students are

requested to complete the following task in conjunction

with the exercise conducted during the evaluation period:

"Student must submit an Equipment Improvement Report,

DA Form 2407, indicating that the X-mode cable connecting

• " "t



the AN/PRC 25 radio to its associated KY-8 speech security I--

set has a manufacturing limitation. The X-mode cable piugs

are easily broken0 Task must be completed in fifteen

minutes. Student may use reference material." Should a

significant portion of the class be unable to complete this

requirement as specified, the result may indicate that even

though the class had previously performed satisfactorily on

the objective test for this instruction, their instruction

had been inadequate for applicatory testing and performance.

If this is the case, then the instruction is assumed to have

been inadequate since the goal is not to condition students

to perform on objective tests but to apply their instruction

to requirements presented in the field. F

DESIGN AND FUNCTION

Figures 3.1 and 3.2 illustrate the .ontrance to the

TOO facility. The TOO occupies a four room complex encom-

passing about 3,000 square feet. The instructional portion

of the facility is contained in two rooms consisting of a

12' x 25' terrain board at HO scale (¼":1'); thirty-two

student cubicles; an 8f x 16, map projection of the terrain

board; and an eight-net, seventeen station simulated brigade

level VHF radio system. Tactical maps of the terrain board

at 1:40,000 scale; a functioning communications center with

a half-duplex circuit; a division tactical operations

center's Electronic Warfare Element, EWE; a SignaL ;ffippor.

I I Element, SSE; model military equipment at hO scale; hO .acaLe

cargo aircraft and railroad loading facilities; and a closed

: .-.'..-. o-, •K. :-v ¾ :
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circuit television system are included in the training model.

The facility presently occupies two large rooms

which can be isolated from one another "9 shown in Figures

3.3 and 3.4. The rooms are identified as the BLUE and RED

rooms respectively to denote the friendly and aggressor

control functions.

The BLUE room consists of the terrain board, stud'nt

command cubicles, the brigade radio system, and the control-

ler's position. The electro-optic system which will be

discussed in detail in the following chapter and the closed

circuit television system are oriented to the terrain board

irn the BLUE room.

The RED room is corprised of student cubicles, the

map pvcojection, radio intercept positions used for either

communication security or low level voice intercept (LLVI),

and the electro-optic system display consoles. Additionally,

the RED room contains the position management section, the

division tactical operations center, arid the communications

center. The intercept cubicles in the RED room can monitor

communications originated in and between all cubicles in

the BLUE room. The BLUE SSI-SOI has been designed so as

to be easily attacked by cryptanalysis. The brigade radio

system has been designed so that its effect upon the RED

intercept positions is one of intercepting a series of

simplex nets; chat is, it requires two intercept positions

to copy both sides of a BLUE room communication. This

aspect, stresses position management on the part of the FED

""IGiNT eff'ort.,

1>*1
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Figure 3.5 illustrates the student cubicles in both

the RED and BLUE rooms. Each cubicle contaiiis a work area,

a tactical scale map of the terrain board, and a radio set

simulated by an intercom which permits realistic communica-

tions possessing the inherent assets and limitations of FM

tactical communications. The RED room student cubicle is

similar to the BLUE room cubicle, but its communication set

is restricted to the functions of monitoring, imitative

communications deception, and Jamming. RED room cubicles

do not provide an intercommunications capability. Appendix

B, Communications System Wiring Diagrams, presents the

technical aspects of the brigade level simulated radio

system.

Ins-truction in military tactics is not the principal

objective of the TOC; rather, it serves as an important

incidental accomplishment. The tactical environment serves

as the mechanical catalyst by which to develop a communica-

tions and managerial problem. Emphasis is placed on the

sequence of commander and staff actions. 2

There are two opposing forces represented by HO

scale model military equipment appropriately painted RED

and BLUE. The models are excellent replicas of equipment

standard to both United States and Soviet forces. The RED

force is operated by the instructor-controller and the BLUE

2Department of the Army. M l_• , Staff Officers'
Field Manual, Staff Organization and Procedure, Chapter 5.
July 1972.
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force is operated by Group A of the student class--the

student class having been divided previously into groups

A and B. Though there is an inherent competition between

the instructor and the students, this is not the chief

consideration. The RED force is deliberately configured

with respect to quantity and capability of its equipment

so as to afford the instructor domination of the battle-

field by which to structure the progress of the problem.

The TOC Operation Manual outlines the concept of the

training facility and introduces an elementary system for

using the device effectively. Essentially the system is an

analysis of those steps and tasks which must be introduced

into the training exercise in specific sequence, coordination,

and convergence. However, the exercise conducted within

this model is not predicated upon a scenario. The flow of

the problem is determined by student participation and is

a continuous link exercise. The system program permits the

instructor to induce stress or to accelerate exercise require-

ments for individual students or the entire group.

As presently organized, the BLUE room is designed to

serve as the command function of a brigade size unit, thus

enabling each student to participate in the problems and

responsibilities incurred by their supported commanders in

the field. Role-sharing creates a definite appreciation for

the problems of others and provides an insight into the true

dimension of ASA support requirements. The RED room is

designed to serve functionally as the operational element

of tn ASA divisional support company or separate detachment

I 
|
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employing low level voice intercept (LLVI). Included in the

RED room is a communications center deliberately constructeo

with multi-deficiencies which are the subject of' a crypto-

facility inspection performed by students. The aggressor

TOC, located in the RED room, operates in compliance with

the doctrinal concept of ASA-75.

NON-ASA FUNCTIONS

One of the major advantages of the RED room is that

it is extremely versatile. It is, as an example, easily

converted from an operational function of a support company

into a communications security function, affording communi-

cations security training to both ASA personnel and

personnel assigned to conventional field units. The entire

project can be built into expansible vans affording a mobile

training team capable of teaching communicu-,xons securicy

as it travels to active and reserve force units at their

stations or armories. See Figure 3.6. The mobile team,

could easily add a new and active role to ROTC training.

The visited unit commander would assign his officers to

specific roles in the BLUE van and conduct a command oost

exercise (CPX) while his supporting ASA unit provided a

COMSEC evaluation in the RED vans. Other members of the

commander's staff could engage in intelligence processing

and evaluation from the data provided by the COMSEC effort

which also is essentially LLVI. An ideal situation could

include newly assigned and junior officers performing as

principal participants while more experienced ofticers

.... .. ................
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Figure 3.6

TOC Mounted tn ?M-292 Van



served as their advisors during the exercise in order to

more effectively execute the sequence of command and stafi'

operating procedures and techniques peculiar to the unit.

Rather than expend valuable time, equipment usage, main-

tenance, and fuel in a typical CPX, in which individual

radio positions disperse over the post's training area, the

mobile TOC could be used with the added advantages of

immediate feedback and an opportunity for participants to

grasp the situation in its entire perspective. This latter

advantage overcomes the most serious shortcoming of the CPX

conducted in the field.

The purpose of the TOC should not be mistaken as a

replacement for field training. To the contr.ary, iL makes

field training, when conducted, a more manageable and

efficient undertaking. The TOC offers an optimum facility

with which to train commanders and staff an:. even non-

commissioned officers to perform effectively as a team.

The TOC requires good communication procedures and communi-

cations management, both of which are serious weaknesses in

the United States Army. The TOC requires management of

resources, staff coordination, and cooperation, and will

produce success only when army procedures are conducted

properly. It does not reward innovated temporary solutions

to minor problems at the expense of aggravating major crises

in the long term.

The TOC is not merely another "map exercise" or

another terrain table problem. It is not simply a gamei.

iu is a complex exercise incorporating all the advantages

i --
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of the map exercise and terrain table with the action and

incentive afforded by competition; but most importantly,

the crucial aspect of communications and communications

security is interjected as the lubricant for the entire

exercise. Experience with the pilot project indicates

that it places more stress upon the student and requires

more functional ability than does a CPX. It prepares a

command to conduct a profitable CPX or FTX, rather than

expending time in a futile training exercise because of

a lack of practice and understanding of key concepts.

INDUCED STRESS AND BEHAVIORAL EVALUATION

The benefits of the TOC are not relegated only to

those aspects outlined above. It also includes a potentia

for behavior evaluation. The exercise is run in sequential

and continuous twenty minute cycles over a period of

eighteen hours as outlined in the exercise program. Each

cycle is termed a "period." There is no programmed cessa-

tion of the exercise for break time. The student determines

when he can afford to leave to -- or rest. Behavior task

cards are continually introduced in the BLUE room. Each

task card requires the student to complete a specific task

in a given amount of time. Accomplishment of the task is

keyed to clearly defined steps and reference material avail-

able in the BLUE room. The tasks are based on situations

frequently arising in combat and require the studenb to

function in all general and basic oreas of military manage-

ment. A task is presented to the student and he evaluates

I



a problem described on the card. As an example, a 11 ton

truck, 4x4, M715, FSN 2323-921-6365, needs a specific' spaar

part (brake band for rear wheel). The sLudont must. Lhen

reference the appropriate manual (TM 9-2320-2bt1-20) (P series)

and identify the correct spare part and its part number. He

must then submit a DA Form 2765-1 to the Brigade S4 and make

the proper entries on his document register and the vehicle

log book. By accelerating these tasks with respect to

time or complexity, information overload, a form of induced

stress, may be created.

The task cards are normally presented in a sequential

pattern programmed to structure the conduct of the exercise.

The tasks progress from elementary to extremely difficult.

The variety and number of tasks remain limited only by

imagination. In the pilot project, they include artillery

fire missions, resupply requests, troubleshooting, air

support missions, air-loading, rail-loading, implementation

of modified work orders, equipment improvement recommendations

(EIR's), use of equipment log books, computing fuel and

ammunition expenditures, and many others. The magnitude

and complexity of the task cards are adjusted to the

capability of the class involved so that the technique is

of value to either ROTC students or officers in the grade

of captain. The exercise program may be either accelerated

or decelerated by the instructor based on the stress

situation appropriate for each individual and group. One

instructor is assigned for every five students to provide

on-the-spot correction and assistance.
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The TOC provides a mixture of realism, action,

competition, and application as an exciting alternative to

tedious and unimaginative classroom lecture and multiple

choice examinations.

One of a series of alarms requires students to use

their protective mask while performing their roles during a

simulated gas attack. Another alarm requires an orderly and

systematic protection of classified documents and waste

material prior to evacuating the aggressor TOC during an

enemy ground attack. Students assigned to key leadership

positions are summarily replaced at crucial periods during

the exercise requiring other students to instantly step

into these key positions. These battle drills provide

another integration of induced stress. Red lights,

creating personality abrasiveness, are used during part

of the problem.

The entire training exercise is structured to a

large extent by the students themselves. First they are

encouraged to practice their part of the exercise as a

class, to develop operating procedures and to execute

proper actions upon the breakdown of communication. They

enter the exercise prepared as a class to work together.

The controller provides structure and direction only by

virtue of his superior RED force and enforcement of the

rules of the game. The students, however, control the

individual aspects of the problem and are rewarded

immediately for their ability and innovation. The

chastisement afforded by the peer group either effectively

I-i -- - .'



eliminates a lackadaisical attitude or results in recommendee

replacement of an incompetent contemporary. Peer pressure 1.

another method of inducing stress.

It is a continuous link problem as demonstrated by

Figure 3.7. As the students operating the BLUE force commit

their units, the students operating the RED intelligence

function begin to develop the intelligence aspect of the

problem and feed it back to the RED force operated by the

controller. The BLUE communications security officer gains

insight into the RED intelligence efforL and successes and

he attempts to brief the BLUE force on its communications

weaknesses. But the BLUE communications security officer

typically finds his fellow BLUE students (wno have completed

two weeks of communications security training in the 2G-F12

course) not willing to sacrifice mobility for security.

Hence another practical learning advantage. Thera are

countless others.

The TOC introduces the student lieutenant to the

magnitude of responsibility incurred by a commissioned

officer. Many of the students in the pilot project are

awed by the complexity of the actual operations after

participating in this program.

CLOSED CIRCUIT TELEVISION SIMULATION
OF AERIAL PHOTOGRAPHY

The students in the BLUE room are dependent upon

abstract recollection of the disposition of their simulated

units. A tactical scale map assists the student in main-

taining his relationship to his positions oa the terrain

.--1J
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board after the exercise begins. Students' positions are

represented by HO scale model miLitary equipment exact in

detail to that equipment normally used by the major uniws I

which the students are controlling. Figure 3.8 illustrates

the detail of a M-37 truck.

A closed circuit television (CCTV), free of radiation

problems, is used to simulate high resolution aerial photog-

raphy and infrared detection devices. The students in both

the BLUE or RED rooms are allocated aerial photography and

infrared reconnaissance missions. These missions are

simulated by the CCTV system. The CCTV system is installed

over the terrain board to simulate high resolution aerial

photography. Adjustment of the COTV's resolution and contrast

provides an excellent simulation of' infrared as well. The

pan and tilt capability of the CCTV system permits an

excellent method of instructing students ir. the effects

gained by the different types of aerial photography

normally available from MIBARS units.

The video camera is mounted in a dolly which tracks

laterally and horizontally across the terrain boaro while

permitting the camera to be aimed by panning 360 degrees

at 30 degrees per second nominal speed and to be aimed

tilting 45 degrees at a nominal speed of 2 degrees per

second. Track, pan, tilt, and a zoom lens (i6mm bo 04 mt,

telephoto) may be controlled from a remote position at thi:

controlling position. The video picture is displayed in

black and white on several television monitors ioec in

ooth the BLUE and RED rooms. The conhroller may a±,o ':o;,;ro

II I
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the monitors. The controller responds to aeril recon-

naissance or infrared missions subm L-ted as reauest.s for

preplanned or immediate tactical air reconnsaissance missions.

The instructor may also use the CCTV to maintain control o:

the exercise.

The CCTV system utilizes a Sony model AVC 3200 video

camera capable of performing with excellent results with

only that light afforded by the classrooms overhead floures-

cent lights. The camera uses a Sony model VCL 16B zoom lens.

The Sony model CVM 192U monitor permits multiple viewing

when connected in series. A recording capability is not

necessary under these circumstances. The tracking system

is a TRI-PAN model TP 4. Installation of both the CCTV and

tracking systems was completed by the school's facilities

engineers and facilities branch of the training aids

section. Technical specifications are provided in Appendix

C, Closed Circuit Television (CCTV) Technical Specifica-

tions.3 Similar simulation is now employed by the

University of California, Berkeley, in a "dynamic simula-

tion" to improve the Bay Area City Planning functions.4

3 The Sony equipment is readily available Prom a
Sony dealer. The TRI-PAN tracking system was purchased
under government contract from the Centurion Products
Division, Megatronics, Inc., 7607 Page Blvd., St. Louiv,
Missouri 63133.

4"TV Tours Scale-Model Cities," Popular Mechanics,
December 1972, p. 68.
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SIMULATION OF STANO EQUIPMENT

STANO equipment is simulated by electronic, electro-

optical, and acoustic devices which are then interjected by

the controller as collateral intelligence.

TRAINING AND BEHAVIORAL OBJECTIVES

Several examples of training and behavioral objec-

tives are presented in this section. In these examples,

the objectives are typical of those selected for officers

attending the Basic Cryptologic Officer's Course, 2G--F12.

Tactics

1. The student must make estimates of the situation.

2. The student must formulate operations plans and

ordern.

3. The student must deploy battalion size forces.

4. The student must call for artillery strikes.

5. The student must call for tactical air strikes.

6. The student must manage battalion/brigade size

units.

Logistics and Maintenance Requirements

1. The student must submit equipment improvement

reports.

2. The student must implement modified work orders.

3. The student must estimate and requisition all

c Iasses oI supplies.

)4. The studenl must institute preventive maintenance

programs.

• . ,' •. •b '• ".. ;" ' " .'



Map Reading

1. The student must use tactical scale maps to f ncr•c

and report his location.

2. The student must use tactical scale maps to

explain the effect of terrain on tactical operations.

3. The student must maintain situation maps.

Radio Procedures

1. The student must use correct radio prowords.

2. The student must use the phonetic alphabet.

3. The student must practice good COMSEC.

4. The student must use military terminology.

5. The student must use communications management.

6. The student mast use KAT codes.

Composition of U.S. Arm•y Units

1. The student must be able to assess any Army

unit's combat capability and employ it to the maximum

advantage to influence the combat situation.

2. The student must carry out staff functions and

identify and assign actions that are appropriate to various

staff levels.

Personnel and Management

1. The student must manage personnel and resources.

2. The student must coordinate, control, and super-

vise the completion of a mission.

Intelligence

1. The student must examine and evaluate collateral
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intelligence.

2. The student must maintain an intelligence w rk-

book.

3. The student must maintain an intelligence

collection plan.

4. The student must prepare an intelligence annex.

5. The student must prepare an intelligence estimate.

COMMUNICATIONS CENTER

As noted earlier in this chapter, a communications

center was included in the RED room. The communications

center provides a half-duplex circuit between the instructor-

controller in the BLUE room and the students operating the

aggressor TOC in the RED room. The communications center was

deliberately d.,signed with numerous violations of security

regulations. Part of the student requirement is to identify

security violations within the facility and to provide

recommendations for correction of the violations.

The communications center consists of one automatic

send-receive (ASR) model 35 and one model 1742 line printer.

Computerization of the communications center can be effected

by installing a secure telephone circuit between the center

and the CDC model 1700 computer in an adjacent building,

one model 103A2 Data Set, one CDC model 314 adapter, and

one model 1749 controller multiplexer. A similar set of

equipment i3 located in the BLUE room for use by the

E T mtcr t r'ol I o iri

[ The communications center is used to transmit collat-i 9*



eral intelligence reports from the controller-instructor in

the BLUE room to the aggressor TOC. IL hI also used to

transmit SIGINT product reports from the HED room intcrc:up1.

effort to other stations in a cryptologic reporting net.

In actuality the SIGINT reports are dead-ended within the

communications center. This system enables the instructor-

controller to influence the exercise by providing additional

data to the RED force or to integrate the evaluation of

collateral intelligence with the evaluation of SIGINT.

This should not be understood to mean that collateral and

SIGINT are integrated in the training cycle or in the

exercise.

MODEL COMPUTERIZATION

The training model may be readily computerized at

minimum cost using existing computer equiprn.nt. Computeri-

zation of the model would enable the student to compute force

development and force requirement figures on a real-time

basis. Those portions of FM 101-10-1, "Staff Officers'

Field Manual, Organizational, Technical, and Logistical

Data," could be retained in memory for use by the students. 5

Additionally, students would be able to work simultaneously

on completing programmed texts, programmed tasks, or

responding to tasks programmed by the instructor. As

noted in the previous section, the computer can be connected

5Department of the Army. FM 101-10-1, Staff
Officerst Field Manual, Organizational, Tec nical, and
Logistical Data, July 1971.
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into the communications center to provide programmed collat-

eral intelligence or to correlate intelligence trends.

Computerization would require installation of

fourteen model 33 KSR-keyboard send and receive sets (one

per BLUE room student cubicle), fifteen model 103A data
sets, fifteen CDC model 314 adapters (one per cubicle, two

for controllers), one model 1749 controller multiplexer,

one model 1732 magnetic tape controller, and two model 609

tape drives. It is at the point of computerization that

information at the Army Electronic Warfare Information

System can be utilized in expanding electronic warfare

instruction within the various programs of instruction.

By installing two model 1708 storage modules (4K),

expanded storage can be provided for increased applica-

tions.

Computerization of the TOC is compatible with

doctrinal concepts advanced in the United States Army

Computer Systems Command's Developmental Tactical Operations

System (DEVTOS II). The TOC computer system will support

the Modern Army Selected Systems Test Evaluation and Review

(MASSTER) and will provide student instruction permitting

the integration of the TOC computerization into both the

DEVTOS II and MASSTER concepts. Figure 3.9 illustrates the

6DEVTOS System. Figure 3.10 illustrates the TOC system.,

TOS DevelopmenL Group, United States Army Computer
Systems Command. Techni.cal Documentary Report, 1970,
rovised 1972.
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ELECTRO-OPTICS SYSTEM

The final subproject of the TOC model is the

electro-optics system. The electro-optics system is an

attempt to optically simulate an electronic battLefield.

The electro-optics system presents an electronic battle-

field consisting of SIGINT targets which include voice, CW,

printer, and multichannel modes; non-COMINT emitters to

include radars, telemetry, and beacons; COMINT and ELINT

direction finding sites; airborne radio direction finding;

and jamming transmissions. The electro-optic system pro-

vides a low cost alternative which does not produce a

Temptest internal radiation security problem. Involve-

ment of the National Security Agency is not required and

there is no requirement to obtain Federal Communication

Commission clearance. The electro-optic system is discussed

in additional detail in Chapter IV of this report.

The experimental equipment discussed in Chapter iV

has been designed, constructed, tested, and found to be a

feasible subsystem. As of March, 1973, the TOC projecL

involving construction of the electro-optic subsystem had

begun. Most parts had arrived and completion of the sub-

system is scheduled for March, 1974.

The electro-optic subsystem is presented as a

continuation of the methodology in a separate cnapter,
I:

Chapter IV, to distinguish the technical innovation of

the subsystem from the other simulation techniques.



Chapter IV11

ELECTRO-OPTIC SIMULATION f
Light waves offer the potential of' being the greate:n!

communication medium within the electromagnetic spectrum.

'This central theory first observed by the 19th century

English physicist James Clark Maxwell was inspired by

Michael. Faraday t s earlier basic discoveries in electric

power. Maxwell's eloquent equations illustrated that ll

forms of energy to include heat, light, sound, and electric

current, among others, are wave-particle phenomena. Ali

Forms of energy may be distinguished by their wave length

and may be converted from one form to another.

The use of light waves to simulate radio wave

propagation presents an application of Maxwell's basic

theory. However, the use of light waves to carry radio

wave originated communication is a quantum jump to an

entirely new application of ultra-shortwave transmission.

After experiments simulating radio wave propagation with

light waves were concluded and found to be successf'ul,

additional experiments were conducted to determine if' light

waves were capable of transmitting radio wave originated

communication. These experiments at the United States Army

,eurtty AgencQy 'Jr's ning Center and SchooL TOG model

ind.icatt.cd that electro-optic simulation was feasible and

70
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.cuccessful.
Radio and radar transmitter and receiver character-

istics can be duplicated using visible radiation. A high

intensity light source can be modulated to simulate a radio

transmitter. Various lens and aperture configurations can

be used to demonstrate the concepts of antenna gain and the

directional characteristics of high gain antennae. The

radiation pattern of the light source can be observed

directly by the student. The characteristics of a receiver
.4

system also can be simulated with a light sensitive detector.

The modulated light source will be sensed by the detector.

The resulting signal from the detector can be used to

modulate an audio oscillator and also can be displayed on

an oscilloscope. This will give the student both a quali-

tative and a quantitative representation of the signal

characteristics for different antenna gains, levels of

background noise, and the effects of a jamming signal.

The simplicity of the transmitter and receiver will allow

a graphic and easily understood demonstration of such

concepts as the reciprocal nature of' receiving and trans-

mitting antennae, the direct relation of antenna gain,

directivity, and similar phenomena. Color filters can

be employed to simulate the radio frequency of both

receiver and transmitter (e.g., a red transmitting lignt

can be detected only by a receiver with a red filter). The

iLawerence Lessing, "Communicating on a Beam of
Light," Fortune, March, 1973, p. 119.

34A jLed.
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pulse rate of the transmitter can be used to identify the

transmitting station. This in effect will represent the

station call sign and can be changed as the training situation

develops. The extent to which the scale factor now in use on

the problem board can be maintained in the optical simulation

will depend on the sensitivity of the detectors used. This

is the most sensitive item in attempting to determine cost

and performance levels of the proposed system. A more

detailed analysis will be required during the future

designing stages to determine the cost/performance trade-

offs. Three different performance levels are outlined:

minimum, nominal, and advanced.

Minimum Performance Requirement

1. Demonstrate line of sight propagation character-

istics.

2. Demonstrate direction finding principles.

3. Demonstrate antenna gain effects on directivity

and range.

IL. The scale factor will not be maintained.

5. ll transmitter and receiver sites will be fixed.

6. All transmissions to be on one frequency.

Nominal Performance Requirement

1. Demonstrate line of sight propagation character-

istics.

2. Demonstrate direction finding principles.

3. Demonstrate antenna gain effects on directivity

and range.
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4. Demonstrate complex working net in operation.

5. Demonstrate signal jamming effects.

6. Transmitter and receiver sites will be movable•.

7. Scale factor will not be maintained.

Advanced Performance Requirement

1. Demonstrate line of sight propagation character-

istics.

2. Demonstrate direction finding principles.

3. Demonstrate antenna gain effects on directivity

and range.

4. Demonstrate complex working net operation.

5. Demonstrate signal jamming effects.

6. Demonstrate multi-channel data links in operation.

7. Use variable gain antennae to demonstrate communi-

cations security concepts.

8. All intercept will be remotely controlled from

an intercept position.

9. All transmitter and receiver sites will be

movable.

10. Additional modulation modes will be available to

simulate different transmission modes, manual Morse, printer,

voice, data, et cetera.

ELECTRO-OPTIC OBJECTIVE

The general objective of simulating radio and radar

transmission characteristics using optical devices is to

assist the student by demonstrating certain fundamental

concepts of radio waves. More specifically this training
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aid should impress upon the student the consequences of

these physical phenomena as they occur in the employrment

of ASA resources in the field.

APPROACH

The student will encounter optical simulation of

radio and radar transmitters and receivers in problem

solving and practical application situations where the

results of proper understanding and the consequences of

imp!,oper understanding are graphically evident. In cases

where direct student participation is not feasible a

controlled demonstration will be employed. This will

afford the student the opportunity for total comprehension

of the physical principles which can be accurately simu-

lated in a classroom environment while allowing little

chance for misunderstanding in situations where the

simulation is not complete. In the controlled situation

the instructor will actively demonstrate the propagation

characteristic and its implications in mission management

while pointing out the limitations of the simulation

employed.

LIMITATIONS

Light waves and radio waves are both electro-

magnetic radiation governed by the same physical laws and

in principle all propagation phenomena can be demonstrated

e;ther at radio or optical frequencies. However, due to

the dramatic difference in the scale factor of the two



cases, optical simulation in some instances is monetarily

unreksonnble and graphically useless. Lherninres wol,

require a controlled demonstration o!' the principle in-

volved and would be more accurately described as visual

aids rather than optical simulators.

CAPABILITIES

The system is a relatively straightforward system

which will accurately demonstrate the following propagation 4

c:oncepts:

1. Line of sighs properties.

2. Effects of antenna gain on maximum usable range.

3. Relation of antenna gain and directionality.

kg. Effects of electromagnetic interference. I

5. Jamming concepts.

TPxe above capabilities provide an ,ccurat.e and

essentially complete s imulation of tactical operations,

Significant propagation effects for strategic operations

cannot be accurately simulated in a classroom si'tuation,

A iimitec demonut,*; ation o." tncs'. principles could be

ac':ompli-hed '•: a controeled situation. 3ome of these

proper't-as include;

1. RePrhction of ra(cio waves.

2. Ionosphleri, effects.

3. Terreit effects on propagation.

4. Ef"'e,ts of antenna geoinetry on radiration D',tr'n-. I

In essence it includes all of the nominai per:ormance
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requirements and some of the advanced performance require-

ments. A more detailed description of the device's

capabilities is included in Appendix D, Technical Aspects

of Electro-Optic Simulation.

The total electronic environment may be simulated by

six different types of receiving and transmitting devices.

They include:

1. Omnidirectional transmitter.

2. Directional multiplex transmitter.

3. Directional jamming transmitter.

4. Directional radar transmitter.

5. Omnidirectional receiver.

6. Direction finding receiver.

The collection mission from the intercept sit• and

three direction finding sLtes is completely controlled trom

a single remote position. See Figure 4.1. The same

receiving equipment is utilized int two modes of operation.

One mode simulates communications reception and the second,

noncommunications reception. The capability of operating

a four-station communications net exists on the opposite

side of the board. A two-channel printer simulation is

included in the net. Radar transmitters with scan charac-

teristics are available. In addition, a direction jamming

transmitter is capable of imposing varying degrees of

intvrfe.ence whiin targ. ted against the opposing force's

receiving sites.

The general capabilities of each of th2 individunl

devices arm outlined below:

L 7
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1. Omnidirectional transmitter. This is the

simplest of all the devices employed. It is basically a

selectable rate strobe lamp capable of .,lsing 'rom one to

fifteen times per second. A color filter can be employed to

represent stations operating on different frequencies. The

pulse rate can be representative of the station call sign.

Higher gain antennae can be simulated using a reflector or

lens with the same lamp source. See Figure 4.2 and Figure

4.3.

2. Directional multiplex transmitter. A two

channel time division multiple transmitter with radioprinter

signal format can be simulated using a high intensity lamp,

two-lens collimator, and a rotating disc as shown in

Figure L.4. The first lens images the lamp near the

rotating discs. Perforations in the first layer of the

disc correspond to a printer code and the second layer

alternates the color of the transmitted light simulating

time division multiplexing. The second lens collimates

the transmitted light resulting in a directional signal

beam.

3. Directional jamming transmitter. The directional

jammer (Figure 4.5) is a collimated white light source of

variable intensity. When directed toward a receiving

antenna the interference is controllable from a nuisance

level to totally obliterating the normal signal.

)1. ')irectional radar transmitter. This device

otrmpJoy.• o coil imatcd light source with i rotating mirror

to simulate a scanning radar (Figure:4 .6). The basic
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capabilities include selectable pulse rate, selectaboe

frequencies (color filters), selectable beam width, and

adjustable scan rate.

S. Omnidirectional receiver. This receiver is

capable of detecting all transmitted signals not obscured

by terrain features. A high gain antenna field is simu-

lated with un array of lenses connected optically to a

single photodetector by fiber optic bundles (Figure 4.7).

The receiving frequency (color) is selected by placing

different band pass filters in front of the detector. See

Figure 448.

6. Direction finding receiver. The direction

finding receiving equipment employs a single lens to

focus the incoming radiation through a band pass filter

onto the photo detector. This configuration, shown in

Figure 4.9, results in an effective beam half-width of

½ degree. The entire device is attached to a swivel

base whose orientation is remotely controlled by acti-

vating a direct current reversible motor. The orientation

is indicated at the control position by a meter connected

to a potentiometer pick-up on the motor shaft. Once the

site is properly aligned and calibrated, this allows line

bearings to be read directly from the meter.

TYPICAL UTILIZATION OF OPTICAL SIMULATOR

The optical simulator is capable of approaching a

total simuiat~ion of the ASA tactical support mission and

many facets of strategic operations. It is possible to
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utilize this equipment in various ways. Some typical ways

in which the simulator can be used are briefly discussed

below. The actiual use of' this equipment is primarily

limited by the imagination of the instructor and his

knowledge of ASA operations in the field. This is true

because this simulator is actually an electronic battle-

field operating at optical frequencies instead of radio

frequencies so that the simulation is accurate and essen-

tially complete.

As an example, radio and radar transmitting and

receiving characteristics can be effectively taught and

demonstrated using the proposed equipment. The principles

of theorem and many other principles can be graphically

represented.

As another example, direction finding plotting and

evaluation, which historically has been a difficult block

of instruction due to the abstract nature of the material,

can be effectively converted into a practical exercise

where the student can actually perform a direction finding

mission and perform the necessary plotting and evaluation

of the results. This should greatly enhance student interest

and understanding. See Figures 4.10 and h.iI.

In a third example, the mission simulation when

incorporated into the TOC operations problem can encompass

the totality of ASA missions in the field. Essentially,

any desired F'acet oF the ASA operations can be included

suth as miss-ion management, tasking, signal intelligence

collection procedures, special identification techniques,
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site selection, analys•is, report-Ing, electronic wart'ar,

concepts, and signal security techniques.

X The technical aspects of electro-optic simulation

are presented in Appendix D.
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Chapter V

CONCLUSIONS AND SUMMARY

ThM chapter presents a summary of the rfsearch

p oject, discus3ions and opiniorns-, conclusions, and

recommendations for additional research and application.

SUMMARY

The purpose of this investigation, as recalled i rom

Chapter I, was to examine the hypothesis and its nine

supporting performance objectives. The hypothesis:

It is feasible to design, construct, and operate a
conceptual artificial environment, induced stress,
training device with which to simulate the application I'
of managerial systems, electronic warfare, and crypto-
logic support to the tactical operations center at
brigade level under conditions of simulated combat
operations.

Nine performance objectives treated in the investi-

gation were designed to determine if' the TOC model could be

used:

1. To test by performance the student's ability to

apply military tool subjects. Map reading is an example.

2. To test by performance the student's ability to

provide EW/cryptologic support in accordance with a mission.

3. To test by performance the student's ability to

function when separ~ated 'rrom senior officers and his head-

92
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4. To identify training weaknesses with respect to

the student, his class, and the training program.

5. To test by performance the student's abili•: in

all aspects of his instruction where such testing is prac-

tical.

6. To conduct performance testing at a reasonable

cost (ten to fifteen dollars per student).

7. To apply the principles of controlled stress to

performance testing.

8. To accurately simulate abstract radio wave

propagation with visible light sources.

9. To examine the application of these techniques

to civilian education.

The review of the literature focused on five general

areas: dynamic training, simulation, human factors, develop-

ment of the instructional model, and induced stress. The

literature supported a professional requirement for a TOC

model. Additionally, the literature supported that the TOC

model was compatible with simulation requirements established

by other military agencies.

The method of procedure followed in the investigation

of the hypothesis is provided in Chapters III and IV. It

includes the demonstrated integration of wargaming, artifi-

cial environment, role playing, induced stress, and the

simulation of high resolution aerial photography, radio

wave propagation and electronic warfare to develop a

tactical operations center simulator model. The model

is designed to provide performance testing of officer



and enlisted students at the United States Army Siecurity

Agency Training Center and School, Fort Devens, Massachu,;.tt:;.

Performance objectives were developed by evaluating

Human Research Resource Office (HumRRO) and Army Security

Agancy studies reported in the literature.

The hypothesis was tested by constructing a TOG

model, a simulator, and utilizing it in the instruction

and testing of a participating population of 720 male

ot'ficers, 76 male enlisted men, and 5 enlisted women

students during the period of June, 1969, to March, 1 9 7h.

The model was constructed in a four room instruc-

tional complex totalling 3,000 square feet. The instruc-

tional portion of the facility is con:kined in two class-

rooms of 1200 square feet each. The rooms include a

1,' x. 5' terrain board at HO scale; thirty-two student

cubicles; a control center; an 8' x 16, map projection of

the terrain board; and an eight net, seventeen station,

simulated brigade VHF radio system. Tactical maps of the

terrain board, a functioning communications center, an

electronic warfare element, a signal support element, model

military equipment, model aircraft and railroad loading

facilities, and a closed circult television system are

included in the training model. An electro-optics sub-

system is use6 to simulate omnidirectional and directional

transmitters and veceivers, radars, jammers, and direction

findini< receivers. PlUlning includes the instullation o" aen

-iirborne- T'adio direction finding subsystem mounted to sn

overhead Lrack and employing other electro-optic techniques.

S.. .•



The TOC model induces stress by inter.jecting com-

pounded and accelerated decision making J.rj conxjunc.ior)

with information overload, peer group pressure, and combat

drills. The TOC model approximates combat stress but does

not duplicate it. Evaluation of controlled stress is,

however, neither attempted in this study nor believed to

be justified using the conceptual model. Quantitative

measurement of this effect should be conducted in conjunc-

tion with a longitudinal study after the conceptual model

has been accepted as an operating device.

Performance objectives are achieved by interjecting

student tasks on a variably scheduled program designed to

control stress. Each student task requires the student to

identify the problem, the consequences of the problem, the

prcner reference material with which to research the

problem, and the alternative solutions to the problem.

The student then applies one of several correct solutions

to the problem. The closed loop scenario provides immediatie

feedback to the student on the performance of each task.

Instructors may provide remedial reinforcement at once.

After a series of failures, the instructor may reprogram

the student to less challenging tasks intended to provide

reinforcement at a less demanding level of performance.

The goal of reprogramming the student is to achieve satis-

factory completion of performance objectives. Reprogrammminr,

is predicated upon a contention that students may be nega-

tively affected by a bad start. Bad starts may be a result
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of the influence of unpredictable variables on a givun

personality. The manipulation of stress and task achieve-

ment provides the instructor with additional methods o0

measuring student achievement and reinforcing good starts

or providing several opportunities for good starts.

DISCUSSION AND OPINION

In 1969, the TOC model was integrated with the then

current conventional training methods, primarily lecture

oriented instructions and paper-and-pencil map exercises.

In 1970 the TOC model was gradually used to supersede the

more conventional instruction in tactical subjects. By

1972 the TOC model had substituted all lecture oriented

tactical subjects in the Tactics Department. Performance

evaluation indicated that students instructed with the TOC

model required about half the time to achieve the same

instructional objectives as provided in lecture and paper-

and-pencil map exercise methods of instruction. Student

comments on end-of-course evaluation reports indicated a

large degree of satisfaction with the simulator method of

instruction.

The most significant limitation in the operation of

the TOC model is the lack of qualified instructors available

to integrate the combined disciplines of all instructional

divisions with the application of controlled stress and

behavior tasks and the operation of the electro-optics and

a' ii phot.ogiaphy subsystems. Officer and enlisted



instructors with this capability are not rcadily availabilO.

Ideally, instructors assigned to the TOC model should have

benefit of several months familiarization training with the

model. The instructor should ideally have instructed in the

other divisions within the Command and Staff Department and

should have previously been assigned to a tactical USASA

unit.

Personnel working with this model concur that its

potential is limited only by imagination and the availabilit•

of diversified instructors.

CONCLUSIONS

The hypothesis is substantiated. It has been

demonstrated that an artificial environment, induced stress,

training device which simulates the application of managerial

systems, electronic warfare, and cryptologic support to

tactical operations at brigade level under conditions of

combat can be conceptually designed, constructed, and

operated. The TOC model at the United States Army Security

Agency Training Center and School, Fort Devens, Massachu-

setts, fulfills this requirement.

The nine performance objectives previously identif.V¾'

in the study were achieved. The TOC model demonstrated terA :

w. it can test by performance the student's abillt',

to apply military tool subjects by the application of

instructor initiated behavioral tasks relat.inr to military

subjects.

P. It can test the student's ability to provide



E'W/cryptoiogic support in accordance with a mirnziori pro-

vidcd by an instructor.

il can test by performance the student's ablLit'.

to ;'unction when separated from senior officers and his

headquarters through the application of an artificial

envi ronment.

il. It can identify training weaknesses with r~esperct.

to the student, the class, and the training program by

performancý; testing,

~. It can test by performance the student's ability

in all aspects of instruction in tactical subjects and at

least seventy-five percent of all other subjects taught by

the Department of Command and Staff.

6. it can provide performance testing at a reason-

abLe cost. The TOC model cost less than $7,000 and 200

hours of military labor to build over a period of three

years. The cost is less than ten dollars per student per

year to operate exclusive of personnel costs.

7. It can apply the principles of controlled stress

with performance behavior testing by inducing information

overload, accelerated and compounded decision making, peer

group pressure, and combat drills.

8. It can accurately simulate radio wave propaga-

tion with visible light sources and optics devices and it

can simulate high resolution aerial photography using a

ciosed circui* television system.

9. I; can be applied to civilian education

ospecially in the construction of an artificial envir•on-



ment, controlled stress, social-community model using the
*1

research and design of the TOC model.

RECOMMENDATIONS FOR FURTHER RESEARCH

It is recommended that normative studies be con-

ducted to report on the comparison of control and experi-

mental groups using this simulator with special emphasis on

the measurement of the effects of stress on performance.

It is recommended that continued application of

electro-optic communications be studied with respect to

its potential for placing more wave lengths at higher

frequencies through communication channels. The bandwidth

or. spread of usable frequencies is enormous.

It is recommended that additional research be

directed to the effects of all types of measurable stress

on individual students. As an example, measurements of

the tolerance to communication jamming, exposure to red

lighting, the wearing of protective masks, the amount,

frequency, and complexity of tasks, and the rate of

decision making by students all serve as important influ-

ences on military personnel.

It is recommended that the TOC moael be considere,,

-or further research considering the model's application

"for brigade level command post exercises, ROTC training,

iDon E. Gordon, Major, USA, "Controlled Stimuli
Soclo-Community Training Device for Creative and Retarded
Children" (unpublished paper, United States Army Security
Agency Training Center and School, Fort Devens, Massachu-
sett~s, 197?2).



and reserve Dorce and National Guard training al. local

1t io recommended that further consideration be

afforded the mounting of' the TOG model in mobile vans j'or

transporting to remot,. tLr, aining sites of which a National

Guard Armory servu.s as an example.

It is recommended that the basic design concepts be

considered for their application to civilian education.

Thte substitution of the social community game devclop_,d oy

Prot'essor' Gameser of the University of Michigan, SIMSOC,

would provide an excellent substitute for the war game in

the TOG model while continuing to rrake use of the TOO

model's subsystems.

It is recommended that the newly formed Training

and Doctrine Command (TRADOC) consider the application of

the TOC model to all aspects of training under its super-

vision.

It is recommended that the Command and General

Staff College, serving as the Combined Arms Center, or any

other agency tasked to evaluate the TOC model, visit, the

model when it is operating before rendering an evaluation

Of' its performance and application.'

2 As a result of Department of the Army reorganiza-
tion, the United States Continental Army Command (CONARC)
previously responsible f'or the supervision of service school
t;ý:C'nlnng within t.-e UniteLd :States was replaced in early IL"W
wi th l hid 'LPr.iinn :ind Io I. r, ino Command (THADOC). The

. not unlder tlht jurisdiction of CONAHC aind it 1
niot. under the .,ur'i:diction of' THADOC. The USASATG&S i
d(ierctUv subordinate to the Army Security Aguncy.

Lo
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APPENDIX A

TERMS, DEFINITIONS, AND ABBREVIATIONS

Aggressor. The fictitious enemy created to add

realism to training exercises. May also be referred to as

the Red force. (AR 310-25)

Antenna gain: optimum. Antenna efficiency measured

as small energy loss and high efficiency as a radiator or

receptor. (FM 24-18)

ASA or USASA. United States Army Security Agency.

CCTV. Closed circuit television, a cable television

circuit.

CDC. Control Data Corporation.

CDC 1700. Control Data Corporation model 1700

computer.

Collateral intelligence. Any intelligence inpul.

except that collected from communications ana noncommun:-

cations radiation emitters (radio, radar, telemetry, beacon).

Collimating lens. A Lens which dir-ects Iight riq"

rin a -atrb rnt,, paral Ll 1 ine.

Combat ;ervic(, :upport Systern (GS.). A qyst.urr. to

racilitate supply and personnel tasks by compiuiL:r'ii.ng t11 (:c

logistical and administrative considerations oown to the

battalion level commander.

COMCM. Communications Countermc ast.tr. .

103
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COMINT. Communications Intelligence.

Command Post Exercise CPX. An exercise in which

the commander and his staff conduct a maneuver utilizing

only comnunication facilities to simulate the actual move-

ment o'. personnel and equipment.

Communications and Electronics Intelligence 3taff'

Officer. An USASA officer assigned Military Occupational

Specialty 9620. See Army Regulation 611-10?.

Communications ,and Electronics Security Staiff Of'ficet.

An USASA officer assigned Military Occupational Specia~ty

9630. See Army Regulation 611-102.

Complex. A communications operation or net in which

both sides of a conversation may be heard.

COMSEC. Communications Security.

Corning's Fiberoptic. A registered tradename of' thu

Corning Glass Company, New York.

CPX. Command Post Exercise.

f53. Combat Service Support System.

CW. Continuous Wave. See Morse Code.

Data. Transmission of computer or facsimile informii-

tion by radio.

DF. Direction Finding.

Directional Antenna. An antenna from which signal-

are transmitted or received between approximately 0 to 100

degrees.

DTOC. Division'.; Tactical Operations Center.

Duplex Circuit. A circuit which makes it possible to

simultaneously transmit and receive messages. (AR 310-25)



EIR. Equipment Improvement Recommendation, DA Form

2hoh.

Electromagnetic Environment. See Electromagnet-ic

Spectrum.

Electromagnetic Spectrum. The frequencies present

in a given electromagnetic radiation. A particular spectrum

could include a single frequency or a wide range of fre-

quencies. (AR 310-25)

Electronic Countermeasures Staff Officer. An USASA

officer assigned Military Occupational Specialty 9610. See

Army Regulation 611-102.

Electronic Warfare. The interception of enemy commu-

nication and noncommunication signals (radio, radar, telemetry,

beacon, data); the jamming and manipulation of signals; and

the protection of our own signals from similar interference

by the enemy.

Electronic Warfare and Cryptologic Staff Officer.

An USASA officer assigned Military Occupational Specialty

9640. See Army Regulation 611-102.

Electronic Warfare Element. EWE. An element within

the G3 section of the TOC. The USASA unit in support pro-

vides personnel to operate the EWE. The EWE provides

electronic assistance to the G3.

Electro-Qotic. In the context of this study it is

to portray the abstract phenomena of electronic propagation

with visible light sources. That is, a light beam will

transmit a radio signal.

'" " .. .. . . ., 7.{ • r4
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Equipment Improvement Recommendation. DA Form 240h.

EW/Cryptologic. Electronic Warfare and Cryptolog>:

functions.

EW. Electronic Warfare.

EWE. Electronic Warfare Element.

Field Training Exercise. FTX. An exercise in which

the command, its personnel and equipment deploy to a

maneuver area to conduct a training exercise.

FTX. Field Training Exercise.

Half-Duplex Circuit. A circuit which can only

transmit or receive. It cannot transmit and receive

simultaneously.

HF. High Frequency. 3-30 MHz.

HO Scale. Ratio 1 foot : ¼ inch.

Ionospheric Effects. Electrical phenomena created

on radio waves by the constantly changing layers of heavily

ionized molecules in the ionosphere (30 to 250 miles).

KAT Codes. Secure codes for use with voice mode

radio transmissions at the tactical unit level.

LLVI. Low Level Voice Intercept.

Low Levjl. Voice Intercept, LLVI. The monitoring of

enemy voice communications emitters serving regimental and

subordinate units.'

M-292 Expansible Van. An Army procured expansible

van mounted to a 2½ ton truck chassis. When stationary, the

van may be expanded to provide an area 16'xll'x8'.

Morse Code. The method of transmitting communica-

tions over radio by interupting the amplitude modulation



with dots and dashes. The system first demonstrated by

Samuel F. B. Morse, hence its origin. Morse Code is aLso

referred to as Continuous Wave (CW) or Manual Morse.

MOS 9610. Electronic Countermeasures Staff Office:.

MOS 9620. Communications and Electronics Intelli-

gence Staff Officer.

MOS 9630. Communications and Electronics Security

Staff Officer.

MOS 9640. Electronic Warfare/Cryptologic Staff

Officer.

Multichannel. The transmission of more than one

channel of communication on one frequency. As an example,

two channels of printer, and two channels of voice may be

simultaneously transmitted over one radio frequency after

multiplexing the four channels into one channel.

17-OHCS. An adrenal secretion, 17-hydroxycortico-

steroid.

Omnidirectional Antenna. An antenna from which

signals are transmitted or received at 360 degrees.

Position Management Section. The control center for

radio intercept positions within a USASA unit.

Potentiometer. An electronic circuit element con-

sisting fundamentally of a resistance element equipped with

a movable contact tap. It is a continuously adjustable

voltage divider.

Printer. See Radio Printer.

Radio Printer (RP). Transmission by radio of manual

or automatic teletype communications. Usually in conjunction
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with on-line cryptological devices.

Radio Set, AN/PRC-25. A small, portable, field

radio. It is FM, VHF, with frequency range of 30 to 76 MHz.

Signal Operating Instructions (SOI). A series of

orders issued for technical control and coordination of the

signal communication activities of the command. (AR 310-2:)

Simplex. A communications operation or net in whichn

only one of two communicators is heard. This may be caused

by the net using two blind frequencies. The second operator

may be too far away to be heard. The second communicator

may answer the first on a different schedule. It may be a

blind transmission broadcast.

"Simulation. The process of conducting experiments

on a model of a system in lieu of direct experimentation

with the system itself or the direct analytical solution

of some problem associated with the system.

SOI. Signal Operating Instructions.

SOP. Standing Operating Procedure.

Special Identification Techniques (SITI. Includes

the use of high speed photography of radio oscilloscope

patterns and voice spectographs. Referred to as radio

fingerprinting and voiceprinting respectively.

Speech Security Set, KY 8. A communications device

which provides security to voice transmissions when connected

to the radio set, AN/PRC-25 by inverting the voice sounds.

SSI. Standing Signal Instructions.

Standing Signal Instructions (SSI). The technical

.nsl.ructions required to coordinate and control the communi-
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cations electronics of' the conimnnd. (AR• 310-25)

STANO. Surveillance, Target Acquisition, and Nigh:,

Observation.

Surveillance, Target Acquisition, and Night Observa-

tion (STANO). Integrates reconnaissance and surveillance

through the use of sensors, radars, detectors, night vision

devices, and individual observation.

TACFIRE. The computerization of artillery fire

support to increase accuracy, improve target information,

reduce reaction time and provide greater efficiency in

allocating fire support.

Tactical Operations System (TOS). A computerized

information and retrieval system for automating the

functions of operations, intelligence, and fire support

coordination.

Tactical Scale Map. A topographic, five color,

contour map in a scale between 1:25,000 and 1:50,000.

Tele-Trainer System. An educational telephone

system provided by the Bell System. The system includes

telephones and a switchboard which provides dial, busy,

and wrong number tones.

TOC. Tactical Operations Center.

United States Army Security Agency (USASA or ASA).

The cryptologic component of the Army Military Intelligence

Branch.

USASA or ASA. United States Army Security Agency.

USASATC&S. United States Army Security Agency

Training Center and School, located at Fort Devens,
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Maosachusetts.

VHF. Very High Frequency. 30-300 MHz.

Voice. Transmission by radio of voice communica-

tions. Usually associated with tactica] level radio nets

and systems.

XMTR. Transmitter.
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APPEND)IX C lIE0

CLOSED CIRCUIT TELEVISION (CCTV)
TECHNICAL SPECIFICATIONS

System American TV standards
Channel coverage VH - 1- 13

V " 14-83
Antenna connectors for 300-ohm or 75-ohm external VHF and UHF antennas
Picture tube 1 9" picture measured diagonally

114-degree deflection angle
Bulbs 11
Semiconductors 7 transistors, 5 diodes

Speaker 5' x 3"
Audio output 1 W (undistorted)
Power requirements 11 7V, 60H-z, 165W
Moniter Specifications
Video inputs 1. OV(p-p) SYNC NEGATIVE 75 ohms(unbalanced)1:
Video output 1. OV(p-p) SYNC NEGATIVE 75 ohms(uribalanced)

Audio inputs 0 dB, 50 k ohms(unbalanced) CANON Connector
0 dlB, 50 k oh mslunba lanced) 8-pin connector

Audio output 0 dlB, 10 k ohms(unbalanced) CANON ConnectorI
-20 dB,, 10 k o-ims(unbalanced) 8-pin connector

Dimensions 272-13/16" x '13-5/ 80 x 13-5/16' (w/ h/ d)
Weight 50 lb 13 oz
Supplied accessory 8-pin monitor cord

Vidic~on tube 2/3-inch, separate-mesh viti'.ori
Semicondluc:torl; 29 transistors. 22 diodcý;

Scanning system . 525 lines per frames, 30 frame per sec
Sync system Internal sync- vertical iin loct (60 Hz)

sync with random interlace
External sync --EIA standard, 2 -1 inter

lace or sine wave sync (fromn CV-Series
Videucorder).

Horizontal resolution More than 400 lines at center
Horizontal frequency 15.75 kHz

Vertical frequency 60 Hz
Signal-to-noise ratio 42 dB

Video bandwidth 6 MHz
Viden output: 1 Vp-p composite vi~jeo signal, sync

negative, 75-ohms, unbalanced
Output connector: VTIR Connector (6-p~n male connector)

VIDEO/PF Output (UHF connector)
Viewf;.ider Connector

(9-pin male connector)
Automatic sensitivity

control range . 30- 10,000 footcandles
(with lens opening f/1.8)

Power rmquirements 117 V. 60 Hz
Pownr consumption 10 VA (without the Viewfinderi

Ambient temperature :32"IF 104"F
Dimensions: 4-/4(h)x4%(w)x 13ýi'(I)

Weight: 61lb 8 oz
Supplied ac~essories : SONY Electronic Viewfinder, Model AVF-
(AVC-3200(iX includes 3200, Zoom lens. Camrera r.abie CCF 5
tollowing accessories) (15 ft), Microphone, Microphone staoid,

Microphone lavalliere, Microphone exten-
sion cord (15 ft), Elevator tripod, Carrying
case, Polishing cloth.

H7 (hertz): Cycles per second
Design and sp~ecificationis subject to chnnge without notice.
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APPENDIX D

TECHNICAL ASPECTS OF ELECTHO-OPTIC SIMOLATION

As noted in Chapter iV, the electromagnetic; spectrum

and radio wave propagation are abstract phenomenon whie;h are

difficult to perceive by many students. The basic approach

used in this model is the simulation of basic abstract

electromagnetic and radio principles using visible radiation.

That is, visible light is used to illustrate invisible radio

waves. In most instances, incandescent light sources art

the principle means of visible radiation in this model. A

detailed description of projected simulation performance

levels and a suggested conriguration is outlined in this

appendix.

It is clear that the discovery of a simple modulat-ion

technique has opened the door to vastly extended performance

levels. The limited experimentation to date indicates that

in a reasonable time a total simulation system can b,

designed and installed. The capability to aceuratb:Jy and

graphically achieve simulation of both short range and

global scale electromagnetic environments is practical arid

comparatively low cost. This total simul-ation capability

is far beyond the scope of other current programs with

regard to both technoLogy and cost requirements. The

current model provides an essential level in the development

i•- ' " " " ;-" ' ":" "L"
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of a total simulation capability. The demonstrated ability

to modulate a low voltage incandescent lamp over a band-

width sufficient for a high quality voice transmission

leads to a dramatic reevaluation of simulator performance

achieveable with simple and reliable hardware. Total

simulation of tactical communications characterized by

very high frequency and short range communications is

possible. The only limitation is that presented by the

comparatively few number of independent channels available.

The number of channels is directly dependent upon three

color filtered light frequencies of red, blut and green.

In addition, a number of long range propagation effects can

be introduced in this controlled situation.

The model provides an ability for the student to

remotely control and operate transmission, receiving, inter-

ception, direction finding, and reconnaissance efforts, in

addition zo controlling simulated combat unit efforts and

dispositions on a terrain board. The instructor is able to

control pre-programmed and spontaneous communications emitted

by aggressor transmitters, radars and electronic communication

countermeasures in a war game.

INSTRUCTOR CONTROLLED SIMULATION DEVICES

1. Omnidirectional transmitters with the capability

of handling continuous wave (CW), voice, radloprinter (RP),

data, or any other desired signal format is available. The

actual number of transmitting antennae can be quite high

;Wg. z
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(20 to 50), with the basic limiting factor being the number

which can be operated simultaneously 0 to 5)- Only three

transmitting frequencies are available. The signal strength

and quality of the transmission can be controlled by the

Instructor* The antenna transmitting pattern can be modified

to simulate any transmitting antenna* JI

2. Directional transmitters, both single channel

and two channel capability, are available. Both time and

frequency division multiplexing can be simulated. with any

desired signal format (eages one voice channel and one

printer channel). A total of one to four units may be

constructed utilizing the same three frequencies as the

omnidirectional transmitters.

3. Radar transmitters with adjustable pulse

repetition frequency (PRF), beam shape, and scan patterns

are available. Three radar frequencies are available, A

total of two to five units may be constructed.

4. Jamming transmitters targeted against both

communications and non-communications receivers are available

with broad band and discrete frequency coverage* Adjustable

beam widths and signal strength may be Incorporated.. Various

modulation formats Including white noise can be simulated.

A total of one to two units will be constructed.

5. Airborne radio direction finding will be

simulatted using the previously mentioned techniques In an

omnidirectional receiver mounted to a track directed vehicle

circling the terrain board.
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6. Other transmitters such as navigational aids,

variable time (VT) fuses, or unintentional radiation sources

may be simulated as desired. This capability Is unlikely to

be required until the basic operating procedures and problem

control have been tested and firmly established.

7, A master control console would initiate and

terminate all transmissions, The controller will introduce

both pre-recorded and live signals to the various trans-

mitters. Three tc fivre simultaneous communications trans-

missions will be possible along with all radar and jamming

transmitters In operation at the same time. The controller

Is able to select the signal strength and quality of

individual transmitters as well as control the over noise

level in the communications environment to simulate both

natural and man-made sources of interference.

STUDENT CONTROLLED SIMULATION DEVICES

1. Omnidirectional receivers--3 units--with the

following capabilitiest

a. Tune over available communications

frequencies,

b. Receive all transmission modes--e.g.,

voice, printer, etc.

c. Determine relative signal strength.

2. Radio direction finding--3 units--with the

following capabilities:

a. Tune over available communications
L

4~



frequencies,

b. Receive all transmission modes.

c. Direction finding signal to within • degree.

d. Determine relative signal strength.

3. Airborne radio direction finding (ARDF)--one

unit with the following capabilities%

a. Tune over available communications fre-

quencies.

b. Receive all transmission modes.

c. Direction finding signal to within I degree.

d. Determine relative signal strength.

e. Move along pre-selected flight path.

f. Determine location along flight path.

4. Electronic Intelligence/multichannel--two or more

units. These units could be selected for use either as

electronic intelligence or multichannel receivers, Their

capabilities would be:

a. Tune over frequencies In selected band.

b. Receive all transmissions within selected

band.

c. Direction finding signal to within * degree.

d. Identify basic signal parameters.

e. Determine relative signal strength.

5. Analysis position--electronic intelligence or

multihannel signals. Each position would have the following

capabilities:

a. Record sigrnals.

V -
- Un-



b. Display signals.

c. Measure signal parameters.

6. Radar reconnaissance--one or two units with the

following capabilities,

a. Locate targets to within one degree.

b. Determine signal strength.

c. Simulate moving target Indicator (MTI) mode

of operation.

7. Control and coordination position would be

capable of monitoring and recording signals at any inter-

cept position.

SIMULATION HARDWARE

The following information presents the results of

technical investigations of the electro-optic simulation

project. This data is not complete nor of sufficient detail

to base final hardware designs. However, the major technical

problem areas have been covered. The general status of

these technical areas ts as follows: 
1

1. Receiver tchnology, High sensitivity, low

cost optical receivers h ve been demonstrated. The

electronic amplification used to date has been the limiting

factor. With proper design and impedance matching, a

receiver of exceptional capabilities can be realized.

2. Transmitters: Modulation bandwidths of preater

than 10KHz have been demonstrated with very simple

electronics. A small effort in filter and coupling design



is required to compensate for the non-linearitics in

frequency response for the transmitte-r lamp filament.

3. Frequency and polarization selection: Pro-

viding frequency (color) diversity is the most significant

engineering problem at this time. Low cost polarize'rs,

quarter wave plates and color filters are available for

visible radiation. The problem is that the near infrareca

wavelengths within the response range of the photo-

detectors are unaffected by the filters. This results

in significant cross-talk in the frequency spectrum.

4. A simple continuous wave radar simulator

has been demonstrated which provides accurate target

a,,imuth and signal strength information. Use of retro-

reflective tape (Scotchiite) on selected targets can

result in the simulation of a moving target indicator

radar mode.
1

5. Direction finding: Direction finding accuracies

better than one degree have been demonstrated with simple

hardware.

6. Jamming: A jamming transmitter is the most

simple of all to fabricate. Both directional and omni-

directional versions have been demonstrated by modulating

incandescent light through the incandescent radar Lrans-

mission.

iScotchlite is a registered brand name of Minnesota
Mining and Manufacturing, Co., St. Paul, Minnesota.
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7. Mechanical design: Standard engineering

practice results in very effective small size devices.

Although the mechanical design, fabrication and electrical

installation creste no technical problems, they do involve

a massive and tedious effort in order to achieve reliable

and effective operation. To date, simulated rotating

radars and receivers have been fabricated at ffO scale,

*"il'. The simulator equipment places additional demands

on students using this equipment. For this reason, battery

powered classroom demonstration equipment is constructed to

provide a transition from the lecture form of instruction to

the applicatory instruction emphasized in the tactical

operations center wodel.

PROJECTED DESIGNS

After a suitable testing period of those devices

discussed previously and introduced as design packages,

consideration should be afforded to development of devices

able to demonstrate more sophisticated communication tech-

niques. Advanced design is conceivable for the simulation

of satellite tracking and collection, radio fingerprinting,

voice fingerprlntl-i, intercept, analysis, sporadic E

sounding, wideband, laser and maser threats, and passive

Infrared reconnaissance techniques.

DETAILED TECHNICAL NOTES ON RECEIVER TECYNOLOGY

SThe photodiode used is a PIN.-3D. Although a photo-

* .. ,r .,-



transistor provides inherent electrical gain and sufficient

sensitivity at a lower cost, the PIN-3D (approximately $10)

is chosen because its large area allows its use without a

lens as an omnidirectional receiver. A photo-transistor

could be used for other receivers; however, the larpe area

of the PIN-3D is also useful In reducing mechanical align-

ment tolerances when a lens is used for direction findini

type applications. See Figure D.l on the following page.

The single transistor on the photodtode provtdes

current gain to drive a low cost commercial amplifier 6  An

impedance matching transformer should be used on the output

end of the audio amplifier to match the impedance of a head

set. If a speaker output is desired, the amplification !tape

available in the Fannon intercom sets now in use at student

cubicles could be utilized with appropriate impedance

matching.

Classroom demonstration units and direction finding

receivers without intercept search capability use a very

irexpensive photo coniuctor and single transistor to indicate

the presence and strength of a signal within the field of

view of the receiver. The cost is low enough to provide

every sttudent a device for Instructions- urposes. See

Figure D.2.

The use of a PIN-3D and standard electronics is

recommended for all receivers since the cost is reasonable

and the performance is exceptional. The uniform design will

dramatically reduce errors in maintenance and repair.

LI
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DETAILED TECHNICAL NOTES ON TRANSMITTER MODULATION

A very simple modulation scheme used in the demon-

stration model is shown in Figure D.3. A modulation band-

width over 10KHz has been demonstrated with a low voltage

incandescent lamp. Essentially any transmission mode

(manual Morse, voice, printer, data, facsimile, etc.! can

be simulated using this scheme as long as the bandwidth is

less than 10 KHz. The modulation depth varies with fre-

quency. A low frequency attenuation filter on the drive

input line will probably provide a sIgnificant improvement

in the quality of voice transmissions.

Another modulated light source is a light emitting, [
diode. These devices are capable of very high modulation

rates and are essentially monochromatic. However, their

power output is relatively small and would niot be as graphic

to student observers or sufficient for use as an omni-

directional trnasmittero They way be useful for high data

rate directional multi-channel units. A conceptual design

of a two channel system with frequency diversity is shown

in Figure D.4.

DETAILED TECHNICAL NOTES ON OPTICAL

FILTERS AND POLARIZERS

both polarization an6 band-pass filtering techniquec

have been considered to provide frequency diversity. Use of

polarizing material to separate communications and non-

communications channels should prove very effective, The
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properties of low cost plastic color filters were investi-

gated. When red, blue, and green plastic filters are used

on receiving diodes and indicatc-r lamps, it is possible to

provide sufficient discrimination. Since there Is a large

number of transmitting lamps radiating over large solid

angles, the filters on these devices must be as simple and

inexpensive as possible. One slightly more sophisticated

source of filtering material Is thi Wrattan filters manu-

factured by Kodak for commercial photography. These are

also an absorptive type material which can provide four or

five independent color bands. Interference filters are

extremely expensive even in moderate quantities (typically

fifty to one hundred dollars for one square inch, depending

on the width of the bandpass). They are also sensitive to

the incident angle of the rad4ation. For these reasons they

are not appropriate for use with the transmitting lamps.

The plastic laminated color filters and polarizers are

subject to one common defect. They both transmit the near

infrared radiation which Is within the response range of the

silicone photodiodes. Since the transmitting lamps are

high temperature black body sources, they emit a substantial

amount in the near infrared and thus the color filters and

polarizers do not provide the intended discrimination. As

an example, the radiation from a transmitter with a green

filter can be received with a photodiode covered w1th a red

filter because the infrared radiation Is passed by both

filters without attenuation. There are photodiodes which

• .. .......0
, 'II I'- ~j..k
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.1o not respond in the near Infrared which remedy this

problem. A more attractive solution is the use of an

additional filter on tho receivers to block the infrared

radiation. In this case an expensive filter may be

necessary since the number of receivers is limited and the

area of each is very small* The entire array of receivers

can be filtered with one or two square inches of material,

If desired, the near infrared can also provide an independent

frequency band which is not visible to student observers.
t

This possibility may be of interest in the future. A simple

experiment determined that infrared blockinr filters used in

35 mm projectors are of sufficient quality to provide the

infrared filtering required for this application. To date,

infrared interference has not disrupted simulation but

rather has more closely simulated normal high frequency (HF)

and very high frequency (VHF) background noise,

The filters on the receivers are arranged as a

series of shutter type arrangements which can bn moved in

front of the receiver diodes by remote control using a

simple electromagnet. A conceptual drawing of the transmitter-

receiver filtering process is provided in Figure D.5,

A more realistic tuning, process for the student

inter•ept operators is provided by a rotating prism,

remotely controlled by a reversible direct current motor.

This also provides a solution to the problem of near

ir•.rared radiation reaching thp. receiver. The infrared

radiation may be excluded by limiting the maximum rotation

< . .- :L':•--"__ ._._ _ i .'
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angle of the prism. A conceptual drawinq of t~h•s Rcheme

of tuning Is shown in Figure D.6. The implementation of

a di-nctonal receiver is straighc forwnr'i. The extension

to omnildlrectlonal. receivers (or at least wide angle

receivers) will require further development. However, due

to the extreme diode sensitivity, it is likely that a scheme

can be devised since the optical train need not be very

efficient in collecting incoming radiation.

DETAILED TECHNICAL NOTES ON RADAR SIMULATION

Figure D.7 contains the schematic approach used in

a radar simulation unit. In essence, it consists of a

transmitting lamp and a photo-sensitive device focused on

the sAme volume in space. Mechanical drives and position

readouts provide Information on the azimuth of detectable

ta's'gets. Either a high intensity lamp or a simple strobe

lamp will suffice. This configuration operates exantly

like a radar with one exception. The distances are so

short that there is no possibility of acquiring range

Information. Since it is not possible to provide

sophisticated processing of the return signals, the

asturlent is faced with a continuous stream of return

stp-nbls which he is unable to Interpret. This is equiv-

alent to the reception of ground clutter in conventional.

radar. In order to provide a graphic display it is

necessary to taz those items which appear as riist.nguisbable

* iargets to the radar operator. This is accomplished by

_ i4
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using a smal.i piece of r.rrow angle refle-tive tare

(ScotchlItf on tarpets. This ,&teriaJ is similar to the

reflective tape use's on auto bumper3 Pxcept that it reflretp

over a very narrow qnvle in the direutIon of the incomiw V
light. See Figure D.q. ho nn obh.crver of the simulatio:'

board, the Scotchlite tape wP.I appear to 1-e no brizhter

than disr~ays on the board; however, the radar recelves en

extremely strong signal due to the d1iectionlsitv of tY.z

refle rtion. Placing a pier,: of ,rolor fi).ter In frunt of

some targets also provides the ability to slmilate the

effect of a moving target Indicator radar funetion. By a

careful choice in the size of the Scotchlite used, It is

possible to retain some ground clutter in the rR'iar

picture. An even more Interesting possibility is to

control the radlar lamp power at the Instructor console.

During the initial stages of the problem 'ow power Is

provided. Under these c¶rcumstarnes only the stronp

signals from the reflective tape are received making the

operation quite easy. As the problem nrogresses, the Dowor

is increas-, so that more and more around clutter becomes

detectable with the fixed gain receiver.

MISCELLANEOUS TECHNICAL NOTES

Definite consideration is given to the lighting

used while the optical simulation equipment Is in operation.

Room lights can be a sIgnIfinant contributor to noise In the

optical receivers. Flourescent ]ithts nroduce t, very loud

-
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120 Hz slvnal. Incandescent lamps prodhuc.e a (' Hz% sTna;

however, it is not nearly as loucl as t}e 120 H7 sirral of

fl•urescent l11•hts. Direct nurrert lig.ht sourrep are white

noise sovrnes. The direr-t cnrrent Illumination level can

be very high bsfore the white nolse becomes a slnificant

problem. High background illumination can saturate the

photodlode circuits even if the noise from the Illumination

is not a problem. One aDproach to consider is the use of

incandescent lamps with a variable power source and 60 Hz

vo°,jc filters on the rereiver electronics. T•ts will

allow relatively high light levels and will allow the

amount of interference to be set at the desired level.

Use of flourescent lights should be discouraged. Both

optical and electrical interference are difficult problems

to solve. This influence does, however, provide an

excellent opportunity to use controlled white light inter-

ference created by the floiiresceet li;ht-, to simulate the

effect created on communications by the electromagnetic

pulse (EMP) of nuclear detonations. It permits the

simulation of the nuclear battlefleld with respect +o

cnmmunioatiorq. The flourescent 1ight starters are

especially effe;tive in this regard.

Simple experiments ard demorstrations have portraypl

the graphic nature of the optcal simulators and provide

adequate insight for instructors to develop various (,Dt,'lal

geometrieo )or both classroom demonstrations and TOC

operati-in. - '.ure D.9 wIves t few s-mple examples o4

common antenna 1,ntterns.
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Up to this point Little effort has been Fiven to

mechanical design or system installation. This area cannot

be neglected during the design phases of the individual

components. BackgrounO electrical and optical noise, cross-

talk and switching transients can become overwhelming

problems once a number of devices are operated simultaneously

and wiring is extended over a large area.

There are numerous optical sensors which are manu-

factured commercially, None of these items are tailored to

the TOC operatirn. It was possible to modify these devices

for use in the TOCO The TOC a1sc benefitted, from extstiw

commercial circuit designs. The Preatest benefit of using

modified commercial devices is the superior packaging

techniques and long term reliability of the electronics.

The primary drawback is the size of the commercial packager

and in some instances the prices are not representative of

the technology required due to low volume sales. Edmund

Scientific Company of Bavri.ngton, New *Tersey, has rnoven

to be a primary source of supply for electro-optic romponents

used in the TOC.

*I
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