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ABSTRACT

This document contains a comparison of five R1Isk Assessment Methodologles.
They are: FIPS 63; the Air Force RAMP; Chapter 6 of the DoA ADP Handbook;
the AFIPS Self-Audit Checklist; and the RAM developed by SDC for the Navy.
These methodologias are compared on a number of criteria including theo-
retical soundness, level of effort required, ease of use, completeness of
instructions, use and reliability of quanitative metrics, and appropriate-
ness for use by the Department of the Navy),ﬂ\

cession For
NTIS GRakl
ppC TAB

Unaﬂnuuuced
Justifiuiidet

_ P

e I




System Development Corporation
30 June 1980 ~ ii TM-WD-7999/202/00

TABLE OF CONTENTS

Paragraph Page
SECTION 1 - INTRODUCTION

S SN

1.1 Comparison Criterfa . « « v o o« o o ¢ 4 o o o o o o o o o o 2
1.2 Overview of the Methodologles « « « o o o ¢ o o o o ¢ o o 5
1.2
1.2

-

FIPS PUB 85 4+ v o 4 o 4 o o o ¢ 6 ¢ ¢ o o o o o o s o 5
Alr Force Risk Analysis Management

R,

Program (RAMP) v o ¢ s o o o o o o o a4 2 ¢ o o & o o 9

H
1.2.3 USDA ADP Security Handbook « « « « o o o o o o o o o o 1b i
1.2.4 AFIPS Checklist for Computer Center .
SELf=AUdISS « v o 4 4 4 b b e e e e b e e e e e . 16 i
1.2.5 Navy RAM ¢ v v v 6 o s ¢ o o o s o o o s s 0 0 0 6 e e 17 :
K]
SECTION 2 - COMPARISON OF METHODOLOGIES { :
2.1 Soundness of Underlying Theory « o o o o o ¢ s o s o o o o 21 S
2.1.1 Completaness .+ « « o o « o 4 s 0 e e 4 s e e s e 4. 21 ]
2.1.2 Accuracy of Estimation .+ + v o 4 0 0 b e 0 e 0 e 23
2.1.3 Algorithmic Validity « « v o v o o v v o s 0 o v o 26
* 2.2 Lavel of Manpower Required .+ ¢« v + v ¢ ¢ ¢ o 0 s 4 4 0 4o 31
2.3 Ease of Use, Completaness of Instruction and '
Designation of Responsibility « + v v v v v v ¢ « o 4+ o « 33 .
' . 2.5 Use and Reliability of Quantitzative Metrics . . + . « .« + . 34 H
2.5 Appropriateness for Use by the Department of Navy . . + . 37 :

SECTION 3 - CONCLUSIONS

. 2 s e i -

eI eT At e AR s €n
PR,

T e g ST Ao TR Y PR < 8 e e




3
E
F
p
- .
H
3
-
H
<§
£
!
M
21
<
2
§

p: WP

30 June 1980 1

System Development Corporation
TM-WD~7999/202/00

1. INTRODUCTION
This document presents a comparison of some currently available ADP Risk

Assessment Methodologies. The methodologles which are compared are:

Guidelines for Automatic Data Processing Risk Analysis (8/79)

FIPS PUB 63

National Bureau of 3tandards, Washington, D.C.

Risk Analysis Management Program {(no date)
Vol., I-III
AF REGULATION 300-XX

Department of the Air Force, Washington, D.C.

ADP Security Handbook (8/77)
FIPS Manual Chapter 5
Departaeant of Agriculture, Washliagton, D.C.

Security: Checklist for Computer Center Self-Audits (79)
Petar S. Browne
AFIPS System Raviaw Manual

AFIPS Press, Arliangtoa, VA

Risk Assessment Methodology (7/79)
TM-WD-7999/001/03
System Development Corporation, McLean, Virginia

The remainder of this section presents the criteria on which the coaparison

will be based (paragraph 1l.1), and a high-level overview of each of the

methodologies (paragraph 1.2). The conmparison itself is presented in Section

2, organized by comparison criteria. Section 3 contains conclusions and

recommendations.

s o,
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1.1 COMPARISON CRITERIA

It has been generally recognized for some time that ADP managers require a
systematic, quantitative approach to computer security and risk management.
The tool which has evolved to meet thils need is the Risk Assessment. The
underlying idea is quite simple: obtain reliable estimates of the frequency
of occurrence of threats to a facility or system, and of the impact (cost)
associated with thelr occurrence. With these estimates, selection of cost-

effective countermeasures and operational procedures can be carried out

with increased confidence.

To have enuncilated this concept, however, is not to have the product in
hand, and computer Risk Assessments (like aay other 1lmprecise procedure) are

plagued with a number of major and minor difficulties. Among them are:

o Because of the technical nature of much of the analysis, a Risk

Assessment may require highly skilled (and expensive) manpower.

o Many of the critfcal parameters which enter into a Risk Assess—

ment are extremely difficult to estimate with precision.

o On the one hand, a quantitative measure (like dollars-per-yvear)
is very useful 1n justifying additional expenditures for prctec-
tive countermeasures. On the other hand, many system assets
(classified data, loss of personnel, etc.) do not readily lend

themselves to such evaluatlion techniques.

o In many methodologles, it is unlikely that Risk Assessments con-

ducted by different people or on different faci{lities are com-

parable.
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o It is difficult to build assurance that all of the major threats to

and vulnerabllities of a system have been taken into account.

These general areas of difficulty point toward useful comparison and eval-
uation criteria for Risk Assessments. The extent to whichk a methodology
recognizes and solves these problems is an indication of {its technical merfit

and operatlional feasibility. The comparison criteria should be broad enough

to deal with these issues.

This comparison 1s being conducted for the Department of the Navy, and the
unique mission and ADP requirements of the Navy impose addicional constraints
and requirements on a Risk Assessment Methodology. The appropriateness for
use by Navy personnel, issues of ADP resource availability, the level of

effort and expertise, and the reliability of results are all of special

importance in the context of Navy ADP operations. Comparison criteria should .

also reflect these concerns.

A careful reviaw of these considerations and of the Risk Assessments has led
to five major areas for comparison. Together, they cover the most signifi-
cant points of difference, and should zive a ra2liable pictur=s of the relative
technilcal merits of each of the methodologies. This section will cornclude

with a brief discussion of each comparison criterion.

1. Soundness of underlying theory: Each of the methodologles presents
an algorithm for estimating certain parameters and combining those
estimates Iinto summary statistics. These lnclude procedures for
gathering data, organizing 1t, estimating parameters, computing,
and analyzing the findings. The procedures which are called for,

in turn, arise from an underlyiug model of the risk environment of

an ADP system or facility. The validity of this model, and the

ey s
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s

extent to which the methodology as presented consistently reflects
that model, are pivotal to the overall reliability and utility of
the quantitative measures which are produced. Mathematics only

reflects the real world if care and insight have been used in con~

structing the model.

Level of manpower required: In many Risk Assessments, the directions
for conducting the assessment are somewhat vague aund open-ended.
Therefore, the question of what level of effort is required to

obtaia reascnable results is an important one. In particular, a
methodology which can produce good results with substantially less
effort than alternative approaches has a marked advantage over them.
Also, the lesvel of ADP expertise requirasd to perform the Risk Assess-

gent {s a significant counsideration.

Ease of use, Completeness of Instructions and Designation of respon-

sibility: A good risk assessment methodology can substantially ease

the burdens of performing the assessment and evaluating {ts results.
The mechaanisas for thisg are 1) setting forth complete and detailed
instructicas Sor performing the risk assessment; 2) providing de-
tailed guidance on estimation of parameters whenever possibdle; and
3) clearly designating responsible Individuals in the areas of data
collection, estimation, support, review and final action. The

methodologlas will be compared in this regard.

Use and reliabllity of quantitative metrics: A risk assessment is
an attempt to quantify the level of risk preseat at a facility or
system. The methodology should produce these measures in a way
which 1is consistent, complete and reliable. A methodology which
1) does not reflect major areas of concern; 2) can be conducted

with widely varying results; or 3) fails to quantify the relevant

attributes, is, to that extent, deficient.
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Approprlateness for use by the Department of the Navy: Aay feature
exhibited by a methodology which seems to be particularly well-
suited to the needs and mission of the Navy will be discussed under

this heading.

1.2 OVERVIEW OF THE METHODOLOGIES

1.2.1 FIPS PUB 65
This document is the natural successor to FIPS PUB 31 which was for some time

the principal reference for Federal ADP managers on risk assessment in their

facilities and systems. It incorporates several changes, including the use

of orders of magnitude (a la Courtney), a countermeasure selection mechan-

ism, and an appendix which coatalins an extensive list of ADP systea vulner-

abilities. The 1intended audience 1s Federal ADP managers, but the strategy

and techniques are sufficiently general to be potentlally of use in a wide

variety of settings. The document is very short (41 pages) and can be pro-

fitably read in under aa hour. The following features merit special atten-

tion.

1.

Purpose: "The aim of a risk assessment {s to help ADP management
strike an economic balance betwesen the impact of risks and the
cost of protective measurss . . . A secondary benefit of a risk
assessment {s the increased security awareness which w#ill be

appareant at all organizational levels ...

Level of effort: "The major resource for a risk analysis 1s man-
power -~ highly skilled manpower . . . 1f meaningful results are
expected, management must be willing to commit the resources nec-

essary for accomplishing this undertaking.”

Management participation: The document stresses the need for

management support and participation, including the selection of

|
i
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a qualified team to perform the risk analysls, setting aside suffi-
cient time to conduct the analysis, review of findings and resolution

of potential conflicts.

Three staged approach: The methodology calls for three basic ac-
tivities: A) a preliminary ewxamination; 3) the risk analysis proper;

and C) the selection of cost-affective countermeasures.

A) In the Preliminary Security Analysis, the team identifies the
replacenent costs for systam assets, the threats (by name) to which
the system is subject, and the existing security measures. While
these three discrete activities are called for, guidance on actually
doinz thea is vary sketchy and iancomplete. Some examples of threats
and systea vulnerabilitles ars glven, but the structuring of these
activities and the level of detail is left to the judgement of those
conducting the assessment. This Is one 2xanpla of the loosely

structured nature of the methodslogy 2

Y

praseated iz FIPS PUB 65.
The final activity In step A) 1s a manazement review of the prelim-

inary findings.

3) Risk Analysis: The procedure zalls for =stimation of two gquaa-

tities: frequency ¢f occurrence of a threat, and impact in dollars

—

when a threat affects some asset. Multiplication of these factors
results in the annual loss whizh can be expected from that threat.
Summing over all threat-asset pairs provides the annual loss expec-
tancy (ALE). The ALE is the principal summary statistic resulting
from the risk assessment. It i3 a statistical average over time, and
it may take a number of years before actual losses agree with average

losses.

While the document explicitly recognizes the need for a structured

approach, it offers only marginal guidance on how to actually
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implement such structure. A form (Risk Analysis Worksheet) is
presented which provides entries for computation of the ALE in the

impact areas of modification of data, destruction of data, confiden-

tiality of data (i.e., unauthorized disclosure) and processing
availability (denial of service). The ALE is computed by asset,
and then summed over all assets to obtain the system—-wide ALE.
Thus, for each system asset, it 1s necessary to a) identify each
threat which could impact the assets; b) estimate the frequency of
occurrence of the threats in each lmpact category; c) estimate the
{impact in dollars of that threat in each of the four impact cate-
gorles; d) multiply these ratings (using orders of magnitude) to
obtain the ALE for each asset—~threat pair; and e) sum over all such
asset-threat pairs to obtain the system-wide ALE. Within the denial
of service impact mode, three degrees of lmpact are suggested (the

! example uses 2 hours, 24 hours and 72 hours).

Note that the fundamental indexing entity 1s the asset. Fror some
reason, it is taken for granted that data files will be the zost

prominent assets. While they certainly do constitute an important

category of assets, other assets (il.e., equipment, software, per-
sonnel, communica%tions, negotiable output, etc.) should aot be

neglected.

Another 3i{gnificant feature of the risk analysis is the following:
“The effect of curreantly installed protective measures on undes-
irable events shoudd not be taken Into account at this stage.”

Thus, the team Is asked to hypochesfze what the frequency and impact

would be {f all currently installed countermeasures were reamoved.

An example of this process is provided.
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L C) Selection of Safeguards: The emphasis is heavily on procedural
b and physical safeguards: "Procedural controls, especially when used
in combination with ph&sical barriers, produce the highest degree

of security for the lowest cost of all forms of protection . . .
System security measures should be contemplated only after it has
been established that physical and procedural safeguards are in-

sufficient to meet the organizatlon protective requiresments.”

It is at thils stage that in-place protective measures are consid-

ered, including replacement costs. By comparing the annual cost

of a countermeasure against the reduction in ALEZ it produces,

cost affective protective measures and devices can be selected.
Little guidance 1s given on how to arrive at reasonable pros-—

pective safsguards. The procedure calls for each such measure to

be matchad agalnst each threat (ian a matrix), and the reductlon of

ALE estimated in each instance. An example 1s provided.

S. Appendix Containing System Vulnerabilitles: One of the most useful
parts of the document 13 an eight-page Appendix listing “"many un-
desirable avents whlch can have serlsus coasequences.” These ara
arrangad under such headings as Uncontrolled System Accass, Pro- [

cedural EZrrors, ®rogran Errors and Comnmunicatioans Failure.

An overall cechnlcal assessment of this metnodology must include the observa-

C e e

tion that FIPS PUB 65 occuples a unique place in the field of Risk Assessnent.

The prestlige and technical expertise of NBS carries siznificant influence {n

the AD? community. As a high-level statemeat of the purposes and methods of
a rvisk assessaeat, FIPS PUB 65 succeeds very well. Its major weakness is
that it does not provide detailed guidance on how to actually perform one.
It relies {n large measure on the expertise and judgemeant of the aenbers of
the risk analysis team, and {t permits the=n wide latitude in selecting the

level of detail, structure, schedule and level of effort. Such wide
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discretion may lead to significant disparities in the conduct of Risk Assess- | B
ments in the Federal Government. Using the FIPS 65 methodology, good results ‘
require a highly skilled group of ADP experts working together over a con-

» siderable period of time. This expenditure of effort may be more than some

Federal ADP managers feel comfortable with. i

[ 1.2.2 Air Force Risk Analysis Management Program (RAMP)

This document comprises a major part of the Alr Force ADP Security Program.
The RAMP 1is still provisional, and undergolng some modifications. It con-
sists of three volumes. The first is a Risk Assessment to be applied to
Alr Force ADP facilities. The second and third contain the procedures
which must be gone through to certify application software (Vol. II) or
systems (Vol. II1) as appropriate for processing of sensitive data. Thus,
for purposes of this comparison, only Volume I is of interest. 1In a larger
context, however, IAMP Volumes II and III are extremely useful, and provide . }
axcellent guldance on how to meet military and intelligeuce certification
criteria for processing of sensitive data. The distinction between the

contants of Volume I, on the one hand, and Volumes II and III, on the other,

is:

<t

'olume I evaluates an Iin-place, operational facility for risks,
quantifies the expected loss, and recoamands cost-effective countarreasures
(i.e., conducts a risk assessment); Volumes II and III provide extenslive,
detailed guidance on how to certify application software and tactical
or c2 systens when classified materials will be involved. This {s a useful
distinction and poiats up the differences between the concerns of general E
ADP managers and the concerns of the military and intelligence communities. '
In one sense, the difference Is one of degree, since in both cases threats :5
2 and vulnerabilitles are analyzad and assessed. However, a risk assessment

for ADP managers usually proceeds on a much higher level (l.e., with less

detail) than the detailed, technical testing and review which is often

required of systems which will process military and intelligence data. It

is a real question what part a risk assessment plays in the certification

B, e -, >
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2 effort, and to what extent the tools of the two procedures do or ought to

overlap.

The RAMP is a highly structured sequence of procedures set forth in complete
! detail. Whenever possible, explicit activities are described with painstak-
ing specificity, including the exact procedures to be followed and the out-
1 put which will be produced by the activity. The major summary statistic is
A the ALE (Annual Loss Zxpectancy), although other measures of the level of
risk are computed. As usual, the ALE 1s taken to be the frequency of occur-
reace of a threat multiplied by the value of the affected asset. Summing

over all threat-assel palrs results in a system~wide ALE. 1In reviewing

the documeat, the following points are worthy of note.

1. Purpose: "The RAMP for ADPFs has been developed to help Air Force
managers recognize the threats to thelr computer operations and the
reasonable cost measures that are needed to either prevent, minimize
loss, or recover from undesirable events occurring which would reduce
Alr Force computer resource availability, integrity, or confidential-
ity. This management awareness with consequent actions is the primary
benefit of such risk analyses. The quantification of risk and security
measures should also help commanders and the Alr Staff allocate re-

sources to protect Air Force computer resources.”

2. Level of effort: It is estimated that the initial implementation
of the RAMP should take about 60 days, and 30 days thereafter. A sub-
stantial number of persons are involved, including the System Security
Officer (SSO), the ADP facility manager, a review team assembled by the
Base Commander consisting of knowledgeable ADP users and specialists,

and support personnel. A conservative estimate would be 4 to 6 man-months

most of which would {nvolve highly skilled ADP~trained personnel.
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3. An eight-stage approach. The methodology calls for eight separate
activities:

I) 1Inventory of Assets. In this phase, a complete inventory of

all assets is performed. Existing inventory records are compared

against actual equipment on-hand, and discrepancies resolved. The

procedure calls for physically tagging all assets to ensure that

J—,

this inventory 1s complete. Asset categories include Hardware (ADP,

non-ADP and facilities), Software, Data files, Personnel and Supplies.

At e 300 A o

Each asset 1s evaluated only in one impact mode (essentially, Loss).

This is in contrast to other schemes in which an asset can be valued

in more than one impact mode (Destruction, Disclosure, Denial of

e b e PR Bl

Service, etc.). A worksheet is prepared in each asset category on

2
[ SN

which every asset 1s listed by name and value. A significant feature
of this process is that detailed guidance is provided on how to ] H
evaluate such items as data files and loss of personnel. For data :
files, for example, there is a computational algorithm provided for ‘
valuing the file based on the fields within a record and the number
of records. Very little is left to the judgement of the person
conducting the inventory, so that a high degree of consistency should
result from following the procedure. The SSO 1is responsible for

conducting this phase. i

PRI

I1) Threat Identification and Evaluation. A work sheet is pre-
pared for every asset (and asset category) identified in Phase I.
On this work sheet, the threats which could affect the asset are N
listed by name. For each threat, two quantities are estimated: 1)

the frequency of occurrence of the threat and 2) the magnitude of

the threat. The magnitude rating is unique to the RAMP, and represents
the percentage of damage which can be expected if the threat occurs. P

Extensive guidance 1is provided for magnitude and frequency ratings

s e

for many kinds of threats. These estimates are made without
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consideration of existing ADP protective measures (i.e., the estimates
are made assuming that no ADP-specific countermeasures are in place).
The SSO is to receive the guidance of the Resource Protection Committee
(RPC), assembled by the Base Commander for this purpose, in making
these estimates. It should be noted that none of the threats pro-
posed for evaluation include the more technical types of attack ({.e.,

0.S. penetration, electronic survei{llance, etc.).

(II1) Computation of ALE - Unprotected: the asset values in phase 1
are multiplied by the magnitude and frequency factors identified and
estimated in phase II to obtain, for each asset, an annual loss ax-
pectancy (ALE). Since these estimates were made assuming that no

ADP safeguards are in place, this is the unprotected ALE. Summing
over all assets provides the system-wide ALE. The SSO, supported

by clerical personnel, performs this activity.

(IV) Inventory and Evaluation of Exisiting Security Measures: the
chief (or manager) of the ADP facility performs this phase. The

protective measures and devices of the facility are ldentified, and
thelr annual cost estimated. Summing over all such protective meas-
ures ylelds the total current investment 1n ADP protective measures
and devices. Next, the frequency and magnitude factors estimated {n
phase II are re-estimated taking Iinto account the presence of the

protective measures. Some guidance 1s provided on how to obtain the
list of protective measures. At least two sessions with the RPC are

required, as well as walk—-throughs and "brain-storming” sessions.

(V) Computation of ALE - Protected: The chief or manager of the
ADP facility performs this phase. It {s identical to step III,
only using the revised frequency and magnitude estimates obtained

from phase IV. Note that the difference between the Protected -

ALE and the Unprotected - ALE is the annual savings resulting from
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the presence of the currentiy avallable countermeasures. Hopefully,

this savings exceeds their annual cost.

(V1) Measures of Level of Security: During this phase, conducted
by the SSO, the ALE, asset values and values of protective measures ]
and devices are manipulated wmathematically to provide measures of
the current level of security. The most significant is the annual
percentage of loss, which is just the ALE expressed as a percentage
of the total assets at the facility. A baseline of 10% or less

has been established by the Air Force as an acceptable level of
risk.

(VI1) Selection of Countermeasures: this phase is a lengthy,

complex and tedious evaluation of the cost-effectiveness of pro-

posed countermeasuras. The methodology consists of comparing the

ALE without the countermeasure against the ALE with the counter-

measure, computing the difference, and comparing this against the

cost of the countermeasure. An interesting feature is that if the

current ALE 1s less than 107 of the total value of all assets, no
countermeasures need be considered. Given the complexity and ted- 1
{ous nature of this phase, there is high incentive to ensure that %
this 10%Z level has been met. An interesting algorithm based on

marginal utilicty is presented for prioritizing the countermeasures
and assessing them sequentially until an acceptable level of risk

(L.e., percent of loss) has been obtained. Also, some guidance is

J O R U RIS WP RIS

given on choosing the most likely candidates for protective measures

and devices. The SSO 1is responsible for conducting this phase, and

he reports his findings to the RPC.

(VIII) Action and Reporting: 1In this phase, the countermeasures

recommended for acquisition by the RAMP are acquired ({if possible)

ol e e - ol At i o
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and installed. A summary report is prepared for management review,
including copies of the working papers prepared as part of the RAMP.

All recommended procedural changes are to be rigidly enforced.

The Air Force RAMP as described above has a number of strengths and weak-
nesses., The strengths include: a highly structured, methodical approach;
extensive guldance on evaluation of assets and estimation of threat frequen-
cies and magnitudes; a carefully conceived mechanism for selection and
evaluation of countermeasures; unambiguous assignment of responsibility;

and review and approval procedures at several points {n the process. The
potential weaknesses include: a very high level of effort required to

carry out the RAMP including extensive participation by the S$S0, facility
manager and RPC; fallure to allow an asset to be evaluated in more than one
mode of 1mpact (i.e., inability to distinquish destruction, disclosure,
denial of service, ete.); and Insufficient emphasis on such areas as encryp—
tion, operating system weaknesses, electronic surveillance, segregation of
users and data at varying security levels, and hostile code. While these
last issues are dealt with in Volumes II and III which examine certification
of systems, they should not be totally ignored in a risk assessment. In
addition, there is little if any actual experience available using the RAMP,

so that its utility is an open 1issue.

1.2.3 USDA ADP Security Handbook

The risk assessment methodology described in this document was developed for
use by the Department of Agriculture in an effort to meet both internal and ¢

external (i.e., Privacy Act) requirements and regulations. It is intended

for ugse 1) as a means of assessing the current gecurity position; 2) in
raising overall security awareness; and 3) as a management tool for cost-
effective allocation of resources. The methodology is very similar to that

of FIPS PUB 653, except that orders of magnitude are not peraitted, and an

B €203 Vi BN ey tnat 7 0

effort has been made to include users in the evaluation process. It consists
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of twenty pages (of which ten are devoted to a carefully worked-out example),
and can be profitably read in less than an hour. The following features

merit speclal attention.

k 1. Participation of Users: Recognizing that "the only reason for the ;
i

, existence of an ADP facility lies in its function of service to users”, 1
the USDA methodology involves users extensively in the 1lmpact evaluation ?

process. In particular, users are required to identify critical system

assets and services, assess the sensitivity of data flles under their

control, specify what additional security measures (if any) are required,
and estimate the impact associated with the occurrence of major and minor

threats.

2. Organized by Threats. A unique feature of this methodology is that
the principal categorizing entity 1s the threat. Each threat is sub-
classified as "major" or "minor”, and a frequency rating is made. Yext,

an Ilmpact estimate 1s made in each of four impact areas: destruction,

disclosure, modification (fraud) and availability (denial of service).
This impact rating need not be connected to specific asset values.
However, specific assets or groups of assets (e.g., supplies, equipment,
etc.) can be 1dentified if more detail is desired. Users also provide
estimates of the 1mpact (cost) to them in each impact area. A total
impact is thereby obtained in each impact area. The ALE associlated with
each threat 1s found by multiplying the impact estimate by the frequency
rating. Summing over all such threats yields the system-wide ALE.
Orders of magnitude are not used, Note that system assets are never

E: explicitly inventoried or evaluated.

3. Loosely Structured. As with FIPS 65, the instructions are left suff{-
clently general so that many decisions concerning level of effort and

detail are left to the team conducting the risk assessment.

T
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4. Selection of Countermeasures. A positive feature of this methodology
is an orderly approach to the selection of countermeasures. A matrix is
prepared listing threats on one axis and countermeasures on the other.

An entry In the resulting table indicates that the given countermeasure
can be effective in preventing the designated threat. Countermeasures
which are effective agalnst many threats (or agalnst the most serious
threats) are then good candidates for implementation. As usual, the
countarmeasur2 1s evaluated by recomputing the ALE with the counter-
measure in place, and comparing the resulting savings against the cost

of the countermeasure.

The major weaknesses in the USDA umethodology 1s lack of guidance in arriving
at a sultadble list of threats and in estimating their frequency and impact.
A team approach ls recommended, but the size and content of the team is left
open. While a number of activities are described, the methodology is not a
phased approach. Activities may overlap, and responsibility for parameter
estimation is split among different groups. Given a strong prior foundation,
the countermeasure evaluation and selection mechanism is quite sound and
orderly. A major strength of the methodology 1s the active involvement of
users in the evaluatlon of the ilmpact resulting from threat occurreance. As
in FIPS 65, the directioas for implementation are sufficiently general that
assesszents {iavolving widely differing levels of detail and effort could
reasonably be saild to fit under the same description. While this allows ADP
managers flexibility in choosing the amount of time and resources to be
allocated, such decisions will have a great impact on the validity and util-

ity of the results of the assessaent.

1.2.4 AFIPS Checklist for Computer Center Self-Audits

This document should be required reading for anyone concerned with issues
of computer security. It consists of 954 “"embarassing questions” relating
to all facets of ADP operations. These are broken down into 9 major sec-

tions: Planning and Risk Analysis; Physical Security; Backup and Recovery;

P CTY A T AR TR R SO TP Y 5 e

il




System Development Corporation
30 June 1980 17 TM~WD-7999/202/00

Administration Controls; Systems Hardware and Software; Communications;

Distributed Risk; Applications; and Security Audit. Each section {is
introduced by several pages of discussion of terminology, concepts, available
technology and recommended practices. Then follows a detailed checklist
forcing the reader to consider a multitude of disturbing and unlooked-for
possibilities. To read the book carefully is to see your system through

the eyes of your enemy - the strengths, weaknesses, targets and avenues

ﬁ of attack are brought into sharp focus. In addition, the dangers from
carelessness, errors, sloppy procedures and poor planning are highlighted.

It truly describes an ADP manager's nightmare!

. Insofar as a major purpose for conducting a risk assessament i{s to provide
a careful, complete review of the security properties of a facility and to
heighten security awareness, the AFIPS manual provides an extremely effec-
tive and complete mechanism to accomplish this. However, it does not pro-
vide the quantitative measure of degree of risk (i.e., ALE) which results
from a formal Risk Assessment. It 1s not a quantitative tool; it is quali-

tative in its purposes and mechanlisms. Its value lies in the completeness

of its treatment of the security posture of a facility or systeam —-- the
confidence that, having worked through the checklist, no significant security
feature will have been left unexamined. As such, it is a useful reference
while conducting a quantitative Risk Assessment. It may be compared to a
Risk Assessment Methodology insofar as that Methodology does or does not

permit and encourage the same degree of completeness of review. This is

particularly true when those conducting the risk assessment are new to the

1ssues of computer security or are not ADP professionals.

1.2.5 Navy RAM ‘
This document contains a Risk Assessment Methodology (RAM) which was pre- {

pared by SDC for the Department of the Navy. It has been proposed for

adoption and use by Navy personnel 1in conducting Risk Assessments of Navy
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ADP systems and facilities. The unique mission and requirements of the Navy
influenced the development of the methodology in several ways. On the one
hand, it was desired that the methodology be useable by Navy personnel who
were not highly skilled in the area of computer security. 0On the other hand,
adherence to sound technical and theoretical principles are of central impor-
tance, including reliability of results and use of quantitative measuring
techniques. Thus, detailed descriptions of RAM activities were required

as well as extensive guldance i{a identifying and evaluating system threats

and vulnerabilities.

In order to accomplish these objectives, a number of innovative technilques
were devised for use in the Navy RAM. Probably the most significant of
these was to separate out the vulnerabilitlies of the system or facility as a
separate entity for evaluation. The vulnerabilities are seen as paths or
openings by means of which a threat can reach a target asset to cause loss
or damage. A low vulnerability rating indicates that only a few attacks can
succeed ia exploiting the vulnerability. Likewise, a high rating indicates
that most attacks agalanst that vulnerabllity will be successful. Thus,
mathematically, the vulnerabllity rating functioas similarly to the ™agni-
tude” factor in the Alr Force RAMP, It reflects the fact that strong safe-
guards will succeed in deflecting a large percentage of attacks, thereby
reducing the ALE.

The Navy RAM consists of six phases. 1In the initial three phases, the Threats,
Vulnerabilities and Assets of the system are identified and evaluated.
Extensive guidance is provided in making these evaluatioans, including check-
lists, pointers to sources of information, scenario construction and explicit
estimation guidelines. A generic 1list of Threats and Vulnerabilities has

been complled, although users may add others as appropriate. Assets are

inventoried, and are evaluated in each of four modes of f{mpact: Destruction,

Unauthorized Disclosure, Modificarion and Denfial of Service. 1In all cases,
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orders of magnitude are used. Vulnerabilities are rated using qualitative
verbal descriptions (VL, L, M, H, VH), and are incorporated into the algor-
ithm via a look-up table. Because the impact of certailn threats is extremely
difficult to evaluate in dollars (e.g., disclosure of classified data), the
option 1is given of evaluating assets using a qualitative, non-dollar-valued
technique. This feature is optional, and is used only at the discretion of

the person conducting the risk assessment.

The fourth phase lnvolves matching Threats against Vulnerabilities to obtain
plausible Threat/Vulnerability attack scenarios. This is done in each of the
four modes of impact. The Threat/Vulnerability merger forms which accomplish
this have been prepared for the generic categories supplied with the RAM.

The user who requires additional entries must also modify these forms accord-
ingly. At this stage, the vulnerabilicy rating is matched agaiast the threat
frequency rating to obtain a successful attack frequeney. This 1s done via

a look-up table. As indicated, low vulnerability ratings will considerably

decrease the attack frequency; high ratings will leave it largely unchanged.

In the £ifth stage, the attack scenarios obtained in phase four are matched
against target assets. As In all methodologles, the frequency of attack
multiplied by the {mpact (in this case, asset value) ylields the ALE (Annual
Loss Expectancy). Summing over all T-V-A triples yields the system-wide
ALE. 1In the Yavy RAM, eight forms are provided for this purpose: four for
each of the impact modes, and again broken down by do’lar vs. non-dollar
evaluation of assets. For the non-dollar-valued assets, the level of risk
is obtained by summing the successful attack frequencies of all T-V pairs
which affect the asset, obtaining i{n this way a total successful attack
frequency. Management can then decide whether that level of risk is accep~
table. It should be noted that all computaticns are table-driven, and use

orders of magnitude. Also, the matching of T-V pairs against target assets

1s left to the judgement of the person conducting the Risk Assessment. This
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can be a lengthy and tedious undertaking. Finally, the forms permit useful
intermediate results, such as computlng the ALE assoclated with a specific
threat or vulnerability. This can be useful in analyzing the overall security
posture of a facility and In maklng educated guesses concerning areas where

addiclonal protective measures are needed.

The sixth stage consists of selection of countermeasures. As 1n other risk
assessments, the technique is to reconmpute the ALE assuming the counter-
measure 1s 1in place, and then to compare the resultant savings with the cost
of the countarmeasure. In the Navy RAM, the countermeasure enters into the
algorithm by reducing the wvulnerability rating (and thereby, the successful
attack frequency). A reference manual on potential countermeasutes has been

prepared to aid in this process.

One final feature of this methodology may be usad. When threat frequencies
and asset values ara estimated, a precision rating is called for. The
precision ratiang indlicates how accurat2 the evaluator feels his estimate %o
be. By using this preclsion rating, a new ALE can be computed on the assuap-
tion that the evaluator consistently estimated below the true ratings. The
resultant ALE will therefore be corrasgoadingly higher. This process is
termed the "Worst Case Analysis™, and the RAM warns that this result should
be viewed with a jaundiced eye. It may be thought of as the RAM's version

of Murphy's Law. This second estimate is useful insofar as it gives an

indication of the range of reasonable values to be coansidered.
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2. COMPARISON OF METHODOLOGIES {

In this section, the methodologies will be compared in each of five major i

comparison criteria. ‘

2.1 SOUNDNESS OF UNDERLYING THEORY

There are three aspects which must be examined under this heading. They are
completeness (do the parameters identified by the methodology provide a com-
plete profile of the security and integrity posture of the facility or systea

being assessed?), accuracy of estimation (are the mechanisms used by the

methodology to estimate parameters deserving of confidence?), and validity
(is the computational algorichm used to combine parameter estimates into
summary statiscics a reasonable model of reality?). We coansider each in

turn.

2.1.1 Completeness

Each of the methodologles calls for the identificatfon {as opposed to subse-
quent estimation) of lists of objects, events, situations, and relation-
ships. Subsequently, numerical estimates (of values, frequency, impact, etc.)
may be assoclated with each of the mezbers of these lists for computational
purposes. dowever, if the lists themselvas are 1lnccmplete, or fail to reflect
a significant aspect of the security and integrity posture of the facility or
system, tnen subsequent results will be, to that ext:nt, in error. Hence,

the mechanisms provided by the risk assessnent for constructinn of such lists,

and aay features which help to assure completeness, are of concera.

The FIPS 65 methodology calls for the preparation of lists in the areas of
assets (for replacement costs), threats, protective measures, and asset-
threat pairs (for each asset, listing of the threats which could affect {t).
With the exception of threats, for which an extensive list of examples is

provided in the Appendix, the methodology provides no explicit features for

assuring that the resulting inventories are comprehensive. For example,
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a crucial step 1s the matching of assets against potential threats. The
document says: "All of the organizations applications systems, or data
files arranged by application, should be listed on the worksheet(s). By
tracing the flow of data through a system, the team will be able to pinpoint
where in the processing the threats identified in the preliminary study
could occur.” This is followed by three pages of general guidance on how to
estimate parameters, but the Initial step of identifying the threat-asset
pairs 1is never mentioned again. <Clearly, the methodology relies almost
entirely on the expertise of the risk assessment team to guarantee that the

pairings have been done In a reasonable and comprehensive manner.

The Air Force RAMP i{s extremely strong in thils area. Pre-printed forms

are required in each of the areas of asset identification and evaluatlon,
threat identification, threat-asset pairing and inventory of countermeasuras.
In addition, explicit lists and activity descriptions are provided indica-
ting unambiguously and in detail exactly the procedures to be followed in
coapiling thesa lists. Finally, intermediate products are reviewed by a
hizhly qualified, skilled committee (the RPC) for completeness, reasonable-
ness and consistency. This is a wise use of manpower siace the committee

13 only assexmbled at {ntervals to review drafts and aid in the more Jiffi-
cult decisfons; the bulk of the work is conductad by the SS0O and his assis-
tants. Thus, whille the RAMP does not provide detalled, extensive checklists
of ADP threats and vulnerabilities, 1t coes provide a formal review mechan-
ism and specificity of procedures as the means of assuring completeness.

This is a reasonable approach to the problem.

The Risk Assessment developed by the Department of Agriculture only requires
two 1ists: 1) threats to the facility, and 2) potential countarmeasures. )
The assets of the facility, are never explicitly inventoried or evaluated.

Very little guidance is provided on how to obtain coapleteness ia these

lists. Some examples are given, but there is great reliance on the skill
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and judgement of those individuals conducting the risk assessment. The
methodology does not explicitly inventory or even discuss vulnerabilities

in ADP systems or facilities.

While this issue is not strictly applicable to the AFIPS checklist, system-
atic use of the material in this document would provide very high confidence
that every important facet of ADP security and integrity had been considered.
An explicit method or procedure for Incorporating this checklist into less

structured risk assessment methodologlies would be a major improvement.

The approacn taxken to thls problem by the Navy RAM is to incorporate pre-
established lists explicitly as part of the methodology. While the iadivi-
duals conducting the risk assessment can add to these lists if they choose,
they need not do so. The lists so prepared and utilized are coamprsheasive,
and deal with the full spectrum of general threats and vulaerabilities in
ADP systems and facilities. There are, however, three places where the
judgement and expertise of the individual is called for in the preparation
of lists: 1) in preparing the inventory (aand evaluatlon) of system assets;
2) 1a {dentifying which assets are impacted by a given threat/vulnerability
attack palr; and 3) in preparing a list of potential countermeasures. While
extensive guidance ls provided for 1) and 3), 2) is a lengthy and potentially
frustratiag activity for which only general, non~specific rules and advice

can be given.

2.1.2 Accuracy of Estimation

Each of the methodologies (except the AFIPS checklist) is at least partially
concerned with quantifying the risk to an ADP system or facility. As such,
each requires that certaln parameters (previously identified) be numerically
estimated. These estimates will subsequently enter into certain comparisous
and arithmetic manipulations. Hence, the accuracy with which these estimates
can be made {s a major concern, and the methodologles must be examined concern-

ing the support and guidance they provided to users in this area.
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Before turning to the actual methodology documents, however, a general comment
should be made. All of the methodologles recognlze explicitly that the
process of estimating such things as frequency of occurrence (say, of theft)
or degree of impact (say, of disclosure of personal data) Is necessarily

and unavoidably inexact. One method which has been proposed to help those
conducting risk assessments 1s the use of orders of magnitude. ihe use of
such a device speeds the estimatlion process and (presumably) uses manpower
more effectively. However, for parametars which can be estiazated very
precisely (as, for example, the replacement cost of a disk drive), such
accuracy is irretrievably lost when orders of magnitude are eaployed. In
general, use of orders of magnitude, at least on a first go-around, seems to
make sense given the highly imprecise nature of many of the estimates to be

made. This technlque is employed both by FIPS &5 and by the Navy RaAM.

The most significant means by which a methodology can aid in assuring the
accuracy and reasonablaness of parameter estimates is to provide explicit

guidance on making or obtaining these estimates.

The FIPS 65 methodology requiras the risk assessment team to estimate the fre-
quency and impact of every threat affecting a given asset in each of the

four {impact modes (destruction, modification, disclosure and denial of ser-
vice). That is, four frequency and iampact estimates are made for each threat-
asset palr. No specific guldance is given about how these estimates ara to

be made. The ouly aids are in the anature of advice, encouragemeat and mention
of some common pit-falls. A similar situation exists when the risk assesszeat
team must estimate the reduced ALE when a particular countermeasure is in
place. The methodology relies almost 2ntirely on the experlence and expertise

of the membars of the Risk Assessment team for the validity of the parameter

estimates.
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The Air Force RAMP requires the estimation of the value of each asset, the
frequency of occurrence of each threat, and the magnitude (percentage of
assets destroyed) of each threat. The last two quantities are subsequently
re-estimated assuming various countermeasure configurations. The RAMP pro-
vides extensive guidance on making these estimates. The most remarkable
example is the detailed algorithm for evaluating the sensitivity of data
files. However, frequency and magnitude ratiags for earthquakes, storms,
tornadoes, lightning, etc. are furnished in the appendices. The RAMP also
provides an interiam review of the estimate by the RPC for reasonableness

and consistency. Orders of magnitude are not used. Finally, the RAMP
provides specific references to potential sources of Information not already
provided, and explicitly requires those conducting the assessment to contact

these sources and justify their ratings.

The methodology developed by the Department of Agriculture is similar to
FIPS 65 1in that 1t calls for the estimation of frequency of occurrence of
threats, and the estimation of impact in each of four impact categories.

A unique feature of this methodology, however, 1s that users are explicitly
involved in the estimation of impact. Thus, the results of the assessment
reflect not only operating costs, but also the costs to those who use the
facility and raly on 1its processing. This approach makes particularly good
sense when the users will also bear part (or all) of the cost of installing
additional countermeasures. The methodology does not give any explicit
guldance on how to make these estimates, vrelying entirely on the experience
and judgement of those conducting the assessment. Orders of magnitude are

not used.

The 1ssue 13 not applicable to the AFIPS checklist.

The Navy RAM requires estimation of: 1) frequency of occurrence for Threats;

2) level of vulnerability for Vulnerabilities; 3) values in each of four
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impact modes for assets; and 4) effectiveness ratings for countermeasures.
Orders of magnitude are permitted in 1) and 3), and qualitative verbal des-
criptors are used in 2) and 4). In addition, assets for which the assign-

ment of a dollar value is particularly difficult or misleading are allowed

to be non-dollar valued. The Threat and Vulnerability forms contafin extensive,
detailed guidance on how to arrive at a reasonable, accurate estimate in

each separate case. Only general guidance is provided for evaluation of
assets. A manual containing descripticas and ratings of countermeasures is
also provided. Finally, estlmates of threat frequencies and asset values

can be accoumpanied by a precision rating indicating the confidence the i
estimator has in his estimate. This can be very useful in the analysis of ’
results. In general, the methodology has gone to great lengths to aid imple-~
mentors in arriving at reasonable, accurate estimates of the critical

parametars.

2,1.3 Algorithmic Validity

Once the critical parameters are identified and estimated, they are combined
into summary statistics using some computational algorithm, however siample
or complex it may be. The results, therafore, are only as aeaningful as the j
underlying mathematical model. On the one hand, simplicity and intuitive
appeal are strengths, since they lend confidence to a reader or user that
he understands what the figures mean and how they were arrived at. On the
other hand, the methodology should have a structure which is sufficlently
rich that the security features of the system can be modeled accurately and
reliably. Finally, any computational aids which minimize the mathematical

burden on the user must also be considered to be strengths.

The FIPS 65 methodology has an eminently reasonable, structured approach.

[Frequency of occurrence] X [Impact] = [Annual Loss Exposure].
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The methodology, as we have seen, uses orders of magnitude to estimate
frequencies and impact, and provides a look=-up table to perform the required
multiplication. Note that, for each asset, the threats which can affect it
are listed. This essentlally identifies a large number of asset-threat
pairs. For each such palr, frequency and impact ratings are made in each

of the four modes of impact. This means that an extremely large number of

ratings are made. In most of the methodologies, a frequency rating is

made once for each threat, and then reused as the threat 1s matched agzainst
each asset. Such a time-saving device ls not a feature of the FIPS 65
methodology. While re—-estimation for each case 1is probably more accurate
from a theoretical point of view, it Imposes a sizeable burden on those

conducting the risk assessment.

The next step is to sum in various diractions. Summing over the four impact
modes yields an ALE for each threat-asset palr; summing over all threats
yields total ALE for each individual asset; summing the contribution of a
glven threat over aach of the assets 1t affects yields the ALE associated
with a given threat; and summing over all threat-asset palrs vields the
systemwide total ALE. This procedure has a strong, intuitive appeal. Its
principal weakness lles in the extremely large number of estimates which

must De made. In addition, the parameters which are required are slippery,
even to ADP experts, and the methodology gilves little guidance in identifylag
and estimating them. Finally, the fact that estimates are to reflect fre-~
quencles and iampact assualng none of the currant protective aoeasures 1s some-

what strange, and will tend to complicate the process unnecessarily.

The Air Force RAMP has two theoratical features which merit special examination.
First, the RAMP only permits 3 given asset to be valued and impacted in one
impact mode. For example, equipment 1s valued by replacement cost, data by
sensit{vity (i.e., disclosure), personnel by level of traianing and experience,

etc. Nevertheless, any given asset is only evaluated in one mode, so that, for

example, the jimpact of denial of service cannot be separated out froam the
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impact of unauthorized disclosure, or agaln from loss of data integrity
(modification). While the text of the RAMP recognizes these alternative events,
no structure 1s provided in the RAMP itself to model or evaluate them. This

is a serious weakness.

Second, the RAMP requires the insertion of a factor called the magnitude of

a threat. This magnitude is used to represent the percentage of an affected
asset w'.ich would be damaged or destroyed, and is estimated once for each
threat, regardlass of which assets are being affected. While it has a
certain intuitive appeal, and makes sense for some threats, the percentage

of assets being affected is often more a characteristic of the facility than
it is of the threat (e.g., a brick bulilding will not be as extensively
damaged by a fire as a wooden building would be). On the other hand, the
attempt tc model the difference between "severe” and "mild" threats {s valid.
The Departament of Agriculture methodology accomplishes this by distinguishing
two threat categories - "major” and "minor” - and recomputing frequency and
fapact for each category. FIPS 65, of course, recomputes frequency and
impact for every threat-asset pair, so that the problea does not arise. The
decision whether to use a magnitude rating, and which threats oost reasonably

are modified in this way, is a matter both of policy and practical experience.

As expected, the Alr Force RAMP matches potential threats against likely
target ass2ats, obtaining in this way a large number of threat-asset pairs.
Asset value multiplied by threat frequency and the magnitude factor yields
the ALE for each threat-asset pair. The frequency rating {s re-used if a
threat affects more than one asset, so that the total number of estimates
is dramatically reduced vig~a-vis FIPS 65. Total ALEs are obtained by sum-
ming first over threats, and then over assets, to obtain a system-wide

ALE. As in FIP?S 65, initial estimates are made assuzing no countermeasures
(even those currently in place are not considered in the initial phase).
Estimates are subsequently revised to reflect (first) current and (second)

proposed countermeasures, and the ALE recomputed in each case. Finally, the
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RAMP contalns an elaborate and tedlious countermeasure selection mechanism
based on marginal utility metrics (analysis of benefit-to-cost ratios result-
ing from incremental countermeasure additions). This algorithm would seem

to be unjustified in light of the theoretical weaknesses poianted out above.

A useful feature is the baseline risk assumption (10% of total assets).

Many facilities may find such a concept meaningful, and it can save the risk
assessment team much unnecessary labor. No explanation {s provided to iustify
the 10%Z figure.

An interesting feature of the Department of Agriculture methodology i{s that
the fundamental organizing unit is the Threat. The frequency of each Threat
(major and/or minor) is estimated once, and the impact of the threat is
estimated in each of four impact modes. Note that affected assets are not
required to be explicitly identifled or evaluated, although the assessors
may do so if they choose. It 1is very difficult to decide exactly where these
estimates come from, since the level of detail is so coarse. While this
method of organization facilitates (indeed, requires) that partial ALEs be
computed for each threat, partial ALEs by asset are not available. 1In
general, the algorithm appears to be appropriate to the level of detail
requirad by the rest of the methodology. This 1s a high-level approach,

and great accuracy 1s neither expected nor required. The actual number of
estimates made 1n this methodology is least of all those exazined: one

frequency and four lapacts for =2ach threat.

This criterifa 13 not applicable to the AFIPS checklist.

The Navy RAM has devised an algorithm which is intended to provide an
extremely rich level of structure for modeling attack scenarios while, at
the same time, holding down the actual number of estimates to a minimum.
As discussed, the methodology identifies a very large number of threat-~

vulnerability-asset (T-V-A) scenarios, and this in each of the four modes

of {mpact. The threat frequency modified by the vulnerability level and
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multiplied by the asset value yields the ALE assoclated with the given T-V-A
triple. Summing along a fixed axdis (by threat, by vulnerability, or by
asset) ylelds useful partial ALEs.

Two important points need to be made about this algorithm. First, while it
is true that T-V-A scenario triples are identified separately for each of
the four impact modes, the same threat and vulnerability ratings are used
no matter which mode is under consideration (assets are valued separately
for each mode). Thus, it is assumed by the model that, for example, power
outages resulting in destruction of equipment will occur with the same fre-
quency as power outages resulting in denlal of service. While this assump-
tion saves effort (since frequencies and vulnerability levels do not have
to be re-estimated in each impact mode), it probably distorts the final

results to some extent, and is thus a theoretical weakness.

Second, the full value of the asset is used whenever it appears in a T-V-A
scenario. That ig, the measure of "impact” used by the Wavy RAM is the
asset value. This is similar to the approach taken by the Alr Force RAMP,
where the asset value enterad explicitly into the algorithm (indeed, was
taken to be synonomous with impact). Note that, in the RAMP, each threat-
asset palr is modified by the presence of a magnitude factor indicating

the severity of the threat. In the Navy RAM, however, it is assumed that
every threat is "totally severe”, i.e., results in total destruction of or
damage to any potentfal asset. This {s probably an unrealistically pessiais-
tic view of the situation, even allowing that a conservative estimate is
preferrable to an overly optimistic one. Note also that in the FIPS 65 and
Department of Agriculture methodologies, asset values are not required and
do not explicitly enter into the "impact™ estimate as they do in the Navy
RAM and Afir Force RAMP. "lmpact” is simply defined as "cost associated with
the occurrence of a threat”, and is thus only loosely connected to asset

values.
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The use of orders of magnitude, qualitative verbal descriptions, look-up
tables for performing computations and easy-to-use pre-printed forms makes
the actual computation using the Navy RAM extremely simple. Such a table-

driven approach is especially valuable when non-skilled personnel are

] assigned to carry out the rigk assessment.

1 2.2 LEVEL QF MANPOWER REQUIRED
There are two related issues here. The first concerns the level of exper-
tise of those who will conduct the assessment. The second concerans the

total amount of time required to conduct the assessment.

One difficulty in evaluating this category for FIPS 65 and for the DoA
Handhook is that both documents are quite vague on this point -- perhaps
: deliberately so. The Department of Agriculture methodology is never more
precise than "facility personnel” and "users”. The FIPS 65 methodology

speaks about "highly skilled manpower” and zives a suggested list of organi-
zational componeats to be represented on the team. If FIPS 65 is to be
taken at face value, the risk assessment team will be drawn from extremely

knowledgeable and responsible ADP professionals. The costs associated with

the Risk Assessment vill be correspondingly high.

Another indication that both FIPS 65 and the DoA Handbook require highly !
skilled personnel and substantial amounts of time is that neither of theam ‘
glve detailed guidance on how to construct the inventories or estimate the
critical parameters. That 1s, both methodologles rely very heavily on the S
expertise and judgement of the risk assessment team. Thus, a reasonable | 1
expectation is that the team merits this trust, both in terms of the profes- o

sional accomplishments of its members and in terms of the time and money o

given it to complete 1its task.

|
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The Air Force RAMP i3 quite explicit about assigning specific duties and
estimating the amount of time involved. The SSO and the ADP facility manager %

share principal rasponsibility, assisted by support personnel as required,
and reviewed at frequent intervals by the Resource Protection Committee
(RPC). The RPC consists of high-level, responsible managers and officers.
The RAMP estimates an Initial period of 60 days to conduct the Risk Assess-
ment. Subsequent assessments should only require 30 days. A reasonable

estimate would be 4 to 6 man~months to conduct the initial assessment.

The AFIPS checklist can be read in about three days, and could be applied

to a facility by a knowledgeable person in about a week. If this iadividual
were {n a respousible position, the weaknesses which were detected could be
corrected almost immediately. However, budgetary justification of additional
expenditures would require a quantitative measure not provided by the AFIPS
checklist. 1In this regard, it would be extremely interesting to see the Risk.
Assessment, Itself, cost-justified using 1ts own techalques. It is quite
possible that informal methods such as the AFIPS checklist are more cost

effective!

A design goal of the Navy RAM is that it be useable by lower-level personnel
who are not necessarily trained in ADP security methods or technology. The
assessor is led step by stap through a sequence of discrete activities none
of which require special training or expertise. Thus, while the methodology

takes certain liberties in terms of abstract, theoretical correctness, it
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provides a remarkable quality of result given unskilled personnel and a
short perfod of time. 1In addition, where more time and money are available,
the methodology provides a way of structuring the approach into manageable
pleces which can be examined individually, and later combined to obtain

quantitative measures of risk. Given the goal of obtaining an acceptably

accurate estimate of risk without great expenditure of time and expertise,

the Navy RAM 1s clearly superior to any of the other methodologies examined.
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2.3 EASE OF USE, COMPLETENESS OF INSTRUCTION AND DESIGNATION OF RESPONSIBILITY
To appreclate the significance of this category, consider the following three

examples giving "instructions” on threat identification and estimation.

Example A. TIdentify the threats to the facility and estimate their frequency

of occurrence.

Example B. From the following list, select those threats which impact the
facility, and use the accompanying general guidelines and criteria

to estimate the frequency of occurrence of each threat.

Example C. Each of the following threats can impact an ADP facility. Review
them, and follow the detailed instructions accompanying each one
on how to estimate their frequency of occurrence for the parti-

cular facility in question.

It becomes clear from this that there 1s a wide spectrum of possible ways of
"giving an iastruction”. In general, the FIPS 65 and Department of Agricul-
ture methodologies most nearly resemble A and B. On the other hand, the Air
Force RAMP and the Navy RAM most nearly resemble B and C.

In general, a methodology which follows most closely to Example C above will
be easier to use in the sense that fewer decisions are left to the iandividual
conducting the assessment. He has a well-defined sequence of simple activ-
ities to perform which are structured in such a way that the final result is
the ALE being sought. In additlon, the activities he must perform have been
mapped out completely in advance, together with the results which must be
produced and evaluation criteria. In this sense, methodologies which adhere
more closely to Example C will hold thelr assessors more accouﬁtable for the

results of their efforts. In the Navy RAM, one part of each estimation

procedure 1s to justify the rating based on the specific criteria which

)
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have been set forth. In the Air Force RAMP, the risk assessors are subject

to review and scrutiny of intermediate results at every stage.

In comparison, the instructions given in FIPS 65 and the Department of
Agriculture methodologles are "high level”. Most of the actual decisions
concernfng level of detail, methods of organizatlion, accountability and
methods of presentation are left to the judgement and discretion of the Risk
Assessors. As a result, they are apt to have to expend a cousiderable
amount of time and effort deciding how to do the assessment rather than
actually doing it. In addition, because the guildelines are so general and
vague, it is hard to argue that whatever 1is produced is insufficient. That
i3, so much can come under the general instructions as presented that very
little is excluded. 1In this sense, a manager is fortunate indeed if the

result of an assessment using either of these methodologles meets his

needs.

2.4 USE AND RELIABILITY OF QUANTITATIVE METRICS

The fundamental measure of level of risk is generally agreed to be the
Annual Loss Expectancy (ALE). With the exception of the AFIPS Checklist,
the other methodologles reviewed did, indeed, manage to compute this
quantity one way or another. Along the way, however, some of t..e method-
ologles computed other quantities which are also useful, and which can

also indicate the level of risk faced at an ADP system or facility.

o Frequency of Attack: 1In FIPS 65, this 1s re-estimated for each fmpact

mode and against every asset. The number of estimates is thus

{number of threat-asset pairs) X 4.

In the Air Force RAMP, DoA Handbook and Navy RAM, the threat frequency

1s rated once and reused for each of the various assets and impact

modes where the threat appears.
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o Magnitude of Threat: This quantity is unique to the Air Force RAMP.
It 19 estimated explicitly for each threat, and indicates the
"severity" of the attack. This quantity is subsumed in
the "impact" estimate 1in FIPS 65. In the DoA methodology, it appears
as the "major" and "minor" threat categories. It is completely
missing in the Navy RAM.

o Impact of Threat: In FIPS 63, this 13 re-estimated for every threat-
asset pair, and for each of the four impact modes. In the DoA method-
ology, it is estimated for each threat, period; there is no algorithm
for its computation. In the Alr Force RAMP, it is simply the
(single) asset value. In the Navy RAM, it 1is likewise the asset
value, but 3 separate value 1s estimated in each of the four wmodes

of impact.

o Vulnerability Level: This quantity 1is unique to the Navy RAM, and
is an explicit rating of the degree of resistance of a facility to

attack along 2 number of potential paths (Vulnerabilities).

o Frequency of Successful Attack: In all methodologles except the Navy
RAM, this {s the same as the frequeacy of attack. In the Navry RAM,
it i1s the attack frequency modified by the Vulnerability Level.

o Individual ALE’s: 1In FIPS 65, every threat-asse. pair in each of the
four {mpact modes has an ALE. It i{s simply the impact estimate mul-
tiplied by the frequency estimate. 1In the DoA methodology, ALE is
computed for each threat. It 13 the product of the frequency of
occurrence of the threat multiplied by the impact of the threat. A
separate impact, and hence, ALE, {3 computed for each of the four

modes of 1impact.

A, oty oy o T T T T T

LR r—




System Development Corporation
30 June 1980 36 TM~WD-7999/202/00
‘)
1 In the Alr Force RAMP, the ALE 1s computed for each threat-asset
’; palr. It is the product of the frequency, magnitude and asset 3
’i value estimates. In the Navy RAM, one ALE 1s computed for each #
’ T-V-A scenario triple. It {s the product of the attack frequency 1
(modified by the vulnerability level) and the asset value. A -

separate ALE 1s computed in each impact mode.

o Unprotected ALE's: In FIPS 65 and the Air Force RAMP, the ALE is
initially computed assuming that no currently installed counter-
measures are in place. The ALE is then recomputed taking these
measures into account. In the other methodologies, current, in-

place countermeasures are not ignored on the first go-around.

o Level of Vulnerability: In the Navy RAM, a mechanisxz is provided
to compute the number of successful attacks agalnst seasitive noa-

dollar-~valued assets.

o Zconomic Measures: Each of the methodologies provides for a

mechanisam to svaluate whether proposed countermeasures are cost

effective. 1In all cases, this measure amounts to comparing the
(pro-rated) cost of the countermeasurea against the sav;ngs it
would briag about. The savings are found by recomputing the ALE
assuming the countermeasure {3 in place, and subtracting this fig-
ure from the original ALE. The Air Force RAMP also considers the
f marginal utility of each countermeasure, and uses this figure to

prioritize them.

o Precision Ratings: The Navy RAM permits a precision rating to be

assoclated with each frequency and value estimate. These are

subsequently available to use in the Worst Case Analysis. ;
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an important consideration as these "metrics” are reviewed is to what extent

a methodology will be consistent in computing them. That is, imagine two
different Independent but equally expert teams evaluating the same facility:
18 it reasonable to expect thelir results (i.e., the measures they finally
compute) will be close to each other. The answer will depend in large part on
how explicit the instructions and guidelines are. The more decisions and
judgements which are left to the discretion of the team, the farther apart

the resulting estimates are likely to be. The issues discussed in 2.3 are
apropos here, and it appears that results obtained from the Air Force RAMP

and the Navy RAM are much more likely to be consistent and reliably coamparable

than are the rasul:ts obtained using the other two.

2.5 APPROPRIATENESS FOR USE BY THE DEPARTMENT OF NAVY

One of the methodologles under consideration (the Navy RAM) was actually
written explicitly for and under contract to the Navy. It is peppered with
examples and terminology specific to Navy and military ADP operating councerns.,
Classified materials, denial of service, special ship-board concerns and
military ADP requirements were all explicitly taken into account la preparing
the lists of generic threats and vulnerabilities and in providing estimation
guidance. Thus, the Navy RAM as 1t appears in the Handbook 1is in truth a

Navy document reflecting the unique misslion and AD? requirenents of the

Navy.

Of the remaining three methodologies (excluding the AFIPS checklist), the one
most nearly sulted to Navy use is the Alr Force RAMP. It also 1s highly
structured and procedural, and it also reflects many uniquely ailitary con-
cerns (e.g., classified data). It requires substantially more effort to

perform than the Navy RAM, but could probably be tailored for Navy use with

’

relatively little effort.
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Neither of the remaining methodologies (FIPS 65 and the DoA Handbook) are
sulted for Navy use. While they are sufficiently general that they could be

used on almost anything, they do not provide the low-level, detailed guildance

on frequency and impact evaluation which is needed in a military setting.
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3. CONCLUSIONS
The analysis shows that the Navy RAM compares very favorably to the other

e e

methodologies encompassed in this comparison. It is highly structured

and procedural; it contains explicit guidelines to aid users in estimating
critical parameters; it explicitly sets forth system vulnerabilities for
examination and evaluation; it does not require a great deal of time or

ADP expertise to conduct; it uses orders of magnitude and verbal qualitative
descriptors to simplify the user's task; all computations are performed

by look-up tables; 1t adheres closely to the quantitative metrics needed by
management for selection of cost-effective countermeasures; and it provides
useful special features such as non-dollar-valued assets and a worst case

analysis technique.

The major competitor of the Navy RAM was the Air Force RAMP. Like the RAM,
it 1s highly structural and procedural, and it too offers excellent guidance
on threat frequency ratings. A potentially useful feature 1s the use of a
"magnitude factor” as a measure of the severity of impact of a threat.
However, this is more than offset by the fallure to distinguish alternative
modes of impact, and the insistence on equating impact with asset replacement
value. Finally, the RAMP explicitly requires a very high expenditure of
sxilled manpower, including frequent review of all intermediate results by a
supervising committee. It is arguable that such a level of effort is not
required given the unavoidably lamprecise nature of a risk assessment.
However, the particlpation of management does increase the likelihood that

b the recommendations of the RAMP will be acted upon.

The two civilian methodologles, FIPS 65 and the DoA Handbook, both suffer

from a number of flaws. Principal among these is the fact that both meth-
odologies are very loosely structured and overly general in their descrip-
tions of tasks. They rely to a great extent on the judgement and expertise
of those conducting the risk assessment. They offer very little guidance ;

for the identification and evaluation of critical parameters. While FIPS 65
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uses orders of magnitude to ease the task of estimation, it requires
estimation of an enormous number of parameters (an attack frequency and
impact estimate for every threat-asset pair in each impact mode). Thus,
it does not attempt to take advantage of any simplifying techniques to
ease the burdea on the user. By contrast, the DoA Handbook does not
explicitly use assats at all in its algorithm. Its major strength

is that it does explicitly involve users in the estimation of costs assoc-
iated with threat occurrence, and that it presents an exceptionally clean

and appealing way of organizing the countermezsure selection process.

Both the FIPS 65 methodology and the Air Force RAMP require initial coapu-
tation of the ALE in the absence of existing and currently installed
countermeasures. There appears to be no benefit sufficiently great to

justify this process.

Finally, the AFIPS checklist is strongly recommended as an excellent means
of obtaining awareness of the issues and techniques of ADP security. To
the extent that a risk assessment 1s used to heighten security knowledge
and awareness, the AFIPS checklist could prove to be extremely useful.
While it cannot replace a risk assessaent {since it is non-quantitative

in nature and technique), it could certainly supplement one, and it pro-
vides a risk assessor with an excellent source of potential threats and

vulnerabilities.
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