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In modern armies, electronics represents the main means for com-
manding troops and for directing combat. All types of armed forces
utilize thousands of various complex installations for radio, radar,
computers, television and others. The electronic equipment for mili-
tary needs is increasing daily. Today there are hardly any wea-
pons in which electronics is not represented in one way or another.

Broad military applications of electronics have brought about
a new problem for science and technology: to paralyze the operation
and effects of the enemy's electronic equipment and thus deprive him
of his capability to command and direct combat. There are a number
of measures and methods that can be used against electronics of the
enemy. New tactical methods that have been developed are electronic
surveillance, electronic countermeasures, and electronic defense,
each of which is finding more and more application every day.

The operational staff of units that use electronics must be fam-
iliar with the characteristics of the interfering signals, so that

they can undertake effective countermeasures within a short time.

It is equally important that the operational staff of other units -
which may be the object of the electronic action and counteraction
interference = ‘understand the elements of electronic interference,

This monograph is divided into 15 chapters. The first three
contain general explanations of the influence of electronic counter-
measures on the development of technology and tactics. The fourth
chapter represents a more thorough description of electronic actions
and counteractions in the past, and particularly during the Second
World War. The rest is related to the methodology of various types
of counteractions and useful directions for their application.

The last, 16th chapter, lists literature used by the author.

The historical part is based mainly on the data from the Western
sources. The reason for this is lack of data from eastern war oper._
ations and great differences in methods of warfare (distances, use of
airpower, etc.).

s
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The monograph "Electronic Countermeasures' represents the first
attempt in our country to give presently known sources and methods of
electronic countermeasures in an understandable form and in a logical
sequence. The monograph is intended for a broad group of experts who
are concerned with the construction, utilization, and application of
electronic installations'. At the same time, it may prove very use=
ful for engineers constructing objects which will be or may be the
objects of radar surveillance and for all those that are involved in
methods of electronic surveillance and disguise. The monograph can
also be used as a textbook in schools where electronics and its
application represent one of the basic disciplines, It is written
in an understandable language using simple mathematical tools with

diagrams and graphs and should be understood by a broad circle of
readers.

Because this monograph repré&sents a first attempt at a compre-
hensive presentation on this matter, all comments, remarks and sug-
gestions will be welcome by the author.

The author would like to express his thanks to the Prof. Dr.
Janez Dekleva, Prof. Dr. Vladimir Matkovic and Mr. Alexander Mutav-
dzic for very useful discussions, advice and suggestions during the
preparation of the manuscript.

THE AUTHOR
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I ELECTRONIC ACTIONS AND COUNTERACTIONS

When, on August 8, 1940, Germans decided to give Great Britain
the deciding blow and force it into capitulation by their airforce
attack, none of their military experts suspected a complete failure.
Appearing on the horizon was a new dimension of the war which in its
later operations became ever more important -~ the electronic actions
and counteractions, popularly referred to as the electronic war.

At that time, the Germans had at their disposal the main factor
for attaining success —~ superiority. Great Britain could not compen-
sate for its momentary inferiority in men and materials in any other
way but to increase the efficiency of its insufficient means of war-
fare, and thus change the ratio of forces in its favor. A subtle but
powerful means for opposing the German war machine at that moment
was — radar.

By use of radar, an extraordinary sensor for a new system of air
surveillance and information, the RAF (British Royal Airforce) command
was able to build an organization (remarkable at the time) which could
deprive the enemy of all the surprise advantages, provide an estimate
of his forces and their concentration at a given place and at a given
time and related to the immediate danger. The efficiency of the
British (numerically smaller) air force was thus magnified tenfold.

The prime minster of Great Britain, Winston S. Churchill stated
in the Lower House at the end of the battle: 'Never in the field of

human conflict was so much owed by so many to so few.'"*

With the Battle of Great Britain, electronic warfare was born and

* Winston Churchill, First World War, Volume II, page 313, Prosveta,
Beograd.
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is still alive today. ;

"The electronic warfare'" is difficult to define. Among the mili-
tary, this concept has many meanings. Some consider it to mean '"com~-
manding'" armies by electronic computers and programs for every activ=
ity. Others are reducing it to just active and passive interference
with radar stations and pdssibly to the means of communications. There
are few that understand that electronic warfare actually represents
a large number of new methods, new installations, weapons and systems,
as well as a great number of tactical procedures, measures and counter-
measures. Therefore, we will define the concepts of electronic war-
fare by known, recognized and simple expressions which will become
clear and understandable to the reader after carefully reading the

subsequent chapters.

Electronic warfare is represented by a group of technical and
operational measures with two objectives. First, to prevent the enemy
from using electronic waves, to diminish his efficiency when using
them or even use his own waves against him. Second, to assure for
our own forces a free and effective use of electromagnetic waves in

spite of enemy actions.

The activities of electronic warfare may be listed as follows:

- electronic activity (basic application of electronics).

- electronic counteractivity (electronic countermeasures to pre-
vent basic electronic activity).

- electronic defense (electronic counteractivity and electronic
defense of basic electronic activity from electronic counter-

activity).

The main properties of electronic warfare are:

- universality of applications and range of activity

- the activity is instant and subtle

- the technology used in electronic warfare is undergoing an
exceptionally fast development and rate of obsolescence.




’ég . These properties are derived from the following:

- Electronics has found its way into all aspects of modern military
?:-,f activities, from the telephone, proximity fuse and radar installations
to the complicated offensive and defensive missile systems. The area
¢ of their use includes a wide range of frequencies (from the very low
part of the spectrum to the IR range). Introduction of electronics
into the military systems (commanding, guidance, navigation, etc.) and
systematic interconnections between the military and the civilian
systems (control of air traffic, public alarms, etc) are every day
increasing the region, importance and universality of electronics.

The character of propagation of the electronic waves enables electron-
ic warfare to be carried out on a very large territory. Thus elect~
ronics affects the utility of certain installations or systems or
applications of certain tactics at the scene of war operations. A

clever enemy can also utilize various anomalies which occur during
the propagation of electronic waves (reflections, diffractions, and
refractions) and thus increase the surprise and the range of activities.

The great speed of propagation of the electromagnetic waves
(300,000 km/sec) provides almost instantaneous realization of all
electronic warfare activities., The '"time" factor is thus eliminated
and the enemy can almost instantly react to the basic electronic ac-
tivity (as for example, indiscretions in the network connections,
inadequate application of the system, etc.).

The equipment and procedures used in application of electronic
warfare neither destroy nor kill. In fact it is not always necessary
to kill the enemy to prevent his activity. A bomb or a missile may,
for example, have a great destructive ability, but is of little use
if its means of transportation are paralyzed due to lack of navigation
or guidance, and thus cannot be brought to the proper site.

The means for interfering with radar, installations for guidance
| of missiles, neutralizing and creation of confusion in communication
| systems, diverting projectiles from their trajectory, anti-electronic
| disguise and simulation of objects and targets, etc. is in modern war,
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equally as necessary as firing activities. The consequences of battle
will be damaging to the one that does not use electronics (as has been

demonstrated in the Second World War and later conflicts).

Electronic warfare, which continues, has brought about a great
advance of electronics as well as science. Only the science of ex-
plosives (nuclear bombs) can "brag'" about a similar advance.

Superiority in electronics as a prerequisite for successful war-
fare is essentially different from the usual estimate of military
dominance. The determining factor for this superiority is not the
number of installations, but frequency of discovery of new fields of
activity. The initial resistence of a system provides only a temp-
orary advantage. Resistance of electronic systems to electronic
counteractivities is becoming smaller and smaller every day. Superi-

ority in electronics requires, more than in the other areas, tech-
nical surprises and a continuous search for such surprises. There

is no room for a slowdown which does not only mean a loss in super-
iority, but at the same time represents a loss in men and materials.

When an enemy learns about tactical-technical properties of
such weapons as airplanes, cannons tanks, etc., that knowledge does
not render such equipment useless. When, on the contrary, an enemy
learns about technical properties of electronics -~ as, for example,
the system VOJIN (air surveillance, reporting and guiding), navig-
ation systems, missile guidance systems, certain networks or comm-
unication systems etc. it is illusory to consider such systems any

longer operative. The uncovered system may even be of use to the
enemy. They must disappear and be most urgently replaced (by new
means in the sense of using technical solutions and methods). This

is one of the most important and at the same time the most expensive
characteristics of electronic warfare,

Thus, the objectives of electronic countermeasures may be form-
ulated as follows:

- a maximum paralysis of the enemy's electronics and electronic

systems.




_ assuring maximum resistance of electronics and electrenic
systems to the enemy's electronic countermeasures,
introduction of discrete disorganization, disinformation,
and anarchy in the vital enemy's electronic systems.
redirecting the enemy's activities and protecting the own
activity by the application of electronic deceit and elec-

tronic disguise.

The activitiesinelectronic warfare depend upon developments of
technical knowledge and electronic technology, and the fact is that
improvements in the science of electronics occur daily largely due
to the existence of electronic warfare. As a consequence, it may be
concluded that electronic warfare is not related to any actual war
activity, but continues indefinitely.

;
&
»*
3
-4
&
@
i

Electronic warfare i.e. electronic activity, countermeasures
and electronic defense is being given ever more significance. There
is an ever greater number of electronic installations, articles in
scientific journals in this area, and statements of the military
experts that the superiority in future wars will be largely deter=
mined by the superiority in the ether. This superiority is not easy
to achieve. Aside from the material difficulties related to men and
technology, which could be regarded as subjective, there are the
objective difficulties which are reflected in the very nature of
electronics and electronic installations. All electronic installations
either radiate or recieve electromagnetic waves. Free propagation
of these waves enables easy detection of their sources, and thus
information about the method of operation of electronic installations. .
This in turn facilitates the application of corresponding counter-’

measures.

Because the small countries have less developed electronigs
for military uses, they have an inferior position in electronic war-
fare. This does not mean that they cannot do anything ;n this area
for their safety. Even with modest means but giving very great
significance to electronic defense and operation of electronic systems
under intensive countermeasures, a lot can be done. Special attention
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should be given to the development of installations for electronic
defense and training of the staff and crew for electronic installations
and systems to work under conditions of intensive electronic counter-
measures. Thus operators and crews (equipped with adequate means) can
be trained to respond to any situation, introduce the proper counter-
measures and paralyze the expected effect of the enemy's electronic
activity.

The methods and equipment for carrying out electronic warfare
are (for understandable reasons) carefully guarded and are developed
in greatest secrecy. It is therefore difficult to write and talk
about modern installations and methods for electronic warfare without
specific, verified data which are hard to find. However, systematic
examination of the development of modern electronic technology can
give a picture of the possibilities and some forms of such warfare.

e
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II MILITARY APPLICATIONS OF ELECTRONICS

Electronic installations represent generally a very important,

necessary and a very large part of modern war technology (in units

of all types of armed forces). At the present, it would be difficult
to name any military installation that does not use at least a lit-
tle electronics. The main military electronic groups are: radio,
radar, television installations, installations for directed comm-~
unications, for infrared technology, and for electronic navigation
and also electronic guidance and direction systems.

Radio instgllations are still the only means of communications
which enable continuous commanding for modern units of high mobility.
Use of aviation, navy, armored units, etc. cannot be imagined without
good and reliable radio communication. Introduction of radio com-
munications in lower units and even for individuals requires a large
number of radio equipment which varies in power, sensitivity, freq-
uency ranges, modulation etc. On the other hand, numerous types of
radio equipment require a considerable radio discipline and special
installations for fast retransmissions and coding of messages.

Installations for directed communications provide radio comm=
unication where the emission and the receiving of the electrc-

magnetic energy is radiated within a narrow beam (1;13°). Such in_
stallations use high frequencies and special antennae, and because
of the nature of their wave propagation they use relay stations

along their routes. Directed communications combine the advantages
of both radio and wire transmissions and provide simultaneous trans
missions of a large number of telegraph, telephone, or TV channels.
Because of the directed nature of this type of electromagnetic rad
iation, eavesdropping is difficult.
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1 If communications in the army represent its ''nervous network"
then means for reconnaissance represent the '"army's eyes".

R 24

The radio, radar, television and infrared (laser) means of re-

connaissance (in short, electronic means for reconnaissance) are

receiving in modern armies ever bigger roles along with the photo-
graphic equipment and reconnaissance of all spectra,
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Radar installations either independently or as a part of a
system, enable the following operations to be carried out during
the day or night or under poor meterological conditions:

- - reconnaissance of air space and discovery of targets in
the air. Tracking and identification of targets.
directing and guiding of fighter planes to their targets
X in the air.
. - directing fire of all types of AA artillery to their tar=

gets in the air.

~giving navigational aid to planes and ships.
-~ directing and guiding projectiles to the targets on the
ground, on the sea and in the air.
reconnaissance of the battleground from the air or ground
and directing fire at the ground targets.
reconnaissance of the ground or the sea surface and directing
fire of weapons to the targets on the ground or on the sea.
- prompt and total presentation of the instantaneous air sit-

&

uation, timely reporting, etc.

N—

Television installations, while relatively new, are finding
every day new military applications. They provide:

- observation of results of the air or artillery strikes
and informing the command instantly,
- continuous observation of the battlefield and the enemy
background and instant informing of the status,
- observing and recognizing the artillery targets and
correcting the artillery fire.
transmission of documents, drawings, tables, etc. between
headquarters (which increases their efficiency).
underwater observations, defense of harbors from submarines

|
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and other underwater attacks, search for mines and
sunk torpedoes.

televised observations of the ground using airplanes,
helicopters, and unmanned gliders.

televised guidance and flight correction of guided
missles in the last phases of their flight, etc.

Installations for infrared technology, like television instal-
lations are getting increased applications daily. They are used for:

- night observations, reconnaissance and aiming at

short distances ( 1000 m),

- leading projectiles to the source of the infrared radiation.
passive or active infrared observations of the territory
and objects on the ground from airplanes, helicopters or
unmanned gliders, using photography or electronics.
application of the narrow infrared rays for controlling
defense of objects and roads.
use of the directed infrared rays (optical or laser) as a
carrier of directed communications, etc.

Installations and systems for electronic navigation assure guid-

ance of airplanes, ships and submarines either in following their route
or arriving at the target area (under all weather conditions).

Electronic installations for guidance and direction are used to
guide projectiles to their targets, to steam gliders during the criti-
cal phases of their flight (landing, firing of missiles) and to guide
unmanned airplanes (using TV cameras, etc.).

Because of their ever increasing speeds (and slow human reactions)
electronic equipment is being introduced into these systems which is
also equipped with electronic computers (analog and digital types).
Interference with electronic installations thus paralyzes operations
of the system.

At the present, even the smallest military operations cannot be
successfully carried out without satisfactory operation of their
electronic equipment. Therefore, electronic countermeasures are

Ao
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receiving attention equal to that of introduction of electronics. New
methods and equipment are being developed for this purpose.

On the basis of these examples (which are by no means all), it
is apparent that there is a general application of electronics in
modern armies. This application is rapidly increasing, particularly
for gliders and high speed projectiles, and generally for ever inc-
reasing maneuvering capabilities of various types and branches, and

thus for the army as a whole.

For a relatively new branch of science, electronics is in a
state of fast and continuous evolution. During the Second World
War, this science (which was very young at the time) gave the armed
forces the means, the equipment and the methods that represented
great technical surprises. Their application in the war resulted in
significant changes in tactics, strategy and conceptions of warfare.
Its present day progress is so great that (according to the judgment
of the American and Soviet military experts) future warfare in rel-
ation to the Second World War can be compared to the relation of the
Second World War to the Crusades.

12
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IIT INFLUENCE OF ELECTRONIC COUNTERMEASURES
ON DEVELOPMENT OF ELECTRONICS

Since - according to the well known rule - each action has its
counteraction, electronics in the armed forces was faced, from its
very beginning, with discoveries and developments aimed at disabling
its operations. In the beginning of the Second World War such mea-
sures were reduced to the physical destruction of the radar, radio-
navigation and telecommunication centers and stations, either by air
bombing and parachutting or by using underground groups. Later on,
an unremitting battle developed for the dominance of the ether using
electromagnetic waves. The following factors have been accepted
during that period as good indicators for the efficiency of applied
electronic actions and countermeasures:

- the number of Allied planes downed by the German fighters

and antiaircraft artillery.
. number of successful actions by the German submarines.

- number of the sunk German submarines.

These indicators have shown daily increases and decreases, de-
pending upon the success and speed of reactions by the enemy.

During the Second World War, Great Britain gave great signifi-
cance to electronic actions and countermeasures. On the initiative
of Winston Churchill (later Prime Minister), the Air Defense Research

Committee* was formed already in 1935. Churchill himself participated

very actively in its work (thanks to his friend and later adviser,
Frederick Lindeman, professor at the Oxford University).

*W.S. Churchill, Second World War, Vol, I, pp. 74, 139, 140, 143, 217;

Vol. II, pp. 351,352, Prosveta, Beograd.

13
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During the Battle of Great Britain, a special development group
was formed for electronic countermeasures within the Telecommunications
Development Center. Heading the group until the end of the war was
a young physicist Dr. Robert Cockburn. A unit for application of
the countermeasures was formed at the same time within the Air Force
and was referred to as "Group 80" which was headed by lieutenant

colonel E. B. Aedison. Because of the ever increasing applications

of electronic countermeasures during the war, "Group 80" was expanded
and renamed The Air Group 1.:.. The scope of the countermeasure
applications is illustrated by the fact that in 1944 the Air Group

100 had within its structure seven squadrons of night fighers (mos~
quito bombers) and four squadrons of four engine bombers. They had
in their units about 10,000 people, of which about 4000 were engineers
and technicians.

The British believe that their electronic countermeasures reduced
the efficiency of the German bombing of Great Britain by 70%, of the
German system for antiaircraft defense by 75%, and the German submar-
ines = by 90%. They also increased the accuracy of bombing of their
own air forces by 40%.

After their bitter experience of the defeat at Pearl Harbor,
which was caused by poor and slow communications and poor reporting,
*the Americans formed (in 1942) at Harvard University (Massachusetts)
special laboratories for development of electronic actions and counter.
measures. They point out that after formation of these laboratories,
the Strategic Air Force, which was based in Great Britain, saved
losses of about 450 planes with 4500 aviators. The Navy headquarters
formed a separate department to direct the electronic operations on
the sea.

The Department for Communications Between Allied Headquarters
formed in the summer of 1942 a joint committee for organization of el-
ectronic counteractivities and for the electronic defense.

* Because of the poor (slow) communication systems and lack of con-
fidence in the new technical equipment, (radar) information about the
Japanese attack was late. The Japanese have found the American fleet
unprepared and destroyed it by fast air attacks.

14
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In Germany there were five specialized institutions for radio-
countermeasures. The institution for eavesdropping and decoding of
radio communications was founded in 1932 and had (during the war)
about 3000 members. The scope of its work can be illustrated by the
fact that it received each day about 20,000 communications for proc-
essing.

Unitl 1942 the development of electronic countermeasures was not
given enough attention. The Germans had enough of good radar inst-
allations produced by emminent manufacturers (Telefunken, I.G. Far-
benindustrie, Ghema Gesh.) and considered them sufficient for the
blitzkrieg.* Largely contributing to this neglect was the competi-
tion** between the general-field marshal Erchard Milch and General
Martini who was heading research on electronic countermeasures. Not
until 11/14/1942 did Herman Goering assign the development of high
frequency technology to the state adviser Dr. Hans Plendl. He with-
drew about 1500 experts from the front and founded a laboratory
associated with the factory '"Telefunken'". History has shown that the
delay of two years could not be made up.

By the end of the Second World War, electronic war did not stop.
Instead it continued in its madness and undiminished fury.

One of the characteristic examples is the '"war'" between aviation
and antiaircraft defense. The change from propeller to jet aircraft
has increased the altitude and the speed of flying. Consequently,
ground radar had to increase its capabilities for high altitude and
distance observations, and because of the larger effect of the "time"
factor they were interconnected into more efficient anti-aircraft
systems (figure 3.1). The aircraft, because of their great speed and

—_

- * The commission "Generalbevolmaechtigen fur die technichen"

was analyzing the work of all laboratories in Germany and estimated
their contribution to the front. According to their judgement, de_
velopment of electronics was not necessary. The laboratories were
closed and the experts were sent either to other assignments or to the
front. Zur Geschichte der Radartechnick in Deutschland und Gross_
britanien, ORTUNG UND NAVIGATION IV/1967 by Dr, Leo Brandt.

e Al Pfﬁce: Herrschaft uber die Nacht, Bertelsman Sachbuchverlag
1968.

15
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Figure 3.1. Diagram of radar radiation AN/TPS-1D a) First version
(1949); b) with a modified antenna (1959); c) with modified antenna
and power transmission of up to 4 MW,
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Figure 3.2. Flight of aircraft below the low limit of radar observation.

slow human actions became equipped with radar range finders and radar
sights. On the ground there appeared efficient anti-aircraft missiles.
Next - aircraft are using more and more low. level flying (50;300 m)
i.e. below the detection limits of long range radars (Vietnamese war
and Sinai war), (fig. 3.2). As a countermeasure, there appeared spe=~
cial radars for detection of low flying targets (fig. 3.3).

"Dornier'", a company in West Germany, is experimenting with a
helicopter platform Do 32 K, which can 1ift 150 kg to the altitude
of 300 m. Such a platform could be used as a radar antenna carrier
and would enable an exceptionally large range for detection and track=~
ing of the low flying targets. The platform is powered by a jet en=

16
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Figure 3.3. Detection radar for low flying targets of Dutch
manufacture (model "Stola'") for 70 mm anti-aircraft artillery.
It is extremely mobile and covers an elevation from 0° to 35°.
It has built-in measures for electronic defense (1967).
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Figure 3.4. Helicopter platform DO 32 K.

gine placed between propeller rotors and the fuel is supplied from a
reservoir on the vehicle.

17
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The platform has gyroscopic stabilizers (fig. 3.4). Interest in this
project is demonstrated by the information that it is financed by the
West German Army and costs about 250 millions DM*,

Because of improved methods of reconnaissance as well as the dis
covery of anti-radar missiles, radars and also complete systems tend
to be more mobile. Even the USA army which views mobility only in
relation to aircraft transportation is modifying the old systems into
very mobile units (fig. 3.7). Radar computer systems were for years
after the Second World War bulky and difficult to move (fig. 3.5).
Today the radar-computer group approaches that of the cannon, and forms
together with the vehicle a compact, efficient and highly mobile unit
{(fig. 3.6).

The installations for electronic reconnaissance and analysis of
signals are being improved every day. The electronic equipment car-
ried during the Second World War and a B=29 airplane 1laboratory has
been improved and installed in a variety of planes, ships, missiles,
and on : satelites, which have been specialized for reconnaissance
and interference. Equipped with this equipment are the American
planes type B-52, B-57, B-58, U-2, EC-121, F-UCE-2 A, EA-6B, the
Soviet planes of the type TU-16, MIG-21R, IL-28R, JAK-28PP, helicopter
MLUR and others.

During the cold war, the United States developed the well known
reconnaissance airplane, the U-2 model, According to information
from the Soviet sources, this plane carried equipment for detection
of radar stations on a centimeter, decimeter and meter wavelength
ranges. This equipment was connected to special multichannel aircraft
recorder able to record continuously for 8 hours, Later analysis
of records could determine the frequency range of the overflown radar
stations, pulse frequency, form and duration of the transmitted pulse,
transmitter power, time of the 'exposure" of the plane to the radar
beam, and from all this, the analysis of the space - the method of
operation of the radar stations and finally their location,

B ——— T

* Wehr und sztschaft, 1/1969, pp. 16
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Figure 3.5. Antiaircraft battery system which has a detection radar,
a computer, generators and cannons (1952).

5 i R

Figure 3.6 Self-powered antiaircraft 30 mm battery '"Hispano Suisa"
HSS 831 A together with the radar RD 515 (detector-sighting radar
with a 16 km range capable of automatic tracking of laterally flying
targets at a speed of 675 m/sec and at a distance of 2000 m). It has
a panoramic indicator (1967).

The tactical reconnaissance plane laboratories of model '"Doug-
las EB-66e'" which were used by the US Air Force in Vietnam in 24 hour
operations were equipped with 32 different installations such as: h

- 4 apparatus model ALAS for analysis of radar station impulses

- 4 apparatus model APR-14 for reception and analysis of freq-

uencies

- 10 apparatus model ALT for active interference;
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Figure 3.7. Reconnaissance radar AN/FPS-8, converted to a
very mobile version AN/TPS-44 according to the USAF designs
It can be changed from the marching position into its oper-
ating position and vice-versa in 20 minutes using 6 people.

2 units model ALT-12 for the 300-500 MHz range, 1 unit model ALT-16
for the 500 - 1000 MHz range, 2 units model ALT-13 for the 2500_2800
MHz range, 5 units model ALT-22 for the 2800-11,700 MHz range.

- 4 apparatus model ALA-6 for analysis of the signal impulse
2 apparatus model AIT for active interference with noise
- 4 apparatus model ACIQ for signaling plane radar radiation.
4 apparatus model AH-2 for recording radar signals.

There are other specialized plane-laboratories -~ as, for example,
for detection and destruction of submarines, for electronic protection
and support of the fleet, for electronic protection (formation of an
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Figure 3.8. A plane for electronic reconnaissance 'Lockheed EC.121
Warning Star'", Used since 1950. The North Korean fighters downed one
plane of this type of April 15, 1969 into the Japanese sea, This was
the reason for reports about electronic syping,

Figure 3,9 A plane of the American fleet type Grumman E-~2A Hawkeye,
which is used for electronic reconnaissance, defense and support.

Figure 3.10. A prototype of a plane for electronic countermeasures
for the American Navy (Grumman EA-6B) with a crew of 4 members. The
electronic equipment is mounted inithe airplane and has special wing
carriers for electronic equipment placed in containers depending
upon situation requirements and assignments.

"electronic shield") of fighter - bombers, etc.

There are in development special airplane radars for lateral
reconnaissance of the ground. So far, excellent results have been
obtained in distinguishing the details from pictures (figure 3,11).

i
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Figure 3.11. Picture of the ground taken by radar for lateral re-
connaissance,

Parallel with these improvements, there are developments for disguising
materials from radar. The amount of research done in this area can be
illustrated by the report that in the USA and the FR Germany, 60
patents have been applied for during 1967 and 1968 on the matter of
radar disguise of materials (these range from disguising of airplanes,
missiles and weapons at their sites to disguising individuals).

The conflict between the intercontinental missiles and the sys=
tems for defense against them has in fact just started. There are
missile warheads that launch false targets (missile Minuteman war-
heads MK 5, MK 11, MK 11 A). For the purpose of fooling the enemy,
some missile carriers can launch simultaneously a number (2-15) of
warheads at various targets (warheads MRV, LORV, BGRV and MK 18 for
Minutemen 2 and 3 missiles). In order to disable the anti-missile
defense, i,e,, to reduce the time of its effectiveness, experiments
are in progress using missile warheads which when entering denser
atmospheres change their typical ballistic trajectories either into
an extended or a cross direction, For the purpose of interfering
with the radar network of anti-missile defense, missile warheads
are equipped with appropriate interference devices.

For the purpose of attacking of the ground radar installations,
some air-ground missiles guide themselves passively to the radar sig=-
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nal against which they are directed (GAM-72, Shrike).

Some missiles represent false radar targets or bait which are sent
toward the radar station when an airplane finds itself within a radar
beam. These missiles have the same radar-reflecting area as the car-
rier plane and serve to draw the anti_aircraft fire to themselves.

One such missile is the "Firebee'", which is 9 m long and has a wing
span of 4 m. It is powered by a turboreactor engine which can develop
pressures of 1000 kg. The projectile can attain a speed of 1300 km
per hour and can reach altitudes of up to 30 km. The projectile can
accomodate a number of passive reflectors and equipment for active

interference.

The development of radar installations tends toward the direction
of automatic equipment capable cf self-programming its space search
and selecting its optimal performance. They are equipped with all
kinds of systems for electronic defense. Such installations can be
utilized as a sensor part of an integrated automatic system for
reconnaissance, guidance and delivery by radar,

In the area of radio-communication, there are new systems of mod-
ulation (impulse, coded_impulse, delta, accidental-noise) which trans-
mit information in ever narrower frequency spectra and are difficult
to eavesdrop on or to decode. Experiments are being made using laser
rays as the carrier of information. This would enable transmission of.
a large number of conversations (channels) which are difficult to lis-
ten to because of their narrow beam.

The laser technology has led to manufacturing of small, light,
precise and relatively inexpensive range finders, Therefore, the fu-
ture weapons that require range finders should be expected to be
equipped with these devices which will greatly increase their effic~

iency.

Infrared laser rays are being intensively investigated with dis-
coveries of new equipment for their generation. Military experts
believe that these rays could be used for destruction (burning through)
of airplanes and projectiles, particularly at low altitudes, It is

believed that these rays can be developed into terrible and universal
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weapons, something like 'death rays",

The trend toward electronic development of military equipment
is of interest from a technical point of view. At a meeting*of the
Electronic Industries Assn. in Washington, USA, the head of the
development R.D. O'Neil presented his vision of that development for
the next 10 years. The essential assumption of his visions are:

- Because of the improved systems of missile guidance, fuel con=-
sumption will be reduced to a minimum.

- Because of improvements in éystems for directing fire and

transfer of information, anti-aircraft artillery will signi-

ficantly reduce its ammunition consumption, increase its
efficiency, and thus reduce the number of their weapons.

Equipment will be developed for the detection of explosives

(mines) on basis of their chemical composition, It is anti-

cipated that this equipment will reduce the need for armor on

the lower parts of armored vehicles (tanks). It is expected
that by the 1980's such equipment will be able to detect

any explosives.

- Because of applications of various electronic systems, there will
be manyfold increase of the battle efficiency of tanks. Against
tanks, there will be effective anti-tank missiles which could
be launched from the ground, airplanes, or a helicopter, These
will be equipped with high qﬁality guidance systems using com-
puters. These developments from both sides will probably re=~
sult in questionable value of the tank armor.

On the basis of modern electronic technology, one should expect
that in the 1980's there will be phase modulated radar equipment of
small dimensions with extremely high search speeds which will enable
precise tracking of airplane bombs, artillery and mortar shells and
which will be able to destroy them using precise automatic systems while
they are still in the air, before they reach their targets. Because

gf_evezfigsfeasing use of electronics in communications and radar and
*Wehr und Wirtschaft, 1/1969, pp.6,
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in equipment and systems for navigation, the sensitivity to electronic
counteractivity will increase. It is expected that in the future it
will be possible to "turn off'" the enemy radar, navigation systems and
range finders (even those that use lasers) by using interference equip-
ment which always gives a logical interference signal and thus puts
given equipment or system out of action.

The reader of the above has by now obtained a picture of many
purposes and trends of electronic applications in the armed forces.
Electronics gives the armed forces the means, the equipment and the
methods that can cause significant changes in tactics, strategy and
conceptions of warfare.
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It is not only the means of military electronics, offensive or
defensive, that are subject to electronic countermeasures. Enormous
funds are being spent for interference with the radio-diffusion
transmissions*, Serving as an example is the information that in the
1960 there were on the territory of the Warsaw Pact countries about
2000-2500 transmitters for interference with the 'Voice of America".
The majority of these transmitters were installed on the territory
of the Soviet Union, so that the Soviet listeners could receive less
than 10% of these transmissions. This was the case in spite of the
fact that the '"Voice of America'" kept increasing its emission power
and changing frequencies, directing beams and undertaking other coun-
termeasures.

Electronic warfare ‘requires not only great technical and
technological efforts, but also considerable funds, which may be
suspected from some scant reports published in various scientific
journals. The following data can be used to illustrate that various
countries spend enormous amounts for this purpose.

1942

After forming the Research Center for National Defensg(zthe USA
has spent 300 million dollars for every war year just on the develop._
ment of radar and the radio eavesdropping equipment. In 1959 the g

* "Space Aeronatuics', April 1960, pp. 125, 132, 135, Ai Pozeg: ‘
Electronic interference and measures against electronic interference
in anti-aircraft defense, Vazd. Ylasnik, 1961, pp. 10-13,
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Table 3.1 USA budgeted expenses for development of electromnic
countermeasures for aircraft. From 1960-1969*

expenses reached 400 million dollars, in 1960 they reached 500 million
dollars, and the budget for 1969 anticipated 730 million dollars for
this purpose.

Besides these military institutions, there are in the USA over
54 companies that work on the development and manufacturing of equip-
ment for electronic activity and countermeasures. (In the Appendix
of the book, there is a list of some modern American equipment of
this type).

The West German budget for 1969** anticipates expenses of 85
million DM for development on air reconnaissance. This is 20% more
than is planned for the development of the Navy, and is equal to
the budget for development and improvement of caterpillar vehicles.

According to the opinion of the military theoreticians, superiority
in a future war will depend, on one hand, upon the superiority in the
ether and, on the other hand, upon the use of equipment and instal-
lations that are not sensitive to electronic countermeasures, The
duty of electronics as a science is to resolve this problem as soon
and as well as possible.

The consequence of the above is work on creating substitutions,
parallel equipment and systems as well as technical surprises, all

with the objective of - ach1ev1ng equality, if not superiority over,
electronics o ossible en
* "Forces aeriennes francaises'", 1/1961, pp. 82,

**"Wehr und Wirtschaft" No. 1/1969, pp.16,
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IV CHARACTERISTIC EXAMPLES OF ELECTRONIC COUNTERMEASURES IN THE PAST

The manner and the potential of electronic activities and counter-
activities should be viewed through progress of electronic technology
and, generally, the military technology and from the point of view of
a future war conflict. The electronic activities and countermeasures
(electronic warfare) assumed a definite role during the Second World
War. Because of the secrecy, it was not possible to get acquainted
with this activity until the end of the conflict, and even then not
completely, Therefore, experiences in this area are still insuffic_

iently studied and known.

Here are presented a few of the most characteristic examples of
these activities in the order of their time sequence and according to
the branches of the military electronics. These examples could be of
value and instructing even today because during peace time similar are
often made inadvertently. Such errors if repeated during the war

conditions could prove to be very expensive,
4.1. BEFORE THE SECOND WORLD WAR

The oldest branch of electronics is radio communications which
were first developed for the needs of the Navy and only later for the
ground forces and the Air Force.

Already in the Russian-Japanese war, the Russians noticed that
they could easily listen to enemy radio transmissions, particularly
since the messages were not coded,

During the First World War eavesdropping on the radio transmissions
was greatly developed because it provided useful information about the
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enemy, his plans and intentions while interferences with transmissions
were neglected.

The head of the Information Department of the Austrian Headquar.
ters (M. Ronge wrote:* "Radio eavesdropping was very valuable to our
leadership. We could promptly react and thwart Russian intentions.
We had an excellent understanding of the distribution of the enemy

units up to the Division level,"

Unsettled regulations of radio-communications and lack of radio
discipline enabled easy detection and identification of units. Thus,
for example, the Germans knew about the position of the 10th French
Army in July 1918 because an officer mentioned it in a radio-communi-
cation. The French were following the movements of the German 193rd
Division because of a constant error of its radio dispatcher who al-
ways put the number of the messages sent at the end of his dispatch.*#

ol o e R e R R N SR B i S T

Codes were introduced during the First World War in order to
reduce the effect of eavesdropping. Thus, for example, the Russian
Supreme Command ordered on September 14, 1914 that all messages must
be coded. Each branch of the British armed forces had its own code,.

Discovery of the radio-goniometer in 1916 enabled determination
of the position of the radio station and precise tracking of the enemy's
units or ships. He was able to undertake prompt countermeasures.

Usefulness of radio_eavesdropping was proven by experiences of
the First World War and thus all the armies entered the Second World
War with well organized radio-eavesdropping and radio;goniometer
services, (In Germany it was called '"Mithoerzentralle', in the USA

it was called "Service Interception", etc,).

The first steps in the area of radar installations were taken
during the period between the two wars.

A. Pali: Krieg im Aether, Deutscher Militaer Verlag, pp. 163,
Berlin DDR, 1965,

**Ibid.
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In 1904 C.H. Huelsmeyer (Germany) obtained a patent* which
explained the use of electromagnetic waves for locating objects in
space. The equipment was called "Telembiloscope'" and represented
radar by its conception. At that time, sufficiently strong sources
of electromagnetic energy were not known. However, by 1935 intensive
development work on radar had been started,

In 1935 physicist Robert Watson Watt (England) proposed a project
to the Technical Subcommittee of the Research Committee for Air Defense
to determine location of airplanes in space by sending electromagnetic
impulses. The project was accepted and by 1938 a chain of five radar
stations of the CH (Chain Station, Home Service) type were constructed
and put into experimental use. These stations operated in a wavelength
band 12 m. The stations were arranged 25 km apart and surveyed the
air space over the mouth of the Thames. In August 1937 this chain
was extended by the addition of another 15 stations which completed
protection of the eastern and southeastern coast of England. The chain
was put into operation for the first time in 1938 during the visit of
British Prime Minister Chamberlain (sir Austin) to Munich. The
second time the chain was activated during the German occupation of
Czechoslovakia in November of the same year and its operation was
continued up to the end of the Second World War.

At the same time intensive work was in progress to develop radar
that could be installed on an airplane. A plane reconnaissance radar
for surface targets, type ASV (Airborne Surface and Surface Vessel)
was tested in maneuvers in September 1938. This equipment was installed
in patrol airplanes already in 1939 and was operating at a wavelength
of 1.5 m. It was used for detection of ships.

A radar for fighter planes, type AI (Airborne Interception), was
demoastrated in the beginning of 1939. The British Airforce ordered
30 units with this equipment. On the day the war started there were
four planes equipped with these units ready for operation and the
rest was completed by the end of September 1939.

* German Patent DRP 165,546 class 75d 11/21/1905,
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Using the aircraft Graf Zeppelin the Germans carried out radio_
reconnaissance in the area of the North Sea (in the spring of 1939),

They listened to and analyzed British radio transmissions to detect
British radars. Their flights were detected by the British radar
network. Eavesdropping was done using very sensitive receivers which,
unfortunately for the Germans, did not cover all frequencies that were
used by the British at that time. Thus the German operators could

not record all transmissions and form a realistic picture of the
British potential.

Germany was a leading nation in the area of the navigation equip-
ment for aviation. Their system of guidance by directed radio-beams
type "Lorentz" (named according to the manufacturer of the same name)
was used by all larger European civilian airports after 1930, In
fact, it was used by the British War Airforce.

System Lorentz was modified for future needs (in Germany) by Dr.
Hans Plendl. The modified system referred to as X - Geraet (Equipment
X) operated on frequency of 66 to 75 KHz. The system may be described
as follows: Four radio-beams were used, one guiding and three cross_
ing beams, The plane was to fly along the guiding beam and meet the
first cross beam at about 30-50 km before reaching the target. This
beam served as a warning. At this point, the plane was to assume the
required altitude and speed. The plane was to meet the second cross
beam at a point 20 km before the target, Here the navigator in the
plane starts a special double chronometer in which the first hand
starts moving. The last cross beam is met at a point 5 km before the
target. The navigator presses a button which stops the first chrono-
meter and starts the second which runs three times faster than the
first. When the hand of the second chronometer reaches the hand of
the first the contact activates the'equipment for automatic release
of the bombs. Because the second chronometer runs three times faster
than the first and the first chronometer was in operation over 15 km,
Automatic release of bombs takes place at a point 5 km from the last
cross beam. An example of this from the early days of he war is ill-
ustrated in fig. 4.1.

The range of the system was about 300 km with the accuracy of
several hundred meters.
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Figure 4.1. Application of the X-Ceraet navigation system to

bombing of the city of Coventry on the night of 11/14/1940, A-B
= 30 km, B-C = 15 km, C-target = 5 km. Stars indicate positions
of active interference installations of type "Bromid",

| The system was thought through and was consistent with the German
military principles which ignored the existence of the British anti-
aircraft defense. Only in this way it is possible to explain the need
to maintain a straight line flight on a given altitude and at a con-
stant speed for the last 20 km before the target. These conditions

are just ideal for the anti-aircraft artillery.

The Germans had also great successes in the area of radar equip-
ment during the pré-war years. Already in 1936 they constructed the
first radar for surveillance of air space (type ''Erey'!) which had a
range of about 80 km. It operated on the wavelength of 2 to 2,4 m,
This radar was of high quality and was used, with minor modifications,
until the end of the war. At the time they entered into the war with

’ Great Britain, the Germans had eight active radar stations of type
i "Erey" ( 2 units Helgoland, 2 units Sylt, 2 units Wangerooga, 1 unit
i Borkum and 1 unit Nordeiney) which covered the German coast and the

area over Holland and Denmark, The German industry had in development
and production a few radar types: Seetakt - a ship version of "Frey",
Wurzburg - sighting radar, Mamut and Wasserman - a reconnaissance radar

k
E and Lichtenstein - an aircraft radar.
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Such a large number of high quality installations and systems

along with the German confidence in their superiority and the well

{ known concept of the Blitzkrieg have brought about aneglect of further
= /é development of electronic equipment and a reorientation of the experts
| to the other areas "important for the war'".

4.2, DURING THE SECOND WORLD WAR
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The opponents entered the war with a developed service for the
electronic activites and countermeasures. All parties accelerated
their development of new methods and equipment and stopped at nothing ;
to acquire data about the electronic equipment of the enemy, They used
methods of air reconnaissance, electronic air and ground reconnaissance
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information from agents, questioning of prisoners, examination of
downed airplanes and their equipment and in special cases they under_ 3
took raiding actions to capture technical documents and vital parts

of the equipment,

The electronic activities and countermeasures developed into a
truly secret war which the Prime Minister of Great Britain, Winston
Churchill, referred to as the '"Magicians' war,,.".*

The efficiency of the Allied electronic activities and counter-
measures is illustrated by a statement by Dr, Joseph Goebbels in a
meeting with Hitler on 11/7/1943%%: "It is a shame how the enemy is
pulling our leg in aerial warfare. Every month they find a new method
of attack and we need weeks and months to find successful counter-

R o e

measures..,".
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Radio-equipment

E On 6/4/1940 radio reconnaissance and goniometry of the German

f eavesdropping service "Mithoerzentralle" discovered an accumulation

% of the Franch forces south of the Somme and Aisne and before the of-

' * Winston S. Churchill, Second World War, Vol. II, chapter XIX, Pro_
sveta, Beograd.

**#Alfred Price: Herrshaft ueber die Nacht Bertelsman Sachbuchverlag
1968. j
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"tions before the German attack.

fensive on the Aisne (on 6/9/1940). They also discovered French
forces between the Somme and the Seine. The discoveries occured
due to failure of the French force€s to stop their radio communica-

During their attack on the Soviet Union, the Germans obtained
valuable information by radio eavesdropping until the Soviet units
enforced a rigorous radio-discipline and secrecy.

In the war theater in Lybia, the British undertook (in November
1941) the first interference effort of German-Italian tank communi._
cations which operated on frequencies between 27 and 37.5 MHz, The

interference was created using frequency modulated transmitters with
50 W of power. The transmitters were mounted on the "Wellington"

type bomber planes. Although imperfect, they achieved great success. |
The main weakness of these efforts was lack of fighter support. Thus
the interference planes were a relatively easy target for the Italian_ |

German fighters.

In 1941, knowing the weaknesses of the British radio communica-
tions, the Germans organized (in the North African war operations) a
powerful eavesdropping serivce which soon provided them with infor-
mation about the distribution and organization of the Allied units.
The breakthrough occured at ,the end of October 1942 when General
Bernard Montgomery started the great offensive at E1 Alamain. 1In
the course of 11 days the front was broken through and the German_
Italian forces had to retreat in a hurry, During this event many
German electronic installations were captured. The equipment was
carefully disassembled and transferred to Farnborough (Great Britain)
where it was reassembled and activated by a group headed by Dr,
Robert Cockburn*, 1In this way the British learned thoroughly about

the German capabilities and were able to develop proper counter-
measures.

Interruptions of radio-communications by active interference had
a-very limited application during the Second World War, Partially,

*Alfred Price: Herrschaft uber die Nacht, Bertelsman Sachhichverlag,
1968,
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this was because there was a danger of interfacing with friendly chan-
nels and partially because efficient interference required transmitters
of very great power. Besides the prevailing conviction was that it

is more useful to listen to the enemy's radio communications and thus
learn about his intentions. Consequently, all the war parties gave
great attention to directed beams and methods and techniques of coding.

Ground to air radio-communications used for guidance of planes
were the object of active and sometimes clever interference during the
whole war.

At the beginning of the war the British airmen used to make
preflight adjustments of their radios while still on the ground, without
uses of artificial antennas. On the other side of La Manche (English
Channel) the Germans received these transmissions by their eavesdrop-
ping stations and used them as a valuable early warning for their
anti-aircraft defense, because signals were received before any radar
detection (while the airplanes were still on the ground).

On their side the British were eavesdropping on German command
radiocommunications and guiding of planes. The short wave communi-

‘cations in the range of 3 to 6 MHz were interfered with from the ground

using ionospheric reflections and powerful directed SW_transmitters
for radio-diffusion and BBC (General Post Dffice and Cable Wireless
Company). As a defense against the German fighters during bombing

of Germany, the British interfered with their communications in a very
original way. They transmitted the noise of the plane motors on the
German wavelength (system "Tinsel"), This system cohb&hed with a ra-
dar interference was used in December 1942 during- bdmb1ng of Mannhein.
On that occasion the British lost 9 airplanes or 3. 3%

The effectiveness of Allied aviation increased toward the last
days of the war. The planes went deeper and deeper into the German
territory, all the way to Berlin, Because German radars were para-
lyzed at that time due to effective active and passive countermeasures
(see chapter on radar and navigation equipment), the air_ground com-
munications which the Germans used to send their fighters to the
endangered locations became very important, At that time the Germans
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reorganized their anti-aircraft defense in such a way that the anti-
aircraft artillery was used for altitudes of up to 5000 m, and fighter
- planes were used at higher altitudes, With this tactic they succeed’
g ; ed in downing 123 planes in three subsequent British attacks on Berlin
f '? (8/23; 8/31 and 9/3/1943). Such losses required a new system of

4 countermeasures which was referred to as the Special Tinsel, The
Germans used to lead their fighters to the bomber's route using strong
radio stations in the range of 3 to 6 MHz. British interference system
had great success on August 30, 1943 during their attack on the Moen-
chenGladbach. The Germans used just one frequency which the British
discovered and jammed. Seven minutes later the Germans changed the
frequency only to have British discover it within 15 minutes and jam
it again. During that attack British losses were only 3.8%,
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As the consequence, the Germans changed to frequencies of 38 to
42 MHz.

Dr, Cockborn of Great Britain and his group build the "ABC-(Air-

born Cigar)". This receiver consisted of a panoramic receiver with
a cathode tube (7.5 cm in diameter) as an indicator and with a trans-
mitter for interference. The equipment was mounted on a type 'Lan-

ster" airplane and needed an additional member of the crew (which
was uncomfortably positioned in the airplane - this gave equipment
its name). As soon as the enemy transmitter started operating the
panoramic receiver indicated its signal and frequency and the oper-
ator would adjust his transmitter for interference at that frequency.
The operators were very familiar with the spoken German language.
The interference was done using the so called '"Corona' tactics i.e.
by giving false commands in German language on the wavelength guiding
German planes. This system achieved great success during attack of
Kassel on 10/22 and 10/23 1943, British operators cut into the
German radio network and created such a confusion that Germans did

not down a single plane.

The first attack on Berlin was carried out on 11/19/1943 with 444
planes. Nine planes did not return, which was a small number for
such a distance (600 km of flight above enemy territory),
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As a countermeasure the Germans introduced a woman in the place of
the officer directing the fighter planes, assuming that the British could
not place a woman in the place of the operator on the plane, However,
the British found in their auxiliary corps a sufficient number of women
that also spoke excellent German, In continuation of these operations
the British increased the power of their transmitting ABC equipment
and the Corona tactics were replaced by transmission of Hitler's
speeches, reciting of Goethe's work or citing of some,difficult to
understand, German philosophers.

This countermeasure was parried by the Germans by transmitting
orders simultaneously on three wavelengths, One of these was in the
range of 3 to 6 MHz. Because of the reflections from the ionosphere
these transmissions could be received in Great Britain. The British
thus installed powerful transmitters for interference using antennas
directed towards Germany.

For the transmission of information about flights of the Allied
planes the Germans also used their military radio transmitter 'Anne
Marie'" in such a way that the flight of the planes was signalled by
the type of the transmitted music, Thus: waltz - indicated that the
bombers are in the area of Munich; jazz - indicated that the bombers
are in the area of Berlin; church music ~ indicated that the bombers
are in the area of Muenster; carnival music -~ indicated that the
bombers are in the area of Koeln, etc, The British noticed the
regularity because at the departure of the bombers the German trans_
mitter always played the march "Alte Kamaraden" (The 01d Friends),
They immediately built a strong transmitter named '"Dartboard'" using
noise for interference.

After the end of 1943 German communications were completely
paralyzed due to  these countermeasures, For illustration here is a

note from a German source*, On 12/16/1943 during a flight over Berlin
the German communications were hindered by:

* Alfred Price: Herrschaft uber die Nacht, Bertelsman, Sachbuch_
verlag, 1969.
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. SW ground-air communications were interfered with by

ringing bells;
- SW air-air communications were hardly possible;
- VSW communications were interfered with by citations of
Hitler's speeches
- reserve frequencies were immediately strongly interfered with;
- the military transmitter "Anne Marie" was interfered with
by a steady tone.

In August 1944 because of the use of a 2 kW transmitter "Jostle"
the German VSW communications were rendered completely useless.

Having no mean< of communications on other frequencies Germans
started to use the Morse code signals as the last resort. This re-
quired training of pilots and radio operators of night fighters. As 1
a countermeasure the British appiied the system "Trommel Stoecke'"
i.e. used transmitters which, using German frequencies, transmitted
Morse code signals without sense (randome combinations of signals),

The Germans urgently proceeded with work on a new communications
system. By the beginning of 1945 they developed a technically refined
system referred to as '"Bernardine', The system consisted of a large,
highly directed and rotating antenna which would radiate at an air-
plane and typed on a paper tape by a special "Bernardine'" receiver,
The Germans planned to equip all planes with this system by the Fall
of 1945 but were interrupted by capitulation.

In their attempts to interfere with the Allied planes, the Germans
were successful immediately before the landing in Normandy., They had
50 units of the interference equipment type "Karl 2" grouped in the
vicinity of Dieppe at the Center for Interference, The Center was
anihilated by the Allies before their landing.

A characteristic example of utilization of anomalies in propa-
gation of electromagnetic waves for rado-reconnaissance was the deter-
mination of impact positiohs of German V1 rockets directed at London.
The German eavesdropping service in Norway cleverly used these anoma.
lies and by receiving the VSW transmissions of the London Emergency
Service and police they were able to obtain information about the
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position of the impact of the projectile and thus to make aiming
corrections.

All participants in the Second World War payed considerable at-

tention to radio-eavesdropping and radio-goniometry, As an example,
by 1942, Germany had an organized network of radiogoniometers on
the whole Eastern Front and on the Mediterranean. By 1944 they di-
vided the network into a part for surveillance of the surface and a
part for surveillance of the space (each German company for radio-
reconnaissance had within its organization 10 SW, VSW and USW gon-
iometers and receivers).
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The radio.eavesdropping service of the USA Navy (Service Inter-
ception) obtained quite accurate information about the Japaneéé
intentions before their attack on Pearl Harbor in 1940, The American
command did not have sufficient confidence in this information and
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did not undertake the corresponding countermeasures., Having learned
from this experience they developed a broad organization for elec-
tronic reconnaissance and interference during the course of the war.

P72 o

In 1944 the Allies had five eavesdropping centers in North
Africa and in England,.

The military literature states that the Allies were able (by
the end of the war) to obtain or confirm 70% of their intelligence
data by their good organization of the eavesdropping service.

An electronic war took place also during the People Liberation
War in Yugoslavia between the People Liberation Army (PLA) and the
armed forces of the enemy. This is confirmed by the following examples:

In summer of 1942 the radio-telegraph operators of the Headquarters
learned that the units' that attacked Sanski Most would be bombed and
the units were promptly withdrawn, In another case radio-eavesdropping
learned about movement of the enemy forces from Prijedor to Sanski
Most. They were ambushed and suffered considerable losses,

In 1943 the PLA (People's Liberation Army) units attacked Kopri-
vnica, During the course of the attack the enemy received and decoded
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all radio-transmissions of the PLA units. After penetration into
Koprivnica we found all radiograms of our officers decoded. Only
due to the speed with which the defense of Koprivnica was penetrated
were we able to avoid consequences that could have been serious,

The Second Brigade of the Seventh Banija Division(which was
returning from Moslavina to Banija) maintained communications by
radio., Suddenly, an enemy radio station cut into the radio network
presenting itself as the radio station unit assigned to secure trans-
mission of communications. In the last moment the legitimacy of this
station became suspect and the brigade changed the direction of its

movement,

Radar Installations

The use of radar countermeasures started at the beginning of
the Second World War. On their southern and south_eastern coast the
British had a chain of twenty radars of the CH type. The Germans
learned about this chain from reports of their agents. Using airborne
eavesdropping equipment they established positions and radiation pat-
terns of the British radar stations. They thus found that the
radiation pattern had some blind zones (because of a high placement
of fixed antennas* and a low operating frequency -25 MHz) and they
used those blind zones for their flights over Great Britain. The Bri_
tish then constructed a new installation type "CHL - Chain Station,
Home Service, Low Covg;" with a low cover pattern which complemented
the eiisting chain. As a countermeasure the Germans installed ac.
tive eqipment for interference, The first equipment was installed
in 1940 in the vicinity of Calais. Gradually a whole chain of radar
interference was installed along the La Manche coast from Normandy to
Ostende covering the frequency ranges of 20 - 30 MHz and 50 - 90 MHz.
In 1941 this chain was supplemented by the interference equipment
"Karl" which covered the freduency range of 200 MHz, These first
installations for interference had broad ranges, had low power for
the whole frequency range and were limited to short time operations.

¥The antennas were installed on high iron towers and were
directed to a given azimuth.
#%*The chain of observation stations of low cover.
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Consequently, they did not completely disable the British radars but
only muted the signals reflected from the targets.

The operation '"Cerberus" is considered to be the greatest success
of systems of active interference. It was used to bring out the German
warships "Scharnhorst" and '"Gneisenau'" and the cruiser "Prinz Eugen"
from the harbor Brest in Brittany through the English Channel to the
mouth of the river Elba in Northern Sea.

The plan, decided upon on January 1, 1942, provided for: utili-

zation (as much as possible)of bad weather season, leaving the Brest
harbor in the evening of Fetruary 11th and passing through the English
Channel in the early hours of the morning on February 12th, 1942; an
escort of 20 airplanes type ME-109 during daylight and 15 planes type
ME 110 at night. Furthermore, there was a Navy escort of 6 destroyers
from Brest and 26 torpedo boats from Berk. The plan also required

secrecy of the operation and interference with British radars so that .

their capabilities of surveillance would be reduced to zero,

According to the "Cerberus" plan, the jamming of British radars
started already during the first week of January 1942. It was used
intermittently in the morning hours to create an impression that it
was being caused by anomalies in the propagation of electromagnetic
waves. This scheme worked, British radar operators started getting
used to these interferences and accepted them as a normal condition,
The experts actually tried to reduce the sensitivity of radars to
interference. However, because of rare inspections and insufficient
information from France the impression remained that the interference
was due to anomalies in wave propagation.

On the day the fleet left (February 11, 1942) the Germans leaked
the news that all the high officers of the fleet from the Brest group
were invited to a dinner in Paris. The fleet left Brest at 22945 hours.
The passage through the harbor gates was lucky for the Germans as the
radar on a British reconnaissance plane, assigned to that area, broke
down and the plane returned to its base. The group for interference
paralyzed the whole radar network with exception of one new type of
radar which was still in the experimental state. Its findings were
neglected in the general confusion. Only between 10:00 h and 10;14 h,

bt s e e
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during a period of interference interruption, did oneé of the radar
stations record passing of the German fleet, At 11,30 h the order
825 was issued to a squadron of torpedo planes for attack. The at-
tack took place only at 12:45 h because of delays in preparation

of planes and arrival of an escort, At that time the German fleet
was already in the vicinity of Dover, At that point there developed
the phase of tactical events which had the well known epilog: The
slightly damaged !'Scharnhorst' and !"Gneisepnau'" and the undamaged
"Prinz Eugen'" entered the mouth of the river Elba on the morning of
February 13th, 1942,

In 1942 the Germans started detecting ground observation radars
using airborne detectors combined with interference. At the mouth
of the river Nile, close to Baltim, there was one of the most powerful
Allied radar surveillance stations. For a while this station was used
by Germans as an extraordinary radio beam which guided their bombers
at night to an. important landmark - the mouth of the river Nile. It
took the British some time to figure out that the specific signals
used for jinterference with this station always preceeded the bombing
of the Suez Canal. This case also serves as a classical exampl~= of
poor organization on both sides - poor interference (too much betore
the action) and poor undertaking of the countermeasure (any interfer-
ence should be properly evaluated).

In the fall of 1939 the German anti-aircraft defense had 12
"Frey" type radar stations covering the air space above the German
coast on the North Sea and the territory of Netherland and Denmark,
On the morning of December 18, 1939 24 airplanes type Wellington were
on the way to the area of Wilhelmshaven with the assignment to patrol
and bomb German warships. A little after 12 h radar "Frey" on the
isalnd Wangerooge discovered the bombers at a distance of 110 km.

The head of the "Frey" station called in the fighter planes (16 Me-110
type planes and 34 Me=109 type planes) and led them to the British
group. This turned into a complete success. The British group suf-
fered great. losses and only 9 planes returned home, This was also

the first time radar was used for the guidance of planes.

A "Frey" radar located on the Cherbourg peninsula played the main
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role in guiding German bombers (on July 23, 1940) to the destroyer
"Delight" which was sunk 30 km south of Portland Bill,

The British learned about the existence of German radars from
reports of their agents which was received by the British Nayy attache
in Oslo on 11/4/1939. 1In the British circles this report was referred
to as the '"QOslo Report'" and contained much information about German
secret weapons. Again, British agents reported (in July 1940) about
the distribution and use of the "Frey" radars and attempts to deter-
mine their type were made by use of aerial photography. However,
aerial cameras were poor at that time. Only after using improved
aerial cameras on 11/22/1940 they discovered two parabolic antennas
67 m in diameter in the vicinity of the village Anderville. By
that time their agents reported existence of a "Frey' radar in that
area (and that two radars type "Wurzburg'" were sent to Bulgaria and
Rumania). Not until April 16, 1941 did the British succeed to take
a low altitude photograph of a "Frey'" radar, At the same time an
eavesdropping station in southern England discovered its signals at
120 MHz. Tracking of "Freys" took about a year.

Induced by the success of the "Frey" radar the Germans started
(in the Telefunken Laboratories) to manufacture a radar for AA needs.
This radar was quite primitive with manual antenna movements and
determination of direction by the maximum method. The first models
were mounted on anti-aircraft reflectors using green lights and
were located at Falkensee in the vicinity of Berlin and at Essen-
Frintrop. Using this equipment the AA forces had much more success
in downing the British planes. British pilots reported that Germans
had mysterious green rays which do not lose an airplane once they
find it. This equipment was further technically improved into the
YWurzburg A" to "Wurzburg C'" with the designation FuMg-4|. By March
1945 the Germans produced about 5000 units,

Approkimately one month after discovering radar !""Frey'" the eaves-
dropping group 109 discovered signals on the frequency of 570 MHz,
By May 8, 1941 a reconnaissance group discovered a reflector on Cher-
bourg peninsula which was directed at planes with great adcuracy. This
was the first data about the radar "Wurzburg'" but was insufficient for
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undertaking any countermeasures. In the meantime this radar caused
great losses to British aviation.

g From reports of their agents the British learned that the Germans
% placed a radar of this type in the region of Barneville (France) along

j§ the position of a "Frey" radar. Low flying aerial photography dis_

? covered existence of a parabolic antenna in that area. A parachute

s attack referred to as "Biting-Bising" was carried out with partici-

é pation of 119 paratroopers (technical experts) and 12 airplanes. On

% February 27, 1942, within a period of half hour they sketched the radar
§ equipment, dismantled the antenna, the receiver, the transmitter, the

§ modulator, the synchronizer and the UF amplifier and carried them

‘% to a submarine. They did not have time to dismantle the indicator.

This was one of the best organized commando actions during the Second
World War.
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Even all these data were not enough for the British to devise
the countermeasures, Later in the October 1942 offensive at El1 Ala-
mein in Northern Africa the British captured a completely operational
"Wurzburg' radar which they reactivated and thoroughly examined,

n"ﬂ‘v

In the meantime information about the "Frey" radar kept increas_
\ ing and by the end of October locations of at least 27 installations

were established. It is of interest that eavesdropping on radio

communications between "Frey'" stations and their anti-aircraft defense

centers contributed considerably to the detection of their positions.

t Radio communication was carried out with short waves using very

primitive codes. Following is an example of such a communication that
_ . took place in October 1941:* MFX = 114011 = 14E = X = 254 = 36, which
f " meant: MFX - designation of the "Frey' station; 114011 - hour, minutes
and seconds; 14E - number of the message; X - number of targets (X =
one, Y = more, Z = many); 254 . azimuth in °; 36 -distance in km.

\

J The data obtained from "Frey'" radars proved sufficient for Dr.
Cockburn and his coworkers to design equipment for interference(referred
to as "Moonshine"). The equipment received the signals from "Frey"

*Alffgd Price: Herrshaft ueber die Nacht, Bertelsman Sachbuchverlag
1968,
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radars, amplified them, and retransmitted them. As a consequence,

the "Frey" screen, showed many false targets, The first experiment,
occurred on August 6, 1942, Six airplanes flew in the direction of the
Cherbourg peninsula with their !'Moonshine' equipment in operation.
Because of the many false targets the Germans flew all their available
fighter planes. Eleven days later "Moonshine'" was used to disguise

a real operation. A few planes, using '"Moonshine" equipment went in
the direction of khe Thames while real attackers with fighter support
went in the direction of Rouen. The Germans sent 144 planes to the
imaginary group and half as many to the real group. Within the next
months "Moonshine'" was used 28 more times with variable results. The
reason for this. was the fact that each "Frey" used a different freq-
uency and that the false signals were grouped too close together which
did not appear like the real situation. Dr. Cockburn and his coworkers
then designed a wide range equipment (type '"Man ") for active inter_
ference with noise. This radio interference equipment operated in

the frequency range of 118 to 128 MHz., In summer of 1942 this model
was in regular production and by November 1942 the planes equipped
with this model patrolled along the west German coast and thus para._
lyzed the ""Frey" type radar network on this coast, The radars of the
"Wurzburg" type were still uneffected.

On the basis of data from the captured "Wurzburg'" equipment, the
Harvard University experts in USA designed new airborne interference
equipment, model '"Carpet", which was used for the first time in Sept-
ember 1942 during an attack on Bremen, The losses were significantly
reduced and were suffered mainly by the fighter planes.

In February 1942 (at the Leeuwarde airport in Holland) JU-88
with Yagi;antennas appeared which protruded from the body, This was
the self-guiding airborne radar, model Lichtenstein manufactured by
the Telefunken Company, It operated on a frequency of 490 MHz with
a maximum range of 3 km and the minimum range of 200 m, This was
excellent for that time. Again the losses of the Allied planes were
disturbingly increasing. The reason for this was the fact that the
frequency range and the power of the existing equipment for active
interference were insufficient to block the '""Lichtenstein' radar,

"Lichtenstein'" equipment was carefully guarded by the Germans,
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Only at the beginning of 1943 did the British succeed to obtain an

undamaged unit from an airplane which was forced to land in England
and the pilot forgot to activate the destruction detonators. The
properties of this device were determined by its examination in
laboratories and in flight. A very clever equipment ('"Serate'") de_
signed on the basis of these data were then designed as a counter_
measure. The equipment for countermeasure consisted of a receiver
which utilized radiation from the radar "Lichtenstein'" as a precise
directing radio beam. A cathode tube was used as the indicator which
showed a picture as illustrated in fig. 4.2.

Figure 4,2, Observation of radiation from radar "Lichtenstein' on
the !"Serate' equipment.

When the impulses from both sides of the vertical time base were
equal, the airplane with the !'Serate' equipment was pointed to the air-
plane with 'Lichtenstein'" equipment, The length of the pulse indicated
the distance, The precision of the !'Serate'" equipment was so good
that during the attack on the \F factory at Peenemunde on August 17/18,
1943 the British fighters downed five German Me-110 fighters using the
""Serate'" equipment for aiming,

At the same time the Allies introduced passive dipoles as a radar
countermeasure, They had a great effect on the "Lichtenstein' radar.
The planes equipped with this radar'mistook the dipole clouds for real
planes and wasted their time and ammunition on thenm,

The Germans were forced to change the radars on their night
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fighters.
In 0ctober 1943 they replaced them with the model '"Lichtenstein SN"

which was capable of a fast change of frequency within a very broad
range about the average frequency of 200 MHz, The British were sur-
prised by both the &avelength (too large for an airborne radar) and
by the speed of the changes, Losses of bombers due to night fighters
increased rapidly and reached a maximum of 10-12%, This required an
urgent implementation of efficient countermeasures. As an example,
during the bombing of Nuremberg on 3/31/1944, 95(or 12%) of the 795
bombers that participated in this action were downed along with the
950 crew members. g

At that time a new transmitting electronic tube type '""Resnatron"
was discovered in the USA. This tube enabled large power emissions
in a very broad frequency range.

LY

After 18 months of strenuous research efforts, new equipment for
active interference (referred to as '"Tuba'") was constructed and was
put in operation by June 1944, 1Its effect was such that the Germans
were forced to change drastically their night fighter radar equipment.

Radar equipment called !Monica' designated as "Transm=- Receiver"
was mounted in the tail of each of the Allied planes, This radar |
covered the space within an angle of 45° for a distance of up to 1000
m. Entry of an enemy plane into the covered space produced a sound
signal whose frequency decreased as the distance increased,

In a (HalifaX' plane downed on 3/2/1943 over Holland, the Ger-
mans found equipment marked "Transm-Receiver'"and they determined
its use. At the same time they found a receiver, model "Boozer"
for !"Wurzburg" radar signals which used a light signal for warning
the pilot. The Germans were surprised by the Br1t15h knowledge of
their frequencies.

Using data from radar Monica the Germans built a radar receiver

- "Flensburg'" which could detect and indicate the direction toward

"Monica'". Accidently the ''"Flensberg" equipment was also detecting
the operation of the British equipment for verification (IFF). The
Germans used this method until the middle of 1944 i,e. until the
moment when a German night fighter, model JU;88, changed direction
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and landed hndamagéd on British territory. The British learned about
the equipment "Flensburg" and recognized the danger to the Monica!
and IFF installations. The installations'Monica'were immediately
disassembled and use of IFF was reduced to a minimum,

A characteristic example of electronic war is also represented ]
-by the battle between the British airborne radars model ASV (Airborne ]
Survey of Surface Vessels) for surveillance of the sea surface and ;

German ships and submarines.

The first radar of the ASV type, using a wavelength in the range 1
of 50 cm, appeared in the Summer of 1941. The British designated
it as "Mark I'", 1Its application was fatal for the German submarines
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(which had to surface during the night to charge their accumulators

g 4

; and for supplies). The German warship '"Bismark' was sunk in May, 1941,
by help of the ASV radar. -

v‘Using radar, the British cruisers '"Sheffield" and "Suffolk" :5
discovered the position of the ship, and the torpedo planes equipped
with ASV_radars (launched from the aircraft carriers !"Victorious'and
"Ark Royal'') torpedoed it on May 27, 1941, The "Bismark" sank as a

 consequence.

On the same day radar laboratory of the firm Telefunken received
a captured example of an ASV model radar. They examined it and on
that basis developed a sensitive receiver (Model '"Metox'") for radar
signals. The receiver enabled an early discovery of reconnaissance

planes equipped with ASV.radar _ much sooner than the plane could

discover the submarine before it submerged,

In 1941, thanks to discovery of a strong magnetron, British de-
veloped an ASV - radar on the 10 cm wavelength. This 10 cm ASV radar
(Mark VIII) was mounted on a large number of ''Mosquito' planes. This
increased German submarine losses and by 1943 two thirds of the
losses were caused by this type of radar,

As a countermeasure the Germans introduced detector ''Naxos',
The Allied reacted immediately and replaced the 10 cm range ASV-radar
with a 3 cm range ASV-radar. Since Germans were behind in microwave
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technology they equipped their submarines with equipment for '"under-
water breathing" referred to as 'Schnorckel'". Only just before the

end of the war did they introduce a detector equipment named ''Mucke'.
This example shows the uncompromising aspects of the electronic war.
A change of three generations of measures and countermeasures took
place in a very short time and under very difficult conditions.
During the use of the ASV type radar, the British Naval aviation sank
3.5 billion registered tons of German ships. (

By the end of 1943 British intelligence learned that German sub-
marines were using radar equipment of great range which could be oper-
ated even when the submarine is not completely surfaced. The USA
Ministry of War promptly supplied a receiver for eavesdropping and
analysis of signals, which was mounted on a patrol plane together
with a special antenna. For a long time this search plane could not
find any trace of German submarines. This mystery was resolved only
after the war duing interrogation of the prisoners. They stated that a
the Germans did not use this submarine radar at all for fear that it
would reveal their location to the Allied reconnaissance planes.

The Germans lost their radar battle because of lack of power
generators in the centimeter wave range. It is an interesting fact
that magnetrons with the range of 5 and 9 cm of small power (100 mW)
were produced already in 1939 in the Telefunken laboratories. Within
this firm there was a strong microwave laboratory which worked under
Dr. Ilberg until 1942 and developed a microwave radio-relay equipment
referred to as !"Michael-Rudolf', On request of German authorities
(assigned responsibility for development) this laboratory closed its
operations and their experts were sent to other assignments. Pre-
sumably this was based on the belief that a military microwave tech-
nology was of no interest. Prof., Dr. Leo Brandt head of the Tele-
funken Company development at that time and head of the German radar
development since 1945 attributes this failure to the confidence of
the German military leaders who at that time had plenty of radar
equipment of high quality. According to their war doctrine they
considered any further development in the microwave area as unnec=
essary. History has shown these estimates to be unrealistic. Work '» !

in the microwave area was again permitted in 1943 but it was too late.
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The first results of this work appeared just before the end of the
o war and had absolutely no effect on military operations.

H
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Passive Radar Countermeasures

The use of thin metal strips (passive dipole reflectors) as a
means of creating confusion in radar systems or to decrease their
effectiveness was known by all warring parties already at the start
of World War II.

Both the British and the Germans kept this discovery as a very

important military secret because they were afraid that it would
immediately be used by the enemy against their own radar installations.}
The British were afraid that in their new air raids against London |
the'Germ;ns would use passive reflectors, with catastrophic results
for th%igritish. The Germans, however, were afraid that their "Frey"
and:"wﬁrzburg" radars would be made totally ineffective, Both

sides worked urgently on finding a countermeasure, And both sides
found this countermeasure - in the use‘of the “Doppler effect," i.e,
distinguishing the airborne targets according to their speed.

The British called their dipole reflectors "Window"*, the Germans
called them "Duppel," the Americans called them "Chaff"**, and the
Japanese called them "Ciman Shi."#** The modern literature generally
uses the word "Chaff."

British Prime Minister W. Churchill approved the use of "Window"

strips on 23 June 1942, but their production did not start until the

end of 1942, The strips were 30 ¢m long and 1.5 cm wide, and were
made out of black colored aluminum foil which would render them

invisible in reflector light. A packet of 1,000 strips created the

* - window

*%* - noodles
*%**%* - attenuating paper
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same reflected signal as a bomber. The cost of a packet was four
pence (0.5 dinars). By the middle of 1943 the production of the

strips was sufficient to begin with their use,

The "Window" strips were used for the first time during a night

attack on Hamburg, a German industrial and marine center, The anti-

aircraft defense of the city consisted of 54 anti-aircraft gun

*" batteries of medium caliber, 22 reflector batteries, and three
"listening-in" (tapping) batteries, as well as 6 fighter plane
airports, The plan for the air raid was carefully prepared. During
the raid which lasted 45 minutes there participated 791 bombers;

they delivered 10,000 tons of bombs. The plan of the attack required :
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precise takeoff and flying within half minute intervals, Every minute kK

during the departure and the return each bomber dropped a packet of

strips at the geographical latitude 8° to 9° 30°' East.

The effect of this countermeasure was extraordinary. Operators
of the German radar stations were surprised and confused because
simultaneously with reflections actually from the planes their radar
screens also showed false echoes, At first, there were not too many

of the latter, but they rapidly multiplied so that the screen was

i literally covered by signals, In this accumulation of signals, the

true targets could not be discerned. Jamming signals remained

present on radar screens throughout the duration of the attack,
whereupon they slowly disappeared. The next day the Germans found

a great number of tinfoil strips in the vicinity of Hamburg along

the route of the bombers. According to German records, the "Wurzburg"
radar was completely paralyzed and the planes equipped with the
“Lichtenstein” radar attacked imaginary targets. Of the 791 bombers
which participated in the attack nine were downed by the fighters

and three by anti-aircraft artillery, The British lost in this

attack a total of 12 bombers (1.,5%). The 92,000 packets of "Window"
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strips used during this action resulted in a reduction of losses
and thus saved the difference betw;%n usﬁal losses of 6% and the
1.5% in this case, which represents; 36 planes with their crews,

~ The Allies immediately recognized the g;eét usefulness of the
"Window" strips., Fach bomber flying qygt/éermany carried a packet
of strips sufficient to simulate 700 bombers., During the intensive
bombing of Czrmany the Allies dropped each month approximately 20
billion "Window" strips. For this purpose, some 3/4 of the wartime
production of aluminum was us2d for this purpose, resulting in a
real shortage of aluminum at the end of the war.,

In order to wear out German fighter planes and their anti-aircraft
artillery, the Allies used to send planes over Germany which would
siﬁulate massive air attacks during those nights that they did not
carry out air raid, by dropping "Window" strips. The routes of
these flights ¢generally did not coincide with the usual routes,
and these strips were dropped over lengths greater than 500 km,

Passive interference of this type greatly reduced the effectiveness
of anti-aircraft artillery. Instead of 800 shells fired which
have until then been required on the average to down one Allied
bomber, some 3,000 shells fired were now required.

. The Cermans reacted very quickly to the use of "Window" strips.
Dufing their attack on Bari (2 December 1943) they totally surprised
the Allies by using their own strips for the first time,

In December 1943, the Germans introduced, against "Window" strips
the radar "warzburg", which makes use of "Doppler effept" to separate
(distinguish) the echo from thé strip from that from the airplanej
this means that the strips rapidly lost in speed, while the speed
of the airplane remained constant, Ths shortcoming of this device

was that it recorded only relative speeds higher than 20 km/hr, in

e

b s e

i i




A 5

the direction of the device, whereas it did not react to lateral
flight. Not satisfied with this solution, the Germans complement
the "whrzburg" radar by the "Nirnberg" installation, in which the
separation (distinguishing) of false from true echoes was based on
on that the signal from the true target - due to the turning of the
propeller - is amplitude-modulated, whereas the signal from the
cloud of strips contained no modulation components whatsoever, The
operator of the "Nurnberg" installation had special hearing aids
and he could by means of the characteristic tone (due to modulation)
select the true from the false targets., The effectiveness of this
operation depended on the degree of training of the operator,

The Japanese used their passive dipole reflectors "Giman - shi®
(an invention by the captain of corvette Hajime Sudoa) for the first
time during their night attack on Guadalcanal, in ray 1943, Their
strips were 75 c¢m long and 3 mm wide. They were packed into packets
containing 20 pieces each., During their flight toward the target
the airplanes dropped one packet every 5 seconds.

The application of "Window" strips against Japanese radars on
the Pacific was almost impossible, inasmuch as they operated on a
very wide frequency region (from 70 to 200 MHz). For this reason,
the Americans used aluminum foil strips 100 to 150 m long and
10-20 mm wide and suspended onto small parachutes called “Rope."
rvery B=29 bomber carried approximatzly 300kg of such strips, at
the expense of bomb cargo reduction.

For the protection of their airplanes and to decrease the great
effectiveness of German anti-aircraft artiliery the Americans at
night also used nets drawn by the airplanes (ﬁig. 4,3), Hretallic
nets were targets with a high reflection intensity, and the radar

installations of anti-aircraft defense aimed their guns at them.
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The Cerman Navy used passive reflectors as a means of radar

deception, 1Its submarine fleet used passive countermeasures
"Aphfrodite" and "Thetis®" to deceive the British reconnaissance

planes egquipped with ASV-type radars. "Aphfrodite" were small
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Figure 4,3,

Metallic net as artificial target,

balloons filled with hydrogen at a height of 20 m. On the wire

dipoles 4 m in length, which formed a radar echo the size of the

small barges, This deception was quite effective, Known are even

some cases when the German submarine torpedoes the American destroyer

which followed the passive reflector,

puring World War II both warring parties made use of the wide
possibilities of radar masking of salient grShnd targets., The
masking measures used by the Germans decreased significantly the
effectiveness of Allied bombing by means of radar bomber target

sights, At the same time, by changing the radar picture of the

which held th= balloon, at the distance of 9 m, were fastened three

submarine, "Thetis" were angular passive reflectors positioned on

s




terrain flown over they introduced an element of uncertainty into

the operation of the airplane's navigator,

puring the air raid on Berlin the Allied pilots availed themselves

of the surrounding lakes for their orientation, inasmuch as these
lakes have a specific shape. The Germans had planned to cover up
these lakes and other orientation objects by variously oriented
semiwave dipolesd However, this plan was never effected, since to
cover the terrain by passive dipoles 3 and 10 ¢cm of the wave range
in various orientations a tremendous amount of the dipoles was
necessary, Ahnother attempt consisted in setting up large angular
passive reflectors onto the lakes, at distances between them which
corresponded to the width of the radar beam, By these reflectors
the goal - masking of the lakes - was achieved, but their cost was
very high and it was hard to secure them firmly. A further attempt
was the use of angular reflectors made of two metal plates, at right
angle, which formed two sides, while the water surface on which the
reflector floated, being fastened onto a wooden coffinlike barge,

formed the third side (Figo 4.,4).

METAL PLATE

Figure 4.4,

Angular floating reflector.

The reflectors were 1xlm and 2x2 m in size. The Germans attained
their goal:s The masked surfaces of the lakes could not be

distinguished
from the surroundings under any observation angle whatsoever., The
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effectiveness of Allied attacks whereby radar orientation was being
used, decreased significantly. What's more, the Germans "constructed”
on the surface of the lakes false targets by using reflectors of this
same type., Thus, during a single bombing raid approximately 100
four-engine planes dropped their cargo — onto the lake,

Depending on the need, the Germans used reflectors of various

dimensions. Thus, for instance, in the Berlin area they constructed i
false airpqrts by means of angular reflectors 10x10 m in size, The i
reflecting surfaces were made of a finelv ¥nit net, due to lesser |
resistance to wind. With the use of 50 reflectors a large factory
is simulated; on the screens of airplane radars it gave even better
echoes than the actual factory.

Toward the end of the war, the Germans used angular reflectors
to simulate Kistrin Castle at a distance of some 80 km from the
actual position of the castle. Flectrical power stations were
protected in a similar way (such as Petlic near Stettin), as well
as other important objects.

For the protection of expressly vital objects against bombing
by means of radar installations of the H2S and H2X type, the Germans
in 1944 developed special ground active jammers, which utilized
direct or indirect illumination of the bomber's radar installation.
In case of indirect illumination by the interfering signal, the
object protected was iiluminated and the thus reflected signal from
the object was nsed as active jamming signal. One had to take care
that the level of the reflected signal was sufficiently high so that

the recognition of the guarded object on the radar picture was not

possible,
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For the protection of their territory by such a method the Germans
placed approximately 300,000 transmitters at 100W; through them they
masked not only the vital objects, but also all the more salient
ones such which the Allies could use as orientation points for their
bombing missions.

Flectronic countermeasures played an important role also during
Allied landings. Active jamming was used for the first time for
this purpose durind the landing in Salerno (Italy) in September 1943,

At that time, 50 radar installations jammers installed on landing

i el U B Ay

ships successfully jammed the coastal radar installations, 1In a

similar way, the infantry units were protected during their landing
at Anzio in January 1944 and during the taking of Elba island in
June of the same year; in that case, the jammers were mounted on
torpedo boats., %
As the war proceeded, the application of active and passive
.electronic countermeasures became more and more massive; they were :
getting to be used also to create genuine electronic diversions of k
large sizes so as to deceive the enemy., A classic example of such

an’ electronic diversion is the Allied operation "Fortitude" (during

the night of 5/6 June 1944) which directly preceded the Allied
landing (operation "Overlord”) in Normandy. Some 11,000 airplanes,
4,000 ships of all kinds and 1,703,000 persons, with 365,000 vehicles

participated in it., It is understandable that the preparation of
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such a vast operation could not be kept secret, For this reason it

é was necessary to keep Germans in the dark till the last moment
; regarding the time and place of landing. Germans knew that the
E northwestern coast of France is very suitable for a landing, which
‘ 4 is why they concentrated here a ¢great number of radar installations
A
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for the observation of the airspace and the sea surface and the
installations for the guidance of anti-aircraft guns and coastal
artillery guns. On the belt along the coast they set up some 12
types of various radar installations at distances of 2 and 2,5 km
between them. Thus there were 47 radar stations between the Diepe
port and Cotentin Peninsula, each of which was made up of a "“Frey"
t7pe search radar of wide range and a ”wﬁrzburg" type sight radar.
The radars were able, to operate within a relatively wide frequency
range (100 MHz for "Frey" radars, 150 MHz range for "Wurzburg® radars).
This technical capability the Germans made use of by displacing

the operating frequencies of the neighboring radars by 8 MHz. Each
knocked-out (destroyed, jammed) radar could be immediately replaced.
Availing themselves of the operation "Cerberus" experiences, the
GCermans also mounted a large number of jammers on the northwestern
coast of France, Such an electronic situation was extremely
unfavorable to the Allies and required massive application of thereto
known electronic countermeasures.

Already in November 1943 there was developed a plan of electronic
countermeasures for the Allied air forces, 5ie's, and armies for
the sake of disorganizing German electronics.

In the preparatory period the Allies mounted some 700 transmitters
for jamming on airplanes, ships, and vehicles; they systematically
uncovered positions of German radar stations and jamming stations;
the‘ found suitable passive dipole reflectors against "Frey" radars
(put together in the form of a haromica, due to high length, since
the "Frey" radar had a large wavelength) and they prepared adequate
amounts of new and "Window" passive reflectors for dropping from

airplanes by means of cannon shells and rockets.
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The invasion started with intensive air attack on the uncovered
radar stations and electronic centers on 5 July 1944, 1In this attack
some 60% of German radar installations and jamming stations were
destroyed. 1In order to disable the remaining radar installations
and to deceived the Germans as to the landing place, the following
measures were undertaken during the night prior to the invasion:

1. By continuous alternate flights by British and American
airplanes and the concomitant dropping of passive dipole reflectors,
massive attack toward Flanders was simulated., German fighter planes
were baited onto false targets, Since their air-ground radio
communications were intensely jammed, they were excluded from
operative usefulnéss until they landed.

2. A "fleet" composed of the following sailed out of Newhaven:

a) 4 little ships equipped with the previously mentioned "boonshine"%
installation. They were pulling a raft onto which was tied a "Filbert" 1
balloon with a passive reflector 3 m in diameter inside., The reflector:’
created an echo on radar screens equivalent to the echo from a ship
having 10,000 gross tons.

b) 14 small barks equipped with "Armada" balloons, again pulling
behind them a raft and a "Filbert" balloon.

In the middle of the Channel, the "fleet" divided into two
directions. One ship and 8 little barks ("Glimmer" ¢group) went in
the direction of Bologna, along the "support" of the 218th air group,
which simulated a powerful air-fleet formation. The second group
"Taxable" was composed of 3 ships and 6 little barks aimed in the
direction of Cap d'Antifiere, or corresponding to the "support" of
the 617th air group. The "fleets" floated up to the Flanders coast,
some 10 km before reaching it sunk the balloons and through strong
loudspeakers emitted the characteristic anchoring sounds of a large
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number of larc¢e ships.

3. 29 airplanes of the "stirling" and "halifax" type simuiated the
airborne landing in the Cannes and Cap d'Antifiere area (operation
"Titanic"), The effect was amplified by the use of “lonshine"
installations and the "Window" strips. At the landing site parachutes
with puppets - special bombs in the form of frogs - were dropped out,
which with their explosions simulated intensive battle, as well as a
few parachutists whose job it was to create as much noise as possible,

At the same time that the false landing was performed, the actual
landing was also performed - with 1,069 airplanes in the vicinity of
Normandy .

4, Simultaneously with the deception, in the area of actual invasion
20 airplanes with jammers shadowed the screens of German radar stations,

The actual invasion commenced on 6 July in the early morning hours.
Thanks to vast deceptions, the Germans arrived at the site of the
invasion from 18 to 48 hours late,

The Allied losses in this operation were minimal., oOut of 105 jammer
airplanes, only 3 have been downed. Neither German Air Force nor
their coastal artillery hindered the infantry fleet during their
approaching. Out of 2127 ships which participated in the first attack,
only’six were sunk.

Tﬁe electronic diversion experiences obtained during the operation
"Fortitude" were used also during the landing in southern France.

In this action, mor= than 250 active jammers was used, mounted
on 130 airplanes and 120 ships of all kinds. Like during the Normandy
iﬂvasion, besides the main direction two landing directions were also
simulated using a flotilla with passive reflectors and aviation support,

with active jammers and passive jamming by dropping of dipole strips.
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Immediately prior to the invasion, there was an air attack (in
which 500 airplanes participated), whereby all German radar setups

were destroyed.

Navigational Systems

An inflamed and enraged bé%tle raged between the British and the
Cermans also in the area of tﬁe application of jamming of radio
navigational systems for the gui?ance of airplanes throughout the
duration of World wWar II. :

Due to successful bombing of Britain, especially London, but
because of the insurmountable poor visibility in this region which
made visual navigation difficult, the Germans installed a large
number of navigational radio stations aimed at London. Upon entering
the war, the Germans had at their disposal the "X Gerat" system,
in actuality modified by the "Lorenz” system (see p. 30
of copy). The system "X Gerat” did not make it, as
it was too complicated to be used and was also a suitable target
for anti-aircraft artillery. Because of this, the firm Telefunken
produced the system "Knickebein®, which used frequencies of 30, 31.5,
and 33;3 MHz and airplane installations of the "Lorenz" system,

With antennas 100 m in diameter the system attained a range of 450km
at an altitude of 6,000 ms The width of the beam was 0,339, The
system consisted of two narrow beams, which were crossed above the
target (Fig., 4.5). The transmitters were intersynchronized, with

one emitting points and the other dashes, At the site of the crossing
of the beams the points filled in the void between the dashes and

the listener with earphones obtained a constant tone, The radio

path along which a constant tone could be obtained was very narrow,

and allowed an error in target determination of 4 800 m.
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Toward the end of 1939, the Germans had set up three Knickebein
stations (Kleve near the Dutch border, Stolberg on the western shore
of Schleswig-Holstein, and L3rach, on the border between Germany,

France, and Switzerland).
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Figure 4,5.

German navigational system "Knickebein",

British scientistsalready in 1939 warned regarding the presence of
iGerman, electromagnetic waves (physicist Dr. R.V. anes).

In the known agency reporter "Osloreﬁort"_data have been found on
the folléwing two stations:

"Knickebein® by Bredstadt 540 39¢

. 80 57¢
"Knickebein" by Kleven 51047°¢5n
60 6 2

The British did not know frequencies of individual beams. oOut of
three frequencies (30, 31,5, 33,3 ;Hz), the Germafls always used two
different ones, - )

On a downed "Heinkel 111" airplane, speciel installations were
found, together with a note by the pilot, stating "Knic¢kebein" 31,5,

Likewise, on 20 June 1941, in another downed airplane the German
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navigator forgot to destroy the installations and the noted data
on the direction and the frequencies.

On 21 June 1941, Dr. Jones knew all the nécessary data regarding
several German "Knickebein" stations. That same day, at a session
of the British Government, "Croup 80" was formed, headed by Lt/Col
B. Addison and Dr. Robert Cockburn, whose job was to find ways to
disable German navigational systems. Diathermal medical apparatus
was used first, which with their radiation created sufficient noise
for the protection of individual cities (the countermeasure called
“Headache")., From 7 September to 13 November 1940, the Germans
sent 160 bombers for raids on Britain every night. This forced the
British to look for some more effective means of jamming. They
constructed transmitters called "Aspirin", which at "Knickebein"
frequencies emitted points and dashes. Due to the additional signals,
the German receivers did not obtain a constant tone, hence the plane
prolonged its flight, In a later version the "Aspirin" transmitters
were synchronized with Cerman beam which they replaced and were aimed
in such a way that the crossing occurra2d sooner and above non-important
territory. The crews of German airplanes suspected that something

was not in order with their beams, However, supposedly, during the

first two months none had the courage to tell GOring about the

lack of success of this system, on the contrary the German Air Force
even received special comments as to the infallibility of the system
and sanctions which shall be undertaken against anyone who doubts

in it., Because of this, and also because of poor training of German
pilots in classical celestial navigation, the British were able to
deceived them for over two months, and during this same period they

deterred from the proposed targets more than four fifths of Germsn
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bombs, which represented a success equal to an important victory.
For the return of their airplanes, the Germans had some 80 aimed

radio phares; they constanly used 12 of them, keeping the rest in

reserve, Which 12 will be used was for the British a secret until

the last moment., For this reason the British constructed transmitters -3
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aimed radio phares - with variable frequency "lFasking Beacon -— lMeacon",
with which they deflected German return radio directions. The first |
such device was installed on 24 July 1940; by 10 August there were
already 6, and by 18 August there were 9 of them. By October 1940,

“Group 80" had in its composition 20 officers, 200 soldiers, 15
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"Aspirin", and 12 "Meacon" positions.

The "Knickebein" system ceased to be useful for the Germans,

3
3
2

For this reason they changed over to using a modified "X Gerat"
system (see Fig. 4.1). The alteration with respect to the original
"X Cerat" system with which the Germans entered the war consisted
in the transition to a higher frequency (74 Hz). Germans assumed
that the British do not have transmitters at this frequency range
and, likewise, that they are not familiar with the technology of
this reagion. This system was used for the first time during the

bombing of Birmingham on 13 August 1940, At this time the newly

constructed factory for fighter planes was completely destroyed.
Availing themselves of the expertise learned by uncovering the
earlier systems, the British already in August 1940 discovered

the guiding frequencies. In mid-September 1941 they were familiar
with all the parameters of the German system, With respect to that

they did not have a corresponding transmitter, they modified the

radar transmitter of the system CH and called it "Bromide." In the

meantime, the GCermans bombed Coventry and destroyed its entire
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industry, which was a heavy blow to the British (dropped were 56
tons of incendiary bombs, 394 tons of demolition bombs, and 127
parachute mines)., Until mid=January 1941, the British already made
so many "Bromide" jammers that the jamming by the German system was
was ineffective, And in March 1941, the Germans stoppéed using this
system,

The Germans had already toward the end of 1940 changedover to
using the "Y-Gerat"* developed by the Telefunken firm (director
Dr. Hans Plendl, constructor "X-Gerﬁt"). This system had only one
directed radio beam, along which 180 pulses per minute were emitted.
On the airplane was placed an automatic device which determined the
direction and resﬁonded to the pulses, The ground installation
received these pulses, calculated the distance, and the determined
instant sent the pulse for e jection of the bomb. This system was
first used for airplanes of the H-111 type of ¢group K.G 26, with
ground transmitters at Poix, Chérbourg, and Cassel. The British
already in February 1941 activated a jammer of the "Domino" type,
which received the signals from German airplanes and which by a
powerful transmitter emitted the signal for automatic ejection of
the bomb, To avoid this jamming, the Germans on 9 ray 1941 changed
the frequency of the "yY-Gerat", however two nights later the British
were already jamming them successfully. The effectiveness of the
jamming by the "Domino" installation illustrates also the fact that
out of 89 flights ¢guided by tﬁe "y-Cert" from 1 to 15 March 1941,
only in 18 cases were there obtained. accurate data regarding the
instant the bomb was dropped.

Dr, Cockburn, the British director of electronic countermeasures,

*ny" device (installation),
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declared that it was a very simple thing to disable the "y-Gerat"
since the Germans totally automitized it. The automatic installations
on Cerman airplanes were not capable of distinguishing the true from
the false signals.

Due to their lack of success with the g&ectronic system, the
GCermans started to use "target illuwminator." This were airplanes
equipped with all the navigational devicés known to that time and
with rank navigators. Their job was to drop small incendiary bombs
for the sake of causing fires at predetermined objects to be attacked,
so that the bomber groups which followed them could most easily
discern them, As soon as they implemented this syst=m, the British
started to incite intensive fires at the sites of false targets;
as a result of this, up to 95% of German Lombs was then dropped onto
these false targets. The Germans saw the cunningness of the British
and the system changed in such a way that besidez the incendiary
bombs they also dropped true bombs. The British ccunteracted by
that besides the fire caused by the German bombs they produced also
another fire at opposite direction from the designated target. This
procedure caused a greated dispersion of German bombs, with only
about one half of them falling onto the true target,

In the application of electronic navigational means the Germans
made some fundamental mistakes:

1) their radionavigation stations were placed in such a way that
they were within the zone which could easily be controlled by the
British listening-in stationsj

2) they frequently experimented with new methods. They decreased
the range, but this did not suffice not to be listened-in by the

British listening-in stationss;
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3) they practiced the emission of their radio navigational
equipment already during the first afternoon hours of the same day
that the night attack was planned;

4) there systems were too pedantic, complicated, and for the most

part automatized. Because of this they precluded from the training

of the navigators and the pilots the conventional methods of navigation.

An airplane with such pilots was generally lost, as soon as the
guidance system failed.

Fach of these factors contributed that The ﬁritish obtained
extremely important data and that they knew ahead of time what to
expect, They had enough time, sometimes even several hours, to
undertake the corresponding protective measures,

After the war, the German general Martini, director of this
area of research, stated that he did not comprehend that the started
a "high-frequency war" and that he underestimated British Intelligence
Service and the organization of electronic countermeasures,

In a similar way the Germans also conducted their war against
British systems for electronic navigation.

FProfessor Lindeman was commissioned by W. Churchill and in
September 1941 made an analysis of the effectiveness of British
bombing of Germany. He ascertained that the effectiveness of
classical bombing teéhnique is minimal, i.e. that only 1/3 of the
dropped bombs fell within a diameter of 8 km around the target.

Already in 1938, the British scientist R. I. Dippy proposed a
hyperbolic navication system called "GEE." This system was perfected
and ivﬁuly 1941 was tested on an airplane flying above the North Sea,
Two airplanes are used for the bombing of the Ruhr region on 11 August
1941, The following night one of the airplanes did not return from

the attack on Hannover, In this case, a great in-principle error
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was committed, i.e., the testing of a new system was éone over
unfriendly territory. The British were afraid that because of

this the GCermans became familiar with the "GEE" system, so they
undertook great measures of caution. The designation of the system
was changed (from "GEE" to "J"), the shape of the airborne and

the ground installation was changed, so that it was similar to the

CH radar, serial tables of airborne installations carried numbers

R 3000 ++., which were the radar numbers., From airborne installations
all identifyinc information was removed., The airborne installation
received the designation TR 1335, which meant that one has to do
with a prime receiver. For the sake of camouflage they installed
three powerful ¢ground directional "Lorenz" transmitters, and on the
airplane they installed additional installations, and they trained
the crew in their use,

At the start of 1941, some 30% of the bombers were equipped with
the "GEE" system., The British estimated that the Germans had not
discovered that system as of that time and that they will be able
to use it approximately 3 months, i.e. that within that time the

GCermans shall have found effective countermeasures,

The "GEE" system was used for the first time for massive bombing

of Germany on 8 March 1942, Months passed by and the system remained

unjammed. During the first month of use 20 airplanes equipped with
"GEE" installations were lost. The inability on the part of the

cermans to detect this system was such that the crews of British

airplanes called the installation "goon box", or idiot box.
The hyperbolic navigation "GEE" radio system is at the frequency

range between 20 and 85 MHz. Figure 4,6 shows the principle of

this system.




&

[ STTSNSP AT

CERORETS

sy O O IS PRl iy o

Figure 4,6,

Hyperbolic navigation principle of the "CEE" system.

Basically, the "GEEF system consists of two very powerful (about
350 kW) transmitters (A and B, C and D). The distance of the
transmitter in the pair is the base; it was between 100 and 125 Kkm.
With the help of its receiver installation the airplane measured
the distance to individual transmitters, Since the distance 1line,
or the distance difference, respectively, is similar to a spherical
hyperbola, the intersect of this line with a similar or a measured
line for the other transmitter pair gives the momentary position
of the airplane. Since spherical hyperbolas are not suitable for

representation on geographic maps, the lines of the same distance

are represented by conventional hyperbolas with a rather good accuracys
Maps for "GEE" navigation were prepared and the only thing the navigator
on the airplane had to do was to determine the route hyperbclas and

the hyperbola intersects in order to be able to bomb the target.
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The "GEE" system was essentially known to the Germans, inasmuch
as the Telefunken firm already in 1939 proposed a similar systemn,
however Hitler stopped its development. The Germans captured the
first "CEE" receiver when it fell into the sea (on 29 March 1942)
at Wilhelmshafev in case of a British airplane which was equipped
with the "GEE" installation. The crew activated the detonators on
the installation, but the sea extinguished them. The first tests
met with no success, since the director of the investigation, Colonel
engineer Schwenke falsely assumed that the British use a systenm
similar to the "Knickebein" system. Only after five months of
preparations have provisional jammers been set up in the vicinity
of airborne objects, and the long-awaited jamming of the "GEE" system
did not begin until 4 August 1942, Later the provisional jammers
were replaced by the powerful jammers called “"Heinrich." One of
them was installed on the top of Eiffel tower in Paris. In October
1942 so many jamming installations were already operating that the
useful range of the "GEE" system was decreased from 400-600 km to
approximately 160 km, which was not sufficient for the purposes of
bombing of Germany., Nevertheless, the system was not cut out entirely;
the Allies used is till the end of the war, but only as a navigational
system to help airplanes return after the completed mission (Fig. 4.7).
Because of Germant jamming of the "GEE" system the British developed
a navigational system called "Oboe" and started using it in September
1942, The system consisted of two radar search lights (A and B)
called "cat" and "mouse.”" During the onslaught of the airplane, the
distances between radar search lights were carefully calculated on
the basis of the geographical mapss the routes of the airplane and
the targets were likewise carefully calculated, After the attack the

airplane flew at the same distance from search light B (flight by
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circular path) and dropped the bombs at a specific distance from
search light A (triangle: airplane, A and B) or after a certain
predetermined time of flight along the circular path after the
intersection peint (Fig. 4.8)., The data regarding the distance
from search light A and B the airplane obtained by means of the
"question-answer" method (airplane by the coded question pulse,
and the ground installation also by’ the coded answer code).
Installation for "Oboe" navigation were mounted on the airplane
"mosquito", which during night-time bombing raids flew as the
illuminator of the target in front of the bomber formation. 1In
later operations of the 9th Army Air Corps of the USA, the bombing
raids were done also in daytime, however only the leader of the
"Oboe" formation was equipped with "Oboe" installations. The

shortcoming of this system consisted in that one pair of "Qboe"

Figure 4.7.
Cover of the "GEE" system as of 1 November 1945 for flight

altitude of 750 m with southeastern transmitter pairs.
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Figure 4,8,

Navigational system "Oboe", ]

transmitters was necessary for one guidance, With increased bombing
intensification of Cermany the need for "QOboe" guidance centers
increased., Thus in March 1944 the Allies at’'.the territory of Great
Britain had already activated 44 centers for "Oboe" navigation,

The Germans for a long time did not know of the existence of the
;‘>  "Oboé" system, Thus, after the terrible bombing (on 5 rarch 1943)

and destruction of Krupp factories in Essen, Hitler called together

his staff and inquired about British technical possibilities and
their navigational precision. Namely, the "QOboe" system provided a
precision of 90%, i.e. 90% of the bombs fell on the target. GOring

claimed that the British are getting such a success with a navigational

e

system which is similar to their "Y=-GCerdt." Hitler made an experiment#

of qguiding with the "Y-CGer8t" onto the target in an uninhabited part

of Bavaria., Within a distance span of approximately 360 km, about

#*Alfred Price: Herrschaft uber Nacht /Dominion over the Night/,

Bertelsman Sachbuchverlag, 1968, ¢.
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50% of the bombs dropped fell around the target 900 m in diameter,
This proved that the British use some other system,

In the meantime, the Germans attempted to simulate light bombs
for “"target notation" at another safe site, They had no success
with this, since they did not obtain the same red color given out
by the British 1ight bomb.

Only on 7 January 1944 did the Germans down an airplane "mosquito"
near Kleven, equipped with the "Oboe" system. Very quickly they
recognized the system and within 3 days made a plan for a network
of 80 jammers in the frequency rancge from 220 to 250 MHz. They
called them "Anti Bummerung Gerat" ("Anti-Bang Installation"). The
effectiveness of British bombing dropped from 90% to 20%. The
British noticed this right away, and moreover, sent the Germans a
wireless message on the "“Oboe" frequency, "You are a Schweinhund”
(or freely translated, "You are a hog's dog").

The Allies had by this time already developed and used magnetrons
and klystrons for centimeter wave region, so that already prior to
the German jamming of the meteric "Oboe" system thay converted to
the production and installation of the centimetric "Oboe" system,

The crew of the German listening~-in installation "Nurnberg"
noted on 30 January 1944 signals from a "mosquito" airplane issuing
from the wave region of 9 ¢me The Germans did not believe that
this is from a new "Oboe" system, especially sinc?&he British did
not dismantle the old system, but rather used it for masking.

In October 1944 the Germans succeeded in producing the jammer
"Feuerberqg" for the jamming of the centimetric "Oboe" system, and
starting in 1945 also jammers "Post klystron" and "Roland," but
without marked successes. Due to being behind in microwave

technology, the Germans from the spring of 1944 to the end of the
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war could not effectively counteract the Allied navigational systems,

World War II also marked humble beginnings of electronic jamming
of guidance systems of radio-directed missiles,

Starting from 8 S-~ptember 1944 the Germans bombarded Britain by
rocket missiles of the V2 type, which for that time had a rather
good radio-guidance system, During its flight time the rocket sent
to its ground center the data on its speed and altitude. On the
basis of these flight data and times the center then calculated the
position of the rocket. When the rocket attained such a position
that a target hit was possible, then the center by means of radio
dispatched the thrust engines and the rocket sped against the targete.
The British succeeded in uncovering the directional guidance system
and constructed transmitters for the extinguishment signals for the
rocket thrust engines. By false signals they disconnected the rocket
thrust engines sooner so that the rocket did not reach the desired
target, The effect of this countermeasure was significant, as is
shown by the difference between the rockets launched and those that
reached their targets. Accprding to German data, during the7 months
until the liberation of Haaqg, where these devices were launched,

1359 rockets of this type were launched against London. According
to British data, only some 500 rockets managed to reach London.
2724 people died and 6476 people were wounded during this. This
number would have been much higher if all the rockets had fell on
London.

[in 194

The first radie -guided air—sea rockets were used by the\mi)\
against an Anglo-American convoy in the Biscay Baye. The rockets
were fired from the airplane DO-217., Already during the first rocket
attack, one military escort ship was sunk. This weapon represented

great danger for Alli=d convoys and Navy researchers were forced to

Th
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invent a radio-guidance system and to construct the corresponding
jamming installations within as short a time as possible. This
assignment was especially difficult, inasmuch as the nature of
radio-guidance was totally unknown. For this reason, frequency
wideband radio-receiver apparatus together with a pulse analyzer
was developed., This apparatus was mounted on one of the escort
ships of the convoy. By means of this apparatus it was determined
that the radio-guidance system of German rockets operates at the
frequency range of 40 MHz, and this with amplitudinally modulated
signals on two frequencies. One of the frequencies served for the
left deviation from the course, and the other for the right deviation.
The magnitude of the deviation depended on on the time duration

of the radio command., The first rockets of this kind (HS-293) had
a flight time of 60 seconds, while with the later and improved

version (FX-1400) the speeds were increased and the flight time was

decreased to 30 seconds. Analysis of the guidance signal made possible
the construction of a jammer, First a jammer with an output power

of 50 W was produced, while later, in 1944, its power was increased

to 1 KkW.e This was the jammer AN/ARK=-8, with which 14 ships were
equipped. These jammers were also mounted on destroyers "Frederic

L. Davis" and "Herbert C, Jones" and they succeeded in 75 German

attacks té deflect the path of more than 100 German guided rockets,

or approximately 2/3 of those launched. The Germans thus lost their

confidence in radio-guidance and converted exclusively to wire-guided

]

4

missiles, These were varieties of flying bombs HS-293 B and C.
World War II brought also humble beginnings of radar masking

technology. The Germans researched materials for their submarines,

especially for installations for underwater breathing of the "“Schnorkel“
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type, such as would absorb electromagnetic waves, the project being
called "Schnornsteinfeger." They did not achieve any marked successes ;
in these operations.

As a good indicator of the effectiveness of individual electronic

measures and countermeasures iv&orld War II, in the European theater, f
served the percentage of aviation loss due to the enemy anti-aircrafti
defense. As soon as the losses increased, this meant that the
measure or countermeasure used was detected and has become ineffective;
and that another measure or countermeasure, respectively, must be
found immediately. Figure 4,9* shows the dependence of the percentagéé
of loss of Allied aviation witﬁ respect to the undertaken passive
or active electronic countermeasures or inirinsic errors (as has
been the application of the installation foe the determination of
allegiance of an airplane - IFF simultaneously on all airplanes in
the formation).

Electronic measures and countermeasures have been used immensely
also in the Pacific Ocean war zone, only under different conditions
with respect to the Furopean war zone., The war zone in the Pacific
was characterized by vast spaces, which caused the Americans to
develop special tactical electronic countermeasures,

From the first days of the war through to.1942, both warring
sides used radio reconnaissance of radio communications as almost
the only visible sign of elecéronic countermeasures, On the American i
side, radio reconnaissance was done by units KoV and RM, and also »
by civilian stations of the Federal Commission for Communications

located on a large number of islands and their center in Hawaii.

*Anton PoZeqs Flectronic jamming and measures for counter electroni
observation, Supplement to the Aviation Journal (Vazduhoplovni Glasnik

Zemun, 1961, p. 14.
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Fig. 4.9. Percentage of losses by allied aviation with
respect to the radar countermeasures undertaken.

Key: (1) Losses in %; (2) Enormous use of IFF; (3) Use

of IFF; (4) Jammer "Mandrel"; (5) Jammer "Mandrel"; (6)
"Window" strips; (7) Jammer "Jostle" of "Window" diversion;
(8) ABC [illegible]; (9) Jammer "Cartop"; (10) Conversion
by enemy to shorter wavelengths; (11) Loss of [illegible]
of armies in France.

By deciphering captured Japanese radiograms, with which hundreds of
cryptographers and translators were kept busy, great progress was
made. The captured and translated communications were multiplied
so that 10 to 14 copies were avaiiable which then were dispatched
to the interested institutions. 1In July 1941 the Japanese decoded
the Japanese diplomatic code (code "rozi") and since that time were
well informed of Japanese plans. A great number of the telegrams
was decoded still the same day that they were dispatched from Tokio.
The rapidity of the decoding was made possible also by a special

device only four copies of which were fabricated. Three of them

were used by U.S. cryptographic agencies and one of them was in 1941
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leﬁt to Great Britain for use, In this way, more than 700 information
communications were decoded, out of which some 200 gave information
regarding the movement of Japanese ships; the remaining ones were of

diplomatic nature,

At the start of military operations against the United States, the
Japanese fleet received several ciphers and codes which had to be
used by a definite order. Thnaks to their experience with decoding
the diplomatic code, American cryptographers quickly decoded the 5
above codes of the Japanese fleet on the basis of the material received.
After Japanese attack on Pearl Harbor, the American intelligence
service had at its disposal the information that the Japanese are
preparing an equally large attack on a city which by their code they
called "AF," It was imperative to find out as quickly as possible which % E
city this was. The Americans arrived at the possible estimation that

this could be Midway island. To confirm this proposition, they made

PPN T

use of radio disinformation. The commander of the island was given
an order dispatch a communication to his superiors in Pearl Harbor
in the opening text to the effect that the machinery by which drinking

water is supplied has broken down and that the operation of Japanese

radio stations is all the time painstakingly active. The radio /

intelligence service of the Japanese acted flawlessly. Already the
third day after the transmission of the prepared text the American
reconnaissance station in Hawaii received the Japanese radiogram in

which it was said that the Ametricans have difficulties at site "AE"” ;

with respect to drinking water supply. The target of Japanese marine |
operation was thus uncovered. The Americans succeeded in preparing

i

{ a prompt defense and on 4 June 1942 the Japanese fleet suffered a /

terrible defeat,
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After these very successful operations the American radio

intelligence service suffered a great malsuccess due to its own press. ]
Namely, the newspaper "Chicago Tribune" published a communique i
that the principal role in the victory at Midway was played by the
radio intelligence service, On the basis of this the Japanese
grasped that their codes have been revealed and they immediately
introduced new ones. Similar cases of a lack of caution in the
U+.S. press or their individual agencies repeated themselves many
times during the course of the war and their result always was a
change in the Japanese code and a new tortuitous tdling labor on
the part of American cryptographers toward their decoding.

The Americans 4did not jam radio communications of Japanese ships
and units, since it suited them better to monitor and decode the
radiograms and to radio goniometrically determine the position of
the ships.

The Japanese were relatively late in starting to use radar
installations. The first two radars were installed on ships "Ise"
and "Hega", which took part in the operations at Midway Island.
The Americans were not familiar with Japanese radar equipment,
so they put in tremendous effort to obtain information about it.
They questioned prisoners, and carefully studied captured documents

and information obtained from all the captured installations was

passed on to the laboratories. During the landing on Guadalcanal
(1942), the United States marines succeeded in capturing several
Japanese radar installations of the newer brand. On the basis of
this, a special highly sensitive monitoring receiver was developed,
which in 1942 was mounted onto airplanes and ships. A modified

version of it was mounted in 1943 also on submarines.
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In the years 1942 and 1943 the Americans conducted systematic
radio reconnaissance on the Pacific so as to uncover radio stations

in the area between Solomon Islands and China, They estaplished

'W

that the Japanese dipose of a rather strong radar network on the

e

rqround, on the ships, and on the airplanes., The reaﬂi@ of this

radio reconnaissance were plotted onto a special map which served
for the preparation and development of measures for the jamming of

Japanese radars, their use as radio search lights, and for finding

AREF S Wil e i 53

unobserved sectors and pathways for future observations,
on the occasion of movement of troops or attack the Americans

made use of signals from Japanese radars as navigational radio

¢ search lights for the guidance of their airplanes or ships into

SR

the target region. When the Japanese noticed that their radar signal
is being used as a radio search light they excluded those radars

as soon as they noticed enemy formations on their screens., Since

the range of a sensitive radar monitoring receivers is considerabily
larger than that of a radar installation (the receiver receives a
very powerful transmitted radar signal, whereas the radar weakens

the reflected signal from the target), the American units were able
to adjust the corresponding countermeasures prior to Japanese attacks.

Thus, for instance, American ships received the radar signal from

Japanese torpedo airplanes 30 minutes before these torpsdo airplanes
noticed on their radars the American ships, The case is also known

where the American submarine "Batfish" uncovered radar signals of

TARED. e

three Japanese submarines, determined their position, and sunk them
one by one,

On the basis of the results of radio reconnaissance and data on

R e e e e

Japanese radar installations, an entire series of active jamners was

developed in the USA in 1943, Thus jammer AN/ART-1 covered the
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frequency range from 90 to 220 MHZ, having a power of 15 W, jammer
AN/ART-2 covered the frequency region from 420 to 720 MHz and was

used against radars for remote observation,

3

After taking New Guinea in December 1943, a Japanese airborne

' radar installation was captured, On thgkasis of it within a course
of 7 days, 50 ship installations were modified for active jamming,
whereby a tremendous blow was dealt the effectiveness of Japanese
torpedo airplanes equipped with these radar sightse. On the occasion
of the jamming , the torpedo airplanes lost their target and became
an easy prey to American anti-aircraft artillery and defense fighter

planes, After this happened, the Japanese very rarely used night-time

e e R SO VA R i S

attacks,
All marine units of the American fleet operating in the Pacific

S i

were already in 1944 equipped with complete equipment set for

electronic countermeasures, For destroyers and submarines is consisted

of three monitoring receivers which covered the frequency region
from 40 to 10,000 MHz; one pulse aralyzers one goniometer for the

frequency region from 90 to 5,500 MHz, and several active jammers

for frequency region from 60 to 10,000 MHz

Active jammers protected navigable units from coastal artillery
directed by radar and prevented torpedo planes and flying torpedoes

from finding the target and sighting by means of radar.

Prior to the end of the war almost all American airplanes which

took part in the hostilities in this theater were equipped with two

1 active jammers of radar installations. VMany airplanes and flying

fortresses (B-29) were also equipped even up to 18 jamming transmitters,

3 P

S TR

several detection receivers, radio goniometers, and installations for

analyses (Fige 4.10). Because of the large number of built-in antennas
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Figure 4,10,

Laboratory airplane "B-29" from World War II.

these airplanes had an unusual form (Fig., 4.10). These airplane

T T T .

laboratories at first made use of electronic protection of air raids,
but with improved built-in technical equipment they widely used
% for reconnaissance Japanese electronics, in which they are to some
extent a precursor of contemporary airplane and satellite systens
for the detection and analysis of electromagnetic radiation.

puring World War II a large number of installations for detection
and jamming was produced., The main information on installations
for radar detection and jamming obtained by the Americans and the

British is summarized in Table 4,1,

The cited examples of electronic measures and countermcasures

clearly show that electronic countermeasures have been undertaken
primarily against radar and radio navigational installations., This
is so because these installations played an important role in the
detection and direction of fire onto the foe and on guiding to the
specific regions - deep behind enemy lines - various war equipment
(aircraft, rockets, and similar). Interruption of means of communic-
ation was used to a lesser degree, due to the fact that much useful
information could be obtained from enemy communiques,

i Fxperience from World War II indicates alsc that self-satisfaction

¢ ' with electronic measures and countermeasures is very dangerous, even
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fatal; that electronic devices and equipment become obsolete very
quickly, and that ultimately there is required continuous intensive

work on the development of new methods and installations,
4,3, AFTER WORLD WAR II

The tremendous financial input and the high investment of mind
and productive capacities in the area of electronics led to that
during the after-war years many military electronic installations
appeared and that electronics came to be used also in the fields
which previously have totally been reserved for man. Armed conflicts
during this period were indeed great proving grounds for practical
verification of new weapons or concepts.

Already starting in 1949, the World Superpowers knew that they
are insufficiently informed about the foe and his activity., Hence,
intensive work on reconnaissance equipment proceeded henceforth,

The application of spectral sensors, micro-electronics, and digital
technology has up to the present time raised the methods and techniques
of reconnaissance to such a level which in the near past has still
been beyond any conception., The U,S. materiel saw the introduction
of a large number of aircraft for electronic reconnaissance, Their
intensive flights above the territory of East Furopean countries
started in 1950, It is assumed that during the period from 1950 to
1964 at least 26 American reconnaissance planes were downed over

the territory of the Soviet Union. Public at large is familiar

with the downing of their U-2 type airplane, piloted by F.G. Powers
in vay 1960 above the USSR territory and the reconnaissance airplane
of the ©C-121 type, with 31 crew members (Fige 3.8), which was shot

down by North Korean flak on 15 April 1969 above the Japancse Sea,
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tip uredaja m hmluu W E. 4
MHz MHz nosioc | botnjf(,
(7) a. radarski detektori =y R
ARQ-8 25— 100
APRG 40—3000
APR-$ 1000—3100
APK-8 3000—6000
\‘L) b. goniometri 3 ’
APA-24 100— 450
APA-17 300—1000 :
\7) a, aktivni ometadi - ;
ARQ-8 (Dina) 25— 100 | 0,15 0 |40—20 |
APT-3 (Mandrel) | 85— 150 | 3 12—9 | 3—2 5
APT-1 (Dina) 90— 220 6 ) 15— 8 |
APQ-2 (Rug) 200— 550 [ 7 20— 5,5 5—1,25 i
APT-2 (Carpet I) | 450— 720 ¥ - 20— 3 |116— 0,6
APQ-9 (Carpet III)| 475— $85 7 20 5
APT-S (Carpet IV)| 350—1200 [ 2,5—3 | 30— § .
APT-4 (Broadloom)| 150— 780 | 7—10 | 150 i
APT-9 300—2500 2—8 | 25—10 | 10— 3
- APR-10 2230—4030 | - 25—50
AN/ARK-8 4 1000
AN/ART-1 90— 220 1.
AN/ART-2 420— 720
AN/ART-3 85— 150

Fundamental data for Allied electronic countermeasure

Table 4.1.
: installations used in World War II.
! 1 - Installation type; 2 - Frequency range MHz; 3 - Width of inter-

ference band, MHz; 4 - Power in W; 5 - Carrier; 6 - Laterial; 7 - a.
Radar detectors; 8 - b. Goniometers; 9 - c. Active jammers
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It is thought that the mission of this second plane was to detect
and monitor North Korean radio and radar network and to follow the
movement and radio communications of the Soviet Far Fast fleet,
After its destruction, President R, Nixon at the press conference
(inadvertently!) stated: "All three radars (North Korean, Soviet,
and American) showed the same thing ..." By this he accidentally
disclosed the heretofore carefully guarded secret regarding the
capabilities of the electronic reconnaissance system called "Elin.,"
By the development of spectral sensors and radars for lateral
reconnaissance, military reconnaissance technology underwent
tremendous progress, Passive infrared recording makes possible the

detection of new sources of heat from conventional kitchens where

food is being prepared to vehicles with engines turned on. Allegedly,
the newly developed technology of highly sensitive infrared photography
from the air was responsible for the capture of Che Guevara, the
renowned Cuban revolutionary in Bolivian jungles, To wit, the U.S.
intelligence service (CIA) which aided Bolivian authorities, that

Che Guevara guerillas use a special stove for the preparation of

food also used by the Viet Cong units in Vietnam. The special feature
of this stove is that no smoke and no fire are seen, However, this

stove radiates sufficient amount of infrared rays that it can be

photographed also through the dense jungle shrubbery,
Passive infrared reconnaissance technology makes use of thermal

radiation emitted more or less by all objects, Wavelengths 8-14

microns served for the recording of this radiation, i.e. the radiation
of the wavelengths which the atmosphere does not attenuate, It was
established that sick plants can be distinguished from healthy ones,

that sea currents can be distinguished, as well as the mixing of sweet
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and salty water at the ouvtflow of rivers into the sea, motor vehicles
with started engines, and even sites where such vehicles rested
(thermal impression), Tests on the sea revealed that on the basis

of water flows one c¢an also determined the submirines at depths to

30 my, This method is specially suitable for the detection of nuclear
submarines, inasmuch as they use sea water for the cooling of nuclear J
i
reactors (Figs 4.11)., 1
Passive infrared patterns: a) warm water flows of nuclear submarine;
b) IR-pattern of a submarine at a depth of approximately 30 m;
¢) IR-pattern of, at left the "imprint" of a tank, and at right }

of a truck with started engine,

The infrared recording technology has improved to such a degree

-

that active recording is done by by scattering by means of an infrar

laser beam, xtraordinary takings of the terrain flown over can be

obtained (Fig., 4.,12)., \

The development of photographic prints, as well as 1R-patterns,
requires that the reconnaissance plane returns to the base; in addition,
the time needed to develop the film also has to be considered. 1In

order that this time would be reduced for dispersion photographing of
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the terrain, each line of the picture is transfferd to the ground
by means of radio individually which then makes possible that the
entire picture of the terrain can there be put together as flown
over, with this being done either by photography or electronically

(thermal photography or by use of television)(Fig, 4.,14),

systems, together with radio installations for transfer to the ground,
are placed into special containers (Fige 4.15) with own energy source,

These containers can be hung onto any given- airplane.

R

vierominiature electronic beams, radar and If~reconnaissance

Already since 1960 the use of pilotless aircraft for the purposes

reconnaissance has been tested. Several tens of types of these

Figure 4,12,
Active infrared laser dispersion photo of the terrain taken at

night from an altitude of 1500 m,




S

Figure 4,13,
Passive infrared photo of a ship on high seas. Due to change
in temperature (cooler parts are lighter, warmer parts are darker)

both the ship and the waves which it produces are visible,

Figure 4,14,

yiapersion 1f-reconnaissance system'with instantaneous transfer

of the picture to the ground,




aircraft containing different electronic equipment have been
developed, One of the last solutions of this kind of reconnaissance
sets is that with the designation AN/USD-5 (USA). This system
consists of a ground cabin containing the electronic installations,

a turbojet engine aireraft, a launching ramp, and an installation

for returning the aircraft and its landing., The wing span of the
aircraft is approximately 7.3 m, the total length approximately 11 m,
the height approximately 2.4 m3; the weight 3,950 kg and the 1ift of
the turbojet engine approximately 1,350 kg, The aircraft is launched
from a mobile launching ramp and it flies according to a predetermined
program; during the course of its flight it can, depending on need,
be either lifted or lowered., The low flight between ground objects
and its high speed make difficult its detection and its being shot
down by flak weapons. Since most of these aircraft are made of

plastics (polyester, reinforced with glass), its radar reflex swrfac

B e 4
Figure 4,15,

Reconnaissance container a) for combined radar and IR-reconnaissance

A - radar receiving and transmitting station, B - IR-equipment,

C = power supply, D - installation for recording of radar piéture and
G=F - chambers, F - data converter; b) for IR-reconnaissance (A -
chamber, B - 1R-taking installation, C - data converter, D - recorder).
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is small and therefore its detection by radar is difficult, During

ST T

its flight above enemy territory the aircraft reconnoiters and by
radio dispatches the information to the ground cabin in which they

are converted to a picture and used for further processing in staff

offices, After the completion of its mission, the aircraft slows

3
]

down its flight and settles on the ground by means of the parachute

or langing balloon (on its wings or the body). By helicopter or

vehicle it is then taken back over to the landing ramp for reuse,

nuring the Korean war, electronic reconnaissance and countermeasur{

S e A Sl

were of secondary importance, Surface-to-air rockets were unknown,

radar-directed anti-aircraft fire was rare, and mostly the few
remaining radar installations from World War II were used for this
purpose or their immediate descendants., A higher degree of developmen:
and use experienced radars for the detection of mortar positions,
However, it is only during the Vietnam war that electronic counter-
measures were massively used, both in strategic and in tactical
operations,

With the commencment of the bombing of North Vietnam, the American ;
Air Force was unprepared with respect to electronic countermeasures,

The combat airplanes were not equipped with electronic protection

devices, and therefore suffered great losses from North Korean flak.
For this reason, the American Air Force started in 1965 to equip
airplanes of the F-100, F=-105, and RF-4C type Qith electronic self-
protecting devices, These made it possible for the crew of the
airplane to be warned if they were present within the radiation beam
of acquisition of guidance radars for surface-to-air rocket systems,
acquisition or sight flak radars or autopilot airborne radarsj

- to warn the crew that a surface-to-air rocket has been launched

onto the airplane, on the basis of the change in shape and level of
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the primary guidance signalj;
~ automatic goniometration of the radiation source and its use as .
navigational search light to reach the target region,
rlectronic self-protective devices turned out to be extremely
useful and were integrated into at least 4,000 airplanes of the type
F=-100, F=105, RF-4C, B-52, C-130, C=119, and C-47,
North Vietnamese forces parried American self-protective devices:
- by protecting the warning receiver at the instant the rocket was

launched by a false transmitter which forced the airplane to unload

the airplane or to launch the bait rocket (due to limited carrying %
capability, only 1-2 of them were on board) or that it starts the J
maneuver to escape the rocket;

- by the use of the known imperfections in the installations and
their use as radio s=arch lights or concentrating the flak equipment
at the forecast flight direction;

- by introduction of maximal radio silience in activation radars
and in radars for the guidance of surface-to-air rockets,

All this was accomplished by effective combination of air observati-f

systems and by the use of its data for rocket system activation.
The Americans? resﬁonse was in the nature of the introduction of
a supersensitive narrow-band receiver capable of uncovered also the
"gilent" radars (radars capable of serving as artificial antennas
in their preparedness state) and using them as navigational search
lights, The receiver makes use of a tube for progressive waves as an
amplifying component and under the designation AN/ALR=31 (SEE SAM
program) it is integrated onto the F-111 A type airplanes, It is used;
by that radars in their "preparedness state" operate with transmitters

connected to artificial antenna loads, and these loads are not ideal,

but are rather somewhat lighter, If this parasitic radiation is
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is minimal (up to 1%), this is nevertheless sufficient to rqgister
!

a supersensitive receiver (1% of 1 MW equals to 10 kW, which is a

considerable power), 4

On the Vietnam battlefield a role was reserved also for the jamming

of enemy electronics., From specially equipped airplanes foy active

eleeotronic reconnaissance and jamming, such as B=52, B-58, B-66,
EC=121, RB=-66, and others, a changeover was made to the equipping of
combat airplanes and installations for active electronic protection, |
Spceially equipped airplanes with tactical remote jamming (outside
the range of the enemy anti-aircraft defense) provide electronic
protection of own formation from enemy electronics (Fige 4,16), By
intensive flights outside the range of the anti-aircraft defense one
strives to saturate the capacity of the enemy electronics (the transferi
and processing systems are capable of simultaneously processing only
a limited number of data), The attacking group formation approaches

the object to be attacked.in low flight,

Intensive flight
region

s

ammer rec 10n
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Figure 4 .16.
Characteristic tactical application of an American jammer airplane

for the protection of strike formations on an installation in Vietnam.
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Increased air actions above North Vietnam required a change in
the tactical use of electronic countermeasures on the part of the
United States Air Force, since remote jamming was no longer effective
due to improved electronics on the part of the anti-aircraft defense,
For this reason, they integrated into the combat airplanes electronic

countermeasure equipment and used this directly in the operations.

Figure 4,17,
Four fighter bombers of the'F-105 D typ%Ped by a mcdified EB=66
bomber (in the center of the photo) at the occasion of "blind"
bombing of North Vietnam., The airplane EB=66 serves for electronic

protection and for guiding the formation toward the target region,
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Thus to every formation of four fighter bombers there was added one

airplane for the creation of an "electronic shield”; in addition,
this generally also serves for electronic reconnaissance of the
terrain and for guidance of the airplane toward the target of the
attack (Fig. 4.17).

The next phase in the electronic countermeasures used by American
forces on the Vietnam battlefield represents the introduction of the

"Advanced Wild Weasel" system (acquired also by NATO forces). The

application of this system was possible by the technology of integrated
beams and microminiature electronics, which in 1967 left the laboratory

framework, The essence of the system consists in modular construction

of the electronic countermeasure installation and the outfitting of
the airplane by installations necessary for the accomplishment of

the assigned mission. The system has two versions, In the first

one the electronic installations are an integral part of the airplane,

and in the second they are mounted in special autonomous (relative

to their power supply) containers, similar to additional fuel tanks.

The length of these containers is approximately 4 m, and they measure

25 em in diameter, At the present time there exist containers with
the designations AN/ALQ-71, AN/ALQ-76, and AN/AL(Q-100,

Harried development and outfitting of NATO units by electronic
countermeasure equipment was even more hurried after the airborne
landing of Soviet Army*units on Prague in 1968, because all the
closest radar observation stations and stations for missile guidance
operated by the NATO forces were paralyzed by jamming.

Electronic reconnaissance is not dene only from the air. Having

the corresponding equivalent equipment, the vehicles which are

*Wehr und Wirtschaft No. 5, 1969, p. 299,
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R . Electronic equipgpent of these ships makes possible the detection,
monitoring, and localization of electronic installations and systems,
in particular those which due to the frequencies used or their peculiar

antenna systems cannot be detected beyond the horizon or at an altitude

i (coastal radars, radio relay communications, and similar), Radio
traffic is intensely monitored not only to determine the number, kind,

location, and peculiarities of communications equipment, but also for

the sake of registering and classifying individual peculiar

characteristics {
of individual participants in radio traffic,

The ships are equipped with oceanographic research equipment
(including here also sea cruisers) for the testing of sea currents,
temperature, and salinity of water and their dependence on the season,
time of the day, and similar, All of these investigations have a

primarily military nature for the safe movement of submarines. Also

e Ul et AP s NGk e i e g

determined are the "deaf" regions, i.e, those in which sound propagation
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patrolling in the vicinity of the borders are also monitoring radio

communicaions traffic. Still the most suitable for "electronic
espionage" - which is what electronic reconnaissance is called in
some places - are specially equipped ships* - due to the larger
carrying capacity of greater enerqgy sources, more places vhére to
install the antennas, higher number of experts, the possibility of

longer holding times in the coastal belt of international waters, etc,

s T )

*Around 1965, the USA had at their disposal three ships of the
"Pueblo" type (belonging to the National Security Council) and five

ships of the "Liberty" type (belonging to the United States Navy).
The public found out about their existence when North Korean forces

in 1968 captured the ship "Pueblo" in their territorial waters, and

at the time when Israeli forces sunk in the Suez Canal a ship of the
"Liberty" type (for which it is believed that in this conflict of 1967
played an important role), At the present time, they are using more and

more =lectronic equipment mounted onto ships of various types (military,
commercial, tourist, and similar),
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is either weakened or made difficult, the parts of the sea with

such a surface temperature picture that covers up the thermal picture

of the submarine for the case of ir-reconnaissance, and similar,

Also present on these ships is equipment for photographing of specific
underwater noises which are . produced during the.movement of all kinds

of military ships and submarines,

Towards the end of 1950, the opinion prevailed within the U,S.
military circles that classical anti-aircraft artillery has beconme
obsolete and that it should be replaced by guided surface-to-air
rockets, This substitution commenced also in the Armies of the
countries of the West., Thus, for instance, there were in West
Cermany in 1957* out of the anti%aircraft artillery batallions (648
fieldpieces 1.-70 Bofors with 248 installations for the guidance of
Contraves--Fledermaus) which were replaced by 24 batteries of the
"Nike Hercules" rocket and 36 batteries of the "Hawk" rocket., As
a result of this substitution, the priority of the classical anti-
airecraft artillery also ceased, which however retained its position
due to its higher properties in actions at lesser altitudes. Besides,
the rocket systems are tied in with the position (they are either
less mobile or immobile) and depend on the radar observation with
all the shortcomings that this entails (horizontal and dead zones),
On the other hand, the rocket systems made possible the defense all
the way to the atmospheric boundary, which is by classical flak not
possible,

The protection by such rocket systems can be pictured as the
bounding of a garden with the total growths measuring 10 m in height,

starting at 30 cm above the ground, through which opening all the

*Wehrtechnische Monatshefte, No. 2/3, 1968, ppe. 41-48,

96




harmful pests manage to get through,

In the conflicts following the war, aviation recognized well this

fact and naturally used it well too,
In Korean War in 1950/1951, the greatest number of losses wete
inflicted upon the Americans by airplanes of the Soviet production

line MIG-15, The Allied ground flak downed 1,213 of them and damaged

an additional 3,000, 1In subsequent months, the Americans prohibited

all aircraft from flying at altitudes lower than 2,000 feet (about

666 m). Flight at low altitudes at that time did not yet receive

its right to citizenship, since anti-aircraft rockets did not yet
exist,

Only during the Vietnam War, during the bombing of North Vietnam

territory, there commences the use of guided surface-to-air rockets

of Soviet origin, The first such rocket was launched on 4 July 1965,

and thourgh February 1967, some 1,500 of these rockets were launched,

The percentage of American airplanes shot down through this amounted

to approximately 2,1%. North Vietnam had concentrated approximately

3,025 anti-aircraft guns for the defense of more important installations,
The radar network was formed by some 116 radars for air observation

at various wave lengths and approximately 136 anti-aircraft sight

radars.,

‘Such anti-aircraft defense of North Vietnam forced the United

States Air Force to change its flight tactics, Intensive countermeasures

are undertaken against electronic installations, and the airplanes

started to fly at lower altitudes and in such a way as to make use of

radar dead zones,

The experiences of the American aviation from the Vietnam War are

being utilized by the aviation of alil armies, as can be geen from the
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the high percentage of low-flying training and in the overall

flying training psychology.

The short-duration Sinai war (5-10. June 1967) confirmed the

advantages of low-flying technology. With their lower number and
qualitatively weaker aviation the Israelis achieved domination of
the air space within 2 hours and 50 minutes total, This is all the

time they needed to destroy FEgyptian planes (mostly on the ground)

and radar stations on the-Sinai Péninsula and in Egypt proper, by

carefully planned and synchronized action, After this, they executed
an air attack on Iraq, Jorda, and Syria, Until the night of the
second day of the war they already destroyed 416 Arab airplanes

(393 of these on the ground). On the sixth day the Arab air forces
were for all practical purposes nonexistent,

Both the Israeli and the Arab airplanes flew at altitudes less
than 100 m, Where the terrain allowed this, the planes flew even
at:altitudes between 50 and 15 ms Under high flights both sides
considered flights above 160 me

The attacks were, as a rule, executed by four airplanes in tight
suceession, but in different directions.

Low=-flying airplanes wem en masse uncovered by acquisition radars,
however for broadcasting the data to sight radars and for their
atilization there was no time, There are recorded only several
downings of the airplanes through the use of sight radars. Most of
the airplanes were shot down by means of optical sight devices,
Identification of the airplanes was exclusively visual, due to the
low flight altitude, high speed, and briefness of the time available,

The experience from the Israeli—Aréb war showed that gvery anti-
aircraft defense system is useless unless it provides defense against

low=flying airplanes.
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From what has been stated above one c¢an conclude that low-flying
airplares represent a latent danger, For this reason, intensive work
is going on to create a corresponding countermeasure, in particular
in the form of an anti-aircraft guided rocket, To satisfactorily
solve this assignment, numerous construction, technological, and
systemic problems must be solved., All *he missiles produced as of
now have a relatively high initial inertion and an inadequately
efficient guidance system, A typical representative of this is the
American "Red Fye" rocket, which is launched from the shoulder of
the soldier and is equipped with an IR-autoguidance system, The
negative property of this rocket is its low effectiveness when aiming
at a low=flying airplane in the encounter course since the frontal
iR-radiation by the airplane is insufficient for | the ir-head for
autoguidance, The British rocket "Blow pipe", which is to be adopted
as an armament in 1970, uses autoguidance as a condition for visual
tracking of the rocket and airplane flight., It is considered that
the guidance accuracy shall be low, for it is difficult under battle
conditions to hold both the target and the rocket simultaneously in
the cross at the end of the sight,

Still during World War II it was éstablished that a surface-to-surface
rocket can become an powerful weapon for surprise, rapid, and powerful
strike on the foe, The rockets of that era (V-1, V-2) had & low aiming

amcuracy, low carrying capacity, poor systemic guidance, and complex,

ccstly, and an unrediable construction. During the postwar period
first both superpowers (USA and USSR) started the design and construction
'of powerful intercontinental missiles capable of carrying a nuclear
warhead at great distances and onto the distant target there., They
were later joined by Creat Br}tain, Nationalist China, France, and Japan.{

With respect to that guided missiles are guided by means of electronic
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devices, it is also in this area that a real war of systems and
countersystéms exploded., Its consequence is that there have been
up to the present time developed and constructed many missiles
and defense systems, which become obsolete much sopner than they
are tested and used, Both superpowers saw the senselessness of
such a race and hence started the agreements regarding limitation
of stategic weapons,

The first strategic missiles were ballistic with the guidance
at the initial portion of their itinerary. Their appearance echoed
the preoblem: How to uncover the fra2quency at which this radio
guidance is being done, These frequencies are being guarded as
a top military secret., A scientist, an astronom2r from an obsesrvatory
in ohio, USA, accidentally by means of a radio telescope received
from Constellation Adromedis radio signals at the frequency of
1,400 MHz, This discovery was Kept secret since this were the guidance
signals for Soviet intercontinental rockets emitted from the rocket
base in the viecinity of the Caspian Sea. Radio guidance of
intercontinental rockets became unrediable., From 1960 on, it was
replaced by gyroscopic or iﬁertial autonomous systems., For both
systems it is characteristic that the rocket flies along an assigned
preprogrammed itinerary and that by means of the gyroscope or
inertial sensor the deviations from the assigned itinerary are
measurad and the necessary flight corrections are introduced. Here,
the inertia system is more precise than the gyroscopic system. Among
this type of missiles we have "Minuteman", "Polaris," "Poseidon,"
“Atlas" (USA), "Bluestricke" (Creat Britain), $S-9 (USSR), and others,
having a range greater than 5,000 km and with nuclear heads.

The defemse against these missiles necessitated the creation of

a powerful far-range radar network of early warning and the creation
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of an offective weapon for the destruction of the missile or at

least to deflect it from its itinerary,

The United States set up powerful radar stations along a belt
from Alaska to Sreenland to Great Britain for the sake of early
warning for rockets which might be fired to American from the }
Soviet Union across the North Sea, This is tﬁe well known BMEWS |
(Ballistic Missile Farly Warning System)* system, which is all the
time complemented by modern installations and extends in the
directions across the Fquator and toward the South Pole, Thé
fundamental principle of this system is given in Fig. 4,18, This
system makes possible early detection of ballistic intercontinental
missules and their destruction by an antirocket# with nuclear head,
The USA possessc~s antirockets of the type "Nike——Zeusg," "Nike—X,"
“Sprint,"” and "Spartan,.,"

The Soviet Union has a similar system - "Galo¥" and "Grifon"** ,

8
i
&
;
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4

Rockets of this system were exhibited during the parades in oscow
in 1967 and 1968.

During their operation the anti-rocket defense systems make use
of the following phenomena which appear during the flight of the

rocket:

- drive engines during the operation increase electron concentration

in the exhaust gases jet, as a result of which the radar reflex
surface is increased;

- during the flight the rocket changes its radar reflex surface
independently ofbtho position in the spaces

- during reentry into Farth's atmosphere, due to increased speed

and associated with this, increased friction and temperature, there

*Farly warning system for ballistic rockets,

:
&
F
£
7o
§
i

**Designations used by NATO.
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Figure 4,18,

Defense system against ballistic intercontinental rockets (USA)*

1 - ballistic rocket in flight; 2 - remote warning system radar of
the BMFWS; 3 - radar for determination of rocket itinerary coordinatess
4 - rocket warhead; 5 - radar for acquisition of anti-rocket system; |
6 - radar for identification; 7 - radar for tracking the target of
the first antirocket system; 8 - radar for guidance of the first
anti-rockets 9 - first anti-rociket; 10 - encounter point of the

{,f = first antirocket and warhead; 11 - radar for tracking the target of
| the spcpnd antirocket system; 12 - radér for guidance of the second
antirocket system; 13 - second anti-rock~t; 14 - encounter point

of the second antirocket and the warhead.,

is created around the rocket warhead a plasma c¢loud which increases
its radar reflex surface by several hundred times;

- nuclear explosion of the antirocket near the warhead effects
on it in two ways. By means of a shock wave it interferes with its

itinerary, and by means of ionized’radiation it disables its

* Handboek ¢ Of the bases of radio-locationalization technology,

ps 719, Military Publishing House, loscow, 1967,
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clectronics,

The following have emerged as the countermeasuress

- special fuel additions to decrease the number of electrons in
=xhaust gases;

- flight stabilization of the rocket over the entire itinerary,
so that its surface exposed to radar observation would provide the
smallest possible radar reflex surfaces

- designing such a warhead shape which would have a minimal

radar reflex surface and upon reentry into rFarth's atmosphrre the

smallest possible plasma cloud;
- - ecreation of such a warhead which would upon reentry release
several false warhead in various directions and thus forced the foe
i to activate anti-rocket defense to several taraets;
l - adoption of such a warhead type which would increase its speed
during the last part of the intinerary, so that the already short
time for anti~rocket defense would become even shorter;
- adoption of such a warhead which would during the last phase
of the flight divide into several warheads aimed at various targets
(system MIRV, for "Minuteman" rockets, with 3 heads, and "Poseidon"

rockets, with 10 heads, tested at Cape Kennedy Proving Grounds in 1968);

- outfitting warheads with electronic jamming equipment for the
jamming of enemy electronic observations and guidance and, ultimetely,
H finding warheads which at the last phase of the flight could fly at

low altitudes,

‘é With respect to that the American antirocket defense system is
aimed against intercontinental rockets launched across the North Pole,
the Soviet Union also ir 1968 developed a system of global inter-

continental rockets, These rockets are a combination satellites rockets,




The rocket is launched across the South Pole and during that time
represents a satellite of the Earth, When it enters a position
suitable for the attack it converts into one or more rockets with
nuclear heads. The system came to be called FOBS (Fractional Orbital
Bombardment System*):and it acts according to the way presented in
Ficgure 4,19,

The tests have been performed in "Kosmos" type satellites., It
is known that "Kosmos" satellites No. 185, 198, and 209 during the
flight changed their itinerary, which would correspond to the orbital

bomkardment system MCBS (Multiple Orbit Bombardment Systeum**),

U.S. radar network

Launching 800 km
from target

VSatelliﬁe itineraries
at altitude 170 km
Figure 4,19,

Bombardment system by means of gatellites

é@i‘progress in the technology led to that since 1962 the secret
war between the superpowers has been transferred also into Space.
The Soviet Union is using as "sky spie" certain satellites from the

"Kosmos" series., Up to 1968 the Soviet Union launched 256 satellites,

* System of partial bombardment from the orbit,

** gystem of multiple orbital bombardment,
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while the United States launched 455 cosmic objects. The data on
military satellites and their missions are of a very confidential
nature, and it is very difficult to define their missions just on
the basis of the itinerary of the satellite,

Since March 1962, the Soviet Union has been launching "kosmos"
type satellites from a base near the Caspian Sea, The launching is
done under an angle of 49° to the Fquator, and thus their itinerary
orbital crosses the USA and’Canéda. After the completion of their
reconnaissance missior - which lasts 8 to 10 days - the satellites
descend somewhere in the interior of the Soviet Union.

The United States has satellites of the "Samos" (Satellite and
Missile Observer) type, which are equipped with receivers for the
control of electromagnetic radiation (detection of radar, radio
communications, rocket guidance signal, etc.) on the territory over
vhich they are flying, and precision photo-cameras allegedly with
a resolution less than 1 m, During the time that the satellite flies
over the U,S, territory it drops a cassette with magnetic tape
recordings on the command from the Farth, also including films, which
is then by a special system contained and brought down to the ground,.
The latest achieved development of this system is the satellite with
the designation 920-A, equipped with modern photo-devices, By their
use one can presumably obtain from an altitude of 150 km clear prints
of any street in any town and even identify the type of automobiles
on them, One American expert claimed that a near consequence of these
satellites soon to be realized may even be the possible "reading of
foreign newspapers" from space.

The U.S. Navy sent into orbit more than 10 "transit" type satellites,
intended to provide navigational aid to milltary ships, especially

submarines, With the help of these satellites the submarines can,
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without having to surface, at the depth of their antenna systems
receive the signals from the satellite and with the help of their
own electronic computer they can rapidly determine their own
coordinates,

The UeS. Alr Force has "Midas" type satellites, which are eguipped
with infrared sensors for the recording of the launching of inter-
continental rockets due to early warning of their antirocket defense.
This satellite records all thermal radiation on Earth and it transmits

these data by radio to the receiving station on the ground,

The ever more intensive development of military orbital installations

caused also the development of the corresponding countermeasures,
In the USA several leading manufacturers, namely RCA, Westinghouse,
Hughes, etc., are occupied with this, Satellites have been developed
which are capable of approaching the "undesirable" satellite, and
which can by means of their electromagnetic and IR-sensors determine
its function (at a distance of 10-30 km) and, if necessary, can
destroy it by launching a rocket at it, After the completion of its
mission such an antisatellite uses the remaining of the thrust energy
for braking, so that it would as soon as possible reenter Earth's
atmésphere and burnt there, The Earth radar system SPADATS (Space
Acquisition, Detection and Tracking System*) tracks the flight of
all satellitees, sondes, and rocket remains above the U,S. territory.
In the area of military teiecommunications significant progress
was also achieved during this period., Using microelectronics
technology, radio installations bevame small and light, they don't

use much energy, and they are very reliable, New modulation

* System of detection, acquisition and tracking in Space,
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techniques have been introduced which facilitate the recording of

the communication in real time, i,e, in the transmission time,
Sw VS

Advanced and improved are KT and VKT transmitters and receivers
by the use of various kinds of modulation and parametric amplifiers,
For remote communications, tropospheric transmitters and receivers
for jumps higher than 100 km have been introduced, as well as radio
relay communications through ground or satellite interstations.
Also introduced have been compressors of information with the aid
of which the actual emitting time is shortened manyfold.

Modern armies have all kinds of communications, but they use
them according to need and conditions. To guarantee mutual operation
of various installations and systems, more and more attention is
being paid to their compatibility in this regard, A sufficient
number of channels is provided in each direction, Systems for
automatic restoration of important communications in case of failure
of some direction have been introduced,. In order, howewer for these
failures to be even fewer, there are ever stronger requirements
re quality and reliability of communication means.

On thevietnam battleground, this great military proving ground,
all possible types of communication means, at all frequencies and
technologies, have been used. A new concept of treating communications
has emerged: namely, that all communications - be it satellite,
tropospheric, radio relay or cable, global, regional, local, strategic
or tactical, military or civilian - are a single unique system with
great flexibility. Such a position underlines the excellent
collaboration of army and civilian institutions and, on the other hand,

requires a great number of systemic experts,
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V ELECTRONIC RECONNAISSANCE

The general characteristics of military actions is that thay
are following the rules and conditions of incomplete and insufficient
familiarity with enemy plans, intentions, or procedures., The
objective of the reconnaissance in general, and of electronic
reconnaissance in particular, is to reduce this state of not knowing
the enemy to the least possible measure,

Electronic reconnaissance can have two fundamental functions:

- reconnointering the terrain, installations, units, and their
mobility along the terrain at all times of the day and their operation
under all weather conditions, using electronic means, and

- localization of the arrangement, numerical strength, kind, and
usability of enemy electronic means,

Since for the undertaking of electronic countermeasures of primary
importance is the knowledge of the properties of the enemy electronic

systems, we understand under electronic reconnaissance term the

second above-described function,

Flectronic reconnaissance uses the reception technology by special
installations of transmitter electromagnetic signals of enemy
slectronic equipment or systems, The immediate or follow-up analysis
of the thus received signals are determined the tactical or technical
properties of the equipment reconncoitered.

Besides electronic reconnaissance, the information on the kind,

numerical figure, application, and location of the electronic
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devices are being obtained also through agency, sabotage, and other
ways, Although the importance of this type of data accumulation
is important, and are at least equivalent to electronic reconnaissance,
we shall not discuss them in this monograph,

The final goal of electronic reconnaissance in the technical
sense are the following: determination of tactical importance and
value of the enemy electronic installation or system and the
evaluation of its role in the given situation, as well as the source

of the optimal means of electronic countermeasure,
5.1, GOAL OF THE RECONNAISSANCE

By electronic reconnaissance of enemy electronic devices various
data are obhtained regarding the latter, which can basically be divided
into two groups: data which characterize the tactical application
of the electronic device, and data on technological properties of

the device,
5.1.1s DATA OF TACTICAL NATURE

a) Kinds of systems used., - By reconnaissance one can determine

which electronic systems the enemy possesses; for instance, which
means of communication and at which wavelength regions, what kind of
radio relay apparatus, what kind of radars, guidance systems,
navigational systems, etc.

b) Numerical strenqgth and location of systems used. - By means

of substantiating the uncovered installations and by use of the
statistical methods one can with sufficient accuracy determine the
approximate number of activated enemy electronic installations and
systems, Normally, the density of electronic installations is higher

in urban and industrial regions, around military bases and airports,
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and alongside state boundaries., By knowing the number of the

installations one 'can to a degree draw a conclusion as to the military
nature of the given installation and the strength of its defense,
Thus, for instance, the number of anti-aircraft sight radars attests
to the number of anti-aircraft hatteries, and similar, However,

the number of installations by itself is not sufficient for an
estimation of the enemy strength. It does not suffice to state that
within a given region there are 6 search radars having a large range,
1 radar for rocket guidance, 2 communications centers, etc,, but one
must also define the location of =ach one of them, within an accuracy
allowed for by the reconnaissance system used., The positions of the
uncovered installations are plotted onto a geographic map and are
constantl— updated. It is necessary thereby that these installations
for el=sctronic reconnaissance are such that they cover at least all
the frequency possibilities of the enemy, The analysis of the terrain
must be such that a hundred-percent cover is provided within short
time intervals,

¢) Forecasting of operations. = Increased activity of electronic

installations, already toward the lines, may signify increased unit
concentrations, preparation for action, importance of the given
region with respect to security, indirect preparation prior to the
launching of a missile, and similar. By systematic trecking of the
movement of individual installations and by identifying their
allegiance one can within sufficient degree of accuracy track the
movements of units, by which their intentions can ke revealed. By
monitoring and decoding of communiques, valuable intelligence

information can be obtained,
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The obtention of this kind of data represents in wartime actions

one of the most important missions cf electronic reconnaissance,
51,2, DATA OF TECHNICAL NATURE

a) Confirmation of the j;evel of technological development, - It is

customary that the enemy - depending on his degree of development -
replaces his old equipment with the new one, which in itself frequently
contains radically different methods and solution techniques, and it

is natural that he would desire to keep thege things secret, Because
of this, electronic reconnaissance devices must be conceived on such

a grand scale that they can envelop within their capabilities also these

new systems and installations, It is most desirable to uncover these

new methods, installations, and systems while they are still in the
laboratory stage, for then there is sufficient time remaining to in
time undertake the corresponding countermeasures. Concomitently with
this is also the accompanying fact that they can them be kept in

secrecy very difficultlys

- due to the large number of experts and coworkers which are engaged

in such missions,

- due to radiation of electromagnetic waves during the testing

phases which may cross territorial boundaries, and also

- due to that the potential development centers, in particular of

small countries, and mostly known,

b) Confirmation of technological properties of electronic devices.-
Under this is understood the decoding of the shape and modulation of

the received signal and, on the basis of this, the determination of the
kind and the technological data regarding the installation or system
reconnoitered, The following are established:

- wavelength;
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- type of modulation and its purpose and its legitimacy;

- antenna radiation diagram and its polarization, and

- strength of the signal at the reception site,

In cas= of radar systems, navigational systems, and guidance
systems, the following data are also additionally established:

- duration, shape, and repetition frequency of the signal, on
the basis of which one can determine: the range and capability of
remote separation and the nature of data display;

- width of the antenna beam, speed, and nature of searching the
space; knowledge of these‘parameters makes possible the determination
of the angular separation égbability and by it the kind, time, and
purpose of the reconnoitered installation are determinedj

- the remaining characteristic properties, such as the polarization
of the emitted waves and their frequency spectrum, the shape of the
radiation diagram and their orientation directions, the series of the
transmitting pulses and their legitimacy relative to the wavelengths,
repetition frequency and phases, etc.,, supplement or complement the

picture already obtained.

¢) Establishment of the degree of electronic defense, - With the

goal in mind of providing optimal use of own electronic countermeasures
one must know the method of the enemy electronic countermeasures, such
as for instance, againstja radar installation which localizes the
targets on the baéis of their speeds it makes little sense to use

as countermeasure passive dipole corridors (see Point 9.1.3., p. 233

of original copy, p. 268 of translation):or, if the enemy has at its
disposal missiles which make use of radiation from electronic devices
such as radio search light, it would be very naive to further use

such electronic devices,
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5+2, FLECTRONIC RECONNAISSANCE TECHNOLOGY

Electronic reconnaissance technology makes use of specifically
sensitive and specially wide~band receivers in combination with
sp=crial antenna installations which, besides their wide-bandedness,
alco enable the determination of the direction. The output signal
from the receiver is displayed on the indicator. At the same time,
the signal is led to the analyzer, for the sake of its instantaneous
analysis, or on a recording device (of the magnetic tape or similar
type). The signal this recorded is analyzed -later at a suitably
equipped site. Figure 5,1 shows the general block schematic of such

an installation,

The components of the installation must correspond to the following
basic requirements:

The antenna must be wide-banded, with minimal side fans and of such
a construction that accurate determination of the direction of the
primary signal is possible, With respect to that installations for
electronic reconnaissance are mainly mounted on aircraft, the siz<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>