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0.0 SUMMARY

Due to the increase in the use of Built-In Test (BIT) and External Test
Equipment (ETE), for maintainability purposes,in recent years the figures
- of merit (FOM), analyses techniques and demonstration techniques currently
, used for maintainability lack the capability of expressing the adequacy of
Lo BIT and/or ETE (BIT/ETE). The objective of this study was to determine
! what BIT /ETE FOMs and their associated analysis/demonstration techniques
are required to determine the adequacy of BIT/ETE. Also, how and when
should these BIT /ETE FOMs be specified,
The BIT /ETE FOMs defined and examined in this study have all appeared
: in previous system /equipment specifications. However, few system specifica-
tions have thoroughly defined all the BIT /ETE objectives and in many cases ,
B the interpretation of the requirements was ambiguous. As a result of this %
study a firm definition of each of the BIT /ETE FOMs has been established, b
v These definitions and the models that define them are summarized in Table 1, i
For the FOMs defined with "detected faults", "detectable faults" can be in- 3
terchanged with "detectad faults" without affecting the definition of the FOM,
g For each of the defined BIT/ETE FOMs, methodologies have been developed
?) for analysis and demonstration. The analysis and demonstration techniques
E developed consist of existing techniques, modificaticn of existing techniques,
Fﬁ

and new techniques. Table 2 summarizes the various analysis and demon- ‘5
stration techniques that apply to each BIT/ETE FOM, ]
3 A methodology has also been developed to determine when each BIT /ETE
FOM should be spedified. The methodology correlates the various system/
equipment BIT /ETE objectives with the BIT/ETE FOMs that sult each objec-
tive the best. Determination of the moat suitable FOMs was based on 1) how
the BIT /ETE FOM was rel.ted to BIT /ETE objective, and 2) how well the

BIT /ETE FOM was evaluated as a figure of merit, Guidelines have also been
provided to ensure that the specification of numerical values for multiple

FOMs (1.e., when specifylng related FOMs together) is consiater;t (l.e., not
contradictory).

The final result of this study indicates that only minor alterations sre
required to integrate BIT /ETE FOMs deflned and their corresponding analysis/
demonstration techniques into the present maintainability program plans, The
minor alterations that are required have been developed in this report,
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TABLE 2, SUMMARY OF BIT/ETE FOM ANALYSIS/DEMONSTRATION TE

BIT/ETE FOM

Analysis Technique

Demonstration Teohnlquej

¢ Fraction of Faults Detected (FFD)
¢ Fraction of False Alarms (FFA)
o Fraoction of Fulse Status Indioations

(FFSI)
® Mean Fault Detection Time (Tpp)

¢ Mean BIT/ETE Running Time (Tg)

® Frequency of BIT/ETE Executions
(FB‘),

® Test Thoroughness (TT)

o Fault Isolation Resolution (FIR (L))

o Fraoction of Faults Isolated (FFI)

¢ Mean Fault Isolation Time (Tpp)

® Maintenance Personnel Skill Level
(MPSL) -

¢ RIT/ETE Reliability (MTBFp/g)

¢ BIT/ETE Maintainability
MTTRp/p)

¢ BIT/ETE Availability (Ag/g)

¢ System Maintainability MTTR)

¢ System Availability (A)

¢ Fraoction of Erronsous Fault
(solation Results (FEFI)

¢ can be analyzed by a ratio of occurrence rates
(64 B« failure rate)

e can be analyzed by a ratio of ococurrence rates
(e«g., fallure rato)

¢ oan be analyzed by & ratio of ocourrence rates
(e« ge, failure rate)

¢ can b analyred by a method similar to MIL~
HDBK-472 prooedure 2 or RADC-TR-78-189,
a fatlure rate weighted average of times (times
determined thru time line analysis)

e oan be analyzed by time line analysis sinoe
thore 1s no randomness in its ocourrence

® onn be analyzed by time line analysis since
there s no randomness in its occurrence

® oan be analyzed by a ratio of ocourrence rates
(CY 19 faflure rate)

¢ can bo analyzed by a ruatio of cocurrence rates
(e«g+, failure rate)

¢ oan he analyzed by a ratio of ocourrence rates
(es 8+, failure rate)

® ocan be analyrzed by a method similar to MIL-
HDBK-472, procedure 2 or RADC-TR~78-169,
a failure rate weighted average of times (times
determined thru time lne analysin)

¢ oan be analyzed by a weighted. average of skill
levels if it is defined as an average, otherwise
it 1s atrictly detarmined by moasuring the max.
tmt\:;n akill level roquired for each maintenance
wotion

¢ oan be analyred using MIL-HDBK-217

® oan be analyzed using MIL-HDBK-4172,
RADC-TR~78-189

® oan be analyzed using ourrent techniques to
determine reliability ar.d maintainability (e.g.,
MIL-HDBK~217, MIL-HDBK~472, atc...)

¢ can bo analyzed using MIL-HDBK~-472,
RADC-TR~78-160,

¢ van be analyzed using current techniques to
determine reliability and maintainability (e.g.,
MIL-HDBK=-217, MIL~-HDBK~473, et0...)

@ oan not be analyzed

cen be verifled by a binominal diﬁ
by fleld data collection (FFDp only

can be verifled by fleld data collect‘
can be verified by fleld data mlleoji

can be verified by direct time muig:
| 3

K]

4

reun he verified by direct time meuq‘

© 1t be verifiad by direct eime meu‘

can be verified by direct meuuremj
the same way FFD s domon-trnted.
on how it {s defined

can be verifiod by a multinomial diql
or by fleld data oollsction

can be verified by a binomial diltrli
by fleld dats coltection

can be verified by techniques simm
MIL-S8TD-471 or by fleld data oollod

can be verified by direot munuromq
ficld data collection

can be verified by using the techni
MIL-S8TD-781 or flald data collection

can be verified using the technique
MIL-8TD-471 or fleld data ocollection

can by verified by using the technli
MIL-8TD-781 and MIL-8TD-4710r b
collection

can be verified by using the technii
MIL-STD-471 or fleld data collection

oan be verified by using the techni
MIL-8TD-781 and MIL-S8TD-472 or l;
data oollection

can be verifled by a binomial distrit
by fleld data collection
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TABLE 2. SUMMARY OF BIT/ETE FOM ANALYSIS/DEMONSTRATION TECHNIQUES

£ oM

Analysis Technlque

T'emonatration Technique

ta Detected (FFD)

b Alarms (FFA)

Statuy Indioa

on Time (Tpp)

i,
E’mlug Time (Tp)

i

*):’ETE Executions
i

ba (1T)

H
llb.nlmlun (FIR(L))

i lsolated (F¥D)

Time (Ty)

D
;.
|

|
Poul skill Level

® can bw analyrod by a ratio of occur;ence rutos
fe gy fallure rate)

® can be analyzed by a ratio of occurrence rates
(e » Mailure rate)

® can bo analyzed by a ratio of oceurrence ratoes
(084 Inilure rato)

® oan be analyred by & method similar to MIL.-
HDBK-472 procedure 2 or RADC-TR-78-169,
a fallure rate welghitod average of times (timoes.
determined thru time Lino analysis)

® can be analyzed by time lne analysis since
there {s no randonineas in its occurrence

® can be analyzed by time Une analysis since
there s no randomness (n its occurrence

® cdn be anatyzed by a ratio of cocurrence rates
(0. v fallure rats)

® oan be unalyred by a ratio of ooqurrence rates
(0o gey fallure rate)

® can be snalyzed by a ratlo of cocurrence rates
(©®«ge s fatlure rate)

® can be analyzed by a method wimilar to MIL-
Nll)l::(-ﬂz.‘promdu:’?l or RADC-TR-74-189,
a fallure rate welghted average of ttmes (tim
determined thru timo line analysis) (times

® can be anslyced by a welghted average of
lovels {f it is defined as an nvoun.':?he:wk::le
it lv striotly determined by measuring the mux-

Imum skill lavel uired for
imum req oach maintonance

® can be analyred using MiL-HDBK-217

@ cau be analyzed using MIL-HDBK-
RADC-TR-15-169 412

© can be analyzed using current techniques to
deternine rollability and munmtmmw (CuBes
MIL-HDBK-N'I. MlL'HDBK"?zo ew,,, )

® can bo analyzed using MIL-HOBK-
RADC-TR-?G- 189 e

® can be analyzed using current technk
determine reliability and muntauub‘;‘l‘::; (?.
MIL-HDBK-317, MIL-HDBK-473, o, )

@ can not be analyzed

can be verifled by a binominal distribution or
by fleld data collection (FFDypy only)

can be veritled by fleld data collectlon only
can be vorified by fleld data collection only

can be varified by direct time measurement

gen by verified by direct time meusuzement
can be veriflad by direct elme measuremont

can be verified by direct moasurement or

the same way FFD {s damonstrated, doponding
an how it {s defined

oan bo verified by a multinomial distribution
or by field data collaction

oun be verified by 4 binomial distribution or
by field data collectlon

cun be verified by tochniques simttar to
MIL-STD- 471 or by fleld data collection

can be verified by direet measurement or by
flold data collection

can be verified by using the techniques of
MIL-STD-781 or flold data collection

can be verified using the tochniques of
MI1~STD-471 or fleld data collection

oah be verified by using the techniques of
MIL-S8TD-781 and MIL-STD-471 or by fleld data
collection

can bo verified by using the tevhniques of
MIL-STD-471 or fleld data collection

can be verified by using the techniques of
MIL-STD-781 and MIL-STD-472 or by fleld
data oollection

can be verifled by a binomial distribution or
by fleld data collection
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EVALUATION

The objective of this study was to investigate and determine figures of
merit that could be used in spgcificqtions as requireméntsvfor Built-in-Test
(BIT) and exterﬁal tester adequacy as well as the corresponding demonstration
techniques and procedures that could pe used to verify that the figﬁres of
merit have been achieved, ,

The objectives have been satisfactorily fulfilled. The final report
provides the information necessary to adequately specify, analyze, and
demonstrate the BIT/ETE capabilities contained in a system/equipment. The

methodolngies presented are compatible with existing maintainability program

elements and allow BIT/E\t requirements to be easily integrated into standard
maintainability programs.

The use of the results of this effort provides the foundation for the
consistent specification and ver1fiqat10n of effective BIT/ETE figures of

merit in electronic equipment/system acquisitions.

JERRY F. LIPA, JR.
Project Engineer
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1.0 INTRODUCTION

This dooument presents the results of a atudy to investigate and determine

the measures and figures of merit that should be used in specifications as require- ;
ments for Built-in Test (BIT) and External Test Equipment (ETE) adequacy. This .
study was performed under Contract F30602-78-C-0137 with Rome Alx Develop- {
ment Center,  This report is prepared in accordanve with CDRL item A002 and ;
data ftem desoription DI-S-3581A/M. b
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1.1 DEFINITION OF THE PROBLEM

In recent yoars the use of Built-in Test (BITY and/or Externdl Test Kquip-
ment (ETE) as maintonanoce tools haa hmronat\d signifioantly, For parposos of
thln study BIT and ETE are defined as:

Built=In Test (BIT) — Thut capability internal to an oqulpment/nvstum which'

is‘provided for tho purposc of fallure dotoction and/or isolation. (neludos

built-in teat cquipment (BITE), software programs, firmwire programs,
tost oircuitry, maintonunce panols, status indicators, oto,

ixternual-Tent- Equipment (ETE) - That special purpose or genoral purposo
tost cquipmont oxternal to an equipmont/system which is designated for

udo in tho fuilure detection and/or isolation process,

Tho figurea of merit, analysis technigues, and demonstration technigquos
that are currently used for the purpose of maintainubility lnok tho cupability of
oxprossing tho adequacy of BIT and/or ETE (BIT/ETE) within u systom/
equipment, Tho objuvotive of this study was to determine tho mousuxres and fig-
ures of morit that are roquired to detormine BIT/BTE adoguuoy, FMurthormory,
mothodologios wore to be developod to analyge and demonstrite these moeasures,
Speoific objectives fnoluded:

1)  survey curront figures of norit to detormine thelr usefulness wnd

completonoss for BIT/ETE speoifiontion and dotormine othor figures
of morit required, appropriate to BIT/ETE speoitioation,

2) determine mothods of measuroment and demonstration for the associ-

ated figurex of mertt.

8y  provide guidanoe for the specification of appropriate figures of morvita

and their numaorical values in maintainability requiremoenta,

4) provide guidance pertaining to the integration of DIT/ETE requiremaents

and analysis/dumonstration tochniquoes into the current maintainability
program plana,
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1.2 APPROACH

The approach to satisfying the study objectives consisted of the following:

1) Data collection — This task consisted of surveying the BIT/ETE FOMs
that are currently used and identifying what methodologies exist for
analyzing and demonstrating those OMs. The outcome of this task

‘was used to aid in the identification of additional BIT/ETE FOMs or
analysis/demonatration methodologies required,

2) FOM evaluation ~ This task consisted of evaluating the suitability of
the defined FOMs as design specifications, A weighted rating evaluation
approach was used. "

3) Analysis/demonstration techniques development - This step consisted
of developing appropriate annlysis and demonstrition techniques for the

I defined FOMa., The resulting techniques are a combination of existing,
o ~ modified and new methodologies, ‘ E
fs 4) . FOM speclfioatlonjmdelileaé -~ This task conaisted of developing a
‘ procedure for detormining what BIT/ETE FOMas should be apecified for
S glvon systom/equipmont objootives.
Y g B5) lnteé;mtmn of BIT/ETE FOMs into maintainability programs — T'his taek
consisted of determining how the newly developed BIT/KTE FOMs and
thelir nssociated analysis/demonstration tochnigues should be implemented
into & maintainability program plan,

S s e [ i T iR 2
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2.0 DATA COLLECTION
2.1 OBJECTIVE/APPROACH
A data oollection effort was undertaken to determine what BIT/ETE FOMs are
o currently bgﬂlng used, what current methodologies are being used for analyzing .
B and testing BIT/ETE, what are the dccupted quantitative and qualitative definitions ,
g for typloal BIT/ETE FOMs, and what inherent fault detection or fault isclation
E ; -charaoteristios.are not adequately covered by the current BIT/ETE FOMa. The ‘ o
r { .data. collgotion effort consimted of threa separate tasks: '
& ' 1. lterature soarch, o
. 2, system specifications mearch, and 3 B
" 3. industyy survey !
S “The following subsections summarirve the approach and findings of each data ;
- i collection task, i |
| o
\ ' .
|
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|
i
{
L
o
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2,2 LITERATURE SEARCH

The first task performed in the data collection effort was an extensive litera-
ture search, The literature search consisted of two different efforts; 1) survey
of military standards and handbooks for current BIT/ETE requirements and de~
finitlons and, 2) survey of technical publiocations related to BIT/ETE,

2,2,! Specifioation Review

' Table 8 is a list of the doouments examined that relate to BIT/ETE require-
ments, Investigation of the table indicates that n majority of the specifications
reference MIL-STD=-415 when specifying requirements on BIT/ETE, MIL-STD-
4158, paragraph 5. 2,3, which {s roproduced in Figure 1, only contains qualitative
requlrementd on BIT/ETE, The only specifioation that contained any quantitative
requirements on BIT/ETE was NAVAIR AR=10, NAVAIR AR-10 contained speci~
fio requlrementﬁ on the proportion of faults dotected/isolated by BIT/E'TE, and
the fault isolation ambiguity level. However, NAVAIR AR-10 is only applicable
to NAVAIR avionic equipment.

The only other document that contains Information on the specification of
BIT/ETE requirements {8 NAVMAT~3060, NAVMAT 3960 provides guidelines
for the design and specifiontion of BIT/ETE, but does not attempt to relato these
requirements to quantitative FOMa, The FOMe which are discussed inolude:

o Availability
Rellability
Mean Corrcotive Maintenance Timo
Fault Definition
BIT Detectability Level
BIT Fault-lsolation Level
BIT Fulse-Alarm Rate
BIT Self=Test Roquirement
Extent of Operator Partleipation
Software Constraints (memory oapacity)

Design Growth Limits

Design Coat Goal (contract specifioation)
BIT Fall-Safe Provisions

Fault Indicators

Special BIT Foatures

BIT Calibratlon Roquirements

RSO R WY RPPN S S




R T s e

127—d1S-TIN 03 mmpuappe pasodoad
uB1sap ILA/ LI AIIF2 3800 Jo sisA[eny
80w a3 JuTITULIEp 0] AJojopogIaN nv wagsisqug ‘sisoudeid jued ‘Yeadary-uo | 16S1-AIS~TIN
(fexauad)
SUOTIBONOadS 1Id pPopuawumoddy ¢°c
(sWOJ) sispwered L34 POPuImINIoddy 2's
STHALS~TIN S30u3aajed 1°c Ipmo udisaq 119 | 0966-LVIRAVN
sapquiye AJ[IqeIsd) pue uoi1ejost e uotpeniead
q13/119 3uiyenfess J0j A30IGPONdN | O x1puaddy /UOCHEISUcWa(/UCIIRdI IS A AfNqeuTelmreN | 11— dA1S-TIK
[349] AyM3IqUIe BoTIE[08}
Ny A U SHIWRAIMDAI AsjEjIIrend) At
119 4q paje108}]/pa1ooiep SHNE] JO a0} sawRamboy [eloudd) “swmasis
¥a02ad 3y uo FHRWRAIMDII JATTEIUEnd £°gg pue mowcdmb3 SOTUOIAY Jo ARnGeuemIEl | 01-HV HIVAVN
, 10] wopEOYIOadS Te4uID)
. ‘azogg 3 digs TeAeN “pEowdmby uoryed
7S-ALS-THN 39duaa3)9H 1°9°¢ | ~IABN puE GOIJEORMWUIO) JOLIM] “Ofuoaadld 00F9T-Z~TIK
a0j uoiyEdYIoads
SIF-ALS-IIK S20u330J0Y | xpuaddy Teiauen ‘suloqily ‘mamdmbi omoapsrd 00¥c-I-TIN
Appqgedeo © 30j eizaya) udiseq ‘wowidmby pojeossy
Lig U0 SIWaamioI AENIend €°2°¢ pue SWAISAS ommoIpd 10] suoisiaold i>21L | ¢I-QIS-IIN
(4 mowdinb3
STI—-(IS-TIN SUIIRI | Jowaamuball d1U0IPI[F 10f SEauRIMboY [6136a) prepuers |  Foi—dIs-TIN
gordirosa( ydeadered Jaqumy uondLIosa( FUPUMDOCY JaqunN

gpowasmboy 41A \Ew_o« 230U313J0Y

SAYVANVIS AUVLITIN NI QILA1D3dS ATINTHEND SINTWITHINGAY 114/ 119 40 AHVIKKHAS ‘¢ T14VL

! '

« . .
Ny vk ot ' - o Lo R R L I DR TR

Gt L0 e Lo b 1z CELAMAR N 0 0 10T o Rt i eres 1 Dt 42 i e WURTARE SR,



ALY ARSI R ot E N LU OOl ML i Dl A RO L ERaRE U EL A FAR IS 1 A A o L 1L VAN LT S L RN S A e

PO e

e

&
(

‘

i

;
8
. g
} { 523 BIT capability. — The built-in-test (BIT) capability shall be incorporated as required by the contract to 3 :
f E‘ assure eftfective implementation of the defined maintenance concept. The bulilt-in-test capability shall consist of » '
o the following: .

! {a)  Selt-test provisions: Selt-test provisions shall be an inherent part of an item. These provisions

shall serve a dual function: Item performance evaluation, snd complementing BIT provisions to

g Provide itam testing, When selt-test provisions are practical, the contractor shall use them;
LR however, their use shall not jeopardize the operation or performance of the item. 1

;L% (b)  Marginal testing: When aritical item parameters or characteristics are subject to change or drift 4

¥ and BIT cwaEllmu must be used, these areas shall b tested by marginal teating techniques as
Lok defined in this standard. |
N 8.2.3.1 Applicability of test provision olasses, — Class A and B test provisions shall be applicable to the BIT A
K capability, : ' 3
e L
;,-_; ‘ 8.2.3.2 BIT provisions. — BIT provisians shall be sdded to an item for the sole purpose of testing the item. ‘
g Thay shall be simple in design and operation, accurate, eatlly maintained, prefetably more rellable than the 1
A sireuitry providing performance, and shalt not degrade the performance of the item i which they are incorporated,
0 8.2.3.3 Eme of operation. — BIT provisions shall pravide optimum convenience of use and operation, The :
S design of controls and read-out devices shatl be such that they can be easily used and interproted by low skill
w personnel. To the maximum extent it shall be possible to operate the provisions with minimum reference to Item 4

o handbooks. The heed for external equipment or tools to supplemant this tosting capability shall be minimized. {

i :

Figure 1, BIT/ETE Requitements of MILSTD-415

: 2,2,2 Tochnical Publications Review
' Sources for the technioal publioations Hterature search wore; ‘
1. Defenav Doocumentation Centor (DDC)

2, NASA Sclontifie and Technieal Information Division

) 3, Hughes Afroraft Technical Library

A majority of the publioationa reviewed dealt with the deaign of BIT/ETE, but
did not addresa BIT/ETE apecifiontion, analysis, or domonstration. The only
dooument that contained any information about the speolfication of BIT/ETE was
A Gulde to the Applioation of Bullt-in Test to Navy Avionic Equipment, by ARINC
Reseeroh Corporation (AD 837 494), One sectlon was devoted to the speoifieation

ST S

St
s

=k T

of BIT/ETE, however, the content of that section nerely strossed the need for 5
botter wayn to specify BIT/ETE. It also gave relative guldelines on what the
spooifications should be onpable of ({,e.,, BIT/ETE speoifioations should be {
oapable of demonstration).

e S TR el

,_Jq.w."i"v I i \‘lvilhu AR R

B I TN
PR TR PORVUN TR W R PP L AU BTN YT SR




RALRARUEAY PAltie 1 ISR I 4 S O BLES £CAY 272 T LURRPL A A ALGR AL L AR B B LI 1 Bt A DAL UL A A A R A

2.3 SYSTEM SPECIFICATION SURVEY

The second data collection task used to identify the BIT/ETE FOMs that are
ourrently in use was to survey a representative sample of systom speoifications,
The review included specifications for forty=nine systems in which Hughes has
been oither the contractor for, or a candidate contractor for, These forty-nine
system speoifications cover a broad range of environments with 11 airborne,

16 ground, 18 shipboard, 4 misaile, and 1 space (one system ia used in ground
and airborne environmenta),

A review of the composite oollection of FOMs identified in the system speci~ ,
fioation review indicates that all the FOMa fall into seventeen generic groupings, ,
The specific FOMs within each group vary in numerioal vilue and exact definition
but all relate to the same generic fault detection and/or fault isolation charactoer-
istio. The goneral BIT/ETE FOMs Identified and thelr various forms encountered
were;

1) fraction of faults detocted:

; e percent of all faults au'om: tioally detooted by BIT/ETE

' e peroont of all faults detoctable by BIT/ETE

e percent of all faults dotectable on=line by BIT/KTE

e percent of all faults and out=of=tolorance conditions dotoctable by
BIT/ETE -

e percent of all faults deteotable by any means

fraction of false alarms

e rate at which false indications ocour (per 108 houra)

e percent of Indloated failures caused by actual fatlures

e percent of BIT/ETE indicated fallures caused by actual faflurea

e percent of BIT/ETE fault lsolations to the wrong LRU

fraction of false statua Indlcations

e percent of erroneous BIT indioationa

mean fault detection time

e time to indloate a fault once it has coourred

e time to deteot a fault once it has occurred

mean BIT/ETE running time

e time to verify that a fallure has ocourred/or har boen ropalrod

using BIT/ETE
frequency of BIT/ETE exeoutlons 1

s o v S

e time Interval betwoen BIT/ETE exeoutlona
8
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8)

9)

10)

|8 ))

12)

teat thoroughness

percent of all aqutpinent funotions teated

fault tsolation vesolution

{solation of Py porcent of the failurea to Xy LRUas, Py peroent of the
fatlures to Xg LRUs and 80 on, with any fault taolation method,
{aolation of all faults to less than or equal to some maximum number
of LRUs,

laolation of Py percent of the failurea to X| LRUa, Pg peroent of the
failures to Xg LRUs, and 80 on, with BIT/ETE

tsolation of & speoified percont of the fallures to loss than or equal
to n apeoifiod quantity of LRUs at the virlous maintenanoe lovela,
tsolation of & specified porcent of the fallurea down to less than ov
equal to 1 maximum number of plug=in modules.

tsolation aomi=automationlly to & cortain poroent of all faults down
to a spooified number of LRUs,

fraction of faulta isolated

{zoltto a cortain poroont of all faflurea that ooour
tsolate n cortadn poreont of all failures that voour with RIT/ETE

moan fault tsolation timoe

fsolate a apeoified percent of fatlurea that ooour within a apeatfied
maximum timo,

fanlate a fallure down to a roplaoenble lovel, w&h in n apovified
averygoe time,

lsolate n fallure down to a replacenble lovel within a apeettiod time
onee the fault irolation procean hua boen inftinted,

maintenanoe perasune! akilt tovel

All maintenanoe actions must be capable of being peeformed by a
spooifiod quantity of maintonance peraounel with a spootfiod skill
level, at various maintenanoe lovels,

BIT/ETE muat be deaigned for wae by a apeotfied mintmum akill
level technloian

BIT/ETE menn=( .\:n e=tuo=ropiir

moan=time«to-ropir ETE
moan=time-tosvepair monitoring/fanit tsolation funotions

o Ok 2 gt
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\3) BIT/ETE mean time between failures
e mean time between failures of monitoring/fault isolation functions
¢ mean time between fallures of ETE only

14) BIT/ETE avallability
° monltortng/fault fsolation functions should be operatlng with a

upeomed probability ot survival,

15) mean~time-to-repair . ;

e system/equipment MTTR & maximum repair time - ' ‘

e e

| o system/equipment MTTR & m‘a\xlmmn repalr time at var!ous ::‘, _
{I . ¢ maintenance levels ,\ \ ‘. 3
‘ 16) avallability . \ ‘5
e inherent avallability 1
o opérational avallabllity . {
17) active memory allocated for BIT/ETS funitions i
e monitoring/fault lsolation functions shall take up & speoified peroent b ’

of active computer memory.

R o e T e

’ : A summary of the system specifications revlewed and BIT/ETE FOMs
identified in each is shown in Table 4,
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TABLE 4. SUMMARY OF BIT/ETE FOMs SPECIFIED
IN SYSTEM REQUIREMENTS (Continued)

S R TR P A
R IR R RS 425

({ GENERIC BIT/ETE FOM TYPES
i
n.‘
|
‘a a
5{ . BYBTEM/EQUIPMENT
| Snigbonrd .
! 1o MK=~113 X | X X
b 2. MK-83 X X X
X T T X x ' x X X"
W 4, An/sPe-s2 X X
| 8 BQQ-8 X . X X X
1" e Baa-s X | X . X X
{ 7. AN/SLQ-3) X X
B 8, AN/SLQ-17 : X X
s 9, AN/38Q-78 X X, X
'10, SURTASS X X X X x | X X
11, UYAwd . X X
v 13, MKel117 X X X
| 15 TUNA BID X X
k| M4, SSURADS X
|18 AN/UYQ-21 X , X X
] 16, sADs X
17. TDCC X X X X
18, 1PD/TAS X X X X X
| missiLE,
1. MAVERICK X X 8
3, PHOENIX X X X X §
3, TOW X X X 1
4, ROLAND X | x X g
¥ | BRACE :f§
' 1. SIRE X i
:-s
}
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2.4 INDUSTRY SURVEY

The third task of the data oollection effort was an industry survey. The ob-
jective of this task was to broaden the data base obtained through the literature
search, and the system speocification survey, by surveying reliability/
maintainability engineers from companies that are familiar with the use of RMA
techniques and the gpecification/test of BIT/ETE requirements in DoD) contracta,

A list of candidate companies was extracted from the list of Government

- Industry Data Exchange Program (GIDEP) subscribers. A BIT/ETE survey ques-

tionnaire was submitted to the reliabllity/maintainability engineers of each re=
spective company. Figure 2 is 2 copy of the questionnaire form submitted, The
questionnaire was set up to oollect the following information:

1) BIT/ETE FOMs that are currently used ard type of system they are

used on

2) recommendations for new BIT/ETE FOMs

3) user oritique of the BIT/ETE FOMs identified.

Of the one hundred thirty-nine questionnaires sent out, thirty-one responses
were reocelved, for a 22 percent return, Of the thirty-one responses reseived,
twenty-eight responses contained usable data. The remalning responses wera
blank. | .

Part I of the BIT/ETE questionnaire (Figure 2) was used to identify what BIT/
ETE FOMs each respective engineer has had experience with (either in analyais,
demonstration, or specification) and the types of equipments (e.g., shipboard,
ground, alrborne, etc...) they have been used on. In order to aid the engineers
that were polled, the BIT/ETE FOMs ldentified to date were tabulated for their
convenience, Space was provided for additional FOMs. The results of this part
of the survey indicate that the BIT/ETE FOMs listed are FOMs that have been

encountered in one way or another (l.e., in specification, analysis, or demon-

stration) for the various system types, The results also showed, as expeoted,
the laock of experience in demonstrating several of the BIT/ETE FOMas tabulated
such as; false alarm rate/false status indications, fault isolation ambiguity level,
and percent of fault isolation with BIT/ETE,

Part I of the BIT/ETE questionnaire (Figure 2) was used to obtain each
engineer's view of the usefulness of the BIT/ETE FOMs identifled, Thir part
of the questionnaire oconsisted of a scoring cheoklist to rate each FOM according
to the following suitability factors: translatabllity, trackabllity, demonstrability,
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ambigulty, generality, and coat, The results obtained through this part of the :

survey oonsisted of scores (ranging from 1 to 10, with 10 being the best poasible 1}

soore) for each FOMs suitabllity factors. Since the scoring checklists reaults !

did not show very high correlation (l.e., a majority of the scores range from 1 to

10 for each FOM) the results will be used only as a guldeline in the assignment of

scores In the BIT/ETE Evaluation Task (Sectlon 4). A summary of the average :

scores obtained for each BIT/ETE FOM 18 provided In Tables B through 8, The i

raw deta is also provided in Appendix C. ' }‘
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2.5 DATA COLLECTION SUMMARY
i- r The data collection tasks (literature search, system specification survey, I
3 ; and Industry survey) have resulted in the identification of eighteengoneric BIT/ E
ETE FOMs that have been used in prior aystem speocifications, These BIT/ETE I -_
~ FOM types ave; i |
1) fraction of faults detected (FFD) - X
2) fraction of falae alarms (FFA)
3) fraction of falso atatus indications (FFSI)
4) mean fault detection timo Tpp)
8) mean BIT/ETE running time (Tg)
~6) froquency of BIT/ETE executions (Fg)
7 test thoroughness (T'T) N
8) fault lsolation resolution (FIR(L)) [
9) fraction of faults isolated (FFI) '
10) mean fault isolation time (Typ)
11) maintenanoe personnel skill lovel (MPSL) :
12) BIT/ETE maintainability (MTTRp /p) !
i 18) BIT/ETE rollability (MTBFg /p)
14) BIT/ETE avallability (Ag /)
18) MTTR
18) A
. 17) memury allooated for BIT/ETE (FMAB)
3 18) physical characteriatic FOMs (e, g., woight, cost, oto,..)
b ! Currently there aro no standardiszed techniques available for analyring ov
demonstrating BIT/FTE FOMs. The only techniques that oxiat are maintainabitity
analysis and demonstration techniques (e.g., MIL-HDBK=472, MIL-STD-411, ‘
RADC-TR-70-89, RADC TR-78-169, #to...). However these tochniquea oan only !
be used to moasure a few of the FOMn identified above, The remainder of this !
report concentrates on the developmont of amlysll/'dembiutmuon tochniques for the !
¥ most suitable FOMs that arc listed,
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3.0 BIT/ETE FOM IDENTIFICATION

Thia section examinces the basic objectives of specifying BIT/ETE FOM ro-
qQuirements, reviews and unlquely deﬂnea the current.ly used FOMsa identified in
Section 3, correlates the current FOMs with the dofined objecuvu. and {dentifics S
new FOMs required to adequately address all BIT/ETE objectives, ‘
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3.1 IDENTIFICATION OF THE BIT/ETE OBJECTIVES

The objectives of BIT/ETE can be broken down into two distinet categories
as shown in Figure 3. The first category considers the characteristics of the
BIT/ETE {tself, and the second category considers the nctual performance cap-
abilities of the BIT/ETE.

The chnrgéteriatlcp of BIT/ETE can be further broken down into the physical .
3 charactoristics of BIT/ETE (e.g., weight, volume, component count), and the n i
. | operationa] characteristics of BIT/ETE (e, g, BIT/ETE reliubility, maintain-
; ability). /it should be noted that while BIT/ETE oharacterlut ics do not directly i .
relato t{) the performance capability of BIT/ETE, generally the lavger the physi- {

y

o cnl attributes of the BIT/ETE the greater the BIT/ETE capability. Likewise the
lomr the BIT/ETE veliability is, the greatev the complexity and corroapoml- '
ingly the greater the capability.
n The BIT/ETE oapability 18 furthor subdivided into the fault detection capa-
© /7 bility of the BIT/ETE, and the fault isolation onpability of the BIT/ETE, Within
) theae subdivisions tho BIT/ETE capubility 18 broken down into three main
ya objectives:
1) how much time it takos to detect a fault (or isolate a fault) .
2) how thorough is the BIT/ETE fault detection (or fault isolution) function
gf 8) how accurate is the BIT/ETE fault doteotion (or fault isolation) function.
Sinoo the primary objectives of specifying BIT/ETE FOMs rolate to perform-
ance capabilities or operational considerations, the remainder of this report will
concentrate in these aroas, The BIT/ETE physicul characteristica are straight ‘
forward and require no unique mothodology for analysis or demonstration. \
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3.2 DEFINITION OF IDENTIFIED BIT/ETE FOMa

Of the eighteen general BIT /ETE FOM types identified thru the data col-
lection task, sixteen of them pertain to BIT/ETE capabilities and operational
characteristics., The remaining two generic FOMs (memory allocated for BIT/
ETE and physical characteristic FOMs), are related to the physical charac-

" isties of BIT/ETE and will not be further analyzed or discussed in the auc-
cesding sections., Table 10 contains a summary of the sixteen BIT/ETE FOMs
(1.e., FOM» related to BIT /ETE capabilities and operational characteristics),

" their definitions, and the general model for determining them.

For the FOMs defined with "detected faults", "detectable faults" can be
interchanged with "detected faults" and the FOM definition will still be valid.

" For the purposes of this study "detectable faults" refers to faults that can
be detected when evaluating a FOM by analysis, and "detected faults" refers

‘to faults that are detected when evaluating a FOM by a formal demonstration.
For simplfication, only "deteoted faults" will be addressed for the remainder
of this report.

It should be noted, that the models presented in this section are of gen-

.1 eral forme. Specific models to quantify each FOM, either by analysis or

demonstrating are presented in later sections.

3.2.1 Definition of Fault

The deflnition of most BIT /ETE FOMs includes a reference to faults or

failures, The definition of these terms can significantly affect the BIT /ETE ,

FOM meaning and must be clearly understood, As defined in MIL-STD-721 y

| and MIL-STD-1309, & fallure i defined as: ]

- t The inability of an item to perform within previously specified limits, or :

s { a malfunction that causes degradation or complete loss of equipnhent

| performance. ;

5 As defined in MIL-STD-1309, a fault is defined as: ]

A degradation in performance due to detuning, maladjupbmept, misalign- :

ment, failure of parts, and so forth, :

} ki In general application, faults typically include any hardware abnormality :

whereas faflures only include those faults which affect equipment (subsystem, -

' system, etec.) performance or mission accompliishment, In practice, the appl- ¥

cation of a failure/fault definition is equipment or mission related and should i

3 be defined in the equipment spedification, For purposes of this report all '
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BIT /ETE ¥YOM definitions reference faults as opposed to failures, The defin-
itions are not restricted however and can apply to fadlures as well, if so de-
sired, and if properly defined in the equipment specification.

3.2,2 PFraction of Faults Daotected (VFD)

The fraction of faults detected by BI'l'/ETE (FFD) can be expressed two
ways: 1) the fraction of all faults datected by BIT/ETE (FFD A). and 2)
the fraction of all deteoted faults datected by BIT/KETE (FFDD)_.

FFD is defined as the fraction of all faults that can ocour, which are
detected by the BIT (and/or ETE) function. This is represented by the
following modol; '

e
13
Y
Ju
3
I3
1
i
\

prp . = duentity of favlts detected by BIT /ETE (YBDF)
A quantity of all faults (Q F)

FFD,, is deflned as the fraction of faults that can be dejected, which aro
detected by the BIT (and/or ETE) function. This is ropresented
by the following model: ‘ :

¥FD_ = quantity of faults detected by II'I'/ETE (BD1).
D quantify of Taults detected Qypy)

For the above definitions the following ground rules have been established:
1) the quantity of all faults (Qp), the quality of faults detocted by
BIT/ETE (Qupy), and the quantity of faults detected (Qyp) oxclude
the ocourrence ef false alarms (false alarms are defined in Section

, 3.2.9).

§ ¢ 2) intermittent faults are classified as a single fault, thue Q. Qup»
Eo und Qpp include the occurrence of intermittent faults only once,
§< : 1) temporary faults (faults caused by external transients or noise)
E : are not classifled ns faults, therefore they are excluded from Qo

Qpp: and Qppp.
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3.2.3 Fraction of False Alarms (FFA)

Tho Fraction of False Alarms (FFA) s defined as the fraction of all BIT/ETE
fault indications which are false alarms, YFalse alarms are those indications of
a fault when an actual fault has not occurred, FFA {8 roepresonted by the follow-
ing model:
quantity of BIT/ETE falso nlarms (QF A)
FFA = “quantity of all BIT/ETE Indicatod fallurcs (@p 1)

False alarms are dependent upon several fuotors. First of all, false alarma
are dependent upon the BIT/E'TE philosophy. If BIT/ETE is considered an inte-
gral part of the system (l.e., BIT/ETE are considered part of the system/
equipment), then Table 11 below summarizes when a false alarm will ooour,

TABLE 11, OCCURRENCE OF FALSK ALARMS WITH INTEGRAL BIT/ETE

. Equipment BIT/ETE Indloation Status Relative
Status of Status to the Actunl Equipmont Statua
the Indionted by
BIT/ETE BIT/ETE Equipment is UP Equipment is DOWN
up up OK - gporational undetooted fault
\p down {falso alorm OK ~ detected fault
down up undetected fault undetooted fault
down down OK - detected fault OK = detocted fault (dual)

If BIT/ETE is independent of the system (I.o0., BIT/ETE faults are not consid-
ored system/equipment faults), then Table 12 below summarizes whon a false
alarm will oocur, '

TABLE 12, OCCURRENCE OF FALSE ALARMS WITH INDEPFNDENT BIT/ETE

Status of | EQ qument BIT/ETE Indlcation Status Relative
the to the Actual Equipment Status
BIT/ETE “‘d’°}E°“ by Equipment is UP | Equipment 18 DOWN
up up OK — operational undetected fault
up down false alarm OK - detoctod fault
down up OK — operationnl wndotected fault
down down falwe alarm OK =~ detected fault
28
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3

False alarms are categorized into three types as follows:

Faulty BIT/ETE function = If a BIT/ETE fault ocours which indicates
the aquipment i8 down when it is actually operational then a false alarm
has occurred.

out-of-tolerance conditions — False alarms caused by out-of-tolerance
conditiona acouy when the- Bl'r/ ETE mpakures an internal utgnal and
determines it to'be out of toleranoe. when the actual output signal (the
signal of importanoe) is. still within ita specified toleranoe botnds,
'I‘hosa types of false alarms are largely dependent upon thé cirouit and/
or BIT/ETE denlgner(a) who set the tolerance bounds for eaoh aignal.
tranaient oondltions - Fuult tndioattons caused by transient conditions
oan be olaoamed as false alarms if the transient does not result ina
true fault oondition_.

There are several conditions that may be thought of as false alarms when actual
faults have ocourred. Fault conditions that are not false alarms include;

SRR RN €T L 1o

mtei‘mittents ~ faults that exist only tomporanily (e.g., a fault indicated
in an airborne environment that can not be recreated (or verified) on the
ground).

transients that result in temporary faults 1, e., the transient results in

a fault condition and as a result, also causes s tempnrary failure in the
sy stem/equipment.
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3.2.4 Fraction of False Status Indications (FFSI)

The fraction of false status indications (FFSI) is an extension of FFA, FFSI
is defined as the fraction of BIT/ETE fault indications (or lack thercof) which are
erroneous. FFSI can be represented by the following model:

undetected

~ {quantity. of false quantity of
- +
| faults (Q'UD)

o alarms (Qu,)
FFSL= a

quo.nﬁw of 'EIT7ETE' quantity of
Jindicated faults + ) undetected
‘(.Q-E,m) . faults (QUD)

Inspection of Tables 11 and 12 indicates when false alarms and undetected faults

will ooocur (relative to the classifioation of BIT/ETE f&ultu). It will be shown
later on (Section 6. 2. 1) that FI'SI must be greater than or equal to FFA,

3.2.6 Moan Fuault Doteotion Time (Tyary)

The mean fault detection timo (TFD) i8 tho average time it takes for the BIT/
ETE function to doteot und indicate a fault from the timo that the fault has
ovourrod, TFD oan be repx‘.n_sc?utﬁd by the following modol:

LI
0

Qppr
g (timo to dotect and indicate the ith BIT/ETE detoectablo fuult)

=1

Tpp *

Wppr
8.2.6 Meun BIT/ETE Running Time (T,,)

The mean BIT/ETE running timoe (TB) is defined as tho avorage notive timo
to perform a BIT/ETE tost routine. This can bo the average for one test, a
group of testr, or all tests. 'I‘13 oan be represented by tho following model:

30
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‘f (active running time of the 1™ BIT/ETE tost routine, Thy)
K

Ty = the numbeor of BIT/ETE test routinos (NB)
The qotual moasurement of '1‘B is dopondent upon how BIT {s set up and how the
uger wants to define Tj,. Some fotors that must bo considered when determin-
ing TBarez

‘s which BIT/ETE function(s) is Ty being computed for?

- does Ty refer to fault dotection, fault isolation, ox both?

ure BIT/ETE tosta norial or ovorlapping ?
are BIT/ETE tests continuous or time shared ?
is TB the running time with or without n fault found ?
for fault dotoction, dovs the RIT/ETE tost stop upon dotection or con-
tinue to tho end ?

e {m the BIT/ETE tost poriodic or porformed ae roquested P

Gonerally (and for the purpose of this roport) 'l.*n will be lmited to the following

onsos
o fault detoction only
e puoriodic BIT/ETE tosts only
o continuous or time shared BIT/ETE tosts
¢ sorinl BIT/KTK toats
e all BIT/ETE functions
o  with or without fault found

e atop upon fault dotoetion or continue to end
3.2,7 Frequenoy of BIT/ETE Excoutions (Fp)

The froguency of BIT/ETE excoutions is defined as the frequenvy (or oyoling
rato) at which periodic BIT/ETE tosts are oxvouted, This doos not apply to
BIT/ETE tosta that are oxocuted only upon requoest, ll‘n can bo ropresonted by

[the timo it tukes to execute the complete set of BI'T/KTE -1
test routines)

+ [the idle time botweon the exeoution of the vomplete set
of BIT/ETE tost routines)
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A cycle 18 dofined as the time from the start of & given BIT/ETE toat until
the rame tost is stavted again. For cases whore all tosts do not huve the samo
periodicity, tho oyclo time 18 considerod to be the largor eyele time of all the
BIT/ETE tests. For example, Figure 4 shows the eyele time for two BIT/ETE
test routines. The cycle time for the tests combined (Tosts 1 & 2) is equal to
the largest oycle timo of the two tests, namoly Tost #2,

3.2.8 Tost Thoroughnoas (T'T)

Toat thoroughness is defined as the fraction of the oquipment/sy stem tested

by BIT/ETE relative to the entire equipment/systom, 'T'T ¢an bo roprosonted by

(amount of aystom/equipmont tested by BIT/ETE)

(amount of systom/equipment 4 (nmount of ay;tem equipmont not
testod by BIT/E'TE) testod by BIT/ETE)

™

Thore are soveral differont monauces that cun be used to quantify the amount
of n system/oquipment tested or untosted.” Somo pdssiblv parametors of moasuroe
aro:
fatlure rate (A) tested and untosted
numbor of functions tostod and untestod
numbor of compononts tostod and untosted
number of faults tostod and untoated

1t should be noted that, if the pnramotoer of measure ia tho same as {8 uaed for
FFD, the two (FFD & TT) are not necossarily equal, Howover, if the two FOMs

are ovaluated nt tho samoe levol (0. g, component failuro mode lovel) then FFD
and T'T will be oqual.

3,2.9 Fuault Inolution Resolution (FIR(L))

Fault 1solation rosolution (FIR(L)) 18 dofinod ra the fraction of detectable
faults thut can bhe isolated by BIT/ETE down to an accoeptable (spocifiod) minimum
number of replaceable itema (Rin), FIR(L) can be represontod by

quantity of detectod faults isoluted)

FIR(L) - quantity of detocted faults, (Qpp)

When FIR(L) 18 spocified, it is usually spocified for more than one L.

-
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Figuro 4. Cycle Time for Individual BIT/ETE Test Routines and Their Combined
Cycle Times

8.2.10 Fraotion of Faults Isolated by BIT/ETE (FFI)
The fraction of faults {solated (FI'D by BI'I'ETE is & gonoralization of
FIR(L), FFI oan be defined as the fraction of faults, deteoted by BIT/ETE,

isolated by BIT/ETE to the replacement level specitied by the maintenance con-
oept. FFII oan be represented by:

quantity of detected faults {solated with BIT/ETE (Qm

FFI = quantity of faults dobwoted (Wyyy
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3.2,11 Menan Fault Isolation Time (TFI)
The mean fault isolation timo (T is definod as the average time to ¢om-
plete the fault {solation process using BIT/ETE, Ty can be ropresonted by

Q
F
lg (time to taolate the Ith fault with BIT/ETE)
[ : s Co
T ~ quantity of faults deteated; Qppy)

3.2.12 Maintenanoce Personnel Skill Lovel (MI'sL)

Maintenance personnel skill level (MPSL) can bo defined two differont ways,
One way is to dofine MPSL ay the average skill level required to porform cor-
rective maintenanco for a syatem/equipment, MPSIL oan #lgo bo defined as the
mintmum skill level (.o, skill level with the lowest ability) required to por-
form corrective maintenance on n system /oquipment, For tho purposo of this
study, the latter definition will be used since the appoarance of this FOM in
specifications typloally means that the skill lovel available will be mfted,

3,2,18 BIT/ETE Relinbllity (MTBFB/&‘J_

Tho BIT/ETE Relnbllity (MTBF /i) 18 defined as the probability that the
BIT/ETE oirouitry will poerform its intondod function for a spoecified interval
under spooificd conditiona, BIT/ETE ofrouitry is any hardware that is used for

BIT/ETE testing that ia not common to the aystom hardwiare, 'M’I‘N‘B /g O
bo representod by

-1

Ny/k
\ i' . _l . é (]
MTBFR ™ ["u/l«:] Mg

kvl 3

wherae: "B e failure rato of the kI BIT/ETE hudware componoent
g 3

: NB e " quantity of BUIY/E'TE hadwivre oompononts not common
* to system hardware
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g 3.2.14 BIT/ETE Maintainability (M'l"I‘RB /E)

BIT/ETE maintainability (M'I"I‘RB /E) is defined as the average time to
repair a fault in the BIT/ETE circuitry, M'I‘TRB /g 80 be expressod several
ways, One way of expreasing MT'I‘RB /E is by

N
B/E
;{ Ap/E . Mc'rk
K1

N '
E Y

% AB/E | ‘
K1

MTTRy y, ®

where: MCT is the repair time for the kth BIT/ETE hardware
k component

A A\p /8, failure rate of the k'® BIT/ETE hardware component N

: The above megthod was extracted from RADC-TR-78-169, Maintadnabllity Pre- .
! diction and Analysis Study. Other methods for determining MTTR,, ,p, can be |
%i found in MIL-HDBK-472 and RADC-TR-170-89, )

3.2,18 BIT/ETE Avallability AB/E)

BIT/ETE availability (Ag/g) is definod as a mensure of the degreo to
which the BIT /ETE circujtry is in the operable and committable state at the
start of u mission, when the mission is called for at an unknown (random)
point in time, AB JE °8n be represented by:

MTBF,, ;..
A - I 1Y) o
B/E MTB’FB K ¥ MT" ™
!
y
i
3
4
\ 1
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3.2,16 System Maintainability (MTTR)

System mg!nhlmbllit,y (MTTR) is defined as the average corrective mainte-
nance time for #ll systom/equipment faults. As with MTTRy, /10 MTTR onn be
reprosented soveral wiys. One way {8:

3 MM
wmrrR Lot €T

A
| =y
where: N is the number of componants in the system/equpment
Ai = fadlure rate of the ith component
MCT = prepair time for the lth component
i

3.2,17 System Avallubility (A)

" 8ystem Availability (A) i defined as a measure of the degree to which
a system (or equipmeént) {s in the operable and committable state at the start
of a mission, when the mission {8 called for nt an unknown (random) point in
time, "A" can be oxprossod the same way as A /e

MTRF
A = NTBF T MTTR

34
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. 8,8 CATEGORIZATION OF THE IDENTIFIED BIT/ETE FOMs
‘ The BIT/ETE FOMes defined in Section 3,2 were categorized according to
the BIT/ETE objective(s) (identified in Section 3.1) that they fulfill,

Categorization of the FOMs dofines how each identifled FOM characterizes
BIT/ETE and Ildl in determining what now FOMs may be needed, Categorization
of the FOMa was also used in Section 6,0 for determining which FOMs are inter-
relaind and for determining an appropriate set of FOMa that should be speoified
for a yiven application, Figure 8 indicates those BIT/ETE FOMs defined in Sec-
tion 8. % that are associated with each BIT/ETE objective. Some BIT/ETE FOMs .
appear under more than one BIT/ETE objactive slnce they can characterize more o
than one facet of BIT/ETE. Also, it should be noted that not all the FOMs asao- i
olated with any one BIT/ETE objectve can be used to precisely quantify the ob- !
jective or requireraent, These nurticular FOMs are elther qualitative measures
or Indirect quantitutive measures of the same objective, However, they oan still
be used tc impose requirements on tho assoclated BIT/ETE objectives,

L
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3.4 IDENTIFICATION OF NE\{B‘m’r/ETE FOMs REQUIRED

The purpose of this task was to identify any new BIT/ETE FOMs required to
fill in the volds in Figure 6 where a given BIT/ETE .objective i8 not covered by :
an existing FOM, Inspection of Figure 6 indicates that all the BIT/ETE objectives ) !
have an associated FOM(s), Whether these FOMs are good measures of the ob-
jective is unknown (this will be determined later on in Section 4), 4

One area that may require a now FOM is the BIT/ETE objective, Fault
Isolation Acourncy, The identified BIT/ETE FOM that quantifies this objeotive J
thg best is FIR(L)s However, FIR(1L) is more of an indication on how thorough
the BIT/ETE fault isolation function is rather than acouraoy. i

A possible new FOM may be the False Pull Rate (FPR) or the Fraotion of
False Pulls (FFP), PR (or FFP) is dofined asy ;

.. FPR~ The rato at which good Rls (i,e., Rls with no aotual tailure within it) .
'} are removed from & systom duo to the result of & BIT/ETE fault
isolation procosa,

or
FFP - The fraction of Ris removed from a systom, duo to the resuit of &

BIT/ETE fault isolation prooovas, that are good Ris (i,e., Rls with
\ no actual falluve within it), A

quantity of good Rle romoved__(QGm)
quantity of Ris romoved (QR};T—

FFpP =

The only problem associated with the we of FPR or FFP {2 that it is depend-
ent upon the maintenanve conoepts That is, a aystem with a certain amount of
BIT/ETFE may have two different values for FPR (or FFP) given two different
maintenance ooncepts, For example, assume a system with an avermage fault
isolation resolution (i.e., average BIT/ETE fault isolation group size, '5) of
three Ris, If tho systom's muintenance ooncept is "RI group replacenent," then
tho FPR would be two out of every three Ris or 0.87 for FFP (1.e,, on the aver-
age two good RIs are removed for every bad one), On the other hand, if the
maintenance concopt 18 Mterative Rl replacement! (l.e., remove/replace Ris
one at & thine until the fault 18 corrected), then the FPR would be one out of two
on the average (1, 6., avorage number of fterutions required to correct the fault
ia two) o 0,80 for FFP. It should be noted here that FIR(L) and FFP aro very

\
;
i
[
}
|
,
i
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simildr. As a matter of fact, FFP can be derived exactly through FIR(L), For
eample, for any given set of FIR(L,) (e.g., 0,80 = 1 RI, 0.85 = 3 RIs, and
1.0 =< 10 Ris), an average [ault isolation group size can be determined, 8 (l.e,,
§ 18 the average RI group size that a fault can be isolated to), Depending upon
the malitenance conoept, FFP oan casily be determined by:

if the mainten&noeboonoépt was Rl group replacement, | 7
FFP = 5-\5‘-‘- : . L

if the maintenance conoept was iterative RI replacoment, :

S+,

. 2 §-1

FFP =i " ¥+T

g "T"

'rhun. for the rema.lnder of this report, FPR & FFP will bo oxcluded sinoe
l | they can be derived from FIR (L.

One other possible now BIT/ETE FOM is.the orroneous fault isolation rate
& (EFIR), or the fraction of exroneous fault tnola.tion results (FEFD. EFIR and
* - FEFI are dofined as:

EFIR - The rate at which a BIT/ ETE fault imolation process results in
identifying the wxong RI (i. e,, fault isolation process results in a
suspe’ t group of Ris, but when the Rls are roplaced, the fault still
existe) onoe a fault has been deteoted,

FEFI = The fraction of BIT/ETE fault isolntion results that identify the
wrong RI onoc a fault has been dotooted,

quantity of erroneous fault isolation results, (QEF.m)
quantity of fault isolation results,

- — A
FER! Qprg) .

EFIR and FEFI may be good cholces of BIT/ETE FOMs to mensure the ap-
: ouracy of BIT/ETE fault isolation since they essentially measure how well the
| ~ BIT/ETE fault isolation function has been documented (1. e., the number or rate
- of erroneous fault isolation results is largely dependent upon how well the BIT/
ETE is dooumented {n maintenance manuals and the software)., Note that the ]
g softwaro or the maintonance manuals uaed to proaent fault lsclation results is !
i
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also a part of the BIT/ETE, sinco & BIT/ETE function that ia capable of isolating
faults to a single RI I8 of nv good if the results cannot be prescnted to the usor
vorreotly. |

For the romainder of this roport onw FEFI (the fmctton of erroneous fault
isolation rauults) will be uddreased. nlnce EFIR is nimihr.
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40 BIT/ETE FOM EVALUATION
The' dbjective of this task was to evaluate the auitabllity of the FOMs defined
in the preoceding seotion as deaign apeocifioations,
- The approach used to evnluntq the FOMs -ummuw was a walcmed loorum
.‘teohntque. “Thesteps lnvolved ln the. appmoh ware; o
1) . autubluh an: ewlmton ortmta '
'8) " soote ench FOM accoxding to the entablished evaluation orlteria
v"a)' determing the. loorel for each FOM by a welghted acoping sum,

. ment oNho nbove tasks,
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4,1 EVALUATION CRITERIA

The factors used to determine the suitabllity of a BIT/ETE FOM for use as
possible deaign specifications are: 1) ambiguity, 2) transiatability, 3) trackabil-
ity, 4) demonstratability, 5) applicabllity, and 6) uniquencss, A FOM must be
unambiguous to establigh a common basaline of what the FOM represents, A
FOM must be translatable. go the de-!sh enginver oan interpret the specifiontions
Into tomilnolory and quantitative raqulr,enian_ts familiar to him. It must also be
trackable 80 it can be evaluated during the various stages of a system's develop=
ment to determine how, much BIT/ETE bus been designed: into a aystem and how
effective it iss A FOM must be demonstratable so the BIT/ETE oan.bo evaluated
to see if the requirements have been met, A FOM should be applicable to all
system types in order to reduce the quantity of unique FOMe used, Fimnlly, a
FOM should characterire as many of the BIT/ETE characteristion as possible,
(n order to minim{iea the amount of BIT/ETE FOMs required for a single
apécification, _

The six sultabllity factors montioried In the previous paragraph woro used
as the scoring factors in ihe ovaluation process. Tho preciso dofinitions of énoh
guitability factor wore: :

1) ambiguity ~ This scoring factor was used to determine how dofinitive

o FOM is. That {s, oan o FOM be intorpreted into its true definition
without any diffloulty, or oan the definition be interpreted more than one
way. The more deflnitive a FOM ls, the higher it soored,

2) translatability - This scoring factor was used to determine how good a
FOM is to the englneer as n design tool, In other words, oan the
enginver take the speoified FOM and translate it into paramoeters that
oan be used in his design effort., The more usoful & FOM is to tho
designer, the higher it scored,

3) trnoknbmtx = This scoring factor was used to monasure a FOM'a stability
to be quantified and evaluated during a system's various phases (¢, g,
oohceptual, dosign, development, ...\, The casler it waa to quantify a
FOM during these various phases, the highor it scored,
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4)

5)

6)

demonstratability ~ This scoring factor mensures a FOM's ability to be
quantitatively verified. This pertains to either formal demonstration,
informal demonstration, or field vsage., The easier It wais to quantify
a FOM vin teating, ‘the hlghor' It moored, " ‘

applicability - This sooring factor was. used to determine u FOM's
usefulness towards various system types. The more aystem types a
'FOM was applidable to, the higher it scored,

uniqueneas —'This sooring factor was used to measure the overall
‘effectiveness of speoifying a FOM. That is, the more BIT/ETE objeo-

“tives (fault detection and fault isolatlon were separated) a FOM char-

acterized, the higher it scored.

Onoe the scoring factors were detérmined, weights werce assigned to them
aocording to thelr importance in BIT/ETE FOM speoification, The scoring
weights nssigned to each factor are summarizoed in Table 18 below,

The
1)

2)

3)

TABLE 13, SCORING FACTOR WEIGHTS

Suitability Faoctor Weight
Ambiguity : 12
Translatability 17
Trackability 20
Demonatratability 18
Applioability 8
Uniqueness 26

ratlonale for seleoting the weights was as follows;
Uniqueness - if a FOM did not characterize BIT/ETE (i.¢., the BIT/
ETE performance capabilities), it waa of little use, thus uniqueness
was oconsidered the most important faotor. (The goal was to find a
minimum set of FOMas. )

Translatability, truckability, and demonstratabllity were nasigned
relatively the same weight, A FOM must be capable of being translated
Into design parameters, followed (tracked) through the various design/
development stages, and verifled through testing.

Finally, ambiguity and applicabllity were given the smallest welghts
alnoo these two factors were not nocosaities, (l.e., It would be nico

to have a T'OM that was not ambiguous and war applicnble to all system
types, but a FOM ocould still be useful without theae characteristios,)
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With the evaluation oriteria mentioned previously, it was posaible to evaluate
the FOMs using the following model;
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W, » scoring weight of the ™ factor

By ».800re assigned to the 1M factor. . .

. - | = sooring factor (ambiguity, translatability,..)
" ‘The vesults of the ovaluation process are summarized in the next section.
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4.2 BIT/ETE EVALUATION RESULTS
Prior to evaluating the BIT/ETE FOMs, Lhey were broken up into the
major categories identified in Section 3, The categories in which they were -
grouped were: 1) BIT'/ETE FOMa that characterize the BIT /ETE fault detec-
tion capabilities, 2) BIT/ETE FOMs that characterize the BIT/ETE fault isola-
‘tion capabilities, and 3) BIT/ETE FOMs that characterize the operational
characteristics of BIT/ETE. This was done to avoid the comparison of FOM
types that wore not applicable to the same FOM characteristic (1. e., the unique~-
ness suitability factor was scored for either fault detection capability or fault
isolation capability, but not both), FOMs that measured BIT/ETE operational
f characteristics were scored on the basis of the first five suitability factors
: alone, since uniqueness iz not applicable to these FOMs (thes¢ FOMs wore
| - scored sero for this factor).

Table 14 {8 a summary of the ~valuation results. A majority of the BIT/
ETE FOMs scored as expected, but thero were a few surprses., Fraction of
False Alarms (FFA) and Fraction of false Status Indications (FFSI) were ox-
pected to score high but actuully scored very low., This was largely due to
their inability to be translated, tracked and demonatrated with relative easo,
The new FOM identiflad, Fraction of Erroneous Faull Results (FEF1) also
\ noored low for the wamo rensons.

The BIT/ETE FOMu that scored well were RMA 'OMa that are currently
" specified (A and MTTR). Fraction of Faults Detected (FFD) and Fault 1so-
1 lation Resolution (FIR(L)) also scored relatively high as expeocted.

The results of the BIT/ETE FOM evaluation provide the basis for See-
tion 6, the FOM guidelines section, in determining which ¥OMs should be
specified over others, The overall objective was to determine which FOMs
were the beast to specify. However, this can not automatically rule out FOMs
that soored low (i.e., FFA, FFSI, ...) in the evaluntion procesa aince the
FOMs that are actually selected are also dependent upon the BIT/ETE objec-
tives that are dosired.
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TABLE 14, SUMMARY OF BIT/ETE FOM EVALUATION SCORES !

[ Suitability Factors
) &
Q @ '\@ ', 73.‘
& j« o > ® : X
N 7 f gy / o
58/ 7¥ ¢4 j
IR VA Av‘ﬁ e/ 8¢
FOMs s|swls|sw|s|sw|s|sw]|s[sw]a]sw|zEw) i
Fault Detectlion Capability (5
1. FFD 8| 96 |D|183 (o180 |4] 72 [0 | 7216|150 | 728 !
2, F 4| 48 |8|136 |8 |100 |8|144 [0 | 72 |4|100 | 660 .
s, R 8| 60 [9[183 |9 |180 |2]| 36 |9 | 72 [5|125 | 626 ,
4. T 3| 86 |7{110 |[8(160 |[8{144 (0| 72 |3]| 75| 606
5. Thp 5] 60 [7]|110 |8]160 [2] 86 |9 | 72 [8|126 | &2 A
6, FF8I B 60 (4] 68 |3| 60 (85| 00 [0 72 |6]|180 | 800 ;
7. FFA 5[ 6o (8| 51 |1| 20 (3| 64 |0 72 2] 80| s07
Fault Isolation Capability
1. MTTR B| 96 (8136 |8 [160 [0[162 [0 72 |a|180 | 776
2. A 7| 84 (8136 |8 (100 [9[182 (9| 72 [ 4100 [ 714
3. FIR(L) p[108 [6]| 88 {7 [140 [6[108 [0 | 72 |7{1786 | 688
4, FFI 7| 84 (5] 85 |7 (140 |6{108 [0 72 |6]|150 | 630 ,
8. TT B| 60 (9183 {6 [180 (2| 36 [0 72 |5|128 [ 626 X
6. 'rk 8| 60 |6]102 |5]100 [8|144 |9 | 72 |5]225 | @08
7. FEb 672 3] 61|2| 40 || 00 (0| 724|100 | 428
8. MPSL thag i 1m|1] 20 |s] sd|e] 72{1| 28| 200
BIT/ETE Characteristios*
1. MTBFp /g 7184|0168 |9 (180 (9162 |9 72 (0| - 651
2, MTTRg )y 8| 96 |8]136 8160 {162 [0 | 72 |0| - | o28 ‘
8, Am/E 7| 84 [8]180 |8 [160 {9[162 |90 | 72 |0| - | 614 y
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8.0 BIT/ETE FOM VERIFICATION TECHNIQUES
}. A= stated previously in the Bvaluation Section (Seotion 4), two of the most
- . - important aspects of BIT/KTE FOMs, are.a FOM'a ability to be analyzed
‘ ' - and demonstrated. This section presents the models and techniques that have
beén dcvelopud (or: oxlttlng techniques) to dnalyse and demonstrate BIT/ETE FOMs, :
- The Nmnlndtr of this seation dllcunel the toohnlquu developed and how to im- \
i plomont thom. |
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5.1 BIT/ETE FOM ANALYSIS TECHNIQUES
It is evident that in order to have a high confidence in the amount of BIT/ETR

that has been desighed into a system, a rigorous and detailed analysix must be per-
formed. It has been determined that a majority of the BIT/ETE FOMs identified
in SBectlon 3 can be analyred using either existing RMA FOM nnalysls meth~
odologles or similar techniques. The analysis techniques developed (or existing)
tan be divided into three distinet groups:

1) rate (e.g. failure rate) dependent techniques

2) timne dependent techniques

3) rate and time dependent techniques.

Table 15 summarizes the FOMs assoclated with each technique, The rate de-
pendent technique applies to FOMs whose numeri¢s can be determined solely by
the ratio of rate of occourrences of somoe event(s) (6.&., failure rate tested divided
by the total failure rate of a system can be used to expross test thoroughness),
FOMs that pertain to time dependent analysis techniques are FOMs that are strietly
measured or determined through time synthesis (i,¢., standard elemental mainte-
nance time tables). Finally, the FOMs that are determined by a combination of
the two previous teshniques rre FOMs that are measured through time synthests,
but are averaged by a rate of occurrence welghting.

Availability (A and Ag /E)' BIT/ETE Rellability (MTBF /E)' and Maintenance
Personnel Skill Level (MPSL) are not included in Table 15, Availability and BIT/ETH
Reliability can be analyzed using classical techniques and their definitions presonted
in Section 3.2, Due to the uniqueness of MPSL, it is discussed separately in Section
1.4, The analysis techniques applicable to each FOM are discussed in the follow-

ing subsections,

TABLE 15. ANALYSIS TECHNIQUES AND THE BIT/ETE FOMs
APPLICABLE TO THEM

Rate Dependent Time Dependent Rate/Time Dependent
FQMs FOMs FOMg

T 0

FFD Tg ‘l‘::)

FPA Fa MTTRy, .

FFSI V/K
MTTR

™

PIR(L)

PRl

FEF1 _
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5.1.1  Rate Dependent Analysis Techniques

From the FOM definitions of Section 3.3, it is evident that Fractional Fauits
Detacted (FFD), Fraction of False Alarms (FFA), Fraction of False Status Indications
(FFSI), Teat Thoroughness (T'T), Fault lsolation Resolution (FIR(L)), Fraction of

~ Paulis Isclated (FFD, and Fraction of Evroneous Fault Isolation Results (FEFI) can

be expressed as ratios. Typloully the events being described are fallures and the
rate of ocourrence s expressed as the fallure rate. In the case of FFA and FFSI
the occurrence rate includes items other than failures; however, for simplisity the
following discussion will addross only fallure rate. Details on how the other rates
(a.g. fulze alarm) are included in the analysis are described in the appropriate
subsootions,

Formulation of oach respective ratio is accomplished by determining the fail-
ure rate associated with tho numerator of the respective FOM definition (refer to
Section 3.2) and dividing it by the failure rate associated with the denominator of
the FOM,

Tho general form for analyzing BIT/KTE FOMa oxpressed as rutios is:

*n. «  failure rate of the lmoomponont associated with the numerator of
the defined FOM

"dl - failure rate of tho
of the defined FOM

N_. = rumber of components in the system

l"‘ componant associated with the donominator

The fallure rato associated with the numerator und denominator of caeh ratio
can be determined by summing up the associated fallure rates. Sumvimation ¢ the
failure rates is dependent upon the level of analysis. FOM analysos can be por-
formed at any desirod indenture level (e.g., component failure mode level, com-
ponent level, funotional level, unit level). 1t In clear that the most accurate results
will be obtained for the analysis performed with the most dotail (1.e. component
failure moda lavel), For simplicity, the model presented i for tho component

by
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level analysis. The models for the other levels can easily be obtained by slight modi-
fications. Table 16 summarizes the various forms of the models thut can be used 4
for analyzing FOMs expressed as ratics, For the remainder of this report, only

the models fof the cemponent level analysis will be presented,

' The moat diffionit part of analyzing FOMs expressed as ratios is the deter-
mination of the corresponding numerator and denominator failure ratea. AN FMEA
(fallure modes and offeots analysta), along with the BIT/ETE teat philosophy, can
be used to facilitate the identification of these failure rates. The depth of the FMEA
ia dependent upon the analysis level selected. The following subsections diacuss
the application of the models developed to express FOMs aa a ratlo of fallure ratea
for the assoociated FOMas.
5.1.1.1 Method of Analysis for Fraction of Faults Detactec (FFD)

As stated in Seotign 3.2.2, FFD can be expressed two different ways; therefore,
two models are pruonted here for the analysis of FFD, The models developed for
FFD aret )

s For FFD,, (all faults):

| :
} Aoy
; FFD, = L3I
i A No
{
i ' 2 A
. {'=1
] e For FFD,, (detected faults only):
‘ f N
: ‘gi k Dl !
FFDD ® N "
(A= M)
iz,:ol 1™ " up,
!
p !
'»\
\
51
4
T ' A ".X B et W .
] " . :
¢ u N " .‘i



T W T T e

T

TABLE 16, SUMMARY OF THE OCCURRENCE RATE RATIO MCDEL FORMS*

Analysis Level Model Parameters
Unit (or RI1) Nx Np - number of RIs in the system
Level T A, |Aq - Failure rate of the ¥ unit (or RI) associ-
ratlo = 431...1 | J ated with the denomti'r:ator of the FOM
Ng A, = Failure rate of the j™" unit (or RI) assooi-
T A j ated with the numerator of the FOM
j=1 dj *Normally & dj 2 "nj)
Funetional Ny Np= numbor of functions contained in the
Lovel B Ay syatom
\' ratlo & L‘...l..-.!.‘. - Fallure rate of the kth funotion assooi-
l N ated with the denominator of the FOM
o ae | Ay = Failure rate of the k'™ tunotion assosl-
k=1 dr | ™ ated with the numeratdr of the FOM
*Normally (J\dka knk)
Component N N, = number of components sontained in the
Level 0 N gystom
z I Ag - Failuro rate of the lth component associ-
ratio = L2hocco "% gted with the denominator of the FOM
No Ap, " Failure rate of the l"‘ component assoei-
T Mgy i ated with the numerator of the FOM
l=1 *Normnall >
yA, = A )
dl n
Component N N N, - number of fallure modes assoolated with
:;:g\;re 20 zlm the 1t component
Level ratio = 1=1 5]"1“_!‘3 X1 - Fallure n]mdo of the qthh fadlure mode
N N %q of the ith componont resoddated with
o x‘ tho denominator of the FOM,
jul q,,{‘dlq iy q—lﬁdlure eate of the qth fallure mode

of tho ith component nssoddated with
tho numorator of tho FOM,

NOTKE: For simplicity the rates are expressed as fallure rate,
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- The fallure rate of the ith component
A p, - The failuro rato of the ith component that is detected by BIT/ETE
i

kDi $A; foralli

AUD - The failure rate of the ith coniponent that oan be detected by any means
i AD, *Ayp.) =A; for all i
Dl UD[ i or o

N, =  The number of components in the system/equipment.

Analysis of FFD requires a thorough understanding (down to the level of the
analysis) of how the BIT/ETE will function and what the BIT/ETE can test. In
vonjunction with an FMEA, it can be determined whether the BIT/ETE can test
and detect the various failure modes that will occur, The failure rate of any fail-
ute mode that can be tested and detacted by BIT/ETE will comprise the numerator
portion of the FED fallure rate ratio.

As mentioned previously, the level at which the analysis is performed will
affect the accuracy of the analysis results, Undetected fallures primarily occur
at the component failuce mode level, thus in order to analyze them accurately the
analysis level should be at the failure mode level, For FFD, it {s recommended that
the analysis be performed at the component level or the compenent fallure mode
level in order to obtaln acourate results,
8.1.1.2 Method of Analysis for Fraction of False Alarms (FFA)

Analysis of FFA for a systom {8 a vory difficult task (as wasindicatedby it
avaluation score of Section d4). As notod earlier, three of the major causes of
falge alarms aror 1) BIT/ETE failures, 2) transionts (noise), and 3) out-ot=
tolorance conditions, The difficulties that axist are in the analysis of false alurm
conditions caused by transionts (holse) and out=of=tolorance conditions,

In order to analyze transients, an analysis not common with current RMA
analysis techniques must be performed, Analysis of transients consists of analyz-
ing the system's performance (analytically) when transients are siinulated at various
points in the system and at the systems interfaces. This can be done with relative
ease by the use of computer aided circuit analysis techniques., However, the
problem arises in defining the seconario of transients to be analyzed (i.c., what are

the expected transient conditions in terms of frequeney, magnitude, duration,
otc..),
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Analysis of out-of-tolerance conditioin. rsquires an analysis similar to a worst
case analysis, Computer alded oiroult analysis techniques usually provide for worst
case analysis. However, these programs usually analyze an output signal when
all the components are at thelr maximum or minimum specified value. In order
to perform out-of-tolerance analyses of this type, slight modifications must be
made to the current computer aided eirouit analysis programs available. These
modifications consist of providing the computer program the capability to analyze
circuits when a single component is out-of-tolarance or any combination of comn-
ponents taken together are out-of-tolerance. It should be noted here that out-of-
tolerance conditions that result in false alarms are usually a sign of poor design,
If out-of-tolerance conditions are analyzed using the method presented, then poor
tolerance specifications will probably be weeded out before the system is fabri-
cated, Thus, the use of out-of-tolerance analysis techniques will provide feedback
to correct problems before they can occur. In the event that a computerized elr-
cult analysis program is not available, the ahove analysis would be next to impos-
sible except for a very simple equipme {.

The praviously mentioned analyses (transient and out-of-tolerance) are fine
for determining which components promote false alarms, but the methods presented
cannot aid the engineer in determining when or at what rate these false alarm
concitions will ocour. In order to do this, methods must be derived to determine
the drift charaoteristics (and probabilities of) and the noise immunity character-
isties (and probabilities of) of system components as well as transients caused by
external sources, For this study no attempt has been made to determine these
methods, For the time being, engineering judgment must be used until methods
can be developed.

The analysis of FFA is dependent upcn the system teliability philosophy

(i.v.,are BIT/ETE failures also considered system failures). If BIT/ETE failures

rROg8 SRR R L T TP S

are considered system failures, then FFA oan be analyzed by: i
)
FFA, = §.t.X E
N !
¢ H
A ‘
> Dy + 8 + ¥ i
=1 !
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?’ Ap, - The BIT/ETE detectable failure rate of the it component
( (see 5.1,1.1)
I, 6 =~ the rate at which out-of-tolerance conditions will oceur
%g, y =~  the rate at which transients occur
:; N ¢ " number of components in the system
1\ ; If BIT/ETE failures are independent of system failures, then FFA ecan be
: analyzed by the following model:
N .
) {_a:c ABF, +6 +y ..
M
FFA, = 21
N N
¢ C A R
> Mo+ ZB BF + 6+ Y
i=1 i j =1 j
B where:
i , Nges -  the number of BIT/ETE dedicated components
\

] BFy - failure rate of the jth BIT/ETE component that results
l‘ Ina false alarm

| NO'TE: For t'ie two models presented, the number of system coinponents,
N is not equal since N | for the second model does not include
BIT/ETE dedicated components.
(i.e., N, for model 1 is equal to N, + Npg of model 2)
6.1,1,3 Mothod of Analysis for Fraotion of Falso Status Indioations (FFSD
Since FFSI also includes FFA, the methods used to determine falso alarms

(Section 5.1.1.2) also apply when determining FFSL. ‘The model for analyzing FFS]
ist

\ 3

) |
el Mipy 4§+ y i
FESI = - :
h ¢
g }
E (,\Di 4+ "Ul)i) + 8+ y :
=1
wheret
A‘UD - is the failure rate of the ith component that cannet be

l detected by any means.
NOTE: (A, + Ayppy ) = A, foralld
Y, Ao T A
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Note that the modol presented is for the enso whare BI'T/ETE frilures are
considered systom failures (analogous to FFA] in 6,1,1.2). If BITAITE tajlures

are {ndependent aystem failures, then the summautions of A, .., are included in the

BIYy
numerator and denominator, and the sumniations of ADi and AUD; are modified to

exclude BIT/ETE componenta,

5.1.1.4 Method of Analysis for Test Thoroughness (TT)
As noted before, there are several ways to analyze the FOM TI, Using a

ratio of failure rates Is the most effective measure, The model for analyzing TT
Iss

Nc
)‘Ti
™ = !.._‘:_.1.._...-—_..
)
A
<
wherot

N 6o~ number of compononts in tho systom

A‘ = failvro rato of the ith componont

’\'1“ - t‘uilugp rato of tho {th component that 1s "teated" by BITAYTE,
(g 3 A for all 1)

‘The actual usefulness of the TT FOM ls largely dependent upon the level of
analysis (as was true with FFD). The above model presents TT for the component
analysis level, one of the more detalled analysis levels, The analysis of T'T' can be
performed at higher levels, such as the functional level and the equipment level,
Howaver, the acouracy of the FOM goos down as the analysis level gets higher.
This i3 due to the assumptions made when a funotion is considerad tested, That s,
when a function is classified as "tested" by BIT/ETE, the assumption made is that
the entire function (i.e., all components, thus the entire failure rate) is tested.
Using these agssumptions will give inacouracies in the measure of TT,

The numerator of the model for TT consists of the failure rate “tested" by
BIT/ETB. Thetre is a great deal of uncertainty as to what "tested" means. The

definition of tested is dependent upon the level that the analysis is performed on.
The most general definition for tested is:

"Tested" - The portion of the equipment that is monitored by BIT/ETE.
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,. If the analysis is performed on the component failure mode level, then it is ;;_'-
Q safe to say that the failure rate of the components tested (or monitored) is also :
' the failure rate of the faults detectable by BIT/ETE, However, for any higher }
E ,' ?i level of analysis, the fallure rate tested is merely the failure rate of the functions N
3 or equipments that are monitored by BIT/ETE. .
S TT can also be measured without using failure vates. Instead of using fallure ;
. l' rate, TT can be measured as & ratio of something other than fallure rate such as
o ) the number signals tested relative to the total number of signals. This method, }
S and methods slinilar to it, (i.e., number of functions tested, number of units tested, "
eta...) is by far the most inaccurate measure since it does not account for the
relative frequency of failure occurrences. K
' 5.1.1.5 Analysis Method for Fault lsolation Resolution (FIR(L))
f-i. Analysis of FIR(L) can also be accomplished by using a ratio of fallure rates.
: ‘ For this case, there will be & set of ratios used due to the way FIR(L) is defined.
’ Thus given FIR(L) expressed ast
FIR(L,) = P,
FIR(LZ) = P2
FIR(L,) = Py
. where P1 <Py < Pa % 1
then the model tor analyzing FIR(Ly) is:
¥, N
) R
5 K, |
- FIR (Ly) 18y 424 |
S NR
” zv j a2l for k = 1’ 2, 3
gf where: NR- the number of Rls in the system
- ALK, - tallure rate of the J' RI assoclated with the L fault 3
b i isolation resolution level “‘
' '.l' ; ‘ﬁ
¥ - for all bl
k‘ Aj - tailure rate of the jth Rl §
b3 AUDI - failure rate of the {*® RI that is undetectable by any means g
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In oxder to determine the values for the above model, thorough knowledge
of the BI\'/ETE fault isolation teat philosophy is required. Not only does this
require information on the BIT/ETE test capabilities and the test olrouitry, it
also requires a thorough understanding on how the tests are documented (e. g, ,
software documeniation and maintenance manuals documontation), since FIR(L)
is normally dependent upon human intersction,
5.1,1.6 Analysis Mothod for Fraction of Faults Isolated (FFI)

As rioted In Sectlon 3, 2,10 F'FI Is goeater than or equal to FIR(Lk), where Ly
is for the maximum specified fault isolation group size. ‘That s

FFI = FIR(L) |

whorot .
Lk » maximum spocified fault izolation group aize

FI'T can be expressod asy

Ne
&N
=)
FR[ = e
T
i=1
where

Ng = number of components
Af = failure rato of tho ith componont
Ay = failure rate of ith component that ia tsolated by BIT/ETH

Determination of the fhilure rate associated with the nunorator nnd denomi-
nator of FFI requires the sume information as i8 required for FIR(L) (refor to
Section §.1.1,8), However, for FFI knowledgo of tho fault tsolation group sizos
(1. e, , fault isolation ambigulty) is not necessary.
8.1.1.7 Analysis Method for Fraction of Erroroous Fault Isolation Rosults (FEFI

FEFI was defined as tho fraction of orvoncous fuult isolation results, Be-
cause of the dofinition, FEFI cunnot be analyzed until tho cystem or equipment
is operable or the BIT/ETE fault isolation function {8 operables Thus, FEFL
can only be determined through testing,

The major reason for the inability to analyze FEFI is due to the philosophy
of hardwaro design, Tho fault isolution test routinos ave usually written assum-
ing that they ace correct, Thus, it ia not possible to determine whether a fault




e vt [ ErrIrE it M DA L I R s
ol g | es ROt e M7 MR R AR AN Bt S A P T R
iy u B

ALY

e g L

» o :
Lt
-;.‘!. r ‘
7:?';' r isolation result is erroneous until actusl testing is performed on it, However,
¢ 8 there is one possibility of analyxing FEFI before tosting, If the test routines %
aro thoroughly defined, then with the aid of an FMEA, the effect due to a single ‘
:. failure can b analyred and erroncous fault isolation results may be flagged out !
2 ‘ before they ocour. This is a very tedious task and it is unlikely that a task of
‘S this type will be performed.
(R 5.1.2 Time Dependent FOMs
SR Fp and Ty, are BIT/ETE FOMs that are dependont on timo only, Thus, the

analysia of these FOMs requires only a time line analysis. Time line analysis

consists of the measurement of 4 sequenoo of events using one of thoe following

mothods of muasurement: |

1, aoctual timo measurementsa (1,¢., time study)
2, tabloes of standard olemental timoa

P 3. ongineoring judgment (or ahalysis)

' Time line analysis using aotual time moasuroments consists of monsuring
(with u stopwatch or something similar) how long it takes to perform a sequonce

4 : of events, Time line analysia using standurd clomental time consists of revon-

o struoting a sequence of events using standard timos (e, g, MIL-HDBK-472,
RADC=TR-70-89, or RADC-TR~78-109) for the various actions that comprise

) the sequenoe of ovonts, The final mothod for measuring the time required to

' porform a sequence of evonts 1s to use engincoring judgmont or analysis to

,f‘ analytically dotormine how long it takes to porform the tasks,

N To perform & time line analysis, the following ateps are required:

: 1. identification of the soguonce of ovents that are to be measured

2, detormination of the time required to perform cnch unique stop

. using one of the throe mothods prosented

. 3. determination of tho timo to perform tho identified sequonoe of events

g Identification of the sequence of evonts that are to be moasured {8 tho most

&. important stop, If thn propor actions required are not tdontificd corrootly,

¥ then tho timo line analysis is invalid,

E«* The following subsocctions digsouss tho application of the time line annlysis

yl

technique for tho assootated FOMs.
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B.1,2.1 Analysis Method for Froquency of BIT/ETE Exocutions (FB)

Since most periodic BIT/ETE test routines are normally computer con-
trolled, FB oan be dotermined with respeot to the clock rate of the computer
CPU (Central Prooessing Unit), that controls the test,

As noted in the definition of FB‘ FB fs defined as:

MIN (FB‘) or MAX (Toyolo‘) for all {

where:
Fy - oyoling rate of the 1™ continuous BIT/ETE test routine

T

i
- tho oycling timo (= Fy ~1) of the 1™ continuous BIT/KTE tost
routino i
Maoasuremont of cach oyclo timoe, 1

oycle

oyol °l' ocun bo detormined annlytionlly by:

'1‘ .. {tho numbor of CPU clock oyules between starts of the 1th BI'T/KTE test routino)
(chle1 h (CPU clook rate)

ith

Thus, the freguenocy of oxocution of the BIT/ETYE tost routine is;

-1

Fnl [ (T )

csycxlo.\i
5.1,2.2 Analysis Method for Mean BIT/ETE Ruhning Time (Tg)

An statod In the definition of TB {Svotlon 8.2.6), there are sevoral dofini-
tions for TB' Once tho definition of TB has been dotermined (f.v., for what

tosts, with or without a fault, ete...) anulysis of the mean BIT/ETE running
time is accomplished by using the following model;

N
Tp ™ =%
B
whoro:
Np - tho number of BIT/ETE test routines included in Ty

T., - the running time for the lth BIT/ETE test routine

B,
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TB is determined by the following:
1

o« (Dumber of instruction steps_cycled by the o BIT/ETE tost routing)
B, (computer instruction cycling rate)

The number of instruction steps cycled is dependent upon the definition of
Ty For example, if Ty were defined for "with a fault found" and the BIT/ETE
teat routines were organized such that the test '"loops on an error' until a cer-
tain threshold lovel hus been obtained, thon cach Ty, must account for the relt-
eration of the test stepa that are in tho loop,

5,1,8 Failure Rate and Time Dependent FOMa

FOMs that are failure rato and time dopondent (i, o,, TFD’ TFI’ MTTR,
M'I"I‘RB /E) are normally FOMs whose time average 18 dopendent upon the rate
of ocourrence (i, ., fatlure rate). These FOMs oan be analyzed using current
annlysis teohniques similar to MIL~-HDBK=-472, prooedure 2 und RADC-TR-78~
169, a failure rate welghted avorage of times,

As was true for the failure rate dependent FOMs (Section 6. 1. 1) these FOMs
van also be analyzod at various levels (.o, cquipmont, unit, component, oto.).
The general model for analyzing FOMs of thig type ia vory similar to the
models of 'able 16. With slight modifiontion of tho modoels inh Scotion 6.1, 1,
tho gonoral model for a componont lovel analysis oan be oxprossed as:

Ng "
a ;\‘ X (t‘. tho time for tho 1™ component)

average time =

Ne

)P

f=l
where:
t; - is the time to porform the action defined by the FOM for the i‘h
component. (t{ 1s determined by time Uno analysis)
x,- failure rate of the lth conponent '

The swne philosophy holds true for fajlure rate and time dopondent FOMs
a8 did for the failure rate dependent FOMa, The accuracy of the anslysis is
dependent upon the level at which the analysis is porformed,

()




Straight methods for determining MTTR and MT’I‘RB /13 Sre readily avail-
able (e.g+, MIL-HDBK-472 and RADC-TR-78-1¢9) and require no further
discussion here. These samo techniques are also applioable to TFD and TFI
differing only in the representation of the aynthealred time, t,s For Meuan
Fault Deteotion Time, T eich t represents the time necossury to deteot
and indicate & fault in the Bh componont. For the Moan Fault lsolation Time,
TF[' t! reprea&nta the time necessary to pexform the fault laolauon procesas for
a fault in the i~ component.,

‘'he subdivision of the failure rate for the numemtor and denominator of the
defined TOM is done the samo way it is done for the failure rate dopendent FOMs
(refer to Section 5. 1.1).

5.1.4 Analysis Method for Maintenanoe Persunnel Skill Level (MPS1)

Analysin of MPSL 18 dependent upon the way it has been defined, As noted
in Section 3.2.12, MPSIL: can be dofined as an averuge or a minimum. In moat
oages, it is defined as o minimum sinow {t will usunlly denote the akill level that
will maintain the system, Analysiz methods for both definitions are pro-
sented here,

3 If MPSL s defined a8 the minimum skill level requived to maintin a aystem,
: thon the following modol holds truce,

! MPSL *» MIN (MPSLy) for all i

h- whero

MI’SLl = the skill level required to porform maintonance for the im failure

Normally if MPSL ig dofined a8 a2 mininam, it will also have a threshold
lovel specifiod with it (0. gy ¢ percent of all fanlts will be maintadnable by o
apuvified skill level), M this I8 true, then MPSE can be analyzed as follows:

Ne

A
E:l 8Ly
N

EA

jml
whorot

X 100 = ¢*

~ failure rate of the im componont that {8 wmnintainable by a skill level

less than ns equal to the apeetfied minimum

A
M‘l

*in ordoer to satigfy the requirements impored this relationship must be true,
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If MPSL is defined as the average skill level roquired to perform mainte-
nance, then MPSL can be represented by:

NC _ i
! RN (MPBL)
" (' i-l .
: MPSL = Nf
A
) = 1
i ' Note that MPSL muat be of saome linear form (e.g., 1 to 8).
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6,2 FORMAL DEMONS’I‘RATIéN OF FOMS

One way to nssess the degree to which certain FOM requirements have been
met is through a formal domonstration test. Such a test is usually of a statisti-
cal nature, i.e., certain random quantitios containing information about tho true
value of the FOM under c‘onatdemtkm are obgerved and ovaluated (for example,
total number of failures ih u given tost time for n relinbility domonstration toat).

Formal demonstration tests alrondy exist for the FOMs MTBFy /.
MTTRB /B and MTTR, and are desoribod in military atandards (MIL-STD-471
and MIL-8TD-781), Theae standards also upply to A and AB /. indiroctly, Fore
mal demonstration tosts for ¥¥D, FFI, FEFI, and FIR are described in Seotions
6s 2.1 and 5,2.2 Tho remaining FOMs (1.0., FFA, FFS8}, TFD’ TB' FB' TFI'
and MPSL) do not lond thomsolvoes to statistienl domonstration procodures ad
must be nasessod using annlyticnl mewns or on the basis of fiold data (for n dis-
oussion of those concopts, see Sootion B, §). _
5. 2,1 Demonstration of Certuin FOMs Expresaocd ag Fraotions
5,2,1,1 Muathomaticnl Digcussion

It is clear from tho analytical dofinitions of FFD, FFI and FEFI that those
FOMs may be intorpretod as probabilities thut cortain oventa occurs 1t g, thus,
appropriate to develop demonstration tost plang for those FOMs based on the
binomial distribution. Statistionl demonstration tosts bur d on the bhinowmidal
distribution will bo devoloped in this scotion, Tho applicability of theae methods
to spedific FOMs (FFD, FFI, and FEFI) will be discussed and illustrated with
examples in the next four sections,

Denote by Sn a random varfable (nlso reforred to as a tost stattatic) which
has a binomial distribution with parvameters n (n positive integoer) and p (tho
probability of "sucocss'), That is,

p{sn ki (et a-ptk (6.2, 1,1,1)

fork ~ 0, 1, +.., 0. For fixed n, the provodure for teating the simple hypotheais
(Ho) P P, aganinat the simple alternative (lll) PP Py <Py, is to

Rojeot HO if Sn = k (hence ncoept Hl)*
Acoopt Ho if Sn?: k + 1 (henoo reject H 1)

(The numbor k {8 called the acoept/reject oriterion), Hore P, may bo thought of
as tho ""design goal" or spocified value of the FOM under considerntion, and Py
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is the "Minimum avceptable' value of the FOM under consideration, It has been
tacitly assumed here that values of the FOM closer to 1,0 are the more desirvable
valunes, Therefore, in particular, weo will be demonstrating 1-FEF] inatead of
FEFIL. The parametor "n"” ia the sample size on which the test statistic S is
based, The statistic 8, 18 the total number of "successes" in n lndepondent ex-
porimenta, For oxurtmla. for FFD n sample faults would be inserted or simu-
lated in the equipment undergoing demonatration testing. In this case, 5, would
be the number of the n snmple faults subsequently detected with BIT/ETE . The
mmuo s“ will thuas have a binomial distribution given by equation (5.2,1.1,1)
with p equal to the aotual probability of fault detection, i.0., the notual value of
the FOM FFD, 'The value k in (%) is detormined for a given n and Po by seleoting
the producer risk a, or, cquivalently, k is determined for fixed n and p,, by "'
selocting tho vonsumenr risk 3. The value o is the probability that the demon-

stration test Is failed given that the design goal has actually been met, The

value ¢ is the probability that the demonstration tost is passed given that only

the minimumkccoptnblu has beon achieved. Mathematioally,

ARSI X AT S i T TR e I g el S TSR T T NS 5 AR >yt

PR

i

i a 3 (1)}, (1-p )™ (6.2, 1,1.2)
! i=o

§ n

g -3 ({ )p, (tepp"! (6.2.1,1,8)
¢ fok+1

\ { Sinco (8.2, 1.1.)) defines a disorete probability distribution function, presclected

L valies of @ and 8 will not exaotly bo achiovable. However, (5,2,1.1,3) or

' .'j.' (5,2, 1,1, 2) will determine a value of k which provides a consumer or producer

' risk closoest to the preselected valuea of consumer and producer risk, respoctivoly.
It oan be shown (reference 3) that the hypothesis teat (*) is optimal in the sense
that for a fixed value of «, the resuiting k yiolds the smallost possiblo £ and
vice versa.

A To aid in the design of demonstration tests, Appenc@ix A containsg listings
of the exact probability (using the binomial distribution) of accepting H,
(l.e., passing the teat) as a function of the true value of p for fixed paira
of n and k. The values n = 20, 28, 30, 35, 40, 45. 50, 60, 70, 80, 90, 100
were chosen along with (for each n) k = 0,80n, 0.80n + 1, ..., n-1, Denoting
by v(p) the probability of nocepting H,, as n function of the true value of p
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(l. e., ¥ (D) ropresents the entry in Appendix A corresponding to the probabil-
ity of paasing the teat), the exact values of o and p may be’ read directly (or
interpolated) from the tables for fixed (n, k), by

a®1- (po)

8= vy(py, (8.2.1.1.4)

The use of Appendix A will be illustrasted for designing test plans for
the FOMs FFD, FFI, and FEFI in the next sections, Often, specific values
for Py, P1» o and B will be chosen and it will, thus, be necessary fo find the
sample size n and the pass/fall value k necessary to complete the definition
of the demonstration test. This could be accomplished by seusrching the
table for the desired combinaion (n, k) which would yleld o =1 -'f(po) and
B my(py). A more efficient method (though only approximate in nature)
relies on using the normal distribution approximation to the binomial distri-
bution (reference 3). Denoting by Zt the tth quantile of the standard nor-
mal distribution (e.g., Z;, g5 = 1.845) the approximate value of n and k for
a given set of values pPo. P1, «, B are given by (see reference 1),

‘2
o ’zl-j.?\’pl(l-plj; za\/ po(l-po)=

(po“‘pl)

(5.241, 1, 6)
and

k onpy + 2, o /ip (1-py), (6.2, 1,1.7)

It should be emphasized that these values on n and k are approximations,
Having computed n and k from (5,2.1.1,6) and (5.2,1.1.7), this par (n, k)
can be used as a "sterting point" in searching table 6.2.1.1.1 for better
value of n and k (i.e., better in sense that they, in conjunction with the
desired values p, and pj yield values of producer and consumer risk closer »
to the preselected values a and B, respectively.
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Appendix A.2 gives step-by-step procedures for determining demonstra-
tion teats using the tables in Appendix A. Two important cases are covered:

£ ATy = a o S -

in case 1, n, | ) and 8 are known and po. k are to be determined assuming
a= 8; in case2, 8, p1, o, and p, are known and n, k are to be determined,

5.2.1,2 Demonstration of Eraction of Faults Detected (FFD)

"Aa seen in Section 3.2, FFD can be either: 1) the probability that any
fault is detected by BIT/ETE or 2) the probability that any detected fault
is detected by BIT /ETE, In elther case, it will be necessary (for statistical
demonstration procedures) to insert or simulate a number (say N) of faults
‘at random in the system undergoing demonatration testing, These faults '
should be distributed in a manner suoh that, on the average, portions of )
the equipment possessing higher percentages of the total failure rate will : {
possess a proportionately high percentage of the total number N of faults ‘
(see Section 6.4 for further discuasion of fault aeeding). In either onse .
(case 1 or 2), the test statistio Sn will be the total number of the N "seeded"
faults deteoted with BIT/ETE. In c¢ase 1, the sample size n will simply be
' N. However, in case 2, if j of tho seeded faults are not deteotable by any
means, then the sample size n will be N-§,

In general, the magnitude of n will depend on the minimum acceptable
value of ¥FD (pl). the consumer risk (8), the design onpabtlitiea (possible
vialues of po). and the procducer risk (a). For example, for values of po and
py very close together, large values of n will be necessary for reasonuble
risks o and B, Also, if py, By, and n are fixed, it nay not be possible
to design a value p, high enough to allow for a reasonable value of o (see
example 1). Therefore, care should be taken in designing a demonstration
test for FFD (and the other FOMs in this section) such that reasoriable
levels of risks a and B are possible. Often, from specifications, it will be A
known ahead of time what the rough values of a, 8, p,, and Py will be.

In this case, (5.2.1.1.6) and (5.2.1.1.7) ecan be used to determine approxi- !
mate values of n (sample size) and kK (pass/fail oriterion) and then Appen- {
dix A can be used to "zero in" more on a combination of n and k which ,
ylelds exact consumer and producer rit:ks closer to the preselected o and B. ;

The preceding concepts are illustrated below with three examples. These
: examples also serve, with minor modifieation, to illustrate the demonstration i
of FFI and FEFI, E
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Example 1, The consumer specifies his risks as g = 0,95 and the minimum
acceptable value of FFD ( for all fuultg) as pp = 0,98, The consumer further .spoci-
fies thut the demonstration test will be based upon a sample size of N = n = 45
faults (see Appendix A.2, case 1), This is sufficient information to determine the
accept/reject critorion (or simply "test oriterion") k, Searching Appendix A with
n= 45 and p; = 0,98 for various values of k, it is found that the smullest possihle
value of B (with n = 45, py = 0, 98) is 0, 4029 for k = 44, Supposing that £ = 0, 4020
instead of 0.05 is acceptable, let us determine what the design goal po must be,
Soanning the table with n = 45, k = 44, 1t {s scen that py must be larger than 0, 996
to achieve an a level loss than 0,20 (i, 0., it is seen that 1 - v 9, 805) = 0, 20).

If e 0,20 I8 acceptable to the producer, and if py = 0,995 is o realistic design
goal, then the test which most closely matchos the original speoifications of the
consunier is:

Producer passes (Ho nooepted) if

# of faults dotooted ® 8, . =kt1 = 46 ‘

Producor fails (H]_ nceepted) if

# of faults dotectod®m 545 s 44 .

The exact valuos of w und # for this test are 0.20 and 0.4029, respectively.
Notioe that not only was it imposslblo' to uohieve an exnct 8 oloser than 0. 4029
to 0. 08 (for n= 45, Py 0.98), but the test oritorion implies that all 45 faults
must be detooted in order to pnss the test, Thus, although the test (1. e., that
all 45 faults be dotected in order for the producor to pnss) seems very striot,
the § level indicates excessive risk on the part of the consumer.

Example 2. The consumor specifios his risk as 8~ 0,10 and the minimum
ncoeptable value of FFD (for all faulta) as 0,946, He further speoifies that the
demonstration test will be based wpon a sample of size N =1 = 70 (8c¢ Appendix
A.2, onse 1). Looking in Appendix A, it {a seen that for the case n = 70, k = 68,
(0, 945) = 0, 0067 which 18 the exact 8. Thus, the demonstration tost is

Producor pnsses (llo aooepted) If

¥ of faults detooted = S'?O 2= kel 69

Procducur fails (H1 nocepted) if

# of faults dotocted @ S7 0568
Sinoo P, has not beon spocifiad hore, the producer must examine the table for
n = 08 to find the valuo P, to which ho enn design in order to nchiove his desired
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level of risk, o. If a= 0,10 is ncoeptable, it is scen from tho table (for n = 70,
k= 68) that 1 = ¥ (0, 99) = 0, 15563 and 1 ~ (0.995) = 0,0483, Simple lincar intor~
polation yields P, 0, 9926 s the design gowl for FID,

Example 3, Agsume o= = 0,10, py = 0.80, p, = 0,90 (see Appendix A,2,
oase 2), To complete the definition of a demonstration test, n and k must be deter-

mined, From 5.2.1.1,6 and 5,2,1,1.7 it is seen that (since Zg 10~ ~1.282=~Z, o)

o o {Le282 V{TTRON0.20) + 1,262 V{3, 50)(0. 10))
(0,900, 80)°
o 81
and

Kk o (81)(0,80) + 1,282 Y(81)(0.80)(0. 20)
et o

The onse h= 81 was not inoluded in Appondix A but considering the onses in
‘Table 5.2.1.1 for n= 80, it is seon that for n= 80, k= 68, a= 1 = ¢(0,90) =
0.1004 and 8 = (0, 80) = 0,1006, Thus, sinoe these oxaot values nre extremely
closo to the presolosted values of o= g+ 0,10, the test 18 thus:

Producer passos (M o uooopto_d) it

# of faults detootod Ssoakﬂ. = G0
, Producor fails (II1 necoptod) if
13 # of faults detooted &= Bgp =68.
83 From this example it {s scen thut equations 5. 2.1, 1.6 and 5.2, 1. 1.7 own yield
i vithies of n and k which in turn yleld values of o and 2 quite closc to the prosolec=-
! ‘ ted voalues of o and Z. In this example, howover, the value of n computed In
! 5. 2.1, 1,6 satisfled

" ‘ np* =6 (64241, 2.1)
.*} where )
R p* = min | Po? 1-ps Pys 1 Py e
! It can be shown (roference 3) that condition 5.2,1, 2.1 18 sufficiont for the normal
distribution approximuation ugoed in the derivution of 5.2.1.1,8 and 5.2.1.1,7 to bo
8 u good approximation. Values of n and k computed from 5.2.1.1,6 and 5. 8.1,1,7
s g
. ‘:" ..
<L ‘

.. ) & " . e
PO ol By . ' 0t i . s it i oI

—— T e




v . o . . 1!
i . . . Ve

[TRTENN AT

. R TY varea .

waat LBt ARV L TR i el

which do not satisfy 5.2, 1, 2.1 cannhot be oxpected to be reliable. However, such b
values will still provide a starting point for determining values n and k which are
acooptublo,
5.2.1.2 Demonstration of Fraotion of Faults Isolated FFL
To domonstrate FFI, N faults are inserted or simulated randomly in the
systom undergoing the demonstration test, The sample size h (see Seotion
6.2, 1,1; is N=f whore § is tho numaber of ihe: N fuults which are not detoctable
by any means, 'Thu test statistio Sy is simply the number of the N~j BIT detocted
faults which are isolated to the replacemont level spooifiod by the maintehanoe
conoopt, Seo Soction 5, 2.1, 2 for oxamplos of how to design specific demonstra=
tion tests, If random faults ocour in addition to the seeded faults, the sample s
sizo {8 adjusted nogordingly (soce Seotion 5. 2.1,2, for example),
“5.2.1.3 Domonstration of Fraotion of Erroncous Fault Isolation (FEFI) Rosults '. )
Since I'EFI {s tho probubility of orroncous fault isolation, it will be moro
convoenient to demonstrate 1-I'EIN, To acoomplish this, N faults are insorted or
simulated randomly in the systom undorgoing the domonstration tost, The sample
sizo n (soe Scotlon 5.2.1,1) 18 Nef whore 1 is the numboer of tho' N scedod faults
which cannot bo detected by HT. Tho tost statistio Sn is then the numbor of the

N-f fiults which are cormroctly isolatod by BT, Sco Soction 5.2, 142 fox oxamploes
of how to dosign spuocific domonstration tosts,

e e

If random fiults ocour, in addi-
tion to the N seoded hwults, the sample size n= N«i ig adjustod by adding in tho
numbor of additionna] random faults detooted by BIT.
Be 2.2 Demonstration Tosts for Fault Isolation Rosolution (FIR(L))

The FOM FIR(L) may be interproted as the probability that a fault (detected
by BIT) will be isolated by BIT to L or less replreenblo items (Rls) (FIR(1)) is a
generalization of PFI), This FOM {8 often specified at more than one level 1. That

e T RS

'}“L-‘.Wi‘vm""ﬁ-—?;

is, thore may be k lovols L1 < 142 <yae & ]“k with corresponding spocified valuos
(I~‘1R(L1) < l“ll{(l.z) oo ¥ I"llt(l‘..k). Equivalentdy, the probabilitios

py  FIR (L

U

;-'

p2 2 IR (1'42) - FIR (Ll) (5. 3.2, 1) ‘ !
. i

- Y ;
M i

pk = JFIR (Lk) - IR (Lk-l) E ;
0

70 PO

A
!
P

B T R BT T T JMW'J- AL bt
i : v S A e
‘ s s e e et



T it

T VN B TR T

i - P . T TR [
| - T Al bk . .
P v

e M-—‘—'Q—-—‘!v . = - - = % A VP PPN i = 20 -t
e L o i o st
prmsdmpmemrt by - cnbrmme s etz nea

may be specified. It {s obvious from (5. 2. 2.1) that a given set of PysesnrPy
will uniquely determine FIR (L) FIR (Ly)sessy FIR (Lk) and conversely. Tho
probabilities Pyseeesp) are thus interpreted as:

P = the probability of isolating n fault to < I..1 Rls
. Py ™ the probability of isolating a fault to > L, Ris and = L, Rls,

P = the probability of tsolating n fanlt to > Ly, Kis and = L, Rls,

Therefore, Pyse Py ALQ probabilities of k mutually exclusive events, By !
analogy with the demonstration tests of the lnst seotion based on the binomial
distribution, the demonstration teats for fault isolation resolution will be bused

on the multinomial distribution, |

If there are a total of N“ RIs in the systom undor considoration, then it
will bv convenient to to.ka Ly = NR go that FIR (Lk) will always be 1, In this
case,

k

ZIp; = FIR(Ly) = 1, : (6. 2.2, 2)

=1

To design o demonstration test for fnult Isolution resolution, it will bo notos=
sary to know both the minimum acooptable and dosign goal values for tho vootor
of probabiljties p = (Oyrees .pk).

‘The demonstration test statistio 1a defined us follows: Insort or simulate N
faults at random into the syatem undergoing demonsatration testing and suppose that
n (n = N) of theso faults are detooted by BIT. Let:

X, = the number of the n faults detected hy BIT which are isoluted by

HT to = L1 RIs

x2 = tho number of the n faults detooted by T which are isolated by
HIT to > Lllu'no,nds L2 Rls

xk = the numbeor of ‘ho n faults dotooted by BIT which are isolated by
HIT > L, , RIs ond s L_Rls,

(g
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Then the test statistic is defined by

k D kel
T = 1;.51 X, 1n(p1/p" ) = 1:1 A! Xi-& n 1n(pk/pk ) (5.2.2,8)
where '
. * o ' * e e '
A‘ = ln(pi'/Pi ) = ln(pk/pk b =1, 2y 444y k=1, (5.2.2.4)

with p'i. “oey p]: denoting the design goal values for the vector.of probabllities
P, and p1 y ses pk* denoting the minimum aoceptub).e vo.lues for the vector of
probabilities p. 'The tust statistic defiriod bv"(‘(\. 2,2,9) follows from the usual
likelihood ratio tost for teating the simple hypothesis (H ) that P = (pl, sauy pk)
againgt the almple alternative (Hl) thatp = (p1 y suey pk*) and the test based on
50 2. 2.3 {8 optimal in the sense clisousaed in Section 6.2.2,1 (reference 3), The
demonstration teat ia thin
Producer fails test if T < C

‘ (6.2.2,5)
Producer passes tost if T = 'C

' Where C, the pass/fail oriterion, is determined by selecting either the produger

risk @ or the consumer risk 8 (but not both simiultanecously). Since the random

»
veotor (Xy ..., Xk) has & multinomial distribution under either hypothesis, that
s, for non-negative integers

k
X seey X Withz X, =n
]' ’ k 1'1 1 ’
nl k
P xl = xl’ [ E R XY xk"xk: " k"-"-_— ’ ﬂpixi (5.202'6)
It xil) fa}
i=1

Where pi- p; “N 1. 2. XXX k) under HO and pi“ p1* (1 = 1. 2. vee) k) undet
HJ.’ the value C is determined by either one of the following equations:

n} k

a= B \p=— * pox (6.2.2,7)
xil i=1
=1
Nk
B = 3 ‘pt X (6.2.2,8)
B lle! 1_11
=1

et e e e o
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g where: A is the set of all veotors of non-negutive integors (g1 seey xk) such :
' that : ‘ |
'| #" : k .
 § Z x =n andT<C;B is the set of all veotors of non-
% 1 f=1
& K ,
E§ negative integers (Xy,.+..y X;) such that 121 X =h and T 2 C, '
{ As with the binomial cnse discussed in Section 8,2, 1,1, oxact prespecified values |
‘ of @ or # will not be attainablo due to the discretoness of the multinomial dis=
i tribution, However, a value of C can bo determined from 5.2.2.7 or 5.2.2.8 |
3 3 which yields an exnot vidue of o or 8 oclosest to the prespeoified valuo. )
3 - 8inoe the sample size n for a demonstration tost of fault isolation resolution
; will often be large, the pass fail value C can be determined using normal distri-
» t bution approximations. Doenoting by 2, us the tﬂ‘ quantile of the studnrd normul
& distribution (e.g., 2 0.9 = 1, 282) and utilizing the normal approximation in N
| (5.2 2. 8) the value of c is approximately ; ]
:'. t, C= Cy+nln (pk/pk) (6.2, 2,9) |
Y where
| k-1 » k=l g ¥ & wow] ;
c,=n z Ap, +72 2 A'p (1=p, )= 23X AAp b
.1 P11 p\/‘[ul P sy ke PO 3]
N ‘ (64 2.2,10) :
] Genomlly, conditions (B, 2.2.7) and (5. 2. 2. 8) will not be satisfied simultancously
;{- ] for o given value of n, However, when n is presumed to ho largo, the normal 4 1
¥ approximation may be applied to both (5. 2.2, 7) and (6. £. 2. 8) to yield the valuo 5 B
§ of n necessary to satiafy (5,2.2,7) and (5. 2.2, 8) simultancously. Tho required ’E |
.'?.‘ value of n s approximately .
o 4
v 2 2 v
x / * §
} nw(zy o020 ) (n=i) (802.2.11) 5
i 1
R

73 @




where

] k"“l
= I Ai pi‘ (6.2,2.12)
lal :
k=1
{ml
t -1 2 . :
g = p) A‘ ‘pi'(l-px') - 22Z AiA‘p 1‘1)5‘ (50 2.2, 14)
| =1 1si<jskal
S
T 2 % . (5. 2.2, 15)

1si<)sk=l

Tho results (6.2.2,9) through (6.2, 2. 10) are discussed and dorived in referonco 1,
These results will now be illustrated by some examples, Appendix B oon=

" tains ‘soveral demonatration tost plans for various sumple sizes and design goal

and minimum acceptable values for p for the caso k= 3 (f.0., two notunl lovels
of fault {solation rosolution, the third boing L, = Np).  In Appendix B the pass/
fuil valuo C was computed using (5. 2. 2. 10) for the prospocified value of 3¢ Thon
oxuot values of avand 8 wore computod uaing (5. 2. 2.7) and (5. 2, 2. 8) for the C
valuo computod from (6.2, 2. 10). It oan be seon that tho approximation (5. 2, 2,10)
i8 vory good for tho sample sizos considerod und thep viluos considered,

Examplo: Supposeo thoro are two lovols (1,00, k- 3) of fault isolation resolution
under oonsideration. Speoifionlly, the lovels Ll’ Lg and the minimum aeooptablo
and design goul valuos for FIR (I‘l) and FIR (112) aro:

141‘ 1’ L.‘\Iu 3 (LB = Nl‘)

Design Goal: FIR (1) = 0,800 or pl' = (0, §0
FIR (3) = 0,900 or p,' = 0,10
FIR (I":l) = 1, 000 on pa' e 0, 10
Minimum
Acooptablo:  FIR (1) =+ 0,700 or pl* r 0,70
FIR (3) = 0,875 or py* = 0,175 /
FIR (L:l) e 1,000 or pa"‘ = 0,120
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Suppose further that the consumer risk § is prespecified as 0,10, If n faults
are detocted by BIT (out of the original N inserted or simulated fanlts) then let

x1 = the mimber of the n faults isolated by BIT to 1 RI
x2 = the number of the n foults isolated by BIT to >1 RI and =3 Ris
x3 = the mimber of the n faults isolated by BT t» > 3 Rls and = La Rls.

From Table B~5 of Appendix B (or using (5.2,2,1), (5.2,2,8) and (5.2.2.4)) it 18
saen that:

T= 0,13353 Xl -0, 55962 Xz -0, 22814 &.}‘

Again from the Table, it is seen that for n = 50, the exact ralue of 8 is 0,0889
and the exnct value of tho producer risk « is 0.8557. The pass/tail value C s

0. 8226, so that the producer passos the test (when n= 50) if T =0, 8226 and fails
otherwise. If the valuo 0,3557 18 too large for a, then a larger samplo size n
will be required. If o= 0,106 is desived, thon tho required n may bo approximated
using (6.2,2,11). The culoulation is:

2 2

" t ® [}

n o (1,282 0 +1,2820) /(u =p)
whoro'

u* = (0,13458) (0,80) = (0, 556962) (0. 10) = 0,05080

K = (0,18353) (0.70) = (0.55062) (0, 175)= =0,00446

¢ = [(0.13353)% (0,80) (0.20) + (0, 56962)% (0.10) (0.90) +
2(0, 13358)(0, 55962)(0. 80) (0. 10)) 12 = 0, 20785

¢ w10, 13858)2(0.70)(0, 30) + (0. 55068)% (0, 175) (0, 825) +
2(0, 13853)(0. 55962)(0, 70)(0, 178)] '/ % = 0. 26038

or
n= 117
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The value n = 117 is not included in the Table but for n= 110, a = 0,1051 and

8 = 0,0910, Since thosn values are very close to 0,10 the teat for n+= 110 may
bo used.  For tho case n~+ 110, tho pass/fail valuoe € is 0, 0606 and the protucer
passes if T = 0, 0606 and fails othorwiae. Suppose that:

x1=84
X,= 11
Xg= 18

1s obsorved In tho tost with n= 110,
Then, T = (0. 13353) (84) = 0,55962(11) = 0. 22314(15) = 1,7136 > 0,0608 go, the
producor passos, ‘

I the observed rosults are:

X, = 82
Xz w 16
x3 18

thon T = (0,13353) (82) = (0. 65962) (16) = (0, 23314) (18) == =0, 34566 < 0, 0606 v,
tho producor fails,
5,2.3 Fuult Seeding Methods

Tho validity of tho domonstration tosts for FFD, FFI, FEFI, wxi FIR {8
dependent on tho ability to ingort or sinulito faults in the partloular system at
random, By tho term "at random', it {8 momnt that fuults aroe insorted or sinu-
latod in such n manner thut any one of all posaible faults that can ooour {8 equally
1ikely to be Inserted or sfmulatod on any glven fault Insortion ov sinmulation. Of
oourse, to do this, an oxhaumative list contuining all posaible fuuit types is ro-
quired, From auch a list, the sumple fuulta are chosen at random and insertod or
simulated in the systom, However, an exhaustive list Is usually not avallable
and would be oxtremely coatly to compile, The alternative (s to compile an ab=
hroviated liat which preovides o representative samplo of the exhwustive list. A
random sumple can thon be solocted from this fuult Hat and simulated or insorted
in tho systom. Such an abbroviatod liat can be obtadned from tochniquos such us
Appendix A to MIL=-STD-471A which providos a camdidato fuult Hat for maintauin=
ability demonstration toats,

It should be poinced out thut when more thun one FOM rocuiring fault sooding
ia boing domoastratod, it {8 not nooosaury to sood soveral difforont sota of fauita,
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X tho aecded faulta are applicable, Additional fault sceding will only be necessary N
; if some demonstration tests require larger sample sizes due to the test _ ‘ i
" parameters, . B

3
A ’s‘ ; :
L o |
D 4 E
‘. ;
" . ‘
3 g . ‘.
=, A
; :
b [ .
¢ ;‘ |
\ .l‘:‘ ‘i
‘ | ¥
A % *'
£ ;
: .
.. Q ‘
. ‘ “
w
T
{
Q.
3 :
. !
M ‘
i
Yo
.
v
. v
G ‘
l. : 1} .I
X l ‘
. E‘ I;
i ‘
R
| v




.

6,0 GUIDELINES FOR SPECIFYING BIT/ETE FOMs

This section provides genexal guidelines for the selection of an appropriate
set of BIT/ETE FOMs that should be specified for a given system/equipment,
The information presented here is provided as recommendations only for select-
ing the moat suitable BIT/ETE ¥OMs to specify. The user should use his own
disoretion when determining which BIT/ETE FOMs will finally be specified
based on the speoific syatem/equipment mission and objeotives.

This scotion is broken down into two aubsections, The first subseotion
provides guidance for the selection of BIT/ETE FOMs to speoify, given various
systom/equipment RMA roquirements, The second subsocotion contains guidance
for specifying consistent BIT/ETE FOMs,

i
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Wb 6.1 GUIDELINES FOR SELECTING BIT/ETE FOMs TO SPECIFY
' The selection process for an appropriate set of BIT/ETE FOMs to specity
‘ : is dependent upon the system/equipment in guestion and the requirements or g
P goals that are desired, In other words, BIT/ETE FOMs should be specified '
according to the most important system goals that are desired or required, This
section contains a methodology that can be used to identify candidate BIT/ETE ;
FOMSs to specify, based on the desired system objectives or requirements. ¢
g X One Important point should be noted: the BIT/ETE FOMs selected will most g
S likely supplement the RMA FOMs that are normally speoified (e,g., MTBF,
MTTR, and A, or other similar FOMs), With this in mind, it is agsumed that W
at least two of the three RMA FOMs are already inoluded in the system specifica- :" _
tion, The third FOM, whichever it may be, oan be easily determined using .
, the definition of availability
! ‘ (A= mnMTBE )
; : MTBF + MTTR
[ D It may turn up, as a result of using the presented guidelines, that the RMA
| FOMs that are already a part of the system speoification may also be prime
} candidates for BIT/ETE specification. For this reason, the RMA FOMs that
alao characterize BIT/ETE inherently, remained in the list of BIT/ETE FOMs,
b Thus, if an RMA FOM is algo identificd as a prime candidate for BIT/ETE speci-
:« d fication, the number of BIT/ETE FOMs required can be kept at 2 minimum,
8.1.1 Development of