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1. Security Policies for Computer Systems

- 1.1 Single Level Computer Systems

Today, most commonly used computer systems in the Department of

Defense handle data at one security level at a time . There are

strict rules that regulate the “cleansing ” of a system before the

- introduction ot data at another security level. For example , in
order to be sure that no Top Secret data can be read from memory by
an unclassified program , core memory must be cycled from all zeroes
to all ones at least 999 times before Unclassified material can be

processed on the same computer system which has processed Top
Secret data.

This policy allows a user access to data at onl y a single level at

a t ime . Such a policy is acceptable , for example , when a user ~is
- 

anal yzing fleet movements and all data is classified at one level.

However , in a typical message system the data base consists of
- messages which are classified at many different security levels ,

1 ~ 
and a user must be aware and able to deal with them at the

~ I . appropriate level. For example , it may be necessary to rep ly to an
incom ing confidential message with either a Top Secret message , or

I an Unclassified one.

j 1.2 The MITRE Model as a Bas is f o r  a Secure Computer Sy stem 9
in order for a computer system to allow simultaneous access t~ data

of different security classifications , a different aprt oach than

that used in single-level computer systems is requi ted . One such

approa ch uses the “MITRE Model” of computer system security

reference . This model divides all entities in the computet system
- into two categories: “Subjects” , the active entities , and

“Objects” , the entities that a subject may access ot modify.

(Notice that some subjects , such as processes , may a l so he
I.
5 —
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objects.) The model assigns a security level to each subject and
ob jec t in the sys tem and d e f i n e s  two m a j o r  r u l e s  r e l a t i v e  to them :

I. The Simple Security Rule

The f i r s t r u l e , cal le d the Simple Secur it y Rule , states
that a subject cannot be aware of the existence of an

object  c l a s s i f i e d  above the  s u b j e c t ’ s s e c u r i t y  level . This
corresponds to the  o r d i n a r y  pape r—wor ld  c o n s t r a i n t  tha t  a
person w i t h o u t  the  necessary c learance cannot see a
class ified document.

2. The *_ property Rule

The second rul e, called the *_ property, states that a

sub jec t  cannot  in any way mod i f y  an objec t below i ts
secur ity level. The analog of this rule in the paper-world

is less obvious. It is this rule which prevents a prog r am

(one form of subject) from downg r ad ing classified material.

In the  pape r wor ld , t h i s  r u l e  is tempered by human
judgment. Human be ings are permitted to read a classified

document to which they have access and downgrade parts or

a l l  of the  document when they  deem i t  a p p r o p r i a t e .  ( T h e i r
j udgment  may l a t e r  be e v a l u a t e d  by o the r  a u t h o r i t i e s .)  A
compute r  sys tem , however , is not g i v e n  t h i s  f r eedom , and is
p r o h i b i t e d  f r o m  d’ wng r ad i ng any m a t e r i a l .

The MITRE Mode l security po l i cy  is c on s id er e~b ly  more  f l e x i b l e  t han
the  s i n g l e - l e v e l  model .  I t  a l l o w s  the  computer to store data at

severa l  d i f f e r e n t  l eve l s .  Thus a u ser  can access d a t a  at any level
to w h i c h  he is c lea red . Moreover , the user can ~sk t h e  computer  to
upgrade th e  cla :~s i f i c a t  ion of m a t e r i a l .  For example , he may i equest
t h a t  the  computer  a u t o m a t i c a l l y  i n s e r t  U n c l a 3 s i f  ted pat aq t aph s i n t o
c l a s s i f i e d  d o c u m e n t s .

- 2 -
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For the messag e system c~pp licat ion , there is a significant problem

with the MITRE model . Unfortunatel y, there is no way to downgrade

data. For example , once a secret document is prepared , there is no

way for a human to look at the document and request that a

paragraph be extracted from it and stored as Unclassified . (This

would violate the *_property.) The onl y recourse is for the user

to request a printout of the document , and then retype the

para g ra ph.

1.3 The ‘Security Kernel’ Concept

In order to enforce the two rules of the MITRE Model it has been

suggested that a computer program , known as a “Security Kernel” , be

- -  
constructed to monitor the operation of other prog r ams . This

Kernel must be examined carefull y t.o ensure that it works

correctl y. In fact , the entire security of a computer system

employ ing a kernel is dependent on a detailed anal ysis of the

security properties of the kernel. Several kernels have been

developed to date , althoug h as yet none of them have been

completely analyzed ; at the same t ime , a number of “prog r am

verification ” systems , and “verifiable pr ogramming languages ” have
been developed , aimed at prov ing these prog r ams to be correct.

Although this is still an area of active research , at least two
operating systems are being constructed commercially which contain
partiall y verified kernels . \*l\

4

~~~~ 
Secure communi~~ri~i~s processoT (SCOMP) : Overview of

contract and Honeywell development effort . Unpublished handout.
Hone ywe l l , Tampa , Florida , July, 1978.
Computer pr ogram development specifications (type B-5) : Department
of Defense kernelized secure operating system . Ford Aerospace &
Communications Corp., Report No. WDL-TR78ll , Palo Alto , Californ ia ,Marc h , 1978.

I
- 3 -
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1.4 The NME Security Nodc l

During 1975 and 1976 , BBN participated in a joint NAVY /DARPA

project called the Military Message Exper iii~ent , or MME. As part of
this project three different message handling systems were designed

and built: SIGMA (created by the University of Southern California

Information Sciences Institute (lSIfl, MSGDMS (created by the

M a s s a c h u s e t t s  I n s t i t u t e  of Technology)  , and BBN ’s HERMES. All three

systems were intended for operational use at the Commander—In—Chief

Pacific (CINCPAC ) headquarters.

Since CINCPAC handles a very high volum e of messages , and muc h o f

the traffic is classified , all three systems were required to have

a human interface which might eventuall y be built in a truly secure

m a n n e r .

After considerable work on solving some major security problems in

the three candidate message systems for the MME , all  p a r t i c i p a n t s
in the experiment acknowledged that a viable message system could

not be built on a system which rigidl y enforced the MITRE model .

In particular , message sys tems have f u n cti on s su ch as Reply w h i c h
r e q u i r e  v i o l a t i o n s  of the  *. .p roper ty  in o rde r  to w o r k .

For exampl e , imagine a user attempt ing to reply to a SECRET messag e

with an UNCLASSIFIED response . In order to make a reply, the user

may wish to copy part of the incoming message (for example , the

subject field which is not stored separately in AUTODIN messages)

In order to do this , however , the text of the subject must be

formally downg r aded from SECRET to UNCLASSIFIED. This is not

permitted by the MITRE model , so the user  woul d have to type the
text in from scratch .

In or der to accommoda te these func t ions w it h m i n i m u m  impac t on the
MIT RE secur it y model , a modification to enforcement of the
*_ pr op er ty  was adopted fo r  the  MME :
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I The security kernel of the computer system permits a

viola tion of the *_pr operty provided that the kernel

J receives explicit confirmation ot the violation from the

hum an user.

The MME polic y requires that the user be aware of the reason for

the kernel’ s confirmation request , and th e kernel must always

— displa y to the user exactly what data is being de classified . For

• example , when a user declassifies a document using a displa y

t e rm i na l , each screenful of material mus t be in d v i d u a l l y  c o n f i r m e d

to be certain that all the data displayed is to  be downg r ad ed .

- The MME policy is a closer model of the securit y poi lcy in a manual

• system . It allows a person the ab i l i ty to ex amine data at several

- 
differen t levels , and create new information at som e other ,

,~~~ L. possibly lower , level based on that data. In a manual system this

is no t i problem , si nce the tools available (such as paper , pens ,

etc.) are completely under the control of the person using them . A

computer is different: we probably can never expect to be able to

pr ove that the computer is doing exactly what a user expects

(althoug h there is som e hope that we can show i t  does what he

command s - -  not at all the sam e thing !). Therefore , there mus t be
~~~~

. som e way of assuring that even if the com puter is not doing what

- 
the user ex pects , i t  is at least not violating a securit y

res tr i c t i o n  without the user being aware. This is precisely what

the MME policy permits: Whenever the computer violates the policy ,

the security kernel appeals to the user to approve t h e  a c t i o n  t h a t
*

his h ighly complicated tool is taking .

The three candidate systems for the MME each defined a special par t

of their system known as a “Trus ted Job.” These jobs , c a l l e d  TJs ,

were the only part of the system permitted to v iolate the

*_property. They are extensions to the ~~curit y kernel used to

provide a more elaborate policy decision than those includ ed in the

— 5 —
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MITR E model. The TJs are called by the messag e systems when a
*...p r o p er ty  violation must occur . The T3 then explains the nature of
the violation to the user and asks him to confi rm the action. If
the user approves , the violation occurs . If not , it is  r e j ec t ed .

The TJ , as described abov e, is only a sampl e of the kind of
security policy decisions that can be mad e in this way. Other
decisions can also be impl emented that allow other kernel enforced

rules to be violated . However , the TJ must be proven to operate
correctly, since it f unctions as an extension to the kernel. Al so ,
if it appeals to the user for permission to viol ate a policy rule ,
it must “ta l k  the user ’s l anguag e ” . Therefore the TJs for each
system were vastly di fferent -— they were expected to explain each
differen t kind of viol ation to the user and display the data being

downg r ad ed in a manne r appropriate to the system and the command

caus ing the downg r ade.

By adopting the MME Security model security policy, each of the

three systems in the MME com petition was able to pr ovide the
functions requ ired for use at CINCPAC . Wit hin the security polic y,

however , each system chose to implement a different user interface
and therefore mad e a dif ferent set of design decisions.

— 6 —
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2. The Evolution of Secure Hermes

Below , we describe the decisions affecting the security design of

the Hermes messag e system. <*2~ Initial design decisions were
made during the summer of 1976 in pr eparation for a formal
eval uation period scheduled for March , 1977. These decisions were

reconsidered in the fall of 1977. Because this re— evaluation

period occurred after the formal eval uation of the three systems ,
the current security design of Hermes takes advantage of important

features in each of the three message systems. We are fortunate in
hav i ng had the opportunity to do this redesign , and feel that

significant knowl edge can be gained by studying both the orig inal

design and the decision process lead i ng to the more recent design.

2.1 The Hermes System Before the Security Design

Before describing the ini tial security design of Hermes of March ,

1977, we will review some important facts about the ori ginal
Hermes . Work on the Hermes message system began in mid—1974 . In
fact , a version of Hermes was alread y widel y used on the ARPANET

prior to the design of the Hermes security interface. Since the

message system was alread y quite large , and had undergone several
years of intensive review and improv ement , we felt that it was

essential that the “secure Hermes ” be as similar to the AR PANET

version as practical. As a result , a deliberate constraint on the

security design was that the actual implementation would be added

to existing Hermes code under a compile—time swi tch. This

requ iremen t was retained in the fall of 1977 during the subsequent

redesign of the security interface.

A numbe r of ver y powerful reasons caused us to make the secur e

version of Hermes as similar to the non—secure version as possible.

<*2>. Burchf iel , J. and Myer , T. Message technolog y research and
development. Bolt Beranek and Newman Inc., Re port No. 3783,
Cambridge , Mass., July, 1978.

— 7 —
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For one thing , unlike other m i l i t a r y  message systems , the systems

de veloped fo r  the MME were i n t e n d e d  as e x p e r i m e n t a l  v e h i c l e s .  We
were not c o n s t r a i n e d  to handle only AUT OD I N  f o r m a l  milita r y

messages , but were required to test the use of a computer for

processing Informa l messages as well as intern a l formal memorand a .

In order to accompl i sh this , it was important to prod uce a system

that was as flexible as possible . We planned to aLlow the users of

our system to modify much of the system as they felt necessary.

For this purpose , Hermes alread y contained a powerful set of tools

which had been carefully tested by untrained users on the ARPANF .T.

Since we were alread y responsible for maint a ining , te sting , and

distr ibut i ng new versions of the Hermes system on the ARPANET , we

felt that debugg i ng the secure system would be simpler i f most of

the cod e was being used dail y by our large user community. Thus ,

i f  t h e  cod e c o u l d  d i f f e r  o n l y  s l i g h t l y  f r o m  t h e  s t a n d a r d  ARPANET

v e r s i o n  of Hermes , t h e  i n c r e m e n t a l  cost o t  m a i n t a i n i n g  a secur e
version could be kept q u i t e  low .

Fi na Il y , by m ak i nq the under 1 yi ng data St r uc t in es for t h e sec ur e

and non—secur e versions simi lar , the secure system c o u l d  he ’ tested

expe l Imenta fly on the ARPANE T , and we could ask selected users of

ARPANET Hermes to use the secure version for t h e i r  dai l y messag e’
processing . In this way, we could actually get feedback (torn a

v e t  y l a r ge user community even be fore the system would he available

to users at (‘INCPAC .

2.2 The Prel iminary Security Design Using the AIM Kernel

When we first faced the probl em of creatin g a version ot Hermes

wi t h a “secure hum an int er f a c e  , “ we expected t o use a sec ut e
version of the TENEX moni to r , known as AIM. ~~~~t ’  Our i n i t i a l

< 3 ~~~ ~iies , ~~~~~~~~~ ~a~id ~ t umm er , W. w. T E N E X  security
enhan cements . M i t r e Techn i ca l  R e p o r t  No.  M T R — L ~l 7 , liedtotd , Mas s.,
April , 1976.

- 8 -
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design assum ed that we would build a certifiably secure system for

which AIM would provide file—handling capabilities.

AIM , which stands for Access Isola tion Mechan i sm , is a version of

- - 
the TENEX monitor wi th enhancem ents necessary to provide a secur e

system . The enhancements were modelled on the secure MULTICS

monitor in use at the Air Force Data Services Center. There were

two m a j o r  enhancements  provided by AIM. The first was to add to the
o • TENEX f i l enames a new f ie ld i n d i c a t i n g  the s e c u r i t y  level of the

file. This security level is used by AIM to e n f o r c e  the MITR E model
• . r u l e s  for file access. The second enhancem en t is to the

interprocess comm unication facilities to enforce the rules for

process—to— process communication . AIM was intended to provide a

r el i ab l y secur e TENEX system , but was not ex pected to be proven.  It
was t h e r e f o r e  not t r u l y  w r i t t e n  as a kerne l  a l thoug h i t  can be
r egar ded as an unprov able kernel fr om a TENEX progr ammer ’s point of

view.

Under this approach the user views the system as four complete and

independent copies of the standard message processing prog r am , one

at each of the four security levels. This is an easy model to

understand and allows the user to control his security level at all

t i m e s .  Some f u n c t i o n s  (such as repl y) r e qu i r e  i n t e r a c t i o n  between
the different copies of the prog r am . For exampl e, when the user
creates a repl y to an incoming message, the subjec t and references
may be cop ied into the outgo ing message; thi s may invo lve di f feren t

secur ity level s or changes in security level . However , this is

also ea s i l y  unders tood .

This  system provides  the user w i t h  a simpl e conceptual  model tha t
closely matches the actual computer prog r am . In addition , it can

be b u i l t  e a s i l y  on top of the AIM v e r s i o n  of TENEX.

The AIM mon itor pr ov ides access media ti on to all f i les and separa te
names for  f i l e s  at d i f f e r e n t  s e c u r i t y  l eve l s .  This  g ives  the user

— 9 -
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maximum flexibility by allowing the existence of all the Hermes

objects at any level and providing som e nam ing convention to allow

for unique identification of objects at different security levels

(for exampl e , by add i ng “ .T” to the names of Top Secret objects ,
“ .S” to the names of Secret objects , and so on). The only

difficulty we foresaw was that when the user displayed a messag e,

only those portions at or below the security level of the current

Hermes would be seen . This might lead to som e surprises If the

user , for example , went to the Unclassified Hermes to display a

message and saw only the addressees and the date (i.e., the

Unclass ified portions) , but not the (classified) tex t or subject.

On the other hand , if a user were constantly conscious of his

current security level , this would not come as a surpr i se at all;

it would , in fact , be “proof” that the system was working

correctly.

2.2.1 The Concept of the Trusted Job

The user log s i n to Hermes  at either the user ’s maximum security

level (i .e ., his clearance) or the maximum security level of the

terminal , whichever is lower. Command s with in Hermes allow the

user to chang e his security level . Hermes includes a “Tr usted Job”

which acts as the coordinator between the Hermes activities at

different security levels.

The Tr usted Job , in turn , creates a separate and complete Hermes

job at the user ’s maximum security level and at each security level

beLow . Each “secur ity—level Hermes” job operates independently.

All communication from higher to lower security level s is done

throug h the Tr usted Job. This communication is hand l ed as follows :

For any  i n f o r m a t i o n  o t h e r  t h a n  command s w i t h o u t  a r g u m e n t s , t h e

Tr usted Job f i r s t  d i s p l a y s  the Information to the user , r equests

conf irmat ion , and upon receiving confirmation passes the

- 1 0 -
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information to the lower security level. The details of this

comm unication process are :

a. Comm and s without arguments whose effects can be seen at

lower levels are redisplayed to the user and then passed in
- 

canonical form. No confirmation is required . This alerts a

user that a * property violation is occurr ing , and allows

him to easily detect incorrect or excessive violations ; it
I also acts to limit the speed with which violations can

occur , and hence limits the bandwidth of possible securit~
• compromise channels.

b. Co mm and s w i t h  a r g u m e n t s  w h i c h  a f f e c t  lowe r l e v e l s  a r e
I passed in canonical form and require user confirmation.

These a r e : add , com pose (if a template is given) , Dele te ,
Erase , Explode , File , Move, Get (if a messag e-file is

given) , Release , Repl y, Refi le , Send and Undelete.

1. File names are passed to lower levels in the form

<DIRECTORY>FILENAME. The d irectory is omitted if it is

I the connected directory.

2. Ob ject names are passed as string s of alphanumeric

charac ters .

3. Sequences are passed as a list of messag e numbers; the

L list may includ e ranges.

4. Numbers are passed as numbers.

2.2.2 Message Str ucture and Message—Files

To the user , a ‘messag e—file ’ looks like a single tile , containing

messages w i t h  f i e l d s  a t  d i f f e r e n t  security levels. In the

sof tware , each messag e- f ile actually consists of tour TENEX

message- f i les , one at each of the four security levels. Each fileI at a g i v e n  s e c u r i t y  l eve l  c o n t a i n s  o n l y  those  p o r t i o n s  of t h e

I — 11 —
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messages which are classified at that security level. Each

security level file contains a machine—read able header line for

every message. Therefore , in order to display the Contents of a

message , Hermes must examine the contents of all the images of the

message in the security level files which are at or below the

c u r r e n t  s e c u r i t y  leve l . Each s e c u r i t y  leve l  f i l e  has it s  own parse
file.

The design is not dependent upon policy decisions about the

classification of various message fields , and many different

arran gem ents can be supported . It is possible to have multiple

instances of certain .~iessage fields at different security levels.

T” is permits , for example , a message to have two different
suh~ ec ts , one unclassified and one secret. While this facility is

not currently available throug h AUTODIN , it can clearly be useful

and in  fa c t  ex i sts in the  pa pe r w o r l d :  som e c l a s s i f i e d  doc u m e n t s
are available in unclassified form with the  onl y d i f f e r e n c e  be ing
the name!

The concept of a “cur r ent ” or “ active ” message-file is supported .

At any time , a copy of Hermes at a given security level can be - -

a t t ached to a s i n g l e  (use r  v i s i b l e )  message file . The Hermes job
will “ see” only as much of the total file as the security level

perm its. Thus a Hermes job running at Secret will have access to

the sing l e— l evel files at Secret , Confidential , and Unclassified

and display to the user only data at those security levels.

— 2.2.3 Output Operations

Ou tput command s are applied to all of the security levels that are

accessible at the user ’s current security level. Message fields

above that level do not appear in the output.

Since a machine-readable header ex i sts at all security levels for

each message , the presence of a messag e is known at all security

- 1 2 -
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lev e l s .  The messag e n u m b e r s , at least , can always be printed out by

a user at any level . In practice , fields such as the addressee

fields and the date are always required to be unclassified in order

to allow message delivery software to be coordinated by an
unclass ified process .

2.2.4 The Dr-aft Message

HERMES has an objec t known as “CDRAFT” , the current draft message.

A user can add , remove , or change fields in the draft message. He
• - can inser t tex t from draft-files into fields and store fields into

draft—files . The draft is normally intend ed for eventual release as

a messag e to other message system users , either within the TENEX

system or on another site on the AR PANET or AUTODIN .

• The draft message is maintained much the same as a messag e file . It

is com posed of a mul ti-level virtual file , wi th each constituent

physical fil e containing message-fields that were input throug h the

Hermes job at the file ’s security level. The draft message is

accessible for display (and output) according to the logic

described for messag e- f iles. A copy of Hermes at a given security

level  can access a l l  p a r t s  of the  draft that are at the same level
• or below. All of the input and modification of the draft fields is

accompl ished throug h Hermes at the appropriate level .

r

2.2.5 The Object Editors

The non—secure version of Hermes consists of a main command level

and several subsystems , referred to as “object editors ” . The

objects visible to a user are messages , files , a draft message ,

templates , filters , swi tches , user—field dictionary, and sequences.

In designing the security interface to Hermes , it was necessary to

make dec isions about the classifications of each of these objects.

These decis ions have an impact on the user interface to the

_ _ _ _ _ _ _ _  
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editors. For ex ample , if a templa te (which is a pattern for
creating or displaying a message) can be used to store classified
data (such as a s t a n d a r d  s u b j e ct ) ,  it must be classi fied , and the
templ ate editor must be able to handle templates at different
security levels.

2.3 The Chang e to a Simulated Securi ty Design

t a t e r i n t h e  d e v elop n en t of the secure Hermes system , the
assumption that AIM would be present was eliminated . We were
therefore faced with the problem of designing and impl ementing a
system wit hout an available security kernel . The solution for the
MME ex perimen t was to design and build a system with simulated
secur ity , in the expectatio n that we would adapt it to a security
kernel when one became ava ilable .

At this point , a major di fficulty arose with our model based upo n
four complete copies of Hermes. Any such system requi res large 

- -

amounts of “security bookkeeping ” to keep track of different
vers ions of di fferent objects at d ifferent security levels. Sinc e
we did not have the AIM securi ty kernel to perform the security
bookkeeping , this would constitute a major performance burden on
Hermes .

2.4 The First Secure Hermes —— March 1977

As a result , we re- evaluated our design , and decided that althoug h
we would keep the quad r uplicate structure of the messa ge-files , we
did not need to operate four simultaneous Hermes systems for
messag e display. We changed the design of the top—level command s
so that instead of giv ing the user a choice of security levels for
reading messages , the system always operates at the User ’s maximum
s e c u r i t y  l e v e l .

- - i~
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2.4.1 Messag e Di spl ay

Our i n i t i a l  goal for the secure version of Hermes was that it

should have the same set of commands , command syntax , and command

i n p u t  s t y l e  as the  non- secu re  v e r s i o n .  T h i s  r e q u i r e m e n t pr eclud ed
the use of techniques which made active use of the good features of

the video terminals which were provided for the exper iment. For

example , we believ ed it was more important to have the advantag e of
- - an acceptable , tested , user interface. With this in mind , we

examined the existing comm and s to see where security issues would

require that chang e be made.

The most obvious impact is in displaying the message . We felt that

the flexible messag e structure in use on the AR PANET , consisting of

arbitrary headers and text , should be maintained in the secure

version. Further , it was clear that some headers (such as the date

the message was created ) were unclassified , while others (such as

the subject) had to be classified . Since our goal was to make

Hermes flexible , there were no constraints placed on the

classifications of these header fields. Instead , we said that

there would have to be three categories of header fields: a) those

restricted to a particular security level (either by other factors

in our design , or by administrative fiat) , b) those res t r i c ted to a
single security level selected by the creator of the messag e , and

C) those which could contain data of more than one security level .

2.4.2 Access to Me ssag e—Files and Me ssages

Hav i ng settled on the security aspects of the internal structure of

a message , we beg an to concentrate on that of the overall message

and message files. While several people involved with the projec t

advocated a policy of “message classification ” to restrict access

to all parts of a messag e, we felt that this was unnecessary. We

i n t e r p r e t e d  the security regulations to allow anyone who had access

_ _ _ _  -~~~~~~~~~~~~~~~~~~~ - - -  
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to the messa g e — t i l e  contain i n g a messag e to see the parts of the

message  f o r  w h i c h  he was c l e ar e d . F u r t h e r , m o s t l y  f o r  ease of
implementation , we did not provide for minimum access to messag e
f i l e s  e i t h e r .  Hence access to a messag e was dependent on privacy
con tiol s ~*4’. provided by the operating system (and not

necessarily guaranteed by the security kernel), while the security

r u l e s  were  e n f o r c e d  on i n d i v i d u a l  fields of the message.

2.4.3 The Cr eation of the Dr -aft Me ssag e

Our next step was to consider the draft message. Since non-secure

Hermes makes no distinction between messages which have been

trdnsmitted with the SEND command and those which have been placed

in a message-file by som e other command (such as File or
Redistribute) , we felt that the same should be true of the secure

version. Therefore , we construc t all messages as if they were for

internal use in Hermes . Diffe rent fields may be protected as
s i n g l e  l e vel  or m u l t i  l eve l  o b j e c t s .  Each header  f i e l d  i s  e i t h e r
t i xed at  a s y s t e m — d e f i n e d  l e v e l , a user—defined level , or i t  can
contain portions at several levels. Messages released to AUTODIN

are converted to sing l e- l evel objects at the time of r e l e a s e  and
not before. This perm its the Hermes user to have great flexibility ‘ 

-

when dealing with messages within the TENEX environment. It is only

when a message is to be mov ed outside of TENEX that more
restr i ctive r e g u l a ti o n s  a r e  imposed .

2.4.4 Draft—Files (files containing text)

Files that contain pieces of tex t intend ed to be used within the

Draft—Editor are called “d raft—files ” in the Hermes system .

Non—secure Hermes has two classes of draft—files: (1) unstructured I H

<*4~~.~~~f~e term “privacy control~ is used There to mean access
controls imposed outside the kernel. On TENE X these controls are 4

based on t h e  login name of the user requesting the access.

~111T~~ _ _ _ _
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tex t ti les , which can be used to store single fields of the draft

message. These are hand l ed with the Store-Field and Append-File

comm ands. (2) Structured tiles , which contain more than one field ,
- - but which are not in a torm to be accessed by Hermes

messag e-read i ng comm ands. These are hand l ed with the Store-Draft

and Restore-Draft commands. We did not use the structur ed

draft—files in secure Hermes since the Edit Messag e and Refile

comm and s allow unsent messages to be saved in message-files and

hand l ed with the same tool s as messages .

2.4.5 File—Names

One of the functions of the security kernel in the initial security

1-! design was to supply file-names that contain security info rmation

to He rmes . In o r d e r  to  p r o v i d e  t h i s  f u n c t i o n  w i t h o u t  t h e  AIM

kernel , we implemented the Hermes file—nam e mod e o t  o p e r a t i o n .

Under this scheme , the “ extension ” p ortion of the TENEX file-name

<~~~~ “ is used to tell Hermes the distinction between draft—fi les ,

which are classified at a single level , and message-files , which

are multi-level. The tile-nam es appear to the user to be single

words consisting of the first portion of the TENEX name. For

ex ample , the file “MESSAGE.TXT;l” appears to the user as “MESSAGE” .

All tiles with the extension “ .TXT” are recognized by Hermes as

multi-level messag e—f ile s . The sing l e— l evel draft—files are given

the extension U, C, S or T. depending upon their classification

level , for example , PEOPLE .U;l or WARNING .S;i .

<* S . Myer , Theodore H., Barnaby , John H., and Pl ummer , W i l l i a m W .
TENEX executive l ang uag e manual for users (Revised edition) • Bol t
B e r a n e k  and Ne~~n a n  Inc., Cambrid ge , Mass., January, 1971 , revisions
publ ished Apr il , 197 3 .

— 17 — 

~~~~ -- - - --—- - -~~~~~~- - - - - _ _



~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -- V -
~~~~~~~~~~~~~

HERMES SEC URITY DES IGN Bolt Beranek and Newman inc .

2.5 Hermes Objects Ot her Than the Draft Me ssag e

Altho ug h the Herm es objects known as sequences , filters  and

te m i ’lates co u l d  all contain cla ssified in formation c i  be given
class i t ied names , we mad e the decision to require them to be

unclassif ied in Sec ur e Hermes . .~. *6\

T h i s  dcc i sion was mad e because of time cons traints. Under the

ot  i~i iri a l design , it t h e  f a c i l i t i e s  o f  t h e  secui ity kernel are not

a v a i l a b l e  t o r  handlin g o b j e c t  n a m e s , some m e a n s  wou l d  have  t o be
f o u n d  to pi ev e n t  d u p l i c a t i o n  o f  ob j e c t  n a m e s  a t  d i f t e r e n t  s e c u r i t y

~~~~~~~~~~ The c l a s s i f i c a t i o n  ot  an o b j e c t and the name of an objec t
art’ very d i tter e nt concepts , and hav e diffe t ent effects. Consider
three cases: the object and its nam e classified at the same level ,
the oh~ ect at a classification abov e i t s  name , and w i t h  t h e  nam e
abov e the object .

The t i t . st case is the ‘no r m a l ’  case . The ob jec t i s  a c c e s s i b l e  to
an y o n e  who has  access  to i t s  nam e — —  notice that this statement is
not true of access to file s on most traditional computer systems ,
where access regulat ion rarely applies to names of files .
The second case , wi th the nam e classified below the object , l ead s
to a s i t u a t i o n  w h e r e  a s u b j e c t can appe ar  to  he a w a r e  of  t h e
existence of an object classified above its level . In fact , the
subject i s  a w a r e  o n l y  o f  t h e  NAM E of the object --  something which
is not c l ass itied abov e the subjec t ’s level . Thi s is similar to
the s i tu a t i o n  discussed abov e where the messag e number is known at
a l l  l e v e l s within HERMES , even thoug h there may be no fields in the
messaqe.

The t h i r d  case , wi th the nam e classified above the object , is
frequen tly ignored as “ r idi cu lous ” . There are , however , a t leas t
two situations where this can be useful . It allows for one form of
minimum access control , since most references to an obj ect will
com e throu g h the objec t ’s nam e. If the system allows other
(int ei na ll references to the object , however , t hen it is possible
to implem en t another scheme. As mentioned above , an object c o u l d
have several names , each at a different security level. If instead
of “na m e” we think of a “pointer ” , then this allows for a piece of
uncl a ssifi ed tex t to  be c o n t a i n e d  in a secret document (via a
p o i n r e r l  and yet s t i l l  be accessed from outside of that doc um en t as
uncl assified text. Depend i ng upon the security policy that is to
he enf orced on overall classific ation this can be either a distinct
advanta~.ie or a major objection to this form of a pointer
i m p l e m e n t a t i o n .

- 1 8 -
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levels , without passing information about these names from a hig her
to a l ower level .

V 
2.6 The Design Consequences of the Tr usted Job and the -property

Once the general design of secure Hermes was established ,

considerat ion o t  the trusted job and the a_property revealed

turthe r problems. These are described below .

V 
2.7 Ob j ect Ed i to r s

• A l t h o u g h t h e  sec u r e  H e r m e s  o bj e c t s  such as sequences and filters

ar e themselves uncl as sitied , the command s used with the editors may

inv olve potential violations of the a_prope r ty. For example , in

order to  add a l l  messages  w i t h  “ R~~SES ” in  t h e  s u b j ect f i e l d  to  a

sequence  ot  m e s sa ge s , t h e  user  g i v e s  t h e  command :

‘‘Add S u b j e c t :  Roses

t o  t h e  sequence  cd i  t o t  . The sear ch m u s t  he per formed at  m a x i m u m
sec ur i t y 1 cv ci b e cau s e  a s u bj e c t  t i ci d may be a t  a n y  sec ur  i t y
l e ve l  , and the word being sear ched tot may its e lf he c l a s si f i e d .
S i n c e  t h e  r e s u l t i n g  sequence  w i l l  (like a l l  H e r m e s  obj e c ts l  be

u n c  1 ass i t i e d  , sec tir i t y r equ i t  t ’S  that when t h e  sear ch i s com p1 eted
t h e  r e s u l t s  o f  t h e  se ar c h  m u s t  he redisplay ed to the user . The user

m u s t  c o n f i r m  t h e  downq t a d  e of the sequence from its cur rent lev e l

tha t of t he search , to the eventual level of the sequence

(uncl assified)

Example:

Use r types :  ‘~ Add S u bj e c t :  Ro ses

TJ types: Add 1: ~, , 1S (CONF IRM 1

- 19 - V
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2.8 Terminal Securi ty

Since each message is displayed at the user ’: maximum security

level , several different security level s may be shown on the screen

at any one time , and it is necessary to keep the user informed

about the maximum security level on the screen .

Our sol ution to this problem is to provide a vertical security bar

at the left margin of the display screen , which shows a security

level for each line of the display in reverse video . The maximum

level ~ri the screen is displayed in a summary across the top.

— 20 —
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3. The resul ts of Experience with the First Security Design

We asked a number  of m i l i t a r y  and civilian users , many of whom had
never  had ex pe r i ence  w i t h  compu te r s  b e f o r e , to ex pe r imen t w i t h  the V

• first secure Hermes . As a resul t of this work , we found three
major problem areas in the desi gn of the user interface .

3.1 The Confirmation Problem

• V The numerous confirmations required by the security design pr oved
to be very annoying . They were too frequent , because most command s
were typed at the user ’s max imum lev el, and had to be downg raded

before each command was processed . In addition , to guarantee to

V 
the security kernel that the user understood that he was confirmin g

a downg r ade and hence a possible  s e c u r i t y  v i o l a t i o n , the user was
required to use a special key not normally used by Hermes. The

result was that the users perceived the confirmations to be

dissimilar to normal Hermes commands.

3.2 The Problem of Changes in Security Level

The users fel t that the concept of being “at a security level”
while drafting a message was ver y confusing . Contrary to our
ex pectations , the users expected the computer to mov e them to the

V correc t security level for the part of the job at hand , rather than
hav ing the users instruct the computer to chang e l eve l s .  The use r s
clearly would have preferred a less flexible message form if it
r e l i eved  them from the burden of thinking about the security level

of each par t of the message.

We analyzed the choices that could be mad e for assigning security V

level s to message fields. A tree—structured diagram of these

choices is shown in Figure 1. The design of the first secur e

Hermes occupies one position on the tree , and the two a l t e r n a t i v e
method s of us ing  the second secure Hermes occ upy two other
pos i t i ons .

L 
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Fi gure 1.
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I ~ 3.3 The Problem of Interruptions by the Tr usted Job

There appeared to be too ma ny interrupt i ons by the Trusted Job to
announce change s of security level .

I

r
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4. The Second Security Design -- November 1977

In November 1977 , ARPA requested that BBN resume the CINC PAC

related work that had been suspended in March 1977 , and that we
prepare Hermes for possible use in the MM E .

4.1 The Reactivation of Secur e Hermes

We reactivated and installed the CINC PAC version of Hermes in our

research com puter center , and we obtained and reviewed

doc umentation on the evaluation of Hermes from the pr ecedIng March .

After further consultation wit h potential Hermes users. We

undertoo k modification and extension of the secure Hermes software.

To provide a simplified command repe r toire and improved V

performance , we conver ted to our 112 software (which presents the

user with a subset of Hermes commands) as a basis for CINC PAC

s u p p o r t .  We then  designed and implemented an entirely new security

i n t e r f a c e  w i t h  improved  s e c u r it y  sa feg u a r d s  and s u b s t a n t i a l l y  
V

improv ed h u m a n  f a c t o r s .

4.2 The Revised Security Design for Hermes

The user i n t e r f a c e  a s soc i a t ed  w i t h  the  second v e r s i o n  of secure

V Hermes provides a simpler system , with a sm oother  t r a n s i t i o n
between security levels than the system demonstrated in March 1977.

Our goal was to ensure that operations take place at the

a p p r o p r i a t e  s e c u r i t y  l eve l , and t h at , as f a r  as pos s ib l e , cha ng es

in  s e c u r i t y  l eve l  occur a u t o m a t i c a l l y .  The o n l y  t i m e s  t h a t  the
user I s  r e q u i r e d  to supply  s e c u r i t y  leve l  Inform at ion is when he

r e c l a s s i f i e s  a message or creates a new message .
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4.2.1 One Security Level per Messag e

Each message has o n l y  one s e c ur i t y  l e v e l .  F i e l d s  tha t i d e n t i f y
o r i g i n a t o r s  and r e c i p i e n t s , d a t e s  assoc ia ted  w i t h  the  message , the
classification of the message, the messag e type , and the

pr eced ence , are required to be UNC LASSIFIED. Other fields may be

• classified but they are all classified at a single level within a

given message.

4.2.2 Automatic Transitions Between Security Level s

Each user logs in at his maximum security level and then is

a u t o m a t i c a l l y  t r a n s f e r r e d  to UNCLASSIFIED.  The user is at the

U N C L A S S I F I E D  level  whenever  he I n p u t s  commands .  If  the comman d s
call for display of a messag e, the user is automatically

transferred to the security level of the message so that all the

information is displayed . A user cannot display messages classified

above his maximum level.

If the user wi shes to set a lower maximum security level for the

current Hermes session , he can g ive the comm and

)MAXIMUM SECURITY LEVE L < c l a s s i f i c a t i o n > < C R >

j This security level will remain in effect until the user log s out .

4.2.3 Chang ing Security Level s

When the user gives a command for messag e com position , such as

COM POSE, the series of prom pts presented to the user is controlled

by a Hermes  tem pl a t e .  One type of t e m p l a t e  i tem a u t o m a t i c a l l y  asks
for  the s e c u r i t y  level  of t he  message.  As the  user respond s to the
series of COMPOSE prom pts, the messag e Is a u t o m a t i c a l l y  c r ea t ed
with fields like To:, Cc: and Date: at the required UNCLASSIFIED

lev el, and fields such as Subject: and Text: at the classification

l eve l  t h a t  has been sp e c i f i e d  by the user .  When the  user SHOW S the

- 2 5 -
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unsen t draft message, Hermes also makes the transition between

secur it y levels , w ithout ef for ts on the user ’s par t.

If the user desires to change the classification of the message , he
may do so at the end of the COMPOSE command . The user is left in

the draft—ed i tor where he can use the RECLASSIFY command before

sending the message. The user may also add more fields , edit or

erase existing fields , show the draft messag e or Send it , as i n
regular Hermes .

When the class i f ica tio n i s upgrad ed , only the RECLASSIFY comm and i s
necessary. If the RECLASSIFY command is used to downg r ade , Hermes
displays the entire draft for review and requires the user to

confirm the reclassification .

The user is continually Informed of the classification of each line V

displayed on the terminal by means of an inverse video “bar ”

displayed at the left-hand edge of the scope screen . The first

four character positions are used to display the classification

charac te r (U, C, S or T) that applies to the line.

Whenev er the classi f ica tion at wh ich the user opera tes i s changed ,
the user is notified by an Inverse video l i n e , e.g . ,

FROM UNCLASSIFIED TO SECRET

S im i l a r l y,  any conf i rma tion of chang e o f c l ass i f i ca ti on r equired by
the system is highl ighted by Inverse vide o .

4.2.4 Multi—level Fields Removed

Mult i-level draft fields were abol i shed In accor dance with the new

security concept of automatically moving the user to the correc t

securi ty level. If i t  is possible to create a field at more than

one level , i t Is not poss ible for the com puter to determine the

“correct ” level , so the user would hav e to suppl y the information.

r

a ’
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4 . 2 . 5  Securi ty Downgrad ing Confi rmat ion is Rarel y Re quired

1. The user is required to reconfirm when leav i ng the sequenc e

V 

editor , since editing that involves message-fields alwa ys

involves a potential security violati on. There are two

V opini ons about requiring confirmation. (a) the user could

be required to confirm ever y t ime he leaves the sequenc e

editor , even thoug h the commands that he gav e involved only

• f i e l d s  r e q u i r e d  to be unclassified . The user would then

not be surpr i sed by an unexpected r e q u i r e m en t f o r
c o n f i r m a t i o n . ( b )  The user should  be asked for

c o n f i r m a t i o n  o n l y  i f  the comm and s invo lved  f i e l d s  t h a t
m i g h t  be c l a s s i f i e d . Surp r i se is desirable because it

calls the user ’s attention to the fact that there might be

a s e c u r i t y  v i o l a t i o n .

2. Confirmation is required when the user gives a command that

requires Hermes to look at fields at the maximum security

level . T h i s  occurs  when the messag e s p e c i f i c a t i o n  f o r
command involves a potentially classified field , such as

the subjec t field. Command s which can be given such a

messag e sp e c i f i c a t i o n  a re  Redistribute , Append , Assign ,

Commen t , Expl ode , Remov e, Add , JumpTo , File , Move Consider ,

Delete , Undelete , Mark or Reply.

3. Confirmation is required when the user sorts a sequence on

a p o t e n t i a l l y  c l a s s i f i e d  f i e l d .

4 . 3  Restricted Access to the TENEX Ex ecutive System

Secur i ty  is e n f o r c e d  by r e s t r i c t i n g  the  access of Hermes use r s  to
the TENEX Exec u t i v e  System . < * 7 >

<* 7>. Myer , Theodore H., Barnaby, John R., and Plummet , William W.
TENEX e x e c u t i v e  l anguag e m a n u a l  for users (Rev i sed edition) . Bolt
Beranek and Ne~ nan In c., Cambridge , Mass., January, 1971 , revisions
pub l ished April , 1973. V
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Users are placed directly in Hermes upon l ogging into the system ,

and mus t logout d irectly from Hermes. There Is no pro vision for

dropp ing  in to  the E xe c u t i v e  sys tem in a lower f ork throug h the EXE C

comm and as there is in regular Hermes.

k
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5. Summar y and Conclusion

The need fo r  m i l i t a r y  s e c u r i t y  in  com puter systems g e n e r a t e s  a
three way conflict between the goal s of security policy, the fac t

that com puter software cannot i n  ge n e r al be trusted (or proven

co r r e c t ) , and the  n eed fo r good human  factors in an interactive

system . Computer security research can be viewed as a continuing
• -- search for acceptable comprom i ses between these three fctors.

Conflict , and the need for comprom i se , are present for the

following reasons.

1.)  Bas ic  s e c u r i t y  p o l i c y  governs hum an behavior in a pape r

world. This policy wotks well because the paper world is

• . simple , and because the humans who have been given access

to classified information are trusted to adhere to the

rules with regard to that mater ial. For example:

Multiple security levels may occupy a sing le sheet of

pape r (or multi pag e doc ument)
V 

- 

. P r o v i d e d  the  e n v i r o n m e n t  is  secure , the  user  may  f r e e l y
w r i t e  information at any level or intermixed levels. The

decision on how to classify the results of his wr iting

can be left till the writing is complete.

2.) Within the computer , thing s are neither so simple , nor can the

computer~ and its software taken together be trusted to

adhere to the security rules. In particular :
V Information must be seg r egated by security level , even

V 

- 
tho ugh that information may constitute a single doc ument

or message.

V 
• In formation , including command s, must he e n t e r e d  i n t o  the

system at  i t s  correc t level. To enter informat ion at too

low a level would leave i t  exposed to u n a u t h o r i z e d
1. access. E n t e r e d  at too h :gh a ivel , the information

-. would r e q u i r e  subsequent  downg r ad e , w h i c h  ca n n o t  be
entrusted to computer  s o f t w a re .

r
~au.
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~.) The qoal of good human factors implies ease of use. In terms

of security, a computer system with good hum an fctors would
at the very least be as straight forward as the paper world.

Unfortunately, this goal is in direc t conflict with point 2

abov e , which tend s to imp ly  a system of c o n s i d e r a b l e
com pl exity.

In this paper we have described two successive attempt s to develop

a workable compromise between these forces. Like man y such efforts

this one beg an with relaxation of the restrictions placed on

computer software. In part icular , the ability to downg r ade

informat ion , but with hum an confirmation of each such downg rade

prov ed to be a necessary relaxation of the  o r i g i n a l  MITR E m o d e l .
To make possible this extension , the Security Kernel of trusted

software that is generally created to support the MITR E model was

L augmented by a “Tr usted Job” that carries out user assi sted

downg r ades .

Starting from this point of departure we proceeded to create two

success ive s e c u r i t y  des igns , the  second more  acceptable  than  t h e
f i r s t  in terms of hum an factors.

The f i r s t  d e s i g n  took a “do it your self” approach. It assum ed that

the  user would be w i l l i n g  to m a n i p u l a t e  d i r e c t l y  the  r a t h e r
intricate structure throug h which the security rules were to be

implemented in the computer. This design was modular , and , we V

thought , elegant. It allowed the user to move freely about the

security level s viewing what the security rules would allow at that

level . Messag es could contain any mix of classified information ,

and thus a messag e might appear quite differen t at each viewing

level . Draft messages were constructed by shifting to each of the

V security level s to be contained In the draft , and then entering the

i n f o r m a t i o n  c l a s s i f i e d  at t h a t  level .

— 3 0 —
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In a second stag e of t h i s  i n i t i a l  d e s i g n , we moth tied the system so
t h a t  a l l  v i e w i n g  o p e r a t i o n s  were  c a r r i e d  out at the user ’s top

1 level , so that the maximum possible informa tion cou l d  be seen .
However , draft com position was still carried out by stripp i ng the

TV syste~ii throug h success ive  l e v e l s .

N e i t h e r v e r s i o n  of t h i s  f i r s t  d e s i g n  proved s a t i s f a c t o r y  to  our
use rs . What we tho ught  s t r a i g h t  t o r w a r d  and m o d u l a r  prov ed a r c a n e
and con f u s i n g . It becam e c l e a r  t h a t  u s e r s  would prefer t o  have the

system shift level s autom atic ally as required , without

•. confirmations and without the n u m e r o u s  notification s r equired by

successive level changes .

In the second design , we restricted the number of secu rity level s

per messag e to just two (unclassified and one o t h e r ) ;  we p r o v i d e d
for command inpu t at the unclassified level (which avoids the

command downg r ade problem) and we arrang ed for almost all level
- 

changes to take place automatically. Only when ind i cating the

s e c u r i t y  leve l  fo r  a new messag e or when r e c l a s s i f y i n g  s to red
information must the user be aware of security level . This second

des ign  proved much more satisfactory to our users.

This research emphasized the human use of a multi level secure

system . The dominant conclusion is t h a t  fo r  such use to take pl ace

at all , acceptable hum an factors must be designed into the system .

Good human fctors would  not he hard to achieve if the system

s o f t w a r e  c o u l d  be t r u s t e d  not to v i o l a t e  b a s i c  s e c u r i t y  p r o v i s i o n s

- ~ 
• (especially w r i t e d o w n )  . It is our present inabil i ty to  verity and

therefore trust software that makes it such a struggle to achieve 
V

good human factors. Thus , a second conclusion i s  t h a t  i n t e n s i v e
efforts should be mad e to develop effective softwa re verifi cation

I techniques or other means that would  m a k e  it possible to trust as

much of the software as possible.

I
I
L
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