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PREFACE

The research reported on here is the cultivation of a three-year
effort for the Advanced Research Projects Agency, Cybernetic Technology
Office. The charge was to take a look at the feasibility of using
current social science methodology to evaluate and make recommendations
for change in the current bureaucratic components of crisis management.

In addition we were asked by ARPA to Took into the potential app]icability
of catastrophe theory to crisis phenomena. The work has essentially

three components which we believe ought to be contained in all such analyses.
The first is a fully formal theory upon which we intend to base substan-
tive conclusions. The second, is an empirical examination of the
derivatives from that theory. Finally, the third, is a set of practical
policy extensions which we feel are allowed given the degree of empirical
analysis presented in the manuscript.

Any three-year effort owes a debt of gratitude to a number of people.
We wish to thank those students who have helped us over the three years.
These include Robert Crain, Bob Edwards, Bob Warrington, Margee Ensign, and
Pat Sobrinsky. Special thanks to Pat Bond who helped write chapter IV and
did most of the programming, and Bob Flynn who helped write chapters III
and IV.

Finally, we owe a special debt of thanks to Mary Keener who not only
typed the whole work several times but who brought enough "sunshine" into
all of our lives to get us over those "heavy" periods.

We wish to thank the Computer Science Center for time granted on the
University's Univac 1108 and 1140 computers.

Of course final responsibilities are still being debated.

We would 1ike to dedicate this work to Warren's mother, Peg Phillips,
who died just a month before she could see the final product of a son's
dreams fulfilled.
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Chapter 1

INTRODUCTION

Crises stand at the threshold between war and peace. The 'Basic
Principles' of detente enumerated in 1972, recognized that both nations
must strive to better understand the dynamics of crises and to act both
individually and jointly to quickly contain and manage crises in such
a manner as to prevent the outbreak of war. Early recognition of a
crisis coupled with quick diplomatic and military action can help to
moderate hostilities and avoid unnecessary conflict.

But what is meant by crisis management? How can one actually

manage a crisis? This has been one of those intellectual footballs

that has been bounced around for sometime now.2

In general, there

are two schools of thought about what it means to manage crises.

The first school equates management with the decision-maker's ability
to avoid war -- pure and simple. This is a risk averse definition
which requires decision makers to evaluate the effect of action in
terms of the resulting likelihood of war. The decision rule is clear
enough: choose the action least likely to create war. Since it
assumes that the opponent's response is important in the calculations,

this perspective emphasizes the common interests of participants.

]"The USA and the USSR attach major importance to preventing the
developing of situations capable of causing a dangerous exacerbation
of their relations. Therefore, they will do their utmost to avoid
military confrontations and to prevent the outbreak of nuclear war.
They will always exercise restraint in their mutual relations, and
will be prepared to negotiate and settle differences by peaceful
means. Discussions and negotiations on outstanding issues will be
conducted in a spirit of reciprocity, mutual accommodation and mutual
benefit." (Survival, 1972, pp. 191-192)

%see Young (1968), Williams (1976) and Snyder (1972) for attempts
to define these terms.




2

The second school of thought lies at the opposite end of the spectrum.
Winning is now the sole objective and war is simply one of many strategies
open to nations. In this school crises are good things because they
define the limits of an opponent's commitments and spell out the freedom
of operation open to a skiiled player.

In order to understand crisis management in today's world, we must
seek a marriage of both; winning is the objective, but within very tight
bounds. These boundaries totally eliminate the desirability of nuclear
war. While this desirability can be eliminated, the accidental, tragic
occurrence cannot be as readily prevented. Crisis management is
essentially an attempt to balance this contradiction. It is intended
to be a set of procedures which seeks a mutually advantageous (positive
sum) solution without going to nuclear war.

The national decision process in response to crisis is generally the
same whether the time requirement for decisions is a matter of hours, days,
or months. The President and his principal national security advisors
seek information, intelligence, and policy recommendations from as many
command and staff levels as time permits. There is an automatic chain
reaction throughout the various channels and levels of the several
departments and agencies as they are queried by those above them.
Information on each potential crisis situation is shared with the staffs
and departments responsible for collecting and distributing information.
Plans for coping with the crisis are formulated by policy elements in
the several departments and agencies. Various levels of government
are included in the decision processes so as to coordinate both
functional tasking and the collection of information through successive
levels of the decision hierarchy.

In the Department of Defense, for instance, there are seven functions
in crisis management:
(1) Indications Monitoring

...provides the means for continuous appraisal of the
current world situation by regular staffs during normal




working hours and by operations center watch personnel
at all other times. Incoming information is examined
for events and trends which differ from the normal
state-of-affairs, resulting in notification to higher
authority of a possible crisis situation.

(2) Initial Crisis Assessment

...is initiated by notification of a significant change
from the norm. The result of this activity is deter-
mination of whether or not a crisis exists. If one
exists, it is evidenced by intensified monitoring and
analysis, and the initiation of response planning. In
making this initial crisis assessment, interaction may
take place between this function and the threat assessment
function and/or the damage assessment function, as
appropriate to the situation.

(3) Threat Assessment

...includes evaluation of all possible consequences of the
crisis situation. Potential enemy objectives, intentions,
status of forces, and capabilities are assessed. If we
have suffered damage, the implications of the Tosses on
our economic, political, and military posture are
evaluated...(T)these activities may require the retrieval
of pre-stored data or the acquisition of new information
in 1ight of changed conditions. Finally, this function
involves communication of the overall threat assessment

to those engaged in response option planning and other
concerned (agencies).

(4) Damage Assessment

...consists of the activity which spans the duration from
the time of first receipt of reports of damage sustained

to United States and/or its allies' resources, until after
communication regarding the extent and specifics to those
who are, or may become, concerned with the effects of the
damage. It involves inspection, transmission, and receipt
of damage reports, determination of the cause and perpetrator,
and the numbers and kinds of things lost or degraded. i
also involves determination of who can best provide infor-
mation and who should receive what portions of the assess-
ment.

(5) Resource Analysis

...involves responding to requests for information generated
by the (response) planners as to what resources are or can
be made available for use or expenditure in executing
potential response options.




(6) Response Selection/Execution

...is the process of deciding to execute one or more
recommended response options, including military,
economic, and diplomatic or a combination of the three
types, or rejecting all, and directing additional
planning, possibly with new planning factors or
objectives...Response Execution is the transmission

of orders as to what actions are to be taken and

the carrying out of the actions ordered.

(7) Crisis Monitoring
...1s initiated simultaneously with the Execution
phase of the Response Selection/Execution function;
it provides feedback to Response Planning and inputs
to the Damage and Threat Assessment and Resource
Analysis functions. Crisis Monitoring differs from
Indication Monitoring; it concentrates on the
evolution of events generated by Response Execution
with regard to this situation only, whereas Indication
monitoring continues evq]uation of all other incoming
day-to-day information.' (Phillips, 1977, pp. 8-12)

An important factor to keep in mind is that functional relationships
exist at every level (Washington, unified commands, and actual on the
scene commands) of the organizational structure to be supported by a
crisis management system. Activities related to crises will necessitate
interactions and communications between levels as well as functions.
Identical functional organizations at multiple levels in the crisis manage-
ment system may all be involved in a single activity either independently
or jointly. The flow of information within each level is depicted in
Figure 1.1.

In part this flow is the assignment prerogative of the President. The
day-to-day functions of indication monitoring (1) provide the means for
continuous appraisal of the current situation by regular staff during normal
working hours and by operations watch personnel at all other times.

]These functions are official crisis functions not a prescription
for good crisis managment (see Phillips, 1977, pp. 8-12).




m__:s_:m,ﬁﬂ

suonouny Joley Juswabeuey sisii)

L*1L 33N914

SIS _
\ 8 :
sishjeuy
321n0s3Y Aﬁn mererian
e v @ ¢S '
el guiueld Ve JUBLISSASSY
{01333 g——p! >
astiodsay asuodsay aseue(
] POR Y T ¢
<q---J
JULISS3SSY “
; 1ealy] thg. m
@ ¥
JUBLISSASSY
4 sistig
mojj [euonydo saypg=+--"""" ey
Mo} paumbal g™ 7! z

Moy} uonewojul jediouny =——

@

fep 03 Aep wo.y syndur duiodug

U110} U0
uoljedipuj




6

The initial crisis assessment function (2) is initiated by notification
of a significant change from the norm. The result of this activity is a
determination of whether or not a crisis exists. If one exists, it is
followed by intensified monitoring and analysis and initiation of response
planning. In making this initial crisis assessment, interaction may take
place between this function and the threat assessment function or the damage

assessment function, as appropriate to the situation.

The damage assessment (3), threat assessment (4), and resource analysis (5)
functions are performed in support of the response planning function (6). The
outputs of response planning are recommended response options together with
estimated costs and risks.

The response selection/execution function (7) is the process of deciding

to execute one or more recommended response options including military,
economic, and diplomatic and/or a combination of the three types, or rejecting
all and directing additional planning, possibly with new planning factors or
objectives.  All the functions previously mentioned support the response
selection/execution function. Once the decision-maker has made his decision
as to what action (response option) to execute, the execution phase comes

into play. Response execution is the transmission and execution of orders

or commands.

The crisis monitoring function (8) is initiated simultaneously with the
execution phase of the response selection/execution function; it provides
feedback to response planning and inputs to the damage and threat assessment
and resource analysis functions. Crisis monitoring differs from indication
monitoring in that it concentrates on the evolution of events generated by
response execution with regard to this situation only, whereas indication
monitoring continues to evaluate all other incoming day-to-day information.

After a crisis situation is recognized (initial crisis assessment), the

situation is continually assessed by the response planning function and the

response selection function. The control functions (planning, selection/
execution, and monitoring) are iterated until the crisis terminates either
autonomously or following negotiations and execution of a termination plan.
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In a very real sense, this configuration of crisis functions is an ideal
type and does not quite fit the actual configuration in any single crisis.
This is true because each crisis is unique both in terms of the problems
it presents and the particular state of the administration it meets.

Phil Williams sums up the concern which must remain in crisis management.

...it seems almost inevitable that any attempt at the
management of super power confrontations will prove
troublesome. In one sense, therefore, the notion of
crisis management is almost a contradictory one. Lt

is an attempt to manage what may be unmanageable, to
control the uncontrollable. Manipulating and influencing
the opponent while simultaneously controlling events and
avoiding war is a daunting task. But it is a task that
must be carried out, since the only alternatives in %he
contemporary world may be annihilation or surrender.

There is a real need to deal with the control problems abundant in an
unfolding crisis. Approaches for simplifying the command structure need to
be developed to ensure that national command authorities can become involved
in crises while the daily operations of monitoring and responding to the
international environment are maintained. DOD Directive 5100.30 creating
the World Wide Military Command and Control System (WWMCCS) was a move in
this direction. The WWMCCS improves communications and proposes a computer
internetting (using common software programs in sharing data bases). A
major objective of WWMCCS is to simplify the decision process. Not only do
we need solutions Tike WWMCCS, but we also need new procedures and better
analysis of the impact of information for responding to crises. The problems
center on assuring an appropriate mixture of the flow of information, intel-
ligence, and policy actions. General Ralph highlights the difficulties in

applying control networks such as WWMCCS:

Implementation Problem --

Past command, control, and communication networks have been
unable to meet adequately the information needs of the

tactical commander. Vast amounts of data were generated

at the execution end of the chain of command, but strategically
sensitive details were often buried in a mass of 'noise.’

That fundamental problem is still with us. Advances in
selected communications technology have occurred so rapidly that

1Phi] Williams, Crisis Management (John Wiley and Sons, 1976), pp. 30-31.
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information is assembled at rates beyond the gurrgnt ability
to transmit, process, or use. Software capabilities

are inadequate to evaluate the data against criteria of
immediate concern to the commander, nor can information be
reprocessed and displayed in a manner consistent with battle
dynamics. !

In crises, decision makers are short on knowledge, time, and other
resources, and they must contend with competing interests. The danger of
war is ever present! It stems from three separate aspects of crisis
behavior. The first of these dangers rests in deficiencies or defects in
the decision making mechanics of participant states. In addition, there
are certain dangers intrinsic to a system when it shifts into crisis which
are uncontrollable by member states. Finally, there are risks inherent in
the environment in which nations must operate. This book is addressed to

each of these three problems.

The Problems of Perceptions

To a large degree what happens in crises is simply an accentuation of
problems inherent in the decision making process at all times. Facts have
to be translated into data relevant to decision making. This process is a
complex and difficult administrative process which includes selection and
interpretation at a number of levels in the decision hierarchy. There are,
however, certain characteristics of this process which are peculiar to crises.

In crisis, and despite increased attention given to the
problem, misperceptions are greater, perceptions become

more stereotyped, every action of the enemy is interpreted

to substantiate the theory that aggression was always the
intent of the enemy, belief systems become closed and
alternative policies unrealistic, the administrative
processes by which facts are examined are by-passed to secure
quick decisions, facts that do not support policies are
disregarded and their purveyors treated as hostile agents,
advisors are those who give the advice that is wanted,
priorities lead to the neglect of matters not related to the
crisis, power becomes centralized and intimidation of parties
with opposing views increases.?

]Brigadier General John E. Ralph, "Tactical Air Systems and the New
Technologies" in G. Kemp et al op cit, pp. 29-30.

2J. W. Burton, Systems States Diplomacy and Rules (Cambridge University
Press, 1968), p. 77.




The standard routine for deailing with problems in any foreign policy
bureaucracy is to select a policy mix or set of actions, given a set of
goals. But in crises such procedures are impossible. The command authority
is short on knowledge, time, and other resources and is faced with competing
needs. Making decisions is difficult for several reasons:
-- objectives are not always clear-cut;

-- it is usually the case that several alternative
methods for attaining a given set of objectives
are possible;

-- uncertainties seem abundant and pervasive particularly
in those cases where lead time is expansive.

In order to perform efficiently, decision makers must be able to call for
information from the environment and from history.

The Pueblo incident is an exampie of the problems a crisis can pose to the
national decision making process. It dramatized the problems presented to a
decision maker who, under severe time constraints must formulate a plan,

locate resources and initiate action all under considerably less than optimum
certainty of controlling events.

There had been no properly coordinated contingency plan
due to the walls between the Services, and between the
intelligence community and the Services. It took too
long for the news to traverse the PINNACLE/CRITIC chain
(classified systems for electrical communications) to the
White House and, when it did, the information was garbled.
The lack of rapid, reliable, secure conferencing (on all
levels) was a constant handicap here, as in many other
crises. The White House lacked the realtime information
it should have had or been able to get. The Enterprise's
lack of response also could have been rectified by rapid
access tn dati. Firnally, the 'people,' especially the
officers and crew of the Pueblo, could have been selected,
trained, and exercised with better judgment ?nd attention
to the crisis-potentialities of the mission.

But what lessons from history are to help us interpret current information
even when it is available? An analyst, assigned to monitoring developments

in a particular region of the globe, brings to that task certain preconceived
images of how events are to be interpreted in that part of the world. In the

]H. Ware, "New Tools for Crisis Management," U.S. Naval Institute

Proceedings (August 1974), pp. 19-24.
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foreign policy bureaucracy, these images are developed in large part by the
agency experience of the ana]yst.] It is clear today that the three major
agencies involved in crises management (State, Defense, and CIA) are very
different organizations. But what is the impact of these differences on
very different organizations? And, what is the impact of these differences
on crisis management? We know that the effects come from the processes
in which:
-- information is received, processed, and presented to
decision makers
-- situations get recognized as having certain implications
imperative for US action.

We know from recent experiences that a number of problems exist with
the transmission and interpretation of information about the Tikelihood of
a conflict leading to a crisis. Certainly crises can arise with such
speed that we do not recognize early signals of an impending clash. But
all too frequently communication, early analysis, and action have been
faulty. Messages have been sent to the wrong location as in the Liberty
incident in the Midd]e-East.2 There has been a failure to integrate
information received at various points in the system (Pearl Harbor) and
the perceptions and interpretations of various analysis groups have
differed widely as to the meaning of developments. These differences
have been due to different information received (the assassination of
Nhu), to different agency interpretations (Bay of Pigs) or to a simple
inability to follow what was developing in the field and in the diplomatic
arena at the same time (Santo Domingo).

The problems seem to suggest that we need to look carefully at the manner
in which signals get received at each of the agencies involved in warning, and
at the role agency perspectives play in the process. If noticeable differences
exist, as we fully expect, what are.the dangers and opportunities available?

In order to study these aspects of the warning process, our concerns must
shift from modeling the external activities of the outer environment to modelino
the structure of information processing within crisis warning systems. Usefu.
models of governments must go beyond preserving the input-output relationships

TAxelrod (1976).
2yare (1974).
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to also characterizing the manner in which information is transformed into
interpretations of the outer environment and then into reaction. Consider the
watch officer in State, Defense, or CIA. His job is to monitor incoming
messages in order to recognize impending crises or other threats to US
involvement. In the Defense Department, this watch activity takes place
within the National Military Intelligence Center (NMIC) under the auspices
of the Defense Intelligence Agency (DIA). The State Department maintains its
watch activity within its Operations Center, and a similar activity occurs
in the CIA's Operations Center. It is important to recognize that each agency
goes about its task in a slightly different fashion. Each warning office has

its own unique mode of operating and its own peculiar positions to protect and
project into the decision process.] For instance a reading of several of the

popular accounts of agency perspectives suggests that the military senses most
readily,crises as imminent threats to American military activity or sovereignty
which can be countered by immediate limited US military actions. The State Depart-

ment sees threats to U, commitments and/or past precedents and which would involve

unilateral or multilateral diplomatic initiatives. The CIA is sensititized
by-potential forces whjich might endanger the status quo at some future event

in time for which preventive action is necessary now.2 Since most crises
involve political, military and intelligence components, it is important that
the national security process integrate, in some fashion, information and
interpretation from a wide variety of sources. This is necessary for early
evaluation of the downstream impacts of activities taken in the warning phases
of any crisis.

In normal pre-crisis periods, each of the watch officers will receive --
through their individual warning system -- large quantities of information
and judgmental data, directly or indirectly applicable to a potential situation
being assessed. If the sources of the information are different, divergent
interpretations or assessments may easily be made because some essential elements
of the situation may not exist at one watch or may be neglected in the data
from which assessments are being made by that component. The action planning
groups at each agency will need to coordinate, compare and interrelate their
assessments in order to provide a firm basis for action, to avoid conflicting
actions, and to achieve maximum effectiveness.

Tsee Lloyd Etheridge's (1978) Ph.D. dissertation for relevant data
on these assumptions.

2 \ ;
See Pentagon Papers (1976), Marchetti and Marks (1976) or most con-
gressional hearings on crises.

b O
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So now the question becomes how are diffeirences in agency perspective,
in baseline information against which current information is evaluated, in
information sources, and in the ordering sequence of information received,
likely to effect the warning process? In order to understand the impact
of variations, on reorganizational efforts like WWMCCS, we need more detailed
understanding of the structure of the process envisioned in Figure 1.1 than
we currently possess. But while the process must provide for more detail in
the delineation of structure, it must also abstract more of the process itself
in order to maintain a manageable analysis perspective.

The Shift from Day-to-Day
Routine to Crisis Behavior

Consider a hypothetical sequence of events in the CIA watch officer's
duty. He comes to work early on a Tuesday night (2 a.m.) and begins reading
cable traffic coming in from the North-South Korean border. There is a
report alleging that North Korean soldiers violated the DMZ between North
and South Korea, felled trees, started forest fires, and herded apparently
disesased cattle into South Korea before fleeing across the DMZ. He calls
a conference of other watch officers immediately to see if they have corrobor-
ating evidence. His counterpart in Defense paints out that South Korean
troops have been ordered to follow the raiders back across the DMZ and
retaliate. They left two hours ago but no one has heard from them for over
an hour. The State Department office points out that there has been a series
of high level diplomatic meetings between the North Korean and the Chinese
and Russians. He says that the Russians have apparently remained in Pyongyang,
the North Korean capital, but the Chinese went home after less than a day's
meeting.

While the three watch officers are discussing whether others should be
notified, the military officer says he just received information that the
South Korean patrol has been repulsed by a much larger North Korean force
coming down through the DMZ. At this point all three officers break up
the conference and make reports to superiors including estimates of the
threat, decision time, and uncertainty.

The immediate response to such a report is a shift in the operating procedures
for dealing with a sequence of events. Analysts will be dispatched to assist
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watch officers, thereby developing Crisis Alert Teams (CATS), the Secretaries
will set up briefings on a regular basis in their situation rooms and the
President will be notified. If the action continues and escalates, the
threat of a commitment of US forces may be envisioned and the initiation
of a conference among the secretaries and the President will be ca]]ed.]

Several points are worth abstracting from this scenario. The shift

from noncrisis reporting to a crisis mode of behavior exhibits several
intriguing forms of behavior. One inherent characteristic of this shift is
that sudden changes are observable from pre-crisis, standard operating procedures
to the particular form of crisis response chosen for this situation. The
pattern of sudden change is difficult to forecast in that small changes in the
exterior state of world affairs occasionally create dramatic shifts in the
behavior exhibited in response. For sometime now students of crisis have
recognized this point. McClelland (1968) defined crisis as "in some way,
a change of state in the flow of international political actions." (p. 160).
Hermann has included in his definition of crisis the concept of surprise. In
order for a crisis to occur, argues Hermann (1969) the bureaucracy must be
surprised.

(Hermann, 1969, p. 411) ...A crisis is a situation which

disrupts the system or some part of the system (that is, a

subsystem such as an alliance or individual actor). More

specifically, crisis is a situation that creates an abrupt
or sudden change in one or more of the basic systemic variables.

(Scott, 1967, p. 216) A system faced with a crisis may

shift from its normal mode of functioning into a crisis mode
of functioning. As part of this change, the tempo of inter-
action among system components may increase, communication
patterns may be altered, and the decision making processes

may be modified. Under normal conditions one component might
be dominant, but under crises conditions another might become

dominant.

Edward Azar has pursued this notion of shift further by developing the
concept of the normal range of behavior (1972). He argues that a set pattern
or a normal range of behavior in the exchange between two nations is
relatively easy to discern. For Azar, a nation becomes involved in crisis
only when it passes a critical threshold point in behavior sent and received.

]The Washington Special Action Group (WSAG) is the current name of the
executive committee to advise the President in crises.
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These ideas of crossing threshold points and concomitant shifts in behavior

will be an important part of our development of a model of crisis response.]
These special situations are not amenable to standard statistical description
because such descriptions are not adequate for describing sudden transition

and divergence as is commonplace in the shift from standard operating procedures
to crisis operating procedures. Thus previous approaches to stimulus response
explanation in international relations cannot help us develop the concept of
response to crises. Several simple "behavior begets behavior" models have been
developed in the literature at this point in time. Phillips (1977) has
attempted to explain the response of one nation to another as a simple input-
output model mediated by domestic action, uncertainty in the signal and the
actions of third parties in the process. Holsti, North and Brody (1968)

have suggested that the matching of input and output is controlled by perceptual
variables of hostility and friendship. A problem inherent in both approaches
was the assumed structural stability of the explanations linking behavior
received and sent. Unfortunately, we know only too well that the receipt of

a given signal is not responded to similarly across all situations. But to
capture this contextuality is to identify the alternative structures for
matching input to output and the algorithm for change of internal states of

the system.

Philosophically we want to argue that it is the concept of structural
stability that lies at the heart of science. The experimental method is an
attempt at defining the elements of a recognizable system (one that is
structurally stable) and then manipulating a set of control variables to
identify what combination of inputs will alter the structure of the system
under examination. But it is the manipulation of these control variables
which can (we argue ought to) alter the structural stability of the system.

(Ashby, 1966, p. 11) In any state determined system, the
behavior of a variable at any instant depends on the values

which the variable and the others have at that instant. If
one of the values behaves as a step function the rule still

](Mayer, 1972, p. 125) "The underlying axiom of systems analysis
(sometimes made explicit while other times left implicit) is that if stress
caused by inputs from the environment pass a certain threshold level, the
system will break down."
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applies: whether the variable remains constant or undergoes

a change is determined by the value of the variable and by

the values of the other variables. So, given a state
determined system with a step mechanism at a particular

value, all the states with the step mechanism at that value
can be divided into two classes: those whose occurrence

does and those whose occurrence does not lead to a change in
the step mechanism value. The former are its critical states:
should one of them occur, the step function will change value.

The experimenter's goals are to find the important variables and their trigger
points in order to fully understand the make up of the system under study.

The study of crises is therefore best understood as the study of a natural
experiment. It is the job of the researcher to define the important control
variables of the national system and then through historical evaluation find
the trigger points of these variables which alter the system and thereby create
a crisis. Once the trigger points are known, we can ask a series of questions
concerning the impact of changing the structure of the warning process on earlier
triggering and on more reliable triggering of the crisis management system.

One important by-product of this mode of conceptualizing structural
stability in one's models is its similarity with a tropistic perspective. The
dynamics of the system are visualized as dependent upon some bombardment of
stimuli, generally beyond the control of the system itself. This, we argue,
is an excellent analogy for the warning system in crisis.

Environmental Constraints

We have emphasized internal constraints on crisis management up to this
point, but we have not yet dealt with environmental or historical constraints.
Today, by most accounts, we appear on the threshold of a new, perhaps recurrent,
era. We are witnessing a lesson of the ideological conflict that has governed
international politics in the 60 years since the Russian Revolution in 1917.

The world has reacted against this form of perpetual instability. The rise
of the philosophy of national self-determination justifies the existence of

states with their own political form, peaceful coexistence and the very tenuous
power balance of detente.

Now that East-West confrontation is no longer the raison d'etre for statesmen,
what will take its place? The answer seems clear, economics and natural
resources. The North-South dialogue, the oil crisis, the Middle East question
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are all covered by the new framework. But the new framework is not new at
all! The basic evolving issue is, as it was in the eighteenth century, the
requirement of raw materials. The raw materials lists are different but
the existence of the lists energizes international power struggles today as
it did then.

This implies that the post-World War II era or system with its big power
confrontation and its power distance between the big powers and the Third World
died with the victory of local imperialism over distant imperialism on the
Indochina peninsula and in the topsy turvy short term success of the oil embargo.
The apparent cataclysmic destruction of post-war images was probably long in
coming and rooted elsewhere in the dynamics of the system, but it does give
one pause to reconsider.

The change in environment probably reflects the softening of ideological
antagonism between East and West more than it does the results of conflicts
in Vietnam. But it also signals a challenge to those who would maintain this
apparent but emphemeral stability. Be careful: very careful. The new
concern, perhaps best recognized by Henry Kissinger is that the working out
of relations between the Third World and the major powers might present the
major nations with the possibility of being drawn into conflict and major war
over competition for resources in far off areas.

From a conflict management perspective, it appears clear that future
conflicts are likely to take on a new configuration. Our polycentric world
will be facing further fragmentation. 01d quarrels over territory, seas and
straits, and control of populations will be augmented by conflicts arising from
economic warfare. Many of these conflicts will occur in remote land and sea
areas but many have spillover implications for Europe and other developed areas.
This means that the challenge-is to understand how incidents are likely to
lead to crises in this new system. The challenge is immense. If we do not
avoid, minimize or quickly terminate conflicts, we are likely to be involved
in a dynamic situation no leader wanted but whose outcomes are as inevitable
as those following from the death of Archduke Ferdirand in 1914.

Crises are the manifestations of conflicts originating from opposing
policies pursued by nations. Several academics have suggested that crises
are a product of competing exchanges between nations. Burton (1968) asserts




17

that the progression toward war depends upon the equal contributions from

both sides, each being governed by perceptions of threat. North and his
colleagues (1968) assert that war may occur in a number of ways, but the
changes of its occurrence are increased by the hostility in a crisis atmosphere
generated by the joint exchanges of parties involved. Zinnes (1968) has been
concerned both with the expression of hostility, and its perception and the
ensuing responses. These authors will emphasize the process of exchange that
underscores the symmetric importance of both participants and actions. Thus,
the flow of foreign policy exchanges between nations has certainly been a topic
of discussion, debate, and analysis. But which characteristics of this flow
are important for dealing with crises in an efficient manner is not well known.
Indeed, we believe that what characterizes crisis behavior has been different
over time. The 1948-1955 era with its 'pure' cold war rhetoric, the 1955-1972
era, and finally the post-1972 era have all presented different conditions for
crisis decision makers as the participants changed their perspectives and the
nature of the game changed. Lessons from these dynamics ought to provide
valuable insights into the future world as we see it taking shape today.

How has the international environment changed in the period since 1945?
We want to argue that the most important change has been in the normal
characterization of the day-to-day state of the international environment.
Fluctuation in the sense of threat, the need for speedy action, and the degree
of certainty in anticipation of the future action have occurred in this period.
These fluctuations have exhibited rather definite patterns and these patterns
have strong implications for the type of scenerio which leads to crisis. In
particular, we feel that the reduction in the systemic threat of the day-to-day
relations between nations since the Cold War era has significantly changed the
way nations enter crises. We intend to investigate these hunches further.

Conclusion

These then are the dangers of crises:

1) Dangers inherent in the decision-making system itself.

2) Dangers from the very nature of a shift in structure from
day-to-day routines to crisis management.

I \—
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3) Dangers inherent in the environment or shifts in that environment
in which nations must act.

This book is dedicated to a better understanding of these dangers and to the
recommendation of procedures which may minimize their negative impacts.

o ——




Chapter II
THE RESEARCH STRATEGY

Crisis Warning

The international environment of the 1980's presents the United States
with a new set of issues, albeit a variant upon old themes. The American
experience in VYietnam has gone a long way toward raising the threshold of
endangered objectives above which events must move before extended US
military involvement is likely. At the same time voices are being raised J
in support of the need for more variety in the forms of coercive diplomacy
available to defend US interests in the world. For the first time in
recent US history the hegemony of power we have become accustomed to has
largely evaporated. Thus, we are now faced with a very different set
of prospects for dealing with crises in the 1980s.

Future crises are not likely to be of the nature that defense guidance
planners are currently preparing for. Their preference seems to be for
contingencies to handle conflicts in the Central European and Mediterranean
areas. There is no question that crises in these areas pose serious
threats to US interests and commitments. Planners are correct in designing
contingencies for them. Nonetheless, it has become increasingly clear that
crises in these areas do not represent the largest challenge tn crisis
management, today.

What of the crises in the third and fourth worlds? Are we prepared to
react quickly in far off parts of the world to protect US interests? Moreover,
when we must operate in these areas will we have guarantees that we will have
allies, basing agreements or overflight rights that were in existence during
previous crises in that area? In an era in which cooperation is contingent
upon the dynamics of each individual situation, we are going to have to signal
much more clearly both the degree of our concern and the unmistakable intent
to protect our interests. In addition, we will have to do this frequently
without the actual use of military intervention. US decision makers will
have to have a number of alternative action sequences available to them and the
discipline to pause after signalling long enough for others to respond.1 The

]See George, et al (1971) and Bobrow (1976) for an extended discussion
of these points.
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skills necessary to win this game of military chess envisioned for the future

\ will be quite dependent upon the warning process in the bureaucracy charged

b with national security affairs. The lead time provided by this warning process
L has got to be long enough to allow for illumination of the 1likely consequences
of alternative actions. We must be able to maneuver the pieces of the American
foreign policv-establishment in such a way as to make the most of available time.

An extensive effort has been initiated in the last several years to
facilitate the centralized contrcl which is necessary to ensure such discipline.
This effort has enhanced the physical apparatus for command, control and com-
munications (C3) during crises. At the heart of this development is the World-
Wide Military Command and Control System (WWMCCS), a multi-billion dollar
attempt to link a series of computers together in such a way as to provide
voice, data, and graphic interconnectivity between all nodes in the command
hierarchy throughout the world. Essentially this is a communications, storage
and display system with analysis capability far beyond the telephone. The
technical capacities, as they exist today in this system, have massively
boosted transmission volume. But, this volume has placed requirements upon
commanders and created dependencies on their part for communication which far
out distances their current ability to cope. The problem is one of digestion
or of pattern recognition. Current lack of concern for the problem has led
to chronic overestimation of the commander's capability to deal with this
information at all levels in the command hierarchy.

The current organizationel decisions about C3 system characteristics Tlike
rationality models are based upon assumotions of rational choice among
alternatives as if perfect information were present. Unfortunately, the
development of any new organization or system components such as WWMCCS must
proceed in the face of:

1) incomplete definition of goals and purposes

2) incomplete determination of the conditions under
which it must operate

3) a very large (practically infinitez) number of possibilities.

We now have the experience with the WWMCCS and other C3 systems to know that
something is amiss in our organizational planning. For this system to assist
decision makers and commanders to do a better job, we need to upgrade the
processes at each node in the hierarchy whereby:

b_.w. S b
d . e —
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- information is received, processed, and presented to
decision makers.

- situations get recognized as having certain imperatives
for US action.

In part. the problem is an image problem. Therefore, research work on
individual countries is important as it helps us to see how these countries
view crises and how they would respond to US signalling, initiatives or
attempts at coercion.] But current difficulties are also in part due to
structural problems which require that we carefully rethink our under-

standing of the American decision process of crisis warning.

What we do know from recent experiences is that there are a number of
problems with the transmission and interpretation of information about the
likelihood of a conflict leading to a crisis. Certainly crises can appear
so suddenly that we do not recognize their early signals. But all too
frequently communication, early analysis, and action have been faulty.
Messages have been sent to the wrong location (USS Liberty). Information
received at various points in the system (Pearl Harbor) has not been
integrated and the perceptions and interpretations of various analysis
groups have differed widely as to the meaning of developments. These
differences have been due to different information received (the assassination
of Nhu), to different agency institutions (Bay of Pigs) or to a simple
inability to follow what was developing in the field and in the diplomatic
arena at the same time (Santo Domingo).

The problems seem to suggest that we need to look carefully into the
manner in which agencies involved in waring receive signals and the role
agency perspectives play in the process. The intellectual questions which
drive this line of research concern structural changes in the flow of
information, organizational responsibilities, and horizontal contacts in
analysis which affect the warning process and outcome. If noticeable
differences exist, as we fully expect, what are the dangers and opportunities
involved?

In order to study these aspects of the warning process, our concerns must
shift to modeling the internal structure of information processing in crisis

]Such work as the processing rule models at Ohio State (Thorson, et al,
1975), and the Chinese Analysis at Maryland (Bobrow, 1977) are excellent
beginnings in this area.
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warning. Useful models of governments must go beyond preserving the input-
output relationships to also characterizing the manner in which input information
is transformed into interpretation of the outer environment and then into outputs.
This exercise in evaluating American warning procedures implies three tasks:

1) a structural analysis of the warning process

2) a formal discussion of the relationship between
recognition and action

3) the development of even more detailed and exact
models of the functions being performed.

The Warning Process

Belden argues:

The primary objective of intelligence is to acquire
information which contributes to warning. However,
the warning process goes beyond the sphere of
intelligence to impact on the area of decisions and
actions. Consequently, warning and crisis operations
have a broader series of objectives than often is
thought to be the case. These are:

1) Avoid or head off a potential crisis
situation (crisis avoidance).

2) If (1) fails, manage the crisis so as to
satisfy national policy objectives without
resorting to military force.

3) If (2) fails, use conventional military
force and diplomatic efforts to avoid long
or severe conflict, conventional or nuclear.

4) If (3) fails, end the conflict on terms as
favorable to our interests as possible before
Armageddon.

While the above steps appear to be obvious, it is not
clear that our national 'nervous system' is designed
for the interactions which must take place among our
bureaucracies in order to operate effective]y in crisis
warning situations (Belden, 1977, p. 1).

Warning implies decisions to take actions. It is thus more than an
estimate or forecast of events. It comprises three separable tasks; analysis,
decision, and action. Figure 2.1 demarcates this process. Consider the watch
officer in State, CIA, or Defense. His job is to monitor incoming messages

in order to recognize impending crises or other threats to US involvement. In

]Be1den is a member of the Intelligence Community Staff whose principal
function is to assist the Director of Central Intelligence. He is personally,
deeply involved in the organizational issues of warning and crisis management.




CONTEXTUAL IMAGE OF REALITY

FIGURE 2.1
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the Defense Department, this watch activity takes place within the National
Military Intelligence Center (NMIC) under the auspices of the Defense Intel-
ligence Agency (DIA). The State Department maintains its watch activity
[ within its Operations Center, and a similar activity occurs in the CIA's
-

Operations Center. It is important to recognize that each agency goes about
its task in slightly different fashion Each warning office has dominant
modes of operating and peculiar positions to protect and project into the
decision process. For instance, in several of the action reports’ it

appears to be the case that the military senses most readily crises as imminent
threats to American military activity or sovereignty which can be countered by
immediate 1imited US military actions, the State Department sees threats to US
commitments or past precedence and compels unilateral or multilateral diplomatic
initiatives, and the CIA is sensitized by potential forces which might endanger
the status quo at some future event in time for which preventative action is
necessary now. Since most crises involve political, military and intelligence
components, it is important that the national security process integrate, in
some fashion, information and interpretation from a wide variety of sources.
This is necessary for early evaluation of the downstream impacts of activities
taken in the warning phase of any crisis.

In normal pre-crisis periods each of the watch offices will receive, through
their individual warning system, large quantities of information and judgmental
data, directly or indirectly applicable to a potential situation being assessed.
If the sources of the information are different, divergent interpretations or
assessments may easily be made because some essential elements of the situation
may not exist at one watch or may be neglected in the data from which assessments
are being made by that component. The action planning groups at each agency
will need to coordinate, compare and interrelate their assessments in order to
provide a firm basis for action, to avoid conflicting actions, and to achieve
maximum effectiveness.

Several influences operate on the watch officers in such a manner to present
problems for analysis. Candela (1974, pp. 22-27) suggests three major problems.
One influence is the negative psychological environment in which the watch

See Penta?on Papers (1976), Marchetti and Marks (1976) or most con-
gressional hearings on crises.
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officer works. He is to blame if he fails to call an alert when a crisis
is imminent, but usually gets no credit if an early alert gives top level
decision makers lead time to avoid crisis. A second influence on watch
officers is the pressure for consensus within the agency. There is an
unwritten pressure for consensus which effectively prevents minority
opinions within an agency from being expressed. This tendency fosters
the development of an agency image of the outer environment.

The final damaging problem is the base line upon which information is

interpreted. As Candela points out
It is considered that good warning analysis should be
the product of a detailed and continuing review in
depth of all information going back for weeks and
months which may be relevant to the current situation,
and a sound basic understanding of the potential
adversary objectives, doctrines, practices and
organizations. In fact, it may be the case that
the latest information, despite the necessity of
examining it, will often not be the most useful or
pertinent to the warning assessment. (1974, p. 27)

So now the question becomes how are differences in agency perspective,
in baseline information against which current information is evaluated, in
information sources, and in the ordering sequence of information received,
likely to effect the warning process? In order to understand the impact
of variations, on reorganizational efforts 1ike WWMCCS, we need a more
detailed understanding of the structure of the process envisioned in
Figure 2.1 than we currently posses. But while the process must provide
for more detail in the delineation of structure, it must also abstract
more of the process itself in order to maintain a manageable analysis

perspective.

We shall argue that whatever else analysts do in crisis management, they
are charged with one major task. They must digest all that they feel is
relevant from reported events and map this pattern onto three perceptual
variables; the amount of threat to US interests, the time available for
decision and the uncertainty they have about the interpretation of the situation.
These indices trigger others in the crisis management system to interpret
the appropriate levels of commitment of US resources and organizational
preparedness needed to bring these indicators within acceptable limits or
below thresholds. Decisions to commit resources and organizational skills
to a problem are made on a regular basis as needed in non-crisis and in
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crisis periods. But the shift in commitment between pre-crisis and crisis
is a very definite change of structure about which we know little. Studies
have shown that the shift occurs with considerable irregularity even when
expected (Lentner, 1972; Phillips and Lorimor, 1974; McClelland, 1968).

But we do not, as yet, have a clear understanding of the nature of this
shift or the role of information in triggering the shift. We argue that
organizations like those involved in the national security process have
observation interfaces with the outer environment.! These interfaces are
the translators of events into indices, meaningful for the current decision
algorithm of the system. We recognize that the organizational responsi-
bilities for these two tasks tend to rest with separate groups of
individuals at most levels of the command hierarchy. Nevertheless,

the operations/intelligence interface made here is an essential aspect

of the crisis warning process.

The three perceptual indices of threat, decision time and uncertainty
associated with the watch officer's task are not new to the crisis literature.
The typology was designed for the situational analysis of actions, with the
behavior of the actor being a function of the situation he faces (Robinson,
1962; Hermann, 1969). For Hermann it is the analyst's perception of events
in terms of the three dimensions: surprise, threat, and time that distinguish
crises from non-crises situations. We have adjusted this trilogy to sub-
stitute uncertainty for surprise in an attempt, to more closely represent
what we feel are the basic situational indices relevant to the warning
process in crisis management. Figure 2.2 is the format for a warning
estimate currently employed in the watch offices of the national security
bureaucracy. While the format is strictly written in subject (3), verb (6),
object (9) and time (11) sequence. It seems clear that the analyzed message
seeks to provide threat; (1-4, 6, 7-10), time (5 and 11), and uncertainty
("% probability that" column) information to superiors. Conceptually we
argue that there is a difference between threat and both decision time
and uncertainty. It is threat which creates the crisis system. While

]Terminology developed in Simon (1969), Holt (1976) and Thorson and
Phillips (1975).
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uncertainty and decision time are critical in signalling the type of
response, threat signals whether or not a crisis response is mandatory.
This distinction will become more important in developing a model of
crisis decision making.

The behavioral variables also seem straightforward. The first is
the commitment of US resources. This ranges from verbal resources all
the way through total commitment of military power reserves. The other
variable, national command response, fits well into our scheme of linking
aspects of the decision system with its behavioral characteristics.
While resource commitment acts as a measure of the influence of the
system on its outer environment, operating procedures act as a measure
of changes in the inner environment to meet the threat. (Belden, 1977)
has developed the concept of a stairway to introduce the process of
increasing organizational preparedness to face attack (Figure 2.3). The
stairway is shown as roughly equal step jumps, but in each crisis the
Jjumps are specific to that crisis.

In order to put this process together, we argue that the decision
process is similar in each agency. The impact of perceptual imagery
and the predilection of certain interpretations of events over others
does, however, vary from agency to agency. We take the perspective
that it is in these interfaces with the outer environment that both the
decision maker's understanding of a situation and his decisions to take
certain actions take shape. We argue that there are a number of image
variations which will effect this warning system. To develop these
points we need to present a decision model and a set of procedures for
mapping events to perceptions.

The Decision Model
As can be seen in our hypothetical example on the North-South Korean
border incident discussed in chapter I, the internal organization of the

foreign policy process undergoes some structural changes in the shift to crisis.

Our perspective divides the international system into two components. These

Ll
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FIGURE 2.3
BELDEN's STAIRCASE OF OPERATIONAL CHANGE
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components are the inner and outer environment. The inner environment
is composed of the three foreign policy agencies and their functional
components. The outer environment is composed of the movement of
other international actors.

Decision making is composed of a series of processes. The classical
demarcation of each of these steps can be found in Snyder et al (1962).
The example in chapter I, however, focuses only on a few of these elements.
That is, there is emphasis on information gathering, information sorting,
and on changes in the structure of the decision process.

It is important to emphasize a number of points regarding this process.
First, information gathering and sorting is primarily a function of the
image held by the components of the inner environment. This image is
essentially a screening device which allows each agency to grasp the
"important’ stimuli in the outer environment and ignore irrelevant
data. Images are organization specific. Each of the three major
foreign policy organizations have slightly different images and therefore
respond to different stimuli.

While the agencies have distinct images, it should be noted that
there are some important common elements. These common elements allow
for the testing of inner-agency reliability on movement in the outer
environment. Agreement between the agencies undoubtedly is related to
the degree of threat.

These images not only act as a filtering device. When stimuli
is filtered through the image, it may provide a change in the way
further messages are processed. This also has implications for changes
in the policy making and execution process. In other words movement
in the outer environment, when viewed as threatening through the image,
may force a change in how future decisions are made.

This type of perspective follows those earlier definitions of crisis
that emphasize the sudden change aspect of crisis. This change aspect
is combined with the idea of threshold points which clearly demarcate
the degree of threat and other images that would require sudden change
in the inner environment.
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This type of perspective incorporates structural change with the
idea of a normal range of behavior. If the stimuli from the outer
environment is filtered through an agency image and has a 'value beyond
some recognized level' it will lead to a change in the processing
performed by the inner environment. This change in processing is then
a function of both the stimuli and ,the image. Furthermore, this change
is at the heart of what is recognized as a crisis in the operations of
the decision making system.

Recently, catastrophe theory has been developed by Rene Thom (1975)
and E. C. Zeeman (1976) to describe things that change suddenly, by fits
and start- which have long resisted mathematical analysis. The potential
advantages of this perspective and its application to crises is that by
considering decision time, threat, and uncertainty about the outer environ-
ment, and by looking at the continuum of military responses from complete
passivism through war on one continuum and at the staging of command and
control procedures in response to crisis from attention directed elsewhere
to a full enactment of the Emergency Operating Procedure System on the
other continuum,one oujht to be able to identify the shift points from
non-crisis in terms of the characteristics of the outer environment which
trigger them.] Here emphasis will be on typologizing crises by the
characteristics of the outer environment and on attempting to account for

the apparent stress responses of the system to specific pre-crisis attributes.

Catastrophe theory is a qualitative mathematical model that helps in
the description of systems which are characterized by sudden large
changes in behavior. Rene Thom, the inventor of the method, views these
sudden changes as morphogenical changes from a structurally stable
position in the behavior field of a system. This idea is closely related
to Ashby's idea of a step function (1966).

]ln Emergency Operating Procedures Systems is a multistaged preplanned
set of procedures for staffing and operating the National Security actions
in crises. It is administered by the Joint Chiefs of Staff and details
the order of reporting and coordinating procedures at the crisis area and
in Washington as well as the military responsibilities in response to
various presidential requests for action during a crisis.

'u,
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There are important differences between the Ashby conceptualization
of a step function and the Thom conceptualization of catastrophe. Ashby's 1
step function does not specifically deal with a stable equilibrium point. 1
If a step function occurs in the system, a new level of behavior becomes i
normal. The Thom models posits a stable equilibrium point which the system
may /or may not/ return to. The return is dependent on the conflict between i
behavioral attractors of the system. The Thom tropistic maintains
that behavioral movement is dependent on forces while Ashby is arguing 1
that behavior is dependent on goal attainment. But, the important point is
that both perspectives are dealing with that important aspect of international
behavior -- instantaneous/crisis action of an actor.

Thom's conflict models or elementary catastrophes are built around the
idea that a system is controlled by a behavioral attractor. Since the system
can be defined in terms of differential equations, these attractors are
equivalent to local minima in the behavior field. If the system is under
the influence of a single attractor, it is structurally stable. When there
is more than one attractor, there is the potential for conflict and change in
the system. Under the influence of more than one attractor, the behavior
of an attribute may take on sudden shifts in direction and appear to be
disjointed in its time path. This conflict area -- where control of behavior
is likely to shift from one attractor to another -- is defined in the bifurcation
field of the system. The stress involved in this conflict area is relieved
when the system meets a critical point. The critical point is that point which
provides the instantaneous jump in the behavior of the system. Thom's
argument is that through the description of the attractors, the control
variables and the critical points we can understand the system better. The
resolution of conflict among the attractors is done by the dynamic of the
system. A glimpse at the nature of the dynamics of such a system is the
potential contribution of Thom's model.

We shall leave the mathematical development of catastrophe theory to other
chapters. It is enough here to consider Figure 2.4, the by now famous cusp
model of catastrophe theory. In this simplified example we are concerned with
input values of the variables, decision time and threat which would cause the
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behavior of the system to transcend the fold in the behavior surface. We
are also concerned with the circumstances which keep the behavior of the
system on the top or bottom surface of the fold as well as the circumstances
under which it moves from one surface to the other. Thom has developed
the mathematics to understand this shifting in behavior to meet apparently
slight changes in the outer environment. But there are problems with his
approach which must be resolved before we can implement the approach.

The most important problem is finding a way to test a highly qualitative
model. Kupperman and Smith (1976) have argued that due to the qualitative
nature of the model, all that one can hope for is testing to see if variables
move in the same direction the model postulates. While this seems reasonable,
E. C. Zeeman (1972) has attempted to test the catastrophe model by forcing it
into a more analytical perspective. Zeeman argues that the catastrophe model
posits a structure for a dynamic flow of a system. He argues both that this
structure can be theoretically developed and that the dynamics of the system
can be found.

Zeeman's approach argues that the behavior of a dynamic system can be
viewed as consisting of fast and slow forces. (It is interesting to note
that it is the idea of 'forces' that moves the behavior of the system.

Again, we see the influence of the tropistic perspective.) These fast

and slow forces can be viewed as vector fields which affect the behavior

path of the system. One might visualize a marble on the behavior surface
-- the fast and slow forces would be those that determine the marble's
direction. In this example the marble's vertical movement might be a result
of the 'force' of gravity. The horizontal movement of the marble might have
been the result of the 'force' of the wind. (This perspective of force
fields is not new to Zeeman; it is a traditional way to explain behavior of
dynamic systems. For example, see Hirsch and Smalle, 1974.)

A system is structurally stable in two situations. These occur
whenever either the fast or the slow forces are equal to zero. When the
fast forces are equal to zero there is absolutely no dramatic change in
behavior which by definition means the system is structurally stable.
When the slow forces are equal to zero the behavior of the system can
not move out of the influence of the existing attractor. That is, no

St




35

horizontal movement implies the system can not reach a critical point
and no change can occur.

Structural instability -- a crisis -- can occur only when there is some
interaction between the two forces. Thus in a potential situation, crisis
will only occur if both of these forces interact and bring the system to some
critical point.

Zeeman has hypothesized in his treatment of these two forces that it is
the fast force which creates the dramatic shift of behavior in the system and
it is the slow force that eventually completes the circle and brings the
system back to the original equilibrium point. It is the combination of
these two forces that provides the jump and the return to normalcy.

Having equated threat with the shift variable, a, and a decision time
with the slow force, b, in Figure 2.5, we can demonstrate the impact of assuming

equations for both forces. The equations for both forces represented in
three dimensional space of Figure 2.4 are given by Zeeman (1972, n. 38) as: |

e).(=-(X3+aX+b)
b=X- Xa
The behavior (X) of the system under a given amount of threat a, is given

by taking the section a = ay- Suppose that decision time takes values of bo
in normal times and b] in crises. Then b = b0 is the equilibrium point of
the system and the triggering of the crisis system moves b from bo to a

‘maximum at b]. We assume that b0 >0 > b]. Under a given threat 2, the

behavior of the system X as will be given by

3 e

Xa + aXa + bo = 0.

To explain the variety of crisis management phenomena, we can draw four sections
in Figure 2.5 for four values of a; > ap > az > a, corresponding to four
hypothetical levels of threat. Notice that in all four cases there appears

to be a shift in the perception of the amount of decision time available and

]These are equations Zeeman (1972) has developed in his article.
Rationale for the slow equation is provided in the Zeeman article.
These equations will not be used in the treatment of the catastrophe
model in later chapters.
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and an eventual return to normal. In situations where there is apparently
high threat in the system, there appears to be a threshold over which behavior
falls before it returns to normal. If threat remains zero, or significantly
close, no shift in behavior is likely (Figure 2.5a]). Similarly if decision
time never reaches b], the trigger point, there is no shift in behavior.
Instead the system returns to normal without exhibiting crisis like actions.
Of course variations in the equations and in the assumption bo >0 > b],

will result in a number of very interesting implications for activation of
emergency operating procedures. For instance, the return to normalcy

since it is controlled by a slow force is a gradual behavioral shift rather
than a catastrophe. This provides us with a useful starting point. It
allows for non-crisis movement in the system. This is defined when the
fast force is equal to zero. Second, the mathematics of the model argues
that all the variables interacting together are necessary for a crisis to
occur. Threat may be the variable that places one in the fold in the
benavior surface but, its relationship to decision time determines if a

Jump actually takes place. Thirdly, this perspective allows us to gain

a testable model from the catastrophe perspective.

Zeeman (1972) suggests empirical procedures which should provide
empirical reference for the model. We fit the data to this canonical
surface by juggling the position of the equilibrium point and the
functional relations between threat, time, uncertainty, resource com-
mitments and C3 procedures on the one hand and the empirical references
of these variables on the other. From here we need to construct an
algebraic equation for threat (the fast equation) to fit the data and to
use our theoretical equation for the slow forces of decision time and
uncertainty. The procedure guarantees neither a precise fit nor a
unique solution but it does provide usable algebraic equations and
considerable'insight into the underlying dynamics of the crisis manage-
ment system in the US.

T e ——————
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Crisis Recognition
Having linked the shift in behavior of the National System to meet

crisis to the perception of the outer environment, we now have to develop
a methodology for capturing the richness of the contextuality in which
events are interpreted by analysts and in which orders are implemented in
response to decisions. The methodology envisioned is essentially a
series of mapping exercises whereby agencies map events and event
sequences onto the three perceptual variables of threat, decision time
and uncertainty.

In developing processing rules for the recognition side of our
model, four sets of actions can be taken given a report on events. First,
watch officers can ignore the message as not signalling any threat. Second,
they may wish to wait for more information before alerting superiors.
Third, they may confer with others in the watch system to see if they
have the necessary information to trigger a CAT. Fourth, they may

immediately report changes in threat, decision time and uncertainty.

The development of realistic mappings of each agency is a rigorous and
time consuming task. Our first effort was to get a feel for how each of the
agencies views the outer environment and what prescriptions for action
they prefer. This effort entailed reading congressional minutes,
autobiographies, and case histories. Fortunately, this material exists
today and is relatively easy to obtain. The next step was the dimen-
sionalization of the three control variables and the two behavior
variables. Then comes the arduous task of developing the separate
production systems themselves. While this ought to be an interactive
process as envisioned in McCormick (1976), it does require a good deal
of subjective familiarity with the structure of early warning indicator
systems and their translation into estimates of the nature of potential
threats.

The way we have developed this mapping from reports of happenings
in the outer environment to differential interpretations of their meaning
in terms of threat, time, and uncertainty is to rely on a variant of the

T A W
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events data approach to international behavior. It is our contention

that nation/state systems are event processors. They are bombarded by
events, respond the them and even relate time to the passage of events more
readily then they do to normal clock time systems. Changes in the

nature or level of events reported are recognized and responded to

by the crisis warning system. Miller and Thorson argue:

...The time schedule governments operate on is
generally event-based (that is, governments respond
to events in the external environment). These
events may have associated with these particular
probability distributions. Thus, the notion of
time employed in the model should include 'event
time,' that is, the 'time flow' against which the
system states are plotted should be event based.
(1977, p. 62).

The events approach is consistent with our tropistic view of the
systems being bombarded by the environment. But in order to translate
this view into an operating warning system, we have avoided current
index systems such as McClelland's (1969) EFI and ROZ or Andriole and
Young's (1977) uncertainty and abnormality indices. We have done this
because we feel that warning is more contextually based than current
indices seem able to capture. McClelland (1968), for instance was
unable to find a predominant pattern to his indices in comparing crises.
We believe that these barometer systems will be quite beneficial once
they become part of higher order estimating procedures such as suggested
by Martin (1976) or as employed by Stewart et al (1977). To get around
this problem, we believe what is needed is a richer reporting instrument
for recording the context in which situations develop in the outer
environment. Indeed, this corresponds with current indicator
reporting systems in military intelligence. The major constraint,
however, is that too little of the political situation is reported upon.
We have developed a code sheet (Figure 2.6) and a self-anchoring scale
for analysts which lets him report changes in the level of activity
along any of the event indicators. We believe that such a code system
could be tied directly (functionally) to any number of event data
systems currently available.
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Whether the code system is empirically based or subjective, the
major concern is with moving from field reports concerning which events are
taking place to interpretations of their importance, in terms of threat,
time and surprise. It is here that differences in sensitivity to the
immediacy of the threat and hidden agendas as to organizational pre-
ferences for alternative strategies of action play an important part
in orchestrating the warning process.

For us the warning problem is a classical problem in inductive
inference. Here the problem is structured in such a way that the
target variable hypotheses about threat time and uncertainty are
logically quite distant from the observable events (the data of Figure
2.6). In this case it is usually possible to proceed to link the
two by resorting to intermediate assumptions. Thus, it will often
be possible to assess the likelihood of the observed data given an
intermediate hypothesis, and the likelihood of that hypothesis given
another intervening variable and so on until the desired target is
reached.] Such techniques are called hierarchical cascaded or multi-
staged inferences and are approachable from Bayesian inference (Kelly
and Barclay, 1973), game theory (Brock, 1971), or production rules
(Waterman, 1970). We develop the procedures in a later chapter.

For now it is necessary only to see that we have approached the con-
textual question so important to analysts who attempt to glean meaning
from events in the environment as one of making conditional hunches
about their meaning and of putting these hunches together in a
probabilistic and hierarchical manner which leads to estimates of the
threat, decision time, and uncertainty open to crisis management.
Differences in the sequences of reporting, the sensitivity to the
indicators and the nature of intermediate hypothesis effects the
eventual interpretation of events.

Once the two separate models (situation recognition and catastrophe)
are developed, we are in a position to integrate their products and

Tkelly and Barclay (1973).
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develop a series of computer simulations of the impact of different
structural changes in the system. We intend to leave the decision
mechanisms from catastrophe theory alone and to concentrate on the
information flow and behavioral reaction in the warning phase of
crisis management. The effects to be dealt with here are straight-
forward.

I. How do agencies differ in their evaluation of the outer
environment? N

We believe that the mere increase in volume handling
capability envisished in computer networks such as WWMCCS
are an overall detriment to interpretation because they
make interpretation more difficult not less difficult.

We are certain that the answer is not to avoid WWMCCS
but to selectively affect the amount and type of infor-
mation that reaches each node. In order to be in a
position to do this effectively, we must know how each
agency perceives the world. What are the differences
in the way each agency anticipates threat? Are these
dangers or advantages in the current images? How can
the early recognition of threat be facilitated?

II. How does the shift of a crisis operation mode affect
crisis management?

The speed with which agencies recognize crises and
the type of crisis they envision affect the procedures
they instigate in the management of crises. The shift
to crisis in the response to perception of decision
time, uncertainty and threat. The magnitude of the
shift is a function of complex interrelationships
between these variables and the degree of agreement
between agencies on the need for action.

ITI. What could be the affect of changing the procedures in
the watch offices?

An attempt to identify the trade-offs between
duplication versus coordination of tasks will be made.
We are concerned with the appropriate mix of time frame iR
and substantive focus. For instance, is a President
but served by current procedures and assignments or
should he seek a new mix?

The procedures to implement this system are as follows:

I. Develop mappings of context onto the model.

a) Dimensionalize the five variables of threat,
decision time, uncertainty, resource com-
mitment, organization preparations.

O
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b) Identify the crisis indicator nodes for crisis
warning.

c) Produce agency specific mappings of events onto
perceptual variables.

II. Develop a model of crisis warning decision making from
catastrophe theory. This implies:
a) Identify the applicability of catastrophe theory.

b) Develop the formal relationship between inter-
pretation of events and behavioral response.

c) Empirically parameterize the model.

III. Develop and exercise the model.

a) Provide for an interactive capability to change
the inputs and the mappings envisioned above.

b) Run through a set of exercises to address each
of the problems delineated above.

dsaran:
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Chapter III
THE VARIABLES OF CRISES MANAGEMENT

Introduction

The objective of this chapter is to describe in common language form the
variables utilized in our attempt to come to grips with the problems in crisis
management. The general tone of this chapter is somewhat tentative in its
mathematical and empirical precision. Its objectives may be viewed as two-
fold: first it is designed as an exploratory essay to lay the ground work
for providing the necessary information to operationalize the model in its
formalized state; and, secondly, it is designed as an exploratory "bridge"
between one substantive concern and the operational model of the crisis process,
by creating a "real world" nexus as a guideline to aid in the development of
a set of decision rules by which the model may be constructed.

There is a need to underscore, the guideline aspect of the variable
descriptions contained herein. The task is to take each variable separately
and to identify and define major classes of behaviors by their characteristics.
The effort contained on these pages is to provide a measurement model for the
theoretical and empirical flow of later chapters. In short, our interests
at this stage are purely descriptive and should be viewed as merely the initial
explorations into the substantive nature of the variables.

Before discussing the variables individually, some general comments on the
processes involved in crises should prove helpful. Crises all tend to involve
drastic, if only temporary, changes in priorities and perceptions and a con-
siderable increase in communications. A vast growth in demands is made upon
the principal participants in foreign policy decision making of the countries
involved. This creates the stresses of crisis management. The threat of a
loss of values imposes pressures to act quickly in light of the newly evolving
circumstances.

There seems to be agreement on the substantive definition of crises.
Consider the following three attempts:

An international crisis is a confrontation of two or
more states, usually occupying a short time period,

in which the probability of an outbreak of war between
the participants is perceived to increase significantly
(Williams, 1976, p. 25).
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A crisis in international politics is a process of inter-
action occurring at higher levels of perceived intensity
than the ordinary flow of events and characterized by:

a sharp break from the ordinary flow of politics, shortness
of duration; a rise in the perceived prospects that
violence will break out; and significant implications for
the stability of some system (or pattern of relationships)
in international politics. (Young, 1968, p. 15)

Specifically, a crisis is a situation that (1) threatens
high-priority goals of the decision-making unit, (2)
restricts the amount of time available for response before
the decision is transformed, and (3) surprises the members
of the decision-making unit by its occurrence. (Hermann,
1969, p. 414)
We identify, in this literature, three distinct dimensions to crises:
the time available for making decisions, the degree of uncertainty about

environmental dynamics and the threat inherent in the situation.

In our conception of crises these are the three variables which help
us characterize the outer environment. It is our belief that these are
the input variables in a system model which when combined with output
variables will enable us to describe in some detail, the shift from day-
to-day modes of operation to a crisis mode. But before we go further
we must delineate the underlying scale for each of these dimensions.

First, 1ike all attempts at identifying the range of a variable,
we intend to develop a set of contiuums that satisfy the requirements
of total inclusiveness and mutual exclusiveness. All cases of actions
and perceptions need be inc<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>