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Abstract

A phase—locked loop based narrowband j~~~1ng signal cancellation

system was built and tested to experimentally determine thit degree of

cancellation achievable. A reduction of 28.5 db was obtained for CW jam-

ming signals. This is considered to be an upper limit. A reduction of

11.5 db was obtained for an amplitude modulated jameing signal. It is

felt that this can be increased to 15 — 20 db with additional envelops

phase control circuitry.
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System Description

For a spread spectrum (SS) system operating in a CV j asuing environ—

ment the composite received signal is

r1(t) — S 8
(t) + A~ cos (ojt + 0)

where 5
55
(t) is the SS signal with power SR, center frequency 

~~ 
and band-

width V
55 

and A~ cos (w
i
t + O~) is the j asming signal with power

A2

3R 2

For the case of high ja ing—to—aignal ratio (JSR) the composite received

signal consists of a relatively large—power j~nv.tng signal concentrated at

a single frequency plus a relatively small—power SS signal spread over a

large frequency range. A narrowband tracking circuit, tracking the jam—

sing signal, can therefore provide an accurate reproduction of the j~~~~(ng

signal, and this signal can be used to cancel the ja~~l~ng signal prior to

the SS correlation processing in the receiver. The proposed system is

illustrated in Figure 1.. With perfect frequency tracking, the result, as

shown in (lj, is a reduced CV Jamming signal with amplitude

Ajc — IA~ + A~ — 2A~A~COs (O~ — O~~)

This expression provides the relationship between amplitude and phi., esti-

mation accuracies and cancellation effectiveness. From this relationship

the CV j f ~g signal power after cancellation ii shown to be

(0 ~ e ) 2 Jg + f ( A j A ) 2 (1)
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under operating conditions of interest • With idealized phase and ampli-

tude estimation techniques this becomes

B + B
— + a S (2)

C V 8 R

where

B~ — Bandwidth of the Phase Estimator

B8 — Bandwidth of the Amplitude Estimator

V55 
— SS Signal Bandwidth

SR SS Signal Power

The effective .JSR after cancellation is

3 B + B—s. — • ~ 3)
R 58

If the tracking circuit bandwidths B~ and Ba are orders of magnitude

j I 
smaller than the SS signal bandwidth W

55
, the effective JSR is orders of

magnitude less than one, and is, in fact , independent of the received

jm (ng signal and ss signal powers.

Cancellation effectiveness can be expressed in terms of rsa phase

and amplitude estimate errors by rewriting (1) as

A 2 1 2 (A — A ) 2

~~~~~~~~~~~ 
3R~~~2~~j 

~~ z 1
j

e J
R + J

R s

. ( 7 + A 2) 3
R 

(4)
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where

— mean—square phase estimation error

— normalized mean—square amplitude estimation error
e

Reduction in j amming signal power is therefore simply .xprsss .d as

(5)

This expression indicates that rms phase estimation error of 0.1 rad and

rms amplitude estimation error of 10% would produce a 17 db reduction in

JSR, figures which appear to be realistic. The objective of the research

program was to experimentally determine the degree of reduction possible ,

for both CV and other narrowband jamming signals.

System Implementation

The block diagram of the system as implemented is shown in Figure 2.

The system operates at a center frequency of 1 1hz, a frequency which is

high enough to exhibit the practical problems of phase control and low

enough to permit IC implementation. All major components of the system

wsrs initially designed and built with IC.. However a Wav.te k Pb.asslock

Generator was used in place of the IC PLL for the performance measur ements

becaus. of its greater flexibility in matching signal levels , and its

sinusoidal output signal as opposed to the squarevav e output of the PLL .

The Pbaselock Generator locks onto and tracks the j~~~ ing signal

over a frequency ~nge of 1 ± 0.2 MHz • Its output is a constant peak

amplitude sinusoidal signal which is used as the local osciUstor s(g~.l

for both the Synchronou s Demodulation and Balanced Modulator.
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The MC 1496 P IC Synchronous Demodulator provides differential out—

put signal consisting of the demodulated jamming signal amplitude plus a

double frequency term. The double frequency term is eliminated by the

R— C low pass filter. The remaining signal is the estimate of the jai .4ng

signal amplitude.

Two op-amp ICs are used to convert the differential signal to a

single—ended signal, and to provide DC level shifting and gain adjustment.

Of course the gain between the demodulator and modulator, and the DC level

into the modulator are critical factors in the cancellation effectiveness

and dynamic range characteristics of the system. The existing design has

as interaction between gain and DC level which makes adjustment tedious

and severely limits dynamic range . This is considered to be the weakest

link in the present system, but one which can be overcome by the addition

of a feedback circuit to drive the gain and DC level so as to accomplish a

“nulling” of the canceled signal.

Another critical factor in this section of the system, i.e. between

demodulator and modulator , is phase shift. The signal here is the peak

amplitude or envelope of the j amming signal. If the jamming signal is

amplitude modulated , any phase shift of this signal will result in a re-

produced j amming signal whose envelope is not exactly in phase with the

envelope of the original ja mming signal . Poor cancellation will result

even though the carrier phases are identical.

The Balanced Modulator uses the amplitude estimate from the op—amp

circuit as the modulating signal and the phase—locked signal from the PLL

as the carrier to create an estimate of the jamming signal. In order to

cancel the original jamming signal with this estimate, the two carriers

must be 180° Out of phase and the signals added. Of the total 1800 phase

shift, part comes about from phase shift in the circuitry and the remainder
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is introduced by the Phase Shift Network. This active filter phase shift

circuit introduces an adjustable amount of phase shift at a single fre-

quency. The phase shift is somewhat frequency dependent so that the re-

sulting group delay of this circuit degrades the cancellation effective-

ness of the system for amplitude modulated jamming signals. The group

delay effect can be minimized by the addition of an appropriate equalizer

netowrk.

The original signal and the estimate of the jamming signal are

matched and added by a resistor divider/adder circuit to achieve the can—

cellation.

Experimental Results

The 1.2 volt peak—to—peak CW jamming signal shown in Figure 7 was

reduced to the 0.045 volt peak—to—peak signal of Figure 8. This is a sig-

nal reduction of 28.5 db. This was accomplished through manual adjustment

of gain and phase shift, and the residual signal is primarily a consequence

of imperfections in the basic sinusoidal wave shapes. Thus the 28.5 db

figure is an upper limit on the reduction possible using the standard IC

components employed here.

Figure 9 shows a jamming signal which is amplitude modulated with

a 1 KHz tone at a modulation index of 0.25. Figure 10 shows the match be-

tween the input and output of the Synchronous Demodulator. Although the

match appears to be perfec t, there is some slight phase mismatch which

effects cancellation effectiveness. Figure 1.1 is the residual left after

cancellation, indicating a reduction of 11.5 db. As noted earlier, the

effectiveness suffers because the envelopes of the two signals are not in

phase, rather than from a mismatch in carrier phases. This can be reduced

by the incorporation of an equalizer network to compensate for the group

delay of the system.
—11—
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Fig. 7 CW Jamming Signal

*

Fig. 8 Residual of CW Jamming Signal
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Fig. 11 Residual of AM Jamming Signal
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Conclusions

The 28.5 db reduction in the CW jamming signal should be considered

a practical upper bound , with nominal performance on the order of 20 db

• achievable in working systems. Dynamic range can be improved by the in—

corporation of a null detector—type feedback circuit to drive the amplitude

estimate signal so as to minimize the cancellation residual.

The comparatively low 11.5 db reduction of the AZ.! jamming signal is

due to the phase difference between the envelopes of the original signal

and the j amming signal . This phase difference can be reduced by better

phase control in the baseband portion of the system and the addition of

an equalizer network to offset group delay in the RF sections. It is felt

that a reduction of 15— 20 db should be achievable.

The PLL approach appears to be the most promising of those proposed

to date. New devices, such as the frequency — selective limiter, give some

promise of significant improvement of jam resistance to narrowband signals.
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Related Work

A PPL CW interference cancellation system, similar to the one re-

ported herein, was granted U.S. Patent No. 4,027 ,264 on 31 May 1977 [23.

In that system the CW interference is assumed to be added to the informa-

tion signal prior to modulation in the transmitter. The tracking loop is

therefore placed after the demodulator in the receiver so that it is a

baseband loop rather than a RP loop. The tracking, estimation and can-

cellation tecimiques employed in the two systems are basically the same.

No implementation of that system is specified in the patent. The criti-

cal component in that system is the “Null Detector” feedback circuit which

adjusts the amplitude of the reconstructed interfering signal for maximum

cancellation.

A system in which a hardlimiter, rather than a PLL, is used to

generate the phaselocked signal has beer~ proposed and investigated by

Lewis (3]. The amplitude estimate is obtained by the same Synchronous

Demodulator — Low Pass Filter technique used here. The use of a limiter

eliminates loop acquisition and tracking problems. The major disadvan—

• tage is that multiple jamming signals cannot be handled.

An exotic device for frequency — selective limiting of narrowband

interfering signals was reported by Jackson and Orth (4] in 1967. The

device, based on nuclear magnetic resonance, produces independent limiting

of multiple, narrowband signals to a predetermined threshold level. The

experimental model tested in 1966 exhibited a 30 db improvement in signal—

to—interference ratio. However the limited bandwidth (1.2 KHz at 30 1hz)

and high insertion loss (47 db) would 1i~it its utilization.
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