
E
l

_ U F! _
__ EIIEUEUIEI!~~

_
Ut ~F~Hfl UUUUU
U UtUUUUIUUU U
flU -flfl _flUU_

11111 ~~
p



Co

1>—

• ‘uJ

C.3



- --.

nl~ TAssr~IRn
isCumly CI.ASSIPICATION OP THIS PAGE (Shin bI(i E.U..•~~ ________________________________

~~~~~~~~~~~ ~~ ri. ~~ a ~~~~~~ READ INSTRUCIIONI —

I%CrUI ~ I ~~~~~~~~~~~ I Al  lUl l ~~~~~~~ BEFORE COMP LEIIN O FORM

~~~~~~~~~~~~ 

. ~~EPO*T NUMUER 2. GOVT ACCESSION NO I. ~ ECIPI ‘S CATA LOG NUMSEA

/ RADC—Th—79—55 1 9
~~~~rr,i.E r a  ai...m. ~f l 

~~~ Re~~~t , T4~!j.7
MoDEMpENTrncA ION~~xPuncENTs . ~ Jan

7. AUTNOR~.) 
I. L41RACT R GIANT NU

~~~ j~ior~e A.lFernande~~\ N/A

S. PERPOmSING O~ OANIZATION NAME AND AOO~~t$$ 
#‘~~

“ tO. Q Q * A M U E  P p t c r . TA SIC

Development Center (ISCP) 

~~~ (:~22~c2c .]
II. CONTNOLUNG OPPICE NAME AND AOOACU •~

Rome Air Development Center (ISCP) / I Ft ._ , If 79\
Griffiss AFB NY 13441
_______________________________________________________________ 

75
14. M0NITO~~ING AGENCY NAME S AQD*EI$(l( dIU.iant t u r n  ConftolIIn OUtc•) II. $ECU~~ITY CLASS. (.1 hI. u.pon)

Saute UNCLASSIFIED
1

_
i.. DECLA$$IFICATtO S/DOWNG~~A DING

SCHEDULE

______________________________________________ 
N/A

4. D4ST~~ISUTION STATEMENT (.1 hI.  R.pe,t)

Approved for public release; distribu tion unlimited .

17 DIST~~ISUTI OW STATE MENT (os s5. .bbl,.cl unlined Sn Slock 20, SI dItI .,.n( fries R.po,t)

Sass

IS. SUPPI.EMENTA~~Y NOTES

Mona

15. ~EY WORDS (Ciefflie. at uvin*• •1* if ieCati~~V aid 1*nSJPp bp block mesibun)

Pattern Recognition Interactive Processing
Feat~sre Extraction Modem Signature Analysis
Classifier Design In—Service Performance Tests

40. A ISTRACT (C.ntMu. esi rover.. .Id. St soc..aay aid Sd.nHIy by block nsaiber)

This report describes the design and evaluation of classifiers for distinguish-
ing four types of modems: the CODEX LXI—9600, the HUGHES RC—276 , the PARADYNE
LSI—96, and LE~~UaT 26—C. The data used to develop these classifiers con—
slated of many digitis.d t ime sample waveforms for each modem and was collected
by RADC ’I Digital Cometmication Ezp.rimsntal Facility (DICEP) . With the
Waveform Processing Syst (UPS) capabilities, the Interactive Processing Sectio
of the Information Sci.nces Division (ISCP) analysed this waveform data and
extracted an initial set of eighty feature.. This initial eat was later —~~~~

~~~~ PaRS s~~~~ ~~~~
‘ -

W I JAIl fl UNCLASSIYI~~
UCtIRII V CL*UEFICATION OP INSI PAGE (ISles, 0*. in:~ ~

_______________________ ~~~‘ L.~’ ’) ti .
~—... -.



F ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~ ‘~~
-
~~~~ ---~m

___
~~~~~... .-• - -~~~~~~~~ ~- --~~~~-

I3lM’I t fTyT~~~
I 

SECU RITY CLASSIFICATION OP THIS PAOC(*I.w Dill in14rod)

modified to fifty features. The On—Line Pattern Analysis and Rscognition
System (OLPARS) was then used to develop a number of classifier designs
which are based on different subsets of the initial fifty features.

UNCLASSIFIED
SECURITY CLA SS~PICATl ON OF THIS PA GE(Whws Din. £nl rod)

., ,~~~~~~~
. .

~~
—;——--;.

~
_ .

~~~~~~~
-

—

L ~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



p 
. .,

~~~~
— .—- — — .-

~~
-,.

~~~
--

~
-- .—,—- .- ,—-

~~~~- .~~~~
,---

~~~~
—-,-—.-

~
- - -.- — .--.--.. - -

~~
---.

~~

TABLE OF CONTENTS

SECTION PAGE

I — Introduction. . . . . . . . . . . . . . . . . . • 1  • • • • • • • . • . . . . . . . . . . . . . . .1

II — Background on Facilities Used............~....... 

III — Data Collection... . . ...  •.. . .

IV — Data Analysis and Feature Extraction  .11

V — Measurement Evaluation. . . . . . . . . . .   21.

VI — Logic Design  . . . .  . . .  24

VII — Experimental Results    . . . . . .2~

VIII — Diacussion and Recomotendations . . 62

APPENDIXA—Parlan Program Listings....... 

APPENDIX B - Sample 50 Dimensional Vector for Each Modem

from Design Data Set... . . .. . . . . . . . . . . . . . . . . . . . . . . . . .7~

REFERENCES. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7~

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

- .  — — - . . 

I .. 
~~~ co~m

• 
~~ 2 ~V*fL ~~~~~~~~~~~~~

Lk 1±
iii

L .. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~.



— ~~~~~~~~~~~~~~~~~~~~ fl-~~~
-
~
_ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ y . ,~~~~ 

. , ...~~r n ,  — — - -
~ 

. . -. -• 
~~~~~~~~

I

F

LIST OP FIGURES

FIGURE PAGE

1. Test Configurstion—APCS Modem Signature Analysis.............7

2. Sample Wavefornt—CODEX LSI—9600 No iispairisents...............12

3. Sample Waveform—HUGHES HC—276 No impairments...............13

4. Sample Waveform—PARADYNE LSI—96 No impairments 14

5. Sample Waveform—LENKURT 26—C No impairments.  15

6. Exautple of Binary—SequencingaWaveform 17

7. Pairwise Fisher Logic Classification Scheme 26

8. List of Features Used in Each Experiment 29

9. Design Confusion Matrix with Statistics for Experiment 1 ...30 )
10. Test Confusion Matrix with Statistics for Experiment 1 31

11. Design Confusion Matrix with Statistics for Experiment 2....32

12. Test Confusion Matrix with Statistics for Experiment 2......33

13. Design Confusion Matrix with Statistics for Experiment 3....34

14. Test Confusion Matrix with Statistics for Experiment 3 35

15. Design Confusion Matrix with Statistics for Experiment 4....36

16. Test Confusion Matrix with Statistics for Experiment 4......37

17. Design Confusibu Matrix with Statistics for Experiment 5....38

18. Test Confusion Matrix with Statistics for Experiment 5......39

19. Logic Tree Structure for Experiment 5 ...40

20. Projection on 29th Feature Direction............... 

a

iv

—•*. u~ ~.

.5P .. - 
.~~b

..~~~ . __________ - .. ~~~~~~~~



r ~~
-
~
-——--

~~~~~~~
— _~~~~~~~~~~~~~~~~~~

-
~~
-- -

~~~~

I

LIST OF FIGURES (cont...)

FIGURE PAGE

21. Proyection on 30th Feature Direction. ... .. . ... ..... . .  42

22. Proyection on 34th Feature Direction  43

23. Design Confusion Matrix with Statistics for Experiment 6.....44

24. Test Confusion Matrix with Statistics for Expsriment 6.......45

25. Logic Tree Structure for Experlment 6  46

26. Proyection on 27th Feature Direction 47

27. Proyection on 46th Feature Direction 48

28. Design Confusion Matrix with Statistics fcr Experiment 7 49

29. Test Confusion Matrix with Statistics for Experiment 7 50

30..Logic Tree Structure for Experiment l  ...5l

31. Proyectlon on 8th Feature Direction.  .....52

32. Proyection on 3rd Feature Dirsction 53

33. Design Confusion Matrix with Statistics for Experlaient 8 54

34. Test Confusion Matrix with Statistics for Experiment 8 55

35. Logic Tree Structure for Experiment 8 56

36. Proyection on 4th Feature Direction,  57 ‘

37. Two—space scatter plot (measurements 4 and 27) 58

38. Design Confusion Matrix with Statistics for 1~xperiment 9 59

39. Test Confusion Matrix with Statistics for Experiment 9 60

40. Logic Tree Structure for Experiment 9  61

&~ 8
I. - 

- 
.
~ 

.—
~~~

________________ ___________________________________ I 
— ___• ~~I L~~ .. ._. ~ .. .~ .~~~.



--— ,.——~,-•. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ •—. —,——-— . , — -•-• ‘-, ——.-
~
• .---

~
•-•--.—-•‘---- ‘~~“~~ -‘

I • INTRODUCTION

The ultimat. objective of this project is to determine the potential

use of modem signal signatures as in—service indicators of transmission

chaim.1 degradation and possibly as diagnostic aids. Toward this end 5

dig itinsd time samples of modem signals impaired by channel

perturbations were recorded on magnetic tape in RADC ‘a DICE? (Digital

Co~~~mications Experimental Facility) . This objective was broken up

into two partsc

a. Mod Identification .

b. Measurement of the Channel Perturbations.

The Waveform Processing System (WPS) and the On—Line Pattern

Analysis and Recogniti on System (OLPARS) were used to identif y

algori thee for the modem identification . Measurement of the channel

p rt urbations are not covered in this rep ort .

Specifically , the following sequence of tasks was employed :

a. Data Collection

b. Data Analysis

c. Feature Hypothesis

d. Feature Extraction

a. Feature Evaluation

V 
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f .  Classification Logic Design

g. Testing classification logic designs with Independent Test

Data.

The classifier designs discussed in this rep ort are based entirely

on th. data collected by RADC ‘s DICEF.
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II. BACKGROUND ON FACILITIES USED

A. The Waveform Processing System (WPS) .

The Waveform Processing System is an interactive, graphics-oriented

computer system for the extraction of features from digitized waveform

data and the analysis of a digitized waveform data base . Its chief

purpose is to provide the analyst with a library of mathematical

algoritla. and display options he can call upon from the display console

so that he can design and evaluate feature extraction techniques for

waveform pattern recognition problems. Once a set of features has been

extracted fro. each of the members of a waveform data base , the analyst

can input them into the OLPARS System to begin the pattern

classif ication logic design phase of the problem solution.

The Waveform Processing System is implemented on a DEC PDP—ll/45

Computer with a Vector General dislay and control console , and a

Tektronix 4002 storage tube with a hardcopy unit for hardcopylng

selected Vector General displays.
1•

The system includes its own executive software, filing system,

display package, and a library of application programs . A feature

extraction language allows the analyst to construct his own algorithes

for waveform processing and feature extraction.

The input to WPS is in the form of digitized waveform data. The

system is built as a series of overlays which are callable by the

operator fro. a menu which is displayed to him on the Vector General

3 

-- -- . - --_-~~- - . -.-~~----~~~~~_ _ _

~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ . .. ~. .~. . _—_ ~~~
_ _ 

~~~~~~~~~~~~~~ — • — ~~~~~~ — —



.~ • . _ _ _ _

CaT. The data in the form of data trees is available to the analyst by

means of utilizing the interactiv, devices on the Vector General

console.

B. The On—Line Pattern Analysis and Recognition System (OLPARS) .

OLPARS is an interacti ve , graphics—oriented computer system for the

solution of pattern analysis and pattern classification problems.

OLPARS is resident on two systems. One version is on the PDP—11/45

Computer under WPS • This is a single user system employing high

perfor mance interactive graphics, and, as a module under WPS , provides

for ease of interaction between the feature hypothesis mode conducted

under WPS and a rapid testing of these hypothesis under OLPARS.

However, since this system resides on a minicomputer, there are core

limitations in terms of the size of the data base which can be

processed.

A second version of OLPABS is implemented on the HIS 6180 Computer

under the ~1ULTICS Operating System. j

Both versions of OLPARS include their own executive software, f iling

system, display package, and software modules for feature evaluation,

vector data structure analysis, measurement transformation, and

classifier logic design.

C. Digital Cot~uunications Experimental Facility (DICE)’) .

The Digital Comunications Experimental Facility (DICE!) is a unique

4
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laboratory dedicated to data acquisition and analysis, research and

development in support of digital cosmunications. This facility

provides a combination of progrsmeed data reduction capabilities and a

variety of in—place real and simulated channels to allow a wide choice

of equipment and media experiments. Media simulators provide

P controlled, repeatable channel conditions essential to conduct valid

comparative analysis of cosmunications equipments. Units evaluated in

this mode are subjected to numerous combinations of known perturbations

t which can be controlled in a completely deterministic manner.

Regardless of whether real or eynthetic media are used, correlation of

error performance to channel characteristics can be obtained. This

capability is provided by the heart of the facility — a high—speed

coemunicationa processor , the 9303 Message Switch, which operates at any

data rate up to ten megabits per second. The communications processor

possesses the critical attribute of a high—speed I/O 80 that all

information regarding high data rate channels can be acquired and

manipulated in real time.

5
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III • DATA COLLECTICI

Several digitized time samples .1 modem signals impaired by

telephone ch.”nel per turbat ions were recorded ( .iga~tic tape in EADC ‘s

DICE ! (Digital Co~~ inicat ions Exper iasetal Facility). A block diagram

of the test conf iguration is shown in Figure 1.. A 2047 bit maximal

length psuedorandom digital sequence generator wee used as the data

source. The unit used wad II Corporation’s BUT 901 with an RS—232

output compatible with .11 modem. tested . The analo g output of the

modem was then applied to DICE!’. Viral ins Channel Simulator • The two

technical manuals describing the operation of this simulator are listed

as References 4 and 5.

All frequency components beyond half the sampling rate ware removed

by the ant i—a liasing . low pass filter portion of the Spectral Dynamics

SD—360 Digital Signal Processor . The analog signal was then

Analog—to—Digital converted us ing a 12—bit converter with a 12.8 1Hz

sampling rate. The digital samples were recorded by DICEF’s 9303

processor on its 7—track magnetic tapes. Theee tapes were subsequently

converted to 9—track WPS compat ible tapes by R.ADC/ISCP .

Following is a short technical description of the four modems

employed:

a. Codex LSI—9600, Double Sideband Suppressed Carrier

6
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Quadrature Amplitude Modulation, 2400 baud 4—bit samples at 9600 3/8,

1706 Hz Carrier.

b. Hughes HC—276 (MD—823), Differential Phase Shift Keying,

4—phase keying of 1800 Hz carrier , 2400 B/S.

c. Paradyne LSI—9 6, Full Response , Pulse Amplitude Modulation

tran sitted as a Vestigial Sideband Line Signal, —16dB carrier at 2853

Hz added in quadrature , 4 Level 4800 baud at 9600 B/S.

d. Lenkurt 26—C , Synchronous Frequency Shift Keying, dat a

transitions occur at carrier zero—crossing , 2 carrier frequencies — 1200

and 2400 Hz , 1200 B/S.

Originally, the total data consisted of 52 waveforms from the Codsx

LSI—9600 Modem, 30 waveforms from the Hughes HC—276 Modem, 35 waveforms

from the Paradyne LSI—96 Modem, and 34 waveforms from the Lenkurt 26-C

Modem . The waveforms were slightly more then 19,800 points long

(approximately 1 1/2 sec at 12.8 1Hz sampling rate) .

Zn order to have more sample waveforms, the waveforms were segnenced

into three equal parts of 6144 points (approximately 1/2 sec at 12.8 IRs

sampling rate) , thus , providing three times as many sample waveforms per

modem.

These waveforms were divided into two groups : Design Data and the

Test Data. The Design Data consisted of 227 (approximately SOX) of the

453 waveforms and were used to design the classifier. The Test Data

8
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consisted of th. remaining 226 waveforms and were later to be used as a

test of the classifier. Specifically, these data sets are as follows:

TOTAL DATA

H MODEM

Codex LSI—9600 156 Waveforms
• Hughes HC—276 90 Waveforms

t Parad~ne LSI—96 105 Waveforms
Lenkurt 26—C 102 Waveforms

TOTAL 453 Waveforms

I DESIGN DATA

MODEM

codex LSI-9600 78 Waveforms
Hughes HC—216 - 45 Waveforms
Paradyn. LSI—96 . 53 Waveforms
Lenkurt 26—C 51 Waveforms

TOTAL 227 Waveforms

TEST DATA

MODEM

Codex LSI—9600 78 Waveforms
Hughes EC—276 45 Waveforms
Paradyn. LSI—96 52 Waveforms
Lenkurt 26—C 51 Waveforms

TOTAL 226 Waveforms

It is important to have in mind that all of the data collected was

used for the madam identification portion of the effort . All but one of

the waveforms for each modem was impaired with varying degrees of

9
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different types of distortions (phase jitter , Gaussian noise, barm onit

• distortion, and combinations of these) . As our results will indicate ,

the feature. utilised were powerful enough to “see” through these

distortions and properly classify the waveforms’ origin (modem) .

I
I
I
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IV. DATA ANALYSIS AND FEATURE EXTRACTION

A. General.

One of the most important steps in the waveform classificati on

problem is the ana lysis of graphic representations of digitized

waveforms and their transformations for the purpose of hypothesizing

measurements or features which may aid in the discrimination of classes .

The importance of this is attributed to the fact that the quality of the

selected features greatly influences the classifier’s performance.

After viewing the waveforms via WPS , it became obvious that suitable

features for classification purposes would be difficult to come by.

Sections of the t ime domain waveforms, with no impairments added,

for each modem, are shown in Figures 2, 3, 4 and 5.

Several waveform transformations and other techniques were suggested

as possible feature generation methods. One of these proved to be

totally effective in the problem solution.

The heart of thi s feature generation metho d is a nonexhaustive ,

iterative procedure by which new , effective features can be generated

from existing , less effective attributes. With this method, each

pattern is first reduced to a bina ry sequence by a suitable coding

method. Each sequence is then described in a statistical sense by the

observed frequency of occurrence of certain selected binary word.. The

categorization of the patterns is performed on the basis of such
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• observed values . Any pattern feature used with this method is the

observed frequency of occurrence of some specified binary word. The

• method is, therefore, called: The Frequency of Occurrence of Binary

Word Method or FOBW Method.

The FOBW Method was implemented as follows:

The original waveform, Wi , was transformed into a second

waveform, W2 , such that W2(i) — T[Wl(i)J, where T is the transformation:

T[W1(i) J — 1 if W1(i) > 0

. .O i f W1(i)~~ 0

Which simply says that with Wi as the original waveform, if the

magnitude of the i(th) point of Wi is greater than zero , then a one is

assigned to the i(th) point of W2; if the magnitude of the i(th) point

of WI, is Less than or equal to zero, then a zero is assigned to the

i(th) point of W2. I refer to this t ransformat ion as “binary

sequencing” a waveform. As an example , Wi would be binary sequenced as

shown in Figure 6.

Now what is done is to search for the occurrence of specific binary

words (chosen more or less randomly at first ) . For example, the word

“11” occurs 7 t imes in the example waveform W2 (found by counting

adjacent character s which are both ones) .

Finally, the coTteept of “dela ys” is introduced . If vs were to

search for the occurrence of the word “11” with delay 1, we would look

16
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1

at the first character , skip one, and look at the third; then we would

go to the second , skip one , and look at the fourth; and so on. The

occurrence of “ii” with delay 2 would be calculated by taking the first

character , skipping two, and taking the fourth ; then the second

character with the fifth ; and so on. As in our previous example , if no

delay is present , adjacent characters are compared . The notation would

be as follows:

for W2 — O1iii0000001111100001

FOBW(1i)0 — 7

FOBW(11)1 — 5

FOBW( il)2 — 3

FOBW( 11)6 • 2

for delays 0, 1, 2 , and 6 respectively.

In our case , the waveforms were 6144 points long (approximately 1/2

sec at 12.8 KIIz sampling rate). They were bina ry sequenced and were

originally searched for the occurrence of the binary words “ii” , “10” ,

“01” , and “00” . The delay s used were 0, 10, 20 , 30, 40 , 50, 60,

170 , 180, 190; for a total of 20 different delays. These were chosen at

random. Resulting for each waveform was an 80 dimensional (4 words x 20

• delays) vector ; each feature representing the number of occurrences of

the given word with a specific delay.

As experience with the P0EV Method was acquired , it was noted that

there was some redundancy in the features obtained by the word 1~1itI with

• those from the word “00” ; and likewise with the words “10” and “01” (in

18
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general , this redundancy is not to be expected) . Also , potentialty

better delays were arr ived at. As a result of these findings, the

program was modified to search for the words “11” and “10” with delays

0, 1, 2, 3, ... , 23, 24. Now, resulting for each waveform was a 50

dimensional (2 words x 25 delays) vector . A listing of the feature

extraction programs and all other programs used are provided in

Appendix A.
1~

B. Specific.

The Design Data Waveforms were binary sequenced and the feature

extract ion algorithm was executed on each of the binary sequenced

waveforms. This algorithm searches for the words “11” and “10” with

delays 0, 1, 2 , 3, .. ., 23, 24. For each waveform , a 50 dimensional (2

words z 25 delays) vector is computed.

At this stage , we have a tree that has four nodes (classes) with a

total of 227 50 dimensional vectors. This set of vect irs, which

contains the extracted features, is then used for the classifier design.

Once the classifier has been achieved , the TEST DATA is binary

sequenced , the features are extracted and these are then used as a test

for the classifier ’s efficiency in discriminating the four classes. The

design data tree structure is as follows:

t
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V. MEASUREMENT EVALUATION

We are now concerned With the discr iminato ry qualities of our fifty

measurmesnts. In general , we would like to use the minimum number of

measurements that achieves a satisfactory solution. The OLPARS provides

two suboptinal methods for ranking the discriminatory power of the

extracted features • Each of these methods provides for three types of

rankings. - The first type uses a significance measure of a particular

feature , xp, for discriminating class i from class j and is designated

Mij (xp) . The second type of rank ing uses a significance measure of xp

for discr iminating class 1. from all other classes and is designated

Mi(xp) . The last type uses a measure of the overall significance of xp

for discr iminating all classes and is designated M(xp) .

The first method on the OLPARS for ranking features is the

discriminant measure which is useful when the class conditi onal

probability distributions are unimodal. These discri minan t measure~ ,

using feature xp, are defined as follows :

[~p(i) —Mij (xp)
+ (Nj— l) (êp(j )) 2J

where ~p(j) — the estimated mean of class j  along

measurement xp,

~p(j ) — the estimated standard deviation of class j

along measurement xp,

and Ni • the number of vectors from class i.

- 
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The discriainant measure for differentiating class i from all other

classes using measurement xp is defined as:

K
Mi(xp) — E Mij(xp)

Finally, the discriminant measure for distinguish ing all classes

using measuresent xp is defined as:

K K K
M(xp) Z Mi(xp) — E E Mij(xp)

i—i i—i 1#i

where K — the nmeb.r of classes .
}

The other OLPARS feature evaluation method is the probability of

confusion measurs • ft is ~,alid for any probability distribution since

• it essent ially measures the over lap of the cl.us conditional

probab ilities . f
Since the functional forms of the class conditional probabi lities

are not known , OLPARS estimates the marginal class distributions using

the sample data. The range for measurement xp is divided into cells of

width £ • The probability that a sample from class J will occupy the

r(th) cell along the range of measurement xp is given by:

Prp(J) —~~~ P(xp/Cj ) dxp

J r (th) cell

The probabilit y of confusion measures are defined as follows:

22
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The pairwis. measure for different iating class i from class 3

can be computed by:

Mij (xp) •Z  sin (Prp(i) , Prp(j))
r—1 i,j

The measure for differentiating class i from all other classes

using measurement xp is defined by:

K

Mi(xp) — £ Mu (xp )
j •Ii

Ftnally, the overall measure of significance of measurement 
~~

for differentiating all classes is computed as follows:

K K K
H M(xp) — E Mi(xp) £ Mi3(xp)

i—i i i  j,i

The ranking of the extracted features based on these evaluation

techniques provides the information required to rationally choose

initial subsets of the fifty features for logic design.
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• Vt . LOGIC DESIGN

Logic design is an iterative process in which many designs , based on

modified versions of the inidal feature subsets, are generated and

tested • Features which appear to discriminate between the more

troublesome classes are added , while superfluous features which rank

high for the same easily discriminated classes are eliminated. 
)

The logic for the classifiers for this pattern recognition problem

are based on two approaches: the Pairwise Fisher Linear Discriminant

Technique and User—Defined Logic based on coordinate vector projections.

In the Pairwise Fisher Linear Discriminant Technique, for each pair of

classes i and j  a unit vector dij is computed such that projections of

the data onto dij maximize the ratio of the between—class scatter to the

within—class scatter . The direction dij which maximizes this ratio is

given by:

dij — CLW 
1
i3 ~~ij

where Wij — (Ni — 1)Ci + (Nj — 1)C3
Ci — Estimated Covariance Matrix for class i

— Estimated mean vector of class i

Ni — Number of vectors in class i

and a — Normalizing constant so tha t — 1

OLPARS computes dij and an initial threshold , Oil , to distinguish

24
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between all pairs of class. These thresholds may be adjusted, if

necessary, to obtain optimal discrimination along each ~ ij.

For example, the innet product of an unknown input feature vector ,

is taken with the discriminant dCH for the pair consisting of CODEX

LSI—9600 and HUGHES HC—276 , and compared with the threshold OCII for that

pair .

K
If <dGH, x > — £ xi dcli > OCH — increment the counter for the

— “I

COD~~ LSI—9600 class .

K
If <dcli, x > — £ xi dcli < OdE — increment the counter for the

-p — j_
~ 

‘-I,

HUGHES HC—276 cll ass.

K
If <dcli, x >  — E xi ddE — OdE — increment the counter for the

i—l

class with the larger number of samples in the design set •

After all pairwise decisions are made, a binary vote is cast by each

comparator and the final decision is determined by the class counter

that received the most votes. In case of ties, the decision is given to

the class involved in the tie which has the highest a priori

probablity. The resultant classification scheme is diagr aitmed in

Figure 7.

In user defined logic, the analyst partic ipates in the logic design

process . The vectors from the classes are projected on a one— or

two—space. If ther e Li (in the analyst ’. judgment) sufficient

25
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separation between classes, or between groups of classes , boundaries may

be drawn so that the feature space is partitioned into two or three

regions. These regions are then labeled as to the class or classes

present in them. Figure 36 in ~~perimsnt 8 illustrates partitioning

into - three regions

For the one—space implementation of these logic., the mathematics is

extr sly simple. The unlabeled vector to be classified is projected

(dot product) onto the proj ection direc t ion (di.cr iminant) ; the value of

this scalar is then compared to the value of the boundary (threshold

drawn by the user). All user defined logics in this report are in

one—space logic, however, a two—space scatter plot of the logic designed

in one-space using ‘features 4 and 27 is given in Figur e 37.
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VII. EXPERThENTAL RESULTS

Nine clusif Lets were designed . The first four classifiers are

based on the pairvis. Fisher Linear Diacriminant Technique . The

r.maiid-ng five classifiers are decision trees which use one-dimensional

coordinats vector logic at each node. Figure 8 lists the feature s used

for each design (experiment) .

All claósif Lets were designed using the Design Data set • These

classifier s were evaluated with the Design Data set and an independent

Teat Data set (these two data sets are described in a previous section) .

The Design and Test confusion matrices, with their statistics, from

the resulting evtiluation of each classifier are given for each

experiment. The histograms of the data projected along the features in

the decision trees using coordinate vectors in one-space are also given

for Experiments 5 through 9. The logic tree structures for these five

experiments are also shown. In the case of Experiment 8 , the two—spac e

scatter plot with reference to the two feature s used in that experiment

is included.

i
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EXPERIMENT 6
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3 8 27
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VIII. DISCUSSION AND RECO~~~NDATIONS

The SUCCeSS the classifiers had in the prob1e~ of modem

identification is proportional. to the quality of the features provided

by the P03W method. The question remains ci to what aspect of the

modem’s functioning these features were reflecting which provided such

excel lent discriminatory quality. One way to approach this question is

by obtaining the auto—correlation of a number of sample waveforms from

each modem. This approach is suggested by the -fac t that the FOBW method

operates in a manner similar to that of obtaining an auto—correlation .

Cross—correlation between the different modem waveforms might also

provide information.

Another important issue is that the data was, after all , collected

in a laboratory, not in the real world . To fully test the performance

of the classifiers designed using the data provided, it would certainly

be necessary to obtain data from the more realistic environment. Should

the classifiers’ performance drop after being exposed in the field ,

information provided by the auto-correlations and cross-correlations

obtained previously might suggest other, better features by way of the

same FOBW method .
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I APPENDIX B

SAMPLE 50 DIMENSIONAL VECTOR

FROM EACH MODEM ( CODEX , HUGHES,

PARADYNE , LENIWRT , RESPECTIVELY ) 
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