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" é A VHF Intruder Detection System:
!
3 i .
i Tests on a C-5A Aircraft
¢
¥ |
1
4 Y
K 1. INTRODUCTION
“g
‘ ; One of the objectives, stated in two EDS documents, 1,2 was to develop a mobile
L } intruder detection system for isolated high value resources. The need for such a
; system exists because present systems, despite varying degrees of effectiveness,
K suffer from a variety of severe deficiencies. Among these are a high false alarm
rate under certain environmental conditions, critical set-up procedures, and diffi-
: culty in controlling the extent and uniformity of the zone of protection, Therefore
. a new class of radio frequency intruder detection sen:,ursa' 4.5 operating in the VHI
? range, has been developed to eliminate the shortcomings of present systems, This
E report is the fourth, and final, of the inhouse series, dealing with these new sensors,
‘ The first report3 presented several basic intrusion detection techniques and gave
’ experimental results using these schemes to protect a trailer, From that data, as 4
’1 ! explained in the sec - v‘epot‘t4 a prototype VHF intrusion detection system was ;
1t designed, built, and \r3ted on isolated and clustered vehicles, The third report5 i
- contained the experimental data of field tests conducted with a B-52 aircraft as the i
5 resource, This fourth report gives the experimental results using a C-5A aircraft
as the resource to be protected. In addition to the inhouse work, Northeastern
2 El
| ]
," (Received for publication 15 November 1978) i
i (Because of the large number of references cited above, they will not be listed here,
. | Sce Reference Page 35, for References 1 through 5.) i
.. . .
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University (under contract to this laboratory) in parallel work, has developed a
prototype portable field system. Inhouse efforts emphasized investigation of the
basic electromagnetic principles underlying the operation of the detection system
and the application of these findings to protecting specific resources. The North-
eastern University efforts concentrated on developing and fabricating the electronic
circuitry of the system into a compact lightweight package., Their resultshave been
published in a separate report. 8

2. GENERAL DESCRIPTION OF EXPERIMENT

The Individual Resource Protection System (IRPS) consists of a leaky coaxial
cable that encircles the protected resource(s), a monopole antenna(s) placed within
the perimeter formed by the cable, and electronic signal processing circuits (see
Figure 1),

m.
LONGITUDINAL CENTER LINE

LEAKY COAXIAL CAH.E\ LONGITUDINAL CENTER 3

MONOPOLE ANTENNA(S) AND
ELECTRONIC CIRCUITS "

90 r 270° k.

‘k MATCHED LOAD

DIRECTION OF
CRCUMFERENTIAL WALK o INPUT

Figure 1. Schematic of Test Layout

AT S Tl ek

When an intruder nears or crosses the leaky coaxial cable, the received signal
{s modified, producing a change in the quiescent level of the detected signal. This
change, prccessed by appropriate electronic circuitry, then activates the alarm

6. Rochefort, J.S.,, Sukys, R., and Poirier, N.C. (1978) An Area Intrusion Detection ]
and Alarm System RADC-TR-78-258, i

8
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circuit, A simplified block diagram of the system circuit is shown 1n Figure 2,
The low-pass AQGC filter sets the gain of the receiver and the level of the trans-
mitted signai to values appropriate for existing conditions, Its frequency response
allows only long-time-conatant changes, such as might be produced by environ-
mental drifts, to change signal amplitude levels, The bandpass filter paases only
those changes in the detected signal that correspond to human frame motion. Be-
cause the threshoid detector requires a minimum signal to be activated, it dis-
criminates against nuisance alarms caused by small animals, The system also
includes self-test circuits,

TO LEAKY
COAXIAL_ CABLE mmsun*ren,; INTERNAL
Aqc
FILTER
ANTENNA
————={ RECEIVER DETECTOR Reirfling TRREShALD

Figure 2, Simplified Block Diagram

The measurements were conducted on a single C-5A aircraft, parked on a
concrete runway, with the plane both in the normal parking position and in the down-
load position. In the normal parking position (sce Figure 3) the lowest part of the
fusclage is ubout 4 ft from the runway; in the download pouition, about 15 in, (sce
Figure 4), The tests investigated if the C-5A aircraft, because of its huge physical
size (see Tuble 1, Reference 7) and its proximity to the runway in the download
position would block any of the radiated signal from the leaky coaxial cable to the
receiver monopole, If blockage occurred, it would mean that the system could not
respond to an intrusion acrosa the portion of the cable from which the blocked signal
radiated,

7. Taylor, John W, R,, Jane's all the world's aircraft 1876-77, Jane's Yearbook,
London, England, pp 322-323,
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Figure 3. Photo: C-5A in Up Position
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Figure 4. Photor -5\ in Download Position !
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Table 1. Dimensions of C-5A Aircraft

Dimenaions ft (approximate)
Length Overall 248
Wing Span 223
Height Overall 65
Tailplane Span 69
Wheel Track (between outer wheels) 37
Wheelbase (¢/1 main gear to ¢/ 72
nose gear)

3. MEASUREMENTS

31 Discussion

for these tests, the variation in received power was recorded as a person
walked around the aircraft, immediately adjacent to the cable, beginning at the tail,
These tests were called "circumferential walks', Previous measurements had
indicated that the amplitude of signal changes so produced was dirvectly related to
the detection sensitivity of the system to radial penetrations.“ Therefore, the
system response to penetration at any angle could be calculated from the circum-
ferential walk results,

The leaky coaxial cable (CERT 285, perimeter - 750 ft) which lay on the con-
crete runway encircled the C=5A; passed beneath the nose and tail and a few feet
bevond the wing tips, Inergy was fed into one end of the cable, while the other was

terminated in a matched load. The feed and load ends were positioned within a few
feet of each other to form a clos d loop, and were located, as shown in Figure 1, at

an azimuth of 340° (about 43 ft, along the cable arc, from the tail,)

The support electronics discussed in connection with Figure 2 are undergoing 3
separate evaluation and will not be further discussed here, A block diagram of the |
experimental setup that was used during the tests is shown in Figure 5. A network .
analyzer was used for the transmitter-receiver, providing a broad range of {re- :
quencies and detection sensitivities, The receiver output signal was recerded on i ’
the y-axis of an x-y recorder. The x-axis was calibrated in terms of azimuth angle, i ‘

radial distance, tangential distance, or time, 7Two attenuators and a pair of coaxial

switches were used to calibrate the receiver-recorder and to compensate for the |
attenuation in the feed cable., The measurements were performed at 75 NMHz since ;
previous tests showed that the results at 75 MHz were representative of those at 'u
other frequencies in the range of 50 to 100 MHz., The input power to the cable was
10 mW, althoughthe radiated power was considerably less than this because leaky

11
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coaxial cable is a very inefficient radiator. The leaky coax to monopole coupling
loss ranged from 60 dB to 110 dB, with 85 dB tynical,

LEAKY COAXIAL CABLES

PREC VARIABLE
ATTENUATORS

Figure 5, Block Diagram of Experimental Setup

When the C~5A {8 in the up or normal parking position, the bottom of the fuse-
lage is about 4 ft above the ground. At 75 MHz, a quarter-wavelength monopole is
3-1/3 ft high and can fit beneath the fuselage, The first grouping of tests investi-
sated system response using one and two monopoles as the receiving antennas,
placed at various positions along the longitudinal center line of the aircraft beneath
the aircraft, However, in the download position, a quarter wavelength monopole
cannot fit beneath the fuselage which is only 15 in. from the ground. So two mono-
poles were used, connected in parallel, one on each side of the fuselage, These
monopoles were placed in various pdsitions relative to each other and to the aircraft,
Figure 6 identifies the positions where the monopoles we._e placed.

32 Areruft— Up Position

o A

In the first series of tests, with the plane in the up position, a single quarter-
wavelength monopole was placed at various locations beneath the fuselage, along the
longitudinal center of the aircraft. In reading all the system response graphs, the
0 dB level is the quiescent signal level taken as the base amplitude level., Intruder
caused signal amplitude changes varied about this base. Th1s a 5 dB amplitude :
change (with a quiescent signal level of -80 dBm) means that the intruder caused the i
quiescent signal to change to either -75 dBm or -85 dBm. | i
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The system response to a circumferential walk is shown in Figures 7, 8, 9,
and 10 for the monopole placed 25 ft aft of the longitudinal center (Do). at the center
(Agh and 25 ft (Bo) and 50 ft (CO) forward of the longitudinal center,

The poorest overall system response occurrad when the monopole was placed
aflt of the center, but improved as the antenna was moved forward of this position,
The best response was obtained with the monocpole place i in the forward positions

at either B_or C .,
o o

100*
LONUITUDINAL CENTER
" LINE
/ bA.14]
f {NOT TO SCALE)
ct G CO C, Cﬂ
B2 82
N
°0* - —] 270
A Ao AI\AZ-Q
02 0 Do D 02
€2 Ei E) €2
Ag® LONGITUDINAL AND
LATITUDINAL CENTER
Q”%.:AFERENTML O LIRCRAFT
[0

Figure 8, Diagram of Monopole(s) Position
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@ C-8A (19 2381 TION)
© FREQIENCY = 78 MHz
@ CABLE PERIMETER = 780 it
® SINGLE MONOPOLE:
28 ft AFT OF LONG/C,
ALONG LONG/C/LINE

Figure 7, Plane Up~Single Monopole —25 ft Aft (D)
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@ C-5A (UP POSITION) ;
© FREQUENCY = 78 Mz ;

@ CABLE PERIMETER = 750 #¢ 3
@ SINGLE MONOPOLE:
AT LONG/C

Figure 8, Plane Up—Single Monopole ~Center (Ao) ;'1
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© C-BA (UP POSITION) :
©® FREQUENCY « 78 MH1 §
@ CABLE PERIMETER = 780 ft !

©® SINGLE MONOPOLE:
28 1t FORWARD OF LONG/C,
ALONG LONG/C/LINE

Figure Y. Plane Up—Single Monopole =25 It Forward (Bo)
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® C-8$A {UPPOSITION)
© FAEQUENCY = 78 MM:
© CABLE PERIMETER = 780 1t
@ BINGLE MONOPOLE:
80 ft FGRWARD OF LONG/C,
ALONG LONG/C/LINE

Figure 10, Plane Up-8ingle Monopole—-50 ft Forward ((‘.O)
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Note that there is no masking of the received signal at any azimuthal angle for |
either of these two forward positions. The response is strong in the first three
quadrants, Only in the last quadrant, which contains the load end of the leaky cable,
can the response be considered marginal. Even here, though, [inal system effect-
iveness (probability of detection will depend upon where the alarm threshold level is
set. Figure 11 shows the superposition of the previous two figures for direct com-
parison, Of these two positions it appears that ''50 ft forward" gives the beat overall
coverage. Figure 11 also points to another property of this system: actual antenna
position relative to the aircraft is not critical, Syatem response does not change
significantly if the actual antenna position differs from the optimum position by a
few feet,

o e i e i e el T . o s i S T

Fan o,
EREQUENCY » L] ) k
: CABLE PERIMETER = 760 1t Qusme MONOPOLE 26 tt FORWARD

e MONOPOL L 50 tt FORWARD

@ SINGLE MONOPOLE:
COMMINED DATA 1OF LONGITUDINAL CENTER)

} Figure 11, Plane Up~Single Monopole —~Combined Data '
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f tests (aircraft up) used two monopoles connected to the re-
ceiver through a coaxial power splitter, The two monopoles were laced along the
longitudinal center line (positions BoDo and CoDo respectively). Figures 12 and 13
show the system response, The CoDo position gives the strongest regponse, This
responge is 2 dB or greater around the entire periphery. In fact, for the greater
portion of the periphery, the response {s near 5 dB, Figure 14 superimmposes the
two previous figures tor dircet comparison,

In the final series of tests with the plane up, one ante

side of the fuselage.

The next series o

nna was placed on each

G-BA {UP POSITION)
FREQUENCY = 78 MHz
@ CABLE PERIMETER = 750 %
@ TWO MONOPOLES:

IN PARALLEL

26 1t AFT AND 28 ft FORWARD
OF LONG/C, ALONG LONG/C/LINE

s St

Figure 12, Plane Up—Two Monopoles —25 ft Aft/25 ft Forward (BODO)
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@ T BA (UP POSITION) \
© FREQUENCY = 78 MHs

@ CABLE PERIMETER = 730t

@ TWO MONOPOL ES:

INPARAL =L
28 1t AF T AND 80 & FORWARD
OF LONG/C, ALONG LONG/C/LINE

Figure 13, Plane Up—Two Monopoles —25 it Aft/50 *t Forward (C.OL)O)
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C--BA {UP POSITION) \ F N
FREQUENCY « 76 MHs ~
@ CABLE PERIMETER « 780t -
@ TWO MONOPOLES: -— - B0,

COMBINED DATA
28 h AFT OF LONG/C, m— G0,
25 1t AND 60 tt FORWARD

OF LONG/C/LINE

Figure 14, Plane Up—~Two Monopoles —Combined Data

Figure 15 shows the two monopoles placed in a diagonal configuration at posi-
tions (CIEI)' Except for the second quadrant (90° to 180°) the response is low,
therefore this antenna placement is not suitable,

Next the two monopoles were placed at the same transverse line and then the
two were moved together to various locations along the longitudinal axis. Figures
18, 17, and 18 show the system response with the 25 ft aft (DlDl)’ center (A IAI)
and 25 ft forward (BIBI) respectively, Good overall system response is obtained
with the antennas in the aft (DlDl) or center (AlAl) locations, All azimuthal angles
are covered and the amplitude response, for the greater portion of the periphery,

is greater than 1 dB,

21




@ C-BA (UF PFORITION]

hidad bxal e Ly
T L T I T . et R B VLN A # g e

FRBQUINCY = 78 Mk . .
CABLE PERIMETER = 10 1 P
" . o

MONOROLES:
INPARALLEL
DMOONAL ' '

et s S

Figure 15, Plane Up—=Two Monopoles —Diagonal (ClEl)
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@ C-8A (UP POSITION}
@ FREQUENCY « 78 MHs
CABLE PERIMETER = 7801t

TWO MONOPOLES:
28 % AFT OF LONG/C,
28 1t ERQM LONG/G/LINE

Figure 16, Plane Up—Two Monopoles—25 ft Aft (DIDI)

Figure 17 also shows the threshold level that gives a probability of detection of ]
0.95 for that system configuration, This probability of detection gives the prob-
ability of sensing an intruder penetrating a randomly selected location if this change
in received signal is required to declare a detection. Specifically, for this antenna
configuration, an intruder will produce a signal change of ! UB or greater 95 per-

cent of the time,

Note that the amplitude response in the figure does not drop below the threshold
level of 1 dB, which might seem to indicate a PD = 100 percent, However, this is
not so because the response curve represents an average of the raw data. An
examination of the raw data would show that the system response was below 1 dB

for 5 percent of the intrusions,

T e BT i et M i R i 1 2
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C- BA (UP PORITION)
FREQUENCY = 78 My
EPERVARTER - 780 0t
MONOPOLES:
IN PARALLEL

AT LONG/C, ;
2% © FROM LONG/C/LINE ]

Figure 17, Plane Up—Two Monopoles —~Center (AIAI)
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® GcABLE *E
§ WO \ES
W?M\ALLEL
ﬁC\GORWAR QF LONGIC,
7% 4t £ROM | ONBJGILINE
Figure 18, Plane Up—TWO N&onopoles ~25 it Forward B 1E?» 1\
Finally. th antennas {plane up e plac 50 ft fro™ o fuselag® {along
the same t navers 1ingd and 29 gy forwal f the longitudinal cente!l (position 8282)
(See gigur 19.) The gystem respons® was articulal y poor n the fourth qnadrant.
it appears thal @ distance of 29 ft from the fuselag® is an optimui® pbcemet\t posi
yion foF the receiving antennass
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@ C-5A (UP POSITION)

@ FREQUENCY = 75 MHz

@ CABLE PERIMETER = 750 ft

@ TWO MONOPOLES:

IN PARALLEL

26 ft FORWARD OF LONP/C,
50 ft ERQM LONG/C/LI®

Figure 19. Plane Up—Two Monopoles--25 ft Forward (BZBZ)

3.3 Aircraft — Download Position

When the C-5A aircraft is in the download position {see Figure 4) the lowest
part of the fuselage is approximately 15 in, from the runway. The quarter-wave-
length monopole used during the preceeding tests cannot fit beneath the aircraft,
Therefore two antennas were used, connected in parallel through a coaxial in-phase

power splitter, with one antenna placed on either side of the lowered fuselage,
Figures 20, 21, 22, and 23 show the system response for the two antennas each

25 ft from the fuselage along the same latitudinal line, placed at various positions

from the longitudinal center: 25 ft aft (DlDl), center (A 1Al). 25 ft forward (BlBl)

e e Do it it e . A W i DO R

and 50 ft forward (CICI) respectively.

26
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AT 23

@ C-B8A {UP POSITION)
: FREQUENCY ~ 75 MHz
CABLE PERIMETER = 780 1t
TWO MONOPOLES:
IN PARALLEL

25 (t AFT OF LONG/C,
28 tt ERQM LONG/C/LINE

Iigure 20, Plane Down-Two Monopoles--25 ft Aft (DIDI)
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® C 5A [DOWN POSITION)
FREQUENCY = 16 MM
CABLE PERIMETER » 2850

@ TWO MONOPOL ER

IN FARALLEL

AT LONG/C,

26 t FROM LONG/C/LINL

Figure 21, Plane Down—Two NMonopoles - Center (A‘Al)

OFf the four antenna configurations, the center nlacement (A1Al) gives the beat
overall system response, All azimuthal angles are covered and the syatem reaponae
amplitude {8 strong, For most azimuthal angles, the amplitude responae level ia
about 5 dB or higher. Also shown in Figure 21 ia the threshold level for a prob-
ability of detection of 0,95,
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A direct compariaon between the system responses (antennas at the center
AIA 1) with the plane up and with it down, is shown in Figure 24, Also gshown is
the threshold level for a probability of detection of 0, 95, As can be seen, the
intrusion system protects the atrcraft whether {t us up (in the normal pavking posi-
tion} or in the download position. This means that, once the antennas are placed
at AIAI’ they do not have to be ve-positioned if the atveraft is lowered or rajsed

from its original position,
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As a last test configuration, two antennas were placed in a diagonal line (posi-
tion ClEl) as shown schematically in Figur® 25, The system response is low for
some portions of this periphery in the first and third quadrants; although only at
a few azimuthal angles does the response drop below 1 dB. Still, the diagonal con-
figuration is less suitable for use than the two antennas placed on the same latitudinal
line,
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Figure 25, Plane Down~Two Monopoles —Diagonal (L".llc 1)

4. SUMMARY AND CONCLUSIONS

The results of the testa of this VHF Intruder Detection System shows the
feasibility of using this system to protect any large parked aircraflt, :
Specifically the tests demonstrate that the system protects a C-5A aircraflt ;
whether in the parking ov the download positions without changing the relative loca-
tions of the components of the system, Wy proper placement of two veceiving

monopole antennas complete coverage is obtained with no masking from the aivcrart

|
atructure. With cach of the monopoles placed 25 ft from the center line, system ' g
3
amplitude response for both up and down positions, remains above an alarm i
{
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threshold of 1 dB which corresponds to a probability of detection of 0.95, at all
azimuthal angles, Further tests showed that, for this configuration, optimun
antenna placement is about 25 [t from the longitudinal center line no matter wl.ere
along the length of the fuselage the antennas zre placed. Also, the teats showed
that tha system response does not change significantly {f the antenna position differs
from the optimum position by a few feet,

With the C-5A aircraft in the up or normal parking position, either a single
antenna or two antennas were used, In both configurations antenna placement was
directly beneath the fuselage, A single monopole 50 ft forward of the iongitudinal
center gave a system amplitude response equal to or greater than 1 dB (corres-

“ ponding toa P, = 0. 95) at all azimuthal angles, Two antennas in parallel (one

ﬁ’ placed 25 ft aft, the other 50 ft forward of the longitudinal center, along the longi-
tudinal center line) gave a system amplitude response equal to or greater than 2 dB
at virtually all azimuthal angles,

In concluaion, the tests demonstrated the feasibility of using this VHF Intruder
Detection System to protect the C-54 or similar large parked aircraft,
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