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CHAPTER I

OVERV IEW

1 .1 Summary

This report provides a preliminary concept for
a T-COR theater combat communications module
which , when exercised with other T-COR modules ,
will  provide a capability for improved assessment
of the i mpact of commun i cations on combat
effectiveness.

The specific objectives of this conceptual design effort are
summarized in the fi gure. The principa l study effort was oriented toward
defining an architectural framework for a T-COR module to permit communi-
cations assessment.

In order to provide a communications assessment too l for
incorporation into T-COR , it was first necessary to identif y those require-
ments placed on the communications model by T-COR itself and by the .

~~

communication s systems and processes tha t must be modeled . Discussion of
these requirements is provided in Chapter II.

A series of basic concepts for the 1-CaR COMMO module were
developed and compared with the requirements. For each fundamental approach
it was necessary to define the basic interactions between T-COR and T-COR
COMMO as we ll as the response of T-COR COMMO to the combat environment ,
For the preferred concept it was necessary to address the level s of detail
both conce i vable and desirable. This allows the development of a basic
T-COR COMMO module which preserves the speed of the basic T-COR model.
Additional levels of detail allow for increased sophistication of the
module as deemed appropriate from ini t i a l  exercising of the module. In
developing the preliminar y concept , careful consideration of the software
currently in T-COR was necessary to identif y any imp lementation problems
inherent in various design approach alternatives and to assist in the
selection process and definition of data requirements. Detailed discussion
of the T-COR COMMO module prefered concept is provided in Chapter I I I .

Finally, an implementation p lan for the basic 1-CaR COMMO module
is outlined in Chapter IV.
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1. 2 Why T-COR COMMO?

The contribution of communications to combat
effectiveness can not be determined by direct
anal ysis; therefore representation of
commun i cations in a player centered combat
simulation such as T—COR is necessary to obtain
force multi p lier quantification .

Command , Contro l , Communications and information flow processes are
vita l to the conduct of military operations; however , actual measurements
of the contribution of the processes to combat effectiveness are difficult.
An advanced theater combat model called T-CO R-II is under development for
the Defense Nuclea r Agency. T-COR- II wil l  simulate combat dynamics in the
Corps area under both nuclear and non—nuclear situations. The desi gn and
incorporation of a communication s model in 1-CO R-Il wi l l  serve as a valuable
computational tool in determining the va l ue of communications to the Corps
and Division commander as well as quantif y ing the i mpact of vulner a bi l ities
and degradation effects induced into the network by nuclear events. The
contribution of communications can be determined in terms of measures of
effectiveness (MOE) relating to such factors as personnel casua lties , t~quip-
ment attrition , and unit movement.

The T-COR COMMO module discussed herein wi l l  be capable of
simulating the characteristics of any foreseeable commun i cations system from
Corps to the maneuve r companies and calculating delays in message flow!
informat ion transfer caused by communications handling procedures , trans-
mission , hostile countermeasures , and other environmental effects. These
delays wi l l  affect the time of rece i pt of operations orders and internall y
generated messages thus influencing artillery targeting, unit reinforcement ,
unit movement and other combat factors. The end result w i l l  be to impact
the above mentioned measures of effectiveness.

The communications networks simulated by the COMMO module wi l l
transmit messages after a delay time commensurate with the available
communications capability and the l evel of jamming or firepowe r attacks
against elements of the communications system. Alternate routings and
message expiration times are also considered . Each of the communications
nodes within a network can be attacked and sustain varying leve ls of damage.
In addition , commun i cations status can be extracted from the module to
serve as a decision aid in the T-COR model. H

Development of T-COR COMMO wi l l  prov i de a valuable measure of the
impact of loss and/or degraded communications on tact ical combat that is not
available in current communications models such as ETC3 (European Theater
Command , Contro l and Communications). Hence T-COR COMMO wi l l  serve as the 4

critica l link between the detaile d communication s degradation anal ysis con-
ducted in the INCA (Integrated Nuclear Communications Assessment) program
using ETC3 and the combat effectiveness measures which result from the T-COR
simulation.
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1.3 Scope

The scope of the T -C OR co mmuni cat ions module
is bounded b~ the characteristics of T-COR .

The general relationshi p of T-COR COMMO with other 1-COR
elements is shown in the fi gure. Essentially, 1-CUR COMMO accepts
messages generated by C2 nodes and delivers then to the addressee after
an appropriate t ime delay. The time delay is affected by syster
perturbations due to the combat environment. Thus the scope of the anal y ses
t hat can be conducted us ing  T - C O R CO MMO are bounded by the level of det ail
con tained w i t h i n  the T—COR C2 node and comba t modules ut i l i z e d . For € a - ~~ e ,
the i m p a c t  of  the loss of communications to a e ng i n e e r  s u p p o r t  e l e n e n t  can

not be evaluated i f  that element is not e x p l i c i t l y represented in T-COR ,
no ma tter what level of detail is contained w i t h i n  1-COR COMMO.

The scope of the conceptual 1-CaR COMMO module is also sho~-;r in
the fi gure . This module considers pla yers f rom Corps to line company
echelon s

2
and their associated communications systems. The essages gcnerate (J

by the C modules are of variable descri ption (i .e. , they may spec i f y ar ,
or all  of the following attributes: address , precedence , length ,
classif ication , transmission system) . The combat environments repres entee
include nuclear , EW , and conventional. A l l  three primary types of
communications used at Corps and below are represented. Radio conm unicat ions
include sa t e l l i t e  links and multi-channel terrestrial links as — j ell as
single channel ne ts.

Al though not ex p l i c i t l y s ta ted , t he mode l can rep resen t
communica tions between Air  Force units located in the Corps area of
opera tions and between Army and A i r  Force units.
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CHAPTER II

T-COR COMMO REQUIREMENTS

2.1 Introduction

The T-COR COMMO module must be responsive to
the communications systems which are found at
CORPS and below , the C2 functions played in
T— COR , the combat env i ronment , and the basic
T-COR architecture and computer coding.

The fundamenta l concept for the T-COR COMMO module m ist be
designed to accomodate a broad spectrum of communications capabilities and
systems . The basic types of systems will vary from single user ded i cated
circu i ts to multichannel , mu ltiuser systems . Transmission media include
radio , wire and messenger. The types of messages include vo i ce , data , hard
copy , and graphics. The T-COR COMMO concept is fully capable of handling
all of these systems , media , and messages .

T-COR generates specific information requirements related to
the issuance and receipt of high priority messages which effect the play of
the game . T-COR COMMO must provide a rapid technique that e fficiently supports
the main game played by T-COR. Additionally, the T-COR COMMO module will
be developed so as to enhance the capabilities of T—COR by providing a
more realistic impact of communications processes on the conduct of the battle.

In addition to improv i ng the T-COR main game , the T-COR COMMO
module will provide initial answers to the important question of the impact
of communications losses on the conduct of the battle. To achieve this goa l ,
T-COR COMMO must be sensitive to the combat situation. The T-COR COMMO
concept includes direct interaction with the nuclea r , EW , and conventiona l combat
environments. Specific comba t events will cause T-COR COMMO to assess the
impact on communications capabilities and provide the data to the main T-COR
routine.

Finally, the efficient design of T-COR COMMO requires that the
module be structured to fit into the basic T-COR software. In particular ,
T-COR COMMO w i l l  access the T-COR Automated Data Ba~.e for information and
be full y integ rated into the Simulation Contro l So~~ware.

2-2
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2.2 Tactica l Communications Types

Tactica l communications from the Corps to
the line companies is diverse in communications
systems , transmission media , and types of messages
transmitted .

The principa l means of communications at Corps and below is via
radio. The major radio systems include sing le channel vo i ce nets , sing le
channel radioteletype nets and both low and med i um capacity mu ltich anne l systems.
The mult ichannel systems carry both sole user and common user voice circuits
as well as data circu its . The T-COR COMMO module mu St be designed to model
the communications processes over systems as widly diverse as single channel
radioteletype and rnultich anne l common user voice.

The transmission media used at Corps and below for the radio systems
inc lude LOS microwave , tropospheric scatter , satellite , HF (groundwave and
sk ywave) , VHF FM and UHF AM (Air-Ground) . 7-COR COMMO will include combat
env i ronment interaction routines tha t will be sensitive to the type of
equ ipment and type of t ransmiss ion  media used. The nuclear effects and
electronic warfare effects routines must prov i de information to T-COR which
accounts for the transmission media used.

T-COR COMMO must also have the ability to model information -;
t rans fer for messages of vary ing lengths w i t h  a va r i e t y  of d i f f e ren t
preparation and hand ling . For instance , the time delay associated with
vo ice messages may cons is t  onl y of the time necessary to establish a vo i ce
l ink  connection whereas the preparat ion time for a radioteletype message
may play a significant role in the overall message transmission time .

Fina l l y, Corps and below commun i cations includes an overlay of
both special and scheduled messenger capability. This capability can play
a significant roll in the transfer of long messages and map related
information . Messenger c a p a b i l i t y  includes motor , air , and foot delivery
and is highly dependent on enemy action , weather , terrain , and physica l
l ocations of the i nvo l ved units .

2-4
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2.3 Corps Command Communications

The Corps command communications system is composed
of a broad spectrum of capabilities and equipments
in order to meet the communications requirements
from Corps to the maneuver units.

A typica l distribution of Corps command communications is shown
in the figure. As one proceeds from Corps to the maneuver un its , the available
communications connectivities become less redundant with much l ower
capac i ty . Single channel FM capability is observed to be present at all
echelons of command whereas multichannel capability is observed only at
the h ig her echelo ns.

T-COR COMMO models all of the communication means shown in the
figure to at least a first—order level of detail. The inclusion of
messenger-type communication (physica l delivery by aircraft , vehicle or foot
soldier) in T-COR COMMO is deemed necessary for completeness and log i ca l
because of interplay with elec tronic means.

Though not explicit in this figure , both vo i ce and record data
systems throughout the Corps can be played in T-COR COMMO .

2-6
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2.4 Multichannel Systems (Command and Area)

Corps and Division Multichannel systems provide
command and contro l l inks  and a d d i t i o n a l  area
communications capability which is available for
command utilization .

In addition to the command communications systems discussed
previously, there are extensive mu ltichanne l communications capabilities
a v a i l a b l e  in both the command and a rea systems es tab l i shed  in the Corps!
Division area . Although established primaril y to service administrative and
logistics traffic as well as attached units , the Corps area system provides H

additional capability for command/control utilization.

A sty lized confi guration of the command multichanne l (light lines)
and Corps area systems (dark lines) is shown in the figure. Internetti ri g
provides the c a p a b i l i t y  of u t il i z i n g  the Corps area system for command!
contro l traffic.

T COR COMMO will be des i gned to model the current mu l t i channe l
s ystems , and v ia  expansion of the basic approach , additional systems such
as TR ITAC.

2-8
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2.5 Tactica l Operations Center

A typica l tactica l operations center , e.g. a divisio n tactica l
operations center (DTOC), generates a high vo l ume of messages.

Typica l elements of a DTOC and their communications connectivities
are shown in the figure. A hig h volume of message traffic flows within
the DTOC and to both higher and l ower echelons. In addition to vo i ce
traffic , substantial quantities of record traffic , data , maps , overlays ,
photographs , etc is transmitted within and externa l to the TOC . Sim il ar
functions are performed at a Corps TOG and w i t h i n  the command/staff
elements at Division and below .

1-CUR COMMO will  not model in detail the full operation of a tactica l
operations center but rather wi l l  address the critical messages and functions
which impact on the play of the 1-CUR model.

T-COR COMMO will  reflec t the interna l communications of a TOG by
impacting on the qualit y and timeliness of messages that are received or
transmitted by the TOG.
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2.6 T-COR Phase I I  Messages

The 1-CUR Phase II command and contro l modules
aggregate all TOG elements into one entity and
l i m i t  message generat ion to operat ions orders ,
status reports and intelligence reports.

Wi thin the 1-COR model , tact ica l operat ions centers are considered
to be a single en t i t y  w i t h  respect to location and function. In te rac t ion
with othe r C2 e lements is restricted to critica l messages wh i ch have
s ign i f i can t  impact on the conduct of the bat t le . These c r i t i c a l messages
include operat ions orders, sta tus  reports , and i n t e l l igence repor ts .

T -COR COMMO w i l l  account for the add i t i ona l  t r a f f i c  that is known
to exist within and between C3 nodes but wil l  not explicitl y model the
information transfer associated with the backg round traffic. However
the back ground t r a f f i c , i m p l i c i t  in the T-COR COMMO model, w i l l  ef fec t the
handling , routing, and transmission of the critica l messages.
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2.7 T-COR COMMO Functions

1-CUR COMMO wil l  support the efficient play
of 1-CUR , prov ide communications degradat ion
informat ion to impact the course of the b a t t l e ,
and provide communications status information
for automat ic  or i n te rac t i ve  p lay .

At the broad conceptua l level there are three pr imary
in te rac t ions  between T -COR and 1-CUR COMMO . During the p lay  of the T-COR
ma in game , cr i t i c a l messages are generated at  C 2 nodes for d e l i v e r y  to
other C2 nodes. Upon rece ipt of ins t ruc t ions  that T-COR d e s i r e s  to
transm it  a message f rom one node to another , T-COR COMMO determines the
ava i l a b i l i t y  of the pr imary or a l t e rna te  de l i ve ry  c a p a b i l i t i e s , determ ines
the de lay assoc ia ted  w i t h  the message and provides that in format ion to
1-CUR. 1-CUR then cont inues w i t h  the p lay  of the main game .

A second funct ion of 1-CUR COMMO is to quant i f y the e f f ec t s  on
commun ica t ions  of a v a r i e t y  of combat re la ted events.  For s i m p l i c i t y  only
enemy and f r i end l y act ion have been shown , a lthough th is i n te rac t i on  is
capab le of addressing other environmenta l or opera t iona l  e f fec ts  such as
weather and increased t r a f f i c  leve l s .  In th i s  type of i n te r a c t i o n  1-CUR prov ides
to 1-CUR COMMO s p e c i f i c  in format ion r e l a t i n g  to the conduct of the b a t t l e
(e .g . ,  a ser ies of nuclear de tona t ions ) .  1-CUR CUMMO then assesses  the
impact of these b a t t l e  ac t ions  and mod i f i es , as appropr ia te , message t ime
de lays for subsequent use in the main game .

The th i rd  type of i n te rac t ion  is  the p rov i s i on  of communicat ions
status from T-COR COMMO to T-CUR . Th is  i n te rac t i on  is the equ iva len t  of
a commander as k ing h is  communicat ions o f f i ce r  to report on the communicat ions
s ta tus  w i th  respect to the c a p a b i l i t y  to i n te rac t  w i t h  subord inate and
hig her commands. The s ta tus  as reported by T-COR COMMO (the communica t ions
of f i ce r )  can then be used by T—COR (t he commander) as a b a s i s  for d e c i s i o n s .
W i t h i n  T—COR the dec i s ion  process carl be made a u t o m a t i c a l l y  by the so f tware
or via the man-in-the-loop when o p e r a t i n g  T-COR intera ctivity.
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2.8 Combat Environment

A major design feature of 1-CUR COMMO is the
incorporation of a methodology for representing
the impact of combat dynamics on communicat ions.

A principa l objective of the T-COR COMMO module is to provide the
tool by which the impact of communications capability can be measured in
terms of force comba t e f fec t i veness .  In order to accompl ish th is  o b j e c t i v e ,
i t  is necessary that 1-CUR COMMO model the s ta tus  of communicat ions as a
funct ion of the s ta te  of the b a t t l e  as modeled in 1-CUR. Th is  w i l l  requi re
not only close interaction with the 1-COR main game but also specia l routines
which t ranslate 1-CUR combat actions into communications gains and losses.

The nature of the combat environment representat ions in 1-CUR
COMMO wil l  be determined to a large extent by the combat represen t ions  in
T—C O R . The loca t ion  of communicat ions nodes is governed in par t  by t he
hexagonal g r id  coordinate system employed in T-C O R. The minimum hex s i z e
for the Corps a rea model is 1.35 km (cen te r- to -cen te r ) .  Hence C3 e lements
w i l l  be located w i t h i n  th is  g r i d  system . T-C OR a l l o c a t e s  convent ional
weapon s on ar. a rea b a s i s  and c a l c u l a t e s  damage as a percentage loss to a l l
un i t s  in the area . 1—CUR COMMO w i l l  t r ans l a te  convent iona l losses  as
prov ided by T-COR into changes in communicat ions c a p a b i l i t y .

For nuclea r bursts , 1-CUR wi l l  provide a hex grid identification ,
and requ i red weapon burst parameters such as y ield , h e i ght of burs t , t ime
of burst. T-COR CUMMO combat effects subroutines wi l l  convert this
in format ion into communications losses. The basic data to support the
nuc lea r combat e f fec ts  subrout ines w i l l  be de r i ved  f rom the d e t a i l e d  r e s u l t s
of the t a c t i c a l assessments  conducted under the INCA prog ram.

E lec t ron ic  war fa re  can a l so  cause s i gn i f i c a n t  degrada t ions  in
communications c a p a b i l i t y .  The T-CUR COMMO module w i l l  a l s o  inc lude
j amming subrout ines as part  of the comba t environments c a p a b i l i t y . F i n a l l y ,
the movement of combat units impacts not onl y on their comba t effectiveness
but also on their communica tions c a p a b i l i t y .  Hence , data on un i t  movement
provided by T-COR can be used to update communications status to reflect loss
of c a p a b i l i t y  dur ing  movement. Furthe r d i scuss ion  of the concepts for
the combat environment modules is found in Chapter II I .
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2.9 T-COR II Architecture

T-COR COMMO must fit within the basic 1-CUR
Phase II archi tecture.

The key archi tectura l features of T_COR*which i nfluence T-CUR
COMMO design are the use of a common simulation control structure , process
modules wi thout ha rd coded data , a used oriented in put language , a nd a
flexible da ta structure .

In put is achieved by means of a user oriented input language (UUIL)
using s ubjec t, verb and object phrases . The Red and Blue sides are identified
by an in troduction line followed by the unit identification , loca t ion a nd
command structure . Other input data such as terrain and communication network
descrip t ions , for example , would be described in similar form.

The Scenario Selection Processor (sSP) is the interface for the
user to initialize the execution of 1-CUR. The user identifies the
da ta in the Automated Data Base (ADB) that is to be used and specifies any
addi tions or modifications required for the specific scenario. The Input
Processor (IP) l ocates the appropriate data , merges the ADB and SSP Infor-
ma tion and creates the initial Simulation Data Structure (SDS).

The in put data is stored in a dynam ical l y-alloca ted data space which
g rows , shrinks and is reused depend i ng on the actual requirements for
space during input or execution. This is accomplished by use of list  pro-
cessing techniques and eliminates the requirement to edit and change modules
when additiona l data types are required . The major data elements include the
scoreboard percep t ions , communica t ions ne t charac ter i s t ics , and event lists.
The scoreboard con tains all of the rea l attributes of each unit that are
in the simulation. The perceptions li s t  contains the data that a unit uses
to understand its battle conditions. The Discrete Event List (DEL) contains
all of the currentl y scheduled events tha t are to occur at a future instant
in time . The Continuous Event List (GEL) contains all of the currentl y
scheduled events that are to occur during a period of time .

The number and complex i ty of the process modules vary widely depe nd i n g
on the degree of detail required and the scope of the simulation. There are
se ts of mod u les that d i f fe r  by comba t unit size and function. In addition ,
there are al terna t ive modules tha t provide for dec is ions by employ i ng man—in-
the-loop techni ques as opposed to being totally automated , i f  th i s  ca pa b i l i ty
is des i red .

The time at which each event occurs may be stored for post simu-
lation query. This query is done usi ng a post processor which provides the
capability to trace the impact on unit status of each event to its source.
In addition , combat reports are produced by the Report Processor.

‘*For more Information on 1-CUR see , ‘1The T—COR Il -A Model” BDM/W-77-427 TR ,

9 November 1977.
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CHAPTER I I I

1-CUR COMMO PREFERRED CONCEPT

3 .1 Fundamental Architecture

The T-COR COMMO preferred desi gn concept and
i t s  fundamental a rch i tec tu re  embodies a hi gh
degree of modularity in conjunct ion with a
top-down modeling approach.

There are several key advantages associated with the foregoing
such as:

(1) The development and implementation of the T-CUR COMMO model is
greatl y facilitated.

(2) Subsequent code enhancement/modification is easier to implement.

(3) Execution efficiency can be increased , particularl y when varing
levels of model detail are employed.

(4) A large degree of flexibility is provided in virtually all
aspects of model development , imp l ementation and utilization .

The fi gure presents the hi gh-leve l structure of T-COR COMMO
in addition to its major functional processing modules. The totality of
elements within the dashed rectang le comprises the CUMMU simulation model
which executes concurrentl y with T-COR. A basic premise of T-COR COMMO is
that the communications simulation model is not an end in itself but rather
is completely responsive and consistent with the requirements of 1-CUR.
To achieve this objective , 1-CUR “communicates ” with the CUMMO module
throug h 1-CUR’ s System Con t rol Software (SCS) which controls and executes
1-CUR COMMU.

The basic elements of T-CUR COMMO are the Service Matrix , th e 4
Environmental Effects Program , the COMMO Status File and special
calculationsand subroutines.

The Service Matrix is the heart of the 1-CUR COMMO module and
contains the basic communications data for use by T-COR. The Service
Matrix also provides access to special calculations and subroutines to
generate message processing data not contained directl y in the matrix.

The Environmental Effects Program contains all the subroutines
which translate combat actions into changes in communications capability.
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The COMMO Status File maintains communications status summary
data for use by 1-CUR in the selection of alternative communications
handling and to aid either 1-COR or the interactiv e players in making
decisions.

Final l y 1-CUR contains critical elements such as the Automated
Data Base and the Simulation Data Structure which provide data for ir ~put
into 1-CUR COMMO .
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Fi gure 3 .1 . Fundan-.ental arch ite cture
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3.2 The Service Matrix

The heart of the perferred approach to the
T-COR COMMO module can be conceptualized as
a three d imensional  m a t r ix  w i t h  communications
p rocessing time entries with subscripts for the
sen ding mode , the t ransmiss ion  system used ,
and the receiving mode.

This conceptua l matrix is referred to as the Service Ma trix. In
gene ra l , when the T-COR COMMO model is exerc ised  by T- COR the des ired
result is total communic ations processing delay time between a specific
pa i r  of nodes or users.  In many cases , this number may res ide  in the Serv i ce
Ma t r i x  and a d i rec t  resu l t  can be returned to T-C OR qu ick l y  and e f f i c i e n t l y
As the comba t s i tuat ion  changes such that th is  par t i cu la r  communicat ion s
pat h (or any other for tha t matter)  is a f fec ted , another module of T-COR
COMMO assures that the appropriate modification(s) is appli ed to the
Serv ice  M a t r i x .

There wil l be other cases , however , where the communi cations service
delay time must be computed . In these cases , the Service Matrix provide s
addresses of the appropria te subroutine codes to calculate those times .
An example of the use of subroutines would be the requirement to process a
message through an in terswi tched network , s hould such networks become
available in the Corps area . For a g iven message tran smission a combination
of direct and computed delay is not an unusua l situation .

The Service Matri x is onl y conceptua l ly  a ma t r i x  because in
pract ice the information w i l l  be hi ghl y compressed in to a set  of l i s t s
and pointers so as to m in i m ize  computer memory space demands.

Summariz ing,  the Serv ice M a t r i x  is  the s ing le proces sor of
communications t r a f f i c  and is  desi gned to m in im ize  computer s imu la t i on  t ime
requ ired to se rv i ce  messages.

3_ 14
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3.3 Request/Directives

The range of T-COR instructions to the 1-CUR
COMMO module varys between a comp letely defined
request to a very loosely defined request in steps
as fine as detail requires.

1-CUR exercises the 1-CUR COMMO module throug h a Request !
Directive (R/D) command wh i ch is coordinated by the system control software
and which falls into one of the following three generic categories.

(1) Communications Service Request (CSR) indicates to 1-CUR COMMO
that communications processing is required and expects disposition
of that request as output.

(2) Communications System Operability/Capability Assessment and
Modification (CSOCAM) indicates that a combat event has occured
which may alter the operability/capability of the commun i cations
system elements. CSOCAM instructions would be directed to the
Environmental Effects Package of 1-CUR CO1IMO.

(3) Communications System Status (CSS) reports to 1-CUR parameters
indicating the status of the communications systems that have
potential bearing on decisions made in T-COR.

Each RID has associated with it a list of processing options that
are selected by 1-CUR. Concentrating on the Communications Serv i ce Request
(item one above) , a range of actions occur in 1-CUR COMMU depending on the
options selected by 1-CUR. For example , one qualified R/D mig ht specif y
that a g i ven message is to be transmitted between two specific users over
a named communications system. We call this a well-defined R/D and expect
as output from COMMO , a total delay time to complete this message trans-
mission . A possible result , of course , is an infinite delay time response
if the specified transmission system is incapable of successfully transmit-
ting the message.

At the opposite end of the spectrum we have the A loos el y~
l defined

request. As an examp le , suppose 1-CUR issues an R/D which states: here is
a user-pair between which communications is needed - what are the current
means available and how are they performing ? For each communications system-
type between the specified pair , 1-CUR COMMO responds with their current
availability and an indication of their performance caliber. The fi gure
shows tha t several levels of R/D comp lexity exist between a comp letely
defined R/D (no returned alternatives) and a loose l y defined R/D resulting
in essentially a status report of commun i cation capabilities at the current
time . A typica l example of an intermediate R/D mi ght be the following:
1-CUR indicates that message commun i cations are needed between a specific
user-pair , the information to be transmitted is record data and to use the
fastest available system (including messenger) to transmit it. T-COR COMMO
processes the request and reports to 1-CUR wha t systems was used and the
expected time delay before successful transmission i s  comp leted.
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3.4 Environmental Cffects Program

The Environmental  E f f e c t s  Program assesses  the
e f f ec t s  on the o p e r a b i l i t y / c a p a b i l i t y  of the
communications systems components at affected
nodes for certain 1-CUR simulation generated
and scheduled events and applies the appropriate
modifications to the Service Matrix.

Combat and other environmental events generated by the 1-COR
simulation gaming and other scheduled events cause the system control
software to trigger the Environmental Effects Program to assess possible
changes in the operability/capability of communications components located
at various nodes. Examples of simulation generated events which mi ght
effect the operability/capability of communication components are a nuclear
burst , destruction of an enemy jamme r , movement of a node or significant
equi pment/personnel losses due to conventiona l attrition . An examp le of a
scheduled event would be restoration of a communications component that had
failed at an earlier time . The nodes affected can be specified by 1-CUR ,
as in the case of movement of a node , or assessed by the Environmental
Effects Program , as in the case of a nuclear burst at a location and y ield
that are defined by the 1-CUR gaming . If a hig h detail model is used which
incorporates message queu ing, message transmission completion times would
be handled as scheduled events by 1-CUR and reported to 1-COR COMMO for
appropriate up dating when they occur.

The Environmental Effects Program app lies the appropriate
changes , if any, to the Service Matrix elements . If the Service Matrix is
changed it can be searched by routines in the COMMO Status File to up date
the connectivity file. Alternately the COMMO Status File can be left
unchanged at these event times and onl y up date when status report requests
are made directl y to the COMMO Status File by T-COR.

Computationall y, the Environmenta l Effects P rog ram would depend
extensive l y on extant techni ques and methodolog ies as applicable at the
1-CUR COMMU leve l of d etail . A key source of both techni ques and method-
olog ies is the ETC 3 wherein subroutines from ETC’ may be integrated
directl y into the Environmental Effects Program of 1-CUR CUMMO . Further-
more , in the interests of compu tational efficiency , effects data resulting
f rom the DNA sponsored INCA effort could be incorporated in 1-CUR COMMO
throug h curve fit and/o r data lookup table techni ques -

3-8
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3.5 1—CUR Net Structure

Each uni t  used in T - COR from Corps Rear to
the maneuver units represent nodes in the System
Descr ip t i on  and assoc ia ted w i t h  each of these
nodes , as a message transmitter , is a two
dimensiona l s l i c e  of the Serv ice  Ma t r i x .

In the S ystem Descr i pt ion , and conceptuall y in the 1-CUR COMMO
Module , each unit in the detail portion of the 1-CUR game represents a
communication network node. There are several communications networks
identified by the type of communication transmission system , for examp le
the FM/Secure Vo i ce Command Net or the Microwave Multichannel LOS net.
These networks are automatically interfaced at the appropriate nodes by
the System Generato r during the data input process.

If a node , Nk, is thoug ht of as a sender or transmitter of
messages then associated conceptually with that node is a two dimensional
slice of the Service Matrix , with rows indexed by communication networks
and column s indexed by nodes in the 1-CUR game . In this conceptualization
if node N k does not have an access to a particular communication network
then all the entries in tha t row would ind i cate that no commun i cation is *

possible , or equivalentl y that message time delays on that network are
infinite. Likewise , in this conceptualization , if Nk cannot communicate
with node N~ by some network which N k has access to, then this entry in
the matrix indicates that no communication is possible.

3-1 0
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3.6 Service Matrix Structure

Request/d i rectives from T-COR are processed by
the 1-CUR COMMO Module by checking one or several
entries in the send node slice of the Service
Matrix , depending on the leve l of definition of the
R/D.

Recal l  that  the row ind ices  of the send node s l i c e  of the
Service Matrix correspond to commun i cations networks and the columns to
receive nodes (un i ts)  in the T-COR game . In p rac t i ce  only commun i ca t i ons
networks to which the send node ever has access are of interest. Referring
to the f i gure wh ich  s hows a d e t a i l  of the send node s l i c e  of the Serv i ce
Matrix , it i s s een t hat  t here may be severa l means of communications
between a g iven send and receive node. For organization and accessing
reasons the commun i cation network indices are grouped into two major classes;

— vo i ce and text/record systems. Messenger type commun i cations are classed
as text/record and can be listed at the end of the text/record group. In
practice message communication w i l l  be handled in a separate l i s t structure
to permit more compression of the Service Matrix.

A commun icat ions service Request/Direct ive (RIO) is issued from T-COR
and processed by the 1-CUR COMMO Con t rol Module by consulting the Service
Matrix. The addressed element (send node , receive node , vo i ce/text indicator
and system) contains the processing delay or procedure for its determination
as the output from T—COR CUMMO for this R/D. If the specific vo i ce or text
system is not specified , then a downward search is conducted to find the
first available system which can service the R/D.

A large degree of flexibility is allowed with respect to the
definition or qualification level of an R/D. It can be full y qualified
specifi y ing a particular voice or text system , partiall y qualified
specifying vo i ce or text class and a subset of allowable systems , partially
qualified specif ying voice or text class and no system which invokes a top-
down sequential search or unqualified such that a list of all available
commun i cations systems are determined.
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3.7 Serv i ce Matrix Elements

Each entry in the Service Matrix , referred to as
an element , contains one or more communications
processing parameters from wh ich  process ing t imes
can be determined consistent with the leve l of detail
requ i red.

Generally speaking, any communicat ion s event w i l l  cons is t  of three
distinct phases; prepa ration for transmission of the message , actual
conveyance of the message between sender and receiver l ocations and receipt
actions following the transmission phase. There is substantial variation
in the size and content of these three phases among the communications systems
employed at Corps and below .

Consistent with this concept , each element of the Service Matrix pro-
vides for the existance of these three communications processing phases for
any message type . The total message transmission delay time is then given
by the sum of these three delay time contributions.

The message processing delay time can be direct or computed depending
on seve ra l factors including the 1-CUR COMMO user ’ s required level of detail.
In the interest of T-COR execution speed , 1-COR COMMO may provide three
techn i ques for the determination of communications processing delay time
for each phase of processing as follows :

(1) Time Delay Form - This is the simplest and fastest technique.
A processing delay time factor is pre-cornputed and stored as
elements of the Service Matrix that are appropriate for the
commun i cation system type and status. A typ ica l examp le mi ght be
record data transmission system where the transmission delay would
be g iven by the product of this factor and the message length.

(2) Computational Procedure - The computational procedure is provided
for those communications systems , communication processing phases ,
or volatile situations that are hig hl y dependent on dynamic factors
in the T-COR game . In this case the element of the Service Matrix
points to the appropriate special computations contained or
addressed in the 1-CUR COMMO Module.

(3) Distributional Time Delay Form - In tnis form an element of the
Service Matrix would contain the parameters that characterize the
probability distribution of the processing delay times. Either
1-CUR COMMO or 1-CUR itself would then be responsible for the
appropriate utilization of these distribution parameters. While
this technique would seem to represent more realisticall y the

3-14

-
RI

---

- 

~~~~~ 
i



A-A - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

actual delay process , the validity of the parameters to be
used would be hi ghly dependent on the quality and quantity
of statistical data available to determine the distributional
forms and parameters characterizing those distr ibu tional forms .

It should be noted that combinations of the above three techn i ques for
the three phases of the communication event are possible if the level of
detail requirements so dictate.
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Figure 3.7. Servi ce Matrix Elemen ts
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3. 8 Message Delays for Record/Data

Record—data type communication systems typically
encompass message handling processes which have
considerably larger time delays associated with
them than the transmission itself.

At an or i ginating node , the start of the commun i cations system pro-
cessing usually begins with the receipt of the message at a message or
communications center and is called the time-of-file (TOF) for that message.
Fol lowing TOF , the message must be phys i cally handled by message center
personnel in preparation for electrical transmission which often includes
punching and verification of a pape r tape .

When the message is physicall y entered into the electrica l transmission
system or a queue for electrical transmission , this is marked by the start-
send segment of the end-to-end message communications process. The duration
of this segment is determined by such factors as message length , message
precedence , t ran sm i ss i on speed , error rate , queing and alternate routing.
Note tha t, if the electrica l transmission system is not available for access
or is inopera ti ve , the transmission time is infinite.

When the electrica l transmission to the receivin g node is comp lete and
acknow ledged , the transmission segment is comp~ete and we enter the rece i ver
handling segment. Included in this final segment mi ght be hard copy
generation of the message and , in al l  cases , actua l delivery of the message
to the named addressee (s). Performance of the latter action is designated
the time-of-de livery (TOD) of the message .

In many record data commun i cation systems , the TOF to TOD time span
will include one or more intermediate nodes where personnel actions are
required such as , for example , in torn-tape relay. These cases are
accommodated in T-COR COMMO by recognition of intermediate node status which
modifies the derivation of the total processing time .
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3.9 Intermediate Processing

Communication system nodes serving message traffic
on an intermediary b a s i s  can automaticall y select
and forward messages to the final destination .

Communication s in the combat theater are t y p i f i e d  by a co l l e c t i o n  of
several different system-types interfacing at the various command echelon
headquarters. The s i ze , sop h i s t i c a t i o n  and complex i ty  of these in ter face
nodes tends to increase as we progress from the forward (company level) to
the rear area (Corps headquarters).

The re lay ing of message t r a f f i c  throug h these nodes is a norma l part
of t a c t i c a l commun i ca t ions  and hence is represented in 1-CUR CO1IMU .
Frequentl y,  human ac t ions  are required in the processing and re lay ing of
traffic throug h these intermediate nodes as , for example , in torn-tape-relay
A statistical characterization of communications opera t ions  perso lnel actions
representing the process is emp l oyed in the COMMO model and is sensitive to
such parameters as number of personnel , traffic activity, message precedence
and message quality.

In many cases , the choice of message forwarding means is simp le in
that only one means is (or ever was) available to get to the destination
subscriber (excl uding messenger) and may or may not invo l ve a transmission
system-type change. However , in some cases there wi l l  be more than one
means available to forward messages and a selection process must be invoked.
Control of this selection process is prov ded by a doctrine table which
specifies the permissible interfaces , their preference of selection and
any special considerations which must be app l ied .

It is i mportant to note that 1-CUR always has the capability to over-
ride the communications node doctrinal interface processing by simp~y using
the node as a destination for the ini t i a l  message leg and as an ori g in for the
second or final leg of the end-to-end path.
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3.10 Message Integrity

Variability in operationa l capability as well as
hostile or friendly combat events can i mpact message
clarity and integrity.

The existance of a nom i na l communications link between two nodes
does not guarantee tha t sufficiently accurate messages can be passec over
that link. Message clarity is generally related to average intelli g i b i l i t y
for voice messages and character error rate or bit error rate for text!
record and di g ita l messages , respectively.

A number of environmental effects , combat and non-combat related ,
can i mpact on message integrity. Non—comba t factors that can i mpact on
vo i ce intelligibility include range of transmission , weather effects such as
rain , and both gross and l oca l terrain features. Similaril y, combat effects
such as jamm i ng , RF interference , and loss of power or hi gh gain antennas can
adversel y effect voice intelligibility without completely eliminating the
communications link.

Record/data and di g ita l links are also subject to variability i n  thC
quality of transmission due to combat and non-combat related effects. An
i mportant example is the possible large increase in bit—error rate for satellite
communications links that may result following a high altitude nuclear bur ct

The impact of reduction in average voice intelli g ibility and increase
in character or bit— error rate is highl y dependent on the type of message
being transmitted and the available procedures for retransmission and message
piecing. Clearly for most voice messages repetition can be used to assure
message integrity. For critica l record/data or di g ita l me~sages repeated
transmission may also be used to insure message integrity . However , i n  t he
absence of retransmission procedures , faulty da ta may be passed undetected due
to increases in error rate.

1-CUR COMMO does not propose to calculate directl y message integrity ,
however , the impac t of selected combat and non-combat effects on mesNaqe
integrity can be inc l uded in the 1-CUR COMMO model. The special delay codes
subordinate to the Serv i ce Matrix can be used to calculate message Integrity
effects for selected critica l cases. Addit ional l y, the distributional form
for the Service Matrix delays would be an excellent vehicle for inclusion f
abnorma l delays due to reductions in voice intelli g ibility.
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3 . 1 1  Messenger Se rv i ce

Messenger- type communicat ions de lays  are determined
as a function of transmission mode , sender-receiver
separat ion and ter ra in/weather cond i t i ons .

The fundamental messenger- type communicat ions modes a l l owed  in
1-CUR CUMMU include air (helicopter), ground vehicle (jeep) and foot. Each
mode or system type is  i n i t i a l l y ass igned a nom inal average speed-o f - se rv i ce .
When a messenger system is selected by 1-CUR (or T-COR COMMO when permitted),
t he l i ne-o f - s i gh t  d i s tance  between the centers of the sender hex and receiver
hex is determined . Then the nom ina l message delivery time is simply the
quot ient of t h i s  d i s tance  and the nom ina l mode veloc i ty .

To correct the nom i nal de livery time delay for terrain and weather
cond i t ions , a terra in t raversa l  d i f f i c u l t y  factor  for each hex in the
delivery route for the selected messenger nod e and the prevailing weather
factor can be applied . That is , the product of the terrain factor for each
hex , the weather factor and the nom i na l delivery time g ives the cor rec ted
delivery time .
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3.1 2 Combat Environmental Effects

The primary combat and environmental effects
that influence the operability/capability of the
communications components at the nodes are
elect romagnet ic  jamm ing , damage from convent iona l
an d nuclea r weapons , and movement of nodes .

As mentioned earlier , 1-CUR sends notice to 1-CUR COMMO of the
occurance of events which could potentially cause a change in the operability !
capa b i l i t y  of communicat ions components located at the va r ious  nodes. The
Environmental Effects Program module in 1-CUR COMMO then evaluates the event
and makes the appropriate updates to the Service Matrix. The most important
types of events wh ich  can impact on communicat ion o p e r a b i l i t y/ c a p a b i l i t y  are
changes in electromagnetic jamming, convent iona l f i repowe r , nuc lea r weapons
detonations , and movement of nodes.

Electromagnetic j amm i ng can cause communicat ions systems such as ~M
nets to be completel y jammed , partially jammed , or not jammed . The effect
of increased jamm i ng is to increase the message transmission time until at
some threshold the t r a n s m i s s i o n  time becomes infinite , correspond i ng to no
communication capability on the affected communication system at the node.

Conventiona l and nuclear detonations cause gross i noperabilities
or in some cases decreases in the capability of communications components.
An example of a decrease in c a p a b i l i t y  would  be the loss of a major por t ion
of the communications personnel at a p a r t i c u l a r  node resu l t i ng  i n large
increases in message handling times.

Movement of nodes causes the temporary loss of communications
capability in nearly all networks except FM nets and messengers while the
node is preparing to move , while mov i ng , and for a period of time after the
node has reached a new l ocation. Additionally , relocation may cause loss of
some node- to— node radio communication because of range limitations , while
making f e a s i b le  other node-to-node communication tha t was prev ious l y i n f e a s i b l e .

In addition to the i mportant effects mentioned above , hi gh detail
models are possible which incorpora te other effects such as weather and message
queu ing . A lso  many types of communications sys tem s wh ich  have been damaged
due to detonations can be reconstit uted in relatively short periods of time
( r e l a t i v e  to the game t ime) . Cons is ten t  w i t h  the level of d e t a i l  requi red
such reconstitution events should be fed back to T-COR to be scheduled .
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3 .13 Elec tronic Warfare

- Electronic Warfare (EW) is a s i g n i f i c a n t  threa t to
communications in the theater and is ,
t here fore , included in 1-CUR COMMO by a f i r s t — o r d e r
model addressing radio links .

The scope and sophistication of radio communications jamm i ng
alone (as a subset of EW) is extensive and complex. The effectiveness of
a particular jammer against a par ticular radio link (receivers) is a function
of a very large number of parameters characterizing the jammer, receiver(s)
and the physical/electrica l environment between them .

1—CUR COMMO can address the jamming of radi o links
with a very stra i ghtfor -ward first-order model. Each jammer played has a
maximum effective jamm i ng radius associated with it. Any receiver l ocated
in a hex that is tota 1l y within the effective jamm i ng radius is considered
totally jammed and ineffective for both transmit and receive operation. For
those receivers l ocated within hex ’s through which the line of effective
j amm ing rad ius passes , e i ther tota l jamm ing or no jamm ing w i l l  be assessed
according to the toss of a coin.

Each jammer also h~s a “type” desi gna tor associated with it and
each receiver node may be ma rked as susceptible or not susceptible to any
subset of the jammer types . Using th is  c a p a b i l i t y ,  a f i r s t - o r d e r
approx i mation can be made to account for such variables as jammer type , powe r ,
d i r e c t i v i t y  and rece iver frequency , antenna ch a r a c t e r i s t i c s  (ga in , d i r e c t i o n ,
etc)  as a few examples .

While more representative models of jamming are fairl y easil y
obtained , the preced i ng approach should prove in i t i a l l y adequate , is consistent
w i t h  1-CUR COMMO le v e l — o f - d e t a i l , and is  eas i l y ref ined .
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3. 14 Convent ional  Weapons E f fec ts

Convent ional weapon detonat ions a f fec t communicat ions
by produc ing gross in o p e r a b i l i t i e s  in communicat ion
components and by reduc ing c a p a b i l i t y  through personnel
losses.

There are three major cons ide ra t ions  in a s s e s s i n g  the convent iona l
weapon damage to commun i ca t i on  sys tem components: ( 1)  d e s t r u c t i v e  c a p a b i l i t y
of the weapon or weapons , (2) vulnerability of the components , and (3) distance
from t he detonation to the communication components. Since T-COR a l l o c a t e s
conventiona l weapons on an area bas is , a convent ional de tonat ion  event reads
as one or more detonations of a specified destructive capability occurring i n  a
spec i f i e d  hex . Since hexes are at  minimum 1.35 km center to center , i t  is  a good
first order approx i mation to examine onl y nodes l ocated in the specified hex
for changes in o p e r a b i l i t y / c a p a b i l i t y  due to t he g iven  event .  C o n s i d e r a t i o n
(3) then becomes one of weapons coverage.

W i t h i n  the hex specified by the detonation events , gro ss component
in o p e r a b i l i t i e s  and personnel losses are probabilistic events. The probabilities
associated with these communication events are produced as o u t p u t s  of a weapons
coverage subroutine to which the parameters; number of detonations , destruction
capab i l i t y  per detonat ion , commun i ca t i on  component vulnerability , an d num ber
of communication personnel assi gned is passed. With these probabilities
either 1-CUR or the 1-CUR CUMMO itself makes random draws to determine the
spec i f i c  communication components damaged and number of personnel lost.
These losses are then translated into changes in communicat ions c a p a b i l i t y  and
the new status is entered in the Service Matrix. Consistent with the level
of d et a i l  re qu i red , the weapons coverage subroutine w i l l  be developed as a
fast running computation wh i ch is condensation of results alread y treated
in 1-CUR .

As noted earlier in this chapter some types of communication systems
losses which have occured because of component failures can be reconsitit ~ ted
in a time tha t are short by comparison to the 1-COR game . Consistent w i t h  t he
level of detail required , system loss events due to this category of fai lL res
should generate a mean or random reconsititution time which is sent to T-CUR
for scheduling .
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3.15 Nuclear Weapons Effects

Nuclea r weapons detonations i mpact communication
system operabilities/capabi l ities at all nodes
within hexes which have centers less than a radius
RMAX from the center of the hex in which the detonation
oc cured , where R

MAX is  a funct ion of the weapon y ield.

Unlike conventiona l weapons , nuclear weapons can cause communication
system losses at large distances and by several destructive effects. Thus
it is not a valid approximation to look only at the hex in which the
detonation occurs or even to include onl y the hexes adjacent to the
detonation hex.

For all typical low altitude tactica l yields at typica l heig h ts of
burs t , loss of all  personnel is essen tially certain within 0.7 kilometers of
the weapon ground zero . Since electronic component losses due to neutrons
are similar to personnel losses , all communica tions systems located in the hex
where the detonation occured are considered completel y destroyed with no
possibility of reconstitution.

Along with the ground zero l ocation of nuclear bursts 1-CUR wi l l
supply the nuclea r weapon y i e l d  and hei ght of burst .  From th i s  information
1-CUR COMMU w i l l  compute the rad ius  RMAX , a funct ion of y i e l d  and height of
burst , which corresponds to the maximum radius where nuclear weapons effects
are considered si gnificant; for example the 99 percentile radius for damage to
a sof t communications system . For each node located in a hex with a center
located in a circle of radius RMAX about the center of the detonation hex ,
the Environmenta l Effects Prog ram wi l l  access communication system nuclea r
vu l nerability subroutines which w i l l  produce probabilities associated with
gross inoperabi l ity and/or l evels of capability of the communication system
at that node. 1-CUR or 1-CUR COMMU itself w i l l  then conduct random draws
to define the damage to specific communication systems , the damage will be
translated to changes in message delays and entered in the Service Matrix.
As in the case of conventiona l detonations , reconstitution capabilities can
be included if the level of detail dictates.

At the heart of the nuclear detonation damage calculations are the
nuclea r vulnerability routines. These routines wi l l  be fast running out—
g rowths , probably curve fits , of the nuclear survivability/vulnerability
models that BUM is develop i ng under I NCA for the communications systems of
Corps and l ower echelon units.
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3 .16 Additio nal Levels of Detail

Requirements for high level  d e t a i l  w i l l  in t roduce
complexity which w i l l  increase both the run times
and computer memory requ irements in 1-CUR and T -COR
COMMO .

While the introduction of w e a t h e r , message  queu ing ,  random non-
enemy a c t i o n  caused m a l f u n c t i o n s  of coc n m u r ic a t i o n s  components , and  comm u n i ca t i o n
sys tem r e c o n s t i t u t i o n  c a p a b i l i t y  w i l l  be expected to i n c r e a s e  t r e  r e a l i s m
of 1-CUR , the da ta s t ructure needed to mode l these features w i l l  increase
complex i ty and run time of T -COR significantly.

W eat her a f f e c t s  radio t r ansm iss i on  r e l i a b i l i t y  and hence w i l l
a f fec t  t ransmiss ion t imes.  Queuing of messages at  busy nodes can r e s u l t  in
inc r eased message t i m e s .  Random m a l f u n c t i o n s  of commun ica t i on  components can
cause loss of the a f fec ted  system un t i l  the ma l func t i on  is cor rec ted .  Other
fea tu res  can be i d e n t i f i e d  that w i l l  a f f ec t  message t imes , but a l l  w i l l  r e s u l t
in an increase in the data structure complex i ty . Many of the above features
not only r e q u i r e  additional computations and branching , but a lso requi re
maintenance of a comprehensive history record . For example , consider  the case
wher e a communica t ion  component m alf u n c t i o n  event  occu rs  and a t ime of repai r
or r e c o n s t i t u t i o n  is  sched u led , and subsequent to this event but be fo re  the
reconst i t u t i o n  event t h i s  communicat ion sys tem is sub jec t  to combat e f f e c t s
which would have destroyed the system . Unless some memory exists as to the
t en ta t ive s ta tus  of ihe communicat ion sys tem , no add i t i o n a l  d e s t r u c t i o n  on
the sys tem w i l l  be recorded and when the scheduled r e c o n s t i t u t i o n  t i me
arr ives the sys tem w i l l  be made operab le  a g a i n .  When overlapping periods
of reconstitution are considered the number of troublesome scenarios increases.
In order to avo id  an error , compre hensive h i s t o r i e s  on a l l  sys te m (and
maybe even syster-~ components) must be maintained and searched at most events
that affect that system. This requirement results in signi ficant degradation
of the 1-CUR COMMO Module efficie r cy .

While comprehensive models of message queuing are in concept the
same type of history problem mentioned above , in practice they result in
very la rge  inc reases  in run time and memory requirements because of the
number of messages i nvolved and the frequency with which they must be processed.

A ~-ie ll reasoned ba lance between the need for d e t a i l  and e f f i c i e n t
run t imes is  requi red for development of 1-CUR COMMO. C l e a r l y  no d e t a i l
finer then that inherent to 1—CUR itself is justified.
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3.17 Communications Systems Data Base -

The commun ica t ions  system is  def ined , organ ized
and stored in an o f f l i n e  data base using a
stand-alone program ded i cated to this fun ctio~i.

A l l  of the r e q u i s i t e  parameters c h a r a c t e r i z i n g  a to ta l  communicat ion
system for 1-CUR COMMU are input to a System Generator program which produces
a System Description data base. This data base is then subsequently read at
input to 1—CUR COMMO v i a  the l-COR- SCS at  run i n i t i a l i z a t i o n  t ime- . As part
of t h is  i n i t i a l i z a t i o n  process , a l i m i t e d  but comprehensive set  of da ta base
m o d i f i c a t i o n  d i r e c t i v e s  may be op t ional l y specified and applied to ,he
externa l da ta base r e s u l t i n g  in a d e r i v a t i v e  i rt e rna l communicat ion syste-r--
configuration/characterization . An example of such a modification would be
changes to the commu nicat ions s y s t e m  to input to model random , combat independent
equ ipment f a i l u r e s .  Such a case w O uld a l s o  require the genera t ion  and s torage
in 1-CUR’ s event list of the restoration times for those pieces of equipment.

The f igure i d e n t i f i e s  the fundamenta l data inpu ts  to the Sys te m
Generator w hich are appropr ia te l y p ocesse d , formatted and entered in t o  the
System Descr ipt ion data base. Three d i s t i n c t  data-type categories are
ident i f i e d  as w e l l  as the i r  key characterization parameters. Since the theater
communications system is typically composed of severa l independent networks , a
separate catego ry of Network I n te r f aces and I n t e r o pe r a b i l i t i e s  is e~~t&5 l i s h e d .
For- the most part these interfaces would be either automatic at the common nodes
or at l east well-characterized (including any human action/interaction). 1-CUR
itself always retains the c a p a b i l i t y  to eva lua te  and s e l e c t  among a l t e r n a t i v e s
at any communications network interface node,. Fi n a l l y , we t recognitt. that
mu l t i channe l  t r a n s m i s s i o n  media are emp loyed f~~om which more than one
i ndependent netwmrk may derive part of its connect ivity . Because the loss or
reduction in capacity of these trans rn ssion systems potentiall y a f f ~ cts a
number of networ ks , the i r~ d e f i n i t i o n  and c h a r a c t e r i z a t i o n  is  m a i n t a i n e d  in a
separa te  reg ion of the S ys tem Descr i pt ion data base.

3- 314



T-

F —

NETWOR K A
TYPE

• NODES
• L O C A fl I )~~
. O P E R A T I O N A L  P R O C E D U R E
. PROCESSING DELAY M U L T I C H A N N E L
• V U L N E R A B I L I T Y  

- TRANSMISSION
• CON NECTIVITY M E D I A

• CIRCUITS • IDENTIFICATION
. TYPE • LOCATION
• CAPACI TY • CAPACITY
. VULNERABILITY • V U L N E R A B I L I T Y

• POUTING DOCTRINE
SYSTEM

GENERATOR

-. 

NETWO RK N 

- - 
- 

~~~~~~~~~~~~~~ N E T W O R K
- - I N T ER FACES A N D

- I N T E R O P E R A B IL I T IES

SYSTEM
G ESCRIPTION

3— 35



~~

-

~~~~~~~~~~~~~~

- -—-- -_ -—

~~~~~~~~~

-1

~

IT

I
.

-

i~

3-36

I —- - ~~~~~~~~~~~~~~~ ~~ __ _ _ _  —— ~- —A--— —- -- A- —-———--.—.— — —A--——— — — ~~~~~~~~~~~~~~~~~~~~~~~~~ ..•



- - - -— --

~~~~~~

_-

~~~~~

- — A-~~~~~~~~~~~~~~~~~~~~ i:: —---A----—

•1

CHAPTER IV

IMPLEMENTAT I ON

4- 1

L~IIA. -- - A--____ -- —-A-—A.---— ~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~ i:_~



-- —A----A--
~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~~~~ 
-i

CHAPTER IV

I MPLEMENTAT I UN

4.1 Implementation Outline

The approach to implementing 1-CUR CUMMO stresses
ear ly  i d e n t i f i c a t i o n  of c r i t i c a l data and subroutine s
throug h sensitivi ty ana l ys is.

The 1-CUR CUMMO conceptua l desi gn discussed above has the need
for flex i b i l i t y  and the capabilit y to include vary ing l eve l s  of d e t a i l .  The
approach to the detailed design , cod i ng, and check out of T-COR CUMMO wi l l
be to build a relativel y simple baseline model with a limited data base and ,
throug h sensitivity anal ysis , to determine those portions of the model with
t he g rea tes t  impact on 1-CUR.

The i n i t i a l  1-CUR COMMU model w i l l  include , as a min imum , the
Service Matrix , Environmenta l Effects routines , and the modification of
the T-CUR control softwa re to provide the necessary interaction with 1-CUR
COMMO . I n i t i a l  e n t r i e s  to the Serv i ce  Ma t r i x  w i l l  be provided us ing p r i m a r i l y
operational experience with a minimum of detailed ana l ysis. The form of the
environ mental effects subroutines wi l l  be established and existing da ta used
to code the algorithms .

With the establishment of a working basic 1-CUR COMMU module ,
sensitivity analyses wi l l  be conducted using 1—CUR to determine the impact of
the new T-COR COMMO module on the TA-CUR main game . These sensitivity studies
w i l l  be of two types: (1) Simple variations of Service Matrix elements and
environmental effects parameters and (2) substitution of higher leve l —of—
detail submodels. The objective of the sensitivity studies is to determine
which submodels and which parameters have the greatest effect on 1-CUR and
hence should be developed most f u l l y .

Documen tation of the init i a l  implementation w i l l  consist of a
users guide which explains the basic workings of 1-CUR COMMU and the data
that is incorporated into the model. Additional documentation w i l l  define
the data requirements to make 1-CUR COMMU fully operational as we ll as those
improvements deemed necessary as a result of the sensitivity analyses.

4-2



- - -
~~~~~~~~

--— 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

- - - -A -—  A - — .  ~~~~~- - - ---~ r~~~~~~~-----

IMPLEMENTATION

• CODE THE BASIC T-COR COMMO
SERVICE MATRIX

ENVIRONMENTAL EFFECTS
T- COR SOFTWARE

• PROVIDE INITIAL DATA BASE
SERVICE MATRIX ELEMENTS

EFFECTS SUBROUTINES
• SENSITIVITY ANALYSIS

VARY PARAMETERS
INCLUDE TEST MODIFICATIONS
DETERMINE T-COR IMPACT

• DOCUMENTATION
USERS GUIDE

DATA REQUIREMENTS
NEEDED IMPROVEMENTS

Figure 14 .1. Imp l ementa tion
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