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"The high levels of electronic warfare on the modern
battlefield will make command and control difficult. The
leadert's _ob will be harder because it will be more
difficult for him to communicate with those with whom he
has to talk to get on with the battle. Good, sound

training is the only thing that can keep an outfit moving--

doing its job when command and control is difficult.
(Source: Donn A. Starry, "Sergeants' Business," Miljitary
Review, May 1978, p. 5."

ABSTRACT

The next battle is envisioned as a short, violent
conflict of unprecedented destruction. The 1973 Middle East
War rendered a vivid insight to that battlefield. To meet
the challenges of the next battle, the U.S. Army began
publishing a new series of "How to Fight" manuals in 1976
which address the doctrine of fighting future battles.

This study was initiated by a perceived shortfall in
doctrine; that being a failure to adequately address the
impact of electronic warfare (EW) on the maneuver battalion.
Threat capabilities have been adequately documented, and the
"Battle Captain" has been warned about the EW environment,
but he has not been told how to effectively operate in the
EW environment.

This thesis was conducted to determine the EW impact
on tactical plans and training of the mechanized infantry
battalion and to recommend solutions to shortcomings dis-

covered,
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Existing literature was examined to establish the

present training preparation versus threat capabilities.,
Field manuals, training circulars, TRADOC publications, and

Command and General Staff College materials were used as

the basis for research., Additionally, after action reports,
field notes, and periodicals provided excellent source
material.,

The conclusions derived from the study indicate that
the EW impact on the battalion is awesome, but manageable.
Many of todays problems result from decisions and events of
the past decade; still other portions have developed and will r

continue to develop from actions of the Soviet Union to im-

prove its already significant EW capabilities. ¢
The only units capable of accomplishing their assigned

missions will be those who have been trained and led by

comnanders operating in an environment where EW was fully

integrated into the tactical plan and where latitude, trust,

and confidence are extended to subordinates.
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"Congress can make a officer, but only commnunications
1
can make a co ™
Recent U.S. Army publications have addressed a new

battle. Field Manual (FM) 100-5 the capstone manual for the

U.S. Army, and numerous other new FMs provide an elaboration
of "How to Fight!" the next land war, Our success in this

war will depend on timely assessments within the dynamics o

a violent battlefield, continuous updating of information,

t and and control of our forces through a

ana eiftrtective CcCoO

positive communications Syst to effect a successful com-
bined arms operation.

po e - - Tevyer v - o~ o 21 by
Europe against forces ot nhe
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A battle in Cen

sion, particu-

Warsaw Pact will be an extremely
larly in view of the impact of enemy EW on command and con-
trol. Little preparational doctrine has been established as
to how the mechanized infantry battalion commander exercises
command and control in the EW environment.

This thesis will identify problems in EW, propose and

evaluate alternative solutions, and offer recommendations

concerning training and techniques in command, control and




communication(CB) to enhance the battalion commander's

mission accomplishment in the European Theater of Operations.
BELECTRONIC WARFARE BACKGROUND

Training centers of the U.S. Army provide sources of
combat development and doctrine to commanders and their
staffs to enhance battlefield preparation and awareness.,
Estimates of the enemy capabilities have become an integral
part of this preparation. Army doctrine has addressed all
aspects of the Warsaw Pact's radioelectronic combat (REC)
capability and its ability to severely degrade our radar and
comnmunication links. FEstimates of enemv electronic warfare v
support measures (ESM) and electronic counter measures (ECM)
effectiveness vary, but figures as high as 73 percent effec-
tiveness have been projected against our current systems.
Army publications and training programs from our training
centers address only the enemy threat and approved radio
telephone procedures, Current training programs do not
demand new operational requirements of the commander and
staff nor do they provide clear answers as to how the com-
mander will command and control his unit while operating in
this intense EW environment.

Operations on the modern battlefield will be conducted
by highly mobile task force organizations carefully developed
to provide the optimum in combat effectiveness. This

organization will consist of nonorganic elements cross-attached
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to capitalize on unique capabilities or as a thickening force.
This cross-attachment places an additional training burden

on training centers, Standard training techniques and

tactics ar~ essential for each combat arm. The Commander and
B all subordinates must "see the battle" and communicate

directives and reports efficiently in this highly complex

and rapid environment.

STATEMENT OF THE PRO3LEM

This investigation identifies and describes the impact
of EW on the mechanized infantry battalion'’s plans and train-
v i

ing in preparation for tactical requirements, and recommends

courses of action.

The investigation is limited to the study of the ; |
mechanized infantry battalion in the European mid-to-high J
intensity environment and the EW doctrine available to the
commander and his staff. The study will provide documenta-
tion to assist the commander by enumerating essential C3

considerations for unit plans and training.
ASSUMPTIONS

The impact of EW on plans and training is a very
complex question., A complete investigation would be beyond
the scope of this thesis; therefore, in order to simplify

the analysis three assumptions are made:

a, The conflict will be of short duration.




B Soviet Doctrine is reflected in the writing of
contemporary Soviet military scholars and equipment
capabilities.

c. Organization and equipment currently available
to both friendly and enemy forces will be used throughout

the conflict.
METHODOLOG

Existing EW literature has been examined to establish
the present training preparation vs. threat capabilities.
Nonclassified field manuals, training circulars, Training
and Doctrine Command (TRADOC) publications, and Command and ¢
General Staff College publications have been used as a basis
for the research. Additionally, afteraction reports, field
notes, and periodicals have provided source material.

Informal interviews were also conducted with five
allied student officers of the 1978 Command and General
Staff College class to determine their perceptions of the
EW snvironment. Three of these five allied officers had
combat experience relating directly to EW, and all had con-
siderable training in communications problemsolving.
Techniques, tactics, and unique organizations unique to the

EW environment were discussed.
DEFINITION OF TERMS

The following definitions of terms are taken from

U.S. Army Publications:




Command, Control and Communications (C}). Term used
to express the system within a unit to provide the
commander control and coordination integration in which
to see the batile, plan, and execute combat missions by
communicating decisions and updating reports.

Elc ~tromagnetic Energy. That energy pertaining to

the combined electric and magnetic fields dssocidt«ﬁd with
radiations or with movements of charged particles.

Electronic Warfare (Ew). Military action involving
the use of electromagnetic energy to determine, exploit,
reduce, or prevent hostile use of the electromagnetic
spectrum and action which retains friendly use of the
electromagnetic spectrum, EW is divided into electronic
combat and defensive EW,”

Electronic Combat (EC). The primary role of EW is
EC. It provides the measures to discover and locate the
source of enemy electromagnetic energy and to take action
to reduce or deny the enemy'!'s use of the electromagnetic
spectrum. Two major subdivisions of EC are Electronic 4
Warfare Support Measures and Electronic Counter Measures.

Electronic Warfare Support Measures (ESM). The
actions taken to search for, intercept, locate, and
immediately identify radiated electromagnetic energy for
the purpose of immediate threaj}, recognition and the
tactical employment of forces.

Electronic Counter Measures (It)C(\u\. °CM are those
actions taken to prevent or reduce the enemy's effective
use of the electromagnetic spectrym. ECM includes
JjJamming and electronic docoption.O

Electronic Counter-Counter Measurcs (ECCM). ECCM
the defensive aspect of EW and includes actions taken
insure friendly use of the Hlvctromagnotjc spectrum
against electronic warfare.

re

~+ b
o

Figure 1 provides a schematic of the EW functions to

enhance the understanding of this phenomenon as an element

of combat power,
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The remaining chapters of this thesis are organized
ac follows:

Chapter II, Review of the EW Literature, traces the
current documentation rendering official guidance, tactics
and techniques to the battalion commander. Chapter III,
Operational Alternatives in an EW Environment, presents the
findings of the investigation and identifies shortcomings of
present doctrine and alternatives for consideration.

Chapter IV, Recommendations for EW Doctrine and Tactics,

develops specific measures to reduce the vulnerability of

the United States mechanized infantry to EW actions.

\0




CHAPTER I

ENDNOTES

1
the Command and General Staff College), 27 April 1966.

Omar Bradley, (Commcnt made during guest lecture at

2Department of the Army Field Manual 24-1, Combat
Communications, 30 September 1976, p. M-1.

)Department of the Army Training Circular 100-33,
Tactics of Electronic Warfare (Coordinating Draft), December

1977.

AU.S. Army Command and General Staff College, the
Commander and His Staff, Subcourse P111l, 8L7-1773, p. 48.

o
)Department of the Army Field Manual 100-5,
Operations, 1 July 1976, p. 9-2,

6Ibid.

7 Ibid.

8Ibid.

91bid.

NOTE: Although grammatically correct, comnunications and
comnunication are used throughout the thesis. The author
has used the terms in a manner to which it is perceived

most appropriate in the context in which the term is used.
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CHAPTER IT
REVIEW OF THE LITERATURE ON ELECTRONIC WARFARE

"Once flexibility is destroyed, or is negated in any

way, the successful outcome of the battle becomes endangered."l

This chapter examines the potential electronic warfare

threat and traces the current literature related to EW and
C3 guidance available to the battalion commander.

John W, Beaver has said, "The nature of combat and the
variations in terrain make it difficult for the commander to v
maintain control, alter plans, and take advantage of a wealkened
enemy situation."2

This control problem has been partially overcome

through the use of tactical net (voice) radio. These tactical

e &

nets have provided commanders with accurate and concise in-
formation on enemy movements, and friendly dispositions.

Timely reporting on tactical nets allows commanders to

maneuver forces and bring fire to bear on enemy positions
with both speed and efficiency. FM radio allows the mecha-
nized infantry battalion commander to control forces in

excess of 18 kilometers from his position.

-

In Vietnam radios were plentiful and operations were
performed against a relatively unsophisticated enemy without

an EW capability. Commanders at all levels were provided

T G ST TR e e srar iy
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with excellent communication links allowing them to monitor
subordinate operations. Commanders fregquently operated from
command and control helicopters allowing them to scrutinize
minute aspects of the battle. Guidance was quickly given to
subordinate commands as the commander observed opposing
forces maneuvering on the battlefield. The result was al-
most a sandtable oxerciso.j This type of battlefield condi-
tion fostered nigh level decisions and rapid deployment of
subordinate units working under a guidance rich environment.
Tactical and logistical decisions were often shared with, if
not removed from subordinate commanders, in an effort to
allow them to "fight the battle." In this environment the v

control of operations depended upon oral communication,

primarily tactical voice radios.
ELECTROMAGNETIC SPECTRUM

The interwoven relationship between tactics and the
use of electronics on the modern battlefield has become
second nature. Almost unnoticed, electronics and our result-
ing dependence on them have become intrinsic parts of our
doctrine and tactics. As the use of electronics has increased,
so has our ability to meet the imperatives of the modern
battleficld.a

The World War II U.S. division was equipped with
approximately 1,200 electronic emitters, including both

communications and noncommunications equipment.5 Since World

T




8 3
wWar II technological improvements ha\.m enhanced combat
effectiveness through electronic target acquisition and,
weapons guidance systems and faster, more reliable, com-
munications equipment. For example, an armor battalion has
149 FM radios and requires 7 FM radio nets for operation
under current doctrine. The armored division has 2,691 FM

radios, 162 AM radios, 59 VHF multichannel radios, and 54

radars--a total of 2,960 electronic omittors.o Figure 2
provides a schematic of the electromagnetic spectrum and
the position of tactical radio emitters in the spectrum.
Electronic devices of all types have been devised to
provide the commander with communications and target acquisi-
tion. Ground surveillance radars, side looking airborne
radars, standoff target acquisition systems and counter-
mortar radar are but a few examples of intelligence oriented
devices., Air defense systems are also powerful sources of
electronic emissions. Within the HAWK Battalion there are
six distinctive types of radars.

Air space management also has its own unique electronic

radars: ground control approach, navigation beam, and area
surveillance. Such management is essential in controlling :
the numerous aircraft in a mid-intensity environment. Since
World War II electro-optics have also become an essential

part of target engagement: infrared night sighting devices,

laser range finders and laser target designators are but a

few of these gsighting devices.

-~
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Dependence on electronics has also created vulner-
abilities which are only now being fully realized. Each com-
bat essential emitter is function specific; that is, it has
highly distinguishable characteristics discernible by the
trained electronics intelligence specialist. Through
"finger printing," the trained electronic intelligence
specialist can listen to various emissions and determine the
type emitter, age, maintenance, method of employment, the
attachment of nonorganic emitters, and associations between
amitters. This finger printing can confirm information of
enemy dispositions, commnand posts and subordinate locations.
Comparison of this data with the enemy order of battle will v
all but construct the enemy overlay.

The large increase in ground and air communication
equipment in combat units in recent years causes concern
because only a small portion of the spectrum is suitable
for tactical radio communication. The usable portion is
further limited because each radio channel occupies a band
of frequencies rather than a single frequency, e.g., the
continuous wave radio and radio teletypewriter signals occupy
approximately 1 kilocycle (KC) of the spectrum, while an AM
voice chan uses 10 KC, and FM voice channels occupy 50 to
100 KC.

In addition to the spectrum space actually occupied by

the radio signal, additional separation between adjacent

radio channels must be provided to minimize the possibility
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of mutual interferencc.7 If all radio sets within a given
unit were to attempt to operate on any frequency they
desired, radio communication would become extremely im-
practical if not impossible., When two or more radio trans~
mitters operate at the same time on the same frequency, a
jumble of distorted and unintelligible signals cccurs at
the receiving station.6 Interference can easily occur, but
through the frequency management of a net control monitoring
station, this interference can be diluted or eliminated.

To reduce the confusion that would be present without
strict controls, the theater Army signal officer exercises
control of the frequency spectrum. At division the Division
Signal Officer (DSO) assigns frequencies to each mechanizéd
infantry battalion. Care is given to insure that adequate
distance is provided between units operating on the same
frequency.

The allocation of available frequencies must insure
that stations requiring the longest or most dependable com-
munication are granted the best frequencies. In making this
assignment propagation charts should be consulted frequently
to consider changing atmospheric conditions and their effect
on the frequency spectrum. Those frequencies considered
the most capable of long range are called discreet fre-

quencies. Shared and non-interfering frequencies are

generally assigned as indicated in Figure 3.

SRR
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THE SOVIET THREAT AND RELATED ACTIONS

The U.S. Army's concern with electronic warfare hLas
increased greatly since the 1973 Mid-East War where both
belligerents made extensive use of electronic warfare.9
Their experience suggest that U.S. Army units will not have
the opportunity to operate as they did during the Vietnam
era.

Radioelectronic combat is a term used by Soviet model
forces to indicate the integration of signals intelligence,
Jamming, deception, and suppressive fire to deprive an

adversary of command and control in combat.lO The enemy is

aware of our dependence on communication and will target v
against our fire support and tactical command and control
nets., Warsaw Pact doctrine states that jamming or destruc-
tive firepower should neutralize or destroy at least 50 per-
cent of enemy command and control capability.ll
In locating U.S, electronic emitters, the enemy will
employ direction finding in conjunction with other informa-

tion to provide targets for enemy suppressive fires and jam-

ming. Direction finding of radio transmitters is not precise.

The enemy's suppressive artillery fires will usually not be

fired at locations provided only by direction finding.12 1

Figure 4 denotes the impact of threat force direction finding.
The best summary of the Soviet view on electronic

13

warfare is that of Marshal Vasili D, Sokolovskiy:
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Figure 4, Threat Direction Finding ]

SOURCE: Department of the Army, TRADOC Threat Handbook,
"Battlefield Survival and Radio Electronic Combat," January 1977.




The widespread use of radio-electronic equipment in
all fields poses a ‘icult problem concerning the
(t‘x‘vquvncv spectr battle). The problem is how best to
prohibit or decrease the effectiveness of the enemy's
radio-electronic systems and at the same time, how to
insure the successful use of one's own equipment. One
of the main aims is to disrupt the enemy's control over
his own troops and weapons by active radio interference
and the destruction of his most important radio systems.
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tronic countermeasures of the enemy can be used; it shows

how serious their consequences can be. The development

of electronics is, at the present time, as significant

as the development of nuclear missiles which, incidentally,

cannot be used without electronic equipment. v
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The tactical CP must be prepared to move rapidly whenever
necessary, possibly every two or three hours or after long

radio transmissions., The commander

listening silence where appropriate

should impose radio

and demand person to
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15 : :
person contact. The commander must see the battle and
maintain positive communication with subordinates and

superiors througn whatever means available. This communi-
cation wil™ be the prime factor that solves problems caused
by limited resources.

Main command posts must also be carefully positioned
to elude detection. Towns, basements, and tunnels should
be considered as possible CP sites; all CPs should be
adequately camouflaged.lo The main CP must move daily as
a minimum,

To avoid detection the radio should not be the
primary mzans of communication until contact is made. When
brief transmissions are reqQuired they should use low power
settings with terrain masking and directional antennas

L

should be used. For main CPs, antennas should be remoted
1,000 meters or further away to compensate for enemy
artillery called by direction finding computations.

All personnel should be trained to efficiently use
radios in an EW environment; FM 71-2 states that all person-
nel should be trained to send and receive five second

18 N . ;
messages. Redundant communication systems must be used

: 19
to enhance battlefield survivability. -

Alternate methods of communications once considered
tedious are now essential considerations in all operations.

Detailed planning and preparation before the battle will

insure that all means available have been considered and

V
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employed. The use of audio, visual, messenger, wire and
electro-gptics or their combination will provide positive
communications within each inherent capability and limita-
tion.

Wno will fight the next battle? FM 100-5 states that
within the battalion task force the subordinate leaders will
make many of the decisions and carry on the fight as they
interpret the battalion commander's guidance. Control will
be decentralized with reliance on standing operating
20
procedures and the initiative of subordinate leaders.
Subordinates must use initiative and have latitude from the
commander to do so. Tnere should be strong feelings of
mutual trust and confidence, and a management by exception

21 : : ; <
rule. Standing operating procedures, detailed planning,
a checklist habit and command guidance will assist the sub-

ordinate leader in his decisions.
CURRENT TRAINING IN COMMAND AND CONTROL

Commanders control their units in training exercises
primarily with voice commands over FM radio nets. Character-
istically, the commander directs subordinate units by actions
and orders, but when given by radio the commander stresses
important aspects of the order by the inflection of his
voice; there is no doubt as to his intent or desires. This

personal touch in communication as well as its inherent speed

is the reason why virtually all commanders become dismayed ‘




whon communication is lost, even for short periods. Current

U.S. Army doctrine reinforces dependence upon voice radio
ey

. . . 3 -~
communications for command and control.

The excellent level of communication present within
the normal training enviromment will not be present on a
highly mobile battlefield. Mutual interference will be the
greatest adversary of effective communication. Studies of
FM radio densities on heavy cross-attachment of units in
Europe predict that with the current communication elec-
tronics operating instructions (CEOI) over 90 percent of the

FM nets could experience mutual interference at the time

~ 7
<

N . ~ e ~ . I 4
when clear nets are required to fight effectively. This \

interference presents devasting effects on rapid task force
cross~-attachment and movement to thickening positions in

the active defense. If this same degree of oloctrémagnctic {
disturbances were active against a mechanized infantry task

force undergoing the Army Training and Evaluation Program

(ARTEP) 71-2, the commander would be hard pressed to

successfully complete the standards of the "Command Group/

Staff Module!" which state that the command group must:

a. See and interpret the battlefield.

b, Control and coordinate the battalion and all
available combat power multipliers to bring maximum aggressive
and violent combat power to bear at the decisive time and
place.

c. Maximize the probability of mission accomplishment

while minimizing friendly casualties.




Control and coordinate with a minimun of con-

fusiorn.
Operationally, ARTEP 71-2 is a significantly improved
document from earlier training and evaluation programs;

however, it rfails to portray desired training levels to meet

the enigma manifested by the EW enviromnment. Table 1 from
Chapter IX, Appendix 2 of ARTEP 71-2 depicts the training
and evaluation outlines upon which the evaluation is conduc-
ted. Evaluation begins when ECM is used against the
evaluated unit, and terminates when ECM ceases. However, it
only relates to actions of the radar and radio telephone
operator when subjected to electromagnetic disturbance; and v
does not evaluate the unit's overall proficiency based on

staff coordination, planning and unit standing operating

procedures. Suggestions for improving the ARTEP are presented

in Chapter III, EW Operational and Training Alternatives.
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TABLE 1

CURRENT MZCHANIZZD INPANTRY/TANA TASK FORCE ARTEP 71-2

TRAINING AND EVALUATION OUTLINE

| UNIT: ZANX _ayp_MECH ANTRY MISSION yeaame Ta AN Sy TywTaayueys L a
CONDITION TRAINING, EVALUATION STANDARDS S 1
9~-1-A
Use cocrect § Attempts sre bein Rad10 Operators prevent Or reduce
ECCN. made Dy the 0pposing opposing force inteccept and OF by:

focce to intercept and
locate by DF a trans-
mitting cradio and/oc
csdsc stacton.

lowest power setting

communicate with
lesirec tacion(s).

2) 'sing st radiotelephone

procedures [AW ACP 12S.

(J) Keeping all transmissions as shore
as possidle and avoiding excessive
operstoc chatter, such as cadio
Thecks.

(4) Jsing diceczional antenna, when

practical.

Selecting an sntenna which teduces

the possibil >f transmitiing

beyond desited range.

(6) Positioning cadio 30 that natural Vv

. or manmade obsgtacles block

transmisaions from susoected

opposing force lacatioans.

wn

i (M temoting radio away from friendly
locationy and selecting a remote
l site that uses natural oc mannmade
obstacles to block transmissions
r from the opposing force.
‘ (8) Correctly using NSA-appcoved
‘ codes.
b 9) Correctly changing cadio
| frequencies [AW time period
tnstructions for the CEOL.,
( Operating on a candom schedule.

—-a

) Us:ing an alternate means of
communication when ceasonaoly
available and reliadble.

l
\
‘
‘
i

Radar operators prevent ocr reduce opousiag
force intercept and JF dy:

!

’ (1) Turning cadar ecuipment on onay

‘ when necessary Ocr as ditected.

) Positioning the cadar so that side

|
(2
and back lobes can de absocded or
ceduced by foliage Of terrain.
(}) Usiag dummy antennas during
maintenance tuning and testing.

(4) Correctly orienting radac antennas
away fcom opposing torce areas
during maintenance, tuning, and
testing.
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TABLE 1 (Cont)

TRAINING AND EVALUATION OUTLINE

UNI™ "ANK AND MECHAUTICD INFAUTSY MISSION JRCPACY. TN AN IW ENUIScaMeds
ID®#/TASK CONDITIONS TRAINING/EVALUATION STANDARDS S
(5) wWhen eouipment permits, Cocrectly
changing fregquency and dulse
repetition rates in 4 random mannes
or IAW instructions.
(6) Changing frequencies only when the
cadar i3 tucrned off.
7y Operating on s candomw schedulie.
9=-2-3

Use cocrcect
£CCh.

Attempts 3ce le.ng
made by the 0pposing
tocce to jam a cad:io
and/oc cadac receiver.

(2)

(3
(4)

o operators reduce tne effects
a

Recognizing the difference betweery

opposing force jamming and

e

the radio antenna. If
intecference continues, cperator
should suspect radio malfunction.
If the intecference stops,
operator should suspect 0cposing
force jamming.

Using operator cadiotelephone
technigues :n an attempt tO work
through the jamming; i.e., bv:

(8) Saying words twice.

(b) Spelling out words

(¢c) Slowing down your
transmission,

Increasing power when possible.
Not acknowledging jamming in
cleacr.

Repositioning radio/antenna o gey

patural or manmsde obstacles

between the cteceive:r and su(pec:eJ

opposing force Tammec.

Using an alternate means of
commuUNication when Ceasonad.y
availacle and relisdle.

Using a directional antenna =0
concentrate wore transmiteing
powet toward 3 distant
Remot:ing the radio to
antenna from oppusing focce
jamming signals when pract:icail
Jperating on a random schedule,
Changing frequency aes a last
resocrt aftec other technigues hav
been ineffeccive.

ndly (nterference. Disconnect

3

ARTED? ~la2
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TANK AND MECHANIZED INPANTRY

AF
- Dl

MISSION

TRAINING AND EVALUATION OUTLINE

RATE IN AN W ENVIROMNMENT

CONDITIONS

TRAINING/EVALUATION STANDARDS

ACtempts a{e lelng
nacde Dy the Oppos.
force tO enter s c3dio
net and,/or radar lre-
guency to deceive
opecrators.

opecratocs

focce

Co Operata On the sane
fe poss.ible

ch tion of antenna tQ
decrease Opposing foccCe lamming
at

jets,

Continuing to watch forc
a e

especislly in the acea of
S48 cted opposing {Orce
location.

Observing the edge Of the Yamming
SeCROr: targets May apprear
oyt~side the ‘ammed acea and e
visible on the scope.

Changing 0 a tnate frequency
technhigues have Deen
and [AW authocized

2

g on a random schedule.

Operat:r

racors reduce the effects 9
focce deception attempts Ddy:

»

Not a maunLcations
deceprio in the € at.
Correctly using opertions
codes,;Drevity Liscs.

Recquesting authentication vhan:

(a) Imitative deception 1is
suspected.

(B) Calling station
self-authenticates, i.e.,
sends both the challenge and

reply o that callenge
(<€) An unknown JC new stat.on
enters the (adio net.

Reissuing & challenge when:

(a8} Answering station gives sn
incorrect ceply to challenge,
(D) The answering stacion is
prepared to authenticate dut
takes more than cen seconds to
teply to the challenge.
answecing station's ceply
is correct and you still
suspect 3 fraudulent
transmission.




TABLE 1 (Cont)

MISSION:  SEERAT

ID#/TASK CONDITIONS TRAINING/EVALUATION STANDARDS 8 t
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CHAPTER II]

EW 1PEHRATI TRATNINC

WTChe application ol ronic technology in radio
communications and radar equipment has s made EW an essential

of combc op¢ |

A eritical analysis of existing doctrinal litera-
ture has discoverec that the current doctrine not
really state "how to communicate'" nor do the current ARTEPS
- , ~ 13 F S A e B - 5 £% (5 - s - - haca V
provide suiiicientc eva .u LO11 Lo Turctaer training il these
areas. The concept of seeing the battlefield, allocating
means, directing and sustair z forces, and continually
knowing the situation reguire O win the battle appears to
be quite sound but only suggestions and genera rmation

are avalladle 1Al rmy MsS. ve a 2ar CTOo hHave aevised tactilcs
tnat cannot be supportea oy resent communicatlon eans, s

Lication of These IT1naings and

personal expe:

experiences.




FINDINGS

Communication as an integral part of the CJ system

must be well thought-out and considered in each phase of

the operatic... All persomnel should be aware of the methods

the battalion commander ‘ises

to convey the actions and

orders of the command., Units do this in several ways,

First, through tae commander!s guidance, as he sees the

battle portrayed in his advanced planning with subordinate

commanders and staff. Unique aspects of the operation or

special operation dictate that 03 requirements be established

early in the planning. Secondly, units have traditionally v

prepared unit standing operating procedures (SOPS) which
gather previous guidance and conform to higher headquarters

directives and SOPs, These ~ocedures greatly assist the

planning and conduct of the operations
of past experiences and by providing a
ment for wide dissemination.

Thirdly,

the commander gives orders and relates

by taking advantage
single source docu-
the battle

during

his concern about

critical aspects of the battle to his subordinates by his

presence and by radio communications.,

If the specific situation has not been experienced,

covered by guidance,

or considered within the plan it must

be discussed or communicated between commanders and/or

staff.

For the battle captain the FM voice radio has been

the most often used means for this essential communication.
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call signs, prowords and authentications are far too slow
ancd ponderous. Maneuver commanders and their headquarters,
in the thick of battle, will seldom use or have time to
employ these procedures. Even if these traditionally
valued procedures are employed they will surely bring enemy
jamming and destruction. This threat will be present and
can be effective against all but discreet and short trans-
missions.

Confidence in U.S., Army communication is lacking as
evidenced by a field survey of 498 officers and 126 enlisted
men conducted by the Combat Communications Systems Study Group
of TRADOC, Questions vere asked to determine the perceived
levels of communication preparation U.S. Army personnel
were attaining, Some of the percentage responses are
summarized in Table 2.

A disparity was also found to exist among the
different service schools .n communication training. In-
struction in the Infantry and Armor schools for officer basic
and advanced schools differs greatly even though both offi-
cers of combat arms are expected to perform essentially
the same mission.u Table 3 prepared by the Combat Communi-
cations Systems Study Group indicates only one of many dis-
turbing variances between the service schools, that of a
widely different number of hours in CEOL instruction. The
Signal school has also been criticized because it lacks

tactical orientation in its approach to instruction and

P

V




TABLE 2

T.75 COMBAT COMMUNICATIONS SYSTEM STUDY

GROUP QUESTION RESULTS

SUBJEC! % SPONSE

l. Alternate means of communication not
emphasized in many units. 56 . 4%

2. Communication training not emphasized
in units. 68.7%

3. Personnel felt they needed more
communication training. 54.17%

4, Secure radio voice equipment not reliable. 54.45%

v
TABLE 3

CEOI HOURS OF INSTRUCTION

SCHOOL
COURSE ARM ARTY ADA INTELL SIG INF
Officer Basic 4 4,2 2 3 & 2
Officer Advanced x Fe Ak 0 3 3
Warrant Off Adv N/A N/A N/A N/A 2 N/A
NCO Adv 0 4 0 1 2
Master Gunner 3 N/A N/A N/A N/A N/A
CE Staff Off N/A 7.5 N/A N/A N/A N/A
Officer Candidate N/A N/A N/A N/A N/A 3

*
TRADOC, Combat Communication System Study, "C2S2 Final

Report," 1 April, p. II-15.
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because of its apparent failure to be the senior school in
comaunication matters, coordinating within the service

3
scheool arcna.”

Aft»» Individuals have received basic communication
training and are sent to a unit they should begin to receive
immediate unit and advancodCJ instruction. Commanders and
staff personnel are not immune to making mistakes. Com-
munication classes should be given to all personnel, All
exercises should incorporate C3 in progressively more detail
as the unit develo s experience and expertise. Field train-
ing, command post ar. map exercises should stress command

4
post locations as an overall aspect of the operation. \

ALTERNATIVES AND COMMAND RESPONSIBILITIES

IN THE EW OZNVIRONMENT

The culmination of the training program is the Army
Training and Evaluation Program (ARTEP). Commanders have
prepared their units for the ARTEP and look forward to the
challenges presented by the exercise. However, communica-
tion aspects of the ARTEP are often taken for granted and

in the case of ARTEP 71-2, Mechanized Infantry and Tank Task

Force, where only the RTO and radar operator are tested on
their performance of duty. This is inconsistent with the
value that commanders place on communication and its inte-
gration with command and control. An ARTEP must evaluate

and train in other than communication procedures. It should
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exanine at a minimun the commander's guidance to subordinates,

ctaff planning considerations, decisionmaking criteria, place-

ment and use of c¢quipment and persomnnel and the effectiveness
F of the entire unit in respect to CJ. A Command and General
Staff College student project is submitted in Table 4 as a

possible training and evaluation outline to be used in

Chapter X of ARTEP 71-2, The Command Group/Staff Module.

Transmission ranges of VHF radio sets are based on
ground-wave distance and can vary depending on operating {
frequency, location of radio station and antenna, type of

terrain, method of emission, type of antenna, power output

V
and in the maintenance * the communication system. The
operator can increase the ground-wave range of the set by

’ using lower operating frequencies, by changing from voice to {

continuous-wave operation; or by substituting a long-wire

directional antenna. The general rule to follow would be
to use only the power and range aspects of the communication

system required for the communication link. The commander |

must realize that by simply conducting the routine frequency
change, former communication links may be lost unless addi=-
tional considerations are examined.

New procedures must be developed in the allocation of
frequencies within the communication spectrum. The policy
of awarding tactical frequencies and the subsequent skimming

of the best discrete frequencies leave the corps and division

headquarters with the ideal frequency allocation and the
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MECHANIZED INFANTRY/TANK TASK FORCE ARTER 71-2

TRAZL DG AMD IVALUATICH CUTILINE

TNIT:lechanized Icfantrv/Tank Task Force

2IS3ICY: Cperace o ET Szvircment

T2 Tasi o.

CCADITIO

TRAINING, ZVALUTICN STANDARD

| w

. React to
OPFCR EV/REC

OPFOR (» attempting to
Jam electronic equip-
@ent and conduct elec-
tronic deception.

—
i. Provide Uriit is training to Commander's IV guidance snould:
IV Juidance Opesute in an EV en- 4. reflect awaren of OPPOR EV/REC doctrine and
vironment. capabilities.
b. identify importance of and need for effective
Jommunications.
Q. be integrsated with and supportive of current
combat ddctrine.
d. atreas the need for defensive EV training, e.§.,
BCCM/SIQSEC.
e, rwflect preventive measures that wvill degrade
OPFOR EV/REC capability.
f, reflect remedisal measures that will permit unit
to retain effective cammunicacioas.
&. strves OPSEC to achieve surpris ecuricy.
h, direct planning to deal with intentional /mutual
interference.
2. Insure st 1s tratning o The commandes should:
Effective operate . an E¥ en- a, provide or request resources ne sary to apor‘q
C tce vir . in an EV environment.
tions b, 4identify probable eneamy EV courses of actien
Gguins¢ opermtiomal doctrine.
¢, ddentify critical communications points/times
for current/planned operations.
d, identify need for alternate ans of communi-
cations (smoke, vire, messengers, etc.).
e, utilize ESN asaets availadle,
7, reqQuest recommendations/alternatives to improve
Defensive EW(DEV) posture.
§. integrute UEV wvith command OPSEC program.
E, i{nclude communications deception planning in
overall scheme of {ire and maneuver.
i. prectice SIGSEC procedures:
(1) frequent changes in call signs, suffixes,
frequencies.
{(2) use of approval codes, ciphers, and
authenticacion.
()) emission control.
J. prectice FCCN procedures,
K. insure DEV scaff/unit responsibilities

The commander should:

a.
b.
a.

4.
.,
£,

&
h.
1.
Je
k.
1.
».

delineated in S50P’s.

recogrise OPFOR Jamming activities.
recaguise QPFOR deceptian.

contimue to opervte Vithout revealing effece
tivenese of ‘smming activity.

direct use of alternate peans of communications.
direct destruction of enemy jammers.

evaluate IV impact on course of action and alter
gourse of action, if necessary. .

correct friendly ECCN weaknesses.

eanforce CONSEC/ELSEC procedures.

implemenc deception plan, to include DEV upoeuw
exploit ensmy reaction to friendly deception.
use secure voice equipment.
impose redio .silence, if ne
tranamit from Jdifferent locations.

sarY.
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TABLE 4

) MECHANIZED INFANTRY/TANK TASK FORCE ARTEP 71-2 (Cont)

TRADILG abD EValUATICN CUTLLZ

it

wre o~

.Jectarized Iofantry/lanxk Task force LIS5200: Cperste 1o I Zovirozect

IZ Tasa AC.

SSLLITIS

——_—

TRAIDNILG/IVAIUTICN STAMIAZD

w

v

Unit ia craining to
cperate in an EV
environment.

The etaflf should:

b.
ce.

d.

n.

1.

reflect OPFOR EW/REC capability in opermtional
plans/ordere/SCP's.

include DEV treining in training plana/schedules.
include DEV in OPSEC planning.

establ. REC priorities, e.g., locate/neutralisd
enexy Jiamers.

dissexminate ECN authority to subordinate units.
incorporwte DEV in decepticn planning.

insure C-f plamming/training tc deal with
intentional/mutual interference:

(1) terrain considerstions for tranamitter
locacions.

(2) line-of~sight transmitters provide for side-
iobe abacrotion and target bacxground.

(1) field-expedient antenna modificaticns cone
sidered,

unyt electromsgnetic profile prepared,

)
(5) rdio authentication procedures established
(to include abbreviations).

(6) procedurvss for frequency/call sign changes
ssrablished (to include abbreviations).

(7) pluns for cryptogrephic equipment utilisa-
tion establiahed.

\. <rypto facilitiesa/materials properly secured.

(7, NS provided with EEFI to monitor nets for
LZCCN wviclacticos.

(10) "20./OPS Codea provided te units.
(11) f~equency reallocation procecurss established
(12) CP electronic signature reduced to s minimm.

(33) alternste means of communications identified/
directed for critical phases of operation.

(14) ceritical communications times/points
identified.

(15) MISI reporting requirements/procedures
establisied and disseminated.

(16) protected, guarded, and taboo frequencies
considered in C-E planning.

(17) Emission control stressed.
(18) preplanned messages prepared.

(19, nighest possible freguencies assigned to VNF
nets of forwvard units.

(20) alternate (spare) frequencies allocated to
enorypted nets of critical importance.

(21) frequencies selected as close as posaible
©¢ OPFOR frequencies.

(22) optimum communications nets established.

(23)) alternate routes of communications plotted.

(24) operstors (radio/redar) trained to recognise
OPFOR jamming and deception.

(25) operators (rwdioc/radar) trained in preventive
remedial techniques.

integrate electronic surveillance plan wita fire

and sapeuver, and observation:

(1) OSR equipment sharing, frequency changes, and
coverege vhile moving planned.

(2) GSR planning considers shift in location to

&void detection/destruction,

identify alternative methods of surveillance.

v
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resc.ve OPPOF D HET prot_ems  _ocate. em,
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recHment . lervatle courses of &Ctign, oT
requirec.

correct ITTN ceflilenc es.

request ECFM support Trus rogner HL.

et reves. effectivenses of _emmirng.

oy emeut DLV espects of ceceptlior j.anrorg.

IOPCELILUE ABY COMDUIIie'l0rS £iles LT tase
eOvaLtige of TOrTRLL TeAAI4L.

&, Cirect Lae ¢f Airecltlonsl Gnlemvas.

a. neare NI Dorlter® nets C LNAUre COSG.LANCe
witk BCCM/SIGSREC _oatructiocs.

&, resliccste frequencies, .l netessary and
prectice. .

C. Lmp.emert slternstive means ¢f CoMmURICAlLoD.

6. eval.ate _rterference eoc forvarc MIJT reperts
te cigher AQ.

P. target intelligence sasets against CPPOR 1 3%
pesitians/locatians .

4. whe seCure voice equijpment.

r. Lmpces recic silence.

A, uAe preplannec zessages.

t, Qirect altermate FUrveillAnce Detiocs.

we direct relocation cf surveilllance cevices.

.t snouldg

«. reflect CPPOR EV/REC capesili @/ doctrine In
it F's.

G, reflect lmportance of communications for command
&G controLs Ln 4nit SOP's.

@, Lnaure ECCNM sTreining is reflectec ia unit tIwine
ing schequles/plara.

d. evaiuate ICCN procedures.

e. correct LCON weaxnes .

f. lasure organization for Jembet reflects IEV
Gonsiderations.

§. eetablian MIJI reporting procedures.

4. losure FCCN treining materiels aveilabdle.

1. asaign M personnel to N lesignated positions.

J« Aintegrate DEV in unit OPSEC prograa,

. be svare of TF deception plan (DEV aspects), if
required.

1. insure deployment reflects UKV considerations,
«.d., terrain, line-cl-etgat, distances, direc-
riopal antennas, power, €tC.

@, insure communications netting reflecta DEV
procedures,

a. insure ECCN procedures are established/dis-
seminated.

0. Use abbreviated suthentication proosdures
corrwatly.

P+ use abbreviated call signs correctly.

3« change frequencies as directed.

r. use approved OPS codes.

s, @minimise comwunications transmission times,
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9. Use
Correct
Remeaial
2N

Attempts aAre Deing o Je
by CPPOR to 'aa 3 rmdio
and/or redar receiver.

(8)
(9)

(1)
(2)

()

)

(3)

(6)
(7

(8)

byt
(1)

(2)

()
(&)
(s)
(8)
(7}
&)
(9)
(20)

(1)

(¢ 3]
(2)
)

{b)

(10) opermting on a rendam schedule.
(11) using an alternate zeans of somwunicaticn when

b. Radar operwtors prevent or reduce CPFOR intertept
and OF oy:

a. Radio sperstors reduce the effects of JPFCR amming

b. Radar operators reduce effects of CPFOR Jasming dy!

correctly using NSA-approved codes.

correctly changing radio frequencies IAV tide
period instructions for the CECI.

resacnably aveilable and reliable.

turning redar equipment on only when necesIaAry
or as directed.

positioning the radar so that side and dack
lobes can be absorbded O>r redauced dy foliage or
terrain.

using Jummy antennas ‘uring maiacenasce tuaitg
and testcing.

correctly orienting recAr antennas avay Iroam
opposing force aress Juring saintenance, tun-
ing, and tescizg.

when eqQuipnent permits, lorrectly changing
frequency and pulse repe.l n rete in A rwdom
sanger or IAW jnatructions.

changing frequencies only when the radar i3
turned off,

operating on A random schedule.

using anly ential radiating powver.

recognizing the difference detveen opposing
Zorce lamming and friendly interference. OJis~
connect the radio antenna, If (nterf{erence cia=-
tinues, operator ahould suspect reaio malfunce
tion., If the interferencs 3tops, operstar
should suspect opposing force emming.

using operstor rediotelephone technigques in an
attempt to work hrough the ‘amming; i.e., by:
(a) saying words twice.

(b) speiling cut w is.

(¢) slowing dowm your . wasmission.

ineressing power when poswsidie.

00t acknowiedging lamming in the clear,
repositioning redis / antenna 3 get naturel or
sanmede JDstAcles Detween he Seceiver and sus-
pected opposing force ‘ammer.

using an Alternate Jeans of communication when
reasonably available and reliable.

using & directional antenna to concentrate Jore
transaitting pover toward a distant receiver.
remoting the redis to mask the antenns from
opposing force jamming aignals vhem prectical.
operating on a random schedule.

changing frequency a4s & last resort after otRer
techniques have deen ineffective.

detuning.

sontinuing to cperste on the sAme frequency, if
poasihle.

changing location of antenna %3 Jecrease opposing
force jamming atteapt.

continuing to vetch for turgeta, especially in
the area of the suspeated opposing force jasming
location.

abserving the edge of *he jamming sector; targets|
o

BAy AppeAr out-side the jammed area and be
nlzbr on the_sqggoge

v




[20) MECHANIZED INFANTRY/'

FHIS PAGE 1S BEST QUALITY PRACTIICABLE
FROM COFY FURNISHED TODDC .~

TABLE 4

ANK

™ e

TAAINGG

TASK FORCE ARTEP 71-2 (Cont)

ALD TVALTATIZN O

=

e
el

Lechanized Iafanctry/Tank lask Torce UIS3IC5: Cpesate = I.

I3 Tasd Wl

.y
«SI2I0N

LG/ EVALTATION STAdlaS

il. Repore
OPFOR
Jamaing

And
Deception
Attempts

Attempts are being uade
Sy OPMOR to 'am radia/
redar receivers and
deceive operators.

(1)

(2)
(3)

(«)

(3)

(6)
(7)

(=

(2)
()
(%)
(3)

(1)
(2)
(3
(8)
(s)

(6)
(7)

not acxnowledging ccmmunicaticns leceptica a
the clear.

correctly using aperstions codes/revity lists.
requeating autlentication when:

(a) imitative deception i3 suspected.

(b) calling station self-authen

sends both the challenge and re o chac¢
challenge.

(¢) an unknown or Jewv scacion enters the radid
cet.

reiseuing & crallenge when:

(a) answvering station gives an incorrect Teply
to challenge.

(b) the answering atation i prepared 3
authencicate but tax nore than ten seconds
to reply to the challenge.

(c) the answering atation’s reply is zorrect and
you still suspect a Irsucdulent transaission.

correctly counter-challenging a station who has
challenged when you suspect imitacive leception.

using secure equipment wvhen possible.
recognizing Jdeception attempes.

Radar operators can reduce the effects of QPFOR
deception attexmpts dy:

recognizing a false pulse on the scope.

using highest possible scan speed in those
radars so equipped.

using carroweat possible sector width without
reducing coverage.

changing f{requency as a last resort after otler
techniques have been ‘neffective.

changing *he pulse recetition rate in those
radars having this capability.

The radioc and,/or rsdar operator's report jertaining o
Jamming and decepticn should contain as a aip-zum:

operstor's unit.

date and time of jamming and/or Jdeception.
operstor’s location.

operutor's redio or redar frequency effected.
type of jaszming/deception signal (in gezeral
terts ).

effectiveness of ‘amming signal or deception.

any additional information the cperator I

zay be essential to further clarify :ths repors.

—— — -
(5) changing to alternate frequency after other
techniques have been ineffective and IAW
authorized instructions.
(6) operating on a random schedule.
18. Use Atcermpts are being sade a. Racdlo operscors Ian recuce she effects 2 JPFCR
CosrTect 9y the CPFOR %o conduct decention attewmpts Dy:
2cC™ electronic deception.




battle captains with the leavings. Higher headquarters may
be required to comninicate over greater di'stances than that
of the brigade or battalion, but they also have greater
redundancy and alternate comnunication m=2ans to conduct that
comnunication. The tactical scheme must be taken into
account when allocating frequencies., Corps operations
personnel should provide tactical input to the Tneater Army
Signal Officer to insure due consideration is granted in the
frequency allocation process.

The use of nuclear weapons on the modsra battlefield
prosents many adverse effects on communicationss The three
well known conditions of blast, heat and radiation will
destroy commnunication sites within the detonation capabili-
ties of a specific nuclear weapon. However, another nuclear
destruction capability to commuanication equipment is in the
form of electromagnetic pulse (EMP). The EMP threat in a
nuclear environnent may destroy all radio communication
equipment over great distances unless timely actions are im-
plemented and commnunic@gtions equipment are properly shielded.
It is insignificant who detonates a weapon insofar as EMP is
concerned; destruction depends on the size of the weapon,
height of burst, and alert notification procedures. Detona-
tion could conceiveably damage equipment at ranges of 3,000
nilns.é EMP is a burst of electromagnetic energy traveling

sutward from detonation in terms of nanoseconds (1 billionth

of a second). The extremely high amplituds and speed defeats

v
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all circuit breakers and overloads equipment resulting in
1 the destruction of all unprotected equipment. There is no
protective device capable of preventing damage to operating
F. cquipment.,

In an effort to dilute EMP destruction potential
several techniques may be employed. First, only minimum

essential equipment should be used for communication. The

remaining equipment should be removed from radio mounts,

disconnected from antennas and power cables, wrapped in the

P-"

factory packaging or metal foil, stored below the surface of

the ground and away from electrical equipment and antennas.
‘f

Secondly, RTOs must be aware of timely and essential pro-
cedures to follow when notified of the immediate detonation
of a nuclear weapon. Lastly, alert procedures must be
streamlined to provide immediate notification and appropriate
instructions for all levels of command.

Further credence to the EMP threat potential may be
derived by noting the increased Soviet radio silence and®

their stated belief that nuclear weapons will be used in

future combat.

COMMAND AND STAFF RESPONSIBILITY IN AN EW ENVIRONMENT

The commander is important for he establishes the
guidance, issues the orders and is the most knowledgeable of

the overall operational environment., He must see the battle

and converse with his staff and liaison personnel to determine
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the most decisive course of action. He mast be free to em-~
yloy all assets at his disposal and guide his anits to their
required positions through electronic communication, personal
contact, messengers, and guides,

Commanders traditionally have wanted better long
range, reliable communication. They must be reminded that
the greater the distance they are able to transmit the
greater the chances of effective enemy interception, target
acquisition and REC, The comnander must weigh the importance
of his perceived need to communicate long distances and its
Laotal dmpact on the tactical situation. The situation may
warrant the aecessary exposure of his CP because of the great
need to communicate an order.

The commander must establish the priority and method
of comnunication within his command. Radio listening
silence is an extremely valuable technique provided unit
training and SOPs support alternate methods of communications,.

Communication requirements to support the ground

tactical plan vary greatly. When one considers the numerous
special operations and unique environments in which the
battle captain is required to operate without established
doctrine each commander is required to establish his own C3
plan. The communication matrices recommended at Tables 5
through 9, should be used by the commander to assist the

development of his C) plan. Communication considerations

within the tables are matched with operational and

~ i et = v e
A T N v | A\t A 4 e
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environmental aspects and are provided as an aid in develop-

ing tactical plans.

The required coordination perceived by all staff

planners has been accomplished easily in the past through
the use of the radio. When this is denied because of enemy
EW, planning and coordination will be strained. Liaison
officers and messengers have become vital for the maintenance
of the dialogue essential to all military operations. The
staff must accomplish the following functions: gather in-
formation, conduct appraisals, anticipate actions and orders,
inform other staff members and the commandsr, make recom-

5 : L §
mended actions, write orders based on the commander!s 1

fguidance and assist the commander by supervising.7 Each

item listed above is dependent on a good communications -

environment to allow the free flow of information on which 1
recommendations and decisions are made. Changes must be
rapidly interjected into staff planning to insure a con-
tinuity between events on the battlefield. In this respect
there is no substitute for the radio and no alternate method
of commanications has been suggested other than a good
initial plan with a viable message center and numerous
liaison officers. Strangely enough the majority of current
tables of organization and equipment have reduced the
authorized number of messengers and have relegated the

liaison positions to wartime augmentation. This reduction

is the result of streamlining manpower spaces produced by
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Sk
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5u7:ral studies. When shortages occur within the various
orﬁ;ﬁizutions these are the positions normally left vacant
due to the perceived shortage in other important areas,
such as radio communication, the type of positions which EW
may all but eliminate, Training Circular 101-5's stated
purpose is to describe an organizational and operational
concept that makes U.S. Army division CP's systems less
vulnerable to a threat of highly sophisticated, numerically
superior, mobile, and armored forces and at the same time,
more efficient and more responsive to the commander‘.8
Operating from the tactical CP and main CP only two messen-
gers are recommended and no liaison officers are provided

in this organization.

Unit liaison officers if properly used provide
valuable service for the conveyance of orders and operational
materials from one headquarters to another. Liaison offi-
cers should be used in conjunction with normal message flow
and should not replace message distribution as is often
done. The liaison officer will normally know the commander's
concept and rationale for important decisions not conveyed
through normal courier service. Few units still carry the
liaison officer position on their TOEs but rather select
personnel as the need arises. Trained or talented personnel

are rarely picked because the losing unit will not get a

replacement and does not want to give up an individual in a

key position., Battalion task force units participating in

v




Reforger 1976 often were required to dispatch three liaison
personnel; none existed on the local MTOEs. These valuable
positions must be filled; they alone can greatly reduce FM

radio tra’fic required for coordination between units.

ALTERNATIVE CONSIDERATIONS FOR

THE EW ENVIRONMENT

Informal interviews were conducted with allied
officer students of the 1978 Command and General Staff
3

College class .0 gain an appreciation of alternative C

doctrine and methodology. All such class officers supported

v
an expanded doctrinal approach to communications, including

standardization at all echelons. The U.S. Army uses the
decentralized approach whereby each unit develops its own
unique concept of combat communications. The strength or
weakness of each concept is a reflection on the commander,
Interviews with the Israeli and Egyptian allied
officers indicated that during the Middle East War of 1973
both country's units used standardized communications
doctrine and equipment. In the mechanized and armor units
the commanders remained on the radios constantly as con-
trasted with infantry, airmobile and airborne units, which
because of man packing radio equipment, had a tendency to
use radio telephone operators more frequently. In those

| units where the commander remained on the air transmitting E

directions, units reacted rapidly to changing combat




situations particularly after the detailed plan had been
superseded by enemy action. Their reliance on the radio
was undeniable, but signals were also used for close-in
communication to supplement the radio. Radio listening
silence was often used and when timely communication was
required the commander would talk directly to his sub-
ordinate commanders., RDF was used and effective indirect
fire could be placed on an enemy target within three minutes,
consequently transmissions were deliberately short and made
while on the move. Often a central meeting place for all
commanders was the best arrangement because there was no
better way to give guidence to subordinate commanders, but
obviously time and circumnstances did not permit this to
occur on a regular basis.

Wire communication was not often used by mechanized
and armor units except during defensive operations; however,
infantry units used wire often. It was found that wire
could be placed easily in the desert and could be laid
immediately behind advancing units to permit continuous
wire nets. Wire lines were constructed across the Suez
Canal and provided the primary means of comnunication for
the Egyptian forces on the East Bank. U.S. Army doctrine
was changed in FM 24-~1 in 1976 to reflect wire as the primary
means of comnunication during river crossing operations.

Motorized messengers were not used to any great

extent initially but the ensuing battle required that




messengers be used by both sources. They served a vital
function for both routine and priority traffic when radio
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The allied officers from Austria, England and Germany
perceived the EW threat as a serious one and agreed that
racio transmission would be denied in the initial stages of
the first battle. Radio listening silence would be used and
radio transmission, when used, would be brief and would be
considered an exception to the rule. The radio is not con-
sidered of primary importance to communication in these
countries but rather as a luxury that may not be available.

Detailed plans are considered essential with simple
signals to get units notified and in defensive position
without delay. Units are to have received guidance as to
their actions and initial positions and to have rehearsed
the operations plan. Civilian telephone systems will be
important in the command and control of these units. The
telephone system is controllea by the government in Austria
and territorial forces will man the entire system during
times of national emergency. This control is easily imple-~
mented since many of the telephone employees are also members
of the territorial army. Military land line communication
has been fully integrated into the existing civilian cir-
cuitry allowing for redundancy and flexibility of communica-
tion, Through coordinating this communication system with
existing battle plans, a highly dependable command and
control technique has been developed.

Message centers of most NATO countries appear to

mirror those of U.S., concepts somehow now forgotten in

recent years. The message center and its integration with




other communication means have become pas se in the U.S.

Army because the commander has been fortunate to have the
FM voice radio. European countries have taken a more
realistic approach to this phenomenon since they have

fewer radics and assume FM communication will not be avail-

able due to EW actions. This perspective has created a
strong desire to preserve the message center organization
and function. A novel approach by the Austrians is to hand
all message traffic to the senior signal officer and charge
him with the responsibility of delivering the message. The
signal officer examining the message priority and knowing
what reliable and functioning system to use will then
efficiently dispatch the message. Routine traffic may go by
motorcycle messengers at est:blished times and along pre-
scribed routes while orders may go by any secure but direct
means. If the enemy force has employed jamming, deception
or direction finding recently the unit signal officer will
recognize this and take necessary precautions; an option lost
with everyone communicating his own message as is now the
case in the U.S, Army.

Blind transmissions are still considered valuable in
several European countries. The concept, as devised in
Austria, is to establish a daily transmission time for a
coded message and use the local AM radio station to broad- 1

cast this message. The wattage of most AM stations is

sufficient to override any attempts by the enemy to jam and




also possesses great range capabilities. Anyone having

knowledge of the station frequency and possessing an in-

expensive civilian radioc can receive the messag Ezach
coded mecsage 1 provide data so as to vary transmission

time and codes. Such messages are an excellent means of
transmitting alert notices to support centralized controlled
operations.

Allied countries give much greater latitude to sub-
ordinates than does the U.S. Army. nitial operation orders

are extremely detailed and guidance rich to allow sub-

ordinates to grasp the entire operation as the commander

-

visualizes its conduct. Responsibilities are spelled-out
and subordinates are canarged to use initiative and flexi-
bility to complete their respective or coordinated mission. !
If communication is temporarily lost mnanders have done |
all they can do to influence the outcome of the battle but
feel confident that subordinates will continue as directed.

Some U.S. units have already perceived the

communication and have attempted to experiment with

14 "‘
Qld

rent techniques to overcome communications shortrfall.
The lst Brigade of the 9th U.S. Infantry Division in
May 1976, began a comprehensive training program to limit
radio transmission by using messengers for routine traffic,
Only short radio transmissions were utilized. At first,

great difficulty was experienced because of previous re=-

liance on the radio but after a relatively short time units




became familiar and comfortable with the new procedure.
This unit trained personnel in a number of supplemental
Army communication techniques: signal flags, morse code,
light-guns, tactical wire, heliborne couriers and runners.
Success was limited in establishing an operational doctrine,
but was valuable in making personnel aware of the threat
and instilling an innovative spirit throughout the brigade,
Motorcycies have been used time and time again by
virtually every country as messenger carriers. These
countries have employed motorcyclists as guides, means of
connection files, and as light reconnaissance forces and
one U.,S., Army unit has employed motorcycles as communica-
tions platforms. In the early spring of 1975, the 2d
Battalion, 503d Infantry, o" the 10lst Airborne Division
(AASLT), received six motorc,cles previously tested at
FPort Hood, Texas, to conduct further tests as to the adapt-
ability of this light vehicle to the air assault division.
A number of tests were conducted including one of involving
the application of motorcycles as a mobile communication
platform. The concept devised by the operations officer
was to employ several motorcyclists as a part of the com-
munication platoon and to afix the PRC-77 FM radio to the
motorcycle., Due to the expense and time lag to develop
this concept it was found beneficial to allow the driver

to wear the radio on his back and employ a locally fabricated

cable system joining the radio to an aviation helmet. The




L3,
importance of this endeavor was essential to the overall con- ;
cept of transmitting while on the move. Messages to be
transmitted were given to the motorcyclists, who were also
well trained radio operators; they would proceed several
kilometers away to high terrain where they would transmit
the message, receive an acknowledgement and return to await
the next required transmission. Numerous transmission
locations were used to transmit timely messages of high

priority but not to disclose the command post location.

The motorcycle technique was field testing during the Solid

Shield Operation in 1975 with excellent results. This con-
cept is quite flexible by additionally providing radio relay v
' 10

sites throughout the operational area.

The well established —adio telephone operator (RTO)
rrocedures are no longer valia to the extent they once were.
Prowords, prefixes and call signs as well as lengthy
authentication requirements have an inverse effect on
communication in an EW environment. Each of these tradi-
tional aspects of communication security (COMSEC) requires
additional transmission time to perform. The 1973 Middle
East War proved that Soviet technology had achieved a rapid
and accurate means of direction finding, subsequent jamming,
and destruction. Artillery was accurately placed on the
target in three minutes or less., U.S. units must be

proficient and transmission techniques refined to allow

twenty second transmissions. Radio listening silence must




00

be Lhe rule and transmissions only when no other means will
satisfy the tactical requirement. Another technique is to
record a brief message on a tape recorder on a slow speed,
say 1-7/8 rpm, but transmit it on 7} rpm to speed the
transmission time. The receiving station, when alerted,
would record on 7% rpm but play on 1-7/8 rpm to receive the
message. This procedure would reduce time considerably and
be an inexpensive method to employ since portable cassette
tape recorders could be used.

Countless other examples of initiative and innova-
tive techniques undoubtedly exist that have been devised by

) S e : ' 4

commanders and their taffs to offset a threat. Nonetheless,
most of these techniques will have to be "reinvented" by
others. Standardized commw..cations doctrine and prescribed
procedures must be devised and distributed to all units and |
our allies. For one unit to possess good communication
techniques is not enough when considering the vital inter-
operability between not only our allies but between other
UeSe Army units,

A publications reference list has been developed by
Forces Command and is presented in Table 10, to assist the
commander in developing a training program. The thesis
author has added several new references to update the list,
many of which used have been in previous chapters., A

recommended EW reference library checklist has been enclosed

as Table 11 to assist unit staff perscnnel in establishing
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necessary publications for an effective EW training
UM o
Chapter 1V, Recommendation For EW Doctrine and

tics, will present specific measures to reduce the

vulnerability of the U.S. mechanized infantry to threat EW

actions.
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CHAPTER IV

RECOMMENDATIONS FOR EW DOCTRINE AND TACTICS

"Without the command-control-communications (C”) per-

mitted by modern technology, military resources could not

be used in the most efficient possible fashion."

he net assessment of the impact of electronic war-
fare on the mechanized infantry battalion clearly indicates

that the battalion would face a number of difficult, but

~

manageable, o problems if recuired to fight on the European
battlefield.

The battle captain coafronted with the EW threat does
not possess an adequate C~ system to effectively command the
resources at his disposal. His unit does not presently
understand the threat nor the numerous methods of diluting
the EW impact. Basic EW awareness problems commence at the
basic schooling level and increase as the soldier progresses
in rank and education. Electronic Warfare training has not
been standardized within the U.S., Army and, therefore, there
is no education focus toward the EW problem., Good communi-
cation equipment has always been available to the commander

and has never before been challenged by the EW threat.

Reliance on the effective communication system has created

a state of animation toward new technology and its potential

v




76

vy

Fhere currently exists a lack of appreciation of

ne vulnerability of FM voice radio and its consequent im-
pact on the o aspects of the modern battlefield. The threat
to friendly i ces has been discussed in closed circles
but not to the detail and level required within the service
schools. Units and personnel have not been given the
necessary training to provide essential information to fully
understand the threat to Cj, methods to be employed to
dilute this impact, and alternate methods of communication.
More importantly, the chain of command has n recognized

the requirements nor provided units with the organization

v
not only to survive, but alse co win the first battle.
Training in general is poor because the soldier

receives his basic communications training and is shipped
to his unit where emphasis is directed at his primary
military occupational specialty (MOS). He does not receive

igned in a communications

0]

continuity training unlecss "~ > is as

MOS., Tactical communications have always taken a subordinate
role to required administrative traffic and considerations.
Often units are denied good terrain during field training

the requirement to establish

Hh

. excrcises (FTX) because o
wirelines or range drops for administrative reporting.
Soldiers quickly learn the unit!s requirements and adapt to
the system without knowing the reasons. Certainly, safetly

during peacetime training is essential and may be the
driving force behind positioning and communication activities,

THIS PAGE IS BEST Quartry PRACTICARLR
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77
but unless this is clearly understood by the soldier and
how it would really be done in combat, negative training

occurs.

Transmission procedures are not enforced to the dsgrec
required to provide proficient radio telephone operations.

Net control stations seldom correct procedures which would

&)

o

provide instant training feedback to the RTO. The fact

that an RTO thinks someone is listening is sufficient to

produce excellent procedures and signal training.
Tactical units lacking C- Army wide doctrine have

developed techniques to overcome their perceived threat,

Much emphasis have been given :o interoperatability among v

NATO countries; but, we fail to see our own lack of

standardization within the U.S. Army in communications |

matters. If units are rapidly deployed to forward defense |

areas or flown in from CONUS, well developed unit techniques

or which they were intended,

)
P—b

may have the opposite effect
RECOMMENDATIONS FOR 03 IMPROVEMENT

1. Training and Doctrine Command (TRADOC) should
consolidate, evaluate and establish Cj doctrine., A central
agency should be established to process feedback from units
as the new concepts are field tested and are refined into

3

solid tactical doctrine. TRADQC should insure that C~ sub=-
jects arc standardized within the service schools and should

monitor and assist unit training by providing doctrine and

lesson plans.




2. An Army level publication should be written to

provide guidance for survivability and more specifically
- s Tl et A 4 . "

for €~ interoperability, This publication should be
oriented to the battle captain level and be a part of the

How to PFight manuals currently being fielded. The

principle aim of the FM would be to standardize responsi-

@

-

bilities and techniques to enable new units and replac

ment personnel to¢ rapidly reach combat effectiveness.
2

=t
0y
W
[ ]
=

3. Threat briefings should be conducted among
ranks providing general information concerning C
abilities in order to establish a common awareness of the
seriousness of the problem. An examination should be con- v
ducted into the possibility of declassifying some of the
available training material to extend this vital information

4

down to the troop level, where many of the C~ problems
originate. Those classified films and documents that remain
at the present classification level should be available in
sufficient number to present training to all officers and
NCOs. The degree of secrecy traditionally attached to EW
subjects must be removed to the extent possible to provide
the widest dissemination of valuable information.

4, Communication procedures should be taught to all
users, officers as well as RTOs; all RTOs must be licensed
to insure a satisfactory degree of proficiency has been
attained, Training should be continuous with_periodic

validation tests for all licensed personnel in C3 subjects.




Die [t is recommended that the revision to the curceat

AT sdubmittodd in Table 'J, Pe 36 Lo g, H1 bo adopilaa for
field vwse dimnpadiately, to insure units apre examined to the

; 5! T . LA
degree desanaad by our €~ wvulnerabilities. Present training

levels will be indicated as units are tested with a detailed

EW training and evaluation outline.

6. A new procedure must be developed for the alloca-
tion of radio frequencies within the communication spectrum.
Battle captains must have sufficient discrete frequencies
to enable their C; the best probability of success. Two
liscrete frequencies for each unit would provide excellent
C) links for the command and .he operations and intelligence
(0I) nets.

7. The table of organization and equipment for the
mechanized infantry battalion should be changed to provide
a C3 essential organization. Both messengers and liaison
personnel should continue tn be carried as combat essential,

A messenger section of six messengers and an NCO should be

established with their own organic transportation and
stan«dby aircraft available for priority missions. Two
liaison officers should be assigned to the operations sec-
tion of the battalion headguarters. Their mission would be
to coordinate between their parent unit and higher, lower

and adjacent units.

Motorcycles should be used in infantry units as

nrimary transportation for both messengers and mobile trans-

Fast reliable

mission techuiques, transportation is
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cosusenlial for messenger employment. Initial costs outlay
tned mEkl pbondanecos: are inexpensive foi mo torcyclons addit ieonnl-
1y, thege motorcycles will not adversely affect deployment
loading plans and vehicle density.

AREAS FOR FUTURE RESEARCH

Command, control, and communication (03) is a com~
plex multifaceted subject worthy of additional study and
research in order to formulate the best possible courses of
action, One such topic closely related to this thesis is
that of the military estimate and decision process. The method
in which the commander rende. 3 his guidance, the staff
coordinates between units, and decisions are made and orders
given, are the life blood of the unit. Future decisions
will be made under conditions of limited communication.
Commanders at all levels must be prepared to continue the
fight devoid of communications with their superiors. The
implication of isolation on the battlefield presents a new
dimension in decisionmaking of the subordinate. A number
of possibilities come to mind: decision matrices, time de-
cision continuum, and risk analysis; all of which depend on
decisions based on estimates and momentary isolation from
communication links. Communication isolation is a distinct
possibility due to the EMP created by nuclear detonation.

Research into decision processes and alternate means

of communication is essential.




Another important aspect for possible future investi-

ion is that of changes to the standard five paragraph
3
¥ 5o g e T :
field ordexr. Weald it be more advantageous, granting the
present threat, to esxpound on paragraph three, execution,
by rendering detail of the commanders guidance? Another 1

neglected portion is paragraph five, Command and Signal,

which may now require more detailed information as to all
headquarters locaciions and details of CEOI changes.

Certainly, messenger overlays should include sufficient

th

detail to function as the primary communication link, 1

required. Possibly a C~ znnex would be appropriate thu

¢}

. : 3 3 . : ¥
removing redundancy throughot the order but rendering

necessary detail as required.

A war in Europe would be a short and wviolent conflict
demanding the best 03 system available to fight outnumbered

and win. It can be done, but only through a new and vigorous

training and organizational program. The recommendations in

I

"his chapter are not all inclusive, but if followed, would

prevent many of the glaring errors in Command, Control, and

o)

arrest these adverse

o}

Communication. An aggressive pursuit t
trends will quickly pay dividends as the U.S. Army prepares

to fight the fhirst battle.
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