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September, 1978

To: Handbook Users

Enclosed is your copy of the "Integrated Circuit Electromagnetic
Susceptibility Handbook". This is the final version of the handbook, and
contains your comments and suggestions from two previous versions. The
handbook is expected to be a significant contribution to the EMC community.
It contains information on the susceptibilities of integrated circuits to
high-power RF and microwave energy. The results of 1iterally thousends of
tests of integrated circuits, including the most commonly used digital
and linear types, are condensed in Chapter 4 in several easy-to-use graphs
which show the lowest power levels (versus frequency) at which these circuits
were observed to be susceptible. This information should be useful in a

variety of EMC design and analysis activities.

While integrated circuit technology may change rapidly in the coming years,
and increasingly complex circuits may appear, the information in this handbook
is expected to remain an accurate estimate of the susceptibilities of future
integrated circuits. The reason for this is that the present interference
mechanism, rectification, is not expected to change with advances in complexity
or technology. Thus, the handbock is expected to remain a valuable source for
many years to come. For those interested in the basic phenomena of interference,
Chapter & is a discussion of interference modeling. Of necessity, the

discussion is rather abbreviated, but several of the references listed in this
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chapter (papers from the 1978 IEEE EMC Symposium) heve been reproduced and are
included with the handbook for those readers desiring more information on this
subject. The reprints are t.slotted, and may be inserted into your copy of

the handbook, if desired, for future reference,

This year, we will hold another "tlectromagnetic Susceptibility Seminar"
at Mclonnell Douglas Headguarters in St. Louis. The seminar will be held
25-26 October 1978, This will be the final seminar that we will hold on this
subject. Two earlier seminars were very successful, and we are anticipating
good attendance for this one. A tentative agenda is enclosed, as well as
materials for registration, motel reservations, and for obtaining the reguired
security clearance (out of necessity, the meeting will be classified). Please
return these forms as soon as possible, it you plan to attend, to ensure

your registration. We hope to see you there!

Naval Surface Weapons Center - Dahlgren Laboratory
Dahlgren, Virginia .'448

Mcbonnell Douglas Astronautics Company-St. Louis
St. Louis, Missouri 63166
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CHAPTER 1
INTRODUCT 10N

The U. S. Naval Surface Weapons Center - Dshigren Laboratory is tasked to
provide electromagnetic compatibility guidance for designers of electronic systems
that must operate in high power electromagnetic environments. The program
involves development of technology bases on:

a. the susceptibility of integrated circuits to microwave signals,

O. the susceptibility of discrete semiconductor compcnents to microwave

stgnals,

c. the electromagnetic environment,

d. electromagnetic pickup (coupling) and shielding.
cach of the technology bases developed under this program will be integrated into
an electromagnetic vulnerability (EMV) handbook to be published by the U. S. Naval
Surface.ueapons Center]. The EMV Handbook will assist designers in developing
systems that will operate in high power RF environments, and will contain detailed
informaticn on each of the areas listed above.

The McDonnell Douglas Astronautics Company (MDAC), under contract to the
U. S. Naval Surface Weapons Center - Dahlgren Laboratory, has developed the
technology base on integrated circuit electromagnetic susceptibility. This
document reports the information developed under this program. This is the‘final
version of the Inrvegrated Circuit Susceptibility Handbook; previous draft52‘3

issued on 4 June 1976 and 3 June 1977 were widely reviawed, and suggestions and

comments received from these versions have been incorporated into this final

version,

The most significant information reported in this handbook is the RF and

microwave power levels which are sufficient to cause interference or damage to

MCOONNELL DOUBLAS ABTRONAUTICS COMPANY -8T. L.OUIS
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occur 1n.1nte9rated circuits, This information is the”resu1t of 1iterally thousands
of tests of integrated circuits using a computerized test setup And special test
f\xtures. vThe information has been reduced to several graphs, contained in

Chapter 4, which show the minimum power leve s which have been observed to cause
interference ur damage to occur. Integrated circuits of many different types and
'manpfactﬁrersfwere testgd. The types testgd‘include TTL and;cnos digital circuits,
op amps, Voltage regulators, conparators, and ine drivers and recefvers, - Intar.

fgring signals of frequencies 220 MHz, 910 Mz, 3 GHk‘ 5.6 GHz, and 9.1 GHz were .

used in the testing, (Throughout this handbook the terms "RF" and “"microwave" are

used interchangeably to describe frequencies in this range). The equipment and
techniques used to measure integrated circuit susceptibilities are described in
the appendix. |

As an exampie of the interference that may occur in digital integrated circuits,

Figure 1.1 i1lustrates the output voltage of a TTL 7400 NAND gate as RF power is

6 ] RS
4BV +5V
8T
°© L 1002 3002
> -
w 3 7400 Yo >
= -
3 - by
> 2 o
bz - :
§ r
L )
1 “00‘
L)
v
0
101 100 101 102 1038
POWER - mW

Figurs 1.1, Interference \n 7400 NAND Gate. RF Enters Output at 220 MHz.
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conducted 1nto the output termlnal at 220 MHz. The dutput voltage, which is

approximate\y 0 3 vo\t (a \ow state) in the absence of RF power. s seen to

increase as RF,pdwer-enters the output termina\. When thn output voltage -exceeds

AR

0.8 volt, succeeding #tdges.may'not éqr&ettly racognize the low state voltage and
%ﬁ- o logic'errnrs may‘fesult. When the output vo\taqe exéeeds 2.0 volts, succeeding
. stnges wi\l 1nterpret tha outpu* vo\tage as a high state. and logic errors are

‘{'f‘certain to occur.v ln this examp\e. an. RP powar df 60 ™ 1s %hown to cause state o

errors hdwever. state prrors have been observed to occur with as. 11tt1e as 9 nM
. of RF power. .. . S
;'_ | ~ In general, linear circuits are move sensitive to voltage offsets caused by RF
%iﬁ- . -enerqgy than digital circuits where 1091c states are defined in terms of voltage
3 i; | ' ranges. “The interference affects generally decrease with 1nrreusinq frequency
of the 1nterfer1ng signal. As an example of 1nterference in linear 1ntegrated

?i S “circuits, Figure 1.2 shows the output voltageAfpom_ten tests of amplifiers
A containing 741 op amps. The circuit is an inverting amplifier with a gain of 10
ff!i and an input voltage of 0.5 volt. Microwave energy conducted into the op amp

inverting input terminal at 3 GHz causes the output voltage to deviate from its

A

E RF 10KQ ' 10 - SR ¢ P -
e ms—_—— . W .“,-ﬁ..{..‘. P e e §WL ‘ ks
-
KD Roerp- , : 4
, 0.6 vDC Y N _ B g
] 00—/ W\~ - oA
; INPUT ~ J out S 2 1 e P2
| S U NS ]
N A g 2 S
8100 741 OP AMP S T P B
._8 p- m«-‘...-r‘_.“r o~
500§ S L; .
§ Y, SR SO W5 2. K b3 I
' 1 10-2 10-1 109 10" 102 103
: : T RF POWER ~ mW
| Figure 1.2. Interference in Amplifier Circuit Containing Operational Amplifier. ¥ 4

RF Enters Inverting Input Terminal at 3.0 GHa,

3
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normal value of -5 volts. The output voltage decreases until it saturates at’

: =9 volts with 5 mW of RF power. thieeebTe qptdutttdltede‘thahgestoeta;fdt an RF
) ~ power of only 0.1 mH. It is 1nteresting to note that at~approkimateiy 100 mW, -
' % the output voltage switches to a’ posit1ve saturation voltage of about +9 VO]to.
% If the interfering RF signal is modulated, the interference effnct that 1s
ﬂeeen is also modulated Essent1a11y. the 1nterfer1ng signal ts enve1ope detected \
@ by the semiconductor Junctions 1n ‘the integrated c1rcu1t Figure 1,3 1ilustrates ff"d”#”fi 

i the interference that would occur in a linear circuit dueAto a pulsed RF signal.

The circuit is an inverting amplifier with a gain of one, The input is -0.5 volt,

so the expected dutput voltage is +0.5 volt. RF energy condudted intn the op amp
input terminal causes an offset voltage to appear at the op amp 1nput which,

Athrough the feedback network, results in offsets at the amplifier output. Figure i.a
illustrates that when the interfering signal is modulated the interference effect |

! seen in the output voltage is modulated with the envelope of the RF sigﬁa];

NO Rf CASE

-0.5V
INPUT 10.5 V OUTPUY
INVERYER
WITH GAIN OF 1 RF APPLIED YO OP AMP INPUT QUTPUY OF OP AMP BNy
B I
RF APRLIED TO OP AP INPUT OUTPUT OF 4P ANP g g— " i
, : g 5
& S " AN I fy
- ~ | +0.5 E
g 3 oo t—f
‘ L ¥ j ) ‘. ) o l J '
8 ~AE oo
. . ° \ Y b ,
v\ °
'lo" Mo M Y% RE ENVELOPE

a) CW RF BEGINNING AT tg AND ITS EFFECT ON THE OP A'S OUTPUT b) PULSED RF PULSES AT ty AND ty AND ITS EFEECT ON THE OF AMB'S QUTPUIY

Figure 1.3. Typical Interference Effects Due to Modulation of the Interfering RF Signal
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‘ 1rrevgrsiblé'damage occus within the integrated circuit. The effect is usually
. thermal in nature. Section 4.8 discusses the power levels that cause permanent
7 damage tg}ihieghﬂtgd‘circuits.
of interference effects modeling. This information can be used to analyze, either
.specifically reported upon in Chapter 4, or under different conditions than those
. "visualize" the interference that wil) occur, and give him an intuitive feeling

~ for these 1nterference effects. Several detailed examples are presented of

- which the minimum RF power expected to cause interference in a circuit is determined

1 AUGUST 1978

~ In these examples, the interference effect was temporary and disappeared when
the‘RF~§1gnal was removed. If the RF power level is high.enough; the effect

becoines permanent, or the device may not wérk at all. This happens when

Since it would be diffibult to measure the susceptibilities of all available

integrated circuits in all possible conditions, Chapter § contains a brief summary
qualitatively or quantitatively, interference effects in integrated circuits not
under which they were tested. Qualitatively, the models can help the engineer
quantitative analyses of interference in Integrated circuits using common circuit
analysis computer programs. The models are well suited for worst case analyses, in

considering a ranae of possible RF conditions, and an example of a worst case

analysis is included,

This handbook is intended to contain much of the information needed to estimate
the susceptibility of circuits containing ICs to RF energy, and to approach the
hardening task required to ensure that these circuits will operate in high power

RF environments. Chapters 2, 3 and 6 supplement the device susceptibility data

presented in Chapter 4 and the modeling information in Chapter 5 by presenting

information on related material required to use the IC susceptibility information.

bt e e B st e

Chapter 2 is concerned with electromagnetic susceptibility analysis and serves as

a guide in using the information containad in the rest of the handbook. A suggested
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v~'system hardening approach 1s outiined and an exampie of determining system
hardening requirements is presented in this chapter. Chapter 3 briefiy discusses
- coupling and shieiding considerations. For conservatism and simpii 1ty. a worst
case approach is advocated to. determine the maximum amount of RF pouer picked up -
from 2 given field To heip the designer reduce the susceptibiiity of circuits.
Chapter: b discusses several interference reduction techniques.‘ Included are
circuit designs. )
The scope of the Handbook is 1imited to the frequency range of 100 MHz to “l‘
40 GHz. However. the upper frequency iimit of. concern 18 actualiy much less than
40 GHz (closer to 10 GHz) due to two factors: the pickup of microwave energy on
system cables and wiring fal]s off as the square of the wavelength, and component

response falls off at a rapid rate due to the effects of parasitic shunt paths for

the RF energy. These same tNOxﬁactors (i.e.;;pickup~and component,response)‘combinea

to cause concern that the RF interference‘prob]em could be more severe at frequencies
less than the 100 MHz Tower frequency 1imit used here, and to some extent it 1s
'probably so, especially for those cases where the interfering signaisnare “in'band".
" While no detailed investigations of the “out-of-band“ interference phenomena were
carried out‘at'frequencies less than 100 MHz, there are theoreticai and practical
considerations which indicate the worst case problems are'adequateiy covered by the
Handbook. In particular, the pickup on wires and cables does not approach infinity
: as:the frequency decreases (as would be expected by extrzpolating the square law
dependence of the high frequency roll-otf to lower frequencies) but levels off due
to mismatch effects. Likewise the component responses do not continue to increase
with decreasinq frequency and the modeling efforts (Chapter 5) describe maximum

component responses.
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n§}“9f ‘ 1ncfdeht onn the system outer enclosure couples through apertures into the system
§ i; ~ interior. The internal EM fields induce RF voltages on the system interconnect

‘cables which conduct them into the electronic "black boxes", where semiconductor

CHAPTER 2
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electronic systems capable of operating in high power RF environments.

1s,conta1ned within a system outer enclosuve (skin).

éf{j devices such as integrated circuits.are located.

ELECTROMAGNETIC SUSCEPYIBILITY ANALYSIS

B The material in this chapter is intended to aid system designers and EMC
engineers in using the information presented later in this handbook in developing
The basic

‘“situation of ‘interest throughout this chapter is illustrated in Figure 2.1.

system consisting of severa] electronic “black boxes" with interconnecting cables

The RF voltages can be rectified

by the semiconductor devices, and offset voltages and currents may be produced

:It that are large enough to upset the operation of the electronic circuits.

Electromagnetic radiation

SYSTEM OUTER ENCLOSURE (SKIN)
CABLE SHIELD
P Sy e wme— e G ShGn A e e cue)
ELECTRONIC CABLE ELECTRONIC
EQUIPMENT EQUIPMENT
— EMR

- ENVIRONMENT

I

—  (W/M2)

N

TRANSMITTER

7

Figure 2. 1. Basic Situation of Interast. Electromagnetic Radiation Can Cause
Interference in Electronic Systems.
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To insure electromagnetic compatibility of electronic éystems and to.reduce
the development time and cost of such syetems it is suggested ttat a we11-=
organized hardening design plan be used. Section 1 of this chapter presents a
proposed system hardening procedure to be used by system gesigners and EMC
enaineers to ensure that electronic systens will funrtion;in a'given EM environment.
Section 2 describes a method of determining system hardening requirements from the
EM environment Specifications und from information on pickup and component
susceptibility. This procedure'~~d1cates how much additionai hardening is required

through such methods as shielding, filtering, etc.. for the system to meet the

given environment specification.

2.1 System EMV Hardening Approach
Figure 2.2 illustrates a proposed step-bsttep system hardening task flow to

ensure compatibility of electronic systems with a specified EM environment at a
minimum of development time and cost. The electromagnetic environnnnt must be

known as the first step of the hardening task flow. The environment 15 dictated in
terms of the freoguencies and power densities that the system wi]i encountercduring »j
its lifetime, including both operational and non-operational periods. Usuai]y, the L
environment specificationiis furnished to the system designer by the custcmer; If
this is not the case, eiectromagnetic environment data is available in MIL-HDBK-2354.
or measurements or analysis of the actual environment may have to be made.

The determination of pickup levels and component susceptibility can be

separated into two independent tasks. The chapter on coupiing and shielding

(chapter 3) gives information on determining cablie pickup from environmental power
density values. A worst case approach is recommended, where the maximum pickup
levels by the system cables are determined. The component susceptibility chapter

(Chapter 4) provides information on the minimum (worst case) power levels that

cause upset in integrated circuits.
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ENVIRONMENT
SPECIFICATION

COMPONENT VES . VES 7 PICKUP.
SUSCEPTIBILITY > Pt L LEVELS
KNOWN? © KNOWN? -
1 23:28325, DETERMINE | oETERMINE HANDBOOK
T SUSCEPTIBILITY [  COMPONENT PICKUP e~ COUPLING
e EORMATION SUSCEPTIBILITY | LEVELS INFORMATION
1N *
e HANDBOOK DETERMINE
H MODELING WORST CASE
INFGRMATION VULNERABILITY :
I ]
: PERFORM " 3
RFOR GREATER THAN 3048 DETERMINE LESS THAN 0 dB (
MORE DETAILED HARDENING .
VULNERABILITY [+ REQUIREMENT :
ANALYSIS 3
I 07O 30aB
REFINE SVSTEM
SYSTEM —»| HARDENING
HARDENING DESIGN
REQUIREMENT
SYSTEM
HARDENING
VERIFICATION A
TEST . o
SYSTEM TEST o
IN
SIMULATED |
ENVIRONMENT

-Figure 2, 2. Systsm Hardening Task Flow
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Once the pickup levels and component susceptibilities are determined, a worst
case vulnerability assessment can be performed. This is done by cemparing the
expected maximum pickup level to the minimum power level that will cause component
interference. ‘the hardening requirement is the ratio of the maximum expected
pickup level to the minimum component susceptibility level. An example of the
determingcion of the hardening requirement is given in the next section. |
| Several courses of action are available to the sysiem designer, ﬁependihg on.
the hardening requirement determined in the previous step. If the hardening |
requirement is less than 0 dB, no hardening is needed and time and cost can be
saved by simply proceeding to the final system test. If, however, hardening is
required (indicated by a hardening requirement value greater than 0 dB), two paths
are available to the system designer, If the required hardening is less than 30 dB,

the most effective method is probably to proceed with the detailed hardening design.
Thirty dB is a somewhat arbitrary figure: it represents a readily attainable
hardening value, so that additional analysis is probably not needed. If, however,
the hardening requirement is greater than 30 dB, a more detailed vulnerability
analysis is probably worthwhile. This may include reassessment of the assumptions
nade in determining worst case vulnerability and a reassessment of the use of
worst case componenu susceptibility data. Modeling techniques, described in
Chapter 5, can be used to refine circuit susceptibility estimates. The designer
may wish to consider several interference reduction options, including screening
for less susceptible components and the use of less susceptible circuit designs.
Also at this point the designer may isoiate those port s of the system requiring
more protection in separate enclosures, so that more hardening effort can be

concentrated in these areas, saving cost, time and weight in obtaining the required

system protection.

0
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Tha system hardening design 6nvolvcs the chcice of appropriate filters, gaskess,

shielded cablec, connectors, lcssy materials, enclosures, etc. The hardening
design also 1nvclvas the integration of all of these components into the system.
Tests-should be performed to validate the hardening design. 1If possible, these
should be performed so that individual hardening approaches are verified separately.
For examble. che sh1e1ding effectiveness of the outer enclosure can be measured
| withoﬁc7thei§§§t§micircuitiy;insta11§d;c;Ah'1tefat1ve‘mecho¢ mqy'bc'USEd‘where the
hardening Approéhﬁ is tested to evaluate whether additional hardening is needed.

¢ $0, the hardening is added and the test repeated. After 1mp1ementation of all
.of the 1nd1vidual hardening approaches a test of the comp1eted system should be
made to verify the effectiveness of the hardening techniques. . o

The final step in the hardening task flow is a system test in a simulated

environment to insure that the EMV specificatiors are met. The decai1s of the final
system test nuy\be specifieu by the cuatouer. Information onAEMVctests of electronic

‘ equipment is presented in Referenras 5, 6 and 7,

: 2.2 Determination of System Hardening Qeguirement

This section contains an example of how to calculate hardering rcquirements
for electronic systems. Electromagnetic environment levels (1n terms of power
density) are determined cccording co the stockp11e to end-of-service life cycle
of the systems of {nterest. aid 2 taule or graph of vequired test levels is usually
included in contract.sal documents, A sample environment level iz shown in
Figure 2.3,

The amount of pewer an unshielded wire o cable will pick up from this
environment depends on cuch variables as frequency, aspect angle, terminating
impedance, etc. One method for determining the maximum amount an unshielded wire

will pick up is given by the formula (from Chapter 3):

n .
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P = 0.‘&2Pd' (2'])

where P {s the maximum pickup power, A is the wavelength of intevest, and Pd is
the power density. Experimental data supports the use of this relationship for
frequencies greater than 100 Mz (which {s the lower limit of the frequencies of
inttnst for this handbook). Using this formula, the maximum amount of power
expected on system wirirg can be calculated frowm the environinent level. The

resulting pickup power levels arve illustrated in Figure 2.3.
(IR RERLY N

L N S,

~— POWIER DENSITY
;

ol Wl -

s Wi

i}

g w3

wik

— MCRUP POWER
,

wr

0. 1 AL}
EREQUENCY - GHz

Figure 2.3. Sample Calculation of Pickup Power From Given Power Density
Figures 2.4 and 2.5 repeat the maximum power levels expected and adi component
susceptibility information available in Chapter 4 of this handbook. Figure 2.4
shows the worst case levels that have been observed fov IC burnout (permanent
damage to the circuit). The burnout levels are approximately the same for digita)

and tinear IC's, It is clear that, in_the absence of any shielding, burnout is

quite possible in this example across a large frequency range, and some sort of
protection in the form of shielding (either enclosure or cable, or both) or

filtering is requirved to guarantee that component burnout will not occur. The

12
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Figure 2.4. Sample Determination of Hardening Required for Burnout Protection
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Figure 25. Sampie Determination of Hardening Required for interference Protection
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amount of protection required is indicated by the separation of the two curves on
this logarithmic plot. Figure 2.5 shows similar results for interference effects.
Worst case levels observed for interference in both digital and linear integrated
circuits are plotted. Digital circuits are somewhat more tolerant to interference
effects than linear circuits, and Figurelz.s shows clearly the tradeoffs, in terms
of hardening requirements, involved in a choice between the two types.

'Tho requirved system hardening for this example is summarized in Figure 2.6.
Many options are available to meet these requirements including: splitting the
shielding requirements between enclosure and cable shielding, filtering, isolation

of particularly sensitive components, etc.

LINEAR
80 S

e N
N
aunnour\\\ S

0.1 1 10
FREQUENCY — GHa
Figure 2.6. Sample Requirements for System Hardening
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CHAPTER 3
COUPLING AND SHIELDING CONSIDERATIONS

This chapter briefly presents the rationale and methods for estimating worst
case RFI pickup on system cables and wires for use in estimating system hardening
requi rements by comparison to the IC susceptibility data. The problem is divided
into two parts: estimating pickup on “unshielded" cables, and accounting for
inherent shielding produced b} system structure, proximity of other cables, etc.

3.1 RFI_Pickup on Unshielded Wires

The approach used here is to consider the interconnect wires attached to
semiconductor component terminals (perhaps by way of printed circuit conductors,
connectors, etc.) as generalized antennas, 1.e., energy transducers which convert
the radiated RF energy to conducted quantities of RF voltage and current, Predicting
exact results is an inmensely complicated task for all but the simplest geometries
and load conditions so that a more tractable, but less precise, technique is needed.

It can be vbserved that the amount of power delivered to a load which terminates
a typical electronic system interconnect cable in a prescribed EM field will vary
greatly with changes in frequency, geometrical factors including wire routing and
aspect angle relative to interfering sourcé. and value of the terminating load.
Figure 3.1 illustrates the manner in which pickup on a typical wiring specimen
varies with aspect angle (the figure shows a reconstruction of the three dimensional
pickup pattern as determined by different planar “"slices"). Since little or no
control of the relative orientation between the interference source and the victim
wire bundle is available anyway, considering the aspect angle as a random variable
and treatment of the pickup as a probabilistic function of the aspect angle is

useful,

15
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Figure 3.1. Thres Dimensional Reprasentation of Wire Pickup Pattern | ,

h  | Numerous measurements on representative cables8 have shown that the power

picked up in planar fields.\can be described by a log-normal relationship (i.e., the

o \
/ power measured in Togarithmic units such as dBm s distributed normally) with a

standard deviation between 3 and 6 dB. See Figure 3.2, Measurements using

different length cables and different load impedances indicate that the measured

distribution 1s relatively independent of such parameters (at lfeaé‘t over the

-

PROBABILITY — %

POWER RECEIVED IN 1W/m2 FIELD — dBm

Figure 3. 2. Typical Probability Density Function for
Wire Pickup Pattern
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frequency range.of 100 Miz to 10 GHz). Apparently, the only significant parameter
is frequency (excluding shielding effccts which are discussed below). '

The trequency dependence‘is best considercd from the worst-case point of view,
1.e., maximum expected pickup versus frequency. T: normalize results with respect
to the field quantities, effective aperture is used to describe the wire pickup
mechanism, Thus the measured pickup power (in watts) is divided by the incident
power'density (in watts per square meter) to yield effective aperture (measured
in square meters). Figure 3.3 shows'measured maximum effective aperture for several
wire lengths, loads, and frequencies. A least square fit to the log-log plot
reveals that a frequency dependenpé very close to inverse square results and a
constrained (to f'z) fit is showﬁ superimposed on the plot. Also shown is the
standard error range and the théoretica] curve for a matched, half-wave dipole
).

(effective aperture = 0.13x It is clear that using the simple expression for

the half-wave dipole is a reasonable upper bound for this experimental data.

<—HALFWAVE DIPOLE _|
APERTURE = 0,13\2

E 20}
& /
8 -3u
-l /
9— ,,-""
~-40
/50
/704 1 10

FREQUENCY - GHz

Figure 3.3. Measured Maximum Etfective Apertures (A4) of
Various Wire Lengths
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There are two difficulties with using the half-wave dipole expression that must
be borne in mind, however. Th-. tirst is that it is known that wires can be made to
exhibit greater effective apertures than given by the half-wave dipole expression
due to specific design and/or fortuitous focussing effects due to system structure
(consider the increused pickup on a short dipole pﬁssible when a large parabolic
refiector is properiy located nearby) Most system configurntions are not oxpected
to produce such enhancement effects howaver. 'so it seems unreasonabie todoa
worst-case system hardening design based upen such possibilities. Such possibilities
strengthen the rationale for checking a system hardening design in simulated
environments, though.

The seconﬂ difficulty with using iﬁe half-wave dipole expression comes when it
is desired to eitrapolate the function to lower frequencies where the inverse square
frequency dependence leads to enormous effective apertures which are not observed
in practice. The paradox can be resolved by recalling that the half-wave dipole
expression is for a matched half-wave dipole. The equivalent (Thevenin) driving

9 so that,

impedance of the dipole approaches zero as the frequency approaches zero
for a particular load on a cable, the minmatch losses counter the increasing
aperture effects and the load will receive a constant amount of power, in accordance
with common experience,

In summary, use of the half-wave dipole relation for effective aperture
estimates in the 100 MHz to 10 GHz range is recommended for a worst case estimate
of pickup in a radiated field environment, but the caveats about the probabilistic
nature of the phenowﬁna and possible focussing effects are also emphasized.

3.2 shielding Efféctiveness

The basic concépt of an electromagnetic shield to bhe considered here is
"something" that reduces the pickup on wires. Since the pickup on wires is a

probabilisitc function, the concept of shielding effectiveness nust be consonant

] ]
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"~ with the‘pfobabilistic description of pickup phenomena. The effects of “doing
o soﬁgﬁhing:;o rgd@ce the.pickup on a wire" (1.e., “sh1e1d1ng“ the:wiré) can be
assesged in aVMAnner similar to that used for "unshielded" wires; Figure 3.4
’i1Tdstrate§jtﬁi§ by showing two pickup patterns (only one azimuth plane) superimposed.
In general the effect of the "shield" is to reduce the pickup on the shielded wire

and the quantitative description of "how much" can be derived by comparing the two

8

| probability density functions as in Figure 3.5. Experience shows~ that the shape

of the "shielded" distribution is very similar to that of the "unshielded"
distribution (although this is not true for strong focussing effects which
invalidate the half-wave dipole assumption) so that the difference in mean pickup

and the difference in peak pickup are the same.

UNSHIELDED
WIRE PICKUP

SHIELDED
WIRE PICKUP

Figure 3.4. Comparison of Pickup Pattern: For Shialded Versus Unshielded Wires
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Flgun 3 5 Probubility Domity Functuom for Shhldud
and Umhi.ldod Wires

Figure 3.5 also reveals a potential troubie:spbi rél@tive.towfhé technique§. : S
used to measure the difference in pickup‘between'a'refefence“sambTe Bnd test
sample. In particular, note that it is posédblevtoimeﬁsure:a'Iqrger pickip on'the R Rt
"shielded“ sample than the “"urshielded" sample. The probgbility of observing ”
this condition is given by the area of the overlap in the two probability densities i ‘:
,‘and, unless the curves are widely separated, this probabtlity may be significant.

The most reliable techniQue.for_assesSing shie1din§ ef%&cti#eﬁéss (§hort of completely
determining the probability density functions) is to measare the peak pickup fof .
each configuration. MIL-STD-1377 (Navy)10 offers an efficieht technique for '
accomplishing this goal over the frequency range of its applicability (generally

greater than 100 Mﬁz depending upon test chamber size).

20
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CHAPTER 4
COMPONENT SUSCEPTIBILITY

: " This chapter contains information on the susceptibilities of integrated circuits
 to. conddcied RF energy which was measured in actual tests of integrated circuits
: :'during the course of this study. Literally thousands of tests were performed on
-integrated circuits of many different types and manufacturers. The resulting data
was condensed into the graphs which are contained in this chapter. Information is
inciuded on the Susceptibiiities of digital circuits of the TTL and CMOS families,
}iinear circuits inciuding operationai amplifiers, voltage regulators and comparators,
, and iﬂQerface circuits of ‘the iine driver and receiver type. Also included is a
discussion of integrated circuit package effects on the interference properties of
Ics. - |

The device susceptibility graphs in this chapter plot the minimum RF power
levels versus frequency which have been observed to cause interference to occur, as
;definediby some interference criterion. Nhere possible, measurements of the RF
power absorbed by the integrated circuit were used in the estimate of the minimum
RF power. In cases where measurement uncertainties cause the absorbed power
measurement to be ambiquous, incident RF power measurements were used in the
estimate of the minimum RF power. |

Discrete frequencies of 220 Miz, 910 MHz, 3 GHz, 5.6 GHz, and 9.1 GHz were
used in the testing. When measuring interference susceptibility, CW signals were
used. Where pulsed or modulated signals are of interest, the pulse power or
maximum envelope power should be considered in evaluating interference susceptibility.
Damage susceptibility measurements were made using high power RF pulses. The damage
susceptibility data is presented in terms of pulse power and pulse widths sufficient

to cause damage.

21

AMCOONNELL DOUGLAS ASTRONAUTIONS COMPANY -8T. LOUIS

. : e e e e A el b b B L  Spae s dd et s
e Rt i AL 1 b el A e S ik ittt e i bl R

e kL sdei



NARIEEPE S L i S L S 3 8y i
e S R T R L R e T R o S o

REPORT MOC E1929
1C SUSCEPTIBILITY HANDBOOK 1 AUGUST 1978

AN tests and measurements reported in this chapter were made using the

measuring system described in Appendix A, When tested with RF, the devices were
biased as in an actual operating condition. The operating conditions for digital
devices include the output state (high or low). fanout, power supply voltages, etc.,
~while the operating conditions for linear devices include bias level, offset null
settings eircuit gain, input levels, etc. For example, a TTL 7400 NAND gate is
more susceptible to RF signals conducted into its output when the output state is
lTow than when the output state is high, The effect of different operating
conditions have been inc]uded in the suScept1b111ty data reported in this chapter,
While only certain devices were teSted during this study, those that were A
tested include severa1 of the basic *unctions and common techno]ogies. It is believed‘
that the data in thls chapter can be used to estimate the susceptibilities of many
circuits that were not specifically‘tested For example, modern linear ICs often
contair operational amp11f1ers as.a functional block The susceptibility of
operational amplifiers is known to be quite high (see Section 4.5), so the
sosceptibi]ity of 1ntegrated circuits containing operational amplifiers is also
expected to be quite high, especially-if the=amp11f1er inputs are accessible at the
IC terminals (in which case the operotiona1 amplifier susceptibility data would
probably be a good estimate of toe susceptfbi]ity of the IC). As another example,

most TTL digital devices have similar input circuits and similar output circuits.
The susceptibilities of these TTL types are expected to be similar to the levels
reported in Section 4,2 for those TTL devices tested in this study.

4,1 Package Effects

Integrated circuits are available in several package styles. Investigations

i
i

made using some of the common IC packages revealed that no package style is superior

in terms of interference reduction properties]]

22
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Measurements were made on the IC package types illustrated in Figure 4,1,
Absorptive loss measurements were performed on TO-5 and DIP packages in which the
IC chip was replaced with a shorting plate. Reflective loss measurements were

perforned on 7400 NAND gates in DIP and flat packages and 741 operational amplifiers
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Figure 4.1, Integrated Circuit Packages
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in T0-5 and flat packages. The measurement results indicate that significant
differences do nut exist in the absorptive and reflection loss properties of the
different package styles. Therefore, the choice of package style does not appear
to contribute significantly to the system hardening problem.
4.2 Interferenca in TTL Devices

The iTL line is the most widely used family of digital integrated circuits.

Several types of TTL devices were measured to determine their minimum susceptibilities
to conducted RF energy. Table 4.1 lists the specific devices tested.

Since the well-controlled RF conditions under which the devices were tested are
not necessarily the same as those encountered in real-world situations, analysis
was performed to determine the worst case susceptibilities of TTL circuits over the
range of RF environments likely to be encountered. In particular, the RF driving
impedance seen by a circuit is unknown, although a wide range of impedances is
possible. The 7400 NAND gate, whose output circuitry is representative of the TTL
family, was modeled for the case where RF entered the output when the output voltage
was low, which was the most susceptible of the measured cases. For maximum effect,
the interference was assumed to originate in a single transistor. A worst case
analysis was performed over the expected range of RF driving impedances to detevwmine

Table 4. 1. TTL Daevices Tested

DEVICE NO. DEVICE TYPE
7400 QUAD 2 INPUT NAND GATE
7402 QUAD 2 INPUT NOR GATE
7404 HEX INVERTER
7405 HEX INVERTER (OPEN COLLECTOR)
7408 QUAD 2 INPUT AND GATE
7432 QUAD 2 INPUT OR GATE
7450 EXPANDABLE DUAL 2 WIDE,
2 INPUT AND-OR-INVERT GATE
7473 DUAL J-K FLIP-FLOP
7479 DUAL D FLIP-FLOP
24
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the minimum device susceptibilities. The models used are described in Sections 5.1
through 5.3 and the worst case analysis procedure is described in Section 5.4, |

Figure 4.2 shows the worst case susceptibility valﬁes measured for the devices
in Table 4.1 (solid lines) and the worst case susceptibility values predicted
analytically for the 7400 NAND gate (dashed lines). Three susceptibility criteria
were used to define different degrees uf interference effect. The criteria were
based on manufacturers’ spncifications for voltages in TTL circuits. The least
severe interference effect, given by criterion A, is a déviation beyond the range
of output voltages specified by manufacturers' data sheets. This criterion
cﬁaracterizes interference as a low state output voltage which exceeds 0.4 volts
or a high state output voltage below 2.4 volts. The high and low state specifications
are considered together because either state is possible in a digital system, and
for proper logic operation both high and low states must operate correctly. RF
powers greater than the susceptibility values given by criterion A do not necessarily
cause malfunction of the device, but the usual 0.4 volt noise margin is reduced, so
operation is risky. At RF powers below the susceptibility values given by
criterion A, no interference effect will occur,

The next criterion, critérion B, is exceeded when the device low state output
voltage is greatef than 0.8 volts or when a high state output voltage is less than
2.0 volts. Beyond these thresholds, following stages may misinterpret the logic
state, resulting in a bit error. Operation with RF powers above the susceptibility
limits for criterion B is not recommended due to the high likelihcod of logic
state efrors.

Criterion C defines the most severe interference effect. The output voltage
limits for this case, low output voltage greater than 2,0 volts or high output.
voltage less than 0.8 volts, are the voltages at which state changes are certain,

Gross errors could occur in digital systems operated at RF power levels greater
25
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than the susceptibility limits specified by criterion C.
From Figure 4.2, it can be seen that the predicted worst case susceptibilities

are more conservative than the measured worst case susceptibilities. This is |
'i expected, since th§ analysis simulated a wider range of RF conditions than are
encountered in the laboratory. The simulations inciuded the effect of different
| RF driving impedances and tuning conditions, tncluding those 1ikely to be
-y encountered in actual applications of electronic circuits, and assumed no external
losses. It is unlikely that RF powers below these susceptibility levels will
produce interference in any real-world application.

In measuring TTL susceptibility, the package supply current was also measured
to determine how much RF power was required to cause significant increases in supply
current. It was found that significant increases did not occur until the RF power
level was far above the levels sufficient to induce state changes in the output
voltage. The modéling activities also confirm this conclusion. Therefore, in TTL

circuits, output voltage state changes are expected to occur before significant

supply current changes are noted.
The difference in susceptibility of the low power TTL circuits (54L/74L series)
and the high speed TTL circuits (54H/74H series) were also investigated. Both

measurement and modeling show that the high speed devices are slightly less
susceptible than the standard series (54/74), and the low power devices are slightly
more susceptible than the standard series. The differences in susceptibility are
small, and are probabiy not great enough to be significant. é

4,3 Interference in CMOS Devices

CMOS digital integrated circuits are widely used in logic applications
requiring low power consumption. The RF susceptibility of several types of CMOS

devices were tested, including types with and without protective input diodes.
Table 4.2 lists the device types tested.

a
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Table 4. 2. CMQOS Devices Tested

DEVICE NO, DEVICE TYPE
3 4011A QUAD 2 INPUT NAND GATE
3 40118 QUAD 2 INPUT NAND GATE _
| 4007A DUAL COMPLEMENTARY PAIR PLUS INVERTER }
~ 40078 DUAL COMPLEMENTARY PAIR PLUS INVERTER
4001A QUAD 2 INPUT NOR GATE 1
Q013A DUAL “D* - TYPE FLIP-FLOP iy
3

T R T T

Figure 4.3 shows the worst case susceptibility values for the devices in 13

Table 4.2, As in the TTL case, the susceptibility criteria combine thresholds

T

for the high and low output voltages. The thresheld values used are the manufacturers’® I

s specification limits for CMOS B-series devices. or a specified difference from these )

specifications. The first criterion, labeled guaranteed specification limit,

I3 g t
[EN—
ORI

indicates when the output voltage is no longer within limits specified by the

manufacturer. Manufacturers guarantee that the maximum low state output voltage is

Pt o

0.05 volt and the minimum high state output voltage is 4.95 volts when the supply

voltage is 5 volts. The devices continue to operate beyond these thresholds, but

the reduced noise margin makes such operation risky. The second criterion is the

P —

edge of a ! volt noise margin, meaning the maximum low output voltage is 1.05 volts
and the minimum high output voltage is 3.95 volts. These values are guaranteed by
the manufacturer to be correctly recognized by following CMOS devices. Operation .

outside this range is not recommended due to the high probabilit& that logic state

errors will occur. The third criterion is the most critical, defined by a 2 volt

offset from the correct output voltage. The thresholds are a maximum 2 volts for L

the Tow output state and a minimum 3 volts for the high output state. Operation

outside this range has a higher probability of logic state errors than the second g? :

criterion, and should be avoided.

Examination of Figure 4.3 shows CMOS deviceswéhsceptible to as little as 1 md
) T e
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‘of RF power at 220 Miz. Comparison with the minimum susceptibility for TTL devices

at <c0 Mz shows CMOS to be approximately 5 dB less susceptible, If the noise
margin is considered, CMOS appears approximately 10 dB less susceptiblé because
of its wider noise margin than TIL. |

4.4 Interference in Ljhe Drivers and Receivers

~L1ne~dr1vers and receivers are often used to transmit digital data over long
system 1ntef¢onnéct cables, Long cables are poteatially efficient receptoré of RF
energy, and the amount of RF energy conducted into the line drivers and receivers
may be greater than‘that experienced by other components in the system. As the Tine
drivers and receivers are located in an especially vulnerable location, special care
should be taken to ensure that interference does not occur in these devices.
Adequate shielding and a reduction of the d#ta transmission rate will ensure
signals of acceptable quality. The data presented in this section should enable
designers to estimate the susceptibility of line driver and receiver pairs and the
reduction in data rate required for quality transmission.

Tabie 4.3 1ists the 1ine drivers and receivers that were tested. Tests of

drivers and receivers were conducted independently. The susceptibility criteria

for 1ine drivers were based on changes in the output voltage from the nominal value.

Each output terminal was considered separately, and the device was considered

susceptible 1f either output crossed the appropriate interference threshold., The

Table 4.3. Line Drivers and Receivers Tested

LINE DRIVERS LINE RECEIVERS"
8830 8820
9614 9615
66100 65107A
55110

30
MODONNELL DOUVOGLAS ASTROMNAUTICS COMPANY -8Y. LOWIS

cice i ;

R A MR B e E N

TR TR

e A G

e
ot

R
it AT Rl i

- hbdodaia e 1

PO . . "
FRERES TR ey

Ml telat i 2 o stk el iR

B e S T S SRt e e et O

L
oo
P
L.



i - , REPORT MDC E1929
~ ICSUSCEPTIBILITY HANDBOOK FRLST 1978

mh '5A.‘ ' 8830 and 9614 Yine drivers were tested with resistors across the output terminals
o “ simulating normal terminations. The type 55109 and 55110 line drivers have open
collector (current type) outputs which were connected to pullup resistors and a

+5 volt supply to give a 0 - 5 volt range for the output voltage. When the drivers

were in a nominal low state, output voltage thresholds of 0.4, 0.81,and 2,0 volts

defined 1ncreasihg degregs of interference. When the output voltage was in a

nominal high state, increasing interference was defined by 2.4, 2.0, and 0.8 volt
thresholds.
For line receivers, susceptibility was defined in terms of changes in the input

voltage threshold which determined the receiver switchpoint, As an example,

Figure 4.4 illustrates the input-output transfer curve for a 9615 typé receiver. At
5 input voltages (differential input voltage between the two input terminals) below

ﬁj’ -0.08 volt the receiver input voltage is 5.0 volts, which is a high state output. ,
i i When the input voltage is greater than -0.08 volt the output voltage is 0.2 volt, : *iﬁg
o . & i
‘ 3
L
» b
o
: 4 ]
w o
: g s
| 5
| £ '

- S 4

| 0 B
-0.2 ~0.1 0 0.1 0.2

INPUT VOLTAGE — VOLTS

Figure 4.4, Typical Input—Qutput Transfer Characteristic for
9615 Line Receiver '
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a Yow state output. Thus, -0.08 volt is the input threshold voltage (Vth)’
Manufacfurer specifications guarantee this threshold will be between <0.5 and
+0.5 volt for this device. A threshold voltage outside this range reduces the
noise margin of the device and .3y cause bit errors in noisy environments. Input
threshold vo\tagevchanges of 0.5, 1.0, 2.0, and 5.0 vo]tf were used for the
susceptibility criteria,during the testing. Thresho1d}cﬁ§§g§§ of 0.5, 1.0, and
2,0 volts represent decreasing system noise margins.‘”Afé;0“§81t threéhoTQ change
denotes zero noise margin, and probable malfunctions of the device.

Figure 4.5 shows the minimum susceptibilities measured for line driver and
receiver pairs. Line receivers were found significantly more susceptible than 1ine
drivers, so Figure 4,5 is actually a plot of susceptibility data measured for line
receivers. As line receivers are the "weak Tink" of a line driver and receiver
system, the susceptibility of the pair is adequately described by the susceptibility
of the receiver; alone. Line receivers were found to be approximately 7 dB more
susceptible than line drivers. (However, line driver susceptibility 1ies within
0.5 dB of receiver susceptibility at 910 Miz), Figure 4,5 uses the receiver
differential input voltage threshold (Vth) as the susceptibility criterion.

The strobe and response control terminals were found the most susceptible line
receiver terminals. However, the strobe and response control terminals, unlike the
inputs, are rarely connected to system interconnect lines, which may be the major
receptors of RF energy. Thus, the susceptibility of the input terminals may be more
important to the system designer than the susceptibilities of the other terminats.
The inputs were found to be approximately 4 dB less susceptible than is indicated in
Figure 4.5 (all points of which occurred with RF conducted into the strobe and
response control terminals).

Threshold offsets have other effects on a signal besides reducing the nuise

margin. Where long lines are used, threshold offsets can cause time variations in
32
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Figure 4,6. Worst Case Susceptibility Values for Line Drivers

and Recsivers
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received signals'from those sent by the driver. As a result, pqlses may appear
shifted in time in the received signal, or have longer or shorter durations than in -
the originél signal. Reference 12 refers to the quaiity of a'rééeived signal in
terms of "percent jitter". This is a ratio of fhe maximum relative timg variations
in the original and received signals to the minimum pulse period. ForAexampIe,
Figure 4.6 shows two pulse trains. - The upper trace 1s the pulse train entering the
driver, and which 1s to be sent by the system. The lower trace 1s the pulse train |
which eﬁerges from the receiver after transmfssion via the long signal 11ne (there
would also be a propagation delay). In this example, the second pulse ih the
received train is shifted in time with respect to its position in the original train..

The percent jitter is

maximum variation in pulse position x 100%

percent jitter = minimum pﬁ1se duration

-t
—-t——g x 1008,
ORIGINAL SIGNAL
% | H ' - TIME
to t1 t2 t3
|
' SIGNAL AT RECEIVER
} OUTPUT
— | S
|
} } H - TIME
a a aa
+ + + +
o) = N A = AVERAGE PROPAGATION DELAY
-

Figure 4. 6. lllustration of Jitter in Signal After Transmission via Long Line
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The jitter is related to the data rate (or minimum pulse Qidth) and line length

as shown in Figure 4.7, This graph was made using the following assumptions:

1) the driver 1 .and 0 levels are matched exactly

2) ‘the recéiver threshold is exactly the mean of the 1 and 0

| levels produced by the driver ,

3) time delays thfquthbothfdriver and receiver for both logic -

 states are 5ymﬁb£r1c§1iand have zero skew |

4) the line is perfectly terminated

5) the line charges at an exponential rate, _
The Tine was assumed to have a time delay of 1.7 nsec/ft, which is a typical value

for a twisted pair line. Reference 12 recommends that systems be operated with a

minimum pulse width (tui) greater tha: 4 times the rise time of the line (tr)'
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Figure 4.7. Signal Quality as a Function of Line Length and Data Rate
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which gives a jitter less than 0,002% under these conditions. Data with jitter
greater than 100% are probably not receverabla,

If the effects of threshold variations are included in Figure 4.7, the graphs
shown in Figure 4.8 result. Here, the differential line voltage is assumed to be
driven by voltages of iycc' Three conditions are shown:v Figure 4.8(a) shows
the jitter which results when the threshold voltage (V,,) is given by -0.1 V.. <
Vip 0.1 Voo Figure 4.8(b) shows the jitter when -0.2V . < V., < 0.2 V.., and
Figure 4.8(c) shows the jitter when -0.4 < Ven < 0.4 Veer Figures 4.8(a)
through (c) correspond to 0.5, 1.0, and 2.0 volt threshold changes for the receivers
tested. Comparison with Figure 4.7 shows that the jitter increases due to threshold
voltage variations.

As an exampie of the use of these graphs, suppose that a designer must drive
a 100 foot line, and desires a jitter less than 5%, Figure 4.7 shows the maximum
data rate to be 12 MHz. If the maximum interfering signal expected to enter the
system is 1 mW at 220 MHz, Figure 4.5 shows that threshold variations of 0.5 volt
may occur, Figure 4.8(a), which applies to the 0.5 volt threshold case, shows
that a data rate of 12 MHz will result in approximately 15% jitter, substantially
higher than the desired 5%. However, by reducing the data rate to 6 MHz, the 5%
Jitter requirement can be satisfied even with the interfering signal present. This
example clearly illustrates that in high intensity electromagnetic environments
it may be necessary to reduce tﬁe data transmission rate of a system,

4.5 Inte-ference in Op Amps

Operational amplifiers are the most common type of linear integrated circuit,
and are often used as functional blocks in more complex integrated circuits. The
RF'Susceptibilities of several representative types of op amps were measured, and
the results are presented in this section. Table 4.4 lists the types of op amps

that were tested.

36
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Figure 4. 8. Signal Quality as a Function of Line Length and Data Rate Including
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Table4. 4. Op Amps Tested

2} | ) b
108A |
| 201A
207
0042C
631
Op amps were found most susceptible to RF energy conducted into either of the

input terminals. When stimulated in this manner, the interference effect is an

offset voitage at the particular input terminal entered by the RF. The magnitude

of the offset voltage depends on such factors as the power level, frequency,

equivalent RF source impedance, and the op amp input circuit. Figure 4.9(a)

illustrates the offset voltage, represented by voitage generator Vire which occurs

due to rectification of an RF signal entering the inverting input terminal of the

s, % AR Bl G\ e S e s Ko

op amp. Figure 4.9(b) shows the location of the offset generatoi‘ if RF enters the

non-inverting tnput. If the op amp contains NPN input transistors, the polarity
AT A Y

_'O_*_._.

i bt 1

a) RF ENTERS INVERTING INPUT

- et G, s L L L

i

-

b) RF ENTERS NON:-INVERTING INPUT

Figure 4. 9. Location of Otfset Voltage Generator due to
Rectification of RF Signal at Op Amp Inputs
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of the offset genarator is as shbwn. while {f the input transistors are PNP type,
the polarity of the offset generator will be reversed. More information en this

simplified model of‘op amp interference is presented in Section 5.5,

The magnitude of the offset voltage generator Vpp Was used as the susceptibility

criterion during the testing. Offsets of magnitude 0,05, 0.10, 0,15, and 0.20 volt

‘were sought during the tests. Figure 4.10 shows. the minimum RF power levels which

were observed to cause offsets of thése magnitudes. The requived power levels are
extremely smaH.. At 220 Mz, only 1.2 uM is sufficient to cause an input offset
voltage of 0.05 volt., Other effects were also observed duriné'the testing, such as
increases in the power supply‘currents, but these effects occurred at higher power
levels than those at which significant input offset voltages occurred, or were
1inked to the input offset voltage througﬁ circuit 1nteractidns.

To illustrate the circuit interactions which occur when offsets appear at the
op amp input terminals, Figure 4.11 shows an operational amplifier in a typical
circuit: an inverting amplifier. If RF enters the inverting input, the offset
generator Vi1 will appear as shown. Assuming first that the circuit is operating
without interference (vII = 0), the voltage Vout is given by

R
Your = VN Ry (4.1)
i.e., the”output voltage is directly proportional to the input voltage. If the
effect of the offset generator is included, the output voltage becomes
Re Rp
Vour = “VIN Wfi' Vi1 ("71'6+ 1). (4.2)

The interference effect seen at the output is a voltage offset proportional to vipe

and which depends on the values of the feedback resistors Re and RIN' The interference

effect in other op amp circuits can be analyzed in a similar manner.

For offset voltages other than those shown in Figure 4.10, the minimum
Iy
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Figure 4.10. Worst Case Susceptibility Values for Op Amps ‘
i
i susceptibility levels can be estimated from the data of Figure 4.10. For offsets ‘
of magnitudes less than 0.05 volt, the offset voltage is appruximately proportional :
to the minimum RF power level, P(f, vu). {P(f, vn) indicates that the winimum
power level is a function of frequency sand offset voltage). For offsets greater »
than 0.20 volt, the offset voltage is apprnximdtely proportional to the square root '
of the RF power level. Thus, to estimate the minimum powers to cause offsets not | g
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Figure 4.11. lnverting Amplifier Circuit with Otfsat Generator
: Shown at Op Amp Inverting input Terminal

shown in Figure 4.10, a reasonable procedure is

v
(pgey) * P(f, 0.05V) for vy < 0.05V

P(f, vyy) =\use figure 4.10 for 0.05V < v;, < 0.20V \4.3)
‘11 .2 ;
(mv-) « P(f, 0.20V) for VII > 0.20vV,

where P(f, 0.05V) and P(f, 0.20V) are determined from Figure 4,10 at the desired
frequency.
4.6 Interference in Voltage Regulators

Voltage regulators are common linear integrated circuits, of which many types fié

are available, Most voltage regulators can be grouped into two general categories:

INPIIPREN )

3-p§n regulators and multi-pin regulators. The 3-pin regulators have (as their

;-\\‘ name implies) only 3 terminals: 1input, output, and ground, They have fixed
?‘: §~ output voltages which are available in several common voltage values. Three-pin

f,f }\\ regulators enjoy widespread use because they require no external components. !

420 5t B EA et Hd ALY

Multi-pzr regulators have 2¢ditional terminals which make them more versatile
.. he
thar 3-piu regulators. They can, for example, supply a variable output voltage, or

beAésed in shunt, switching or floating operation, etc. Generally, they have 4,

< 8, or 10 terminals. In use, they require external components, usually resistive
4
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dividzr: and compensation capacitors, but their versatility makes them attractive
for use i many designs.

Measurements were made of the RF susceptibility of both 3-pin and multi-pin
requlators. Testing was done on 3-pin regulators having a nominal output voltage
of 5 volts, and on multi-pin regulators with é pins. Table 4.5 1ists the types
tested. |

Table 4.5. Voitage Regulators Tested

3-PIN (5 VOLT)

3090
320
78M08
8-PIN
300
305
The 3-pin regulators were tested with a 7 volt input voltage and six different
load conditions: output currents of 1 mA, 20 mA, 50 mA, 100 mA, 150 mA and 200 mA.
The susceptibility criterion was an output voltage below 4.75 volts or above
5.25 volts. RF was conducted into each of the three pins individually; RF entering
the output was found to be the most susceptible case. At 220 MHz, devices were
found susceptible to 1.3 mW minimum power, The susceptibility levels increase at
higher frequencies. A plot of the susceptibilities of 3-pin regulators is shown in
Figure 4,12,
The 8-pin regulators were tested in the configuration shown in Figure 4.13,
The input voltage was 18 volts, and the output voltage divider was chosen to
yield a nominal 12 volts output voltage. As the actual output voltage varied

somewhat for different types due to manufacturing variations, the susceptibility

"42
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Figure 4. 12. Worst Case Susceptibility Values for Voitage Regulators.
Output Voltage Change of 0.25 Volt is Susceptibility Criterion.
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Figure 4. 13. Circuit for 8 Pin Voltage Regulator Susceptibility Tests

Ap——ANA—

criterion was a 0.25 volt change in the output voltage from the no RF case for
that device. Figure 4,12 shows the minimum susceptibilities for the 8-pin devices.
The most susceptible cases occurred for RF conducted into the reference bypass and
feedback terminals,

Examination of Figure 4.12 indicates that the 8-pin voltage regulators are
quite susceptible. At 220 MHi. only 0.07 mW of RF power is required to cause
interference. The susceptibility values approach those of op amps, which have
bacr shown to be sensitive to RF powers as low as | yW, Analysis of the regulator
¢ircuit reveals why this is so. Figure 4.14 is a functional diagram of the basic
regulator circuit. In multi-pin regulators, the op amp, series pass element, and
voltage reference are internal to the chip, while the voltage divider consisting
of R] and Ry is external, A feedback circuit is formed that drives the voltage
across resistor R, to the value of the reference voltage. The output voltage is
then determined by the values of resistors R] and RZ‘ The presence of the op amp,

however, causes the device susceptibility to be quite high. When RF is conducted

44
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Figure 4. 14. Basic Seriss Regulator Circuit v .

"ON CHIP”" ELEMENTS

into the pins corresponding to the op amp inputs, the signal is rectif}ed. and
3

an offset voltage appears at the amplifier input terminals. The offset,a%1tage

upsets the op amp's ability to compare the voltage across R, to the reference
voltage, resulting in a deviation in the output voltage.

In 3-pin regulators, the resistive divider is buiit directly on the_chip. 50
the amplifier inputs are inaccessible at the regulator terminals. Hence, RF cannot

directly enter the op amp inputs, and the device susceptibility is much lower. As

shown in Figure 4.12, 3-pin regulators are about 12 dB less susceptible than
muiti-pin regulators., The difference in susceptibilities of the two types may be 'ﬁ

significant to designers and EMC engineers.

In the t~pin regulator testing, the compensation and bypass capacitors were

located outside the RF test fixture, so that they had no effect on the incoming

o2 % n

RF energy. However, in an actual upplication, these capacitors may offer a degree

i
st e L Tkl

of protection by shunting the RF energy away from the amplifier inputs,

.
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The offset voltage observed at the amplifier inputs in multi-pin réguIators
can be modeled in the same manner as the input offset.vo1tage for op amps;~ The
simplified model shown in Figure 4.9 adequately accounts for the offset voltage
at the reference amplifier terminals,

4.7 Interference in Comparators

Comparators are common 1inear integrated circuits used to detect voitage levels

" in electronic equipment, Measurements were made of the RF susceptibility of

several types of comparators. Table 4,6 1ists the types tested.

Susceptibility was defined in terms of changes in the input-output voltage
transfer curve of the comparator. Figure 4,15 {llustrates a typical transfer |
curve for a 710 type comparator. The output switches betheen high and low values
at an input voltage between -1,0 mV and +1.0 mV, Manufacturer spécifications
guarantee that this switching will occur at input voltages between -3,0 mv and
+3.0 mv. ' | |

RF energy conducted into the comparatof can cause the transfer curve to change
and, in particular, the comparator switchpoint changes, An offset in the comparator
switchpoint has an adverse effect on the comparator's accuracy when used to detect
voltage levels in circuits. Switchpoint offsets of +0.05, +0.10, +0.20, and +0.50
volt, representing varying degrees of interference effect, weré sought in the
testing. Figure 4,16 illustrates the minimum powers observed to cause interference
as defined by these four susceptibility criteria. The devices were susceptible to

a minimum of 0,025 mW at 220 MHz using the 0.05 volt offset criterion as the
definition of susceptibility.

The testing revealed that comparators are the most susceptible to RF energy
conducted into the input terminals. This is expected, since comparators contain a
d1fferent1a1{pa1r input stage similar to that contained in op amps, which are very

sensitive to RF conducted into their input terminals. Rectification of the RF

48
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Table 4, 6. Comparators Tested
306
am
9
360
710
760

signal causes an offset voltage to appear at the input terminal into which the RF
s conducted, which causes a similar offset to occur in the comparator switchpoint.
This effect could be modeled by placing an offset voitage generator in series with
the input terminal that the RF is entering, as shown for op amps in Figure 4.9.

The polarity of the offset generator depends on the input c¢ircuit that rectifies
the RF signal. For example, if the input transistors of the differential pair are

4.0
3.0
>
|
]
'_<_ 20
)
>
E 1.0
©
0
“—100
-5 -3 -1 1 3 5

INPUT VOLTAGE — mV
Figure 4, 16. Typical Veoitage Transfer Curve for Type 710 Comparator
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Figure 4. 16. Worst Case Susceptibility Values for Comparators
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NPN types, the po\arity of the offset generator is as shown in Figure 4.9(a): the
positive terminal 6f the offset generator 1ies at the comparator input. If the
input transistors are PNP type (as in 311 type comparators), thg offset generator
has the opposite pdlarity. The magnitude of the offset depends on the RF power
level, frequency, and equivalent RF source impedance.

4.8 Burnout in Integrated Circuits

Integrated circuits can suffer permanent damage from sufficiént]y intense

microwave signals. The energy in an RF signal can be sufficient to cause thermal

failures in the silicon junctions, the metallization stripes, or the bond wires.
The significance of thé damage suffered by the IC is determined by its ability to
function after 1hjection of the RF signal., If the device can still function in a
limited capacity after the RF stimulus is removed, the device is considered
degraded. For example. Figure 4,17(a) shows the transfer curve of an amplifier

circuit'céntaining an operational amplifier. The circuit is an inverting amplifier

with a gain of 10. After exposing the op amp input circuit to a high level pulsed

RF signal, the transfer curve changes as shown in Figure 4.17(b). Large offset

voltages result in the amplifier characteristics. This degradation occurs when

one of the input transistors in the op amp suffers a thermal junction failure.
The difference between degradation and catastrophic failure is in the

criticality of the part damaged, Catastrophic failure is defined as complete

inability of the device to perform its intended function. The criticality of the

damage is more dependent on the location of the damage rather than on the type of

damage mechanism, For instance, while a metallization failure may only cause
degradation if it occurs in the offset null circuit of an op amp, a similar

metallization failure in the output circuit will cause catastrophic failure,

e L T N it Sty
A AL L o L el R B i e SR T B A 1

This section provides information on the minimum energy sufficient to cause

permanent damage to occur in integrated circuits, regardless of whether degradation

VoA el M n e e,
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Figure 4.17. Effect of Degraded OP AMP on Amplifier Circuit (Vg = ¢ 12 Volts)
or catastrophic failure occurs. Results of both laboratory tests and analysis using
thermal models are presented to define the power levels at which burnout is expected
to occur in integrated circuits.
During the laboratory testing over 2500 devices were exposed to microwave
signals varying in frequency, pulse width, and power level. Aftér exposure, the

failed devices were opened and examined under a microscope to determine the exact

50
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machanism of failure. Three types of mechaniswﬁ’were observed, all thermal in

‘nature: - bond wire failure, junction failure, and metallization failure,

Figures 4.18, 4.19, and 4.20 are photographs showing typical examples of a bond wire,

a junction, and a metallization failure, respectively. These types have been

observed to occur both singly ‘and in combination throughout the highAperr RF testing.

Figure 4,21 111ustrates“the‘pulse power levels observed to cause failure in
integrated circuits ver#ﬁs the pulse width. The upper shadedAregiéﬁliécatég'those
pulse poWers and pulse widths-at which failures have been observed. No failﬁrés
have been observed at RF power levels below 0.5 watt, | |

Since the damage mechanisms are thermal in nature the damage models afe}defived
from basic heat flow analysis. For worst case analysis the heat is assumed‘té be

produced by I2

R dissipation of the RF signal and there is no frequehcy dependeﬁce.
RF power level and pulse duration are the important parameters. - |

The bond wire model assumes the wire is a rod with a perféct héht sink at each
end and the RF power is dissipated uniformly through the wire volume. Since the
temperature is highest in the center of the wire, the desired solution of the heat
flow problem is a power versus time relationship to raise the temperature at the.
center of the wire to the melting point. The latent heat of fusion actually required

to melt the wire is assumed negligible so that the solution gives a theoretical

relationship:
8 AK(Tg = T
P = e T°; (4.4)
O 1 (-on kty m
Lt - = = (=) (exp® T 777) (sin 37)]
™ n=1,3,5... n

where P is power in watts,
t is time in seconds,
k is thermal diffusivity of wire material in cm2/sec.

K is thermal conductivity of wire material in watts/cm/°C,
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Figure 4. 19. Photograph of Collector-Emitter Junction Failure
in tha Output Transistor of a 7400 NAND Gate
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Figure 4.20. Photograph of Metallization Failure in the Input Lead of a

CMOS 4011 NAND Gate
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A is wire cross-sectional area in cmz.

L is wire length in cm,

Tf is wire melting temperature in °C,
and T° is ambient temperature in °C.

The failure models for the junction and metallization damage moges are
essentially identical. In both cases, the scurce of heat can be described as a thin
sheet (of either silicon or aluminum) where it is ascumed that all thé<poweé~is being
dissipated. Since the sheet fs very thin, it is assumed that a uniform tempgrature
exists through the thickness of the sheet and both cases can be treated as uniform
surface heating. Both models reduce to the same boundary value problem where heat
is conducted away from one surface through the silicon chip. The junction and
metallization failure models assume one dimensional heat flow through the silicen
chip. The lower surface of the chip is assumed to be attached to a perfect heat
sink which remains at ambient temperature. The silicon chip initially is at ambient
temperature. The power to produce failure temperature Tf in time t is given by:

Tf-T

(~—2) KD
- _ S — (8.5)
] - -8-2- I lZ' (exp (- knzuzt/4L2))(sin 2""—)

- n=1,3,5... n
where the area of the failure site (metallization stripe or junction) is given by
the product of W (width in cm) and D (length in cm) and L is the thickness of the
silicon chip in cm.

The worst case assuinption used for the failure models is that all the incident
power is actually absorbed in the failure site. This assumption is conservative
since it does not account for the power dissipated elsewhere in the chip. Also
worst case values are used for the physical parameters in the predictions to
calculate the minimum power to cause failure. For example, the minimum bond wire
diameter in current use is 0,001778 cm (0.7 mil) and a length of 0.5 cm is as long
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as can be reasonably expeéted. For junction or metallization failures, the area
of the junction or stripe is the primary factor affecting a worst case prediction
of failure. The worst case areas for junction and metallization failures are both
assumed to be 6 x 10'6 cm2 (a representative failure site area based on actual
measurements). The worst ca#e failure temperature for fhe Jjuncticn model was taken
to be 660°C (anything hotter would presumably melt the aluminum metallization first).
Figure 4.21 illustrates the failure levels predicted by the worst case thermal

modeling. The shaded regions show the pulse powers at which damage may occur
according to this analysis. The power levels at which failure are predicted are
approximately 11 dB below those at which failures have actually been observed.

This difference is due to the conservative assumptions made in the analysis,
including the physical dimensions and the assumption that all of the incident
power is absorbed at the failure site. Because of these worst case assumptions,

it is fairly certain that failures will not occur outside the shaded regions of
Figure 2,21,

When considering pulse trains, two conditions must be net to preclude burnout.

The first condition is concerned with the peak power and pulse width of individual
pulses in the train, To prevent burnout due to a single pulse, the peak power
versus pulse width for each pulse must lie outside of the shadéd region of

Figure 4,21, The second condition is that the average power of the pulse train
should not exceed the power sufficient to cause failure from a single pulse of

the same length as the pulse train. For very long pulse trains, the following
condition must be satisfied:

p PW - PRF <P (4.6)

peak *
where Ppeak is the peak pulse power,
PW is the pulse width,
PRF is the pulse repetition frequency, and
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Pew is the power sufficlient to cause failure from a (N signal.
From Figure 4.21 we see thet theoreticolly,?cw can be as low as 40 mW, but a more
realistic value for Py Dased on observed failure levels is 500 mW. (The product
PN . PRF is commonly called the duty cycle). Burnout is possible if aither of

these two conditions is not met.
From Equation (4.6) and using Pcw = 500 mW, we find that {f PRF < 33 KHz, a

~ ‘single pulse will produce fatlure (whenever a failure actually ocecurs), so that

Figure 4.21 can be used. When PRF > 33 KHz, failure can occur from either a single
pulse or the average power of the pulse train, so that both conditions given above

must be considered in determining whether burnout can occur.
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CHAPTER §
INTERFERENCE ING

As described in Chapter 4, susceptibility measurements were made on a
large number of integrated circuits. The measurement program yielded a good
estimate of the susceptibilities of these circuits under well-controlled
laboratory conditions although worst case conditions were estimated for conservatism,
The objective of  udeling is to gain a greater understanding of the phenomena
involved to increase confidence in the extrapolation of the measured data, and to
extend the results to devices and configurations not actually tested.

The observed interference effects are attributabi2 to rectification of the RF
or microwave signal in the PN junctions of the integrated circuit. Essentially,
the signal is envelope detected by the nonlinear characteristics of the semiconductor
Junctions. In a typical integrated circuit, which may contain over 20 tfansistors
and diodes as well as a multitude of parasitic PN junctions, the modeling problem
becomes quite formidable.

This chapter briefly outlines the approach taken to model interference effects
in integrated circuits. Section 5.1 describes a circuit model developed to account
for large-signal rectification in individual PN junctions, and the results of
parametric studies to determine the expected range of each of the model parameters,
Section 5.2 describes a model for interference in transistors, which is based on
modifications to the standard Ebers-Moll representation, and uses the junction
interference model of Section 5.1 as an integral element. Section. 5.3 describes the
use of these models in analyzing the interference effect in a TTL NAND gate, using
the computer-aided circuit analysis program SPICE, while Section 5.4 continues the
example by describing a worst case analysis procedure on the circuit. Section 5.5
is an example of modeling interference in op amps, using macromodeling techniques

and the timesharing circuit analysis program ISPICE.
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ggptification in PN Junctions

Rectification is the nnchanism thcough which out-of—band RF or microwave

'signals are converted to in-band siqnals. The process is essentially envelope

':ddetectiun., anantod signals are unintentionally detected by devices intended to

ﬂperfonn othnr funccions. The deterted rcsponse varies with the envelope of the

,'RF signal.,uhich depends on th

'heiRF“source. For example.

Aa‘nulsed radar mcy stimulate interfbrence infthe form of video pulses in electronic’%;:g?ﬁ'
whiln certain communications transmittsrs will cause nearly constant u
; ‘3iﬂ}-offset vo‘tages and currents to occur. These signals may be indistinguishable
o from,those normally present in the cirruit In fact ‘once’ an RF signal is ‘f‘
5rectified and alters a dcta stream or analog level. it 15 difficult. if "not

”fimpossible, to remove the inierference effect wiih additional processing.
'f4 this time. the best assurance that intoriererce will not orcur 1h 2 circuit 3 to -
’15”3Areduce thé RE - to saté lnvels through adequate shieldinq.. R
Rectifilation OCcurs because of nonlinearities inherent in semiconductor

Al semiconductors are built of. PN Junctions Which huve a nonlinear :

' i.current~vultage choracioriacic ln general, a PN Junction experiences a. decrease

:_in dc voltage nnd an increcse in do current when stimula;od witn continunus RF
"iguro b 1 illus ratos ] riecQWisr Tinear video modnl of a PN Junct‘on

vswhich includes rectification ofiocts. ‘t c0ntains tWO diodes. a currént source

_and & resistor. Diodo m models the diods with no RF- sulnula*ion, and obeys the

standard diode equation'- e :;1:1»
] 1 = Inz(eilT-- ])'

, “wheré: A*Dl fs the current through diode Dl;

‘vd 1¢ tie voltage acroxs DI,.

Ing 18 tne dlode reverse saturation currant,
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“fi;q 1s the elactron charge._ .
- iuk 1s Bultzmann s constant. and

e ‘T 1s the Junction temperature in degrees Kelvin.

| Figure 5.1. Circuit Model of Diode under RF influence
The Norton equivalent comprised of 1X and RX' and diode D2 model the video current
and voltage. offsets due to RF. For simplicity, diode D2 is assumed to have the ]
_same characteristics as D1. The value of current source i, depends on the RF power .

" Jevel, frequency, and RF source impedance. For large RF signals (i.e., RF yoltage '

comparable to, or greater than kT/q), 1x is proportional to the sduafe'root of the

RF power level. Thus,

iy = K/P'E". (5.2)

where K is a constant dependent on the frequency and source impedance of the

interfering RF signal. The value of Rx also depends on the frequency and source ‘
impedance of the RF signal, but is independent of power level. In general, Rx |

increases with increasing frequency or increasing source impedance, while K

decreases, : ..g
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For modulated RF signais. the vaiue of current source’ ix varies with the

_envelope of the signai The RF power ievei. PRF’ roiiows the. instantaneOLs enveiopq

- of the RF signai. and the instantaneous »aiue of ix is given by Equation (5. 2)
An anaiysis invoiving ideai dicdes yieids an estimate of . the expected ranges
3,of the parameters K and Rx The RF source (which modeis the pickup mechanism X
desoribed in Chapter 3) is represented oy a Thevenin equivaient consisting of a
voltage source V sin mt in series with an ihpedahce RS N jxs,iwhich represents the '

« RF impedance of the source as seen from the diode. The diode junction is modeled

: 'i)

by an idean diode with a constant shunt capacitance ¢ and.series resistance, rs
Through a time domain anaiysis of junction waveforms, ‘the RF induced rectification

by the diode can be deduced. end the corresponding PN junction mode] parameters

found. Referring to Figure 5., 1, the vaiue o‘ Rx is’

e

and the vaiue of Kis |

ko= (3Rs)/ ((R HS) *XS)V?‘ - o (5.4)

where the incident RF power, PRF’ is related to Vg and RS b}

Pre ® Vs ’BRs

Equation {5.5) represents a constraint on the p0551b1e values of Vs a'n'd'RS which is

(5.5)

imposed by the ability of rea]izabie power sources to deliver power to a conjugate
load, There are no appdrent constraints on the:value of XS, and, in general. one
must consider that any value is possibie. The term re can be considered to represent
lossy factors in general, whether associated with the junction itself (e.g. bulk

resistance) or the lossy transmission lines inevitably encountered in real world

_interference problems.
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_ Computer-aided studies of the effects of the uarameters Ré g» and Xe on the
video model parameters K and Rx together with analys1s of max—min conditions show
that the values of K and RX (which a]ways ceeur as ordered ‘pairs) occupy a definite
region in the K- RX p1ane. For the abso\ute~worst cas? of no extrinsic lossr(i €
rSMO) the region. of the K, R! plane in which possible valuef of K and Rx 11e 1s ‘
: :H;hown in Figure_s.z The upper boundary 1s descr1bed by the re1at10n | '

~ ) ,n V . (8/R )]/2 S | s (5 6)

The lossy e\ement rs provides a deqradinq ‘affect on the recbifiuat‘on and B
11mits the maximum va]ue of K which can’ occur. For a qiven value of res | the ;;;¢ '_Hﬁﬁf.fﬁjh
maximum K obfainab1e is ' ‘ ;:'.->1‘  v ':f' o

| g = (27 e s
rS#o

7 '// '
‘o //// s |

Rx - ﬂ .
Figurs 6.2, Range of Parameters of Junctior. Model.
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~‘;fpossib1e va]uﬂc of K and Rx ucpend1nq upon the values of the RF drivinq 1mpedances
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o whichoceursiatt o o
} ;fi‘“i_ f{f  ~_} ‘,Jf B -~(2rg)/(l + (ZwCrS)
ALikewise, there exists a minimum Valuh of . Rx(=rs) and a maximum value o‘

(']/Y‘n\mC) )

2)1/2

' F*gure 5.3 111ustrafea the amp11cations that uhe various diode mode] parameter

‘ ':possib1]1tdes have ow rcuit modeling Three cases Are shcwn 1n Figure 5, 3(a) as |

ey

' '*hc “value cf K 1s cho;en cons tant 1n this example, whi\e ‘the- vaiue of Rx differs in®

'.ffeach of the *hren cases. Figure 3(b) shows the piﬂce-wise l1rear IV characterist1cs

- i e T ATEUR

. for yhe three va1ues of K and Rx chosen. Simi1ar curves resa]t 1f exponential diodes
. are assuwed For. worst-case circuit ana1y=1s, an iterctive procedure of selerting
"»possible K and RA velues fol]owed by eva‘ua*1on of uircu1t ef‘ects may be required,
Sucit a procedure is 111ustrated in Section 5.4,
Add1tiona1 1nfo“mat*on on rectification in PN junctions and the junction

rect1f1cat\on modeI can be found in Reference: 13.-

102 “-__]_._ ......... ,,ﬂT_m-ﬁ 5 : | ~A.{ | . : - | .,l
108 )‘ <[ i
< 102 7//0 l///'/%/////l;"'
V3
10-‘_‘ o
v
106 2 - 104 6 s 10 '
) 1o° 10 10 10 1o 10 bl

Rx - &

Figurs 5.3. lllustration of Relationship Between Possible Choices of Ractification
Pa;amaters and {deal Diode 1V Characteristics.
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£.2 Interference in Tr&nsistors

i}gf A Transistors, 1ike diodes, experience current and voltage offsets as a result

of rectification of RF signals in the transistor junctions. A bipolar transistér

S contains two PN junctions, and rectification can occur simultaneously in both. The
amount of rectification occurring in each junction depends on the junction bias

; levels and the point of entry of the RF, Additionally, transistors may experience

14

’ 1? : _ beta changes due to RF energy. Richardson' = has explained these as due to RF

induced current crowding in the transistor emitter,

{5 - An existing transistor model, the Ebers-Moll representation, was modified to

account for the RF effects in transistors. The Ebers-Moll model is a widely used
1“vl; . large-signal transistor model that includes the nonlinear effect of the transistor
':\? ' junctions. As such, it is accurate in all regions of operation: saturation,

cutoff, forward active, and reverse active regions. The standard Ebers-Moll model

R, r
. R

was modified to 1hc1ude rectification effects by substituting the junction

rectification model (Figure 5.1) for each of the transistor junctions in the Ebers-

Moll model.’ Figure 5.4 shows the modified Ebers-Mol1 model. The characteristics

of di@deﬁ Dey and Dy are given by

ipe = Ics (exp(avge/kT) - 1) (5.8) -

iDE] = IEs(EXp(quE/kT) - 1) (5.9) "‘r

-

where I.¢ and oo ave the diode reverse saturation currents, 5

q is the electron charge,

k is Boltzmann's constant, and

T is the junction temperature in degrees Kelvin.
For simplicity, the characteristics of diodes DCZ and DE2 are assumed similar to
diodes DC1 and DEI’ respectively. The transistor's forward and reverse betas, Bp 3

and BRs are related to the values of ap and ap by the following relations:

AT,
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U‘E
E

Figure 5.4. Modified Ebers-Molt Mode! for a
Transistor Under RF Influence

@

- F
Bp = 1—_-_—;; (5.10)
B~ T—_——&E. (5.11)

As in the diode rectification model, current sources 1XE and ixc are dependent on
the RF power level, frequency, and RF source impedance. For large RF signals, they

are proportional to the square root of the RF power level, as follows:

1XE = KE'/FRF (5.12)
1XC = KC'IFRF' (5.13)

where KE and KC ar: constants which depend on the frequency and source impedance of

the interfering RF signal. In general, KE and KC decrease with increasing RF

o4
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frequency. The values of RE and Rc are constants with RF power at a givan RF

source impedance and frequency. The values of RE and Rc are axpected to increase

with increasing source impedance or freduency. The ranges of parameters.RE and KE'

and Rc and Kc are given by Figure 5.2, Beta decreasés are included in the model by

. making ap and ap functions pf the RF power level., In genera]._uF and ap w111valso

“be fungfiohslcfifrequency hnleFrentrj port. Figure 5.5 f11ustrqtés thg;totai_ '
observéd range of forward alphas for sevéfal transistors fdr,frequenC1e§'froh"
220 MHz to 3 GHz. In gyeneral, the greatest decrease occurs at the lower frequeﬁcies. ‘

The modified Ebers-Moll transistor model has been used successfully to simulate

interference effects in integrated circuits. The model is compatible with existing
computer-aided analysis programs, and has been used with tie program SPICE and the
timesharing version ISPICE without difficulty. Sections 5.3 through 5 5 of this
chapter illustrate the use of the model in evaluating 1nterference 1n 1ntegrated
circuits, Additional information on the transistor model is contained in.

Reference 13.

1.00

S \\\\

- ) \\\ | - o
T I\ 1. J.1 A L 1.l | 1.1l 1 11 | L

o.n 0.1 1 10 100 1000
POWER — mw

Figure 65.56. Observed Range of Normalized Transistor Aipha With RF Into the Base
for Frequencies From 0.22 GHz to 3 GH2
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5.3 Computer-Aided Analysis of Circuit Interference

The modified Ebers-Moll transistor model described in the preceding section
can be used with electronic circuit analysis programs to provide useful information

about interference effects in bipolar 1ntegrated circuits. In this section, the

program SPICE (Simulation Program with Integrated Circuit Emphasis) is used to
simulate interference effects in a 7400 NAND gate, a widely used TTL device.
The electronic circuit dnalysis program SPICE was developed specifically for

analyzing integrated circuits under normal conditions when no interfering signals

are present, It is commonly used by circuit designers, integrated circuit _%
manufacturers, and universities. Reference 15 describes the program, its
availability and its input code. The program can be used to predict interference
effects in integrated circuits uéing the procedures described in this section. No

change in the existing SPICE program code is necessary. Standard SPICE models are

used for all components not affected by the RF., The transistors and diodes which ’g
are affected by RF are modeled with the transistor and dinde models described in -
the previous sections.

The 7400 NAND gate was selected for this example because it is a common
digital IC and because its EM susceptibility properties have been extensively
measured and reported uponlﬁ. Results of these investigations show the 7400 NAND
gate is most susceptible to RF conducted into its output terminal when the novmal
output voltage VOUT is Tow (VOUT < 0.4). The output voltage is low when both input
voltages VIN are high (VIN > 2,0V). RF signals conducted into the cutput terminal

can cause the output voltage to change from a normal low state to an RF induced

high state. A NAND gate with RF signals conducted into the output is shown in
Figure 5.6, This is the situation that was simulated using SPICE. It should be
noted that most members of the 74XX TT. family have essentially identical output

circuitry so the results obtained for the 7400 NAND gate should be applicable to

other 74XX IC's as well.
66
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Figure 56.6. Schematic Shawing RF Signals Coupled intc NAND Gate Output.

NAND GATE

L—-—___--—————J

Figure 5.7. Schematic Diagram of 7400 NAND Gate with External Connections. Node
Numbers for SPMCE Simulations are Shown.
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A schematic diagram of a 7400 NAND gate with external connections is shown in
Figure 5.7. The dual emittar transistor T1 was modeled by a single emitter
transistor, and diodes D1 and D2 were modeled by a single diode DIN., Previous
analysis had shown that when RF is injected into the 7400 NAND gate output (as
shown in Figure 5§.6) the interference effect can be accounted for by assuming all
of the RF power is incident on the 6utput transistor T4'7. Transistor T4 is
modeled using the modified Ebers-Mol1l model shown in Figure 5.4, while all other
NAND gate components are modeled using the standard component models available in

SPICE.

Parameters for the transistors and diodes in the 7400 NAND gate are listed in
Table 5.1. Tnese values were obtained from Reference 18 and were converted into
a form usable by SPICE. These parameter values are éntered as data for a SPICE
 simulation. E(Sée Table 5.2 fpr'an example of déta for a SPICE simulation of an RF

pevturbed 7400 NAND gate).

Table 5 1 Dlodo and Transustor Parameter Values for the 7400 NAND Gate

DIODE PARAMETERS

NAME PARAMETER DESCRIPTION  DIN 03

RS OHMIC RESISTANCE (Q) 60 30

IS SATURATION CURRENT (pA) 100 5

TRANSISTOR PARAMETERS

NAME PARAMETER DESGRIPTION - T2 B T4 s
BF  FORWARD BETA (§F) 316 198 172 217
& BR  REVERSE BETA (SR) | 0024 060 082  .106 g
g RB  BASE OHMIC RESISTANCE () 68 75 70 80 Y
IS SATURATION CURRENT (pA) 5 3 8 20 :
| AF38  FORWARD ALPHA (aF) 24 852 945 956
3 AR® REVERSE ALPHA (aR! 0024 057 076  .0956
5 IES® EMITTER! DIODE SAT. CURRENT (pA) 2 3 8 20
g ICS8 COLLECTOR DIODE SAT. CURRENT (pA) 200 50 100 200

3PARAMETER USED IN MODIFIED EBERS—MOLL MODEL.

TEMTE .
A0
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lel‘ 5.2. Data Cards tor a SPICE Simulntion of en RF Pmurbod 7400 NAND Gnto :

VCCO 0 DC &
VIN1 0 DC 4.26
VGEN 16 0
*NODE 0 = NODE 20
R1 9 2 438K
R2 9 4 143K
R3 9 6 0.116K
R4 5 0 1.06K
RLLS 9 9.11K
QT13 2 1 MOD1
QT24 3 5 MOD2 -
QT36 4 7 MOD3
XT48 5 0 16 RF-EBML
DIN 0 1 MOD5
D3 7 8 MOD6
*MODEL MOD1NPN 316 .0024 68
IS=6E-13 B
*MODEL MOD2 NPN 19.8 060 75
IS=3E-12 o -
*MODEL MOD3 NPN 17.2 .082 70
1S=8E-12 |
"MODEL MOD4 NPN 21.7 .106 80
1S=2E-11 »
\MODEL MODS D RS=80 IS=IE-10
‘MODEL MOD6 D  R$=30  1S=BE-12
‘DCTCVGEN .2 20 .2 | l
*BY CAUSING VGEN TO VARY THE )
*CURRENT GENERATORS ISCC AND ISCE

'WHICH DEPEND UPON THE VOLTAGE ACROSS

- *RSWEEP ALSO VARY, THIS SIMULATES
. *A CHANGE IN INCIDENT RF POWER.

‘OUTPUT VOUT 80 PLOT DC 0 6

- «TEMP 20

*MDAC RF MODIFIED EBERS-MOLL MODEL
*MODEL RF-EBML X856 20 16

1AFIE V8.12 12 13 '0.956

IARIC V'20 12 12 1n 00956
RBB. 612 80 :
RCSENSE 12 11 1

RESENSE 12 13 1

DC111 8 MOD?

DE113 20 MOD8 .

~+MODEL MOD? D 1S=200P
+MODEL MOD8 D 15=20P ,
*RF INDUCED TERMS (ELEMENTS)
HRSWEEP 16 20 1

RGC 8 10 190

RGE 14 20 180 :
ISCC V10 8 16 20 3.79M
ISCE V14 20 16 20 0.667M
DC211 10 MOD7?
DE213 4 MODS

*FINIS

+END

Transistor T4, into which all the RF power is assumed inaected. 1s modeled in

SPICE using the modified Fbers-Moll mode] shown in Figure 5.8. It is incorporated;

in the SPICE input data as an external model; IFor a detailed description on using

external models in the program SPICE, see Reference 15). To implement the current-

dependent current sources IAFIE and IARIC in the modified Ebers-Moll model, 10

current sensing resistors are placed in the emitter and collector as shown in

Figure 5.8, The current sources IAFIE (agIc) and IARIC (aglp) are made to depend

upon the voltage drops V]2 - V]3 and V]2 - Vn across resistors RESENSE and RCSENSE

respectively. The result is that IAFIF = I\F(V]2 - V]3) and IARIC = AR(V”_. - V‘H)

where the values for AF and AR (uF and aP) are given in Table 5.1. Diodes

DE1 and DE2 both have saturation curvent IES and diodes DC1 and DC2 both have

# B Y LY SR O S

saturation current ICS given in Table 5.1.
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F!gure 5.8. Modified Ebers~Moll Modet in an External Model Configuration.
- Node Numbers for SPICE Simulations are Shown.

Also shown 1n“Figure 5.8 is a dc vo]tage source with value VGEN,

The dc

voltage scirce controls the voltage V]G - v20 which controls the RF induced dc

current generators ISCE and ISCC.

the values for ISCE and ISCC are made to vary also.

swept in the computer simulations.
determined from the relationship

PINg

= VGEN2/400q,

By causing VGEN to vary over an appropriate range,

This is how the RF power is

The apprqpriate range of values for VGEN is

(5.14)

_where PINC is the RF power incident on the 7400 NAND gate, The value for PINC is

assumed equal to the maximum available power from a Thevenin equivalent RF source

of amplitude VGEN and impedance 50gq.
(400 pInc)2-5

VGEN =

Equation (5.14) may be rewritten as

(5.15)

The two RF induced dc current generators ISCE and ISCC depend on VGEN:
ISCE = (KE/RGE)VGEN
ISCC = (KC/RGC)VGEN

70
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| The values of KE, KC, RGE and RGC were determined experimentally at 220 MHz for a

: % 2N2369A transistor, which is believed similar to the output transistor T4 in the
7400 NAND gate. The values determined were KE = 0.12, KC = 0.72, RGE = 180q,

L RGC = 190R, KE/RGE = 0,067 ms and KC/RGC = 3.79 my. The ratios (KE/RGE) and (KC/RGC)

are effectively transconductances which relate the RF induced dependent current

generators ISCE and ISCC to the control voltage VGEN., VGEN is related to the RF

b incident power by Equation (5.15). Varying YGEN over the range 0.2 to 20V
corresponds to varying PINC over the range 0.1 to 1000 md, (A different procedure

i to relate ISCE and ISCC to PINC is described in the next section).

Three types of TTL NAND gates were investigated to determine their relative

susceptibi]ities to RF interference. These are the normal 7400 series, the high
speed 74HG0 series, and the‘10w power 74L00 series. The three NAND gate series use
different values of internal resistances R1-R4 shown in Figure 5.7. The resistance
values are given in Table 5.3. The three NAND gate types have the same output stage,
but resistance R1 in the input stage varies. The variation in the values for Rl
affects the value of the resistor RLL required to simulate different fanout values.
The values of RLL required to give a low fanout (F = 1) and a high fancut (F = 10

or 15) are also given in Table 5.3.~

Tahle 5. 3. Resistor Values for 7400 NAND Gate Type Variations

RESISTOR 7400 FAN- 74H00 FAN— 74100 FAN- :

(k) outr out ouT
R1 438 2.80 40
R2 143 0.70 20
R3 0.116 0.116 0.116
R4 1.06 1.08 12 §
RLL 438 1 280 i 40 1
RLL 030 15 028 10 4 10

n
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’*7?F1Qure 5 9 showr the predicted values of the NAND gate output vo]tage vouTt
B w:‘dlnttad versus the 1ncinent RF power PINC The plots show the relative
‘Tévu%fégus,eptibilitie§_of the three NAND gate types w1th Tow and high fanouts. When no
"';1F power 15 “appited, the output voltage is low (approximately 0.1V)., As the RF
*}*powen 1pcreases. the VOUT values increase until they cross the two susceptibility

" threshold levels. The threshold at VOUT = 0.8V corresponds to the upper allowed

4!8
4.0 RF PERTURBED 7400 NAND GATES
SIMULATION |
® 3.2 RF INJECTED INTO OUTPUT
2 INPUTS HIGH
> ,
| 2.4 O 74 F=1
5 D 74 F=15
' 0 744 F=1
> 16 X 74H F=10
O 4L Fe1
vV 74L F=10
c.8
0 é -1 g l ] . |
10-1 103

PINC — mW

Figure 5.9. Output Voitage vs. incident RF Powsr From SPICE Simulations of
Three 7400 NAWD Gate Types with Differant Fanouts. Susceptibility
Threrholds at Vot Equals 0.8 and 2.0 Volts are Shown.,

voltage tiat a subseouet stage is guaranteed to recognize as a low state input.

The value VOUT = 2.0V cor csponds to a VOUT certain to be recognized as a high

state (instead of a low svtate) by a subsequent TTL input. The values of RF power

R R S T . e B G g e
F IO A o LT TN T AN TE TN e Bl o

which cause these two threshold lovels to be expected are given in Table 5.4.
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Table 6.4. Values of RF Powor Which Cause EM Smcoptibillty
Cntona b Be !:xwoded for 'l'hm 7400 NAND Gate Typos

TYPEOF GATE %vour =08V T vouT =20

sﬂce* EXeb SPICES.  Exeb .

P (mW) © Pa(mW)  P(mW) " PalmW)
74L00 (F=10) 28 7% [ 22
74L00 (F=1) 35 : s @B T
oo (- 58 . e im o a ol
74H00 (F=10) 1350 U i o a0

74HOO0 (F=1) 17 o 45

8VALUES OF INCIDENT RF POWFR

bVALUES OF ABSORBED RF POWER. — SEE REI' 17.
VALUES OF INCIDENT RF POWER WOULD BE HIGHER

The SPICE simulation results presented in Tab1e 5 4 1ndiuata that the low
power 7400 series NAND gate are the most susceptible to RF-interference, while the

high Speed 74H0C series are the least susceptible. For each NAND‘géte tyra the
fanout value has a small effect (less than 2 dB difference between minimum and
maximum fanout) upon the RF power required to cause the threshold levels to be
exceeded. Also given in Table 5.4 are experimental values for the absorbed RF power
required to cause the 7400 series NAND gate output voltage to exceed the two
susceptibility threshold 1eve1s]7. These experimental values are in good agreement
with the values predicted by the SPICE simulations. This agreement indicates that
an electronic circuit analysis program such as SPICE can be used to predict RFI
effects in digital bipnlar integrated circuits quite well. Additional information
on simu1ét1ng NAND gate interference using SPICE can be found in References 17 and
19, and in the next section.

5.4 Worst Case Analysis of 01rc61t Interference

In the previous section the impedance of the RF generator connected to the

7400 NAND gate was assumed to be 50n. The main reason for making this assumption

3
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1 was to permit:ancompf“fson“7f;the SPICE"stmu1ation? ‘su]ts*with experimental

mpedance LRF This section describes“a worst case” ana1ysfs;procedure which ‘can be )

l

| used when the RF source 1mpedance Zpp 1s not known a priori. '*u fW

As 1n the previous section. the 7400 NAND gate 1s used as an' example'with RF

conducted into the output terminal as shown in Figure 5.6. Both 1nputs are assumed

to have a high state voltage, and the output voltage 1s a low state in the absence yﬁfUéﬁ
of RF, As before, the RF is assumed to affect transistor T4 only. The method used
to assign values to the RF interference parameters in the mod1f1ed Ebers Mo]]
transistor model differs from that used in the previous section, The new method
assigns values to ISCE, ISCC, RGE and RGC based on expected ranges of'thgsg‘
parameters found for ideal diodes in Section 5.1. -

When RF power is injected into the collector of a trans{stor biased as T4 in

the 7400 NAND gate, the worst case simulations are obtained when all of the R?ﬁ
power is assumed to affect the collector-base junction, and none is assumed io

17

reach the emitter-base junction Thus, no rectification occurs in the emitter-

base junction. Rectification in this junction is removed from the modified Ebers-
Moll model by setting ISCE = 0 and RGE = ». The collector-base junction rectification '?J€“§
parameters are assigned with the aid of Figure 5.2. The value of RGC {corresponding )

to Rx in Figure 5.2) was swept over the range of 5 to 5000'0hms. (fhe range § to

5000 ohms was chosen somewhat arbitrarily to give a worst case response. In certain

situations a wider range may be necessary.) The value of Kc was chosen as the
74 | , &‘:JEV
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upper line of Figure 5.2, which_gives

ke = (o/Ri0) "2 R R T
where L ' ) f;ﬁC'f Ké(PlNC)]/zt;A o .frg; ' A q(53¥§5.:',
If we choose R , | o : ‘ ‘V ';“ SRR | o

| P(I.NC" veen?/s Rec, f&:‘(_s'.go_)y

then from Equations (S.IBXQand:(S.IQ)Q A
" ISCC = VGEN/RGC.

‘ oo

The program SPICE whs used to perforﬁ a worst case analysis of the}7400 NAND"»
gate. The value of external resistor RLL was set to 3002, corresponding to a fanout
of 15. (Results of the previous section indicate that high fanouts lead to EM
susceptibility at slightly lower RF power levels than low fanouts), The first step
in the simulation procedure is to assign a value for the resistance RGC in the
collector-base junction of T4, The range of 5 to 5000 ohms was simulated in the
SPICE runs. The next step is to sweep the dc control voltage VGEN in the SPICE
program over an appropriate range of voltages corresponding to the desired range of
incident RF powers, as given by Equation (5.20). At each value of VGEN, the value
.ISCC is given by Equation (5.21). As a final step, the values of the output
voltage VOUT caﬁ'be plotted versus PINC. Then the process is repeated using a new
value of RGC until adequate coverage of the entire range of RGC has been obtained.

Figure 5,10 plots VOUT versus PINC from SPICE simulation results using RGC in
the range of 5 to 5000 ohms. Observe that the value of RGC is quite influential in
determining the shape of the VOUT versus PINC curve, and in determining the RF power
tevels at which various EM threshold levels are crossed. From Figure 5.10, the
values of incident power required to cause VOUT to cross EM susceptibility threshold

levels of 0.4, 0.8, and 2.0 volts were determined for each simulation. These values

78
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~ RFPERTURBED 7400 NAND GATES

. SPICE SIMULATIONS

o® " RF INJECTED INTO OUTPUT
Vo X - INPUTS —~ HIGH -
X FANOUT -6
xg @k > :
AR .
. ¥ o .
ar V0 x
Q - X -] Y
> 20k fv T x 0 f CASE  RGC (Q)
. O x. O o} 5
} § ¥ -
§ - o Yo x nq f { A 10
> 15} S x% a f o 20
3o, o L X 50
1.0} o x nn N o 100
9 x o.a° o°° Z :gg
i ¥ 8 a%0° z 1k
5 v g X ° Yy 2k
§ Y oax X bk
0 1 -l e 1 A 1 a2 " 1 )
. 1

10 100 1000
PINC — mW '

Figufo 6.10. SPICE Simulation Values of Output Voltage versus
Incident RF Power Level for a 7400 NAND Gate

are plotted in Figure 5.11 versus the value of RGC for that case. Three curves
result: one for each threshold level. It is observed from Figure 5,11 that for
each susceptibility threshold level that the PINC versus RGC plot has a minimum PINC
value. The minimum values of PINC provide a usable estimate of the minimum incident
RF power expected to cause the various EM susceptibility threshold levels to be
exceeded. .(The location of these minima is the primary purpose of the worst case
modeling. The range of RGC used should include the values that produce minima in the
PINC vs RGC curves or, alternatively, an iterative procedure can be used to locate:

these minima). Notice that the minima for the three threshold level do not occur at
76
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100~ RF PERTURBED 7400 NAND GATE
R SPICE SIMULATIONS
RF INJECTED INTO OUTPUT
- INPUTS — HIGH
10l FANOUT — 15
z OVOUT = 4V '
| - A VOUT = .8V
Q 0 VOUT = 2,0V
g |
1 -
0.1 1 PN | ) 1 1 1 D N [
1 2 5 10 100 1K 10K

RGC— OHMS

Figure 5.11.  Values of Incident RF Power Required to Cause Qutput Voltage of
7400 NAND Gate to Exceed Susceptibility Threshold Lovels varsus
the RF Thevenin Source Impadance

the same value of RGC. The resulting minimum susceptibilities predicted for
thresholds of 0.4, 0.8, and 2.0 volts are plotted in Figure 4.2 versus frequency
(a constant of proportionality was used to convert the predicted incident power
values to absorbed power for Figure 4,2). Since the impedance of the Thevenin RF
source in Figure 5.6 was assumed completely arbitrary, in the worst case, no
frequency dependence enters the predicted susceptibility data.

The predicted worst case curves in Figure 4.2 1ie below the measured worst
case curves. This is reasonable, since the SPICE simulations analyzed a wider
range of RF conditions than could reasonably be studied in the laboratory.
Additionally, several conservative assumptions were made in the analysis: all of the
interference effect is in the collector-base junction of T4, no Toss exists in the
collector-base junction, etc. The RF impedances used in the simulations included

those typically encountered in actual interference environments, It is unlikely

7
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that RF powers below the predicted susceptibility levels will cause interference

in any real-world application.
The worst case analysis procedure described in this section is quite general

and can be applied to other electronic circuits or IC's. Comparison of the predicted

worst case results for the 7400 NAND gate with the worst case results measured in

the laboratory gives confidence that such a simulation procedure is valid.

5.5 Interference Analysis UsingﬁMacromodeiQ
Models of interference in the 741 op amp have been studied for the case of

RF conducted into the input terminals, Macromodeling techniques were used to
model the op amp and the modified Ebers-Moll transistor model was used to account
for the interference effect, which was assumed to occur only in a single input

transistor. This section describes the analysis of interference in a 741 op amp.

The op amp macromodel used was previously pubiished by Boyle, et. alzo. and is

~{1lustrated in Figure 5.12. Much of the internal structure of the op amp has been
I?(Vcc) o a ' ‘

c
Vb mm 2 Ve
i
D
1
R2 Ro2
° b Rc A i Vg
cV6

TN, T am—— T e ——— N ———

INPUT STAGE INTERSTAGE OUTPUT STAGE
Figure 5.12. 741 Op Amp Macromodei
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replaced with functional equivalents. This reduces the amount of computer time
required to obtain a solution, because the macromodel has fewer elements than the
operational ampliﬁer.. and because muéh of the circuit consists of linear elements,
instead of nonlinear elements such as transistors and diodes, Terminally, however,
the op amp macromodel behaves 1ike an actual op amp., Table 5.5 lists the macromodel

parameters,
- Table 6. 5. Macromodel Paramaters for LM 741

T 300°K
ISD3 8x 10167
R2 100 kQ
C2 30 pF
Cg 241 pF
81 150 (NO RF)
B2 150 (NO RF)
IEE 20.26 uA
Re .e8712MQ
Rgr 5308 Q

) Rg1 2712 Q
Cy 5.460 pF
Gy 188.6 umho
Gem ' 6.28 nmho
Ro1 32.13 Q
Ro2 42.87 Q
Gy 247.49 mho
IsD1 8x 10—16A
Re 0.02129 x 10-3 Q
Ge 49964 mho
Ve 1.803 V
VE 2303V

A significant feature of the macromodel created by Boyle is that it retains
the differential pair configuration at the input terminals, as is found in an

actual 741. The two transistors at the i~put of the macromodel perfor.a the same

n
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functions as their counterparts in the actual device. The macromodel uses an

Ebers-Moll transistor model for each input transistor.

With RF ertering the input of thé op amp, it was postulated that the interference
effect could be accounted for by replacing the transistqr nmdgl at that input with
a moditied Ebers-Moll transistor model (Figure 5{4). whiFh includes RF effects.
Figure 5.8 shows the modified Ebers-Moll trans1stor model used in the simulations.
The input transistors were assumed similar to °N930A transistors in characteristics. i i
RF parameters were inferred from measured 2N930A° data. Table 5.6 1ists the modified | :
Ebers-Moll parameters at 220 Miz. The effect of decreasing beta for increasing RF
power was included in the modified model. 0n1y the transistor at the RF input was
" modeled with a modified Ebers-Mol1 model; the other 1nput transistor used a standard
Ebers-Moll model having the same parameters (except~RF‘pafameters) as the modified

model.
Table 56. Modified Ebers-Moll|Parameters for Op Amp input Transistors

af = 0.993377 (NO RF)
ap = 0.6666 .

q
IDE] = 5.067 x 1014 (ekT VDE1_ 1) amps.

. q
Ipg2 = 3.4 x 10— 14 (okT VDE2 _ q) amps
RGC = 1K 5
RGE = 1000

0.01FRF AMPS
0.17<PRF AMPS

&
(27
#

:

WHERE PR IS RF POWER IN WATTS.

The op amp was simulated in a feedback amplifier circuit with a gain of -10,

Figure 5.13 illustrates the circuit. This corresponds to the circuit used when op
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Figure 5.13. Closed Loop Amplifier Circuit Used in Op Amp §imulatiom ‘ o

amp susceptibilities were tested in the lab. The input vdlt&ge 1; 0.5 volts, so the

expeéted output voltage with no RF is -5.0 volts.

The circuit was simulated on ISPICE, a timeshérihg version of the prograh SPICE

~ which is available through National CSS, Inc. Figure 5.14 is a listing of the input

statements for an RF simulation. The input coﬁnunq sthucturé is similar to that
used in SPICE, but ssvera] additional features are -available. One example is that
circuit element values may be made functions of an 1ndep§ndent variable, In the
listing of Figure 5.14, RFPWR is an 1ndependent:variabie specifving the RF power
level. The values of current sources ISG(C and EﬁCE are then made functions of the
RF power level with the commands
ISCC 4 1 XC( RFPWR)
ISCE 7 3 XE (RFPWR)
where XC(RFPWR) and XE(RFPWR) are functions of the RF power level specified by the
following statements:
XC(RFPWR) = ©.01 » (RFPWR) ** .5
XE(RFPWR) = 0,17 * (RFPWR) ** .5,
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'aAhoﬁﬁer feature available in ISPICE {s that element values may be specified 1n

tabular fbrm,versus an 1ndébendentivar{qb1e. In Figufe 5.14, the~forﬁard alpha s
tabulatedibersus,Rf‘bdwer in the statement | .
@FIE 1 2 2 6 TABLE(RFPMR O, .9933, .126M, etc.)
When executing, the values of the 1ndependent variables must be specified. and
if desired. they may. be stepped over 3. range of values. The latter pro;gdure was
used to obtain values of output voltage vs. the RF. power level. Additibnil' o

information on ISPICE features and command structure can be found in the ISPICE
R Anp-741 CNT - - FROMI FoDISK

R.'15 0 500
RFD 15 1 10K
_RIN®. Q 2 910
RN-‘16-1 1K
RS1°2 8 5305
‘RCR 7'6 5305
RE1 3.9 2712 .
“REL & 9 2717
RE.. 90 9.877HEG
RD 10 0.100K -
ROL 11 A% 32,13
RO2 11’ 0 42,87
RC 12 0 0.0R12%N
€1 S 4 5.44F
CY 10 1Y 30F .
CE § 0 2.41F
P1 1112 DILIN QFF -
D2 12 11 BILIM OFF - -
D3 15 13 DULIW QFF
n4 14 15 DVLIN OFF
_*OFF’ INDICATES THAT THE ASSOCIATED LIOIE IS OFF FOR
. INITIAL ANALYS1S
X1 S 1 3 ER-MOLY
XQ2 6 2 4 RF-ERMOL(RFIWK)
¥ 'RFPUR’ I8 THE VARIABLE REPRESENTING THE RF POWER
% ‘RFPUR’ WILL RE SWEFRT OVER A USER NETERMINED Ranut
X ‘X’ AS THE FIRSY LEVIER OF AN ELEMENT NAME INDICATES
® A CALL TO A SUBCKT
VINL 36 O VINI
VC 7 13 IC 1.803
VE 14 8 DC 2,303
Vet ? 0 PG 12
VEFE 8 60 DC ~12
IEE 9 8 DC 20.26U
‘BCHVE 0 10 9 0 6.28N
GAVA i0 O S5 4 188.4U
GRVR 11 0 10 O 247,49
BCVIS 0 12 15 O 46.964K
% ELEMENTS BEGINNING W1IH ‘G’ ARE VOLTAGE CUNTROLLEN CURRENT SOURCES
MODEL DILIM D(IS:BE-18)
MODEL DVLIMN DC(IS=@E-16)

ISPICE: >
Figore 5.14.  List of input Statements for ISPICE Simulation of
741 Mecromodel Including RF Effects
¥ ]

; . .
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FILUY RF-EMMOL BURCKY FRON? P
RF -FRMOL (RFPUR)
% 'RFPWR’ 18 THE VARIABLE REPREEENT!NQ THE RF FOMER
3 'RFFHR' WILL BE SWEPT
NORES(E 2 3)
® (12 3 ) HUST CORRESFOND TO THE NODES ON THE SURCKT CALL IN CKT
L RCSFNQE 21
- RESBENSE ¢ " 1
L ROC 4 1 1K
AR RGY 7 3 100
! . BAFIE 1 2 2 & TABLECRFPHRIO s 9930 o 1250 (99240  35Hs PVOA 1, .SHO."?QoI
A, 4N 91300190, . 19QY)
% ELEMENTS IN THE L1ST TARLE ARE OF . \E FORM!
& (RFPUR)ALFPRAIRFFUR 1 ALFPHAYRFPUR ¢ ALPHA 4 ¢ 1 0 )
GARIC 3 2 2 5 0.446
& EVEMENTS PEGINNING WITH °G° ARE VOLT. CUNTROLLEh CURPENT SDURCES .
180C 4 1 XC(RFPUR) :
18CE ? 3 XE(RFPWR)
& 'XCC)* AND ‘XE()’ ARE CALLS TO FUNCTION FILES
% THE FUNCTION FILES DETERMINE THE AMOUNT OF
& RF FONER INTO Tok COLLECTOR AND TNE ANDUNY INTO THL EF!TTSR
. nCy 5 1 DC OFF
neR S 4 DC OFF
DEL 4 3 DhE
DEQ 4 7 DE QFF
% 'OFF‘' INDICATES THAT THE ASSOCIATED DIODE 1S OFF FOR .
* INITIAL ANGLYSIS
MOLEL DC DCISaS.047E-14)
NOREL DE D IS=3,.AE-14)
ISFICEL >

FILE? ER-MOLY SUBRCKT  FROM! P DISK

ER-HOLY
3 STANDARD ERERS MOLL MODEL

NODES(1 2 3) ,

® (1 2 J) MUST MATCH THE NODRES ON THE SUBCKT CALL GARDG IN OKT
RRR 2 & 1
- RCSENSE 4 &
S RESENSE & 5
N N GaF1E

S

16 9933
GARIC 3 &
113 (¥
3

S

4 0.4647
* ‘G’ INDICATES A VOLTAGE CONTROLLED CURRENT SOURCE
DE1 S E
ot 4 1 hC OFF
HODEL DE DUISs3.4AE-14)
HULEL DT D(1S=S,067E~14)
ISPICE: >

Figure 5.14. (continued) List of Input Statements for ISPICE Simulation of
"741 Macromodel Including RF Etfects

1
1
é
é
i)
I

Figure 5,15 shows the output voltage of the circuit vs. RF power level when

RF enters the inverting input, and compares it to data measured in the laboratoryzz.

The output voltage decreases as the input power increases until the amplifier

reaches saturation. The simulation data is conservative compared to the measured

i St AL S, e e :

data by approximately 4 dB, This is reasonable, however, because it was assumed

that the incident power affects only the input transistor. In reality, it is unlikely '
that all of "e incident RF power actually reaches the input transistor. Some is
probably absorbed in other parts of the chip, or bypasses the input transistor | a
through shunt capacitance. Figure 5.16 plots the output voltage vs RF power when — jq
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-4.80 1
-5.60 % PREDICTED BY MACROMODEL

. 0 MEASURED

VOUT — VOLTS

~11.20 T N T A T N I I
16“"2 . 10— 100 10!
' PlNC — mW

Fogure 5 16 Output Voltage of Amphflor Circuit vs, Incadent RF Power.
: RF Conducted into inverting Input of 741 at 220 MHz.

RF enters 'the, noninverting input and compares it to the measured case. Again, the

-calculat‘ions are conservative by about 4 d8,

The voltage at which the macromodel saturates are diffe_rent than the saturation
voltages actually observed. The macromodel saturates at -10.5 volts and at a
voltage greater than +10.5 volts (since, in Figure 5.16, the amplifier has not yet
reached saturation at 10.5 volts), where the supply voltages used were +12 volts.

The actual op amp saturates at -9.2 and +10.1 volts. These differences indicate

that the values of Vg and Vc. which control the saturation voltage in the macromodel,

Il
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Figure 5.16. Output Voitage of Amplifier Circuit vs. Incident RF Power.
RF Conducted into Noninverting Input of 741 at 220 MHz.

should be adjusted if better agreement is desired. The saturation vol tages are
independent of the interference effects.

In Section 4.5 the simplified op amp interference model shown in Figure 4.9
was presented, where the interference effect is represented by an input offset
voltage generator, VII’ in series with the input terminals. The relationship
between VII and the RF power level would be known, or could be determined
mathematically or th:ough measurements. A similar effect is observed in the

computer simulations.
13
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In Figure 4,11 &n inverting amp11f1er:c1rcb1t was shown which is the same as

that simulated using ISPICE and which includes the offset geherator VII‘at the op'

'famp tnvarting input terminal. .In Equation ﬁ4.2)lthe output voltage was found to be

In the circuit shown in Figure 5.13, Rry = 1K@, Rp = 10Ka, and Vp, = 0.5V, so
Vgur = =5 = 11V volts. (5.23)

Good correlation has been found between the ISPICE calculated output vecitage, and
the output voltage predicted by Cquation (5.25) where the input offset voltage was

the product of ISCE and RGE (Figure 5.7). Thus,
ISCE * RGE

V11
= 17/5;; volts (5.24)

where PRF is the RF pcwer level in watts. A plot of the output voltage using (5.23)
and (5.24) is compared in Figure 5.17 with the output voltage from the ISPICE

simulations, for the case when RF entered the inverting input. The correlation is
found to be excellent. Therefore, the input offset voltage is szen to be the open 'T

circuit voltage of the Norton equivalent in the base-emitter junction of the input : %

transistor, which arises from rectification of the RF signal in this junction.

This result can be seen in arother way. In the op amp, the input transistors

are in a differential pair circuit., Figure 5.18 shows a basic differential pair

circuit where the transistors have been replaced by transistor models. RF 1is

R T, S s

assumed to enter the lefimost transistor, so it is modeled with a modified Ebers-Moll
model, while the other transistor is unaffected by the RF, so is modeled with
a standard Ebers-Mol1 model, In the op amp, both of the input transistors are

biased in an “on" state by the current source I which drives the differential pair.

86
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>
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g Figure 5.17. Amplitier Qutput Voitage vs. Incident RF Power. '
’ RF Conducted into lnverting !nput at 220 MHz. i
| As such, many of the elements in the transistor models ere inactive, Figure 5.19(a)

shows the differential pair after removal of the inactive elemerts. The collector

i' Junctions have been removed, since they are reverse piased and do not conduct, and

= it D el s ettt

the current controlled current source “RIRl and “RI R2 have also been removed. In

o i

the leftumost transistor, the RF level is assumed large enouygh so that most of the
current I, flows through diode DXEP s0 diode Dgy was also removed. 1In addition, 7
- the Nurton equivalent 1XE and RXE has been replaced with the Thevenin equivalent VXE
and Ryp» where | '
Vxe " Tre P (5.25) .

Y . j
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Figure 6.18.Basic Ditfarential Pair Circuit With Transistors Replaced with
Ebeis-Moll Models. RF Enters Leftmost Transistor.
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P Figure 5.19. Simplification of Basic Differential Pair Circuit.
RF Enters Leftmost Transistor .

i It is apparent that, because the current source “FIFl in the left-hand branch of
L the differential pair can have any voltage across it, tﬁe voltage source VX can be
moved into the base lead of the left transistor, as shown in Figure 5.19(b). The
offset voltage corresponding to viy in Figure 4.9 is then

The value of IF] RXE is insignificant compared to VXE (remember the kF power level
was assumed large enough that most of IF1 flows through DXE]’ which implies that VXE
would be significantly larger than I RXE). Therefore, the voltage drop across Ryp

can be neglected, The simplified model shown 1in Figures 4,9 and 4.11 then follows

where

The macromodeling procedure described in this section has led to a greater
{nsight of the interference effects in op amps, and to verification of a simplified
model presented in Section 4.5.
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" 'CHAPTER 6
INTERFERENCE REDUCTION TECHNIQUES

While earlier chapters of this handbook addressed the problem of determining
whether interference was possible in a given system, this chapter discusses methods
of reducing the interference effects. Several methods are discussed. Some of the
methods are rather unique to integrated circutts; for example, Section 1 discusses
the feasibility of screening integrated circuits to find those devices which are
least susceptible to RF energy. Section 2 discusses the use of lossy materials in
protecting integrated circuits from RF energy. Section 3 offers suggestions for
designing less susceptible circuits. Some of the more common interference reduction
techniques (i.e., shielding, gasketing, etc.) are not discussed because numerous
references already exist on these subjects.

6.1 Component Screening

The prevention of interference in electronic systems should begin at the
earliest stages of design. One step that can be taken early in a program is the
selection of less susceptible integrated circuits. This includes selection of
device type and manufacturer. During production, further screening can be done to
choose those devices from a given lot that exhibit the least interference response.
The use of screening, however, should be reserved for the situation where
interference problems cannot be resolved with the use of conventional (and less
costly) methods.

In choosing an integrated circuit type to perform a specific function, several
characteristics should be sought in order to minimize the possibility of interference.
Digital IC's with large noise margins are desirable because larger offsets are
required before spurious responses occur. Circuits that use high signal levels and

high operating currents will experience less upset to unwanted rectified signals.

91

MCDONMNNELL DOUGLAS ASTRONAUTIOS




REPORT MDX E1929

1C SUSCEPTIBILITY HANDBOOGK 1 AUGUST 1978

Fcr example, both measurements and modeling show that low power TTL logic circuits
(54L/74L family) are slightly more susceptible than the higher speed, high
dissipation circuits (54H/74H family). The difference is small (a few dB), but
similar situations occur for many different classes of IC's. Interactions with the
surrounding circuit should alsv be considered. In a Voltage—dependent circuit, low
impedance IC's and associated circuitry minimize the voltage offsets produced by
the rectification process. Similarly, in current-dependent circuits, high impedance |
IC's and circuitry minimize the current offsets which are produced. Again, this .
suggests that higher dissipation IC's will be less susceptible than lower dissipation
IC's. This is not true in general when comparing two different technologies. In
Chapter 4, the susceptibilities of TTL and CMOS digital circuits are reported. The
CMOS devices appear less susceptible, even though their dissipation is much less.
This cccurs because of the wider noise margin of the CMOS family, and is not related
to differences in dissipation.

During the course of this study, differences in the susceptibility of devices
produced by different manufacturers have been noted. No information is presented
in this handbook, however, because this information appears to be reliable only
over a short period of time, and may be misleading or incorrect at a later date.
Specifically, devices with the same date code appear moderately uniform in

susceptibility, but devices with different date codes may be highly different in
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susceptibilities. This occurs because manufacturers' IC layout designs and

R

processes change whenever increases in performance or economy can be achieved. The

resulting devices have the same type number and meet the same specifications as the

e b 1N b T

original devices, but their interference properties may be drastically altered.
Where small, limited production projects are planned, and where the designer can be
certain of obtaining devices of the same layout and processing (preferably of the

same date code), then meaningful device screening by manufacturer could be performed o
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to reduce the equipment susceptibility. However, it is not recommended that this

be attempted for large production projects, or ones in which production (and device

procurement) is expected to occur ovar an extended period of time.

During production, a final screening can be done to select those individual
devices from a given lot that have the most desirable interference characteristics.
Normal processing variations cause devicé susceptibilities to vary (often over a A
range greater than 10 dB) among devices with the same manufacturer and date code.
Each device of the lot can be‘tested, with those individual devices that are the
least susceptible being used in the sensitive locations of the electronic equipment.
The devices rejected by this screening could be used in locations where interference
is not expected to be a problem.

Manufacturer and individual device screening could be accomplished using test
techniques similar to those described in Appendix A. Alternatively, simplified test
fixtures and measurement systems could be devised to perform limited tests of
specific devices at a lower cost and complexity than required for more general,
research-type testing. For example, a simple "pass-fail" test might be devised for
production screening tests.

Presumably, device screening would be considered only for devices located in
extremely sensitive locations in electronic equipment, or where difficulty is
anticipated in meeting a given EM environment specification using more conventional
methods. The use of shielded enclosures, shielded and twisted pair cables, filters,
and EMI gaskets are some of the conventional interference reduction methods that
should be exploited before relatively high cost device screening tests are considered.

6.2 Use of Lossy Materials

Lossy materials consist of small iron or ferrite particles embedded in a
suitable matrix material such as epoxy or silicone rubber., Such materials are

available commercially in a variety of forms including solid stock and castable
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1iquids. The materials are generally nonconducting, and do not add any low
frequency loading to a circuit. They are useful in interference reduction schemes
because they can provide considerable insertion loss at microwave frequencies,

In use, the conductor carrying the signal to be attenuated is encased in the
material (as closely as possible since the absorption effectiveness falls off with
distance from the conductor). The attenuation of the signal depunds on the length
of the absorbing section and the frequenéy of the signal. In general, the
attenuation increases with increasing length and frequency. Possible uses for
lossy materials lie in the fabrication of IC sockets and packagus, printed circuit
boards, and as a potting material for electronic assemblies.

During this siudy. the feasibility of using lossy materials was investigated
with the fabricatibn of a lossy IC socket. The socket was made using lossy material
in the form of a castable resin. A mold was made from a commercial plastic 16 pin
DIP socket, and a reproduction of the socket was cast using the lossy material,
The lossy socket was then fitted with the metal contacts taken from the plastic
socket. Figﬁre 6.1 is a photograph of the finished ferrite socket. The socket
was evaluated at four frequencies using the relative susceptibilities of three
different types of ICs. Figure 6.2 shows the protection provided by the socket at
three frequencies. At 220 MHz there was no improvement. At the highest test
frequency (5.6 GHz), the protection was the highest observed. In some cases at
5.6 GHz, the protection was so high that the change in dc parameters under RF was
negligible with the socket and could not be measured,

Experience with the lossy sccket shows that an interference reduction can be
obtained with the use of lossy materials. However, the amount of the reduction
obtained is limited by the volume of lossy material used and is frequuncy dependent.
Little or no protection occurs at the lower frequencies (220 MHz), where devices

are typically the most susceptible. Lossy materials may be useful in conjunction
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Figurs 6.1, 16--Pin Lossy Ferrite Socket
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Figure 6.2. Protection from Lossy Ferrite Socket Measured for 4007, 7400, and 747 ICs
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with other susceptibility reduction techniques (shielding, etc.) as part of a total

system hardening plan,
6.3 Less Susceptible Circuit Designs

Several courses of action are available io the circuit designer to minimize
interference effects in electronic equipment. These include using digital instead
of analog circuitry, using high signal 'evels, avoiding the use of high speed
semiconductors, and the use of common vode cancellation,

Often, stignificant interference reduction can be obtained by using digital

instead of analog cirvcuitry at those locations where RF is expected to be present.

T e g

Digital circuitry has 3 higher interference immunity than analog circuitry. Small
voltage or current offsets which may significantly alter an analog signal will not
affect a digital signal until the offsets become large enough (o induce state
changes, Signals that ortginate in analog form, as from a sensor, must be carefully
protected until Lhey can pe converted to digital form by an analog-to-digital
converter,

The use of high signal levels will also minimize the probability of

interference. In digital circuits, greater interfevence immunity will be obtained ;

because larger voltage or current offsets will be required to cause state changes,
In analog circuits, the parcentage change in signal level ror a given RF induced k

offset will be less if a circuit uses high signal levels,

If possible, use low speed semiconductor devices. Many semiconductors in use i
today are very fast, and are able to rectify signals at gigahertz frequencies,
Where a circuit is designed for low frequency operation, the use of semiconductors ;
capable of operating at high frequencies will increase the circuit's interference
susceptibility. Unfortunately, many of the semiconductor devices which are built on
modern integrated circuit chips are also very fast which makes them susceptible to

high frequency energy. In most cases, the circuit designer does nct have the option
9
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of specifying integrated cincuits containing significantly slower semiconductors,
The common mode cancellation properties of differential amplifiers may be

used up through the VHF reqion to reduce the interference response of a circuit,

1f equal amounts RF power unter both inputs of a differential amplifier

F simultaneously then, in theory, equal rectification and equal offsets will occur

| at each input terminal, which will be cancelled out by the differential amplifier,

3 An RF coupling device such as a shunt capacitor or a bitilar transformer can be

used to ensure that equal RF levels exist at the two input temminals, Tests of

op amps with a cavacitor shunting the inputs have shown that roughly 3 to 10 db
‘of susceptibility reduction is obtained at 3 GH2.

Good circuit construction practices help minimize a circuit’s susceptibility
to RF enerqy. Minimizing the length of interconnect wiring and the use of shielded
and twisted pair wire will reduce the amount of RF enerqy picked up. The use of
filters, chokes, and ferrite beads can erficiently reduce the RF power reaching

sensitive portions of the circuit,
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APPENDIX A
‘MEASUREMENT TECHNIQUES -

- The measurement of the RF susceptibility of integrated circuits is a complexA
task. Cbns1deration of the number of types of IC's, the many opérating conditions
in which they are found, and the possible' combinations of RF conditions to which
they may be subjécted (including frequency, medulation, power level, impedance, and
RF entry locatton parameters) reveals that a large amount of teﬁting is required
for an accurate charactérization of the RF susceptibility.properties of integrated
circuits., Additionally, each test must be meaningful andlrepeatablg. and permanent
documentation is desired for each test. To satisfy these requirements, special
test techniques were developed. They include the development of special test -
fixtures and a computerized experiment control system, which are briefly described
in this section. Reference 23 contains additional informaticn on the measurement
techniques that were used.

Special test fixtures were needed to perform in-depth tests of integrated
circuits using microwave frequencies, Fixtures were built to accomodate several
common integrated circuit package styles, Figure§ A.1 through A.6 illustrate the -
fixtures constructed for 16-pin dual in-line packagés. 16-pin flatpacks, and 10-pin
TO-5 packages. Stripline networks conduct signals from bias units located at the
periphery of the test fixture to conventional IC sockets located in the center. A
metal cap confines all electromagnetic energy within the test fixture so that
radiation does not occur. Duotailed drawirngs of the test fixtures are available
from the U. S. Naval Surface Weapons Center (address inside front cover).

The bias units allow for independent adjustment of the microwave and video
signals conducted into each IC terminal. The construction of a bias unit is

{1lustrated in Figure A.7. The inset in Figure A.7 shows that the bias unit =

103

T EEY

v
MODOANNELL DOUGLAS ABTRONAUTION DA,

S M S O o R R S I e G B T S B R SR
. i (FAAD R P R




B

REPORT MDC £1929 ;
1 AUGUST 1978 ¥

AT TR TR L e B Ty ¢

1 ASTTIERAL

e

NPT

(TEST FIXTURE SKIRT OMITTED FOR CLARITY)

Figure A.1. Dual In—Line Package Tast Fixtura

S-.
combines video and microwave lines into a single line. The video arm of the bias ?
unit can be represented schematically by a series inductor and is capable of ;i
passing signals with risetimes as fast as 80 nanoseconds. The microwave arm is ?
represented schematically by a series capacitor, and will conduct RF frequencies ]

down to 100 MHz, The losses of the bias units and stripline sections are calibrated
at five frequencies: 0.22, 0.91, 3.0, 5.6, and 9.1 GHz. ;E
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PARTS LIST .
o IR |77
} |coveRr PLUG 1
2 |SPRING LOADED HOLD 1
DOWN ,
3 [SHREW - 4-40 X 3/4 2
4 |SCREW - 6-32x12 N4
s |scrEw - 0-80%x1/8 ? .
8 |1TAD 2
7 [semew =238 x 12 | 2
8 116 PIN DIP SOCKET 1
9 [tor cover pLATE "
(DIP)
10 [TOP STRIP LINE 1
BOARD (DIP)
"1 [nOTTOM STRIP LINE 1
BOARD (DIP)
12 [BOTTOM COVER 1
PLATE (DIP)
13 |TEST FIXTURE SKIRT 1|
14 [SCREW 632X 3-4 4
15 |STRIPLINE LAUNCHER 16
16 {EJECTOR PIVOT PIN \
17 |[esecTor PivOTY 1
18 |EJECTOR ARM 1
19 | gJECTOR PIN 2
20 |SCREW 4-40x V8 2
21 | SCREW 2-54 X /4 8
22 | FASTENER 4
23 | NuT 2-5¢ ] _
24 | BIAS UNIT e .

Figure A.2. Dual In--Line Package Test Fixture (Exploded View)
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(TEST FIXTURE SKIRT OMITTED FOR CLARITY)

Figure A 3. Flat Pack Package Test Fixture
The bias units allow the device to be biased in an actual operating condition,
including supply voltage, input source and output loads. Often the input and
output voltages and currents are supplied through active devices. For example, in
the case of logic gates, the input voltage to the device under test may be supplied
by a gate (located outside the test fixture), and the device under test may drive

another gate at its output to simulate the conditions seen by the IC in a digital

circuit.
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PARTS LIST
ITEM NAME NUMBER
NO. REQUIRED
1 {PLASTIC HANDLE \
2 {SCREW 8-32 ¥ 0,375 ROYND 4
READ
3 | WAIHER FOR $-32 SCREW 4
4, | TOGOLE CLAMP 1
S [ TOGGLE CLAMP BASE \
& |nut 10224 \
7 1 COVER PLUG PRESSURE \
SCREW
§ |COVER PLUG PRESSURE FOOT| '
* [cap nut \
S ~
10 Inur \
1 {COVER PLUG TOP \
12 |COVER PLUG DIELECTRIC 1
INSERT
e o
.13 INON CONDUCTIVE 2
CUMPRESSIVE RUBAER FOR
IC LEAD CONNECTION
V4 [scrREwe-32%x12 e )
1% [IC LEAD LOCATOR PLUG 1
J| 16 [SCREW 8-80 X 14 FLAT HEA 2
V7 |SCREW 2-56 X 32 "2
18 [ TOP COVER PLATE 1
(FLAT PACK) E
J 19 [TOPSTRIP LINE BOARD \ k
(FLAT PACK)
20 |BOTTOM STRIP LINE ROARD \ ,8
(FLAT PACK)
I SERAS ——————— 1 - - - ‘1 - .
21 [BOTTOM COVER PLATE ! 3
(FLAT PACK) 2
e - .
22 [ TESY PIXTURE SKIRT \ 3
23 |ScREW6-32x 12 . ]
4 [STRIP LINE LAUNCHER W 3
5 |RASTENER 4
6 [SCREW 2-34 X 1.4 N g
27 | BIAS UNIY ALY
L. . )
® |NuT 258 L0} 3
— 1
Figure A4, Flat Pack Package Test Fixture (Exploded View)
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-

)

(TEST FIXTURE SKIRT OMITTED FOR CLARITY)
Figure A.5. TO-5 Package Test Fixture

During a test, RF is conducted into a single terminal via the RF line of the
appropriate bias unit. A reflectometer consisting of directional couplers and

calibrated crystal detectors is used to monitor the incident and reflected powers

at the RF input port. Calibrated crystal detectors attached to the RF arm of all
;1 remaining bias units measure the RF power transmitted through the IC and test

| fixture. It is possible to estimate the RF power absorbed in the test device from

measurements of the incident, reflected, and transmitted power levels,

Due to the large amount of testing required to determine the susceptibility of
many devices at 5 frequencies and different RF input terminal combinations, and the
large amount of data generated in each test, an automated test setup was used. A

minicomputer controlled the experiments. Computer peripherals include an A-D
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Figure A.6. TO-b Package Test Fixture (Exploded View)

i St e S R e were eh

i subsystem for measuring IC and crystal voltages, a D-A subsystem to control the RF
parameters and certain device dc levels, a printer and plotter to obtain a

permanent hard- copy record of the test, and magnetic tape unit for storage of test
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Figure A.7. Microwavw Bias Unit

data for later analysis. Computer programs, written in FORTRAN IV, control the
test by instructing the coimputer to establish the test conditions, control the RF
signal level, and read the crystal and device voltages. The programs then apply
calibratiun factors, analyze the data for specific effects, and print and store
on tave a permanent record of the test. Figure A.8 is a photograph of the
autonated measursment system,

For interference tosting, oW microwave signals were used. Figure A.9 shows
a block diagram of the aucomated measurement system used for interference
measurements. For high power damage testing, pulsed RF signals were used. To
providc capability for single pulse testina, peak detectors were added to hold the
maximum crystal detectcr voltaues produced by the RF pulse until they were »ead by
the computer. Figure A.10 <siiows a block diagram Of the high power pulsed RF test

setup.
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Figure A.9. Block Diagram of IC Interference Susceptibility
Measurement System with Minicomputer

A few difficulties were encountered using the measurement techniques described
here, primarily related to the determination of the RF power absorbed in the device.
The equipment, including fixtures, couplers, and detectors, was calibrated using
single frequencies, but the nonlinear nature of semiconductor devices leads to the
generation of harmonics, the relative levels of which depend on the power level.

The signal seen by the detectors thus contains many different frequencies, and
determination of the actual RF power level based on calibrations at single frequencies
is unreliable. Where reflection coefficients are high, or where transmission

through the chip is large, the absorbed power calculation often involves finding

the difference of large numbers resulting in a small value with a relatively high
uncertainty. In the pulse testing, device impedances often change abruptly at

the moment of failure. The signals recorded by the peak detectors may occur at

different times during the RF pulse, and the sumn of the transmitted and reflected

-~
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Figure A. 10. Block Diagram of IC Pulse Susceptibility
Measuremant System with Minicomputer

powers may be greater than the incident power level., This problem could be
circumvented by using other measurement schemes, such as gated sample and hold
circuitry or storage oscilloscopes.

The measurement system described here was intended as a research tool, providing
much capability and speed for investigating the susceptibilities of a large number
of devices and for obtaining an understanding of the basic physical processes
involved. However, RF susceptibilities of IC's could be measured with a much less
elaborate system, Simpler and less expensive test fixtures could be built that
retain many of the basic features as the ones described here. A nonautomated system

would be adequate to conduct limited susceptibility tests on integrated circuits.
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