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PREFACE

This report on reviews and audits is one in a series of guidebooks
i intended to assist Air Force Program Office and engineering personnel in
? software acquisition engineering for airborne systems. The contents of
the guidebooks will be revised periodically to reflect changes in software

acquisition policies and practices and feedback fiom users.

: This guidebook has been prepared under the direction of the i
; Aeronautical Systems Division (ASD), Deputy for Engineering (EN), in i
coordination with the Space and Missile Systems Organization (SAMSO),

Air Force Systems Command (AFSC).

A series of Software Acquisition Engineering Guidebooks (Airborne

Systems) is currently planned to cover the following topics:
4. SAE Guidebooks - Application and Use
2. Regulations, Specifications, and Standards a
Quality Assurance
4. Reviews and Audits
5. Contracting for Software Acquisition
6. Statements of Work and Requests for Proposal
7. Verification, Validation and Certification
8. Configuration Managcment
9. Measuring and Reporting Software Status
i 10, Software Cost Measuring and Reporting

11. Requirements Analysis and Specification

12. Computer Program Documentation Requirements

13. Computer Program Maintenance
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1. INTRODUCTION

The purpose of this guidebook is to provide Air Force Program
Office engineering and management personnel with information that will
help them plan, prepare for, and conduct technical reviews and audits in
connection with the acquisition of Computer Program Configuration Items
(CPCI's) for airborne systems.

The guidelines, checklists, and references in this guidebook serve
to supplement the formal requirements in MIL -STD-4521A (USAF),
"Technical Reviews and Audits for Systems, Equipment, and Computer
Programs, " and are directed specifically to reviews and audits for com-
puter programs.

Figure 1-1 shows an idealized life cycle model of an airborne system
and indicates the relationship of reviews and audits to the system life
cycle. Table 1-1 lists the major types of reviews and audits and depicts
their relationship to steps in the CPCI acquisition Process. A more
detailed picture of the software life cycle, Figure 1-2, also indicates the
relationships of reviews and audits to the life cycle phases and to an
example documentation set. Table 1-2 presents in greater detail the
formal reviews and audits listed in Table 1-1, with summary information
on the purpose, prerequisites, and items to be reviewed or audited.

1.1 PURPOSE OF REVIEWS AND AUDITS

As Tables 1-1 and 1-2 indicate, the purpose of technical reviews
and audits is to monitor the orderly evolution of the CPCI's through the
sequential steps in the development process by means of positive definition
and control of documents and code (performance requirements, interface
requirements, test requirements, test definition, design requirements,
design solution, code and test results) reviewed at benchmark points and
corresponding baselines during the process. The major features of
reviews and audits are summarized in Table 1-2, which also serves as a
convenient checklist and guide. More detail on the conduct of the reviews
and audits is given in Section 4 of this guidebook.

% '1
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Table 1-1. Ove
of

2 " F 1 i ¥ Y
Review/Audit * « org:\taslai:;::;e Intermediate Milestones

FUNCTIONAL BASELINE

The system/subsystem “functional
baseline" is established by an
acceptable SRR and formal cus-
tomer approval (aathentication)

of the System/System Segment
Specification.

System Requirements Review (SRR)

System Design Review (SDR) ALLOCATED BASELINE

The "allocated baseline" for
a CPCI is established by an
3 acceptable SDR and formal
customer approval (authen-
tication) of the CPCI Part [
Development Specification.

Preliminary Design Review (PDR) Preliminary Design
@
]
Critical Design Review (CDR)w Detailed Design °
°
Test Readiness Review (TRR)**** ; CPCI Code Under Internal °
(Informal Review) Configuration Control
°
Functional Configuration Audit (FCA) Qualified CPCI °

Formal Qualification Review (FQR)

] PRODUCT BASELINE
Physical Configuration Audit (PCA) 2.
The "product baseline" for a

CPCI is established by an accept-
able PCA and formal customer

approval (authentication) of the ®
CPCI Part II Product Specification.

* The purpose, prerequisites, 2nd items to be reviewed are summarized in Table 1-2 and discussed in detail in Section 4. |

:"E?The two elements that distinguish "Formal Baselines" from "Intermcdiate Milestones" are that
(1) formal baselines involve formal customer approval of configuration documentation (specifications), and

(2) approved specifications are put under formal configuration control. ﬁ

S oy complex CPCI's, cr if top-down development is followed, a series of "incremental" CDR's should be held.

¥

XL Test Readiness Review (TRR): Internal review by CPCI development contractor (customer attendance optional) to eltlblli

preparedness (adequate test procedures, availability of tools, facilities and personnel, adcquate CPCI configuration conq
etc.) to commence qualification/acceptance testing.




Table 1-1. Overview of the Relationship
of Reviews/Audits to Steps in
the CPCI Acquisition Process

ine * %
For,l-:n:tlnl?lai::let;‘e Intermediate Milestones Comment

ENRLC IONAL RAAGEINE ® Adequate allocation of mission

The system/subsystem "functional requirements to system
baseline" is established by an requirements
acceptable SRR and formal cus- s
tomer approval (authentication) ® Proceed with requirements
of the System/System Segment al’ocation to CI's and CPCI's
Specification.

ALLOCATED BASELINE

The "allocated baseline” for
a CPCI is established by an
acceptable SDR and formal
customer approval (authen-
tication) of the CPCI Part I
Development Specification.

¢ Adequate allocation of system
requirements to CPCi
requirements

® Proceed with CPCI preliminary
design (design ana'ysis)

t Review (PDR) Preliminary Design ® Adequate allocation of CPCI
requirements to a basic design
approach

® Proceed to detailed design

view (CDR)# Detailed Design ® Adequate allocation of CPCI
requirements to a detailed
design

® Proceed to code and test

leview (TRR)*¥** CPCI Code Under Internal ® Satisfactory completion of
Configuration Control development testing

1 ® Proceed with qualification

testing
ration Audit (FCA) Qualified CPCI ® CPCI qualification/acceptance
ion Review (FQR) test meets Development

Specification requirements

® Proceed with PCA

PRODUCT BASELINE e "As built" CPCI compatible with

The "product baseline" for a its technical documentation and

CPCI is established by an accept- configuration management records 7
able PCA and formal customer J
approval (authentication) of the e CPCI Acceptance/Delivery

CPCI Part II Product Specification.

erequisites, and items to be reviewed are summarized in Table 1-2 and discussed in detail in Section 4.

s that distinguish "Formal Baselines" from "Intermudiate Milcaton_es" are t!u't :
ines involve formal customer approval of configuration documentation (specifications), and
cifications are put under formal configuration control.

I's, or if top-down development is followed, a series of "incremental® CDR's should be held.

.{Review (TRR): Internal review by CPCI development contractor (customer attendance optional) to establish
idequate test procedures, availability of tools, facilities and personnel, adcquate CPCI configuration control,
hce qualification/acceptance testing.

|
i
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Table 1-2. Ove
Audi
(larg
pouc
tams
n-i-u- When Review/ Aumbit 11 Conducted Beaebinz Purposs
Established Foresl Decwmentation
SRR o In-process reviews ususily conducted at the end | Functional Baseline | o ish Sy /S F ional * Systery/System Segment Specification * Towlity
(System Requirements Review) of the System Conceptusl Phase and early in the Bassline) as a basis for the of . of Work iremel
System Validation Phase if the Conceptust wammwmmwmmmwnm siiocatic:
Phase effort was performed in-house by the lmccrcummsvmvudmmm-
government. o Evaluate the total systems i mimvbv i o
the Statement of Work and the Sy /Sy Segment i
o Provide Procuring Activity directi 10 the
for continuing the technicsl mmm:vmowmmbon
« Final review prior to ittal of the Baseline | « Eveluate the and * Updated System/System Cgment . it
(System Design Review) Mwmu-hnnﬂmmmml mlohhn . iminary Part | for ission
not requiring & formal Vd::tion"\m mm&w'ueﬁmmm hmmwm e CPCt bility,
« Aailability of draft Part | Development Specifi- o Ensure that the uodated Segment Specification is * Comeuasr froprestfiesiiosns Pias IorOR o .
cations, for all CPCI's, is a prerequisite ‘or this and cost effe in ] miuion i 2 .
review. SE A o (may be a compossnt of the CPDP) "
mmmmmmm mmmhmnw » Omaoi
o Evaluate the concept for .olm
CPCl's for realism.
. wmdMMIMIMww‘mm satis-
faction of this review the Baseline for i
CPCI’s and provides the basis to proceed with prelim.nary design of
the CPCI's.
POR 3 « The PDR for each CPCI (may bs grouped) is N/A « Evaluate the basic design for . and s Updated Segment .
(Preliminary Design Review) heid sarly in the Full-Ccale Development Phase competibility with alloca.ed requirements (lemm (if necessary). « CPCI
m"zﬂ;:"ﬂmmmmnﬂ:w Specification). « Final Part | Developmant Specification for esch CPCL.|  , cpgy
computer program architecturs and overail hy """'""d""'""“ OV s"“"m“ M"“ . Mumnmc-ammmunw o Sizing
modutar structure which will provide the :uvwmdmmmkd-tnluwvlw the draft Part || Product . Test Plan for « CPClen
basis for detailed design. MCPC'
Specification, and test planning.
* Awailability of an suthenticated Part | Develop- o Review ali detaile functional interfaces and corresponding test  Preliminary Data Sasse Document for sach CPCI. 7 Ot
ot Ly puts .8 egpbqusn for oy requirer.ts with hardware C's and other C. CH's. B
: « Review the CPCI interactions with Human Factor requirements.
Review all man-machine interfaces for feasibility, adequacy, and
completenass. .
o Review test planning documentation to ensure that the test program o
satisfies the tast requirements spacified in Section 4 of the System/ .
System Segment Spacification and Section 4 of the Part | Develop- and
ment Specification. .
* Review status of all negative and provisional entries such as “'not
applicable” (N/A) or “t0 be determined” (TBD) in Section 4 of the .
Segment and Part | e
Spacification. Review all positive entries for technical adequacy. o Status
COR : ; ¢ Conducied between POR and FCA when N/A . Rm/mlmmo'mmuudummmmllmm o Part | D ificati ing it o Updated
(Critical Design Review) detailed oesign is complete for the CPCI porents if i CDR) for approved ECP’s. onalys:,
peioo Egy e e « Formal i of specific (“build to™) | o Preliminary Part 1| Product Speci 4
":"“"" 7 ) mmmmamwiumnmmuaummm code listings). unmm only compo- | « Apph
¢ Draft§ d Il'\mdeuelv'. ion (excluding 5 Test Plan provides a controlied nents under review would be included. (ECP'S)
mg&"'""‘“‘""""""'c”" alﬂmtlono!mw*nlmmmworm « Final Qualification {Accoptance) Test Plan |- o
Status of
P of Part i1 o Review/evaluate plans for supporting and maintaining the CPCI includ- * Updated Data Bass Document .
. A-ww..x::: .‘MMNS:: ing all necessary hardware, support software, and documentation. « Preliminary Computer Programming Menust * Planningd
incremantal COR. In this case complete draft Prelimi
Part |1 Product Sypecification (excluding code = m-m Operator's (User’s) Manus! .
fistings) available et finsl COR. © POR Minutes
FZA e Al . mmcoaumnmm N/A . l\/':i::‘nrtmcmlmw(mn,.‘ totally with . o Segment « CPCI
F it i d and | Development Specification. o Briefings
been performed to verify sl of the Pert | . i of analysis or simulation results where perform- o Draft CPCI Part |1 Product Specification (complete). |
. &vh ona ive (i e l'vhlmiﬂdbvm * CPCI Test Plans, Test Procedures, and Test Results. -th'v
¢ g 5 e L.auete o
2 ""m;c'::":mm'“"' lmdmﬂn?mlwm-mmmamhm ©_POR and COR mipsees. =P
* For situations where "cation can only o Cxwmine and eveluste st spproved ECP's 10 emsure that they were but not
:mw ocm":" if\corporated and veritied curing cuslitication/acceptance testing. §
complete /sudit of such testing. o Examine the Duali > Test Report to verify it is an
mmmmn-—vm'mmm mnm of the ificati
. mmwmmmmwmm o
ond/or . Emﬁmmammm'ommmlmmem
prerequisite to FCA. incorporatec’ snd completed.
PCA X « Conducted between PCA and FOR (whe seps- | Product Baseline « Formel quaminetion of coded (“as built”) version of the CPCI sgsinst . CPCI Part | * Linot
N T ::mwnmm,“)gmu ks mﬁ" eGP 10 ertibih the CPC) Praguet Bost >\ DritFwar Crch St BERSR SRR Kot
mittel of the draft Final Part 11 Product K in ™|+ CPCI Test Plamn, Test Procadures, end Test Reports, | * Lt
s . o Eveluate sl'CPCI configuration differences be\veen FCA and PCA g o Ustol
PNOUTSSON S SRS EYORNIIN CNINY. wversions to ensure CPCI are not « Dratt Final Operator's (User's) Manual. LR
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Table 1-2. Overview: Formal Reviews and
Audits for Software Acquisition
(larger version of this table in
pouch inside back cover)
tarms o o Roviewsd
Formel
'Awdit s Conducted Boasting Purpose - Other T Oete
Internsl Repore, ote.)
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Phase if the Configuration items (C1's) wmnwwtwmm sllocation, Muwhmm and tost
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drah Part | Development Specifi- « Ensure that the updated Sy Segment Specification is ety L il costing, trade studies, etc.
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Structured reviews and audits allow the government to

e ascertain that the contractor is developing the CPCJ's in
an orderly process based on well-thought-out and
clearly defined sequential steps;

e determine that each step is complete before the next
development step is started;

ensure that the contractor has not misinterpreted or
misunderstood the government's requirements;

e ensure that the contractor is not neglecting some facet
of software development such as support software; and

e identify major problem areas without attempting to
determine the absolute technical correctness of each
document from the contractor (in particular, the
government contractually approves requirements,
acceptance test plan, and final configuration but should
not formally "approve'" the design).

e ———— L ———
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From the contractor's point of view, effective reviews and audits
allow him to:

e determine periodically that all agencies involved agree
on the correctness of his approach,

e obtain appropriate technical direction early enough to
avoid the need for expensive rework of downstream
products,

e obtain formal approval of requirements, acceptance test
plans, and adequacy of qualification testing (but not of
design), and

® close out the project by obtaining formal approval and
acceptance of the final product and its accompanying
documentation.

A review or audit should be viewed as a mini-project, subject to

all the rules that apply to any project. The first of these is that a plan
must be prepared. The government program manager or project eagineer
must identify the personnel to be involved and prepare a plan for each
review or audit; he should also make sure that his contiactor counter-
part does the same. A detailed agenda for the review or audit meeting
should be prepared by the contractor and coordinated with the govern-
ment 3 to 4 wecks before the review.




The overall definition of reviews and audits, indicating how many
there should be, nominal schedules, and the content and scope of each,
should be included in the governing contractual documentation (contract
clauses, SOW, CDRL).

The government representative in charge of supporting a review or
audit should be aware that reviews and audits can serve purposes in addi-
tion to those explicitly stipulated in MIL -STD-1521A (USAF) and should
consider these wien selecting attendees and planning his support for the
review or audit. For example, it is important to assure: (1) system
familiarization and timely exchange of technical data between government
agencies., (2) using command (TAC, SAC) participation in decisions
involving mission operation and effectiveness, (3) using conmand
(AFLC/ALD and appropriate Air Logistics Cente1) involvement in support
concepts and unique support requirements, etc.

1.2 CONTENTS OF THE GUIDEBOOK

1.2.1 Section 1: Introduction provides background information, in
particular the relationship of reviews and audits to the system life cycle
and the CPCI development process. This section also contains a summary

of the purposes of reviews and audits.

4.2.2 Section 2: Relevant Documents references the government
regulations, specifications, and standards relevant to formal reviews
and audits.

1.2.3 Section 3: General Guidelines for Reviews and Audits provides
general guidance to the Air Force Program Office and engineering per-
scnnel in the preparation and conduct of technical reviews and audits
relating to the acquisition of CPCI's for airborne systems. It identifies
the responsibilities of the participating organizations and describes
useful techniques for planning and conducting reviews and audits.




1.2.4 Section 4: Guidance for Individual Reviews and Audits provides

detailed guidance for each review and audit in the development cycle. In
each case, the purpose and objective of the review or audit are defined,
the documentation and technical/management data to be evaluated are
listed, specific requirements are given and post-review activities are

described.

1.2.5 Appendix: Bibliography of Government Documents provides

additional sources of background information related to reviews and

audits.
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2. RELEVANT DOCUMENTS ’

Q
The following documnents are important sources of information
relevant to formal reviews and audits. Additional sources of background

information related to reviews and audits are provided in the Appendix.
AFR 800-14 Volume I Acquisition Management;

Management of Computer Resources

in Systems

AFR 800-14 Volume II Acquisition Management;

Acquisition and Support Procedures

for Computer Resources in Systems

Technical Reviews and Audits for
Systems, Equipment, and Computer

MIL -STD-1521 A (USAF)

Programs
MIL -STD-490 Specification Standards
MIL -STD-499A "Enginee ring Management

MIL -STD-483 (USAF) _ Configuration Management Practices
“for Systems, Equipinent, Munitions,

8 and Computer Programs

MIL -STD-480 Configuration Control - Engineering
Changes, Deviations and Waivers

MIL -STD-4841A Configuration Control - Engineering
3 Changes, Deviations, and Waivers
(Shnrt Form)

MIL -S-52779 (AD)

Software Quality Assurance Program
Requirements

{4
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GENERAL GUIDELINES FOR REVIEWS AND AUDITS

3.1 RESPONSIBILITIES

The agencies having direct responsibilities for reviews and audits

are

the procuring agency (with any direct support organizations
such as Aerospace Corporation, Mitre Corporation, SETA
contractors, etc.),

the contractors; and

subcontractors, vendors, suppliers (if software is beiné
developed under subcontract to prime contractor).

Other organizations that are important in avionics procurement

and that may be appropriately involved in reviews and audits are

E )

appropriate ACO and AFPRO,
the supporting agency (AFLC),
the using agency (TAC, SAC, MAC, ADCOM)

system external interfaces (EW, ATE, C&C, etc.),

Reviews and audits are co-chaired by the procuring agency and the con-

tractor. However, the government project officer is responsible for

defining goals and ensuring that they are met,

keeping affected government organizations involved
(e.g., providing for supporter and user representation),

ensuring that the review is carried out to the appropriate

depth (e.g., providing appropriate technical support for
the review).

Table 3-1 summarizes the responsibilities of both the contractor and the
procuring agency.
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Table 3-1. Responsibilities (Reviews/Audits)

Procuring Activity

Contractor(s)

Provide Co-Chairperson

Establish review/audit team,
schedule review of advance
material and provide coordi-
nated comments to the con-
tractor in advance of the
review/audit meeting; assure
continuity in the review team
where possible

Provide name, organization,
and security clearance of
each member of review/audit
team

Define goals and ensure that
they are met

Keep affected government
organizations involved (e.g.,
provide for user and sup-
porter representation)

Ensure that the review/audit
is carried out to the appropri-
ate depth (e.g., provide
appropriate technical support
for the review/audit)

Review daily minutes and
ensure that they accurately
reflect all significant pro-
curing activity inputs

Co-sign * official meeting
minutes

Provide technical direction,
as necessary (within scope of
contractual requirements)

Provide formal (i.e., written)
acknowledgement to contractor
of review/audit accomplish-
ment after receiving official
minutes

® Review/audit approval

e Review/2udit contingent
approval

¢ Review/audit disapproval

Perform follow-up on all actio
items resulting from review/
_audit

Provide Co-Chairperson
Establish agenda, time, place

Furnish meeting facilities
(conference rooms, etc.)

In advance of the review/audit,
provide appropriate documen-
tation and supporting engineering
data (i.e., items to be
reviewed)

Ensure that review/audit
schedule is compatible with
availability of contract articles
and necessary supporting data

Prepare and present expository
briefings as appropriate

Provide stenograpner or other
acceptable method to record
inputs to meeting minutes

Perform daily compilation,
and covrdination with customer,
of meeting minutes

Co-sign * and publish a:-d
distribute official meeting
minutes

Perform follow-up on all action
items resulting from review/
audit

:ﬂL-STD-!SZ!A( USAF') does not explicitly require that the official minutes
be co-signed; however, it is recommended as a prudent practice and evidence
of mutual agreements, acceptance of action items, etc.

=16~
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3.2 GENERAL REVIEW AND AUDIT FUNCTIONS

3.2.1 Preparing for Reviews and Audits

The required reviews and audits should be specified in tl.e
contrac: (contract clauses, SOW, CDRL); MIL-STD-1521A (USAF) may
be incorporated by reference with program unique exceptions or extension
as appropriate. In a’ddition, theé Air Force project engineer/manager
should prepare a review plan that details the program office review
procedure. For each formal review and audit the plan should define

e the objectives (e.g., determine whether or not inter-
faces are clearly defined)

requirements to meet the objectives (e.g., require
contractor to submit interface documentation)

personnel needed to conduct the review (e.g., solicit
an interface expert from the engineering organization)

responsibilities of reviewers (e.g., read the interface
documente and submit a list of discrepancies 15 days
before the review meeting)

an agenda, schedulc and a list of the data available for
the review (this document should be prepared by the
contractor).

Review and audit activities begin well before the review: material
must be prepared and a plan developed. A meeting should be conducted
with the contractor before this activity startc to agree cn the review/audit
plan. The participant who is least prepared for this meeting will be at

a disadvantage; don't let it be you.

For certain reviews/audits, it is difficult for everyone to review
all of the documentation. Organize the available forces and split the
job up into pieces that can be duae thoroughly (see Section 3.3.1 for

useful techniques).

Selection of personnel for the review is not simply a matter of
making a list of names. It is important that those selected be available




for the whole review cycle (plan, read, listen, comment, follow-up);
obtain commitments from your management or from the organizations

supplying the reviewers (see Section 3.3.2 for guidelines).

Significant "homework" is recommended prior to receiving the
explicit advance data package associated with a specific review and/or
audit. For example, review or audit team members should familiarize
themaselves with such items as the ROC, PMi), PMP, CPDP, CRISP,
RFP, contractor proposaia, resulting contracts (particularly the SOW,
CDRL and specifications/exhibits, if any;, and the official minutes and
data packages from any prior reviews and audits.

Formal reviews and audits are tied to major milestones on the
project and to the related CDRL deliverables. Your superiors will
expect a report on the review, and y‘olx‘should learn in advance what
areas are of primary concern and place corresponding requirements
on your contractor. The applicable pax\-tis of MIL-STD-1521A are dis-

cussed in Section 4 for each review and audit.
As part of preparing the review plan, you will need to evaluate the
review/audit and determine the following:

e goals of the review or audit in specific terras (i.e., not
goals that could apply to any review);

° skills needed on your team;

e decisions you must make (e.g., authorization to proceed to
detailed design) and what the review must show for you
to be able to make those decisions; and

e who might be affected by the results of the review or

audit (this will suggest persons who should be invited for
information or concurrence).

Recognize that a good review/audit costs money; include the cost
in your project budget. Be sure your contractor is financially and
technically prepared to do his part of the job. A major pitfall is to
skimp on reviews in the mistaken belief that this will save the govern-
ment money and schedule. Experience has shown otherwise.

e




In planning the review or audit with your contractor, request that
he bring pecple who can define the situation and deal with problems,

otherwise much time (and money) will be wasted.

3.2.2 Location of Reviews and Audits

Hold review and audit meetings where the needed information is

located. In most cases, this means at the contractor's facility, and,
unless you otherwise specify in the contract, they must be held there.

There may be some complications if the software is being developed
by a subcontractor and the prime contractor wishes to hold the review
at his own facility. If the software is very complex it is better for the
government if at least the PDR and CDR are held at the software sub-

contractor's facility. Try to make the decision on subcontractor parti-

cipation prior to finalization of pertinent contracts (i.e., SOW's and

CDRL's). Get the contractor's commitment.

T — D

3.2.3 Conduct of Reviews and Audits

As previously mentioned and as shown graphically in Figure 3-1,
a review does not consist of a review meeting only. It is a mini-project i
and should be managed accordingly. The following elements, shown in ;

Figure 3-1, are essential parts of the review process.

° The plan, which includes the schedule, the material to be
reviewed, the objectives of the review, the participants and
their responsibilities, and the means of following up on
action items.,

° The schedule and agenda, published and distributed to all
participants at least three times:
4. as early as possible to let them know what is expected;
2. just before their action is needed, as a reminder; and
3. with the material to be reviewed.

e The pre-review/audit planning meetings with your contractor
(to work out details) and with your own review team (to ensure
that all bases are covered and all participants know their jobs).

These meetings should cover the topics to be discussed at the
review and administrative details, and the follow-up plan.
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e Distribation of review/audit material supplied by the con-
tractor. You must decide if the contractor should handle
the distribution or should send copies to you for distribution.
The former is faster, but you should follow up. Action
requests should be sent to the reviewers identifying the
material they are responsible for reviewing and should include
a form for their response.

e Collection of comments from your reviewers. These should be
consolidated before the review/audit meeting (or meetings).

T T

Table 3-2 is a summary of the personnel and actions associated

with pre-meeting activities.

%, If the preparations have been adequate, the review meeting will be

productive and will achieve its goals. The meeting normally consists of

presentations by the contractor personnel, followed by questions and
answers. Side meetings may be held io work any special technical issues

and, perhaps, detailed interchange on necessary changes to draft docu-

mentation. Agreements and action items close the meeting. |

5 NOTE: It is important to obtain co-signed minutes containing
: written agreements, action items, etc. before the review/audit ends.
ﬁ If it runs for several days, they should be obtained on a daily basis;
i otherwise, there will be confusion on the last day about agreement on
E specific points.

Some general points to bear in mind for review meetings are

the following:

® Keep proper records of the meeting (see Section 4.1.3.4
of MIL -STD-1521A); all action items should be in writing,
clearly assigned to an organization, and have due dates.

e Avoid verbal agreements without formal documentation;
contractual implications must be clearly understood in
each case; otherwise, the agreement may be forgotten
or misconstrued, the contractor may believe that he has
received technical direction when you had no such intent,
and, your technical support may be pre-empting your
| responsibility (review all data communicated to the con-
| tractor). Obtain assistance (e.g., PCO, ACO) for potential
i contractual implications.

-20-




:]ii! ....,! TR —— WY YT
§83001d JIPNY/MITAY °}-¢ 2and1g
ALIISISNOZS 3 Q\w
d31S 1X3N ¥OLDOWVIINOD { |
Ol 0330044
Ol Q30IAO¥d
TVAOUIV
&
{S350d¥Nd ‘3DV1d
1NnO g3Iso1 ‘31NA3HDS))
SW3ll OOV IDIL O
M3iA3¥ INSSI
7 \\
\\\\\\ YOLDVIINOD
“apael, D . om0 | B
: aNV SW ONINNV1d
NOILI™ HSI8Nd~ &w\tﬁx -NY1d TWNI4 NV1d 33vednd ASVNIWIN 334
= ?
ALIYOHLNY SINIW
NOISSV 314034 ¥04
¥3HOIH ONILIIW ‘NV14 'Wv3l ~NISSY/M " .
Ol MIIAN 40 w4 om SYIMIIATY SIAIDNIDV HLIN
SITNSTY INISTNd 11aNY/MIIAY E._RM, ﬁw& I1YNOISIO Tl IIVILODIN
ANV 33vdNd =
v =
g7 i RsepD \\wg\x\u,‘\u S\EA\ NV1d MIIATY
$1dJ3 GIAOUddY |  [5140F A¥VSS35INT 2 g beF nanv/mainzn]e- 1DVAINOD
304 S¥30¥0 [¢ ELACELD o WOud OLVidltvw - 30IAO¥d4 Sisve
JONVHD ivadud | [ JOLDVAINDD] SINIWWOD Lneiusia L 4015vINOD
A2 & T PRI D DD
ONILIIW/MIIATY
40 IDNVAQY
NI YOLDV¥INOD
Gl 3G:A0¥d
ANV SINIWWOD
YIMIIATY
31YaNOSNOD

B M s e

g o W

D

ik

S0 i




T

T

Table 3-2. Content of Pre-Review/Audit Milestones

Milestone

Personnel Involved

Agenda/Actions

Preliminary Planning Meeting
with contractor

USAF Project Engincer
USAF Review Co-Chairman

Review objectives

Revicw schedule

Contractor Project Manager 3. Review location
Contractor Review Chairman 4. Documents to be distrituted
prior to review
5. Agenda for review meeting
6. Handling of review comments
7. Action item system
8. Approvals and authorizatio. s
expected from government
Negotiate with agencies USAF Project Engineer 1. Background of project
for people Agency Management 2. Relevance to agency
Agency technical groups 3. Project review nceds
whose Supgors you veek 4. Specific skills or names
you want and why
5. Commitment of names to a

schedule

Prepare plan for review/audit

USAF and Contractor Co-
Chairman

Issue plan with objectives,
schedules, document

descriptions

Designate assignments ' USAF Review Co-Chairman 1. Define government objectives
:o“dni\::::;‘rl 8¢ roxjuny USAF Project Manager 2. Define how review will meet
S:lected reviewers if needed i e i
3. Assign tasks to reviewers
(what to read, what to
comment on).
Final Planning Meet USAF and Contractor Co- 1. Final review schedule
with contractor Chaivenan 2. Final review document list
3. Final meeting agenda
4. Documents for government

signature (actual documents,
or specimens).

Issue Review Notice (con-

tractor prepared Agenda
is an attachment)

USAF Co-Chairman

Issue aotice of review from
goverament program office.

Meet witk your review/audit USAF Co-Chairman 1. Review objectives
team, plin, assign All government reviewers 2. Material to review and schedule
3. How comments are to be written;
when due
4. List of review tasks and assign-
ments
5. Ground rules and forbiddea
topics
Comments in from USAF Project Engineer 1. ‘l’abu(lte all comments into
reviewers USAF Co-Chaifman one document
:c Prioritize

3. Send to contractor Lrior to
review meeting

——




: ° Do not let the review mceting get out of control; brief your

; people on the objectives of the project. Define "forbidden"
areas (such as discuss.ng design before the requirements
are defined); ask the contractor to do the same.

e Do not let the contractor keep you from finding out what is
going on with subcontractors, suppliers, and vendors. If
he takes the position that it is his responsibility, gently
remind him that it is your responsibility to see that the
government's interests are being served.

° Ask each reviewer to summarize for you in advance how
he wiil know whether or not all applicable specifications
and regulations have been met. If your project is too
small to have individual reviewers do this, do it yourseli,

3.2.4 Closing Out Reviews and Audits

A review does not end when the flip charts are folded and the crowd
leaves. Most reviews uncover discrepancies and problems, and some
action is required for each one. Only when the action is satisfactorily
assigned and the response evaluated as satisfactory can the review be
considered closed out. In general, the government is expected to évaluate
work done and authorize future work and provide technical direction as

required. The outcome of a review of particular item can be
1. review fully acceptable;

2. review acceptable with discrepancies noted and action items
covering discrepancies accepted by the contractor; and

3. review unacceptable, the contractor told to try again (in this
case, the schedule must be revised and a date for a new
review determined). Rescheduling should be documented
in the minutes,

For each discrepancy noted in case 2, one of the following actions
is required.

1. Rejected (you and the contractor must agree).

2. Deferred to a future review (such action is often taken
when a comment is valid but premature, such as a
comment on a design concept made at a review of
requirements).

3. A solution is generated; it is then reviewed and accepted
(or iterated; if necessary) by the contractor and the govern-
ment program office and suitably documented. -




|

A particular type of discrepancy to be wary of is the "TBD" (to
be determined) i.e., some value to be determined later. Keep track of
these; assign action items with dates for the TBD's to be convert ed into
real data.

Be sure your contractor has an action items system to record
agreements and verify follow-up. ' Assign someone to follow up on action
items status; the review is not closed out until all action item responses
have been evaluated to the goverument's satisfaction and items formally

closed out.

‘Review both the contract and the project plan to see if any
agreements reached at the review require modification to either docu-
ment. Even when changes are financially in scope, they may require
a cantract change. (For example, the contract calls for use of SIN/COS
routine X; agreement made to use routine Y at no cost to the govern-
ment, but the provisions of the contract have changed and need updating,

even though it has no cost impact).

The final step in any review or audit is to evaluate the work
completed and to authorize work on the next phase of the project. If
the review/audit is judged unsatisfactory it may be necessary to resched-

ule the review or audit for a later date when the contractor will be ready.

If an additional formai review is not required, it may be
advisable to hold a meeting to close out action items. This procedure
is especially important where work has been accepted contingent upon

the completion of a number of major action items.
The reaponaibilitiex} of the government in reviews and audits are:
Py Evaluate work performed (documents and informal data),

e Provide technical direction as necessary,

’;yon put MIL -S-52779 (AD) on the cont.:act, you will require this
as part of the contractor's QA activity.
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e Approve review/audit official minutes (after iteration
as required)

® Written acknowledgement that review/audit was
accomplished, and

e Followup to closeout of action items.
3.3 OTHER GENERAL GUIDELINES

3.3.1 Some Effective Reviewing Techniques

There are several techniques that can inc rease the effectiveness
of reviews; in most cases, all these techniques can be applied. It1s a
good idea to go over the techniques with your reviewers as a means of

helping them give you their best. The techniques to be discussed are:

® assigning reviewers' points of view,

e outlining before opening,

e tracing a stimulus-response chain through the software,

° decision-oriented reviewing, and

e commenting on reviews in writing and in terms of
specifics rather than general satisfaction or

dissatisfaction,

Assigning Reviewers' Points of View. An easy way to manage a review

is to give all of the review material to all reviewers and let them read as
they choose. It is a bad way to manage a review. Some topics will be
covered too much; some, not enough, or not at all. The sheer volume of

the material may cause reviewers to browse instead of reading carefully.

The solution is to assign different "points-of-view" to different
reviewers. Each reviewer can then carefully select the portions he
needs to review. Typical points of view that can be assigned to
reviewers are:

e feasibility (Can it be built within budget, on schedule,
and run on the selected machine? ),

«25«
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e interfaces (Do we understand correctly just how the
software connects to the rest of the system?),

e operability (Will it really do the job the Air Force
needs done?),

e supportability (Can it be operated and maintained
by the kinds of personnel proposed?), and

e adversary (Are there deficiencies or weak spots that
can be exploited by an adversary?).

Outlining Before Opering. The general idea of this technique is to check

! for completeness and to keep you in command of the review material.
The process begins when you get your reviewing assignment (or lay
out your review plan). At that point you decide, a priori, what you

expect to see in terms of:

e topics covered and topics omitted,

° depth of treatment (e.g., flow charts, equations, final
code),

° pages per topic,

e problems you expect to see defined and dealt with,

e topics on whicn you expect no problems,

e type of document (first-draft, engineering, final),

e coherency of document (e.g., all software paékages
consistent, or is some inconsistency to be expected at

this point), and

e traceability of requirements (should they be traceable at
this point).

Now wher you begin to read the material, you will be checking
againsi a set of expectationr. These expectations keep you alert and
give you a basis for judgment.

Tracing Stimulus-Response. A common mathod of analyzing avionics

software is by function: sensor input, alignment and calibration,
instrument compensation, navigation, and fire control. An alternate
technique is to examine the software in terms of stimuli input to the

26~
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system and responses generated by the system. For example, you :night
take a radar tracking return and follow it through the software until it
results in some externally visible action such as a weapons release
command. This technique is effective for analyzing avionics software
because the major function of such software is to close control loops

either directly or through the pilot.

A complete check (desireable for critical software) would mean
examining all ixput stiniuli and tracing them through to outputs, but this
completeness may be too time-consuming and expensive ior a review.
An alternative approach is to seiect four to six inputs and trace them;
half should be from the mnst critical loops, with the other half chosen at
random. If you find problems with this sample, mcre analysis is
indicated. The types of problems likely to be uncovered with this
technique are:

e undefined actions for special cases,
e incorrect responses under some (or maybe all) conditions,
° inputs never used, and

e outputs never generated.

Decision-Oriented Reviewing. An excellent way to ensure the value of
a review is to orient it toward the decisions that must result. First,
list the decisions that you will have to make after the review (e.g.,
authorization to code). For each decision, define what you need to know

to reach that decision (e.g., are there plans and standards for coding. . .
is the design complete. . .). Then review the material (or structure the

review) to produce the information needed.

One advantage of this approach is that it avoids the embarrassment
of finishing a review and finding that you did not learn what you needed to
support a logical decision. Another is that it is a test of relevance,
allowing you to avoid topics that are useless to the purpose of the review.
Table 1-2 (Section 1) provides capsule summaries of the purposes, and
hence the decisions required, for each type of review,
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Commenting in Writing. A good set of written comments can be one of

the most valuable products of a review; conversely, one of the least
useful products of a review is unrecorded comments or worthless
written comments. Your reviewers should have some guidelines on

writing comments.

® All comments must be written, and the person making the
comment is responsible for putting it in writing (unless
that action is specifically assigned to someone else). 4

e A comment must clearly identify the problem, as opposed
to stating only a proposed solution; any solutions proposed
must be clearly separated from the problem.

e A problem must relate to some defined system issue.
For example, the comment "has inadequate comments
in the code" is not acceptable; it should read "violates
the requirements for code commenting standards in
Section 3. 6.1 of the project plan" or "violates the
requirements for maintainability in Section 4.7 of the
statement of work."

e Comments should be ranked in some order of importance
either by ranking directly or by some scoring scheme
such as: Level 1, violates contract or will cause system
failure; Level 2, results in marginal system performance;
Level 3, results in suboptimal system performance;
Level 4, other.

Unless you, the project engineer/manager in charge of the review,
create such guidance for your reviewers you may be inundated by com-
ments that you cannot use or that are irrelevant.

3.3.2 Selecting Reviewers

Many reviews fail before they start simply hecause the project

engineer did not devote enough effort to lining up the right reviewers.

Poorly chosen reviewers can actually decrease the effectiveness of
review team. Thus, a few extra hours syent at the beginning getting
the right people has great leverage for iownstream performance.
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The three basic considerations in selecting reviewers are:

e determining the technical skills needed to conduct
the review,

e finding people who know how to review and will spend
the time, and

e identifying people who must be invited for information
or concurrence.

Technical Skills. Study the objectives of the review/audit and then

decide what skills are needed. You have seven main sources of skills:
1. your own program office,
2. supporting/using agencies (e.g., TAC, SAC, AFLC),

3. vyour internal engineering organization (e.g., ASD/EN,
SAMSO/AW, and SAMSO/YC),

4. Air Force laboratori'es,

5. SETA agency (Aerospace, Mitre, etc.),
6. SETA contractor (if there is one), and
7. AFPRO, ACO, etc.

Review Capabilities. You cannot always control reviewer selection,

and ideal reviewers are not always availabie. You should try to get at 3

least a few key people who are good reviewers. A good reviewer will

e seo how well it will work as designed, not how he
would design it;

e take clear positions and stand by them;

9 conduct himself professionally and inspire trust (other-
wise, contractor personnel may withhold information
for fear of personal consequencies);

e focus on identifying problems, rnot on solving them in real
time during the review meeting;

e Dbe capable of identifying errors of omission as well as of
commission; and

write pertinent commaents.




4., GUIDANCE FOR INDIVIDUAL REVIEWS AND AUDITS

A series of technical reviews and configuration management audits
should be scheduled and conducted at meaningful points (corresponding
with forma) "baselines" and intermediate milestones, see Table 1-1) in
the CPCI acquisition process t2> permit assessment of progress and pre-
pare for the next development step and to establish new baseline config-
uration identifications for the product. This section discusses the seven
reviews and audits specified by MIL-STD-1521A (USAF) and an additional
informal (contractor internal) Test Readiness Review (TRR), see Table 1-1
and subsection 4.5, which corresponds to a meaningful intermediate mile-
stone. For each airborne systems acquisition, the specific number, con-
tent and scope, and conduct of the reviews and audits should be included in
the governing contractual documentation (SOW and CDRL) to assure con-
tractor committment of adequate technical and financial resources to

support meaningful reviews and audits.

The technical reviews (SSR, SDR, Pl_)R, CDR, TRR) are primarily
systems engineering or design oriented and focus on CPCI requirements
definition/allocation, design and test preparation.f The audits (FCA, PCA
and FQR) are primarily configuration management oriented and focus on
CPCI performance qualification and configuration identification verification.
Time phasing of the reviewe and audits versus system and CPCI life cycle
activities is shown in Figures 1-1 and 1-2.

General guidance in planring, preparing, and cunducting reviews and
audits was provided in Section 3 (e.g., responsibilities of the participating
organizations, specific techniques for effective reviews and audits, etc.)
This section provides detailed guidance for zach review and audit to the
Air Force Project Office and engineering personnel responsible for the
acquisition of CPClI's for airborne systems. The approach in subsections
4.1 through 4.8 is to provide a summary "checklist" table accompanied
by a brief narrative highlighting leverage issues, unique preparations, etc.
for each individual review and audit.

*Throughout this guidebook, reterence to a CPCI Development Specification

includes the interface and data requirements specification if these volumes
are produced separately.
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4.1 SYSTEM REQUIREMENTS REVIEW (SRR)

Systern Requirements Reviews (SRR's) are also called system/
system segment requirements reviews. SRR's are in-process reviews
which may be conducted any time consistent with conwvact provisions;
however, they are usually conducted on concept definition contracts or
early in concept validation contracts for a new large-scale system.

Table 4-1 provides a summary of SRR.

4.1.1 Leverage Issues

The primary objective of this review is to evaluate and approve the
allocation of system/system segment requirements against validated
mission requirements. Another major objective is to evaluate the pro-
gress of the systems engineering analyses/studies and design synthesis

efforts toward convergence to an optimum system/subsystem configuration.

From the viewpoint of eventual CPCI acquisition, the major objective
is to vvaluate the preliminary approach to allocating system/subsystem
requirements to embedded computer resources and validating the appli-
cation; e.g.,

e Requirements definitive and unambiguous? How many
llT‘BD ' 8 9. ?

e Technically feasible? For example, interface rates
versus "'real time'' constraints. High risk elements?

e Numuer and complexity of interfaces?

Other considerations include: responsiveness to SOW, traceability
to requirements (possible contractor gold plating), and testability of
requirements.

Satisfactory completion of SRR and formal customer approval of the
System/System Segment Specification establishes the system/system
segment Functional Baseline.
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4.4.2 SRR Post-Review Action

I After completion of the SRR the contractor is responsible for
publishing and distributing the official (co-signed by customer and
contractor) SRR minutes. The minutes should clearly recoi'd all agree-
ments and all action items, including suspense dates, and assign specific
responsibility to the Procuring Activity and/or the contractor. The
Procuring Activity provides formal acknowledgement to the contractor

of the accomplishment of the SRR after receipt of SRR minutes.

4.2 SYSTEM DESIGN REVIEW (SDR)

e

The System Design Review (SDR) evaluates the system/system ]
segment synthesis, including the supporting systems engineering analyses

and studies, resulting in the allocation of system/system segment

| requirements (System/System Segment Specification) to individual equip-

. ment configuration items (CI's) and computer program configuration items
(CPClI's), to establish a requirements baseline as reflected in a Part I
Development Specification for each CI and CPCI. SDR is usually the final

1 review prior to submittal of the Validation Phase products or as the

initial review in the Full-Scale Development Phase for systems/subsystems
not requiring a formal Validation Phase. Table 4-2 provides a summary
of SDR.

4.2.41 Leverage Issues

The Procuring Activity should evaluate any changes to the System/

System Segment Specification (Functional Baseline) for consistency with

e AP TN R A AN N O 5

validated mission requirements and ensure that all System/System Segment

Specification requirements, including performance and test requirements,

are optimally assigned, and traceable to, CI's and CPCI's. %
7
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The development/support concept for each CPCI, as specified in
the Computer Program Development Plan, should be carefully evaluated

to ensure:

e completeness (nothing has been overlooked)
t ° fechnical/management adequacy, and

e schedules and projected costs are realistic.

? The key decision at SDR, associated with CPCI acquisition, is approval*
of the CPCI Part I Development Specification. Requirements problems
(inconsistent requirements, incomplete requirements, missing require-
ments, over-constraining requirements, incorrect requirements, etc.)

not detected in the approved Part I Development Specification may not

surface until very late in the acquisition cycle (e.g., integrated systems
testing or operational use) with resulting major re-wcrk required and
corresponding cost and schedule impacts. The Procuring Activity should

- e ensure that Part I Development reflects an understanding 1
| of the operational mission; i
.

e Trequire that the contractor produce analyses demonstrating

the completeness, feasibility and testability of the require-
ments set and consistency with system/subsystem require-
| ments and external interfaces;

e analyze each individual requirement to verify

i e Pproper and clear statement which distinguishes between
E mandatory requirements and design goals or options,

e compatibility with system level objectives, where
! appropriate,

e technical feasibility and risk

*S&tisfactory completion of the SDR plus formal customer approval
(authentication) of a CPCI Part I Development Specification establishes
an Allocated Baseline for the CPCI as the basis for the ensuing prelim-
inary design effort. The objective is to review a complete draft of the
Part I Development Specification at SDR and make any required changes
as part of the SDR action item close-out process permitting an approved
(authenticated) Development Specification as soon as possible after SDR.
The risk associated with delaying the authentication of the Development
Specification until PDR, as has been done on some projects, is the
p:ftonthl compromise of some or all of the CPCI preliminary design
effort.
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testability.
e completeness (i.e., identify TBD's, explicit or implicit),and

e identification of any necessary design constraints.

P S AT

® require that the contractor justify all "rot applicable”
and explain all "to be determined" entries including an
approach to resolve them;

e ensure that the allocated irterfaces are explicitly identified
and detailed in terms of message formats, update rates, etc.;

o determine the compatibility of the requirements set with
contract schedule and funding, and other project resources
(personnel, facilities, etc.);’

PY ensure every requirement will be tested (i.e., Development
Specification, Section 4 accounts for every requirement in
Section 3); and

e ensure that the total requirement set provides an adequate
basis to begin preiiminary design.

4.2.2 SDR Post-Review Action

After completion of the SDR, the cortractor is responsible for
publishing and distributing the official (co-signed by customer and contractor)
SDR minutes. The minutes should record all agreements and all action
items, including suspense dates, and assign specific responsibility to the
| Procuring Activity and/or the ~ontractor. The Procuring Activity provides
iS - formal acknowledgement to the contractor of the accomplishment of the
SDR after receipt of the SDR minutes.

4.3 PRELIMINARY DESIGN REVIEW (PDR)

i The PDR is a formal review of the basic design concept for a CPCI,
which establishes a preliminary design approach and the implementation

i and test plans necessary to proceed into detailed design and developrnent.
Table 4-3 provides a summary of PDR.,

e

4.3.1 Leverage Issues

The key decision at the PDR for a CPCI is to determine if the con-
tractor's basic design approach and associated implementation and test
planning provide an adequate basis for proceeding to detailed design.
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The following actions should be considered by the Procuring Activity.

i a. Require the contractor to demonstrate that every requirement |
in the Part I Development Specification (including approved 11
ECP's) has been properly accounted for (and is traceable) :
in the des‘gn.

|

|
3 h. Ensure that the design is valid (complete, consistent, i
9 feazible, maintainable, and testable). l |

c. Require the contractor to demonstrate that the aggregate
design budgets (e.g., storage, timing, accuracy) satisfy
the Part I Development Specification, and additionally,
do not exceed the limitations of the CPCI's physical and
functional environments.

d. Evaluate the adequacy of design tradeoff studies and pre- |
liminary performance estimat es substantiating baric - '
design approach and algorithm selection. Identify high 4
risk areas, if any, and approach to risk reduction. 1

e. Ensure adequate interface definition with equipment CI's and
other CPCI's, including corresponding test requirements.

f. Ensure Part I Development Specification is adequate and 8|
i complete. Evaluate any proposed/approved changes to 4 |
i previously authenticated version.

g- Review implementation planning (e.g., required tools and
facilities) and test planning for adequacy and completeness.

t h. Identify any open issues of a technical or contractual nature,
(e.g., any requirements not satisfied) including disposition and/
or approach to resolve the issues documented in the PDR minutes).

4,.3.2 PDR Post-Review Action

L e

After completion of the PDR, the contractor is responsible for
publishing the official (co-signed by customer and contractor) PDR minutes.
g - The minutes should clearly record all agreements and all action items, |
including suspense dates, and assign specific responsibility to the Procuring
: Activity and/or the contractor. The Procuring Activity provides formal
acknowledgement to the contractor of the accomplishment of the PDR after
receipt of the PDR minutes, but should not formally "approve" the

preliminary design. i




Table 4-3,

Review (PDR): Acquisition of |
CPCI's for Airborne Systems

PDR

Purpose

Items to be Reviewed

Formal Documentation

Other Toch..iul/mugemm Data
(Contractor Pr. t:
Internal Reports, etc. )

e The PDR for
held early in

each CPCI

{may be grouped) is

the Full

Scale Development
Phase (between SDR and
CDR) when sufficient
design analysis has
been accomplished to
arrive at a computer
prog:-am architecture
and overall modular
structure which will
provide the basis for
detailed design.

® Availability of an auth-
enticated Part [ Devel-
opment Specification is
a prerequisite for any
CPCI to be PDR'd.

° Evahute the basic design approach for tompleteness,
quacy and patitility with allocated require-
ments (Part [ Development Specification), e.g.,

o Ensure compatibility of the design approach with
the Part I Development Specification,

o Evaluate the progress, technical adequacy and
risk resolution (on a technical, cost, a
schedule basis) of the selected design approach.

e For each CPCI, establish the sxistence and com-
patibility of the phyrical and functional interfaces
between the CPCI, other CPCI's, hardware Cl's,
and facilities.

e Review all changes to the Syatam/Sy-tom Segment spe-
cification and Part I Develop ecification to ensur
that they are properly mcorpontedvin the basic design
approach, the draft Part II Product Specification, and
test planning.

o Review status of all negative and provisional entries
such as "not applicable” (N/A) or "to be determlncd'
(TBD) in Section 4 of the System/System S
Specification and Part [ Development Specmcation.
Review all positive entries for technical adequacy,

e Review all detailed functional interfaces, and corres-
ponding test requirements, with hardware CI's and with
other CPCI's. Review word lengths, meesage fcrmats,
transfer rates, timing, storage implications, etc, At
this time, applicable interfaces between a CPCI and
system hardware CI's should be sufficiently defined to
permit CPCI design to proceed independently.

o Review the CPCI interactions with Human Factor
requirements. Review all man-machine interfaces
for feasibility, adequacy and completeness.

° Fevlevlevul\nte the overall structure of the CPCI for
s and quacy, w hasis on the

Iollowin;:

e All of Computer Program Components
(CPC's) to the functions (requirements) deline-
ated in the Part 1 Development Specification and
functional flows.

Storage requirements and allocation,
Computer program operating sequences.
e Design of the data base.

e Analysze critical timing requirements of the system as

they apply to the CPCI to ensure that the proposed CPCI

design approach satisfies the timing requlrcmonu.
Review ion time imates for rea
and compatibility with timing requir ts

o Review interface test requirements specified in Sec-
tion 4 of the d-vclopmont lpeciﬁclﬂon for compatibil -
ity, currency, quacy, eliminati
dant test. Ensure that lﬂ associated test documents
reflect these interface requirements.

e Review test planning d tion to e that the
test program satisfies the test requirements specified
in Section 4 of the System/System Segment Specifica-
tion and Section 4 of the Part I Development Specifica-
tion.

e Ensure that all test planning documentation has been
updated to include any new test support raquirements.

of redun-|

. Updated System/System

Segment Specification
(if necessary).

Final Part I Develop-
ment Specification for
each CPCI.

Partial Part II Product
cification for each
PCI missing only the
detailed componint level
flow charts; "build to"

flows will be in CDR
draft, "as built” flows
will be in final version
prior to PCA.

Preliminary Qualification
(Acceptance) Test Plan
for each CPCI.

Preliminary Data Base
Document for each CPCI.

¢ CPCI functional flows to the level of flow

charting that identifies allocation of Part I
Development Specification requirements t
individual Computer Program Components
(CPC's) and depicts the sequence of opcn,
tions within the CPCI and within a compute
program component at least to a Part [ p
cessing requirement level.

e Storage allocation charts detailed for each |

CPCI as a whole, des:ribing the allocation’
of available storage to individual Computer}
Program Components (CPC's). Identifica.
tion of timing requirements, sequencing
requirements, and relevant equipment co
straints used in det. ining the all. i
should be provided.

e Sizing and timing estimates and budgets. .

Description of CPCI control functions
including the executive control and start/
recovery features for the computer pro-
gram system, method of initiating system
operation, and features that permit recove:
ery from system malfunction. 1

o Description of the overall hierarchial

structure of each © PCI .nd the rationale
for the indicated fu d ition |
into p ts, routines, etc.

e Description of the data base structure/

organization to a level that ideatifies data
types and characteristica, structure lay-
out, and allocation of data stovage

o Design trade-off scudies, e.g., synchro-

nous, asynchronous, or hybrid executive; -
algorithm alternatives; etc.

® Preliminary perf

e Interface definition between the CPCI,

hardware CI's and other CPCI's,

o Identification of uni rity require-

ments, if any, and a description of the
techniques to be used for satisfying them. |

o Identification of any reoutrmy rqulu-
ol the t

ments and a descripti
for impl ting and
routines.

ing reentrant

o Description of the availability, adequacy,

and planned utilisation of tools and facilit!
for CPCI develop t, including Sy
CPCI exercising.

e Description of any special simulation, d *

reduction, or utility tools that are not
deliverable under t of tract, but |
which are planned for use during p m
development.

e Status of all ECP's and DPR's against

each CPCI.

*The two el

ts that disti

ish "formal baselines” from "intermediate milestones" are that (1) formal baselines i

documentation (specifications), and (2) approved specifications are put under formal configuration control.

formal customer app 1 of configurati

Formal Baseline*Established:
L N/A

Intermediate Milestone:

Prelishisary Dosign Aproach |
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4.4 CRITICAL DESIGN REVIEW (CDR)

The Critical Design Review (CDR) is a formal review co:;;lucted on
each computer program component (CPC) of the CPCI before translating

§ the engineering language, logic, and algorithms to coded instructions. , 1
f The CDR ensures that the detailed design solution and associated imple- '
§ mentation plans and qualification‘acceptance test planning satisfies the ‘

§ requirements of the Part I Development Specification and establishes the

f detailed design basis for the CPCI. g

If top-down development is specified, where upper levels of the CPCI
hierarchy are designed/developed before lower levels, a sex:iec of pro-
gressive (incremental) CDR's is required. For large, complex CPClI's,
regardless of development methodolcgy, incremental CDR's are a common

{ " practice to review logical groupings of CPC'S. Table 4-4 provides a

summary of CDR.

’ 4.4.1 Leverag~ Issues 3

% The key decision at CDR for a CPCI is whether or not the contractor's

" detailed design baseline and associated implementation and test planning
provide an adequate basis to proceed to coding and testing the CPCI. The
Procuring Activity should:

a. Require that the contractor demonstrate that every require-
ment (Part I Development Specification) has been properly
accounted for, and is traceable to, the detailed design.

b. Ensure that the detailed design is valid (complete, con-
sistent, f;:asible. maintainable, and testable).

_' c. Ensure that the detailed design and critical parameter

{ budgets (e.g., storage, timing, accuracy) for the CPCI's

' _ do not collectively exceed the limits given in the Part I

g _ Development Specification, and additionally, do not exceed
the limitations of the CPCI physical and functional
environments.

? d. Evaluate the design evaluation and tradeoff studies and
| performance estimates substantiating the detailed design.
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e. Review current, detailed implementation planning and
qualification/acceptance test planning for adequacy and
completeness. Approval of the Qualification (Acceptance)
Test Plan provides a controlled definition of the project's
acceptance test program.

f. Identify and discuss any critical issues, e.g., any
requirements not satisfied, and provide a resolution
of the issues.

g. Identify specific computer programming ("build to")
documentation which will be reieased for coding and testing.

4.4.2 CDR Post-Review Action

After completion of the CDR, the contractor is responsible for
publishing and distributing the official (co-signed by customer and con-
tractor) CDR minutes. The minutes should clearly record the disposition
of all critical issues, other agreements and all action items, including
suspense dates, and assign specific responsibility to the Procuring
Activity and/or the contractor. The Procuring Activity provides formal
acknowledgement to the contractor of the accomplishment of the CDR after
receipt of the CDR minutes, but should not formally "approve" the design.

4.5 TEST READINESS REVIEW (TRR)

The Test Readiness Review is an informal review and is not required
by MIL-STD-1524A (USAF). The TRR is a commonly used internal review
by the development contractor to review development test results and
evaluate preparations for qualification testing, including the CPCI con-
figuration control approach/procedures, prior to commencing qualification/
acceptance testing. Customer attendance is optional, but as a minimum
the procuring activity should be apprised of the results of the internzl
review. Table 4.5 provides a summary of the TRR.

Many CPCI development contractors establish an Internal Review
Board (IRB), at the outset of a CPCI development, composed of appropriate
senior personnel not otherwise involved in the project activity. This
group conducts the TRR, dry runs the formal reviews and audits, and
schedules other internal technical reviews at significant milestones
(e.g., review PQT results) intermediate to baselines, at the discretion
of the IRB chairman. A contractor project office representative may
serve as IRB Secretary.

T B S T R MO
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4.5.1 Leverage Issues

The key decision at the TRR for a CPCI is whether or not project

preparations to commence qualification/acceptance testing are adequate.
The Invernal Review Board (IRB)

a. Ensures the adequacy, traceability and completeness of
accomplished development testing and planned qualification/
acceptance testing against the requirements of the Part I
Development Specification.

b. Evaluates the preparations for qualification/acceptance
testing (procedures, tools/facilities, personnel, CPCI
configuration control approach/procedures, etc.).

4.5.2 TRR Post-Review Action

After completion of the TRR, minutes are prepared, signed by the
IRB chairman and distributed to project personnel and top management.
The minutes should clearly record all action items, assignment and
suspense dates, and thz board's recommendations.

4.6 FUNCTIONAL CONFIGURATION AUDIT (FCA)

The Functional Configuration Audit (FCA) verifies the CPCI's actual
(test) performance compliance with the Part I Development Specification
requirements. Test data are reviewed to verify that the CPCI met all of
the requirements associated with its Allocated Baseline. For CPCl's
developed at government expense, a satisfactory FCA is a prerequisite to
CPCI acceptance. The FCA for a complex CPCI may be conducted on a
progressive basis, when so specified by the Procuring Activity, throughout
the CPCI development and :ulminates at the completion of qualification
testing of the CPCI with a review of all discrepancies at the final FCA.
For CPCI's that can be validated only through integrated systems testing,
the FCA cannot be completed until such testing has been completed and
audited. This usually implies a separate Formal Qualification Review
(FQR) (see subsection 4.8). Table 4-6 provides a summary of the FCA.,
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4.6.1 Leverage Issues

The key decision associated with FCA is whether or not the
ensemble of CPCI testing satisfies all requirements of the Part I
Development Specification (see Table 4-6 for details).

4.6.2 FCA Data Packages

The contractor provides two FCA data packages to the customer:

1. data items to be delivered 20 days or some negotiated
lead time prior to FCA; i.e.,

e a list of contractor representatives, including the
test manager or equivalent; and
® identification of the CPCI to be audited, including

e nomenclature (name or descriptive title of
the CPCI,

e specification identification number and the CDRL
identifier of the document, and

° CPCI identifier;

2. documentation and data to be provided and made available

to the customer at the FCA (Table 4-6, "Items to be Reviewed").

4.6.3 FCA Post-Audit Action

After completion of the FCA, the contractor is responsible for
publishing and distributing the official (co-signed by customer and con-
tractor) FCA minutes. The minutes should clearly record all results
and findings, including a discussion of all deficiencies. The Procuring
Activity provides formal acknowledgement to the contractor of the
accomplishment of the FCA after receipt of the FCA minutes.

4.7 PHYSICAL CONF'GURATION AUDIT (PCA)

The PCA is a formal examination of the coded version of a CPCI
against its technical documentation and of the configuration management
records pertinent to the CPCI in order to establish the Product Baseline.
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The PCA cannot be conducted unless the customer has the final draft of
the Part II Product Specification (nominally at least 30 days prior to PCA).
After successful completion of the PCA and formal customer approval

of the Product Specification, all subsequent changes are processed by
ECP. Table 4-7 provides a summary of the PCA. :

4.7.1 Leverage Issues

The key decision at the PCA is whether to approve the Part II
Product Specification establishing the CPCI product baseline, thus
formally "accepting" the CPCI. The procuring activity should

a. Conduct a detailed audit of the Part II Product Specification,
including its flow charts, listings, and design narrative.
Also r=view, for format and completeness, the Operator's
(User's) Manual, Computer Programming Manual and any
other manuals and handbooks specified in the contract;
these manuals and handbooks are reviewed and analyzed
for final approval after integrated systems test has verified
that procedures are accurate.

b. Review configuration management status accounting records
related to the CPCI to ensure that all approved changes are
incorporated and that unapproved changes are not incorporated,
but properly logged.

c. Evaluate all CPCI configuration differences between FCA
and PCA to ensure CPCI functional characteristics are
not degraded.
Satisfactory completion of the PCA and formal approval (DD Form
250 or equivalent) of the CPCI Part II Product Specification establishes
the CPCI Product Baseline,

4.7.2 PCA Data Packages

The contractor provides three PCA data packages to the customer:

1. Final draft Part II Product Specification for the CPCI to
by PC.?'d nominally at least 30 days prior to the PCA;

2. Data items to be delivered 20 days or some negotiated
lead time prior to PCA:;

® PCA date and location

® agenda
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Table 4-7. Summary: Physical Configuration
Audit (PCA); Acquisition of CPCI's
For Airborne Systems

Purpose

Items to Be Reviewed

Other Technical/Management Data
Formal Documentation (Contractor Presentations,
Internal Reports, etc.)

® Conducted between
FCA and FQR
(when separate
FQOR is required)
when all required
audit data is avail-
able and (nominally)
at least 30 days after
submittal of the draft
Final Part II Product
Specification to the
Procuring Activity.

@ Formal examination of coded ("u build*) vcrnon
of the CPCI against its h and
of the eenll.unﬁoo maugomont records pertinent
to the CPCI to establish the Product Baseline.

e Review Part II Product Specification for format
and completeness.

® Review FCA minutes for recorded discrepancies
that require action.

o Review C r Pr. Comp t (CPC)
description and !low charts.

e Review CPC Interface requirements.

e Review data base characteristics, scorage
allocation charts, and timing and sequencing
characteristics.

o Review flow charts for proper entries, symbols,
and label tags.

e Review acceptance test procedures/results for
compliarce with Part Il Product Specification.

e Compare top level CPCI flow charts with CPC
flow charts.

e Compare detailed CPC flow charts with coded
program (listings) for accuracy and completeness.
Comparison may bo porformed using a sampling

rather than The sampling
rate should be adjusted based upon observed
compatibility.

e CheckComputer Programming Manual, Operator's
{User's) Manual, and Ver.lon Description Docu~
ment for lonnat. p and f nce
with applicable data items. (Formal verification/
acceptance of these handbooks/manuals should be
withheld until system testing to ensure that the
procedural contents are correct).

® Cross-check current (code) listing with the listing
in the Part II Product Specification. The listing
mey be corss-checked using a sampling rather
than an exhaustive technique. The sampling rate
should be adjusted according to the observed
compatibility.

g Enmiao actual CPCI (card decks, tapes, etc.)
for with Section 5 of the Part II
Product Specification

® Evaluate all CPCI configuration differences between
FCA and PCA versions to ensure CPCI functional
characteristics are not degraded. (PCA Minutes).

® Audit the contractor's engineering release and cnange
control system to ensure that it is adequate to properly
:ontrol the procc--h' and formal release of
. As a mini assure the
cnp.buuy to aceomplhh-
o Identification of changes and retaining records of
superseded configuration formally accepted by
the Processing Activity.

o Identification and accountability of all Class I and II
ul.hc.ﬂn. ehan.u nl.nud for incorporation.
These ch d be letely released and
heorponud prior to formal lcccphnco of the CPCI.

e Determination of the configuration rel
CPCI at the time for formal acceptance.

o Processing and release of engineering data through
a central avthority to ensure coordinated action
and preclude unilateral release of data.

@ Satisfactory completion of the PCA and formal approval
by the Procuring Activity of the CPCI Part II Product
Specification establishs the CPCI Product Baseline.

@ Accepted CPCI's are delivered in accordance with

"
raquir

se for each

® Authenticated CPCI @ List of all deviations/waivers against the
Part I Development CPCI, either approved, or outstanding
Specification. awaiting approval by the Procuring Activity.

@ Draft Final CPCI Part ° Lht delineating both approved and outstanding
II Product Specification. nges (ECP's) against the CPCI.

® CPCI Test Plans, Test ©® List of all required changes not yet pleted

@ Draft Final Operator's @ CPCI configuration management status

® Draft Final Computer

Programming Manual. flow charts.
i ° Ducripﬁon of contractor's engineering
. ;:::::n??‘.lgg;fwn ‘ and config ion control system.

® FCA Minutes.
® Prepared DD Form 250

Procedures, and Test

Reports. @ List of ail changes actually 1aade during test.

acconnting records.
@ CPCI master tape and current listings and

{User's) Manual.

or equivalent.

*The two elements that distinguish "formal baselines !rcm A "intermediate muomnn' are that (1) formal baselines lve fe
approval of configuration documenta d specifi

tion (specification), and (2) app

are pui under formal configuration eonnl.

Formal Baseline?Established:| Intermediate Milestone:
Product Baseline N/A
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e list of contractor representatives, including the
test manager or equivalent

e identification of CPCI to be audited/accepted:

° nomenclature (name or descriptive title of the CPCI)

specification identification number and the CDRL
identifier of the document

e CPCI identifier
e CPC, module and/or routine identifiers

° list of all deviations/waivers against the CPCI, either
requested or Procuring Activity approved; and

3. documentation and data to be provided and made available
at the PCA (Table 4-7, "Items to be Reviewed").

4.7.3 PCA Post-Audit Action

After completion of the PCA, the contractor is responsible for
publishing and distributing the official (co-signed by customer and con-
tractor) PCA minutes. The mirutes should ciearly record all results
and findings, including a tabulation/discussion of all deficiencies; action
item assignments should address all deficiencies (e.g., make corrections,
prepare/execute waivers, etc.). The Procuring Activity provides formal
acknow!edgement to the contractor that PCA took place after receipt of
the PCA minutes.

Procuring Activity acceptance or rejection of the CPCI and the
CPCI Part II Product Specification must be furnished to the contractor
in writing by the responsible contract management agency or other

designated agency after comp'etion of PCA.
4.8 FORMAL QUALIFICATION REVIEW (FQR)

When feasible, the FQR is combined with the FCA. For situations
in which the CPCI Part I Development Specification requirements cannot
totally be verified by the testing accomplished at FCA (e.g., CPCI
qualification dependent on integrated system testing), a separate FQR
should be conducted post-PCA, when the necessary tests have been
satisfactorily completed, to enable CPCI certification. Table 4-8
provides a summary of the FQR.
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4.8.1 Leverage Issues

The key decision associated with the FQR for a CPCI, assuming
a separate FQR is required, is whether or not the combination of the
qualification/acceptance testing audited at FCA and the post-FCA testing
satisfies all requirements of the Part I Development Specification. The
Procuring Activity should

a. review FCA minutes to ensure that all findings have been

incorporated and completed (the FQR is considered an
extension of the FCA); and

b. review and evaluate additional qualification/acceptance
testing data acquired post-FCA. (This additional data
and the FCA findings should verify tha. the CPCI satisfies
all of the requirements in the CPCI Part I Development
Specification).

4.8.2 FQR Data Packages

These are the same as the data packages for FCA, plus:
e additional test results, and
¢ FCA minutes.

4.8.3 FQR Post-Audit Action

The required post-audit activities are identical to those required
for the FCA.




APPENDIX

REVIEWS AND AUDITS GUIDEBOOK
BIBLIOGRAPHY OF GOVERNMENT DOCUMENTS

Version ;
Designator Date Title ;
DODD 5000. 19 6/02/71 Policies for the Management and '
Control of DoD Information j
Requirements 5
DODD 5000. 29 4/26/76 Management of Computer Resources
. in Major Defense Programs
DODD 5010, 28 10/02/72 Department of Defense Management
4 : Review and Improvement Program
DODI 4105, 64 8/05/70 Technical Representation at
' Contractor Facilities
AFR 173-1 6/29/73 Management of the Cost Analysis
Program ,
] | AFR 174-2 5/17/68  Follow-Up on Internal Reports of
Audit (AFSC Supplement 11/27/72 {
and ESC Supplement 6/15/72)
AFR 175-4 11/14/72 Auditing in the Air Force
: AFR 800-5 7/21/13  Selected Acquisition Reports (SARs)
‘ AFR 800-14 5/10/74 Management of Computer Resources
o Volume I in Systems (AFSC Supplement |
: 9/25/74) i
l AFR 800-14 9/26/75 Acquisition and Support of Computer : §
| Volume II Resources in Systems |
|
AFP 70-14 . 3/01/74 PIECOST (Probability of Incurring !
Estimated Cost) ;
E AFM 175-118 5/17/74  Air Force Audit/Management System .
: |
AFSCR 70-12 11/29/74 AFSC Procurement Summary Report “
AFSCR 800-1 4/24/74 Command Review of Systems
Acquisition Programs and Test
Resources
AFSCR 800-18 9/20/74 Joint Operational and Technical

Review (JOTR)




Designator
AFSCP 800-3

ESDR 27-4

MIL-S-52779(AD)

MIL -STD-480

MIL -STD-481A

MIL-STD-483 (USAF)

MIL-STD-490

MIL-STD-499A (USAF)

MIL-STD-1521A (USAF)

MIL-STD-1602

K4

TR

Version

_Date Title

4/09/76 A Guide for Program Management

5/10/73 Documentation for System
Program Reviews

4/05/74 Software Quality Assurance
Program Requirements

10/341/68 Configuration Control-Engineering
changes, Deviations and Waivers
Configuration Control - Engineer-
ing Changes, Deviations, and
Waivers (Short Form)

6/01/71 Configuration Management
Practices for Systems, Equipment,
Munitions, and Computer Programs

10/30/68 Specification Practices

5/01/74 Engineering Management

6/01/76 Technical Reviews and Audits for
Systems, Equipment, and
Computer Programs

6/08/73 Requirements for Progress Reports
for R&D Equipment
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