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Abstract

( This paper Is a frankly subjective reflection on the successes and failures of the
C.mmp project by those most intimately connected with its design, implementation, and
uss. ?tt attempts to catalog and characterize th. things we feel we did right and the
things we did wrong. We sincerely hop. that this sort of evaluation will help oth.rs
who undertake similar projects.
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choice for many medium-to-large scale applications, in addition to the economic
argumet~its, there appeared to be many other advantages to such structures 1 including
high availability, expansability, and so on.

Despite the fact that a number of multiprocessor computers had been built prior to
197 1, relatively little of a scientific nature was known about them. Our goal was to
explore a number of alternative multiprocessor designs, examining both the hardware
and software Issues, and to report on these explorations. To that end we undertook
the design and construction of two multiprocessor systems, C.nimp and Cms, and their
associated software.

C.mmp, the subject of this paper , Is a relatively straightforward multiprocessor.
Begun In 1972, it connects 16 processors to a large shared memory (up to 32
megabytes) through a central crosspoint switch. The access time from any processor to
any word of memory is identical. Cms, started in 1975, replaces the crosspoint switch
with a distributed, bus-oriented interconnection schem. between processor-memory
pairs. In contrast to C.mmnp, the access time from a Cms processor to a word of
memory can vary by an otd~r of magnitude depending upon the particular processor
and memory module involved. These two machines have quite different implications on
the software which runs on them; between them we are able to explore many of the
Interes ting issues of distributed processing.

1.2 C.mmp

C.mmp is a multiprocessor composed of 16 pop-i its, 16 independent memory banks,
a crosspoint switch which permits any processor to access any memory, and a typical
complement of I/O equipment. A path through th, switch Is independently established
for each memory request and up to 16 paths may exist simultaneously. An
independent bus, the IP-bus, carries control signals from one processor to another; no
data i~ carried by this bus. Collectively the 16 processors execute about 6 million
instructions per second; the total memory bandwidth is about 500 million bits per
second. In short, despite the fac t that It is built from minicomputers, C.mmp is a large-
scale machine.

The current configuration of C.mmp includes 5 PDP-11/20 processors (5
usec/instruction), 11 PDP-11/40 processors (2.5 us.c/instruction), and 3 megabytes of
shared memory (650 nsec core and 300 nsec semiconductor). Alt of the 11/40
processors have been modified to include writabis micrestores; thus we are able to
tailor their Instruction sets to specific applications. Tb. cost of this configuration Is
roughly $600,000, of which $300,000 is th. cost of processors, $200,000 ii memory,
and $100,000 is the switch, IP-bus and other special equipment. Of course , there is an
add it ional cost associa ted with I/O dev ices.

I 
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1.3 Hydra

Hydra is the “kernel of the operating system for C.mmp; it Is not Intended to
provide most of the familiar features of an operating system (e.g., It does not provide
files , a command language , or even a scheduler). Rath.r , Hydra provides an
env ironment In which It Is (intended to be) easy to write user-level programs that
supply these familiar facilities. Hydra was designed In this kernel fashion in order to
permit (and encourage) experimentation with features and polici es appropriate to
multiprocessors.

Hydra, which was a research project in Its own right, uses a capability-based
protection structure, a scheme in which only the possession of the appropriate kind of
referenc, to an object (e.g., a file) grants access to that object. In ord er to allow
user-level definition of operating system facilities, Hydra extends the basic capability
scheme with the ability to define new types of objects and (protected) operations on
these object types. Thus tt is possible f or a user to define new types of files,
processes , message buffers, or whatever. These newly defined types share an equal
status with those that already exist -- which is another way of saying that Hydra
attemp ts to preempt as few decisions as possib le , thus allowing the users to tailor the
system to their needs.

Software already built on top of Hydra in this manner includes file systems ,
directory systems sch.dulers, and language processors (for Algol 68, C, La, and a
f lexible command language ).

1 .4 Project Goals

Two general goals influenced both th. hardware and the software desi gn from the
ou tsit. The C.mmp/Hydr a system was envis ioned as both symmetric and ges~.reZ
purpose. By symmetric we mean that replicated components , suc h as processors , are
treated as an anonymous pool; no one of them Is special in any sense. By gasses-el
purpose we simply mean t hat we did not in tend to cater to only those programs which
need a multi processor; the multiprocessor character of the machine is used to Improve
throughput across a set of Independen t jobs as well as to mult iprocess single lobs.
Both the hardware and software were designed with these goals In mind.

The symmetry goal is manifest in a number of ways. At th. hardware level , for
example , an interprocessor inte rrupt mechan ism was designed so that every processor
could interrupt every other processor (includIng itself ) with equal ease. At the
software l•vel there Is no ~master-slave relation among th. processors -- any
processor may execute any par t of the operating system at any time (subjec t , of

a. course , to ’vnutual exclusion .In ‘.ccessing tha red data structures ) At~%h. user level , a
job may execut. on any processor , and Indeed may sw itch from one processor to
another many~ tim s during Its execut ion.

The impact of the gen.rsl purpos. assumption is more subtle; it impl ies that we have
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to provide a broader range of software than would be expected if our focus had been
more narrow. It also Implies that op tl mizat ions to a specialized problem domain should
not be made In the operating system. Some of the speci f ic effec ts of this goal will be
found later in the evaluations.

1.5 Performance Evaluation Tools

Many of our evaluations of C.mmp are based on data obtained from a number of
tools desi gned to measure system performance. Although not one of our five greatest
successes , we think these tools are important enough to present here. We have three
measurem~,’iI tools: a script driver, a hardware monitor , and a kernel tracer.

The Script Driver Is a program which can place a measured load on the system by
simulating a number of users at terminals performing various tasks. This known load
can make the Interpretation of performance measurements much easier.

The Hardware Monitor is a device built at CMU which con monitor In real time the
signals on a POP-i l’s bus. The Monitor is very useful in measuring the activity of a
single C.mmp processor , and for recording the activity of small portions of the
operating system. It is less effective in measuring total system performance.

The Kernel Tracer , the most commonly used tool, is built into the Hydra Kernel. It
allows selected operating system events (e.g., blocking on semaphores, context swaps)
to be recorded while applications are running. The accumulated data can be processed
of f-line to give a detailed record of what was happening on each processor. Naturally,
the use of the tracer slows down the entire system, but this obvious point doesn’t
reall y seem to matter in practice.

The importance of these tools should not be underestimated. In any system as
complex as an operating system, design decisions are ofte n based on intuitive
assumptions of performance tradeoffs. Without accurate measurements, these design
assumptions cannot be verified. Certainly we found that some of our assumptions
were wrong, causing us to redes ign several parts of Hydra.

1.6 Format of the Paper

The body of this paper is a highly edited report of a meeting called specifically to
evaluate the C.mmp/Hydra project. The attendees were representatives of the various
groups Involved in the desIgn, implementation, and use of C.mmp and Hydra: hardware
designers, operating sys t em implementors, those doing performance evaluation, and
four major users. In all, six teen persons attended, the maximum number we felt could
interact productively.

The purpose of th. meeting was to solicit the opinions of the participants
concerning the nature of our successes and failures. We had also so licited wr itten
opinions from a wider group -- in fac t , just about everyone who has had anything to
do with C.vnmp and Hydra. The participants knew, of course, that the results would be
reported in this paper.

---- -.--.-—-. ----.-—--——-—- -—-- --,------ —-— - - — - - - — ——  —----------- -- -.- - - - -
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The meeting and written responses produced over a hundred distinct comments. To
organize these in a coherent fashion we asked the participants to decide upon our five
greates t successes and five greatest failures. With some exceptIons the comments
have been organized under these headings; the participants’ comments have been
Indented to separa te them from background Information and summary comments.

Any paper that sets out to reflect upon the successes and failures of a research
project is potentially self-serving. We were extremely conscious of that danger end
have attempted, through the format of the meeting and the editing of its transcript , to
construct the’ paper in a manner which minimizes this effect. Either our Initial fear of
being self-serving was groundless, or the format chosen ~orked ex tremely well. We
shall let the readers judge for themselves, but we feet that the result has been a
reasonably objective, well-balanced view of the C.mmp/Hydra project.

2. Our Greatest Successes and Failures

We shall begin this report with what, in fac t , happened last at the meeting -- a
listing of our most notable accomplishments and mistakes. This list was created after
all opinions had been expressed, thus the participants had the opportunity to hear the
opinions of the others before deciding upon the content of the list. To keep the
discussion crisp we arbi trarily chose to limit each list to five items. Surprisingly (to the
editors at least), despite the differing interests of the participants there was
essentially complete agreement on the items to be included on each list.

Our notable accomplishments:

We constructed a cost-effect ive, symmetric multiprocessor.

We provided, in Hydra, a capability-based protection system which
allows the construction of operating system facilities as normal
user programs.

We were able to distribute the Hydra kernel symmetrically over all
processors.

We provided successful mechanisms for the detection of, and
recovery from, software and hardware errors.

We used an effective methodology for constructing the Hydra
kernel.

Our notable disappointments:

. -~Ths.hardwsre Is less reliable than we would like.

Th. smal l address of the POP-i 1 has a large negative impact on
program structure and performance.

j
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We are unable to partition C.mmp into disjoint systems.

We did not put enough human-engineering Into the software
interface to the user.

We did not give enough attention to project management.

Neither our successes nor failures are, of course, unqualified, and the story behind
each is littered with smaller successes and mistakes. Moreover, there are dependencies
between the things that went well and those that didn’t; the fact that we have a
running 16-processor system must be tempered, for example, by a poorer-than-
expected reliability record. The reliability record, on the other hand, led us to greater
concern for software structures that detect and survive hardware malfunction -- and
we count those structures among our most important accomplishments. For all these
reasons, w hile we have used the success/failure lists to organize the paper, one
should not expect all the points listed under a success to be positive In nature. On
the contrary, we believe it important to expose the contributing events, both positive
and negative, as well as the major points listed here.

With that introduction then, here is the report of the meeting.

3. The Successes

3.1 A Cost-Effective Multiproc.ssor

C.mrnp’s design goals included speed, simplicity, and the use of as many
commercially-available components as possible. Because C.mmp is a unique computer
some critical parts had to be designed and built especially for the project. While this
was a burden, it did give us maximum freedom in the design of these crut~cal
components, including the crosspoint switch, the IP-bus, and the processor
modifications for memory relocation. These were .11 built by the CMU Computer
Science Department EngIneering Laboratory.

The basic design goals have been justified by experience, with
speed having been the least important emphasis.

CMU-built hardware is not a large propor tion of the total system
cost.

The crosspoint switch is very reliable, and fast enough.

The use of immediately available components was i major factor In
getting C.mmp built as fast as we did, but It limited us in taking
advantage of technology which developed in succeeding years.

We were especially happy abou t the evaluation of the crosspolnt switch, which

•1 - —-— _____ 
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many people thought would be C.mmp’s Achilles’ heel. In retrospect we think we we re
too concerned about raw speed in the design of the switch and memory; as it turns
out , most applications are sped up by decomposing their algorithms to use the
multiprocessor structure , not by executing on a processor with short memory access
times.

• The comments at the meeting did reflect some specific complaints about the
hardware, several of which we later decided were significant enough to be listed as
some of our major disappointments. Many of these stemmed from our choice of a
processor for C.mmp. In 1971, only the PDP-11/20 minicomputer met our
requirements. In 1974 we decided to take advantage of technology advances and use
the new, faster PDP-ll/40 processors to complete C.mmp. One feature of the POP-il

• architecture which might be expected to impact the goal of symmetry for C.rnmp is the
close associa tion of an I/O device with exact ly one processor.

The POP-l i processors required more modifications than we
expected to ensure the security of the operating system.

The POP-il’s 16-bit address is too small for many interesting
applications.

Having to supporting two POP-li models complicated the
development of the processor modifications and the operating
system. It would have been better to have had a single processor
model, regardless of its speed.

Having I/O devices bound to particular processors made it difficult
to move a device from a malfunctioning processor to a good one,
but device utilization was not otherwise sacrificed.

Perhaps more than anything else, our experience with the POP-i 1 has given us a
much clearer idea about what features are really important in choosing a processor,
and which are not. Our consensus is that speed is not very important , for reasons
already cited in conjunction with the crosspoint switch. Reliability is very important,
but we foure that much can be done in software to increase the overall system
reliab ility, as long as the hardware has some basic error-detection mechanis ms. (Our
own approach to this is described later. ) The address size is important because if it is
too small for the expected appti cat ions , the ensuing problems cannot be completely
overcome by software. The POP-I 1 I/O erchitecture is an example of a feature that
turned out to be unimportant because It could ’be completely hidden from users by
softwa re.

At a higher level, users of C.mmp seemed satisfied with the overall system
performance.

Our ability to support multiprocess algorithms is well established
by the performance of the marty applications on C.mmp.

We have successfully suppor ted user processes that require real-
time response, although this was not one of our major goals.

~ 
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At the end of the paper we will give some performance figures for an application
which runs on several CMU computers , including C.mmp.

Most of ten cited criticisms of the system were:

Interaction with operating system facilities, in or out of the kernel,
is accompanied by a high overhead.

The most serious obstacle to rapid execution of large systems is
the limitation imposed on programming by the small POP-l i
address.

• Memory contention significantly degrades performance when many
processes are accessing the same memory page. This is usually
caused by the processes sharing the same code pages.

Memory contention is very serious when using high-performance
I/O devices which depend on rapid access to memory during
transfers.

The performance bottlenecks are due to a combination of avoidable and unavoidable
factors. We were intially distressed at the high operating system overhead (it takes
about 500 microseconds to enter and exit the kernel), but we attribute most of it to a
lack of experience with the fairly complex features we wished to implement. We are
confident that the overhead is not an inevitable result of our protection mechanisms,
nor is it due to the hardware design.

Memory contention, caused by several processors trying to ~ccess the same memory
simultaneously, was a performance concern from the outset of the project. Our
simulation studies indicated that its effect would be minimal, but in practice several
circumstances conspired to make the problem significant. First, typical large —

multiprocess applications tend to share the same code among all processes, and this
greatly increases the probability of accesses to the same memory. Second, the
installation of per-processor caches, which were to handle this code-reference
problem, has been delayed due to various resource shortages. Finally, we found that
devices such as our disks and drums could not tolerate the long memory access times
characteristic of periods of high contention. A software solution to this problem had to
be implemented.

The small address problem is serious for large applications which cannot fit within
the 64K address space on the POP-I l. Although we could not have avoided this
problem, we were guilty of underestimating its significance for the applications which
were to run on C.mmp. The problem is considered in more detail later in this paper. 

— — - - - - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ J
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3.2 Prot.ct.d Subsystems

In Hydra, the construction of operating system facilities outside the kernel is
centered around an abstrac tion called a protected subsystem.. A subsystem is, in its
basic form, a new object type combined with a set of ~rocedures which operate on
objects of that type.

Our experience derives from over twenty working subsystems implementing
schedulers (Policy Modal.: In Hydra terminology), files, directories, art I/O device
allocator , and a host of other traditional operating system facilities. As software
development continued by diverse users, we were curious to see whether all the
required software could be built within the subsystem abstraction, whether such
development could be done easily and quickly, and whether the resulting facilities
could be easily merged into the user environment.

The protected subsystems abstraction is very powerful in
designing operating system software in a capability environment.

it is easy to design subsystems which are easy to use and which
ar& protected from any interference from software outside the
subsystem.

The subsystem structure makes it -easy to provide severei
coexisting and competing facilities.

1’ The subsystem structure is useful for isolating facilities under -

development or being debugged.

New subsystems are easily incorporated into the standard system.

We think the subsystem concept in Hydra is as useful as the closely-related notion
of extended data types has been in the field of programming languages. Part of the
original motivation for the subsystem concept was our desire to allow alternate
solutions to problems . which we could not foresee In a multiprocessor environment.
However , we found that subsystems are also very useful in debugging versions of
~standard~ systems without interfering with users.

Many people at the meeting were critical of the failure to follow up the subsystem
design with the software tools which would encourage building subsystems in this new

— environment.

Subsystem construction still suffers from being ad hoc, there being
- inadequate software - support - for managing Th. programs, dat a
structures, and documentation which comprise the subsystem.

The development of system software (subsystems) by many
different people makes it more difficult to impose any
standardization.
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• Subsystems are less likely to be successful when they attempt to
- implement traditional (non-capability) systems In traditional ways.

These problems are the result of our not giving the user environment outside the
kernel as much attention as we gave the Hydra kernel itself. We consider It one of our
wors t mistakes and will discuss It more later in the paper.

Scheduling is an examp le of a tradi tional operating system function which, in Hydra,
is partially implemented outside the kernel by a subsystem called the Policy Module
(PM). We thought that providing scheduling policy outside the kernel would allow us to
experiment with different specialized strateg ies for scheduling cooperating processes.

The first Policy Module is a distinguished subsystem for several reasons. First, It
was one of the firs t subsystems built outside the kernel and exhibits many of the
mistakes of any first attemp t. Second, it is a particularly nice example of our ability to
build operating system facilities outside the kernel. Finally, it interacts very closely
wit h the kernel, so the efficiency of the kernel interface is emphasized.

The first Policy Module was operational from 1974 through May, 1977. Our basic
evaluation at the meeting was that

The first Policy Module adequately demonstrated that traditional
policy decisions could be made outside the kernel.

In spite of this, many people noted flaws in the implementation which were glossed
over In our rush to see if the PM would work.

Insufficient attention was paid to reliability and throughput in the
Policy Module.

The PM-kernel interface turned out to be more complex than we
had anticipated.

We included things in the kernel facilities which logically belonged
outside; this acted to complicate the kernel interf ace. (For
efficiency reasons, we inspl.mented in the kerneL sense f a cILities
which should hove been outside according to our phiLosophy. Thu
mad. the kernel more complicated. )

Hence,

The construction of Policy Modules was not as easy as we had
imagined before we actually tr ied it.

Because we expected a PM to incorporate specifIc knowledge about the processes It
was scheduling, we anticipated having many PM’s simultaneously scheduling different
sets of processes. Indeed, having severa’ PM’s run at the same time was no problem,
but again the performance left something to be desired.

I . ,

__________
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To suppor t multiple Policy Modules, more facilities are needed In
the kernel to ensure a fair allocation of processor and memory
resources to each Policy Module.

We began to build a second version of the Policy Module almost as soon as the
deficienl ies in the first were recognized. This design proceeded in parallel with
performance improvements to the first PM, and in fact we were running both PM’s
simultaneously for a short time.

3.3 The Distributed Operating System

Hydra was designed with no master-slave relationshi p among processors. With the
exception of the lowest level of i/O device support , all system tasks may run on any
and all processors. An immediate result of this is that we expec ted a high degree of
parallelism in Hydra and the corresponding need for effective synchronization methods.

There are two notable aspects to our approach to synchronization. First , we
decided to synchronize on data rather than code. Every data structure which can be
accessed by more than one processor Is provided with a lock or semaphore which is
used to ensure mutual exclusion.

Second, we provided a range of synchronization primitives, from very fast “locks ” to
much slower “semaphores.” The tradeoff here is the overhead needed to P or V the
lock or semaphore against the resources which will be tied up by a process waiting to
pass the lock, or semaphore. Small data structures which are locked for short periods
of time (order 300 microseconds) use locks, which involve a very small overhead

- - (approximately four instructions) when the process does not block. Large data
structures , or data s tructures whose processing may be Interrupted for long periods
of time (as when waiting for I/O) use semaphores, which tie up fewer resources when
blocking Is necessary.

The simple, symmetric hardware has permitted a much simpler
operating system design.

Hydra hides the processor-device correspondence so well that
most of Hydra, and all the software at the user level, is unaware
of t he actual location of I/O devices.

The symmetric distribution of the operating system has been an
unqualif ied success. We are able to achieve a high degree of
parallelism within Hydra, and the system is insensitIve about the
number of processors available.

Th....use of asynchronous processes- (Ndemons ) to implement
system functions resulted In simpler designs and improved
performance.

In providing synchronization within th. kernel, we believe we
profited by locking data structures rather than code.

F.
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Our decision to provide several types of synchronization
mechanisms gave us much design f lexibility.

The natural synchronization primitives and our conscious and
constant commitment to a high degree of parallelism has resulted
In our encountering few software bugs caused by Inadequate
synchronization.

We have found that the use of demons to absorb much of the system work load
outside the normal computational stream has simplified much of Hydra’s design. We
might not have used this technique If we did not have so much confidence In our
synchronization techniques and our ability to achieve a high degree of parallelism.

3.4 Coverag , of Hardware and Software Errors

There are times when clouds do have silver linings. From The earliest days of the
project we had to contend with unreliable hardware and our own software mistakes;
moreover , we could not afford a 24 hour/day operator to reload the system after each
crash. Thus we were forced to consider the general problems of software detection
and recovery from errors -- whether they be hardware or software Induced.

When an error is detected by Hydra, we try to answer a number of questions. What
was the exact error? Can we tell if it Is due to a hardware or sof tware malfunction?
If hardware, is the problem repeatabl. or transient? Have any critical data structures
been damaged? If so, can the damage be repaired? Can we eliminate a piece of
malfunctioning (or just suspicious) hardware and still run? In all cases , our aIm Is to
keep the system running with as much functionality as possible.

Our probability of detecting an error soon after it has occured is increased by
building’ error-detection mechanisms into the hardware and software. The CMU-built
memory relocation units Implement parity checking on every memory byte and on the
address bus through the crosspoint switch. Software modules employ redundant
representation and other tec hniques to try to limit the propagation of errors not
detected by the hardware.

Recovery mechanisms invoked by the detection of any error employ a “suspect -
monitor ” paradigm to ensure that a failure in the recovery processor may be detected
cleanly. Two processes (processors) are always involved: one, the suspect, attempts to
record the system sta te at the time of the error; the other, the monitor, wa tches the
suspect and assumes control If the suspect Is unable to finish. The suspect is always
the processor on which the error occured. The monitor is selected at random from all
other processors. There are a number of steps which can be taken during a recovery
action depending on the type of error, Including removing processors or memories
from the system and producing extensive crash dumps for later off-line analys is.

The fault tolerance built Into some kernel motiules resulted in
making them among the most reliable in the system -- more
reliable than other modules coded by the same programmer
without using such techniques.

•-
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The software facilities for detecting software and hardware errors
and restar ting the system automatically have been a big success.

Similar facilities in user softwa re are beginning to be developed
and show much promise in improving overall system reliabilit y.

Even though we are proud of our current error-handling mechanisms, we know that
system needs more work in this area, particularly In the area of supplying policies to
determine which mechanisms should be Invoked f or different types of errors. While It
Is true that we can recover from virtually any error by initiating an automatic
reloading of the operating system, this is a drastic action we would like to use only In
the case of truly catastrop hic errors. Unfortunately, the difficulty In pinpointing the
exact location of some hardware errors and the difficul ty in verifying the consistency
of the complex capability data structure has resulted In our classify ing almost all
errors as “catastrophic ” in this sense. We are in the midst of redesigning both
hardware and softw are to correct these deficiencies.

3.5 Software Development M.thodology

Our initial goals for the Hydra implementation did not explicitly include the notion of
exp loring a software engineering methodology. Nevertheless, we used a method based
on Parnas’ “modular decomposition” ~ and it worked quite well; indeed many of us
believe that without it the project would not have succeeded.

The methodology used caused us to divide the units of work (programming tas ks )
along the lines of th. major data structures in the system. A module (and hence a
programmer) was responsible for the representation of, and all operations on, a data
structure. No one other than the responsible programmer had access to knowledge
concerning the implementation details.

Because methodology p.r se was not our major goal we wer e not fanatical about
enforcing the methodology, and were often less precise about the specif ications than
we might have been. Both the positive and negative aspects of t his Informal approac h
are reflected in the following remarks~

We believe that it is a measure of the success of the modular
Implementation of the kernel that one full-time programmer can
maintain this program which comprises 2000 (listing) pages Of
so urce code.

The independent implementation of the modules in Hydra resulted
in a lack of any uniform coding style and in some duplicated effort
in interf acing to the underlying hardware. The effect was not

..  - . very serious since all the ..impiementars were highly ta lented ,
exhibiting differences In style rather than quality.

I P..n.s, “Ors II~s. ~~~~~~ to b. Uud in Osc.mpo.in~ SysI.ns. tnt. M.ds,I.s, CACII 15,12, pp 1053-lOSS. l97 2.
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Because modules were implemented Independently, no one initially
had a detailed knowledge of the entire system. This made
debugging more difficult and resulted in a difficult transition when
Hydra began to be maintained by a single programmer who was
not part of the original Implementation team.

Coding of the kernel began quickly after the initial design. Some
think too quickly.

, . Loose management coupled with the modularization technique
worked well except In promoting a standardization of coding
sty les.

information hiding as a modularization technique resulted in coding
situations in which information necessary to make a decision was
not available.

As Hydra developed and was modified, the original, clean
modularization began to break down as new features were added -

and performance bottlenecks removed.

We still think the modular decomposition methodology is extremely good for
structuring large systems. In our experience, breakdown of the modular structure
occurs mainly when programmers in the midst of debugging adapt “quick and dirty”
solutions which do not preserve modularity.

All but a very small part of Hydra is written in a high-level implementation language,
Bliss-i 1. There seems to be no question that it was possible, indeed advantageous, to
write the kernel in Bliss, but there were problems. The Bliss-i 1 compiler was
developed only shortly before the kernel was begun and was an independent research
project (investigating compiler optimization techniques). There was some initial friction
between the two groups, but both appear to have benefited In the long run.

The Bliss-I 1 compiler was designed to compile a slightly modified
version of the Bliss-lO language into very compact POP-I 1 code.
This it does.

The imptementors of the Hydra kernel were, and continue to be, a
major influence on the addition of new features to Bliss-li.

The facilities of the Bliss-il language and compiler had a
significant influence on the coding of Hydra.

Some of us believe that Hydra could not have been written in this
environment without a language of BLISS’s caliber. -

Bliss-il preceded Hydra by too short a time. The unreliability of
the compiler during its first year of use hindered kernel
development.
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Compatibility between Bliss- li and Hydra was a problem.
Changes in Bliss-i 1 sometimes had unfortunate consequences on
Hydra code.

We think these comments reflect the close interdependence between a large
programming project (Hydra) and the software engineering tools It uses (BlIss-il).
Bliss was in a real sense critical to Hydra’s development. The need to debug both
Bliss and Hydra simultaneously was a necessary burden.

— 
- A common measure, albeit a crude one, of a methodology is the productivity of the

programmers which used the methodology. By that measure our development strategy
worked very well; the average productivity has been about 20 instructions per man-

— day I or kernel code (the typical industrial average for similar code Is 5—7 instructions
per man-day.)

4. The Failures

4.1 Hardware Reliability

Hardware (un)reliability was our largest day-to-day disappointment at the time the
evaluation meeting took place. The aggregate mean-time-between-failure (UTBF) of
C.mmp/Hydra fluctuated between two to six hours, where a failure is defined to be any
situation which triggers the recovery actions described in section 3.4. About two-
thirds of the failures were directly attributable to hardware problems.

There is insufficient fault detection built into the hardware.

We found the POP-il UN1BUS to be especially noisy and error-
prone.

Our paging drums were chosen for their predicted performance,
but their reliability was so poor that performanc e was of ten a
moot point.

The crosspoint switch design is too trusting of other components ;
it can be hung by malfunc tioning memories or processors. [ This
almost never happens, but when it does automatic recovery is
impossible.]

We made a serious error in not writing good diagnostics for the
hardware. The software developers should have written 

-

diagnostic programs for the hardware.

In our experience, diagnostics written by the hardware group
of ten did not test components under the type of load generated
by Hydra, resultIng In much finger-pointing between groups.

I:
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Faulty hardware is often kept In the user system because only
Hydra can provoke and pinpoint errors.

Several components of the system have gone throug h several development cycles ,
mostly to Improve the handling of exceptional conditions, but we are basically limited
by the capabili ties of the POP-li and it i UNIBUS. There appear to be two flaws in
many of the off-the-shelf components. On. of these was mentioned during the meeting:
the lack of mutual suspicion. There are a number of ways in which the entire system
can be made to fail if one inessential component does not operate according to
specifications. The other flaw was not mentioned: the failure to contasn errors. Once
an error has been detected the goal should be to make absolutely sure that the
damage won’t spread. Many of the standard components, unfortunately, will “complete”
an operation even when an error is known to exist; in completing the operation they
destroy data, thus making the error unrecoverable.

There is some good news to report, however. Following the meeting, increased
emphasis was given to hardware maintenance. As this paper is written (January, 

- 
-

1978) our MTBF has increased to about ten hours and many of the hardware problems
seem to be settling out.

4.2 The Small Address Space Probl.m

The POP-il is a 16-bit minicomputer; of particular interest is the fact that this
restricts all addresses generated by a user program to be 16 bits long. These 16 bits
can be used to address no more than 64K bytes of memory. We refer to this limitation
as the “small address problem”, or SAP.

Although we were initially aware that the operating system would have to provide
some sort of facility for allowing a user to address more than this amount of memory,
we did not appreciate how restrictive the 16.-bit limitation would be or to what extent
circumventing it would affect performance. Our initial impression was that the 16-bit
limitation would be of fset by the ability to create mult iprocess programs -- that the
typical program organization would be a larger number of processes , each addressing
a smaller amount of memory. That impression turned out to be false , as Is reflected in
some of the comments made at the meeting:

Our initial prediction that programs would be implemented as small
subsystems using less than 28K was wrong.

Multiprocess algorithms do not always produce small programs.

Even though programmers are writing programs which execute on
POP-I l’s, their tasks are C0C6600-size.

There is nothing good to say about this problem other than that
we were pretty much forced into It.

To circumvent this problem, Hydra provides a facility, supported by th. hardware, to

.~~~~~~~~~~
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divide the address space Into 8 pieces, each of which Is called a “page ”. The user Is
permitted to have an indefinitely large number of pages, but to address only 8 of them
at any Instant. Operating system facilities are provided to allow the user to dynamically
designate which of his pages are to be addressable; he does this by associating a page
with one of the 8 “relocation registers ” maintained by the hardware. Thus, excep t that
the cost of loading is larger, the addressing scheme is very similar to the use of ‘base
reg is ters ” on 360-370 style machines. We have found this facility, however, to be less
than ideal.

Page boundaries are absolute, and the programmer must always be
aware of them.

The problem is in addressing data. There are easy solutions to
addressing code segments. -

More relocation registers and a smaller page size would reduce
but not eliminate the problem.

We believe the problem would exist even if making pages
addressable required no overhead.

Because of the performance penalties associated with managing the address space,
the inconvenience cannot be hidden from the user through a high-level language:

L*’s abili ty to allow access to large am ounts of memory has been —

hindered by the short POP-li address. (L .* is a List processing
Langw~ge used for the implementation of large systemsj

It must be emphasized that not all programs are affected by the small address
space problem:

In practice, most subsystems have no problem fitting into 28K.

Our failure on the small address problem was real ly one of misapprecia ting the way
in which the machine would actually be used. The remark above to the effect that
many tasks are 6600-size is a telling one. The machine is comparable in size to a 6600
and peop le want to use it that way. Big problems of ten imply big data , and we failed to
appreciate that durin g the Initial design.

4.3 The Partitionab l. Syst.m

When we first began to consider the possibility of building a multi processor In 1971,
the ability to partition It into several disjoint subsystems was on our list of adva ntages
ior such ar~~ tectures...WMe - we- are acts to.p&tition p~~cessors and memory, we are

not able to run Hydra In more than one partition.

C.mmp can be parti tioned In such a way that some processo rs and
memories can unde rgo maintenanc• and run stand -alone

-
ii 
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diagnostics without interfering with the larger part ition running
the operatIng system.

The primary obstacle to running the operat ing system in two
partitions Is the money required to provide each partition with an
adequa te complement of I/O dev ices and memory.

We do not know how to provide meaningful communication
between the capability structures of the two operating systems.

The principal effect of the failure to meet this goal has been that we must allocate
disjoint time for users, 

- 
hardware maintenance, and operating system testing. At

present 28 hours each week are reserved for maintenance. This partitioning has been
very inconvenient for all concerned, and it has certainly impeded progress on several
occasions. Yet it seems clear that we have been unwilling to spend the money
necessary to solve the problem -- thus it seems sate to conclude that the
inconvenience has not been debilitating.

4.4 (The Lack of) Human Engin..ring

As we have mentioned in several contexts previously, the human interf ace to the
C.mmp/Hydra system is not well designed. To some extent this resulted from the
novelty of the underlying system structure (we couldn’t anticipate some of the kinds of
facilities that would be needed by users of either a capability-based or a
multiprocessor system). To a large extent, however, the failure seems to have been
one of having concentrated on th. new, Innovativ, aspects of the system and ignoring
more mundane issues.

There is a lack of human engineering in the operating system
software which interacts directly with a user sitting at a terminal.

It is difficult to pick up the minimal knowledge needed to know
how to do useful things .t i terminal.

New users tend to have bad first impressions of the system .

We did not realize how much work was required to make a smooth
user Interf ace and so did not allocate enough resources for It.

We suspect the user environment would have received more work
had the kernel Implementors had to use it during their software
development. (All kernel development and maintenance his been
don. on the POP-lO computer, which has the Bliss-il compiler
and a linke r for C.mmp.)

One particular aspect of the human interface is especially interesting —— the
command language. It seems to be an almost universal phenomenon that p.opt. don’t
like whatever command language t hey have used in the past. We were no exceptIon.
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Thus , rather than modeling our command language on any existing one, we chose to
strike out in another direction. In particular , we chose to make the command language
a (modest) interactive programming language -- with declarations of variables,
assignments, conditional and looping control constructs, macros, and so on. The power
of this approach seems unquestionable, as is reflected by the following remarks. The
remarkable thing (to the editors) is the lack of negative remarks during the meeting;
the command language usually comes under heavy attack on other occasions.

The Command Language is much more flexible and powerful than
the command scanners found on most systems.

The concept of the Command Language as a programming language
was good. -

The Command Language user on C.mmp is uni que in having
comp lete access to the Hydra environment. Subsystems can almost
be implemented directly in the Command Language.

Error reporting by the Command Language is poor.

Another aspect of the human interface is the (lack of) a spectrum of programming
languages:

C.mmp lacks the wide range of languages available on conventional
systems.

The Is system provides its users with a complete environment
compatible with that provided on the POP-iC by its version of Le.

The Is environment does not seem conducive to the construction
of subsystems.

The Algol 68 implementa tion on C.mnmp gives users access to the
multiprocess capabilities of C.mmp, but does not yet provide
access to capabilities or the Hydra protection environment.

The fac t that most subsystem development takes place par tiall y on
C.mmp and partiall y on the POP-lO’s (which have Bliss-l i
compilers) is not a severe hindrance now that smooth
communication facilities exis t between the machines.

It is interesting (to the editors) that the word “baroque” was not used during the
meeting; in other contexts it often is. Several features of Hydra and Its subsystems do
exhibit “second-system-itis”. There are things which are more general, and more

- .  ..complic.t.d, than necessary.

p 
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4.5 Project Management

The C.mmp/I-Iydra projec t was not a large project by most standards ; there were
never more than about 15 people, mostly students, working on the project at any one
tim•. Nevertheless we made a number of errors which can only be classified as
fai lures In the management of the project; taken together, these errors constitute one
of our largest failures.

Among our errors is a classic! Because t he hardware and Hydra structures were
new and exciting, we tended to focus on them to the exclusion of the more mundane
things which also determine the ultimate utility of any sys tem. This point recurred in
many of the points raIsed at the meeting:

The manpower allocated to the Policy Module was inadequate. In
fact this was true of all software outside the kernel.

The failure to stress reliability and performance in the first PM
was a mistake.

The user environment was ignored at first because of our natural
preoccupation with the Hydra kernel and the research problems it
embodied.

We underestimated how much work would be involved In
constructing the user environment.

We have a much better idea now about the proper structure (or at leas t an
adequate one) of the user environment than we did when we began building the first
subsystems. Implementing basic concepts such as “jobs” and “terminals” in non-
priviledged software has subtle design and reliabil ity imp lications which we are just
now appreciating.

Th. management sty le used throughout th. project was Informal. There were very
few memos, formal design reviews, or the other mechanisms of tight management
control. In most ways this felt appropriate to the academIc environment and the high
caliber of the individuals Involved. It lead to a number of problems, however , and the
consensus of the rne.ting was that the management had been too loose. This Is
especially evident In the comments relating to a lack of formal specifications and the
lack of uniform documentation and coding standards.

The fact that the Hydra implementors did not have to use C.mmp
for software developmen t contributed to the neglect of the user
envIronment.

The lack of detailed hardware specifications hindered the parallel
development of hardwars and software but not the end result.

~ 
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Software was occasionally developed which took advantage of
unspecified “features” of the hardware, making them difficult to
change.

loose management coupled wit h the modularization technique
worked well except in forcing sta ndard ization of coding sty les.

- 

-
~ We should not have depended on graduate students for complete

software development for so long. Graduate students cannot keep
deadlines as reliably and are not tied to the project. Fur thermore,
we feel that Ph.D. students should not spend an inordinate amount
of time doing th. standard programming chores which characteriz e
any att empt to bring up a complet. operating syst eM.

Another class of management errors relates to what might be termed “public
relations”. Being ac ademics we instinctively react somewhat negatively to the

“attention-getting” aspec t of PR, forgetting that its “information-providing” function is
absolutely n~cessary. In a number of ways we failed to make Information available
publicly.

Our pro blem is basically public relations -- performanc e
measurements indicate we have a winner on our hands.

The lack of a smooth user environment was a deterent to new
users which could form the foundation of a happy and vocal user
community.

Since Hydra was not easil y access ible to people outside the
department, we could not adopt a ‘try it and see” attitude.

Documentation is needed to encourage use internally and generate
credibility externally.

5. A Data Sampler

The previous section concludes our report of the meeting. Since the body of the
report contains many subjective and unsubstantiated comments, we decided to include
a few examples of the kinds of data on which these comments are based. We have
chosen two examples: (1) a study of the effect of the small add ress problem on a
specific user program, and (2) a study of th. contention for locks In the Hydra kernel.

5.1 A Study of the Small Address Problem

The program used in this study of the SAP is HARPY. NARPY is a speech -
understanding system which has been implemented on all of the department ’s major
computers: C.rnmp, a stand-alone POP-li running under UNIX, and the POP-iC (both

- 
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KA 1O, circa 1967, and 1(110, circa 1976, processors are available in the department).
Since HARP? exists on all these machines, It makes a convenient benchmark. (We
should point out that HARP? is not necessaril y the best application for C.mmp, nor are
the HARP? implementations on C.mmp known to be optimal.)

Fi gure 1 summariz.s th. data obtained from a series of experiments with HARP?
working on a rather small task , namely a voice-input desk calculator that has a 37 - - -

word vocabulary.

The horizontal dashed lines represent the performance of single-process
implementations of HARP? on the department’s uniprocessors. The solid curves
represent the performanc, of two implementations on C.mmp, both of which can utilize
any number of processes.

The two HARP? versions on C.mmp differ in their assumptions about the
addressability of data. The ‘static mapping” version knows that all of its data is
always addressab le , while the “dynamic mapping” version expects to have to do some
mapping of relocation registers in order to address the data. In this second version, it
must be realized that, in fact , all the data is addressable, and thus no operating system
overhead is involved. (The overhead is HARP? checking to see if relocation is
necessary -- it never is.) 

-

This type of data dramatically illustrates the effec t of the SAP on performance -- it
costs nearly a factor of three in this example. The effect on programming difficulty is
at Peast as great, but is not so easy to illustrate.

Note that the one-process, static mapping version of HARP? runs very nearly as fast
as the version running under UNIX, even though the C.mmp version has all the
necessary mechanisms for multiprocessing. We think this indicates that the
synchronization primitives (spinlocks In shared memory) do not contribute much
overhead in this application.

Also note that little improvement in performance is seen beyond three or tour
processes. This is simply due to a lack of work to do -- the small vocabulary simply
isn’t complicated enough to keep the processors busy. On larger vocabularies we
typically see noticeable improvement out to eight processes. The upturn in the curves
towards th. end is due to the fact that ill the faster PDP- 11/40 processors are in use.
As soon as one PDP-11/20 is used, the whole assemblage of processes slows down.
This is because th. particular decomposition of the algorithm limits the speed to that
of the slowest process.
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Figure 1 - A Look at the Small Address Problem 
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5.2 A Study of Kernel Lock Contention -

One of the largest potential bottlenecks in a distributed operating system is
contention fot locks on shared data structures. The hardware monitor has been used to
study t hisl the ty 1)es of results obtained are shown In Figure 2.

Program
Sta tistic 1 2 3

(millis) 

— 

17393 32924 20255 -

Nuber of different
locks detected 53 79 181

Average time inside
a critical section (micros) 279 378 279

Total number of 2955 504 4360lock operations
Percent of locks 55 ii 7 6 1which blocked
Percent of time spent
In kernel code 61.8 16.9 37.7

Percent of time spent
in blocked state .29 .83 .74

Figure 2 - A Study of Kernel Lock Contention

In this study, three programs with seemingly different demands on the system were
run w hile the hardware monitor measured the activity on one processor. The data Is
Illustrative only, since no claim Is made tha t the programs In any way represented a
“typ ical” system load.

The principle result is that it seems we spend consistently less than 1~ of the time
- - blocked on loCks. We do not yet have any measurement of the time lost due to

blocking on semaphores. 
-

6. Conclusions

The C.mmp/Hydra project has reached the point at which many of its most
interesting and Important resUlts will emerge. With a growing user community,
Increasi ng reliability and a smoother user inter f ace, we are in a position to gather data
on various aspects of system performance under real loads. This data will augment
that already collected on Isolated algorithms to provid, a comprehensiv, picture of
C.mmp/Hydra performance. Along the way to constructing the current sys tem we

H
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managed, in our opinion, to do some things well and some things not so well. This
paper has been our attempt to report those opinions in the hope that others may
benefit from our experiences.
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