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APPENDIX

MESSAGE SWITCHING NETWORK

This appendix contains a transcript of a session with SID In which a simple message
switching network is incrementally designed and verif ied using a top-down strate gy .

Interleaved with the transcript are annotations explaining the development. This commentary
focuses on how SID is used, rather than on S1D’s internal operation. An overview of what SID
does in various situations is given in the example session in SectIon 1.2, and then elaborated
throughout the text.

The network, which allows secure, asynchronous message transfer among a fixed
number of users, is developed in several key stages:

• User /ne  t work in t er fa cc. The network switches messages among a
fixed number of user processes. These processes operate concurrently with
the network and, except for their interface with the network, their operation
is uns pecified . Each user process communicates with the network through a
port , as shown in Fig. A-I. Each port consists of an input buffer and an
output buf f e r  and has an associated security classification.

• N e t w o r k  s p e c i f i c a t i o n .  The network specification states that the
mail received by user J is a subsequence of the secure mail Intended for ,J.
This requires that messages for each port arrive in the same order they were
sent. The subsequence relation allows messages to be dropped due to
unrecoverable transmission failures or security violations. This property Is
formalized using a hierarchically-structured collection of specifications.

• N e t w o r k  i m p l e m e n t a t i o n  and y e r i f i ca t i o n .  The network Is
implemented as a set of concurrently running message switching processes,
with each switcher acceptin g messages from only one user input buffer and
routing messages to any output buffer. This configuration is shown in Fig.
A-2. Also, properties about the switchers are stated and used in the
verification of the top-level network program. These specifications say that
for every pair of ports i,J, the mail actually sent f rom source I to destination j
is a subsequence of the secure mail from I intended for J.

• S w i t c h e r  implementat ion a n d  v e r i f i c a t i o n .  The switchers
receive messages, determine their destination and check security, then send
the message if nothing is wrong.



F .— . 
~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~ .L  -— -..- _ -  _ . . —~~~ —_ -., —.

Page 119
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Figure A—i.  User/network interface

• Message i m p l e m e n t a t i o n  and v e r i f i c a t i o n .  Previously,
messages were manipulated without knowledge of their internal structure.
The message abstraction is now implemented as a record of three fields -- a
source Identification, a destination identification, and the message text. The
functions which manipulate the Internal structure of messages are also
Implemented and verIfied, completing the development.

Until the last stage, several partially-defined programs and data definitions are entered and
refined. Annotations relate these intermediate stages of development to the above outline.

The transcript can be read at several levels of detail. An overview is obtained by
Ignoring specifics of the code, specifications, VC generation trace, and proofs. Focus should be



-~~

Page $20

Input Switchers Output
Buffers Buffers

Fi gure A—2 . Network implementation

on the kinds of things being done and their relation to the development scenario given above.
A fter an initial reading, the transcript can be studied at increasingly finer levels of detail.

Annotations and status summaries aid in keeping track of progress and context.
Annotations In addition to providing general commentary, point out Important transitions In
the development. Status summaries are frequently printed by SID to describe the current state
of the entire development.

As In Section 1.2, lines typ ed by a person are underlined to distinguish them from
the computer’s response. The text Is taken verbatim from an actual session, and is all inclusive
except where explicitly marked. Italicized lines are comments describing the flow of the
development. The final version of the network, Its specifications, and all used lemmas are
displayed at the end of the session.

Ex.c-) 
~Commands irs: Add, D.t.t. , EDit, EXplain, H.lp, PRint, PROv.,

R.stor., SAy., SUgg.;l, Trinslat., Vcs, tE, 1, ti.
Exsc-) ~ iu!1t
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The user asks SID to toll him how to got started. The entirs development is
guided by S ID’s suggestions.

Sugg.st on. of t
<•sc) TRANSLATE (from f II.)
RESTORE (problem from file)

_ _ _ _ _Entsr $11. nima—) iletlnt.N.t

proc.u N twork (var aUs .rPort :UserPortArray;
S.cur ity:S.cur ityArr ay) pending;

typ . Us.rPortArr .y • erray(Us.rld) of UserPort;

lyps Us.rld • nt.g.r( I ..NUs.ru];

const NUs.rs • 100;

typ . Us.rPort .
r.cord ( Sysln:MaglnBuf;

•1 SysOui:MsgOutBuf

typ. MsglnRuf • buff.r (I) of Nag;

typ. MsgOutBuf • buffer (NUs.rs) of Nag;

typ. Nag • p.nding;

typ . S.curityArray • array ([ l ..NUs.rs]) of S.curityClu;;
ACc

~ s,ON to,.
ty pe S.curityClass • ‘~Tgs

(unciassl fi .d,conf id.ntlal ,s.cr.t ,topa.cr.t); ‘hit, li e,
IJN flNNoU~~FD 

u~

py
No syntax •rrors d.t.ct.d.
No s.m.ntic •rrors d.t.ct .d.

7
_ _ _  _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  — J
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The user/network Interface Is established by precisely defining the parameters
to the network. The implementation of messages is postponed.

Suggest fully defining NETWORK-> Print Status All

The current design end verification status Is:
Waiting for pending body to be filled in: NETWORK
Constants/Typ.s: MSG, USGINBUF, MSGOUTBUF, MISERS, SEC..RITYARRAV,

SECURITYCLASS, USERID, USERPORT, USERPORTARRAV

Sugges t fully defining NETWORK-) g~

Exec-> Translate N.tSpc.Net

process NetworMvar auserPort:UserPortArray;
S.curity:S.curityArray) •

begin
block aH J:u..rid,

issubmerge(.userport(j) .sysout.outto,
allsecur.mailfor(auserportj ,s.curity));

pending
end;

function IsSubM.rge(s:MsgSeq;
a:MsgSeqArray) : Boolean

begin
exit (assume sSubMerge(s,.)

1ff (some x :MsgSeq, lsM.rge(x ,Arr ayToBag(a, I ,Nus.rs))
and a sub x));

end;

type MsgSeq • sequenc. of Nag;

type NagS.qArray • array (Us.rld) of MsgSeq;

function Arr.yTo~ag(a: MsgS.qArray; 1,1: Us.rld): BagNsgSeq •
begin end;

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  -~
_ _

~ -4
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type BagMsgSeq • Bag of NsgS.q;

function AllSecureNailFor(A:UserPortArray;
j:int.ger ;
s:SecurityArr.y): NsgSeqArray

begin
exit (assum. all hUs.rid,

AflSecur.MailFor(a,j,s)(i)
• S.cureMail(s(i),s(j) ,Mail(a(i).sysin.infrom,i,j)));

end;

function SecureMaiUsl ,s2:S.curityClass;
ms:MsgS.q):NsgSeq

begin end;

function Maii(ms:MsgSeq;i,j :Llserld):MsgSeq •
begin end;

Tue network specification uses several pre—de fined constructs, some of which
require explanation. l’he ~in from TM and outto histories record transactions on
buffers. In the speci fication of Network , auserpor t( j) .sysout.outto is the
sequence of all messages sent out to buffer auserport(j) .sysout by the network.
The in from histor y refers to messages received by the network. The function
“ismer ge determines if there exists a merge of a bag of sequences which is
equal to a given sequence. Functions having only their headers defined (e.g.,
SecureMail) are used for type-checking purposes.

No syntax errors dbtected.
No semantic errors d.tected.

Exec—) Print Status All

Th. current design and yerification status is:
Waiting for pending body to be filled in: NETWORK
For specifications only: ARRAYTOBAG, ALLSECIJREMAILFOR, ISSUBMERGE, MAIL,

SECUREMAIL
Constants /Types: BAGMSGSEQ, MSG , MSGSEQ, MSGINBUF, MSGOUTBUF,

MSGSEQARRAY, NUSERS, SECURITYARRAY, SECURITYCLASS, USERID,
USERPORT, USERPORTARRAY

Exec-> gg
~~
j

Suggest fully defining NETWORK-) Edit
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Exec-) Translate NetWrk.Net

process Network (var sUs.rPort :UserPortAr ray;
Security:SecurityArray)

begin
block ill J:userid,

issubmerge(aus.rport(j).sysout.outto,
slisecuremailfor(auserport,j,s.curity));

cob.gln
Switcher(i,aUserPort,Security)
each i : (l..NUsersj;

end;
end;

process $witch.r(i:Userld; var aports:Us.rPortArray;
S.curity:S.curityArray)

begin
entry I In fi ..NUsersj ;
block ill J:userld,

aports (j) .sysout.outto sub
securemail(security(i),s.curity(j),

mail(aports(i).sysin.infrom,i,j))
and

(1 I —> aporta(j).sysin.inf rem • MsgS.q()
pending
end;

function lnfroml\ArrayloBag (a:MsgBufArrsy; i,j:Ussrld) a
BagMsgSeq • begin end;

function Outtol~ArreyToBag (a:MsgBufArray; i,j :Userld) :
BagMsgSeq • begin end;

type MsgBufArray • array (Userld) of MagOutBuf;

No syntax errors detected.

I!
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No semantic errors detected.

The pending in the network program Is replaced by executable code. The
switcher processes are set into concurrent execution by the cobegin statement.
The specifications of Switcher are given for use in the proof of Network , but
the implementation oj the actual switching algorithm is postponed.

Exec— > Print Status Alt

Th. current design and verification status is:
Waiting for VC gen.ration: NETWORK
Waiting for pending body to be filled in: SWITCHER
For specifications only: ARRAYTOBAG , ALISECUREMA ILFOR , ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL , OUTTO\ARRAYTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGINBUF, MSGOUTBUF,

MSGBUFARRAY, MSGSEQARRAY, NUSERS, SECURITYARRAY , SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

As reflected in this status summar y, the top —level network program is ready to
be verified. VCs are generated and then proved.

Exec-> ri! !!

Suggest ganerating VCs for NETWORK-> f
Generating VCs for PROCESS NETWORK

Found 1-ST path

S1D traces the generation of the single VC for Network below.

Beginning new path...
AUSERPORT’ :~ AUSERPORT

Assume Initial Buffer Histories are null
.11 101 a INTEGER (l..100], AUSERPORT(I*1].SYSIN.INFROM • MSGSEQ()

and AUSERPORT(I* 1 ].SYSIN.OUTTO • MSGSEQ()
and AUSERPORT(IS 1 ].SYSOUT.INFROM • MSGSEQ()
and AUSERPORTIII 1 ].SYSOUT.OUTTO * MSGSEQO

Assume (unit entry condition)

- -—~~~~~~~~~~~~~~—- - - - -~~~~~~~~~~ -- -~ -
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TRUE

Entering cobegin

Assume local buffer histories only changed by subprocesses
all 1.3 a INTEGER (1..l00], AUSERPORTs1(1e3].SYSIN.INFROM

• CO~AUSERPORT[ls3].SVSlN.INFROM
e AUSERPORT(1s3].SYSIN.INFROM

and AUSERPORTS I (i’3].SYSIN,OUTTO
• CO\AUSERPORT(i’3].SVSIN.OUTTO
• AUSERPORT(le3J.SVSIN.OUTTO

and AUSERPORT’ 1 [le3J.SYSOUT.INFROM
• CO\AUSERPORT[l13].SVSOUT.INFROM
• AUSERPORT[1s3J.SYSOUT.INFROM

and AUSERPORTS I [ls3].SYSOUT.OUTTO
• CO\AUSERPORT(113].SYSOUT.OUTTO
• AUSERPORT(Is3].SYSOUT.OUTTO

Assume no buffer actions of aubprocesses lost
all 1.4 a INTEGER (1.!OOJ,

ISMERGE(CO\AUSERPORT(lN4].SYSIN.INFROM,
INFROM\ARRAYTOBAG(AUSERPORT* I [la4] .SYSIN.PAR, I, NUSERS))

and ISMERGE(CO\AUSERPORT[154] .SVSIN.OUTTO,
OUTTO\ARRAYTOBAG(AUSERPORTa I [Is4~.SYSlN.PAR, 1, NUSERS))

and TRUE
end ISMERGE(CO\AUSERPORT(I*4].SYSOUT.INFROM,

INFROM\ARRAYTOBAG(AUSERPORTP I [la4].SYSOUT.PAR, I, NUSERS))
and ISMERGE(CO\AUSERPORT(104].SYSOUT.OUT TO,

OUTTO\ARRAYTOBAG(AUSERPORTI I 1l14].SYSOUT.PAR, 1, NUSERS))
and TRUE

Assume sy;t.m blocks.
Assume blockage conditions for ;ubprocesse;.

Assume (blockage condition for subprocess SWITCHER)
all *2 a [1..NUSERSJ,

alt J a USERID,
AUSERPORT5 1 (J].SYSOUT.PAR(la2].OUTTO

sub SECUREMAIL(SECURITY[I*2] , SECURITY(J] ,
MAIL(AUSERPORTs I (i.2].SYSIN.PAR(1e2].INFROM,

1u2, J))

and (J ne *2 -> AUSERPORT5 1 (J].SYSIN.PAR[Is2].INFROM • MSGSEQO)
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Blockage assertion is
all J a USERID, ISSUBMERGE(AUSERPORT(J].SYSOUT.OUTTO,

ALISECUREMAILFOR(AUSERPORT, J, SECURITY))

Must verify (process blockage) condition
Verification condition NET WORKa 1

Hi a sIt 1*1 a INTEGER (1.. 100], AUSERPORT(lis 1 ].SYSIN JNFROM • MSGSEQ()
and AUSERPORT(l*I ].SYSIN.OUTTO • MSGSEQ()
and AUSERPORT(l s 1 ].SYSOUT.INFROM • MSGSEQ()
and AUSERPORT(IaI ].SYSOUT.OUTTO • MSGSEQ()

H2: all *2 a (1..NUSERSJ,
all J a USERID,

C 52 ne J
-> AUSERPORT’ I [J].SYSIN.PAR(152].INFROM • NSGSEQO)

and AUSERPORT’ I [J].SYSOUT.PAR(1s2].OUTTO
sub SECUREMAIL(SECURITV[ls2], SECURITv[J],

MAIL(AUSERPORT. I (112].SYSIN.PAR[l12].INFROM,
1*2 , J))

H3: all .3 : INTEGER (1.100],
CO\AUSERPORT[1e3].SVSIN.INFROM • AUSERPORT(la3].SYSIN.INFROM
• AUSERPORT’ I (l’3).SYSIN.INFROM

and CO\AUSERPORT(1.3J.SYSIN.OUTTO • AUSERPORT(l53J.SYSIN.OUTTO
• AUSERPORTeI [153J.SYSIN OUTTO

and CO\AUSERPORT(ls3J.SYSOUT.INFROM • AUSERPORT(ls3].SYSOIJT.INFROM
• AUSERPORT’ I [ta3].SYSOUT.INFROM

and CO\AUSERPORT[Is3J.SYSOUT.OUTTO • AUSERPORT[I*3J.SYSOUT.OUTTO
• AUSERPORTsI(1s3).SYSOUT.OUTTO

H4: all *4 a INTEGER (1.100],
ISMERGE(CO\AUSERPORT(t*4].SYSIN.INFROM,

INFROM\ARRAYTOBAG(AUSERPORT0 1 (I.4].SYSIN.PAR, I, NUSERS))
and ISMERGE(CO\AUSERPORT(I54].SVSIN.OUTTO,

OUTTO\ARRAYTOBAG(AUSERPORTs 1 (lw4].SYSIN.PAR, 1, NUSERS))
and ISMERGE(CO\AUSERPORT[I14].SYSOUT.INFROM,

INFROM\ARRA YTOBAG(AUSERPORT. 1 (1s4].SYSOUT.PAR, 1, NUSERS))
and ISMERGE(CO\AUSERPORT(I*4].SYSOUT.OIJTTO,

OUTTO\ARRAYTOBAG(AUSERPORT. I (104].SYSOUT.PAR, 1, NUSERS))

CI: all J a USERID, ISSUBMERGE(AUSERPORTN1(J].SYSOUT.OUTTO,
ALLSECUREMAILFOR(AUSERPORTC 1, J, SECURITY))

End of path
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Suggest proving VC called NETWORKS) -> Print Stetuti

NETWORKS) waiting to be proved.

Suggest proving VC called NETWORK S) -> I
Entering Prover with verification condition NETWORKS!

Hi: .11 51 * INTEGER (1.100), AUSERPORT(l.1 ).SYSIN.INFROM • MSGSEQ()
and AUSERPORT(lSI].SYSIN.OUTTO • MSGSEQC)
and AUSERPORT[IsI ].SYSOUT.INFROM • MSGSEQO
and AUSERPORT[IS1 ].SYSOUT.OU1TO ~ MSGSEQ()

H2: elI *2 a (1 ..NUSERS],
all J a USERID,

( 1e2 no J
-> AUSERPORTUI[J].SYSIN.PAR(152),INFROM • MSGSEQO)

and AUSERPORTS I (JJ.SYSOUT.PAR(Is 2].OUTTO
sub SECUREMAIL(SECURITY[I52), SECURITY[JJ ,

NAIL(AUSERPORTSI fI52).SY$IN.PAR(l.2].INFROM,
.2, J))

H3a .11 1.3 $ INTEGER (1 .100],
CO\AUSERPORT(153).SYSIN.INFROM • AUSERPORT(1s3].SYSIN.INFROM

• AUSERPORTS I (1s3].SYSIN.INFROM
and CO\AUSERPORT(l*3].SYSIN.OUTTO • AUSERPORT[Is3).SYSIN.OUTTO

• AUSERPORTs 1 (I53].SYSIN.OUTTO
and CO~AUSERPORT(I’3].SYSOUTJNFROM ~ AUSERPORTfIu3J.SYSOUT.INFROM

• AUSERPORTSI (l’3].SYSOUT.INFROM
end CO\AUSERPORT(IS’j.SYSOUT.OUTTO • AUSERPORT[153].SYSOUT.OUTTO

• AUSERPORTSI (lu3].SYSOUT.OUlTO
H4: all 114 a INTEGER (1.100],

ISMERGE(CO\AUSERPORTIIS4].SYSIN.INFROM,
INFROM\ARRAYTOBAG(AUSERPORTe I [1u4].SYSIN.PAR, 1, NUSERS))

and ISMERGE(CO\AUSERPORT(154].SYSIN.OUTTO,
OUTTO\ARRAYTO BAG(AUSERPORTN 1 (1s4].SYSIN.PAR, 1, NUSERS))

and ISMERGE(CO\AUSERPORT[154] .SYSOUT INFROM,
INFROM\ARRAYTOBAG(AUSERpORT. 1 (ls4].SYSOUT.PAR, 1, NUSERS))

and ISMERGE(CO\AUSERPORT[154].SYSOUT.OUTTO,
OUTTO\ARRAYTOBAG(AUSERPORT. 1 [1e4).SYSOUT.PAR, 1, NUSERS))

CI: all J : USERID, ISSUBMERGE(AUSERPORTS I(J].SYSOUT.OUTTO,
ALISECUREMAILFOR(AUSERPORTP1, J, SECURITY))

Only key parts of proofs are included. All properties used are explicitly
noted; some are referred to in interactive dialogs.

I.L~_ _ _ _ _ _ _  _____________

~~~~~~~~~~~~~~~~~~
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~~~~~~~~~~~~~~~~~~~~~~~
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Backup point
(.)

Occasionall y, backup points and theorem labels, such as (.) , are printed.
Although they serve a useful purpose , they can be Ignored here. The prover
skolemizes Networks I to eliminate quantifiers , yielding the following theorem.

Prover- > Print Theorem

Hi. AUSERPORT(le1$].SYSIN.INFROM • MSGSEQ()
H2. AUSERPORT(l*1$].SYSIN.OUTTO • MSGSEQ()
H3. AUSERPORT(ISI $).SYSOUT.INFROM • MSGSEQ()
H4. AUSERPORT(Is 1 1).SYSOUT.OUTTO • MSGSEQ()
145. 1*21 no J$ —> AUSERPORTSI(J$).SYSIN.PAR(1w2$].INFROM • MSGSEQ()
H6. AUSERPORTS) (i$].SYSOUT.PAR[1s2$].OUTTO

sub SECUREMAIL(SECURITY(152$], SECURITY(J$],
MAIL(AUSERPORT’ 1 (I’2$].SYSIN.PAR[I’2$].INFROM, ‘2$, J$))

Hi. CO\AUSERPORT(113$].SYSIN.INFROM • AUSERPORT[I53$].SYSIN.INFROM
• AUSERPORT. I (l53$).SYSIN.INFROM

148. CO\AUSERPORT[I*3$].SYSIN.OUTTO • AUSERPORT(i13$).SYSIN.OUTTO
• AUSERPORTS) (I’3$].SYSIN.OUTTO

H9. CO\AUSERPORT[1s3$).SYSOUT.INFROM • AUSERPORT[I53$).SYSOUT.INFROM
• AUSERPORTS) (I.3$].SYSOUT.INFROM

H 10. CO\AUSERPORT[le31].SYSOUT.OUTTO • AUSERPORT(153$].SYSOUT.OUTTO
• AUSERPORTS 1(113 $).SYSOUT.OUTTO

H ii. ISMERGE(CO\AUSERPORT[I’s 41].SYSIN.INFROM,
INFROM\ARRAYTOBAG(AUSERPORT* 1 (le4$).SVSIN.PAR , 1, NUSERS))

HI 2. ISNERGE(CO\AUSERPORT(lS4$].SYSIN.OUTTQ,
OUTTO\ARRAYTOBAG(AUSERPORT’ 1 [I.4$).SYSIN.PAR, I, NUSERS))

H13. ISMERGE(CO\AUSERPORT(I’4$].SYSOUT.INFROM,
INFROM\ARRAYTOBAG(AUSERPORT’ 1 (l’41].SYSOUT.PAR, 1, NUSERS))

HI 4. ISMERGE(CO\AUSERPORT(Ia4$].SYSOUT.OUTTO,
OUTTO\ARRAYTOBAG(AUSERPORTS 1 [1s4$].SYSOUT.PAR, I, NUSERS))

IMP
CI. ISSUBMERGE(AUSERPORT’I [J].SVSOUT.OUTTO,

ALLSECUREMAILFOR(AUSERPORTe1, .1, SECURITY))

The user directs the prover to delete irrelevant hypotheses H2, H) , H8, H9,
H 12, and H i)  and several equality substitutions are p~r formed, resulting In
the following theorem.

Prover-) Print Theorem
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Hi. 1.2$ no 1$ -> AUSERPORTSI (J$].SYSIN.PAR[1s2$].INFROM • MSGSEQ()
H2. ISMERGE(AUSERPORTSI(t’ I $).SYSIN.INFROM,

INFROM\ARRAYTOBAG(AUSERPORTS 1(1*1 $].SYSIN.PAR, 1, NUSERS))
H3. ISMERGE(AUSERPORTS 1(1’) $).SYSOUT.OUTTO,

OUTTO\ARRAYTOBAG(AUSERPORTS 1(1.1 $].SYSOUT.PAR, I, NUSERS))
H4. AUSERPORT5 I (J$).SYSOUT.PAR(1u2$].OUTTO

sub SECUREMAIL(SECURITY(l52$], SECURITY[J$),
MAIL(AUSERPORT’l (1s2$].SYSIN.PAR(Is2$].INFROM, 1s2$, it))

IMP
CI. ISSUBMERGE(AUSERPORT*I(J].SYSOUT.OUTTO,

ALLSECUREMAILFOR(AUSERPORTS 1, J, SECURITY))

This cannot be proved without expanding the definition of isSubmerge and
adding a new lemma. These two steps are shown below, followed by a display
of the transformed theorem.

Prover-> Expand IsSubmert.
Backup point
(. D PUT . “S . .S .E .)

Prover— ) Print Conclusion

Cl.  ISMERGE(X $,
ARRAYTOBAG(ALLSECUREMA1LFOR(AUSERPORTaI, .1, SECURITY), 1,

NUSERS))
C2. AUSERPORTe1(J].SYSOUT.OUTTO sub Xl

Prover- ) Use Lemma
Ent.r lemma
* all A: MsaBufArray. all B: Ms~Sc~Array, all X: MsgSog,
* lsMer~.(X.Outto!~ArrayToBag(A. I ,Nuser~fl
* and (all K: Userid. A[K1.Outto sub BEKI)
* -> some V: MsgS.g.
* lsM.ra.( V ArrayToBa~(B,1 .Nusers))
* andXsub Yi
Lemma added . . . Its name is LEMMAS)
(. D PUT . •S . “ S .E . U)

Prover-) Print Theorem

HI. A$(K].OUTTO sub B$(K)
and ISMERGE(X$I, OUTTO\ARRAYTOBAG(A S, I, NUSERS))—, ISMERGE(Y, ARRAVTOBAG(B1, I, NUSERS)) and Xli sub V
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Lemmas I was skolemized and added as a new hypothesis , leaving the rest of
the theorem unchanged. The prover backchalns on HI, breaks the resulting
theorem into two subgoals, then tries to prove the first subgoal and fai ls.

Prover-> Print Theorem

Hi. AUSERPORTS1(Jl].SVSOUT.PAR(152l].OUTTO
sub SECUREMAIL(SECUR1TV[t*21], SECURITYtJI],

MAIL(AUSERPORTS I (le2$].SYSIN.PAR[Ie2$].INFROM, ‘2$, is))
H2. ISMERGE(AUSERPORTe 1(1*1 I].SYSOUT.OUTTO,

OUTTO\ARRAYTOBAG(AUSERPORTS 1(1*1 $J.SYSOUT.PAR, 1, NUSERS))
H3. ISMERGE(AUSERPORT*I (Is) $).SYSIN.INFROM,

INFROM\ARRAYTOBAG(AUSERPORTS 1(1.1 $].SYSIN.PAR, I, NUSERS))
H4. ‘2$ no ii -> AUSERPORT’l (J$).SYSIN.PAR(l*21].INFROM “ MSGSEQ()

IMP
CI. Al

(K(AUSERPORI. I (J].SYSOUT.OUTTO,
ALLSECUREMA ILFOR(AUSERPORTS I, J, SECURITY), Al)]

.OUTTO
sub ALLSECUREMAILFOR(AUSERPORT’l , J, SECURITY)

(K(AUSERPORTe I (J].SVSOUT.OUTTO,
ALLSECUREMAILFOR(AUSERPORT’l , J, SECURITY), Al)]

The user directs the prover to establish an intermediate fact for use in the
proof of CI.

Prov.r-> Claim
Newgoa l:
* AUSERPORTe 1 IKI.SVSIN.PARIK1INFROM • AUSERPORTS 1 IKI.SYSIN.INF ROM;

After the user adds a lemma, the claim is established and then added as
hypothesis HI.

Provir-) Us. Lemma
Enter lemma...

* all A: Ms&BufArray . all I: Userld. all X: Msg$eq~
* (all J: Us.rld, I no J —) A[J].Infrom:MssSeqffl
* and lsM.rae(X, $nfromt~ArrayToBei(A.I .Nuse~ fl
* —> X • A[I1.lnfroma
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Lemma .dd.d. . . Its name Is LEMMA*2

Prover-) Print Theorem

HI. AUSERPORTSI[K] .SYSIN.PAR(K] .INFROM • AUSERPORTSI(K].SYSIN.INFROM
142. AUSERPORT.1(J$].SYSOUT.PAR[1e2lJ.0UT1o

sub SECUREMAIL(SECURITV(1u2lJ, SECURITV(JI],
MAIL(AUSERPORTS 1 II’2l].SYSIN.PAR(l’2l).INFROM, 1.21, iS))

143. ISMERGE(AUSERPORT’ 1(1*1 I].SVSOUT.OUTTO,
OUTTO\ARRAVTOBAC(AUSERPORTS 1(1*1 $].SVSOUTPAR, 1, NUSERS))

H4. ISMERGE(AUSERPORT’i (IS) I].SYSIN.INFROM,
INFROM\ARRAVTOBAG(AUSERPORTUI(Is1 $].SYSIN.PAR, 1, NUSERS))

H5. ‘2$ no it -) AUSERPORTs I (Jl].SVSIN.PAR[ls2$].INFR0M • MSGSEQO
IMP

CI. AS
(K(AUSERPORTa 1 (J].SYSOUT.OIJTTO,

ALLSECUREMAILFOR(AUSERPORT’ 1, J, SECURITY), Al)]
.OUTTO

sub ALLSECUREMAILFOR(AUSERPORTe 1, J, SECURITY)
(K(AUSERPORTs I [J].SYSOUT.OUTTO,

ALLSECUREMAILFOR(AUSERPORTsI, J, SECURiTY), AS)]

The remaining sequence of events Is (a) the specifications of
AllSecureMailFor are added, (b) the prover fails to prove the theorem, (c) the
user directs the prover to build a chain of equalities, and (d) the prover tries
again and succeeds.

NETWORKS! proved in theorem prover.

Suggest fully defining SWITCHER-> Print Status AU

The current design and verification status is:
Waiting for pending body to be filled in: SWITCHER
Proved: NETWORK
For specifications on lya ARRAYTO BAG , ALISECUREMAILFOR, ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL, OUTTO\ARRAYTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGINBUF, MSGOUTBUF,

MSGBUFARRAV, MSGSEQARRAV , NUSERS, SECURITYARRAY, SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

_ _ _ _ _ _ _ _ _ _ _ _ _  _ _  
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As indicated by the status summary, the top—level network program is
completely proved and the switcher process is waiting to be Implemented. The
user has S1D preview the potential effects of several possible changes before
proceeding.

Suggest ful ly defining SWITCHER-> Explain

C— What are the effects of fiIIinf in Switcher’s pendinL bc4~.t

No eff.cts.

<- Why?

Becius. the body of SWITCHER is currently undefined.

C— What are th. effects of chanting its block specification?

No effects on SWITCHER. The verification of other programs is not aff.ddlf
the formula

Changed block specification
—TM)

CI: all J a USERID, APORTS(J].SVSOUT .OUTTO
sub SECUREMAIL(SECURITY[I], SECURITY[J],

MAIL(APORTS(I].SYSIN.INFROM, I, J))
and (J ii. I —> APORTS(J].SYSIN.INFROM • MSGSEQO)

is true. If not, the change invalidates the verificati on of NETWORK.

C- Why?

No effects on SWITCHER because it does not have any VCs . Invalid verification
because the block specif ication of SWITCHER was used in proving NETWORKS I.

C— What are the effects of chanyjn& the header of SecureMail?

Possible effects of changing the header of SECUREMAIL area
Incorrect semantics: ALLSECUREMAILFOR, SWITCHER
Invalid verification: NETWORK

_ _ _ _ _  --~~~~~-- - ---- - - -  ~~~~~~~~~~~~~~~~~ -.- --~~~~~ - -
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C- Why Is Network affected?

Invalid verification because the external specifications of ALLSECUREMAILFOR,
which call SECUREMAIL, were used in proving NETWORKS). Invalid verification
because the external specifications of SWITCHER, which call SECUREMAIL, were
used in proving NETWORKS I.

C— What are the effects of chan~ln~ its exit?

No effe ct . on SECUREMAIL. The verification of other programs is not affected.

<- Why?

No effects on SECUREMAIL becaus. it Is for specifications only and does not have
VCs. No external effects because prop erties from SECUREMAIL have not been used
in proving any VCs.

C— What are the effects of chantin i Mail ’s exit assertion?

No effects on MAIL. The verification of othe r programs is not affected.

Ii
C- Why?

No effects on MAIL because it I, for specifications only and does not havi VCs.
No external effects bec.use properties from MAIL have not been used in proving
any VC..

Suggest full y defining SWITCHER-> I

Ex.c-> Trans late Swlchr.Net

-
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process Swltcher(i:Userld; var aports:Us.rPortArray;
Security:SecurityArray)

begin
entry I In (I ..NUsers];
block all jauserId,

aports(j).sysout.outto sub
secur.mail(security(i),security(j) ,

mail(aports(i).sysin.infrom,i,j))
and

( J  no I —) aports(j).sysin.infrom MsgS.q() );
var me a Meg ~ MakeMsg(i,i,MsgTextW;

keep (assume source(ms) •
loop

assert all j :userid,
aports (j).sysou t.outto sub

secur. mai l(security (i),secur ity(j) ,
mail(aports(i).sysin.infrom,i,j))

and
( j no I —> aports(j).sysin.Infrom • MsgSeq() );

begin
receive me from aports (i).Sysln;
if Secure(Security(i),Securlty(Destination(ms)))
then send me to aports(D.sti nation(ms)).SysOut
end;

when
is R.ceiveError:;
is SendError: ;
end;

end;
end;

function SecureMsills I ,s2:SecurityCl.ss;
ms:MsgSeq):MsgSeq

begin
exit (assume SecureMail(s I ,s2,ms) .

(if Secure(s ) ,s2) then ms
else MsgSeq() fi));

end;

function Mall(ms:MsgSeq;i,j:Userld):NsgS.q .
begin

exit (assume MaiI(ms,Ij)
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(If ma - MsgSeq() then MsgS.q()
else if Sour ce(Iast(ms)) • i and

Destination(Iast(ms)) • j
then MaiI(nonlast(ms),i,j) • MsgSeq( last (ms))
else Mall(nonlast(ms),i,j) fi

fi ));
end;

function Secure(s I ,s2:SecurityClass):boolean • pending;

function Source(M:Msg):Userld • pending;
function D.stination(M:Usg):Userld • pending;
function MakeMsg(S,D a Userld; I : MsgT.xt) a Meg •
begin

entry S In t I..Nusers) and D in (L .NUurs];
pending

end;

typ e MsgText • pending;

No syntax errors detected.
No semantic errors detected.

The message switching process is completely implemented and specified.
Several additional specifications are also entered for verIficatIon and type—
checking purposes.

Exec—> Print Status All

Th. current design and verification status is:
Waiting for VC generation: SWITCHER
Waiting for pending body to b. filled in: DESTINATION, MAKEMSG, SECURE,

SOURCE
Proved: NETWORK
For specifications only: ARRAYTOBAG, ALISECUREMAILFOR , ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL, OUTTO\ARRAVTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGTEXT, MSGINBUF , USGOUTBUF,

MSGBUFARRAY, MSGSEQARRAY , NUSERS , SECURITYARRAY, SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

Exec-) 
~ !II&!1I

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _
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Suggest generatin g VCs for SWITCHER-> ~

Generat ing YCs for PROCESS SWITCHER

Found I-ST path
Found 2-ND path
Found 3-RD path
Note: Loop has no exit paths
Found 4-TH path
Found 5-114 path
Found 6-TH pat h
Found 7-TH path

The trace of how the VCs for Switcher are generated is covered in the next
several pages.

Beginning new path...
APORTS’ :- APORTS

Assume Initial Buffer Histories are null
all IC) a INTEGER (1 .100), APORTS (Is 1).SYSIN.INFROM MSGSEQ()

and APORTS~1I1 ].SYS1N.OUTIO MSGSEQ()
and APORTS(IS 1 ].SYSOUT.INFROM • MSGSEQ()
and APORTS(Is I ].SYSOUT OUTTO • MSGSEQ()

Assume (unit entry condition)
I in (1..NUSERSJ

Initializing local variables

Evaluating MAKEMSGQ, I, MSGTEXT O)
Continuing in path... -

MS a. MAKEMSG(I, I, MSGTEXT O)

Assume (KEEP assertion )
SOURCE(MS) • I

Entering loop...

Evaluating SECUREMAIL(SECURITY(IJ, SECURITYIJI I],
MAIL(APORTS[IJ.SVSIN.INF ROM, 1, is)))

L _ _ _ _ _ _ _ _
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j Continuing in path...

Evaluating MAIL(APORTS[I).SYSIN.INFROM , I, is!)
Continu ing in path...
ASSERT all ill a USERID, APORTS[J*i ].SY$OUT.OUTTO

sub SECUREMAIL(SECURITY[IJ, SECURITY[JsI],
• MAIL(APORTS(l].SYSIN.INFROM, I,

Js I))

-j and (is ) no I -> APORTS(JSl].$YSIN.INFROM ~ MSGSEQO)

Must verify ASSERT condition
Verification condition SWITCHERS 1

HI: all Ill a INTEGER (I ..)00), APORTS(Ie1).$YSIN.INFROM - MSGSEQ()
and APORTS[Isl ].Sy$IN.OUTTO • MSGSEQ()
and APORTS(lu1 ).SYSOUT.INFROM TM MSGSEQ()
and APORTS( lsl J.SYSOUT.OUTTO ~ MSGSEQO

H2: I - SOURCE(MAKEMSG(I, I, USGIEXTO))
113: I In [1..NUSERSJ

—TM>

CI: all Jul a USERID, (I no Jul -> APORISEJSI ).SYSIN.INFROM • MSGSEQO)
and APORTS[Ju I ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I), SECURITY[JS 1),
MAIL(APORTS[IJ.SYSIN.INFROM, I, .1*1))

End of path 
- 

___ e______•_____  
- 

-

Beginning now path...
Continuing in LOOP

Assume (from last assertion)
all J.! a USERID, APORTS(Jel ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITV(I], SECURITY(JS1],
MAIL(APORTS(I).SYSIN.INFROM, I, ill))

and (Jul no 1 -) APORT$(JaJ ].SYSIN.INFROM • MSGSEQO)

Assume (KEEP assertion)
SOURCE(MS) s I

_ _ _ _ _ _ _ _ _ _ _ _ _
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RECEIVE MS FROM APORTS(I).SYSIN
MS :- FIRST(APORTS5I[l].SYSIN.BUFQ)

Assume (KEEP assertion)
SOURCE(MS)

Assume new buffer history
(all *2 : INTEGER (1 .100],

APORTS[1s2].Sv$IN.OUTTO - APORTSs I (l’ 2].SYSIN.OUTTO
and APORTS[ls2].SYSOUT.INFROM ~ APORTSS I (152].SYSOUT.INFROM
and APORTS(1s2].SYSOUT.OUTTO - APORTS s I (ls2J .SYSOUT.OUTTO
and ( 112 no I

-> APORTS(Is2].SYSIN.INFROM r APORTSS 1 (1s2).SYSIN.INFROU))
and APORTS(IJ.SYSIN.INFROM • MSGSEQ(FIRST(APORTSS I (I].SYSIN.BUFQ))

• APORISsI [I).SYSIN.INFROM

APORTS a- APORTSSI

Evaluating DESTINATION(MS)
Continuing in path...

Evaluating SECURE(SECURITY(I], SECURITY(DESTINATION(MS)])
Continuing in path...

Assume (IF test succeeded)
SECURE(SECURITY[I], SECURITY[bESTJNAtION(MS)]) - 

-

SEND MS TO APORTS[DESTINATION(MS)].SYSOUT

Assume new buffer history
all 1s4 a INTEGER (l..)00), APORTS S2(I*4].SYS IN.INFROM

• APORTS( 1s4].SYSININFROM
and APORTS*2(Is4].SYSIN.OUTTO

• APORTS[lu4].SYSIN.OLITTO
and APORTS’s2[I*4).SYSOUT.INFROM

• APORTS[1u4].SYSOUT.INFROM
and APORT$u2(ls4].SYSOUT.OUTTO

• APORTS(lu4].SYSOUT.OUTTO

APORTS a- APORTSS2

Assume (SEND blocked)
FULL(APORTS[OESTINATION(MS )].SYSOIJT) 
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Blockag , assertion Is
all J a USERID, APORTS[J].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY[J],
MAIL(APORTS(I].SYSIN.INFROM, I, J))

and (J no I -> APORTS(J].SYSIN.INFROM • MSGSEQO)

Must verify (process blockage) condition
V•rification conditIon $WITCHER52

Hi:  all 1s2 a INTEGER ~ ..I00], APORTS(I*2].SVSIN.OUTTO
• • APORTS51[I’.2).SYSIN.OUTTO

and APORTS[152].SYSOUT.INFROM
• APORTSuI(I’2].SYSOUT.INFROM

and APORTS [152].SYSOUT.OUTTO
• APORTS sJ (I52].SYSOUT.OUTTO

¶ and (
-> APORTS(1s2].SYSIN.INFROM

• APORTS51(Is2].SYSIN.INFROM)
112: all *4 a INTEGER [1.100], APORIS5I[1e4].SYSIN.INFROM

APORTSS2[lu4).SVSIN.INFROM
and APORTSII(I’4].SVSIN.OUTTO

• APORTSu2(lu4].SYSIN.OUTTO
and APORTS* 1 [154].SYSOUT.INFROM

• APORTSu2(I54].SYSOUT.INFROM
and APORTS* I [154].SYSOUT.OUTTO
• APORTSs2[Iu4].SYSOUT.OUTTO

H3: all Ja).; USERID, (I no Jul -> APORTS(JNIJ.SYSIN.INFROM -‘MSGSEQO) -

and APORTS(Js 1 ].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY(I], SECUR1TY[Jsl],

MAIL(APOPTS(I].SYSIN.INFROM , I, is!))
H4: APORTS(IJ.SYSIN.INFROM • MSGSEQ(F IRST(APORTSu I (I].SYSIN.BUFQ))
• APORTSS 1 [IJ.SYSIN.INFROM

115: I - SOURCE(FIRST(APORTS’ 1 (I].SYSIN.BUFQ))
116: I • SOURCE(MS)
Hi a FULL(APORTS52(DESTINATION(FIRST(APORTSa I [I].SYSINBUFQ))).SYSOUT)
148: SECURE(SECURITY(I],

SECURITY[DESTINATION(FIRST(APORTSS 1 (IJ.SVSIN.BUFQ))])
TM-)

Cl: all J a USERID, (I ne J -> APQRTSu2(J].SYSIN.INFROM - MSGSEQO)
and APORTSN2(J].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I), SECURITY(JJ,
MAIL(APORTSu2(I].SYSIN.INFROM, I, J~

End of pat h
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Beginn ing new path...
Continuing in LOOP

Assume (from last assertion)
all JUl a USERID, APORTS(Ju1 ].SVSOUT.OUTTO

sub SECUREMAIL(SECURITV~IJ, SECURITY(JSI 1~MAIL(APORTS(I].SYSIN.INFROM, I, iii))
and (is ) rae I -> APORTS(Jsl ].SYSIN.INFROM MSGSEQO)

Assume (KEEP assertion)
SOURCE(MS) • I

RECEIVE MS FROM APORTS(l].SYSIN

Assume now buffer history
all .5 a INTEGER (1 .100], APORTSS1(I15].SYSIN.INFROM

• APORTSfI*5J.SYSIN.INFROM
and APORTS’ 1 (Is5].SY$lN.OUTTO

• APORTS(Iu5].SYSIN.OUTTO
and APORTSII (I*5].SY~OUT.INFROM 

-

• APORTS(IS5].SYSOUT.INFROM
and APORTS* I (I55].SYSOUT.OUITO

• APORTS(155].SYSOUT.OUTTO

APORTS a- APORTSu1

Assume (RECEIVE blocked )
EMPTY(APORTS[I].SYSIN)

Blockage assertion is
all J a USERID, APORTS[J].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(J],
MAII(APORTS(I].SYSIN.INFROM , I, J))

and (J no I -> APORTS(J].SYSIN.INFROM • MSGSEQO)

Must verify (process blockage ) condition
Verification condition SWITCHERu3  

- _ .
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141* sIt 1.5 a INTEGER (1.100], APORTS(1ss 5].SYSIN.INFROM
• APORTSS 1 (I’5].SYSIN.INFROM

and APORTS(ls5].SYSIN.OUTTO
• APORTS’ 1 (Is5].SYSIN.OUTTO

and APORTS(155].SYSOUT.INFROM
• APORTS* 1 (ls5].SYSOUT.INFROM

and APORTS(ISSJ.SYSOUT.OUTTO
- APORTSS I (l.5].SYSOUT.OUTTO

H2: all Jul a USERID, (I ii. is 1 -> APORTS(Js I ].SYSIN.INFROM • MSGSEQO)
and APORTS[Ji I ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I], SECURITY[J51],
MAIL(APORTS(I].SYSIN.INFROM, I, Jet))

H3: EMPTY(APORTSS) [I].SVSIN)
144: I - SOURCE(MS)

TM—>

CI: all J a USERID, (I no J -> APORTS51[J).SYSIN.INFROM • MSGSEQO)
and APORTSS I (J],SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(J],
MAIL(A PORTSsI [I].SYSIN.INFROM, I, J))

End of path

Beginning now path...
Continuing in LOOP

Assume (from last ass.rtion)
all Jul a USERID, APORTS(JS I J.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(IJ, SECURITY[J5 1],
MAIL(APORT$(I].SYSIN JNFROM, I, .1*1))

and (is) no I -> APORTS[J 1 ].SYSIN.INFROM • MSGSEQO)

Assume (KEEP assertion )
SOURCE(MS)-l -

RECEIVE MS FROM APORTS[I].SYSIN
MS a. FIRST(APORTSS1(l].SYSIN.BUFQ)

Assume (KEEP assertion)
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SOURCE(MS) - I

Assume new buffer history
(all 102 a INTEGER (I..I00] ,

APORTSIIS2).SYSIN.OUTTO APORTSsI [1e2].SYSIN.OUTTO
and APOPTS(t12].5Y$Q(JT.lNfROM • APORT5C1(I*2].5YSOUT.INFROM
and APORTS(l52].SYSOUT.OIJ1TO APORTSSI(1s2] SVSOUT.OUTTO
and ( Is 2noI

> APORTS(l52).SYSIN.INFROM • APORTSU 1 (1s2).SYSIN.INFROM))
and APORTS(I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS5I[I].SYSIN.BIJFQ))

- APORIS5I (IJ.SVSIN.INFROM

APORTS a- APORISeI

Evaluating DESTINATION(MS)
Continuing In path...

Evaluating SECURE(SECURITY[I], SECURITY[DEST$NATION(MS)3)
Continu ing In path...

Assume (IF test succeeded )
SECURE(SECURITY(I), SECURITY[DESTINATION(M5)])

- 

- 
SEND MS TO APORTS[DESTINATION(M5)].Sv$OUT

Assume new buff.r history - 
-

(all 1*3 a INTEGER (1.100],
APORTS(1e3J.SYSIN.INFROM • APORTSS2(1e3].SvSIN.INFROM

and APORTS[le3J.SYSIN.OIJTTO • APORTSS2[1533.SVSIN.OUTTO
and APORTS[Ie3].SYSOUT.INFROM - APQRTSS2[I53].SV$Ol.JT.INFROM
and ( 1*3 rae DESTINATION(MS)

-> APORTS[1e3J.SYSOUT.OUTTO - APORTSS2(l53].SYSOUT.OUTTO))
and APORTS(DESTINATION(MS)].SYSOUT.OUTTO ~ MSGSEQ(MS)

• APORTSs2[DESTlNAT$oN(p,4s)].5y5ouy.o~~To

APORTS a APORTSe2
Entering next iteration of loop...

Evaluating SECUREMAIL(SECURITY[I], SECURITV[Je I],
MAIL(APORTS(I].SVSIN.INFROM, I, Ju 1))

Continuing In path...

Evaluating MAIL(APORTS[I).SYSIN.INFROM,I, is))
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Continuing In path...
ASSERT all Jul a USERID, APORTS(isl ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I], SECURITYIJI I],
MAIL(APORTS(I].SYSIN.INFROM, I,

is) ))
and (Jul rae I TM> APORTS[Jul ).SYSIN.INFROM • MSGSEQO)

Must verify ASSERT condition
VerIfication condition SWITCHER’4

111: all 1*2 a INTEGER [1.100), APORTS[152].SYSIN.OUTTO
• APORTSuI(1u2].SYSIN.OUTTO

and APORTS(152].SYSOUT.INFROM
• APORISu 1 (lu2).SYSOUT.INFROM

and APORTSII*2].SYSOUT.OUTTO
• APORTSMI(Ie2].SYSOUT.OUTTO

and ( Ine ls2
-> APORTS[I52].SYSIN.INFROM
• APORTS. I [1u2].SYSIN.INFROM)

112: elI 153 a INTEGER (I.. 100],
APORTS’ I (1s3).SYSIN.INFROM APORTSu2(lm3].SYSIN.INFROM

and APORTS5 I (le3].SYSIN.OUTTO • APORTSS2[103).SYSIN.OUTTO
and APORTS’ I (103].SYSOUT.INFROM • APORTS52(113].SYSOUT.INFROM
and ( *3 rae DESTINATION(FIRST(APORTSR I (I].SYSIN.BUFQ))

- APORTS 5I (Ie3).SYSOUT.OUTTO • APORTSS2(ls3].SYSOUT.OUTTO)
113: .11 Jul a USERID, (I no iu I -> APORTS(J* 1 ].SYSIN.INFROM • MSGSEQO)

and APORTS[iIS I ).SVSOUT.OUTTO
sub SECUREMAIL(SECURITY(I], SECURITYIJS 1],

MAIL(APORTS [I).SYSIN.INFROM, I, iii))
H4: APORTS(tJ.SYSIN.INFROM • MSGSEQ(FIRST(APORTSSI [I].SYSIN.BUFQ))

- APORTS* 1 (I).SVSIN.INFROM
145: APORTS5 I (DESTINATION(FIRST(APORTS* 1 (I].SYSIN.BUFQ))).SYSOUT.OUTTO

• MSGSEQWIRST(APORTSuI (I].SYSIN.BLJFQ))
- APORTSS2(DESTINATION(FIRST(APORTS51(l].SYSIN.BUFQ))J.SYSOUT.OUTTO

116: I • SOURCE(FIRST(APORTS51(I].S~SIN.BUFQ))
Hi: I - SOURCE(MS)
148: SECURE(SECURITYIIJ,

SECURITY(DESTINATION(FIRST(APORTSI I (I].SYSIN.BUFQ))])
TM— ,

CI: ill Jul a USERID, (I no .1*1 -> APORTSS2(JSI).SYSIN.INFROM • MSGSEQO)
and APORTS u2[J e I ].SYSOUT.OU1TO

sub SECUREMAIL(SECURITY(I1, SECURITY(JS1),
MAIL (APORTSS2[I].SYSIN.INFROM, I,

ii i ))
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End of pat h

Beginning new path ..
Continuing in LOOP

Assume (from last assertion)
all Jul a USERID, APORTS(J51).SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(J51),
MAIL(APORTS(IJ .SYSIN.INFROM, I, is !))

and (Jul no I -> APORTS(JS1 ].SYSIN.INFROM • MSGSEQO)

Assume (KEEP assertion)
SOURCE(MS) - I

RECEIVE MS FROM APORTS[I).SYSIN
MS a- FIRST(APORT$e1 (IJ.SYSIN.BUFQ)

Assume (KEEP assertion)
SOURCE(MS) s I

Assume new buffer history
(all 1*2 a INTEGER (1 .100],

APORTS(I.2J.SYSIN.OUTTO • APORTSeI(1s2].SYSIN.OUTTO
and APORT$(1s2J.SYSOUT.INFROM - APORTSS I (Ie2].SYSOUT.INFROM
and APORTS(152].SYSOUT.OUTTO • APORTSS I [Is2).SYSOUT.OUTTO
and ( 1.2 rae I

-> APORTS[Ie2].SYSIN.INFROM - APORTSII (1s2].SYSIN.INFROM))
and APORTS(I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS51(IJ.SVSIN.BUFQ))

• APORTSu) [I].SYSIN.INFROM

APORTS a. APORTSuI

Evaluating DESTINATION(MS)
Continuing In path...

Evaluating SECURE(SECURITY(l], SECURITY[DESTINATION(MS)J)
Continuing in path...
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Assume (IF test succeeded)
SECURE(SECURITY[I], SECURITY(DESTINATION(MS)J)

Evaluating DESTINATION(MS)
Continuing in path...
SEND MS TO APORTS[DESTINATION(MS)].SYSOUT
Signalling condition SENDERROR
Entering WHEN part...
Entering next iteration of loop...

Evaluating SECUREMAIL(SECURITY[IJ, SECURITY[is 1],
MAIL(APORTS[I].SYSIN.INFROM , I, is!))

Continuing In path...

Evaluating MAIL(APORTS(IJ.SYSIN.INFROM, I, ii))
Continuing In path...
ASSERT all Jul a USERID, APORTSIJISI].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I), SECURITY[J51),
MAIL(APORTS(I].SYSIN.INFROM , I,

is)))
and (is! no I TM> APORTS(J* I ].SYSIN.INFROM MSGSEQO)

Must verify ASSERT condition
VerIfication condition SWITCHER55

Ill: all 1*2 a INTEGER (1 .100], APORTS(152].SYSIN.OUTTO
• APORTS’! (112].SYSIN.OUTTO

and APORTS(Iu2].SYSOUT.INFROM
• APORTSe I (ls2].SYSOUT.INFROM

and APORTS(112].SYSOUT.OUTTO
APORTSeI [112].SYSOUT.OUTTO

and ( I no 112
-> APORTS(I52).SYSIN.INFROM
• APORTSSI(l*2J,SYSIN.INFROM)

112: all Jet a USERID, (I ne ill > APORTS (isl).SVSIN.INFROM MSGSEQO)
and APORTS[Jul ].SVSOUT.OUTTO

sub SECUREMAIL(SECURITY(I), SECURITYIJSI],
MAIL(APORTS[I].SYSIN.INFROM, I, is)))

113: APORTS(I].SYSIN.INFROM • MSGSEQ(FIRST(APORTSS 1 (l].SYSIN.BUFQ))
• APORTS5 I (IJ.SYSIN.INFROM

H4: I . SOURCE(FIRST(APORTSS I (IJ.SYSIN.BUFQ))
H5: I SOURCE(MS)
146: SECURE(SECURITY[IJ,
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SECURITY[DESTINATION(FIRST(APORTSI I (I].SYSIN.BUFQ))])
TM— >

C $ a elI Jul * USERID, (I rae Jul -> APORTS5 I (J* I ].SYSIN.INFROM • MSGSEQO)
and APORTSe 1 [ u I  ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[IJ, SECURITY(Je ) J,
MAIL(APORT$sJ [I).SYSIN.INFROM, I,

is)))

End of path

Beginning now path... -

Continuing In LOOP

Assume (from last assertion)
all Jul a USERID, APORTS(JSI].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I], SECURITYIJU I],
MAIL(APORTS(I].SYSIN.INFROM, I, is)))

and (Jul rae I -) APORTS[Js1].SYSIN.INFROM • MSGSEQO)

Assume (KEEP ass.rtion)
SOURCE(MS) - I

RECEIVE MS FROM APORTS(I].$Y$IN
MS - FIRST(APORT$s) (IJ.SYSIN.BUFQ)

Ass ume (KEEP assertion)
SOURCE(MS) • I

Assume new buffer history
(all *2 : INTEGER ~ ..!00],

APORT$[I02].SYSIN.OUTTO • APORTSu I [l52].SYSIN.OUTTO
and APORTS[1s2J.SYSOUT.INFRDM s APORTSI1 (le2].SYSOUT.INFROM
and APORT$[152J.SYSOUT.OUTTO APORISS I (152J.SVSOUT.OUTTO
and ( *2 no I

-> APORTS[l52].SYSIN.INFROM - APORTSU 1 (Is2].SYSIN.INFROM))
and APORTS(IJ.SYSIN.INFROM • MSGSEQ(FIRST(APORTSC I [I].SYSIN.BUFQ))
• APORTS5 I (I].SYSIN.INFROM 

- -  - - -- - - - -~~~
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APORTS ~ APORISS1

Assume (IF test failed )
(not SECURE(SECURITY[I), SECURITY(DESTINATION(MS)]))

Entering next iteration of loop...

EvaluatIng SECUREMAIL(SECURITY(IJ, SECURITY(Ju1],
MAIL(APORTS(I].SYSIN.INFROM, I, Jut))

Continuing in path...

Evaluating MAIL(APORTS[l).SYSIN.INFROM, I, is))
Continuing in path...
ASSERT all Jul a USERID, APORTS[J5I ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I3, SECURITY(J* 1],
MAIL(APORTS(I).SYSIN.INFROM, I,

and (Ju) no I -> APORTS(JSI].SVSIN.INFROM • MSGSEQO)

Must verify ASSERT condition
Verification condition SWITCHERS6
HI: all *2 a INTEGER (l..l00], APORTS[Is2].SYSIN.OUTTO

• APORTS5J [152).SYSIN.OUTTO
and APORTS[I52].SVSOUT.INFROM

- APORTSS I (1s2].SYSOUT.INFROM
arid APORTS[I*2].SYSOUT.OUTTO

• APORTSs I (l*2].SYSOUT.OUTTO
and ( I no 1*2

-> APORTS[1u2).SYSIN.INFROM
• APORTSS I (Iu2].SYSIN.INFROM)

142: all Jul a USERID, (I no .151 -> APORTS(JSI].SYSIN.INFROM • MSGSEQO)
and APORTS[J*1 ].SYSOUT.OLJTTO

sub SECUREMAIL(SECURITY(I], SECURITY(JS 1],
MAIL(APORTS[l].SYSIN.INFROM, I, Jul))

143: APORTS[I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS’ 1 [I].SYSIN.BUFQ))
• APORTS5I (I].SYSIN.INFROM

H4: I • $OURCE(FIRST(APORTS*1(I].SYSIN.BUFQ))
H5: I - SOURCE(MS)
146: (not SECURE(SECURITY[IJ,

SECURITY(DESTINATION(FIRST(APORTSS I (I].SYSIN.BUFQ))J))

Cl: all Jul a USERID, (I no Jul -> APORTS5 1 (is) ).SYSIN.INFROM • MSGSEQO)
and APORTS. I (.1.1 ).SYSOUT.OUTTO
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sub SECUREMAIL(SECURITY[I], SECURITY[J* 1],
MAIL (APORTS’ I [I).SYSIN.INFROM, I,

Jul ))

End of path

Beginning new path...
Continuing in LOOP

Assume (from last assertion)
all Jul a USERID, APORTS(iulJ.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY[ue1],
NAIL(APORTS(I].SYSIN.INFROM, I, iii))

and (Jul no I -) APORTS(JuI ].SYSIN.INFROM • MSGSEQO)

Assume (KEEP assertion)
SOURCE(MS) • I

RECEIVE MS FROM APORTS[I).SYSIN

Assume new buffer history
(all *2 : INTEGER ~ ..l 00],

APORT5(1e2).SYSIN.OU1TO ~ APORTSI 1(112 j.SYSIN.OUTTO
and APORTS[1u2J.SYSOUT.INFROM • APORTSNI [1a2].SYSOUT.INFROM
and APORTS(1s2J.SYSOUT.OUTTO • APORTSa I (1u2].SYSOLfl .OUTTO
and C 1S2 rae I

-> APORT$[1e2].SYSIN.INFROM • APORTSs1 (Is2].SYSIN.INFROM))
and APORTSII].SYSIN.INFROM • M5GSEQ(FIRST(APORTS51 [I].SYSIN.BUFQ))

- APORTSSI (IJ.SYSIN.INFROM

Signalling condition RECEIVEERROR
Entering WHEN par t...
Entering next iteration of loop...

Evaluating $ECUREMAIL(SECURITY[IJ, SECURITY(J5 1],
MAIL(APORTS[I].SYSIN.INFROM, I, 1.1))

Continuing In path...
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Evaluating MAIL(APORTS(I].SYSIN.INFROM, I, is!)
Continuing in path...
ASSERT all Jul a USERID, APORTS(J’ 1 ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I] , SECURITY(J* I J ,
MAIL(APORTS(I].SYSIN.INFROM, I,

.1*1))
and (Jul no I -) APORTS[is1].SYSIN.INFROM • MSGSEQO)

Must verify ASSERT condition
VC Is trivially TRUE

End of path

Suggest proving VC called SWITCHER5I-> Print Status All

The current design and verification status is:
Waiting for pending body to be filled in: DESTINATION, MAKEMSG, SECURE,

SOURCE
Provsd: NETWORK
For specifications Only: ARRAYTO BAG, ALISECUREMAILFOR, ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL, OUTTO\ARRAVTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGTEX T, MSGINBUF, MSGOUTBLW,

MSGBUFARRAY, MSGSEQARRAY, NUSERS, SECURITYARRAY, SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

SWITCHER
Waiting to be proved: SWITCHERS I, SWITCHERu2, SWITCHERR3, SWITCHER*4,

SWITCHER55, SWITCHERu6
Proved in VC generator: SWITCHERS7

As reflected In the status summary, seven VCs were generated for Switcher, six
of which are unproved. They are proved In sequence below.

Suggest provIng YC called SWITCHERs I-> I
Entering Prover with verification condition SWITCHERs 1
HI: all let a INTEGER (I..)00J, APORTS(Is1].SYSIN.INFROM a MSGSEQ()

and APORTS(Iul ].SYSIN.OUTTO - MSGSEQ()
and APORTS[I*1 ].SYSOUT.INFROM a MSGSEQ()
and APORTS(l* 1 ).SYSOUT.OUTTO - MSGSEQ()

142: I • SOURCE(MAKEMSG(I, I, MSGTEXT O))
143: I in (1..NUSERSJ 

- 
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TM—>

Cl: all Jul a USERID, (I rae Jul -> APORTS(Jsl].SYSIN.INFROM s MSGSEQO)
and APORTS(Ja I ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[IJ, SECURITY(Ju1),
MAIL(APORTS(I].SYSIN.INFROM, I, Jut))

SWITCHERs) proved In theorem prover.

Thi s proof was done automatically except for a few Interactive equality
substitutions.

Suggest proving VC called SWITCHERu2-> I
Entering Prover with verification condition SWITCHERu2

H): all 1.2 a INTEGER ~ ..I 00], APORTS(1u2].SYSIN.OUTTO
- APORTSs1(Ia2].SYSIN.OUTTO

and APORTS(Iu2].SYSOUT.INFROM
- APORTS’ I [Is2].SYSOIJT.INFROM

and APORTS[Iu2].SYSOLJT.OUTTO
- APORTS5 I [152].SVSOUT.OUTTO

and C I no 1*2
- ) APORTS(ls2].SVSIN.INFROM

• APORTSS 1 (152].SYSIN.INFROM)
H2: all 1*4 a INTEGER (1.100], APORTSNI[l14].SYSIN.INFROM

• APORTSI2[ls4).SYSIN.INFROM
and APORTSe! [I.4].SYSIN.OUTTO

• APORTSs2(Is4].SYSIN.OUTTO
and APORTSS I(1s4].SYSOUT.INFROM
• APORTSN2[l’4j.SYSOUT.INFROM

and APORTS5I (104] .SYSOUT.OUTTO
• APORTSu2[154].SYSOUT.OUTTO

H3a all Jul * USERID, (I no is! -> APORTS[JNl].SYSIN.INFROM - MSGSEQO)
and APORTS[i* l ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[IJ, SECURITY(Ju1],
MAIL(APORTS(IJ.SYSIN.INFROM, I, is 1))

H4: APORTS[IJ.SYSIN.INFROM • MSGSEQ(FIRST(APORTS5 1 (l].SYSIN.BLJFQ))
• APORTSsI (IJ.SYSIN.INFROM

H5: I - SOURCE(FIR$T(APORTSs I [I].SVSIN.BUFQ))
146: I • SOURCE(MS)

_ _ _ _ _ _ _ _ _ _ _ _ _
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Hi: FULL(APORTSS2[DESTINATION(FIRST(APORTSu 1 [I].SYSIN.BUFQ))).SYSOUT)
H8: SECURE(SECUR$TY[I],

SECURITY(DESTIPIATION(FIRST(APORTSS 1 [I].SYSIN.BUFQ))))
—TM)

C): all J * USERID, (I n i -> APORTSu2(J].SvSIN.INFROM • MSGSEQO)
and APORTS52(uJ.SYSOU1.OU1TO

sub SECUREMAIL(SECURITY(I], SECURITY(JJ,
MAIL(APORTSu2[I].SYSIN.INFROM, I,.1))

The proof of this theorem Is representative of many of the other proofs and is
therefore presented In its entirety. The current theorem is printed frequently
to aid In following the manipulations.

Backup point
(.)

Prover- ) Print Theorem

Hi. I
in (MAX (SOURCE(FIRST(APORTS* 1 [I].SVSIN.BUFQ)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTSu 1 (lJ.SYSIN,BUFQ)), SOURCE(MS))]
H2. APORTS(le2$].SYSIN.OUTTO • APORTS5 1 (le2$].SVSIN.OUTTO
H3. APORTS[le2$).SYSOUT.INFROM - APORTSs I [ls2$].SYSOUT.INFROM
144. APORTS(ls2$].SYSOUT.OUTTO - APORTS. I [1s2$].SYSOUT.OUTTO
H5. I no 1s2$ -> APORTS[Iu2$].SYSIN.INFROM • APORTS5I[1s2$].SVSIN.INFROM
H6. APORT$ui[lu4$].SYSIN.INFROM • APORTS52(Iu4$).SVSIN.INFROM
Hi. APORTSS 1 (I54$].SYSIN.OUTTO • APORTS52(Iu4$].SYSIN.OUTTO
H8. APORTS~ 1 (1e41].SYSOUT.INFROM - APORTSs2(Iu4$].SVSOUT.INFROM
149. APORTS5 I [Ie4$].SYSOUT.OUTTO - APORTSu2(1s4$].SYSOUT.OUTTO
1410. I no JUI$ -> APORTS[i*I$].SYSIN.INFROM • MSGSEQ()
Hi 1. APORTS(JSI $].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY[Js 1$],
MAIL(APORTS(IJ.SYSIN.INFROM , I, us! $))

1412. APORTS[I].SYSIN.INFROM • MSGSEQ(FIRST(APORTSS 1 [I].SYSIN.BUFQ))
• APORTSuI (I].SVSIN.INFROM

HI3. I • SOURCE(FIRST(APORTSSI[l].SYSIN.9UFQ))
H14. I - SOURCE(MS)
HIS. FULL(APORTS52(DESTINATION(FIRST(APORTSs 1 (I].SYSIN.BUFQ))].SYSOUT)
HI 6. SECURE(SECURITY[IJ,

SECURITY[DESTINATION(FIRST(APORTS5 1 [I].SYSIN.BUFQ))])
IMP

Cl. I no J -> APORTSI2(iJ.SYSIN.INFROM • MSGSEQ()
C2. APORTSS2(JJ.SYSOUT.OUTTO 
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sub SECUREMAIL(SECURITY[I], SECURITY(J),
MAIL(APORTSe2[l].SYSIN.INFROM, I,J))

Prover-> Delete H2.H3.H7IH8

Several irrelevant hypotheses are deleted.

Prover-> J~~ ç~~din
( . 0  I)

I4ickup point
( .01 P-> .)

Prover- > Print Theorem

Hi.  I no i
142. I

In (MAX(SOURCE(FIRST(APORTSS 1 (I).SYSIN.BUFQ)), SOURCE(MS))
..MIN(SOURCE(FIRST(APORTSu 1 [l].SYSIN.BUFQ)), SOURCE(MS))J

H3. APORTS(1s2$).SYSOUT.OUTTO APORTSs I (l*21).SYSOUT .OUTTO
H4. I no *25 -> APORTS[lu2$].SYSIN.INFROM • APORTSIS1[l52$).SVSIN.INFROM
H5. APORTS* 1 (Iu4$3.SYSIN.INFROM • APORTSu2[l*4$].SYSIN.INFROM
146. APORTSu 1 [I54fl SYSOUT .OUTTO • APORTS52(1s4$].SYSOUT.OUTTO
Hi. I no .Iui$ -> APORTS[Je!$].SYSIN.INFROM - MSGSEQ()
Hg. APORTS[J*I $J.SYSOUT.OUTTO

sub SECLJREMAII(SECURITY[I], SECURITV[Js 1$],
MAIL(APORTS[I).SYSIN.INFROM, I, Jul 5))

H9. APORTS[IJ.SYSIN.INFROM • MSGSEQ(FIRST(APORTS5 I [I].SYSIN.BUFQ))
• APORTSuI [IJ.SYSIN INFROM

H 10. I SOURCE(FIRST(APORTS* 1 (I].SYSIN.BUFQ))
HI 1.1 a SOURCE(MS)
HI 2. FULL(APORTS52(DESTINATION(FIRST(APORTS5 1 (I].SYSIN.BUFQ))J.SYSOUT)
HI 3. SECURE(SECURITY[IJ,

SECURITY[DESTINATIONCFIRST(APORTS5 1 [I].SYSIN.BUFQ))])
IMP

Cl. APORTSS2[J).SYSIN.INFROM • USGSEQ()

The prover sp l i t the theorem Into two subgoals and promoted the hypothesis of
CI to hypothesis I-i’! of the theorem . Hypotheses not relevant to this subgoal
are deleted , retainin g only four.

Prover- > Retain HI .144.H5.H7

Prover-) Print Theorem
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14 1.1 no.1
142. I no ‘2$ -> APORTS[Is2$].SYSIN.INFROM • APORTSS 1 (Iu2$).SYSIN.INFROM
143. APORTSS 1 [I 4$].SYSIN.INFROM • APORTS52(lu4lJ.SYSIN.INFROM
$44. I no JutS -) APORTS(isl$].SYSIN.INFROM • MSGSEQ()

IMP
Cl. APORTS*2(J).SYSIN.INFROM • MSGSEQ()

The proof of this theorem requires establishing a chain of equalities involving
113, CI, and the conclusions of H2 and H4.

Prover-> Eq Chain
New subgoal
Backup point
(.0 $ P-> . 0 -CHAIN .)

Prover- > Print Conclusion

Cl. I rae J
C2. I no J

CI and C2 are hypotheses from H2 and H4 that must be proved for the chain
to be valid.

Prover-> Simplify Theorem

Prnver- > Print Conclusion

Cl. TRUE

This completes the proof of subgoal Cl. The prover tries and fails to prove
C2, which cannot be proved without an addItional lemma.

Prover- > $~~~~!din
(.0 2) 

Ran out of trIcks

Prover-> Print Theorem

Hi. I
In [MAX (SOURCE(FIRST(APORTS’ I [l].SYSIN.BUF Q)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTSs 1 (I].SYSIN.BUFQ)), SOURCE(MS))J
142. APORTS(152$].SYSOUT.OUTTO - APORTSu 1 (1s2$].SYSOUT.OUTTO
H3. I rae 1.2$ > APORTS(152$].SYSIN.INFROM a APORTSuI[l52$].SYSIN.INFROM
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H4. APORTSuI[Is4$].SYSIN.INFROM - APORTSN2(l14$].SVSIN.INFROM
145. APORTS5I(Ia4$].SYSOUT.OUTTO • APORTS52(Iu4$].SYSOUT.OUTTO
(46 . ( rae Ju I$ TM> APORTS(JII$].SYSIN.INFROM • MSGSEQ()
Hi. APORTS(is 1 $J.SYSOUT.OIJTTO

sub SECUREMAIL(SECURITY(I], SECURITV(iu l$],
MAIL(APORTS [JJ.SYSIN.INFROM, I, .1*15))

$48. APORTS(I].SYSIN.INFROM e MSGSEQ(FIRST(APORTS5 1 (l).SYSIN.BUFQ))
• APORTSu1[l].SVSIN.INFROM

H9 . I s SOURCE(FIRST(APORTSII(l].SYSIN.BUFQ))
1410. I - SOURCE(MS)
HI). FULL(APORTSu2[DESTINATION(FIRST(APORT$s 1 (I].SYSIN.BUFQ))).SYSOUT)
H) 2. SECURE(SECURITY(I],

SECURITV[DESTINATION(FIRST(APORTS5I (I].SYSIN.BUFQ))])
IMP

Ci. APORTS52[J].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY(I], SECURITV(J],

MAIL(APORTSs2[IJ.SYSIN.INFROM, I,J))

Prover-> Use Lemma
Enter lemma
* all A~B: P,4s~Seg. all C:Ms.~ all K.L: Userld. all Si $2: SecurityClass1
* A sub SocuroMail(S 11S2.MaiI(B.K,L))

* -> A sub SocuroMail(SI1S2,MaiI(B~ MsgSeg(C)~K.L))~
Lemma added.. . Its name is LEMMAI3
( .0 2 U)

Prover-> Print Thoorem

HI. A S sub SECUREMAIL(S I$, S2$, MAIL(B$, KS, L$))
—> AS sub SECUREMAIL(SI*, S2S, MAILWSOMSGSEQ(C5), KS, 1$))

142 . I
in (MAX(SOURCE(FIRST(APORTSu 1 (I].SVSIN.BUFQ)), SOtJRCE(MS))

..MIN(SOURCE(FIRST(APORTS5 1 [I).SVSIN,BUFQ)), SOURCE(MS))J
$43. APORTS(tu2$J.SYSOUT.OUTTO • APORTSu I (152$].SYSOUT.OUTTO
H4. I rae 1e25 -> APORTS(lu2$].SYSIN.INFROM APORTSSI[Is21).SYSIN.INFROM
(45. APORTSuI(ls4$J.SYSIN.INFROM - APORTS52(lr4$].SVSIN.INFROM
146. APORTS5 I (Iu4$J.SYSOUT.OUTTO - APORTS52(Is4$).SYSOUT.OUTTO
147. I no JuI$ -) APORTS[iIsiS].SYSIN.INFROM a MSGSEQ()
$48. APORTS(J* I SJ.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[1], SECIJRITY(Jul 5],
MA’L(APORTS(I].SYSIN,INFROM, I, isis))

H9. APORTS(IJ.SYSIN.INFROM e MSGSEQ(FIRST(APORTS5 1 [IJ.SYSIN.BUFQ))
- APORTS5)[l].SYSIN.INFROM

_  _ _-_ _
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H) 0. I • SOURCE(FIRST(APORTSs 1 (IJ.SYSIN.BUFQ))
H I l l -  SOURCE(MS)
HI 2. FULL(APORTSa2[DESTINATION(FIRST(APORTSS I [I].SYSIN.BUFQ))).SYSOUT)
14)3. SECURE(SECURITY(IJ,

SECURITY(DESTINATION(FIRST(APORTSs I [I3.SYSII1.BUVQ))])
IMP
CI. APORTS52(Jj.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(J),
MAIL.(APORTSu2[I).SYSIN.INFROM, I, J))

Lemma,) has been added to the theorem as hypothesis Hi. Two equality
chains are needed to complete the proof.

Prover- > Eq Chain
New subgoal
Backup point
( .D 2 U . -CHAIN .)

Prover-> Print Conclusion

Cl. APORTSa2IJ].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[I], SECURITY[i],

MAIL(APORTS(IJ.SYSIN.INFROM, I, J))

Prover- > Retain H3.H6.H$

Prover- > Print Theorem

H!. APORTS[I’2$].SYSOUT.OUTTO • APORTSu1 (1s2$J.SYSOUT.OUTTO
142. APORTSeI (Ie4$J.SYSOUT.OUTTO • APORTSI2(Ia45).SYSOUT.OUTTO
143. APORTS(Ju1 1].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I), SECURITY[usI 5],

- 

_ MAIL(APORTS(lJ.SYSIN.INFROM, I, isiS))
IMP

Cl. APORTSI2(J].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[IJ, SECURITY[J],

MAIL(APORTS[IJ.SYSIN.INFROM, I, J))

Prover- ) Eq Chain
New subgoal
Backup point
(.D 2 U . “CHAIN . D aCHAIN .) 

-~
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Prover-> Print Conclusion

CI.  TRUE

Prover- > $f~~~~din

SWfl CHERe2 proved In theorem prover.

Suggest proving VC called SWITCHER*3-> f
Entering Prover with verification condition SWITCHER*3
HI: all IRS a INTEGER (1.100], APORTS(I’sSJ.SYSIN.INFROM

• APORTS51[ls5].SYSIN.INFROM
and APORTS(1s5].SYSIN.OUTTO

- APORTS5I(Is5].SYSIN.OUTTO
and APORTS[I’5].SYSOUT.INFROM

- APORTS5 I (Is5].SYSOUT.INFROM
and APORTS(I*5J.SYSOUT.OUTTO

• APORTSa 1 [Is5].SYSOIJT.OUTTO
H2: all Jul a USERID, (I no Jul TM) APORTS[JNI).SYSIN.INFROM • MSGSEQO)

and APORTS(J* 1 ].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[I), SECURITY[Ju 1),

MAIL(APORTS[IJ.SYSIN.INFROM, I, is)))
H3: EMPTY(APORTSRI(I].SYS(N)
144: I • SOURCE(MS)

TM—>

Cl: all J a USERID, (I rae J -> APORTSR1(iJ.SYSIN.INFROM - MSGSEQO)
and APORTS’ I [J].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(JJ,
MAIL(APORTS’ 1 [IJ.SYSIN.INFROM, I,.1))

The proof of this VC Is entirel y automatic, wIth the user initiating two
equality chains.

SWITCHER’3 proved in theorem prover.

Suggest provin g VC called SWITCHER54-> f
Entering Prover with verification condition SWITCHER R4

HI: all .2 a INTEGER (l..)00] , APORTS[l u2] .SYSIN.OUTTO

- APORTSaI ((s2].SYSIN.OUTTO

F
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and APORTS[ls2J.SYSOUT.INFROM
• AF’ORTSS1(152].SYSOUT.INFROM

and APORTS(lN2].SYSOUT.OUTTO
- APORTS5 I [lu2].SYSOUT.OUTTO

and ( lne ls2
-> APORTS (152).SYSIN.INFROM
• APORTS51[Is2].SYSIN.INFROM)

142: all 1*3 a INTEGER (1.100],
APORTSs I (1u3].SYSIN.INF ROM • APORTSR2(lu3].SYSIN.INFROM

and APORTS’ 1 (1e3].SYSIN.OUTTO • APORTSs2(ls3J.SYSIN.OUTTO
and APORTSe 1 (1u3].SYSOUT.INFROM • APORTS52[1N3].SYSOUT.INFROM
and ( 1*3 no DESTINATION(FIRST(APORTS5I[l] .SYSIN.BUFQ))

-> APORTSe 1 (Ia3].SYSOUT.OUTTO • APORT552[1u3] $VSOUT.OUTTO)
H3: all Jul a USERID, (I no usl -> APORTS(Jsl).SYSIN.INFROM • MSGSEQO)

and APORTS(Js 1 ].SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[I] , SECURITY [Js l] ,

MAIL(APORTS(I].SYSIN.INFROM, I, .1.1))
$44: APORTS[I].SYSIN.INFROM ~ MSGSEQ(FIRST(APORTS’ I (l].SYSIN.BUFQ))

• APORTSuI (I].SYSIN.INFROM
(45: APORTS5 I [DESTINATION(FIRST(APORTS 5 1 (I].SYSIN.BUFQ))].SYSOUT.OUTTO

• MSGSEQ(FIRST(APORTS’ I (I].SYSIN.BIJFQ))
• APORTSC2[DESTINATION(FIRST(APORTS5 1 (I].SYSIN.BUFQ))].SYSOUT.OUTTO

H6: I • SOURCE(FIRST(APORTSu I [I].SYSIN.BUFQ))
Hi: I • SOURCE(MS)
H8: SECURE(SECURITY[I],

SECURITY(DESTINATION(FIRST(APORTSu I (I].SYSIN.BUFQ))]) -

TM—>

C): at! Jul a USERID, (I rae Jul -> APORTSs2(JuI).SYSIN.INFROM • MSGSEQO)
and APORTSI2[J* I ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I], SECURITY(J* 1
MAIL(APORTSs2(I].SYSIN.INFROM, I,

J e l))

The fIrst subgoal was proved with a promotion and an equality chain. The
proof of the second requires a cases argument, as shown below.

Prover- > Print Theorem
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HI. I
in (MAX(SOURCE(FIRST(APORTSe 1 (I].SYSIN.BUFQ)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTS’ I (I].SVSIN.BUFQ)), SOURCE(MS))]
H2. APORTS(Ia2Se) J.SYSIN.OUTTO TM APORTS’ 1(1*25.1 ].SYSIN.OUTTO
143. APORTS(ls2$.lJ.SYSOUT.INFROM - APORTSe1(l.2$slj.SYSOUT.INFROM
H4. APORTS(ls2$a I J.SYSOUT.OUTTO APORTS’ I (lu2$a 1 ].SYSOUT.OUTTO
$45. I no 1s2$.)

- APORTS(Ia2SalJ.SYSIN.(NFROM - APORTSs1[1e2$*I ].SYS(N.INFROM
(46. APORTSa I (Ie35J.SYSIN.INFROM • APORTS’2(ls3$].SYSIN.INl ROM
147. APORTSR I [l13$].SYSIN.OUTTO • APORTS52(ls3$J.SYSIN.OUTTO
148. APORTS. I [le3$J.SYSOUT.INFROM • APORTSW2(1s3$].SYSOUT.INFROM
H9. DESTINATION(FIRST(APORTS’ I [I].SYSIN.BUFQ)) no 1*35.. APORTSC I (le3$J.SYSOUT.OUTTO • APORT$a2(la3$].SYSOUT.OUTTO
1410. I no Jul 1*2 -) APORTS(J* I $‘2].SVSIN.It4FROM • MSGSEQ()
HI 1. APORTS[Ju) $s2].SYSOUT.OU1T0

sub SECUREMAIL(SECURITY[I], SECURITY[J* 1 $*2],
MAIL(APORTS(I].SYSIN.INFROM, I, ii 1$’2))

14)2. APORTS[I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS’I[lJ.SYSIN.BUFQ))
• APORTS5) (I].SYSIN.INF ROM

H 13. APORTS’) [DESTINATION(FIRST(APORTS* I (I].SYSIN.BUFQ))].SYSOUT
.OUTTO

• MSGSEQ(FIRST(APORTS’ 1 (I].SYSIN.BUFQ))
• APORTSe2(DESTINATION(FIRST(APORTSu 1 [IJ.SYSIN.BUFQ))].SYSOUT.OUTTO

HI 4. I s SOURCE(FIRST(APORTSu 1 (l].SYSIN.BtJFQ))
HIS. I • SOURCE(MS)
Hl6. SECURE(SECURITY(I], -

SECURITY[DESTINATION(FIRST(APORTSs I [I].SVSIN.BUFQ))J)
IMP

C). APORTSU2(Ju1 J.SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[I], SECURITY(J* 1],

MAIL(APORTS52(l].SYSIN.INF ROM, I, .1*1))

Prover- > Cases

CASE:

* Jul • DESTINATION(FIR$T(APORTS’ 1 Il1.SYSIN.BUFO));
CASE:

* ~~~~~~Attempting CASE I

The remainIng “not equal” case Is generated by the prover. After deleting some
irrelevant hypotheses and doing several equality substitutions, we come to the
key part of the proo f. 

- - - ~~~-~~~~~~~ -- -~~--- - - - -
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Prover-> Print Theorem

HI. APORTS’! (Jul J.SVSOUT.OUTTO • MSG$EQ(FIRST(APORTS’l (I].SYSIN.BUFQ))
• APORTS’2[Jul ).SYSOUT.OUTTO

(42. APORTS(Ju$).SYSOUT.OUTTO a APORTS*1(J*I).SVSOUT.OUTTO
(43. Jul • DESTINATION(FIRST(APORTS’l (I].SYSIN.BUFQ))
$44. I • SOURCE(FIRST(APORTS5 1 (I].SYSIN.BUFQ))
H5. I a SOURCE(MS)
146. SECURE(SECURITV(I], SECURITY(Ju I])
Hi. I rae Jul -> APORTS’l(I].SY$OUT.OUTTO - APORTS.2(l].SYSOUT.OUTTO
H8. APORTS[Ju)J.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(I], SECURITY(Js I],
MAIL(APORTS[IJ.SYSIN.INFROM, I, .1.1))

IMP
Cl. APORTS.2(Ju I J.SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I], SECURITY(i’ 1],
MAIL( APORTS(I].SYSIN.INFROU

• MSGSEQ(FIRST(APORTS.I(l].SYSIN.BUFQ)), I, Jut))

The proof of this theorem requires the definitIons of SecureMail and Mail.

Prover- > Expand SecureMa il
More than ono to expand.
Which do you want to expand? All
Backup point
( .2.CASEI .DPUT .-S .E.)  - -

Prover-> Print Theorem

HI. I
in (MAX (SOURCE(FIRST(APORTSS I (I].SYSIN.BUFQ)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTS5 1 [I].SYSIN.BUFQ)), SOURCE(MS))]
(42. APORTS[J’iJ.SYSOUT.OUTTO

sub if SECURE(SECURITY(IJ, SECURITY(J* 1])
then MAIL(APORTS(I].SVSIN.INFROM, I, ill) else MSGSEQ() fi

143. I no Jul -> APORTSaI(I).SYSOUT .OIJTTO • APORTS’2[I).SYSOUT.OUTTO
$44. SECURE(SECURITY[I], SECURITY(Js 1])
(45. I • SOURCE(MS)
$46. I a SOURCE(FIRST(APORTS 1 (I].SYSIN.BLJFQ))
Hi. Jul • DESTINATION(FIRST(APORTSP 1 (I].SYSIN.BUFQ))
(48. APORTS[Ju1 J.SYSOUT.OUTTO • APORTS*I [is! J.SYSOUT.OUTTO
H9. APORTS.) (is) ).SYSOUT.OUTTO • MSGSEQ(FIRST(APORTS5 1 (I]SYSIN.BUFQ))

a APORTS52[Js I J.SYSOUT.OUTTO 
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IMP
Cl. APORTSs2(JSI ].SVSOUT.OUTTO

sub If SECURE(SECURITV[I), SECURITY[J’I])
then MAIL( APORTS[I].SYSIN.INFROM

• MSGSEQ(FIRST(APORTS’l (IJ.SYSIN.BUFQ)), I, Jul)
else MSGSEQ() fi

Prover- > Expand Mail
Mor. than one to expand.
Which do you want to expand ? ~~~

1. MAIL(APORTS(IJ.SYSIN.INFROM, I, J’t)
2. MAIL(APORTS(I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS5I [IJ.SYSIN.BUFQ)), I,

.1’!)

Which do you want to expand? a
Backup point
( .2 .CASE I .DPUT . s S . E . E . )

Prover-> Print Theorem

H). APORTS’l[Jul].SY$OUT.OUTTO • MSGSEQ(FIR$T(APORTS,l[l].SYSIN.BUFQ))
• APORTS*2[isI ].SYSOUT.OUTTO

$42. APORTS[J* 1 ].SYSOUT.OUTTO - A PORTS’ 1 [Jsl ].SYSOUT.OUTTO
H3. is) • DESTINATION(FIRST(APORTS5 1 (I].SYSIN.BUFQ))
H4. I a SOURCE(FIRST(APORTS’I[l].SVSIN.BUFQ)) 

-

H5. I • SOURCE(MS)
146. SECURE(SECURITY[I], SECURITV[isl])
Hi. I rae Jul -> APORTS’l(l].SYSOUT.OUTTO APORTS52[l].SYSOIJT.OUTTO
148. APORTS(is 1 ].SYSOUT.OIJTTO

sub if SECURE(SECURITV[I], SECURITV(Js I])
then MAIL(APORTS[I].SYSIN.INFROM, I, Jet) else MSGSEQ() fi

H9. I
in (MAX(SOURCE(FIRST(APORTS’ 1 (I].SYSIN.BUFQ)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTS5 1 [IJ.SYSIN.BUFQ)), SOURCE(MS))J
IMP

Cl. APORTS52[JuI J.SYSOUT.OUTTO
sub if SECURE(SECURITY(I], SECURITY(J’ 1])

then If APORTS[I].SVSIN.INFROM

• MSGSEQ(FIRST(APORTS’ I (I].SYSIN.BUFQ))
• MSGSEQ() then MSGSEQC)
else If iii

• DESTINATION(FIRST(APORTS’I (IJ.SYSIN.BUFQ))

I
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and I TM SOURCE(FIRST(APORTS’ I [l].SYSIN.BUFQ))
then MAIL(APORTS[I].SVSIN.INFROM, I, J’I)

• MSGSEQ(FIRST(APORTS’ 1 (I].SYSIN.BUFQ))
else MAIL(APORTS[I].SYSIN.INFROM, I, Ju t ) fi fi

else MSGSEQ() fi

Prover- >

Prover-> Print Theorem

HI. I
in (MAX (SOURCE(FIRST(APORTS’ 1 (I].SYSIN.BUFQ)), SOURCE(MS))

..MIN(SOURCE(FIRST(APORTS5 1 (I].SVSIN.BUFQ)), SOURCE(MS))]
H2. if SECURE(SECURITY(l], SECURITY(Je 1])

then APORTS[J’ I ].SYSOUT.OUTTO
sub MA IL(APORTS(IJ.SVSIN.INFROM, I, Jsl)

else APORTS[Ju1 J.SYSOUT.OUTTO - MSGSEQ() Ii
H3. SECURE(SECURITY(IJ, SECURITY(Jsi])
144. APORTS(Js I ].SYSOUT.OUTTO • APORTS’ 1 (J’l ].SYSOUT.OUTTO
(45. APORTS.! (i ii J.SYSOUT.OUTTO • MSGSEQ(FIRST(A PORTSJJ (IJ.SVSINJLIFQ))

a APORTS’2[J’ 1 ].SYSOUT.OUTTO
IMP

Cl . APORTS(IJ.SYSIN.INFROM • MSGSEQ(rIRST(APORTS’ I (I].SYSIN.BUFQ))
• MSGSEQ()

-> APOR1S’2(isI ].SYSOUT.OUTTO - MSGSEQ()
C2. (not APORTS (I].SYSIN INFROM

• MSGSEQ(FIRST(APORTS5I[I].SVSIN.BUFQ))
• MSGSEQO)

-> APORTSe2[is I ].SYSOUT.OUTTO
sub MAIL(APORTS(I).SYSIN.INFROM , I, Js i )

• MSGSEQ(FIRST(APORTS’ 1 [IJ.SYSIN.BUFQ))

The proo f of this theorem requires three addItIonal lemmas.

Prover- > Use Lemma
Enter lemma
* all A:Ms&S.q all M:Msj. A ~ Ms~Seg(M) ne

Lemma added . . . Its name It IIMMA’4
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Prover- Use Lemma
Enter lemma
* all A,B.C:Ms&$eo. A sub B -> A~C sub B~C:
Limma added ... Its name is LEMMA*5

Prover- > Use L.mma*3

SWITCHER54 proved In theorem prover.

Suggest proving VC called SWITCHER55-) ~
Entering Prover wIth verification condition SWITCHER’5

141: all .2 a INTEGER (1 .100), APORTS(Ie2].SYSIN.OUTTO
• APORTS5I[I’2].SYSIN.OUTTO

and APORTS[I’2].SYSOUT.INFROM
• APORTS51 [1s2].SYSOUT.INFROM

and APORTS(152].SYSOUT.OUTTO
• APORTSsI(I.2).SYSOIJl.OUTTO

and( Ine ls2 
-

-> APORTS[(s2].SYS(N.INFROM
- APORTS5 1 [1s2].SYSIN.INFROM)

(42: all Jul a USERID, (I no is! -> APORTS[Js l ].SYSIN.INFROM • MSGSEQO)
and APORTS[Ju1 ].SYSOUT.OUTTO 

- 
-

sub SECUREMAIL(SECURITY(I], SECURITY(ue I],
MAIL(APORTS[I].SYSIN.INFROM, I, is !))

$43: APORTS[J].SVSIN.INFROM • MSGSEQ(FIRST(APORTS’ 1 [I).SYSIN.BUPQ))
• APORTSR1(l).SYSIN.INFROM

H4: I • SOURCE(FIRST(APORTS’I (I].SYSIN.BUFQ))
H5: I - SOURCE(MS)
146: SECURE(SECURITY(I],

SECURITY(DESTINATION(FIRST(APORTS5 1 (I].SYSIN.BUFQ))])
TM _ >

Cl: all Jul a USERID, (I no Js 1 -> A PORTS. 1 (iii ].SYSIN.INFROM • MSGSEQO)
and APORTS.t[JSI).SVSOUT.OUTTO

sub SECUREMAIL(SECURITY[I), SECURITY(Ju 1],
MAIL(APORTS’I [I].SYSIN.INFROM, I,

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  __  - I
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isi))

The scenario for this proof is the same as for Swltcher,2. The only additional
property required in the proof is Lemma,).

SWITCHERa5 proved in theorem prover.

Suggest proving VC called SWITCHER’6-> I
Entering Prover with verification condition SWITCHER56
Hl: all 1*2 a INTEGER (l..lOO], APORTS(le2].SYSIN.OLJTTO

• APORTS. 1 (I’2].SYSIN.OUTTO
and APORTS(1s2].SVSOUT.INFROM

• APORTSC I (l’2].SYSOUT.Il4FROM
and APORTS(1s2].SYSOUT.OUTTO

• APORTS’1(I52].SYSOUT.OUTTO
and C I no 1*2

-> APORTS[152].SYSIN.INFROM
• APORTSe 1 (Is2).SYSIN.INFROM)

142: all Jul a USERID, (I no Jul -> APORTS(Js l ].SYSIN.INFROM • MSGSEQO)
and APORTS(us I ).SYSOUT.OUTTO

sub SECUREMAIL(SECUR$TV(I], SECURITY(Jsl],
MAIL(APORTS(I].SYSIN.INFROM , I, Jut))

$43: APORTS[I].SYSIN.INFROM • MSGSEQ(FIRST(APORTS5 1 (I].SYSIN.BUFQ))
• APORTSU I (IJ.SYSIN.INFROM

H4: I - SOURCE(FIRST(APORTSS I [I].SVSIN.BUFQ))
H5: I • SOURCE(MS)
H6: (not SECURE(SECURITY(I],

SECURITY(DESTINATION(FIRST(APORTSSI (I].SVSIN.BUFQ)fl))
—TM>

Cl: all Jul : USERID, (I no ill -> APORTSs1(Jei].SYSIN.INFROM = MSGSEQO)
and APORTS’ 1 [i ii ].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY[I] , SECURITV(J5 1 1~
MAIL(APORTSs I (I].SYSIN.INFROM, I,

.151))

Thi s proof is also done like Switchers 2 and uses Lemma,). 
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SWITCHERa6 proved in theorem prover.

Suggest fully defining SECURE-> Print Status All

The curr.nt design end verification status is:
Waiting for pending body to b. filled in: DESTINATION, MAKEMSG, SECURE,

SOURCE

-- I Proved: NETWORK, SWITCHER
For specifications only: ARRAYTOBAG, ALLSECUR EMAILFOR , ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL, OUTTO\ARRAYTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGTEXT, MSGINBUF, MSGOUTBUF,

MSGBUFARRAV, MSGSEQARRAV, NUSERS, SECURITYARRAY, SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

Suggest fu lly defining SECURE-> ~~plain

<— What are the effects of defining the body of Secure?

No effects.

(— Done

Suggest fully defining SECURE-> Edit

Ex.c-) Translate Ms~.Net

function S cure(s I ,s2:S.curityClass):boolean -
begin
exit Secure(sJ , 2) 1ff sl I. 12;

Resuihasl le s2 ;
end; 
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type Msg(Source,Destination,Text ,MakeMsg,MsgEq>
record ( SourcePart,DestPart : Us.rld;

TextPart : MsgText
);

typ e MsgText a arr.y(( I.. 1024]) of character;

function Source(M:Msg):Userld •
begin
exit Sourc.(M) in ()..NUsers] otherwise roulineerror;
cex it Sourc.(M) • M.SourcePart;

Result :•M.SourcePar t ;
end;

function D.stination(M:Msg):Userld •
begin
exit Destinatiora(M) in (1 ..NUsers] otherwise routineerror;
cexit Destination (M) • M.Dest Part;

Result :• M.D.stPart;
end;

function Text(M:Msg):MsgText a

begin
cex it Text (M) a M.Text Part;

Result a. M.TextPart;
end;

function Mak.Msg(S,D : Userld; T a Msglext) a Msg a
begin
entry S In ()..NUs.rs] and D in (1 ..NUsms];
cexit Mak.Msg(S,D,T) • Msg(S,D,T);

Result :• Msg(S,D,T);
end;

function MsgEq(MI ,M2: Msg): boolean -
begin
cexit MsgEq(Ml ,M2)

1ff Mt .SourcePart • M2.SourcePart
and Ml .D.stPart a M2.DestPart
and MI .TextPar t • M2.TextPart;

Result :•Mt .SourcePart s M2.SourcePart and
Ml .DestPart • M2.DestPart and
Ml .T.xtPart • M2.TextPart;

end;
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No syntax srrors detected.
No semantic errors detected.

This implements messages and the functions which manipulate them.

Exec—) Print Status All

The current design and verification status is: -

Waiting for VC generation: DESTINATION, MSGEQ, MAKEMSG, SECURE, SOURCE,
TEXT

Proved: NETWORK, SWITCHER
For specifications only: ARRAYTOBAG, ALLSECUREMAILFOR, ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL , OUTTO\ARRAYTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGTEXT, MSGINBUF, MSGOUTBUF,

MSGBUFARRAY, MSGSEQARRAY, NUSERS , SECURITYARRAY, SECURITYCL ASS,
USERID, USERPORT, USERPORTARRAY

Ex.c-) 
~~gg~~

j

The suggestion mechanism carries the user through the remainder of the
verification. Ever y proof is automatic and requIres no additional information.

Suggest generating VCs for SECURE-> I

Genirating VCs for FUNCTI~~ SECURE - 
-

Found 1-ST path

I-

Beginning now path...

Assume (unit entry condition)
TRUE -

RESULT :a SI I. S2

Evaluating SECURE(S I, 52)
Continuing in path... 

~~~~~~~~~~~~~~~~ _  _  _ _ _
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L.avlng unit SECURE
ASSERT RESULT iff $1 1. S2

Must verify (unit exit) condition
VC is trivially TRUE

End of path

Suggest generating YCs for SOURCE-> I

Generating VC. for FUNCTION SOURCE

Found 1-ST path

Relate Concrete and Abstract Specs...

Assume (SOURCE Concret. exit)
SOURCEIM) • M.SOURCEPART

Must verify (SOURCE Abstract exit) condition
Verification condition SOURCE’ 1
Hi: SOURCE(M) • M.SOURCEPART

TM
~~~>

C): TRUE

— Beginning now path...

Assume (unit entry condition)
TRUE
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RESULT :• M.SOURCEPART

Evaluating SOURCE (M)
continuing in path...
Leaving unit SOURCE
ASSERT RESULT • M.SOURCEPART

Must verify (unit .xit) condition 
-

VC is trivially TRUE

End of path

Suggest prov ing VC called SOURCEs 1-> 1
Entering Prover with verific ation condition SOURCEa 1

HI a SOURCE(M) • M.SOIJRCEPART
TM_)

Cl: TRUE

Backup point
(.)

Prover-> ~~~c!!di~g

SOURCE. 1 proved In theorem prOv.r.

Suggest generating VCs for DESTINATION-> I

Generating VCs for FUNCTION DESTINATION

Found I-ST path

Relate Concrete end Abstract Specs...

Assume (DESTINATION Concrete exit )
DESTINATION(M) a M.DESTPART 

TM

)

- -- ~~~~~~~~~~~
-- --

~~~~-
_ - -~~~~-- ~~~~~~~~~ - - - ~~~~~ - -- - --- -------------~~~~~~~~-~~~~~~~~~~~~~
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Must verify (DESTINATION Abstract exit) condition
V.rification condition DESTiNATIONs)
H): DESTINATION(M) • M.DESTPART

—— >

Cl: TRUE

Beginning new path...

Assume (unit entry condition)
TRUE

RESULT :a M.DESTPART

Evaluating DESTINATION(M)
Continuing In path...

- 
-- L.avin g unit DESTINATION

ASSERT RESULT • M.DESTPART

Must verify (unit exit) condition
VC Is trivially TRUE : 

- 
- 

- - -
.

End of path

Suggest proving VC called DESTINATION’t -> I
Entering Prover with verification condition DESTINATIONs 1

HI a DESTINATION(M) • M.DESTPART
TM_> H
CI: TRUE

B.ckup point
(.)

Pr over-> 
~~~~~~~~~~~~~

DESTINATIONS 1 proved In theorem prover. -

L 
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Suggest g•norating VCs for TEXT-> I

Gen.r.tlng VCs for FUNCTION TEXT

Found 1-ST path

Relate Concrete and Abstract Specs...

Assume (TEXT Concrete exit)
TEXT(M) r M.TEXTPART

Must verify (TEXT Abstract exit) condition
Verification condition TEXTs I
HI: TEXT(M) . M.TEXTPART

TM _ >

Cl: TRUE
TM TM TM T M _ T M _ T M _ T M  TM TM TM TM TM TM 

a 

Beginning now path...

Assume (un it entry condition)
TRUE

RESULT :- M.TEXTPART
Leaving unit TEXT
ASSERT RESULT • M.TEXTPART

Must verify (unit exi t) condition
VC is trivially TRUE 

TM TM — 0 TM TM TM TM TM TM TM TM TM TM

End of path
fl Ofl TM

L 
- _ _ _

_ _ __ _ _
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Suggest proving VC celled TEXTs1- 
~Entering Prover with verification condition TEXTS 1

HI: TEXT(M) a M.TEXTPART
TM— )

Cl, TRUE

Backup point
(.)

Prover -.> $ ! ~~n

TEXT. 1 proved In theorem prover.

Suggest generating VCs for MAKEMSG-> I

Generating VCs for FUNCTION MAKEMSG

Found 1-ST path

Relate Concrete and Abstract Specs...

• Assume (MAKEMSG Concrete ~xit) - - . - -

MAKEMSG(S, 0, T) • MSG(S, D, T)

Must verify (MAKEMSG Abstract exit) condition
Verification condition MAKEMSG’)
HI: MAKEMSG(S, 0, T) • MSG(S, D, T)

—TM>

CIa TRUE 

n T M Of l  

Beginn ing new patL.
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Assume (unit entry condition)
S in (1..NUSERS] and Din ~ ..NUSERS)

RESULT as MSG(S, 0, T)
Leaving unit MAKEMSG
ASSERT RESULT a MSG(S, 0, T)

Must verify (unit exit ) condition
VC is trivially TRUE

End of path

Suggest proving VC called MAKEMSG’ I -> I
• Ent.ring Prover with verification condition MAKEMSGs 1

Hi : MAKEMSG(S, 0, T) • MSG(S, 0, T)
TM—>

CI: TRUE

- 

- Backup point
(.)

Prover- > I~~.QS~~~in

MAKEMSGS 1 proved In theorem prover. .

Suggest generating VCs for MSGEQ-> I

Generating VCs for FUNCTION MSGEQ

Found I-ST path

Relate Concrete and Abstract Specs...

Assume (MSGEQ Concrete exit)
MSGEQ(M1, M2)

1ff M).SOURCEPART • M2.SOURCEPART and MI.DESTPART • M2.DESTPART
and Ml .TEXTPART • M2.TEXTPART
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Must verify (MSGEQ Abstract exit) condition
• 

- Verificetlon condition USGEQS 1

HI: MSGEQ(MI , M2)
1ff Ml .SOURCEPART - M2.SOURCEPART and Ml .DESTPART - M2.DESTPART

and MI .TEXTPART a M2.TEXTPART
—TM)

Cia TRUE

Beginning n w  path...

Assume (unit entry condition)
TRUE

RESULT a• PA) .SOURCEPART • M2.SOURCEPART and Mt .DESTPART • M2.DESTPART
and Ml .TEXTPART • M2.TEXTPART

Leaving unit MSGEQ
ASSERT RESULT

1ff MI .SOURCEPART • M2.SOURCEPART and Mt .DESTPART a M2.DESTPART
and Ml .TEXTPART • M2.TEXTPART •

Must verify (unit exit) condition
VC is trivially TRUE

End of path

Suggest proving VC called MSGEQ*l-> I
EnterIng Prover with verification condition MSGEQ I

H): MSGEQ(Ml,M2)
• 

1ff MI .SOURCEPART • M2.SOURCEPART end MI .DESTPART TM M2.DESTPART
and MI .TEXTPART a M2.TEXTPART

TM— )

Cl: TRUE

Backup point

J
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(.)

Prover- > ~~~~~ din

MSGEQ I proved I~ theorem prover.

Suggest on. of:
.~ > TRANSLATE (from file)

SAVE (problem on file)

—) PrInt Status All

The current design and verification status is:
Proved: DESTINATION, MSGEQ, MAKEMSG , NETW ORK, SECURE, SOURCE, SWITCHER,

TEXT
For specifications only: ARRAYTOBAG, ALLSECUREMAILFOR , ISSUBMERGE,

INFROM\ARRAYTOBAG, MAIL, OUTTO\ARRAYTOBAG, SECUREMAIL
Constants/Types: BAGMSGSEQ, MSG, MSGSEQ, MSGTEXT, MSGINBUF, MSGOUTBUF,

MSGBUFARRAY, MSGSEQARRAY , NUSERS , SECURITYARRAY , SECURITYCLASS ,

USERID, USERPORT, USERPORTARRAY

As indicated by the status summary, the design and verification of the network
is complete. 7’,te final version of all network programs and Their
specifications are displayed below.

Suggest one of:
(esc) TRANSLATE (from file)
SAVE (problem on file)

—) Print Unit Alphabetical

Units are printed alphabeticall y by name.

function ALLSECUREMAILFOR(A a USERPORTARRAY; J :  INTEGER; S : SECURITYARRAY)
MSGSEQARRAY a

begin
exit

(assume ill I a USERID, ALISECUREMA ILFORCA, .1, S)[l]
• SECUREMAIL(S[I), S[J),

MAIL(A[IJ.SYSIN.INFROM, I, J)));
end;

function ARRAYTOBAG(A a MSGSEQARRAY; I, J a USERID) a BAGMSGSEQ’
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begin
end;

type BAGMSGSEQ • bag of MSGSEQ;

function DESTINATION(M * MSG) : USERID s
begin

exit DESTINATION(M) In (1 ..NUSERSJ otherwise ROUTINEERROR;
cexit DESTINATION(M) • M.DESTPART;
RESULT a. M.DESTPART

end;

function INFROM\ARRAYTOBAG(A a MSGBUFARRAY; I, J a USERID) a BAGMSGSEQ.
begin
end;

• function ISSUBMERGE(S a MSGSEQ; A a MSGSEQARRAY) a BOOLEAN •
begin

exit
(ass ian . ISSUBMERGE(S, A)

1ff (some X a MSGSEQ, ISMERGE(X, ARRAYTOBAG(A, 1, NUSERS))
and S sub X));

end;

function MAIL(MS :MSGSEQ; I, J a USERID) a MSGSEQ •
begin

exit
(assume MAIL(MS, I, .1)

• If MS • MSGSEQO then MSGSEQ()
else If SOURCE(LAST(MS)) a I

• and DESTINATION(LAST(MS)) a J
then MAIL(NONLAST(MS), I, J)

• MSGSEQ(LAST(MS))
else MAIL(NONLAST(MS), I, J) fi f I);

end;

function MAKEMSG(S, 0 : USERID; T : MSGTEXT) : MSG s
begin

entry S In (I ..NUSERSJ and D in (I ..NUSERS);
cexit MAKEMSG(S, 0, T) a MSG(S, 0, T);
RESULT a. MSG(S, 0, T)

end;

• -~~— ~~~~ • •

_
~~~~~~~~~~~~

—
~
-- - •

~~ - 
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type USC <SOURCE, DESTINATION, TEXT, MAKEM SG, MSGEQ> .
record

(SOURCEPART, DESTPART a USERID;
TEXTPART a MSGTEXT);

• type MSGBUFARRAY • array (USERID) of MSGOUTBUF;

function MSGEQ(M1, M2 : USC) : BOOLEAN -
begin

cexit MSGEQ(M1, M2)
1ff Mt .SOURCEPART • M2.SOURCEPART and Ml .DESTPART • M2.OESTPART

and MI .TEXTPART • M2.TEXTPART;
RESULT :~ Mt .SOURCEPART • M2.SOURCEPART and MI .DESTPART • U2.DESTPART

I and Ml .TEXTPART s M2.TEXTPART
end;

• type MSGINBUF • buffer (I) of MSC;

typ e MSGOUTBUF s buffer (NUSERS) of MSG;

typ e MSGSEQ • sequence of MSG;

type MSGSEQARRAY • array (USERID) of MSGSEQ;

typ e MSGTEXT • array ((1.. $024]) of CHARACTER;

process NETWORK(var AUSERPORT a USERPORTARRAY; SECURITY a SECURITYARRAY) .
begin

• block all J: USERID, ISSUBMERGE(AUSERPORT[JJ.SYSOUT.OUTTO,
ALLSECUREMAILFOR(AUSERPORT, J, SECURITY));

cob .gin
SWITCHER(I, AUSERPORT, SECURITY) each I: (1 ..NUSERS]

end
end;

const NUSERS • $00;

function OUTTO~ARRAYTOBAG(A a MSGBUFARRAY; I, J: USERID) * BAGMSCSEQ ~begin
end;

function SECURE(SI, S2 a SECURITYCLASS) : BOOLEAN.
begin

L
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exit SECURE(S1, 52) 1ff SI I. $2;
RESULT as Si I. S2

H end;

function $ECUREMAIL(SI, S2 a SECURITYCLASS; MS a MSGSEQ) a MSGSEQ.
begIn

exit
(assume SECUREMAIL(S1, S2, US)

• If SECURE(S1, $2) then MS else MSGSEQ() fi);
end;

typ e SECURITYARRAY • array ((1..NUSERS]) of SECURITYCLASS;

typ e SECURITYCLASS • (UNCLASSIFIED, CONFIDENTIAL, SECRET, TOPSECRET);

function SOURCE(M a MSG) : USERID •
begin

•xit SOURCE(M) in (1 ..NUSERS] otherwise ROUTINEERROR;
cexit SOURCE(M) • M.SOURCEPART;
RESULT a. U.SOURCEPART

end;

process SWITCHLR(I : USERID; var APORTS : USERPORTARRAY;
SECURITY a SECURITYARRAY) •

begin
entry t in [I ..NUSERSJ;
block all J a USERID, APORTS[J].SYSOUT.OUTTO

sub SECUREMAIL(SECURITY(IJ, SECURITY(JJ,
MAIL(APORTS(IJ.SYSIN.INFROM, I, J))

and (J no I TM> APORTS[J].SYSIN.INFROM • MSGSEQO);
var MS a USC as MAKEMSG(I, I, MSGTEXT O);
keep

(assume SOURCE(MS) • I);
loop

assert alt JUl a USERID, APORTS(J’l J.SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[ IJ, SECURITYLJS 1),

MAIUAPORTSIIJ.SYSIN.INFROM, I,
.J’l))

and ( Jst ne l
-> APORTS[Js t ].SYSIN.INFROM s MSGSEQQ);

begin
r celve MS frogs APORTS[lJ.SYSIN;
If SECURE(SECURITY(I), SECURITY[OESTINATION(MS)]) 

~~_ _~~~ ~~
--

~~-
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then send MS to APORTS[DESTINATION(MS)].SYSOUT
end

when
is RECEIVEERROR:;
Is SENDERROR a ;

end
end

end;

function TEXT(M a USC) : MSGTEXT -
begin

cexit TEXT(M) • M.TEXTPART;
RESULT a. M.TEXTPART

end;

typ e USERID • INTEGER (t..NUSERS);

typ e USERPORT • record
(SYSIN a MSGINBUF;
SYSOUT a MSGOUTBUF);

type USERPORTARRAY a array (USERID) of USERPORT;

Sugg.st one of:
<esc> TRANSLATE (from file)
SAVE (problem on file)

-> Print Lemma All

LEMMAs h a
all A a MSGBUFARRAY,

all B a MSGSEQARRAY,
all X a MSGSEQ,

ISMERGE(X, OUTTO\ARRAYTOBAG(A, 1, NUSERS))
and (all K a USERID, A[K).OUTTO sub B[K])

TM > (some V a MSGSEQ, ISMERGE(Y, ARRAYTOBAG(B, 1, NUSERS))
and X sub Y)

LEMMA52 is
all As h a MSGBUFARRAY ,

all 1.5 a USERID,
all XC) a MSGSEQ,
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(all Jul a USERID, 1.5 no is! -> AsI[ie13.INFROM • MSGSEQO)
and ISMERGE(XsI , INFROM\ARRAYTOBAG(As I, 1, NUSERS))

- Xci s Auh Ile5).INFROM

LEMMAS3 is
all A, B a MSGSEQ,

s IIC : USC,
all K, L a USERID,

all $1, S2 a SECURITYCLASS, A
sub SECUREMAIL(S) , S2,

MAIL(B, K, 1))
TM> A

sub SECUREMAIL(SI , S2,
• MAIL(B o MSGSEQ(C),

K,L))

LEP,4MAs4 is -

all AS) a MSGSEQ, all U * USC, As I • MSGSEQ(M) ne MSGSEQ()

LEMMAS5 is
all AS2, 8.1, ~Ul a MSGSEQ, As2 sub Bit •> As2~ Csl sub But .Cs l

These are all the lemmas used in the verification of the network.

Suggest one of:
<.sc) TRANSLATE (from file)
SAVE (problem on file)

S1D is useful not only during a design and verification , but also afterwards
as a maintenance tool. Without a fac ility l ike SID , determining the potential
effects of changes to a fairly large, complex , and interrelated collection of
data is a formidable task. The following is a furt her illustration of how SID
is even more essential as the amount of data grows.

-)
~~~~~~~~~

<— What are the effects of chanaina the header of SecureMail?

PossIble effects of changing the header of SECUREMAIL area
incorrect semantics: ALLSECUREMAILFOR, LEMMAS3, SWITCHER, SECUREMAIL
Invalid verif ication : NETWORK, SWITCHER
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<- Why?

• Incorrect semantics because calls to SECUREMAIL may become Inconsistent. Invalid
verification because the external specifications of AILSECUREMA ILFOR, which call

SECUREMAIL, were used in proving NETWORKS 1. Invalid verification becaus . the
• external specificatIons of SWITCHER, which call SECUREMAIL, were used in proving

NETWORKS 1. Invalid verification because the external specifications of
SECUREMAIL, which recursively call SECUREMAIL, were used in proving SWITCHER 4.
Invalid verification because basis property LEMMAU3, which calls SECUREMAIL, was

used in proving SWITCHER’2, SW1TCHERa4, SWITCHERs5, and SWITCHER’S.

<— What are the effects of changing the block specification of Switcher?

Changing the block specification of SWITCHER does not affect SWITCHER If the
formula

Hi a all J: USERID, APORTS(J].SYSOUT.OUITO
sub SECUREMAIL(SECURITY(I], SECURITY[J],

MAIL(APORTS[I].SYSIN.INFROM, I, J))
and (J ne I -> APORTS(J].SYSIN.INFROM • MSGSEQO)

TM— >

Changed block specification
is true. If not, some of SWITCHER’s YCs are incorrect. The verification of ether
program s Is not affected if the formula

Changed block specification
TM— >

Cl: all J : USERID, APORTS(J).SYSOUT.OUTTO
sub SECUREMAIL(SECURITY[IJ, SECURITY [J],

MAIL(APORTS[I].SYSIN.INFROM, I, J))
and (J no I -> APORTS(J].SYSIN.INFROM ~ MSGSEQO)

is true. If not, the change Invalidates the verification of NETWORK.

<- Why?

The effects on SWITCHER are a change in its VCs. Invalid verification because
th. block specification of SWITCHER was used in proving NETWORKS 1.

<- What are the eff ects of modifying Lemmai3?

Changing bash, property LEMMAU3 does not affect th. verification If
Changed lemma
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TM->

CI: all A, B a MSGSEQ,
all C a USC,

all K, L a  USERID,
all SI , 52 : SECURITYCLASS, A

sub SECUREMAIL(S 1, S2,
MAIL(B, K, L))

-> A
sub SECUREMAIL(S1, S2,

MAIL(B e MSGSEQ(C),
K,L))

is (rue. If not, the change invalidates the verification of SWITCHER.

<- Why?

Because it was used In the proof of SWITCHER52, SWITCHER54, SWITCHERSS, and
SWITCHERS6.

<TM Done

Suggest one of:
<eac> TRANSLATE (from file) -

SAVE (problem on file )

-> Prove Lemmaa3

• In the above dialog, the user saw that several proofs depend upon Lemma.).
So he directs SID to attempt its proof.

Entering Prove r with basis prop erty LEMMAS3
all A, B a USGSEQ,

all C :MSG,
all K, L a USERID,

all Si , S2 a SECURITYCLASS, A
sub SECUREMAIL(SI, $2, MAIL(B, K, L))

> A
sub SECUREMAIL(S1, 52,

MAIL(B s MSGSEQ(C), K,
1))

--_- .- • ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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This proof requires the definitions of Mall , SecureMail, and a new lemma.

LEMMAS3 proved In theorem prover.

Suggest on. of:
<esc> TRANSLATE (from file )
SAVE (problem on file )

—> Print Status All

‘ The current design and verification status is:
* Proved: DESTINATION, LEMMAS3, MSGEQ, MAKEMSC, NETWORK , SECURE, SOURCE,

SWiTCHER, TEXT
• For specifications only: ARRAYTOBAG, ALLSECUREMAILFOR, ISSUBMERGE,

INFROU\ARRAYTOBAG, MAIL, OUTTO\ARRAYTOBAG , SECUREMAIL
Constants/Types: BAGMSGSEQ, USC, MSGSEQ, MSGTEXT, USGINBUF, MSGOUTBUF,

MSGBUFARRAV, MSGSEQARRAY, NUSERS, SECURITYARRAY, SECURITYCLASS,
USERID, USERPORT, USERPORTARRAY

Suggest one of:
• (esc> TRANSLATE (from file)

SAVE (problem on file) - 
-

-‘> ~~int Lemma Lemmal6
LEUMAS6 is

I 
•
- all X, Y, 2 a MSGSEQ, X sub V -> X sub Y~ 2

This is the lemma used in the proof of Lemmas) .

• Suggest one of:
<esc> TRANSLA TE (from file )

- SAVE (problem on file)

TM> Save Net.Dmp

That’s all, folks!

if ~


