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DEDICATION & SPECIAL RECOGNITION

The Board of Directors and the Seminar Committee dedicated
the Tenth National Seminar to James G. Marsh and Daniel F.
Rankin whom we all knew and loved.

The Society recognizes with regret the retirements of

C. Donald Garrett, George McClain and Willard Thompson who
have actively participated in NCMS for many years. Thelr
unselfish contributions to the professional development of
Classification Management is an inspiration to all those
who follow.
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FREDRICK 1. DAICLE, Presjdent

On July 19, 1973, the prenent Board of Divectors
assuned otfice and the conduct of the Soclety'e
business, Otficera are: Jim Buckland, Martin
Maristta, Ovlande, Flortda, Vice Fresident and
Mewbership Chairman; Dean Richardson, Texas
Inatruments, Dallas, Texas, Secretatvy; and
Sheila Dotsoa, Naval Weapons Centetr, China Lake,
Treasurer. Memhers of the Board are: Jim
Bagley. NRL, Washington, D. C., and Tom O'Brien,
now Divector, Securlty Plans and Policlies, QDASD
(Security Policy) Education and Standards Com-
mittee: Jack A Robinson, Center toyr Naval
Analysin, Arlington, Virginta, Editor NCMS
Bulletin; Eugene Suto, Research Genweral Corp.,
McLean, Virginia; Commanication & Congressional
Liataon; and, Jim Marsh, Sandia Laboratories,
Albuquerque, New Mexico, who aa paat Preafdent,
past Secretary, and coordinator for the adizing
and printing of the NCMS Bulletin, servad the
Society with every atrength ot his belung,
doparted from our physical prescuce in December
of last vear, We all sincerely miss his wit,
his keen inesight and his deep devotion to the
Soctlety that he loved so well. 1In addltion to
the Board membern, as elected, the following
also served the Society with distinction thia
yary; Mr. Donald Woodhridge, KMS Fusion luc.,
Ann Arbur, Mich. cur distinguished Society
Counzelor; Mr. Lorimer McConnell of Syatem
Development Corporation, Santa Monica, Calif, as
out Journal Editor. 1l addition we hiave had the
privilege to call upon our legal cemmittee,

C. Donald Garrett, dcorge MacCiain and Frank May,
all retired and all in the Washington/Virginia
arva, ptus Mr. Bill Florence who has been
Special Assiatant to the President for Congres-
sional Intormation and has been responaible for
the congresaional mailings that you have recaived,

With this imprassive array of taleat we proceed
on to what 1 think waa, in many ways a succvesatul
year:

We first set obhjectives and they are ag follows,
with the resuita when there were any:

1, Prepare a follow~up letter to OSD on a
previcualy submitted position paper on the
subject of greater lenfency in contractor
retention of fnformation vu coutract comple-
tion.

RESULTS: We recelved an indepth response
from OSD on thia subject indicating that they
bulifeved that the ISR and EO 11652 emphasized
the "need to know' aspect and that the

responaibility for votention shouid conciaue
to remy with the contrvacting of{ficer am! did
not see 8 weed to nitigate this rasponsibil--
1ty by OSD {ntervention with any other uystew
of handl’vg vetention.

Submit twe additional position papors to QsD,

a. Ve rvecommendud the abolution of the 18M
and incorporation of all requivements
into one directive to permit the inspector
and the {napected to both be workiag to
the same set ot requirements. In addi-
t.on tu the cost savings that would be
evident by the need to {nsue and main-
tain only one manual.  Alao sugpested
coding the paragraphs vumerically to the
Informat fon Security Program Regulat ton
52000 1R 0 we could better covrelate and
understand the dual atandavds when they
exfiat.

RESULTS:  O8ND vesponded that this concept
had been previvusly studled sud was ve-
Jected acd that the busis of rejoection
were #till valid., Also that the 1SR wan
policies, practices and procedures, while
the 18M contained detailed secuvity
requirements, and the ISR was not intended
to be applicable to induatry, although
they are available for distribution, and
industry should wot be burdened with
maiuntuintug them,

b, We subnitted a second paper recommending
the euxtabl {ishwent of a central repostitory
for all classitticaticn guidance ithat is
published, and recommended that DOC be
consldered as this repositery, where aay
sctivity could have access to the multiple
guldance on any one subject tf in thetv
registered field of intevesat.

RESULTS:  This recommendatf{on iz still
undav connlderation by Onb,

OBJECTIVE: Reatructure the seminar to con-
duct the bustlnean meeting in a move etfficient
manner .
RESULTS:  We snuck it in on you this morning.
OURIECTIVE:  Support & mid-year mini-seminar

in an arca pot normally aupported by the
anuual sominar or chapter activities,

RESULTS:  The Board of Directora participated
in a supported one day seminar in Dallasr,
Toxas hostod by Texes lustrunentsy sud Dean
Richardson. Thirty to forty attendees from
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the Southwest attended and claamification
management is much move meaningful to that
group,

ASIDE:  The Buard carneatly wmolfcita the
oppurtunity to support a seminar for you in
yout area, of your command, primarily in
February of each year, in conjunction with
our mid-year Board meeting., We are avall-
able ug uwpoakers, paneliuts or fust audieunce
participauta. 1f you are interested, pleane
contact one of us. We are presently un-
committed for 1975, In 1971 we were in
Orlando with Martin Mariectta and this year
in Dallas, with Texas lustruments. We don’t
charge and we do love to talk on our favor-
1te aubject-~Clangffication Management.

OBJECTIVE: Update the Agency/Clasuification
responaible person listing that woe published
several years ago.

RESULTS: The fivst Jdraft has been completed
and 18 currently befng updated and will soon
be published ag an attachment to an edition
of the Bulletin.

ADDITIONAL ACCOMPLISHMENTS have been the revi-
ston and redesign of the membership application
blank and a rewrfte of the NCOMS Brochure, bhoth
the result of dlond sweat and tears ut our Vice
President Jim Buckland.

And the laut but what 1 believe the mout siguni-
ficant, a complete revamp of the Soclety bhylawx,
bringing them up to date after ten years of
practical application. All changes were adminis-
trvative in nature and served to have the bylaws
reflect the actual operation of the Socfety, all
changes were within the authority of the Board of
Directors except for the abolition of the Asso-
clate mevwberahip category, and making all
members vegular members. This was put to the
vote of the membership by putting a ballet {an
the Bulletin, however only 60 ballots were
returpeu; thia necessitated scnding personal
letters to thoae who did not respound. This then
resulted in a4 retarn of 116 votea, 115 for and 1
ugainst the resolution. As this then repre-
rented 2 majorivty of the membership, the Hoavd
declared the resolution passed. As with any
such task accowplished by committee, there were
many ruggested changes and attempts at the ulti-
mate in the revision over a period of a year,
wntii such time ae we reached a selection of
terminology that was acceptahle to the entire
board. Our moat heartfelt appreciation for
shouldering the comgplete burden of these re-
writea, for hias patience with thoae of ua who

knew what we wanted to say hut were {nept with
words goes o our Counselur, Donald Woodbridge.
Thauk you bon tor a complicated task well done.

An 4 result of the interface by Divector Gene
Suto, the Society is nuw repiatered with the
National Referval Centet, Science and Technology
Division, Library of Cungrens as a registered
Intormaticn Source.

In Urtobetr the Board approved limited support

for chaptern in financing the hoating of guest
speakera ir order to assist them in strengthening
their programs and increasing their appeal to the
membership,

In May, the Socfety was fnvited to participate

in the Information Security Management Pilot
courye at the Defenne Industrial Security lunsei-
tute, Richwmond, Virginfa, and as I {adicatad
ecarlter, the resulte of attending the course

will be diacuseed in detail tomorrow by the
achool and by both the Industrial and the Govern-
ment attendees,

1n June, the Soctiety acted upon the recommenda-
tions of the Nomination Commlittee headed by Dick
Buberg ot Sterra Reneavch lne,, Santa Montica,
Calif., alao & past Presfdent, and voted ou the
wlate of directors for the next three vears and
the selection ol direvterg to 1l the vacancies
cauded by death and resignations over the past
year,  Youtr ballots created w firat ia the history
of the Soclety in that there were only 4 votes
svparating the tivst four succeesrful candidates.
Suciety poltcy 18 such that we do not announce
the numbhera of votes, howover the ballots are

on file with the Executive Secvetary in Alexandria,
Va, for audit should such ever be the doesntre of
any of the wembevahip. Elected for three full
years were Dean Richardaon, Jack Robinson and
Gene Suto, all of whom were running tor ve-
election, Flected tor a 2 year teym was Jim
Ruckland, alwo rumming for veclection, Two new
electeen are Richavd Butala of Huphes Afvervaft
Carp., Culver Clity (So. Cali{f, Chapter), and
Jim Managee, Applied Technology Ilnc., Sunnyvale,
Catif. (No. Calif. Chapter Chairwan), ecacuo for
one yeat terme. So we have bastcally the same
Board of Directors for next year, with two
freshmen from whom we expect some new lLite and
vitality.

The part year har seen all of ua, both Gowern-
ment and Industry, going through the expevience
af a aparce budget, seemiungly coupled with a
pronounced increase {n the responstbility and
workload of the Clasatificartion Yrofenston,

Many of us were unable to travel as we had
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projectad, but in spite vf thie 1 feel that the
Soclety prosjered and progresasd, and as all
Fresidents before me, I know that 1 was unsbie

to asslet the Board in accomplishing ail that we
would have 1iked tc as the calendar bacawe an
enamy rather thun an &lly. For your out~tanding
assi{stance, understauding and suppore 1 thank you
all,

KEYNOTE ADDRESS

8y

JOSEPH J. LIEBLING

Deputy Aasistant Ser-atary of Defease
(Security Policy)

Office of Assiastant Secrvetary ~f Defense

—SComptroller)

1t 18 always a pleapure for me to appear beforas
the meabership of the Nutional Clameification
Managewment Soclety--a mewbership comprised cof
profesaionals woo are knowledgeable tn a1l as-
pects of the Ilnformation Security Program. 1
have learned, during my years in this fleld, of
the importance of the free exchange ot ideas
through forums such ag this and the tenefits
which are derived from auch exchange by tath we
in Defense and you in industry. )

. s — —

I note from the agenda of thims Teuth Natlional
Seainar that the presentations to be made in the
time ahead will cover gome very lmportant as-
pecta of the Program. 1 encourage your full and
frank participation in the coptce to v presented
particularly, during the times allocated fur
floor questions and panel diacudgslons.

We have just paswed the secoud anniversary of the
effective date of Executive Ovder 11652, It {a
appropriate at this time for us te reflect on our
progress and discuss plans for turtherance of
Program objectives.

During the past few weeks we nave repurted on our
managewent of the Program to both the House and
the Senate, In this connection, 1 should note
that much of our progress in establishing the
significant changes brought adbout by Executive
Grder 11652 and fully loplementing ita provisions
ie, in part, dvs to the continuing interest of
committeer in the House and Senate in exercising
their oversight responsibilities,

The detalls of progress achieved by the Depart~

. mént Of Defende will by discuased by Mr, VanCoo¥

who, for the past yexr, aa my Lirvector of Infor-
mation fgcurity, haa contributed materialiy to

‘the rerults we have thus Tur obtained. 1 wuuld

1ike ‘e touch o some of the highlighte, briang
you up to date on legialsticn panding before the

Congrass, and familiorize veu with the views of
the Dapartment of Defense reflected in our
reports and testimor)y wWith rewpect to legiala-
tien. ’

As vou know, the Pepartment of Defense Informs-
tion Security Pragram s the .argest in scope

of ey othwtr Departmant of the Executive Branch
w.rh pome 12,000 contractors and ovar 1100 major
DoD activities involving suveral miliion cleared
people.  Our Program and the policies associated
with itz implemsntation ave far-reaching, There
is ne doubt that the Department of Defense creates
oore classified tuformation and naterisl than all

_uther Dopartments and Agencles oi the Bxecutive

Pranch combined. This great volume of classified
material derives trom the mission of clie Depart-
et . the warldwide disposition of its elements
and the sennittivity of {vs national and inter-
national vperations.

The Congrenn haa, by introduction of many bills
in hoth Houses, Indicated a deep concern that
information about Detfense policies, practices,
and operationu be piven the widest peasible
dissemlination, subject only to the restraints
impoeed by national security. We, i the Depart-
ment of Defeunge, share that concern,

The overwhelming wajovity of the Department's
official records are wiclaasified, These ave
accesatble to the public, unleas they are with-
held for reasens other than security classifi-
cvation spacified in the Freedom of Information
Act, The ~ublic s now previded with a wealth
of inturmation on such things as laser tachnology,
sophisticated coumunications syatems and earth
rasources satcllites which, a few years back,
wvould not have been roleased due to its gensitiv-
ity. There has been 4 deffnite abifting of
empha:zia to further ansure rhat the public is
wade fully cugnirant of Defunse activities.
Thove 1s 2 wide range of media bdeing tully
utilired tor informing the public such as daily
prese bhriefings and releases, publication of
articles by Defensc aud industry asuthors in
tesiinical and scientific journals and wide
dissemination of scirptific and technical

papers in the national and intecnational
communicies, UOther means of keeping the public
and the Congreds Jnformed include our participa-
tion in symposjums and seminars szuch ax this;
appearances before Congressaional committees and
public spreches by Defense officlals.  In this
vegard, the Department has an exceilent track
record. To lamprove 1t, we are continually

st iviog to reduce classification in the tirst
inatance, eliminate overclassification and
werelerate downgrading and declasstficaiion,



In the past, the uystewm of security clasaifica-
tion allowed too many papers to be classified for
too long a time, To deal with this problem, a
comprehensive study was initiated by the Presi~-
dent in January 1971 with a view to achieving a
better balance between the two cumpeting princi-
ples of releasing information tu the public and
of preserving confidentiality. 1 was personally
involved in the early stages of this mtudy which
culminated in the issuance of Executive Order
11652. The Order established within tle Execu-
tive Branch, a new and progressive system for
the claasification and declassification of
officia) information relating to the national
gecurity.

By this time, the provisions of the Order and
Department of Defense implementing issuances are
well known to this audience. Consequently, 1
will not review their specifica. Rather, 1
would like to describe some of the more signifi-
cant actions which have been taken to make the
Informatlon Security Program more effective.

Monitoring of ithe program i{s under the direction
of Departmental Classification Review Committees,
one at. the Office of the Secretary of Defense
level and one in each military department; a
Defense Information Security Advisory Board; and
inspection tcums in the Uffice of ihs Sceretary
vf Defense and the military departments., These
Committees act on suggestions and complaints
involving the administration of the Order and
review appeals of requests for official records
when a proposed denial is based on their con-
tinued classification under the Order. They are
chaired by senior officials in the Office of the
Secretary of Defense and in each Department who,
in addition to their committee responsibilities,
have responsibility for compliance with and
implementation of the Order.

In addition to the departmental review committees,
the Defense Information Security Advisoury Board
was established to advise and ansist my boss,
Secretary McClary, in the fulfillmwent of his
managenent and monitorship responsibilities. The
Board is chaired by me and is comprised of repre-
sentatives from major components of the Departi-
went of Defense. With respect tu suggestions

and complaints, the Board acts ¢s a working arm
of the Defenae Departmental Review Committee.

The mission of the Board i1s to review and evaluate
the effectiveness of the administration of the
Information Security Program and to develop and
recommend new or revisad uniform policies, proce-
dursa, standards and criteria necessary to meet
changing conditions, or to correct deficiencies
in the Program which come to its attention. The

Board has considered and acted upon aignificant
information security matters such as (1) improved
mecurity education and training programs, (2) the
develope ;nt and adoption of inspection procedures,
(3) the gathering, maintaining and reporting of
statistical data, and (4) the initiation of
Program, Project or Syatem declassification
programs.

Within my office, a Division is assigned responsi-
bility vo monitor the Information Security Program
thirough inspection and reporting. Since itg
eatablighment, 1ts members have conducted on

site, ip~depth reviews of the Information Security
Program ut mujor Department of Defense component
headquarters and at selected major Defense con-
tractor facilities throughout the United States.

These surveys have helped the Department to
jdentify strengths and weaknesses in program
implementation and to effect improvements in
the program.

To insure that the provisions of Executive Order
11652 are being carried out cffectivaly at the
working level, we have required Department of
Defense components to report the results of their
fnspections. These show that during the period
June 1, 1972 through December 31, 1973, over 2500
formal inapections were conducted within the
Department of Defense components. In addition,
approximately 10,000 informal reviews and security
assistance visits were conducted for the purpose
of making the Information Security Program more
effective.

Among the more significant management actions are
thege:

First, in its continuing efforts to control the
number of classification actions, the Department
of Defense has consistently emphasized the need
to reduce the number of persons who may classify
information. Since the issuance of Executive
Order 11652, the Department has reducced that
numbet from 31,048 to 7,033 ~ a 77X reduction.

Second, the Department has directed continuing
attention to limiting the use of the authority
provided in Executive Order 11652 tc exempt
information from the General Declassification
Schedule. We have ordered a detalled survey as

to the extent to which exemption authurity is
used. We have found lingering tendencies to

avoid application of automatic downgrading and
declassification. This 18 one of the problems

we are continuing to address. In this conmection,
1 continue to encourage your challenges in those
cases when you find security classification
guldance lnsufficlent or overbeariny.
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Third, we are reviewing security clansification
guldance for the purpodes of accelerating Jown-
grading and declassificarion where posaible and
restricting the use of exemption authority. We
ave paying particular attention to the declassi-
fication ot tutal programs. The downgrading ov
total declasaitication of programs, projects,
and systems or portiona thereot has already
resulted {n the downgrading or declassification
of tens of thousands of related documents. Many
of you have participated in these actfons and 1
sucourage you to continue to carry out your
oversight roles with the vigor you have showm in
the past and make every eftort to see that
guidance in your hands meets current operational
requirements. This {a an opportune time to
recommend Jeclasaification of programs which you
helieve no longer wartvant security claastfica-
tion protection.

Fourth, the Assistant Secretary of Defense for
Public Affairs has been authorized to declassify
fnformation vriginated within the Department of
Defense, This delegatton of declassification
authority facilivates the review and declass{fi-
cation of testimony of Defense wituesses before
Congresaional Committees,

Fifth, we have issued guidelines whoue eftect in
to declasuify the majortty of rhe Department’s
official records dated prior to June 30, 1950,

To provide some indicatfon of the resulers
achieved through the use of these guidelines,

the military departaents have tveported the de-
classiftication of 110,000 linear teet of clarmi-
fied records, The Archivist of the llnited States,
who has beon authorized by the Secretary of
Defense to apply these guidelines to Defense
records in hia custody, has repurted the declassi-
fication of approximately 50 million pages. Thege
guidelines have also been authorized for use in
such activities as the Hoover Institute, the
MacArthur Library and the Library of Congress,

all of which hold certain Department of Defensc
historical records in their custody. 1 might add
that a4 study s currently under wiy to determine
whether it is feasible to apply similar gulde-
lines for the declassification of official depart-
mental records as they become 20 years old.

Sixth, the Department undertook a project to re-
duce to the absolute minimum, constistent with
operational requirements and national security,
the number of Top Secret documents retained in
files and storage. 180,469 documents were
eliminated from the Top Sectet inventory during
the period February 1, 1971 through March 31, 1973
leaving a total of 541,539, We have plans to con-
duct a similar project during this calendar year,

Detense industry Yikewise has reduced its
claswified holdings from 15.4 million classified
documents to 13,8 midlion. The reault ia that
miterial rematning in inventory 1s better pro-
tected and conts asmociated with sateguarding
are avoided,

Seventh, we have established an Information
Security Management Course in the Department of
Defense. Thir two-week course 1s available for
hoth goverument and Jdefense contractor security
managerent peraonnel on & limited basis. 1lta
purpode {a to provide these personnel a compre-
hensa{ve underatanding fn interpretation of all
aspects of the Department 's Information Security
Program with particular emphasis on classitfica-
tlon vesponsibilitles. They, in turn, will be
expected to pass on the knowledge gained through
thia formal training to personnel within their
respective activities who are tnvolved in classti-
fication matters. Addirfonally, through all
available channels of Information, the Depart-
ment has stressed to 1ts people that each has 4
particular responsibility to understand the
vhjcctives of the new lnformation Security
Program and (o Jo theiv vimost as individuals

to achieve them.

As of March 31, 1974, the Department has, under
the provigions of Bxecutrive Guder 11652, teceived
S82 requests frow sources outside the Department
for the review of 10 year old claszitied material
tor declassitication and release. Of these, 534
have been acted upon and the information sought
has been declasgifiled and provided in whole or

in part in A5SY of the cases processed. In only
10X of the carex, have the requests for declassi-
fication been denfed.

1 would like now to turn to the proposed legis-
lation which is pending before the Congress.

Underlying the proposed Congreasional bills neems
to be the belief that the Executive Branch haa
used the c¢lagsification system to withhold or

at least inhibit the flow of information to the
Congress. Let me assure you that the Department
of Jdefense recognires the concern of the Congress
that it have access to classified information in
order to fulfill ita regpousibilities. To this
end, the Department has established policy that
the Department of Defense components will make
maxiuum {nformation available promptly to, and
cooperate fully with, Congressional committees,
ad that classified information not available

to the public will be made available to the
Congress in confidence.
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The Oepartament does have reservations as ta
whether the provisions of the legislation pro-
posed will actually fmprove the oparations of
the present syeted. Many of the pills propose
the establishment of & commission or 8 coumittee
outside the Executive granch with authority to
control the clagsification and declassification
of documents. With respect to this provision,
the Department does not feel that it is the long
term answer to dealing with a graat volume of
classiffcation and declassification decisions
which would daily face guch coumissions or
committees. We believe that the broad powers
of decision which are proposed to be vested in
these committees OT comnisslons would pre-empt
the President's suthority to classtify informa-
tion in the interests of national security and
to vestrict 1ts dissemination. His constitu-
tional authority in these respects 1is recognized
{n various statutes and by the Coutrts. The fact
that the President would appoint the committee
or commission members by and with the consent of
the Senate does nol nentralize the effect of the
preemption. Such legislation weuld create a
policy making body outside +he Executive Branch
with ultimate authority for classification and
declassificatien policy determinations relative
1o information concerning national defense. The

net effect would be that Congress would be deter-

mining what national defense information cwuld
be released to the public. The pepartment of
Defense would, theyefore, be 1imited severely in

making determinations on classification, declassti-

fication and safeguarding matters of vital
national security {nterest over which the Secre=~

tary of Defense must bear ultimate responsibility.

The vesting of this authority in a comnission or

a committee that does not have day-to-day exposure
to the many factors and circumstances that control
classification and declassification determinations

would reduce the possibilitles of achleving and

mainteining a viable and progressive program. The

declgion to classify or declassify must of
necessity be made by individuals who are ulti-

wately familiar with and responsible for the sub-

stantive information under consideration. No
external commission or commirtee ot the staff of
guch commissions or committees, faced with the
volume of decisfon making, could become knowl-
edgeable of the wany activities and programs of
the Executive Bramch requiring protection in the
interest of natiounal security to make sound

judgments. Knowledge of complementary information
vithin these programs is particularly crirical to

any declasaification judgwent, TFrom what 1 have

thus far discussed on the proposed legislation, 1

would not like to leave the impression that w2
challenge Congress’s right to legislate to pro-
vide a statutory base for the classification

system. Mor do we challepnge tlie Congress over-
aight responsibility in connection with the
classification systeu, On the contrary, we
encourage the continuing interest of Congres-
sional Committees but ia an oversight rather
than a management capacity.

To go on, most of the bills currently pending
provide for automatic dovmgrading and declassi-
fication at one year intervals. From our
experience, we believe that the twelve month
interval for downgrading and declassification
ig totally unrealistic. This time interval
would fall to provide adecuate protrection for
that information properly classified in the
{nterests of national gecurity. The Depart-
ment's experience over the past two decades
with classification watters shows that informa-
tion properly clageifled would nnt inse its
gsensitivity to ap extent whiuh would permit
uncontrolled dissemination in the proposed
designated time frame. In all likelihood,
original classifiers might tend to overclassify
{nformation in an effort to protect it for
longer periods of time, thereby abusing the
system and materially increasing classified
{nventories, and the sLorage, handling and
transmission costs assoclated with the higher
level classification. The bills which provide
for automatic downgrading and declassification
also recognize the sensitivity and need fur
extension of classification of certain informa-
tion and establish elaboxate procedures for
accomplishing this.

We believe that the proposed procedures for
referring to a coumigsion or committece each
request for ewtension of classification are
aduinisrratively unworkable. For cxample, as

1 mentioned earlier, the Department nf Defense
Top Cecret inventory as of March 1973 was
543,539 docunments. We would estimate that the
vast majority of these would require classifi-
cation beyond the time 1imit permitted by the
proposed legislation. Many of the requests

for extensfon of classification submitrted to
the Commission or a Committee will involve in-
formation covered by statute, such as the Aromic
Energy Act and other information concerning
intelligence sources and methods, communica-
tions and electronic jntelligence and crypro-
graphic tnformetion, Such information has
indefinite classifiction 1ife and any declassi-

ficatio.s determinatiom should be made by personnel

who, as a result of day-to-day operatioms, have
complete familiarity with the subject and are,
therefore, 2ble to devermine the impact of
declassification of the subject matter oOn

national secuiity. Consequently, these documents
would require a minimum of three or possibly four
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reviews by the Commisaion or Committee for
extension of the clagsifications in highly sensi-
tive areas. 1t is difficult to perceive how pro-
cedures could be estanlished wherein this volume
could be processed in an orderly manner and yet,
still be responsive to current operational
requirements.

Executive Order 11652 expressly recognized that
"The interest of the Uanited States and its
citizens are best served by making information
regarding the affairs uf Government readily
available to the public.” At the same time, it
acknowledged that "There is some official infor-
mation and material which, because it bears
directly on the effectiveness of our national
defense and the conduct of our foreign relations,
mist be subject to some constraints for the
security of our nation and the safety of our
people and our allies." The Department of
Defense, like all other departments and agencies
in the Erccutive Branch, has made progress toward
achleving these complementary goals. We expect
and will achieve further improvements in the
Department's information security system.

Of necessity, the progress has beern evolutionary.
Certainly, it may be slower than some of our
critics would like but neverthelege, it is efferc-
tive. It is indeed difficult to articulate black
and white solutions in implementing a program of
this great magnitude and complexity within
available resources. We have introduced a new
system to the millions of people in Defense and
industry worldwide. The re~education process is
an undertaking which cannot be accomplished over-
night. We are dealing with a system which
depends ultimately on the exercise of sound
individual judgment.

In the days ahead we will be working together
toward achieving the overriding objective--
responsiveness to the needs and interests of the
public while safeguarding semsitive information.
We are reviewing all proposals of significant
interest which are made gvailable to us and which
are designed to meet this gual. 1 encourage your
input, 1 believe that the facts which I have
laid out before you and the additional ones to be
supplied by Mr. VanCook this afternoon fully
support the statement that since Executive Order
11652 was premulgated, there has been 1 vast
improvement in the system.

Philosophically speaking, in a democracy, there
18 no security in unnecessary government secrecy.
We are on course with reasonable management
techniques to make the Department of Defense
Information Security Program a most effective

one.
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THE GOVERNMENT'S SECURIT{ CLASSIFICATION AND
DECLASSIFICATION PROGRAM

BY

WILLIAM L. BROWN, Executive Director

In January 1971, the President directed that a
review be made of the security classification
procedures under Executive Order 10501. A
committee was set up under then Assistant
Attcrney General William Rehnquist to study the
existing classification system and to make
recommendations with respect to its operation
and to propose steps that might be taken to
provide speedier declassification. Based upon
that review and other studies, a new and pro-
gressive Executive Order on the classification
and declassification of national security in-
formation and material was issued by the Presi-
dent on March 8, 1972, The Order, known as
Executive OUrder 11652, became effective on

June 1, 1972. It is important to note that this
reform was the first major overhaul of the
Government's cilusgification system in 20 years,

The Interagency Classificatfon Review Committee
was established to assist the National Security
Council in monmitoring implementation of the new
order and any implementing directives issued by
the President through the NSC. The Committee's
role as envisioned by the Executive Order was

to be a novel one--indeed--a bold one. In years
past it had been assumed--~or perhaps hoped--that
the Government's security classification system
wonld be self-policing. As we all know, that
assumption was not borne out. As the President
himself stated when he issued the new Executive
Order:

"Unfortunately, the system of classification
which has evolved in the United States has
faiied to meet the standards of an open and
democratic soclety, allowing too many papers
to be classified for too long a time. The
controls which have been imposed on classifi-
cation authority have proven unworkable, and
classification has frequently served to con-
ceal bureaucratic mistakes or to prevent
embarrassment to officials and administrations.

"Once locked away in Government files, these
papers have accumulated in enormous quantities
and have become hidden from public exposure
for years, for decades--even for generations."

x kK
"The many abuses of the security system can no
longer be tolerated."

* k%
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"Yet since the early days of the Republic,
Americans have also recognized that the Fed-
eral Government is obliged to protect certain
information that might otherwise jeopardize
the security of the country."

* * *

“'Clearly, the two principles of an informed
public and of confidentiality within the
Government are {rreconcilable in their puresc
forms, and a balance must be struck between
them,”

Thus, the novelty of the ICRC lay in {ts role as
a Government-wide overseer of the new and more
progressive security classification and declas-
gification system established by the Executive
Order. The boldness lay in the belief that the
Committee could actually perform that function
successfully, Time will tell. Some Congregsmen
are betting that the Committee cannot do it. I
am betting that it can. However, it can only do
1t 1f professionals like yourselves get enthusi-
astically behind the program and instill that
same enthusfasm in those that work for you.

The ICRC is the first White House level committee
with overall responsibility for the Government's
security classification program. In addition (o
its oversight responsibllity, the Committee is to
receive, consider and take action on suggestiouns
and complaints from persons within or outside the
Government. with respect to the administration of
the Ordeir, and, in consultation with the affected
Department or Departments, it is to assure that
appropriate action 1s taken on such suggestions
and complaints.

Some three weeks before the Commitree fiist met,
a National Security Council directive was issued
on May 17, 1972, whereby the President gave more
specific directions concerning the implementation
of the Executive Order. That directive specified
in even more detail the functiona of the Commfit-
tee. The Committee was directed to ''place
particular emphasis on overseeing compliance with
and implementation of the Order and programs
established thereunder by each Department."
Moreover, the Committee was ''to develop means to
(a) prevent over-classification, (b) ensure
prompt declassification in accord with the pro-
visions of the Order, (c) facilitate access to
declassified materfal and (d) eliminate unautho-
rized disclosure of classified ianformation."
Finally, it was to hear appeals from the denials
of declassification requests made under the
mandatory declassificetion review procedures of
the Executive Order.

e it e

The Committee was initlally compesed of senfor
representatives of the Departments of State,
Defense, and Justice, the Atomic Energy Commis-
sion, the Central Intelligence Agency, and the
National Security Council Staff. Subsequently,
the Archivist of the United States was,K added to
the Committee membership, and he currently
serves, by designation of the President, as the
Committee's Acting Chairman. The Committee
meets at least once a month in the West Wing of
the White House,

In exercising its responsibilities, the Committee
steadfastly strives to keep two fundamental goals
of the Executive Order in the constant balance
mandated by the President; i.e., the legitimate
need of protecting information and material which
bear directly on the effectiveness of our national
defense and the conduct of our foreign relations
must be continually balanced with the concept of
an informed citizenry in a free soclety. I am
happy to say that under the ausplces of the ICRC,
significant progress has been made by the Govern-
ment in achieving these goals. Of course, this
is not to say that all the goals have been
reached. Far from it! There i3 still much work
to be done and, furthermore, 1t will always be
necessary to exercise an oversight responsibility.
However, T am pleased with the progreas being
made and 1 can assure you thar the IURC intends
to continue vigorously pursuing its oversight
responsibilities,

I think that a brief review cn how the ICRC
carries out its responsibiities will be of
interest.

In the beginning, the Committee spent a good
deal of its time on two subjects, namely
reviewing and approving agency implementing
regulations and reviewing appeals from agency
denials of declassification requests. In each
case, the time was 1 believe, well spent, for
the regulations are now in effect and the
Committee hes pro- n itself independent and
capable in exercising its appeals responsi-
biliries, The Comnittee also developed its
own appeal procedures which were published in
the Federal Register last summer.

In 1972 it appeared to many on the Committee
that they would be deluged with appeals.
Lengthy discussions took place on how the
Committee should cope with this expected flood.

As a matter of fact, the expected deluge of
appeals to the Commnittee never materialized.
In part this was because, after a few false
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starts, the system proved to be responsivs, 1In
part, too, it was because the Committee made its
own position quite clear: it was not going to be
2 rubber-atamp for agency denials. Thus, agencies
have approached their responaibilities with an
impressive conecientiousness. Between June |,
1372, when the new Executive Order went into
effect, and the end of December 1973, the agencies
of the Federal Governwent acted upon 873 requesta
for declassification. The overwhelming majority
of those have been granted efither in full or in
part, most of them in full., While we are vary
pleased with this part of the prograem, we have
been encouraging speedier determinations and,
indeed, there has heen a great deal of improve-
ment. The Government's experience with the
Freedom of Information Act has been that the num-~
her of requests from the public have increased
each year gince the Act became effective. We are
beginning to see the same pattern develop with
respect to mendatory review requests at the agency
level.

The first appeal to reach the Committee~-for the
"Gaither Report" of 1957--resulted in declassifi-
cation; the agency's denlal was reversed. To
date, the Committee has had to deal with only five
appeals of denials. That is by no means a deluge,
though the time the Committee members spent on
each appeal was considerable. That so few appeals
have reached the Committee is & tribute both to
the willingneas of agency officials to make the
new system work by making material available and
to the vigor with which the ICRC has pressed the
nev system.

The promulgation of agency regulations and the
work of the ICRC in handling appeals under the
mandatory review provision of the Executive Order
are ooly part of the story of the Committee's
role. At least ag important--perhaps, in the
long run, more important--is the reporting aystem
which the Comnittee has developed,

In September 1972 the Chalrman of the ICRC,
Ambassador Eisenhower, requested the assistance
of the Mational Archives and Records Service in
preparing a series of management report forms
which could be used by governnental depurtments
in preparing the quarterly repurta required by
Section X.C. of the National Security Council
Directive of May 17, 1972, Suitable report forms
were quickly developed by NARS in cocparation
with the various interested agencies and they were
established as permanent raquirements by the ICRC
on February 27, 1973. This calendar year quar-
terly reporting system is the primary means by
which the ICRC evaluaten departmental coupliance
with, and implementation of, Executiva Ovder
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11652 and the programs established thereunder.
The reports are submitted by some 37 agenciea
and departments within the Executive Branch.

What are these reports? Let me give you a
brief outline.

1. Report of Authorized Classifiers. This
is a list of people with authority to
classify by name and title or by title and
organization, and totals for each classi-~
fication category.

2. Report nf Classification Abuses. This is
a report of instances of under- or over~
claegification, unnecessary clagsifica-
tion, improper marking or improper exemp-
tion from the General Declassification
Schedule or other diascovered occasions of
clagsification abuge. Abuses are primarily
discovered through the use of departmental
inspection programs.

3. Report of Mandatory Declassification Review
Requeste. This 18 a log-type report of
declassification requests made pursuant to
Section 5 of the Order reflecting the
requester, date of request, subject matter,
date and nature of departmental action,
costs and other information associlated
with those requests; and

&4, Quarterly Summary Report. This is a
statistical summary of the number of docu-~
ments classified by a department during a
quarterly reporting period. Departments,

I wmight add, are also given an opportunity
to elaborate on accomplishments in achieving
the objectives of Executive Order 11652,
Among the things that the Quarterly Summary
Report allows the ICRC to do is to gee how
many classified documents are being exempied
from the General Declassification Schedule.
This is an area, by the way, that still
needs improvement as too many documents are
being exempted for insufficient reasons.

As my brief outline indicated, the reports

serve as a valuable tool to be used by the ICRC

in measuring how well a particular department

is doing in implementing the new classification
and declassification program. So now, for the
firat time, someone is in a position to know

with reasonable accuracy what agencieg are doing--
ot not doing--in the area of security classifica-
tion and declassificarion. To the fullest extent

possible, these reports are analyzed each quarter.
When a deficiency or other matter requiring
improvement &re noted, it is brought to the
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attention of the responsible department alang
with 2 request that the matter be immediately
rectified. To the extent possible, the ICRC
assiate the department in solving the various
problemas as they develop, At times, this can

be a time-consuming process, siice several
departmenta have not as yet fully implemented
every aspect of the reporting requirements,
primarily because of the large volume of material
generated together with a lack of manpower and
adequate resources, However, steady progress
has been made and, indeed, most departments have
fully implemented the requirements.

In order to determine the reliability of the
statistical information being received through
the reporting system, the ICRC recently required
reports from eech reporting department which
describe how various kinds of statlistics are
developed. For example, since the ICRC aliows
departments to obtain statistics for these
quarterly summary reports by an actual count or
by a scientific sampling system, the ICRC
vequired each department using the sampling
system so that the ICRC could review it and
determine 1f the systenm was sclentific enough
to allow extrapolation of a reliable estimate
of what an aciusl count would be. The same type
of request was made {or copies of departmental
ingpection programs which are used to find
classification abuses, Where it is determined
that a department has an unreliable sampling or
inspection program, the department is required
to revise its progyam 10 meet acceptable stan-
dards.

The reports already provide some idea of whet is
happening, and the picture they give has, over-
all, been a very pleasing one. The best example
ig the substantial reduction in the number of
persona authorized to classify national security
information. Thise has been a major effort. The
total number of authorized classifiers within

21l departments has been reduced by over 71%
gince Executive Order 11652 went into effect and
this reduction 18 continuing. The number of
classifiers in Covernment now stands at approxi-
mately 17,000 whereas in early 1972 it was 59,316.
Percentages of some of the major reductiuvns
achieved between the time the Executive Order

vent inta effect and December 31, 1973, are as
follows: Agency for International Development

and Overaeas Private Investment Corporation -~ 70%,
Arms Control & Disarmament Agency - 60%, Civil
Service Covmisajon - 79%, Department of Commerce -
99X, Department of Defense - 76X, General Services
Adnministration - 96X, United States information
Agency - 50X, Departwent of Justice - 54X,
National Aeronautics and Space Administration -
61%, Executive Office of the President - 8132,

Department of State ~ 64%, Department of Trans-~
portation - 86%, and the Department of the
Treasury - 75%. I think the figures 1 just gave
you all add up to a rather remarkable fete for a
bureaucracy which had been marching in the other
direction for so long.

Since there is 3 direct relationship between the
number of those who can classify material and

the volume of material classified, thesge figures
are especially impressive. We are still classil-
fying a great deal of information, but the volume
is now being brought within rational bounds,

Millions of pages are also being declassified in
active declassification programs in a number of
agencies. The National Archives and the AEC lead
the way. Indeed, the buik of the declassification
review of 30-year-old material {s beilng conducted
at the National Archives in some instances with
the assistance of Agency personnel specifically
assigned to this project. The goal of this
program is to review by 1975 all of the perma-
nently valuable records of the Federal Government
which were created during World War II and earlier
periods. As of today, the National Archives has
declassified over 75 million pages, including
declassification carried out at the Roosevelt,
Trunan, Eisentiower, and Kennedy Presidential
Libravies. That active declaszificaticn program
is continuing.

Other agencies have conducted their own compre-
hengive declassificacion reviews. Most notable
the Atomic Energy Commission has declassified
over 1.2 million documents of the over 2.2
million documents reviewed since their classi-
ficetion review program begu.n several years ago.
The Defense Department has reduced its Top Secret
document inventory by Z5% and has taken action to
develop guidelines for blanket declassification
or downgrading of DOD cecords which are over 20
vears old. The Defense Department has also
initiated action to introduce into NATO an
automatic doungrading and declassificatlion system
patterned after that established by Executive
Order 11652. During 1973 the State Department
published five volumes in tue series '"Foreign
Relations of the United States” resulting in
declaseification of approximately 8,000 higa
level documents on American foreign policy in
1947 and 1948. These and other agency declassi-
fication programs reilect the commitment of the
agencies to make the new classification and
declassification program work,

The quarterly reporting of classification sbuses

is also useful. It reflects certain trends with
respact to the types of clesgification abuses
committed. We have found that abuses are committed
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primarily in the foliowing areas: (1) improper
clagsification, (2) failure to properly wmark a
document with the stamps appropriate for aesigned
classification and for the asaigned declassifica-
tion schedule or exsmption therefrom, and (3) the
unauthorized use of classification authority.

Departments are required to take action to correct
classificaiion abuses when they become known by
notifying the responsible employees that their
actions are in viclatfion of Executive Order 11652
and the implementing NSC Directive. Repeated
abuses are grounds for ap administrative repri-
mand., One very : "fective way to lower the number
of clagsificat! » 18 through the use of
frequent and w orientation and training
programs. The iated such programs
and has encoura, encies to do the seme.
Such programs hu etfectively used by a
number of the rep. .up departments. It is
important that these programs impress on each
authorized classifier his or her new and personal
responsibility with respect to claraification
decinions and impresa upon them the fact that
sloppy classification practices ~an no longer be
tolerated. 1 cannot stress the importance of
this atatament enough except to say it again.
Sloppy classification pracrices can no longer be
tolerated.

Our unauthorized disclcasures reports indicated
that there was a very limited number of important
unauthorized disclosures of classified infermation
during caiendar year 1975--10 to be exact. None
involved Top Secret information. The disclosures
conalsted exclusively of leaks to the preass.
While any unsuthorized disclosure of classified
information is a serious matter, there are firm
grounds for confidence that one of the primary
geals of the Executive Order is being achieved,
i,e., the protection of information or material
which bears directly on the effectiveneas of our
national defenae and the conduct of our foreign
relations.

One especially noteworthy and innovative right
given by the Executive Order is the right of
mandatory review which I touched on earlier.
This 18 & right which allows any member of the
public or any governmental department to make a
nandatory declessification review request of
ciagaified information or material over 10 years
old provided that the information or material is
described with sufficient particularity to allow
the requeated agency to identify and find it and
provided that the request 18 not unduly burden-
fome. Thie right of mandatory review is a major
progressive step forward in meeting one of the
primary goals of Bzecutive Order 11652 which is
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to wake infcrmation regarding the affairs of
Government readily available to the public.

1 have already indicated the Government's
succesas in this area, but I would like to add
one more item. In order to make this new and
important right better known to the public the
ICRC has published a pamphlet entitled Know
Your Rights to Mandatory Review of Classified
Documenta. Numeroua copies of the pamphlet
have been furnished to all agencies dealing
with classified information and to members of
the public. The pamphlet is an informative
reply to a request to an agency for information
on mandatory teview rights. The ICRC has
suggested that vhen a Freedom of Information Act
request is turned down by an agency because the
requested document i» classified, an insert
such as this ICRC pamphiet in any turndown
response would be an ideal way to meaningfully
comply with the apirit of the Executive Order
and implementing NSC Directive. The first
printing of this pamphlet {z:ome 15,000 copiea)
is all but done, and a second printing is now in
the worke.

The ICRC, I think, has made its belief clear that
a reduction in the number of documents classified
i{s one indication of agency good faith in com-
plying with Executive Order 11652. Consequently,
it has encouraged such reductions in the firm
belief that a tighter classification system
consistent with the requirements of the Executive
Order 15 a better gystem and one more in the
interest of the national security as well as in
the interest of an informed citizenry. This
tighter system is mandated by the Order's

limited definitions of each of the three classi-
fication categories of Top Secret, Secret, and
Confidential and by the prohibition against
classification for purposes other than national
security purposes. The Order specifically atates
that in no case shall information be classified
in order to conceal inefficiency or administra-
tive errors, to prevent embarrassment to a person
or Department, to restrain competition or inde-
pendent initiative, or to prevent for any other
reason the release of infcrmatfon which does not
require protection in the legitimate interest of
national security. The classification stamp must
be used with judicious restraint. 1 firmly believe
that it ieg in the real interest of the national
security to have a tight system which commands
the respect of all who work with {t. Executive
Order 11652 when fully implemented will be such
a system,

The second quarter of calendar year 1973 was the
first quarter for which the ICRC has complete
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figures on the number of documents clssaified by
wost departments. While it is too early to see

if a definite downward trend has been established,
the Committee has been inforwed by several
agencies that they estimate that there have been
marked reductions ir the number of documents
clgspified from years past. The AEC, for example,
ghowa an 83% reduction {n the number of documents
classified Top Secret in 1973. .The USIA estimates
that 302 fewer documents were classified in 1973
than in 1972. There are good grounds for hope
that as time goes on the statistics will demon-
strate a progressive reduction in classified
material and greater agency control over it.

All departmente having clessificatlion authority
were required by the NSC Directive to undertake
the establishment of a data index system no later
than July 1, 1973, for Top Secret, Secret, and
Confidential information in selected categories
approved by the ICRC as having sufficient histori-
cal or other value appropriate for preservation.
The system i8 required to index the selected
categories of inforwmation and wmaterial produced
and classified after December 31, 1972. Detailed
instrucrions on how to set up the data index were
isgued-January 23, 1973. Host agency systems are
fully operational. While a few are still being
developed the results, so far, are encouraging,
However, this system {s not nor was it ever
intended to be a panacea. It does, however, have
a nurber of useful purposes particularly for those
amaller agencies who index 100% of their classi-
fied marerial. It 18 also particularly useful

for information retrieval purposes.

Since attending my first ICRC meeting in the
Roosevelt Room at the White House last summer, 1
have been very impregsed by the good sense, good
will, and firm dedication of the Committee’s
wembers. Executive Oxder 11652 charted a new and
progressive course which the Committee has
generally followed with an impressive tenacity
resulting in real progreas. The Committee's
Annuel Progress KReport was recently publicly
released by the White House Press Offfce. Upon
ite release, Gerald Warren, Deputy Press Secretary,
gaid that the President continues to take an
active interest in this program and he is quite
pleased with the progress helng made by the
Committee. However, like anything eluoe, progress
has to continue or you lose ground. The Commit-
tee thus has every intention of continuing 1its
implementation of this new and prograssive
program.

There 18 a hronze plaque on the wall of the
Roosevelt Room in which we meet honoring F.D.R.
As you know, he sluays loved the sea and sailing.

On it there 18 a motto which was once called
to my attention. 1t {s a quotation from the
Ropan philosopher Seneca; he said: "I will
hold my vudder true." Thia is precigely what
the ICRC has been doing. And, ladies and
gentlemen, in a bureaucracy as large as the
Federal Government'e~-~that 18 no mean achieve~
ment.

Thank you very much.

QUESTIONS AND ANSWERS

MR. CHELIUS: Turing the appeals process, does
a repregentative from the agency who is dented
the request disqualify himself from voting?

MR. BROWN: Ovdinarily when an appeal, or when
a Tequest, a mandatory review request, is made,
it goes to the department on the operational
level that originally handled the material or
is responsible for the information contained in
the material.

When an individual is turned down, it then is
appealed to Departmental Review Committee.

Now, the committee {8 set up with senfor agency
officlalg. To my knowledge, these officials
usually are not in on the initial decision, and
i{ the appeal s subsequently turned down at
the departmental committee level, it can be
appealed to the ICRC, but, so far as T know,
there's been no conflict,

MR. ROBINSON: .Jack Robinson from CNA, and I
would like to ask a question.

One of the reporta that you require is on
abuses, and you have commented that there have
been some reported. It's a little hard to
visuali-e calling the shots on yourself and 1
was just wondering the view of the coumittee
as to what has been reported.

Could you give us some idea of perhaps numbers--
if those are not improper to comment on--and
some of the of like, the DoD may, "By the way,
we did make some abuses and we did this last
week, and we shouldn't have.”

MR. BROWN: Well, ac you can imagine, this is

a problem getting people to report on themselves,
getting departments to report sbuses to higher
levels. Many agencles are doing it. Some are
not doing it so well. There's a lot of improve-
ment that needs to be made in the reporting of
classificational abuses, but I think as time
goes on and as the agencies become used to the
system, they will report more and more abuses.




I think it's mors of a reflection on an agency
to repott no abuses than to roport abuses, be-
cavae wo know there are abuses. If they're not
being reported, they're not doing their job,

Turthermore, Congress has expressed interest in
this. The Muskie Committes recently asked for
copies of all the reports of claseification
abusea. We've got a similar request for the
Moorehead Committce, #0 I think it's going to
be incumbent upon every agency to be honest and
straightforward in reporting the abuees.

1 think the best way to find abuses in the way
that the ICRC has set up and thac ig for the
agenciey tc have departmental inspection pro-
grams snd havs good programs that can report
these abuses 10 the committee.

MR. FLORENCE: This ie Bill Florence, Consultant.

My quesntion goes to the degree of progress that
I'm hearing 8o many statements about recently,
tocday’'s luncheon talk, and your talk, and I have
in mina a figure of the number of top secret
documents that--cited as representing a degree
of progreas, and impliementing Executive Order
11652. The Departument of Defense has stated
that they have five hundred and forty-one
thousand five hundred and thirty-nine documents
marked Top Saecret.

Now, by your Executive Order definition, this
means that each and every one of thogse documents
subjected to unauthorized disclosure will cause
exceptionally grave damage to this nation, not

just grave damage, but exceptionally grave damage,

and my question is: At what point in time would
you conaider that you have reached the goal of
only top secret information being in those
documents that were treated, qualified? For the
point is, I don't think that the country could
stand five hundred forty-one thousand exception-
ally grave damages,

There must be some place here where there's an
excessive number of documents, and I just wonder
1f this 1s the sort of a criteria that you might
have in mind here as to & certain amount of
progress made, to say, "We've got there."

MR, BROWN: As I indicated, we have made progress
and we've made significant progress, but you know

it's like anything alse, the job 13 never dune.

I've also indicated that i+ will require con-
tinuing oversight. As long as you have human
baings working with the program, you're going to
have fallacies; you're going to have abuses, and
whatnot, but as long as we can continue to have
an oversight responsibility and to cut down on
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these fallacies and these abuses to the extent
we can, 1 think we'll be in good shape.

Now, 1 don't know about whether thig five
hundred thousand documents of the depaxtment
are legitimately classified top secret or not.
I would assume they are. As Joe Liebling
pointed out, there are over three million
pevple within the Department of Defense. There
are a let of documents being classified, but 1
am also sure that there are a lot of documents
right now in the Department of Defence that
have been improperly classified, but the
important point 1 think is that they have
recognized this, The policy makers in the
Department of Defense have atarted off on the
right track. They're getting the word out.

One way they're getting the word out is by the
very fact that Joe Liebling appeared here today
ard told you what their policy ig, and 1 think
they are making progress.

Now, perhaps as to the specifics on it, Joe or
Art VanCook could comment.

MR. VAN COOK: 1I'm Art VanCook, Director,
Information Security Division, Office of Deputy
Assistant Secretavy of Defense. 1 want to talk
about the five hundred and forty-one thousand
five hundred and thirty-nine documents that
Bill alluded to.

He knows as well as many of us here that we
have to be talking about information rather
than we do documents. Now, one plece of in-
formation that's generated at the National
Security Council level to get to the Department
of Deiense worldwide may result in the creation
of ten thousand documents, but in those ten
thousand documents is the same plece of infor-
mation. So it's not that we have five hundred
and forty-one thousand five hundred and thirty-
nine geparate pleces of information. We do
have five hundred forty-oune thousand five
hundred thirty-nine originals and copies there-
of; how many originala, I don't know, but juat
to conduct the Department of Defense business,
we have to get these documents dismeminated on
a worldwide basis.

Now, how wuch information we're talking about
that's in the top secret category, I can't tell
you, but we do have safeguarding procedures
eatablished in both the Department of Defenae
and defense industry which are designed to
protect these individual pleces of paper.

I think vou should have no fear that we've got
five hundred and forty-one thousand or a half
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s million documents kicking around, floating. Now, I ask about the five hundred forty-one
Each and every one is under some stringent safe- thousand documents and I'm told just the infor-
guarding procedures, and we've had--I don't know mation is important, that these five hundred
of any unauthorized disclosures in the Top Secret forty-one thoueand may be many, many copies of

classification category within the past year or the game {tem of information.

two years ot three, or whatever so 1 think we

have to be talking more on informstion than we MR. LIEBLING: That's correct. One, you gave

should be talking about pieces of information an indication that we have twenty-five percent
which are lying around in asafes. reduction. Now, within that reduction, it can

be a downgrading or elimination from inventory.
The point is, that we are working toward reducing Now, the degree, of courge, we don't know,

our clas~ified inventaries, in this case, a because we don't have total numbers,

reduction of twenty-five percent, to eliminate

or to reduce the hazard of unauthorized dis- Now, a8 you said, "as far as yoo can determine.”
closure, How can you know if you do not have access to

those documents at all?

MR. FLOPENCE: May I follow through just to be

sure ['ve got the answer to the queation 1 asked? We've indicated a twenty-five percent reduction
and all we're portraying is the fact of a pro-

1 think I do have the answer, that the repre- gressive action. We're not saying we have a
sentation of using documentation of five hundred utopion solution to the problem at all. There
forty~one thousand is not itself any degree or isn't any speaker yet in the last four years
tndication of reducing classification of {nfor- who has satd that.
mation.
MR. CHELIUS: 1 think-~-1'm not sure--I think DON PANEL-~PROGRESS AND EFFECTS OF IMPLEMENTA-
that's & misleading statement, Bill. TION GF EXECUTIVE ORDER 11652

MR. ARTHUR VAN COOK, Moderator
MR. FLORENCE: 1It's u# question of if that 1s an Director, Information Security Division
indication of reducing the classification of Of fice of Deputy Assistant Secretary of
information, then Mr. VanCook seeua to be a Nefenge (Security Palicy)
little bit out of sympathy with the idea. Of fice of Assistant Secretary of Defeunse

(Comptroller)

Mc. VanCook said that you've got to put your mind
on the information aspects of the classification
wethod, not on the nuwber of documents, and so 1
wil? ask 1f Mr. VanCook will anawer then: Tun't
the information aspect of what we're talking about
the important thing and not the number of vehicles MR, FRANK LARSER, Panelist

LT. COL. CHARLES T. GRIMES, USA. Panelfst

Office of Asgistant Chief of Staff for
Intelligence

Derartment of the Army

called docupents that carry that informatfon? Head, Security Review and Classification Section
Office of Chief of Naval Operations
MR, CHELIUS: Art? Depatrtment of the HNavy

MR, LAWRENCE MYERS

Chief, Classification and Information Security
Branch

Headquarters, USAF

MR. LIEBLING: May I ask a question, pleane?

MR. CHELIUS: Mr. Liebling, the Office of the
Assistant Secretarxy of Defensa.

PRESENTATION BY MR. VAN COOK

MR. LIE3LING: Are you talking about the fact,
Bill, that the helf-million was excessive or

that they may be overclaasified? It is 2y pleasure to again appear before this

audience, Mr. Liebling, in his presentation
this afternoon, covered generally the high-
1lights of the progress of the Department of
Defense since promulgation of Executive Order
11652. 1 am joined here this afterncon with
Larry Myers of the Department of the Atr Force,
Frank Larsen of the Department of the Navy and
Col. Griwes of the Department of the Army. It
is our intent to famillarize you with results of
certain programs which show conclusively that

MR, FLORENCE: My question now is that the repre-
sentation of a reduction of the number of docu-
ments does not--as far as 1 can tell--show a
reduction of the classification of jinformation.
Thin was represented as belng "We're making
progress in declassificstion.™ We're waking
progress in hearing classification of information,
because we got five hundred forty~one thousand
documents,”

|
|
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the Department of Defense Information Security
Program is being carried out with s high degree
of initiative and effectiveness.

1 deal with the members of this Panel directly
on an every day bdasis. Since 1 have been
assigned as Director of Information Securicy, I
have enjoyed a close working relacionship with
them and they have cooperated fully with me and
members of my staff. 1 take this opportunity to
express my appreciation to each of them. They
are prepared to expand on certain portions of my
presentation and to be responsive to your ques-
tions concerning any and all portions.

From the outset of the establishment of the In-
formation Security Prograw, top level management
in the Department of Defengse has emphasized the
need for immediate and effective implementation
and has called for wmaximum support and continuous
sonitorship on the part of command and super-
visory officlals at all levels throughout the
Department. To assist in obtaining assurance
that this was being accomplished, Mr. Liebling
on June 13, 1972, established an Evaluation
Divieion in his office. This Division is charged
with the responsibility for monitorship of the
Deaparteent of Dafanse Inforaation Security
Program through inapsction and reporting. Since
its establishment, members of this Division have
conducted reviews of the Information Security
Prograw as major DoD component headquarters and
at major Defense Contract facilities throughout
the Uniced States.

The Information Security Program reviews and
inspections conducted by the Evaluation Division
have provad beneficial in identifying both
pos'tive and negative aspects of program imple-
mantation and are one uf our most effective
monitorship toola at the Departmental level.
Besidea thair value in identifying trends, they
also bring to our attention the developwment of
novel and innovative approaches within various
DoD components which are designed to increase
the effectiveness of Program implementation.

To ensure that effective monitorship programs

are in being within cowponents as well as at the
Vepartmental level, the senior officials of all
DoD components, who are responsible for the
Information Security Program wera requested to
provide an analyeis of the inspection programs
conducted in their respective components during
the period June 1, 1972 through December 31, 1973.

Review of DoD component self-inspection reporgs
indicated that during the period June 1, 1972
through December 31, 1973, over 2500 formal

s i i
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inspections were conducted within the DoD com-
ponents. In addition, approximately 10,000
informal reviews and security assistance visits
vere conducted during the same period. As a
regult of these inspections and reviews, signi-
ficant reductions have been made in the numbers
of classified documents held in ccmponent inven-
tories. Por example, in one major component, an
88X reduction in clagsified holdings has been
achieved. These reductions, in turn, have
resuited in the reduction of the physical storage
facflities rvequired and have improved the security
of that classified informetion remaining in in-
ventory by consollidation of resources. Concomi-
tantly, components have reportad a notable re-
duction in administrative security violations

by a8 much as 43X in some .crivities. The fore-
going results are positive manifestations of
effective monitorship and implementation of the
Information Security Program in the Department
of Defense.

To wake Program reviews and inspections more
effective, an inspection checklist was developed
which is comprised of 83 questions, each refer-
enced to specific and pertinent portions of DoD
Regulation 5200.1-R. Program reviews have shown
that the checklist is being widely used by com-
ponents as an educational tocl and Iin the inupec-
tion programs.

Ve have closely exaumined the results of the
Program reviews conduct?d in component head-
quartera. Where deficiencies have been identi-
fied; component senior officlals have been
requested to take necessary corrective action
and to report when such action has been accou
plished. 1In addition, component senior officiels
are made aware of the innovative approaches to
effective implementation developed by other
activities and are encouraged to sdopt similar
procedures vhere feasible.

One of the most recent significant tollow-on
monicorship activitiea has been a project to
revizw the implementation of the Information
Security Program within the major activities of
the Office of the Secretary of Defense. This

action could have a significant impact on achieving
the goals establishad by the President in Executive

Order 11652 because it is at the highest Depart-~
mental levels where control and curtailment of
clagsifications and exemptions can have the most
significant influence on the volume of classified
documents created.

In conjuanction with the establishment of monitor-
ship programe¢, the Assistant Secretary of Defense
{Comptroller) has directed that the designation
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of clapsification authoritien will be limited to
the minimum number of absolutely required for
efficient aduninistration. Since the issuunce of
Executive Order 11652, the Department of Defense
has reduced Top Secret clamsification authoritfes
from 803 to 591, Secret classification author-
icies from 6,884 to 3,025 and Confidential
authorities from 23,361 ro 3,417. The latest
total of 7,033 clasaification authorities repre-
sents a net reduction of 24,015 claasification
authorities, or approximately a 77% reduction
from the number of officials previously autho-
rized co classify fuformation under Executive
Order 10501, as amended.

The Department of Defense has also directed
continuing action toward limitiung the use of
Exemptioa Authority within the Department. To
this end, the Assistant Secretary of Defense
{Comptroller) called for the detailed review of
clagsified information by responsible officials
to ensure that, on every item of that informa-
tion, the classification levels assigned and
dates or events for downgrading and declassifi-
cation are the minimum consistent with the
interests of national security.

To complement this action, the Assistant Secre-
tary of Defense (Comptroller) un October 18, 1§73,
in 8 memorandum to the heads of all DoD compo-~
nents, directed that during the period November
1, 1973 th. ough October 31, 1974, a wandatory
review of all security classification guidance
issued by or under the auspices of their respec-
tive components be conducted and the results of
that review be provided to his office on a
quarterly basis.

The results of the review conducted by components
for the firat two quarters under this program
have been examined. These results indicate that
9,916 Program/System/Project security classifica~
tion guldes and Contract Security Classification
Specifications were reviewed.

Of these, 23% were revisud to cause earlier dowr-
grading and declassification and 10.5% were
revigsed to cause fewer exemptions from the
General Declassification Schedule. In other
words, over 3300 classification guides and
Contract Security Classification Spacifications
vere revised to accelerate the downgrading and
declassification process. The significance of
this action i{s that the revisfon of these
guidances, in turn, will cause earlier dowo-
grading and declassification of hundreds of
thousands of documents which are already claasi-
fied on the basiu of the original guidance and
will eliminate the unnecessary classification of
a like amount of documents to be created in the
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future which deal with information related to
that covered by the revised guldance.

As a by product of this review and report, the
following significant bLenefits were gaiced:

® Many technical characteristics of seven
missile systems, one radar system and 126
ordnance systems were downgraded and the
fiscal data relating to these latter systews
wae declagsified., 1In addition, 10 air
weapon systems were totally or partially
downgraded and the hardware of two electronic
systems was declassified.

® One activity reported that 68,346 classifled
mapg and associsted documents were declassi-
fied, 14,000 were downgraded to Confidential
and 19,300 downgraded to Secret. The reduc-
tion in reyulrements associated with the
protection of these documents such as
handling, transmission and accountability,
resulced in a cost avoldance of approximately
$22,800. 1In addition, 387 tons of Confidential
material and 111,600 Secret documents were
destroyed in this same activity.

e Downgrading and declassification action on
on¢ clsgsified Project resulted in an esti-
mated cost avoldance of approximately $100,000.

In a separate action, Mr, Liebling in August 1972,
initiated a project to review for downgrading and
declassification Military Standard{zation Handbook
140C, Security Classification and Cognizant
Activity of Electronic Equipment. This handbuok
1ists over 100,000 separate items of standardized
electronic equipment both classified and unclassi-
fied.

The results of this review completed on March 31,
1973, show that of the 7,338 classified irems
contained in the Handtook, total declassifica-
tion was accomplishad for 2,350 of them. Tkis
represents a 32X reduction in classification.
Action on this project is continuing to deteraine
statistics on the number of pieces of hardware
and documentation such as technical and modifica~
tion work ordera that have been declassified ae

a result of this action. Initial results indi-
cate that literally hundreds of thousands of
setg, component parts, spare parts and technical
and wodification work ordexs will be declassified.

In suppott of the President’s program for the

declassification and release of historical records,

the Deputy Secvetary of Defense approved guide~
1ines to authorize blanket declasagification of
the great majority of the Department's official
records deted prior to July 1, 1950. Declassifi-~
cation teams of major components are engaged in
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the review of this material and thus far, have
reviewed aand approved for declassification witch-
in the Department over 110,000 linear fest of
claseified recrrda. The Archivist of the United
States has been authorized by the Secretary to
apply these guidelines to Derense records held
in his custody. Through the application of the
Defense guidelines to these records, the
National Archives and Records Service, in
cooperation with the Department of Defense, has
declassified approximately 50,000,000 pages. A
study is currently being conducted to determine
whether it is feasible to apply similar guide-
lines for the declessification of official
Departmental records aa they become 20 yeara
old.

At the Department’s tequeat, the United States
delegation to the NATO Security Committee sub-
witted a Defense developed proposal to that
Committee to incorporate within NATO, a classi-~
fication managewent program similar to that which
is in use throughout the Department of Defense
and which is based on the provisions of Executive
Ocder 11652.

1f adopted, thia proposal will provide, for the
rirst time, an automatic downgrading and declassi-
fication system within NATO.

Concurrent with the actions thus far described,
the Department of Defenase has been actively
engaged in developing ways arnd means of raducing
classified inventories and in gathering statisti-
cal data in order to establish a statlgstical base
against which to measure progxam progress with a
higher degree of accuracy.

for example, on December 14, 1972, the Deputy
Secretary of Defense directed the heads of all
Department of Defense components to conduct a
Top Secret inventery raduction project within
their respective activities during the period
February 1, 1973 through March 31, 1973.

Reported results of this project showed that the
Department of Defense wet the establighed 252
reduction goal. By March 31, 1973, 180,469 docu-
mentg werc eliminated from the Top Secret inven-
tory leaving a total of 541,539. This was
accomplishe. generally by the destruction.

The resulte of this program show that the task of
weeding out non-record waterial which serves no
useful purpose can be accomplished. Department
of Defenge components have been urged by top
level mansagement to continually examine classi-
fied waterial in files and storage areas with a
view to declaseifying, downgrading, destroying
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and transtercing it to Federal Rucords Centers

in ot ar te r.oduce the classified inventory to
the w.aimum cpnsist at with operation and
national securit, cequirementa. The Department's
Information Secr -ity Program managers plan to
conduct another <% program during this calendar
year.

To have w:-e ¢ Sinitive data available regarding
the clasuified inventory of Defense Industrial
facilities, the Defense Contract Administration
Services was directed to conduct a survey of all
industrial facilities under its cognizance to
obtaln data on the volume of classified docu-
ments received, generated, transmitted or referred
outside the facility, destroyed, declassified and
held in inventory in the various classification
categoriea for Fiascal Year 72,

The survey showed that the beginning FY 72 in-
ventory was comprised of 15,390,167 classified
documents. The Inventory at the end of FY 72
showed a total of 13,876,192 classified documents;
a net reductlon of 1,513,675 classified documents
or 10X of the beginning inventory. The results

of this survey are a good indication that industry,
consistent with good records management practices,
is progressively reducing its classified inventory.

In connection with quarterly reports, extensive
effort has been expended by the Department in an
effort to develop viable sampling techniques
which will provide the Interagency Classification
Review Committee with a reliable estimate of
classification/downgrading/declassification
actions of the Department worldwide. On April 5,
1973, the Assistant Secretary of Defense
(Comptroller) requested the heads of the Military
Departments to conduct a survey of at least two
activities in their respective services during
the periocd May 1 through May 31, 1973,

A toral of seventy-five (75) activities were
selected by the Military Departments for the
conduct of the survey. The results showed that
approximately 7% of the information created in
the surveyed activities was being placed in the
Advanced Declagsification Schedule, 42% in the
General Declassification Schedule, 42X excmpted
from the General Deciassification Schedule, and
7% excluded. The higher than desired exemption
rate may be explained dy the fact that many of
the selected activities were heavily involved in
intelligence and communications activities.
Despite this fact, the results do provide an
accurate base against which to measure program
progress in the same activities. To achieve
this end, the heads of the Military Departments
were requested to conduct, during the period
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May 1 - May 31, 1974, enother survey of the
same activities which were selected laat year.

To he more responsive to the requirements of

the Quarterly Summary Report to the Interagency
Clagsification Review Committee, the Department
has also utilized statistical data developed by
the Defense Communications Agency through the
Switch Network Automatic Profile System (SNAPS).
This is an established automated sampling system
for the gathering of data on the total number of
messages processed through 19 switch network
compunications centers worldwide. As presently
establishied, the system allows the Department to
Teport, on a quarterly basis, the total number
of messages generated throughout the Department
by clasgification category. For example, during
the period September 1, 1973 through November 30,
1973, there were 6,750 Top Secret, 223,250
Secret and 659,400 Confidential messages pro-
cessed in worldwide communications centers. It
should be pointed out that only 52 of the total
message traffic processed is classified.

To improve on this presently established sampling
system and thereby be more responsive to Inter-
agency Classification Review Committee require-
ments, the Assistant Secretary of Defense
(Comptroller) requested the Defense Communica-
tions Agency to conduct a feasibility study to
determine the mechanics and lcad-time require-
ments for modification of the Switch Network
Automatic Profile System to permit the gathering
of statistical data regarding the downgrading/
declassification/exemption status of all classi-
fied messages. That study was recently completed
and the results showed that the gathering of the
data 18 feasible. Consequently, the added
sampling requirement was levied on the Defense
Communications Agency and the f£irst quarterly
report is due to be submitted in July 1974.

The Department of Defense undertook to establish
a data index system in accordance with the provi-
sions of the May 17, 1972 National Security
Council Directive. It was decided that initial
Data Index System actions by the Department should
be taken on a selective basis in a few key cowmpo-
nents. To this end, the already automated Docu-~
ments Control System in the Office of the Joint
Chiefe of Staff, the Defense Documentation

Center System and the Documents Indexing System
in the Defense Communications Agency have been
designated as the data bases for initial Data
Index System implementation. Should the initial
phagse of implementation prove to be practical

and economical, the system will be extended
throughout Headquarters offices in the National
Capital Region.

After more than a year's experience with the
Information Security Program and based on the
results of Departmental Program reviews, it
became evident that certain changes were
required in the Depsrtment's implementing
regulation to improve its effectiveness.

For example, experience taught us that changes
were required to be made to the regulation to
re-instityte the former Group 3 provision for
automatic downgrading. A change was, thzrefore,
made to the regulation which prescribes that
former Group 3 material shall be downgraded at
12 year intervals but not automatically declasei-
fied. This action will, through downgrading,
remove numerous dccuments from the requirements
of annual inventory and at the same time, will
assist in ensuring that new documents deriving
thelr classification from this category of
documents are classified at levels consistent
with current national security intevests.

Another major change was adopted which was
designed to accelerate declassification of in-
formation and material and minimize exemptions.
Departmental Program Reviews and comments fyom
the field indicated that more information was
being exempted under the category 3 proviaions
of the Executive Order than was believed neces-
sary. By placing information in this category,
clayaificatior would be maintained for perioda
up to 30 years from the date of origin. To
accelerate declassification, the regulation
was changed to provide that informstion placed
in exemption category 3 concerning scientific
and technical matters, Installations, programs
and the like shall be automatically declassified
at the end of 15 calendar years., This is a
progressive action which should force Top
Secret Classification Authorities to more
closely examine information being placed in
this Exemption category.

In addition to these major changes, other sub-
stantive changes were adopted which impose more
restrictive guidelines for rhe designation of
original classification authority who authorized,
approved or sanctioned exemptions called for in
a classification guide to be placed on the docu-~
ment., This latter change will allow speedier
identification of the exemptor when a question
arises as to overuse of exemption autaority.

Because of the number of these and editorial
changes involved, it was decided to publish a
complete reissuance of DoD Regulation 5200.1-R.

The ultimate success of any Information Security
Program depends upon the individual - his
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motivation, his dedication and his knowledge and
femiliarity with Information Security practices,
policies and procedures.

Recognizing the importance of this "keystome"
element, both the Office of the Secretary of
Defense and the Defense compenents have taken
positive steps toward educating military und
civilian persinnel at all levels of command and
supervision to assure full understanding and
compliance with the Executive Order, the National
Security Council Directive and the Department's
implementing regulation. In this regard, regula-
tory isauances, presentations, video rapes,
articles and publications have been used to
advantage.

Since the date of promulgation of the Executive
Order, the Deputy Assistant Secretary of Defense
(Security Policy) and senior representatives of
his office have participated in numerous national
security seminars and symposia such as this. It
has been repeatedly emphasized at these gather-
ings that the overriding objective of the Execu-
tive Order 1is to make more informarion on govern-
ment affairs wore readily available to the public,
Moreover, attendees have been consistently urged
to become pereonally fnvolved in the Program and
to challenge government classifications when they
felt that overclassification or unnecessary
classification was involved.

Within the components, in addition to formal
claggroom instructions, security wmanagers use
security briefings, conferences, security news-
ltetters, bulletins and security assistance visits
to enhance the qualiry of the inmstruction.

Ongoing planning within components includes the
development of spesific progrums to include (1)
Information Security Trzining at Service Schoo.s,
(2) the development of methods and training aids
deaigned to assist action officers, clerks,
typista and secretaries in applying classifica-
tion/downgrading/declassification markings,

(3) special educational needs based upon the
findings of component inspection programs and
(4) Information Security training of reserve
personnel in order to use their services, in
turn, as instructora in the fleld during their
annual two weeks active uuty trailning.

Finally, in the education and training field, the
Department has established an Information Securicy
Management Courase at the Defense Industrial
Security Institute, This course, of two weeks
duration, will be availablie for both Government
and Defense Contractor security management
pergomnel. 1Its purpose is8 to provide these
pexsonnel a comprehensive understanding and
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interpretation of the Information Securicy
Program with particular ecphasis on proper
classification of information in the interests

of national security; progressive downgrading

and daclassification; and safeguarding of
clasasified inform -ion against unauthorized
disclosure. This all encompassing course should
materially assist personnel in implementing and
wonitoring the Department's Information Security
Program at command and orgenizational levels and
in satisfying command/supervisory responsibilitier
for effective compliance with Program requirements.

The "pilot" class for this course was conducted
in June 1974, Attendance at this class was
limited to invited representatives who were,
themselves, knowledgeable of the subject matter
and who could, therefore, provide valid comments
for improvement of subject matter or manner of
presentation in future classes. Their comments
are curreatly being evaluated. Seven classes
are scheduled for FY 75, During FY 76, a
traveling team will be established to present
the class at various Government and Defense
Contractor activities throughout the United
States,

PRESENTATION BY LT, COL. GRIMES

1'm Lt. Col. Grimes and 1 represent the office
of the Assistant Chief of Staff, Department of
the Army.

Gene, 1f you can get Gen. Abrams to sign a general
order confirming this (pointing to the rank of
Colonel on his name plate), I'd be forever grate-
ful.

Mr. Brown was speaking today about the Interagency
Claspification Review Committee, and 1'd like to
reemphasize some of the things that he told you.

Freedom of Information, FOI, as we call it, is
personal to me, because I'm also the Secretary of
the Army Classification Review Committee. I wigh
I could tell you that we haven't been inundated
with appeala for informstion, but we have,

We haven't had a lot of appeals, but the quality
and the quantity is staggering.

In fact, Friday, just before I left to come duwn
here, I finlshed a thirty-volume history of the
Counter Intelligence Corpsy, it covered the period
1918 through the Korean War. 1t was like trying
to declassify the Encyclopedia Brittanica.

It's just amazing, and it's all being done for one
individual. This gentleman is going to receive a
sanitized copy of the history. I don't think
everyone here is aware that this is a requirement,
in the Army.
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1f an individusl requests a document, and we
can't give it to him because of classification,
we are required to sanitize it; in other words,
remove that wvhich 18 exem-t and provide him with
the information that is unclaseified. This 18 a
horrendous problem. 1 personally spent twd weeks
standing in front of a Xerox machine reproducing
this document and 1 csn assure you it is a
terrible problem, because we are just not staffed
for tt. This added burden had to be performed in
addition to my normal duties as a Department of
the Army Informaction Security Staff Officer.
There are two of us providing this service with-
in the Army and it is a tremendous--and 1 repeat
that--a tremendous burden, but it is being done
and it is being done in light of and in accord-
ance with the guidance given by the President.

We are all, 1 think, tyying to get as much infor-
wation to the public as possible,

We had another individual who came in and appealed,
one appeal, eighty documents. Now, I'm not
speaking ahbout four or five pages per document.

I'm speaking about area studies on Hungary,

studies on Japan, area studies on China, and
several other countries all of which are classi-
fled,

This material must be sanitized, and this {s a
very difficulr prublem. In many instances, there
is State Department, JCS and intelligence wmaterial
incorporated in each volume so0 there's the addi-
tional problem of coordinating with these agencies.
The job, however, is being done; it's a little
slow in some instances, but everybody is trying
very hard. What I'm maying is that 1 support

Mr. Brown's position., We down at the working
level, are definitely, behind the effort. The
reason I bring this ovut is because the next topie
that 1 want to discuss with you is the reduction
in the number of classification authorities.

In the Army & year and a half ago, we had over
thirteen thousand authorized classifiers. The
most recent report that I submitted this past
Friday shows us below three thousand.

We now have only fifty-three positions in the

Army that are authorized to exempt material.

That 1s not very many, and what it really boils
down to is that the action officer must go through
hig boss to a TOP SECRET authority to obtain docu~
ment exemption. This is often difficult, so what
does he do? He uses outdated i{nst~uctlons on the
material to be classified. The result is that you
moy receive improper guidance from your contracting
offifcer. We cannct look at each contract--it

would be impoasidle for us, but you can. In Regu-
lation 5200.1-R, there is a requirement that allows
anyone who receives a document on which the classi-
fication or the downgrading is questionable, to go

back to the originator, or to the contracting
of{ficial for further guidance.

1 know this does not set too well with the
people that are out there in industry. They
think this is going to jeopardize their contract.
But 1 think if you go back and say, "look, we're
questioning under paragraph such-and-such of the
regulation,” you will be doing exactly what

Mr. Liebling wants you to do. If you don't get
auy reaction to your question within thirty days,
1 guarantee that 1f you write to us you will get
action. I think tha. Ed Reiss here can verify
that. His boss is quite interested in the
authorities and in the downgrading instructions
that are on AMC contracts.

Ed 1s with AMC, by the way.

1 have seen letters that were sent out by Hq.

AMC stressing such gcrion by their subordinants.
Now, if you cooperate, here is a way in which
you can help us to do what the President would
like us to do. It gives you, if you will, a
littie clout. You can question the claasifica-
tion~-or the downgrading of a document; by that,
1 mean, has it, in fact, gone before a Top Secret
Authority, or is this just a contracting officer's
opinion? 1f it is, then he has violated the
Security Regulation, and we would like to know
about it. }'m sure Mi. Browm would, too.
Remember that this response is supposed to be
provided to you within thirty days. 1If you
havea't received it within a reasonable amount

of time, I'm sure thar 1f you put a little note
on it and fire a copy of that up to us, we'll

get a reply pretty quickly.

That's really all I have, 1 don't want to repeat
what Mr. Van Cook has already said, so we'll
leave it open to questions.

PRESENTATION BY MR. LARSEN

Progress is the theme, and if you'll remember,
last year Dan Dinan reported to you that as a
resull of the Maval Lnspector General's review
of the offices of CNO, some rather serious
discrepancies (which were no surprise) existed
regarding our classification wanagement program.

As a result of his report, which was approved

by the Chief of Naval Operations; we had a
charter to move cut and do something about
control and make progress with a good clagsifica-
tion management program in the Navy, and 1'm here
today to very briefly try and report what we feel
are some of our successes in this regard.

Success 18 kind of a relative thing. I'm reminded
of the two gals who competed throughout the years
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with each other about the muccess of their

aet - male of fapring. They hadn't seen each
othes for a while amd recently they me: on the
atreet.

The firnt lady -id, “Ravah, 1 can hardly wait

to tell you about how my hoy got into paychiatry
and in the Jant two years since 1've seen you he'a
wade much a succern, he just hought a three
hundred thousand dollav home overlooking Msliby
Beach high on the hitl,"

The recond lady replied, "Well, you know, a
conple of yearn ago, wo were alimturbed to find
out Timmy wam a homoaexual, but, you know,
recently he just moved {n with some doctor who
bought a three hundred theunand dellav houee
fn -="  (Laughter.)

Actually, what the Naval Inapector General did,
and the Vice-Chief of Naval operations, Admiral
Holloway, wee help us change our approach from
chaning aftuationn (o evaluat lng the overall
program, He told us to do four things, and
theae thinge we have done.

Very briefly, they are, firmt of all, the Director
of Naval Intelligence, under whose command our
rhop {e, war to put out Information o our program
manAgers and project off{cera on huow to prepave a
clamniffcat fon guide. Thie we have done. 1 van
report to you that that's dated the 10th of Aprid
of thin year,

We also fdentified the CNO office of responaibil-
1ty for all our clareified programe. Thin wam
never doune hefore. This we Pave done,

Uver Admival Holloway'm decisfon, he directed

that we increame the educat fonal effort. This we
are dolug, wot only {n aupport of the oD achool,
the new one dowt at DIST, but alwo fu tradning owr
rererves Ao that we are going to have wore indivi-
dual programe avatlable around the country.

In mupport of the Dol monftoring etfort, we pay
particular attention to the mpecifice of the in-
format fon program on comvand {nspectione at alt
levelna, but moat {mpovrtantly 0009, which is the
shop 1 come from, hae the mpecific task of moni-
toring clanaiftcat fon pgulden and reporting to the
Chiefl of Navai Operatione on a semiannual basls
of any defictency,

This veauvited, from an {denti{ty of about a hundred
and twenty-five guiden A year apo, to almost three
hundred today,  It'a amari{ng how they come vut of

the woodwork utice you atart tracking them down,
and {1t doen mean by the end of thin calendar yeav
we have every expectation of having all those
Ruiden cutrvent .
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Thin, from a former forty percent cuverage and
A ten percent currency, hopefully, by the end
of the calendar yesr 1974, all will be current
al the program project cfficer level on all
claneified prograwm in the Navy, including
compuniication mystema and {ntelligence.

We found that basically in the Navy, we have a
triangle kind of program. Basic guidance,
initial guidance comem from CNO. Then it goens
to the procursment activities, which f1a of
primary intevest to you folke not in government,
for pioacuvement of hardware amd then comeas back
to CNO lov operational and tactical guidance.

Well, our procurement activitiesn have done such
a fine job for mo many yearm without the basic

guidance, and things got into the fleet without
anything wore than what came out of contracting
activitien,

We're trying to clore each end of that triangle
ro that {t im & workable mituation from 1ife to
death of the gystem so that 'a wvhat we're working
for. That'a what we've done, and, now, am Dan
did lamt year, 1'11 give you romething elae to
think atout that we've looking at. We just
decfded to do it lamt week am a matter of fact,

We want tu computerirze all our guides ao that
we can get a print-out by maystemm, a print-out
by coooand, & print-out almost fumediately, as
woll an o master within our owm office to make
changen,

Thin--wa feel that it we can keep current--will
aonlve some of the mecurity veview problemm and
alao allow us to make move rapld changes and
fucreane the consfatency of guides within
general arean much an migatilea, and po forth,

That'a your 1eport {rom the Havy.
PRESENTATION MK, MYRRS

1'm not going to make any claim that the Alr
Furce fr doiag a perfect aor a superlative joh.
For one thing, we've got Hughea and Roeinp and
MeDonnell Douglar and General Electric and many
athers out here who might iike to content any
clajmm of perfection, Almo, the NCMS {n matnly
contractors and 1've momelimen ‘uhrerved that
three hundred aixty-two daym of the year, the
contractor fm {i a rough poaftion: DD writes
the pgufdes and the contractor han to 1{vs with
them, But the other three days, when you'ie
hetve, you have a di{fvrent role: all you have
to do 18 attack the puides; we have to lefend
them,

ol
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Su, I won't clatlm that we're doiug a perfect job,
but 1 think the Alr Force iw doing = good job and
doing a better job year by year., 1 don't cluim
any cradit for thiv, because classification
managenent in largesly a matter of coovperstion
among a lot of people. Things don't get done by
any one parson.  Here at the seminar, one of the
mont valuable things that will happen will be the
interchunga of ideas among yuurselves, among all
of us, Some improvements will resule, and 1 hope
that thers will be &« lot of that interchange. A
1ittle arithmet ¢ ahown that--at a time when
wa're all whort on permonnel in clamsification
management -~about four wman yeara are belng devoted
to thin seminar by your attendance, and the prep-
aration for it. ur look at {t another way: about
a million dollars has beon mpent in travel, per
diem walavien, and w0 forth. It doesn’t matter
wvhethor 1t's my malary or Art's smalavy or the
anlavy of any contractor. 1t all comes out of
Government taxes, no 1'm acrivun when 1 say the
{futerchange of idoan should bring forth something
product fve,

In talking about {mprovementa that have been made,
1 note again that they ave matters of cooperation
and 1 don't claim them all to he Afr Force only.
Some of the changesa are majotr. Some ave minor,
but 1 thiok they're ali reprenentaiive.

Fivat of all, in reviewing vur Afir Force guldes,
1 woe that the convernjon to the {ifteen-year
declanaitication rule for scientific and techni-
cal material (W appearing pretty much across the
honzd. You have mome guides that haven't beon
converted ywt, but {t's being adupted and put
into eftect {n the guides aw they're rewritten.
It should bo noted that the 15-yrar vuly {3 nut
an fdea that originated with the Air Force. It
originated fn Mr. Liebling's office, {n Mr. Van
Cook'n oftice.

We xupport it wholeheavteoedly.

Socandly, 1 think that the uew accurity manager's
coutrse ia probably the bigpest single stop for-
ward that's boen taken. Thete's beon a real noed
for wuch a courde.  The 1des originated with
overybudy, anrd if {t's eventuaily a whopping
anccens, it will be acredit to the people at the
Detenae lustitute ln Richmond ap much as anybody.
But 1 would note that ot our own part, we went
out of vur way to help that school get off the
around by helping draft course outlines and by
reviewlug the courss. And we took one rtep
furthev: We looked scroas Heat Coant to Kast
Coapt tu see who wo thought was tho beut man to
be an fuatructor in that course, and we recom-
monded hin melection, 1 hope the Iuntitute (inds
him a happy choeteo.

As far as 1 know, only the Atr Force haw on ite
hooks one rule that is » utep forward. That iw
a rule that pormite any individual in the Afr
Force to come futo departmental headquarters
with no fear of being stopped by a commander
along the line, and to be assured a roply, in

any case whare there in even the slightest
allegation of claasification to hide inefficiency
or embarrassment.

Now, while we have had no such case reporrved, we
feel the reporting procedure {s particularly
tmportant. The problem fn classification ia not
particularly that the Navy or the Afr Force orv
the Army claawif{y an vperational plan. It iw
not particularly that we classify one plece of
techuical information, The msjor problems arise
when and {1 people feel a classification {s made
to keep information from the public intentionally.
Our rule as it lmplica statea that any charge of
that wort cannot be shortatopped, cannot be
blocked from headquarters, and provides for the
individual to correspond divectly with us §f he
has not recoived acknowledgment .,

Awother point wheve 1 think the Alr Force in
doing well, and 1 think others ave, too, 1is in
the review of World War documents. Now, I'm
told that the Alr Force is well ahead of the
achodule of completing this Job by '75. We've
moving aliead of others, and we're moving abead
of the pace.

1{ that'se frue, 1 think that Alan Thompaon hus

a big share of the credit coming to him, bacause
we sent him raw people over there. He aat them
dowt and worked with them and provided them with
adminiatrative support and with the leadership
to get something done on that job. A hig job 1a
heing done.

Additionally, we moved outaide of the avchives
and have the sane kind of review gofug {uto our
Ay Fovce historical material, and 1'm happy to
aay we've completed the World War !1 peviod and
stand now betwoon World War 11 and Kovea.

Adother polnt--oun that 1'm very happy with.
Again, we're talking about old documents, and

it has to do with the Library of Congress. It'a
A talr oxample of cooporatfon, 1 think.

There were aftting fn the Library of Congross
thounanda of cubtce feet of clasgified documents
with no lJikeltiwod that they would sver be
revicwed for declasaffication for twe reasons.

One of them war that the Library of Congrene
wian outsf{de the Executive Rranch and the necond
reason Jerived trom the fact that the Libvary




had no declaesification authority. This came to
our attention in the Air Force and, admittedly,
all we had was an idea.

We drafted up a propoeal and wrote back to them,
recommended they gn in and aek for authority to
apply the same guidelines used by the National
Archivas and to apply that not only for the Air
Force, but DoD-wide also.

That action took us, 1 suppose, about one hour
of our time, 1t took probably several ecore of
hours to be ataffed by Mr. Van Cook and others
in his office, but it came out and the Library
of Congrees now has the authority and the guide-
lines and those documents that were frozen there
before will be declasaiffed.

1'd like to point to an area where I think the
Alr Force has done somathing very worthwhile.
The rest of DoD has moved yp ahead of the Govern-
ment as 4 whole by moving from & thirty-year
guidaline to a 1950 declasaification standard.
Their policy says that all documents, with a few
exceptions, 1950 and earlier, will be declassi-
fied. I'wm happy to say that within the Air Force,
for our own information only, we have aimilar
gulidance and have had it for sowe time. It
extends through 1955, which simplifies tiie
declasaification a great deal.

In one particular area, we have made, 1 think, a
very large achlevement. 1 don't know how many of
you have had occasion to see out nuclear weapons
classification guide. 1It'e been cowpletely
revised to bring it up-to-date in terms of the
new Executive Order, and 1 beliave that ir will
atand up in comparison with any guide throughout
DoD or throughout the Governmert in terms of
excellence as a classification guide. The
particular reason I wanted to mention that here
was to add a footnote for some of you,

A pereon that many of you know weli retired just
leat wonth from the Aly Force, and that'a Ed
Calvert. As an i{nformational aside, for those of
you who don't remembar him, Ed was one of the
originators of the Society, one of the people who
sat down to talk over the idea, an original
founder, an editor of the bulletin, and produced
the fineat seriea of professional bulletins in
this area. He has retired and is back in Ohio.
If any of you would like to get ahold of him, 1
can tell you how,

Some of the things that have been done in the Alr
Force that are noteworthy and tha credit should
go to actlvitiea below Heudquarters level. 1In our
Space and Miseilas Syatems Organization at L.A.,
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we have an exceptionally {ine program for pre-
santing the guidance to the man who has the
authority to make exceptions to the GDS, and for
procesuing this material through so that proper
approval is received. 1'm not going to discuss
1t in detail, because Mr, Klein will talk to you
sbout it later, but ! note that OSD has seen fit
to point to it as an exsmple which we can use
eleevhere in the Air Force,

I'm sure that the Air Force was ahead of all
other agenciee in any part of the Government in
establishing a desired objective of stating a
topic-by-topic declassification date, rather than
the mere entry of GDS or XGDS in classification
guidea. We haven't reached a point where that's
done in all guides, but the guides are coming in
in large numbers with Topics identified for down-
grading to 1 such-and-such, information, secret,
confidentinl, and unclassified with the year ahown
for each aciion. You'll find thut a large amount
of the work on that, in some of the best guides,
is coming out of our Aeronautic Systems Divislon,
where Mr. Gates is in charge as far as claseifi-
cation 18 concerned.

One more item: earlier, Mr. Liebling mentioned

the authority of the Assistant Secretary of

Defense to declassify decumenta. In our initial

implementation, we gave to our Air Force Office

of Information the full authority to declassify

after completion of thelr security review, and .
this has sped up the process many Limes. O

It doesn't mean they can overrule the Air Force,
but it does mean the reaults of their revicw are
authority enough without going back to anyone
clse,

A a general statement, ard 1 hope that others
here would support us (1 am thinking primariiy

of Art), 1 believe that in any case where there's
been A proposal for liberalization and broader
declassification standards, the Air Force has,
without exception, supported the proposal. Now,
there'll come a time, 1'm sure, when we'll be on
the other side, but 1 believe outr performance to
date will show that {n general we are pushing for
broader declassification guidelines and earlier
datea.

As a last point 1'd like to mention again that
from all of this, I don't claim a superliative
job. Thare is alwaya room for improvement. We
think we're doing & good job, and we think we're
improving.

1'd like also to get back toc my infitial point
about the hope there will be an inteirchange of
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ideas here. I know Fred Daigle and I met dowm

at Richmond vhere he was kind enough to come and
help in the critique of the security courae. He
gave me a problem of his, and by the time 1'd
been back in Washington a few days, I think we'd
solved it. Jim Buckland wes there and he raisaed
a question to me. We were abie, I believe, to
give a satisfactory anawer. I hope that the
Society here will try to sclve proslems and make
real progresa for all of the Government community
by turning thia four man years and million dollars
into productive discusaion back and forth amongst
yourselves.

Thank you.

QUESTIONS AND ANSWERS

MR. JERNIGAN: John Jernigan, General Electric,
Philadelphia. If we quesiion the classification
on some specific light and we don't receive an
answer or satisfactory answer within thirty days,
do we come back directly to him? Does this apply
to you, Frank, and to you, Larry, also?

MR. LARSEN: Be our guest.

MR. MYERS: Absolutely. We expect all contractors
to deal withip the contracting office, but if
you're not getting satiafactory replies, why, let
us know.

MR. VAN COOK: Yes, sir,

MR. HOYLE: My name is Jim Hoyle. 1 sork for the
Lance Project Office, Mimsile Command, Alabama.

1'd like to make & couple of statements, if 1 may,
and address my first remark to Col. Grimes. 1
can sympathize with you, Colonel, in your deluge
of screening and sanitation. But, getting back to
contract security specification, more commonly
referred to as DD 254; it these are properly
filled out, especially front and face, in the
lower left-hand block 18 a space to be filled in
with the name of the action officer for the pro-
ject, or what have you, who are purchasing the
hardware.

Now, at the Mimsile Command, we've had some good
guys, and eo forth, and most of these are properly
filled in with the name of the individuala t¢ be
contacted, with a telephone number in case you
can't get a satisfactory answer from the rone
tracting officer.

So as the action officer for Lance, I got many
differunt phone calls from time to time and 1f
I'm not able to give a correct anawer quickly, 1
can at leazt tell the people where to go.

1 get questicons from time to time, of course,
from contractors other than for Lance, even, and
1'm able to direct those pecple to the action
cfficer for the nearest project that they re-
quire assistance from.

Secondly, I'd like to get back ta the informa-
tion that we at the, I bolieve, lower grase
roots level need from rime to time. It took uas
a4 year working, pleading, cajoling, whatever
word you'd like to use, to get some direction
at high level.

It came back in the form of a twist from DoD
through State Department, down through the line
on the clasaification of the foreign military
sales information.

Many of you contractore, I'm sure, have gottenm
ince this area, but we were groping for facts.
Provided with the facts, we can opesrate satis-
factorily and glve good direction; but that'a
one of my biggest problems ig getting acrurate
information in order to prepare a good decision
on the security classification guide, so I1'd
like to put that in the form of a suggestion,
maybe, to DoD and let it tilter on down that
they look into supplying certain information
along this line iuv the various people in the
various weapons systems.

1 say from time to time, as the need arises
that now systems are being developed or as the
international situation changes, and so forth.
It would be very, very helpful toc us,

MR. NILES: Bob Niles, DNA.

In the last few years, lota of people from
classification have protected somebody from
embarrassment or administrative oversight. Do
you have any specific knowledge of a DoD docu-
ment that was classified to protect aay indivi-
dual from embarrassment or oversight, and I mean
the document discovered by anybody to include
the executor, legislator, for any branch of the
Governwment?

MR. VAN COOK: Do I heve any parsonal knowledge
of any such document?

MR. NILES: Yex, sir,
MR. VAN (OOK: That was classified to--

MR. NILES: Hide embarvasument? Yes, sir.

MR. VAN COOK: The anawer to that is no, I don't
have any and 1'11 ask my colleagues on the panel
if they have any knowledge? They don't have any
knowledge of any such document, either.
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MK. MARGAROLE: We have & lot of old documents.
My enginearing friends tell me we can't throw
them away, becauss they contain a lot of good
systems information., However, since the program
officers way back vhen disbanded, we do not know
whom to write, per se, for classification guid-
ance, and would you enlighten us perhaps tc thie
subject?

MR. VAN COOK: I think I can. You contact the
USER Agency under whose contract you are operating
at the current time, and then there is a provision
1 think you®ll find in the Industrial Security
Manual that saye you csn take other routes if they
can't give you & judgment,

MR. MYRRS: Art, can I make a short comment on
that? From some of you, we've had requests of
thia sort and I think they have sometimes been
delayed by your taking what you think is & direct
route and sending them straight in. Some of you
people from DCAS can stop me if I'm wrong, but 1
believe that the DCASR would always be glad to
assiat in telling who the successor agency is.
The contractor should know who hia contractor was
and when there's been a treorganization. 1 be-
lieve that the DCASR would go off and get an
ansver to thst queation so the contractor could
go to the right office in the firat instance.

Anyone from DSA care to comment on that?

MR. GREPN: Office of the Chief of Industrial
Security, Dufenae Contract Administration
Services.

Yes, we could trace it back just as you can trace
it back through the military departments. 1t
could be traced back through contracting cha. p-s.

LT. COL. GRIMES: 1In the Army, if you have ¢
classified document and you have absolutely no
i{dea who to send it to, the proper place to mend
it to is the Army Adjutant Genzral, Department of
the Army. He's required to keep all statiastical
deta. He is also required to keep what wa call
a record copy. He's responwible for the archive
informetion material for the Army., He will get
it to the appropriste agency that is presently
handling that particular project or who has
proponency for it. So if you're going to deal
with the Army, deal directly with the Adjutant
General. It's the fastest way of doing it and it
stays in the right track.

MR, LARSEN: May 1 make a comment about the Navy,
Art?

MR, VAN COOK: Go ahead.
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MR, LARSEN: 1f you're not able to identify the
procurement activity, send it to the Chief of
Naval Material who will either locate the
material or send it to my office.

MR. MYERS: While we're kicking that around,
Art, the ISM gives you an address in every in-
atance for each agency to whom you can send it.
My only point is that your DCASR man ig iwn your
ares frequently. Frequently, he can answer the
question out of hand for you through his own
femiliarity. If you do that, you wmay save your-
self a lot of time.

MR. VAN COOK: Thank you. Any further questions?

MR. GREEN: A two-shot question for Colonel
Grimes. Are you charging this individual the
price per page for the reproduction of those
documenta?

LT, GRIMES: Five cents,
MR. GREEN: Five centa?
LT. COL. GRIMES: Five cente a page.

MR. GREEN: My second question is what office
in the Army mokos « fianal decision as to what
the classification is?

LT, CCL. GRIMES: Okay, I'm going to take jou
through it. First, you have the initial requast
for the document, right?

MR. GREEN: No. 1'm sorry--

LT. COL. GRIMES: Wall, I think I have to go

that routa, bacuuse you wouldn't understand it,
otherwise, okay? It comew to TAGO or the

Adjutant Genersl. He forwards it to the proponent
agency and they say the document is clasgified.
They have the suthority to say the dacument is
clrasified.

Now, if the document is lese than ten years of
age, it would go to the final approving auvthority,
to the Secretary of the Army and that woula be it.
1f he says "Yes, 1it's still classified,” then
there would be no appeal., Normally TAGO will
write back to the gentleman who zsks the question
or asks for the document and they'll tell him
that based upon the proponent's suggestion or
evaluation of the document, it remalns classified,
and they'll either tell him that he has a right

to appeal to the Secretary of the Army or to the
Army Classification Review Committee, depending
on the age of the document.
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MR. GREEN: 1 think | make myself clear, but 1'1l
aee you afterwards.

MR. RICHARDSON: Texas Instruments.

Art, 1 heard a little btit about the fifteen-year
rule. 1 have several documents that are declassi-
fied in two thousand and something, which is
thirty yeara. Now, doea this fifteen-year rule
that we've heard about overtrule these decisions,
and when we get these 254's in so identifying,

can we avold marking them down and having to re-
mark them when this becomes a fact?

MR. VAN COOK: 1T would say no to that, Dean.

The DD Form 254 1s the contractor's guidance. 1f
a DD Form 254 shows thirty years rathex than
fifteen, 1 think that ought to be brought to the
attention of the USER Agency people to have that
guidance changed. The guidance will, in fact,

be changed as it comes up for review, and thase
are some of the things that are happening. I
mentioned the thirty-three hundred guidea to
include DD Form 254’8, which have bren revised

to cause earlier downgrading or declaasification.
1 think you have to go through the buainess of
getting. the guidance changed, and the wav to do
it 18 1f you wani it doue corlier than the annual
review 1a to bring it to someone’'s attention, but
I'm not telling you to ovarrule whatever guidance
you may have from the USER Agency, on the hasis
of the yule,

LT. COL, GRIMES: There is an exception to that
rule, You have to remember now it's DoD material,
80 don't apply that rule and say 1t's ironclad,
because, in some instances, there may be cames
where the organizationthat's giving you the con-
tract, the contracting official (s using informa-
tion that tsn't completely under the purview of
Department of Defenmse. 1t could be coming out

of the White House or from soms other source that
data has been extracted from, and these other
sources have, in fact, said declassification in
thirty years, and eo there i{s a stipulation in
5200.1-R of what you would use in there, so the
fifieen year rule wouldn't apply in all canes.

MR. RICHARDSON: There apparently is a miscon-
caption then in the minds of a large number of
the people that write these 254's in the procure~
ment agency. We've gone back and questioned nome
of these and they've ssid, "Our guidance is in
accordance with 11652, which provides for an
automstic decluesificarion thirty years from the
dute of ismsuance,” and I'm wondering 1if the
agencies are waiting for the DA or another
instruction to tall them to change their guidance
to a declasulfication after fifcteen yenrs.

MR. VAN COOK: No, the change has been reflected
in DoD regulation 5200.1-R. That regulation is
stelf-implemented, so that everybody has that now.
The regulation was dated November, 1973. 1t came
out of the Government Printing Office and was
published in a Federal register in March of this
year. The information is there and they have it
in reguiations, so I would attribute the condi-
tion to a misunderstanding perhaps, Dean, but
these arv the things, of course, we're trying to
get straightened out and particularly in this
program for review of security classification
guidance to bring it up to speed, and in thoae
cases where it copes to your attention, we again
invite the challenge.

MR, WESLEY: Roy Wesley, Grumman Aevospace, and
in connection with Dean's statement, what about
the DD 2%4 where you have Jeclasaifying on it
indefinite; wvhat about the other side of the
coin?

MR. MYERS: 1 suppose that's an Arr Force 254,
There are a large number of those. Unti] the
reviaion that came out a few months agu, Alr
Force was using the term indefinite and we have
put the word out banning "indefinite” and I‘ve
seen many, many changes coming in. 1 think that
ench of the services was using 8 different nota-
tion prior to that time. Where you see it, it's
outdated snd should be picked up in the firat
teview. We have not required people to go out
on an Iinterim basia, but many of them have.

If you need a change before then, amsk for {it.

MR. LARSEN: 1Is 4t not true that this is of
primary concern to you on gubcontracta?

MR. WESLEY: Yen, uir, absolutely.

MR. LARSEN: As far as the Havy is concerned,
you can ignore the indefinite and ume that
classificsrion guide and subetitute thirty years,
Go right ahead, but let us know.

LT. COL. GRIMES: The term the Army ured was
probably "canuot be determined.”

MR. MYERS: Don't accept wrong guidance. Go
right back to the lssuing office. 1t's not
embarrassing. You're not gquastioning the
individual., 1f you have a gquestion rejquesat
clarification, and reference 5200.1-K ov the
T8M.

MR. VAN COOK: The regulation now prescribes

that in all cases, dates, in fact, will be used.
Please bear in mind that this is only going te
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be in the instances where the Department of
Defense axercises exclusive final classification
Jurisdiction over the information involved.

1f cthe information is foreign originated, for
exanple, the notation will show that the material
will be declassified upon notification of
originator.

MR, RICHARDSON: Arct, & lot of my gueations, of
course, are predicated on a problem that faces
s as well as many other industry people and that
ia the overhead cost of doing business.

That's one of the ressons that 1 was sort of
hoping that you would give me an affirmative
answar, but as your predecessor mentioned toc me
one time before, he said, "Dean, you're over-
ruled."

Art, 1'm not going to say that.

The problem facing us whan we start putting marks
and identifying things on such thinga as drawing--
I'm talking from a hardware development stand-
point or even frowm paper to paper--but when you
start changing drawings and thinge like this, 1t
becomas extremely expensive, so I wasz hoping there
would bacome an automntic wethod of saying that's
not right, we're going to the fifteen-year rule,

1 underatand what you're saying.

The questim I would 1like to ask now sleo reflects
on a lot of our problems and on a lot of our bud-
gets. We're all faced with ravising our stenderd
policies and procedures and thig, in my case, is
going to be womevhat expansive, and 1 think
Western Electric at one time said it cost thew a
thousand dollars a page to revise their SCP, but
the peint 1s we would like to hear from you, if
poseibla, to give us some ides of cthinge that are
teing changed and probably being changed in ISL's
perhaps during the next few months, such things
as elimination of the excluded category, for
exasple, or some of the other changes in the
kinds of things that we hava to educate our
people on and worry about buying stamps for and
worrying about putting on drawings and things of
this nature that are terrihly expensive to remove
and change.

Hk. VAN COOK: I undarstand. Wa don't anticipate
any major changes. X can't give you an immediate
prognosis on what'as going to happen froa hLere on
in. These are aome of the things that our
axperience of over a year of working with the
Order and with regulations which we found really
raquired change to bhe responsive to cur nesds.
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They're avolutionary changss snd they coms sbout
after due consideration of tha things you're
talking about. The program needs to work, and
wa're hell bent on meking it work,

1 understand vhat you're saying sbout costs

coming up as the Tesult of an action which ie
initiated by the Government, but 1 beliave that
when a contractor puts in for a bid in the normal
course of business, he has the Industrial Security
Manual and he can anticipate that there will be
certain information that he starts off with at a
secret level, perhaps, which may be downgraded or
declassified at some future time.

1 wean, he understands that, and so in figuring
your ovetrhead for any contract or bid, then I
think these things you must take into considers-
tion, and it'a juat the cost that is associated
with everyday business. If you go into it with
that understanding of what is in the ISM, and
that there is a progressive downgrading and de-
clasaification system in effect and you're going
to have to cope with 1t. I think it'e a "plan-
ahead" operatiori so that you have to allow for
it from the vary beginning. That's just the way
people do bueiness.

They have to anticipate these things. To try aud
say that next week we're going to do something
that will make the program even more progressive,
1 can't anticipate that at the moment, but if,

as we go slong, we find that we do have tc make
changs to make tha program a more progressive
one, we'll just have to do that. It’s just &
matter of practical approach that people have

to go into 1t with their eyes wide open.

Jim.

MR, BUCKLAND: I think, Art, that what Derr is
naying--something that we discussed befora last
March--is this: We're talking about cthis fifteen-
year buainess. 1 think that fn the last month,

1 probably got in aix or aight new 254's--either
revisions or originals. None of them have the
15-year declasnification date. All's still
indefinite, Now, 1 know that that's wrong. 1
have to get it changed, but, in the meantime,

1'm generating documents.

As soon as I get that directive, which may take
anywvhere from one month tc eix months, depending
on who 1'm dealing with, 1 theoretically should
%0 beck and change those documents.

The kind of changa that 1 think Dean is talking
sbout, and 1 think we've talked about it before,
ard I think you agree that if we have to change
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our markings on our documente be ause of initial
errorecus guidance, that the contractor has the
right 1f he so deaires to coat the impact to the
Government for those changee providing he was the
contractor which followed the specific written
instructions.

I don't think {1t would cost impact, but I think
you should allow for that in that provision.

MR. VAN COOK: Well, 1 think you have to take a
practical approach. We discussed this when you
were in New England.

I think, Jim, there are going to be these changes
as reflected in your revised guides, We don't
expect that the contracter is going to reach back
and modify every document that has been created
back there based on that change.

We think that when a document ie withdrawn from
file or storage for any purpose, that's time
enoygh to make that change.

I think that the DCASK inspectors should recog-
nize that, We're certainly pushing for it. We
have souwe vegional represencatives here and they
should really understand that vhen the Government
comes out with a change to guidance, thaet {t's
not expected that the contractor will reach back
and mark every documznt he's created from the
beginning of time to right now.

He think the time to do that ia when the document is
withdrawn from the file storage for any purpose,
and I think the meambers of the panel will agree
with that.

7t's just going to be a practical approach and we
would hope that the Defense Contract Administra-
tion Services Reglon people will take that
sppraach as well, Any further questions?

MR. COOK: I'd like to make a comment, Art.
I'w R, J. Cook from General Dyramics and Comvair,

We have a problem with the DCASR roting this each
cime he comes in and he writes us up in a defi-
<iency atatement,

Wu can't keep up with the changes, so we would
appreciate any advance info we can getr.

KR. VAN COOK: Thank you very much. We have in

tiie audience today Mr. Green, who is representing
the office of--(laughter)--who is reprusenting the
office of the Chief of the Industrial Security at
DCAS and we've discussed this matter before and 1
think Beb ia understanding of it, and if this

kind of guidance is neaded, I would hope that
you'd take a look at it, Bob.

MR. GREEN: At this time, Art, I'll only say that
we have a meeting tomorrow night with the repre~

eentatives of the region here, and I hear what's

being said today.

HR. SHARE: My name is Don Share. WYe've all
addreased a lot of different problems here this
afternoon and 1 notice George has put out the
good word that we're about fifteen minutes over-
time.

It's been an excellent exchange of information
here this afterncon, but the pzople who are most
concerned with what we're doing are not vepre-
sented here., As an intelligence officer, 1 look
at myself as the enemy representative on my
commander’'s ataff, so I would like to speak to
you as a Soviet intelligence officer now.

When you start releasing this plethora of techni-
csl information, please let us know. We'll have
to ataff about another two hundred thousand
people to read all the technical data you'll
supply us.

There's not one word in 11652 that I can ascertain

that says please don't underclassify, but when

we're looking at this stuff, I sure hope we'll

look at it with that in mind as well as trying

to comply with the Presidential intent to get a i
lot of this stuff out of our files, dump the stuff

we don't need, keep the stuff we do need, but for

God's sake, let's don't let it float down the

river. (Applausc.)

MR. VAN COOK:
Yes.

Was there a question over here?

MR, HIMMELHEBER: J. Himmelheber, from Hitco.

I'd l1ike to suggest that 1t is possible upon
receiving classification guldance which contuined
an etrroneous entry such as an indefinite date, 1
might be tempted not to date and to report that
fact to the contracting agency and that way 1
wouldn't have to remark, 1'd just have to initial
& remark, just leave it blank.

MR. VAN COOK: The rules are out there and it
takes & while for things to happen, as you know,
but they are happening.

Well, 1 was just going to summarize, but the
Chairman has exercised his option to throw one
wore question at us. Fine.
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MR. CHELIUS: DoD Regulation 5100.R with respect
to the general declassification schedule pro-
vided that the USER Agency could exempt that
material within one year. You have now promul-
gated this regulation as far as downgrading Croup
3 information in accordance with the old schedule,
No such provision was made in the regulation for
user agenciea to exempt formerly Group 3 materisl.

During the period that the old regulation wes in
effact and the Group 3 downgrade declasaification
was in effect, many guides were revised to show
that materfal to be exempt. What is th2 position
of your office with respect to that material?

MR. VAN COOK: We think that upon review, whether
the items of information in a security classifica-
tion guide or in a contract security classifica-
tion specification atarted out in Group 3 or GDS
or ADS, for that matter, upon review, the origi-
nal classification authority could opt to remove
it from that categnory and put it into exemption
category.

However, he can only do this if he does it at a
time before the sutomatic declassification takes
place. Once that has happened, forget it.

Well, you've heard from the panel, We've enjoyed
the exchange. One of the recommendations of the
Society was to consolidate all our security
classification guides in one place.

You heard that the Navy has already started to

computerize its guidee. We think that we will be

able to do that with all the departments and

i agencies and put the conasolidated listing in the

Defense Documentation Center or some centrally

located place. We are looking at that. The guy

R who let that one slip stands right here, I just

; haven't had the opportunity with the activities
that are going on in our own office and with the

: Congress and with other things dyring the past

i months to get at this program,

I promige this audience that I will, within a very
short period of time, get those guides together
and collect it in one place for all to use, and
we will be working on it just as soon as I get
back from hersa,
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PRESENTATION BY MRS. CLIFTON

One of the biggest problems which you as members
of this Society face 18 whether to classify a
project and its resultant documentation, and if
to classify, when to classify it and its material.

Now, another element of this problem is the
maintenance of the classified information until
its declassification. What, where and for how
long, as well as what to release 1s a vital
concern to those of us who are responsible for
disseminating information.

The motivation behind our chcices is based on
getting the needed information to our users in
the specified time, at the gmallest cost both to
the Government and to our companies.

Hence, we information specialists, whether we be
known as librarians, documentalists, analysts,
atchiviats or managers, face a dilemmna today.

not allowed
instances.
snd more
the wheel

Current DoD retention regulationa have
us to wake the correct choices in many
Therefore, we have found and with wmore
frequency, the deplorable situation of
being redesigned because the necessary documenta-
tion was not there when it was needed. In some
instances, companies have originated reports,
destroyed the documents after they have gent the
original to DDC, and found at a later time that
they again needed a solution to the same problem.
Some of our engineers who couldn't quite remember
how they had solved the original problem, tried

to get a copy of the report back, found that we
didn't have a current need-to-know in that partic-
ular area and were unable to get back our own
report. As you all know, that can be just a wee
bit frustrating.

Because this retention problem wes common to 8o
many companies, it was chcosen as a project by
the Los Angeles Regional Technical Information
Usera Council, called LARTIC for short, for
obvious reasons.
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This was a council etarted in 1970, whose pur-
pose was to study and attempt to stimulats,
improvement in all the Government services.

This included giving commendation for excellence
in service vhen {t was indicated and we hav
done this to scveral agencien.

Membera of the council are in companies that are
located from Santa Barbara down through the San
Dicgo area.

After we had done the research on each of our
selected projects, we publisned a comprehensive
report and then send copies to everyone; firat
cf all, to the agency affected, then we send {t
to a Congressman, any committee that's in any
way involved in policy~-making, especially those
jmpacting on the budget of the agency concerned,

We have gotten excellent tvesults.

The retention project that we're going to be
discussing today will be included in our forth-
coming LARTIC Report No. 2, which will be pub~
lished in September and will be availadle from
NTIS.

Two of our council members, Bill Jones and Bill
Campbel), are here to discuss the council's
views on recommendations. They are not here
speaking {or their companies, but on behaif of
the council. In addition to Mr. Jones and

Mz. Campbell, we have three other gentlemen on
the panel, Major Harold Hock, who is director of
the Alr Force Scientific and Technical Informa-
tion program, Scientific and Technical Liaison,
Headquarters, U. S. Air Force Systems Command,
and he's in charge of the potentisl comtractor's
program which was previously the TOD Program.

He will be speaking to us about the new Air Force
potentia)l contractor’'s program and its plan for
retention authority for those in the program.

Another speaker will be Myer Kahn, Chief,
Accesaion Division of the Defense Docuwentation
Center, who will speak on ithe retention problem
as {t affeocts DDC and {ts users.

Our fifth member of the panel is John Berry,
recently retired from the Department of Defense
as Research and Development Liaison Officer, and
who had the prime responsibility of liaison work
between contractors and all echelons of the
Department of Defense.

He interphased with other Federal agsnciea in the

fields of industrial security, contract manage-
ment, and production of technical information.

John has seen the problems from both sides of
the fence, and we thought perhaps he would be
able to c¢xpress a more objective viewpoint with
perhaps & recommendation of his own from his
years of experience.

Now, the order of the apeakers as they appear in
the program is not how they're going to appear
this moraing.

T will briefly introduce each speaker before his
presentation, We will have the question and
Anawetr period after the presentations have deen
made.,

With that, 1'd like to introduce our first
speaker, who 18 H. W. Jones, better known aa

Bill Jones, who is the Manager of Library Services
at Northrop Corporation, and who i{s one of the
memhers of our council,

PRESENTATION BY MR. JONES

To begin with, 1'd Y1ike to set the stage for this
presentation by making clest what we mean by a
1ibrary or information center, which is the kind
of organization those of us on the Council vepre-
sent. We're telking sbout contractor libraries,
lavge and gsmall, which tunction as the central
agency in the acquisition, receipt, storage,
dissemination, and retention of technical informa-
tion, both classified and unclassified, in support
of government business. We're also talking about
basic procedures which muat be established to
control and retrieve this material, including
requirements of the I1SM, such as accountability
and retention authority.

Basic criteria for use of classified information
by an individual are clearance and need-to~know.
Further, we agsume that each document at the
moment it is acquired by the library has a
retention authority based on a need-to-know,

else it could not have been acquired in the fivat
place. Obviously, then, the document in use would
normally have to have s legitimate retention
authority. Consequently, what we are really
concerned About--what conatitutes in our minds

the real problem area--are those documente in the
collection which at any given time are not in use,
and whose retention authority may be guestioned.
This, I believe, 18 the crux of what we will be
talking aboutr here today, and it relates specifi-
cally to both direct and indirect costs of doing
business.,

So let's examine this cost of doing business as
it relates to classified material, with the

ultimate objective of our discusalon, hupefully,
to find pogsfble solutions which may lcad to a
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reduction of thase costs and still retain

optimum useability of the technical information
available within reasonable protective constraints
set up by the government.

Costs of the library function include, first, the
acquiaition proceas. A document may be acquired
in several ways, the mcat cowmon of which are

(1) receipt on automatic distribution from the
originating agency; (2) direct request to origi-
nator, and (3) direct requast to gecondary distri-
bution agency, such as DDC. These are relatively
routine methods, except for documents in the DDC
collection whose distribution has been limited

by the originating and/or contracting agency.
These are known as "L" documents, and unfortu-
nately a very large percentage of them make up
the DDC holdings. This limitation not only
requires additional paper work in the ordering
process, but also delays receipt anywhere from
one to several months. This is costly not only
because of additional handling requirements, but
wmore importantly, frowm excessive delays which

may well be critical if the project involved is

& short-fuse proposal cr a one-year contract,

The consengus from the Library community is that
the imposition of distribution limitatioms on
documents (other than ¢-c1v ity classificaiion)
seems to occur much to f{requently and with far too
little apparent consideration for the ultimate
gotential user. Added to thig cost, of course,
are the "hard" dollars spent in the actual pur-
chase of each of those documents.

The second significant cost is the indexing of the
library collection or deta base, A document, or
the information it containg, is uselesg if there
is no access ro it, or if it cannot be easily
retrieved. Therefore, its real usefulness, 1if

it has any intrinsic value for the user agency,
is directly velated to its points of access, or
how easy it may be to find it from whatever des-
cription you may have of it., To provide access
or retrieval capability the library muet go
through the expensive process of indexing. In
most ceses In a library, this is exemplified by
the card catalog, where the saxistance of informa-
tion in a document, or the document itself, can
be traced in several ways--by one or more subject
terms, one or more personal authors, one or more
corporate sourceas or authors (commercial and/or
governzent), one OTr mOTe ceport numbers, and even
one or more titles.

Fianlly, because the material is classified in
the first place, there is the very significant
cost impoased by security regulations involving
apecial handling, controls for accountability,
atorage, tranefer, destruction, etc.
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The foregoing are essential and accepted costs

of doing the kind of business we all are involved
in, and good wanagers try to hold them to a mini-
mun commensurate with doing the beat possible job.
But some costs which seem to be beyond our control
and are most frustrating and agonizing are related
to the requirementa of retention autherity. Here,
we have to go t'.rough the expensive process of
renewing or obtaining a retenticrn authority for
documents in our colilection which still may be
pertinent to our general capability. Or else go
through another expensive process of getting rid
of them, and then at gome later dace, be asked to
re-acquire the same material for some other
gpecific need. Here, the original activities of
acquisition, indexing, etc. have to be undone
when ve get rid of them and then redone when we
re-acquire them, which in effect is tripling the
original coat of the function. Not only, that,
there 18 the intangible cost of delay in obtaining
the material, or the possibility of having to
“"reinvent the wheel" because the material is not
readily at hand. We feel strongly that these are
largely waateful and unnecessary costs and could
and should be eliminated. The rationale for our
feeling goes momething like this:

The objective of the contraecrtor librarian is to
maintain & usetul, manageable, relevant file for
his users. Non-relevant material will not only
increase his maintenance costs, but also produce

a larger percentage of false-drops, or, non-useable
material in response to a user's requirements; this
will add to the user's cost also. Thersfore, the
librarian will not want to retain non-relevant
material-~or in other words, he will get rid of
material when it no longer can serve his needs--

or when he, in effect, no longer has a "retention
authority.” Since the contractor librarian will
make cvery effort to keep his collection realistic,
efficient, and dynamic by eliminating "dead wood,"
he shouldn't have to go thru an expensive and
redundant process to re-justify retention of
documents already in his collection.

A contractor with a DoD facility clearance based
on contracts, grants, or s capabllity to provide
products or potential products for the DoD should
be able to retain any supporting documents for as
long As this relationship with the oD exists--
not just a8 long as a specific contract exists.
Therefore, rather than retention being based on
specific contract coverage, a general retention
authority should apply, based on the contractor's
DoD approved capsbility or "Area of Gompetence,"
with the contractor being the best judge of what
will support his efforts in behalf of the govern-
went, instead of the other way around.

T e I R anan N




-y

a8

Earlier, in descriding acquisition of material,
I mentioned receipt of docuswnts on automatic
discribution. This of course, costs the recip-
fent nothing, insofar as acquisition is con-
csrnad. But 1'd like to pursue this point
further now and show how it doea have s direct
and rather significant besring on the cost of
handling claasified material--and one which we
feel can definitely be improved upon and reduce
costs.

Tc set the stage for this, let me review briefly
a bit of history. The post-WW (1 information
explogsion, brought about by the $§ billions spent
on R&D 1in all areas of DoD wespons systems and
related scienc2 and technelogy, generated
hundreds of thousands of reporta, including a
high percentage of clasaified. Distribution
lists were created in order to disseminate this
valuable information to all who had a need-to-
know (and perhaps many who didn't). One rather
famous list was the "Guided Mimaile Tech Info
Diat List."” All contractors who were doing any
work in this Area--and some which weren't--were
on this list and automatically received reports
as they were generated by auy of the others. All
of us got each yihérs' reporte, whether we rezlly
wanted them--ot wore importantly, really needed
them~-or not. This sort of thing prolifersted
the dissemination of classified documents for
years--before "retention authority" became a
buzz word. But now, of course, such "indiscrim-
inate" dissemination is & thing of the past., Or
is 1t?

Thia method of dissemination may be a bad habit
that some sgencies can't seem to break--or else
it just hasa't occurred to anyone to try to find
a better way.

Some suggastions:

1. Reduce primary distribution to a "hardcore"
few. Lec the secundary distribution agencies—
such as DIC--handle tha dissemination of
classified reports based on specific need-to-
know.

2. Send only to ons central spot (library) ia any
organization--let tuls central control handle
further dissemination within the agency/
company .

3. Do not send to individuals but mention them
if its important for direct internal contact.

4. Audit each list at least snnually.

3.

Send only unclagsified announcement of
publication--with abstract~-and info con-
cerping 1ts acquisition.

We feel such actions as these would cut costs
dramatically in the handling of clasaified
material, but could only be effective 1f the
appropriate government agencies are able to
communicate at the vight levels,

In a nut shell, then, 1've tried to get &cross
twe imporiant points which could lead to
reductions in the coast of handiing classified
material:

1.

2.

Base retention Ruthority on sponsored and
authorized capability or Area of Competence,
rather than specific contracts.

Eliwminate or drastically reduce the automatic,
primary distribution of classified documents,

PRESENTATION BY MR. CAMPBELL: Consequences of

Full Compliance with the Present Law (i.e.,

without questioning)

Possible consequences include:

1.

Destruction of basic refecrence documents

A reference book, according to Websters, is

"A book (as a dictionary, encyclopedia, atlas)

inrended primarily for consultation rather ;
than for consecutive reading." To the

librarian, reference bdooks include continua-~

tion publications such &s symposia proceedings,

classified periodicals, indexes, hibliograph?es,

etc. which form the basic research materials

that are essential to the library's function,

and which are often irreplaceable.

Premature destruction of such materials is
costly to the customer. Because of time
restraints written into proposals or contracts,
engineers frequently cannot wait tor the
library to reacquire such materials, if avail-
able, and they proceed to reinvent the wheel.
The Government pays for research that has
aiready been &ccomplished and paid for else~
where.

Incomplete or inefficient usage of government
furnished bibliographies

Use of retrospective computer searches of
NASA's and DDC's collections results in
valuable bibliographies. These ara rendered
significantly lega useful when che documents
cited are not available immediately because
of reasons outlined in "1" above.
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3. Reacquisition of destroyed documents

Desiroyed documents have to be reordared as
raguired, Current costs are $3.00 and up
for full-sized copy. and $1.45 and up for
microfiche vergsions. To obtain the docu-
wents staff iloe is required from the re-
quester, the library, the mailroom, clagsi-
fied document control, and others, To be
maximslly usable, the docuwent may have to
be cataloged again, at a coat which tradi~
tionally costs as much woney, ot more, than
the original cost of purchasing the document.
All of this eventually increases the coat to
the customer (the Government).

4, Hindered response to contracts and requests

for _proposals

Many clagsified document requesta ave for use
on short-term contracts, ot to answer requests
for proposals, with very little time to
acquire documents of possible value. In

order to acquire documents for use on a con-
tracr, cne contractor has to walt for the

DE 254 authorizing use of the Defense Docu-
mentation Center. Then, Form 1540 to register
the contract with DDC has to be completed.
Three to four months delay bdefore we can
obtain documents on a coniract is usual
rather than exceptional. Propesals can not

be registered at all, and customer furnished
date are frequently not received on time.

5. lUnder-utilization of goverument funded re-
search

Technical contents of proposals not leading

to contract awards should be preserved for
adaption to other efforts. Enforced premature
destruction of such data prevents another
petential customer from teceiving the benefits
of previous research.

Recommendations

The Loe Angeles Regional Technical Information
Users Council recommends that the Department of
Defense consider the following:

1. Technical lidrary/information center central

repository

Recognize the technical library/informarion
center as the central reposzitory for classi-
fied reports and information neceasary tv a
company's successful performance of contracts.
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Librarian/information specialisg

Recognize the librarian/intormasion speclal-

ist as qualified to determine which documents
are appropriate to acquire and retain, based

on DDC Form 1540 and DoD Form 1630,

Enlarge the concept of retaining reference
material

Industrial Security Letter 70L-8, 18 November
1970, says of DoD's Technical Abatrast
Bulletin (TAB): "The Defense Documentation
Center (DDC) furnishea clamaified TABs to
contractera who huve been certified and
registered for receipt of selected scientific
and technical information. The TAB ia fur-
nished so that eligible contractora may have
subject matter abstracts of documentation
which is available and usable on vne ovr more
vlassified contracts, Accordingly, the TAB
may be retained by a contractor as long as
his facility has a vaiid registration (DD
Form 1540) on file at DDC..."

This concept should be enlarged to include
other basic works such as bdbibliographies,
Clasaified Scientific and Technical Aerospace
Reports (CSTAR), the Journal of Defense
Research, Infrared lnformatlon Sympesia pro-
ceedings, etc.

Companies with demonstrated competence in a
fleld should have retention for a reasopable
period of time, say eight years to match the
new Generzl Leclasaification Schedule. At
the end vf a stated period, retention renewal
could be applied for.

Allow retention of all clasaified documents
that cost money, or eliminate charges tor
them

Companies must pay & handling charge to obtatin
clagsified documents formerly furnished free
of charge; cowmpanies should have the vight to
retain these documents as necessary, based on
current certification of Fields-of-lantevest.

1f this 18 uwnacceptable, we recomnend that
charges for classified documents be eliminated.

Recognize Form 1630 as a basis tor document
retention

DoD Form 1630, "Research and Development Capa-
bility Index, Scientific and Techaological
Fields of Intecest,' should be a legitimate

v o e T




40

basis for retention by subject areas, rather
than by {ndi{vidual contracta. The Goverument
awards money for IRGD effort based on the
1630, s0 it ia not logical to impede our
performance of tasks the Government is inter-
eated in.

AND/OR
6. Recognire subject areas of contracts regis-

tered with the Defense Documentation Center
as_a bagis for document retention

Precedent exinte for this in that DDC's Auto-
matic Distribution of Documents program was
based on a compilarion of regiatered con-
tracts.

7. Recognize the archival function of the techni-
cal library/informstion center Lo retain
company-generated documents

It has been the experience of moat contractors
that after destruction of company generated
classified material, 1t has subsequently
become necessary to reconstruct as well as
possible, from memory, material contained in
those documents, The Goverrment should recog-
nizc the archival function that librariea are
frequently charped with, and allow them to
keep internally generated documents on that
basis; or at leant, contractors should be
allowed to obtain their own documents from
DDC or NASA without expensive procedures.

8. Retention of proposals

Allow retention of proposals, together with
documenis acquired or generated i{n the process,
in order to respond promptly and effectively
to future Governuent needs.

9. Improved Communication

lmprove intergovernmental communication and
instructions so that DCASR agents within a
region, and betwveen regions, interpcet regula-~
tions uniforwly. It has been the Council's
experience that uneven interpretations have,
on occasion, worked to the detriment of one
contractor compared with another,

In summation, we subwit that in today's economy,
we do not store documents without due considera-
tion of their possible need in future programs.
Documents require space and cost money, and
1ibraries are chronically short of both. We
expect to be responaible for the documents we
have; we merely ask that documents be made easier

to retain so we can perform work more efficiently
for our custorer, the Government.

PRESENTATION BY MR. BERRY

1 have been referred to ag the "Crusader of the
Technical Information Program" because of my
continual concern for the fmprovement of control-
ling, claassifying, releasing and accounting for
the billions of dollsrs worth of technical infor-
mation that should be readily availablie to the
industrial community, For the past 32 years, I've
been trying to improve the system and at the samge
time work within the framework of a dynamically
changing but poorly constructed information system
at all levels of government and industry,.

Today, after 32 years of government employment, I
am a retired citizen and will pass on to you some
of the observarions about the frustrations that
confront your corporate libraries and thuse of us
trying to support the techiaical engineers' and
scientiats’ information requirements, while oper-~
ating within system restraints, compounded by a
fantastic flood of technology that has been
labeled the "information explosion."

About ten years ago, as a civil service worker,

I was assigned to what was then called the DCAS
(Deputy Commander of Aerospace Systems), Technical
Data Center of the Afr Force. My responsibiliiles
were to determine, with the System Program Offices
(SPO), what documents were to go into the Armed
Services Technical Information Agency (ASTIA)
which is now Defense Documentation Center {(DDC).
Documents that dign't go to ASTIA at thst time
remained within the Air Force Technical Data
Center and wevre tightly controlled. But my next
job was with DDC and 1 became a liaison officer,
responsible for traveling in all fifty states and
some foreign countries, to teach contractors and
military how to utilize the services of DDC.

1t was my job to get together with the military
and civilian industrial aecurity officers and
tcll them what was wrong, get together with and
lecture the Procuyrement Contracting Qfficers
(PCO) and administrative contracting officers on
problems. It was my further responsibility to
get together with the SPO and project officer at
the lab level and work with the librarians to
try and resolve the lack of coordinatioa between
originator and user of the documents. Moat of
the engineers vorking in industry do not under-
stand the problems facing their librarian. He
or she has to acquire a document that is con~
trolled beyond requirements or buried in some
SPQ's file cabinet.
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et me tell you a true story about an sngineer
who wrote tu ue at DDC; he wam trying to get
direct access to classifioed information from
DDC. 1 visitod the engineer at his company, got
together with his boss and we walked tc the
library. 1 weaid,

"Did you ever hear of your company library?" He
sald,

"NU-"

He had to pass it every day going to the cafe-
teria, and the librarian rode in his car pool!
This {8 & typical exampie of what 1 am trying to
emphasfize about lack of communication.

The PCU's have to learn what their responsibil-
ities are in relation to DDC. The {inepectors in
the industrial security vffice are justly con-
cerned with the idee of eliminating unnecessary
documents from the contractors holdings. They
don't want the contractors accumulating large
holdings of documents that are not being used.
But, at timee, the lack of communication between
the PCO, SPO, Indumtrial Security Inapector &nd
DDC results in & atate of confusmion for the con-
tractor.

For example, we had & PCO in the Army tell a
contractor to dedtroy five hundred secret docu-
mentw. The contractor complied, and about a week
later the contractor was regueating from DDC the
same 500 documents, approved by a new PCQO. The
company had to pay for these 500 documents all
aver again. SYituationmw like thie put a drain on
our economy. So who is kidding who? We've got
problems.

Anothor probiem avea is declassification of docu~
ments. In my job at DDC I smaw more documents with
the exempt stawp than with the downgrading stamp.
Do you know what the problem is going to be in the
next three tov five years? Trying to find the
lieutenant who put the aexempt statement on the
document, uvo that it can be veleased to the con-
tractors,

DUC ia wuggested am the center within the DoD with
responsibility for distribution of DoD funded
reportn. 1t will never happer. Why? We have taoo
many project officers and $P0'a that have docu-
menta buried in thelr wafes, Through a search at
e, 1 found that three thousand organizations
never contributed a document to DDC, yet they had
DoD contracte.
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To portray the problems, frustrationa and loss
of time and money, let's take a typical research
project and follow the litarature research cask
that would be required by responmible engineers
aid sclentists. Let's aamume the project e to
determine the vulunerability of typical sircraft
electronica to lightning~induced voltages. The
contract, in our imaginary portrayal, is with
the Alr Force and is of course DobD.

Your company library will register this contract
with DDC in approved fimlds of interesmt. Request
for bitliographic rvetroapective literature
gearches will be sent to DDC. After a few weeks,
the investigating engineer will have abstracts

of studies previously completed that are in DDC,

However, approximately 50X of the jiterature
never gets to DNC bocause some of the SPO's and
PCO's are not aware of DDC and never mee to 1t
that copliea go to DDC. This results in the
duplication of studies because the vrtiginal work
18 lust to any retrieval syatem. The country
and the taxpayer sufier.

The investigating engineers would probably want
to make a search of the NASA Scientific and
Technical informaition Cenivr because they
probably have explored thia area in the past.
But--NO--you will he told that you do not have

a NASA contract and thervefore do not have a
"need to know" and cannut have access to thelr
callection. Agaln, the United States of Americe
and the taxpayer losen, The same story would
hold true at the AEC {nformation facility.

The only report literature you can get is that
depositod in DDC or National Technical Informa-
tion Services, The NTIS report litersture will
consiat of mome NASA and industry studies that
have been released to the general public.

Now, getting back to your ODC bibliographies.
Many of the documents you identify as bheing
pertinent will have an "L" beside the accession
(order) number. This means you cannot acquire
it unleas the SPO approves your request, becaunc
he im controlling the releame of the document.
The vffice the SI'0 was in may be gone; he may
be reassigned and no one la around that can
approve your requeat tor the document. Again,
you are deferted in youwr efforta to treview the
literature. The procedures eatablished by
burcaucratic agencier have locked out the
wltimate user of the information and ar a
renult out country cannot develop important
capabilities or even crsential weapuns systems
in the moat efficient manuer.




Your librarian will be busy making all kinds of
searchea for you, and of course 1 have over-

aimplified the amarching technique. My main

point im the inadequacy »f tha information centera
in the government. They lack active acquisition
programs aud proper axchange of information, The
proceduras are a practice in red tape tangles.

My final recommendation as 1 address you ar a
United States private citizen working on a velun-
tary bania with a congreasional delegation in San
Diego, with the National Contract Management
Association and thelr relationship with the
library technical information specialiets, is to
mike a fiva stand on problems and recommendations
to improve the network of information technology
dyHtoms .

Don't go to DobD. Don't go to Tranepurtation,
Don't go to Agriculture. Make a firm atand as &
National Clasaificatfion Management Ausociation
and go to Congress ad a soclety, not as an {ndi-
vidual or a corporation. They'll scuttle you {f
you come in the namp of a company yow work for,
but they will liaten to you 1f you come an a
Rroup.

FRESENTATION BY MAJOR HOCK:
Contractor Program

it Force Fotential

——m

What is lt?

The Alr Force Potential Contractor Program (PCP),
as {te predecessor, the ¢ir Force Technical Jbjec-
tive Document (TUD)Yropram; the Army's Qualitative
Requirements Information Program (QR1); and the
Navy/Ilndustry Cooperative Research and Davelop-
ment Program (NICRAD) is an information exchange
program under which the Air Force will aponsor
qualified contractora for access to the Defensne
Documentation Center (DUC). The key word to bhe
strenned la "Potential)” ar the program is primar-
ily atmed at providing access to information on
DoD research and development programe in wpecific
technical arvas to those contractors who do not
have currsnt contracts {in these armas, The intent
of this program is to smupplement--uot to replace
or duplicate-~the required procedures of register-
ing with DDC all DoD contracts under which DDC
survices #ve deaired.

Une polnt needu clarification aw it is frequently
brought vut in coxrespondence and conversationa
rogarding the PCP, The tranamitial letter and
instructlone on the PCPF were interpreted to mean
the TOD Program was totally defunct The TOD
Program waz titled such hecause a contractor's
original entry into the program was bamned on the
approval to receive Techuical Ubjectivea Documenta

laboratories.
will indeed be
the National

(planning documents) from the
Technival Ubjective Documsnts
prepared and placed in DDC or
Technical Informatfon Service (NTLS) for secon-
dary distribution. Air Force sponsorship for

DDC mervicoer under the TOD Program was termtnated
upon implementation of the PCP. In ezaence, the
PCP replacen that aspect of the TOL Program and
honceforth the Technical Objective Documents,
when clasaified, may ho obtained under the PCP.

The rewpousfbili{ty for administcation of *he PCP
in veated in the Scientific and Technical Liaison
biviafon, Director of Science and Technology,

Alr Force Syutema Command.

Eligibility for Participation

Basically, the PCP im open to industrial, educa-
tiopal, and non-profit organisations who have a
demonatrable capability ¢to perform work under a
contract, or grant, with the Air Force. Approval
tor participation 1a hased on three considerstions:

1. tapability
2.  Noed-to-Know
3. Sacurity

Capubility is ascertolned by an evaluation of
contractor-prepated information that ia per-
formed by actentific and technical peraonnel in
the lahoratorien. Factors evaluated ave experi-
ence in performing work fur the Government,
personnel, and facilitiens.

Naod~-to-Know i ecqueted to the posneasion of
capabilitien, the oxprension of a deaire for
funformation in a given toechnical avea (COSAT]
field and group), and the execution of a policy
Agreement .

Security aspectn of the FMUP are controlled in a
mannetr simflar to that of contractual tranm-
actions and thue will be handled by Defenne
Contract Administrat{on Servicea Regiuns (DCASK).
Thoae orpanisations which do not have or desire
to ubtaty appropriate tacility and pevaonnel
clearances may pavticipate on an uwnclasr{fted
basin,

Bhay are the Bopelits

It im unrealintiv ro suggest that the PCP 18
ideal and nwetn (he derires of contractore when,
in fact, it is more veatrictive than the TOD
frogram and alue requiven B groater amount of
etfort and copt on the part of the contractor

to qualify. Qverali, however, the benclitn to

be derived appeat to warvant the {nvenmrment.




Accees to current planning information, technol-
ogy needs and research objectives provides in-
sight into DoD reaearch and development which
could place a contractor in 8 more favorable
position for future contract negotistions, This
information could also be a driving force for
orienting the Independent Research and Devalop-
mont Program (IR&D). There is aleo that aspect
of a company using a milirary technology for
application to a civilian problem.

One benefit of apecific intereat to the National

Classificacion Management Society is a retention

period for claswsified documenta that is equitable
ro the useful period of documents.

Application for Entry into PCP

During February 1974, packages containing in-
structions and application materisls were for-
warded to cach participant in the TOD Program.
They are now available from the Air Force Systems
Command {AFSC) Contractor Relations and Small
Buainess offices (CR&SB) - eleven are located
throughout the command--or from Hq AFSC--either
the R&D Paae Procurement Office (PPPR) or the
Scientific and Technical iLiaison Diviaion (DLXL).
Each psckage couslsis of the lotter of imatruc-
tiona with the following attachmenta.

1. Roster-AFSC Organizations Related to Techni-
cal Areas by COSATI Flelds and Groups

2. Sawple of Supporting Data
3. Policy Agreement

4. Roster-Air Force Conv.cact Relations and
Small Business Offices

S. Roster-PCP Administrative Local Points
6. Appropriate Forms

a. DD Form 1630 - Research aud Developmert
Capability Index. Scientific and Tech-
nological Fields of lnterest

b. DD Forms 1540 -~ Reglstration for
Scientific and Technical Information
Servicen

c. DD Form 1541 - Facility Clearance Regls-
ter

All forms or prior edition thereof heing utilized
for this program with the exception of the Policy
Agreement have been in existence for quite some
time and for the most part eelf-explanatory.
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Thus, only salient points-~those frequently
wmisunderstood--on the submission of documents
will be preaented.

The Policy Agreement is submitted to the labo-~
ratory that a contractor selects as his principal
Air Force Contract. Thias principal contract
should in most cases he the laboratory that has
cognizance aver the mzjor portions of the techni-
cal areas of interest to the contractor. The
contractor : .ould also advise gll other labora-
toriea to w! lch he submits an application of the
principal ¢ itact. Frequently, the term lead
laboratory 1y used. The roster which delineates
the AFSC Organizations Related to Technical

Arcas by COSATI Fields and Groupe was deviged

to assist in making this selection. 1f the
contractor has aigned a Policy Agreement with

the Army or Navy, he should send a copy of that
agreement with each application to Alr Force
activities. By wmutual agreement each service
will honor agreements executed by the others.

The DD Form 1630 and supporting documentation
actuelly eerve a dual purpose in those cases
where the contractor, in addition to pertici-
pating ir PCP, deaires to be placed on the R&D
Ridders' Mailing List. For application to the
PCP, portions of the DD Foram 1630 and the
asgociated supporting duta are submitted to the
appropriate laboratories for evaluation. To be
placed on the R&D Bidder's Mailing List, the
cowplete DD Form 1630 and supporting data is
submitted to each AFSC Ck&SB nffice and to the
R&D Bage Contractor Division, Hq AFSC.

DD Forma 1540 are submitted to and approved by
the laboratory ldentified by acronym on the
roater relating organizations to COSATI Fields
and Croups. The contractor completes only Part
1 - Requestor Application except for Block 8,
the expiration date, The laboratory, after
evaluation of documentation, completes Paris 111
and 1V, The Approval and Subject Filelds of
Interest portions of the form, and inserts an
expiration date which is dependent upon the
effectiveness date of the Policy Agreement.

Status_of Program

Thus far in the program, the DD Form 1630 and
supporting documents have been the higgest
problem avea. Contractore frequently have not
included sufficient information. It must be
realized that the burden of justification 18 on
the contractur; poorly or inadequately prepared
documentation 1s returned with a letter of
explanation. It should almo be obvious that
the pergonnel performing the evaluations for
PCP &lso participate in the gource selection
procedures for contracts.
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The reaponse t¢ the program did not immediately
meet the expectations; however, it 1e¢ growing at
a good pace. There are currently over one-
hundred participants and additions average 5-7
per waek,

In summary, the PCP was designed to be mutually
beneficial to both contractors and the Air Force.
To a compecvent contractor--scceas to information
which could place him in better position to
receive government contracts and to conduct rele-
vant IR&D. To the Air Force--identiffcacion of
additional qualified sources. While it is not
the {deal, it does appear to be worth the meager
investuents.

PRESENTATION BY MR, KAHN

1'm sort of surprised a% being the No, 2 man
here. 1 was once in a wminstrel show, 1 was in
the chorus and I always wanted to be the end =an,
but I don't think I made it today, either. I
have no formsl presentation to make. My remarks
will be completely impromptu and extemparaneous,

I'm really substituting for the Administrator of
the Defense Documentation Center who couldn’t be
here because of a prior commiiment,

1'q like to make a copment about our organiza~
tion, the NCHS, Since 1969, I've attended these
seminars, except for last year when they wouldn't
let me cross the Fotomac to attend the ressions
in Washington, D.C. Actuwally, [ live in Chevy
Chaee and work in Alexandiia, 30 1 do cross the
Potomac every day but last year DSA decided that
uyomeone else should attend and for a non-govern-
mest sponsored symposium the rule is that only
one pergon may do go.

These seminars have always been very helpful. 1
come away with a8 feeling that my professioual
batteries have been recharged and I hope that
this occurs to all of you.

On the matter of document retention, 1 wonder
what 1 car tel) you about DDC, how we fit into
the picture,

When DDC receives documentms, those documents are
microfiched. That is, we put them on film and
forever after, they're avallable to qualified
requesters.

We can then furnish micro{{che or paper copies.
I1f two copies are submizted to us and if you
want one of those two criginals, you may be
lucky and receive it within the first year,
provided yours is the first requeat. We no

longer keep paper coples after one year, so the
chances of getting an original copy of & document
are diminishing.

After the onc copy i@ sent out and during the
first year, if you want a paper copy, we use our
microfiche and reproduce one for you. Now,
there's something to consider, that if we get a
good document to start with and we get a good
microfiche and i{f our reproduction equipment is
in real tip-top shape, you get a real good rapro-
duction from that microfichs.

I think that in this retention question we in DDC
are really in the middle. We can't tell you one
way or another what should be done on that score.
This would be up to, 1 feel, the DCAS people.

It seenms to me that DCAS and the contracting
officers nught to get rogethar and make decimions
on retention.

1 might alac tell you one other thing about wy
saying 1f we have a document. We find that a lot
of documents do not get tc DDC, so that we don't
have a hundred percent of what you might want.

To repeat then, if you :ect the documents to DDC,
we will put them on microfiche for you as well as
for us.

The reason we don't get & hundred percent of the
documents 18 that in a Department of Nefense
Instruction, 5100.28 (soon to be revised), 1t
more or less gives the charter, the guldelines
for DDC, listing categories of documents precluded
from DDC. Oue of thuse categories~-we've been
seeing lately because the Security Regulationm
5200.1-R, has a paragreph mentioning "'sensitive
methods and intelligence sources.' DD is not
allowed to accession documents that have intellj-
gence material, but as 1 read that regulation, it
iz very loosely set forth in that paragraph and I
suspect too rigidly applied.

In the event we get auch a dccument, we usually
Zive you a telephone call and ask, "Do you really
want this document to be in DOC or do you feel in
11ght of the mecurity regulation that it should
not?" I1f you feel it belongs in DDC we'd iike
you to confirm i% in writing to us.

1 expected that after 1 heard more of the speakers
that I woulid be able to answer some questions about
limited documents, but 1 see that the speaker
preceding me has already mentioned then.

We annually receive approximately forty thousand
different titles, I don't mean copies. There is
a grent disparity between titles and copiea. 1f
you send ug a document that 18 guppozed to be
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released to the public, we need twelve copies.
All other categories, and this includes unclas-
sified documents that have to be limited, or
classified documents, we only need two copiles.

0f our forty thoussand titles per year, and that's
a round m mber--1I don't think we quite wet forty
thousand this past year~-aboutr thirty-five per-
cent carry the distribution statoement that limit
digtribution.

That distribution statement is the "B'" state-
ment. There are only two statements, you know,
the public release gtatement, which is the "A"
statement which goes on the unclasgasified/
unlimited, and the "B" statement, which has to
be on & document 1f it's unclassified and you
want it limited. A classified document can be
sent to ug without a statement and in that case
only security and need-to-know will control 1ita
distribution.

The 352 figure of document titleyg mentioned
previously as being limited in distribution by
the B Statement refers to 35X of the 40,000
total received. I don't have the exact figures,
I calculated it yesterday, but I just can't
recall it exactly at the mowent.

I think that at this point 1 will let someone
else get up and raise some questions, and, in
the meantime, when we get a question period 1'l1
be here. Thank you, .

QUESTIONS AND AHSWERS

MRS. CLIFTON: Unfortunately, one of our panel
members, Bill Jonee, had to leave to he btack in
Loa Angeles, 80 he sends his regrets. Now ve'll
have the question and answer period.

MR. JERNIGAN: 1'd like to make a statement
instead of a queation, Joe Ann. My name is Johr
Jernigan. 1'm with the General Electric Company
in Philadelphia.

As everyone in this room knows, classification
retention, or clasgification material retention
has been cussed and digcussed for many years,
and for as many years as notice has baen brought
to the attention of Dol, mothing new has come
out of this.

You submit a request for retention and in ninety-
seven or ninety-eight percent of the rases you
automatically get retentlon for three years.

No one questions to any degree why you need the
materials, 80 all you're doing ie going through
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a paper work mill, and even an the second request,
1f you show any degree of trying to reduca the
number of documents, all material in your posses-
sion, you usually end up getting retention authori-
2ation for a second retention period.

1'm sure that Bill Jones has expressed the concern
and feeling of everyone here today about retention,
but if they let the security menagers handle the
reteation, we will do eo in a professional manner.

He sure don't want the materisl around any longer
than what is absolutely necessary to do the job.
However, if we contlnue to destroy the techmology
that we have attained over the years, we are going
to destroy everything that we've ever worked for,
and we're going to end up spending wmore money
either going back to DDC if they hsppen to have a
copy of the material, and having it reproduced.

Now, Bob Green has gtated that new--or something
is being dene about this and a significant change
can be expected in the very near future.

I know I for one sure hope 8o, because in our
business in the past we have destroyed material
one month and found out that an agency wants
accees to it the following month.

MR. CHELIUS: For Major Hock. The technical
objectivea program has a number of line items in
the classified section. In other words, you have
a number of separate classified problems thst you
want industry or organizations to begin to con~
sider in solving thoee problems.

What have you considered as putting out; what have
you considered with respect to also putting in
with thege TOD documents a security guide so that
when companfes generate information or submit an
ungolicited proposal pursuant to these requirements
that they will have adequate guidance in order to
classify the information?

MAJOR HOCK: Well, we anticipaie quite a few
unsolicited proposals under this program. Really
one of the aims of uneolicited propusals is to
look for sclutions to the different prublems that
are identified in the TODs.

Nuw, or the whole, most of the TODs are uader-
clagsified. We're talking down in the basic
research, exploratory development and some in
the advance development. When you're getting
down to that stage, most of 1t ig unclussified
as you're talking about technology.

When you relate it to a system, you're getting up
into the engineering development and usvally at
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that time you don't receive too many unsolicit-
able proposals, Those you write out in a com~
plete statement of work.

Now, if you do get a clasaified TOD and you reply
to a certain TPO with a number, T would use the
asme clasglfication as was on the TPO,

MR, CHELIUS: Maybe I should restate ty question
then.

How does your program relace to the overhead cost
under, I think, ASPR Section 153 with respect to
independent research and development?

MAJOR HOCK: This 1s meparate from IR&D. This
may be the driving force of the IR&D where we
outline what we're looking for.

I would suggest that 1if you look at these TOD's
and you find an item of interest, they will alsc
give you a point of contact for that item. You
get A contect down in the laboratory, If you do
call that guy, indicsate that you would like to
put in a proposal. You might discuss it with him
for a few minutes, or maybe make a trip down to
see him and state "You're looking at 1t from this
way. What do you suggest? Do we have grounds
for an unsolicitable proposal? Are we proposing
anything new?"

MR, CHELIUS: What about a classification basie?

MAJOR HOCK: A what, sir?
MR. CHELIUS: Classification basia?

MAJOR HOCK: To that 1 can say only if the TPO
within the document 1s classified, I would use
the same clagsification. We hope one of these
days~-1 think M. VanCook talked abcout ic--that
DNC would have the clagsified guide for all these
weapons systems. If it {s related to a weapons
system, you would have a security guldnnce.

MR. BAGLEY: .Jim Bagley, Naval Research Center.
1 would like to point out, however, that you're
entering into a very interesting little legal
problem in the sense that the Government cannot
classify any ianformation until it takze title to
that information, and taking ti{tle means then

that pome sort of a contracting process has begun, you know, that the title is then classified.

20 please, 1 would rather you not mislead the
people. A true unsolicited proposal cannot
properly be classified unless the Government has
had title to that information.

MAJOR HOCK: Once you sign a contract, right,

MR, BAGLEY: 1 didn't e@ay that. 1 said starting

the procedure process.

MAJOR HOCK: The gentleman 1s right. Most un-
solicited proposals we veceive at the laboratory
come in under company confidential, company
proprietary, or something like that.

MR. BORMANIS; Joe Bormanis. I think I'd better
start wy question with a statemeat first. 1 think
in mcat companies we have large libraries and
computer tapes of various kinds. Also, computer
print-outs. Normally, they are kept differently
from the standard libraries we have. Has a library
council ever looked at consolidating all informa-
tion 1in one given technical information center of
the committee with the data processing people from
their own libraries, because, in most cases, if we
need information, their indexing is su poor that
you wind up running tapes for hours, maybe even
days, till you find what you need.

MRS. CLIFTON: This 15 something we haven't
addressad ourselves to, but it sounds like & very
interesting future problem, very interesting,
indeed. 1In essence, you're saying that you have
information that your data processing section has
put togetier and really supported an index, but
you can't really find anything; is that correct?

MR. BORMAN1S: Correct.

MRS. CLIFTCN: We don't have anything as such like ,
that in cur company, but 1 can gsee the problem
springing up. We haven't really addressed vur-
gelves to that problem, but one of the problema
we have had, we mentioned, is about how difficult -
it is to put classified information on the tapes, ,
because ir's impossible, so I understand, to erase .
the clessified information.

At least my data processing pecple have relayed
this to me, but then they told me a few other
things that they couldn't do and then I went out
and found out that they could, so I don't take
anything that they say literelly, particularly
about the tapes, 18 that true or not true? Does
anybody in the audience know?

UNIDENTIFIED SPEAKER: Well, our tape system has
clasgified material on it, but it just comes out,

MRS. CLIFTON: You only put the unclassified
portions of your cataloging information on there?

UNIDENTIFIED SPEAKER: Right




MR. CAMPBELL: I think you can remove any infor-
mation in that tape that you put im it, but you'd
have to be able to find it and addrees it and
bring it out again, same as changing say cata-
loging of information, but all systems I know of
do avoid putting any classified information in
that tape. You have to go through too much
trouble to handle it.

1 understand that you can't change
Myer, you should have
1'm sure you must be

MRS. CLIFTOHN:
the imprinta on the drum.
some information on this.
doing this at DDC.

MR, KAEN: No. I do know that when we have to
change our records, you do it by specific flelds,
and 1f we have a set of descriptors, there may be
eighteen or twenty or something like that we have
to wipe out the field complerely and write the
whole thing all over agsain, leaving out what we
want left out.

MRS. CLIFION: But you have no problem with
erasing classified information?

MR. KAHN: No, we just pick the computer field
that it's in and we have thirty-six fields for
each document.
MRS, CLIFTON: Okay, fine, Myer.

I have a question I'd like to address to anybody
in the audience, because it's a question that
comes up all the time and maybe somebody here
could give me an answer.

We conatantly run across retention problems. They
tell us that after five years that much material
1s no longer valid and no longer of any value at
all, and on retention of some of our reports this
time around they gave us an additfonal three yeers
on gome material that is currently five years old,
and they said ar the end of the three years that
we had to destroy 1t, because if would no longer
be of value. It would be obsolete--so tu speak~-
and yet wy question is--because we found that the
men in our organizarion would like to retain this
because they claim quite the contrary, it 1s still
quite valuable information, so my question is why,
1f the informaetion is no longer that hot--is {t
still going to be classified three years from now?

Does anybody have an answer to that? We run up
against this all the time, particularly in relation
to claesified journals.

1'd like to have some ammunition to use when the
subject arises. I don't understand why they
shouldn't declessify it,

LT. COL. GRIMES: 1'd go in and ask them underx
the Freedom of Information Act to review it.
If the document ie confidential and it is five
years old and they're going to give you three
wore years, then they've got to go back to a
top secret authority and get permission to
exempt it, or they have to give it to you.
of the two.

One

MRS, CLIPTON: Thank you very much.

They could be exempt by
restricted data.

UNIDENTIFIED SPEAKER:
statute. It might be
UNIDENTIFIED SPEAKER: Can't hear the lady.

UNIDENTIFIED SPEAKER: The material could be

reatricted data and, therefure, exempt by
statute from the classification or downgrading.

MRS, CLIFTON: My point is why would it be
restricred data?

UNIDENTIFIED SPEAKER: By statute.

UNIDENTIFIED SPEAKER: As a librarian, 1 also
have a question.

MRS. CLIPFTON: Please

state your name,
MS. ALEXANDER: Colleen Alexander, Convair. In
declagsification of microfiche, which is getting
to be sort of a new thing because we haven't had
fiche that leng, but, again, when you go to
declassify a plece of microfiche, no one seems

to be able to tell me how to do it, and I don't
want to destroy it and then buy it back declassi-
fied for a dollar and a half.

MRS. CLIFTON: We're also having this problem.
UNIDENTIFIED SPEAKER: 1'm going to ask a DCASR
to back me up to make sure that I don't gay the
wrong thing, but I think 1f I had a sheet of
nicrofiche and it was due for declassification

I would put it in an envelope or a container and
put all the downgrading instructione oun it.
Then, whenever thst was removed from files for

a hard copy to be made, the hard copy would then
have to be declassified in accordance with the
instructions on the envelope.

If the inspector comes in and pulls it out of

the fileg¢ and says, "Why don't you declassify it,"
literally, you would have~-because in the manual
it provides for marking on the container, the
envelope, the box, or whatever the thing 1is in,
and I think this would probably be the simplest
gnlution.
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If you have a long reel of film and perhaps only
certain things within that were declasaified or
downgraded, again, you'd have to put the instruc-
tions and what you were doing on the conrainer
and then transfer that to the herd copies as you
used it.

MR. CAMPBELL: There 18, I think, precedence for
doing something like you say. The microfiche is
one plece and you declassify that piece with the
statement that 1f it is dietributed to somebody,
it must bear the proper markings. There 18 a
statement that one can use, I believe, on the
micro piece envelopes to the effect, that is, 1if
the document is blown up into hard copy, each
pilece must be properly marked before you give it
to the recipient, and in our company we also
mark the piece itself with a confidential or
unclassified, whatever the marking is, so that
if the fiche comes out of the envelope, we do
know what it is.

MRS. CLIFTON: Myer, would you respond to that,
also? What do you do at DDC? I could have gone
all right without asking that guestion, L'm sure.

¥MR. KAWN: Once again, 1'm not in that division.
1 have seen our people take the microfiche, and
where it says confidential, they mark it thuough.
I don't know exactly what they mark it with. I
have also seen them take the microfiche and strip
over, you know, like a correction tape~-you make
corrections on it when you tvie, and put an
unclassified on that, and then we algo mark our
cards in our shelf list,

Now, we don't change the AD number if 1t {s
declassified. It retains its original AD number.
We do change the code in the computer whenever
this 18 runm out in a bibliography.

MRS. CLIFTON: Excellent. I think we had a
question back there.

MR. GREEN: WNo, as a matter of fact, I don't have
a question. Bob Green, DCAS. 1I'd like to just
address a couple of things here,

I said from the podium that I wasn't going to
get involved in the detailg of thinge which we
have cooking in the industrial security program,

However, I am, since you've shown so much interest
in this question of retention, and I'11l trust your
good judgments and faith not to make me come back
and eat my words later on.

First of all, in the ISR, there's a very clear
statement of DoD policy with regpect to retention

of classified material in the hands of industry.
It says that USER Agencies should take a liberal
approach, are encouraged to take a liberal
approach.

Will you quote the rest of it, Jim?

MR. BAGLEY: WNot quite, but I have a recommended
change.

MR. GKEEN: The philosophy-~I won't go by the
words, because 1'1l be corrected on the words--
the philosophy is you take a liberal approach
because it's considered by the DoD. The reten-~
tion of this technical material by industry
contributes to the long-range requirements of
the DoD,

It keeps current and it adds to the technical
expertise and knowledge that's held in industry
that we depend on 80 much.

Now, we have an ISB, an Industrial Security
Bulletin, coming up very shortly, I belleve, to
the USER Agency which reemphasizes that DoD
policy retention 18 a problem to us as it was
to you,

In that article, we are stressing the role of
the DCASR in assisting industries in obtaining
retention authority from the USER Agency.

Now, we can't determine in all cases the need

for industry to retain. That is & USER Agency
decision, but where the reluctance to allow you
to retain is based on a lack of confidence in
your ability to protect, a lack of confidence

in your disposition systems, a lack of confi-
dence in your ability to downgrade and declassify
property, we can support industry im virtually
all cases, )

We can support industry by certifying te the USER
Agency that this facility, this company, has
demonstrated to us through the industrial security
program that they can protect a due downgrade,
they do destroy properly and there is no risk to
security to allow this company to continue to
retain. That's one point.

A couple of the things that we have under consider-—

ation, and, again, please don't say, "Bob Green
says this is the way it's going to be,"” because

before you see it, it may take a hundred-and-eighty-

degree turn. That's why I'n very cautious on
making any comments on the detalls of proposed
changes.
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We have under consideration a change that will
require or st leset afford an opportunity for the
USER Agencies to authorisze retention in the DD
Form 254. If it's known that the material will
be made available to a contractor or obtained by
him, only if the performance of a contract has
continuing research value to him and furthera

his position of being able to deliver to the
Government, the retention can be authorized in
the 254's. That's under consideration.

Another feature of retention that we have under
consideration is allowing a contractor to retain
classified material that is developed for bid
purposes, whether or not he is the succegsful
bidder. That material has value to the company.
It is valuable to the Government. It puts him
in a better position to bid on future procure-
menta.

One other thing that I'1ll have to confess is that
oy wemory is very ahort. 1 know that NCMS has
made one or more proposals to Mr. Liebling's
office on the overall question of retention.

That was going tc be my question. Y have lost
track of those.

MR. BAGLEY: The proposals have been made. Both
have been denied, and 1 learned just this morning
that the retention position papers that we had

put in were virtually the same as that recommended
by the Library Council.

MR. GREEN: So what we are faced with in the
industrial security program is, based on our
experience with the industry and with USER Agency,
is trying to relax to the maximum extent those
requirements for continued authority to retain
from the USER Agency by either making it auto-
matic in some of the ways I've suggested or for

at leaat extending the periods if we still have

to go through the mechauics of getting authority
periodically to extend those perioda of time,

Thank you very much.

MR. SUTO: One of the 1items that Bob mentioned
here, authorizing retention in the DD 254, is the
one area that contractors can really contribute
towards writing or revising the DD 254, and if
they're asked, for example, to provide some input
into the DD 254, this is what they should do.

They should ask for the retention of rhe material
for a certain perlod upon the close of the con-
tract. You can probably do this ahead of time
and save yourself a lot of axtra paper work.

We have done it on occasion. It has been
approved.
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MR. BAGLEY: Jiwm Bagley, NRL. You were talking
earlier this morning about reference material
and the inconsiatency, shall we say, of defini-
tion of what reference material {s, and you
brought up one particular point which I have
been very concerned about for a number of years.

Now, scomebody mentioned Shock and Vibration
Bulletin which NRL diastributes, but NRL does

not have title to all of the information in
that. So vhen people ask us for & retentiomn
authority and we do not have current contracts,
the action that my office has taken to start
with 18 to write a letter to the DCASR, the
appropriate DCASR, with a copy to the requester
and say, "We know that this company is still in
business. He know it is doing work in the area.
We alao know that the information in these
bulletins are probably the only reference source,
or at least aone of the most authoritative refer-~
ence aources that exists in the area. There~
fore, we recommend that they be given indefinite
rectention authority as long as they srill have a
clearance and storage capabilicy."

Nouw, this 18 done. It's the kind of thing that
you do to get around the specific situation.

There is another point, 1 believe, that should
be addressed, and if ycu pardon me, Bob, I was
looking at the words specifically yesterday.
That's why 1 was able to quot. them. The USER
says, "Shall be encouraged to take a libersl
attitude.” I think it's the set of words,
"Shall be encouraged,” which may become a hang-
up, 8o 1 think that some considerations chould
be given to a recommendation which says, ‘USFR
Agencies phall take a liberal attitude," ather
than putting the qualifiers in there of, be
encouraged to." It's a play on words, if you
will, a matter of semantics, but I think he
fact remains--and you people in industry re
better judges of this-~that procurement & .enciles,
once they get a contract over and done w’ :h,
care less about it. It's over, and the esidual
things like audit, what may be retained and so
forth, gets thrown into the past, or e! e new
people take over, so, therefore, thers is a
tendency, in spite of DoD's worda, tr hold back,
to wonder, to why, and all of the o .aer things.

I believe that if the words wers put in a more
positive sense without the qv .ifiers, then you
might tend to see a change Lf attitude, but
that's only one othe .ggeation.

MR. JERNIGAN: John Jernigan, G.E., again, just
to expand upon what Jim has said here, that
when the contract has been cowmpleted, the first
thing they tell us is that they want to close
out their records.
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MR, BAGLEY: Right. So this 18 very important to you if you're an
industrial security man and your company tells

MR. JERNIGAN: Now--so you go back and you you you have to go down and work on all chase

explain to them--you can talk to them, or verbal- documents. They'll think somebody is crasxy,

ly, or through written correspordence, and you because what happene when you go from microfiche
explain that you still nacd access to this and to hard copy in DDC, they only change their fromnt
they say, "All right, {f you still need access and back cover. They do not change all of the

to it, you transfer it to a related program. We individual pages.

will authorize the transfer if you get another

contracting officer to accept 1t." That's another thing you ought to take into con-

sideration, and as far as the retention is con-
cerned right now, 1f you do not have a contract
that you can specifically tie the documents back
to, the industrial security manual says that you
will have to get rid of those documentsa,

You can run into hang-upa. By this I mean you
could be working on many programs, but none of
which atre related to the specific subject of the
previous contract, so you're in a bind.

That's the instructions that the inspectors have,
g0 let's not kid ourselves and make words up of
wisdom that's not going to work,

So they say, "If you can't transfer it to the
related contract, destroy it."

Now, we're talking to contracting people that
really have no concept of~-or 1 don't feel they You must tie the document back to a specific

have any concept after talking to them--of the contrasct or you must get rid of the document,
technical knowliedge that exists in these docu- and that's the way it reads now.

ments.
1f you want to challenge me, fine. 1I'll pull out

Who--and 1 repeat, who--is {n a hetter position the 1SM and we'll look it up ourself,

to determine the technical value of a document
than those people who work with it on a contin- MRS. CLIFTON:
uing basis?

This gentlemen here.

ME., HERRINGTON: Warren Herrington, Stsnford

So there has to be some other way, because if Research Institute.
they want to close out their contracts, you've
got a problem. You alao have a problem 1f you
want to keep documents on an Alr Force contract
and it happens to be a Navy document or vice
versa.

1've been there eleven years and we have obtained
retention authoricty for every document we ever
needed to retain, and there are methods of keeping
them without tying them vo contracts.

How, it is true that we may have to go over and
above the immediate ACO. We do not panic. When
the DCASR people come in and say, '"Why do you have
all of this,”" they're asking a question. They
cannot tell us to destroy it. All they're saying
to us is questioning the number of copiles.

MRS. CLIFTON: That's for sure.

MR. JERNIGAN: So you've got to go across lines,
and sometimea this i{s pretty hard because the
Navy says they don't want the Air Force to know
what they're doing, 80 never the twain shall

meet.
We do get retention authority when we really need

MRS. CLIFTON: That's right. I believe Mr. Berry it. What we found we have to do is get the

has a atatement he'd like to make. sclentist, the engineer, the whatever you want

to call him, to give us some of the words that
MR. BEKRY: In the area of reproducing microfiche, will explain the need therefor, rather than going
DDC does not make new microfiche or upcheck their out with some stereotype request.

records except what they have--what we'll call a
tickler file. When a request comes in for a
specific document that's either a downgrade
where the distribution statement says change,

We find when dealing with Government people that
eventually we will come across someone who has a
reasoning ability. Now, you may have to go through
they will then change their microfiche and give several channels to reach that point-~-1 will con-
you a new one, but they do not go back and up- cede that--but you can. It takes a little perse-
check all their records automatically. verance, If you need it, you can end up deing {it.
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UNIDENTIFIRD SPEAKER: Amen.

MRS, CLIFTIN: This other gentleman back herm.
You had your hand up.

MR, FLORENCE: Here, way 1 go to the platform?
MRS. CLIFTON: Surely.
MR. FLORENCE: We've got a prublem here that 1

think has been raferred to as one of the long
continuing problems of industry on retaining
material in past classification marketa. With
all due reapect, the problems are short.

1 do want to coms up and make a commont that 1
believe wvill give some guidance to this society,
raorienting itselt as an organiszation and
approaching the rasclution of this prcblem, and

1 think I would like the record to show at least
a fev of the individuals ave gone now but the
record should show a little matter of history
that 1 think would help resolve this problem, and
I have in wind going back a few years in my
experience when the question of discloaing
classified information to people outside the
Executive Branch or outside of the Government, in
industry, or whatever you want to call them, with
the queation to he resolved on the basis of what
all of you like to call, "Need to know now."

Contracting was absolutely no consideration. The
basis and the policy on which we in the Government
disclosed classified information to people outside
of the Government was who were helping us in a
particular project. Contracting was only a repre-
sentation of a defined procurewment. We discloaed
informarion to serve the Government's purpose and
we were not encumbered with all of these proce-
durea—-God wish they were contracta.

Through my experienca, I bagan to see again a few
years &go that thera had to be a simplification
of the industrial security organizations, and
this being industrial firms had had material that
had besn disclosed to them or at least for them
to uge that were marked for clasaifications.

Those who were visiting industry in the guiae of
industrial security specialists were the ones who
created more than anyone elee the idea that an
induatrial security wanual, a contractual docu-
mant, that those procedures had to apply to all
classified information held in, say, an industrial
firm.

The contract manuval itself for many yesra referved
only to contract orders. I, myself, was one who

] think generated more than one individual the
need to make this menual apply to thinga other
than contract information.
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1t was changed a little bit, but this is to
mention only tu show that there is so much dis-
cuazion about the use of Government claseified
information in terms of contract requirements.

John Berry just wentionec that 1f there's any

question about your holding classifted informa-

tion now, the concept is all imbeadded in these !
contréct procedures, and a little old Industrial E -
Security Manual says if you don't need that in- ¥
formation, you have to get rid of it.

This actually is a contradiction of the Govern-
ment'a intereat in the industrial support being
able to provide for the defense of this natiom.
The CGovernment is full of people who would love
to sea to it=-and they do, as Warren indicated
for Stanford Research--~the Government is full

of people vho would like to see rhat the poteuntial
for the logistica support of our national defename
means is kept as strong as possible, and where
there is any necessity whatsoever or any desir-
ability that you in industry recain the materinl
necessary to provide vou with the basis for
supporting the wation, you will get the informa-
tion.

Now, my mesaage to NCMS 1s to reorient itself
and wake repreaentations in the name not of
contractors, not of indusirial sscurity, not
terms of these procedural matters that John
Berry so aptly referred to a moment ago, but
rafise your aights to providing for the defenes

of the United Statea, and 1f there's neceasity.
the Department of Defense agency can pruvide a
different kind of a vehicle for the use of
material bearing the classification mark, and

1 won't give it the term classified material,
becauae a lot of it really ian't, just ham
classification markings, but if here'a necessity
for a Department of Defense collection for the
vwse of material for defense purpoaes, fine,
You're always going to have trouble to tyvy to
cram that into a contractual document.

in

1 suggeat that NCMS look at that,

MRS, CLIFTON: 1 didn't get your name.

MR. FLORENCE: Bill Florence, sclf-employed,
free-wheeling.

MRS. CLIFTON: Thank you. We have a lot of free-

wheelers here today.

Are there any other queationa?

In closing 1'd like tv say that it's really been
grasat to see you people here and to know that
you are concerned with our problems, because
sometimes we've felt we're all alore in this
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battle. With that, ['d 1ike to say 1t's been a
real pleasure to come to your meeting and share
our problems with you and our thoughts on how to
solve them. The interaction between cur groups
will, I hope, be very productive,

PANEL: INTERNATIONAL SECURLTY
MR. A. A, CORREIA, Moderator
Rockwell International Corporation

MR. E. M. SILVER, Panelist
Manager, International Governmental Liaison,
Hughea Alrcraft Company

MR. E. T. BROWN, Panelist
Manager, Licensing, Rockwell Internatiomnal

MR. RAE NEHLS, Panelfist

Field Management Division
Office of Industrial Security
Defense Supply Agency

PRESENTATION BY MR. SILVER

Yestevday morning, as 1 was motoring down to San
Diego, I heard a very interesting news ftem on
the radio.

It seems that in San Francisco, the City Council-
man in reviewing the City Code, found that it is
against the law for ugly people to appear on the
streets of San Francisco, and therefore, are
repealing that City Ordinance.

1 would like to suggest that there are other
governmental organizations with laws, regulations,
et cetera, that perhaps should be reviewed in this
same light.

You know that thz kids are all out doing ecology.
The boys are gathering newspapers for recycliung
and the girls, aluminum cens, and now we are told
to recycle everything in the interest of saving
our national energy. The ldea of recycling is
not really new.

The Federal Government invented it a long time
ago. From an intzrnational aspect, they have
been recycling requests for foreign disclosure
of information for years.

The logic of this seems to be that the more tiwmes
you can review or tecycle a disclosure request,
the better the deciasion is going to be. The fact
that identical information was reviewed last year
by an equally competent, if not the same, group
of people, and the year dbefore that, and the year
before that is of no significance.

About five or six years ago, the Of fice of Muni-
tions Control (OMC) decided that even though
everyone had been operating apparently very well,
using the non-renewabie disclosure Authorization
Letters for the export of classified data, that
this should be changed and thst we should use a
license renewable once a year. In order to re-
new this license, one would have to go through
the same basic processing procedure that was
followed on the initial application.

What has happened as a result, is that each time
you go back for a review, you must first approach
the Contracting Officer for permisaion to repub-
lish and redistribute the classified document.
This provides an additional opportunity for
Contracting Officers to determine what the
naitfonal policy 1s going ta be for the foreign
disclosure of clasasified information. Without
the Contracting Off{icer's approvai, you cannot

g0 to UMC to get your license in the first place.

Let me make it clear that I'm not discussing the 5
disclosure nf unclassified technical data which
OMC &lso controls.

This discussion is directed principally to the
disclosure of U.S. classified information to
foreign governmenta.

We enter into a recycling tirough Contracting 3
Officers with the Contracting Officer on a fairly S
low level of determining what the policy of the “
U.S5. Government is going to be in the disclosure
of a specific classified document.

Because of this constant annual recycling, we
find ourselves strapped with a time problem in
gddition to the requirement of going through so
many reviews in getting an approval to begin
with.

Even after a classified gystem or a piece of
classified equipment has been sold and delivered,
we still find a processing difficulty in obtain-
ing permission for representatives of the sawe
foreign government to come to the Unlted States
and carry on clussified discussions with us as
well as for supplying them with classified
bruchuree regarding their newly scquired equip-
ment.

The regulations for the retention of clasuified
material for which foreign disclosure has been
authorized are {dentical as an across-the~board
appliication of the rules for governing U.S.
classified material, which is held tightly under
the cognizance of the Contracting Officer.
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Once the material has been svld abroad or classi-
fied documenta have been exportad by thes U,S.
Government, it ie strange that the retention and
reproduction abroad is of no concern, but in the
U.S., all the rules for the handling of clasei-~
fied documents atill apply.

The other night, 1 was commenting to an indivi-~
dual that we could be faced with a aituation
where the Contracting Gfficer would not permit
us to retain classified wmaterial in our company
files, but if the same U.S. classified waterial
had already been exported to a foreign govern-
ment, it might be necessary for us to go abroad,
visit the foreign government to have access to
the U.S. claasified material we developed, but
for which the Contracting Officer could not
foresee any future,

I think that thare should be some consideration
given to all materlal which has been approved
for release to foreign nationals. Maybe the
same rules should not apply.

Perhaps your marketing oxganizations are very
weticulous in preparing their marketing brochures,
but where 1 work, occasionally we will prepare a
marketing brochure, we will go through all the
procedures and obtain & license to expore the
document, we will have the document placed in the
hands of the foreign government, only to find out
that there was somsthing objectionable in the
pregentation. It is to our advantage to com-
pletely revise rhe format, particularly some of
the unclassified information in the brochure.

The level of clagsified tachnical data in the
revised brochure ia to be identical. The problem
is, we have created 4 new brochure, a new classi-~
fied marketing device, and we wmust go back to

the very begirning. We must go all the way back,
starting all over again with our processing, as
if we had never been through the circuitous route,

Two arenas where the disclosure of classified
material is performed under the direction of the
U.S. Government are the following: One is the
rclease of documents abroad, the export of docu-
ments via Government-to-Government channelas based
on an export license. The other is visits by
foreign nationals to our U,.S. plante. There has
been no correlation between these two activities.
The Air Force recognized the redundant staffiag
for identical information and have stated in their
visit approval letters that if the Contractor
already holds a munitions license for the dis-
closure of the specific U.S, classified informa-
tion involved in the visit, that their approval
is granted for the discussion of that same
material during the visit. The interesting thing

53

is that even though this laetter is an enlight-
ened approach to the handling, the procedure
that's being followed is not in accordance with
the regulations the contractors are rvequired to
follow in the Industrial Security Manual. The
Industrial Security Manual provides for certain
routes that thege letters of approval must be
sent through, and that they are to specifically
state the level and scope of the classified
information to be released.

Based on Paragraph Sh of the ISM, one must

obtain approval to incorperate U.S. clasaified
feetures in a foreign proposal. Additionally,

in Paragraph 5p of the ISM, publication and
distribution of classified sales literature

(this 1is interpreted to mean all U.S. classi-
fied documents for which the Contractor requests
release) is controlled by the Contracting Officer.

Betwveen these two acts, you can see that a Con-
tracting Officer has the opportunity to administer
decisions affecting U.S. foreign disclosure policy
on mspecific U.S., classified information.

1 don't know that there is any appeal route, but
unless your brochures have satisfied steps 1 and
2, the State Deparrment will not accept your
request for an export :licemse.

If ycu have been sucvessful in going through steps
1 and 2, then you go to the Office of Munitiouns
Control. Within the Office of Minitions Control,
a very detailed staffing and review of the candi-
date classified document takes place. The Office
of Munitions Control makes no unilateral decision,
but bases its decision on the positions of the
various military services, including DDR&E and
other governmental orgarizations.

The User Agencies of the same Contracting Officers,
which have just finished reviewing the same docu-
ment under steps 1 and 2, again review the identi-
cal material.

So far, the same document has bern cycled through
at least three reviews by the saae User Agency.

During this tine period, if the sawe foreign
nationals that we have processed a document export
approval for were to request a visit to ocur facility,
they would have to submit & visit requeat to the
three military services. The three milirary
services would have to go through an independent
staffing to determine the releasability of the
identical information for classifications at our
facility.




54

These two steps are apparently independent and
there 18 no cross-over or coordination. Each
request for clagsified diacusaions at a U.S.
facility is determined on a case-by~casce revieu,
independent of any existing Munitions Control
case or prior visits for the same access.

Let's now move into the phase of marketing where
a whole year has gone by and we haven't ocbtained
a contract. The license that we hold for the
release of classified material has expired.

We want to pursue ouy marketing efforts by send-
ing some more of the'same documents to the same
foreign country. We must start all over again
as if the first year had never existed.

Basically, the Contracting Officer only approved
the publication and distribution of this classi-
fied document for your initfal stated diastribu-
tion,

We go back to the same Contracting Officer to get
permission to publish the document to send it to
the State Department again, since our license was
only issued for one year. You are also in trouble
because Paragraph 51 requires disposition for
classified documents generated in connection with
unsuccessful marketing attempts.

Let's presume that sometime in the second year we
become successful and obtain a contract. Not only
did we obtain a contract, but let's further pre-
sume that it is for software and the delivery of
hardware. We need 8 different license now, a
license that describes the specifir piece of hard-

ware or pleces of hardware that are to be delivered

to a foreign government.

Again, you must go back to the State Department.
In order to explain to the Stare Department what

this hardware is, it is generally to your advantage

to include some brochures that describe it.

Where are you going to get the brochures that des-
cribe it? Go te the Contracting Officer and ask
him for permission to republish the same document
again. Also ask him for permission to distribute
it to the State Department again, and once more
you're off and running.

You've got your hacdware export license. The hard-
ware export license again is only valid for one
year. The hardware that you're going to build is
not to be finished for, say, a year and a half.
You have your choice of either waiting about

seven months and then going in for an export
license, or you can immediately go in for an
export license.

At Hughes Aircraft Company, we don't like ro go
out and spend & lot of money building hardware
1f we're not pretty certain that we are going
to be able to zxport that hardware when it'
finished., Our approach has alvays been, owv

if the hardware won't be shipped for two or
three years, that we want a security blanket,
80 to speak, of an export license. All duriug
the process of bullding the hardware, subcon-
tracting for the special parts, spending the
overhead dollars. rtc., we must know our chances
of being able to deliver the hardware.

Continuing this development to the next logical
atep, we get into a licensing agreement where
we're going to allow the manufacture abroad
that involves U.S, classified informatiom.
Again, you go to OMC, but this time with a
proposed license agreement which apecifies
which sales territories are to be included,
what the product is, where it cawme from, which
military organization has cognizance. Pre~
ferably, OMC would like us to again include
some description of the classified infermation
that’s involved, so once more, we go back to
the Contracting Officer to get permission to
republish the very same document.

Now, a very interesting thing happens. When we
reach this point, we almost receive a carte
blanche export authority. Once we ohtain an
approved License and Technical Assistance Agree-
ment that involves the disclosure of U.S. classi-
fied information, no longer do we need to go
back to the State Department with the DSP-85
request for the release of technical data as
long as it was describea within the score of

the approved manufacturing agreement. Not only
is this good news, but our approval probably
extends over the next several years.

But wait, there i still a requirement that you
notify the Contracting Officer whenever clasasi-
fied material is sent to a foreigr government
according to the Industrial Security Manual,
Paragraph 17e. Even though we now have this
approved License and Technical Assiatance Agree-
ment, or have a broad blanket approval for the
releage of technical data abruad, what happens
when our foreign licensee vislts our facilities?
He still has to write a visit request. He still
has to identify the information ne wants to
discuss. The visit request still has to be
processed individually by each of the military
services. :

Now cowes the time for closing the coniract,
Here's where we get into an interesting dis-
cussion. 1If we are working on a License and
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Technical Aswistance Acreement and the licensee
isauens contracts for us to provide certain asais-
tance when these individual contracte close, muat
we obtain retention approval for our claasified
material?

1{ by thia time the U.S. Covernment has declamei-
fied the material, the only classification the
materiul carrier would be a foreign clagaifica-
tion. Even theugh {t's a foreign clasaiffication,
the rule is that you protect their classified
material in the sane manner as U.S. cleassified
material and a0 the same rules apply. We can be
faced with the situation of geing to our foreign
customer, whu holds the information, based on our
license agreement, and asking him i{{ wa can re-
tain our information that we gencrated, but which
he clanstiled. Not a very realistic approach.

Basically, the foraeign governmenisa arec aot so
concerned with retention of classif{ied material
as the U.S5. Guvernment 48, Their attitude ia,
they want their programs to be supported. They
waut to be able to ¢all on & contractor not only
to support equipment they are actively acquiring,
but they want sfter-salea wupport and proposale
on how to improve the equipment. Their concern
{a rather will we have adequate {nformation to
support them, not that we're going to have too
much. Thoir attitude 1s that the cost of storing
material will be sutifcient to motivate contractors
to got rid of all the unnecessary fnformation.

We always want to be able to take informaiion, in
which we hold a proprietary intereat, te the Office
of Munitions Control fuor an axport determination,
Becauso ot the hopeful time-phaked declassiffca-
tion of moet U.5. information, we must be permitted
retention for information necesrary tu mupport
possible fornign swales and necessary roleose
Foquoste.

The recommendations. Now that 1%ye rorn the
program apart, let's vobuild L{t. The recommenda-
tionn: Get vhe Contracting Of flcevn out of the
loop of being notified each time classified
material fa being ment abroad. Out of tho loop
af veviawing clarsifiod material for publication
and dirtribution, Gaet them out of the loop
completely on internatiovnal uperatiana.

1n place of the Contracting Of(icer, ntill main-
tain the 0ffice of Munitionr Control which, ar 1
explainad varlier, coordinates all of their actions
through the military mervicea, which represent
thene Canlracting Offfeers.

Unce clanaifted materfial has heen approved for
export, atup the raquirement for the annuul Office
of Munitions Control ronewal awd go fmmediately to
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the situation that 1 described for the lLicense
and Technical Assistance Agresments. Once the
mat.erfal has buen exporied or once we have an
approved level for disclosure of technology,
let's atop recycling the approvals over and
over again.

Permit classified viwites 1in the United States,
based on an export license or Technical Asuis-
tance Agreemont. Under this, the foreign
national visitor would go to his government.

His government would certify that the foreign
nationsl ia tundeed cleared. The foreign govern-
ment would notify the contractoer via the U.S.
Government, but the ataffing of determining

what has been upproved for releame or what
haan't (the requirement to have--as one of the
military servicer does~-a military vepresenta-
tive prescnt during the vieit), would all vantsh.
To sahow you the fallacy of this requirement to
have ¢ military representative present during

a clasnified viait, let me explain that under
the terms of the Industrinl Security Manual, we
can acend our marketeers to a foreign country and
wo can disclone and discass U, 8. classitied
information contained on that export licoense
without any U.S. military represcuntative preaent
and without any other approval. In effect, we
have greater latitude and treedom in coarrying
aon U.5, clasaified discussione in toreign
countrien than we uo here fn the United States.

Aboliah the U.S8, Contracting Officor retention
requivement for atl U 5. « lasstif{ed information
for which an export license has been issued.

We have permisalon to export clasaified docu~
ments or they have been cxported; let's stop
the requirements of retentlon and transmiasion
notiifcation,

Let's avold having to ever send our personnel

to a holder of one of our documents in a foreign
Ruvarnment hecaude we could not get prrmisaion
tu retain the c¢laesified ducument trom the
Contracting Qiticer,

Thara'sn an vld saying that goes something like,
"It's eany to dis)tke someone you don't kuow."
Now 1'11 be the firet to admit that 1 didu't
ke classificat {on managers as n group--nothing
personal mind you-~it wan bacause they repre-
aented a wtumbling block on the voad tov progreas
in the conduct of businoss--at least that's the
way 1 used co think.

When Tony Correia approached me to be a panelist
at this seminar 1 though, "Oh hoy, lhere's an
opportunity to really tee off on these guys who
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keep telling me what I can't do!" 1It'e a good
thing 1 used the expression 'tee-off" because it
reminded me of what happens when { use that
mental approach to playing golf--1 either wind
up dribbling the ball just past the ladies tee
or I go screaming out-of~bounda. :

So, like golf, 1 decided I had better find out a
little more about the game before getting on the
course with the club pro. 1t's obvious that 1'll
never play the game as well as the pro, but 1 wilil
at lraet underatend what he's talking about when
he tells me how to improve my game.

I started by reading the Proceedings of last
year's National Semipar and was very impressed

to note that the major portfon of the discuseions
related to ways of combating over~classification,
resistance to declassification and cumbersome
administrative procedurea. It takes a highly
motivated clasasification menager to challenge

the need for clasaifying informetion when it 1a
80 much easier--and safer--to classify it '"just
in case." Bestides the cost associated with his
decision doesn't come out of his pocket or his
cperating budget. When you balance that agaipst
the clagsification manager's basic responsibility
of protecting the nation's security and of inter-
preting the myrisd of policies and procedures on
the subject, you can begin to understand his
reasons for caution and congervatism, Again, 1
liken it to the game of golf--each shot is
different and the opportunities to screw up are
unlimited.

When you look at international security, all of
the problems are "doubled in apades." While the
guidelines are well established for determining
just vho are our friends, our enemies or nelther,
we will all probably agree that while we may have
cummon goals with them, none of our foreign
associates have the same motives and objectives
as the United States. Perhaps this is the reason
there is leaning toward ultra-conservatism in the
release of data--even unclussified/unlimited
data~~to forelgn assoclates.

The result is a8 dichotomy. We have a unationel
policy aimed at increasing foreign trade to im-
prove our balance of paywenta position. Qur
experience indicates that this can best be
a2complished through the medium of high technology
products, a large percentage of which (especially
in the electronice industry) had their origin in
military developments or in company financed
independent research and development projects
which requires that any product or data that could
be used for military purposes--generally those
things listad in the International Traffic in Arms
Regulationa or ITAR--requires export license

approval. Additionally, anything developed in

a defense industry that is not obviously in the
public domain is considered military information
defined as unclassified/controlled by the cogni-
zant military organ.ization for that plant,

My panel colleagues who preceded me have indi-
cated some of the problems of double and even
triple jeopardy in getting export approval on
the sale or licemsing cf military products to
friendly foreign military customers. I think
there 18 an equally serious problem in trying
to promote foreign trade in high technology
producta; it becomes monumental when you try to
promote trade with the USSR and other Socialist
countries in support of the curreant enviroument
of detente which 18 aimed at relieving the
tensions and hazards of the cold warx.

What ere the Soviets intereated in? High tech-
nology! You gueased it--military/aerospace
oriented industries where the government and
industry invest heavily in technology develop-
ment. One factor that I believe a lot of people
do not appreciate is the fact that Russian
scientists are on a par with the best in the
world and they are fully aware of world-wide
developwents in scientifjc discovery--they have
done their homework well. The area in which

the Soviets seem to have difficulty is {uw apply-
ing ecientific knowledge to the solutiou of a
myriad of problems--military, civil, industrial,
commerrfal, or whatever., Oddly enough, the same
thing 18 *"rue to a lesser extent and in varying
degrees in other countries around the world, So
the proezect of applylug our know-how, expertise
and proprietary materials and processes to the
solution of foreign country prohlems becomes
remote. And while 1t may appear that we are
giving away our know-how for a small return, we
always manage to come up with solutions that
require purchasing a high percentage of ocur
products that are unavailable elsewhere.

So the problem we face ie in applying the principle
of technology transfer to the development of
business opportunities in foreign countries.
Where it is a military product with a friendly
nation, there are road waps which can be followed
and, as the gentlemen on the panel who prece

me have indicated, there are a number of unmarked
hazards and detours to be overcome but generally
the problems can be worked cut. Where it 1s a
high technology effort with a non-aligned or
controlled economy nation one must approach the
problem much like the porcupines making love--
very carefully.

One area where progress ::ould be made in promoting
trade where the benefits would outweigh the poseible
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compromise of security is consideratisn of the
relesaability of technological fall-outs from
military programs at the time the original
analysis of classification i{s being made and
gimilarly atr each subsequent review of the

DD 254, By this I mean that a deteraination be
made on whether a commercial version of a mili-
tary product can be relesged and tc what coun-
tries, Further, that a similar determination
be made on which of the technologies required
to meet performance objectives require control
over their release.

To illudtrate the point let's look at the classi-
fication of a strap~down inertial navigation
system. As you know there have been a great

many papere published on the principles of oper-
ation and the advantages of strap~down navigation
systems and as a result commercial airlines
around the world are looking at them critically
aB the most atiractive system for their next
generation aircraft. The DD 254 for a military
funded development program for such a system
reads as follows:

"“All aspects of the work under this contract are
UNCLASSIFIED except for the following: ..." and
then the DD 254 liats s serles of accuracy
parameters such as poaitlion, velocity and atti-
tude accyracy, which 1t says are "CONFIDENTIAI"
but with the foliowing note: "The above indicated
classification applies only if the gyros' randoa
and/or compensated drift rate is lese then (blank)
o/hr RMS per axis and/or the system's position
error 18 less than (blank) mi/hr CEP. Now...can
you imagine the problem of a potential cowmsercial
cystomer asking the very obvious question, ''How
accurate is your system?"” The obvious anawer, of
course, would be, "Adequatz for your requirements
uniess they are verv stringent in which case I
can't tell you because its classified."

We have been approached by the French who are
interested in obtaining & license for produciag
strap-down aystems for their aircraft because

they have concluded that we are gufficiently
ahead of them in development that it would be
economically more attractive to buy the know-how
thaun to develop it themselves. When they reviewed
with uza the development work they have been doing,
there was no question in our minds that they were
on the right track and would wind up with a good
system. However, i1 light of the words of the

DY 254 they could concelvably complete their
development long hefore we could unscramble the
problew of whether we can tell them how accurate
the system 1is.
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Let me tell you of another situstion where a
technological fall-out from a military develop-
ment offers a potential meana for cowbating a
narural disastec. We have been doing zome
rather extensive work with the U.S. Geological
Survey, Center for Earthquake Research, with a
device called a Tiltmeter. In principle the
Tiltmeter semsor 1s simply the ancient bubble

or spirit level, in which the position of the
bubble or void in a body of fluid 18 used to
indicate the attitude of the fluid container
with respect to gravity. It has been adapted by
the addition of electrical circuits to permit
indication of bubble readings into automatic
control loops. Sounds simple enough, but the
clincher is the accuracy and sensitivity of the
device. To impress people with the significance
of 1ts capabilities we have printed a brochure
which says, "1f the whoie USA should tilt so
that the Esst Coast rose by an amount egual to
the diameter of & U.S., helf-dollar we can measure
the angle of tilt on the West Coast," That
incidentally is an angle of 5 x 107/ degrees or
a 5 with 6 zeros in front of it. By observing
the behavior of the tiltmeter mounted on a
13-ton block of granite (which incidentally 1
can tilt sufficiently with my hand for the meter
to respond) we have observed a correlation
between the bulld-up of earih tilt and the
subsequent occurrence of an earthquake., After
the quake which the tiltmeter alsoc records very
accurately as a seismpometer the earth tilt is
restored. Unfortunately the correlation ia not
100%, however & group of Russelat scientistz have
been doing szome interesting research which
indicates tha:t there is also a correlation
between changes in the waveform of primary and
secondary shock waves from small seismic distur-
bances and the occurrence of severe earthquakes.
1t appears that & joint research project with
the USSR to use the tiltmeter (whiL h records
both phenomena) to predict earthquakes so that
people may take precautionary measures would
make a lot of sename. There 18 even hope that a
means may be available for preventing earth-
quakes. Scientists experimenting with geothermal
energy, where they pump water deep into the earth
to create super-heated steam for power generation,
have found that rhe process creates low magnitude
earthquakes which appear to relieve the build-up
of pressures that tend to lead to higher magni-
tude earthqualkes. Installing geothermal systems
along faults such as the San Andreas faul: could
be the angwer.

Sounds beautiful, doesn't it? Now comes the
hooker. The tiltmeter originated as a device

for aligning the navigation system iu a strategic
missile; it is also used in the calibration of
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inertial instruments to provide a very high
degree of accuracy in military weapon systems.
When you consider the fact that export approval
on the technology required to build a modern
truck factory in the USSR was held up for months
and months because someone was concerned that
the Russians would use the factery to produce
military trucks, the probability of obtaining
approval to release detall data on tiltmeters
for a joint i1esearch project, or to seli devices
to the USSR is extremely low. 1 guess for the
present, the Soviet sclientists will have to
struggle along with their conventional tilt-
meters which consist of two six-foo’'. long pools
of mercury installed ia a precleely tewperature-
controlled vault in place of & oue-inch diameter
bubble level.

Now, I realize that I have selected a couple of
"way-cut" examples to overdramatize the problem
and I am probably guilty of suggesting a utopian
solution because it would greatly simplify my

job of trying to get a better return on the
technology that the government and my company
have invested in. It also is possible that some
of you are working the problem and it obviously
has an element of passing the buck to you rlassi-
fication managers. However, on the other side of
the coin 1 think Lt hus been clearly demonstrated
that advanced or long-range planning is a neces-
gary discipline for doing anything well. The
defense establishment--both government and
industry-~do it extensively. We plan our re-
search and develnpment programs to provide solu-
tions to defense requirements prujected many
years into the future. 1 am suggesting that
consideration be given to introducing an element
of long-range planning into the classification
sysetem to address the problem of the releasability
of high technology data and products for both
military and commercial applications in foreign
countries. Who knows, it wight make the proces-
sing of applications for export licenses suffi-
ciently predictable to permit accurate fore-
casting of foreign sales.

PRESENTATION BY MR. NEHLS

The keen interest and economic considerations of
American industry in foreign trade have been
dramatically brought to your attention this
morning by Messrs. Brown and Silver. OJur
natlonal government supports industry's efforts
to Increase thelr overseas sales and, it is the
pelicy of the Department of Defense, as well as
other departments and igencles of the Government,
to enccurage the promotion of foreign export and
trade by American companies so0 long as such
activity remains consistent with the national
security and foreign policy of the Unites States.

Within these parameters the United States
Government endeavors to assist American industry
and friendly foreign governments in the inter-
change of that clasgified information which is
deemed essential to mutual defense. Note that
the key words here are clagsified information
and mutual defense interests. Accepting the
premise that only the United States Government
can classify United States defense information
and accepting the fact that matters of national
security and foreign policy are vested solely

in the Government, we instantly conclude that

the government role in the interchange of classi-
fied information is not only of vital importance
but essential if there is to be any interchange
at all. It is axiomatic that classified iufor-
mation--both ours and that of our allies--requires
protection. What vehicle then is used to afford
protection to foreign classified information?
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Security Agreements

As you might expect protective measures applicable

to the international exchange of classified infor-

mation are based upon security treaties between

our Government and friendly foreign states or

international organizations, There are two basic

types of these agreements: bilateral, those which

are between this country and ancther; and multi-

lateral, those between the United States and

several allied powers, or an international treaty
organization to which the United States 1s a !
signatory member; e.g., NATO, SEATO, or CENTO.

It is the United States Department of State, in
concert with its foreign counterpart that negotiates
these treaties. The most frequently used bilateral
agreement is, in security language, a General !
Sacurity Agreement. General Agreements are fairly

standard and refer to mutual defense interests and

to the responsibilities of each government for the
protection of classified information. Briefly,

they agree to: Fivst, give the information received
substantially the same protection afforded to it by

the releasing government. Second, to use the in-

formation only for the purposes for which it was

released by the releasing government. Thirdly, to

withhold the information from any third government

or party unless the approval of the releasing

government has been previously obtained. And last,

to respect all proprletary rights, patents, copy-

rights, or trade secrets involved in the informa-

tion,

General agreements, as the name implies, do not
address tnemselves to the exchange of any specific
type or quantity of classified information. Rather,
they are meant to provide security assuranceg, one
country with ancther, for an exchange when the
signatory governments decide to do so.
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When participating governments intend that the
classified military technology exchanged will be
utilized within their respective defense indus-
triea, General Security Agreements are then
strengthened by separate and detailed procedures,
referred to as Industrial Security Agreements.
Industrial Security Agreements are drafted by

the Office of the Deputy Assistant Secretary of
Defanse (Security Policy), which also partici-
pates in thelr negotiation, and are concluded
between the Secretary of Defense and his opposite
number in the foreign government. Tt should be
emphasized that they are meant to enlarge upon
general agreements and entered into only after
general agreements have previously been consum-
mated.

In some isolated instances, the State Department
is unable to negotiate a satisfactory General
Security Agreement with a foreign government,
but the defense ministry of that government is
able to offer acceptable guarantees that United
States classified information transferred to it
will be adequately protected. 1In such cases, a
special agreement 18 negotiated between the
United States Defense Department and the Defense
ninistry of the foreign government. In actual
practice, these agreements are limited in scope
and usually involve information of a relacively
low degree of sensitivity relating to defense
material which hias been sold to the foreign
countty in the furtherance of United States
interests abroad,

Fach special agreement is taillored to meet the
particular security conditions of the foreign
goverament and, at the same time, to satisfy
United States security requirements. In con-
trast, General Security Agreemer.s, and their
supplementing Industrial Security Agreements
are predicated on rhe assumption that the foreign
government operates a security system which,
though differing in detail, is roughly parallel
to that of our Government and the United States
industrial community.

Bilateral agreements provide the protective
framework for the sale of claasified military
equipnment abroad. They also make it possible
for foreign governments to purchase certaln
clagsified defense materiel from the United
States. And finally, and perhaps most impor-
tantly, they enable the United States and the
foreign governments to combine their classified
technology in the defense interests of their
reapective countries.

Multilateral Security Agreements, on the other
hand, are concerned with protecting classified
information contributed by the United States and
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other natione as participants of international
treaty organizationa. The internal instruc~
tions of each of these treaty organizations
require that each member nation designate an
offlcial who 1s known as that nation's National
Security Authority. The National Security
Authority is responsible for the egecurity of
all treaty organization classified information
within hig own country. 1In the United States,
the Secretary of Defense has been designated as
the National Security Authozity for NATO, SEATO,
and CENTG. This designation except for a few
particulars, has been delegated to the Deputy
Agsistant Secretary of Defense (Security Policy)
for implementation within the United States.

Classification Guidance

A few minutes ago 1 spoke of Industriel Security
Agreements which amplify existing General Agree-
ments. All Industrial Security Agreements con-
summated by the United States are in cousonance
with the procedures of the Industrial Security
Manual for Safeguarding Classified Information
and it is in these agreements that we find the
theme of classification guidance,

Here we find a clause stating substantially

that each government in the process of negotiating
a classified contract within ihe other country,
and svery contractor in receipt of a government
defense contract who is in the process of negoti-
ating a classified subcontract within the other
country, shall Incorporate in that contract,
request for proposal or suybcontract document an
appropriate security requirements clause. The
appropriate activity of the contracting govern-
ment shall furnish the designated agency of the
government responsible for security administra-
tive measyres concerning the contract and the
contractor or subcontractor with the security
classification guldance pertaining to each classi-
fied element related to the contract. This
guidance should be in the form of a Security
Requirements Check List or, if necegsary, written
detailed special instructions. The objective is
to identify that classified information which is
furnighed by the contracting country or which is
generated pursuant to the contract and to assign
to such information the proper security classifi-
cation. A reproducible copy of the classified
contract containing the security requirements
clause and appended security guidance will be
submitted to the appropriate government agency
which 18 responsible for administering contract
gecurity measures. Within the United States this
would be the Defense Contract Administration
Services Region (DCASR) having geographical

Jurladiction of the performing contractor. These

procedures have the familiar ring and ave certainly




60

comparable to the Armad Services Procurement
Regulation and the Contract Security Classifi-
cation Specification (DD Form 254) which are all
too familiar to our domestic operations, To this
point we have been considering eecurity guidance
as 1t would emanate from the foreign interests
awarding a prime contract. What happens when
you-~the prime contractor--desires to subcon-
tract a portion of your foreign classified prime
contract. Recalling that third countries cannot
be iunvolved we will vestrict our considerations
within our own borders. You--the prime contrac-~
tor--will develop the security classification
guidance for your subcontract in the same manner
using the DD Form 254 you would if the original
contract were of domestic origin. The DD Form
254 which you propose for the subcontract will
be gent to your cognizant security office for
further tzansmittal to the foreign government
concerned for its approval and suthenticating
signature.

From this criteria we quickly deduce that the
proviegions for security classification guidance
parallel in the international environment, the
provigions applicable on the comestic gcene.
The format conveying the guidance may difter,
and the familiar DD Form 254, Contract Security
Clagaification Specification may not be used.
However, there is a growing acceptance by
foreign governments to use a ~heck list format
similar to our DD Form 254, Canada iz a case in
point,

NATN Classification Management Program

And turning again to our multilateral arrange-
ments it 1s interesting to note that NATO has
currently under study a full blowm classifica-
tion management program., 'n fact, the United
States delegation to tne NAT) Security Committee
pubod tted a Defense devcloped proposal to that
Commelttee to incorporate ulthin NATO, a classi-
ficaticen management progrem aimilar to that which
ig 1in use throughout the Department of Defense
and which is based on the provisions of Executive
Order 11652. This proposel was circulated with-
in the member nations of NATO by the Director,
NATO Office of Security on September 5, 1972.

A Working Group was formed composed of membere
of the NATO Security Committee, These represen-
tatlves wet in Brussels during October 29 - 31,
1973 to atudy the United States propuvsal, The
Working Group voted unanimously to submit the
proposal to the full Committee with some minor
adjustmenta.

On November 6, 1973, the Working Group'a teport

Committee with the request that members submit
their comments on the report by January 25, 1974.
These comments were considered at the March 1974
meeting of the NATO Security Committee. Coordi-
nation between member nations on this matter 1is
continuing.

1f adopted, this proposal will provide, for the
firet time, an automatic downgrading and de-
classification system within NATO.

Conclusion

The problems involved in achieving a proper
balance between security considerations and in-
creased international trade may not be simple,
but they are far frowm insurmountable. Mutual
understanding and help between industry and
government is the key to schieving the maximum
benefit for all concerned.

General Security Agreement supplemented by thelr
companion specific Industrial Security Agreements
establish the requirements among which is classi-
fication guidance, Knowing all this what do you
do--as an American contractor--to obtain the
security guidelines necessary to protect the
other nation's classified information when it

is entrusted to you., It appears to me that our
dumestic classified procurement procedures are
analogous. Knowing that the government procuring
activity, or prime contractor, has the isguing
responsibility, the subject of classification
guldance should be discussed in the earliest
stages of negotiation. Agreement between all
parties concerned as to what is classified and
when, will preclude agonizing security problens
at a later time., Formalized clagsification
guldance should-~in all cases--be part and parcel
of the final contractual document.

As in many walks of life these days getting done
what should be done is not alwsys as easy as it
sounds, To assist you with classification manage-
ment problems involving foreign governments the
Defense Contract Administration Services Region
offices of Industrlal Security are there to help.
In the Industrial Security Staff Speclslist
(Classification Management) you have an advisor
and counselor who also has a channel open to hium
to communicate, on & government-to-government
bagis, with the foreign entity to assist you to
get the classification guidance necessary to
provide the requipite protection. Make your
needs known to these security professionals for
only then are they in a position to help you,

Working together, industry and government we are
able to pursue the basic national policy of ex-

wag circulated to all wembers of the NATO Security panded trade with those countries with which we
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have diplomatic or trade relations, while at the
same time avoiding risks to our national security.

On behalf of all Dafenae Supply Agency Industrial
Security personnel nationwide, I would 1like to
express my aporeciatlon for this opportunity of
participating in this seminar with you.

Thank you very much.

QUESTIONS AND ANSWERS

MR. RICHARDSON:
to Mr, Silver.

1'd like to address my questions

I've heard part of your presentation befora, aud I
find it very interesting, very comprehensive, and
very much by the book, which {s the way we have to
live. I understard--and you may know--that there
is a move to remove the requirement to check with
the Contracting Officer and get specific written
authority before submitting an application for an
export license.

Have you heard this? Do you underatand that this
1e afoot?
MR, STLVER: 1 heard that it was afoot over a year

ago, and 1 was expectantly awalting its issue.
this point, 1 have almost lost faith thatr ic's
going to be 1ssued.

At

MR. RICHARDSON: The other comment I1'd like to make
on your presentation is to ask whether or not
you've aubmitted this through NSIA recommendations
as a position paper through NSIA to CASSIA or to
John Sipes?

MR. SILVER: No, I have not.

MR. RICHARDSON: 1 think it would be .z good gub-
ject for it, because there are so many things
involved in it. There are 8o many regulations
that have to be changed, three that I know of in
vour recommendartions that are very valid points,
and 1 think it really should be submitted through
Hughes’ membership in ELA and AIA. It would be a
good place to get started, and I recommend {t.

MR, SILVER: Thank you. I intend to do that. I
think that the program even cuts a little deeper,
All references in the Industrial Security Manual
that reflect on international operatiomns shculd be
coordinated so that they all support the same over-
all policy.

If you read the section on employees with Overseas
Security Eligibility determinations, you will find
a great inconsistency with regulations that govern
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the dealings of U.S. stationed employees making
overseas visits,

HR. CORREIA: Are there any other questions?
Yes.
MR. KOETHER: Fred Koether, ARPA. 1'd like to

clarify a point with Ed Silver. You said that
a Contracting Officer makes foreign disclosure
policies. I don't believe thet's a proper
statement.

He may make foreign disclosure decisions, but
the policy is made by the national disclosure
policy comittee.

MR, SILVER: My point 18 that if I have an "X"
weapon and want to get a document that describes
that weapoun cleared for release, say, to the
Swedish Government, and 1 ask for permission to
publish and digtribute that decument, and 1
receive a denial ...

MR. KOETHER: Bui that's not a pelicy.
a decieion of either diasclosure or...

He makes

MR, SILVER: In any case, the result is the same.
MR. KOETHER: Yes, but...
MR. CORREIA: Well, 1 think what Fred 1. bringing

out, Ed, is the fact that the Contracting Officer
1s preventing you from making any disclosure to a

foreign government. You are stopped there. That's
really what you're saying.

MR. SILVER: I think we're in agreement. The
results would be the same. 1 realize that. The

poini I'm trying to emphasize is that the Con-
tracting Officer ends up with more power than
what it was envisioned he would have when the
regulation was written.

MR. CORRE,JA: Any other questions? Yes.

MR, FLORENCE: Bill Floremce, Security Consultant.
In my contacts around Washington, D.C., I liajsoned
quicte closely with some of the Congressional Commit-
tees interested in developing legislation to sort

of pre-empt some of this other classification in-
formatior Mr. Brown mentioned. I have a couple of
questions of Mr. Brown. I believe his answer

should be of interest to everyone here.

I heve in mind, Mr. Brown, the auggestion tha% you
made that there should be more of a formal estab-
lishment of long-range planning programs involving
the research and development of ohbjectives, and
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along with this suggestion you're makig, I'm
hearing s great deal across the count.y in my
contecta these days of objections to the long
time practice of the Department of Defense of
there being classificatiors of technical infor-
mation on a program-by-program basis resulting
in program officers, program directors, exercis-
ing necessarily a proprietary ilnterest in infor-
matiou involving the piograms, and applying
what you might call a parochial-type clessifica-
tion decision on technical informatiom which
really 18 very common, and the suggestions that
I have hieard that are being made recently is
that the Department of Defense should reorient
itself in this matter of classifying technical
information and classify technical informatiom
and technology on the basias of the value of the
information from a technological standpoint,
rather than a program-by-program basis.

So, I wonder if you would care to comment on the
relative merits of a development of policy for a
technological classification where classifica-
tion L{s always required, rather than program-by-
program classification, or to eliminate some of
these contradictions that you referred to in
thege two progrems?

MR. BROWN: I'w oot sura I completely understand
what you're saying.

I think jou're suggesting that there be a program
on & DD 254 on a class of technoloay, rather than
on 8 prugram and the technology contained therein.
Is that what you're saying?

same coordination cycle as classified material
doss, and typically, the service involved will
turn it down because of their knowledge of its
having been developed for a military application
just in principle, and I'm talkiang about commer~
cial applications of these things.

So, again, I'm afraid I don't understand your
question well enough to answer whether thinge be
done on a technology basis. I thunk that would
be difficult to administer because you would have
to g0 to the Presidential Scientific Advisory
Board, something like that, to make a determina-
tion on technology per se, and a lot of these
things are just know-how, taking fundamental
principles and applying them to a day-to-day
golution of a problem, but with military origin
and from a military program where you're tied
into the ITAR and have to get export approval
through the Office of Munitions Control.

MR, FLORENCE: Thank you. May 1 ask one ques-
tion of Mr. Silver?

1 believe Mr. Silver's cowmments were directed
even perhaps more specifically to restrictions
on this export of information stemming from the
existence of classification assignments.

In relation to the proposed regulation that
committees of Congress are working on that 1
alluded to in the beginning, would you care to
comment on this, whether the establishwment of a
hard limitation of, say, perhaps, three years
duration of classificarion for strictly techni-
cal information as such would tend te eliminate

MR. FLORENCE: The point 1'm making was the Depart- these problems that you have expressed so strongly
went of Defense policy, their classifying to deter- here this morning?

mine the need for classification of technology so
that then DD Forme 254 for particular contract
work or program work would reflect a requirement
or the absence of a requirement for classifica-
tion of the technical information involved, rather
than for a decision to b made on a program-by-
program baais.

For exatple, in this level-type information
technology, we're talking about accuracy, yov
would have & clasgification determination from

the standpoint of the development of technology

to be applied regardless of the program the in-
formation it was involved in, this is the question,

MR. BRUWN: 1 think I may have misled you. The
things that 1 was discussing were high technology
items that are not classified, but are still
within the ITAR regulations as far as requiring
exjort approval, and because of the fact that
some are developed under a military program or
military-related prograr, it goes through the

Would there be a time limit on the classifications
warranted for your technical information that
would assist you in furthering the export trade
you're talking about?

MR. SILVER: §Starting in reverse order, I guess I
would have to say yes, it would help, but to gen-
eralize like that I think is very difficult.

To generalize and ssy that all technical data
should be declassified after three years is an
oversimplification. '

MR, FLORENCE: Well, there's no program that I
know of anywhere 4n the country that all techni-
cal data would be declassified after three years
with no exceptions.

There would be exceptions allowed.
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MR. BROWN: Thinking a little further about your
comment or your question, in effect, the ITAR
controls technology per se by what it classifies
as arws, and, for example, commercial navigation
equipped with anything related to that is under
ITAR and has to get export approval.

MR. CORREIA: I want to thank the panel that I had
here, Mr. Silver and Mr. Brown and Mr. Nehls. I
think they did an excellent job and 1 hope it was
informative to you.

A LOOK AT THE ARMED SERVICE PROCUREMENT
REGULATION

BY

CAPTAIN (USN) EDGAR C. CHAPMAN, JR. (Retirzd)
Manager, Contract Administration

Teledyne Ryan Aeronsutical

The first thing I would like to do is apologize
for making you delay your luacheon, but 1 really
do appreclate this opportunity to come on now.

I arrived in time to hear some of the panel that
was just on aud I gather that like most members
of the procurement community, you all have prob-
lems. Maybe in the course of my discussion of
what the armed services procurement regulation
ASPR 1s all about, and hov it gets written you
will find a key to help soive some of your
problems.

Let me describe ASPR first and give you a feel
for its wagnitude. The purpose of ASPR is to
provide uniform policies and procedures th:ough-
out the Department of Defense. In other wcrds,
it tells not only what to do, but how to do it.
In theory, it is not supposed to be further
implesented down by the various Services and
Agencies of the Department of Defense. It should
stand on its own two feet. There are, of course,
exceptions to that, but, really, Departmental and
Agency implementation shoul’ only tell who in an
organization does scmething, not what they are to
do.

ASPR consists of twenty-six sectiona, which I
guess you'd normally relate to a chapter in a
book, plus fourtean appendices, two manuals and
five supplements. Altogether they total well over
three thousand pages. Fifty-four thousand copies
of ASPR are printed by the Government Printing
Office. About half of these go to DoD purchasing
offices, and the rest go to libraries, contractors,
foreign governmente, and so forth.

ASPR covers almost every facet of procurement that
you can think about. Not only the contracting
side--although it is aiwed primarily at the
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Contracting Officer, telling him what he has to
do or what he has to get into a contract--ASPR
also has a lot of other parts.

1 startad to say earlier that when you put a
requirement into ASPR, it often makes the "experts’
in DoD unhappy, because now the "system'' takes

over and drives what goes into the regulatiom.
Often the technical experts in a field like con-
struction or transportation or patents or what-
ever lose a great desl of the control that they
previously had before. But I can also say that
it's a very fine way to get things done.

1 can remember cne case. I won't tell you what
the subject area wvas, but one of the officials
in the office of the Secretary of Defense
(Controller) put out a regulation on how to do
something, and it was a very important atea,
Two years later, not one of the services had
done a thing, and in total frustration, the
official came to the ASPR committee and asked
that we take their reguirement and put it inte
ASPR., 1 fought, because I really didn't think
it should be made a responsibility of the con-
tracting officer. Ultimately, 1 lost, because
my boss, the Assistant Secretary of Defense,
18L, said we would do it. And we did. We
revised ASPR and now, about three years later,
it's a very viable program. The requirements
are getting into contracts because the contracting
officers, and the atandard clauses in ASPR, are
putting it into the contracts, and know the job
is getting done.

So there is a way to get things done. But ASPR
covers, as 1 said, just about every facet of pro-
curement, the kind of basic things like small
purchases, formal advertising and negotiation.

1. also covers specialized areas such as patents,
daia, copyrighta, bonds, insurance, taxes,
industrial relations, and etc., etc., etc.

The one thing it doesn't cover very well, inciden-
tally, is industrial security. 1In fact, I looked
it up yesterday. I couldn't rememwber a case
during the four years that I chaired the committee,
And I looked at the current ASPR case list. I
couldn't find anything on industrial security.

I looked at ASPR and found virtually nothing on
industrial security.

Anyway, to summarize it all, 1 would say that ASPR
is often referred to as the Bible for procurement.
1 can tell you, particularly since I have been in
industry and have looked at it from "the other
side of the table,” that ASPR is a Bible to the
contracting community. They do follow it. In
fact, if all the good church members followed the
Bible as well as the contracting community follows
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ASPR, 1 expect there would ba a lot more people
in church every Sunday.

ASPR goes back a long way. It goes back to right
efter World War II. Before World war 1I, almost
all contracting was done on a formally advertised
basis. That's whare bids are submitted by con-
tractors. They're openad publicly and read and,
generally spesking, the low bidder geta tha job.

During World War II, of course, a lot of that
went down the drain and they negotiated a lot of
contracte. In 1947, after the War, the Armed
Services Procurement Act authorized the continu~
ation of the use of negotiated contracts. At
that time President Truman wrote to then Secre-
tary of Defense Forrestal, emphasizing that this
bill gave unprecedented frealom to wake procure-
ments in peace time, expressing his concern and
saying that, "1 want you to put out regulations
which will control the activity of your con-
tracting types to pake sure that they do a good
businesslike job." From that evolved ASPR. That
was in 1947. The first publication that appeared
wag around 1950, So nearly twenty-four years agc,
ASPR started. The ASPR committee system, which I
will try to describe, has remained virtually un~
changed ovar those full twenty-four years. That
doesn't mean it'e a perfect sysieém. It's a long
vay from being perfect. It's only that unobody
has been able to invent a better wheel. It's
been lcoked at. Jt's been cussed and discussed
and everything else. When they get all done,
they perpetuate the existing system, because it
is precty good.

Let we first describe the ASPR committee, which
is responsible for writing ASPR. It is comprised
of nine members and an Executive Secretary. The
chairman comes from the office of the Secretary
of Defense and there are two members each from
the Army, Navy, Air Force and Defense Supply

Agency.

One of those two members from the military depart-
ments and DSA is a lawyer; one is s contracting
apecialist, They are all required to have exten-
sive procurement experience and at least three
yeaxs of very recent experience in order to go to
the coumittee.

In my time there, the civil service wmembers were
all GS 15's, except one 16, and the military were
all Navy captaina or colonels, with only one
exception to that.

They are slso required to serve, once they go to
the committee, a minimum of two years and & maxi-
mum of four. Wa don't want to rotate the members
every day, because there's too much continuity
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Tequired. At the same time, about four yaars
is as long as & member can do something like
that and not become a bureaucrat, and we really
try not to have bureaucrats setting the policy.
What DoD wants is people who have just been
sitting at the tahle negotiating livs contracts
and putting their experience to work.

As 1 gaid, ASPR is some three thousand pages
long. A lot of that came about because it ia
now full of administrative or "how to do"
requirements as well as policy. This very
significant and explosive development took
place in 1963, when two different thinge
happened. First was a reduction in implewmenta-
tion progrem in which they tried to codify all
of the military department regulations.

They got together, wrote one regulation and

they did avay with some six thousand pages of
Army, Navy and Air Force implewentation. So it
was a pretty good effort. ASPR grew by abtout
800 pages--but about 3,000 pages of departwental
regulations were eliminated,

At the game time under Project 63 where the con-
tract admiuistration services were set up, under
the ASPR committee they had s Contract Adwinls-
tration Panel. It waa a min{-ASPR committee and
their job was to put into the regulation 3ll of
the things necessary to provide for uniform con~
tract administration. Included were such mundane
things as how to number comtracts. You can't
believe how important that becomes when you have
a whole lot of offices, flowing into one office,
documents which they have to administer.

You have to be able to look in the same place in
the contract for the same thing: The schedule,
the generval provisions, the special provisions
and all the good thinge that make uyp a cratract.

The end product of the ASPR committee 18 recom—
mended revisions ox additions to ASPR. All these
recomended additions and revisioms are given
final approval either by the Assistant Secretary
of Defense for Installation and Logistics for
major policy--and, believe me, he personally gets
into it. Incidentally, on anything that's major
policy, I caun also assure you that the Assistant
Secretary of the service involved, Army, Navy,
Air Force, would be personally involved and the
director of DSA,

All other revisions and additions which are not
considered to be major policy are approved by
the Deputy Assistant Secretary of Defensc for
Procurenent.
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The work load of the ASPR committee runs some-
thing like this: There are about & hundred and
fifty to two hundred nev "cases" which are opened
each year.

About fifty percent of these come from within the
Department of Defense. If somebody in the Depart-
ment of Defense thinks they've got a problem, 1t
flows up through the chain of command to the ASPR
committee and is reviswed. In addition to that,
there are many Federal laws to be implemented;
ASBCA and Court of Claims decisions to be
effected or countereffected, Other Federal
agencies, and 1 think particularly of the Small
Business Administration, Department of Labor,
Equal Opportunity provisions, and rhe General
Accounting Office and their audits of procure-
nent process all recommendations which are taken
under consideration. And not last and cextainly
not least are Induatry Assoclations recommenda-
tions.

There sre some eighteen industry associations
that the ASPR committee interphases with; such
outfits &s Aeronautical Industry Association,
Electronics Industry, Shipbuilders Council Auto-
mobile Manufacturers Association, and the Federal
Executives Institute. Altogether eighteen

vather significant greups that represent the
general--the total spectrum of industry in the
United States.

The basic work force of the ASPR committee is its
subcommittees. At any point in time, there would
probably be an average of thirty-five subcommit~
tees working on ASPR cases. Thelr mewmbers would
generally come from Washington, D.C. However,
they would come in from operating activities all
over the United States at times.

A subcommittee can have as few as three or as
many as & dozen membera, I think of one--if
you're familiar with the cost principles of ASPR--
that's the part that says what costs are
unallowable as charges to Defense contracts.

On that subcommittee, which was quite gn active
one, we not only had all of the military services
and DSA represented, but also the Defense Contract
Audit Agency plus NASA, Atomic Energy Commission
and the General Services Administrationm.

I counted at one poin: in time this aund we had a
membership of our subcommittees of a hundred and
ninety good people. And I do mean good people,
because 1 never ceased to be amazed at the
quality of the people that worked on our problems,

They were universally outstanding.
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A typical ASPR case, and this ias awfully hard
to define, 1s a very lengthy, a verv therough
process.

A problem is presented to the ceommittee and the
committee takes a look at it and decides yes, it
at least needs to be looked at. It doesn't say
we have a problem. It says we need to examine
whether there is one. This "problem" 1s assigned
to a subcommittee. The subcommittee 18 given
thirty days to review it, identify any problems
that exist, and recommend the solutions, and
propose a dratt revision to ASPR.

At the end of chirty days their report is circu-
lated throughout the Department of Defense.

About a hundred and thirty copies are spread
throughout the 0SD headquarters, the Army, Navy,
Alr Force, DSA, Defense Audit Agency, and so
forth. They are given three weeks to review

this and then zeport back to their ASPR committee
member what they think of the case. Incidentally,
these hundred and thircty copies of the subcommit-
tee report go to headquarters level personnel and
to the operating negotiators in the field, so that
the ASPR committee will hopefully, hopefully, get
4 broad spectrum of opinion on whether there 1s u
problem and whether the subcommittec's proposed
solution 18 workable or necessary.

Al the end of the three weeks, the ASPR committee
takes its first cut at the proposed problem
solution. They review it, decide where chey
want to go from there. Incidentally, 1f it's
reached that far, there probubly is a problem,
and probably something 1is going to get printed,

At that point in time, what the ASPR committee

has then developed out of the subcommittee xeport
is circulated for two montha. 1t goes to four
other Federal agencles: NASA, AEC, General
Services Administration and the General Accounting
Office, and, in addition, 1t goes to the eighteen
industry asmsociations that I mentioned earlier.

At the end of that two months, hopefully, they
have quite a number of comments back and all of
these comments--and 1've seen them in a single
copy stack 12 inches high--on a very controver-
sjal case. Sometime they don't get too much
interest, and, obviously, they don't get too much
respongse. At the end of the two months all
comments recelved are furnished to the original
subcommittee. 1It's their job to analyze all the
comments; either accept them and work them inte
a proposed revision or reject them and tell the
committee why.
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This report, quite a langthy thing usually, is
returned to the ASPR committee; is circulated
throughout the Department of Defense for another
three weeks ifor comments. Then the ASPR commit-
tee takes & tinal cut, and, at the end of that
time, they vote. 1'll go through it again. A
case is given to a subcommittee. Their report
is coordinated throughout DoD for three weeks.
The ASPR committee considers it, decides what
they think they might want to do. It's then
coordinated with other Government agenciee and
industry. The subcommittee takes another cut

at ir. The ASPR committee takes another cut at
it and it is then -eady to be voted on as to
whether it goes into ASPR or not.

At that point in time, a majority vote rules.
There are five votes on the committee, one for
each military service, DSA, and the 0SD staff.
As I said, so majority vote rules, except in
one get of cilrcumstanceg, and that is if any
one of the services or 0OSD feels very strongly
that they cannot live with the majority vote

of the committee. They then have a right to
make it what is called a 'secretarial issuec.'
A secretarial issue can only be made by the
Asaistant Secrectary, (L&L) of one of the
services, the director of DSA, or one of the
Deputy Secretaries of Defense. They personally
have to sign a memorandum to the Assistant
Secretary of Defense (l&L), stating their objec-
tions. At that point in time, the Assistant
Secretary of Defense (ISL), calls a meeting of
these gentlemen with whom he coordinatees and
it's cussed and discussed again. Usually, it's
the chairman of the ASPR committee's job to
present both sides of the case, and then the
Assistant Secretary of Defensc makes a final
decision.,

Whatever he says then becomes law, and I guess
that's really not a bad description, because,

in fact, that's just really about what it amounts
to.

I think you can see the ASPR coumittee process
is very, very thorough. Does that mean it
doesn't make mistakes? Heck, no. They've made
lots of mistakeas and they come back to haunt you
if you were the guy that put it in there origi-
nally,

Every case has had, in the aggregate, hundreds

of people looking at the proposed revision, hope-
fully making comments, and those comments I can
assure you were always very heavily considered.
Very bluntly, I'11l also tell you however that our
major problem in the ASPR committee wus lack of
input. We put out a hundred and chirty coples to
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the Department of Defense and you were darn lucky
if you got six replies. That's very frustrating

since the whole name of the game is to get oper-~

ating impact into whut was oveing done.

The same thing wae true of industry associations.
Associations tend to put forth only a single point
of view and it usually lacks hard facts.

We always found when 1 had the ASPR committee that
if we could talk to individual company representa-
tives face to face and without any possible retri-
bution from an irate contracting officer, we could
get a lot better story than we often got from
industry associations. Notwithstanding the
problems, it's a very good process and 1 think

that probably is why the committee has withstood
the test of time. With all these people partici-
pating, it 's pretty hard to shoot down the final
product, and I think it is also probably why ASPE,
over the years, has been called the "model" Federal
regulation, and why a number of agencies have copied
this method of regulstion development. This in-
cludes the General Services Administration in their
development of the Federal Procurement Regulation
and the new Cost Accounting Standards Board, and
the way that they dsvelop cost accounting standards.
There are many examples of where the ASPR system
has been copiled, and personally think rightfully
so, a8 1 look back on wy four years as chairman

of the ASPR committee. Now T'll entertain any
questions that anybody might have and see {f 1 can
answer them,

QUESTIONS AND ANSWERS

MR. HOYLE: Jim Hoyle, Lance Project Qutfits,
Atomic Missile Command.

1 have one guestion that hit me in your last state-
ment., If the ASPR is copled and may be fairly
closely with some of the other gervices of Govern-
ment agencies, why not have one regulation and make
it composite?

CAPTAIN CHAPMAN: As you know, the NASA procutrement
regulation is almost a verbatim copy. There's a
couple of things they didn't like and didn't put

in there, but it's so close you can't hardly tell
it. The Feaderal procurement regulation is a great
deal smaller, but where they cover the same subject
matter, they're identical. AEC is probably pretty
much the same way. 1 see no really good reason
why we can't and shouldn't have uniforw policy,
but, again, remember that 1 sald that ASPR not only
tells you what to do but how to do it. For example,
ASPR has become a procedural document that divides
up the world between the PCO and the ACO. However,
none of the other Federal agencies have an orgeni-
zation ifke DCAS. 1In other words to have a single




publication, you'd have to have something else
to f111 that procedural gap. 1 do think that
probably we're going to get to a single top
level policy regulation if the Office of Federal
Procyrement Policy ever gets established.

MR. RICHARDSON: Dean Rickardson, Texas Instru-
ments.

Do you have, or can you tell us if the ASPR is
based on legislation or Executive Order?

CAPTAIN CHAPMAN: Well, the basis of ASPR 1s
legislation. 1 ought to refer you to my old
lawyer over here, Murray Marker. Murray, am I
right in saying that it has a basia in leglala-
tion in the Armed Services Procurement Act?

MR. MARKER: Yes, it stems from the Armed
Services Procurement Act.

CAPTAIN CHAPMAN: Although the Regulation 1s
bottomed on law, a great many of the policies
that ere in it are purely developed by the
people in the Department of Defense. They have
no basis in law.

MR. RICHARDSON: Well, the reason I asked the
quesilon, Lf I can go on, is if it ig based on
law, then it's really out of the Executive
Branch. OCkay?

Now, the next question is if we have conflicts,
and some people in interpretation think there
are conflicts—-1it just depends on who you happen
to be dealing with--between the industrial
security manual and the ASPR, which is to super-
cede which?

CAPTAIR CHAPMAN: Well, I guess it all comes
down ultimately to how does a manual become in-
volved? Remember that a contract is only what's
between the front and back page of a contract.
ASPR itself doesn't really govern a contract 80
much as it does the people in the Government
who write contracts.

ASPR, as a total regulation is not incorporated
in any contract. What you do is you get down to
all the elements that make up & contract, the
schedule, the specification for what is being
bought, and all of the clauses that are put into
it, iacluding wany which are standard, required
clauses or optional clauses out of ASPR. If
there's a conflict within a contract, the con-
tract provides for that, too, because each one
has an order of precedence clause which says
what part of the contract take precedence. I
don't think that discrepancies between variocus
parts of a contract is fatal.
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MR, RICHARDSOM: Well, it can be fatal to a con-
tractor. It can be fatal to a contractor cost-
wige if the ASPR as determined by our contract
administratorg says this and they come to me

and they say, ''Okay, let's be aute thet we're
following the rules accr.ding to the ASPR," and
how is this interpreted by the Government when
they put this into contracts, and they say, "This
is fine."”

Now, my interpretation of this security clause in
the ASPR is this. However, when that gets into
the DCASR QA, and I'm not blaming the DCASR, it
could just as easily be the PCO, he may read it
a little differently and he can interpret it a
little differently, so what he can reaily say to
me is, "My ASPR is based on law. Yours is based
on Executive Order; therefore, what 1 say in

here takes precedence over your industrial
security manual, which is a DoD directive.

No question, just a comment.

CAPTAIN CHAPMAN: Well, yes, again, 1 guess I'd
have to go back instead of trying to say what
ASPR says--and particularly in a case like this--
I'd have to go back to what the contract says,
and that's what the contract adminiatrator better
be interpreting. WNo two people read clauses the
same way. That's for sure. 1've got a contest
going wich our DCAS right now about what a clause
sgys. I think I know what it says and they
think they know what it says and, obviously, one
of us is wrong, and even though 1 think I'm right,
I think I'm going to lose. (Laughter.)

The ultimate place to get a declsion, particulerly
when it relates to cost, 1s, of course, the Armed
Services Board of Contract Appeals whose job it is
to interpret the contract and what the contractor's
obligations are when there is a dispute between the
Government and the contractor. Of course this
rakes time and costs a heck of a lot. That's why

I think I think it's a lousy way to go, but some-
times it's the only way you can get a decision
that's weaningful. Yes, ma'am.

MS. ALEXANDER: Colleen Alexander, Convair Libraries.

A3 an acquisitions librarian, we are required to
purchage all of the ASPR for the entire company.
Ahout how often do you anticipate basics will be--
come out on this, or will they be continued on a
revigion—-

CAPTAIN CHAPMAN: No, I noticed in the last defense
procurement cilrcular that the ASPR committee has
finally decided to print, totally reprint and you
will pay for 4SPFR each year, 1f you have the 1973
edition though, you will be entitled to a 1974
edition without additional cost.
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MR. CHELYUS: 1'm advised that in the near future
the DoD safety manual for contractor's facilities
will be incorporated {nto ASPR, or at least 1've
heard rumors to this effect. Based upon that,
would you then say that there might be a possi-
biltty that the industrial security msnual would
be incorporated into the ASPR?

CAPTAIN CHAPMAN: Again, 1 would have to say
that before the industrial security manual would
be incorporated, it would be because those in
0SD who are responsible for this area want it
there and request that it be there. The ASFR
committee isn't going to go out and pull it in.

MR. CHELIUS: Thank you very much. Other ques-
tions from the floor, please. Are there other
questions from the floor?

CAPTAIN CHAPMAN: Thank you very much.
MR. CHELIUS: Thank you very much for appearing.

I think we've all appreciated the interchange of
discussion.

TRENDS & DEVELOPMENTS IN INDUSTRIAL SECURITY
BY

R. E. GREEN

Chief, FPrograms and Systems Division

Office of Industrial Security, CAS

It is always an honor and a8 pleasure to attend a
National Classification Management Soclety
Seminar (NCMS) to meet with old and new friends
and to share for this brief time our mutual con~
cern, achievements and problems in the oft-times
perplexing husiness of Classification Management.
As some of you are aware, I have, in the past,
addressed this gsoclety as a representative of
the Department of the Navy, and I am grateful
for those opportunities, This year, however, I
wear a different coat, but cut from the same
cloth; our mutual and abiding dedication to the
proper management of classified information
wherever it is generated or held.

1 consider it an additional privilege this year
to represent the Chief, Office of Industrial
Security, Defense Supply Agency, more familiarly
known t: you as DCAS. Colonel Clark, whose staff
1 joined last November, has asked me to convey to
the society his regret that other commitments
made it impossible for him to be with you today,
to offer congratulations on your 10th anniver-
sary, and to Assure you that, as you launch the
next decade of progreas for the NCMS, you have
the best wiahes of the antire staff of the Office
of Industrial Security. We thank you, indivi-~
dually aud collectively, for your past contribu-

tions to the Defense Industrisl Security Program
and we look forward to continued progress to-
gether, I would like to take a moment of your
time to intvoduce the other members of the DCAS
femily who are in attendance and participating

in your program. From the headquarters staff,
Mr. Rae Nehls, Field Management Division, whonm
you heard earlier today as a member of the
Intermacional Security Panel. From our academic
branch, Major John O'lLeary, USAF, Assistant
Commandant, Defense Industrial Security Institute
at Richmond, Virginia who will give you a rundown
on the new lnformation Security Management Course,
Last, but by no means least, the guys and gals
who can be of most immediate help to you, the
Classification Management (CM) Specislists from
some of our DCAS Regions: Bob Coon--Chicago,
Betty Mowry--Cleveland, Victor Seyen--Dallas,

Lou Sibiga-~-Detroit, Leo Sharkey--San Francisco,
and Charles Micelli-~St. Louis. I strongly urge
you to establish a first name, running dialogue
with them. Only in this way can they fully
assist you in resolving CM problems.

As I reviewed some of the achievements of the
NCMS, I became aware that, in many ways, the
formulation and growth of NCMS parallels that
of the Office of Industrial Security. Some of
the problews you have experienced over the years,
we have shared. Some of the same concern for
the future is evideat in both corganizations.
Let's take a moment for some comparisons; a sort
of "Did you know?" session. For example, did
you know that in the Spring of 1963 while a
bunch of your boys were whooping it up at the
Weapons Contractors Classification Conference
in Kansas Citv, a bunch of our boys, known as
Task Force #12 of Project 60, were doivng the
same at Cameron Statlon. I don't know much
about Kansas City, but if you can believe that
about Cameron Stgtion, you'll believe anything.
In your case, the idea of a professional soclety
devoted to security classification management
was conceived. 1In ours, the concept of a single
manager for the highly firagmeated Industrlal
Security Program was born and tcok the form of
recomnendations to the Secretary of Defense. 1In
the fall of 1963, your resolve created thz NCMS
as an active group. Only a month earlfer the
Secretary of Defense had approved the Project 60
recommendation and established a "Pilot Test"
for congolidation of Contract Administration
Servicea, including industrial security, in the
Philadelphia region. Then, in the Spring of 1964,
the NCHMS was incorporated and, thereby, legally
came into being. Only a few months later, in
October, the Secretary of Defense assigned
vesponseibility for adwinistration of a consoli-
dated DoD Industrial Security Program to the
Divector, Defense Supply Agency; sv, in a sense,
the 915, DCAS legally came into being.
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And, did you know that even our putlications
track together? The firat revised ISR and ISM
under the consolidatad concept were iwsued in
March of 1965. The firat journal of the NCMS

is dated Spring 1965, The nature of ovur publi-
cations is obviously quite different, but it is
important to nute that your journal has gained
wide scceptance as an authoritative, if not the
authoritative mource of fnformation on the con-
cepts, problems and experfences in administer-
ing CM programs in both Goverament aad induetry.
The 1SR and 1SM, being directive in nature, have
4 captive audience; hovever, 1 would not care to
speculate on whether theoy are more frequently
conaulted than your journal. Statistics do
support the fact that the ISM 1s a No. 1 bamt
weller and 18 frequently out of stock at the
Superintendent of Documents, GPO, where {t ias

oo public sale.

The important thing is that thesc publicationm,
yours and ours, are visble documents recording
the hietory and the progress and poiunting the
way to the future of this wost complex security
program 4nd its wost ditficulr element, Cluusi-
fication Managewent.

There are sldso parellels in our lessa formal unews-
letter publications, the CM Bulletin and the
Industrial Security Letter and Bulletin.

Une of our most commonly shared concerna centuva
on recognftion «f CM as the keystone of tho bob
Recurlty program, and while the society, through
both the Government and iudustry members, was
diligently working to estublimh the CM function
as & viable, belicevable and veosentlal part of
the 11 DCAS Regional Offfices of Industrial
Security. These posftions provide a valuable
pervice tu the contracting officer and to the
contractor as an on-the-scene monitor rveviewing
the classification guldance turnished by the
contractiog activity to the contravior and,
actiog on hin own initiative or at the requert
of the contvactor, {dentitfying Inconzistencles
and potentia! problem arcas and obtalning
clarification or resolution froam the contracting
activity. In related areas, the CM Specialinat
can be ol service in helping to resolve problems
in the veteation of cluasitied material and in
oxpedit {ing requests for public release of in-
formatfon related to clasaifiecd contracts. Iun
entabiishing thene poaitionn, DCAS faced the

two major problewms common wherever there s a
CM tunction; (1) identifying and obtainlng the
classit feation guidance applicable to ecach
clagsified contract and (2) stafting the powri-
tions with personnel who woere knowledgeable and
experienced fun CH matters.  In the tirst
inntance, we had to assemble o base {{1a and
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agtablish a roeviev system, literally by ma.ual

means, {or many thousands of clessifled contracts.

Ay an example, one of the 11 DCAS reglons alona
has a total of 2700 classified contracts under
security cognizance. Without detracting from
the need for the review and its supporting
tickler system, you can appreciste the manpower
drein in guch a manual operation. Much tv our
regrat, it has precluded, to some extent, the
kind of attention we would like to give to rub-
stantive and comparative review of clussifica-
tion guidance being given to industtry. In the
near future the system of indexing and tickling
annusl review of the DD Form 254 will be mech-
anized in all Regions, thus relieving the situ-
ation somewhat. In this connection, we helieve
that the need for DCAS to monitor compliance
with the annual review requirement has buen over-
taken by events and could be dispensced with,
Thia would, of course, eliminate the negutive
reporting requirement which has been an adminis-
trative burden on all concerned and in the 1light

of other monitoring capability {s, 1n our opinton,

no longer cost oftective. We have Initiated dia-
cussions with Mr. Liebling's office to that end
and hope for an edrly and favorable decistion.

With reapect to stafting CM positions, we both
face the same problems. Inftlelly, we had little
practical experlence {n (M matters and so we
learned LY dolug and we lganed a2 Tittle on the
NCMS and {ta members for education and consulta-
tion., HNow that we have experionced personnel in
these positions ve face an aging workiorce that
18 eligible or nearving eligibility tor vetive-
ment. A8 you know, this has also been n matter
of serfous concern to the soclety for several
years. Within the DCAS organization, 451 of our
prolesstonal personnel will bhe eligible tor full
vetirement within the next 5 years, This does
not include those who may opt for early retire-
ment under fucentive and cost of living annaity
{fucreanen. With losses of this magnitude will
g0 much of the knoewledge and experience we have
buflt up over the years. Thia situatfon is
common throughout the secarity community,

Now for a finul comparison--a look at our total
growth for theme firat tew years, 1 don't need
to ask "Did you know!" where NCMS stands today.
Relevring to growth {n the more {wmportant con-
text of "stature' vather than the common weasure
of "aige,”" NCMS can be very proud of ity place
fn the necurity community. Speclaliziag in the
most dtticult elewent of the program, €M, you
have been foremont in sxhaping the development ot
CM programs fn both {pdustry and Goverament .
Through your wembership and your pubiications,
you have counselled, gufded, encouvapged and, in
a sende, wrained many ot the M speciallats
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cuyrrently in the program. Your influenco in

the field of CM and the stature you have aitained
are epitomized by your recent contributions to
and requested appearances befors Congraasional
coumittees working on legislative and national
policies related to the classification of offi-
cial informacion and the avallability of such
information to the general public., I1i is an
enviable record and a credit to each of your
menbers who made it possible,

Since I am a relative newcomer to the organiza-
tion, I can apeak of DCAS achlevements without
being accused of {mmodesty. It 18 a difficult
task to form a new organization &s you did in
1963, even with common f{deas and purpose. It
is infinitely wore difficult to mold several
existing organizations with their regulations,
procedures and personnel into a single cohesive
unit working under a single set of groundrules.
This task is more complicated when 1t 1is accom-
plished while providing comntinuous service to
the customcr, i.e., User Agencies, and maintain-
ing a single face to industry. But that is what
DCAS faced and it was done and the thousands of
working level problems were solved. We feel that
today DCAS (the OIS particulerly) functions
smoothly and constructively as the middleman
between industry and Government in the area of
classified procurement. Success is hard to
measure, particularly when you try to measure
your own, but several things encourage ua to
beljeve that we are satisfying our responsibil-
itien effectively and economically. First aund
foremost, we know of no loss or compromise of
clasaified {nformation in these 10 years which
can be attributed direccly to a policy or proce-
dural flaw in the Industrial Cecurity Program,
Secondly, we have reduced wmanpower resources
from 1534 billeta at the time of consolidation
to the currsnt 798, while the scope of our
functions has greatly increased. This was
accomplished primarily by streamlining operatiovns
and cuttang from the program those cleared facil-
ities and perannnel of record whnse sarvices were
no leonger required to meet procurement needs.
With respect to increased functions, the basic
charter of the Office of Industrial Security hau
been limited to the protection of classifined
information in the hands of industry. Mure
recently, that charter has been expanded ina
several areas vhich do not involve classified
tnformution or t ~feguarding of auch infor-
mation in indua: For example, the Defense
Industrial Facilities Protection Program, which
is designed to encourage industry to develop
plans and countermeasures to protect the defense
production capability, i3 now auvwinistered by
the 0I5, We have an interim task ¢f insuring
proper safeguards for arms, ammunition, and
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explosives in the hands of industry. 1t appears
that this task will be formalized in the next 30
to 60 days. Also, we have been tasked by DoD to
present as a part of the DISI curiiculum, a
course on Information Security Management for
DoD Security Managers. You know from the agenda
that Major O'Lesry will speal on this subject a
little later. This agaln is outside of the scope
of the Industrial Security Program.

We like to think that ihecs additional tasks
which are not solely within our basic charter are
manifestations of confidence in our knowledge of
the total security program, and our ability to
get the job done with minimum d~olay and winimum
rzgources. We consider that to be our measure of
success.

Finally, I would like to address, from my personal
and objective viewpolnt, what 1 consider to be 4
key factor in the Induatrial Security Program, in
all of its parts., Over the past ten years, there
has evolved from the basic concept, a true joint
venture operation between induatry and Government
to insure that officia) informwatrion is properly
classified and safeguarded. Industry's role in
both the formulation and implementation of
industrial security policy, once minimal, 1is now
substantial and growing. The management philasophy
of encouraging and seeking induastry's ideae and
opinlous has never been more evideat on the 018
staff than {t 18 today. We recognize and value
these inputs und we have a high degree of confi-
dence in industry’s ability to take a more active
role in designing and implementing security uea-
surea for the industrial environment, Those of
you who are familiar with the ISM way have recog-
nized in recent changes the greater responsilbility
being placed on industry, and there are more such
changes in the planning stages,

This team concept certainly includes NCMS and
other professlonal socleties whose comments and
recomendations greatly assist us in arriving at
balanced judgments.

In conclusion, from this brief review of our two
organizations, you can see that, in the words of
a popular Madisor Avenue slogan, "We've come a
long way, baby." To which you might add words
tfrom an old song-~"But, baby, you've still got

a long way to gol"

We accept that challenge and lock forward to au-
other 10 years of parallel growth and development
with the NCM8., We know chat changing times,
standards und needs will force us to keep the
program viable. As lung as we can meet like this
to exchange our views and foster the joint venture
concept, the Indusrrial Security Program will
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continue to improve. Aund, after all, that is
precigsely why ve are here!

Thank you very much.

NEW INFORMATION SECURITY MANAGEMENT COURSE

BY

MAJOR JOHN R. O'LEARY, USAF, Assistant Commandant
Defense Industrial Security Institute

Cord afterncon, ladies and gentlemen. On behalf
of the staff and faculty at the Industrial
Security Institute, it is an honor and privilege
to be with you here today to discuss a new infor-
mation security management course.

Personally, 1'm also heppy to be here for a num-
ber of reagsons, 1t has, first of all, afforded
we the opportunity to participate in a truly
outstanding seminar. Secondly, it's given me an
opportunity to review some old friendships as
well as meet wmany of the friends and alumai of
the Institute.

In a lighter vein, the weather here is everything
that they've said about it, Southein California
is beautiful and those of you who have been in
Richmond during July or August know how that can
be, and, lastly, certainly in Richmond, you can-
not tuy any Coors beer.

Historically, speakers always shun away or try to
avoid this hour right after lunch because of the
drowsiness that sometimes sets in in an audlence,
However, I think we've got an advantage in this
particular subject that we're going to discuss
today.

First, because of the advance billing that was
received from Mr. Liebling ard Mr. VanCook yester—
day, it's created a little interest, we hope.
Additionally, the course does represent a signifi-
cant step in the information security management
program, and in that line, it's a course that all
of us are involved in, interested in, to see, to
show, to create this new--and make it a meaning-
ful step forward for all of us.

Additionally, we have departed just a slight bi.
from the normal presentations that have been
given up here. Basically, as Mr. Green described,
I'm going to give you just a brief thumbnail
sketch of some of the background.

llow did this course get started; go into some of
the objectiveas; then Mr. Daigle will get up and
give industry's viewpoint of the cours:. He wae
in attendance during the pilot course {n June,
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followed by Mr. Larsen, who will give the Govern-
ment's atandpoint or viewpoint.

Following that, 1'll get back up and maybe
summarize and give &n overall evaluation--~&
kind of overall evaluation of the course from a
standpeint of the Institute, and some of the
things that we can look forward to, we can en-
vision In the future of the course becoming.

I think we all agree that the issuance of Execu-~
tive Order 11652 and the subsequent problems
resulting from ite implementation pointed out
the need for a formal course of classroom traip-
ing for industry managers, or f{or security man-
agers and other officials responsible for the
proner implementation of this Order. The
changes brought about by the Executive Order
relating to authority and accountability of
classifiere also pointed to formal training as
the only logical means of attaining an organized
and standardized approach among the various
diverse agencies authorized vo classify official
information in the interests of national security,
but the question may remain in some of our minds
as to how did this start, when did this sctart?

We can trace it back to the 13th of April 1973,
A meworandum from the Deputy Assistant Secretary
tor befense Security Pulicy wds sent ¢o the
Departments of the Army, Navy, Air Force, and
the Defense Supply Agency.

The purpose of this memorandum was to bring the
addressees up to date on the poussible develop-
ment of & course of training in information
security management.

The memorandum requestced their cooperation in
assigning experienced personnel in thls {ield
to a Department of Defanse task force which was
being established to develop the initial wmate-
rials necessary to establish such course of
instruction.

0SD's expressed desive was the establishment of

a formal course of rlassvoom training in the in-
formation security management covering all facets
0of the information security program, including
classification, downgrading, declassification,
marking, safeguarding, personnel security
clearances, and other agpects of physical and
administrative security.

The memorandum further directed that the course
be instructed &0 ax to permit it to be given in
two diatinct segmwents. Lach gegment would be
approximutely ong week in length. The first
veek coverin, the clasaification, downgrade,
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declassificacion aspects that could be made
available to gecurity managers in industry.

The training to be supplied was to be designed
to meet the needs of the training needs of
security specialists who have varying degrees
of aduministrative and mana?erial reaponsibility
relating to the information security program.

Accordingly, the requested task force was formed
and chaired by the office of the Assistant Secre-
tary of Defense Security Policy. It was com-
prised of representatives from the Army, Navy,
Alr Force, Defense Supply Agency, and thc Insti-
tute.

This group mer. at Cameron Station, Alexandria,
Virginia, for three days in June, 1973.

During this period, the initial course require-
ments &nd program of instructions was prepared
and later approved by OASD, Basically, the pro-~
gram of irstruction established that the purpose
of the course was to provide a comprehenaive
understanding and interpretation of the Depart-
ment of Defense information security program,
with particular emphasis on the proper classifi-
cetion of intormation in the intevest of national
security, progressive downgrade and declassifica-
tion action, and safeguards to classified {nfor~
matlon against unauthorized disclosure.

Further, to assist personnel in implementing and

wonitoring the industrial security regulation at

the individual's command or organizational level,
and in satisfying command and supervisory respon-—
sibilities for effective compliance with program

requirements.,

Also estsblished at this task force meeting were
the prerequigites for the course as being de-
signed for military and civilian personnel where
agsigned to or seleched for duties involving
responsibilities in administering the DoD infor-
mation security prograw within the command or
organization to which he is assigned. The course
is of particular interest to those persons
serving as/or selected for security managers'
positions within the meaning of DoD Directive
52100,1-R.

The course waterial 18 designed for mfd and upper-

level managers. Howewver, others with compaxable
duties and responsibllities may attend. The
course is available iy part on a2 quota basis to
industry personnel assigned responsibility under
the industrial security management fuor effective
application of classification, downgrade, de
classification, marking requirements, as est: "~
1ished by the Government,

In & broad sense, the scope of the course was

to provide the student with a general knowledge
of the history, policies, and iu)lementation

and management of the industrial security regu-
lation in a fundamental working knowledge of

all program elements. As & result of the
determined efforts of the task force, a decision
was made, First, that the proposed course could,
in fact, be conducted, and, secondly, the res-
ponsibility to conduct the course was assigned
to the Defense Industrial Security Institute
there in Richmond, Virginia. However, it must
not be overlooked that before the first course
could be coaducted, we at DISI had a formidable
task to accomplish,

For instance, we did not have sufficient claes-
room space, nor instructional staff to accom-
modate this new course. Nonetheless, the wheels
kept turning, and in January of 1974, the first
two of our instructers for this course arrived.
The third did not arrive until the middle of
March.

A special note here should be made that in less
than o2 year from the meeting of the _ur' force
to formulate DOI, the pilot, our firs. course
of instruction, was actually present <.

This reflects the outstanding support and
cooperation that we have received from all
agencles comcerned, and a lot of hard work on
the part of the instructors.

At the present time, we still do not have
sufficient dedicated classroom space, However,
construction funds have been programmed and we
should have better facilities within the fore~
geeable future. Until then, we will conduct
our courses in the existing classroom wherever
posgsible.

In those casesa, whore this is not possible, we
have been assured that we can use the commander's
conference room at the Defepse General Supply
Depot.

In view of the rather compressed time frame, the
pilot course was conducted at the Defense
Industrial Securit; lnstitute during the period
3 through 14 June 1974,

As previously indicated, the course was divided
into two distinct segments, each one a week long.

Could 1 have the first slide, please?
The first week basically addressed the clagsifi-

cation downgrading, declassification and marking,
as you'll see in this slide and the following
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slide. These sixteen topics were the bulk of
the material, or the aubject matter that was
covered during that first week.

During the second week, these are some of the
topics that also were addressed. 1n addition

to the five representatives from industry who
were Iinvited to attend the pilot course, fifteen
repregentatives from the Department of Defense
agencies, the Department of State, the National
Security Agency, and the National Aeronautics
and Space Administration, also participated.

From the very valuable constructive criticism
offered verbally during this course, we have
greatly benefited, and I1'd like to take this
opportunity certainly for the five industry
representatives and the Government representa-
tives during that course, we certainly want to
thank them for their assistance in this area.

During the course, we also requested written
critiques or comments submitted by these atten—
dees. There was general agreement that the
course addresses all aspects of the information
security program, and with some refinement and
periodic revisicen, will prove to b2 a valuable
tool in training new security managerg and
effectively stimulate the exchange of ideas
between security managers.

This, you might say, concludes the first part as
far as background and a slight overview, as far
as the objectives of this new course. At this
time, I'd like to turn the podium over to

My. Fred Daigle, who will give us again that
viewpoint of the industry regarding the course
and his view of it.

INDUSTRY VIEW OF INFORMATION SECURITY MANAGE~
MENT COURSE

BY

FREDRICK .J. DAIGLE

It was with & great deal of pride and apprecia-
tion that we, representing both industry, our
own companies and the society, received invita-
tivns to attend the first week of the two-week
pllot course, and this #s another one of the
examples of the soclety and DCAS working to-
gether as has been so ably deacribed by Bob Green.
I would be remiss if 1 didn't take a quick aeide
here to extend the appreciation of the entire
soclety to Bob Green for the many, many kind
things he said about us during his presentation.

Those invited from the society by the commandant
of the school wexe Jim Buckland of Martin-
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Mar{etta uf Orlendo, Florida, our NCMS Vice-
President, myself, Jack Robinson, from the
Center of Naval Analysis, editor of the NCMS
Bulletin, and a member of the Board of Directors,
Lyn Satterfield, wWestinghouse, Baltimore, an
immediate past-member of cthe Board of Directors,
Gene Suto, General Research Corporation, Mclean,
Virginia, and now President-elect of NCMS. In
addition to the above were the fifteen pecple
from Government who Major O'Leary mentioned.

As an interesting sidelight: of the twenty
course attendees, twelve were members of NCMS
and two more joined during the week. You had

to show your NCMS card to get a drink at the
bar. One joined yesterday, Mr. Rae Nehls; and
all the instructors indicated their interest and
the intention to join with us in the society.

Prior to presenting a viewpoint relative to
course content and its conduct, ther2 is a pre-
lude that must be discussed for the benefit of
the NCMS membership. This is in regard to the
advance publicity that we of the society have
been hearing for well over a year as a result

of presentations at our seminar, our mid year
mini-seminars and at gatherings of other clasai-
fication and security-related groups.

The general theme of this publicity was that the
DISI school was going to conduct a courgse of In-
struction for classification management personnel
in both industry and Government.

This particular course is not designed for that
purpose as has been described sc¢ aptly by Bob
and by John O'Leary.

Now, to the course itself, It was obvious that
there had been much preparation for the course,
and we cannot say enough of the dedication and
th~ enthusiasm of the staff of DISI and the in-
structors,

The content of the instructional blocks was
detailed and thorough even though it was subject
to much analysis. Recommendations were made for
elimination of some what we considered unneces-
sary material, a lower-key approach to certain
facets of classification, updating of text, and
a need to place greater emphasis on certain
other factors.

These comments were all shared in the most part
by the knowledgeable attendees.

At the outget, it became apparent that some of
the attendees had no industrial exposure whatso-
ever 1in daily work requirements and as a result
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could not understand the rather cverwhelming
comnents and suggestions made by the iadustrisl
NCMS attendees. Thanks to Bob Green, who was
also in attendance, and who very carefully re-
stated the purpose of the pilot course indi-
cating that industry and NCMS had been invited
te insure that their views were made known, be-
cause among other reasons, Government security
wanagers do at some time in their careers inter-
face with industry in some manner, and to provide
with industry in some manner, and to provide
these managers with the ability to interface
knowledgeably was one of the objectives of this
course.

After the second day and after the foregoing
opportunity to clarify the various participa-
tions, the critiques were most comprehensive

and informative. There is little value in dise-~
cussing the individual 1items of the critiques,
48 all attendees were informed by the school
that these were well received and would be in-
corporated into the first regular session of the
course, which 18 going on right now.

Tha Institute has assured me that the next year's
achedule will be such that it will not conflict
with our Washington seminar dates, thereby per-
mitting the instructors, as well as the potential
attendees, to attend the seminar if they wigh.

The single critique item that was agreed upon by
all attendees and worthy of reporting here was
that although all the i{nformation was primarily
factual, generally complete and well presented,
it did not completely meet the primary purpose
of the course, that being relating this wealth
of data to the responsibilities of Government
gecurity managers in implementing the informa-
tion smecurity program.

This aspect was discussed in depth with the
attendees, instructors, and the school adminis-
rration, and there was no disagreement with the
observation.

The second week of the course, that dealing

with physical security, was to be restructured--
over the weekend, I might say--with the Govern-
ment security manager's responsibilities in mind,
and I expect Mr., Larsen, who is your next speaker,
will give the Government's viewpoint and will
address this change in procedurec.

In sumpary, we copncur the materlal gathered for
the course he modified as recommended and when
reoriented, to the respongibiliries of the
Government security managei, will provide a very
beneficial course of instruction for many an

upper-level management personnel, and is the
first solid step taken to formally present any
classification management training.

Hopefully, it will make our lives easier by
giving our bosges a better inaight into what we
are trying to do.

However, we additionally recommend that the role
of members of industry that are invited be speci-
fically defined and rtated in the invitation and
in the opening remarks introducing each course.

Further, we submit the cbservation that we still
feel a dire need for a course in classification
managenent both for Government and Industry
classification management trainees where they
coumingle and learn from each other.

We have long felt this need as being the first
one that required fulfillument. When the claesi-~
fication management specialists have heen taught,
then a revlew of what they were taught would be
most beneffcial not only tc Government security
managers, but also the first and second level
industrial security managers.

GOVERNMENT VIEW OF INFORMATION SECURITY MANAGE-
MENT COURSE

BY

MR. FRANK LARSEN (Navy-CNO)

This appearance is a two~focld privilege~-not only
to have the valuable platform time at this

national seminar, but also to represent the twelve
government departments and agencies which were
reprasented st the two week "pilot" course on the
DoD information security management program. In
addition to the cogent remarks of Mr. Dajigle about
the course, it has been apparent the grapevine
worked very well ar? most of you have received
individual if not collective reaction first or
second hand. 1t may be of interest for you to
know, however, that a meeting was held in Mr.
VanCook'e office in 0SD on 3 July 1974, at which
time several of the pilot course participants from
the Government essentially gave an overall critigue.
Thare was general agreement within this adhoc com~
mittee on several points which 1'd like to relate
to you now. I'm reminded at this point, of that
great biblical guidance--"For God so loved the
world, he didn't send a committee'--none-the-leuss,
the interest, dedication and expressed desire to
improve and prowmote this course on the part of DISI,
DCAS and Mr. VanCook himself created a very evident
singleness of purpose.




for this panel, and I blame it all on Dr. Kissin-
ger, really, for since he has been promoted to
Secretary of State, it has become rather fash-
ionable, or the in-thing to do, to have someone
with a foreign accent on a panel or on & commit-
tee.

Of course, he tried to get Dr. Kissinger, and
when he failed in doing so, he went through the
NCMS roster and found that 1 was the only one
who filled the bill. It is remarkable, you know,
that even in SAMSO today, | am suddenly being
called "Doctor."

In any case, I'm very glad that George asked me
to be here with you this afterncon.

Being with the Government d4nd also being a
relative newcome: to the NCMS, somehow I feel
that there is a lack of comprehension on the
part of some people as to the inner workings of
the classification management of fice at the User
Agency level.

Briefly, we at the working level have to imple-
ment and Interpret the many directlves and regu-
lations emmnating from higher headquarters. We
have to rationalize, use good judgment, and,
tinally, develop ané publish a meauingful
clasgification guide.

To me, development of the gulde begins the day
the project officer or the program officer comes
in and says, "We're going to let an RFQ, a re~
quest for bid in three months, or six months, or
a year, and we'll need a classification guide

as soon as possible.

At that time, the contracting cfficer, the
program officer and the classification manage-
ment office start to work. The development of
a guide takes a considereb's amount of time, and
many ctimes it never and-». ¥t seems 1likz when a
contract has been compjeted .n three or four
years, we still gut telephine calls on the
interpretation of the claa: tfication.

Before I turn this meeting over to the panel, 1
would just like to say ume word, that I believe
that claesification is born at the User Agency
ievel. 1f you have any problems on classifica-
tion, 1 would advise you first to come to the
classeiilcation office that ig¢ indicated in your
guide. 1f you have complaints, you may go to

headquarters, but they come back to us anyway,
and we will face the problem.
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We ate indeed fortunste this afterncon to have
three representatives from Government who repre-
sent many years of experience and knowledge in
wmany facets of security clasgification. The
members of the panel will speak on their own
background and from their own experience.

Mr. Murray Marker, who speaks on procurement
activities and contracts; Colonel Griesmer will
touch upon the role of a program manager in the
research and developmeat environment, while

Mr. Joseph Care will address himself on the
subject of preparing and issuing a cl: sificarion
gulde.

Our first panelisgt this afterncon will be Mr.
Marker. He received his law degree from Columbia
University and after a number of years of private
law practice, he joined the Federal Security
Agency in 1939. There he was appointed to the
Department of Commerce for International Trade,
and since 1957, he has been Regional Couasel to
the 11th Naval District in Long Beach.

1 had the good fortune of listening to Murray
before, and I believe that he 18 one of the fore-
most authorities on Government contracts and
procurement.

PRESENTATION BY MR. MARKER

1 expected to be the last speaker. 1 don't know

what to say now.

Everybody else has said how delighted they are
to be here, and 1 think I'd be keeping the truth
from you {f 1 didn’'t say that 7 feel the same
way about it.

1 had the opportunity as Gene told you to talk to
the California group two years ago. 1 didn't know
whether they enjoyed it, but I certainly had a
hell of a good time, but I've been told thev

liked it, and I'm just golng to tell you the same
tking, too, they liked it very much.

I'm here under false preteuses, really. 1 em not
truly the representative of what you call the
User Agency.

The Naval Regional Procurement Office is the
centralized purchasing for procurement office in
Southern California, but by the time we get a
request to contract for materials or services or
for research and development operations,a large
part of the work that comes from you, ladies and
gentlemen, has already been done,
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The technical people and the requirements people
at the requiring activity have gotten together
with security personnel. They've agreed upon or
they have worked out what they think the security
requirements are, the classification requirements
are, and that's fncluding the requisition which
comes down to us, 80 that we get from you some-
thing that plays a part in what we de.

We don't participate in any of the decisions
which are made on the security classification
level. Captain Chapman told you about the armed
services procurement regulations and how the
committee works and told you that the armed
services procurement regulations--what it is and
how you do it sort of thing, and 1 think perhaps
1 might sort of fill out the picture by describ-
ing to you how we onperate under the ASPR, and
maybe when you get to the questioning period,

if we get to the questioning period, you can try
to place into perspective how what we do impacts
on you, and vice versa.

I think the first thing to point out to you is
that the basic concept of the operations that
fall under the armed services procurement regu-
lation is to folloew the legal requirements for
entering into a contractual arrangement with a
contractor to either provide the services, the
activities or to furnish the materials or the
supplies of the activity.

There are two ways of doing this. The first,
for the time being, anyway, and, traditionally,
the classical way, is by advertising. Advertis-
ing--formal advertising-~for bids does mnot fit
the kind of operation that involves you, because
if you have classification requirements with
regard to any part of contract performance,
there is an exception in the ASFR which permits
you to negotiate a contract, rather than to
advertise it, and so unless there is some rare
exception, and I'm not too familiar with what
they would be, there is very little--practically
no connection~-between those instances where the
procurement is of a firm specification procure-
ment for purchase of supplies or services with-
out any classification requirement on it, so let
me talk only about the second type of negotiation
contract.

Without detailing the sections or the language or
the gpecific requirements of the armed services
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want a black box that will do the following,"
or it will be a technical spec which will spell
out specifically what the black box is to ¢=.

What 18 the security classification required to
provide the safeguards against some technical
advance getting out and becoming known in areas
through sources not too known that should not be
permitted to know?

What are the areas im whiclh the services will be
performed, so that there might be access to
claggified documents or drawings, or informa-
tior of one kind or another, or to classify
security areas where performance by the Navy
people, or the Air Force, or Army people, the
same difference, should not be observed by people
not properly cleared? -

We receive this requisition, as I've indicated
to you, and we analyze it from the point of view
of what kind of sources we have to go to.
Ordinarily, the requisition itself does indicate
some sources, and we are required--assuming that
there is no security classification--we are
required to synopsize; that is, to publish in
the Congress Business Daily, which is published
by the Department of Commerce, a synopsis
summary of what it 1s we are in the market for,
so that interested companies can notify us of
their interest and seek a copy of the solicita~
tion wvhen it is issued, so that they can compete.

If there is a gsecurity classification problem
involved and this comes to us in the form of
the attached DD 254, we do not synopsize. In
most cases, there are some instances where a
synopsis is issued for the purpose of finding
out whether there are any companies in this
field capahble of undertaking the particular
operation, but it would be an extremely general
statement, one which would not be in any way
indicative of what the security problem is or
precisely what it is we want.

it could be a geuneral description, for example,
of certaln electronic requirements, 1f you need
an electronic finger, but without detalling

what the requirements would be for performance.

Assuming no securlty classification problems,
we do synopsize. Assuming the classiffcatfon
problem, we do not ordinarily synopsize, but we

procurement regulation, we start with the procure- geek out those companies we know have a capa-

ment request, the requisition that comes from the
procurement activity, and this tells us what it
is they want, how much of it they want, for what
period they want it. The specifications will be
either performance specifications which say, "We

bility.

To companies which have been c.cared, companies
that ask for coples of the solicitation i1 order
to compete, would have to satisfy the security




people of their clearance, and in that case I
believe it's DCASR that does this for us.

Assuming then that we have a sufficient number
of companies, or company--in many instances, ve
deal with the sole source~-we have the companies
that are being solicited. They've been properly
cleared. The matter is taken care of within the
rules of the security requirements that you've
set up.

We solicit proposals from them, and if the
proposals are to address themselves to the clagssi-
fied material, they, of course, must be classi-
fied. :

I'11 prcceed now and cut it short. In every
instance I mentioned something that has to be
done. Bear in mind that 1f there is a security
classification problem, that has to be done
within the security requiremenis.

Technical proposals and cost proposals are sub-
mitted to the rechnical activity for evaluation
as to technical adiequacy and acceptability, and
are analyzed and evaluated by our office as to
cost.,

You receive a technical evaluation trom the
activity indicating what companies have submitted
prouposals viich appear to be satisfactory and
acceptable and can do the job or are marginally
acceptable, but can be made acceptable by some
correctiors or filling in of some omission, and
all those comnanies which have submitted com-
pletely unacceptable proposals in the technical
aspect.

This determines what we have come to know. This
determines the competitive range, that is, those
companies that are now within the range of
possibility, probability of acquiring, achieving,
being given an award, being successfully the
winner of the contract competition.

Negotiations then follow with these coumpanies to
correct deficiencles, beef up whatever seems to
be inadequately treated, to clarify those areas
which are not too clear, which are ambiguous,

and also to negotiate, to improve the price, the
cost. We then request a final offer which gives
the company an opportunity to now revise their
proposal to include what had been agreed upon or
negotiated because of the discussions, to improve
their competitive position.

Now we have two different problems to consider.
In those instances where what we need is an
article or services which meet the requirements
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at the minimum level--that is, they will satisfy
even though they can be done better~-we determine
the winner on the basis of the lowest price among
those who have come in with a proposal which meets
our minimum acceptable requirement.

In most instances of the type of work we deal with,
the research and development or developmental work
whicn 18 on the borderline, perhaps, of research and
and development, where more than minimum acceptable
position is sought, where we need the best skills,
where we need what we can get in the sense of the
most experience and the most likellhood of achiev-
ing some advance, some improvement in what we know
exlsts or what we believe may be done.

The choice may be made on the basis of a scoring
which will rank the best technical proposal at a
higher level than others, even though the others
may be at a lower cost, su that we may make a wall
of higher cost arrangements in order to achieve the
best technical results.

You can believe me when I tell you that that area
is the one that is most productive of disputes,
protests, and, generally speaking, the kind of
heartburn and headaches that we go through, but we
do 1it.

It is legal. It is accepted and within the regula-
tions. It's sustalned, and, generally speaking,

is approved by the GAO in cases where a protest

has been made.

Once the award has been made and once the contract
has been executed, of course, the security-problems
again have to be taken care of. They are now con~
tract administration prohblems, and, except in those
instances where the PCO retains contract adminis-
tration, they are the responsibility or they become
the responsibility of the DCASR.

Even in those instances where we retain--so to
speak-—where the procuring contracting otfficer
retains the administrative responsibility for con-
tract, it is usually delegated to the technical
activity so that if we let a contract or some
developmental feature for one of the laboratories,
that would require some specific skills or the
background and experience of the particular indi-
viduals who have the cognizance of the technical
requirements of this particular problem in the
laboratory.

The laboratory will be the delegated administra-
tive officer.

Then there's midway where the administration has
transferred the DCASR with technical personnel
made part of the team.
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Now, that, generally speaking, is the process of
procurement that we handle for the User activi-
ties. Now, I am not too familiar, frankly, with
the preparatory work that you do before it gets
into the purchase request, but a little more
familiar with what happens after the contract s
executed and becomes an administrative matter,
because {f there is a dispute, of course, then
the administration comes back to us usually in a
claim or contract appeal.

PRESENTATION BY COLONEL GRIESMER

I've always had the impression that security
clagsification in the intelligence and operatiomns
fielde was lot more straight forward and had
fewer problems than in the research and develop-
ment business. I have to say it's my impression
because all of my experience for the past seven-
teen years has been as an R&D officer, I do
know one thing for certain; they don't have
Aviation Week working their side of the street.
Buc seriously, 1 do believe R&D has problems not
common to other areas. DoD Regulation 5200.1
has little more than general guidelines for the
R&D manager who must develop a new security
clasgification guide or whose program is under-
going rapid changes. It tells him he must
develop a guide in accordance with established
policies and procedures and that the guide should
cover the transition through research, develop-
ment, test, procurement and the other phases in
the R&D cycle. 1t tells him to consider the
issues of net national advantage, lead time
advantage and cost before making classification
decisions. But these are pretty abstract and
they get even more abstract when you have some
specific issue at hand and try to apply them.

Then too, the program manager generally has a
more mundane set of problems. He is worried
about the cost, schedules and performance of
whatever 1t 1s he is trying to get built or bhuy.
He probably looks at security problems in the
same light as the "ilities,” reliability, safety,
etc. He knows they cost money, but add nothing
in the way of technical performance. It is
probably safe to say that the average program
manager spends little if any time insuring that
his program’s security classification guide is
cowplete, up~to-date and cost effective. I am
sure it rately gets the same kind of attemtion
that his budget does and yet, unless his program
i8s completely unclassified, the costs of security
are in every line item of his budget. While
clasgification requirements probably do not in
most cases represent a large cost factor in
individual programs, it is none-the-less signifi-
cant when viewed in the light of classification
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costs to the DoD as a whole. But it cam be
significant in individual programs too. 1'll
give you a couple of examples. 1 was involved
in one situation in a satellite program office
where a classified computer printout of satel-
lite ephemeris data was being accumulated at an
overseas tracking station at a rate of an inch
per hour. Operations analysts planned to save
thege runs for diagnostic purposes for several
montha., It very rapidly became apparent that
storage and destruction facilities would be
overwhelmed unless drastic actions were taken.
The station commander had pleaded for a ship-
ment of safes from the atates. The people who
wanted the data vere told to find a cost effec-
tive golution. They quickly came up with a few
changes to the software program that eliminated
the classified portions and retained the useful
data. It turned out to be a solution someone
should have thought of to begin with. This
same program was a Speclal Access Required
program--covered by the old Air Force Regulation
205-23--fox long after it should have been.
Resources at contractor facilities as well as
goverument installations were needleasly con-
sumed trying to follow the briefing, debriefing
and record keeping rules long after the program
had grown too big to be afforded any real pro-
tection under this system, While the program
office recognized the situation and recommended
changes to higher headquartere, approval was a
long time couming.

Approval was finally obtained and contracts were
subsequently renegotiated to reflect the change
in security requirements. The total savings to
the program as a result of this change was in
excess of $130¥, with a $105K reduction on one
contract alone. And, I believe I can say--Gene
Klein can verify this--that the change did not
result in any reduction in the protection afforded
to the sensitive aspects of the program that did
require careful classification. As a matter of
fact 1 know the change allowed coacentration on
the truly sencitive elements by deemphasizing
the bookkeeping operaticne. AFR 205-23 finally
got to the point that it was serving to focus
attention on prograwms rather than offering them
any "protection.” Recognition of that was a
long time in coming. I think the lesson to be
learned is that security practices and classifi-
cation nead to be continually reviewed to insure
that they are protecting what really needs to be
protected in the mogt cost effective wanner.
Regulations ought to be changed or eliminated
when they don’'t do the job intended.

Which brings me to my next point and that is the
need for progrem managers to find gome wethod, a
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method that suits their own program's needs, to
ingsure regular review and updating of their
program's security classification guide. The Air
Force tries to make users awave of the need for
this on a continuing basis with a paragraph in
all guides which solicits conatructive comments
from users in the event clasaification imposes
tequirementa for protection that prove impracti-
cal, progress of a program neceasitates clasaifi-
cation changes, or some other problem arises.
From experience I've found that few users took
the time to respond to that invitation. We would
hear from a user in tha2 event classification
requirements suddenly generated a major problem.
However, in general, the less pressing and far
more common inatances of not very clear language
on certain entries in a guide, over or undez
classification, for example, were rarely brought
up unless the program office took some specific
action beyond the standard request printed in

the guide itself.

A technique which we used in the satellite pro-
gram office I referted to earlier and which did
surface needed changes, was to hold regular,

two to three times a year, meetings to hammer

out changes--and 1 use that verb advisely.
Program office personnel chaired these meetings
that were attended by contractors, the Commands
using and supporting the system as well as classi-
fication management specialists, With every
interested agency involved in developing accept-
able larguage, I think we ended up with a better—-
but more important--a more useful product. I
don't think this was a dilution of the govern-
ment's responsibility to properly classify
national security information; on the contrary,

I think everyone left with a better idea of why
certain information had to be classified and
equally important, the right words in the guide
to assist proper application of classification
guldelines. These sessions took time, but they
were productive. I found the contractor people
particularly cost conscious; they pointed out
many areas of over or unnecessary classification.
This was quite a dynamic program where I think
this techniyue was neceasary to quickly surface
and effect necessary changes; other programs may
not need this sort of concentrated activity, but
every program should have a formal and regular
mechanism for reviewing and updating guides.
Letters to users for example, could take the
place of meetings. On my present program, the
Advanced ICBM Technology or MX program, we have
begun ¢ review of the present classification
guide to eliminate over classificarion. 1

don't believe in the general ground rule that
since this pilece of equipment or data might some-
day be part of an operational system that it must
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necesaarily be classified for that reason.
There is a tendency to always be on the safe
side, but that does cost money and after a
little probing I have generally found rationale
for classification lacking.

The claseification management estaff at our
SAMS0 Headquarters spura the program ianagers
with an annual review of all guides. They push
the program offices to insure uniformity and of
courge their across~the-board coverage of all
programs does contribute significantly to keep
the quality of our guides high. I have found
all of these useful in keeping guides for which
I was responsible as current as possible.

One problem that I've frequently encountered
with classification guides involves specific

vs general entries. On one hand the guide may
cover many specifics in great detail; in the
opposite situation the references in the guide
are go vague as to be of litrle assistance in
proper classification. There is a danger with
the too specific approach too; if the user
doesn't find the specific detail he is locking
for he naturally assumes it is unclassified
since the gulde goes into great detail on many
other points. 1In both of these situations the
user isn't helped very much by the guide. I
don't really have a good answer for this situa-
tion., From my experience I think we tried to
make our guide as specific as possible, but
still leaving some room for interpretation to
encourage users to use their heads. Even with
all the guidelines, classification is strill
wostly common sense and we need to keep remind-
ing users of that fact. There just isn't any-
way to cover every conceivable question; common
sense in many instances has to be the ultimate
arbiter.

One aspect of updating guides that has always
bothered me is how to get the new information
to all the holders of the guide. For guides
clagsified SECRET this is probably not too
challenging as they are individually controlled.
But SECRET guides are probably a minority. For
uncontrolled guides and especially where local
reproduction of guides is authorized, 1 have
never been certain that updates get to all the
agencles having guides or to all the individual
copiles within each agency.

1 have tried to enumerate & few of the problems
1've encoun:tered as a program manager in the
area of security classification and how 1 deslt
with them, hoping that my experiences might be
beneficial to others. 1 do want to return

briefly to a point I tried to make in the
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beginning and that is that the R&D manager him~
self must in most cases decide what needs to be
classified, at what level and for how long.
Higher headquarters way approve guides but it is
really the R&D organization itself, with able
assistance from the classification management
specialists, that decides on the gut classifica-
tion issues. This 1s often difficult with only
abstract guidelines to follow, but it is the
organization that knows the data best and in the
long run the organization that has to do the job.

PRESENTATION BY MR. CARE

It is truly an honor to be invited to sit with
this panel and to discuss with you some of the
User Agency functions and problems. My comments
will be brief in order to aliow ample time for
questions.

Before we get into User Agency functions let me
give you a brief rundown on the Naval Underwater
Systems Center, We are a DoD shore activity
under the Command of the Chief of Naval Material.
Center Headquarters is located in Newport, R.IL.
under the Command of Captein M. C. McFarland.
The Center operates facilities in Newport, Rhode
Island; New London, Conmnecticut; Andros lsland,
Bahamas; The Azores; Tudor Hill, Bermuda; Fishers
1 .land, New York; Scnaca Lake, New York; Dodge
Pond, Riantic, Connecticut; Millstone Quarry,
wWaterford, Connecticut; and Field Stations in
Fort Lauderdale, Florida and one heére on Harbor
Drive in San Diego. Some of the skilla we
utilize at the Center are physics, acoustics and
hydrodynamics; electromagnetics; applied mathe-
matics; metallurgy and materials research;
organic, inorganic, and physical chemistry;
electronic signal processing; servo mechanics;
ministurization and instrumentation; mechanical,
chemical and electronic engineering of consider-
able depth; operations tresearch; computer science
and oceanography.

The Center 1s currently involved in some several
hundred projects, eighty percent of which are
classified. A sizeable portion of our research
is contracted to industry. That is what 1 am
here to talk sbout, our role as a User Agency.
Problems associated with NUSC as a User Agency
begin at the beginuning.

Let's take a look at a case in point., A NUSC
project engineer has been talking to a competent
well known independent engineer about a certain
problem. He determines that this engineer has
the expertise to help solve this certain problem.
He also knows that the independent engineer was
praviously associated with a cleared industrial
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firm that did considerable research in the current
problem area. The NUSC project engineer then dis-
cusges a contract arrangement with the independent
engineer. Suddenly he realizes that he must look
into the security srtatus of his prospective con-
tractor. The two engineers arrive at the Security
Office, both sure of one thing: Our prospective
contractor needs a clearance for access and some~
body will wave a magic wand and PRESTO! Secret
Clearance, After the storm, we settle down to a
standard request to the cognizant DCASR for a
Facility Clearauce for this on-the-spot, newly
formed Research Corporation. The request indicates
the level of clearance and stowage capahility re-
quired, the address of the Corporation, and most
important of all it reflects an urgency for an
interim clearance so that we may commence coutrac-
tual activity almost immediately! Does that sound
like a full afternoon? 1t 1s! And we, believe {t
or not, respond and provide the service as expedi-
tiously as we can. Is it poor planning? Not nec-
essarily. Our engineers get a task assignment and
they start digging for the best way to provide the
fleet with the tools and knowledge they need as
soon as possible, and that "as soon as possible"
might very well be the only lead time we have in
this particular area over a potentizl adversary.
It is TIME that we are buying, and it is TIME that
classification buys us, nothing else.

Most of our classification actions are derivative
rather than original. Therefore, the guidance we
provide a contractor for the most part is based on
guidance we receive with each task assignment from
such DoD Components as NAVSHIPS and NAVORD that have
now combined operations and are identified as NAVSEA;
NAVELEX: ARPA: CNO: et cetera. From this basic
guidance we deveiop DD 254's for those portions of
NUSC's task assignments that are let out for con-
tract. If the scope of the contractor portion
warrants it, we include the original guldance as an
enclosure to the DD 25/, Some problems crop up
along the way. There are occasions when neither

the cognizant engineer, nor the Classification
Manager can agree on the appropriate level of
clasgification or the proper downgrading designa-
tion that should be applied to a contract task,
Interpretation of the original guidance is generally
the problem area and that is soon resolved by con-
tacting the originator of the guidance. Another
problem here is that, unfortunately, there are still
those among us that interpret guides to their ex-
tremes and classify forever. 1 use that term
“"forever" because I feel that in some areas 30
years is "forever." Some valuable assistance came
into being recently via OPNAVINST 5510.132 dated
April 10, 1974 entitled "Preparation of Securicy
Classification Guidance." What is most encouraging
is outlined in paragraph 3 under ‘'Classification




Philosophy' and I quote: 'Classification deci-
sions should not be made based on '"gutty" or
“apur of the moment feelings." Somebody, God
Bless him, finally hit the nail on the head.
Paragraph 3 continues and goes into what I con-
sider an intelligent approach to the preparation
of classification guidance. One of our other
major problems as a User Agency is the release
of documents to industry. WHO CAN HAVE WHAT and
for HOW LONG and WHY CAN'T HE HAVE IT are the
subjects of a great deal of correspondence, The
easiest way to respond to a request for documen-
tation is to deny the request, Somewhere one
can find a reason for denial, but we all know
this isn't the answer. Release of contract
related Jocuments to industry 1s very necessary
and the temporary or permanent custedy of any
such documents by industry is not expected to
result in the total downfall of the National
Security. Here at NUSC all requests for docu-
mentation are routed via our newly formed
pPistribution Center for processing. The proce-
dure that has been established insures that the
prospective recipient of classified marerial has
a facility clearance with proper stywage capa-~
bility and a need certification. Each outgoing
document- is also checked for possible down-
grading or declassification and other necessary
security markings prior to its departure.
Unclassified material is checked for distribu-
tion limitations, if any, with emphasis on
releasing with Distribution Statement "A"
whenever possible.

The protection of classified material is still
our biggest worry. The TIME element places a
great deal of pressurea on both Contractor and
User Agency personnel. This in turn encourages
shortcuts or by-pass of security systems by both
parties. As I stated previously, TIME is what
it's all about and to compromise an entire pro-
ject by shortchanging security requirements
defeats the whole purpose.

In conclusion, I would like to parrot some
remarks by Past President Jim Bagley that he nade
at the 1972 seminar that are, in my opinion, an
answer to many of our problems:

The most urgent priorities should be:

(1) The establishment of job standavds for
classification management personnel.

(2) The develupment of education and training
programs at all levels.

(3) The recruitment of new people, hopefully
younger, luto classification management.

b Loyt s 4 dai ot e .Y e vt anre

PR —".

83

(4) Steps to establish courses at the college
and university levels.

(5) Bring into the field of Classification
Management, information and technical
information specialists who are also con-
cerned with information which may be
released and information which must, for
a time, be protected.

QUESTIONS AND ANSWERS

MR, TITKO: I'm Mr. Titko. I have a question
for Colonel Griesmer. :
Colonel, at what phase of the develupment process
do you put & security classification guide into
practice?

Ideally, I suppose it would be when 254's are
being generated, but that in many cases 1s not
feasible. Now, operational phases, operaticnal
tests, development tests, pre~I1TR or ITR.

COLONEL GRIESMER: Well, I've had experience
with guides that were written for exploratory
development programs, for example, and I'm sure
there are some that probably ought to be written
before they even get to that state.

I really don't think there's & universal answer.
I think 1t depends on the particular area that's
inveolved. But we have 6.3 programs and 6.2
programs within the Department of Defense, both
of which were security classification guides,

30 1 think it depends very much on the type of
information you're trying to protect.

In many cases, a guide may be required to go
through the whole lifetime of the system. The
system may spend many, many years in the early
R&D stage before it goes into production and a
guide may be necegsary in the early years. The
guide will change as different things are
important in different periods of time. In
summary, each program must determine the what
and when based on its individual needs.

MR. KLEIN: I have a question for Murray. 1I'd
like to know how you go back and estimate the
security costs on your program in setting up &
contract? How is that done?

MR. MARKER: That would be the function of the
proposal and its evaluatlion by both the technical
people, the classitication people, as to the
rates involved, the overhead, and so forth, It
would be a key methad, but not necessarily com-
bined. It might be a sequential operation.
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MR, KLEIN: 1s that negotiable?

MR, MARKER: The cost may be negotiated in the
sense that perhaps the provision for the meeting
of the gecurity requirement may be overemphasized.
It is not in the main negotiable. It's a firm
requirement that has to be wet,

MR, CHELIUS: Colonel Griesmer, you now have
offices like in your MX Program. You have
off{ces also at the headquarters level and the
AFC levels. Do you find that the guides are
widely distributed within the program offices
at higher levels?

COLONEL GRIESMER: I'm probably more familiar
with the guides on the program I was on before.
1 know they were, and they were distvibuted to
Air Force Headquarters as well as OSD.

I'm pretty sure that program cofficers or the
monitors up in headquarters have guides for their
programg, but beyond that within the headquarters,
I doubt it very much.

That's probably a good point.

MR. DAVIS: Henry Davis, LTV Aercspace. 1'd like
the panel to addrees the question of what the
contractor should dv when he gets the DD 254
written in 1974 that is still spelling out the
0ld Executive Order?

MR. CARE: Send it back.

1'11 tell you, you'll soon find out what to do
when DCAS makes an inspection.

MR. DAVIS: They did, and did nothing.

MR. CARE: Well, I'm sorry to hear that, but
we've had this problem and they get away from it
once in a while, We don't profess to be perfect,
but I'd send it all the way back.

MR. BOWERS: My name 1s Bowers, from Westinghouse,
Annapolis, Maryland.

Basically, my question is to Mr. Care about the
point for reviewing for retention. What criteria
do you use for determining authorization tc retain
and just what steps do your people go through to
make this determivation?

MR. CARE: Sir, we don't usually deny continued
retention after the Contract expires. The Manual
allows a retention period of three years sfter
expiration of the Contract. Even at the end of
the three year period, if a continued need to
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know exists we allow further retention for a
specific period. We look into WHY you need it.
Generally we find that the Contractor is doing
work in another related field. Based on this,
a need to know can be justified for a certain
period of time. Unfortunately, we cannot
authorize retention forever,

PANEL: PROTECTION OF COMPANY PROPRIETARY
{NFORMATION

MR. W. PETE DENNISON, Moderator

Head, Security & Safety

Hughes Aircrafr, Torrance, California

MR. RICHARD J. HEALY, Panelisc
Head, Security and Safety Departmeut
Aerospace Corporation, Los Angeles

MR. RICHARD A. BARDIN, Panelist
Attorney, Fulwider, Patton, Rieber, Lee & Utecht
Los Angeles, California

MR. LORIMER F. MC CONNELL, Panelist
Assistant Secretary

System Development Corpouration
Santa Monica, California

PRESENTATION BY MR, DENNIZ.ON

Good morning. Our panel this morning is
Protectiug your Proprietary Inforuwation, and

as all of you have, 1 have been involved in
security for many years, but my exposure has
been with general security, not any specific
area, however, due to many instances too numer-
oug to relate here, I've found myself more and
more involved in the subject of this panel.

Even though I consider myself a neophyte, 1 was
very pleased when I was invited to moderate
this pansl, and before 1 introduce our first
apeaker, 1 would like to say that we are start~
ing late and we had very little time in the
first plsce, and each one of our panelists has
been allotted a certain amount of time, so ut
the end of all the presentations, we wlll take
questions and try to answer them.

PRESENTATION BY MR. HEALY

The information 1'm going to discuss is taken
from a book, "Protecting Your Business Against
Espionage" published by the American Management
Association, written by Timethy J. Walsh snd me.
If any of you are interested in obtaining the
book it 1s generelly available in your public
library.
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Industtlal espionage and the protection of in-
formatfon {en't new. It goeas back to the ailk
secret that tho Chinese developed about five
thounand years age.  Ax you may kiow, the
Chineae wore verponaible for actually developing
atlk and they kept the procenns 4 royual ascvet
for 4 matter at thres thousand yoave. They kept
1t within the royal {family becauney It wan ao
frportant to the country., Actually an inaide
fab wan vesponrihie for the lons,

1t hapypened that one of the ruleva of the country
nearby anked the Fmperor ot China 41 he could
have some material to make allk.  He wan, ot
conirme, refured, but he tried another tactic,
The Emperor had a daughter, awd he asked the
Emporot i1 he could marvy hia daughter. The
Faopetor agteed,

The outmide ruler then ment an emirsary to talk
to the davghter and auggested to her that they
didn't have nilk {u hie country. She war told
rhe would have to woar goat hair and other rough
maies tal when shoe arrived unloean ehe hrought
material 1o make gilk with her, Xu, she con-
vralod aflk waims and mulbevry plantinge in her
Weaddionn when she left the country.  She later
cuttivatod the atlk worme in her new homeland
amd this I the way the atlk secret got out of
Chins,

Thie wan juat before the birth ot Chriat, so
thay were able to keap the gecrel A ma’ ter of
three thounand years hefore {1 got out of the
countiry .,

They wore vather severe ahout protectiog the
nocret . 11 anvbody tevealad the mectret, It was
doath Ly torture,  They even devaloped a cover
ntary that they teleared throughont the world
in thone deyn.  They teleancd (nfetmation that
they had develojed a procesn of making afll by
putting wool out fn the cundliine and then atter
apt ink] (ng water on 1t and combing {¢, it be-
came aflk,

You can {wagine the romearch and develapmont that
muat have goae {n an eftort to captuare the
pectrt . This te Just to fadicate that the pro-
tecttop of mecreta {4 not a pew problem, but one
that har exfriud for yearer. YWe have it okpe-
vially tu he world taday Gecause of venemich
and dovelopaent

We ate told that fn 1920, the 1eacarch develop-
ment o, this comitry was worth only alnety
million doltars,  Thin Lad fncieaned to twenty-
afx bilifon by 1969, aud the ned alide will
nhow . hat 11 had increaned to twenty-nine billion
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in 1472, Furthotr, that in 1973 {4t was $31
billton, Se, 1t mecan obvious that tessarch and
development {n the country is a very valuable
commad ity and one we munt nafeguard.

We some timen do not realisze how many vew pro-
ducta have come onto the market in the lant 25
yearn.  Many products have changed our way of
lite auch an TV,

Lot up {irat take n Jook aud mer what might be
consldered target infarmation ot that which
vther people would like to have.

Fitnt there (e rerearsh and development infor-
watton. The second e production data, marketing
informat fon te (hird, and 1 inatly, pgenoeral bumi-
wern datn, We will examine each ot thoge arvean
{u the timo lelt to un,

The f{ivat--reaearch and Jdevelopment~=can he

found In every orpantization, vegardless ot the
kind et huainesn, A janitor cleaning coapany

ot a guard company, tor examplo.  Bach haa
resvarch intormation developed to help meke a
befter product or to seli their products better,
1t hian been natd that anv organisation that does
not have information (o protect {a not compet i~
tive., Thevetoru, research and development infor-
matfun lo every vrganization {n fmportant.

Au examuple ot the (hntt ot researeh {n what 1
1ike to refor to an the great Avien capet.,

Dr. Arden wan a teachior at the Brooklyn Poly-
torimte lamtitute.  He was quite a briltiant
man,  He did conand: iag work tor the Covarnment
and many ¢ cher o ganteat fonnt he held wome Hifty
patenta; he had three Jdegteen, & 1aw degree; a
deaveoe {n chomtatry; and a bualunens degron.  You
can mee ho wan well equipped educatfoually. le
wan aime in "Who's Who' and had g worldwide
reput atfon.

He wan teaching nipht clarces at Rrooklyn Poly-~
tochnic Tastitute and he had a aumber ot engineern
and aclent it v hia clars.  He would way to
thene peaple 1o his close, "Now, 1 Jdon't want
Just ordinary fuformat fon that you deal with on
a dally tasis when you write your papern. 3}
want you to tell mo about intereating thingn.
oy give me the tight {nformation, you caa
he gure of g good prade.”  An a reaunle, he hog.
to collevt fuformation trom these studente, ana
fu thin way obtatuml very valuable tntommation,

othis way he obtatuned titotmation from (hree
compailen-=Sprague Klevtiic, Merek and Rolw and
Hane, Merck fliat tound out about thix problew
when they heatd that Avies had glvea o, Iecture
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iu Torontey, Canada, and tatked about a brand-uew
formula that he had developed to newtratize a
chicken dtrease that had been wiping out chicken
flocka all over the wwrld tov many veava. Nevek
regatded thir an about a twentyv-miltion dollay
buainerr a vear. Alao, Mevrck had spent about a
hundved miWlion doliare an thin 1esearch over a
peviod of many years.

The Mevck offfctials conldn't f{gure out how Avien
had avrived at the same formula developed by
their company. At about that tine theyv bought a
French company, and in the ameets oi thia Freach
company was thia mame tormula. The Merck people
naturally asked "Where did you get this?" The
reply--"We bought it from Avies."

Merch began an {fuvestigation {mmediately and when
they Tooked at thia fovmmla, they tound the
formula was a copy of 4 Merck Company document .
It hadn't been chasged,  They concluded that
Attes had access to Merck vesearch amdl develop-
mont fntormatlon. Fiaally 1t wan determined that
an onglneer who wasn not even 1o the grogg that
develuped the formula had gotten into the labo-
ratury where thisg fovmila war being developed.

He had stolen the formula as well as cultures
aud mrold all the matevial to Avies. Avies had
atne promiged him 4 toyalty 1oy the worlduide
datribution ot the formula and wvo he could have
ohtatned a great deal of money tirom his anieage
ment .

Merck then immediately atarted cviminal proceed-
tuga agatust Avies and also fited a clvil aait.
Nowever. Atfea skipped the cowntiy and {8 1eported
to be 1tving on the Riviera on the southern coast
of France, He 18 a millionatire bevaude of all

the money he's gotten trom his activities,

Mevek Company was awarded a afx million six
hundred and thivey - efght thousamd dollar fadgment
againat Attea. Merck otticiale veport they have
the judgment framed fn the Board room and 1t'a
worth exactly the amount of the papey 1t's wiitten
o, They have wever been able to collect a dime
from At ien. T

Avies alro obtatned a formula tirom Sprague Kleo-
tyie, and Sprague get an efght mitlton aix huwdred
thousand dollar judgment agatnst him.  Rohwm and
Haan got a atx milli{on dollar jadgment becanae of
data they jont to Avien. Theae three companien
abtafued fudgmenta o1 more than tweaty mi114on
againat Avtlen bat none ot them have been able to
collect anyihing,

Lant year there wan an arttsle in "Newaweok®
mtating Atfea ig wow THitag company namen in

toretgn comtriea. the of the names wasn “Fxxon"
in vayious countvier throughout the world,

Exxaon gpent milltons in developlug this new
tirademark,  They wmay now have tu pay Arles to
use that name {n a wumher of countries.

lel mr next comatder praductfon tnformation,
Theve are vertain praductio techniques that
Ate very valuable, Fom example, Cova-tola har
one fugredient in theiy production that'ae
valled "S." From time to time a couple of the
vop people {n the company mix up the basic
matevial,

Next s markst fug (nformattion. A strikiug case
of thett of marketr tnformation {uvoelved & wman
named Maviield, Mayfield war a young trvainee
with Proctor and Gamble {n Cinciwnatd. Mayfield
elected to leave Practor and Gamble and go to
another company but before he Jeft, he obtained
the marketing plan for the next year {ov Creast
toathpaate, Tractor aud Gambhle valued the plan
at about twenty million Jullarve.

Mavtield then called an acquatintance ot hin

with tolgate-Palmolive {n New York and offered
to aell the marketing plan tor twenty thousand
dollata,.  The man from Colgate reported tair

ta his top people and they in turn repoited it
to the YIUL. The FRU indicated they should po
ahead and make the arvangement . Twenty million
dollare worth of fnformation for twenty thousand
dollare--a very poud bavgafn.

Maviield arvranged to meet his contact from Col-
gate in the men'a vestvoom at Kennedy atvport
fn New York, We alpo developed the code namea,
Mr. dreat and M. Colgate, Lecaure 1 puera he
thoupht you have to do that in thies kiond of
buriness. When they avvived, they fdentified
thenreiven an M. Creat and My, Colpste, May-
{ield then divected hig contact to go (nto one
hooth whifie he went fato an adjoining booth.

e then told his contact to para him the

twenty thouaand dollara and his pants undes

the booth,  ITn tetnrn he handed the plan to

the contact.  As Avon an by ot the plan, May-
tield van vut with the money amd the pante

1nty the walting arma of the YR, He wan
vhavacterized by the judge in the eriminal
proveedings that followed ar Jurt a fovlieh
youug man. We got probat ton and then dHe
appeasted from the aceae,  Spiea ate not that
ntupfd o ovdinar ity There are aome very clever
tollown.

The next artea 18 huninern fnformat ton. Thina
can be deactibed by tour PPR-=~Plana, Tertoimmance,
Pricea and Problema, 1t you huow any one of
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these things aboat what your competitor's doing,
you could he pratty aafe in competing with him
and giviny him a lot of trouble,

Next ure the threats that we have to deal with.
There are really tw. There's the external
threat and the internal threat. Firat, the
external threat.

The external threat ie persunified by the {ndus-
trial apy. The individual who is really intent
on getting information.

The industrial epy may use an undercover operztor.
The apy will probably not come into a cowpany him-
self to ger the information, but he'll probably
hire wowsbody to get information. He will put

the undercover operator in the company in the
area where he wants to get informetion., Then he
will collect the information he wanta over a
perlod of time.

Thede fellows ave clever., They will not aak the
undercover oparator right away for the informa-
tion they want, They will ask hiwm tor useless
informatton. Sandwiched {n between the udeless
information will be the real intorwatton the apy
wants. The idea here 1is that the undercover man
ucver knowsz what he has stolen 1f he {8 caught.

Another method is to uae a patsy. The spy will
locate a disgruntled employes or a flnancially
troubled employee, He will then approach him to
determine 1f he can obtaln information from him,
As with the undercover employse, he asks him for
useless information bhut mixed with the useless
informatlon will be the information he really
wante. Lf the patsy 1s ever dilucovered, he dues
net know what he has given to the spy.

Auother technique utilized by the spy is tvespaui.
He may aluo pode ad a customer or visitor.

Ligeuing 18 another technigue. The olive and
the martint has gotten a large awount of pub-
liclity over the yeera. Huwever, the effective
sples will tell you that the last thing they
want to do {8 practice eavesdropping and wive-
tapping. It's too diff{cult to de, There are
Just too many other ways, as you can sge to
abtain information.

Tranh and acrap 1w another method, Intelligeunce
perople the world over utilize the technique of
doxting trauh and scvap to chtatn valuable fntur-
mat fun that has been dlscarded. There's one
atorvy abour an {nduatifal epy that attempted to
bribe a janitor so he vould obtatn the trash and
acrap of a particular organization, He to.ni

C e e e s -SRI

87

out that another spy had alresdy made arrange-
ments for the wawt: materlal, %o, we should
remember that material iw handuritten form
which has been discarded is just as valuable
as the waterlal that finally cowes out in a
perfect copy.

Another techuique is the uze «f the applicant
interview and resume. This fn & very easy way
to get i{utormstion. The spy may alsov make up
a survey and sund it arvund to target people.
Theue would be people ke kovuws hav:s the infor-
mation he want.., He way ask {or a large amount
of uselesw informs ton but included with the
useless inforamiion will be a roquest for the
area of value to him,

With regard to the applicaut interview, the
Industiial spy will put an aéc in 2 paper and
advertide a poeition {uvolving 2 naiticular
skill. Hopefulir te'll get an applicant frow
a particular cotvgay that he wants. He can
then interview the applicant at great length.
1f he doesn't have the capability of conductieg
a technical interview. te may bring suvisebody
that can. Ot couvse, an applicant iz ulways
willing to make tha beat possible tmpraseion
and will be anxlous to supply lnformat{on to
prove his qualifications. The spy may ulso

ask him to write the {aformation doun (n detail.

The applicant is taterz2arad {n dwpreaxing rhe
intarviewer, of course, buc:mus L= Yab e
always made most aviractive.

Another techniquse of obtalntug 1nforsution e
through a metper offer, Agala, thzsie aave
bren some unethical companles 30 che et vho
have offeved to merge with a compary {n whiva
they wanted informetion. Ax a part of th.
merger negotiation recess to the booky of o
compuny will be obtsined. Aiter the
tion wanted has besa s bieiory, negot ‘8t toae
will terofnate. Bt "NHalz steeel Joataeal”
reported luat year Shal vow sy cor wiive
will not deal direccly wirh anotiuvr otivrivgy
& merger . Inatead, negetisten wiil e lone
through au atisrusy w) svi uSUL' el Party.
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Reverse engineering 4 st foosmigue,

This is legal. 1t wia beer cvooried thet the
flvst Ceneral Motors sar "y the e (o Detrofe
is buught by Ford and : 'z #part to wee whae
thaey 've done that is diftecer and neg,  This
is alsae done by the othet camdactateirsw.  Then
an vffort g made to coginear acound jatentw.

Subcontractors thewid not be aven Looked.
may hoe inside as well a8 on the outande,
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reproduction facility 1s belng used, it should
be remembered that valuable material may be sent
out to be reproduced. There was a case reported
last year which involved data belonging to the
Monsanto Chemical company. A sensitive Monsanto
report from a reproduction fucllity was obtained
by ¢ meat salesman who went to a competitor and
offered the report for five thousand dollars.

It turned cut that Monsanto valued the informa-
tion at half a million dollars. The thief
couldn't believe it when he learned the value of
the data. It was reported that the meat salesman
had a friend working in the reproduction facility
who gave him the report. He was a salesman, sc
he tried to sell the report.

Then there is observation. This cen be done in
any number of ways. A rather striking incident,
involved a case in Texas. DuPout was building a
new plant chere aund the configuration of the
plant had a great deal to do with the manufactur-
ing process. A competitor hired a photographer
to fly over the plant site from time to time and
take plctures. Apparentiy, he flew too low and
the DuPont people got suspiclous. They got court
injunction when they found out pictures vere
being talen.

The various aspents of external threat have bheen
covered.

Noxt, we might consider the Internal threat., The
internal threat is personified by employees.
generally. The disloyal employee is certainly a
threat. de may, for one reason or another feel
that he's being mistieated by the cowmpany.

One particular case ivvolves a chemirt by the
name of Fox at American Cyanamid. Fox became
diggruntled because he thought that he had not
he«n pramoted adequately and that his salary
‘noceadse wad fasdequate, Go he decided to steal
trom the companv.

He foymed his own company, He eventually was
able to obtain encugh data so thet he was able

to grit. Later bhe aold Yis company to an ltalian
compuny. Hls activities were uncovered because
he toloed sope of the people working in Cyanamid
who were ceughit.

The mehile employee ip also & potential threat.
In theee daye, parrtcalarly {n (Lo scfentific

ary 18, an individual cun go acrewi the street

and ger o twenty-iive dollar a veek 1ilse without
any problem ar 211, Ve have 8 webile socliety, so
we must be careful of the peoplr that erc moving
fron cumpeny o cempany. ey may be dolug this
s onely o collect dnforortion that can later
be sold

Also, there is the moonlighting employee. These
days many individuals are required to moonlight
to make ends meet.,

Marketing employees are also vulnerable.
Marketing people are naturally aggressive, out-
going, and they want to make a good impreasion
on potentis! customers. How much and the kind
of information they give out may be importamt.

&nother area {s purchasing. The employee in
purchasing may be buying material for the company.
He wunts to get the best buy for the company as
well as tne correct material so he should be {in-
structed to be careful that he does not give too
twuch information to the veador. The vendor may
tlien go down the atreet and give the information
tc & cowpetitor.

There are a number of miscellaneous employees.
Thic includes the employee that runs the projector
in the Beard room, the secretary who knows as much
about her bosse's business as he does, and the
Janitor, who may be working in sensitive areas
when no onc is around.

Corsultants are ethical, in general, but they
shculd be considered a potential problem and be
included in the information protection program.

The publications area can also be troubleaome.
Seminars and trade shcws should be cousidered.
Control of material going into publications such
as sales brochures, etc., 1s essential.

When an individual attends a seminar he will try
to make good impreasions for hie company. He may
want to talk about his work to other attendees,

In summary, then, we have outlined the various
types of information that may be vuln:rable tro
loss. We next discussed how gensltive data way
be lost~-through the two types of threats, inter-
nal and external. The next phase of a presenta-
tion such as this would be to gutline safeguards
that should be adopted to protect duta. However,
we do not have time for such a discussion.

PRESENTATION BY MR. BARDIN

TRADE SECRETS

1. Nature and Definition

A. Midely Accepted Definition--

"a trade secrel may consist of any formula,
pattern, device or cowpllation of {nfurmation
which 18 used in one's business, snd which gilves
him an opportunity tou obtain &n advant _¢ over
competitors who do not know or une 1




B. Typical Categories of Trade Secrets

1. Formulas

2. Methods of Manufacture

3, Processing Techniques

4. Prototype or Sample Items (not yet publicly
released)

5. Compllations of Technical Information (e.g.,
drawvings reflecting dimensions and toller-
ances and other results of engineering
effort)

6. Source of Supply

7 Business Plans (e.g., introduction date of
new product)

8, Sales Information (e.g., lists of customers,
contract information and the like)

9. Key Employee Information (e.g., salaries ound
benefits)

10. Computer Programs
11. Scripcs of Plays and Motion Pictures

1L. Legal Rasis of Trade Secret Rights

A, Protection Against Breach of Trust ox Faith
B. Confidentiality Obligation May Be Based on
Express, Oral or Written Contract (e.g., employ-
ment agreement), Implied (e.g., under employment
relationship), or by State Statute (e.g., Calif.
Labor Code)

C. 1Improper Means of Diecovery

D. Criminal Statutes

III. Patent and Trade Secret Rights Distinguished

A. The protection accorded to a trade secret
holder is against disclosure or unauthorized use
of the secret by thosez to whom the secret has
been confided under expresg or implied restric-
tion of non-disclosure or non-use. It also pro-
tects againat disclosure or use when knowledge

of the secret is gained by some "jmproper' ucans
(e.g., wire tapping). No protection 1: afforded
againet diascovery by fair and honest me ns (e.g.,
from sales literature or other technica. litera-
ture, independent creaticn, accidental dlsclosure
or reverse engineering., MNovelty in a patent
sense is not required, but a trade secret, accord-
irg to the prevailing view, must exhibit some
minimal degree of novelty.

B. Patents sre granted under the Federal Fatent
Act which has its bagls in the Constitutzion.
Patentable subject matter is limited to a
"proceso, machine, manufacture, or composition of
matter, or ... improvement thereof.'" Novelty,
utility and non-obviousnese are required, A
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limited right to exclude others for the statu-
tory period of 17 years is granted once the
patent issues. Independent creation is no
defense. -

II1L. Loss of Righte

A. Subject Matter Becomes a Matter of Public
Knowledge or of a General Knowledge in the Trade
or Business

1. Disclosure in a Patent or Other Publication

2. Disclosure Inherent in the Item Sold (sub-
ject to reverse engineering)

3. Digclosure at Trade Shows

B. Disclogure of a Trade Secret to Another in
Confidence or Under an Implied Obligation Not
to Use or Disclose Does Rot Divest Rights

1. Discloasure to Pmployeea Having a Need to
Know

2, Disclosure to Licensee

3. Disclogsure by Customer to a Vendor

4. Disclosure to Potential Investor

IV. Practical Effect of Trade Secret Rights

A. Protects Against Discovery by Unfzir or
Unlawful Means

1. Breaking and Entering
2. Compromising Employees
3. Aerial Surveillance

4. Industrial Espionage

B. Protection Against Misuse by Those Who Have
Lawfully Acquired Knowledge (Most Common
Problem Area)

1. Employee or Agent
2. Consultant
3. Liceusee

V. Litigation
A. Legal Theuries

1. Breach of Contract

2. Breach of Trust

3, Interference with Advantageous Business
Relationships

4, Unfailr Competition

5. Conepiracy

6. Anti-Trust

7. lImproper Meana of Digcovery

B. Course of Suit

1. Complaint

R
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2. Restraining Order and Preliminary Injunction
3. Discovery

4. Trial

5. Judgment

a) Dauages

b) Injunction (perpetual, or limited, based on

’ headstart theory)

6. Contempt Proceedings

C. Settlement

1. High Percentage of Controversies Settled

D. Inherent Problems

1. Plaintiff Must Carry the Burden of Proof
(difficult to show that subject matter ig,
in fact, secret)

2. Risgk of Further Disclosure of Secrets of
Both Plaintiff and Defendant

a) Protective Order

V1. Yactors Tending to Influence Courts

A. Taking of Documents and Other Physical Items

B. Effort Made by Plaintiff to Protect Informa-
tion {(e.g., use of employment agreements, visitor
control, limited access at plant areas, briefing
of employees on confidentlality)

C. Time Interval between Former Employment and
Introduction of New Product or Start-Up of New
Business.

D. Efforts of Defendant to Compete Fairly

E. Strong Public Policy Favoring the Right of
Individual to Practice his Chosen Profession

V11. Areas of Common Misconception

A. No Written Employment Agreement is Required
in Order for an Employee to be linder a Confi-
dentiality Obligation

B. Trade Secret Yrotection Extends to Both
Information that Is in Writing snd that Which Is
Not 1in Writing .

C. Provisfons Iln Agreements Restraining Former
Foployees from Working for a Cowpetitor are Vgid
in California and Many Other States, Except Under
Special Circumstances (e.g., in connectlon with
the sale of a businens)

D. Inventions Conceived During Period of Employ-
ment but Later Reduced to Practice Likely Belong
to Former Employer,

PRESENTATION BY MR. MC CONNELL

When I was asked to make a presentation, I wasn't
quite sure what I could contribute in additlon to
these two very prominent gentlemen who preceded
me. They've given you just about everything that
you could possibly want to learn on the subject.
But I thought 1t might be of intereat to you to
know specifically what one company does in the
way of trying to protect coxporate information,

80 that you might compare this information with
how you organfize to protect your proprietary in-
formation. Figure 1 gives you an idea of how the
functions are clustered at System Development
Corporation. Our cowpany's business 1is informa-
tion technology; for example, we furnish services
in the development and manipulation of large data
systems, and in training people to use such
gystems; we also operate such systems. So, infor-
mation is a very important commodity to us, and
over the years we've found it makes a lot of sense
in terms of our internal business operations to
gather all of the corporate information control
functions under one manager. Nut only military
security classifications, but functions of propri-~
etary informuaiion control are found there. #lso,
the corporate policy, procedure and forms func-
tions work nicely for us combined in the same
organization,

We have a system for document review which per-
tains to all aspects of information control.
Figure 2 {llustrates a universal form which enables
us to put a document through any kind of informa-
tion review process desired--be it for export,
copyright, military classification, or trade
secret control. There is a section at the top eof
the form that indicates various actions that one
might want to request~-from initial "pubiication”
to "dissemination," to "classification' or "other"
review. We have a section midway down on the form
for "classification,” and there are two types:
"military"” and '"corporate.” Documents being
reviewed for whatever purpose~-~initial publication
or outside release are looked at from the stand-
point of the proprietary value to the company as
well as possible military classification. For
example, 1f 1t's & document that someone wighes

to relsase to the public, we consider whether {t
should be copyrighted or not. So, we attempt to
take ali posaible informstion controls into cen-
aideration at the same time in a single review
process,
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Figure 3 shows a page out of one of our policiles
and procedures which outlines the various SDC
document review processes required. I simply
want to make the rzint here that we consider it
important to have published procedures that tell
people precisely what reviews are required with-
in the company.

I think Dick Bardin mentioned that if you're
going to try to protect trade secrets, it's
important that you have some kind of system that
makes it reasonable to believe that you will
really protect your trade secrets. In this
regard, we think that it's importamt to have a
good corporate documentation system which people
understand. We define a documentation system as
is indicated in Figure 4, Some of our documents
are intended strictly for internal consumption;
we have a particular series of documents called
Notes and we encourage people t)> write all
preliminary, rough, working technical jsforma-
tion in this series—-with the understanding that
their Notes will not be digsseminated outside of
the company. This encourages the entry of many
"uncut diamonds'" into a system where protection
1s possible.

He hWiave another series of documents which we call
TMs, written with the understarding that they
might well end probably will be distributed out-
side. TMs receive greater editor!al strention
and more extensive review.

Now, 1 didn't realize this when we establlished
our documentatiuvn system, but Dick Bardin polnted
out to me later that our document series serves
our patent function also, in that it serves a
function similar to the engineeving notebook. 1f
you have a corporate series of dncuments with
rellable functione for central recording and
archives, then that kind of does what your eugi-
neering notebook does. 1 was very pleased to
learn that because, &g you know, it 1s often
difficult to get engineers to write everything

in their englneering notebooks. Some people who
have been with ur for years and terminate turn in
blank notebooks. PBut they have written Notea, o
we do retailn technical informaticn 4in that manner.

An oatline of the elements of our proprietary
information contrs) peogram are shown in Fi; re
5+-the front page of our Policy and Procedure
Directive on Protection nf Corpnrate 1nformation,

As 1've gaid, at $DC we're very much concerned
with the protection of proprietary information.
We've saxamined posseible ways to protect computer
programs, for example, WUe've looked at the
possible opportuniting of parent or copyright
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protection for computer programe and we've pretty
much concluded that these aren't very effective.
These may not even be available protections under
the law. Also, patent protection doesn't seem to
be a good idea for computer programs. I'm sure
you've all seen telescoping shopping carts in

the markets; someone who got the idea to do that
has the patent on it; the invention is out there
for everyone to see and it would be quite obvicus
to the inventor or the owner if anyone started
infringing. But with a computer program, it's a
different thing. You can't see it or touch it.
It's invisible electronic bits of information.

If somecne steals your computer program, puts it
on his computer and usesg it, it isn't at all
obvious to the general public that it exists. In
other words, it is very hard to detect the theft
and the unauthorized use.

We have therefore concluded that it is best to
rely on the trade secret method of protection for
most of our things. We do patent a few items and
we employ copyright protection for our published
documents; but trade secret is our most important
means of protection.

Another area that T don't think we've touched on
vet, but which 1 think deserves attention is the
area of protection of information required to
prevent intrusions of privacy. Some of you may
have been following, as 1 have, legislation which
has been ilutroduced regarding proposed controls
over the use of private {nformation. (I happened
to sce an article in the June 26th issue of
Compucer World which describes legislation being
introduced in the area of privacy.) There are
thousands of information files throughout the
country--in credir bureaus, government agencies,
etc., containirg various items of information on
individuals. 1intil recently, 1 guess there

hasn't been a lot of concern over this, because
these £1les have been existing with certain natural
"dividera' such as geographic and administrative
separation in metal or wooden cabinets; the infor-
mation has been ca paper stuffed in a drawer some-
where; and, usvally, the agency that has the in-
formation has it for a particular purpose and uses
it for that purpose, and only once in a while 1t's
shared.

Things are changing a lot now. With computer data
banke, information about you or I which may be
collected now or may have been collected ten years
ago and 18 on a plece of paper in that tile and
can now be put into a computer hank and the infor-
mat{on in the computer bank can be collected, can
be compliled, can be accessed and very quickly.
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Dick Healy pointed out in his presentation on
industrial espionsage that there ere lcts of ways
to get information. It's obviously woxre conve-
nient ta get at information when it is neatly
compiled in a central computer bank. Therefore,
computer secrecy is a very important area, and

I would encourage the soclety to address itself
to this issue,

I'm always encouraging members cf the society to
expand their horizons and to get into other areas.
I hope we don't channel our vision too narrowly,

and L think that classification managers can
and ought to be (and I think wany 2f us are)
more than just defense {nformation specialists
and Industrial Security Manual specialists.

We aught to be concermed with the totality of

fuformation protection.

feasionals.

Then we are true pro-~

These are some of the things that I wanted to
share with you: what we do at SDC and some of
the things I think our society ought to involve
{tself with in the future. Thank you very much.
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TABLE 1,

MINIMAL, REVIEW AND APPROVAL ON FORM 1125 REQUESTS

ACTLON REQUESTED

MINIMAL REVIEW

OPEN PUBLICATION

o News releases 1) Division/Department/Program Manager
e Articles for trade newspapers and magazinesa 2) Corporate Relations Office
e General corporate brochures 3) Vice President, Corporate Development
e Corporate advertisements 4) Vice President, Finance (for financial
statements)
5) President
6) Corporate Information Control (CIC)
® Marketing brochures 1) Division Manager or designee
2) C(orporate Relations Office
3) President
4) cCorporate Information Control {CIC)
Not contract related: 1) Division Manager or designee
e TMs 2) Corporate Relations Office
o SPg 3) Vice President, Corporate Development
o Oral presentation and papers 4) President
e Articles for professional journals 5) Corporate Informatrion Comtrol (CIC)
—————————————————— e v e e . ma S e - e R O e e - e e W e L e e W —— e v e -
Contract related: 1) Division Manager or designee
. TMs 2) Corporate Information Control (C1C)
e SPs
OUTSIDE REL® ASE GF INFORMATION NOT CLEARED FOR
OPEN PUBLICATION
Contract deliverable: 1) Division/Department/Program Manager or
e TMs designee
& SPs 2) Securlty Cffice (ouly if classified)*
e FNs 3) CIC (for foreign releases only)
__________________ e g
Not contract deliverable: 1) Division/Department/Program Manager or
e TMs desiguee
e SPs 2) Security Gffice (only if classified)®
o FNs 3) Vice President, International Division
(for foreign releases only)
4) Corporate Information Comtrol {CIC)
Proposals or related materials 1) Division/Department/Program Manager or
designee
2) Contracts Management
3) Security Office (only if classified)
4) Vice Preeident, International Division
(for foreign releasea only)
3)

CIC (for foreign releases only)

*1f addrear 18 listed in PIR Systew, does not require Security Office approval.
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THIS PAGE IS BREST QUALITY PRACTICABLE
FROM COPY FURNISHED T0 RDC
POLICY and —
FOR SOC INTERNAL USE ONLY
No diszr-bution or disclasure af this documene
may be made outside of SDC without the prior
consent 0* an authomzed reprasantative of the
otignatng orgarization.
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QUESTIONS AND ANSWERS

MR. HOYLE: I've got a question for Mr. Bardin.
How much legal protection do we have under what
we know of the datu protectlon or the propri-
etary-type notice which is ir all documents?

MP. BARDIN: It serves as an indication of intent
and should bz considered with other facts and
circumstences. [f the docuwment is transferred

to somebody under circumstances wehre they know
or should know that they are under a confiden-
tiality obligation, that kind of a notice is
helpful, but it i{s not controlling. Fcx example,
if you put it in an instruction manual of the
type that is distributed freely with an item you
sell to a customer, you can put ''CONFIDENTIAL"
or anything else you want on it and 1 won't
change the character of what otherwise 1is obvi-
ously a disclosure of a nonconfidential nature.

So, in answer to your yuescion, they are cex-
tainly helpful in the right circumstances.

On the other hand, this 1s one of the areas

where companies frequently tend to error by
often, say, putting such 8 notice on every single
document they send out. In my view, that tends
to hamper your ability to protect anything in
that it shows that it's merely a formal act
rather than a decision that somebody has made on
the basis of looking at that particular document
and Information.

MR. BAGLEY: Mr. Bardin, could you give me the
citation on the Supreme Court decision?
MR, BARDIN: The landmark decision is: Kewanee

011 Co. v. Bicron Corp., 416 US 470 (1974).

MK. RICHARDSON: Dean Richardson, TI. Mr. Bardin,
before you sit down, let me ask you another
question. Have you been following the IBM case
that's been going on for the last three years
concerning their loas of the natentable informa-
tion due to this inability or apparent lack of
proper handling of their information? Would you
care to comment on that?

MR. BARDIN: Well, are you speaking of the liti-
gation with the three hundred fifty million
doliar judgment?

MR. RICHARDSON: Yes.

MR. BARDIN: Weli, essentially, as I understand
that case, the judge acknowledged that he had
applied Lhe wrong damage criteria. Ia other
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words, in awarding damages sgainst IEM he
really hadn't done it right.

Now, 1 belleve that that award has been cor-
rected to be reduced somewhat, but the case is
still very actively involved in appeal and I'm
not sure just where it 18 as far as the loss of
rights through inadvertence or otherwige.

I'm just not familiar with the facts enough,
really, to comment, and any reliance on the
decision would be risky, in chat appeal is of
courge very likely.

MR. RICHARDSON: Thank you.

MR. ARNELSON: Mr. Bardin, Bob Arnelson, Rock-
well Internatjonal.

When we give briefings that contain proprietary
data, if the briefing 1s going to be published,
printed, and distributed, it then has an appro-
priate patent legend or marking put on it,

However, in an oral presentation where nothing
is printed or distributed, there is no patent

or trade secret restriction put on the presen-
tation, on the premise that you caanot hold &

czptive audience responsible for acceptance of
proprietary information.

Very recentiy we had a case where an attendee

at & briefing being given, which did contain
quite a bit of proprietary data, but which is
not printed, had a recorder. Under circumstances
like that where the information is going to be
reproduced-~in this case, in that form--would

it not be appropriate to make a lead chart or
statement implying or stating the proprietary
nature of the material?

MR. BARDIN: Absolutely. 1In fact, one of the
things that I try to encourage is that at sales
conventions and other conventions, even internal
company ones, 1s that there be a very clear-cut
warning statement given that such and such in-
formation, which you're going to present, is of
a confidential nature,

One of the things that we like you to do if you
propose to mgke a disclosure to a vendor, the
ideal situation both from the standpoint of
knowledge, alerting him and binding him, is to
get him to sign a confidentiality agreement.
That 18 quite common. Vendors will do that in
most instances. There are some companies that
have a horrible aversion to them. Perhaps

some of you represent them here, but it has been
my experience that if they want your business
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bad enough, if it's important enough, by and
large, they will take it in confidence.

Now, conversely, if you have a group of people
come into a meeting and you make a sales presen—
tatfion--particularly i{f ycu're the vendor--and
you make a sales presentarion and you submit the
information larer on and it's got proprietary
{nformation stamp--particularly, the trade
secret kind--1 don't chink that's going to
protect you. The vendee is unlikely to know
when he is at the presentstion that he is under
a confidentfal{ty obl{gation, and unlike the

the empluver-employee relationship, the circum-
gtances wouldn't suggest it.

So it is a touchy area, and oftentimes you just
have to wake the disclosure and lose potential
trade secret rights, because the businers people
tell me, "We've got to deal in business and 1f
our legal problem was the controlling factor,

we couldn't operate."

LT. COL. JONES: I1'm Lt. Col. Jones from the
Army Traiaing and Document Command. 1'd like to
address an area which hasn’t been touched on
directly and 1'd like to address my question to
anybody who can answer {t.

Within the defense establishment, theve are
several thousand {ureign lizf{son officers
accredited in the United States. They operate
under different texms and are allowed access to
classified information.

One of my concerns 1s to see that the informa-
tion released to the people in the Training Docu-
went Command is correct within the regulations.
Sometimes it's not always clear. 1'd like to
know if anyone has any indicatfon that industries
in friendly forefgn countries have through this
means of procurement of information gained any
sort of an edge over any of our firms in the
world markets for military equipment?

MR, BARDIN: 1 think they have commercially, but
I'm unaware of it through military channels. 1
might say in that regard, strangely, ms&ny
foreigr countries nowadays are more cooperative
and favorable to proprierary rights than we avre
here in the United States. We have a trade
secrel-type suit going in England and I've had
a lirtle experience in Japan, and, surprisingly
enough, they look on it more favorably in those
countries, and {f there 18 a problem, 1 would
suspect, without knowing, that it would be easrier
to cure perhaps than here {in our own country.
But 1 have no direct: knowledge of information
having been acquir:d througih liaison officers.

CLASSIFICATION MANAGEMENT--DIRECT OR INDIRECT
COST?

MR. JOHN D, TIPPIT

District Manager

A.B.M.1. Security Services

2145 19th Avenue

San rrancisco, California 94116

MR. ROBERT E. BONSON

Senior Member, Contracts Staff
Santa Barbara Research Center
75 Coromar Drive

Go.eta, California 93017

PRESENTATION BY MR. TIPPIT

Ladie’ and Gentlemen, 1 would first like to
express our appreciation to the Progrem Commit-
tee of this, the Tenth National Seminar of our
Society, for the opportunity to address you
today. This presentation is the by-product of
over five years of effort devoted to establish-
ing and {mplementing a classified information
management program at the Santa Barbara Research
Center (SBRC). Our program development started
about one month after 1 joined SBERC as Security
Offi{cer. At that point I was advised that our
present efforts to comply with DOD security
requirements were really not what they should
be. This advice came In the form of a teanm
inspection which resulted In some twenty seven
(27) =~jor and minor defi{ciencies. Recognizing
that prior to joining SBRC T had had very liitie
contact with the DOD program, you can understand
why 1 asked myself, “What have 1 gotteu wyself
into this time?"

From that beginning in mid 1969, our program
progressed to the point vhere we were nominated
and selected for the James S. Cogawell award
for 1973, When 1 speak of we, with respect to
the Cogswell award, I refer to the compary
management which permitted us to implemeat some
innovative procedurcs; the scientific and oper-
ating personnel who adapted their nperations to
these new procedures; the Santa Barbara {ICASK
personnel, vho did not alvays agree with our
new approacheg but were always helpful; and,

of course, our security staff. We iiked to
refer to our efforts as a team effort and later
su named our {n-hvusge secarigy bulletin. Iu
case you are wondering why 1 am telling this
saga, 1 feel, now looking back, that one «f the
most significant accomplishments was the fact
that we reaftirmed that the DOD pecurity
program can be n workable and an effective
program. That's nut to say It couldn't satand
gome improvement; however, we do not need panic
changes, in my opinfon. 1 say this primarily

after revieving some of the pending legislution
now before the Congreas.
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I can remember very vividly those first few
months when on many occesions I soupht guidance
and assistance from many of my assoclates and
found abundant help in the areus of phyalcal

and personnel security. Howaver, when the sub-
ject of retention, DD 254's and such, came uf

I found mostly negative remarks. Suffice it to
say, 1f I had believed and fcollowed some of chose
remarks, I would still be trying to exolain why
we had some 2,000 secret documents without proper
retention. It seems to me that we in induriry
still have not accepted the fact that the Infor-
mation Security Program 18 a program which, at
least in my opinion, could never be successful
as a totally automatic program. It I8 rather a
program that will function effectively only when
its designexs, practitioners and monitors will
remember and fcllow three baslc princlples:

(1) Nothing 18 perfect, thus requiring changes
now and then; (2) two or thres heads are better
than one - that's what NCMS is all about; and
(3) all change 18 not bad - give all fdeas a
fair hearing.

The objectives of our presentation this morning
are to (1) share with you tiw results of ocur
efforts vhich have led ua to racommend the
establishment of a direct contract charge rela-
tionship for contractor conducted Classification
Management activities. We lhave gone one step
further than to just suggest such a relationship;
we have identifiled what we feel could serve as a
vehicle for developing thia re’ationship = that
being the use ¢f the Departwent of Defense Data
Management Program (DOD Instruction 5C10.).2).

The operation of this program will be discussed
1in detail by Mr. Bonson & little later in our
presentation, and (2) to recommend the estahlish-
ment of a joint commi:tiece made up of representa-
tives from the Nationsl Clageification Management
Society, the Naticnal Contract Management Associ-
ation and the Department of Defense, to study our
proposal in detail snd deliver 1its findings as
soon as reasonable,

At this point I will take a miaute or two to
explain how this idea got startazd. As mentioned
earlier, wz had a Classified Inforvmation Manage-
went Program at SBEC that we were having great
success with, Our toctal progrem continued to
yield deficlent free "696" inspections, except
for the normal human failures that exist in any
program. Then the predictable happened; we had
a busiress slump and, as 18 normal, we weare
asked to evaluate our oeprations for possible
manpower gavings. I, as did other managers, had
to ask myself the question, "What can I cut out?
What is really not necessary?'" To answer these
questions I sat down with wy staff and discussed
the situation. During the next few days we

found that wuch of cur dafly effort was sp.nt on
tasks that were not required 6s part of the DU
progran., Most of these efforts invcived our pro-
ceduxes for the obtaining, applying and reviewing
of claseification guidance, as well au =legotiating
classified vat »rial disposition during the coutract
life. Granted, these effovts ¢id wonders for our
pyogvam, but whan we got right down to it, very
little was required. The punch “ine came when ]
went ro our plaat ernager and explained the sliu-
ation, He said, "Let's not chunge cvr program,
but it would be & lot ecsier 1f 1t was a divect
charge program.” That cretement sZuck with me

and led to ay deciston to teckle this projeci.

My first tase was to estublish the extent of what
a voniractot 18 vequired to do i “he arca of
Clasuification Munagement by his Department of
Detense Security Agreement, D Foro o-1, and ite
attachmeni, the Isnduatrial S«zcurity Manual for
Safeguarding Clessifizd Iaiormation, dated April
1974. The purpose for this being, of course, that
&8 establiched vnder Ffection VI of the DD Form
441, "the Gova nwent shall not be liable for any
cost or claims of *he Contractor arising out of
this agreement or instructions issued hereunder."
The following 18 a swimary of my findings:

1. Paragrapk 5 (Geueral Requirements) establishes
the contractcrs responsible for safeguarding
ali classified information under his control,
Anong come of the general requirements in-
cluded are hils responsibility to appoint a
security superviser who ir to be responsible
for the overall program. Limitation on Dis-
closure, Safeguarding, Security Briefings,
Security Combinaticnu, Public Release and
Classified Sales Literature are among some
of the other general ereas addressed. Of
course, in this paragraph we also find the
wzall known 5L (Pisposition of Classified
Matezrial) ond 5M (Retention of Classified
Material).

2. In Section II (Handling of Classifled Infor-
mation), paragraph 10 (Classification), it
is established that the security classifica-
tion to be applied to User Agency information
will be supplied by the contracting o{ficer
or his designated representative. The DD
Fecrr 254 (Contract Security Classification
Specification) is established as the form to
be used for this purpose. We also find the
first suggestion that the contractor might
be of usome help, as the contractor is en-
couraged to advise and assist in the develop-
ment of the classification specification in
order that their technical knowledge may be
utilized and they way be in a better poaition
to anticipate security requirements, Paragraph

O - rot i
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10 goes on to eatablish detail requirements
for applying classification to varioua cate-
gories of materials.

3. Section VI, paragraph 60 (Classirication

Guidance) establishes the prime contractors
reeponsibilities to provide subcontractor
guldance. Of course, this guidance, in most
cases, must be approved by the contracting
officer.

4. 1n Appendix 1 (DD Form 254) the proper comple~
tion and use of the DD Form 254 is discussed.

The remainder of the 1.S5.M, is devoted to per-
sonnel and physical security requirements and,
of course, the proper handling of classified
iuformation. In 1971, Colonel George Zacharias
stated, "Classification is the beginning and the
end of the Defense Industrial Security Program."
Colonel Zacharias made another statement in that
same speech that T feel none of us should ever

forget. "Over classification wastes our resources,

underclassification jeopardizes defense."

1 believe we can summarize the major rejuirements
thusly; (1) a contractor 1is required to apply
clasaifications tc materials when he can base

such action on present or pasi guidance provided
by his custower, (2) once classified, he must
haundle and dispose of the material as established
in the 1.5.M. or as otherwise instructed by the
contracting officer. 1 concluded that the DD
Form 441 and the 1.S.M. would not present a bar

to these efforte and felt justified in proceeding.

My second task was to define Contractor Conducted
Classification Management Activities, compatible
with current government programs. 1 believe the
following will provide a buse from which to work.

"Contractor conducted Classification Management
activities include those efforts taken to: (1)
obtain valid classification guidance and o so
maintain such guidance, (2) assist contracting
officers in developing appropriate guidance, and
(3) insure a continuing effective application of
valid guidance."

My third task was to evaluate the restrictions,

1f any, from the Defenme Contract accounting point

of view. At this point I punted and asked Mr.
Bonson to carry rthe ball. Bob did eo and was

My fourth task was one of satiafying that the
program would benefit, assuming this idea was
accepted. This was the easiest of tha tasks,
for 1 simply reviewed the ohjectives of the
information security program, which in my view
are; (1) ideatify aensitive information, (2)
limit access to that information to those
rer.ponsible individuals who need access to
perform their duties, and (3) provide protec-
tion only as long as 13 necessary, so as to
maintain the highest level of program integrity.
Since I can convince myself that the DOD infor-
mation security progrcm does not currently
fulfill these objectives as 1 believe they can
be fulfilled, i was satisfied that if imple-
mented, our proposal would be of benefit.

I ask each of you fro consider what could be more
contract related than contract's classificatfon’
What can be more important than our nation's
defense? We firmly believe that contractor
conducted Classification Management activities
should have a direct contract charge relation-
ship. We further believe that this relation-
ship would go a long way in removing the 'fear
of customer" syndrome, which is often the
reason given for lack of these types of activ-
ities. Further, this relationship would put
contractor classification involvement firmly

in the proposal stage. 1t would further provide
a realistic base from which industry could con-
sistently assist the government by meintaining
a professional and an on going program. And
last, but not least, the coat of doing classi~
fied work would be allocated to the contract
served, not all government work, performed by
the contractor.

1 would now, at this point, like to turn the
program over to Mr, Bonson who will present the
real meat of our proposal for your considera-
tion.

PRESENTATION BY MR, BONSON

John and 1 believe that in order for Classifi-
cation Management programs to be effectively
implemented by Contractors, they should be
handled as a direct charge to the contract
involved. And why not? As a contract adminis-
trator I can tell you that coatractors would
much rather charge direct teo a contract than
to embark on extensive indirect efforts that
increasse the overhead and G&A rates causing
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able, to his satisfaction, to establish that there
vere no appavrent bars from that aside of the fence. the contractor to be leas competitive {n the
However, Bob did advise of the importance of market place, In other words, why should all ]
finding an established program to use as & vehicle, of the contractor's contracts bear a share of 1
We feel we have found that program. the costas of Clamsification Management, when
only a portion are classified contracts?
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In support of our beliefs, let me shere with you
some gclient polnts from the Armed Services Pro-
curement Kegulation reluzive tc the definitions
of Direct Costs, Indirect Costs and Security
Costa:

Viract Coatn: Are defined at ASPR 15-202 as
"those which can be identified with s particular
cost objective, but arve not limited to items
which become part of the end produst as material
or labor.”

Compare that with the definition of ar Indirect
Cost at ASPR 15-203: "Ipdirect costs are those
which, bec:use of incurrence for common or joint
objscilves, are not readily subject to treatment
as direct costs." iIn other words, if ft cen’:
be readily identified as a cost directly related
to the instant rontract, it will be handled as
an indirect or "everhead" cost.

By present definition undes ASPR 15-205.28,
"expenues necessary to comply with milf{tary
security requirements' are sllowable costs to
be included in overhead as an indirect charge
or--and this is not clearly stated--they can te
handled as a direct charge to the contract, if
tne coiis incuired meet the definition on a
dizect charge,

We believe we have a way to meet both the ASPR
requirements for a direct charge, and the Con-
tractor's requirements for implementarion on a
direct charge haais,

During the initial period after John approached
me on the subject of handling Classification
Hanagement ae a direct charge, the similarity
between this type of cffort and current Contrcac-
tual Program Requirewents for Quality Assurance,
Reliability rnd Configuration Management covld
not be overlooked. Each of these program
efforta require the contractor--on a direct
charge bagis--to submit Program Plans and subase-
quent 3tatus reperts.

In pursuing this similarity, we reviewed Depart-
ment of Defense Instructions 5010.12 (Management
of Technical Data), 7000.1 (Rescurce Management

Syatems of the Department of Defense), and 5000.12

(Data Flements and Codes Standardization Proce-
dures).

It eppeared to us after reading these documents
thet the simplest approach was to create tvo new
data 1item deacriptions pertaiuing to the sub-
miasion by the Contractor of & Classification
Management Program Plan and the subsequent sub-
nmission by the Contracvor of pericdiz atatus
reports pertaining to the implementation of the
plan.
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This would permit the Contractor to charge the
contract directly for both efforts and wouid

in zasence zover momt of the costs incurred by
Contractor for hiu Cisssification Management
efforcs. If additional costs were to be incurred
by the Cortractor for Classificstion Man-.gorent
that would not »e covered in either the pregara-
tion of the plan cr it= implementation, a con-
tract line item (CLIN) could also be negotiated
between the Contractor and his customer to cover
the specific additional items of direct charge.
We will concentrate here, however, on the two
data items and their usge.

Department of Defense Instruction 5010.12 pro-
vides the Lasic thruat:

1. Under Paragraph IV, Applicability and Scope,
it is srated that "The procedures and
policies sontainaed in this instruction ...
may be used, where appropriate, for all
other data such as administrative, financial
and program management information ...".

2, Under Paragraph V1, Policies and Procedures,
Subparagraph 1, Technical Data Requirements,
states that "Fersonnel repiesenting Program
Management, Techrizal, Financial and other
functions shall integrate data requirements
in their overall planning. These peraonnel
shal: be receptive of the 'data call', to
provide the opportunity for including their
data requirements in the contractual docu~-
ment."

3. Under Paragraph VI, Policies and Procedures,
Subparegraph J, Acquisition of Data, Sub-sub-
paragraph 3 statea “Data products (items)
inciuded in the contranct data requirements
list shall be gelected from an authorized
data llst."

In reviewing the Department of Defense Authorized
Data List, dated 1 February 1974, and current
revisions thereto, it was determined that no
data item descriptions exist relative to a con-
tractor's Classification Management Frogram

Flan or the submission of stdatus reports per-
taining cheretc. As a result, we have prepared
proposed data item deacriptions for each of
these iteus. Numbering of each of these data
items has been accomplished in accocdance with
DOD Authorized Data List general information,
i.e., Category A (Adminiastrative Menagement)

has been selected because it is most appropriate
to the Clasaification Management efforts we are
discugsing, and the numbers 4498 and 4499 have
been arbitrarjly selected to indicate our belief
that the data item description should be managed
by the Defeuse Supply Agency who lLas cognizance
over DCAS and 1ts security functions. Another
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possibliity would be to put the manigement of
these cate jtem descriptions under the office
of the Assistant Secretary of Defense with
numbering somevwher:s between 6,000 and 6,099.
(The cognigant Gcvernment agency for these two
data {tem descriptions should be a matter for
investigation and desermination during the
period in which the ove:-all proposed approach
is svaluated).

1 have four illuatrations to presant to you:
Figure 1 and 2 set torth the data item descrip-
tion for the Clasgificarion Management Program
(DI-A~64498). Filgure 3 sets forth the data {ten
description of the Status Report, Clagsification
Management Program (D1-A-4499) and Figure 4 (the
last) presents a aumple contract data require-
ments list (CDRL) DD Form 1423, This last
Figure takes an acrual page 2 of a CDRL and adds
the Classification Management Program data item
and the Status Report data item to ehow how they
might be, under actual circumstances, included
in a vontract,

It 18 wur belief that both Program Management
and the Security Office of the DOD Agency or
prime customer will be the ones most intereated
In receiving, evaluating and approving these
data item submissions. It may be that other
functions may alao be interesied and/or have a
signtficant role to play in classitication
management, and distribution of the Data Item
submisgions to such additional functions ahould
be specified on the DD Form 1423,

{n preparing his response to the RFP/RFQ the
contractor sets forth the costs for preparing
and submitting each of these data ftoms. 1t

i8 ausumed in this presentaction that all direct
charges associated with tha Classification
Management will be covered in preparing aud
submitting these two data items. However, as
we have previously stated, any direct charges
not covered should be included in & separate
contract line {tenm.

In sumary then, we believe we have a reasonable
method and approach to handling Classification
Mansgement a8 a direct charge to a contract
involving classifiad hardware and data. Thia
approach does, in our opinion, deserve scrutiny
and 1 join with John in recommendirg a joint
comaittae be established with representatives
from NCMS, NCMA and DOD for the purpose of
reviawing and evaluating thias approach for
possible implementaticn.
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DATA (TEM DELSCRIPYION T wavmnesngsy oy
ADNLME Y HUSNER
IR e —— e o e v 4
C).nul ficetion Management Program PSA |DI-A-“90
| CO R T IO '“—ﬂ'_mmfllifﬂ_‘““‘f'

This document uarves &8 the basic docuusntation of Che ‘
Contractor's planning of the Classification Mansgement T‘ﬂmmmﬂ_—"“
Program to ba conducted for the applicable contract DSA/I.S

itema. The plan is used by the Procuring Activity to b

effect initial review and approval of the Contractor's [+ et masuwmen
ClassiZication Management Program and as the basis for N/A

monitoring and evaluating the Contractor's conduct of

the progran. ? APRACLAL LiMTAVION "l

e

AP T AT D CTERRICAT G e s
This Deta Item Description is spplicable to all classi-
fied contracts. 1ts purpose ig to derive sarly and

continuing Contractor and Procuriug Activity attention [! ®SFERANCEr tante srae .m.]
to the handling of classification and classified re-
quirments on development or production programs with Industriai Security i

WA

these goals to be satablished: 1) reduction in the Manuel

craation of classified datma, 2) reduction in retention

of classified data, 3) rcduction {n cost of producing DI-A-4499 i
classified hardware or data, and 4) preapt declassi- LD-254

fication of classiffied hardware or data wherever ‘
possible. .

— a1 s oo

[ S
WAL NULMBRER(.

ro-.

W PREEAUATIOHN NE®A STIONE

1) The Contracror may be required to provide a praliminary Classification
Managenient Plan duxing the RFP/RFQ stage of Procurement. If so, it will
' follow the general requirements set forth for a formal plan.

P er vy w B

2) the Contractor will prepare and submit a forcal Classification Management |
Plan within the pariod specified in- the DD 1423 for Procuring activity
Review and Approval. The Plan shall include: {

A, Meothod for review and acceptance and implementation of Program DD 256.'

B. Plans for briefing Contractor's Program Ieam of Program'a Classified
Requirements.

C. Implementation of special raquirements, ie, Marking, Storsgs, ¢
Visitors, Shipping Procedurea, ate. i
1
)
]

D.. Peview of posaible over/under classification situations.

E. lirans for reviewing areas of possible reduction of costs on producing
classified hardvare or data.

7. Plan for retention of classified data upon contract completion.

G, Compliance with program requirements consistent with the creation of
s winimum of clascified data.

H., Plan for review of Program DD 254 on aan annual (contracts up to
| $1,000,000) or semi-annual (contracts in e~xcess of §1 000,000) basis
x“ snluu ig “T““gdegrf‘est}zxeaxu and npplicnbnlty of current guid-

mu‘664 “ae8 i _. 0. . Reans

Figure 1
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10,

Preparation lustructions (con't.)

1. Plans for implementing A through N above with applicable sub-
contractors (fivst ard lowsr tiers) and Vendors,

3, The Plan shall be preparesd in Contractor's uwm format, organiaed to
meat the criteria sct foreh above, Distribution of copies of the ap-
proved plan shall be in accordance with the DD 1423,

PO Form 1664 Page _2_of _2_pnues

)

Flgure 2
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‘Status Report, Classification Managemant Program DSA DI~A-4499
| IR TRN TR T R TIYY | - TR TTIRR AR I R
This roport keeps the Procuring Activity and other
atfocted activitien aware of the progress of the "l"'!\‘:_u;\:::t'hgtm"—-
Contractor's efforts in implemonting the Classiti- P8A/1S

cation Management Program.

s Gug akaRae

N/A

& APPARSVA, LWnTATHIN

P AREL G AV N TERREL AV IONaR “’A
Definitive Classification Management Program Plans .
are submitted by Contractors for Classifiad Programu.
The status reports deacribs the Contractor's efforta
30 that the program status can be evaluated.

ARV E N LA jiendntey ae ced

DI-A-4A98

weh RUMSRAM

H GREPABAYT SR INOTANC " IONS

1) Status rveports shall be submitted a2ithar annually (for contracts uwp to

date of contract eward.

2) Status reporta shall be in Contractor's format and shall report on the
progress made from Lnception to the firat report and subsequently from
the last report, in implomemting the approved Classification Management
Plan at the Contractor's level and &t the Sub-contractor and Vendor
levels.

3) The last status report to be submitted on the contract shall be & fingl
report covering the period of contract performance including all previous
reports (if any), indicating the Contractor'o overall efforta and ace
complistments in implementing the Clasaification Management Plaa.

m PYSRIS WP STy

Figure 3

$1,000,000) or semi-annually (for contracts in excese of $1,700,000) from
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QUESTIONS AND ANSWERS

MR. HOYLE: Jim Hoyle, Lance Project, Office of
Hunteville, Alabama.

1'd like to direct a couple of questions, 1if 1
may, to Mr. Bonson.

1 am prefacing ®y remark by an old aaying, "Many
times it's better to ramain silent and be thought
a fool than to open your mouth and remove all
doubt."

However, 1 do seek knowledge. That's one reason
1 come to thesc seminars, As we gain knowledge,
ve get smart,

On your propoaed data item list, 1 have to put
myself on the other side of the tence. To me,
in one respect, it was like some wasted effort.
Number one, in a User Agency the directive 1is
given by a DD Form 254 to the contract force.

It's never stagnant. It is changed at least
once a year. Normally, in the downgrading area.

In the ton ysars that I've worked on the DD 254
for our projact, for example, we have consistently
downgraded and declassified more and wore informa-
tion. Now, granted, thera are certain supersecret
projects and so forth in which your data items
might be beneficfal, but for the regular run of
the will type, I just can’t see it. It sppeara--
and I'm on the other side of the fence now--1it
appesra that the contrector has found another
method in which to make money. Were I in his
ahoes, I'd do the same.

Davelop a proposed data item for the security
management prograw--This is fine, 1 feel--My
feeling, rather, would be that whatever the con-
tractor desires to do in carrying out a program
of security classification management is his
business. We give a direction. We have the
DCASK to do the monitoring, and whatever the con-
tractor needs to do or has to do in order to
carry out those orders is his business, so 1'l1l
be on the other side of the fence in the beginning
in not recommending the data item.

I work in the samu office with the man who does
the dats item, I just can't see it.

MR. TIPPIT: Before your queation, let me comment
on your atatement.

Recognise, as you do, since ysa're familiar with
the data item description, that there is no re-
quirement for the contracting activity to imple-
nent it in every contract, and since all of your
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programs are so appropriately clasaified, you
would not heve to implement {t, and it is a
negotiable item, so 1f in your activity you did
not feel the necessity of implemsnting this data
{tem doscription, certainly as a contracting
officer, you would have the opportunity.

MR. BONSON: Even greater than that, the Govern-
ment {s getting the advantage in your method of
having to cost--for doing what you say is being
done--spread over all contracts, and I submit
that there are a grest many customers who
wouldn't want that charge to be included in the
overhead for a nonclaesified program. Why
should he bear the cost for something he ia not
getting any advantage on?

MR. HOYLE: Right, 1 concur with that to make a
direct cost. You take one company performing on
many contracta known as one clawsified, it is
logical to mske a direct cost for that contract.
1 agtee with that.

My question was this:
with Fort Belvoir?

Has this been implemented

MR. TIPPIT: No.

MR. BONSON: No, we've wmerely used Fort Belvoir
as an example on the Form 1423. I chose to show
how 1t might be implemented on a typical 1423,
In no wvay have we diacussed this with Fort

Belvoir.

MR. TI?PIT: Next question. Yes, sir.

MR. BOWERS: Bud Bowers, Westinghouse, Annapolis,
Marylsnd.

1 have a double-barrel question for you.

First of all, how do you determine in your
propnsal effort what the costs are going to be?
Is it like a percentage, or is it a factor of
so wmany dollara, for basically the same effort
goes into a large contrsct as it would into a
small one?

The other part of the question is since I have
somewhat of a cuntract background, I anticipate
that most of these people are going to find
resistanca from the contract people when they go
to do this, but how do you--1 lost my thought.

MR. BONSON: Well, your question was, basically,
how do you happen to handle this type of thing,
and my anewer is very gimilar to the way you
would havndls guality assurauce program plans,
reliability program plans, configuration manage-
ment program plans. I think you can argue that

[ MY
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each of those should be an tndivect charge, and,
in fact, they used to be, but the ides of getting
a quality/reliadility program at a high level,
shall we way, vather than gquality, but s hih
level coutiguration managesent program attendant
to the needu of & contract, they all come around
to having data ttem deactiptions eatahlimhed for
them, and to being divect charges {n a contract,
and being requived at the RFP, RF\) atage.

How do you tdentify the comts that go along with
that is along the same rToute ad how do you
tdentify the comts for a gquality assuvance
program plan. You have quality assurance in
every vne of yvour companiea. 1t you've on
induatry's atde of the house, You have a quallty
assurance department, but the program plan sets
forth somathing that the Coverument wvants to
know, or the customer wants tu know, how you're
going to handle specifically the quality on that
particular program, because they have found that
contractora ate taconaiatent,

Lot'an face 1t. Your company i ditterent than
nine, And ours {# different than acwchody elue’s
downt the atrse! as tat ax {mplementing quality,
toliabiiity, and configuration management .

Hence, the customer, wmete apecitically, the
Government, ways, "Hey, we want to see what it
te,” and 1t may nui have o b the
every progras,

sana for

=ane

Thia program wmay be unique, and that gil-es the
program office of the custowmer an oppottunity to
coview that particular progtam and aay, “"Yes,
thia one 1 want o iwmplesent.”

1 think one of the pointa 1 want to address with
vegard to clasmification sanagement program
planning 1 that contractove will take the DD 254,
will reviev {t, and they will exert varfous lovels
of toplementation of that DD 254.

Nowr, John=-The program that he and I have worhed
on and what we've done with our particular pro-
gram becaww, 1 think, very aiguificant bhecause
we have gotten the program managev in early and
on a continuing basta to take a look at the
problems of classtfication sanagewsnt on a
particular program,

We have had study prograns as well as reproduction
and production programe. 1 can tell you with
vegard to the prodquction program, we have had

some significant reductiona {n comt by apprising
thoe program management team of how to handle it

in vegards to the DU 254, For instance, manu-
facturing, whon you start to put together svme
assemblies, if yuu were to follow the DD 254, in

sume vases, you would have a claasified apuembly
At A very, very luw level, and 1 can alwo tell
you that's expennive {rom & wanufacturing stand-
polnt,

We have figured cut waya to reorganize cur pro-
ductfon programe tu handle the aubassenblien to
a point that they don’t get claanified uniil a
much latey time, and the comta amavciated with
all that ave pushed anide, bocause we don't have
1o pasa those un to the Gavernment.

We have hewnt able to get hack to our cuntomer on
an sctive clausification management basis, and
actively worked the prodblom of clasmification
management of the B 254 to reduce the cost o
thes aud to vuraeives,

MR. TIPPIT: 1 might add to that, too, by the way,
that, again, the fact tha! your company--our
coapany and some other conpany does have a
ditterent approach to ¢lasstfication managsmant,
at leant fn my view, should wot be conatdered bad.

1 think sometimes you can systomatize the eftec-
tivenean vight out of the program, and 1 think
the innovativeness ot the protossionals in thie
businean should be allowed to he exproased, and
that expresaton could take the form of that
company ‘s partivular clansi{ication managoment
progvas plan, and recoguleing that the 0 would
continue to have the opportanity to approve and
neguttate the conditions ot that plan,

MR. BUNSON: Or to detetwine iU it wan even
regquired to atave with, We're providing & vehicle
fur thoae custuomers and thode agencivs that want
to tmplement aomethiing more than just voutive or
haphazard classitication managemont on a program.

MR. BOWERS: The latter part of my queation ia ¢
you have a lavrge number of contracta, woeuld thiz
not be almoat an accounting burden to keep track
of the houra and time that wure expended fov
clagagtication management on a huge nuaber of
contractay

MR. BONSON: Not any wore than it would be for a
Program manager whe spiite hia time botween a
number of different prograwi, and 1 think woat of
our companies on induatry's side have that kind
of a situation where you don't have a program
rmanager exclunively awatgned to one program, and
he wplite hia time on nuserous programe. avl ne
aplits hin time up on hia tim-cava tuAy way,

Aluc, with vegard to, say, the guality azsurance.
1{ you have him referring back to quality, rveli-
ability aud configuvation management in the prep-
avation of the program plan, it’a certainly a
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diract charge, because they kuow how much time
they spont in preparing that plan, and you also
know that they're putting into that the cost of
doing all the research and the engineering work,
and everything eise that goes with it, so that
the costs can be isolated, and quite uffectively.
1t also reduces your overhead.

MAJOR CHERRY: 1'm Major Cherry. 1'd like to
speak not as a customer because our organiza-
tion has a hundred and twenty-two contracts out
with a number of you folka and plus some more--

MR. TIPPIT: Wa need more. (Laughter.)

MAJOR CHERRY: Okay. I'd 1ike to show you, I
think, maybe hov as classification managers you
can write some of this off as a cost of & classi-~
fied contract as opposed to a cost of ycur
normal overhead.

At FTD, my alarm system alone is now about a
four hundred thousand dollar arrangement. We've
got a4 thirteen and & half million dollar expan-
alon program on alarw systems. To cover that,
it'e going to cost a wmillion two hundred
thousand.

Now, that I cen't really charge off, ao let's
say our exploitation and make 1t twenty-five.
Okay, but if you take and figure out how many
secret documents you have to maintain and how
aany confidential documents and how many linear
footage in different types of safes, remembering
now that a contidential docunent doesn't require
the sane degree of protection of secrets and so
forth, you could, I think, very legslly, very
Juntifiadbly,. show your contract wonitor, "Hey,

1 happen to have X" number of safea just to
cover your contract.” Now, thia isn't going to
hulp againet the guard force or your alarm
systexs or the types of vault doors you happon
to have, but 1t's going to help a loi, 1 would
think.

MR. BONSON: Well, may I suggest this, that what
we're talking about {s just a little different
than what you're talking «bout In regards to
alatm systems, safes, and so forth.

Those types of costs fall into your plant ituelf,
the physical plant, and facilities, and on the

DD 254, there's & block down there in that DD

254 that says if 1t¢'s over an” above the require-
ments of your ggreement with the Government, then
those costs are allowable coats and additional
costs.

What we'rs talking about here, of course, is a
different thing. It's classification managemesnt
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iteelf, not the plant protection. Plant pro-
tection under ASPR 15208 ir an allowable and
allocable charge.

MAJOR CHRERRY: You will find that you will in-
crease your clock with your management though

if he figures out that about twenty-five percent
of his cost iw going for security. Most of the
managers don‘t reslize that, and 1f you can come
up with what your costa are in your individual
organizations, you may just find yourself able
to-—-

MR. BONSON: You'll find no disa,reesent from
us on that.

MR, TIPPIT: 1 rveelly wouder--and as 1 hear you
speaking, I'm in tune with you--but 1 think
really the thrust of our considerations here is
not the cost being the No. 1 item. What we are
saying 1s that traditionally in industry the
thing that's made us get off our duff and get
behind a program is a direct charge relaticnship.

Now, the gentleman over here who indicated that
in his opinion thia might be a way of making
woney, well, I'm not sure of that. I'm not sure
that that would be s way of making money, but 1
do know it would be one way of improving a lot
of the weaknesses that wow exiat in the program.

They're not written in there, but they are there
and I think both of us on industry and CGoverawent
can agree on this.

Yes, sir.

MR. LARSEN: Frank Larsen, CNO. A cowment to
John Tipplt on a etatement vou made duriang your
presentation.

1t vas refreshing to hear your senae of priorities
about the information security pirogram, and to
paraphrase, when you said, first of all, to
identify, and then, secondly, protect that which
ia truly sensitive in the national interest.

We in the Navy feel that that is the senss of
priority because thia is a security program, and
working together all of the other concerns and
nuances we haar about the information security
program will take care of itself. 1 congratulate
you on your sengse of priorities.

MR. SUTO: Gene Sutc, President-elect of NCNS.
First of all, I want to say that NCMS will be

very pleaged to work with you on thia parcicular
area,
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Secondly, we've already been doing some work in
this particular area that we will send to you in
the very near future. This is in connecrion with
the DD 254 and the contractor's participation in
the DD 254.

To addresgs the gentlenan's question over here,
it's fine if you have a User Agency giving you
all this wonderful detailed classification guid-
ance as you're doing, and yvu're to be compli-
mented, but--

MR. BONSON:
offices.

This i3 one of the better prograw
That'a for sure.

MR, SUTO: -~ we have found that there are many,
many contractors around the United States who

are getting little or no classification guldance,
and if the contractors are givea this opportunity
to develop this guidance, plan, and furnish it
back “o the User Agency, we will all be better
off and have a more viable program, so I think
these gentlemen are to be complimented for their
conuept.

MR. B3CSON: 1 wish the Lance program office had
some way of talkling to the rest of the DOD
agencies how it's done, because we don't get
that kind of support from all our customers. 1
don't have any contracts with him, apparently.

MR. TIPPIT: 1 know. That's what you're trying
to develop. {(Laughter.) The many of youn who
have been involved, as I have, in offensive
intelligence, I think you can remember and recog-
nize that one of the most effective aids to the
offensive intelligence community 1is the existance
of confusion in the defensive operations of the,
you might say, target.

1 suggest that we have a bit of confusion in
this program that is being used significantly

by offensive intelligence agencies, be it that
of the Army against the Navy, or what have you,
(laughter), but, at the same time, I would like
to say that agair we do not have all the answers
here in our proposal. We dc not even think
about coming up with all the answers, but we do
feel that this could be a viable progrem and we
feel that the data item description, although

it may not be the perfect vehicle, may be the
vehicle to get us on the track and subsequently,
DOD might have another vehicle in mind.

MR. BONSON: There's one back here.

MR. TIPPIT:

We otill have about ten minutes.
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MR, LEYTHUM: 1'm Gene Leythum, Boeing.

1 know some of your commenis are valid, but 1
think there's also some pretty unsurmiuntable
p-oblems you get in a corporation such as ours--
wultiple faciiity and multiple usage.

We've found {i's most efficjent to centralize a
lot of our operations such as in our data files.
Qur security operations are important operationms
and it becomes quite an extensive accoutlag
prvocedure to try to identify some >f those costs
out to a specific contract. We've hbeen looking

at some quite some time and we havan't been able
to come up with a way where you can satisfactorily
ident1fy it wsolely to a spe:ifled conmtract,

The best we've been ahle to do is sdentify certain
apparent items to a contract, and others to in-
direct costs of overhead.

In wy office alone, for exsmuple, 1 have the respon-
sibility of all classified programs. 1 would have
to hire extra people, and if 1 kept records of how
much time 1 spent supporting an individual program,
it would carry from day to day.

We run into the same thing with our security guards.

We utllize a lot of our facilities on a shared
basis, s0 that the program may come into a facility
only in a manufactuving area, so 1 can use it only
a portion of the time. To try to figure out how
much of that security guards time is allocated to
that program—-

MR. BON3ON: Sir, let me atoy vou right there,
because 1 think the point you're making is a
valid point, and, for that very reason, we would
not ever anticipate trying to allocate physical
security, either manpower or facllities, against
contractors. Again, this proposal is limited to
those activities which would directly relate to
the classification determination and application
on a contract.

MR. TIPPIT: Definitely not physical security;
definitely not covered at all. We're talking
strictly about that function having to do with
classification management. 1 tend to agree with
what you're sayilng if you have it on the corporate
level. 1 think there's a number of ways to handle
that €rom an accounting standpoint, however.

The least resistance for your particular case
it's
i1ncluded in overhead,
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MR, TIPPIT: And I think another thing that you
could consider is that--as Bob pointed out to me
earlier in the contract management field develop—
ment, when many of these overhead programs made
the shift~-some of the same commnents that have
been made here today--

MR. BONSON: What do you do with quality assur-
ance at the top level? Most of the QA directors
report at a pretty high level .n the company,

and the Government wants them that way. The
customers want quality assurance now, and you're
staffed with some pretty high level people and
cogts, but yet we are able to effectively isolate
the costs of preparing a program and implementing
a specific program for a particular contract.

MR. TIPPIT: T would suggest, frankly, that the
implementation of a direct charge classification
management program would really not even come
close to the wagrnitude of the quality assurance,
the configuration management, or such type of an
item.

MR. BONSON: We could show those for similarity
of background and purpose rather than similarity
of cost.

MR. RICHARDSON: Dean Richardson, TI. Somebody
said to me the other day, 'Boy, you got a ques-—
tion for everybody, Dean," and 1 don't really
have questions. I'm just curious about a lot

of the things that are saild up here, and I'm
particularly curious about this very innovative
approach to handling the costs or even just
getting~-and a lot of contractors have this very
sevious problem-about getting a bill, because
somebody has to pay for that guy, and how is the
company going to afford additional overhead for
a ciassification management position?

This is a good approach.

Now, let me ask you this. What has been your
track record on acceptance by your customers, as
I kind of get the feeling you haven't really
done this yet.

MR. BONSON: We have been doing everything but
getting it on a direct charge basis. This is
the first time we've presented the idea of
direct charge to anybody. We felt this was the
best body to present it to to get a reaction. I

am pleased to see that the NCMS people are willing

to participzte in it.

MR. RICHARDSON: 7You haven't approached any
cugtomers with this till-~

MR. TIPPIT: Well, recognize that our program
was ioplemented at the Santa Barbara Researrh
Center. We would have probably never gotter .o
this point, really, because we were very satis-
fied and having a tremendous success with our
customers in terms of the applications of our
program, but when that inevitable question was
asked by the boss, "Hey, what am I paying for?
Is it required by the Government," I had to say,
"No, it's not," and except for the foreaighted-
ness of the management at that particular
facility, I think many managements would have
sald "Well, sorry, Charlie, but you've got to
cut your classification management in two," and
1 think to the detriment of the program, so it
was this realization, I think, in my own wind
that led me rto discuss the responsibilities with
Bob, and got us here today.

MR. BONSON: The second part of the anawer to
that is yes, we're going to try,.
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