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PREFACE

Because of funding limitations, the Air Force terminated the effort
which this document describes before the effort reached its log-
ical conclusion. This specification has not been formally approved
but was published in the interest of capturing and disseminating
the computer security technology that was available when the effort
was terminated.

This specification was to describe the characteristics of a secure
general purpose computer system (namely Multics) based upon a
security kernel. A previous Air Force sponsored project to develop
security controls for an operational Air Force computer system
served as a background and starting point for the effort that was
to be described here. However, the Air Force terminated the effort
to be reported before the results could be documented and, con-
sequently, much of the information found in this report is drawn
from the documented results of the previous project.*

*Whitmore, J. et al, "Design for Multics Security Enhancements"
Honeywell Information Systems, Inc., ESD-TR-74-176, December 1973.
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Introduction

Several years agos the Air Force jdentified a need for a genersl
pJ~pose computer system wshich could securely protect atl
intormation it containedes The two general reqguiremants were!?
azcess controls which would support the military security system;
a331 certification that the access controls could not be defeated
by a malicious user or by accidental failure. Honeywell has been
Working with the Ailr Force to develop this secure system based on
tha architecture of Honeywell®s Multics system.

Tne first task was to design the access controls to sudoport the
mititary security systenm, This task has been completed and
resulted in the inclusion of the Accass Isolation Mechanism In
the Multics stancard prodguct,

The next tasky certifying the correctness of the access controis,

i35 a much J{arger effort, This report attempts to provide an
1nitial description of & protdotype secure Multics system capable
of meeting some certlfication crjiterlia. The descz~iption is

praliminary and is expected to change as future design efforts
pravice further insignt into the problems of certificatione.

Th2 modifications described ia this report for the development of
3 prototype secure Multics system are sublect to formal approval
by both Honeywell and the Air Force before they become »2inding on
fu~ther development efforts,
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i. SCOPE

1¢1 Icentlification and Authority

The authority for this specification 1is . contained in
contract number F49628-74-C~0193. The soecl flcation
corresponds to CDRL sequenca numoer A{J13.

5 0] Background

[AY)

The problem of security in computer systems has 222n under
stuay for several years. The Air Force has sponsored
several stugies and development projects aimed at improving
uncerstanding of securlty in computer systems, developing a
sound theoretical basls for further worky and demnonastrating
accomptishments In the field. Many of these projects have
been associatea with the Multics system.

The overall goal of these efforts has oeen to dJdevelop 2
certifiably secure computar system for general J4se by the
military to meet thel~ operatlonal requirements. This

report (s part of an effort to take the Multics system from
its present form to a orototype Multics system whiZh can be
Jsed to gemonstrate the feasiblillty of sof tware
certificatione.

The mitltary faces an |[ncreasing need for operational
computer systems capable of processing several levels of
classifjed information at the same tlilme. Presaat systems
are wunable to support secure multilevel processing due to
fundamental weaknesses In their basic design, sinte security
w3as not a concern when they were developed,s The meakness ls
that current hararare/software systems are Jnable to
adequately protect the information that they process.

Currentiy, the mititary meets the need for orocessling
several levels of information by one of two methods. Elther

all security levels are processed together at the fevel of
the highest <classification present, or each level is
procassed by itself, Both methods have been Jlass than
satisfactory. The problem with processing all levels
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together is that ail wusers and all equlipment, Includling
terminals and communications facititlies, must be cleared to
the highest classification that the system can eve~ process.
The problem with separate processlng 1Is that a separate
computer system or 3 separate perjiod of time s reguired for

each level nandlied. Elther method is costiy and
Inefticlent. Neither method aliows slmuitaneous handiing of
information at several levels for users of several levels of

clearance.

Multics is the most advanced general utliity systen as far
as securlty is concerneds. Security was one of the Initial
design goais of the Multics system designers and has been 3
major concern of the deslgners and developers throughout the
nistory of the system. Even with this concern for security,
the present Multlcs system cannot be certifled secure.
Muftlcsy howevery, does presant the best aval lable base upon
which to build a certifiably secure muitileveli computer
Ufilify.

Secure communicatlons has also presented operational
propblems to the military.s A secure on-line systen requires
a secure communications networke. Wnile the techalques of
securing communlications lines and terminals have been well
gevelopedy, a certiflably secure communications proczcessor 1Is
stili undevelopedg. A secure Mulitilevel system mJust have a
compatible ana Secure Front-End Communicatlions Processor to
be able to properiy handle multiple leveis of zlassified
information.

Both economic and operational considerations make
development of a certifiably secure multifevel system
desirabite. Recent advances in computer technology 1indicate
tnat [t should Dbe possible to produce a systams that can
process an arbitrary mix of classified ana wunclassifled
information simulitaneously on a single computer system. The
system should serve both cleared and unclieared users and
should rely on the computer system's Internal
haraware/software controis to enforce sezu~ity and
need-to-know requirements. Of primary Importance 1Is +that
the system be cerftifliably secure. That Isy, 1t must be
possible to prove that the system is complete and without
flaw In any of lts securlty=-related aspects.

The Air Force has been working on the probiem of providing a
certifiably secure multllevel system ftor several years. In
1970y the Air Force Data Servicas Center (AFQSC) ~equested
the Efectronlic Systems Division (ESD) to support development
of an open multilevel system for the AFDSC Honeywell £35S
systems. The resulting studies pointed out the severity of
the problem and fted to the formation of a ccmputer security
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technology planning study panel. The panel®s report (2.19)
described the fundamental probliems and delineata2d a program
to aevelop the desired systam. The panel recommanded that
the technlcal approach to the problem be *“to start with a
statement of an ideal systemy 3 modely, and to refine and
move the statement through various levels of design into the
mechanism that implement tha model system™.

The baslic component of the ideal system was also ldentifled
by this panele. This componant is known as the Reference
Monitory, an abstract mechanism that controls 3access of
subjects (active system elements) to objects (units of
information) withln the computer system and anforces the
rules of the military security system on such access. Three
requirements were recognized for a Reference Monitor:

Qe Compliete Mediation - the mechanism mJyst mediate
every access of a subject to an oblect.

De Isolation - the mechanism and its data bases must
be protectea from unauthorlized alteration.

Coe Verifiability = the mechanism must o2e small,
simpley and wunderstandable so that It c¢an be
completely tested and verjified A{certliflied) to
perform Its tunctions correctly.

The mechanism that Implements the Reference Monitor in a
particular computer system has been termed +thne security
kernel . Much subsequent Work has been devoted to
lgentifying the characteristics of a security kernel and to
exploring the technology Involved in producing a securlity
kernel for some computer sSystem.

ESD initiated cevelopment of formal mathematical models of
the ideal Reference Monitor In 41972« This work {(2.109 2e¢11,
ce13) resultea in a model of 3 secure computer system as a
finite-state mechanism that makes explicit transitions from
one secure state to another. The rules of the model
formally define the conditions under which a transition from
state to state can occur, The rules have been oroven to
allon only ftransltions that preserve the sacurlty of
information in the systean. The model speclifies raguirements
for the operation of a securlty kernel. These reguirements
nere taken agirectly from thne Defense Department regulations
on handling sensitive information (Dol Oirective 5200.1-R).
With the availability of +the modely, the problem of
validation 1s now reducea to providing complete assurance
that a particular security ka2rnel behaves exactly as the
model regulires. '

on
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Hork on the technology of certification progressed in
parallel with the work on the model. In 1973, Price (2.21)
ldentified a methodology for verification of a karnal. More
getailed developments of this wvalldation methodology have
been reported by MITRE (24179 2.21). Another approcach has
been explored which may be more suitable to larga software
modules (2+¢23)

Other activities have bean devoted to the oproblem of
building a security kernal for a practlcal systemn (2.16,

2e24)e - This work has demonstrated the soundness of the
basic concepts and also pointed out some of the problems
that lile in the mway of realizing a securlty kernel on a

large systems Tnis work has been the basis for dJevelopment
of a secure communications processory a detailed effort
which Is presented later in this report.

A major project in the development process is the
development of a security kernel for a large resource
sharing system. The systam chosen for thls effort s
Multics,. There are twd rzasons that this choize was made.
Firsty the hardware base of the Multlcs systam, the
Honeywnell 68/8_ computer, has been icentlfled as 2est suited
of all off-the-shelf large computer systems for tne support
of a securlity kernel (2.25). Second, the Multics system
architecture was conceived ana developed wlth security
requirements specifically in mind.,

One projecty, now completed, Involved the design and
proauction of a Mulitics system capable of supporting a
two-level (Secret and Top S2cret) environment for the Alr
Force Oata Services cCenter (24155 2e¢26)e Tnls system
implements security controls based on the military access
rulesy, but [t does not completely nandle the threat of a

. hostile penetration. From these efforts, addltional Insignht
Was 3Jained in the problems of dasigning and developing a
securlity kernel for Multlcs,

Design of a security kernel for Multics was sta~rted as a
Joint effort between personnel from ESDy the MITRE
Corporation, the Massachusetts Institute of Technology, and
Honeywell Information Systems. Thls design effo~t has led
to a more complete understanding of the general probiem.
Work lIs progressing on formal speclfications for the Multlcs
security kernel (2.27}) and on simptification and
reorganization of the Multics operatling systen. Based on
these effortsy, the curreant Multics system will o0e reflned
and critical portions of tha system will be relmplementeac to
produce a certifjiable kernet vwhich wlll Inte~face wlith a
certifiacle front-end conmunications processor with lts own
security kernel. The resdlt will be a a prototyose Muitics
system which may meet the goal of Alr Force ce~tiflcation.
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The overall project can oe described in terms of three major
development actlvitliest development of a tezhnology to
support the developmant of a certifiable system, development
of hardware and software for a prototype Secure Front-£nd
Processory, and oaevelopment of a certlfiable oprototype
Multics system with a security kernel interfacing with the
Secure fFront-gEnd Processor.

A new collection of programming methodologies and technigues
is developed 1o sSupport the malor Multlcs and SFEP
development activitles. Incliuded aret techhlques for
formally specifying software; technigues for demonstrating
the correspondence among hierarchically ordered 1{evels of
speclification; programming languages emphaslzing the
generation of certifiable code; and support tools alding the
automatlon of certificatlon of speclflications and zode, and
performance measurements.

The Secure Front-Ena Processor s developed using a hardware
architecture designea soecifically to provicde a basls for
certification accoraing to the Air Force security model.
The haraware proviges segmented aadressing and laterfaces
girectly witn the prototype Multics system. The software
provides a Kernel=-basea system architecture with a
supervisor supporting communlcations subsystems fo~ external
I7/0. The initial version of the SFEP software is Integrated
with the Kkernel-based Multics system to demonstrate

functional capability. A second SFEP version [s then coded
in the new system programming language, incorporates
per formance enhancements and is then integrated wlfth
Multicse.

Development of the <certifiable prototype Multics systenm
enta:ls tThe restructuring of the present Multics supervisor
to rely on a formally-specifled security kernel leading to
three agemonstrable prototypes. The first danonstrable
prototype employs a formally-specifled kernel, coded In
PL/Iy Interfacing with a DATANET 6600 front-end processor
and establishes functional ana performance measures of the

aesign. The secona demonstrable prototype Incorporates the
Secure Front-End Processor to gemonstrate successful
integration of the two hardware systems with their

respactive kernels and supervisors. The third demonstrable
prototype incorporates performance enhancements and contalns
kernels cocea in the new system programming ltanguagas, This
last prototype establishes +the feasibillty of certifying
code correctness aiced by the support tools developed as
part of the project.
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Purpose

This document is the first step towards the specification of
a certifiable secure prototype Multics systeme The problems
and implications of restructuring the presant Multics
supervisor to rely on a formally-specified secu~lty kernet
are examined. The mathematlcal model of computer securlty
prepared by the MITRE Corporation (2.15y 2+11) provides the
theoretical criterion for evaluating design altarnatives.
The result Is a functlonal description of the user interface
as moaifled to support a kernel=-based system designe

The system architecture described here wlll provide the

basis for more detalled and formal specifications of the
security kernel and revisad supervisor, These will be
prepared during the course of developing a prototyoe Secure
Multics system.

The form of presentation for tnls specification assumes a
good working knowledge of the structure of the current
Multics system. Readers are Jirected to the HAoneywell
documents flsted in paragraph 2.7 for more [nfo~matjion on
the concepts presented,.

Speciftic Excluslons

Certaln problems of multi-level security ADP ope~ation and
extensions of basic multli-tavel securlty controls were known
at the start of the deslgn effort and were speclfically
excluaed. Certain system functions which d9 not serve to
demonstrate the teasibility of the security ke~n21 concen?
have Deen specifically excluded. These are descriosed In the
following paragraphse.

1¢3e1s1 The Trojan Horse Proolen

A computer system which provides sharing of usar written
procedures is susceptible to a "Trolan Horse attack™ by a
malicious user (See Section 3413 ftor deflnitions) A
general solution to the Tro}an Horse problem lIs excluded
from the scope of the design efforte. HowWwever, redicing the
information paths between users of aifferent security levels
is wlthin the scope ot the deslign efforts The lssue of
sabotage from a Trolan Horse is accepted wnlth a low
expectation of occurrence iIin a system used for general
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purpose computing. However, an act of sabotage oy 3 Trol)an
Horse could have consjiderably more severe consequences at
certain military sites such as those having a command and
control environment,

1e3ele2 High-Water Mark

The design of having users start work at a low-security

level with automatic or requested upgrade to 3
higher-security level as more sensitive data is needed was
specifically excluaed from the scope of this design. This

Ils commoniy cescribed as a "high-water mark" capasilitye.
1¢3e¢1e¢3 Program Trustworthiness

The ability to recuce the system recognized clea~ance of a
user who may attempt to access sensitive materlaly, based on
the clearance level of procedures executed In a user's
processy is commonly dascribed as the ‘*“trustworthiness"
Capabllity. This 1is one means to reduce the ocotential
Gamage by a Tro}an Horse attempting to perforn sabotage.
This "trustrworthiness"™ capability is specifically excluded
from the scope of the design effort.

1.2.2.5 Accounting, Billing and Load Control

The current accounting and dbllling procedures form a very
large subsystem on Multics. Many interfaces to the system
are involved, most of which will now contaln aulti-level
security dqatae. The restructure of the system wlil change
most of these interfacesy, tnus requiring a large 2ffort +to
make the accounting and bllling procedures work on a
kernel=-based Mul tics syStem. No benefit in the
demonstration of a prototype secure Multics system will
accrue from making such modificatlions at this time.
Therefore, accounting and billiing functlons are speclfically
excluded from this effort.

Alsoy, the load control group mechanism Is only needed for a
heavily used Multics services Only a primitive mechanism is
needad to demonstrate the fezaslibllity of a ke-~ael-based
Multics system.

13



Honeyuwel ] Oraft 1-31-76

2« APPLICABLE DOCUMENTS

2e1 Alr Force/Honeywell contract number F139628-74-C-01933
This contract provides the authorlity for the design efforte.
The documentation requirements for the final report and the

alilowea deviations from the format are speclfled In this
contract.

2e2 DoD 5200.14-R Information Security Program Regulatlon
Describes Tt he military security system aad the
responslbilities of personne! who fall within 1Its
jurlsdlctione.

2¢3 AFR 205-1 Information Security Program (USAF)
Implements DoD 52¢G.1-R

2e4 DoD 5200.28 Department of Defense Directive, Securlty
Requirements for Automatic Data Processing (ADP) Systems
Defines the security reguirements for processing classifled

data on an ADP system (See 2.5)

2¢5 DoD 5200.28-M Manual of Technlques and Procedures for
Implementings Deactivatingy Testing, and Evaluating = Secure
Resource Sharing ADP Systenms.

This is the manual which outilnes the detalls of the general
requirements specified in DoD 5200.28.
2¢5 MIL-STD=-483 Appendix III

Air Force suggested documentation format speclfization for
the final report.

Thlis standard has been followed for content and general
order of presentatione. Jeviatlons from the strict format
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2¢1 0
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were authorlzed by the contract (Paragraph 2.1}, Sectlion 3
of the standard has oeen expanded In this document to
provide a form of presentation better suited to the
materiale

Standard Honeywell Muitics documentation

The following documents are mentioned here as a source of
background Information concerning the Standa~d Multlcs
system.

Multics Programmers® Manual

Introduction (AG30)

Reference Guide (AGS1)

Commands and Active Functlons (AGS2)

Subroutines (AG33)

Subsystem Writer®s Guiae (AK92)
Prolect Aaminlstrator®s Manusl {AK51)
System Agministrator®s Manual (AKS5()
PL/I Language Manual (AG3I4)

Multics Virtual Memory (AG95)
The Multics System (AKZ27)

The order numbers glven above (esge AGI0) should be
specifiea when ordering these documents from Honeywell.

Multics Evaluationy J.P. Anderson, ESD-TR=-73-276s Electronic
System Systems Division (AFSC), L. G. Hansconm Field,
Bedford, MA, October 1973.

Oesign and Certification Aoproach?: Secure Connunications
Processors Pe Se Tasker and D. E« Belly MTR=-2436, The MITRE
Corporation, Bedford, MA,

Secure Computer Systems: Mathematical Foundations, De Eo
Bell and L. J. LaPadula, ESD-TR-73-278, Vol I, Zlectronic
Systems Division (AFSC), L. Geo Hanscom Fleld, Bedford, MA,
November 1973.

Secure Computer Systems? A Mathematical Model, L. Jo
LaPadula and 0. E. Belly ESD-TR=-73-278, VoI II, Electronic
System Divislon (AFSC)s Le Gso Hanscom Fleldy Bedford, MA,
November 1973,

Computer Secure Research and Development Regulremants, S. B,

Lipner, MTP=142, The MITRE Corporation, Bedford, MA,
February 1973,

2
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2e13
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2017

2418
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2621

2e2b

Preliminary Notes on the Oeslign of Secure Mllltary Computer
Systemsy, Re Re Schelly Pe J« Downey, and G. Jo Popek,
MCI-73-1y Electronic Systems Division (AFSC)y Le G+ Hanscom
Fiela, Bedford, MA, January 41973.

Concept of Operation for Handling I/0 in a Secure Computer
at the Alr Force Data Services Center (AFDSC), E«. L. Burke,
ESD~TR-74-1413y L G. Hanscom Field, Bedford, MA, October
1973. .

Oesign for Multics Securlty Enhancements, J. HWhitmore, A
Bensoussan, P, Greeny ©D. Hunty, A. Kobzlars J. Stern,
ESO«TR=-74-1764 Le G+ Hanscom Fields, Bedford, MA 1973

The Deslign anc Speciflcation of a Securlty Kernzl for the
POP-11/45, We L. Schillery ESD-TR-75-69, L. G. Hanscom
Fleld, Bedfords MA, May 1975

A Software Validation Technigue for Certificationt Tha
Methodologys De. £Ee. Bell and E. L. Burke, ESO-TR-75-54,
Electronic Systems Division (AFSC)y Le G. Hanscom Fileld,
Beaforay MA.s Aprit 1975

Primitive Models for Computer Security, K. G. Walter, We F.
Ogdensy MW. C. Rounds, et ali Oepartment of Comnputing and
Intormation Sclences, Case MWestern Reserve Unlversity,
Clevelandy Ohioy ESD-TR-74-1174 Electronic Systems Divislon
{AFSC)s LeG. Hanscom Field, Bedfora, MA., January 1974

Computer Security Technology Planning Study, J. P. Anderson,
ESD-TR-73-51, Vol II, Electronic Systems Oivision (AFSC),
L.Gs Hanscom Fjieldy Beaford, MA., October 1972

Computer Security Development Summary, ESD 2073, Electronic
Systams Oivisiony LeG. Hanscom Field, Bedford, MiA.y, December
1973

Implications of a Virtual Memory Mechanism for Impliementing
Protection in a Famlly of Operating Systems, He R. Price,
PhD Thesisy Carnegie-Mellon Universitys Juney 1973

Synthesls of a Software Securlty Systemy E. L. Burke,
MTP~154y The MITRE Corporation, Bedford, MA.

On Attaining Reliablie Software for a Secure Operating
Systemy, L. RODINnson, P. Gs Neumann, K. N« Levitty, A. Saxena,
1975 International Conferance on Reliable Softwsare, Los
Angelesy Caesy Apriit 1975

Jesign of a Security <Kernel for the POP-11/45, W. L.
Schiller, The MITRE Corporatjion, Bedfordy MA.s Deocember 1973

13
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2e25

Architectures for Secure Computing Systems, L. Smith,
ESD=-TR-75~-51y The MITRE Corporatlon, Bedford, MA., June 1974

Access Isofation Mechanism Pre-Refease Documentatlion,
Honeywnwell Information Systems, Incey McLeany Vae., August
1975

The Top Level Speclification of a Multics Securlity Kernel, W,
L. Schitler, Ks Je Blbay E. L. Burkey HWorking Paper
WP-20377y The MITRE Corporation, Bedford, Ma., August 1975

Initiat Structured Speciflications for an Uncompromisabile

Computer Securlty System, K. G. Walter, W, F. 3Jgden, et al
Case-Western Reserve Unlversity, Cleveland, Ohlio, July 1975
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Functional Reqguirements for a Secure Multics

A sacure computer system s one which can successfully
protect all data entrusted to it from Jynauthorlzed
cisclosure., Thls is the baslc deflnltion of system security
or more specifically systam software security mhich gulides
tThe Guardian project. Issues of physical security whlch can
geny service to authorlzed users are specifically lgnored
here (2sg9.9 fire, floody etc.)le The major conzern is to

counter all security threats which would allow someone to
steal intormatlon {or data) from the computer systen. The
security threats of general interest fall into thrae logical

areast maliclous persons external to the systemy authorized
users of the system and collusion between authorlzed users.

The thraats from maliclous persans external to the system
are not particularly intfaresting to the systen software
deslgner. Tnese threats incluael tappling communication
linesy stealing \listings, tapes, termlinal output or other
data generated by the system; stealing passwords ot
authorized users) monitoring elactromagnetlc emanations from
the hardwarej or Jnadthorlzed actlons by operations or
agministrative personnels. Each of the threats mantloned can
only bDe counftered by physlcal or procedural security
measures external to the computer system. The only external
threats of Jinferest fto the system software Jesigner are
illegal entry attempts {login) and operational errors,
These are solved by the use of passwords for user
authentication ana by provicing wunambiguous Instructions
and/or messages to operatilons parsonneis.

The threats from coilusion between authorlzed users [s also
uninterestings The Multics Access Isolation Mechanism makes
it extremely difflcult for two users of dlfferent securlty
clearances to compromlse data while It remalns resldent In
Multicss even though tne current system [s not certifled
Securea. Therefore, two or more users lIn colluslon to steal
data will fina It easier t2 pass the data external to thea
systemj3 an Information cnannel whlch 1Is beyond the control
of the system cesigners

The remaining security threats come from persons audthorized

to use the systeme This is the area of partlcula~ Interest
in this development effort. The less severaz Internal
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threats of browsing by a curjious user and accldental
granting of accass have neen addressed by the Implementatin
of the Access Isolation Mechanlism. The Insidious threats of
a TroJan Horse program or system penetratlon remain to be
solvede.

Within the Multics architecture, a general solution to the
threat of a Trojan Horse has not been found. However, for a
Trojan Horse program to ba aple to compromlse data, [t must
be able to communicate between sacurijity levelse. Therefore,
one requirement of tnhnis effort is to eliminate all
communication paths which would allow a program t2 read data
of one security tevel and write it where it could be read
from a lower security level.

A user who can penetrate tha operating system may 22 able to
invalidate all the access control mechanisms. A penetration
can occur from jincorrect [mplementation of the varlous
protection mechanisms or from a malicious programmer
Inserting specjal code seguences to provlide a "trap door™
into the operating system. Therefore, another raqujirement
of this effort is to verjify tne correct Implemantation of
the Multlics operating system and to verify that no trap
aoors exist.

The Multics protection machanisms are implemented wlthin the
most privileged oprotection rings rilng 0. Unfo~tunately,
thera are a |large number of programs In ring (8 whilch are

very complex. The Interactions between these programs are
also complex and often subtle or obscuree. In addlition,
there are no mechanisms to protact programs and data within
ring g from errors [n othar progranas In thls ring.

Therefore, any attempt to wverify the correctness of the
current Multics supervisor 3as [t exists is doomed to failure
from the start,

The approach to meeting the requlrements is to reastructure
the current Multics operating system to [Isolate the
primitive mechanisms which implement the securlty access
controls,. This will torm the reterence monitor or securlty
kernel of Multics. Tha mathematical model of computer
security (2.109 2+11) Is the criterion used in definlng the
intertace between the kernei and other parts of the system.
Good engineering practice requlires that the current
operating system be molded into the new structure rather
than attempting a complete top down redeslign, It 1is
expected that several lterations be tween top down
specification for correctness proofs and bottom up design
for engineering feasibility wlll be neeged.
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The following paragraohs wWwithin section 3 of this
specification form the initlial description of the
restructured Multics system based on bottom up dasigne
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Definition of Concepts and Terminology

Hardware/Software Interface

The central processing unit used is the Honeywell serles &0
level &8/8]. The operating system ls Multlcss with such
modifications and extenslons as result from thils deslgn
effort and the system programming task that will follow.

A full description of tha Honeywell 6880 hardaare and the
Multlics softmare (s beyond the scopa of this document. The
interested reader is referred to the publicatlions listed In
Section 2.7 for such detailad descriptions.

User Interface

The user lInterface is the appearance the system pr2sents to
the useres« To the greatest degree possibley thls appearance
will remain the same as current Multicse.

Functions available to the user wlill be ldentical to current
Multics where feasibley anc equivaient in most other cases.

General QOefinitions

The abllity and the means to approachs communicate with
(input to or recelve output from)s, or otherwlse make use of
any mater]al or component in an ADP System.

In the millitary security system, a person may de granted
access to an object only if his clearance level 13 greater
than or equal to the classlfication level of the oblect;
his clearance category set contains all categorles In the
category set of the oblect; and he has the prooar "need to
know™ In reference to thea object.
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AJ? (Automatlic Uata Processing)

An assembly of computer equlpment, facliltliesys, personnel,
software ana procedures configureo for the purpose of
ctassifying, sorting, calculatingsy computing, sJummarizlng,
storings and retrieving data and Information with a mlnlmum
of human intervention.

alonymous user
An anonymous user ls an unreglstered user of the HMutltics
system -whose personid {(see below) is ™anonymous™; In other
wordsy his personid Is unknown t0o the system. An anonymous

user may or may not 22 required to furnish a password In
order to gain access to the systenm.

b~anch
A branch Is a component of a alrectory whlch describes an
immediately iInferior szsgment or dlrectoryv.

b~z2ach
The successful and repeatable defeat of security controls
with or without an arrest whichs if carriec to consummatlion,
could result In a penetration of the systen. txamples of
breaches arel
Operation of user code in master mode;
Unauthorlzed acquisition of userid and password} 3nd
Accessing a flle without using prescriced operatlng system
mechanisms.

category set (also see access)
In reference to a persony a category set refers to the set

of compartments a person is eligible to accesse. {The
maximum number of compartments within a single system Is

{imlted to0 sixteen.) A compartment in this contex?t Is an
orthogonal subdivision of the <classlticatlon !evels. A
compartment |is like 2 formal need to know authorizatlon to

information of a certaln topic without consideration of
classification level,

In reference to agocuments, flles or other oo}ectss a
category set refers to the possinle information sodrces used
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to create the object., Thus a category set with several
Categorliesy or compartments, would indicate that the object
should be handlea with the extra cautlon accorded to objects
which would intersect the sansitive areas of each of the
categorles in the set.

classiflcatlion {also see access and security levet)

One of an ordered set of |e2vels which descrlbes the
sensitivity of the Information to which it refers. {The
maxlmum number of levels within a single system is limlted
to seven.) Only Informatlon, documents, data, equloment or
other objJects have classliticatlon levels. Persons need the
correct clearance to access information at any level higher
than Unclassified.

Hhen compartmented security is usedy a <classlflcatlon
includes both the level and the category set assaclated with
an objecte.

claarance {also see access ana security jevel)

The eligibility of a person {or process) to access
information of a certain cltassiflcation level (or lower).,
For example, a person wlth 3 Secret clearance ls ellglble to
access Informatlon with classificatlon levels Uaclasslfled
to Secret, but may not have access to Too Secret
information. '

When compartmented security [s usecgs a clearsace also
includes the categories a parson is ellgible to accass.

In adaition to the eliglblilty afforded a person by his
clearance, he must also nhave the need to know the classified
Information before he ls glven access.

daamon {(SysDaemon)
Certaln Multics processes are dedlcated to performling
supervisory functlonsy such as hancling I/0 rejuests and
backing up the storage systome. These processes are called
daemon processes and run wWwith ths SysDaemon prolectid.
di~ectory
A directory (s a segment [In the Multics storage system

hierarchy maintained oy the supervisor whicn contains
information about lmmediately inferlor segments. A
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directory contains a list of branches analogous to a tabie
of contents.

fixed level property

In order that no breach of securlity occur within the
computer system environment, it 1ls sufficlent that no
process be permitted to read information classifled above
its <clearancey nor be permitted to wrlte Intormation
classified Dpelow its clearance. Thilis principle is known as
the flxed level property. (It has also been czalled the
“*-property" In some of the referenced tlterature)

Initiallzer process (system control process, answering sarvice)

The initlallzer process is a speclal process whilch performs

certaln system-controlling functionse. In particular, It
initiallzes the Multics environmenty monitors and sllocates
terminals, creates all other processes, and performs

accounting functions,

interprocess communication (ipc)

Interprocess communication Is a faclllity which allows one
process to communicate with another In a controlled manner,
Both the sending and receiving processes must adhere to a
speciflea protocol.

Mul ti-Level Security Mode

A mode of operating under an cpearating system (suoerviscr or
executive program) which provides a capablility permitting
various levels anag categarlies or compartments of wmateriatlt to
pbe concurrently stored and processed Iin an ADP Systeme. In a
remotely Aaccessed resource=-sharing systemy fthe materlal can
be selectlively accessed and manipulated from termlnais by
personnel having different securlty clearances and access
approvals. This mode of operatlon can accommodate the
concurrent processling and storage of (a) two or more levels
of classified cdata. or (o) one or more levels of classitled
data nlth wuncliassifled data depanding upon the constralints
placed on the systems by the Designated Approving Authority.
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Ooerating System (0/S)

An Integrated collection of service routines for supervising
the seguencing ana processing of programs by a computer,

Operating systems control thea allocation of resources to
users and thelr programs and play a central role In assurlng
the secure operatlon of a computer system,. Operatling

systems may perform debuggings Input=-outout, accountling,
resource allocationy compllation, storage assignment tasks,
and other system related functlons (Synonymous wlth Monltor,
Executivey, Control Program, and Supervisor).

pa~sonld

The registerea name of soma2one who s authorized to use the
system. It iIs wusually constructea from the last name
(surname) of the person.

p~3cess
A process ls the active agent of the user on Multlczcs and (in
the security system) nas a3 clearance which may nat exceed
the user®s clearances The lifetime of a process normally
corresponds to a wuser®s terminal session and is described
Internally by an address space and a point of executlion.
8oth the address space and tha executlon point are dynamic
over the life of the processe.

proyectid

The registerea name of a project which has an aczount on the
sysStem.

Remnotely Accessed Resource=Sharing Computer System

A computer system which includes one or more central
processing units,y peripheral devicesy, ramote terminals, and
communications equipment or interconnection Jlinkss which
allocates 1its resources to one or more users, and which can
be entered from terminals locateag outside the central
computer facility.
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sezurjity level (see also Clearance and Classlificatlon)

This term Is usea frequently as an abbreviatlion for the
fevel/category comblnatlon which describes a clearance or a
classiflcation. Thus the "level™* of a process (s the
clearance otf the process and the "“level*™ of a segment Is the
classiflcation of the segmente.

sagment

A seagment s a loglcal unlt of storage on Mufticse. It
roughly corresponds to a file stored on a disk pack zand
accessible to a users The segment lIs the smallast element
of supervisor access control in the Multlcs storage systen.

T~>}an Horse

A Tro}lan Horse ls a procedure whlch provides a potentialiy
use ful function to attract use Dy a person having access
privileges not possessaed by the author of the procedure.
The Trojan Horse program detects such use and performs
unauthorized or unwantad functions which would allow the
aduthor of the procedure to obtain Information to which he
did not otherwise have access or to perform acts of sabotage
whilch would not otherwlse b2 possibie.

An instance of a person loggea {nto the system on 3 prolect,
A user s ldentlified by a userid.

usaridc

3.1.4

A table entry whlch would descrloe a user (eaegs 3n access
control list entry)., A userid consists of
“personlde.prolectidestag,” where tag is normaliy "a* for an
Interactive wuser, "m"™ for an absentee user, and “z* for
certain system dasmons. The wuserld 1Is also called the
“principal ldentifler®™ or “3roup_Iid" ot the user,

Security Access Rules - The Model
Access control is genarally described as a3 sublect
attempting to access an objlect through an [atervenlng
reference monitor, The raference monitor cnecks, each andg

every time a subject atfemp?s to access an objecty to see |f
the subject has the proper authorlzation to oarform the
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desired operation (eege read, wrlite, executey append,
modl fy, delete)s In Multics, a process is the only sublect
which can make a reference to any object. The set of
objects are segments, directorlies, branches, I/0 devices,
message Segments, message segment messages and Interprocess
communication messages. £Each object has a classification
level and category set assoclataed with It (l.cey 2 Security
leveled)

In Multicsy, the reference monltor whlich validates each
reference to an oblect 1is the "ring 0" sJypervisor In
conjunction with processor nardware protection m2chanismse.
HWithin the protection ring scheme supported by thne Honeywell
68780 oprocessory ring 0 is the most privileged ana most
protected ring ot operation. All access control decislions
are made wWithin ring {§. Eacnh time a process attempts to
gain access to an oblecty the clearance of the process is
compared with the classification of the object and access is
either granted or deniad In sccordance with rules designed

to emulate the military security system. In additlion to
classification, certain objects such as segments and
directories have an associatec access control list which

specifies persons having need to know authorization as in
the military securlty systema

When the security level of two oblects 1s compared, four
relationships are possibiet

less than
equal
greater than
Isolated

The securlity level of object 1 is considered "less than* the
securlty level of object 2 1f3

i .The level of oblect 1 1ls numerically less than or
equal to the level of oblect 23 and

2« The category set of ob]ecf‘i Is a subset of the
category set of objact 25 and

3 The securlty leve!l of object 1 is not equal to the
security level of odJect 2.

The security levels of two objects are consldered *equa
ifs . '
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1+ The levels are numerically equals; and
2e The category sets are ldentical.

The security level of oo)Ject 1 ls consldered "gr~eater than"
the securlty level of oblect 2 1f:

1. The level of object ¢ [s numerlcally gr2ater than
or equal to the level of obJect 27 and

2e The category set of object 2 is a subset of the
category set of object 135 and

3« The securlity level of oblect 1 Is not equal to the
securlty level of object 2,

The securlity lsvels of two objects are conslidered “Isolated™
it the category sets are isotated.

The "minimum"™ of several security levels is defined as:
i The numerical minimum of the levels’ and
2« The intersection of thne category sets.

In orger for a person to access (nformation, the milltary
security system requlres that the clearance of the person be
greater than or equal to the c¢lassification of the
informatione A sufficlent condition for satisfylng thlis
requirement witnin the computer system environment s the
enforcement of the following two rules:

1« A process having ci2arance o may not *“read J4oy™ lees.

read an oblect having a classitfication greater than ne.
2« A process naving clearance n may not "“wrlte JdJown,” l.e.
wrlte an object having a classification lass than p.

With these two rules enforcad, it is impossible for any
procass to extract information from an object of higher
classitication or to transfer Information from an oblect of
higher classification to an oblect of lower classiflcation,
Hencey no compromise of classifled Information <can occur.
This princlple Is known as the "fixed level property.™

It is important to recognize that the rules desc~ij’ed above
represent a sufficlents dut not a3 necessary condlitlon for

achieving securitye. Although the flxed teveal property
restrictlons wlll be strictiy enforced for all user
processes, they willy in certain clrcumstancesy 22 applied
interpretively for trusted systenm processes. In no

clrcumstances, howrever, will security be violated, because
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trusted system processes myst operate correctiy.
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3+2 Overview of System 2rcnltftecture

3e2e1

3+242

32243

3.2.“

3.2.5

Hardware Configuration

Information transmitted sefwaen hardware modules must be
carefully controiled by the system and no user should be
able to directly affect the action of an active module
(except for the CPU).

Internai/External Environment

The system can be loglcally divided into two envi~onments:?
internail ang external. The Internal environment ls totally
controlled by the system. This includest orocessorsy
memory, disk drives, I/0 muitiptexers, bulx store;
communication processors, and tave drives used for systenm
functionse.

The external environment can be directly Infiuenced by the
actions of a ProcessSe. This environment 1lncludes:
terminals, iin2 printersy, card readers, card punches,
non-system tapbe drivesy and other devices in the I/0 class
not used for system functionsSe.

The Security Kernei

(To be datermined at a later date.)

Tha Secure Front End Procassor

{Te be agetermina2d at a3 later dates)

The System Securlity Perimiter
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(To be determinad a3t a later date.)
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Process Creation

The Multics access control mechanism depends on several
important factors. First ana foremost is the notion of an
unforgeable "user name"™ and clearance which identifies the
access rights of a Multics process; the entity which
performs all tasks on behalf of the human user. A Multics
“yser name™ consists of tnree componentst: Persoan, Project,

and Tage. The Person component uniquely identifies a
registered user of Multicse. The Project component
igentities a registered oprojecty, and Tag is presently
derjved from the typea of process (l.e. interactive,

absentee,y, or consoleless gaamon).

Logging Into the Systen

All Interactive users of Multics must login from a terminal.
Terminal identitication plays an important role in determing
the classitication of data which can be accessed by a
process. Clearily we cannot allow a user to extract
sensitive data wnile using 3 dial up terminal connection
from a phone Dooth In a publlc areas even though he is

properly clearede. Terminals are assoclated nith the
security level of the «controlled area In which they are
locatea. Each terminal (or multiplex group as i1 3 network)
has a security lavel Anich describes the highest

classification of data wnlcn can ©oe processed from the
Terminale. Pnysical control of access to the fterminal area
ensures that all persons wWwho could see the terminal output
are cleared to at least the security level of tha terminal.,
This will be discussea further in Section 333

There are two <classes of interactive wusers on Multics?
registered users and anonymous uUserss

A registered user Is known to the system by nis name
{personijid) and is associated with one or more projects
{projectia) for accountling ana resource control PUrDOSEeSe
Each personida has a passworg to authenticate his identlty.

To log into Multjcsy a3 registered user must give his

personid and projectid to the system controi process.
Controi arguments to the login command allow the wuser to
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specity a desired securlty level for his processy as welil as
other attributes, The password will bz requested
immediately following the login command.

Anonymous users should not normally be permitted on the
system since password aJdthenticatlon is not always reguired
for theme MWhere passwords are required for anonymnous users,
these passwords are controlled by project admlnistrators
rather than the system administrator (SA) or the system
securlty admlinistrator (SSA). If, at any time, anonymous
users are permifted on the systenm, they a~e alnays be
assigned system_low processase.

3:.3.2 User Authentication

In orager for Multics to successfully enforce access
contfrols, it must be possible to uniquely anl oositively
ldentify each user at login. This is presentiy accomplished
by assigning each registered person his own password, and at
each loginy reguesting his passwora for verificatlon
puUrposes. If the password stored by Multics matches the
password glven by the usery, Multlics assumes the user |Iis
validy and creates a process wWwith the "user namne™ (userlid)
of the user. 1If, after giving the user several chances (fto
allon for typlng mistakes), a correct password has not been
receivedy, Multics refuses the login.

Clearlys the password is a vital part of the access control
mechanism, and as suchy must be carefully protected by both
the user and the systenm, If a3 person could guess (by
whatever means) another user®s password, that ce~son would
himself be anie to log in 3s the other user., & oderson who
learns another person®"s password will not be aolea to log In
wlth tThe same clearance as The owner of the password unless
hey himselfy, has an egual or hlgher clearance which atfords
him access to a terminal of equal or higher classiflication.
Therelfores, password compromlse cans at wWorsty result In
sabotage or need to know violatlons.

An attempted 1Jlogin may be relected for tha ftollowing
reasons?

i« illegal login worg
2+ incorrect personld or projectid

3. incorrect passwora
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4e¢ lncorrect security level
5. unrecognlzed login option

These relected login attempts are recorded for audlt
purposess In additlons if a user attempts to use 3 terminal
with @a maximum clearance greater Than the personid
clearance, a mnessage 1s sent to the operators since this
will indicate a breach of physical securitye.

3¢3+3 Process Clearance Assignment

When a process is created for a3 user, a clearance |is
establisheaq for the processe. This clearance {s not
changeable for the life of the process. 1t ls the process
Clearance whlich s used to determline a3 user®s authorlzatjion
to access classifiea information in the system.

The gata associated witn a personid (the systam unique
ldentitication for the person) contains the clea~ance of the
person. Similar ciearanca data (s associated with each
projectlid,. In addlition, the data which descripes the
limitations of a person on a glven project contains
clearance aatae.

The clearance to be assigned to a process Is determlined as
tfoliouws! .

1« NO process wnlll be created for a given userlid. lee 3
glven person on a glven oprojecty, wWithr a hilgher
clearance than the minimum of the person®s :zlearance,
the project®s clearance, and tThe person's clearance
within the project.

2. NO User should be aple to create s procass with a
higher clearance than the maximum clearance of hils
terminail.

3¢ A Uuser may reguest a process with a lower clearance
than the minimum of his userid and termlnal clearances.

he A uUser Is able to specify a default login clearance {(no
higher than his personld clearance).

Only the SSA is able to assign clearances for a personid or
a projectlde If the SSA lowers the clearance of a personld,
the user®s process is forceabiy terminated I!f the user has
an active process with a c¢learance greaftar than the
agonngraded clearance o0f the personide.
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The Channetl Definition Table (COT) Is used by the system
control process to check the maximum clearance of the
terminal beilng used by a person attempting to tog 1in.
Normally “terminals wlll oe "hard wired™ to the system,
thereby allowing each terminal to be unlquely ldentified by
an assocliated channel number. In the general casey, there
may be crypto-dlal=-up terminals., However, in that cases the

crypto units will provide the unique terminal
identliflcatione. As an extra checky the answWwerback code
received from a terminal is compared against Its
“registered’™ answerback code. This answerback test 1is
usetful in dertecting mistakes, as well as malliclous

tamperingy involving communications lines and terminals.

When a process is creatady there are two secdrity tlevels
assigned to it3 the current authorlization and the
max_authorization. The currant authorization 1Is the
securlty level of the process that Is used to control access
to stored information. The max_authorization is the highes?
authorization that can be assigned to the process userids

The max_authorization [5 calculated as the minimyugn ot the
clearances for the personidsy the pro}jectid, and the
person-project combinatione.

The current authorization Is calculated as the wminimum of
the max_authorizations, tha security level of the terminal
and the requested securlity level (from the login opotlon or
agefault securlty tevel.)

Each wuser is tola his process clearance at the 2eginning of
the processe. In this ways the user 1ls made expliclitly aware
of his tevel of operation. Hence, mistakes such as placing
Top Secret information in a Secret file are anllikely to

oCCure
Apbsentee processes are creatad at the level of the
requesting process. A user s not able to <create an

absentee process with a securlty level which is lower than
that of hls current processy since the passing of arguments
to the absentee process would constitute a write-down
operation. The apility for a user to enter an absentee
request of a hlgher security level than his process
Cclearance is one way for a Tro}an Horse to galn control of a
user®s access permissionss If this happensy, a need to know
violation or sabotage c¢can occur, Therefore, absentee
processes are restricted to the security level of the
requesting process.,

A new_proc option aliows a wuser to wupgrade/downgrade his

security level. When no option is speclfiedy the detault
security tevel for the new process will be that of the
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current processe. {The same wlil be true fo~ abnormal
termination of a process).

3¢3e4 Potential Securjity Problams

By providing a means for 3 user to change his security level
through program control {new_proc -with Ifevel ootion), a
TrojJan Horse could set itself up as the program to be called
when a user atrtempts to change t0 a newWw sSecurlty levele. An
elaborate Trojan Horse could totally simulate systemn actlion
for new_proc to fool the user Into thinking he Is osperating
at a higher level.,. Now if +the wuser attempts to linput
classitied datay, the Tro}lan Horse couldy by sSimuiating the
entire user interface, cause the user to put the classified
data into a segment wlth a lower classification. This
probliem can be solved by oniy allowlng a user to "new_proc"
to the same or lower securlty ievel.

In a3 similar manner, a user may write his own "logout -hold"
command to fool the next user of the terminail into thinking
he is talking to the system instead of the previous user’'s
process. This could allow a malicious user to zapture the
password of another user, tnus parmitting sabotage and need
to know violationse Also, the user environment simuliation
described above could be used here. The solution to this
problier Is to require the terminal to be powered off by each
user before attempting to 1{ogin. {This can de handied
several nays. The choice is up to the site manager,)

Solutions exist to all of the above potential oprobiems.
Honever, given the (ow expectation of occurrence of these
problems, the required sacrifices in user <convenliance were
felt to be unwarrantea.
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304.1

3eta2

The Multics Storage System

The 1Individual wuser Is aole to specity which users should
have "need to xKnow"™ for a glven segment or directory by wuse
ot the Access Control Liste The mode 0f access (e.9. read,
write) allowred to a process by the current Multics Access
Control List Is further restricted to ensure compliance with
the fixed level property ruiles. In other words, the fixed
level property rule takes precedence over the Access Control
List.

Access to Segments

(To be determinad at 3 later date.)

Access to Directories

{To be cetarminad at a later date,)
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345 Use of I/0 Devices

(To be determined at a {ater date.)

3421 Internal I/0

(To be determined at a2 later dates)

3e2+2 Externsl!l I/0

(To be determined at a iater date.)

3e2¢e3 Bulk 1I/0 Services

(To be determinad at a later date.)
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3.0 Interprocess Communications

(To be determined at a later date.,)

3.0.1 Block/Wakeup Mechanism

(To be aceterminad at a later date.)

J+«2+.2 Message Segments

(To be determinad at a3 later dates)
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3.7 Trusted Processes and System Functions

(To be determined at a later date.)

3e7 o2 System Control Process

({To be determined at a later date.)

3.7.2 Backup

(To be determinad at a later dates.)

3¢7+3 Retrieval

{To be datermined at a later date.)

3e7e4 The System Security Administrator

(To be determined at a later date.)

3¢7+5 The System Administrator

{To be determinad at a later dates.)
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3.7.6 Maintenance and Repair Processes

(To be cetermined at a lfater date.)

377 The 1/0 Coordinator

{To be ceterminad at a later date.)
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33 System Audit

{To be determinad at a later date.)
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4.0 Quality Assurance

This section does not apply to this report.
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Preparation for QJetlivery

This contract only calls for the preparation of reports
describing the development of a prototype secure MJultics and
the demonstration of its characteristics,

None of the harduware modiflcations described In thlis
speciflcation or the software modifications to be
implementeg during the development of a prototyde secure
Muttics are to be formally dellvered or sapported by
Honeywnell.
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6. Notes

This sectlon contains information which is not contractualily
binding. It will be tllled in as various slde [ssues of the
project are identified.
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