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20. PLBSTRACT

Th is re por t re presents the curren t state of a
bibliography on the subject of protection in computer
operating systems . Current state means that the
bibliography is incomplet e; it is a byproduct of a research
project in the field of protection , recentl y com plete d . The
bibliography is being published in the belief that it may be
us efu l as is , and that it might serve as the basis of a
cont inu ing effort to collec t, annota te an d ind ex the more
significant doc uments (reports , pa pers , art ic les , books ,
etc.) in the field. Ideally (especially in these days of
colnputerized information bases and commun ication networks)
workers in a research field will collaborate in developing
and sharing their bibliographies ——not only with simple
nn otations l ike th is one but wit h more extens ive comments

and reviews . Perhaps this document can be a contribution in
that di rect ion an d will stimulate owner s of other “work ing ’t
bibliographies to publish theirs. As noted below , this
bibliography is online and may be accessed via the A R PANET~
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IN TRODUCTION

This repor t represents the current state of a bibliography on the
subject of protection in computer operating systems. “Current state”
means that the bibliography is incomplete; it is a byproduc t of a
research pro ject in the field of protection , recently completed. The
bibliography is be i ng published in the belief that it may be useful as
is . and that It might serve as the basis of a continu i ng effor t to
c o l l e c t , annotate and i ndex the more significant document8 (reports ,
papers , a r t i c l e s , books , etc.) in the field. i deally (especially in
these days of computer i zed Information bases and commun i cation
networks) workers in a research field wi l l collaborate In deve l op i ng
and shar i ng their bibliographies- -not only with 8imple annotations like
thi s one but with more extensive comments and rev i ews. Perhaps this
document can be a contribution in that direction and w i l l  stimulate
owners of other “working” bibliographies to publish theirs. As noted
be l o w , this bibliography is online and may be accessed via the ARPANET.

Because this bibliograph y was inc i dental to other work rather than an
end in i tself , lit l e  t ime was spent in trying to make it comprehensive,
or in supplying extensive annotations. It w i l l  also be noted that
relat ively litt l e  materi al has been added dur i ng the past year.

With respect to its subject, this bibliography was always intended to
cover only a lim i ted set of topics within the larger fields of operating
system and computer secur i ty, specifically the follow ing:

Operati ng system requirements, policies and mechan i sms, for insur i ng
user and operating system program and data integr i ty and
confid entiality.

The best way to get a fee l for the topics inc l uded is to scan the i ndex
(see be l ow). The follow i ng per i pheral topics have been specifically
excluded (except where they occur together with the main subject above):

User i dentification and authentication

Encryption

Hardware reliability

Error detection methods

~~~~~ System generat ion and initialization

Human i ntegr i ty (e.g. , administration and operations staff )

3 Physica l installation secur i ty

-~~~~~~~~ - - ~~~~~~. —.- .- -...- -~~~~~~~ - -- -~~~~~~ -- - . __ __-  - --—--~~ 
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Communications secur i ty

Broader economic , social , and p o l i t i c a l  issues

A reviewed document was also not inc l uded if the bulk of Its subject
m a t t e r, as a whole and by section , was other than that descr i bed above,
even though it may have contained relevan t fragments.

Cray areas exist in wh i ch the boundaries of the protection field are not
well defined. Ultimat ely, probably no completely satisfactory
definition of protection exists that stops short of Inc l ud i ng the entire
constraintive aspect of programm i ng and operating systems, i.e., of
inc l ud i ng policies and mechan i sms for all kinds of unintended
occurrences.

Sel ect ivity has also been based on quality and significance. The
attempt was made to exc l ude documents deemed not to be potentially
useful for future reference personally, and wh i ch could not be
recommended to students of protection. Exclusion of such entries from
published bibliographies should be a professional ethic , even at the
expense of expos i ng the often subjective Judgments of their editors.

In general , a reviewed document has been inc l uded in this bibliography
if it was judged to contribute origina l and potentially helpful
observations, insights , i deas, or descript ions;  or to express ol d ones
in new and potentially helpful ways.

A document was rejected for any of the follow i ng “ed i torial” reason8z

It has been superseded by a revision, or Its essence has been
republished in a more accessible source.

It is totally obsolete or is of historica l interest only.

Its editorial quality is i nadequate.

As a result of the leve l of effor t put into it and the restrictions
a p p l i e d, only 173 entries appear. Approx i mately 164 documents that
qualified by topic (at l east to some extent) were reviewed and rejected
or Inc l uded and later dropped. In addition , about 65 entr i es are
currently on my list of unseen documents whose titles suggest relevance.

A uni que feature of this bibliography is its i ndex. An Ind i cation of
the matur ity of a field of research Is the extent to which its technica l
terms are defined and used consistently. Access to definitions and
usages is especially i mportant to students in the field. Also , the
technical terms used usually compr i se a fair i ndex to the content of a
document. For these reasons, and to exper iment with the actua l
usefulness of such an I ndex, as each document was reviewed its key
terms , concepts, and topics were noted as a set of kegwords. Little
attemp t has been made to standardize the forms occurring In the Index ,
or to insure consistency , for example by going back to rev i se the

_ 
_ _ _  . L --  



keyword set of a document rev i ewed two or three years earlier. None of
,

‘

~~~ 
the massag i ng ordinarily needed to enhance the usefulness of an i ndex —

has been applied to this one; like the bibliography i t s e l f , it Is
published in its current unfinished state.

This documen t corresponds to a file residin g I n the computer at 191 whose
ARPANET hostname is ISIB , and wh i ch runs under the TENEX Operating System.
The TENEX filename of this document is <REPORTS>PBIB.TXT; it may be
accessed over the ARPANET via an FTP program.

Each entry in the bibliography has the follow i ng fields:

An i dentifier local to this bibliography.

Author ’s (authors ’) name (s) as appear i ng on the title page of the
document.

T itle of the document.

Source data fields: per i od i ca l issue, publish i ng agency, publisher ’s
document i dent ifier , date , pages , etc. In some cases an NTIS order
number is also prov i ded.

An annotation (usually), starting with the characters “ (* “ and end i ng
w i th “k)” , which attempts to summar i ze the most significant topics or
features of the document in about one sentence.

Keywords or lists of keywords, enclosed by angle  brackets 1
<

11 and “ > “

and separated (within lists ) by semico l ons. These can also occur as
part of the annotation fields of an entry.

Fields of an entry are separated by double spaces, except that the local
i dentifier and the author-name field are separated by a tab character.
Entr ies themse l ves are separated by null lines.

The follow i ng abbreviations occur in the bibliography:

ACMnn Proceed i ngs, ACM Conference l9nn -

CACII Commun ications of the ACM

I Bfl74d Data Secur i ty and Data Processing, Vol. 4 Study Results:
Massachusetts Institute of Techno l ogy IBM G320-1374 74.6

ICRS75 Proceedings , Internationa l Conference on Reliable Software,
April  21-23, 1975

IWCA73 Proceedings , Internat i ona l Workshop on Computer Architecture ,
Grenoble , June 26-28, 1973

IWPOS74 Proceedings, Internationa l Workshop on Protection in Operating
Systems, Rocquencour t, France, August 13-14, 1974. Inst ltut de 
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Recherche d’Informatlque et d’Automatique, BP 5 - Rocquencourt 78150 ‘t~’

Le Chesnay, France

FJCCnn AFIPS Conf. Proceedings l9nn Fall Joint Computer Conference

NCCnn AFIPS Conf. Proceedings l9nn Nationa l Computer Conference

NTIS Nationa l Techn ical Information Service

PLOS73 Proc. of ACM SIGPLAN-SIGOPS Interface Meeting: Programm i ng
Languages - Operating Systems, April 9-12, 1973

SJCCnn AFIPS Conf. Proceed i ngs l9nn Spr i ng Joint Computer Conference

SOSP7S Proc. of the Fifth Symposium on Operating Systems Pr i nciples ,
November 19-21, 197S

~
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mechan i sm> satisfying several necessary properties , and i ts
insuff iciency. *1 <confinement prob l em; error conditions; protected
subsystems; selective confinement; engagement; mutua l exclusion , customer
processes; closure , confidentiality; nonleakage ; transitivity of
engagement; doclassi fication; disengagement; nonretention ; cover t channels;
compile-time check i ng>

Den077 Denn i ng, Dorothy E. & Denning, Peter J. Certification of programs
for secure information flow. CACM 20,7(77.7) 504-513 (* <Lattice
model> of <information flow> , and <certification mechan i sm> based on
i t  that verifies the security of information flow In a program , inc l ud i ng
the <confinement property>. *1 <security classes; flow relation/policies;
property lattice> 
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OennS4 Dennis, J.B. Program structure in a multi—access computer. MIT
Project MAC TR-11 1964 (* Introduces the notion of <spheres of
protection> . *3

Denn6S Dennis, Jack B. Segmentation and the design of multiprogrammed
computer systems. J. of the ACM 12,4(65.18) 589-682 (* “...Hence it
is preferable that a protection mechan i sm operate in the name space of a
computation... ” *3 <segment as unit of protection : spheres of protection>

Oenn7S Donning, Oorothy E. Secure information flow in computer systems.
(Ihesis) Purdue Univ. Dept. of Computer Sci ence CSO TR-.-146 75.5 177p

Denn76a Denn i ng, Dorothy E. A lattice mode l of secure information flow.
CACM 19,5(76.5) 236-243 1* Formulation of information flow secur i ty
requirements in terms of lattice properties; run-time and compile-time
enforcement mechan i sms for static and dynamic security environments. *3
<information flow , explicit /impli cit; security classes; secur i ty
clearances; bind i ng, static/dynamic; data mark machine; compi le-time/
run-time enforcement>

Denn76b Denn i ng. Peter J. Fault tolerant operating systems. ACM Computing
Surveys 8,4(76.12) 359-389 (* Broad tutorial and survey: how <capability
arch i tectures> facilitate the techn i ques required for <confinement of
errors>. *3 <process isolation; environment, open/closed; capab ility  list;
access code; name, local/system; access list; storage capability; enter
capabi l i ty ;  mu l t i p l e  domain processes; protected entry; domain changing;
attenuation of privilege; privilege state mechan i sm; privilege number ;
descriptors, pr i vacy; virtua l machines; resource control; decision
verification; encapsulation , process>

DenV6S Dennis, Jack B. & Van Horn, Earl C. Programm i ng semantics for
multiprogram ined computations. CACM 9,3(66.3) 143-155 1* Introduces the
notion of <capability list>. *3 <spheres of protection; c— list; segment
as unit of protection>

DonM75 Donovan, J.J. & Madnick , S.E. Hierarch i ca l approach to computer
system integr i ty. IBM Systems J. 14,2(1976) 188-202 t* Argues
probabilistica ll y that a <hierarchically structured operating system> on
a <v irtua l mach i ne monitor> can be more secure than a conventiona l
multiprogramm i ng system. *3 <integr i ty, def.; secur i ty, clef.; redundant
secur i t~p

Oown73 Downey, Peter J. Secure military computing systems. In Schell ,
Roger R.; Downey, Peter J.; and Popek, Gerald J. Prelim inary Notes on
the Design of Secure Military Computer Systems. Air Force Systems
Command Electronic Systems Division Directorate of Information Systems
Techno l ogy MCI-73-1 73.1 47p (* <Military secur i ty model> focusing on
the structure of <access functions> and of a <secur i ty kernel>. *3
<objects; subjects; access attributes (types); access relation; access
mon i tor; secur i ty state; update mon i tor ; constraints , updation (policy) ;
consistency, policy : access control lists; l ocks and keys; compartments;
need to know; user responsibility; control attribute; owner attribute; 
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accesses, normal vs. 3ecurity update; breaches, interna l vs. external>

E 1l i74 E l l i s , Cla rence A. Analysis of some abstract measures of
protection in computer systems. Univ. of Cob . Department of Computer
Sc i ence. CU-CS-043-74 74.5 46p NTIS: PB-23~ 297 1* Defines
absolute , relative , and minimum <degree of protection> in terms of
assi gnments of <access codes> to subjects and objects, gi ves ass i gnments
that max imize these, and applies this to hierarch i ca l systems. *3
<isolation level>

Eng l72 Eng l and, LJ.M . Arch i tectural features of System 250. Infotech
State of the Art Repor t on Operating Systems. 1972 l2p t* Description
of the <capability architecture> of the Plessey System 258. *3
<privileged mode, nonnecessity; capability registers; enter access>

Eng 174 Eng l and, O.M. Capability concept mechanism and structure in
System 250. IWPOS74 63-82 1* “ . . .everything ... is reducible to data
structures...buitt up from...an interconnected network of
capabilities... ” *1 <capability architecture; capability registers ,
rea l /virtual; l oad/store, capabilities; central capability segment; enter
capability; privileged mode, nonnecessity; resources as protected data
structures>

EvaLS7 Evans, David C. & Leclerc , Jean Yves Address mapp i ng and the
control of access in an interac tive computer . SJCC67 23-38 1* Proposa l

; for integrating access control into the (virtual) addressing and parameter—
bind i ng mechanisms of an operating system. *3 <parameter spaces; entry,
protected; access path control; address map, control information>

Fabr68 Fabry, R.S. Preliminary description of a supervisor for a mach i ne
or i ented around capabilities. Univ. of Chicago Institute of Computer
Research Quarter l y Progress Repor t No. 18, I—B 1-97 68.8 1* Sketch of
desi gn and imp l ementation. *3 <supervisor as interaction controller ;
capabilities; capability registers; segment as unit of protection; virtua l
machines; capabili ty segments; access codes; capabilities , user; en ter
access>

Fabr7l Fabry, R.S. L ist-structured addressing. (Thesis) Univ. of
Ch icago 1971

Fabr73 Fabry, R.S. Dynamic verification of operating system decisions.
CACM 16,11 (73.11) 659-668 1* An i ndependent consistency check for every -:

decision involvin g process interactions. *3 <isolation; message system>

Fahr74 Fabry, P.S. Capabil ity-based addressing. CACM 17,7(74.7) —

403-412 (* Rat ionale , compar i son, and imp l ementation considerations of
schemes in wh i ch addresses are capabilities containing un i que segment
identifiers. *] <capability-based addressing; capabilities ,
representation integrity, approaches; capabilities and storage allocation;
enter access/instruction>

Fent73 Fenton , J.S. I nformation protection systems. (Thesis) Cambr i dge

.- --~~~~~ - 
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12

Univ. Computer Laboratory 1973

Fontl4 Fenton , J. S. Memoryless subsystems. Computer J. 17,2(74.5)
• 143-147

Fer+74 Ferrie , J.; Kaiser , C.; Lanc i aux, D. & Martin , B. An extensible
structure for protected systems’ design. IWPOS74 83-105 (* Object and
type construction/destruction and call/return operations in a <capability-
based system , extensible>. *3 <agents; objects; mutua l suspicion;
t rans i t i o n typo ; descr iptor  (c a p a b i l i t y ); encapsu la ted  type; case/uncase
operators; domains; environment of domain; operator s, strong/weak; kernel;
type transformation; call/return operations , doma i n>

Fer+75 Fernandez, E.B.; Summers, R.C. & Coleman , C.D. An author i zation
model for a shared data base. Proc. 1976 SIGMOD Intern. Conf. 9p
(* Access matrix is extended to allow entries to contain predicates that
depend on any data in the data base; most check i ng is done at compile
t ime. *3 <data base access control; access matrix , extended; access
predicates; allocate (access type); functiona l access; administer (access
type); i nherit (access type); use (access type); compile-time check i ng>

FerS76 Fernandez, Eduardo B. & Summers, R ita C. Integrity aspects of a
shared data base. NCC76 819-827

Frie7O Friedman , T.D. The authorization prob l em in shared files. IBM
Systems J. 9,4(1978) 258-280 1* Broad treatment of access control
requirements and considerations , recommend i ng <compartmenta lization> and
data element <tagg ing>. *3 <integrity, system; autho ri zat i on, def.;
pri v i l e ge st ructure , complex i ty; names, concea l ment; passwords, f i l e ;
privileges , program/user; field , protected; isolation , author i zation
mechan i sm; single-tag rule; group (protection category); l evels of
c l a ss i f ic a t i o n , undesirability; authority hierarchies , undesirability;
clique , user; matrix , user—p rivilege; user profile>

Ga i n72 Gaines, A. Stockton An operating system based on the concept of
a supervisory computer. CACM 1S,3(72.03) 150-156 1* <File access
control> via a <lock-and-key scheme>. *3 <protection categories, file /
process, read/wr i te>

GeoS73 George, James E. & Sager, Gary R. Var i ables--bind i ngs and
prot ection. SIGPLAN Notices 8,12(73.12) 18-29 t* Six “m ini-languages ”
differ i ng in their schemes for controlling the scope and accessibility of
names. *1 <names, scope/shar i ng/protection>

Gla+75 Gladney, H.M.; Wor l ey, E.L. & Myers, J.J. An access control
mechanism for computing resources. IBM Systems J. 14.3(1975) 212—228

Grah68 Graham, Robert M. Protection in  an information processing utility.
CACM 11 ,5(68.5 ) 365-369 (* Protection requirements , and a mode l
featuring <r i ngs of protection>. *1 <privileged instructions , def i c i ency ;
need-to-know pr i nciple; two-mode systems, deficiency : l ayers of protection ,
advantages; segment as unit of protection; access bracket; call bracket; 



£3

r ing bracket; user descriptor ; gatekeeper; calls , cross-rin g; asynchronous
mod ificat ion of arguments>

• 6ra072 Graham, G.Scott & Denn i ng, Peter J. Protection--pr i nciples and
H practice. SJCC72 417-429 1* <Access matrix model>: enforcement rules ,

protection commands , applicability, and imp l ementation considerations. *3
<l evels of protection; mutually suspicious subsystems; memory less
subsystems; completeness requirement: objects; subjects; access rules ,
requi remen t s; pro tect i on state;  access a t t r i but es; mon i t o r , ob ject type;
i dentification , subjects; update rules , access matrix; copy flag; owner
attribute; control attribute; transfer command; grant command; copy flag,
transfer—only; domains; hierarchies, subject , advantages; un i versa l
subject; untrustworthy subsystems; indirect access; debugging prob l em;
trust; trustworthy subjects; revocabi lity; c-list; access control list;
authority list; l ock list; key>

Grah7l Graham , G.Scott Protection structures in operating systems.
(Masters Thesis) Univ. of Toronto Department of Computer Sc i ence 71.8

Gr i W76 Griffiths , Patricia P. & Wade, Bradford 14. An authorization
mechan i sm for a relationa l data base system. IBM Research RJ 1721
(#26164 ) 76.2.11 32p 1* Mechan i sm providing for restricted shar i ng of
data bases by allow i ng the granting and revocation of privileges and the
definition and shar i ng of <views>. *3 <data base pr i vacy mechan i sms;
revocation , recursive : grants, I abe l ed~
Har+75 Harr i son, Mic hae l A.; Ruzzo, Wa l ter L. & Ul lman , Jeffrey 0.
Protection in operating systems. CACM 19,8(76.8) 461-471 1* <Safety>
of a protection system modelled by a given general <access mat rix model>
is undec i dable. *3 <r i ghts, generic; configuration , protection system;
own right; leak i ng, r i ghts; undec i dab i l i t y , safety>

HarH7S Hartson , H.R. & Hsiao , O.K. Languages for specifying protection
requirements in data base systems. Part I. Ohio State Univ. Computer[ and Information Sciences Research Center OSU-CISRC-TR-74-10 75.1 67p
NTIS: AD/A-006 280 E* Models the <author i zation process> and the
<enforcement process> in a <security space> of users, authorizers,
resources, operat i ons , and value states. *3 <access contro l model;
au thor i zat i on spec i f i cat i on , val idity/consistency; access condition;
protection specification l anguage; access matrix mode l , l imitations;
ownership, absolute /conditional; system administrator; withdrawa l of
r ights; subownership; memoryless specifications; access history; author i zed
subspace; dom i nance, access h i s to ry ;  access dec i sio n t i m i n g ; doma i n of
authorizat ion; auxiliary i nvocation , doma in; validation of i nputs;
progressive author i zation; amplification; extended resources; franch i se,
user/operation/resource uni t; partial rejection>

Harr7S Harr i son, M ichae l A. On models of protection in operating systems.
Lecture Notes in Computer Sci ence. Vol 32: Mathematica l Foundations of
Comput er Sc i ence 1975 (J. Becvar , ed.) Spr i nger-Ver l ag 1975 46-60

Hart7S Harston, R. Rex Languages for specify ing prot ect i on requ i rements
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in data base systems--a semantic model. Ohio State Univ. Computer and
Information Sci ence Research Center CISRC-TR-75-6 75.8 248p NTIS:
AO-018 284/BGA

Ho l +75 Held , G.O.; Stonebraker, f1.R. & Wong, E. INGRES--a relat i ona l
data base system. NCC7S 409-416 (* Access is controlled and integr i ty
assured by means of <query modifi cation>. *1 <access control , data base ;
integr ity, data base ; restrict statement : integr i ty constraint>

HinS75 Hinke , T.H. & Schaefer , Marvin Secure data management system.
System Deve l opment Corp. TM- (L)-5407/0O7/80 RADC-TR-75-266 76.11 197p
NTIS: AO-A019 201

Hoff7l Hoffman! Lance J. The formu l ary mode l for flexible pr i vacy and
access controls. FJCC71 587-601 t* Proposes a .cformu lary> procedure to
intercept all accesses to the data element to wh ich it is attached and
to determine the ri ght of access, possibly via a d ialogue with the user. *1
<control profile, user; author i ty i tem; data dependent decisions>

HolB76 Hollingworth , Dennis & Bisbey , Richard , Ii Protection errors in
operating systems: <allocation/deallocation residua l s>. Univ. of
Southern (alifornia Information Sciences Institute ISI/SR—76-7 76.6
17p 1* Type of protection error in  wh i ch a residua l from a prev i ous
allocat ion remains accessible after a new allocation. *3 <residua l ,
content/access; errors, examples>

Hsi +74 Hsiao, O.K.; Kerr, D.S. & McCauley , E.J., III A mode l for data
secure systems (Par t I). Ohio State Univ. Computer and Information
Sc i ence Research Center OSU-CISRC-.TR-73-8 74.2 44p L* General
protection specificati ons can be used to de f i n e  users’ views (and
accessibi l i t y  domains) of a data base, since they have the same form as
retrieva l specifications (Boolean functions). *3

Hs1a68 Hsiao. Dav id K. A file system for a prob l em solving facility.
(Thesis) Un i versity of Pennsylvania The Moore Schoo l of Electrica l
Engineer i ng Repor t No. 68-33 68.5 167p NTIS: AD-671 826 t* Both -< fIle
access control> and <record leve l control> , based on Information in the
<author i ty  i tem> associated w i t h  each user . *3 <login program, f i l e ;
owner; authentication , file login program>

HsiM74 Hsiao, O.K. & McCauley, E.J., III A mode l for data secure systems.
(Par t II) Ohio State Univ. Computer & Information Science Research
Center OSU-CISRC-TR-74-7 74.10 45p

IBMx71 (anon) OS/MVT with resource secur i ty: general information and
pla nn i ng manual. IBM GH2O-1058-0 71.12 28p (* Description of
Resource Secur i ty System features. *3 <secur i ty levels; access category;
need to know: secur i ty officer ; definition of controlled resources;
group i ng of users and resources; author i zation; program-restricted data
sets; associative programs>

Jans74 Janson, Philippe Arnaud Removing the dynamic linker from the

_ _ _  •—-~~~~~~~~~ - - - - •~~~~~~~~ -- - - -~~ _ •_ - ~~~~~~~~~~~~~~~~ ~~~~• - - • - -— - - -- -~~~~~•-~~~~~~-
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• secur ity kerne l of a computing utility. (Thesis) MIT Project MAC TR—132
74.6 128p (* Protection implications and design of a <dynamic linker>
externa l to the security kerne l , in terms of an abstrac t storage, name

• space, and protection model; imp l ementation in Multics. *3 <pr i nciple of
l east p r i v i l e g e ;  secur i ty kerne l , cr i teria; object; subject; capability;

• gate; protected subsystem; name space model; system Initial i zat ion; link
• fault handlin g; static storage allocation; rings, protection>

Jone73 Jones, Anita K. Protection in programmed systems. (Thesis)
Carnegie-Mellon Univ. Department of Computer Sci ence 73.6 145p NTIS:
AO-76S 635 1* Mode l of a protection mechan i sm based on <environments>:
collections of <const ituent rights> , assoc iated with objects or their
components; <dec l ared ri ghts> , associated with procedures: and <dynamic
ri ghts> , associated with procedure i nvocations. *1 <environment crossing
operators; protection , def.; object; access; type; enforcement rule; right
transfer rule/primitives; capability; ownership; access matrix;
environment bind i ng rule; environment representations; check ing, dynamic
vs. static; parameter passing; amplifi cation; protection state,
transformations , closure; memoryless procedure; dynamic type creation;
subsystem; su i tability factor; need-to—know pr i nciple; accuracy measure;
protect i on systems , comparison; policy vs. mechan i sm>

JonL7S Jones, An ita K. & Lipton , Richard J. The enforcement of secur i ty
policies for computation. Operating Systems Review 9,6(76) (SOSP7S)
197-206 (* For any viewing program and any secur i ty policy there exists
a sound and <max i mally complete mechan i sm>, but wh i ch cannot always be
constructed; construction of sound <surveillance mechan i sms>. *3 <v
functions; o operators; high water mark; policy, def.; mechanism , d~ f.;
soundness; completeness; confinemen t; memoryles s subsystems; data secur i ty;
observabil ity postulate; info rmation control vs. access control>

JonL76a Jones, An ita & Lipton , Richa rd J. (Letter) Operating Systems
Review 10,2(76.4) 7-8 1* Reply to (Rote7SJ on the <soundness> of the
pr i vacy restriction mechan i sm at issue. *3

JonL76b Jones, Anita K. & Liskov , Barbara H. A l anguage extension for
controlled access to shared data. IEEE Trans. on Software Engineer i ng
SE-2,4(76.12) 277-286 (* Rules enforceable at compile time governing
the bind i ng of <capabilities (var i ables)> to strongly typed , structured
objects , and imp l ementing a wide class of controlled shar i ng policy. *3
<compile-t ime check i ng; type-module; qualified type; bind i ng rules;
amplification>

JonW75 Jones, A nita K. & I4ulf , Wi l l i a m  A. Towards the design of
secure systems. Software--Practice and Experience 6,417S.10-12) 321—336
(* Distinction between policies and mechan i sms; capability—based
mechan isms; the Hydra mechanism; types and examples of policies that
can be implemented in Hydra. *3 <objects; secur i ty policy, def.:
appropr ia ten ess, pol i cy ; requireme n ts , protection mechan isms: data base
protect ion; capabiliti es , extended; mechan i sms, functions; amplification;

• l oca l name space; rights , kerne l /auxiliary; capability transfer operations;
environment crossing operations; checkr l ghta; amp lifyr i ghts; template;

- - -
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cour i er policy; monitor i ng policy; revocation policy ; confinement polic y;
filter i ng policy; gatekeeper>

• KamU77 Kam , John B. & Ullman , John 0. A model of statistical databases
and their securit y. ACM Trans. on Database Systems 77.3

KarS74 Karger , Paul A. & Schell , Roger A . MULTICS secur i ty evaluation:
vu l nerability ana l ysis. USAF Electronic Systems Division ESD-TR--74—193,
Vol. II 74.6 lSSp (* Overview of Mu ltics security controls; detailed
descriptions of several vu l nerabi lities iden tified , conf i rme d, and
exp loited dur i ng an ear l y 1973 anal ysis. *1 <multi-leve l secur i ty;
master mode ; access control lists; rings , protection; subverter program;
vu l nerabi litie s , descriptions; validation of arguments , insufficient;
penetration techn i ques; trap doors, c l a sses; procedural  vu l nera bi l i t i es;

• u t i l i t y  programs, dump/patch; compiler trap doors; gatekeeper>

KohG7S Kohout, L. & Ga ines, B.R. The logic of protection. Lecture Notes
• in Computer Sc i ence, Vol. 34 GI--5. Jahrestagung Spr i nger-Ver l ag 1976

736-751

Lack7A Lackey, R.D. Penetration of computer systems. An overview.
Honeywell Computer J. 8,2(74) 81-85 1* Categories of <penetration
techn i ques> and some common <error types>. *3

larn-i-7/ Lampson, B.; Needham , A.; Randall , A. & Schroeder, M. Protect ion ,
secur i ty, rel iability. Operating Systems Rev i ew 11,1(77.1) 12—14
1* Things to be done; misconce i ved prob l ems. *1 <absolute vs. defensive
protection; numerical measure of secur i ty>

Lamp67 Lampson, Butl er Wr i ght Scheduling and protection in an interactive
mult i-processor system. (Thesis) Univ. of Calif., Berke l ey 67.3 82p
(* <Control protection> via a per—process vector of allowab le instructions;
<memory protection> implications of var i ous addressing schemes. *3

Lamp68 Lampson, Butler 14. A scheduling philosophy f or multiprocessing
systems. CACM 11 ,5(68.5) 347-360. 1* Inc l udes the scheme for <control
protection> presented in (LampS7J . *3

Lamp69 Lampson, 6.14. Dynamic protection structures. FJCCS9 27-38
1* Detailed treatment of <capabilities> and <domains> , e8pecia lly with
respect to prob l ems of <control transfers> and shar i ng. *1 <access key;
r i ngs ; gates ; propr i e ta ry  programs ; passwords, file ; access control lists>

Lamp7l Lampson , Butler U. Protection. Operating Systems Review
8,1(74.1)
18-24 1* Use and possible implementations of the <access matrix>. *3
<domain; message system; i dentifica tion; object system; access attr i butes;
copy flag; revocation; ownership; cap ability list; access key; access l ock
l ist; access control procedure, per object>

t amp73 Lam pson, Butler U. A note on the <confinement prob l em>. CACM
16,18(73.10) 613-615 1* The prob l em of preventing a <service program>

- --—— -- —-
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f rom l eak i ng In formation. *1 <cover t channels; memorylessnese; transitivity
of confinement; mask i ng, channe l s>

Lamp74 Lampson, Butler U. Redundancy and robustness in memory protection.
Proc. IFIP Congress 74, Vol. 1 North-Holland/Amer I can Elsevier 1974
128-132 1* Approaches to protection as the control of efficient
commun i cation between memory-shar i ng domains , as opposed to protection as
iso lation of message-send i ng/receiving domains. *1 <domain; chattels;
protect i on , def.; protection , absolute/defensive; isolation; message model;
memory environment; scope of domain; commun i cation by va l ue vs. pointer;
authentication; trademarks; registrar ; memory protection; sharing, s l ow!
fast; capabilIties>

LamS75 Lampeon , Butle r 14. & Sturgis, Howard E. Reflectio ns on an
operating system design. CACM 19,5(76.5) 251-266 (* Strengths and
weaknesses of the capability -based Cal operating system in retrospect. *3
<capabilities; domains; c-lists; seals; access keys>

Laue74 Lauer , H.C. Protection and hierarch i ca l addressing structures.
IWPOS74 137—148 (* Advantages /disadvantages and protection implications
of <nested address space systems> versus <globa l object name systems>. *3
<scope of names>

Less68 Lesser, V.R. A multi-level computer organ i zation designed to
separate data-accessing from computation. Stanford Univ. Computer
Science Oepartment Tech. Rep. CS3B 68.3

Lind73 Lindsay, Bruce Suggestions for an extensible capability -based
architecture. IWCA73 28p [* Possibilities for the representation ,
protection, passing, crea t ion , i n t e r p r e t a t i o n , & encapsulation/retrieva l
of <capabiii ties > .*3

Lind74 Linden , l.A. Different goals for protection. IIJPOS74 149—163
1* A protection mechan i sm should (1) provide for rigorous data secur i ty,
(2) fac ilitate the construction of reliable software , (3) suppor t the
imp l ementation of special protectio n mechan i sms, and (4) aid in
guarantee i ng the protection mechan i sm ’s own integr i ty and correctness. *3
<goals , protection mechanisms>

Lind76a Linden , Theodore A. Protection: a nu i sance or an opportun i ty?
Digest of Papers, COIIPCON Fall 76 IEEE 38-35

Lind76b Linden , iheodore A. Operating system structures to suppor t
secur i ty and reliable software. ACM Computing Surveys 8,4(76.12)
409—466 (* Tutorial on small protection domains imp l emented via
<capability-based addressing>; <extended-type objects>; and the
applica b i l i t y  of these to reliable software and system security. *3
<security, def.: subjects; objects; access modes; access right; domains;
capabilities; access matrix model; domain switching : protected procedure;
enter right; mutua l suspicion; pr i nciple of least privilege; defensive
programm i ng; Trojan horse problem; intermediaries; directories; revocation;
amp l ification; Indirection; extended—type manager; modu l arity; 
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discretionary/nondi -scretionary controls; classification systems>

Lipn72 Lipner , Steven B. Computer security research and deve l opment
requirements. The MI1RE Corporation MTR-142 73.2 <reference monitor ;
need to know; segment , basis for access control>

L i pn7S Lipner , Steven B. A comment on the confinement prob lem.
Operating Systems Rev i ew 9,5(1976) (SOSP7S) 192-196 1* Formalization
of confinement requirements in terms of the <*-property> and an approach
to prov i ng that this property hold for all <storage channe l s> and
<legitimate channe l s> of an operating system; comment on the use of
<virtua l time> to eliminate <cover t channels>. *1 <confinement prob l em;
hiding, information; high water mark; o— funct ions; v-functions>

L isZ74 Liskov , Barbara & Zilles , Stephen Programm i ng with <abstract
data types>. SIGPLAN Notices 9,4(74.4) (Proc. Symp. Very High Level
Languages) 50-59 (* A form of <encapsulation> is prov i ded by defining
cla sses of ob jects in terms of the <cluster of operations> available on
them. *3 <type check i ng> -

Mano7l Manola, Frank A. An extended data management facility for a
general-purpose time shar i ng system. (Master ’s thesis) Univ. of
Pennsy l vania 71.05 NTDS : AD-724 801 16$p 1* Extensions to scheme
of EHsia68): <deny/allow descriptions> for <record leve l control>;
<field leve l control> by deleting restricted keywords and correspond i ng
fields from accessed records. *3

ManW75 Manola , Frank A. & Wilson , Stan l ey H. Data security implications
of an extended subschema concept. Nava l Research Laboratory Repor t 7905
75.7.16 iSp

Mart73 Martin , James Secur i ty, accuracy. and privacy in computer systems.
Prentice-Hall 1973 £40p (* Inc l udes descriptions of a variety of
au t ho r i z a t i o n  schemes , inc l ud i ng IBM ’s Resource Secur i ty System. *1
<data security, def.; author i zation structures; stratification;
compartmenta lization (isolation); authorization tables , user/data;
transaction types; categories , user/data: l ocks, data record; passwords ,
file; capability (training); lockwords; zones, data;  aut hor i za t i on l eve l ;
secur i ty levels; access categor ies; need to know; integrity, system ;
secur i ty officer ; program restricted data: security by association>

Mcph74 McPhee, 14.5. Operating system integr i ty in OS/VS2. IBM Systems
J. 13,3(74) 230-262 1* Seven types of <system integr i ty> errors in
forerunner systems, and their solutions in OS/VS2. *1 <time-of—check —to—
tim e-of-use problem; validity check i ng; identification , objects; storage
protection; restricted names; author i zed program facility; program
authorization : user-supplied addresses; serialization mechan i sms; user
data passed as system data; errors, types/examples>

M ill 7 S M ille n , Jonathan K. Secur i ty kerne l validation in practice.
CACM 19,6(76.5) 244-268 1* Detailed description of method and techn i ques
uSed to prove secur i ty properties of a kerne l for the POP-11/45. *1

~ 
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<security kernel; *—property; simple secur i ty condition; descretionary
access control matrix; tranquility pr i nciple; indirec t information paths;
0—functions; V-functions; elimination rules; channelB , legitimate /covert;
t ime problems>

M ins76a Minsky, Naftal y Intentiona l resolution of pr i vacy protection in
database systems. CACtI 19,3(76.3) 148-169 1* OperatIons on data
retrieved from a data base by a user program (assumed written in a
strongly typed l anguage) can be restricted more strongly than with access
control alone , by requiring the program to interac t via a subechema
containing <application rules> augmenting those of the given l anguage. *3
< intentiona l resolution; pr i vacy (security); access control limitations;
database protection; database subschema; right (part of application rule );
brands; data analysis , prevent io n; i nte rme di ate r e su l t s , hiding;
confinement; confidence modules>

flins76b Minsky, N. An activator based protection mechan i sm. Rutgers
Univ. Dept. of Computer Science Techn i ca l Repor t No. 25 76.6 40p

MooC74 Moore, Charles 6., III & Conway, Richard Program predictability
and data secur i ty. Cornell Univ. Dept. of Computer Sci ence IR 74-212
74.9 i2p (* Capabilities can be controlled at the source l anguage leve l ,
allow i ng i dentification of potential <indirec t access> via analysis of
the <information flow graph> as well as some <compile-time enforcement> ,
provided that the name interpretation and accessing semantics of that
l anguage are correctly defined and imp l emented.*) <secur i ty matr i x>

Moor73 Moore, B.J. A classif ication of central processor architecture.
IWCA73 l9p 1* Basic arch i tectural concepts and the relationships between
them , inc l ud i ng processes, address spaces, and protect i on doma i ns and
mechan isms. *3

Moor74 Moore, Charles r , III Potent ial capabilities in Algol -lik e
programs. Cornell Univ. Dept. of Computer Science TA 74-211 74.9 19p
1* Potent ial flow of information In either direction between a given
uninterpreted block B and a given var i able may be determined from the
< information flow graph> (for wh i ch the construction algor i thm is given)
of the program in wh i ch B Is contained. *3 <path condition; flow
condition; capabilities , potential>

Morr73a Morris , James H., Jr. Protection in programm i ng languages.
CACM 16 ,1(73.01) 15-21 (* Proposes <sea l s> and <trademarks> for
maintaining pr i vacy and integri ty of program module data. *3

Morr73b Morris , James H., Jr. Types are not sets. Conf. Record of ACM
Symposium on Pr i nciples of Programm i ng Languages, 73.10.1-3 120-124
(* Introduction of <seal operators, opaque/transparent> to guarantee the
integr i ty of operator s on and representations of objects of dynamic

. types. *3 <authentication (type check i ng); secrecy (of representations)>

• 
Need72 Needham, A M .  Protection systems and protection imp l ementations.
FJCC72 671-578 1* Per process -<capabilIty segments>; address i ng via



—- —

20

<in direction tables> in wh i ch segment names are bound. *3

Necdl3 Needham , R.M. Protection--a current research area in operating
systems. Internationa l Computing Symposium 1973. North-Holland /Amer i can
Elsev ier Publish i ng Company 1974 123-126 1* Motivation for and
description of the capability /domain approach. *3 <mechan i sms, def.;
secur i ty of i n f o rmat i on , def.; Trojan horse problem; file access via given
program ; reg ime of protection; segment as unit of protection; capabilities;
enter capability; asynchronous events>

NeeW74 Needham , R.M. & Walk er, R.D.H. Protection and process management
in the “CAP” computer. IWPOS74 165-160 1* Non-hierarchica l protection
in a hierarchically —structu red system. *1 <capability segment; indirection
table; ENTER capability : protected procedure; hierarchical process
structure>

Neu+76 Neumann, Peter 6.; Felertag, Richard J.; Levitt , Karl N. &
Robinson , Lawrence Software deve l opment and proofs of multi-leve l
security. Proc. 2nd Intern. Conf. on Software Eng i neer i ng IEEE 1976
421 -428

Neu+77 Neumann, Peter 6.; Boyer, Robert S.; Feiertag, R i chard J.;
Levitt , Kar l N. & Robinson , Lawrence A provably secure operating system.
Stanford Research lnst~ tute Project 4332 Final Repor t 77.2.11 483p
1* A five-stage desi gn methodo l ogy for general-purpose operating systems,
w ith assertions stated and proved in an assertion l anguage common to all
stages; and the design of a secure operating system achieved via that
methodo l ogy, 8trUctured as a hierarchy of abstrac t machines. *3
<alterat on pr i nciple; detection pr i nciple; denial of service; l eakage,
i nformation; capabilities; objects; access code; type manager; revocation ,
se l ect ive ; lost—object problem; Trojan horse attacks; mediated access;
mutually suspicious subjects; memoryless operation; military security
cla ssification; need to know; inference; confinement pr i nciple; *—property;
security kernel; C-list; subjects; domains; rings; call and return
mechan i sm; capability channels; revocable copy; distinguished entry>

Neum73 Neumann, Peter 6. (reporter) Repor t of even i ng session on
protection. SIGPLAN Notices 8,9(73.9) tPLOS73) p27 <h i dden channel8;
move-without-read i ng; read-without-copy i ng; user interface; pr i nciple
of maximum secur i ty: protect ion as rest r ic t ion>

Owen7ia Owens, Richard C. Primary access control in large-scale time-
shared decision systems. (M.S. Thesis) MIT Project MAC TR-89 71.07
Sip

Owen7lb Owens, A. Eva l uation of access authorization characteristics of
derived data sets. Proc. 1971 ACM-SIGF IDET Workshop on Data Description ,
Access and Control 263-278

Pa 1 m73 Palme , Jacob Protected program modules in Simula 67. Research
I nstitute of Nationa l Defense, Stockholm , Sweden FOA P Repor t C 8372
73.7 26p NTIS: PB-224 776 1* Requirements for <inter-module protection>
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in programm i ng systems and l anguages; most of them satisfied by Slmula 67.
A <HIOOEN spec i fication> is proposed to preven t externa l access to class
attri butes.*3 <classes , Simula 67>

Pa l m74 Pa l me , Jacob Software secur i ty. Datamat Ion 20,1(74.1) 51—55
(* Brief tutorial. *1 <deduction prob l em; file keys; error patterns>

ParP74 Parnas, D.L. & Price , W.E. Using memory access control as the
only protection mechan i sm. IWPOS74 177-181 (* Argues that a virtua l
memory that prov ides a separat e address spa ce fo r each process Is the
only protection mechanism needed for basic access limitation. *3
<v irtua l memory as protection mechan i sm; need—to-know pr i nciple>

Pope73a Popek , Gerald J. Access control models. (Thesis) Harvard
Un iv. Center for Research in Computing Techno l ogy 73.2 153p NTIS:
AD-76i 807 (* Mode l based on a <restriction graph> whose nodes are
<secur i ty objects> and edges are <access paths>: an <access map> from
<actors> to nodes is implemented as a map from actor s to boo l ean <key
var i ables> and a map from edges to boo l ean <lock functions> of these
var i ables; imp l ementation algorithms. *] <locks and keys; collusion;
filter i ng property; access graph; access control list>

Pope73b Popek, Gerald J. Correctness in access control. ACM73 236-241
(* <Set-theoretic model> of a <secur i ty system>, with proof of
correctness. *j  <inference prob l em; statistica l access prob l em; kernel>

Pore74 Popek , Gerald J. Protection structures. Computer 7,6(74.6)
22-33 [* Brief but comprehensive survey. *3 <mutually suspicious
subsystems; memoryless process; statistica l access; inference; errors,
examples; parameter check i ng; synchron i zation; higher leve l errors; hidden
channels; security object; passive object; active object; protection data;
update program ; enforcement rule; access matrix; rights transfer
primi tives; capabilities ; environment bind i ng; domain; sphere of
protection; c-list; revocation; l ocked boxes; access control list : rings;
seal/unseal; data-dependent access decisions; formu l aries; pr i nciple of
least privilege ; grain of protection; security kernel; virtua l mach i nes;
locks and keys: scope of names; redundan t check i ng; penetration>

PopK74a Popek, Gerald J. & Kline , Charles S. A verifiable protection
system. SIGPLAN Not ices 10,6(75.6) (ICRS7S) 294-304 1* <Secur i ty
kernels> , <v irtua l mach i nes ., and program verificat ion; design
cons i derations of the UCLA-VM System. *1 <secur i ty sensitive Instructions ;
security kerne l , functions; i nput/output; data security, def.; secur i ty
objec ts ; access pre di cates; update r ; c a p a b i l i t y  f a u l t i ng; i n t e r r u p t i b i l i ty;
privileged code, exclusion from user process; scheduling; file management

- • kernel; existence , know l edge of; kernels , l evels; l evels of mechan i sm;
direct access predicate ; indirect access predicate; objecthood; Morse Code

• prob l em: vu l nerabi lities , multilevel>

PopK74b Popek , Gerald J. & Kl ine , Charles S. Verifiable secure operating
system software. NCC74 146-161 1* Approach to providing verifiable
security ; the applicabili ty of <secur i ty kernel> designs, virtua l machine

• - • • - - • - - -—— • 

~

— - - • - -- -- -

~

•—-

~~~~~~

•-•-.

~~~

—- -

~~~~ 

•~~~-- - —•• ••



• “1~

22

work , and program verificat ion techn i ques; the IJCLA-VM system. *3
<constraints; security objects; accessible sets; policy, def.; modu l ar i ty;
owner ; virtua l machines; security primitives; Morse Code prob l em; updater>

Pr i c73 Pr i ce, W i l l i a m  Rober t Implications of a virtua l memory mechan i sm
for implementing protection in a famil y of operating systems. (Thesis)
Carnegie -Mellon Univ. Computer Sc i ence Dept. 73.6 2Slp NTIS:
AD—766 292 1* Operating system design featur i ng l oca l working subsets of
virtua l address spaces as domain s of protection; Parnas specifications of
the operat ing system modules; forma l verifi cations. *1

Rede74 Rede ll , Dav id 0. Naming and protection in extendible operating
systems. (Thesis) MIT Project MAC TR-140 74.11 i6Sp (* Features
and goals of typical capability systems , especially those related to
<revocation> and <type extendibility> , and a proposed imp l ementation
for a system that handles both these prob l ems using <sea l ed

• capabilities>. *3 <base leve l (kernel); domains and processes;
communication , interprocess/interdomain; lost object prob l em; capabilities ,
protection of; identifiers , uniq ue; caretaker doma i n; process control  as
capability privi l oge; ownership privile ge; capabilities , indirect , chains;
a m p l i f ic a t i o n, authorization; operator s, non-monadic; capabilities , sea l e d ;
capability systems, goals; subletting ; revoker capability; revocab i I ity,
revocable; trust , ch~ng i ng levels; l ocker capability; extender capability;
paramete rs, revocable; directories in capability system;
comprehensibility of protection mechan i sms; propagation , knowledge>

RedF74 Rede ll , 0.0. & Fabry, R.S. Se l ective <revocat ion of capabilities>.
IWPOS74 197-209 (* Goals for revocation schemes; two domain- i ndependent
schemes based on the notions of <indir ection and control>; base-level
implementat ion. *3 <revocability of revocability; copy of capability,
l i te ra l / revocab le>

Rhod7S Rhode, A. Secure multileve l virtua l computer systems. Mitre Corp.
MTR-2890 ESO-TR-74-370 76.2 33p NTIS : AD/A-007 059

Rob476 Robinson , Lawrence; Levitt , Karl N.; Neumann , Peter 6. & Saxena,
Ashok A. On attaining reliable software for a secure operating system.
SIGPLAN Not ices 10,6(75.6) (ICRS75) 267-284 1* Design methodo l ogy for
and features of an operating system , with security and concurrent
verification as goals. *3 <type manager; protection theorems; secur i ty
prob lems , special; secur i ty, def.; secur i ty kernel; capabilities; access
vector ; capability manager>

Rotc74 Rotenberg, Leo J. Mak i ng computers keep secrets. (Thesis) MIT
Project MAC TR-115 74.2 393p 1* Mechan i sms designed to so l ve classes
of problems associated with <proprietary services; pr i vacy restrictions>;
and <author i ty hierarchies> . *3 <segments; access control lists;

• capabilities; capability lists; doma i ns, postulates ; protection , abstrac t
• formulation; message system; caretaker program : encapsulation; argument

passing; name spaces; nam i ng hierarchy; access control packet; revocation;
ownership of domains; call -out; call-in; capabilities , passing of; hi dden
dat a; argumen t spy i ng; blind service; beni gn domain; billing; account ing

• • • .
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channel; proprietary services , ma intenance; l ocksmith; call packet;>

Rote7S Rot enberg, Leo J. (Letter ) Operating Systems Rev i ew 10,2(76.4)
5—6 (* On the <soundness> of the pr i vacy restriction mechan i sm descr i bed
in (Rote74]. *3

Saal77 Saal , Harry J. A hardware architecture for controlling information
flow . IBM Research RC 6414 (1127675) 77.2.28 30p 1* Proposes an
enhanced <capability vector mechan i sm> that i mproves on traditiona l
capabi l i ty schemes , wh ich are shown to be i nconsisten t with the <least
priv ilege pr i nciple> and with <information flow requirements>.
(Abstract ) *1

Sa l 575 Sattzer , J.H. & Schroeder , M.D. The protection of information in
computer systems. Proc. of the IEEE 63,9(75.9) 1278-1308 1* Tutorial
survey: basic pr i nciples; <list -or i ented mechanisms> vs. <ticket-or i ented
mechan i sms>; <dynamic authorization> , <authority structures> , and
<protected subsystems>. *1 <access control list; capabilities; design
pr i nciples; failsafe pr i nciple ; separation of privilege; least privilege;
psycho l ogical acceptability : descriptor ; pr i ncipal; segment; domain;
revocation; propagation; rev i ew of access; access controller ; protection
group; self control; hierarchica l control; prescript; discretionary
controls; sensitivity levels; confinement; operator—type restrictions;
encapsulation>

Sa l t73 Saltzer , J.H. Protection and the control of information shar i ng
in Multics. CACM 17,7(74.7) 388-402 1* Detailed description of the
protection mechan i sms associated with the Multics file system and virtua l
memory, with design pr i nciples and insights. *3 <access control list;
segment descriptor; permission pr i nciple; least privilege pr i nciple;
protected subsystem; princ i pals ; compartments; access modes, primitive;
intent specification; trap extension; file backup; system administrator ;
directories; author i ty hierarchy; l ocksm i th; propagation of protection
specifications; gates; rings of protection; argument check i ng; I/o
operations; channe l programs; system initialization; storage residue>

Sa 1 t74 Saltzer , Jerome H. Ongo i ng research and development on
information protection. Operating Systems Rev i ew 8,3(74.7) 8-24
[* Informa l survey of work at about 30 s i tes .  *3

Sa l t7S Saltzer , J.H. Technical possibilities and prob l ems In protecting
data in computer systems. In R. Dierstein , H. Fied l er, and A. Schulz ,
Oatenschutz and Datensicherung. J.P. Bachem Ver l ag, Cologne , Germany
76.9 27—36 (* A brief survey of protection methods and prob l ems. *1
<policy, informality; access control lists vs. capabilities; access
control , container vs. data; limited-use systems; protected subsystems;
classification systems; information flow , control; confinement; shar i ng,
arbitrary patterns; inference>

Scha7S Schaefer, Marvin Secure data management system preliminary
math ematical model. System Deve l opment CorporatIon RADC-TR-74.352
75.2 42p NTIS: AD-A007 748 t* Description and ind i cated proof 
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of a mode l of a <data access mon i tor> for a militarily secure data
management system to be imp l emented in the Multics operating system. *3
<classif ication; clearance; category; compartment; need to know;
*-property; domination ; high water mark; ownership; delete access;
classification basis , record/field>

Schi7S Schiller , W.L. The design and specification of a secur i ty kerne l
for the F’DP—il/46. Mitr e Corp. MIR-2934 ESO-TR-76-69 75.5 117p NTIS:
AD—AB il 712 [* Design approach (levels of abstraction ) and details of
process managemen t , segment management , secur i ty functions , and i/o. *3

Schr72 Schroeder, M ichael 0. Cooperation of mutuall y susp i c i ous
subsystems in a computer utility. (Thesis) MIT Project MAC TR-104
72.9 i67p 1* Design of a processor to prov i de controlled passing of
parameters in <cross-domain calls> with in a single computation. *3
<protection , def./objectives; domain; capability; protected subsystem;
segment as unit of protection; gates; access, stat ic/dynamic;
access control lists>

Schr7S Schroeder , M i chae l 0. Engineer i ng a secur i ty kerne l for
Multics. Operating Systems Review 9,S(1975) (SOSP7S) 25-32 1* Notion
of <secur i ty kernel>; motivation , met hod and act i v i t i e s  i nvo l ved in
simplifying the Multics secur i ty kerne l to make it easier to ver i fy. *3
<least common mechan i sm; rings, protec t i on>

• SchS72 Schroeder , M i chae l D. & Saltzer , Jerome H. A hardware architecture
for implementing protection rings. CACM 15,3(72.3) 167-170
1* Oescript ion of the Multics ring structure. *3 <segment as unit of
protection; domains; gates: ring structure/crossing; ring brackets, read/
w r i t e /execute>

Sev174 Sevc ik , K.C. & Ts i chritzis , D.C. Authorization and access control
w ithin overall system design. IWPOS74 211-224 (* How the kerne l of the
SUE operating system so l ves var i ou9 protectio n prob l ems. *3 <capabilities ,
control of transfer ; rights , quantitative; isolation /interaction;
susp icion; confinement; sponsor; excessive use of resources; vo l ume,
foreign/ l ocal; revocation; indirect capabilities>

Sevl7S Sevc ik , K.C. & Tsichrit z is , D.C. Operating system design with
secur i ty as an object ive. INFOR J. 13,2(76.6) 159-174

Sm i t74 Sm i th , Gran t N. The state of practice of computer secur i ty.
IBM74d 163-178 (* Protection mechan i sms found in current systems. *3
<integrity, data/system; privilege levels; subfi le access control; user
categories; access types; access control list; virtua l memory; virtua l
mach i nes; virtua l I /O>

Spi474 Sp i er , M i chae l J.; Hastings , Thomas N. & Cutler , David N. A
storage mapp i ng techn i que for the imp l ementation of protective domains.
Software--Practice and Experience 4(74) 215-230 1* Domain Is a gated
<caret aker procedure> together w i th  the data encapsulated w i t h  i t ;
imp l ementation of an <activation/ i ncarnation mechan i sm>. *3 <domaIn
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(protected subsystem); kernel>

Sp i e73 Sp i er, Mic hae l J. A mode l imp l ementation for protective domains.
Intern. J. Computer & Info. Sc i ences 2,3(73.9) 201-229 (* A domain
architecture in wh i ch domains are represented by sets of descriptors
specifying not only allowable primitive access modes but also the mapp i ng
of information structures (objects of processing) onto storage areas
(objects of ownership). *3

Sp 1 e74 Spier , M.J. A system theoretic l ook at the comp l exity of access
control mechanisms. IWPOS74 225-241 1* The <complexity of an access
control mechan i sm> is measured in terms of inter-module connectivity. *3
< isolation; memorylessness and complexity>

Sr i n72 Srinivasan , C.V. A framework for a theory of protection. Rutgers
Univ. Dept. of Computer Sc ience Technica l Repor t #16 72.66

Stor7S Stork , 0.F. Downgrad i ng in a secure mul t i l eve l computer system:
the formu l ary concept. Mitre Corp. MTR-2924 ESO-TR-75-62 75.59p
N1IS: AO-A011 696

StoW74 Stonebraker , M i chae l & Wong, Eugene Access control in a relationa l
data base management system by query modification. ACM74 180-186
[* Retrieve access is controlled by automatically ANO i ng access
restrictions to the user’s stated retrieva l conditions pr i or to their
interpretation. *3 <relational data base, acce ss con tro l ;  query
mod i fication >

Tsi c72 Tsichritzis , Oenis System Security. IBM Thomas J. Watson
Research Center RE 3989 72.8.17

Tsic73 Tsichritzis , D. Reliability. Lecture Notes in Computer Sc ience
Vol. 30: Advanced Course on Software Eng i neer i ng F.L. Bauer (ed.)
Spr i nger-Ver l ag 1973 319-373 (* Introductions to basic concepts of
protection and security. *3 <protection vs. secur i ty; domain; mon i tor;
un i que names; capabilities; revocation; indirect capab iiities; mutually
suspicious processes; access matrix; access control list : data dependent
access>

lsic74 Tsichritzi s , D. A note on protection in data base systems.
IWPOS74 243-248 1* Problem of <data base protection> is too complex to
be so l ved by current operating system protection mechan i sms. *3
-<capabilitie s , i nadequacies; capability procedures; protection rings,
inadequacies>

Ulha7S UI Haq, Mohammed m a e  Insur i ng individual ’ s pr i vacy from
statistical data base users. NCC7S 941-946

VandGS Vanderbilt , Dean Hanawalt Controlled informat ion shar i ng in a
computer ut il ity .  (Thesis) MIT Project MAC TR—67 69.10.24

Wal +74a Wal ter , K.G.; Ogden, W.F.; Rounds, IJ.C.; Bradshau , F.T.; Ames,
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S.R. & Shumway, D.G. Primitive models for computer secur i ty. Case
Western Reserve Univ. Department of Computing and Information Sci ences
ESO-TR—74-117 74.1.23 36p NTIS: AD-778 467 1* Model of <governmental
security> , and modified version in which the -<repositories> are
directories and files of a tree-structured file system. *1 <agents;

H need to know; security classes; classification; clearance; information

H transfer path; need to mod i fy; discretionary/mandatory secur i ty>

H Wal.74b Walter , K.G.; Ogden, W.F.; Rounds, W.C.; Bradshaw , F.T.; Ames,
S.R.; Biba , K.J.; G illigan , J.M.; Shaeffer , 0.0.; Shaen, S.1. & Shumway,
O.G. Modeling the security interface. Case Western Reserve Univ. Oept.
of Computing and Information Sc i ences Repor t No. 1168 74.8 136p
1* Approach to the design of a <security kernel> for <military secur i ty>
in Mult ics , by a process of successive refinement of models , and
corre~ponding proofs that security assumptions continue to hold for each
successive model. *1 <security system; security per i meter; repositories;
agents; classification; clearance; information transfer path;
di scret i onary/mandatory secur i ty>

Wal+7b Wa l ter, K.G.; Schaen, 5.1.; Ogden, W.F.; Rounds, W.C.; Shumway,
D.G.; Schaeffer , 0.0.; Biba , K.J.; Bradshaw , F.T.; Ames , S.R. & Gilligan ,
J.M. Structured specification of a secur i ty kernel. SIGPLAN Notices
10,6(75.6) (ICRS7S) 285-293 (* Design methodo l ogy for a <governmental
security> system: successive refinement of models , about wh i ch basic
theorems can be proved. *3 <security kernel; information secur i ty, models;
i nformation flow monitor i ng; secur i ty system; classification; clearance;
sensitivity level; repositories; agents; transfer relation/path; executors;
al ter  l i s t ;  v iew l i s t>

Wa lk73 Wa lker , R.O.H. The structure of a wel l -protected computer .
(Thesis ) Cambr idge Univ. 1974

We i s69 Ueissman, C. Secur ity controls in the ADEPT-SO time-shar i ng
system. FJCC69 119-133 (* File access Is granted If and only if the
(accumulated) <author ity leve l> of both the user and his termina l is
greater than that of the f i l e , and the <category> of both user and termina l
inc ludes that of the f i l e , and the user is a member of the <franch ise> of
the file. *3 -<author i ty history; hi gh water mark>

We i e7S We i smann, Clark Secure computer operation with virtua l machine
partition i ng. NCC75 929-934

Wh i t7S Whi te , J.C.C. Design of a secure f i l e  management system. Mitre
Corp. 11111-2931 ESO-TR-75-57 76.4 29p NTIS: AD-A010 S90 (* Preliminary

L 

desi gn of a file management system Intended to operate under the Mitre
PIJP-11/45 <security kernel>. *3 <access control l ist; *-property; access
con t rol , h ierarchical directory structure: semaphores, access restrict ions>

Wul473 Wu If , W.; Cohen, E.; Corwin , U.; Jones, A.; Levin , R.; Pierson, C.
& Pol lack , F. Hydra: the kerne l of a multiprocessor operating system.
CACM 17,6(74.6) 337-345 1* Salient features are the dynamic type/object
hierarchy and the protection mechan i sms for procedure activatIons and 

- •—--- -~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



27

parameter passing. *3 <kernel; object; local name space; capabi l i ty ;  ca l l
I, mechan i sm; protection vs. secur i ty; ownership; privilege hierarchy;

type; kerne l rights; auxiliary rights; parameter template; subsystem; walk
ri ght>

• Z i l l7 3  Zilles , Stephen N. Procedural encapsulation: a linguistic
protection techn i que. SIGPLAN Notices 8,9(73.9) (PLOS73) 142-146
(* Objects and types are character ized only by (the procedures that
i m p l e m en t) t he operat ors defin ed on them; the prot ect i on features required
for such <procedural encapsulation> are sa t i s f ied  by <domain
archi tectures>. *3 
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record leve l control Car+71 Con+72b Hsia68 flano7l
redundant check ing Pope74
redundan t secur i ty DonM7S
reference mon i tor Ande72b Burk74 LIpn72
reference name space Brat7S
reg ime of protection Need73
registrar Lamp74
relat iona l data base, access control StoU74
repositories Ames74 Wa l +74a Wa l +74b Wa l +75

• request sequences BelL73a BelL73b
requirements, protection mechan isms JonU7S
residual , content/access Ho IB76 

-~~~• - - -_ -_-~~~~~~~~~-• --•-_. ~~~- --- ---•-rn• - •- -~~~~~~~~~~~~~~ - - . --- _~~~~~~~~~~~~~~~~



residue Bran73
• resource control Oenn76b

resources as protected data structures Eng 174
restrict statement He l +75

• 
restricted names McPh74
restriction graph Pope73a

- j review of access SalS7S
revocabi lity Gra072
r evocab il i t y  of revocabil i ty RedF74
revocabili t y ,  revocable Rede74
revocable copy Neu+71
revocat ion Cha+75 Lamp7l Lind76b Pope74 Rede74 Rote74 Sal S75 SevT74

Tsic73
revocation of capabilitie s RedF74
revocation poli cy JonW7S
revocation , i mmediate/permanent/se l ective/partial/temporal/shar i ng CohJ7S -

revocation , recursive GriW76
revocation , selective Neu+77
revoker capability Rede74
ri ght transfer rule/primi tives Jone73
ri ght (par t of application rule) Mins76a
ri ghts transfer primitives Pope74
rights , generic Har+75
ri ghts , generic/auxiliary CohJ75

• rights , kernel/auxiliary JonU7S
rights , quantitative Sev174

• rights , required/new CohJ7S
-‘ - rin q bracket GrahG8

ring brackets , read/wr i te /execute SchS72
ring crossing/structure SchS72
rinqs Lamp69 Neu+77 Pope74
rings , protect ion Brat7S Grah68 Jans74 KarS74 Sa lt73 Schr7S
rings , protect ion, inadequacies Tsic74
rule , def. BelL73b
rul es of operation Be1173b
safety Har475
scaveng i ng problem Ande72b
scheduling PopK74a
scope of domain Lamp74
scope of names Laue74 Pope74
scope rules AmbH77
sea l operator s, opaque/transparent Morr73b
sea l /unseal CohJ7S Pope74
sealed capabilities Rede74
seals LamS7S Morr73a
secrecy (of representations ) Morr73b
secur i ty by assoc ia t ion  Mart73
security class , f ield Con+72b
security classes Ames74 Den077 Denn76a Wal+74a
security clearances Denn76a
security condition BeiL73b
secur i t y enhancements , types Abb+76
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security events/ax i oms Ames74
securi ty kerne l Ande72b Burk74 ChaS7S Down73 1111175 Neu+77 Pope74
PopK74b Rob+75 Schr7S Ua l +74b Wal+75 Uh i t7S

securi ty kerne l , criteria Jans74
secur i ty kerne l, functions PopK74a
secu ri ty kerne l , name management functions Brat7S
secur i ty kernels PopK74a
security l evels l Bflx7l Mart73
security matrix MooC74
security object Pope74
security objects Pope73a PopK74a PopK74b
secur i ty of information , def. Need73
security officer 0al074 IBMx71 Mart73
secur i ty per i meter Wa l +74b
securi ty pol icy, def. JonW7S
security primitives PopK74b
security pr i nciple BelL73b
sec u r i t y  prob l ems , special Rob+75
securi ty sens i t ive  instructions PopK74a
security space HarH7S
secur i ty state Down73
security system Pope73b Ua l +74b Wal+76
secur i ty  vs. pr ivacy Con+72a
secur i ty, def. BelL73a BeIW74 ChaS76 DonM7S Lind76b Rob+75
segment SalS7S
segment as unit of protection Brat7S Coss74 Denn6S OenV66 Fabr68
GrahG8 Need73 Schr72 SchS72
segment descriptor Sa l t73
segment , bas i s  for access contro l Li pn72
segments Rote74
selective access AmbH77
selectiv e confinement Den+74
self control SaIS7S
semaphores , access restrictions Whit75
sensitivity leve l Wa l +75
sensitivity levels Sa IS75
separation of pr iv i lege Sa lS75
serialization mechanisms McPh74
service program Lamp73
set—theoretic mode l Pope73b
shar ing, information vs. other resources Be lW74
shar ing, arbitr ary patterns Sa lt76
shar ing, s low/ fas t  Lamp74
simple secur i ty condition 11i1175

• single— tag rule Fric7O
soundness JonL75 JonLl6a Rote76
sphere of protection Pope74
spheres of protection Denn64 OennSS DenV66
sponsor SevT74
s ta te  sequences BelL73a Be lL73b
st a t i c  pr ivacy conditions Con+72a
s ta t i c  storage al location Jans74 
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statistica l access Pope74
• stat istical access prob l em Pope73b

storage capabi l i ty  Denn76b
storage channels Lipn7S
storage protection McPh74
storage residue Sal t73
stratification Mart73
subfi l e access control Sm i t74
subject Jans74
subjects Down73 GraD72 Lindl6b Neu+77

— subletting Rede74
subowner sh i p HarH7S
subsystem Jone73 Wul-i-73
subsystems CohJ7S
subverter program KarS74
suitability factor Jone73

4 supervisor as interaction controller Fabr68
surveil lance mechan isms JonL75
suspicion Sev174
synchronization Pope74
system administrator HarH7S Salt73
system in itialization Jans74 Sal t73

• system integrity McPh74
tagg i ng Fr i e7R
template JonW7S
templates CohJ7S
ticket—or i ented mechan i sms SaIS7S
t ime prob l ems Mi ll 7 S
t ime—of-check—to-time-of-use error Bis+75
t ime-of-check-to-time-of-use prob l em McPh74
trademarks Lamp74 Morr73a
t ranqui l i ty  pr inciple BelL73b Mi l l7S
transaction types Mart73
tr ansfer command GraD72
transfer relation/path Wa l +76
trans i t ion type Fer+74
t r a n s i t i v i t y  of confinement Lamp73
trans itivity of engagement Deri+74
t r ap doors , classes Kar574
trap extens ion Salt73
trap l i s t  Oa lN65
trojan horse at tack Bran73
tro jan horse attacks Neu+77
trojan horse prob l em Ande72b Lind76b Need73
trust 6ra072
trust, chang ing levels Rede74
trustworthy subjects GraD72
two s ta te  operations Ande72a
two- mode systems, def ic iency Grah68
type Jone73 Uul+73
type check ing Li sZl4
type extendib i l i t y  Rede74
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type manager Neu+77 Rob+75
type tr ansformation Fer+74
type-module JonL76b
undec idabil i ty ,  safety Har+75
un i que names Tsic73
universal subject GraD72
untrustworthy subsystems GraD72
update mon i tor Down73
upda te program Pope74
update rules, access matrix GraD72
updater PopK74a PopK74b
usage attr ibutes DalN6S
use (access type) Fer+75
user categories Sm i t74
user control profile Bing6S
user data passed as system data McPh74
user descriptor GrahS8
user groups DaID74
user interface Neum73
user profile Fr i e7ø
user responsibi l i ty Down73
user—supplied addresses McPh74
u t i l i t y  programs, dump/patch KarS74
v func t ions JonL7S
v-func t i ons Lipn7S flit 175
val idation errors Car 176
va l idat ion of arguments , insuff icient KarS74
val idat ion of inputs HarH7S
vali dity check i ng IlcPh74
v a l i d i t y  vs. integr ity Car l76
va l ue dependent author izat ion Cha+75
view l i s t  IJal+75
view re lat ion Ames74
v iews GriW76
v i ews , data base Cha+75
virtua l I/O Smit74
v i r tua l machine mon i tor DonIl7S
virtua l mach ines Ande72a Oenn76b Fabr68 Pope74 PopK74a PopK74b

Smi t74
v i r tual mach ines, secur ity advantages Atta73
virtua l memory Sm i t74
virtua l memory as protection mechanism ParP74
virtua l t ime Lipn7b
v i r tual user Con+72a
vo lume, fore ign/ local SevT74
vu lnerabi l i t ies, classes Ande72b
vu lnerabil i t ies , descriptions KarS74
vu lnorabil i t ies , mul t i leve l PopK74a
walk right IJul+73
withdrawa l of rights HarH7S
zones, data flart73 . . 
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