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DETECTION OF STATIC AND DYNAMIC HAZARDS IN LOGIC NETS

Ajoy K, Bose and S. A, Szygenda
Electrical Engineering Department
The University of Texas-Austin

Austin, Texas

Sumnmary

This paper discusses an algorithmic procedure for
the detection of static and dynamic hazards in a
digital simulation environment. The procedure uses a
signal representation scheme that decomposes multi-
level signals to a binary form which are used along
with a binary description of the network to realize
hazard detection. Moreover this procedure can also be
used to realize multi level simulation and provides
the user with various options about the accuracy that
can be obtained at varying costs.

1. Introduction

The basic techniques discussed in this paper provide
a methodology for multi-level simulation of legic nets.
Based on a two valued (binary) description the net,
a simulation procedure is proposed which acliieves 5
level! and 9 level?’3 gimulation of the nét. The
detection of static and dynamic hazards provides the
logical extension from 5 level to 9 level simulation.

Though 5 level simulation is fairly commonplace, it
is generally restricted to simple gates and flip-flops.
The immediate problem faced, in the handling of com-
plex devices, is to incorporate in the simulator a -
complete description of the behavior of the device for
all possible conditions that could exist at its inputs.
In a 5 level simulator, a device with 5 independent

inputs could have 3125 (55) different input conditions.
The specification of an output for each and every input
condition is not only a lengthy process, it is also
extremely error prone. Over and above, the use of
boolean algebra as a tool is denied because the unknown
signal condition does not comply with its postulates,“
These problems worsen substantially in the case of nine
level simulation.

With the wide variety of devices available to todays
logic designer, the task of keeping him provided with
accurate multi-level simulators has become increasingly
difficult. Over and above the problems discussed in
the preceding paragraph, there are problems associated
with providing the user with a suitable means for
describing his devices to the simulator and many others.

Hazard detection, which is discussed in this paper,
forms a part of an overall effort to investigate some
of these problems. In order to provide a better under-
standing of the overall objectives, simulation tech-
niques have-also been discussed.

The paper initially assumes the working environment
of a 5 level simulator. The isolation of the hazard
detection procedure to form an independent pr
is straightforward.

2. Signal Representation

The circuit to be tested can be described using any
conventional binary technique. The simulation and
hazard detection procedures require only a binary
description and thus a binary truth table is sufficient.
Any other form of binary description will work just as
well.

Input signals are represented in terms of a current
value and a future value. Signal values used in a 5
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valued simulator along with their current value-future
value representation are shown in Fig. 1. This repre-
sentation is similar to the data structure used in
many 5 valued simulators® and is easily adaptable to
parallel simulation.

Current Future
Symbol Signal Description Value Value
1 Logical 1 I 1
0 Logical 0 0 0
U Upward Transition 0 1
D Downward Transition 1 0
E Unknown Signal { g 2 }

Fig. 1 Signal Representation

The representations for the first four values are
obvious. The unknown signal is provided with a dual
nepresentation where it could have a current and future
value of either 0 or 1. A static condition for the
unknown signal has been assumed which is true in most
circumstances. More elaborate representation of
unknown signals is also possible and will be discussed
in a later section.

3. PFormulation of Input Vectors

For a logic circuit with n-inputs, the input condi-
tion at any instant of time can be represented by the
vector .

-+ 3
X = < suie XD
Xy0%g» n

vhere the input signals x, ¢ {0,1,U,D,E}. For an input
vector, where the inputs x, € {0,1}, the output can be

determined from the binary truth table or from any
binary convention used to represent the circuit. If
this output is y, then y € {0,1}.

Using the current value-future value representation
for the input signals, the following pseudo input
vectors can be generated:

1) The current input vector:

>

e e e
where LI is the current value of the input
signal x,.

2) The future input vector:

-
Xp = Xyp¥opr 0 Tar
where Xp is the future value of the input
signal x,.
3) Intermediate input vectors:
> .
Xy " (S D 'nk’l‘tk € tlic.:ir)}

where the vectors are generated by taking all
possible different combinations of current values
and future values of the inputs. Thus a possi-
ble intermediate input vector could be

B
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Two intermediate vectors generated in this
manner would be the current and future input
vectors. These are ignored to avoid redundancy.

When xic

transition at the corresponding input, the two sets of
intermediate vectors generated by X and x,p are

identical and hence only one is retained. The number
of unique intermediate vectors depends on the number
of changing inputs and if m inputs change, the number

= xiF' which is the case when there is no

of unique intermediate vectors equal (ZILZ).

If any input is an unknown signal, the process is
performed twice and two sets of pseudo input vectors
are obtained. The first set is obtained by using a
current and future value of 0 for the corresponding
input and the second set using a current and future
value of 1.

The process of pseudo vector generation has been
isolated in the beginning to facilitate the following
discussion. In the implementation of the hazard
detection procedure, the intermediate input vectors
are generated as a part of the hazard detection
algorithm. Since the algorithm terminates following
the detection of a hazard, this assures that no inter-
mediate vector is generated that is not needed.

4. Element Evaluation Procedure

The current, future and intermediate input vectors
generated in this manner comprise only of binary
values for the inputs and can be used with the binary
description of the circuit to obtain a pseudo output
which is also binary. This operation is denoted using
the following notation.

Output = f (Input)
where f denotes the binary output evaluation procedure.

The following set of output values are generated
using the pseudo input vectors:

1) The current output: y_ = f(;c)
2) The future output: Ve = f(;F)

When none of the signals are unknown and when no
hazard analysis is required, the current and future
values of the output y can be interpreted according to
Fig. 1 such that y ¢ {0,1,U,D}. If however one of the
inputs is unknown, 2 different sets of pseudo input
vectors are generated. The input vectors are denoted
by ;0 and 31 corresponding to the unknown signal being

treated as a 0 or 1. For both of these input vectors,
the two sets of pseudo input vectors generated yield
two different values for the output, Yo and y, corres-

ponding to ;0 and ;1, where y,,y, ¢ {0,1,U,D}. The

resultant value of the output y, is now obtained using
the following procedure.

Step 1: 1If Yo = ¥p» then y = Yo" V;
Step 2: If Yo " ;i. then y = E
Step 3: If y, ¢ Y and y, ¢ ;i. then y = G(yo-yl)

The function G denotes the greater of the two
signal values according to the following fule.

’ U=D>1=0

If the steps are executed sequentially, Yo and y, cannot

satisfy the equality sign in the third step because that
condition would have been handled by steps 1 and 2.

Thus in the third step, one of the signals is in tran-
sition while the other is a stable signal and the resul-
tant output is the transition signal.

Steps 1 and 3 can be replaced by a one step look up
procedure by using the table shown in Fig. 2. The
values Yo and Y1 form the two parameters that are used

to access the table and the table content specifies the
output. The values of Yo and v in the table include

the unknown signal E. There are required for situations
where more than one input is unknown.
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Fig. 2 Recombination of Output Signals

When more than one input signal is unknown, the pro-
cess of evaluating the output is divided into several
identical output evaluation procedures. Outputs are
obtained for all conditions of the unknown signals
(current and future values of 0 and 1). These outputs
are combined using the three rules specified earlier
and the following one:

Step 4: If Yo OF ¥y equal E, then y = E.

This step should precede all the others since once an
unknown output signal is obtained, the process of output
recombination becomes irrelevant and the resultant
output will be E. In general, the output recombination
can be done using the table in Fig. 2 to yield the final
output.

Fig. 3 shows an example of this process when two
inputs are unknown. A logic circuit with n-inputs is
assumed where the inputs x, and x, are unknown. Each

of the outputs Yoo Y10* Yo1* Y11 oFe evaluated using

the procedure discussed earlier where none of the inputs
were unknown. These are combined using Fig. 2. If at
any stage, a signal value of E is obtained, the
remaining steps can be skipped and the resultant value
of y can be set equal to E. As shown in Fig. 3, the
procedure for output evaluation, where one or more
input signals are unknown, is recursive and can be
easily implemented in simulation. The number of output
evaluations required for each unknown input grows
exponentially as a power of 2. If there are m unknown

inputs, then the output has to be evaluated 2" times.

The rapid growth of the number of output evaluations
with unknown inputs makes the entire procedure inef-
ficient. However, in most applications, the situation
where several inputs are unknown is an unrealistic
situation created due to limitations in the simulation
procedure. The user is generally not interested in
knowing the circuit behavior when several of its inputs
are unknown and these situations can be detected and
side-stepped to prevent the efficiency from deteri-
orating.

Furthermore, the scope of the unknown signal varies
with the number of simulation levels used. For 3 valued
simulation, all signal conditions other than a stable 0
or 1 is classified as unknown. This puts all transitions
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Fig. 3 Output Evaluation for 2 Unknown Inputs

and hazards also in the unknown category. For 5 valued
simulation, transitions are known conditions so the
scope of unknown signals is diminished. For 9 valued
simulation, hazards also become known conditions and
unknown signals are further diminished. Since one of
the basic results of this approach is higher level
simulation (5 level simulation has been discussed and

9 level simulation is to be discussed in a later
section), the scope of the unknown signal in simulation,
where this approach is used, will be very nominal.

Many simulators suffer from the disadvantages that
arise from interpreting the complement of an unknown
signal as an unknown signal. In the following logic
circuit, if the output:

y =X+ Z-xz.
and if both x. and x, are 1l and ¢ = E, the simulator

1
would predict

y=E1l+El=E+E=E.

In reality however, if E is either a 0 or a 1, the
output is a 1. By the procedure discussed in this
section, y is evaluated once for c = 0 and again for
¢ = 1 and then combined according to the table in
Fig. 2. Carrying out the procedure, the following
results are obtained

Vo= 0:1+1:1e1
yy=l1+01+~1

Combining using Fig. 2, y = 1.

The more realistic handling of unknown signals jus-
tifies the use of this procedure in situations where
one or two input signals are unknown. The situation
where many input signals are unknown can still be dealt
with at the user's option but the situation would pro-
bably be too artificial to warrant the expense.

5. Hazard Detection Procedure

Hazard detection is carried out by using the inter-
mediate input vectors. The current and the future
input vectors yield the current and future values for
the output t and Yy 1f Yo = Vg the possibility of
static hazards have to be investigated whereas if
Ye ¢ Yp» the output is in transition and possibilities

According
to Fig. 2

it
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of dynamic hazards exist. The hazard detection proce-
dure is carried out by the following steps.

Step 1: Using the intermediate input vectors,
generate intermediate outputs.
-
ypg = £0xpp)
Step 2: If \’c =Yg and Yu ¢ Yo = Vpr then a
static hazard exists.
Step 3: If Yo ¢ Vg then if all y, , are identical,

no dynamic hazard exists.
If yn ¢ Y1k for any § and k, then a

dynamic hazard is present.

The intermediate input vectors are generated one at a
time and one of the two tests is performed depending on
the values of Yy, and Yp The procedure can be termi-

nated as soon as a hazard is detected but has to exhaust
all intermediate vectors to establish the absence of a
hazard.

The number of intermediate vectors that can be gene-

rated vhen m inputs change is (2'-2). Thus where m=1,
the number of intermediate vectors is zero and no
hazards are predicted.

An algorithm which performs the hazard detection is
shown in Fig. 4.

If one of the inputs is an unknown signal, the
hazard detection process has to be repeated for the two
possible values of that signal.

The hazard detection procedure exhaustively tests
the logic circuit for all possible combination of input
conditions that can exist due to transitions at the
input. It is intuitively obvious that if the current
and future values of the output are the same while there
is the posaibility of a situation at the input, during
the transitions, that makes the output different from
this steady value, then the possibility of a static
hazard exists. Similarly if the output has different
current and future values, it is in transition. If all
the intermediate values that can arise during the tran-
sition are the same as the current value or the future
value, then the transition is hazard free. If however,
during the transition, two different intermediate output
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values are different, the output may go through both
of them, Each intexrmediate output 1s an output con-
dition that can occur due to the ambiguity in the
transitions at the inputs. Thus if the output goes
through both of the different intermediate outputs, a
dynamic hazard exists.

( START ’

Generate an intermediate
inpat vector and
corresponding output Y1

If this 18 the 1st
intermediate output,

I-yI
YES NO
NO
Dynamic
hazard
detected
Have
all intermediate
vectors been
tested
NO
Static .Nd
hazard hazard
detected l

Fig. 4 Algorithm for hazard detection

The following example illustrates the hazard detec-
tion procedure.

Example 1

Consider a 3 input logic circuit described by the
truth table of Fig. 5. The input vector x= <x1,xz,x

3)
->
Case 1 x =<y,U,l>
The current input vector is
X, =<0,0,1>
and the future input vector is
;r - <1,1,1>

The corresponding outputs are
b 0 and Yp " 0, thus the output is 0.

inputs output
X x, Xy y
0 0 0 3
0 0 1 0
0 1 0 0
0 1 1 1
i 0 0 0
1 0 1 1
1 1 0 1
1 i1 1 0

Fig. 5 Truth Table for 3 input logic circuit
The intermediate input vectors are

a1-<m1J>

and
>
*12
The corresponding outputs are

=<1,0,1>

Y1 = 1 and Yip = 1

Since y = g 4 Y1y OF ¥1p» @ static hazard exists.
Y12 need not have been evaluated since Y alone indi-
cates the static hazard.

Case 2 x =<U,0,0>
thus x, = <0,0,0>
->
x

_ <1,1,0>

and 2 0 and Yp " 1. The output is 'U'.
The intermediate vectors are

;u = <0,1,0>

;12 = <1,0,0>

The corresponding outputs are

5 et e
Since Y11 * yIZ' the upward transition is hazard free.
Case 3 - <U-D.U>

thus = <0,1,0>

nl# L3

;P = <1,0,1>

and S 0 and Vg " 1. The output is 'U'.

The intermediate vectors and the corresponding outputs
are:

;il = <0,0,1> e 0
;12 « <1,1,0 Vg =1

Since Y11 ¢ Yrp» & dynamic hazard exists. Though more
intermediate vectors exist, they need not be generated.

The way these detected hazards are to be handled
depends on the enviromment in which this procedure is
used. They may either be ignored or propagated as an
unknown signal or propagated as a hazard itself. The
last option leads to nine valued simulation.
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6. Nine-valued Simulation

The commonly used signal levels in nine valued simu-
lation are shown in Fig. 6.

Signal Current Intermediate Future
Symbol Description Value Values Value
1 Logical 1 1 1 1 1
0 Logical 0 0 0 0 0
Hazard Free 0 0
Upward 0 OR 1
Transition 1 1
D Hazard Free [ 0
Downward 1 OR 0
Transition i 1
1* Static 1 1 at least one 0 1
hazard
o* Static 0 0 at least one 1 0
hazard
U* Dynamic 1 0
hazard 0 = 3
0 1
D* Dynamic 1 0
1 OR 0
hazard i |
E Unknown { 0 0 0 0 }
signal 1 1 1

Fig. 6 Signal levels in nine-valued simulation

The simulation and hazard detection procedures
discussed earlier can provide 9 valued outputs for 5
valued inputs into logic circuits. It remains to be
shown that 9 valued inputs into the circuit can be
handled and corresponding 9 valued outputs can be
obtained by minor extension of this approach. This
would indicate the applicability of this approach to
9 valued simulation.

To handle nine valued signals at the input, two
intermediate input values are introduced in addition
to the current and future input values. The repre-
sentation of the nine valued signals with current,
future and intermediate values is shown in Fig. 6.
Where several choices have been indicated any one
will do.

The simulation procedure used in the nine-valued
case 1s similar to that used for the five valued case
with the exception of the generation of intermediate
input vectors. These vectors are now generated not
only for all combinations of current and future
values of the inputs but also for the combinations
of intermediate values. Thus

= <X >

->
llk lj.xzj,... an

where 3y € Oy X g% 1q 9% 1o}

I1f there are m inputs with hazards present, the

maximum number of intermediate yectors would be 4™-2,
The number of intermediate input vectors for 1 input
with a hazard present is 2. For 2 inputs with
hazards, the number is 14, The number of inter~
mediate input vectors grows very rapidly but these
figures are only the worst case figurea. The inter-
mediate input vector generation process can be termi~
nated following the detection of a hazard. More-
over, the situation where a circuit sees hazards at
several inputs simultaneously is unrealistic, These
situations can again be detected and side-~stepped to
keep the simulation efficient. In general however,

the user has the option to realize nine level simula-
tion to any degree he requires.

7. Conclusion

There are several attractive features of the
approach discussed in this paper. Multi-level simula-
tion of arbitrary devices are possible by requiring
the user to provide only a two level description of
his net. Neither the user nor the creator of the
simulators are required to be concerned about the
great many situations that could exist at the input of
these nets.

Extensive flexibility can be obtained with very
little effort. The unknown signal has been assumed
to have a dual representation of either a 0 or a 1 in
the preceding discussion. Dynamic conditions can be
handled by assuming E to have a dual representation of
a U and a D. Hazard conditions can be handled simi-
larly and in general E could comprise any or all of
these conditions. The outputs obtained in all these
cases can be combined using the table in Fig. 2.

The hazard detection procedure involves a nominal
amount of computation when the number of input signals
in transition are few. When this number becomes large,
the amount of computations grows very rapidly. An
improvement to this situation is possible, in certain
cases, especially when a binary truth table is used to
specify the operation of the logic net. Instead of
generating intermediate vectors and inspecting whether
the corresponding outputs produce a hazard, the pro-
cedure could be reversed. The output which would
indicate a hazard can be determined and the truth
table look up operation reversed to obtain the corres-
ponding inputs. These could be inspected to see if
any of them correspond to a possible intermediate
input vector. This process can be realized by split-
ting up the truth table into two parts, each corres-
ponding to an output of 0 or 1, and would be more
efficient if one part is smaller than the other.

The above technique and the others discussed
earlier improve the efficiency of this approach.
Worst case situations however could still exist which
require extensive computation. In situations where
this approach does not prove to be a viable technique,
it can still be used as a tool to aid in the verifi-
cation of the alternative approach that is being used.
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