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TESSAC EMC SURVEY

EXECUTIVE SUMMARY

0.0 EXECUTIVE SUMMARY

Electromagnetic Compatibility (EMC) is the ability of electrical/elec-

tronics systems , subsystems, equipment , etc., to operate in an intended

operational environment without suffering unacceptable performance degrada-

tion or causing the same to occur in other systems. ENC must be addressed

through the full life cycle of any system from its initial concept on

t hrough i ts useful  l i fe .  Failure to adequately address ENC during any of

these stages will lead to a host of different problems.

The basic nature of ENC gives rise to many different issues or philo-

sophi cal points upon which are based the success and deficiencies of the

present handling of EMC within the Navy. Some issues are technological

and others are financial , managerial, etc. This document summarizes these

EMC issues and assesses t ht  Navy ’s pr esen t ability to address them and where

deficient , makes recommendations.

One of the prime issues of concern is the consideration of EMC during

concept formulation through the subsequent acquisition cycle. The present

approach is to build systems with current specifications and standards with-

out tailoring and oftentimes this is not adequate . ENC technology is often

not applied at the appropriate time during the cycle . A methodology has

been proposed in the EMC report which will insure ENC considerations during

the early phases of the system ’s life cycle. It is recommended that an

EMCAB (EMC Advisory Board) be established by system program managers during

the conceptual phase to ensure usage of EMC technological tools and tailor-

ing of specifications and standards. The EMCAB should be maintained

throughout the life cycle complete with all the associated documentation ,

reporting, and frequency allocation considerations. Presently , a sufficient

technology basa exists 1o support the tailored specification approach, but

a tailoring procedure is not available .

Another important issue concerns proc~~ures used during the design

cycle to ‘address EYIC. Adequate technology is presently in hand to predict ,

test for , and control the effects of EMC induced electrical energy which

is delivered to electronic systems , although the state—of—the—art Is such

x
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that rathe r wide design safety margins have to be used. As the ongoing Navy

technology development program progresses, it will be possible t.., decrease

these margins (and implicit costs) appreciably. The fundamental technologies

which support EMC in the design phase are numerical analytical processes
(COSITE EMC analysis programs). Inherent in the design procedure Is the

application of this existing technology and often this is not adequately

utilized by Navy management (poor technology transfer). There are also

problems associated with defining the system ’s operational electromagnetic

environment. For example, the needs of EMC and ECM may be in conflict.

The Navy should develop and maintain a standard intrasystem EMC analysis

program with its associated data base for each typical platform and specifi-

cations written to support these data bases. Increased emphasis should be

placed in technology transfer between technologists and users.

The current standards and specifications are often too lax or stringent ,

and frequently do not cover important interactions or technologies. Lag in

updating standards to reflect current technology tends to be endemic to the

system and probably cannot be improved upon . Developing a methodology for

tailoring existing standards to specific situations will improve this

situation.

in addition to improving specifications and standards , installation

and integration practices should be standardized and improved upon. Test

procedures to demonstrate adherence to specifications and standards, and

integration and installation practices are out of date and In many cases

do not provide test data useful for analysis. In this light , it is recommended

that tt~~ t procedures be updated to reflect present needs and technology.

The last phase of the life cycle of Navy systems is one in which

Inadequate consideration of EMC occurring in the previous phases “comes

home to roost.” It Is usually too expensive and too late to correct built—in

deficiencies at tnis point. The only practical consideration of ENC during

deployment involves identification , reporting , and correction of EMI problems

and assuring that maintenance, overhaul , and backf it crews exist who are

trained. The present status of the Navy ’s ability to ~ ,lress ENC during

deployment can be judged as adequate.

xi
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0
In addition to actually performing the work associated with ENC during

the l i fe  cycle of a system , a corporate memory is required to remember ,

share, and learn all the pertinent facets of Navy EMC. At the present time,

no such corporate memory or data base exists which serves as a repository

for the documented EMC experience and capability of the various Navy agencies
and laboratories. It is recommended that a corporate memory be established

within the Navy along with a formal procedure for reporting all pertinent

ENC documentation to the corporate memory.

In summary, It can be stated that EMC technology is staying current

and present efforts should be continued to maintain this status. However,

efforts should be initiated to ensure better utilization of existing tech-

nology and improve specifications and standards, particularly in the acquisi-

tion process. The facilities and staffing of Navy activities are adequate

to meet EMC needs at this time , but will require concerted emphasis to main-

tain a readiness state.

xii
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I

1.0 INTRODUCT ION

1.1 Purpose

The purpose of thi s document is to record the findings of the TESSAC
ENC Technical Team. In particular, the team was tasked to:

1. Investigate the state—of—technology in EMC relative to

Navy aircraft and ship platforms.

2. Determine Navy Laboratories and Syscoms technical capa-

bilities to collect, measure, analyze, and correct equipment ,

systems , and p la t form EMC deficiencies.

3. Examine the adequacy of current specifications and standards

in EMC.

The results of this effort will be used by TESSAC to develop detailed

plans for the Naval Material Command to insure consideration of EMC effects

during the life cycle process and develop a plan for R & D to improve know-

ledge of EME effects.

In addition , the TESSAC expects the document to be useful to a broad

spectrum within the Navy , for  example:

• Program Managers

• NAVMAT

• Systems Commands

• Chief of Naval Operations

• Technologists.

1.2 Scope

The EMC Team, under TESSAC, covered these portions of the electro-

magnetic environment (EME) problem:

1. Antenna Reception

2. Radiated emission and susceptibility

3. Conducted emission and susceptibility

4. Frequency allocation and assignment

5. Lightning, static transient protection

6. EMC system—caused EMI

7. Interference suppression and compatibility enhancement techniques.

1—1
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Because of the “anti—EMC” goals and character of Electronic Counter-

measures (ECM) equipments incorporated on Navy platforms and/or major systems,

the special issues, problems and/or deficiencies associated with or caused

by ECM equipments or operations from an EMC point of view are treated at the

appropriate places in the report. The remaining EME topics which were addressed
by the other TESSAC Technical Teams and not addressed by the EMC team are:

1. Power system frequencies when associated with power systems

(typically less than 100 K}Iz) (EM Power Team).

2. Safety aspects of RF energy and atmospheric electricity

(EM Safety Team).

3. ECCM system caused EMI (ECCM Team).

4. Shield and hole penetration/reception (ENV Team).

5. EMP engineering (EMP Team).

1.3 Content of the Document

The nature of EMC gives rise to man y d i f f e r en t  issues and philosophical

points upon which are based the success and deficiencies of the present hand-

ling of ENC within  the Navy. Section 2 presents a listing of those issues

which are considered significant in determining the present and future

course of EMC within the Navy . From these issues it was hoped that a basis

could be established to evaluate the adequacy of technology and the adequacy

of specifications and standards. The assessment of technology is contained

in Section 4 and Section 5 presents the findings on adequacy of specifications

and standards.

During the course of the technical team ’s investigations it became

readily apparent that it would be cost effective to incorporate EMC very

early in the system’s cycle. Although it is difficult to adequately assess

present procedures utilized during the design and acquisition phases, it was

possible to determine what a preferred course of action should be. Section

3 suggests a methodology which can be established to insure EMC consideration

during early phases of a system’s life cycle.

Section 6 presents the results of a study to determine the Navy Syscom

and Laboratory technical capabilities in ENC. Section 7 presents the

1—2 
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technical team’s conclusions and recommendations based on the findings

presented in Sections 2 through 6. The relationship of EMC to other

• e lectromagnetic environment disciplines is described in Section 8.

1.4 Method of Document Creation

The methods utilized to generate this document were as follows:

1. Representatives for the EMC technical team were selected

from appropriate syscoms and laboratories.

2. Each team member made submissions to the team ’s leader in

accordance with the 28 September 1976 task statement.

3. Those submissions were reviewed by an executive committee

and integrated into a first rough draft document.

4. The rough draft document was reviewed and critiqued by

several team members and issued.

This method provides a document which draws upon and combines the

know ledge and exper tise possessed by working technologists throughout the

Navy . As such it is not based on o f f i c ia l  doctrine but should be reflective

of actual situations and needs which currently exist.

V 
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2.0  DEFINITION /SCOPE OF ENC AND MAJOR ISSUES

Electromagnetic Compatibility ( EMC) is the ability of electrical/
electronic systems, subsystems, equipments, etc., to operate in an intended

operational electromagnetic (EM) environment wit hout suffer ing unacceptable
performance degradation or causing the same to occur in other systems. Any
attempt to insure such compatibility in the development and acquisition of

a major Navy system therefore requires a definition of the “intended opera-

tional EM environment.”

Strictly speaking, an electromagnetic environment refers to the total

EM fields contained or present within a given spatial region or volume.

To the ENC engineer however, this description is somewhat meaningless since

if there are no receivers or detectors within this region to collect or

respond to these fields, the problem of EMC is academic. Therefore, EMC

engineers prefer to expand the definition of EM environment to include

both the generators of EM fields (the active elements of the environment)

and the receivers or collectors of these EN fields (the passive elements

of the environment). In so doing, a third element is necessary to complete

this environment description; i.e., the field propagation characteristics

between these active and passive elements.

The active elements of the EM environment consists of all sources or

emitters of EM energy. This includes radar, communication , navigational,

etc., transmitting antennas as well as antenna—like structures such as

cables, power lines, platform structures, equipments, etc., that can emit

or irradiate EM energy when intentionally or unintentionally excited . In

addition , natural EM sources such as extra—terrestial bodies, atmospheric

effects , lightning and molecular motion are also significant.

The passive elements of the EM environment consists of all devices

capable of interacting, collecting and/or detecting electromagnetic energy.

Each of the elements or devices named as active parts of the environment

can act equally as well in the passive or receiving mode. Transmitting

antennas as well as cables, equipments, circuits, etc., can all collect

EM energy and thus also qualify as members of the passive EM environment.

Taken in the above established sense, the task of defining the

“intended operational EM environment” for a specific Navy ship or major

2—1
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system is an exceedingly complex multi—variable interaction and coupling
problem. Because of these complexities, existing capabilities to model

and analytically determine the EN environment for Navy systems in a deter-

ministic fashion are severely limited. Nevertheless, if ENC for Navy plat-

forms/major systems is to be addressed early in the acquisition process,

techniques and/or procedures for  characterizing this environmen t must be

developed.

One approach to making this problem somewhat more manageable is to

consider the total EM environment in terms of an intrasystem part and an
intersystem part.  The intrasystem environment consists of that environment

made up of the sources , receivers and propagation paths contained on or

within the platform or system itself. Thus , EMC at the intraplatform level

deals with making all constituent member elements of the intraplatform EM

environment compatible with each other.

The intersystem EM environment is characterized by all external

sources (man—made and natural) and receivers of EM energy in addition to

those of the subject platform i tself .  This adds several new dimensions
and uncertainties to the EMC design problems of a given platform/major system.

Fi rst of all , the total complement or scenario of external sources/receivers

about the platform can be expected to continuously change. Also , the

distance/characteristics of the propagation path between all constituent

sources/receivers of the intersystem environment will be a time varying

parameter. These additional parameters and uncertainties combine to make

the modeling of the intersystem EM environment and EMC problem somewhat

more statistical in nature than the intrasystem case.

In the following subsections, major  ENC issues involved in the engineer-

ing, development and acquisition of Navy platforms/major systems are br ief ly

described. Detailed technical/management discussions that support these

issues are contained in the major sections of this document.

2.1 Conceptual EMC

The inclusion of EMC considerations in the acquisition process must

begin with the f i r s t  step — the concept phase — if the ultimate goal of
acceptable performance in the EM environment is to be attained . DoD
Directive #3222 .3 (5 July 1967) cites the requirement for ensuring EMC
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of all equipments , subsystems and systems during conceptual , design ,

acquis i t ion and operational phases.

2.1.1 EMC Coverage in Operational Requirements

The inclusion of EMC in operational requirements (ORs ) was addressed

in DoD Directive 5000.2 (21 January 1975) but was dropped from considera-

tion in the 19 January 1977 version.

OPNAV— 094 initiated recommendations to overcome this discrepancy by

requiring ENE (which includes ENC) considerations in operational require-

ments  through the newly proposed OPNAVINST 5000.42B to replace the existing

5000. 42A. The replacement is expected to occur by the end of FY77 , but
until it does there is no document which specifically requires EME or ENC
be addressed in an operational requirement.

2 .2  EMC Through Operational Procedures

Successful conduc t of communications/electronics (CE) systems in

combat is directly dependent upon the proper functioning both individually
and “in concert ” of the CE equipments within the plat form and/or task group

or force. The procurement of such equipments on a discrete basis makes

system integration of them extremely d i f f i cu l t  without causing or experienc-

ing EMI and the concurring performance degradation . It is possible to impose

design restr ict ions or performance requirements within the design/procurement

process to eliminate or at least minimize the degradation occurring from

integration. The cost of doing this might be unacceptably high with the

only viable alternative/supplement being controlled use of such systems by

suitable operational procedures. In order to achieve maximum compatibility

through operational procedures , it is mandatory that consideration is given

in the writ ing of operational requirements and decision coordinating papers

whe re the use of suc h techniques is incorporated. Equipments which mus t be

operated simultaneously should be totally compatible , while those which are

neve r simultaneously operated may not require compatibility. Optimal inte—

gration of equipments and operational procedures can be achieved if considera-
tion is given at the conceptual stage of the acquisition cycle .
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2.3 EMC Technology Utilization

2.3.1 Application of Technology by Management

The most significant factor contributing to the lack of EMC considera-

tion in Navy programs is not a lack of technology but a lack of application

of existing technology by management. Adequate EMC capability to signif I—
cantly improve the EMC of the operational forces is resident in the DoD,
Navy and civilian EMC community. The majority of this expertise is “in the

engineer ’s heads ” with some specialized capabilities such as computer codes

available only to certain in—house engineers of particular facilities.

To varying degrees of accuracy, capabilities to predi ct EM environ-

ments, transmitter outputs, antenna performance, coupling, and receiver

performance are available. Different facilities have, over the years,

developed specific areas of expertise , but during recent years a gradual
tendency has developed in which many facili t ies have branched out to all

areas in orde r to per form overall system support. The result has been con-

siderable competition with the individual EMC program e f f o r t s  being highly

dependent on the marketing ability of the respective individuals. Though
this competit ion may be considered healthy from an academi c viewpoint , it

has not fostered an overall ENC program with planning and direction. The

real challenge is to provide the best overall p lanning fo r a unif ied , coordin-

ated , ENC program concurrent with assuring the “survival” of all participants.

2.3.2 Technology Transfer

In any technological program , a bona fide issue is the transfer of

technology from the technologist to the user. In EMC technology, the end

p roduct Is not a system but rather consists of a set of techniques, components

and procedures. it is sheer folly to assume technology transfer will auto-

matically occur. Some technologists, upon observing there were no eager

users “awaiting at their door ,” have applied their own outputs to problems,

thus becoming their own users and stopping technology transfer at that point .

The preceding situation points out that the identification of the user

is not a t r ivial  task . Even when iden t i f i ed  b y the  technologist , the user

may not be receptive because of a comm unications barrier or even because

of the “not invented here ” syndrome which of ten  occurs. Technologists can
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be very technologically oriented and subject to much pressure from peer
groups or be consumed wi th  career advancement. In this case , expe ctations
between technologists and users are of ten  unrealistic and uncommunicated .

Over complication of simple user problems of ten leads to “snowing” th e user
and the rejection of a new technology.

With these partial incompatibilities between users and technologists ,

the use of third parties of technology t ransfer  personnel is appropriate.

The initi al task fo r such personnel , wo rking in concert with technologists
and users , is to identif y needed technology, such as new methodologies ,
procedures and computer codes for desi gn. Component and mitigation device

development , testing and evaluation technologies are on—going activities.

Recently, computer code development for design and analysis has flourished.

In the technological sense , all of these it ems must be t rans fe r red to the
end user. The t ransfer  process is not one of simply moving it ems but rather

it involves a transformation which must occur before the user can fully
app reciate the benefi ts  of the technology . Feedback from users and opera-

tional personnel is one vital part of technology transfer which must not

be overlooked.

The task of the technology t ransfer  personnel is then to:

1. Identif y needed and existing transferable, usable technology.

2. Identif y and t rain new users.

3. Transform or modif y technological output from the technologist

into a form which is acceptable to the end user.

4. Survey users in fields other than EMC to ensure ENC technology

is uti lized in all fields to obtain maximum benefi t .

5. Provide continuing feedback from users to technologists.

The modification process requires a coordination function in which each

par ty  is receptive to others needs and constraints. User identification

is an on—going process which must be pursued continually.

Training has to take place regularly but cannot consume huge blocks

of the user ’s time . A p rogram of short courses , seminars , and symposia

should be tailored to specific technologies and users. Yearly seminars
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must be planned well in advance and include an update of new technologies

under development and those currently available for t ransfer .  A technology
t ransfer newsletter containing Navy approved models and techni que8 , e tc . ,

could prove invaluable.

To achieve technology t ransfer , fu nds and e f fo r t  must be applied .

The technology t ransfer  team will have to be independent of the user and

technologist because neither of them have time to per form that function .

Finally, the technology transfer team should have impact on the funding of

6.2 and 6.3 projects , while acting as only a lobbyist for  6 .4  and above .

2 .3 .3  Compartmentalization of Technology

Although the various EM specialties all deal with the same set of

physical laws ( i .e . ,  Maxwell’s equations) , which require consideration of

the p ropagation and reception of electromagnetic energy , they tend to be
highly compartmentalized. For example , EMC , EMV , EMP , ECN and EM safety

specialties are all concerned with coupling of undesired energy . But , in

spite of this commonality, different specifications and standards , and even

units  are employed . Measuremen t procedures and instrumentation (or facilities)

developed fo r one specialty are rare ly made available or even discussed with

the othe rs. The same can be said for  analytical models , design guides and

data ba ses. Often the result is duplication of e f f o r t  with unnecessary

expendi ture  of manpowe r and funds.

2. 4 EME Def ini t ion

The basic defini t ion of EMC is that a platform/system/equipment can

ope rate in its intended operational environment without  su f fe r ing  any

una cceptable performance degradation . Any attemp t to insure EMC thus

requires a de fin ition of the “intended operationa l environment ” composed

of two parts from one ’s own plat form and from the external world.

The total environment may be considered to be composed of active

(sou rces or emit ters  of EM energy) and pasSIve (detectors or converters of

EM energy) environments. The propagation medium must also be considered

because it af fec t s  the character of the total environment.

The requi rement to consider the intended operational environment

exists in MIL—E—6 05l . Suggested environments are found in MIL—HD BK—235
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and the SEMI (Special Electromagnetic Interference) program. Work is on-

going in the areas of atmospheric noise levels and man—made noise.

Thus the EME definition is required and to some extent is possible
to obtain. Failure to do so during procurement must be a t t r ibuted to manage-

ment and to a lack of application of existing capabilities.

2. 4.1 Data Base

The specification of an EME is only an initial step in proper EMC
management. Making the defined environment accessible and usable to all

who need it, in the form of a data base , must be achieved. Data must be

meaningful , certifiable and repeatable. What data is to be stored , how it
is obtained , how it is organized , and the method of distribution is essential.
The re is current ly  no existing specification (that is up to date) to provide

this data. Agreement is needed on wha t data is essential and who will p ro-
vide it. Obviously, funding responsibilities must also be specified .

Although the p resent Navy 5 Year ENC Plan would lead one to believe
that much data is being gathe red which potentially could be retained in a

data base , l i t t le  e f f o rt is specifically being expended to rectify the exist-

ing p roblem of unavailable and inadequate data bases. Only the E?OC program

contains a small e f f o r t  to provide the data required to perform systems

enginee ring analysis and design . The impact of this lack of data and its

availabil i ty is that systems may get designed and built  but without  proper

eng inee ring they will not perform as desired .

2 .4 . 2  Frequency Managemen t

The re are several actions involved in frequency or spectrum manage-

m e n t :  two of these are frequency allocation and freq uency assignment.

Allocation is involved with the authorization to develop an equi pment which

operates in a specific f requency band or on a given frequency.  DD Form 1494
(App lication for  Frequency Allocation ) is required to be submitted at the
experimental , developmental and operational periods of the acquisition

cycle , but un fo r tuna t e ly ,  this allocation process is frequently not taken

seriously by equipment developers or is completely unknown to them. In

t hese l a t t e r  cases , much grief resul ts  from the d i f f i cu l t i e s  which can

occu r when unacceptable frequencies are bl indly chosen in the national or

internat ional  arena. Equipment must be redesigned with resul tant  waste of
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funds and time . The importance of a system having an approved frequency

allocation cannot be overemphasized . It not only assures a sponsor pro-

tection but may point out deficiencies through the EMC analysis which
follows, which can be corrected prior to production .

In f requency  assignment author izat ion is given to use a specific

frequency or band for a particular application . To date , the process has

been treated almost routinely — spectrum space has been available with

little competition. This howe~4r, is changing drastically, in all world

countries , where spectrum requirements haye 1n~ reased by several orders

of magnitude and the end is not in sight. “Cleat’ channe*’ just do not

exist anymore . 0

Relief of a form can only be had through the application of av&lable

technology, at the appropriate time in the procurement cycle , i .e . , mini-
computers , simplified propagation algorithms, intermodulation interference

technology and others. The frequency resource is limited. The subject is

little understood in the field and consequences are not realized until the

equipment is uperati~n:il and that is, unfortunately, often too late for

expedient correction .

2.5 Specifications and Standards

A standard is created to serve the designer of some piece of hardware

and to control var iety.  When d raf t ing  an equipment specification , a standard
is useful for establishing common parameters of interchangeability, compati-

bility, reliability and ~.-aintainability. Control of variety is aided by

standa rds which specif y common fea tures .

A spec i f ica t ion is intended primari ly fo r  p rocurement.  It defines
clearly essential technical requirements , expressed in te rm s of pe r fo rmance

and provides the gove rnment the ins t rument  fo r  solicitation of competitive
bids.

2 . 5 . 1  Current  Specif icat ions  and Standards Lag Technology

Any discussion on the adequacy of specif icat ions and standards will

always point  out that  nearly all s tandards and handbooks need up dati ng or

revision in order to ref lec t  cur rent ly  practiced technology . His tory

demonstrates that  preparation , issuance and revision of these documents
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probably cannot be accomp lished much fas ter than is curren tly done , due
to thc DoD system of Defense Standardization Procedures. The Defense

St andardization Manual 4120.3—M of January 1972 established a time cycle

guide for  “expedited coordination ” of military specifications and standards.

In idealized situations ~no disagreements to be resolved), the cycle is

26 weeks. Disagreements which cannot be resolved by the preparing activity

take 6 more weeks for resolution by higher authorities. NAVELEX—510 personnel

consider 18 months typ ical for  a “straigh tforward” standard preparation ,
thro ugh printing. Something as complex as MIL—STD—461A has been in revision

since May 1970. Comments and suggestions add to the volume of paper un til
it presen tly totals some 400 pages. Optimistic expectations call for the

“B” revision to be released by January 1978, seven and one—half years af ter

work started!

Only increased command attcntion aimed at providing and applying viable

concep tual ideas , policies and procedures along with commensurate resources

and pr iorities will achieve a major improvement in this process.

2 .5.2 TaIlor4~~~ ~~pecif ica tions and Standard s

The consolidation effort within DoD which occurred during the 60’s

aimed at the production of Tri—Sei-iice EMC equipment standards resulted in

the MLL—STD—461. 462 , and ~~3 series. When applied to a subsystem equip-

ment , these tests will establish •~ baseline of EMC from which to work. The

“work ” is then to integrate the equipments into a system whose performance

can be determined to satisfy requirements. That process is proper systems

engineering. Experience with complex syslems has shown that a “reverse

t rend” was necessary. That is, getting away from the “single applicable

standard”  to a “scr ubbed and ta i lored ” standard which only required those

portion’; of the 461 series (or others) which were necessary for  the sys tems
*

needs. Additionally, req ui remen ts could be added to tigh ten up and insure

ENC when the systems desi gne r discove red it to be necessary. ASPR 1—1201 ,
as modified in DCP #75—8, 21 May 1976 , so states these facts.

* A clarifying point to be made here is that when a standard is tailored ,
that “ tailo red s tandard”  becomes a speci f ica t ion to be used in procurement
of an item. Thus standards are -.t.andards and tailoring produces specifi-
cations.
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Al tho ugh well meaning , the reg ula tion req ui r ing  tail oring canno t provide

the sorely needed procedures for tailoring. Engineering personnel involved

in systems desi gn need assis tance in the for m of a systema tic appr oach to

design in the EME. The beginnings of this effort in the EMX program of NOSC

are not ed but they do not specifically identif y the need for tailoring proce-

dures to be developed. Until this need is fulfilled , only the more experi-

enced systems engineers will be able to successfully do the tailoring func-

tion , and we will continue to procure 461—series approved equipmen ts which

will not perform adequate ly in a system or on a platform .

2 . 5 .3  i n t eg ra t ion  of Sp ec i f i ca t ions  and Standards

Someone who is unfamiliar with the structure of ENC responsibi l i t ies

in the DoD might ques ion why many of the tests required in the MIL—STD—461

series are par tiall y dup 1ic~ ted in the TEMPEST certification process. The

apparent waste of resources and added expense of not providing for an inte-

gration or consolidation of all EMC spec i f ica t ions  and standards cannot be

eliminated by the Navy in platform acquisitions because of the agency respons-

ible  fo r  T EMPEST — NS A.

Some consolidation should be fostered in future procurements , especially

in cases where a ship specification is to be developed. EMC speci f ica t ions

and standards consolidation in such cases should prove efficient. Dupli-

cation of work by agencies responsible for security systems will have to

be accepted for the immediate future .

2.6 Corporate Memory

Corporate memory with respect to EMC is aptly described by three

word s: Remember , Share , and Learn .

2 .6 . 1  D o c u m e n t a t I o n  and Dis t r ibu t ion  of Analysis ,
Measurement and Test Results 

_____________

Al though numerous DoD directive and Navy instructions require documen-

tation of results of model development , analysis and measurements , many efforts

are not reported. Those that are often have inadequate descriptions of

i m p o r t a n t  d e t a i l s .  Pr ime  ex~tmples of t h i s  are computer  codes for  which

only pr ogram l i s t i n g s  ,Jr e  provided.  Experience has shown then to be mostly

use less to someone a t t e a ip t i n g  to t r a n s f e r  the capabi l i ty  to his agency.
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Without detailed descriptions of important capabilities and ltmi tat ions  of
the model and user—oriented manuals, no use can be made of them.

Da ta which is of ten readily shared can come “packaged with a substantial
risk . ” Impor tan t  parameters  of the equipment used to collect the data must

be known or the user may risk erroneous interpretation . An example is instru-

men t bandwidth used to collect radio noise data.

Standards could be supplied with documentation describing the rationale

upon which the standard was based . This would prove valuable when consider-

ing requests for partial or complete waivers.

The key to preventative and corrective actions for EMI in the fleet

is isolation and dissemination of basic factors which are symptomatic of

problems which cause performance reduction . The only way to prevent

recurrence of such problems is the documentation of them and then having

them addressed in practice. The SEMCIP program is approaching these objec-

tives , but cannot be expected within current resources to develop procedures

to systematically identify the root cause of an EMI problem and inform and

req uire eradication action. The AWCAP and SMS/DCAP efforts provide possible

vehicles f o r  r e p o r t i n g  problems on airborne weapons. Action and support at

a h i g h e r  manager ia l  level than SENCIP must  be instituted as a first step

toward  the  above goals.

2 . 6 . 2  EMC Capabi l i ty  and Per ishabili ty

Tra ined  engineering personnel are necessary to imp lement any EMC

program or doctrine . To ensure tha t  the requis i te  number of properly

t r a i n e d  in d i v i d u a l s  is available at  the r igh t  location must  be the  subject

of spec i f ic  planning.  The Navy EMC community  is replete wi th  examples of

how re t i r emen t  or un t imely  demise of speci f ic  individuals  has depleted an

organiza t ion  of a spec i f i c  engineering capabi l i ty .  The establishment and

maintenance of an EMC eng ineer ing capab i l i t y  through directed e f f o r t s  is

vital  to follow through  an EMC program.

2 . 6 .  3 Feedback from Fleet Problems

Distribution of information on fleet EMI p roblems is too limited .

Wider dissemination can provide the feedback needed in order to bring all

avai lable technology and experience to bear on correctable problems .
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Management awareness via feedback can aid the  process of correction which

engineering and design forces  cannot accomplish alone .

2.7 Integration and Instal lat ion Pract ices

Successful  in tegra t ion  and installation of equipment and st~
’osystems

is required fo r  sea and aiL  p l a t fo rms  to be electromagnetical ly compatible.

Practices fo r  i n s t a l lat i on  and in tegra t ion  must be approached f rom the

systems engineering viewpoint. Since all EMI cannot be eliminated , an
op timal arran gemen t mus t take place by considering all installation factors.
To date , EMC has not been given high enough p r io r i t y  in the integrat ion

process.

Ins ta l la t ion and in tegrat ion practices are standardized only when

numerous types of p la t fo rms  have s imilar  missions . That has not occurred

to date but  it appears tha t fu tu re  planned ship and aircraft types will be

fewer in number , giving some promise fo r  f u tu re  s tandardizat ion possibil i t ies.

An additional factor which inhibits installation and integration

s tandardizat ion is the mix tu re  of Government Furnished Equinment (GFE) and

Contractor  Furnished Equipment (CFE) appearing on pla t forms . Integrat ion

responsibilities are not clearly defined in contracts with the result that

when an EMI situation appears , a great deal of “finger pointing ” occurs

between both government and con t r ac to r  personnel .

Many time s EMI data  necessary for  a proper systems engineering approach

is not readily available for  a contractor or a Navy engineer to use in an

i n t eg ra t ion  desi gn e f f o r t .  I f  the data ex is t s , i t  may be scattered through-

out several activities. An example I s  the  F— l 8 program . Data on the 31

major  GFE ’s had to be col lected f rom seven Navy technical  ac t iv i t i es .

2 .8  ENC Valida tion

ENC va l ida t ion  r e f e r s  to the measurement and analysis of measurement

resu l t s  f o r  the purpose of assuring that a deployed system enjoys a state

of EMC . Two types  of val idat ion are i d e n t i f i a b l e :  Design Validation , which

establishes the c o m p a t i b i l i t y  of an equipment design , perhaps via the MIL—

STD—46 1 route , and Performance Val idat ion , which  v e r i f i e s  that  Navy EMC

spec i f i ca t ions  and r equ i r emen t s  have been met at  the equipment , system and

p l a t f o r m  levels. Because a very large range of designs can occur , the vali-

dation process must be widely varied also.
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2 . R . l  EMC in TECHEVAL

Procedu res must be planned by the Navy fo r evaluating the effectiveness

of the p la t fo rm f rom an EMC viewpoint. The present TECHEVAL process seldom,
if ever , add resses EMC considerations . If analytical procedures are applied
befo re measurements commence , the evaluation process can be focussed on
potent ia l  c o n f l i c t s , w i t h  maximum expectancy of resolving conf l i c t s  with

mLiimum time and cost.

Without preliminary analytical procedures , inevi tably a pa ttern of

measure—patch—measure results , with greater costs and greater chance of
unresolved conflicts. Until EMC is included as an integral part  of TECHEVAL ,

the Navy will not enjoy e f f e c t i v e  EMC in the life cycle of systems.

2 . 9  Design Pract ices

EMC design practices are widely varied and involve aspects of both art

and science. Very specif ic  requirements can be w r i t t e n  for  components and

“black boxes. ” For these , i t  is possible to develop concise formulas  fo r

achieving EMC . On the o the r  hand , system layout procedures represent more

ar t  than science , especially in missile systems. The “artistically designed”

system o f t e n  are made to be compatible by a series of measurements followed

by f ixes and mo re measurements , e t c .

2 .9 . 1  In t e r f e rence and Susceptibili ty to EMl

When a large n umber of equipments aboard a p la t fo rm are subject to

in t rasys tem in te rac t ions, a similar s i tuat ion has prevailed . A f t e r  selection

and arran gement , measurements reveal the need for additional filtering or

antenna isolation . When weig ht , space or cost limits are approached , per-
formance degrading incompatibilities result .

Analytic procedures are becoming available for estimating possible

incompat ib i l i t i e s  in system layouts .  Even though a degree of uncertainty

is involved , the analyst can understand the l imi ta t ions  of the procedures

and app ly reasonable s a f e t y  fa ctors at a point well before the previously

mentio ned l imits  “ f reeze  Out ” any f u r t h e r  design improvements.

Add i t io nal e f f o r t  is deemed desirable to secure more re f ined  analytical

techniques.
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2.9.2 Analytical Model Availability and Applicability

Certain available computer models for assessing system EMC are applic-

able to more than one EM specialty. Coupling and some non—linear models are

good examples. However , models used in one specialty are rarely used in
others. The reasons are several. In terms of availability, documen tation

is ser iously deficient for most computer codes. It becomes virtually impos-

sible to simply secure a complex program and proceed to execute it with any

hope of success.

In general, an agency to provide two types of interface is needed .

The f i r s t  fun ction is to produce readable documentation to a varied group

of use rs. Second , an educational program is essen tial in which users ar e

lead th roug h the usage of the mode l in a “hands—o n” manner where they test

its capabi lities and discover its limitations.

The level of e f fo r t to produce a truly available and applicable model

is not insignificant but neither is the cost of f requent ly developed d i f f e ren t

p rograms which inherently do the same job and reside only with the developing

agency.

2 . 9 . 3  Spectral Util ization

Optimal ut i l ization of the spec trum resource is not wholly accomplished

by f requency assignment procedures. It involves design practices in the

fo rm of models or spatial and time blanking or f i l te r ing techniques to

minimize operational degradation from in ter fer ing  emissions. Large dividends
can be gained by investment in thi s f lexibi l i ty  of design . The present

system of procur ing isolated and somewhat unique equipments from the lowest

bidde r miti gates against the use of this technique to achieve EMC . Flexi-

bility built into equipment to allow control of spectral component or timing

of transmissions between interfering equipments is an unexploited area.

2. 10 EMC Design Consideratiot~sjp_j~~~ ’ystem~

Electronic Warfare  systems present a unique EMC problem on Navy plat-

forms because of their primary function; they listen for threat emissions

(ESM ) and generate emissions (ECM) to degrade enemy system performance . If

enemy EW systems operate in the same por t ion of the spectrum as Navy platform

equi pments (i.e. communications , radars and navigation) , then:

2—14

— — - -— —-—--V •~ V — -— - - 
- 

_s._____ — - — - - V - - - - ‘— 
- - V - -



a. EW system performance against the threat will degrade from EMI
caused by own p la t form emitters to ESM equipment.

b. Other own platform systems performance degrades due to EMI from
ECM equipment.

c. Duty cycle limits imposed on E~M equipment by own platform

emit ters  degrades E~ 4 equipment.

Since the enemy largely determines EW equipment characteristics , platform EMC
presently comes through frequency agility/diversity in cotmn , radar or naviga-

tion equipment or from blankers and filters. Cl arly, after—the—fact fixes

must be avoided if possible.

Some relief from the burden of producing compatibility :an be had if

early in the concept phase, it is determined which combinations of proposed EW

and coxmn/elex systems result in net increase/decrease in platform capabilities

when the added complications of EMI problems are considered. After that

decision has been reached, analysis should be conducted to determine how much

more stringent are EW—EMC requirements than ENC requirements for comm/elex
alone. Later , design trade—of fs can be conducted where coimu/elex and EW
designers “share the burden of compatibility .”

2.11 fC Dur~~g_ Deployment

The last phase of the life cycle of Navy systems is one in which

inadequate considerations for ENC occurring in the previous phases “come

home to roost.” It is usually too expensive and too late at this point to

correct built—in deficiencies. The only practical consideration to EMC

during deployment involves identification , reporting and correction of EMI

problems and assu r ing that maintenance, overhaul and backfit crews are

EMI—trai ned and conscious .

2.11.1 identifying, Reporting and Correcting ENI Problems

Several problem reporting and corrective action programs exist within

the Navy and Tn —service at the pre sent time . Most of them do not now address

EMI problems, but with proper direction they could do so. Briefly they are:

The Shipboa rd Elect romagnetic Compatibilit y Improvement

Program (SEN CIP) sponsored by NAVSEA is providing a central

clea ringhouse (f or ships) for  EMI problems reported by the

fleet and a problem correction service.
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• The Airborne Weapons Corrective Action Program (AWCAP) is

ope rated by P?.flC and sponsored by NAVAIR and is a management

tool fo r providin g a closed loop info rmation system between

the f leet  and the Na vy management/enginee ring community.

• The Ship Missile System/Deficiency Corrective Action Program

(DCAP) is very simila r , spon so red by NAVSEA and admin istered

by NSWSES .

• Meaconi ng, Int rusion , Jamming and Inter fe ren ce (MIJI) is a

Tn —s e rvice program administered by the Air Force EW center .

Ins t ruct ions  require all EMI experienced by operating forces

to be repor ted to AFEWC . Weekl y,  monthly,  and annual summary
reports are issued. Presently the Navy does l i t t le  to use

this resource .

The SEMCIP progr am is obviously more nearly suited to needs being

addressed by TESSAC , but covers only one portion of EME problems . The Naval
air community has no precise procedure existing to iden t i fy ,  report , and
correct EMI problems with aircraft. The unsatisfactory Material/Condition

Report (UR) System of the Naval Aviation Maintenance Program (NAMP) provides

a means of repor t ing ENI problems if the problems are ident i f ied correctly.

Another  possibi l i ty  is the Naval Aviat ion Maintenance and Material Manage-

ment  (3—M ) system which can provide data collection. The Engineering

Investigation Program (EIP) provides maintenance engineering assistance

and could be set up to include EMI investigation s and assign an investi-

gating activity.

It is possible to utilize the existing corrective action and reporting

prog rams in a more coordinated manner , including EMI problems where not

already addressed , to improve the feedback from users in the fleet. Such

improvements should be accomplished with minimum or no changes in manpower

or software/hardware .

2.11.2 EMC in Maintenance , OverhauL_ and Back f it

Alterations o f t en  change the “conf igura t ion ” of the p l a t fo rm , i .e. ,

the locations of metall ic s t ruc tures  which al ter  the EM environment to a

degree where an ENC evaluation should be conducted to ascertain if any
unacceptable EM compromises are being made. Unfortunately, such ENC

evaluat ions do not usual ly  occur.
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Aircraft EMI maintenance , overhaul, and backfit procedures are 21

years old. Trai ning fo r maintenance personnel does not exist.  NAVA IR must

establ ish and enfo rce proper EMC procedures or continue to su f fe r  the

consequences.

2.12 Defining an Acceptable Level of ENC

The communi ty  of users of EMC technology and management must realize

that total EMC can neve r be predicted nor achieved except in a very simple

s i t u a t i o n  and fo r l imited pe riods. The na tu re  of the problem of prediction
is probabl is t ic , not dete rministic. All of the data from which predictions

are made have some level of uncer ta in ty  or inaccuracy which must be stated

in a s t a t i s t i c al manner .  Managers must accept the fact  that  during a
ce r ta in  percentage of the time , EMI will occur . The operational community

t hus has to def ine  a “level of acceptable performance in the EME .” This

defi ni t ion must be developed via a cost/benefi t  t r adeo f f .

2.13 Summary of EMC Issues

The majo r EMC issues jus t  presented , represent the overview of action

items which the U.S .  Navy must add ress in its acquisition , R & D , and

operational support programs in order to significan tly improve the quality

of ENC on Navy platforms. The remaining portions of this document will

address these issues f rom the acquisi tion , technological, and support

ac t iv i ty  viewpoi nts , gi ving recommendations which should guide the fu t ure

EMC program plans of the Navy.
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3.0 ELECTROMAGNETIC COMPATIBILITY DESIGN IN
THE ACQUISITION CYCLE

3. 1 Introduction

At the present time there is no standard and/or concerted approach or
procedure for  integrating EM compatibility into the va rious phases of the

design cycle for  acquiring major  Navy systems . This is due to the d i f f icul t ies
and uncertaint ies  associated with modeling, analyzing, and/or testing complex
systems to determine emission , suscept ibi l i ty ,  and operational constraints
and requirements. Thi s is not to say however , tha t major systems cannot or
have not been designed taking EMC into accoun t throughout the various acquisi-

tion cycle phases. Examples of hi ghly successful EMC programs in the Navy are

the Poseidon and Ha rpoon .

A general app roach employed by most program managers is to invoke the

applicable EMC standards and specif icat ions in the procurement documents

for  the f u l l  scale engineering development phase in the acquisition cycle.

This approach , while relatively easy to implement , has some d rawbacks. The

specifications and standards are outdated in some areas resulting in unreal-
istic EMC .~esign requirements for the intended operational environment . The

implementat ion of ENC considerations this  late in the procurement cycle pre-

cludes ENC analysis and design benefits which could be achieved in the earlier

phases. In order to overcome these deficiencies a systematic  approach to ENC

throughout the acquisition cycle is needed.

To suppo rt  the need for  more standardization in EMC design , e f f o r ts

have been ini t iated recently to develop the handbooks, data bases, design
guid elines , and specif icat ions  necessary to design and acquire EM compatible

p l a t fo rms  in a systematic and cos t—ef fec t ive  man ner. The object ives and

p roducts of these e f f o r t s  are , fo r the most part , aimed at  developing the

ways and means necessary to incorporate  EMC desi gn procedures/me thodolog ies

into the long established methodologies employed by the services in acquiring

major systems and/or platforms. Although these actions are productive they

tend to sustain an already weak procedure rather than change it to the needed

systematic approach.

A systematic approach to ensure consideration of EMC during the acquisi-

tion cycle is proposed in the following sections. The approach postulates

•) I
-L

V.—, -5-—— — V  - -



the use of tailored specifications and hopefully will alleviate the tes t—fix ,

t e s t—f i x condition which of ten  prevails during TECHEVAL , OPEVAL , and initial

deployment when using the present acquisition policy.

The five princ ipal phases in the acquisition of majo r Navy systems/

pla t fo rms as established by OPNAV Inst ruction 5000.46 include :

• Concept Development

• Concept Validation

• Full Scale Engineering Development

• Production

• Deployment.

A f low diagram depicting the manner in which postulated EMC considerations

and ta sk act ivi t ies  could be integrated in this overall acquisition process

is shown in Figure 3.1. These EMC action items are defined and discussed

in t he following sections. -

3.2 Concept Development Phase

Beginning with  the concept development phase , the program manager will

gene rally require the assistance of a board of technical people who will then

be responsible for  incorporating electromagnetic compatibility into the

design of the system. Thi s is the ENC Advisory Board (ENCAB) . During the

concept development phase the objectives of the Program Manager and the

EMCAB will be:

• Specif y electromagnetic environment

• Determine spectrum utilization requirement

• Perform coupling and interaction analysis for system

• Establish design requirements to mitigate or suppress
undesirable EN coupling effects or ENI

• Identify/conside r applicable EM mitigation and/or suppression
techniques/devices

• Perform a design review to determine that requirements will
be rnet

• Determine risks and uncertainties

• Examine applicability and adequacy of available specifications

• Develop EMI suppression/mitigation designs

• Perform tradeoff studies and establish subsystem EMC require—
inents from analysis and data base
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• Establish schedules and cost estimates

• Ensure adequate data base .

One of the actions that  should be taken by the ENCAB in the design of

a system p l a t fo rm that  wil l  be EM compatible with  i tself and the f leet  is

to define the EM environment which the system will experience . A spectrum

allocation and utilization plan must be prepared. Basically the environmen t

will be exte rnally generated and in ternal ly  generated , and there a re both
active and passive environments to consider. This is done by anal ysis ,
tes t ing,  or use of appropriate data bases (i.e., handbooks , previous analyti-

cal resul ts , test data, manufacturer data , etc.). Once the EM environments ,

both external and in ternal , are es tablished a design can be analyzed for  its

EM compatibi l i ty.  Problem areas or areas of uncer ta in ty  and risk can now

be defined. The EMCAB can review the system configuration and evaluate the

uncer ta int ies  and risks and decide on al terations to the confi gu ration or

that further studies need to be conducted to reduce the uncertainty and risk.

Once the basic system configurat ion has been reviewed by the EMCAB ,
the applicab le EMC technologies must be ident i f ied  and the system design
can be refined to a more detailed level. The system EMC req uirements can

be established and t radeoff  3tudi2 s ca n begin to decide on optimum EMC

conf igu ra t ions .  At t h i s  t ime , sc~ edules and r o st  es t imates  for  the p roject
can be prepared.

There is an additional respons ib i l i ty  of the EMCAB to prepare a

corporate  memory plan so that  the prog ram manager has control over the

documentation of the T~~’ p rogram. This documentat ion , along wi th  the

reported field problems all ! remedies , can serve as a data bank for  the

current  and f u t u r e  pr .  ~rami3 and therefore is called the Corporate Memory.

The culminatio n ol  ~he~ e act i vi t ies  wil l  be wi th  the f i r s t  major

design review DSARC I , the p rogram in i t i a t ion  decision . The technolog ies

required to establish EM compatibil i ty during the concept development stage

a re summarized below :

• EN Interact ion and Coup 14V~ g

This includes analytical techniques and results , and the data
bases necessary to establish EM environments and coupling modes.
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• Ik~gradat  ion Analysis

• Cable/ Shie ld  A r c h i t e c t u r e

• Mit iga t ion  Techniques

Preventive devices and hardware.

• Si gnal Process ing

3.3 Concept Vili dation

I n the concept  va l ida t ion  phase , the design concep ts  to mi t igate  and
supp ress EM [ are reeva1.ua t~. &I and f u r t h e r  refined to assure ENC. This is

done exper imentally and inalytically. Where appropriate , hardware and/or

prototype development will be initiated and development tests will be per-

formed to determine t h a t :

1. The ENC risk and uncertainties are minimized ;

2. The eng i l l ee r ing  is complete;
3. Solu t ions  to the problem are at hand ;

~~~. The system/platform meets or will meet ENC requirements;

5. The analysis models are valid.

The speci f ic  ac t ion  items and tasks are :

• Ref ine  system in t e rac t ion  and coup ling analysis and val idate
with  tes ts  as possible.

• Assess subsystem suscept ibi l i ty  using analysis , data base ,
and test data as app ropria te .

• Anal yze and/ o r  test to resolve u n c e r t a i n t i e s .

• Continue desi gn t radeof f  and desi gn In te ract ion.

• Imp lement and test EMC desig i technology effect iveness .

• Specify system/subsystem operability analysis and test
requirements for inclusion in test and evaluation master
plan (TEMP) .

• Refine schedule and cost estimates for development and life
cycle phases.

• Prepare or modify ENC specif ications for system acquisition.

• Define required EMC margin for system/subsystem.

• Prepare detailed ENC program plan (EMCPP).

Throug hout this val idat ion e f f o r t , the proposed technical approach

to meet ing EMC design requirements  for  the majot sys tem/p la t form are reviewe d ,
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ret m e d  and verified. High risk areas and uncertainties are examined to

make mod i f i ca t i ons  to e i ther  eliminate or minimize these risks. Actual

equipments  and advanced models are available to make measurements and improve

eng ineering es t imates .  Another  cycle of analysis, EMCAB design review , and
a l t e r a t i ons  takes p lace using the available test resu l t s .

Once the ENCAB reviews the proposed desi gn , analysis and test ing in

d e p t h  is conducted to determine  the  ENC technology e f f e c t i v e n e s s .  ENC mar-

gins for systems/subsystems are defined and a firm specification can be

prepared.

Wi th the design at this advanced stage the tailored ENC specif icat ions

fo r  system acquis i t ion  can be prepared in cont rac tua l  language . The schedule

and cost estimates for development and life cycle and an EMC Management

Control  Plan are prepared . The Test and Evaluation Master  Plan leads to

the EMC Va l ida t ion  Plan . A detailed EMC program plan is developed. All of

t h i s  ac t iv i ty  is culminated in the second design review DSARC II , where the

decision for  f u l l  scale en)~ineering development is made .

The technologies and capabil i t ies needed to car ry  out the task e f f o r t s

in t h i s  phase include all those u t i l i zed  in the concept formulation with the

add i t ion  of the  fo l lowing:

• Sp e c i f i c a t i o n s  and Standards

This includes per formance , desi gn development and test  specifi-
cations and/or standards relating to emissions/susceptibility
charac ter istics of pla tforms , sys tems and subsys tems as well
as fo r  EMC mitigation techniques and/or devices.

• Mana&ement Program Development and Coordination

3.4 Full ScVll e  Eng Ineer ing Development

Dur ing  this  phase , all i tems fo r  the  system are f u l l y  eng ineered and

developed , b u iit , and tes ted .  The r e su l t ing  engineering development proto-

type should be a pre—production system closely approximating the final product.

From the  s tandpoin t  of EMC , the spec if ic  task and ac tion items of concern in

thi s phase are :

• EMC design review;

• Prepare EMC management  control  plan ;

• Iden t i f y and develop special test equipment  needs;



• Per fo rm EMC assurance tests on system and subsystem
prototypes;

• Assess and reevaluate  EMC assurance;

• Complete the EMC design ;

• Prepare and document EMC product ion  and maintenance plans;

• Cont r ibu te  EMC rela ted items to pr epara tion and conduc t
of t r a i n i n g  ins t ruc t ions  fo r  operat ion and maintenance
personnel;

• Develop improved ENC technology.

In essence , fu l l  scale engineering development of the EM compatible

system is the classical design a c t i v i t y  in which a prototype is developed

to demons t ra te  tha t  EMC specif icat ions are conformed to. To v e r i f y  th is ,

EMC assurance evaluations are carried out either by analysis and/or testing

us ing  the procedures  and test equipments  specif ied in the established

procuremeot  spec i f ica t ion.

V 
Also inc luded in the ou tpu t  from this  phase is the documentat ion

necessary  to enter the production and development phases. This includes

the ENC management control plan to ensure tri at EM compatibil i ty is properly

implemented , controlled , and maintained throughout  the l i f e  cycle of the

ma) (r s y s t e m  or p l a t f o r m .

Al~,o , p roduc t ion  q u a l i t y  con t ro l , maintenance and repair , and per-

sonnel training documents must be prepared that detail the procedures ,

techniq ues , test and support equipment necessary to produce , maintain , and

control  EN compatibil i ty.

When a pro to type  is available another design review DSARC II B is held

where the decision to go in to pilot production is made. When the ful l  scale

engineer ing development phase Is complete the DSARC I I I  review is held to

decide whether or not to proceed into the major production.

The major  technologies and capabil i t ies  needed to carry out this

phase include :

• ~~~~~~~~~~~~~~~~~~~~~~~~ I res Technology

• ENC (tuality~~ ssurance

Thi s wi l l  include  a n a l y t i c a l  t c c hnolog ies , test  procedures
and test  eq u i p m ent s/ l a c il it i es  necessary to implement  these
tests .
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• EM Compatibility Production Control

Procedure s, techni ques and test equipment.

• EN Compatibility Maintenance

Tra ining , proced ures, techniques , test equipment and service/
repair precautions.

• EMC Life Cycle Managemen t

3.5 Production Phase

During this phase it is the responsibility of the EMCAB to maintain

EMC configurat ion control through prod uction so tha t the end system will

meet EMC specifications. In general, this is assured b y carrying out the

following tasks:

• Maintain ENC conf igura t ion  and design control .

• Conduct q u a l i t y  control  tes ts  to assure achievement  of EMC .

• Per form EMC acceptance test on f u l l  sys tem.

• Moni tor  waiver processing .

Care must  be taken to con trol conf i guration and parts so that the com-

patibility of the system remains at the designed level. Quality control

tests are performed to assure achievement of EM compatibility. EMC accept-

ance test In the full system is performed for testing intersystem inter-

ference. It is important that waivers to specifications do not result in a

compromised ENC design.

3.6 Deployment Phase

ENC consider at ions dur ing dep loyment center around maintenance of the

EM compatible designs i ncorporated in the  dep loyed or operat ional  systems .

The majo r  ac t ion  i tems fo r  th i s  phase are:

• Implement  EMC mainten -  -ice control  plan.

• Cont r ibu te  EN compatibility items to maintenance and opera-
tional personnel training programs .

• EMC operationa l support.

• Main t a in  EMC control du r ing  system or subsystem alteration
via Engineering Change Proposals (ECP’s).

3—9
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One of the pr inc iple tasks in operational support  of the deployed

system is to establish and maintain a problem reporting procedure to assure •

the necessary feedback fo r updating data bases and/or corporate memory which

can result in improved f u t u r e  ENC designs and methods.

L
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4.0 STAT E OF TECHNOLOGY OF ELECTROMAGNETIC COMPATIBILITY

4.1 introduction

This  section of the  report  deals w i t h  the s ta tus  of EMC technology.

During the l i f e  cycle of a p l a t f o r m  or system it will  be exposed to both i ts

own locally generated EM environment as well as the EN environment created

by other systems or p l a t fo rms . This section covers the analytical, test ,

management , data base , and mi t iga t ion  methodologies available to deal with

ENC problems which might  arise during the life cycle of the system or p la t fo rm.

When equipments (systems) are located on the same platform (cosite)

the in terac t ions  between active and passive occupants of the environment via

the propagation medium is termed intrasystem ENC while in terac t ions  between

p la t forms is commonly known as intersystem ENC . The following sections will

discuss the  s t a t e — o f — t h e — a r t  of this technology. Since some of the tech-

nologies differ slightly for the two areas, each will be discussed separately.

4 . 2  In t rasys tem ENC

4.2.1 Introduction

The present met hodology for  dealing wi th  intrasystem EMC is to invoke

ENC standards and specif icat ions in the procurement documents for full scale

engineering development. Waivers may be granted during this phase. Whatever

EMC problems remain are generally uncovered in the TECHEVAL and/or  OPEVAL

tes t s  and are remedied by f i xes .  It has been suggested that  ta i lor ing  of

standa rds and specifications would be a more cost e f fec t ive  approach to

achieving EMC in systems and p la t fo rms .

The in t rasys tem ( EMC ) will be discussed primarily f rom the viewpoint

of ta i lor ing standards and operational modes to achieve an overall electro-

magnetically compatible design. Emphasis in these areas is believed beneficial

to achieve Improved utilization of existing technology since the present

intrasystem EMC approaches involve almost exclusively the use of standards

and specifications. Embedded in the tailored specifications and modified

operational models will be an improved reporting procedure. This will insure

prompt addressing of inmiediate problems and provide input to improve main-

tenance and training aspects of the EMC problem.

4—1
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V
The s t a t e — o f — t h e — a rt which leads to the tailored standards and opera-

tional modes will be discussed in terms of five major categories as follows:

• Analysis

• Test

• Management Tools

• Corporate Memory

• Miti gation Techniques.

Table 4.1 summarizes these tools along with various topical subheadings

within each “tool group.”

From the viewpoint of the tailoring standards or operations , the

following must be known:

• Sources and generated environments

• Coupling path loss

• Vulnerable equipment and suscept ib i l i ty  levels

• Prediction capab i l i ty  commensurate wi th  need.

While the above will provide the basic info rmation input , the additional

or supplementary information is clearly needed in the following areas ;

• Equipme nt  placement/cable routing options

• E f f e c t i veness of r ’-iti gation hardware

• Operational mode options

• Standa rd tests and limits

• Corporate memory listing equipment characteristics

• Accessible listing of fleet EMC problems and fixes

• T raining and maintenance implications.

It is seen that the above essentially embodies all of the tools or

parts as listed in Table 4.1. Thus, to achieve the goal of the tailored

standards and operational procedures involves a comprehensive evaluation of

the state—of—the—art in the various tool areas.

The question may be raised as why such a wholistic approach is needed

to address the intrasystem problem area. Presently, MIL—STDS—46l, 462, and

463 are the major standards used to achieve intrasystem compatibility. In

general, as delineated in these standards , test procedures and noted limits

are chosen on the basis of engineering judgment only. As a consequence ,
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TABLE 4.1

INTERNAL EMC INT RASYSTEM INTERFERENCE /CROSS TALK
_ _ _ _ _  

COUPLING CHA RT H EADINGS

I. ANALYSIS

A. Environment Prediction

B. Pick—up Prediction

C. Degradation Analysis

D. Limi t Apportionment

E. Cable/Shield Architecture

II. TEST

A. Mitigation Component Test 220 , 285 , etc .

B. 6051 Aircraf t
C. 461 Series MIL—STDS

I I I .  MANAGEMENT TOOLS

A. Standards — Specif ica t ions

B. Procedures — Methodolog ies

C. Maintenance

D. Training

E. Problem Reporting

IV. CORPORATE MEMORY

A. Equipment Characteristics

B. Data Prediction Base

C. Summary of Envi ronment Measurements or Publications

D. Handbooks

E. Documentation of Problems

V. MITIGAT ION T ECHNIQUES

A. Shields

B. Optical Fibers

C. Cabl es

D. Terminal T reatment

E. Arrangement  Decoupling

F. Grounding

C. Bonding

H. Composite Materials
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many of the limits are inappropr ia te——ei the r  too high or too low , depending

on the s i t u a t i o n. Other  de f i c ienci es are embedded in specif ic  test  procedures.

However , if one is to t a i lo r  s tandards and test limits , then test procedures

must be altered or tailoL-ed to meet the particular situation. To do this,

two opt ions  are available.  Fu r the r  reliance on engineering judgment , which

implies an increas ingly large r and larger group of knowledgeable individuals ,

or reliance on a p r e d i c t i o n  c a p a b i l i t y ,  p re fe rab ly  wi th  i ts accuracy l imits

commensurate w i t h  the need.

Specifically , the impact of chang ing the l imits  associated w i t h  a

spec i f i c  test  procedure (or modify ing the procedure i t se l f )  must be assessed

in some rat ional  manner .  This can be done simply on the basis of experience

as remembered by the ENC engineer , or on the basis of analyzing the system ,

possibly on a f i r s t — c u l l  basis .  The l a t t e r  approach seems preferable  because

once the p red ic t ion  capab i l i ty  has been adequately developed , fu r ther major

cost expendi tures  would not be needed . On the other  hand , to maintain a

capab i l i ty  needed to t a i l o r  standards based on engineering judgment , main-

tenance of a large group of engineers would be required on a continuing basis.

Further , it cannot be assumed that the human memory and analytical processes

are up to assimilating and processing the necessary information which would

allow even the most rudimentary and crude engineering ball—park guesses.

Thus, the emphasis in the succeeding discussions will be directed toward

using a fairly sophisticated , at least it can be so regarded at this time ,

computer—aided approach.

A few words of caution , however, are needed. First of all, the pre-

diction capability should clearly be commensurate with the need. For example ,

during the concept development phase , a prediction capability having an error

within 20 to 40 dB might be quite adequate to identify the major problem areas.

The basis for this is that likely interference problems can occur at receiver

sensitivities as low as minus 150 dBm along with sources having an output

power of plus 90 dBm. Under such a wide dynamic range even a 40 dB accuracy

can allow the systems design engineer to identif y the major problem areas.

As the development of the system proceeds , the accuracy requirements

for any prediction ability will also increase. This is illustrated in

Figure 4.1.
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The improveme nt in the capability of any tool , whether it be p rediction
accuracy or some o the r  aspect , is clearly l imited by cost and cost benef i t

fac tors. Basically, the s t a t e — o f — t h e — a r t  in any tool area need only be

improved to the “cost e f f e c t i v e” poin t ;  near per fec t ion  or per fec t ion  is

not required. Further , there may be t r adeo f f s  between developing the state—

of—the—art between various tools. For example, prediction capability cost

can possibly be reduced by more reliance on test methods. Conversely, state—

of—the—art development En these areas can possibly be reduced by the develop-

ment of some mitigation techniques. In the signal processing area, some of

these aspects are illustrated in Figure 4.2.

State—of—the—art in certain instances, will also be discussed in terms

of the following:

• Structure

• Subsy stem

• Equipment

• Module

• Component.

4.2.2 Analysis

4.2.2.1 Environment Prediction and Pick—up Prediction

In the case of intrasystem EM compatibility procedures which are presently

employed , little effort has been devoted toward the classical way of achieving

e lec t romagnet ic  compa t ib i l i t y ,  that  is , predict ing the environment f rom a known

source, estimating the path loss to produce a known environment at a receptor ,

calcula t ing  the p ick—up of the  receptor , and the implications of this pick—up

on the system. In general , environments  are chosen on the basis of engineering

judgment. Similarly , the susceptibility levels of equipment are also chosen

on the basis of engineering judgment. This simply does not mean , however ,

that these judgments have not been supported by analysis or test results.

Such reliance on engineering judgment has, in the past , been justified by the

extreme difficulty and cost of making such a prediction and coupling analysis.

However , rapid strides have been made in analytical approaches , especially

when supplemented by computers and empirically developed measurements.

To perform any type of env ironmen t predic tion and consequential coupling

analysis for the intrasystem case, the actual system must first be physically
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modeled (simplified geometry , etc.) to be amenable to analysis. Once a suit-

able physical mode l has been obtained , it is necessary to derive an analytical

model (mathematical model) for which analytic solutions exist or can be derived .

The problem is  to derive sui table, s u f f i c i e n t l y  accura te  models which , at the

same time are cost e f f e c t i v e .

The EMC analysis problem can be reduced to 5 areas , namely:

(1) How much energy ,  at each f r e q u e n c y ,  is emit ted by the sources? ,

(2) How much energy,  at each f r e q u e n c y ,  is propagated to the receptor? ,

(3) How much impact , in q u a n t i t a t i v e  terms , does the energy have on
the receptor o u t p u t ? ,

(4)  Is the  amoun t acceptable? ,

(5) If unacceptable , what can be done to reduce the  level to an
acceptable  value ?

The f i r s t  two areas of the EMC analysis are commonly known as the coupling

problem. I t  is convenient to separate the area of “coupling” f rom the rest

of the EMC analytic problem. There is, in f ac t , no s tandard de f in i t i on  of

coup ling. For th i s  repor t , the term implies a power loss , name ly ( fo r  antenna—

to—antenna  coup l ing)  the d i f f e r e n c e  between the powe r avai lable at the  trans-

mitter output (when the load is 50 12) and the power available at the receiver

input (when its driving impedance is 50 12).

In e f f e c t , this d e f i n i t i o n  implies three p o r t i o n s  of the  coupl ing path ,

namely ,  (1) t r a n s m i t t e r — t o — a n t e n n a , (2)  antenna—to—antenna , and (3) an tenna—

to— receiver.

In a d d i t i o n  to an tenna—to—antenna  coup l ing ,  the  EMC ana lys t  must also

conside r an tenna—to—cable  and cab le—to—cable  p a t h s .

The t ransmi t te r—to—antenna  and rece iver—to—antenna  paths  general ly

result in mismatch losses which are relat ively small for  “ in—band ” in t e r—

actions, i.e., when the transmitter and rece ive r  f req uencies are relatively

close to one another, (e.g., ‘~eparations of less than 20—50% of the tuned

f r e q u e n c y ) .

Out—of—ban d mismatch losses can be quite large , e.g. , as much as 40 dB.

Unfortunately, loss char—i teristics (as a function of frequency separation)

exhibit oscillatory characteri.qti~ s which are largely influenced by parasitic

elements which are not spe-ifIed by circuit diagrams . This results in a
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difticul t analyti. .ii problem. For , even i i  the mo -h-i i-  i ii ~-. il y - - ‘ j r - i N - , lac - 1- -

01 knowledge of th e  - a r i ~;i t ic s  can result in - . 1 ir ~ e p t d ~ ction er r - i r s .

P rocedures  or m i n i m i z i n e  • he-i p e r r o r s , witt u -‘i t he r -q ~ii ru- -~~- ,t t l o t

measu r ing  e v e r ,  in s t a l l a t i e’  , at iL - ibl e , but r e l a t i ve l y  L it t l e  e f f o r  has

been devoted to th i s  t iel o. e an op t  a “worst ‘is - ’ approa ch , bn t  t h ~-

result will invariably be p~~~~I ic t 1 -  - ot too much i nt e r f e r e i ~~e .  -u~ -j ul

approach  can s t i l l  r educe  the measurement  r e q u i r e m e n t , ~i u i  i t  is be 1iev - - -~
that the state—of—the—ar t is capable of improvir i p pr ‘~i~~tion capability in

t h i s area considerably.

‘i le modeling of an tenna  coupl ing in the f a r  f i e l d  region of simpl~
linear antennas (i.e., dipoles, whips) will not h-  discussed since this is

well  unde r stood  and can he a c c u r a t e l y  done.  P~ weve r , i t  should be noted

t h a t  to  a c c u r a t e l y  de te rmine  the o u t — o f — b a n d  coup l ing  c h a r- i c t e r i s t i c s  of

simple linear antennas requires knowledge of the impedance of th~ cahlt s,

circuits , e tc . ,  connected to t h e  antenna to accur~itHy model the out—of—band

coup l ing .  An ECAC model ing  concept (TRACE) is one a p p r o a c h  to the  phenomena .

TRACE calculates mismatch losses between transnitters and antennas and receivers

and an tennas  s t a t i s t i c a l ly.  As l inear antennas become large ( i . e . ,  rhombic)

and complex (i.e., yagi), the mathematical modeling of antenna coupling becomes

more d i f f i c u l t .  In t h e  p a s t , the f a r  f i e ld  coup l ing  char i~~t e rist i c s  were

usuall y modeled via a laborio io process of applvinp Maxw ell ’ s e q u a t i o n  unde r

the r e ,- i t r i c t i o n s  of a set  oi boundary  cond i t i ons  d e t e r m i n e d  b y t he  g e o m e t r i c a l

shape ate. 1 e l e c t r i c - u  cha .- .~ . t e r ist i c s  of the m a t e r i a l  used f o r  the  a n ten n a .

F o r t u n a t e l y ,  the app l i ca t i on  of the  Me t h o d — o f — M o m e n t s  ( M h M )  f r m uia t i on  and

the  adven t  ni c o m p u t e r s  has reduced the d i f f i c u l t y  01 m o d e l i n g  the  coup l i~ ii ;

bet weel l  simp le VAli d complex l inear  an tennas .  The MU> ! f o r m u l ~~t ~~iu f~V , a too l

t h u  can be u - e d  i n  modeling both  the f a r — f i e l d  and n e a r — t l o l l  c o u p l i n g

b e t w e e n  s imple  and complex l i nea r  a n ten n a s .  I t  shou ld  be n o t e d  t ha t  t h ( -  >!t~M

f o r m u L i t i o n  is r e s t r i c t t - d  to the cond i t ions  t h a t  t h e  l e ngt h  of the a n t e n n a

i - i  ~~ >> than the r a d i u s  and tha t the r a d i l i ~ must  be << than the wave leng th

of c o n cer n . Tie-se- r o st r i t ion s  are usual ly riot sa p roh1. -~ i i i  t he  p r a c t i c a l

world and all but a h-w antenna situations can he mai led accurately both

In—band and ‘ - it-of—band using a combination of t i e  MUM and T RACE concep t s .

Also , wilo nt vet the  near  f i e l d  region is at 1~on’- em , t i e  >1U~-~ f o rmu l at  ions of

l i ne ar  an t enna- - should  be val i d a te d  w i t h  sumt- l Imi ted measut mt --nts
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Several programs have been developed to e s t i m a t e  the  c o u p l i n g  between

w i r e  an tennas , e .g . , w h i p s  and dipoles . l awrence Livermore Laboratories

have developed the Numerical Electromagnetic Code (NEC) and are continuing

to r e f i n e  the capab i l i ty .  B r i e f l y ,  t h e  NEC can p r e d i c t  both near  and f a r

f i e ld  coupl ing between modera te ly  complex wire structures with acceptable

accuracy .

This  model can also consider f a r  f i e ld  c h a r a c ter i s t i c s  of simp le antennas

t h a t  have solid su r face  pa thces , e. g . ,  a monopole on the  su r f ace  of an a i r c r a f t

or satellite . NEC has been used to calculate effects of a discone antenna .

The COSAN coupling model is much simpler than , al tho ugh not as accurate

as , the above noted models and has been validated using whips , dipoles , dis—

cones and log periodics. The model includes consideration of impedances of

t ransmitters , receivers , antennas , and couplers. Couplers are automatically

tuned (as in the case of the NAVSEC SEMCA model), using the Trace mode ,

o f f — l i n e .

High gain an tenna pa ttern da ta are ob tained f r om measuremen ts wh ich

are genera t l y made in the plane of the mainheam , i.e., on—axis. Very little

off—axi s data are available. No t h e o ret i c a l  mode l ing  c a p a b i l i t y  exists to

desc ribe the overall gain pattern ot high gain an tennas , although efforts

are being conducted in this area. Note should also be ma le that the site and

neighboring obstacles or terrain will significantly affect pattern characteristics.

Consequenti’- , current models involving high gain antennas involve rela-

tively large uncertainties. More confidence can be placed on on—axis predic-

t ions than off—axis predictions.

As ind icated , out—of—band predictions are likely to involve even larger

er rors , for both low gain and high gain •intennas . There are relatively lit tle

data on our—of—band chara-teristics .

Finally, some distinction should be made between “near—field ” and “far—

f i e ld ’ i n t e r a c t i o n s .  The gene ra l ly  accepted boundary  between the near- and

f a r — t ields is said to be 21i2 /A whe re  D is  the  maximum dimension of the  antenna

and A is the wave I eng~ h. Th i s  boundary is l a r g e l y  appl icab le  to the pa t te rn  in

the vicinity of the main ht-am and Is also o ’ interest to radiation hazard

analysts .



Georgia i n s t i t u t e  of Technology studies hu -je ind i cat €d t i - u t  n e a r — f i e l d

gain s t a t i s t i c s  (w h i c h  ef lccti vc lv exc l ude the effects of the - - a im hf-an) -gre

e s sen t i a J Jv  the  same as f a r — f i e l d  s t a t i s t i c s .  C n ~a-qu en t l y ,  the a c e o t a cy  of

p r e d i c t i on s  of n e a r — f i e l d  e f f e c t s , if t r e a t ed  s t at i  ‘t i c al ly ,  sho ld be >1

the same order of tisupn itude as is obtained with far—f uel ] predictions .

In brief terms , the current capabiiity c~ n be summarized a~ f ol lows :

• Far in—hand interactions , current capabilit - - for prediction of

situations i nvolving simple , low gain ar~ • -cn N is :iale-iuate for

consideration of typical EMC problems .

• For in—band interactions , cuu re nt capability for p -~- •l1ct ion o t

situations involving high gain antennas can involve re •itively

large err ors, but if appropriate safety factors are employed ,
adequate results can generally be achieved.

• Add itional effoi-t is needed to improve prediction capability

of interactions involving high gain (and more compleY 1 0 W

gain) antennas.

• Out—of—band Prediction capabilities can involve relatively

large er ro r~ . As above , s i b  ety factors can he applied , but

these may be rather large , i.e ., 40 dB.

• For airc raft /mi~usiies , no formal capability is available for

the Ire uenc y range below 30 MHz, though reasonably a- c urate

estimates can probably he made .

• For in~.L vol situations , involving obstructed paths , obtainable

accuracy is not well known .

Table 4.2 summarizes in—band capabilities. in addition to t h..’ an tenna—

to—antenn a path , It is ncec-ssn rv to consider the impedances of t ransmitters ,

receivers , and couplers as well as the effects of transmission lines and wave

~~ ii ides.

Models for estinit ing the coupling be tween an antenna and a cable , or

a cable and another cable have appeared in the literature. The intrasystem

Fleetro nia gnetie Co ui’- i tibi l ity Analysis Program (IEMCAP) developed by the Air
Force , c o n t a i n s  a nu m b e r  of  automated algorithms for estimatin g these types of
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TABLE 4.2

~\ NALV T l C  CAPABILITIES INVOLVING IN-BAN D
AN T ENNA-TO—AN T ENNA COUPLING

(All veh icle types , near—field/f ar—field
unobstructed paths)

Antenna_Type/Or ientat iou 
—_ _ _ _ _ _ _  

Comments 
_ _ _ _ _

1. Low gain , “simple ’ an tennas
(e.g., whip, dipole , etc.)

On—Axis Adequate capability, rela-
tively small uncertainties.

Off-Axis Adequate capability, some-
what larger uncertainties.

2. Low gain , “complex ” antennas
(e.g., notch , log pe riodic , etc.)

On—Axi s No refined capability, but
est imates probably are reason-
ably adequate.

Oft—Ax is Probably adequate capability,
somewhat larger uncertainties.

3. High gain antennas

Main—beam region Adequate; in near—field region ,
uncertainties somewhat larger
than in far—f ield.

On— Axis Reasonably adeq uate capability;
strong rel iance on mea sured
data.

0ff—Axis Questionable accuracy; rela-
tively little measured data
available.

coupling. (Worst—case models are employed.) Based on limited information ,

it is concluded that the models can provide useful results , bu t as in the

case of other models of this type , rela tivel y large uncertainties can be

expected .

Validation of the models i~ necessary to establish practical confidence

levels. Furthe r , if uncertainties are in fact large , add itional effort should

be expended to Improve prediction accuracy.
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It should be noted t ha t  the - J C L U t , A C ~ of c-’uplia g models te ’uds to vs~ y

over a wide range . Some of the i n a c c u r a c y  is endemi c to  the  nodel~ i r it niselves

but a large part of the inability to predict caup i ii g ac ui r u te l y has to do with

the variability o1 the characteristics of the equipment an~ ~he coupling path.

Since this variability is a fact of nature , it should hi rec- gnized I l o  pr . —

dictions of environments and coupling may have to he pre:-e-ut.. — in h r ob -ull i st l c

terms rather than deterministic values. Thus one sho tld t ecome familiar with

hearing phrases such as the probable environment will h such and such ove r

some range of conf idence values, or that the coupilno lass is 30 dB , ± 15 cE

with a confidence level of 907.. Information of this nature while n ot  as

satisf ying as deterministic data , still allows the EMC personne l to establish

realistic design margins and perform system tradeoffs.

The present state—of—the—art is that the physical models must be based

‘ii s implified geometrical structures. The models for the most port canuu :

handle the minute details of the platform or structures. For example , it is

very difficult to model the aperture in a shielded room or the way in which

a routed cable is twisted and bundled with other cables. As the compartment

or cable routing portion of the system becomes more complex , then the models

will depart more from the actual case, and the analytical prediction becomes

less and less accurate.

In case of elements wi thin the structure or platform , the environment

prediction or pick—up anal.- - is will clearly evolve around compartment shielding,

the way in which cables i i e  routed through the compartment , the way i n which

cables are bonded t i  the walls of the compartment , the nature of the sources

within the compartment , and how these sources are shielded and grounded.

Similar sta:emeruts can be made regarding the subsystem equipment , module

and component aspects. For example , consider a subsystem which involves some

10,000 parts . The interconnections to these 10,000 part s can slav be permuted

in a way which can either make very minor modifications , or very gross modi fi-

ca tions , to the electromagnetic environmen t created by tha t particular sub-

system. Thus, there seems to be some finite limit , par ticularly in terms of

coSts , as to how the emanations and/or susceptibility at the equipment module ,

and component level can be accurately predicted.
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in spite of the formidable d i f f i c u l t i e s  previously discussed , the Air

Force is currently developing an intrasystem analysis program entitled “IEMCAP .”

This program should be considered in the developmental phase. Extensive vali-

dation of this program has yet to take place , but is underway under NAVAIR

management using the F—14 as a vehicle for this study.

A limited intrasystem prediction capability has also been investigated

by NUSC. Emphasis here was primarily at the power and audio frequencies.

Aga in , the results have not been published , nor has extension of th is approach

been considered for other areas.

4.2.2.2 Degradation Analysis and Limit Appor tionmen t

As no ted before , very little analytical effort is generally devoted

toward degradation analysis or limit apportionment . This is occurring because

of the engineer ing jud gmen ts regarding environments and eq uipment suscepti-
bilities embedded in the MIL—STD—46l, 462 type tests and the status of current

analytical methods requiring some reevaluation of these limits and procedures.

Cer ta in  t r ansmi t t e r/r ece ive r  in te rac t ions  are l inear in na ture , and are ,

as a consequence , relatively easy to model; however , a number of impor tan t

interactions are non—linear in nature . (Non—linear interactions can occur

when “strong ” si gnals , e.g., large r than —40 dBm , imp inge on receivers and

transmitters.) These non—linear effects invariably occur in intrap la t form

si tua tions , though situations do arise where they may also occur when plat-

forms are widely separated.

in effect , the major challenge of EMC analysis, apar t from coupling , is

the problem posed by non—linear interactions. (Note that the “rusty—bolt ”

problem is an example of non—linear interaction.)

In the pas t , ENC analys ts  have general ly relied on measured data  to

derive empi r i ca l  models of the various non—linear  i n t e rac t ions .  Spec t rum

signatures have been a valuable source of i n f o r m a t i o n  in th is  area.  However ,

spect rum s ignatures  are expensive and relat ively few have been prov ided over

the past 5 years .

There have , howeve r , been a n umber of prom ising theoretical developments

which should , if funded adequately, provide EMC analysts with tools which will

enable them to predict non—linear characteri stics , given circuit diagrams ,
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with reasonable accuracy. Some m e a s u r e m e nt c  w i l l  a t i l ! . be desi rable  t -  va l i -

da t e  these  t h e o r e tI c a l  models.  New components are con t in i ;u l i y being i veloped

and , in any even t, the confidence levels tha t can be ascribed to the models

should be known so that they can he used i n te l li g e n t ly.

This section will discuss each of the major transmitter/receiver inter-

actions and related parameters briefly and note current anal vti.c capabilities

in regard to each of t hem. A distinction will bc made between cvmm I n i cat i o n s

and radar systems although , as will be indicated , some degree of overlap exists.

Major canc:~unications receiver interactions are : (1) a d j a c e n t  si gnal ,

(2) spurious responses , and (3) LM. Adjacent signal interactians are caused

by the simultaneous presence of a desired and an undesired signal and in ’ lve

both linear and non—linear mechanisms. It is therefore more convenient to

consider certain tran smitter characteristics in conjunction with thi s inter—

a rt  Ion.

Transmitter emission spectra (which include the essential information—

carry ing  por t ion  of the signal) and receiver se lec t iv i ty  charac ter i s t ics  are

l inear  in n a t u r e  and are modeled with relative ease. Transmitter noise ,

probably the most significant transmitter characteristic when considering

intraplatform communications systems interactions , cannot be modeled adequately

at this time. Initial efforts indicate that adequate accuracy can be obtained ,

but additional development is required.

Non—linear adjacent .-dgnal interactions include cross—modulation , descn-

sitization , gain—comp i t. ssion , “satura tion ” and “beat—note ” effects. Procedures

for  analyzing the- . - interactions in narrow band AM and FM receivers have been

developed and pai- Lally validated .

Receiver . purious responses are largely influenced by (non—linear) mixer

characteristics , although linear characteristics , e.g. , RF selectivity and

receiver gain, also contribute. Past analytic procedures have not been parti-

cularly successful , but recent developments , using “large signal ” theory

Indicate that relatively accurate predictions are attainable .

Recei ver IM e t f e c t s  are caused by the mixing of two or more s ignals  in

the RF amplifier or the mixer. Analysis of RF amplifier IM non—lineariti es

can be p e r f o rme d b y an availab le automated program (NC AP ) ,  (developed by

Slgnat ron f o r  RADC) , w h i c h  uses “ small si gnal theory . ” The program cannot
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directly conside r mixer—generated iM products. However , a “large—signal”

approach , being considered at ECAC (mentioned previously), seems to be appli-

cable to this problem.

Radar receivers experience non—linear interactions , for  example, spurious
responses. Some older radar receivers have essentially no image rejection .

Receiver IM is possible if one or both interfering signals are CW rather than

pulse—modulated. However , the most typical radar interference situation is

due to another radar , operating in the sane frequency range. Adeq uate analytic

capability is available to predic t  radar—to—radar interactions , al though sub—

model s are needed to accoun t for the various “special ” circuits that are

encountered in more mocern radar receivers.

Major transmitter characteristics are : (1) emission spectra , (2) trans-

mitter noise , (3) spurious emission, and (4) IM. Adequate capabilities exist

to model emission spectra of communications and radar transmitters.

As indicated , development of a transmitter noise model , for communications

transmitters , has been initiated ; efforts to date are promising.

There is no known capability for modeling spurious emissions or tra’t’~—

mitter IM. However , it is believed that “large—signal” theory can be applied

to these parameters.

Table 4.3 summarizes current capability to predict major transmitter !

receiver interactions if no measured data are available. As indicated pre—

viously , analytic c -’p abilities are available to evaluate portions of the

various interactions. The state—of—the—art , it is believed , is such that

adequate models for all of the interactions can be developed .

It should be noted that many equipments have similar elements , e.g.,

RF amplifiers or mixers. Consequently , models applicable to certain nomen—

clatured equipment can be applied to other equipments which have similar

components.
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TABLE ~.3

CURRENT CAPABiLITY 10 PREDICT MAJOR T RANSMITT ER/
RECEIVER INTERACTIONS WITHOUT_MEASURED DATA

B

Adjacent Signal -~

Emission Spectra X

Transmitter Noise X

Receiver Selectivity X

Non—Linear Receiver Interactions X

Receiver Spurious Responses X

Receiver IM X

Receiver Local Oscillator Radiation X

Transmitter Spurious Emissions X

Tran smitter IM X

A: Adequate Capability

B: Partial Capability

C : Reliance on Measurements

4.2.2.3 Cable/Shield_Architecture

Op t i m i z i n g  the cah ie/ ’-’ iield architecture can lead to major improvement

in EMC performance while ~~~ the same time minimizing weight , cost , and space

factors. NAVSHIPS 09h7-283—50l0, “Handbook of Submarine Electromagnetic

Shielding Practices ” covers the shielding and grounding proc edure s and cable
installation practic es to be followed to achieve El-IC in subma r ines and surface

ships. While the present technology, in terms of basic understanding, is

available to allow development of such an optimization methodology , addi tional

programs , par ticula r ly  user ori en ted , will be required. In addition , a know-

ledge of the individual characteristics of various miti gation components, such

as cables, cable shields , shielding hardwa re, such as veut~ and gaskets , will

be discussed under mitigation components.

4. 2 . 2 . 4  Summa~~ of Analysis

The state—of—the—art in an environment prediction , p ick—up prediction ,

degradation analysis , limit apportionment , and cable/shield architecture is

4 — 1 7

~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~

— - -  — -
~~~~

— 
~~~

—
~
- -  _ . . .S ~~~~~~~ 

_ _ _ __ _ _ _



inadequate to achieve the goal of tailored standards and specificaLions. The

present methods used in these areas are either based on engineering judgmen t

or are in the process of development. The prediction capability, howev er ,
need not be highly accurate to be quite useful in any of the above areas.

Further , because of the complexities of modeling and incorporation of details ,

a high accuracy p r e d i c t i o n  capab i l i t y  even w i t h  inaccuracies as great as p lus

or minus 30 dB can be expected to be extremely u s e f u l  in f o r m u l a t i n g  tailored

standards.

4 . 2 . 3  ~~ st_~~~~hodolog ies

In the case of intrasystem El-IC, most of the tests are conducted to three

basic sets of standards. These are as follows :

• Mitigation component tests

• MIL—E—605l system tests

• MIL—STD--46l type tests.

The mitigation components includr~ the MIL—STD—220 to measure the inser-

tion- loss of filters and impedances , MIL—B—5087 to address bonding and lightning

prc;olems , and MIL—STD—285 to test the performance of shielded enclosures.

Detailed discussion of the miti gation techniques , along with the accompanying

stand ards , including mitigation components , will be discussed in the section

on specifications and standards. Nevertheless, suffice to say here , tha t

these standards are marginal at best , to achieve the basic goals of tailored

specif ications. Specifically, the filter test procedure , MIL—STD—220, measures

the performance of the filter only in a 50 ohm test fixture . In actual prac-

tice , however , the filter does not see 50 ohms , but some other impedance , and

the value of th i s  ac tual  impedance is a ma jo r  determinant in developing filter

per formance .  However , within the limitations Inherent within these s tandards ,

most facilities and contractors have the capabi l i ty  to make measurements  using

these test procedures.

To insure system EM compatibility . MIL—E—6051 is sometime s employed .

This specification outlines the overall requirements for systems , electro—

magnetic compatibility, including control  ol the system elect romagnet ic  environ-

ment , lightning protection , static electricity, bond ing and grounding . it is

appl icable to complete systems including all associated subsy tems and equip-

ments. lo imp lement portions of this standard , a varie ty of sys tem tes ts
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are needed wherein the e le c t r o m a g n e t i c  i n t e r fe r e o c t  i s  m e n - n r c at  -a l e r t e d

test points. From the standpoint of the stat e—of—the— ;trl , it appear~ tha t

most major contractors , as well as ty vern ment agencies , have the capabiHty

to conduct most of the teSts. However , some problems exist in monitori.n~
the interference pick—up in a way such that the s~-st.em configuration i~ not

modified to a point which invalidates the experiment.

Subsystem and equipment tests are considered in MIL—~ TD—s 6l , .+ (~~~~~, and

463 series. In addition to providing basic def initions , test procedures and

lim its , this standard series also covers certain EMC management o~~pects.

Detailed discussions of the standard itself and its various problem area~;

will he considered under standards section . However , in terms of the state—

of—the—art in the ability to make such tests , most major equipment contractors ,

as well as a number of radi.o frequency interference consultation firms and a

number of government facilities , have the capability to make these tests.

Howeve r , in the event of a tailored specification , some effort may have to

be devoted toward increasing the test levels , as well as resolv ing a number
of techn ical problems embedded in this par ticular standard group.

Outside of these procedures , other types of tests conceivably can be

considered in support of the tailored standard goal. While considerable

automation usually exists in the present MIL—STD—46l test facilities , further

automation could usefully he incorporated such that specific emanations or

sit~ ceptibility levels could be identified during these test series. A similar

type of automation in the measurement methods might be useful also to record

th e actual levels -h -erv ed in MIL—E—6051 series type tests. Such teSt results

could go into he COl or ;tt e memory bank to provide a bad s for engineering

judgments , to set new standards or limits , or to validate computer—aided

analytical procedure.-~.

In su~~ary, the state—of—the—art in the test area is deemed satisfactory

to meet most of the goals required for a tailored operational interference con-

trol procedure . However , some improvements in the automation of the test

should prove beneficial , particularly in accumulating information for use in

the corporate data bank.
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4.2.4 Management Tools

4.2.4.1 Standards/Specifications

One of the most important management tools in imp lementing EMC is via

standards and specifications. Because of this importance , the adequacy of

standards and specifications are discussed in det3il in the succeeding sections.

4.2.4.2 Control Plans, Procedures, and Meth~~~~~~~~~

One of the major deficiencies in issues previously discussed is the lack

of an overall EMC requirement which requires that all systems shall achieve

electromagnetic compatibility. Although EMC control plans and procedures and

methodologies are outlined in MIL—E—6051 and MIL—STD—46l , such con t rol plans

are often circumvented by either the project office (for lack of money) or

the contractor (for similar reasons) simply because the proper management

ba se of power for El-IC is lacking. Application of pro per manageme n t proc edures

has been carried out with notable success on the Harpoon . On the other hand ,

wh ere such ove rall con trol has been absen t , lack of EMC management pr oves to

be the least cost—effective approach.

4.2.4.3 Maintenance and Training

A ~.avy training program for shipboard El-IC has been established within

the SEMtIP program. The objective of the training program is to expand upon

exist ing training via a selective integration of EMC into present Fleet train—

ing me thods. Implementation of the program is currently underway and a series

of SEMCIP relerence guides is being prepared to provide EMC awareness and

technir:i l informat ion for the operational Fleet. Formal briefings for ship-

yard and dockside El-IC related problems are conducted for Headquarters manage-

ment and operational Fleet personnel.

NAVAIR has produced several EMC films which are available for the purpose

of making management and operational personnel aware of EMC . These films

have been used to a limited extent by the staff ENO school.

At present , no formal EMC maintenance procedures exist for the various

levels of maintenance accomplished by Navy personnel. Without these pro-

cedur es the El-IC design features incorporated in the platform can gradually

degrade , thereby reducing its El-IC effectiveness.
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A need exists to d ev e l o p  a d d i t i o n a l  EMC t c a i n i n g  mat ~- r l a l  such as f i l m - -

and reference guides to be integrated into the current Navy training school

c u r r i c u l u m .  A deficiency exists in E~4C maintenance eiii ch ho n id be remedied

by develop ing EMC maintenance procedures and establishing a formal EMC : ain—

tenance requirement in the operational fleet. These El-IC procedures should be

integrated into the current maintenance requirements and procedures.

4.2.4.4 Fleet and Aircraft Reporting o EM(~
Problems and Corrections 

_ _ _ _ _ _ _

Lack of reporting of f l e e t  EM C problems has re -c i t e d  in t h e  lack ot

awareness of the  EMC problems at the management level. In the one instance

where such reporting was implemented , consider ’Hle defici encies y en  dis—

closed and provided the basis for promp t correction of the deficiencies , either

by retrofit or by ope ration procedures.

Only by instituting such reporting procedures on .-i fo rmal  ba sis can
adequate control of the El-IC problem at the fleet and wing level be maintained .

Further, such reporting procedures ore clearly needed in order to assess the

effectiveness of variolic El-IC control programs. Thus , the virtual lack of such

reporting represents a in jor inadequacy.

4.2.4.5 Summary Management Tools

Con t rol plans , procedures and methodologies , maintenance controls , and

fleet and aircraft reporting are judged inadequate simp ly because little

activity has taken p li .  a in these areas. Some emphasis has been placed on

training but its inp~ ct on El-IC is not known .

4. 2. 5 ç~~poratc Memory

4.2.5.1 ~~~~jm~~ ç Characteristics

Detailed equipment characteristics necessary to implement a logical

tailored spec i f ica tion are no t avai lable . Presen tly , the MIL—STD—461 type test

series involves only go or no—go limits. As a consequence , the degree in which

the equipment just passed or just failed the test is not known. On the other

hand , some detailed type tests in this regard have been made a part of MIL—

STD-449, but such te st results are quite limited for the intrasystem problem

area.
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4.2.5.2 ~zita Pred iction Base

W h i l e  ECAC m a i n t a i n s  some data on a v i o n i c s  components on a sys tem basis ,

a unified data base simply does not exist for the intrasystem problem area.

4.2.5.3 ~~~~~~~~~~ Environment Measurements for Publications

Presently , no summaries of envi ronment measurements or predictions are

maintained.

4.2.5.4 Handbooks

Over the last two decades a variety of handbooks have been published that

dealt with the El-IC problem at various levels and at various degrees. Most of

these handbooks , unfortunately, have emphasized ENC primarily from a hardware

design viewpoint. Clearly some augmentation is needed here which deals with

problems associated with tailoring EMC design specifications.

4.2.5.5 Documentation of Problems

No capability or activity is presently available in this area except

for the SF.M(~IP pre~ ram.

4.2.5.6 Summary of the State—of—the—Art
in c~~~~ rate Mern~~ y

Presently, th e state—of-- t lie—art in corporate memory is inadequate to

permit implementation of a tailored specification procedure .

4.2.6 Mit i~~~~~o~~~~ chni q~~~

4.2.6.1 Shicl.di~g

S h i e l ds  are used as a major  componen t to suppress the  pick—up or radia-

tion of unde ;i red  e lec t romagne t ic  signals. From the analysis  point  of view ,

rigorous procedures exist which can predict the performances such shields

provide a l though the obscure f e a t u r e s  cannot be modeled. Present ly ,  formulas

are available which  can predic t  the performance of idealized shields of copper

or stee l which are in the form of spheres and cy l inders .  More sophis t ica ted

approaches can also be included to  consider the rectangular shaped enclosures.

However, these idealized approaches generally break down in the practical

s i t u a t i o n  for  the f o l l o w i n g  three  reasons:
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• A p e r t i ~: c s  in the shield -

• l’ e n et  r a ti o n- - through the shi  id s

• Discontinuities in the shield strue~~~r~~.

The apertures typically exist in t h e  ,- -hield envelope in the fonii of windows ,

1 orth rles , and doors. Penetrations are required to al1 -~ - able entri& - - t h r o u g h

the envelope from the outer exposed areas to inner areas. Skiii dis continu ities

exist typ ically where a metallic door is u- .-d in conjun ::~ :- v ith a rcbherizc~
gasket. As a result ., a hi gh ohmic impedance e~~i .t S r e t  ~~ -er1 tin , door and the

remainder of the metallic e nv e l o p e . In ir tain c O s e ’  u c h  ~s aircra ft , non-

conducting composites ar e  somet imes  emp l o y e d  wh i -h nay t u r n  a i L r t i o n  ‘r t h

shielded enclosure f o r  a sensitive subsystem . Again , su ch noncc~ ducting

regions create a discontinui ‘i which causes the - ‘~~ r&-m t flowing on the outside

of the shield to readily penetrate into the Int erior. ~-imi 1arly , corrosion

can develop between panels attached by riveted joints or bolts. The-e again

have the same effect of introducing a path for curr~ c it f low b et- ~ccn the inside

and outside of the enclosure .

~.2.6.l.l System cr1 Subelemen t ~~~ic!

The shielding requirements for ccmt irtmen t s , bays , s u b - - r e i n s, cable

raceways , and small co rl- oiic n ts , can he cii  culated on an idealized ‘ asis. To

determine the general shieldin g requirements tor an idealized shield (i.e.,

the geometry, thickness , and mater ial for the walls), the shielding require—

meats are first developed. This Is usually based on the susceptibili ty of the

equipment within t~~s sh eld and the environment app earing on the outside of

the shield. Sim. ili: iv , in the case of shieldin g an EM source , the reverse

procedure is true .

Such shielding analysis quite often tur n- S out to be academic because i t

is often lmpract ia-a ] to cause tl~ - envelope 01 the syst em p l a t f o rm  t o  c o n f o r m

to an idealized shield. Minor modilication of the compartment location and

raceway positioning can considerabl y decrease the shielding requirements.

Such mitigation techniques can he implemen t ed by system architecture combined

with analytical procedures.

~~. 2.6. 1.2 A pertur e Cont ro l of Shields

Discussions regarding aperture control for shields have been widely

presented in the lit t ure. To swmnarize these , the use of fiiigerstock to
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control p t - ’l e t r a t  ions t h r o u g h  f r equen t l y u sed doors should be applied around

the peripher y at the doors such that it wipes on a highly conducting and

preter abl y non—corrosive surface. In the case of semi—permanent hatches , the

use of an RFI gasket material is recommended . In the case where air passages

are required but, no visibility is needed , spec ial aper tu re con t rol s are also

available. These include the traditional waveguide below cutoff techniq ues

and the RFI stielded vents.

2 . 6. 1. 3 Pene t ra t ,  ion Con L ro 1

The various penetrations through envelope shields which degrade its

shi eld i ng e f f e c ti veness incl ude cables , pip ing, air duc ts, and typ ically fo r

movable devices , control cables , hydraulic pistons , and rotating shafts.

In the case of t h e  non—moving penetrations , proper treatment for these

elements have been described elsewhere . The recommended approach is to c i r —

cumferer tially bond the exterior of the cable shield , me tall ic p ipe , or pene—

tr~iting duc t to the outer surface of the envelope shield at its point of

penetration . Furthermore , whenever practical , it is good design practice to

conf ine suc h pene t rations to a single point or local area of the envelope

shield where many such penetrations are required.

The treatment of penetrations by moving mechanical parts has not been

considered extensively in the literature. However , for small diameter moving

parts , such as a wire shaft which penetrates the shield , a non—conducting

element constructed of fiber gl ass or reinforced laminates , which pass t’hrough

a wave guide below cutoff shield configuration can be used effectively. In

the case of a very large shaft , some at tempts have been made to ground the

shaft to the wall of the shield by means of contacting brushe s, but this has

not always proven satisfactory. In cases where only intermitten t adjustment

or pos i t ion ing  of s h a f t s  are needed , special gaskets or clamps , along with

tig ht ening nuts , can be employed.

4.2.t~.l.4 Skin Discontinuit y Control

In theory, the elimination or t ff e live control of skin discontinuities

is relatively s t ra i g h t  I rward . In many tactical cases , however , si g n i f i c a n t

prob lems and/or const r i i i t s  can hi- encountered that prevent such s t ra ight-

fo rward  so lut ions .  For example , the rise of p last ic  sea lan ts  or bonds to
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prevent  ga lvan ic  ct ion between two di ssimi lar R I  ifs is i t t  d i b e t  (‘OTIfI j e t

wI i i i  a d e s i r e  to  maintain e l e ct r i c a l  c on t i n ur  t y  across  su ch ~ un c t i o n .

Recent studies hate been ( - i t  n e d  a r t  i n  the  use of exp I - s i - i -  b e a d i n g  t t~ ’ I r r r i q u c r ;

to  provide bo th  the cli miiio~ ion of gal -~-at r I C  c - r ’rros i on and hi preservation of

electrical cont Inu ity across the juncti on .

l ire huilaup of corrosi on product s be rveen metal p1- tie s s u c h  are rei d

together either by bolts or by rivets , presents a le~ . severe but similar

problem area. If the buildup of com as i o n  products are sit irected to be such

.i problem , the solution in the past has been to weld suc h joi n ts. This ho~s~~~r ,

is ~~~~~~ -ive and ~~r r t -t i m e s impractical.

4 . 2 .  b.  1 . 5  I c -  State—of—t he — A rt in Shield- -;

The state—of—t he—art is more than adequate to permit designing of

idealized shields. h h o w e v i r , other inadequacies associated with nonidealized

shield envelopes hampers t he -  design proced riri s.

The s t a t e — o f — t h e — a r t  r egard ing  a p e r t u r e  control appears to b~ quite

ade-q r a t e .

Th e state—of-the—art is more than adequate in terms of implementing

idealized types of penet ration coot rols. Sin-c i i i  pro h iems may exist , however ,

due to thu imposition of other requirements which is mechanical aovernent or

integration with existing hardware .

ihe ata te_ o f—t Ie-~ac t in treating shielding problems associated with

skin discontinuit ies ~s r t  cc regarded as largel y adequate for simple types at

enclosures. In more comp lex situations , which involve contact between dis-

similar metals or the rrr -;e ot fiber glass as part of the shielding or composites

-i s p or t of the shielding st ruct n i t - , the stat c— of—t h e— itt is judged inadequate.

4.2.6.2 nl*i~~a4 Fibers

The transm ission of low power signal type information via light pipes

or optical fibers is ~riining wid er acceptance. A number of demonstration

projects have de iriorr ;; irat ed the use of the re optical fibers for use in a i r c ra f t

or even standard of fl o comp lexes.  The p r i n c i p a l  advan tages  of t tes t- fibers

are t h e i r  t o t a l  i m m u n i t y  to radio f requency ~r~re rt c- rence p ick—up .
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Offsetting these advantages are a number of prob lem areas , namely the

need to supply frequency t ranslating equipment to convert the normal audio or

video signals to optical signals and vice versa . Further , some fairly exten-

sive sh ield ing may be requ ired f or the equ ipment terminating the fiber optical

system. Another disadvantage is the inability to tap into the cabling system ,

part icularlv after installation . There may also be mechanical vibrational

problems if the fiber optic system bundles are severely flexed or stressed.

The state—of—the—art to eliminate the problems associated with conven-

tional cables by mean s of optical fibers is emerging to a point where within

a few years this may be considered as standard practice.

4.2.6.3 Cables and Cabling Systems

Theme are essentially two t ypes of cabling systems which can b~ con-

sidered from a practical implementation viewpoint. These are balanced and

unbalanced systems . The balanced system has the advantage of being capable

of suppressing the common mode pick—up , and the twisted pairs employed in

such a system can also suppress the induced p ick—up over limited frequency

bands as well. Howevc- r, the balanced pair cabling system is difficult and

costly and therefore is not used unless rigid EMC controls are needed.

The more common cable configurations consist of shielded coaxial cables

or shielded multiconductor cables often with a common ground reference . These

have the advantage of low cost ease of integration . Various additional and

supplementary shields over these cables may also he employed. Disadvantages

of these latter approaches is a possibility of pick—up which arises from

current ‘low along Liii shield or from sortie other common impedance.

From an ideal point of view , cable shields should be zormed from a

solid cont inuous wall without ;ipi’rtures . This configuration is suitable

for both balanced and unbalanced types of cable system design . The dis-

advantage to the solid wall is , of course , its weig ht , cost and rigidity.

Satisfac tory solid wall cables also exist in several flexible forms such

as convoluted copper or hype mnon . ‘[he semiflcxlble shield should be used

only if the cost is justilfed by the most stringent EMC requirements.
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Some cost saving is  pos—u l ble likr g rourj n~- as mar y al - l i -: - ir~ out- or  —

I u l ly  d e s ign e d  and t e s t e u l  condu i t  sh i e l d , whe re  s - t n t ’  f l u x i r - i  i~t y  is rc 4 ui red

a l o n g  w i t h  occasional  bending. Spec - a l l y  consi  r u c t i  I Lexible  m r i l t i l a y e r t ” :

cab le  shie lds  are also possib le .  These emp loy a --/:1 1 iety al sin el c lr ; which

al t e rna te  the t rad i t iona l  b r a i d  along w i t h  the more un coave i~L i r n o l  loesv

dielectric separators with conducting wall straps and specially d es i : - rne t ways.

Some of these cables hiv e br-en built and tested and exh i sit at  leo -,t 60 to

80 dB less pick—up than tin - more conventional single- - m d  double hr id’d cable

types , such as the RG—213/U and the RG—214/U.

Ord inary single and double braided cables as u - x ’r t i p l i f i e d  by ~1 3 and 214 ,

respectivel y, do exhibit some intrinsic sh iclr i i;ug over the open pairs and can

be used where modest cable shielding requirements exi st

Connectors :ilso have been a source of p ick—up and t h e  most cited problem

is that of a poor electrical conductivity of t i e backshell (which often is

anodized). When the backshell is anodized , the cable shield is often carried

through the pins of the multi pin connector and such a ptoc ed rrre gives rise to

excessive pick—up . However , techniques are possible to obtain conducting

backshells with continuous metallic shields which surrounds the multicon~
du ctor cable and ther eby firmly connects it to the shielding structure .

The state—of—the—art regarding so l i d  wall shields eithe r ri gid or semi—

fl cxib le appears adequate t ur ho Navy ’s cabling needs. However , in the case

of flexible cables, espec  l i l l y  where very high per form an ce is required , off—

the—shelf cable desi gns arc not available. While some basic investi gations

have demonst ra ted  a f t— r s i b i l i t y  of h igh pe r fo rmance , m u l t i l a y e r e d  cable sh ie lds ,

these need to be further developed in terms o f  commercia l  production to suit

the Navy ’s needs .

4.2.6. -i i errnlnal I t e i t  flu li t

The most typ ical terminal protection treatment consists of filters

located in special entry boxes. In addition to filters , isolation transformers ,

baluns, and chokes are often considered in this same catego ry .

Filters are most widely used to provide protection that gives the CW

t ype rad io f requency pick—ups. However , while these fi l t e r - -- arc commonly

available as off—the—shelf items , fbi- do introduce some intrinsic problems .
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This pr ohu l irir comes about by the way in which the filters are tested , which

is in the ‘-I I L—STI)—2.iO type 50 ohm test fixture. As a consequence , the per—

formance of the filter can only be determined for design purposes for

sources and terminations at the 50 ohm level. In practice unfortunately ,

the source and termination impedance occur at other levels. This leads to

the possibility of fortuitous resonances and matches which can completely

on nearly eliminate the desired filtering characteristics.

To overcome difficulties with this problem , some improvement in the

p resent MIL—STD—220 test procedure would be highl y desirable. On the other

hand , some special designs of filters can be emp loyed which are almost

immune to the various types of terminating impedances. However , because

of their nature , t h e s e  have limited applications and are generally used to

counter the effects of hi gh level electromagnetic radiation from trans-

mitters which might prematurely fire certain pyrotechnical devices.

In summary, the basic filter ulesign technology appears to be more

than adequate to  incorporate a filter on a theoretical basis. However , in

practice , fil ters are generally purchased according to MIL—STD—220A test

data which only provides limited data on the actual performance under actual

conditions. As a consequence , the state—of—the—art in filter technology

is considered to be marginally adequate.

4. 2. 6. 5 ~ ran emen Decou~p lit~,g Te c hn i g ues

A commonly employed decoupling technique i nvolves placing the more

immune equipment in reg io ns wh ich are  r e l a t ive ly  unsh ie lded  and enclosing

the more sensitive system in well designed shields. Similar procedures

are often used in group conductors. in this case , cables attached to the

more sensitive equipments are grouped togethe r and carried within their

own separate conduit.

Orienting equipment with respect to ~aeh other , and relocating the

more sensitive aw ry f rom the more high power ed eq ui pments , i s also a standard

procedure .

Howeve r , in the cast- of comp lex ship designs and possibly aircraft as

well , grouping and ~u l i c i n g  of cables rind equi pments con often become a very

comp lex procedure. Hence , the design of cable archit ecture and shield and

a n t e n n a  p l a c e m e n t  by c o m p u t e r  L a d  p r o g r a m s  s l tou l .d  be ns~~ t m l

4 — 28  

-- - ~~ .“ -- -



In general , th~ st n t e — o f — t h e — - t r t  of a v a l l : i h l t -  decoup l ing  t e c h n  i~~1 u i e s  i s

such t h a t  f o r  the more s i m p le systems , the eq ui~ rnenlt arid cables  eon be optimally

grouped Without much effort. i)l i the other h and , in the - 0 5 0  of complex sys-

tems. no c o mp u t e r — a i d e d  approach is presently available to p ro v i 1u this assist-

ance.

-~~~. 2.6. b çr~~~ di _n~~ syste~ s

A var iety of  grounding techniques exists. One is called a single point

or crows toot ground s~ :--tem. This can be modifi ed m itt a rb  shr h uune system which

consists of a single bus with grounds from various subsystems attached ~o r m in c ,

a fishbone or “christmas tree” configuration . While these arrangements have

been highly touted is t lu e ideal grounding solut ions , ::uany pract~n c i l  constraint s

exist with real systems that limit their application. For example , either on

an aircraft or ship, it may be physically impossible to is -l ate the chassis

of a different electrical e luipment from the steel hull or aircraft shell.

Theref ore , other types of grounding arrangements have to be considered.

A commonly used ground scheme for large systems involves an equipotential

plane within each syste:- ground with minimum lead links to this equipotential

plane. Typically , such a system is called a multipoint g r o u n d i n g  system .

This system usually work s well where :

• The grounding p l;o - has a very low impedance

• The cables art orijed to the grounding plane

• Continuous - m i -  iding is emp loyed around the suosystem

• The sub sv -u ttm is bonded with minimum lead length to the
e q u i p o te nt i a l  plane .

A shortcoming in Liiis am proach is a possibility of serious ground loops occur-

r ing in spite of the fac t that the majority of cables can he routed near this

equipotenti rl ground plane. Further , even though h ighly conducting, such a

ground plane may exhibit a common impedance with interference sources in

highl y susceptible equi pments.

Some of these difficulties can be avoided by maintaining a regional

ground . In this case , each subsys tem main tains its own ground r e f er e n c e

potential. :~e - f u n r ; i t e  communicat ion link s and power are supplied by i s o l a t i o n

or utlanced t ” ~~e transforme r , thus eliminating the t i e - i ’ d  for common refi. ence
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ground for each  of the subsystems. In many instances , it is possible to use

fiber op tic data bus systems to eliminate the need for common grounds also.

In the case of the technology that requires prediction of the possible

e f f e c t s  and in te rac t ions  introduced by grounding systems , major def ic iencies

are i n d i c a t e d .  There are no comp uter programs , analy tical proced ures , or

even conceptual approaches that have been considered which can or would pre-

dict the effect of the various obscure coupling mechanisms which arise from

the grounding approaches.

In the case of the more conventional and traditional ground ing techniques ,
the state—of—the—art in grounding appears to be adequate . However , in light
of more  complex problem areas , which possibly involve analysis and the tailor-

ing of specifications , the state—of—the—art in grounding technology must be

considered non—existent.

—m ..l.7 Bond ing

Because of its importance , bond ing is considered as a separa te issue ,
although it might be considered as part of the shielding technology . Problems

wi th bonds ar ise in several areas such as:

• Grounding of cabinets to an equipoten tial ground plane

• The conducting of high level currents associated with a
lightning stroke

• Special sit uations where dissimilar metals occur

• Mechanical  movement is desired between two shielding
s t ruc tures  having a common wal l .

In the  case of the  f i r s t  three items , such problem areas are considered in

MIL-STD—l310 and MIL-B—5087.

The sta te—of—the—art in bonding areas is generally considered adequate

except under special condit ions or unique situations which are generally best

handled on a case—by—case basis.

4 . 2 . 8  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~

Fiber reinforced laminates or composites which do not include any metal

of any form are currently being used for structural support in modern aircraft

shells. In the case -if ship sys tems , pla stic reinforced fiber glass laminates

have been considered for major p o r t i o n s  of the  superstructure and could well
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be considered also for some of the interior c o m p a r t m e n t s  is wel.i . I electro-

magnetic shielding is required , then these nonconducting laminates must also

In c  lude continuous conductin g metal toil. Further , provisions must h~ made

ror ei tIn ~ r weldi ng or c o n t i n u n o u - d y attaching, in an acceptable way, segmen ts

o these composite shells to each other such that no skin discontinuity exi sts.

The e l e c t r o m a g n e t i c  aspects of concern fo r  EMC art-:

• Electrical propert ies

• Electrostatic (lightning and precipitation static) protection

• Bonding

• Grounding

• Antenna Performance.

Th e NAVAIR , the Air Force , and NASA ace imp lemen ting pr ograms to addr ess

the known and potential problems by developing technology requirements. A

composite materials committee has been established to ensure coordination and

technology between programs .

The present s t a t e — o f — t h e — a r t  in providing acceptable lightning and ENC

perf ormance f rom compo sit e shells is curren t l y under investigation at ASD—
WPAFB , NATC , McDonnell s uu ii ~’las, and NASA.

Composite m a t e r i a l s  have he-en considered for ship superstructures as

well as interior cor npar tmm-rurs . Personnel concerned with EMC performance of

ships are m o n i t o r i n g  t he - aircraft efforts in the composites area.

The state _ uu f_ th e_ ,irt regarding EMC shie lding f rom composite ma te r i a l s

is judged to be narg inil since this technology is In the process of being

eva lua ted  b y t l u ~ ‘~; t V v~ A ir Force, and NASA. A number of technology unknowns

exists for composite materials requiring inve stigation of EMC aspects of these

ma t e ri a is.

4 . 3  In t e r sys t em EMC

4.3.1 Introduction

For the purposes of the report , intersystem ENC is defined as the inter-

action of sources aboard one platform with the receptors aboard another plat-

form. In general , although there are exceptions , the interaction will consist

of antenna to antenna coupling under far field conditions.

4— 11
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-~~ . 3. 2 Ana lysi s

-~.3.2.l Environment and Coupling Prediction

The most straightforward definitIon of EMC is that a platform/system/

equipment can operate in its intended operational environment without suffering

unacceptable performance degradation. Any attemp t to insure such compatibility

obviously requires definition of the “intended operational environment. ”

The Navy is and has in the’ past , to varying degrees , considered t h e

environment during platform/system/equi pment procurements. MIL—E—bO5lD , for
example , requires that a platform be able- to function in the operational environ-

ment as specified by the procuring activity. MIL—HDBK—235 defines RF environ-

ments for various platforms/distances from the emitter , and the Special

Electromagnetic Interference (SEMI) program defines RF environments for various

operational locations/conditions. Similarly, atmospheric background noise

levels are considered to predict the impact of man made noise sources such as

powe r lines and automobil e ignition noise is being developed by the Navy.

All electromagnetic environments in which Navy electronics systems must

operate need to be considered . Information concerning noise , propagation

conditions , and other users is of int ,rest at any location throughout the

world.

In the e ase of stressed environments (deliberate jamming and other ECM

or ECCM techniques excluded) intcrplat form considerat ions ire of prime concern .

The environment caused by other members of a friendly taskforce plus the environ-

ment caused by non—Navy f r i endly  platforms operating in the same area must be

included. Also the environment generated by a hostile platform operating in

a manner such as to impact Navy and Marine Corps systems is of interest (ECM/

ECCM e x c l u d e d ) .

An extensive data base of Information on military communications and

electronic equipment , both fixed and mobile , plus many computcr automated

m a t h e m a t i c a l  models and analytical systems exist to predict EME environments

fo r a wide variety of conditions.

The prediction at t he ac t ive environmen t is pr imar i ly  based on the
emission ch a r e  t e ri s t i c s  of t he  sources ( g e n e r a t o r s  o f EN energy) and their

associated antennas (radiator). Characteri stics of sources and antennas can
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and have been measured following procedures set forth in MlL— ~~fD — 4 4 9 .  An a l ’it i—

cal techniqu es have been developed to allow pr edi- tion of performance when

measured data are lacking . Accuracy f r  in—band is adequate b r  determination

of the ENE environment . Out—ot—band characterlsti~ s on the other hand , are
not readily amenable to prediction and , therefore , ntasuri d data is frequentl y

relied upon . Measured data does not have a high degree of accuracy since

out—of—band characteristics fluctuate as a function of t uned f requency of the

equipment. Thus the prediction of the out—of—band environment is f;ubject to

greater error.

~~ . 3. 2.1. 1 ~ir~~~~f,j~nvi ronmen t and Coup,~~~n& Predi Ct ion

The EME environment prediction generally is made up of reuson-ibly

a c c u r a t e l y  known in—band radiations whose occupancy of the EME space is as

n-liable as the input data (i.e., x—y—z geographical coordinates , frequency

:rss1~ nmenr and power I radiation ] characteristics) and somewhat less accurately

known (perhaps statistical) out—of—band radiations which comprise the inter-

vals between the more accurately known in—band radiations. Fortunately, in

mos t cases , the intersysteur EMC problem will most likely involve in—band

interact ions. The exceptions occur when systems are closely spaced and side—

lobe r ad i a t i ons , s p u r iou s  rcsp cnse , non—linea r  i n t e r a c t i o n , a n t e n n a  to cable

coupling, etc., interactions can occur due to lack of isolation (;~ropagation

loss) between the systems. Such situations should be anticipated and problem

areas can he treated using intrasystem analysis and test procedures.

4.3.2.2 De~ radat ion Ana~yses

This phase c- interference analysis is an extension ot interferenc e

pred iction beyond the oitput of the other analysis systems . The other iti r lysis

systems usual l y provide as an o u t p u t , ra t ios  of power levels being processed

by the victim receiver(s). The degradation models provide the means by which

the  e f f e c t s  of these powe r levels are t rans la ted  i n t o  a degr .~d at i o n  eva lua t i on .

Output information is in the form at bit error probability for digital systems ,

articulation score and articulation index for voice systems and mean square

error for analog systems. Table 4.4 is included which summarizes the modu-

lation cases where a model has been developed . Also shown are cases where
development Is p l anned .
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A degradation handbook has been prepared at ECAC which covers the

analys is so far performed in this area .

Except for the most elementary systems, radars are best  t reated on a

case—by—case basis because of the wide variety of signal processing cir cui ts
employed by the  more sop histicated radars of recent vintage .

4. 3 . 2 . 3  Shield Penetration, Holes, Cables, Etc .

Since intersystem EMC interactions are usually via antenna—to—antenna

couplin~’, very little attention has been paid to non—antenna pick—up modes

for intersystem EMC. Most of the analytical tools used for intrasystem EMC

analysis are app licable to intersystem analysis in those relatively rare cases
where  non—antenna pick—up may be a problem . The reader is referred to the

i ntr a sys t em ENC analysis for a discussion of these analytical tools.

4.3.2.4 Systems Tradeoff, Sensitivity

Seve ral sys t em models , wh ich ef f ec tively p red ict In ter ference levels
and/or  p e r f o r m a n c e  degradation of a class of communications equipment (i.e.,

narrow band AM and FM), are available. An NELC report * evaluates four  models

(SF .MCA, 1PM , TRED and COSAM) , indicating their capabilities and limitations.

ECAC is currently engaged in providing a program to NOSC (formerly NELC)

wh ich is essen ti al ly an expansion of the COSkM program. Given adequate  inpu t

da ta , bas ed on measuremen ts or anal ysis , the progra m should provide adeq uate
accuracy.

System models include coupling (what has been termed transmitter/receiver

interactions ) methods for accomodating difierent types of modulation and some

procedures  for  in te rpre t ing  prc” i ic ted  i n t e r fer e n c e  levels or S/ I  or SINAD
ratios in terms of performance degradation .

The’ te rm “t r a n s f e r  func t ion ” is used to  describe a receiver ’s so—called

“process ing ga in . ” in gene ral terms , the output S/I ratio may be greater or

smaller than the input ratio. The factor that provides this difference between

input and output ratio - is called the process ing  gain . For example , ar FM

receiver which uses a la rge deviation w i l l  have more processing gain than

one tha t  uses a smaller deviat ion . The use of emp has is/ de—emphas is  also

*S. T. Li , “Survey of Existing ElectromagnetIc System lnteraction Algorithms ,”
NELC , August 1976.
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im~ roves processing gain. Relationshi ps exist for a large numbc-~ of modulation

combinations , - sac of which are contained in COSAN .

Several interference criteria are available to rate communications

system pertorman(- t - . S INAi) is the most direct measure since it can be readily

measured in the laboratory or the field. Procedures for converting S INAD

t o  AS , Al or BER measures are available .

In regard to radar (PPI) degradation , a st udy has been performed to

determine a practical safe threshold. A d d i t i o n a l  effort is required to

e stablish adequate confidence in this important area.

Capab ilities exist to model radar—to—radar (e.g., SEMCAM) and radar !

communications interactions , some of which have not been integrated into

system mode l s. COSAM considers the effects of radars on narrow band AM and

FM receivers , but does not consider communication—to—radar interactions. A

system model could be developed to handle these interactions with reasonable

accuracy, but additional effort is required for development and model validation .

Fortunately, in the radar area it will generally be found tha t the

analysis relative to the unstre ssed environment will provide most of the infor-

mation necessary for assessment of performance in the stressed (i.e., intership)

environment. Because of the l as Se S  involved in intership EM1 coupling most

of t~ie second order interactions of concern from an intraship standpoint become

insignificant from an intership standpoint. In t h i s  context , second order

int eractions are any that involve other than the fundamental passband of a

rec e iver. It will , therefore , generally be found tha t the only new inter-

act ions which must be addressed are those  involving in—band systems not pre-

viously analyzed as part of the unstressed environment. These cases will

normally involve frequency separation/distance separation tradeoff considera-

tions and will form a basis for develop ing frequenc y assignment doctrine for

the systems involved.

Given adequate coupling and transmitter/receive r interaction models ,

and appropriate criteria , the’ analyst is faced with the problem of assigning

f r equenc ie s  (g iven a sp ec i f i e d  f r e~ uc’ncy list) which will ensure adequate

performance.
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The pr oblem is quit e complex; optimum algotit .hms ma’~ ut- y e r be developet~,

p a r t i c u l a r l y  i IM inter a t ons ar- c o ns i d e r e d .  lie ~~e ’ve r - ona ,i - i € - ra l~le ~ 1 f o rt

i a -  been devoted  to t h e  su b j e c t  a u U  .- v - ra l i e a so n ; i l i l y  e f f e c t i v e  a l g o r i

(and suggested °i ~~ ic hes) have DecO devised. Addi t I mi art is desi, T - iu  e

I t  should  bt ’ n ot  e d  tha t p r e s e n t  ope r a t i o n a l  p rocedures  ore  not au t  . r c  ed ,

nor p a r t i c u l a r ly  Eop h i st l c a ted .  If s u t f i c i e n t  r esources  ( i . e . ,  f r e q u e n cy  l i s t , : ; )

a r e supp lied to the operational farces , current procedures ~re probably

; id t  -~u a t e .  However , as it ir ; nds  on the  i pect rum in c  reast- , a nor ’ sophi st i cat e d

approach  w i l l  he r e s l u i  red. ‘i ’liI~ will be p ;i r Lliuii i i r~ y t . riie if ther. is  a

requirement to change t requencies peri odically , for security reasons.

a model of this t ’. e , which doe’s not consider int rap la t f i a i n t e r a c t  i n s

in detail.)

4. 3.2.5 Cable ,\ r H o  t . - c L u l ’e

A itnoupj i not a priacl ry source of in t e r s v n t  em l - M C p r o b i s m s , t i e  c a b l e

ar r a n g e m e nt s  on va r ious  Naval  p l a t f o r m s  can act. as “i n a d v e r t e n t ” a n t e n n a s

(espec ia l ly  cables runn ing  on ex te rna l  sur f ii ’ es and exposed  to ambien t  f i e l d s ) .

These inadvertent antennas couple RF energy to associated recept°~ via

“back door ” paths and an cause interfer ence similar to that created by the

i n t r i - ~y s t em  i n t e ra c t ions.  Cable t r e a t m e n t  tu m i t i g a t e  in t r a s y s t em  LMC

pr oh l&’ m - ; wil l  g e ner a l l y  be of f~s ’ ti v e  fo r  i n t e r sy s te m  1~M~

4 . 3 . 2 . 6  A r c h i t e c t - -c_ ( S t r uc t u r a l  P l a c e m e n t )

System archi t~ Lure or -s-stem arrangement , as it is more commonly known ,

i s p r i m a r i l y  bas~~- l ‘ion o p e r a t i o n a l  r e q u i r e m e n t s .  M i s s i o n  c r i t i c a l  equip-

ments tend t i  gc-t priority placement while less critical systems are leit

wi th le ss desi r ible placeme nt . El foi-t is made to optin iii.e i- id iator /rt -c eptor

antenna placements within the above count r a i n t s .  In r c ’ c e - i i t  y e a r s  the  place—

a n t  of equipments and assoc iated antennas has been subject to review by EMC

personnel . Tradeoff studies to suboptimize antenna placement from an f-21t

s t a n d p o i n t  have been conducted .  In general , these studies have concentrated

on intrasystem compatibility concerns while the intersystem problems have been

the last to be considered if at all.

The few euidelines and procedure s available to perform the system

arrangement  function are ba re ly  a d e q u a t e  and are seat t et e d  t h r o u g h o u t  several
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documents such as handbooks , specification s, standards and even confined to

svstetn developers in—house documents. No sing le document exists which can

provide guidance.

Platform—unique data is available but varies in its adequacy in relation

to system arrangement. A concerted effort is needed to define useful platform—

unique data required for the system arrangement. Othe r design functions such

as a n t e n n a  loca t ions , equipment  locat ion , et c . , overr ide  the  EMC aspect as

far as the system arrangement function is concerned.

l M E  knowled ge is not adequate  to carry Out the system arrangement func-

tion for eithe r the stressed or nonstressed environments. MIL—HDBK—235

atte mpt s to detine the stressed environment but gtves worst case conditions ,

does not specify flight deck lorations , and does not provide test procedures.

No document exists which specifies the nonstressed environment except for the

requirement of MIL—D— 6O5lD which states the platform will be compatible .

During a ship communication system arrangemen t there are few documented

guidelines and procedures available which are used to perform the system

arrangement. In the majority of cases, historical precedence is utilized

(i.e., this is what we did on the preceding ship so let ’s do it on this ship),

much of this is engineer-to—engineer communication with little documentation .

Perhaps the best documentation to date is carried in NELC TD 356.

Each new ship almost always has somewha t of a new approach. There is

no oft icial doctrine which explains priorities but the top level performance

requirements are stated. In this case , subsystem priorities are often assumed

and total ship performance compromised accordingly. It is often very di ffi—

cult to ;isSeSS just how muc h total ship perfo rmance has been compromised .

There is a multitude of examples of how to arrange a ship set forth ~n

the design reports for each individual ship which the Navy has designed

during the last decades. These reports can be used to form guidelines and

arrangement specifications and standards for a total ship.

The antenna placements will affect the intersystem compatibility problem

by i n f l u e n c i ng the r ad i a t i ng  and receiving characteristics of the antennas.

Modeling technique s similar to those us’ d for i n t r ; i a v s t e n i  compatibility are

used to evaluate the EME of such antenna p lacements. Numerical techniques
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to simulate the ENE ore re la t Lvely L i m i t e d .  Preneitt NU~i t c  !nii ~ ore

operational for ver~- small structures where the conducting c~ er le ’n i ; i n the

system can be represented by 1 en- - th .c 300 segments. Efforts h o e  noisI er -

trated on making method of moment -cl ;niq ues more co~~L e f fe c tive . In parti-

cular the NEC code developed has bc-en augmenteci and altered to antenna ski p

appl ica t ions .  Near f i e l d s  of var ious types  of shi pt ;ord HF antennas hajc-

been d e f i n e d .  At p resen t , i t  is possible to ni~c c r i c o i iv  a 1 .1 n o t  of the

N a v y  HF antennas when they are located in a simple e n v i r o n m e n t .  P r e s t - i i r l y ,

wire gridding techn iques are used to simulate them and economic l i m i t a t i o n

is red hed when more than 300 sep l - . - n ~~s are req uired to repres :nt a Sy s te m .

To alleviate these econ eui c p r o b l e m s  new techni ques (i.e., finite eleirent

and finite difference ) have been invasti gated as a means of handling large

planar surfaces. Successful completion of t l i t ~ work will make it possible

to more cost effectively and quickly define the ENk assoc ia ted  ~‘i t h the

shipboard HF antennas.

Altho ugh the technology exists for MOM sh ipbs.r J applications , very

little user methodology or enc~ineering p r a c t i c e  has been developel. One

coul 3 say that numerical simulation is currently in design Before it becomes

operational , items in tIte planning stages will have to be completed and some

i tems not yet planned ais-’ completed. User me tho I l o gy  a n d  a p p l i c - i t  ion f a l l s

in the area of no t  ye t  pian o- I.

Method of Moments i s  applicable in the lower frequency range , i.e.,

HF and below . At UHF ~i t h o v e  other tools and t c c  u n  Lques are required .

;l o n l et r ic  rhe ’ory of I ) c t f r a c t i o n  (CTD) tools are currently in design.

To d a t e , e l  r s have c on c e n t r a t e d  on d e v e lop i n g  deome -tri c theory of

d i f f r a c t i o n  (CTt)~ t e c h n i q u e s  to s imu la t e  shi pboard communica t i on  ant i -n oon

in a comp lex c i :  ir o nm e i t i .  Cod e r; have  been developed w h i c h  p i  e l i  ct pt rfor—

mance of o~u~id1rectional UHF antennas in the presence  of c o m p l e x  s t r u c t u r e s .

t~t present , development  is underwa y to make it possible to predict the EME

in the region around moderately directive UHF communication antennas.

Present plans are to complete the ability to model typi cal UHF shipboard

an t e nn a s  in comp lex e n v i r o n m e n t s .  When t h i s is completed , the UHF t echniques

wil l  be i n t e g r a t e d  w i t h  t h e  lower I r equency nsttiod of momen t techniques and

a complete user li~~ ’ t  hodology di-c. lop &-d. IL is planned to develop a user
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methodology for this technology . At the present time , the technology useful
for omnidirectional U1-IF antennas in a relatively uncluttered environment is

available and used . The ability to predict the ENE space in areas around

directional UHF antennas located in a complex environment is still in its
iafancy.

Brass model simulation for ships has been designed and proven to be

useful to 30 MHz using 1/48 scale models. Presently, a system is being

designed to extend the operational range to 100 MHz. Currently it is felt

that 1/48 scale brass modeling will not work at UHF and above. Presently,

brass model techniques are used only to simulate topside EME and no plans

exist to use it to simulate below decks EME.

4.3.2.7 Frequency Managemen t; Allocations and Assignment

Freq uency or- spectrum management involves f requency  al locat ion and

frequency assignment. Frequency allocation is authorization to develop an

equipment within a specific frequency band . The actual and potential restric-

tions relative to power , bandwid th , opera tional f unc tion , geographic employ-

ment , and other factors , e.g., frequency stability on a national and inter-

national operating basis are highlighted . Frequency Management has been

desc ribed as the function whereby:

• Requirements for the use of the radio frequency spectrum are
presen ted , rev iewed and sa tisf ied , initially and on a continu-
ing basis; and

• Control of the use of the spectrum is exercised.

The Frequency Manager , in orde r to e f f e c tiv ely manage the radio f requency

spec t rum , must f i r s t  have . the “r equ i r emen t s  f o r  the use of the radio f r e q u e n c y

spectrum ” presented to him. From here , the rest of his functions fall into

place.

The military departments are currentl y required to submi t requests for

a f r equency  a l locat ion at three  periods dur ing  the equi pment .~i c qu i s i t i o n

cycle , i.e., experimental , developmental , and operational . The process is

p a r t i c u l a r l y  si g n i f i c a n t  fo r  military requirements since operational deploy-

ment may be world-wide .

Allocation and assi gnment involves nat ional  and in te rna t iona l  impli-

cations. Equipment may be read i ly  ~iccomodated in t h e  U . S .  bu t  d i ff i c u l t i e s
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r i \ occur in Set iiring a p p r o v a l  f o r  u S e  in , or n eil  , fo rejep u t ri endlv

count ries.

The fre luencv/npc ctrum alloc at it ; I)rOce-~ ;- is frequent I y n ot  La~ cfl

seriously by equipmen t develope rs or Is ~onipieti-l y unkn own to t h o r . P r o —

;oency bands are of I c l u  se lec ted which  e v e nt u a l t  y r e s u l t  i i i  TLM C in~ or  t ore- floe

when the  equ ipment  becomes o p e r a t i o n a l .  R and D e r s on n e l  f r o q t m n t l y become

q u i t e  indi gnan t when a d v i s e d  tha t  t t - e i r  p r e f e r r  d choice of I req uc cy range

wou ld be ui1~i c c I l t  c e in the national or internati oi11 - Ir&-; t .

The bi ggest J e t  Lc . enc at t h i s  t i m e  is in s a t i s t i ; i g  t r i o  i n it i a l

r e q u i r e m e n t of s u b m i t t e d  ( p r e s e n t i n g )  a DD Form 1494 ~A j~ I Li at ion f o r  ~re--

quency  A l  lo t at iou). Al t uuoui g h much has t e e n  said about  t u i s  r e q u i r e m e n t .

it has been mostly among freq -ien cr managers. A program of continuing educa-

tion to inform the Department of the Na-;v and i t s  c o n t r a c t o r- - of the  need

for timely submission of Di) Form 1494 ’s is set -n as the initial step to

correct this deficiency.

Competition for the use of tti ( r a d i o  f :-suen cv s p e c t r u m  is  inc reas ing

each d a y .  In o r d e r  to -u su r e  the re is spectrum space available for a new

s y s t e m , it must  be r e v i e w e d , an EMC ana ly s i s  conduc ted , an d  the  r e q u i r e d

coord ination with othe r DoD , government and non—government agencies performed.

Upon satisfactory completion of these steps , further development and/or

production of the system (or subsystem) in permitted.

The next pr o ~ i s  ubtaining a frequency assignment (the second part

of the  d e s c r i p t ion) . ;-.he n a system requires a frequency for operation , a

gove rnmen t request frequency n u n  be assigned. Those systems which have

no approval fa c e  th e  possibili tv of no freq ue ;u c ’- ass i u~u i m t n t

Frequency  assignment Is the process by which authorization for use of

a specific freque-ne -; or band for a specific application is granted.

In brief , the process to date has been tre ated in a r o u t i n e  m a n n e r .

Spectrum has been ~v;u i lablo with relat ively little- competition . U.S.

mlii to rr I or (es , in p a r t  iou Ia r , have generally been uk It- o sec~l rt almost

all  assignments  Us-v have requi  r e d .

The s i t i i ; i t  ion is now changing  d r a s t i c a l l y .  Both deve loped  and und o—

ve lopcd  c o u n t r i e s  have , I n  r ecen t  years , increased their SIn- ct run requirements
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by several ardors of magnitude and the end is not in sight. l-inding “clear

channel s” today is much more difficult than in the past.

From another standpoint , selection of compatible frequencies on a

platform is also a difficul t task. Some Naval vessels have a requirement

for as many as 20 UHF compatible frequencies for narrow band systems .

(There is also a large requirement for HF assignments , which are more diffi-

cult to se ure , due to their potential world—wide impact.) Analytic fre-

quency assignment models (or tools) are available , but there is some question

as to whether they are used.

Inc iden tally, t h e  “rusty bol t” problem represents a unique frequency

assignmen t p roblem , in  that the use of filters and couplers do not alleviate

the problem. if rusty bolt effects occur , the onl y solution (other than

“clean— up”) is to select frequencies which do not result in unwanted harmonics

or inte rmodulat ion  p roduc t s .

The frequency assignment procedure can be made more of a science and

less ot an art. The resource is limited. The subject is little understood

in the field and the consequences are realized after equipment is operational.

~4ore e f f o r t  is needed by all  p a r t i e s  concerned to take the f r e q u e n c y

allocation process 3e riously and to develop and use the existing frequency

assignment technology before and after equipment become s operational. The

importance of a system h a v i n g  an approved frequency allocation canno t be

overemphasized. T h i s  no t  only assures the sponsor protection , but may point

out d e f i c i e n cfe s  which  can be corrected prior to product ion , a vecv co st-

saving h -rie fit.

ECAC has the charter to look at every request for allocation and comment

on whether con tl icts exist with band allocation , MIL—St andards , f r e q u e n c i e s ,

and any othe r obvious confli cts. ‘kul)Ile and low frequency systems in parti-

cular need to he carefully reviewed because of potential international

t o n I  l i c t s .  I t  i ;  e s t ima ted  tha t  of r eques t s  s u b m i t t e d  to PCAC possibly

5—10% need detailed studies to resolve revealed conflicts.

4. 3. 1 Test Methodolo~ fes

6 .3 .3 .1  Environment  Measurements

E n v i r o n m e n t  measurements have been mostly limited to local measurements
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(platiorm unique ) pr m a n ly to s u p p o r t  i n t r  i s . n t e m  EMh noa l  - i s .  The 1 - v

measurements wI i  clu have be e- u made of xt eride d t - v  r uuur ~o -.uts l uj v - usia l i v  su

f o r  l a n d — b an -h f i x e d t r e q u e n cy  s i t e s .  M o b i l e  p l a t f o r m s  ar - I i  f i c u l t  to

characterize I r n  an intcrs’stem s EMC s t a n dp o i n t  be ’ a u n t  ot  their gt’e~ , raphic

mobility (variritioli n in propagation paths) and La some cases , their frequency

mobility (changes in frequency assignments as function f~ mi ssion , propa-

gation path anomalies , etc.). For th e s e  r i- sons any environmenta l ne-a~~u re-

ments  F or  i nt e r y u u t c n  i-~ ( would tend to be perishabl e and us rurol lv would

only be done for speci fic problems where suet. information in nece-,sar’ .

4.3.3.2 s f1-Se ries M [L—STD

The 4 ° l — ~~er ies of M I L—STD S is p r imar i l y  i n t e n h d  to a s su r e  a r eason-

able cliaiuce- of intrasystem compatibility. The test~- are usually conducted

at a number of fixed frequencies and test results reported on a go—no ~~
basis . Test data (p1o t~ of output or response as a function of test ftc—

quency at a given tuned frequency) are sometime s provided. Such raw data

can often be useful if the analysis approach to intersystem compatibilii~
employs the isolation matrix as described in Section 4.2.1. The use of

this approach can lead to over—e stim ated isolation requirements sinc e in

the l imi t each equipment considered (assuming it has rot the specification )

must be assumed to be- operating at the specification limits at all frequencies

of interest. This is set-tom the case and therefore , isolation requirements

would tend to he pessLr tstic . Analys i s  of the test data would reveal the

e x t e n t  of the ov-r-cstimat ion.

Enforcemc-u t of measured MLL—STD—461—Ser ies data as a ~Ieiiverable item

on government c o n t r a c t s  could .~erve a number of uset ul p u r p o se s  fo r  i n t e r —

system analysis. ihis data  could be used as follows :

• The raw da t - u -ould be analyzed much like M1 - h1 l )~ 449 data
and contribute to t i n -  data base of measured equipment
characteristi cs.

• The data could be used to develop more accurate stati st ics
01 out—of—band characteristics for families of equi pments.

• The above st atistical data would allow a more realistic
criteria for setttng cull levels when using cull models In
fnteru-uystems hM( analysis.

• The data would also be help ful in establishing more rea l i s t ic
specification l i m i t s  when updat ing Speciti cations and Standards.
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Deficiencies:

• There does not appear to be a formal procedure for ECAC
and othe r government agencies to obtain MIL—STD-46l—series
dat a.

• There i 5  i -sufficient information as to the adequacy of
the basic EMI requirements for new types of equipment such
as fiber optics , electro—optics , digital , etc.

• The latest OTP req uirements for radars must be incorporated
into MIL—STD—4€9 along with test procedures to determine
compliance with the requirements.

4 . 3 . 3 . 3  MIL—STD—449

MIL—STD—449 is the basic document which has been used to measure spec-

trum signature characteristics of C—E equipments. This data forms part of

the ECAC eq uipment characteristics data file. A considerable number of MIL—

STD— 449 measurements were made in the past; however , in recen t years , the
implementation of MIL—STD—449 has become very expensive . As a result ,

relatively few measurements are made for the full requirements of the Standard .

In addition, the Standard does not include procedures for newer equipments.

Because of these facts , there is only a minimal data base for up—to—date

equi p m e n t .

The above situation has indicated the need to consider alternatives.

One method , wh ich has been utilized by ECAC, is to be more selective in the

numbers and types of MIL—STD—449 measurements required on a patticular p iece

of equipment. Anothe r possibility would be to combine MIL—STD—469 with

MIL—STD—449 and create an alternative standard which would include the data

need s of both the intrasystems and iritersystem EMC communi t ies .

6. ~~. 3.4 MIL— E—6051

MIL—E—6051 is primarily intended for weapons systems and airborne

systems. The specification is ve ry general , essentially stating that the

system shall be compatible with itself and its environment. The primary

responsib ility for ENC is placed upon the contractor who must supply inter-

ference control and test plans. The contractor and/or government perform a

general accepunce test .

There ar~ no test procedures referenced in the specification . Pro-

cedures ire leit to the contractor to specif y. There is no definition in
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this document of the external environment th~ s~ sLem is - -x - :ted to be

compatible with. Prom an iflt&-[u’-’Si en ld1~ -t and poiiut , t i c  specil teation

is too general to be of much  v i i  i t .

‘i .  3 . 3 . 5  Mit i~~u t  ion ComponcnL

For the intersystem i n t e r t  e r ence  situations which are usually eneous t crc

the mitigation components are usually oome forr , of filter (- oup ler) vP ch

increases the loss in the interference coupling path. Thi:; can take t n e

form of couplers or filtc-ro which decrease the o ut  -“ 1 J ) .uid r ad i a t i on  of aa

e m i t t e r  or f i l t e r  to in c r e a s e  t b -  se l e c t i v i t y  of a r e n e p t o r .  In nost c ises ,

this  f o r m  of f i l t e r i n g  is needed to mc creas c  h armonic  and s p u r i o u s  o u t p u t

of an emitter and image and spurious responses of receiver:,. In most canes

where commercial compone nt s are av ailable , only nominal characteristics of

the device are usually available . Performance- characterist ics under non—

ideal (mismatched) and out—of-band conditions are usually not measured and

therefore not supplied . In most ease s , measurement techni q ues have not been

developed and spe cified to obtain such data .

4. 3.4 ~~~~~~~~ Tool s

4.3.4.1 ~p_eci ficati on s and Standards

In the area of specifications and standards as unaruug ~-meuut tools for

intersystem compatibility, these essentially do not exist with the possible

excep tion of ~1IL— E— 6U1l . ‘~ust of the  specifications and standards which do

exist are primarily oru~~nted towards the intrasystem EMP area. It should

be noted that u SOC suful intrasystem ~1C d-si gn usually mitigat e-s a large

segmen t of potential urrt ers ’,’stem probl ems since tb :- local environmen t is

freq uen tly more ove rt- than off—platform generated environments.

MI L— E—6051 o u t l i n e s the  overa l l  requi rements  f o r  systems e l ec t  ro-

m a g n e t i c  c o m pa t i b i l i t y ,  including control of the system e1ectronlagnetic

environmen t , li ghtning protection , static electricity, e t c. It is appli-

cable to complete systems and is applied to airborne systems .

Table 4.5 illustrates the various Specifications and Standards and

t h e i r  a p p l i c a b i l i t y .
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Deficienci es :

• There is no standard which defines the EMC requirements for
ships , submar ines , and shore installations.

• In the area of standards , which a re f r eq uen tly based on
exper ience or economic considera tions , it would be highly
desirable to document the rationale on which the standard
is based. in this way , req uests for  par tial or comple te
waivers could be handled in a more objective fashion ,
noting, for examp le , that the basis of the standard is
inapp licable to the situation being considered . (The
standard might be based on the assumption of very close
spac ing , whi le in fac t, the situation being considered
might involve wide separations.)

4. 3.4.2 Control Plans/Procedures/Methodolog ies

MIL—HDBK—237 , “Electromagnetic Compatibility/Interference Program

Requirements ’ provides criteria for establishing an EMC program . It pro-

vides EMC guidance for the project officer. The use of these guidelines

is in tended to increase the probab ility for all subsystems and equipments

within :i system to be compatible (intrasystem EMC) and for EMC to exist

between systems ( i n t e r s y s t e m  E M C ) .  The handboolt presents a synopsis of

actions applicable during the planning, design , developmen t , test and instal-

lation phases of military equipment , subsystems and systems. Figure 4.3

presents a su~~nary of life cycle EMC requirements.

Al though much of the content of the handbook are oriented towards

intrasystem aspects of EMC , the intersystem aspects are adequately covered.

One of the most critical aspects in this area involves the question of

ident ifying the intended operational environment. For a mobile platform ,

which is t yp i ca l  of the Navy , the operational environment geographically

may cover a major part of the whole world . Obviously, identification of

the EM environment over such large geographical areas is a di ffictlt , if

not impos~~ b1e, task . When EM advisory boards are formed per MIL—HDBK—237 ,

ECAC personnel frequently participate as advisors in the intersystem area.

M1L—HDBK—237 does not adequately reflect all of the factors which must be

considered to obtain a compatible and electromagnetically effective system.

4.3.4.3 Maintenance

At present no maintenance procedures exist specifically for intersystem

EMC. Such maintenance as exists is a by—product of maintenance [or intrasystem

EMC.
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4 .  3. -~ .4 l r ai n in ~

-~t present , no training procedures exist specifically for intersystem

E1IC. Some benefit accrues from training based 01) intrasysten EMC.

4. L4.5 Fleet and Aircraft Report of
EMC Problems and Corrections

T h er e  ar c  formal procedures within the Navy to report operational EMC

problems . From the standpoint of inters\stem EMC , it would appear that

identifying and reporting (and subsequent corrective action) such incidences

w o u ld be di lficu lt since :

• Fleet personnel may he unable to identif y an off—p latform
problem.

• For mobile platform s the intersystem ENC probl ems may be
transitory and therefore go unrecorded.

• The method of reporting (narrative content) may not immediately
reveal tha t an operational p r o b l e m  is an intersystem EMC
problem and it may be difficult , i i  not  impossible , to
r e s t r u c t u r e  the relative locations and operational conditions
of the systems involved to diagnose the problem.

In  many cases, the appropri -Ite agencies such as EMC lead labs,
ECAC or EMC personnel in the  SYSCOMS e i t h e r  do not receive
the reports or have a formal review procedure when they do
receive the reports .

The result of the above situation Is that fleet reports must , from a

management point of view , be scrutinized with care to de tec t  problems which

arise- frsm EM interactions between platforms and the statistical nature

(pr ob abi li ty of an i n t e r a c t i o n )  of such occurrences must be recognized.

Ont~ source of reports cited above is the ‘fr i—Service program called

Mlii (°oaconing, Intrusion , Jamming and interference) administered by the

Air  Force. Tn —Service  i n s t ruc t ions  r equ i r e  a ll  EM i n t e r f e r e n c e  experienced

by the operating Services be re-ported to the Air Force- E1 -ctroni c Warfare

Center. AFEWC evaluates t hese reports and produces summaries on a weekly,

i~~n th ly ,  and annual basis for distribution.
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4. 1.4.-I Training

At present , no training procedures exis t specifically ~or intersystem

EMC. Some benefit accrues from training based on intrasystem EMC .

4.3.4.5 Fleet and Aircraft Report of
EMC Problems and Cor rec t ions

There are formal procedures within the Navy to report operational I:M(

p r o l ) l - .IIS . From the standpoint of jut t -r s y st e m  ENC , it would s~ pe- .-1 r t hU t

identifying and reporting (and subsequent corrective action) such incidences

would be d i t t i c u l t  since:

• Fleet personnel may be unable to identif y an o f f — p l a t f o r m
problem.

• For mobile platforms the iatersystem EMC problems may he
transitory and therefore go unrecorded.

• The method r’f reporting (narrative content) may not immediately
reveal that an o~ e rat ion a l  problem is an in te r sys tem EMC
problem and it may be difficult , if not impossible, to
restructure the relative locations and operational conditions
oJ the systems involved to diagnose t h e  problem.

• In many cases , the  appropriate agencies such as E11C lead labs,
ECAC or J-~’lC personnel in the SYSCOMS either do not receive
the  r e p o r t s  or have a f o r m a l  r ev i e~- procedure  when t hey  do
receive the reports.

Ih c result  of the above situation is that fleet reports must , f r om a

management point of view , be scrutinized with 4.-are to detect problems which

a r i s e - f rom EM interactions between platforms and the statistical nature

( p r o b a b i li t y  of an i n t e r a c t i o n )  of such occurrences must be recognized.

One source of reports cited above is the- Tn — S e r v i c e  pro~y~i cal led

Mii i (Meaconing , Intr usion , Jamming and interference) administered by the

Air Force.  ‘f r i — S e r v i c e  i n s t r u c t i o n s  r e q u i r e  all EM i n t e r f e r e n c e  e x ç c c r i . - C 1

by the ope r a t in g  ~~e .- U V j C C S  he reported to the Air Force Cl ec tr u r W..~i t . i t ,

Cen te r .  AFEWC evslu,ites these reports and produces summar1e~- on - - -  -

monthly, and annual basis for distribution.
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4
4.3.5 Corporate Memory

4.3.5.1 Equipment Characteristics

The largest and possibly most up—to—date file on equipment character-

istics is located at ECAC. The Nominal Characteristics File (NCF) consists

of nominal characteristics extracted from appropriate technical documents

and is organized into a system section and a component section. The system

section is designed to identify the transmitter, receiver and antenna com-

ponents that make up a system. The component section contains detailed

characteristics. Measured data (such as MIL—STD—449 data) is generally

maintained in report form in the ECAC Technical Library. These files are

accessible to all DoD organizations.

Most of the measured data within the Navy resides in reports which

are kept in individual’s files or libraries of the agency. There is no

specified central location for this information. In any case, the Navy

per se, has no corporate memory for equipment characteristics, nominal or

measured.

The situation as stated above should be rectified by either establish-

ing within the Navy a corporate memory center or utilize the ECAC capability

by assuring that appropriate information is forwarded to ECAC. This action

would be particularly useful, if as stated previously, measured data from

MIL—461—Series tests would be a contract deliverable item and the Navy cor-

porate memory center and ECAC retained the data.

4.3.5.2 Data Prediction Base

For intersystems analysis, the generic types of models and programs

used to manipulate the equipment characteristics for EMC analysis are as

follows:

• Subsystem Models

• Propagation Models

• Environment Analysis Models (General Prediction Models)

• Cosite Analysis Systems

• Spectrum—Management Analysis Models

• Degradation Analysis Models

• Statistical and Numerical Analysis Programs

• Data Base Accessing Programs.
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A number of Naval agencies have cosite analysis models which could

be expanded for use in intersystem EMC analysis by appropriate modification

of the propagation model. In terms of corporate memory, these models, the

data base needed to exercise them, and the results that are obtained from

them are frequently problem or program unique. The information derived

usually has limited distribution , is often not fully documented , and the

corporate memory resides in the minds of a few individuals who did the work.

Effort should be devoted to making the results of these efforts more widely

distributed and included in some form of Navy corporate memory.

4.3.5.3 Summary of Environment Measurements
or Public~itions

Outside of the environment specified in MIL—STD—235, there do not

appear to exist any “canned” environments. It is understood that ECAC has

“packaged” some typical environments. Again, it must be stated that since

the Navy deals mostly in mobile platforms, the definition of specific inter—

system environment becomes very difficult. Some statistical characterization

of such environments becomes a practical necessity. Such statistical environ-

ments are usually tailored to the specific platform.

4.3.5.4 Handbooks

There are not many handbooks devoted primarily to intersystem ENC.

Most handbooks which have been published cover the subject of intrasystem

in considerable detail. ECAC has published some handbooks which are per-

tinent to the intersystem problem and 8ections of the other handbooks have

some application to this problem area also. The ECAC handbooks deal with

the following topics:

• Environmental Data • Future Systems

• Measured Data • Frequency Resource Records

• Organization Platform • J—12 System File
Allowance

• Antenna and Transmitters
• Spectrum Allocation and Use

• Satellite Systems
• Radiation Hazards

• Band Surveys
• Topographic Data 

• Radar Special Circuits
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4.3.5.5 Documentation

Navy agencies, in general, do not have dedicated EMC libraries or

sections of libraries. Therefore, the corporate memory for docun’entation

of problems is, at best, divided among a number of individuals or groups

of individuals within each agency. That is to say, the corporate memory

is parochial. Each individual or group of individuals has documentation

pertaining to his or their own areas of interest. There does not appear

to exist a Navy corporate memory for EMC problems, to say nothing about EM

problems in general.

In some cases, problems continually manifest themselves by repeated

occurrences. When this happens, the interacting systems are often exten—

sively studied and great amounts of data are generated on the particular

systems on the particular platforms. Oftentimes this data is documented

and the pertinent solutions gleaned. However , many times dissemination of

the data becomes a problem because of the large, diffuse number of organi-

zations who may have an interest in particular data.

In some cases, the ~4C corporate memory may reside primarily in Navy

contractor ’s facilities rather than at Navy agencies. This may be especially

true in the early stages of concept and design where such problems tend to

be treated as “design” problems rather than EMC problems.

Although numerous ~iD directives and Navy instructions such as DoD

Instruction 3200.6, “Reporting of Research, Development and Engineering

Program Information,” ASPR ’S, and SECNAVINST 5233.1 for Computer Program
Documentation require documentation of model development , measurement and

analysis results and other generally applicable outputs, many such efforts

are never documented. And when efforts are documented, far too often it

is inadequate for another organization to be able to utilize the results

or run the program in the case of computer models or codes.

Numerous examples can be cited of capabilities, e.g., analytical

models, or test and validation data which are inadequately documented or,

if documented , are not distributed to agencies who could make use of them.

Complex automated models require detailed descriptions, apart from program

listings, which supply information relative to the capabilities and limita-

tions of the model, user—oriented manuals, engineering formulations, and
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reference to validation tests (and confidence levels) when available. In

many situations, only program listings are supplied .

Frequent examples exist (particularly in the man—made noise area)

where data are supplied, but important parameters, such as instrument band-
width, are not supplied. In effect, data of this type are misleading and,

consequently, the user runs the risk of erroneous results in any use of the

data.

4.3.6 Mitigation Techniques
(Preventive Devices and Hardwarej

4.3.6.1 Decoupling

Discussions with ECAC personnel have indicated that in their experience,

which by now is quite extensive, the following priorities exist in inter—

system ~21C problems.

For Communications Systems:

1. Co—Channel Interference Most Likely

2. Adjacent Channel Interference Next Most Likely

3. Spurious Response or Intermodulation Unlikely

For Radar Systems:

1. In—Band Interference Most Likely

2. Image Response Interference Next Most Likely

3. Spurious Response Unlikely/Rare

In view of the above, the mitigation techniques most likely to be

employed (other than frequency reassignment schemes) involve some sort of

additional decoupling in the coupling path. This may take the form of

specialized multi—couplers, and/or filters to decrease radiated spectral

occupancy of transmitters and/or to sharpen the selectivity skirts of

receivers. An up— to—date file on nominal and measured data for filtering

devices is being kept and include an analytical m ’del of a dozen or so

couplers in the TRACE capability.

4.3.6.2 Blanking 3

Blanking techniques may be used; however, this technique is usually

restricted to single platforms. If the platforms are mobile the technique
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I
is inapplicable. ECAC maintains blanking capabilities as part of their

nominal characteristics file.

4.3.6.3 Signal Processing

A number of signal processing techniques have been developed for

specific projects. These techniques are usually developed and applied on

a case—by—case basis and are not generally available as off—the—shelf hard-

ware. As systems get more complex and automated , such signal processing

techniques become part of the software, usually as subroutines which are

called upon when needed. This is a fruitful area for coordination with the

ECCM discipline since there is a commonality of threat, even though one is

intentional and the other is not.

4.3.6.4 Side—Lobe Reduction

In systems where directional antennas are used (i.e., radars, etc.)

the probability of main beam to main beam interaction is very improbable.

Thus, most interference situations tend to be side—lobe to side—lobe . This

problem is quite common and is an important aspect of intrasystem EMC. A

considerable amount of effort has gone into reducing the side and back lobes

of antennas and these techniques are well documented .

4.3.6.5 Nonlinear Mitigation Methods

Although filters are generally the best approach to decoupling, other

methods sometimes are useful. As examples:

• Low gain RF stages compensated by high gain IF stages
increase the figure—of—merit of receivers.

• Higher levels of local oscillator power increase the figure—
of—merit of receivers, but create an attendant L.O.
radiation problem.

4.3.6.6 Composite Materials

Although mostly a potential intrasystem problem , the use of composites

with the attendant decrease in shielding capability may create additional

intersystein problems. Mitigation techniques developed to solve intrasystem

problems would also tend to mitigate the intersystem effects.
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4.4 Summary

The state—of—technology in EMC is highly variable. Analytical capa-

bilities range from high confidence for predicting in—band antenna—to—antenna

coupling over unobstructed paths to low confidence in predictions for

antenna—to-cable or cable—to—cable coupling over obstructed paths in com-

plex environments. Complex structures are difficult to model with any degree

of accuracy. R and D activities are continuing to improve the Navy’s capa-

bility to perform analytical predictions more accurately.

A reasonably complete capability exists in the measurements area.

Equipment and procedures for measuring most parameters of interest are avail-

able. Cost of performing the measurements remain high, however, some economies

can be achieved by combining and simplifying MIL—STD measurements and also be

automating the measurement process. Test methods for some of the newer

technologies such as microprocessors and fiber optic systems remain to be

developed.

Management tools for EMC control are available but not too well developed.

Present methods of quoting EMC standards and specifications in procurement

documents are inadequate because these documents are outdated and not suitable

for newer technologies. A new methodology employing tailored specifications

has been recommended for development. A need for a Navy corporate memory

has been discussed to provide for better documentation , reporting, storage,

and retrieval of EMC related data and information to aid management of EMC.

Mitigation techniques, in general, are adequate. Technology exists to

develop special ENC fixes and off—the—shelf components are frequently adequate

for use. In the latter area, there exists a need for out—of—band performance

characterization of components. In some cases, such as filters, a procedure

to determine component parameters which would allow prediction of performance

in a non—ideal (i.e., mismatched) application would be desirable.

It is deemed that the status of technology is adequate to deal with most

ENC problems occurring in the in—service equipnent. The ability to analyti-

cally predict anticipated ENC performance for future systems and platforms is

a function of the availability of appropriate data and analytical models.

Measured data is usually needed to achieve a higher confidence level in pre—

dicted results, but useful information can be obtained for tradeoff decisions

in conceptual phases based on engineering estimates and statistical data.
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5.0 ADEQUACY OF STANDARDS AND SPECIFICATIONS IN ENC

Almost by implication a standard is designed to control variety . It

may concern materials, items, features, engineering practices , processes,
codes, symbols, type designations, definitions, test methods, inspection
procedures, packaging approaches, and preservation methods, definition and
classification of defects, and standard marking of materials, items, parts

and components. The distinction must be made between standards and specifi-

cations. A 8pecification is intended primarily for use in procurement.

It defines clearly and accurately the essential technical requirements

usually expressed in terms of performance and provides the instrument for

solicitation of competitive bids f rom the largest possible segment of
industry. A specification quite frequently embodies the use of standards.

Such standards can be the common base for interchangeability, compatibility,

reliability and maintainability. The developer of a specification can

utilize standards and establish a common base of uniform descriptions and

control the variety which is not necessarily needed.

Military ENC specifications and standards have as their objective

minimizing the effects of electromagnetic emission and susceptibility ,

which can be encountered through the use of electromechanical, electrical,
and electronic equipments, subsystems, and systems. Along with various

departments within the Department of Defense, the Federal Communications

Commission and the Office of Telecommunications has also been active in

controlling interference, in many cases by the implementation of standards.

The impetus for standardization arises to avoid costly handcrafted

engineering modifications needed to solve EN interaction problems. Unf or—

tunately, either through ignorance, or lack of f unds, many of the existing
standards have not been effectively implemented and this has resulted in

unsatisfactory and unreliable operation which can only be remedied by costly

f ixes in the field .

On the other hand, where such existing standards have been carefully
imp lemented , the full benefits of cost tradeoffs are not often realized
because of the inflexibility intrinsic within the existing standards . For

example , in many cases , the teat environments e&odied in MIL—STD—461 are

not sufficiently high to cope with many expected environments already found
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in the field . Conversely, many of the test limits have been regarded as

far  too stringent, and as a r~ sult , significantly increased the cost of the

equipments.

The solution to the foregoing problems is a uniform implementation of

the “tailo:ed” standard. Presumably, such a standard is so constituted that

many of the basic features are, in essence, true standards while at the same

time allowing flexibility in a selection of test limits and possibly other

requirements. Thus a successful “tailored” standard becomes a compromise

between a highly rigid and inflexible standard as opposed to the undisci-

plined high cost engineering inherent in the handcrafted EM compatibility

programs.

As discussed earlier, the goals of such a tailored standard should be

to avoid maintaining large groups of individuals whose “engineering judgment”

is the principal basis for the tailoring of existing standards. The best

alternative seems to be the development of a specification or a standard

tailoring process which relies on the intrinsic automation capabilities

inherent in computer—aided analysis. Specifically involved in the tailoring

process are four principal steps as follows:

• Source and/or environments

• Coupling path loss

• Vulnerable parts and susceptibility levels

• Prediction capability commensurate with need.

To implement the above, most of the elements within the state—of—the—

art will have to be drawn upon. The principal areas within these elements

include the following:

• Effectiveness of mitigation hardware/techniques

• Equipment placement/orientation routing options

• Standard test procedures and limits

• Corporate memory of equipment characteristics

• Operational and maintenance problems and controls.

Figure 5.1 illustrates a possible methodology to evolve “tailored”

standards and “allocated” requirements. This diagram essentially outlines

the thought process generally involved in “engineering judgment” selection,
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or tailoring of possible limits associated with MIL—STD—46l. In this single

individual mental computing process, all the factors which may effect the

tailoring process are intuitively and possibly blindly considered . Detailed

knowledge of mitigation techniques is an obvious requirement to form a logical

basis for engineering judgment. For example , several solutions to a problem

area may be possible, but if in the repertoire of experiences the engineer

is only aware of one solution , the most cost—effective system configuration

may not be realized. Further , the cost involved in the various test methods

are also a factor , and therefore must be factored into the tailoring tradeoff

studies. The final output of the thought process is, of course, a tailored

equipment and subsystem standard , but also implicit with this, either

obvious or deeply imbedded , Is a certain allocation performance requirement

among the various forms of mitigation hardware, such as volume shields,

cable shields, and filters.

While the ultimate goal might be some computer—aided thought process

such as illustrated in Figure 5.1, care should be given not to exclude the

more simple processes which might be more applicable in the concept develop-

ment phase and possibly the concept validation portions of the equipment

development cycle. For example, some of the culling processes first des-

cribed in some of the earlier tn —service EMC conferences could be employed

with a number of improved aids. Such aids might include a simplified sum-

mary of equipment characteristics, magnetic cards for desk—top computers,

as well as simplified presentation methods for management use.

From the viewpoint of developing the tailored standard approach, the

existing standards are summarized in Table 5.1 a.~ affecting the various

types of state—of—the—art areas previously consiuered . It is seen that n~
one standard encompasses the entire range of tools. 

-

In addition to the “tailored” standard issue, standards-can also pro-

vide a great deal of assistance with other issues. Some of the more important

issues which are amenable to resolution , at least in part via standards,

are presented In Table 5.2.

From an examination of Table 5.2 and Figure 5.1, it is seen that

standard developments, either with the objective of tailoring the standard

or to resolve some of the othe r issues, must be developed in harmony.
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TCOL. CORPORATE MITIGATION
STANOAR ANALYSIS TEST MANAGEMENT MEMORY TECHNIQUES

MIL-STD-22O X

MIL -HDBK-235 X
Inter Only 

_______ _____________ __________ __________

MIL -HOBK -237 X

MIL -STD-285 X

MIL -STD-4490 Int.r
X

OnIy X X

MIL-STD-461 X X

MIL-STD-462 X X X

MIL -STD-463 X X

MIL-STD- 469 Intsr Onl y X X X

MIL -STD-1310 x

MIL-B-508 7 X

MIL .E-6051-D X X X 
_ _ _ _ _ _ _  -

MIL.-F-15T33 X

Toble 5.1. SUMMARY OF PRINCiPAL STANDARD AND S.O.A AREAS

5-5

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



TABLE 5.2

ISSUES AMEN ABLE TO RESOLUTIONS VIA STANDARDS
AND PRESENT STATUS

• EMC IN CONCEPT PHAS E

* EMC overall requi rements  via O . R . ’s is cur ren t ly  not required

either in standards or otherwise.

-÷ EI.~C management aspects  are par t ia l ly considered in MI L—STD—46l

and MIL—E—6O51.

• EMC DURING DEPLOYMENT

* Repor t ing  of f l ee t  and wing ENC problems could be handled

routinely  by existing methods using standard reporting fo rmats .

-* No forma L~ p resen t ly  exist .

• EME DEF INIT i ON

* Frequency management in concept design could be imp lemented

via s t anda rds .

-
~ Par t i a l  consideration of this is handled on a pro jec t—b y—

pro jec t  basis via MIL—STD —469 fo r  radars.

• CORPORAT E MEMORY

* Documentation of ana ly t i ca l  and test  results  could be facili-

ta ted  by standard reporting format and standard test procedures.

-‘ No forma t exists fo r  in t rasystems except where imp lemented via

MIL-STD—449 and MIL-STD—46l.

• INT EGRATION AND INSTALLATION PRACT I CES

* I n s t a l l a t i o n  guidance can be provided by f ab r i ca t ion  and desi gn

s tandards .

-* Only l imi ted  guidance is available via MIL—B—5 0 87 and MIL—STD — l3lO .
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TABLE 5.2 (Cont.)

• SPECS AND STANDARDS

* Costly overdesigna incurred by inflexible standards can be

avoided by standards designed to be “tailored .”

-
~~ No standards are presently available which are amenable to

“tailoring.”

• EMC VALIDATION

* Key aspects cf any validation procedure can be implemented

and controlled via standards.

-
~~ No standards are presently available for this purpose.

- - - - _____



For example , the standa rd needed to implement a corporate memory also has a

bearing on how the tailoting of standards are accomplished. Thus, a unified

standard approach is clearly required . This is opposed as to the present

method of standard development which has been divided among the various
services , and among various organizations within each service, to the point
where standard development has indeed become a very complex and sometimes

lengthy process. Indeed , the complexity and number of existing standards

has grown to a point where it has been proposed that the coverage embodied
in each standa rd , along wi th  over lappin g areas , be fed into a computer system
for easy retrieval of the applicable standards and for ready identification

of the va rious interrelationships between the identified standards.

In fact , the whole standards evolvement process should be carefully

scrutinized , such tha t  the standards evolvement is oriented toward solving
the entire system problem in a unified and wholistic manner. This isn ’t to

say that  the p resent standards have not met their objectives with regard to

EMI mitigation equi pmen t which were or iginally set fo rth.

In summary ,  existing standards are quite inadequate to serve as a base

f or developing “ tailored ” specifications and allocation requirements for

mit igat ion hardware.  However , many of the procedures , test methods , and

def in i t ions can be used as building blocks to develop a more comprehensive

standard .

The p resent status of the existing standards are discussed in detail

in the following sections . These are essentially broken into two major

groups: mit iga t ion  hardware standards; and test , management and analysis

standards. Typical criticisms of all areas of standards fa l l  into two general

categories. Firs t  of all , the speci f icat ions are wr i t t en  in a general way so

that tailoring is usually called for. Further , there is n.~ standard approach

or philosophy which will permit tailoring or modification of the specifi-

cations or limits in a logical way . Secondly, specifications and standards

are sadly out of date and need revision. There are long lag times associated

with revision a-id the specifications are quite frequently lagging behind new

technology. These lags occur in dealing with new mitigation—type hardware,

such as fiber optics , or new developments in aircraft such as the use of

composite ~ateria1s. The mitigation hardware standards will be considered

first.
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5.1 Filters

Present test methods for this important mitigation element are defined

in MIL—STD—220. MIL—F—15733 also embodies the MIL—STD--220 test procedure .

Unfortunately, the response test procedures specified in MIL—STD—220A for

determining fil ter performance are not adequate. Filter performance is
based on 50 ohm input and output impedances whereas the real world impedances

are not standard 50 ohm . Two technical papers that could solve the problem

of determining filter performance have been presented at the 1975 IEEE

Electromagnetic Compatibility Symposium. These papers are as follows:

1) “Determination of Filter Performance for any Arbitrary Source
or Load Impedance Based on Experimental Measurements,” by
J. E. Bridges of IITRI.

2) “Assuredly Effective Filters ,” by Heinz M. Schlicke , Fellow ,
IEEE, Interference Control, Milwaukee, Wisconsin.

In suamary, if tailored specifications and mitigation hardware allo-

cations are to be implemented, better knowledge of the performance of filters

in the actual equipments will be needed. While highly detailed knowledge

probably is not necessary for most of the applications, some method of

accurately predicting the performance to perhaps within a factor of plus

or minus 20 dB most assuredly is needed . The present error or potential

errors, associated with MIL—STD—220A test procedures, embody areas as large

as plus or minus 80 dE. Some of these difficulties are avoided by recently

issued test procedures delineated in DNA 3286H, DNA “EI4P Preferred Test Pro-

cedures.” These procedures can be possibly readily modified for use in the

EMC area.

5.2 Shielded Enclosures

The present military standard for the measurement of shielding effective-

ness for room size and smaller enclosures is MIL—STD—285. The test methods

employed are somewhat out of date since this document was issued in June 1956.

To improve this situation, some 18 years ago a study was initiated to improve

upon this standard. The result of this effort is embodied in IEEE 299.

IEEE 299 overcomes many of the deficiencies existing in MIL—STD—285.

Such deficiencies include methods to overcome standing waves within the

room, better methods to account for seams and apertures and other skin defects.
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In fact , MIL—STD—285 does not contain a procedure for the microwave measure-

ment of the shielding effectiveness of rooms, whereas IEEE 299 does.

Both IEEE 299 and MIL—STD--285 are primarily oriented to the measure-

ment of shielding effectiveness of room size enclosures or smaller. Hence,

some test procedures need to be evolved to consider the effect of the free

field environment on fairly large structures such as aircraft or ships.

In summary, MIL—STD—285 appears to be completely outdated and can be

superseded by a much improved standard such as IEEE 299. Further improve-

ments in IEEE 299 are possible with principal emphasis on devising test

methods suitable for evaluating performance of large platforms.

5.3 Shipboard Bonding and Grounding Techniques

MIL—STD—13l0 sets forth methods for shipboard bonding, grounding and

the utilization of nonmetallic materials for the purpose of electromagnetic

interference reduction and the protection of personnel from electrical shock.

In addition, some aspects of this standard are useful for reducing “inter—

modulation” hull noise or the rusty bolt effect. En addition, methods for

the installation of shipboard ground systems are also provided.

This is a fairly recently issued standard and as a result, comments

to date have been rather limited. The only possible addition would be the

incorporation of EMP type procedures which involve the grounding of cable

shield envelopes as they penetrate the hull.

5.4 Lightning Effects Bonding Standard

MIL—B—5087B covers the characteristics, application , and testing of

electrical bonding for aerospace systems, as well as bonding for the instal-

lation inter—connection of electrical and electronic equipment therein,

and especially for lightning protection. One deficiency of this test pro-

cedure is that standard lightning test wave forms and techniques are not

available for testing of equipment/systems to determine their compliance

with MII -B--5087. Presently, the detailed bonding test procedures provided

by MIL—B—5087 depend on the measurement of dc resistances. In many cases,

the ac impedance of the bond can be sufficiently high that under transient

lightning conditions, severe problems could be introduced.
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5.5 Cables

For either inter— or intra—system interference problems, cables

undoubtedly provide the most promiscuous source of pick—up through the

system. Yet, within the EMC community there has been no standard test

procedures which can evaluate, on an empirical basis, the pick—up character-

istics of many of the cables employed. There has been some activity within

the Society of Automotive Engineers, A—4 Group, to provide standardized ways

of measuring the pick—up associated with cables. These have proved interest-

ing and useful but have been criticized because of the difficulty of extend-

ing the test results to situations not comparable to those employed during

the test.

Considerable emphasis has been placed in a related area by the Defense

Nuclear Agency to develop preferred test procedures for a variety of cable

types. These have been published for the more simple cable types in DNA

3286H. Procedures attempt to develop intrinsic penetration/emanation param-

eters. From a knowledge of these parameters and the remainder of the cable

configuration, it becomes possible to predict the pick—up or emanation of

the cables where specific field excitation or cable currents are known.

Since the performance of cable shields has such a vital influence on

the pick—up of any system, it is almost mandatory that more definitive

information regarding the cable shielding characteristics be included in

any EMC specification tailoring process. As such, the procedures outlined

in DNA 3286H entitled, “DNA EMP Preferred Test Procedures,” can possibly be

modified for DIC purposes.

5.6 EM Shielding Hardwa re

EM shielding hardware includes among others, electromagnetic gaskets

and EM vent shields. The present specifications do not consider any test

procedures for these important elements of the mitigation hardware. A

rough , but not necessarily detailed knowledge of the performance features

of such materials as gaskets or vent shield8 is needed in order to provide

a rational basis for the tailoring of specifications. Of great importance

is the degradation of the EM gaskets as a function of time under stress

and corrosion conditions.
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At least two attempts have been or are under way to evolve better test

procedures for EM gaskets. One test procedure which has been published is

DNA 3286H. It is also understood that similar developments are also under-

way within the SAE A—4 committees. One activity of the IEEE standard group

is the development of improved gasket test procedures. This will quite

likely parallel the test procedures set forth in DNA 3286H.

No test procedures are available in military standards regarding the

performance of EM shielding vents. The most closely related test procedure

appears in the DNA E2IP Preferred Test Procedures of DNA 3286H. This pro-

cedure could readily be modified to the EMC situation. Comparable activities

within the SAE or IEEE apparently are not taking place.

In summary, no military specifications exist which are relevant to

shielding hardware. Specifications are needed in order to provide a rational

basis for tailored standard and allocated mitigation requirements. However,

standards developed elsewhere in this area can undoubtedly be modified for

this purpose. One major lack in all existing standards, either for gaskets

or for vents, is a lack of procedures which would develop data relevant

to corrosion and other aging factors.

5.7 Conduit and Coupling

Similar to cable shields, conduit and coupling methods also provide a

major role in determining the interference pick—up experienced by cables

within these elements. At present, there is no military standard yet issued

to cover the performance measurement of these critical elements.

However, such test procedures from an EMP viewpoint are spelled out

in the DNA Preferred Test Procedures, DNA 3286H. These can be adopted

with minimum effort to the ENC situation.

5.8 Optical Fibers

Optical fibers are being recommended in an increasingly large number

of situations as a solution for many of the cable related EMC problems.

Two problems exist with optical fibers. First of all, their mechanical
stability under adverse environmental conditions; and secondly, the ENC

aspects associated with terminating equipments.
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Presently, no specifications exist regarding the performance of

optical fiber data links. However, sometime in the near future the develop-

ment of such a standard which covers both the mechanical performance of the

fibers and the EMC performance of the terminal elements will be needed.

5.9 Arrangement/Decoupling

Arranging equipment in certain preferred locations greatly reduces

the other aspects of the EMC problem, such as shielding requirements or

frequency allocations. This is done, by placing high powered sources in one

location which is quite some distance away from the more susceptible equip-

ments. Similarly, higher powered cables are routed in different trays than

the more critical low level signal carrying cables. However , on complex

platforms such as ships and possibly aircraft, such an arrangement becomes

so complex that it cannot be done on a quasi—intuitive basis, as can be done

for the more simple systems.

In this case, some sort of standard procedure , possibly aided by

computers could be utilized for this purpose and should be developed .

5.10 Grounding

A wide variety of grounding techniques are often employed. However,

it is usually best to harmonize the grounding approach for a given system.

This harmonizing of the grounding approach involves selection of the types

of cables, such as if they are balanced or unbalanced. It also concerns

how the cabinets are bonded to the common reference point.

Various arguments have been set forth to enumerate the advantages and

disadvantages for various grounding systems. Such systems include single

point, crows foot , herring bone, equipotential, and isolated. Regardless

of the advantages or disadvantages of each system, a clear—cut unified -

approach is required, if major EMC problems are to be avoided. Further,

such grounding plans should be harmonized with existing standards such as

MIL—STD-l3lO and MIL—B—5087.

In summary , it appears that some form of standard which insures har—

monizing the grounding system with other aspects of the systems emission

requirements is needed and eventually should be evolved.
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5.11 Composites

Standards are also needed to evaluate the performance of composites

under adverse electromagnetic conditions. This includes both EMC , EMP ,
P—static , and lightning situations.

Efforts should be made to initiate the involvement of such a standard ,

preferably one which unifies ENC, EMP, P—static, and lightning protection.

5.1.2 Test and Measurements Standards

MIL—STD—46lA covers the requirements and test limits for the measure-

ments and the determination of the electromagnetic interference character-

istics of electronic, electrical and electromechanical equipment. These

requirements are to be employed for general or multi—service procurements

and single service procurements as specified in the individual equipment

specification or contract. In the case of MIL—STD—462, this standard estab-

lishes the measurement procedures used to test equipment to the limits noted

in MIL—STD—46l. MIL—STD—463 provides a definition and system units appli-

cable to the test procedure limits set forth in 461 and 462.

This series of standards has evolved over the years and has proved

eminently useful in combating, on a general basis, some of the more severe

situations associated with radio frequency interference. Most of the test

limits and procedures have evolved simply on the basis of good engineering

judgments. However, in many cases, these have been supported by analysis

and by direct experiences with working systems.

Nevertheless, as the years have gone by, this system has not been

updated as rapidly as necessary. This has come about partially because of

lack of interest on the part of companies in the aerospace field to provide

the time necessary for their engineers to participate in the necessary

standards development conducted under the auspices of the SAE. As a result,

the document has aged to a point where some of the test procedures have

become highly questionable and the limits which are set forth have either

resulted in costly over or under designs. Some o the specific comments

regarding these procedures are outlined as follows:

First, the MIL—STD—461 test procedure series is inadequate for the

development of a data base. The test procedures are employed on the basis
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of a go or no—go test. However , these could be readily modified to provide

some crude but important data of the specific levels of susceptibility or

emissions. Further , where equipment has been subjected to the MIL—STD—461

tests , test results are not readily retrievable. Hence , it is often necessary

for a manufacturer to simply retest the equipment again\when it has already

been tested several other times by other groups.

The test procedures employed in the MIL—STD—461 tests have often been

questioned because of the problems introduced by conducting the tests within

the shielded enclosure . Under such a test procedure , standing waves are

introduced within the room and it is never clear as to what the field eminations

actually are. Such potential errors can occur particularly for narrow CW

emissions or susceptibility is in the order of plus or minus 40 dB. While

there are procedures to overcome this basic limitation , particularly at the

higher frequencies, they have not yet been implemented within this standard .

The RSO3 radiated susceptibility test specified in MIL—STD—462 is

incorrect for the type of antenna used . Also, the RSO3 field intensity

level of one volt per meter does not represent a realistic level for most

equipments or systems.

In the case of MIL—STD—46l RS02, the spike test is not adequate to

simulate aircraft mission system transient conditions. A shorter duration

pulse should supplement the present RSO2 test limit to provide sufficient

harmonic energy in the high frequency range.

In regard to MIL—STD—462, test procedures in many of these are very

difficult to implement , particularly the RSO3 radiated susceptibility test

specified which is i ncorrect for the type of antennas used . Further , as

previously mentioned , there are problems associated with internal electro-

magnetic resonances within the enclosure.

5.12.1 MIL—STD—469

As with the previous standards, a number of minor and some major

deficiencies have been identified. For example , an insertion loss measure—

ment of filters is required in Paragraph 5.2, but the source and load imped-

ances are not appropriately delineated. Paragraph 6.7.4 states that radar

receivers shall not exhibit any radiation in excess of —67 dBm measured

at ..ne receiver terminals. Current technology allows better suppression
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than this —67 dBm figure. Further, many receivers apparently available have

sensitivity much better than the —67 dBm and if they were in close proximity

at the radar receiver, they could detect radiation from the radar receiver

creating an interference situation.

Further , the measurement techniques and equipments listed in the

appendix do not reflect current available techniques and equipments. For

instance , frequency measurements can be made with current off—the—shelf

frequency counters well above the 12.4 gigahertz without the need of harmonic

mixing and transfer oscillators or frequency converters.

A number of additional sections need major update which include the

method described for receiver radiation. Procedure outline on antenna

measurements in Section 5.0 is also in need of major updating.

5.12.2 MIL-E—6O5l

The specification requires the establishment of an EMC board to govern

system EMC and to provide a means of expediting solutions to problems as well

as establishing high levels of coordination. The details of operation on

the charter board is determined by the contractor. Based on comments, more

influence on the part of the procuring activity in these roles is deemed

highly desirable.

In implementation control plan, a similar deficiency has been noted

that almost the entire responsibility and authority is vested with the

contractor. This apparently greatly weakens the ability of the procuring

agency to enforce good EMC designs. Other deficiencies exist. For example,

the frequency range to be considered for the test site ambient electro-

magnetic environment in Paragraph 4.8 is too restrictive in view of current

technology and continued advances. The frequency range should be expanded

to below 10 kilohertz and up to 40 gigahertz at the minimum.

While guidelines are provided in Paragraph 4.3.4, as to the quantity

of lightning tests that should be performed, there is no reference as to

specification standards or procedures to conduct these tests. This is due

largely to the fact that standard lightning test wave forms and techniques

are not available.

5—16

_ _ _ _ _ _ _ _ _ _  ~~-.— - - -



5. 13 Su~ nor ~

It is commonly acknowledged that spccif1cati~ ns i e . i  St -~~dn ~ i

ou tda ted  and need r ev i s ion .  The t ime lag between per1f i~~ it ~~n~; n o l  o w

technology needs to be sho r t  enud  ti ’ keep the  ~pcci  f i c a t  ~~~ as c u r r e n t  is

possible. There is a ~osL /bune~~ t to  be gained i n  tailoring specifications

t o  the application at hand , but t h ere is  i i’  s~~m ird :1c1oru ~i h or phi 1osop~~y

which will permit modilicotions to si~e -i f icot Ions in o io~’ - ~ i way. Stan-

dards and specifications ne€’U to ~e deve 1o ;~ or A f l i L i  ‘- it 1 )ri components

which incorpora te  mea sur ens ’n t  of p a r a mct (r s  whict i  c ii i  bi- used to accura te ly

predic t  the p e r f o r m a n c e  of the - - r n p o i l e o t  under  a wi 1 ‘- . ~i r i ety  of cond i t ions .

At the  present t ime , there  are no speci fL~’ a ti o n s  or s tandards  dea l ing

w i t h  EMC aspects  of cables and shic1 ,iin ~ haiL~~i~ - such as ,yi.~k~~t S , vent

shields , conduit , s t u f f i n g  tubes , e tc .  Kn owiedge and con t ro l  of the EMC

performance of such f e a t u r e s  is needed in order  to i r v ’~ic a ra t  jonil basis

b r  tailoring of specitic. tions.

A st~’ndard which addresses the integrati~ ’~ and harmonizing of the

grounding system with  ENC and other installation requirements is needed.

New technologies such as fiber optics , electro—optical systems , composites ,

and microprocessors should be included in the updated standards and specifi—
cat Ins.
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6.0 NAVY LABORATORIES AND S’ISTEMS COMMANDS
CAPABILITIES IN ELEcTROMAGNET1C COMPATIBILITY

6. 1 Introduction

The abi l i ty  of the Nav y establishment to support  the f ive  p hases of

system platform l i fe  cycle is addressed here . The Tables 6.1 , 6 .2 , 6 . 3 ,

and 6.4  give an overv iew of capabilties , which facility is involved and

what pe rsonnel are contact points .  The tables are divided into the two

major EMC categories; Tables 6.1 and 6 .2  deal with Intersystem and Tables
6.3 and 6.4 cover Intrasystem capabilities. Table 6.5 specifies at which

pa rt of the acquisition cycle the capabilities are uscd , and aL~o sunmiarizcs

the p receding four tables.

6.2 EMC Capabilities in the Acquisition Cycle

6.2. 1 Conceptual Support

Qualified personnel are available to serve on EM Compatibility Advisory

Boards and to perform those functions described in Chapter 3, i.e., review

designs, prepare plans, etc. In the Preparation of Requirements , the ability

to provide operational procedure recommendations for achieving ENC has not

generally been tested . It is quite probable that such work could be done

by the same individuals who serve on the EMCABs.

6.2.2 Technolo~gy Development and Utilization

In t he area of measurement techniques and ins t rumenta t ion , substantial

advances during the past two years have provided several full—spectrum

measu rement f a c i l i t i e s  and a capability for  determining the shipboard EME.

Use of fiber optics for instrumentation of anechoic chambers has been developed

at NSWC/DL, enabling fu l l  threa t level testing of missiles. An important area

of measurement is the validation of an—ilytical and prediction computer codes.

NOSC and NAVSEC both pursue measurement programs which support their  code

development. Automated facilities are in development or in planning for

the larger activities as they prepare to collect an increasingly greater

amount of data during future systems acquisitions .

6.2.3 Analysis and Performance Prediction

Analysis performance capabilities are growing continuously and have

demonstrated their validity and cost—effectiveness in many instances.
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TABLE 6.5

EMC CAPABILITIES IN THE ACQUISITION CYCLE

FULL-
VALIDA— SCALE DEPLOY —

CONCEPT TION DEVELOP . PROD. MENT

CONCEPTUAL SUPPORT

EMCAB/Control Plan & Procedures * * * *
Requirements Preparation *

TECHNOLOGY DEVELOPMENT & UTILIZATION

Measurement Techniques/Instrumentation * * * *
Anal ysis & Performance Prediction * * * * *
Interference Reduction Techniques * * * * *

DESIGN GUIDES

Mitigation Devices * * * *

DAT A BAS E & INFORMATION EXCHANGE

EME Definition & Simulation * * * *
Equipmen t Characteristics * * * * *

TEST & EVALUAT ION

Platform , System, Equipment & * * * *
Component

SPECIFICATIONS AND STANDARDS

Define , Revise, Modify * * * *

FREQUENCY MANAGEMENT

Allocation * * * *
Assignment * * *
Usage *

TRAINING & EDUCAT ION * * * * *
PRODUCT ION SUPPORT *

OPEVAL/TECH EVAL SUPPORT
FLEET SUPPORT

Identify, Report & Fix Problems *

6-6



The Numerical Electromagnetic Code (NEC) has matured into a useful tool

for design and validation of shipboard HF antenna systems . VHF and UHF

capabilities will soon be added. NOSC is cosponsoring the NEC development

in conjunction with the AIr Force Weapons Laboratory (AFWL) .

6.2.4 Interference Reduction Techniques

Interference reduction techniques consist of varied capabilities from

the location of worst source of intermodulatlon interference to ferrite

circulat or s fo r the isolation of transmitters and receivers. Efforts are

underway to develop adaptive filters, electronically tunable filters and

fiber optics systems.

6.2.5 Design Guides

Design guides for EMC are mostly in the personal libraries of qualified

engineers at each laboratory. As a result, it is not easy to locate a

particular type of guidance quickly.

6.2.6 Mitigation Devices

Development and utilization of mitigation devices is on a par wi th  the

rest of the ENC community. Recent developments include digital f i l t e r s,
wideband multicouplers, power system filters, high power rotary joints, low

susceptibility receiver front ends, fiber optics lines and devices for

handling frequencies above 40 GHz.

6 . 2 . 7  Data and Information Handlin,g

In general it is quite difficult to obtain current , accurate , usable

EME and equipment characteristic data when trying to determine system per-

formance . ECAC should provide a central location for data but one finds

needed data scattered through the Navy and in many different formats.

6.2.8 Test and Evaluation

The one aspect of EMC support which is most widely distributed is the

test and evaluation (T&E) capability. Most T&E facilities are NAVAIRs, used

on aircraft and missiles. Ships do not undergo full scale threat T&E in

closed facilities but rather in normal sea environments. The EMPASS aircraft

maintained by NSWC/DL provides this capability for ships. Widespread capa-

bilities also exist for T&E equipment and components.
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6.2.9 Specifications and Standards

The lag in updating and developing specifications and standards is not

due to a lack of capability by NAVELEX but is rather a characteristic of

the DoD process of iterative review and approval. Additional personnel

suppo rt would help to e f f ec t  some improvement in this situation .

6.2.10 Frequency ManaBement

Electromagnetic Compatibility Analysis Center (ECAC) has overall

capability for frequency management, and is qualified to assist in analysis

of Navy Frequency Management Center ’s work. Technical support is available

at NSWC/DL and NOSC. Overall capability is usable but not optimum.

6.2.11 Training, and Education

A Navy—wide coordination of ENC training efforts is possible, but has

not yet occurred. Potential resources exist at locations such as NATC, NWC ,
NOSC and NPGS. When fully utilized , the capability can be assessed.

6.2.12 Production Support

Excellent facility support exists and is readily available to production

contractors. Many locations can provide such assistance, i.e., NWC , NATC ,

NAFI and NOSC.

6.2.13 OPEVAL/TECHEVAL Support

The vast test and evaluation capability within the Navy can be exploited

for OPEVAL/TECHEVAL support when needed.

6.2.14 Fleet Support

The SENCIP Program administered by NAV SEA and supported by NAVSEC ,

NAVELEX , NSWC/DL , and NOSC is the major fleet ENC support effort. Problem

identification is the most critical phase and most d i f f icu l t  to achieve .

6.2.15 Summary

The Navy in—house capability to prcvide EMC support at all phases of

the acquisition cycle is adequate at the present time. Successes in achieving

EMC can be traced to wide management usage of the available resources.
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6.3 Deficiencies in EMC Capabilities

The following discussions demonstrate that in spite of possessing a

very useful ENC capability, the U.S. Navy has many areas of deficiencies

which should be investigated and if improved upon will  mak e a not iceable
impact on the state of compatibility of air and sea platforms .

6.3.1 Technology Development and Uti l izat ion

The most critical need is to provide a management and suppor t  program

to ensure the effective transfer of technology to the u l t ima te  user and

system. Insufficient utilization of technology has restricted the applica-

tion of ENC early in the acquisition cycle. NAVMAT must provide the plan

to transfer technology and NAVAIR , NAVSEA and NAV ELEX must executti that plan.

Sibling rivalries of laboratories must be set aside , perhap s by coordina tion

through some “neutral” agency.

6,3.2 ENC Design Practices

Na vy— wide EMC design practices should be promulgated through the develop-

ment of analyti cal models which are made available to all users through the

mechanism of user training . Again , NNC must control that process.

The EW design community can be criticized for not properly considering

ENC in ECM/ ESM designs. NRL is identified as playing the lead role in the

reduction of ENI and the Increase of effectiveness in EW systems.

6.3.3 Analysis

In the area of analysis and performance prediction , the NMC—coordinated

efforts to produce automated numerical methods for EMC such as system per-

formance degradation , design guides and installation and integration practices

will improve our capability to:

A. Establish operational procedures at the conceptual phase

which can reduce EMI in situations where fix—up or redesign

is impractical.

B. Introduce E2IC analysis into the TECHEVAL process to reduce

costly patch—ups which are less than optimal.

C. Perform the systems design functions of selection , arrangement

and performance determination more completely than now is possible.
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Under NMC ’s guidance, current computer code developments should continue

at NOSC, NUSC , NAVSEC , and ECAC , but only if proper coordination is forced.

Reduced financial and manpower resources demand this be the case. Wasteful

competition , if continued , can only delay this vital work.

6.3.4 Performance Criteria for Analysis Tools

An assessment of the relative merits of particular analytical procedures

for different applications is unavailable to the user. ECAC should develop

user orientated performance criteria and conditions of applicability for

program manager level people. Doing this, and making the results available

to the EMC community will increase the usage of such techniques throughout

the DoD, and give the user a rational basis on which to make decisions.

6.3.5 Data Base Management

ECAC is the DoD agency designated as the manager of an up—to—date ,

rapid access data base so vital to increased utilization of environment/

equipment/system data. The increased utilization of machine analysis tech-

niques simply cannot occur without data base availability. Any further delay

in ECAC’s efforts in this area will seriously affect the desired improvements

in ENC analysis in all acquisition cycle phases.

6.3.6 Test and Evaluation

Capability to perform tests and evaluations is greater than the capa-

bility to perform measurements to verify system performance and compatibility.

All test and evaluation facilities need to actively pursue this in conjunc-

tion with the development by technologists of system performance codes. No

machine capability is useful unless a validation effort parallels it so that

confidence in it is established in the eyes of the users.

6.3.7 Specifications and Standards

The most needed capability improvement in this area is to develop

tailoring guidelines for use by engineering personnel. NAVELEX 051 as

designated agent cannot perform this function alone. NMC must provide

support to NAVELEX in the form of experienced system engineers. NUSC, NATC ,

NOSC , NSWC/DL and NWC have all demonstrated capability and should be con—

sidered prime candidates for providing this support.
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The st reamlining of the specifications and s tandards  r e v i s i o n  process

to keep specif icat ions and standards more curren t than  they  are at the

present time can be accomplished by identification and utilization of the

most qualified pe rsonnel and by the reduction of number of p a r t i c i p a n t s  in
the revision process , and by provision of additional funds. DoD , NMC and

NAVELEX are responsible agents for this action .

Standardization of installation and in tegra t ion  p r a c t i~~i’s f o r  p l a t f o r m s

with similar missions has been cited as a needed capabilit y . This is diffi-

cult to accomplish in that it requires Navy—wide coordination and ~tudy but

the payoff of optimized platform configurations is deemed worth the effort.

NMC again provides the lead in identifying all Navy facilities involved in

p la t fo rm integration and installat ion pract ices .

A central area in specifications and standards is the needed update to

consider new systems employing phased arrays , spread spect rum , dig i ta l  signa l

microprocessors, software , etc.

6.3.8 Frequency ManaBement

Improved frequency management capabilities through use of currently

available technologies will improve operational effectiveness by relieving

current spectrum congestion and optimizing future spectrum usage . ECAC is

a logical agency for coordinating this activity with groups at NSWC/DL and

NOSC.

6.3.9 Training and Education

Increased EMC awareness by management personnel has been given only

lip service to date. It is now time to establish on—site customized short

courses and updates and to establish technical information exchange programs

in order to increase EMC technology utilization , especially early in the

acquisition cycle. NMC—directed efforts by NPGS can tap resources throughout

the Navy technical community.

6.3.10 Fleet Support

Upgrading EMC support during deployment through training of fleet

personnel in identif ying and reporting EMC problems will assist in the cor-

rection of those problems. Ship improvements are currently being pursued
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by SEMCIP teams but NAVAIR has no aircraft counterpart and must be directed

to develop one at once. The present process of going back to airframe con-

tractors is too costly and too slow. Maintenance, overhaul and backfit

personnel should be able to call EMC evaluation teams on a QRC basis.

OPNAV , NMC , NUSC, NOSC, NAVSEC , NATC, and NWC have primary responsibility

in this capability improvement. Operational problem feedback should become

a part of the documentation that comprises the Navy corporate memory and

should be stored in a centralized location for easy retrieval .

6.4 Summary of Deficiencies in EMC Capabilities

The Navy capabilities in EMC are not currently being fully utilized

by cognizant management personnel. Support to acquisition cycle personnel

is available but increased usage will not happen without awareness enhance-

ment and without orientation of the technology towards the user , by being

both accessible and timely. Most EMC technology is being put to some use,

if only by the developers of i t .  Technology transfer will change that and

start producing a higher rate of payoff for those continuing 6.2 technology

programs by placing new capabilities in the hands of the users. NMC holds

the keys of authority to initiate the needed capabilities improvements.

Additional funding will most likely not be available for thi s work , therefore ,

mcre efficient utilization of currently available resources and manpower has

to be inst i tuted by NMC , sim~iltaneously with capability enhancement. Ui

existing personnel in laboratories and facilities can be assured of the

continuation and improvement of presen t efforts which should relieve com-

petitive pressure.
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7.0 CONCLUSIONS AND RECOMMENDATIONS

The following sections will discuss the conclusions and recommenda-

tions which are an outgrowth of the E2IC survey. The conclusions and recom-
mendation s will be grouped under general headings for ease of referenc.~ even
though overlaps between topics exist.

7.1 Analysis

The status of analysis technology is mixed. Ability to cor duct EMC
analysis ranges from high confidence for in—band antennas to antenna calcula-

tions to low confidenct for out—of—ban d antenna to cable interactions in a

complex environment via obstructed paths. Shielding and cable coupling theory

is adequate fo r complex shapes and complex environments. It should be recog-

nized that detailed high accuracy mathematic models and computer—aided

analysis are not always necessary. In the early stages of a program such

as concept formulation and validation, low precision models are adequate to

perform concept design tradeoffs and EMC culling procedures. Thus, the

prediction capabilities and accuracies required of analysis should be commen-

surate with the needs at the various phases of the acquisition process. in

order to support these analytical needs, the technologists should provide

interim outputs from their efforts which, although not perfected to the level

desired by the technologist , provides useful tools and procedures tc the .~~er

community.

Any model or computer—aided analysis procedure requires input data to

p roduce a result. At the present time , a comprehensive data base, including

spect rum signature data  for  recent equipment , is not available. This is

mostly due to the cost of collecting spectrum signature data and the fact

tha t measu red data from MIL—ST D— 46 l type tests is frequently not submitted

to the Navy or ECAC . Some of the data which might be useful  for ENC analysis

is scattered through the various Navy agencies and is d i f fi c u l t  to locate

and retrieve.

A number of e f f o r t s  are ongoing to implement or adapt various intra—

system analysis computer programs such as COSAM , IEMCAP , e tc . ,  to meet Navy

needs. There may be a tendency for each laboratory to develop its own

unique version of this capability.
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In view of the above comments the following recommendations are made.

• The Navy should develop a standard intrasystem (cosite) EMC
analysis program such as an adaption of COSAN , IEMCAP or a

combination of the best features of available programs to be

used by all Navy agencies.

• A centralized data base , either at ECAC or within the Navy ,

formatted fo r use wi th  the standard intrasystem program should

be established.

• A specification should be developed , possibly a combination of

MIL—STD—461 and MIL—STD—449, to provide the measurement

techniques and data formats to measure simplified spectrum

signature data for the centralized data base.

• Effort should be continued to improve model subroutines for

the analysis program. Models for cable coupling and shield

penetration should be developed as part of this effort.

7.2 Test

Current test procedures , as outlined in standards and specifications,

are outdated and in many cases do not provide test data useful for analysis.

In some cases, such as MIL—E—605l , the procedure s are too general. Instru-
mentation and test procedures for measurements in complex environments are

inadequate. Test procedures for in—situ EMC tests and maintenance are

essentially nonexistent.

At the platform level, with the possible exception of aircraft , there

are no formal F2’IC accepta n ce test procedures. Improvements are needed in

MIL— E—6051 to address the intrasystem EMC. Intersystem tests ~~~~ environ-

ments for ships are not usually defined . NATC is developing such a capa-

bility for aircraft.

The following recommendations are made:

• A modified spectrum signature measurement procedure should be

developed ta reduce costs of conducting these tests.

• Test procedures should be developed for  EMC acceptance tests

of Navy platforms . The question of whether to include an

external environment capability in these tests should be addressed.
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• In—si tu  test procedures  f o r  maiu tc~~iuce and system acceptance

should be developed.

• A cost/benefit 3tudy should he conductcd to d~~t cr mine  what

data  is both p r a c t i c a l  to measurc and useful for ..~1( a n a l y s i s .

• A centralized test data bank should b~ eutablis hed.

• A standard method should be developed to rcc ord and document

sys tem and platform test results for inclusion in the

corporate memory.

7.3 Ma~~~~ rnent Tools

One of the most useful tools a prog ram manager can empl oy is the EMCAB

(EN C Advisory Board ) .  In order to be most e f f e c t i v e , the EMCAB should be
established in the conceptua l stages of the project or program. The EMCAB

should be maintained throughout the life cycle of major systems even though

EMCAB personnel may change as the system progresses throug h various phases

of the l i fe  cycle. The establishment of an ENCAB provides the program manager

a met hod of con troll ing his EMC program.

The program manager and the ENCAB , as part of their EMC progra m , should

ascertain the status of existing technology that is applicable to their pro-

gram and plan to utilize these resources. A documentation and reporting

plan and schedule is required in order for the program manager and EMCAB to

know what is going on. In addi tion , an important facet of the documentation

is that it be included in the corporate memory.

Management should be made aware that it is impossible , in a prac tical

sense to achieve 100% EM compatibility. The nature of the coupling inter-

actions in a typ ical platform is so complex that at best , the results of

analysis and tests must be treated statistically. Thus, the program manager

must expect t h a t  on a s t a t i s t i ca l  basis , he will experience interference

duri ng the operational  nhase of his system .

In general , p rogram managers do not appreciate the importance of f re-

quency allocation and assignment either as a requirement for their system or

its applicability as a technique for mitigating operational F2IC problems .

Standards and specifications should be applied realisticall~’. This can

be done by appropriate  ta i lor ing  of the specifications for the specific

application .
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There is a need for a systems oriented approach to EMC . An integrated

EMC program whi ch inc ludes  i n t e g r a t i o n  of t c L h n o l o g y  development , specifi-

cation tailoring, and installation practices and harmonizing this procedure

with other EME d i s c i p l i n e s  appears tc offer cost/benefit returns.

A need exists to establish formal -MC t r a in ing  and maintenance proce-

dures and to generate appropriate documents to be incorporated into current

training and maintenance procedures for the operational Fleet. The following

recommenda tions are made :

• The program manager should establish an EMCAB in the conceptual

phase of his program or project.

• A documentation and reporting schedule should be established.

Documentation generated on the program should be sufficiently

detailed to be included in the corporate memory .

• The importance of frequency allocation and assignment as a

req uirement and operational EMC technique should be documented

and distributed to the appropriate program managers and ENC

personnel.

• EMC should be included in the op erational requirements.

• P rogram managers should be made aware of the capabilities and

techniques available to achieve ENC , the advantages and limi-

tations of the techniques , and the need for timely use of these

capabilities.

• A technology transfer function should be established to brid ge

the gap between technologist and user.

• EMC should be incorporated into the current training curriculum .

• ENC maintenance procedures should be developed and integrated

into current  maintenance requi rements  of the operat ional  Fleet.

7. 4 Cor2~~~ te Memory

At the present  time , the Navy has no centralized corporate memory (CCM)

or data ba nk which se rves as a repository for the documented ENC experience

and capabilities of th. various agencies and laboratories. Some data exists

at ECAC in their data files , however , much useful data is scattered in the
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files of individuals at the various Navy agencies and laboratories. ihere is

a need for this information and data to be centralized for ease ,f location

and retr ieval .

The potential sources for the corporate memory incl id

• Program documentation on the various Navy projecLs. The EMCAB

should arrange to provide the appropriate EMC da t a  to the CCM .

• Resu l t s  of s tandard and s p e c i f i c a t i o n  tcating , ic’ ., ML L—STD—4 61

or M IL—STD—449.

• EMC problem feedback from the fleet , i.e., SEMCLP.

Development of a corporate memory would overcome some d e f i c ie n c i e s  in

cur ren t  procedures such as lack of data , redundan t e f f or t s , in c o n s i s t e n t

documenta t ion , e t c .

Rationale for  choice of ENC s t a n d a r d s  and spec i f i ca t ions  and decisions

on tailoring specif ica tions or waivers on req uiremen ts shou ld be documen ted

and made part  of the corpora te  memory .

The following recommendations are made :

• A cent ra l ized  corporate  memory (EMC l ib r a r y)  should be

establ ished w i t h i n  the  Navy or

• A formal  procedure  f o r  r epor t ing  procedures to tile corpora te

memory should be established .

• A corporate :-s mory plan should be established by each program

or proje t. The plan should require appropriate documentation-

of all ENC activities related to the p ro j ec t  over the life cycle

o f the system .

• The EMC documentation from programs , projects and laboratory

a c t i v i t i e s  should be submit ted  to the  cen t r a l i zed  corpora te

memory.

• The co rpora te  memory in format ion  should be made readily available

to other interested parties within the Navy and DoD or by

appropriate channels to it ’s contractors.
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7 . 5 Mit i~~~~on~~~~j~ni gues

A hi g h level of Navy c a p a b i l i t y  ex i s t s  with m i t i g a t i o n  t echn i ques .

Thi s c a p a b i l i ty  is s a t i s f a c t o r i l y  s u p p o r t i n g  the ope ra t i ng  fleet. However ,

more app l ica t ion  of t h i s  t echno l gv i s  requ i red  at an e a r l i e r  stage in the

acquis i t ion  cycle , so tha t  cos t ly  rt t r o f i t s  can be avoided .

Many miti gat ion techni ques are developed on a case—by-case basis and

are not shared w i t h  the  EMC communi ty .  Proper documenta t ion  and storage in

a cen t ra l  data  base will  g r e a t l y  assist  engineers  in trouble shooting. Off—

the—shel f  components f r e q u e n t l y do not have enough desi gn data fo r  applicat ion

in “non—idea l ”  s i t u a t i o n s , i.e., mismatched impedances , e t c .  O u t — o f — b a n d

per formance  of component s  is not a d e q u a t e l y  measured and documented  f o r  ENC

appl ica t ions .  This i n fo rma t ion  needs to become par t  of a cen t ra l  corporate

memory.

The spec i f i ca t ions  and s t anda rds  in regards to mi t i ga t ion  devices are

essentially n o n — e x i s t e n t .  S t a n d a r ds  are needed to measure  pe r fo rmance

pa ramete r s  in a va r i e ty  of environments  and s i tua t ions .  These parameters

can be used in ana lys i s  p red ic t ion  and also serve in the  corpora te  memory

in a v a r i e ty  of ways.

The rap id  developments  in the  microwave semiconductor , d ig i ta l  and

m i c r o c i r c u i t  technologies  are hav ing  an Impact  on Navy equipment .  The ENC

aspects of microwave semiconduc tors , mic roprocessors  and d ig i t a l  control lers

needs to be addressed.  There are both hardware and software aspects to

invest i gate.

New t echno logy ,  p a r t i c u l a r l y  di gi ta l  equi pment , wi l l  p lay  an increas-~
ingly large p a r t  in the Navy ’s e l e c t r o n i c  c a p a b i l i t y .  This  is p a r t i c u l a r l y

t rue  in the  m i t i g a t i o n  technique  f i e l d . E f f o r t s  to develop the support  f o r

these new devices needs to be under t aken .

7.6 Specif ications and Standards

Standa rds require extensive coordination and long periods of time to

secure adoptio n.  Because of i t e r a t i v e  review and approval  processes they

are difficult to revise. Current standards and specifications are too lax

or s t r i ngen t , f r e q u e n t l y  I ncomple t e , and do not cover impor tan t  in te rac t ions

or new technolog ies.
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In m an - i n s t ances , spec t~~~~~ t ions sic -;L iia bi~~l: -~ ~ir. fre 1 uerr / wa~ v~ u

v i  aLter n ; i d e ’ r i h l e  amounts of f ind- ~ a n d  ~.lJ ower a r  c xpenu i , r c ul t  i l~~

in I ~ Ic o t  EMC

The ~~~ in updat i ib ; stond si d - ;  is endem c t e  t i l e  s y s te m  a n t  H

- i i i t be improved upon . Spec 1. nit  ions  no the ot L e t  hand , are capable of
be in~ mod i i i  d f o r  r roe a Inent  p u rp o c  c : .  T h u s , si -n if it -a t  i ons c ‘~ he

t a i lo red  s l i t  t h e  pa r t  i !;r  ap p l i c a t  ion ai t e l  I i chnical/ecs comic t r a d e —

o f t s  are i u p le ;e i t  c .  V icious ~R. - l i t n i o g i es  i ; :  i . I am ci i  in - . ; r oc t  -

dures t o  s na i L i c .  p r e d i c t i on  programs are availai~~c cu al low the  tuebti al

t c .~d e ot  fs to he a nte . Economf ~ c o n s i d e r a t i o n s  are a management .  r sp o n s i b i l l t y

and would be t on s  i d e  c - I  in  t h e  t echn i .  c al/ et  a tom i c t r ; dc o  I p i .  CSS

The n e t c u r e m en t s  included in  ~L I— ~ TD--4L~° icr uctr iri signature data

are too expensive to imp l e m e nt .  The M I L— nHf P /4b1 r a t su r emen t s , wh i . :ii a r e

c~~a 1l y s p e c i f i e d  in proc i r u snat con t ract s , ire  based on go—no go l ir i t s .

it ap p e a r s  t h a t  M [L— .~TD-— 4 6 l  c o ld  b -  m o d i f i e d  to provide s~ mp l i l  led spect ru:.

si g n a t u r e  da t a  which  wou~ ci serve  thc  purposes  of q u a l i f  Ic~~t i us tc  t in g  and

p r o v r d  i t t  o r r n a t i c u i  f o r  t he  1- L\ and . ~ rpo ra i  i memory data bases .

T h e  f o l l o w in g  ct - nimen ditions are made :

• M I -  ~~~~ ~cb 1 ~h n i i  1 he m o l i  ed to p r ov i  H -  s i m p l i f i e d  - - ct rum

si g n a t i t i  ~ i. ta ii 1 inda ted to  cover n e —  t e c h n o l o g i os .

• MIL — STD — 2 2 ()  sh ciuid ~e m o d ij i e d  to o b t a i n  f i l t e r  p a r a m et e r s

w h i c h  r c a  I -  used f o r  p r e d i c t i o n  of f i l t e r  ~‘r f o rn a n c e  lit a

w i d e  r an~pi u t  a p i i e a t i  ons .

• A proce th e should bc . devel cc f o r  ta i lo r in g  s p e ci f i c a t io n s

t o  sp eei  t i c  s i t u a t  i ns;  f o r  c~~~n i I t , FeW l o g  or inct~ - i. it

u n - I t s , as r e q u i r e d .

• Research  in lie p r ep a r a t  ii of - cr andai l , i nc  1 . 1  h o g  t e c h n i c a l ,

economic , and a c i n ii n i st r st iv e  j a r  t a r s , i~ ic .~~t-d to make standards
inure ob o ut  ye and s d ’  11.

• A p r - u - c i t  sii .. i j l d  be d e v e i t t i l  , based nit t e l i r i i  - - i l  l v  and

economically objective considerations , t o t  w a i v i n g  r equ i r emen t s .

7—7

—~~~ 
- - — 

- 
.- .— — — - — —-—--—

~~
—--

~ 
.- S --S - - - -

~---— ____



8.0 RELAT I ONSH iP OF EMC TO OTHER ENE DI SCIPL INE S

There appears to be a good deal of commona l i t y  among t h e  va rious EME

d isc ip l ines .  This point  has been made in th i s  repor t  as well as b y observers

of the manner In which the  various d isc ip l ines  ply t he i r  t r ad e .  in most

cases , the s imi lar i t ies  are close enough that  e s sen t i a l ly  the  same community

of people work across the various disciplines. In other cases, such as

ECMIECCM, the discipline has drawn its own dedicated devotees.

Table 8.1 indicates technical  areas where some f o r m  of commonality

occurs. This commonal i ty  can range from ana ly t i ca l  ni t hodologies to miti-

ga tion techniques. This is not to imply that these t .~chnologies are readil y

interchangeable in all cases, but that with some inodiiication of approach

the techniques can generally be made applicable to a wii~er v a r i e ty  of problems .

The ENC discipline has one unique f e a tu r e  ~iot normally considered by

the o thers .  This is the area of f requency al locat ion and assi gnment .

Frequency assignment , jud ic ious ly  used , can mi t iga te  some form s of in te r—

terence  problems . This technique is , in general , not available to the other

disciplines al though it  should be pointed out that  some can be a f f e c t e d  by

choice of f requency  assi gnments ( i . e . ,  s a f e t y ) .

Since the various EME disciplines share a common electroma gnetic

envi ronment, there is obviously an in te rac t ion  of all of the EM a c t iv i t i e s .

in mos’- cases this interaction is uncoordinated because of a lack of a

centralized responsibilit” for the activities that impact the EM environment.

In view of the commonality indicated in Table 8.1, a fruitful area for

o p t i m i z a t i o n  of a c t i v i t i e s  a f f e c t i n g  the EME should be assignment of respon-
sibility fo r  and coordinat ion of the ENE activities of the various users of

the EME , either intentional or unintentional , to a central authority.
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SPECS AND STANDARD S

N UMBER TITLE

MIL—E—6051D 5/68 Electromagnetic Compatibility Requirement Systems.

MIL—STD—461A 7173 Electromagnetic Interference Characteristics
Requirements for Equipment.

M1L—STD--462 2/71 Electromagnetic Interference Characteristics
Measurement.

MIL— STD—463 9/66 Definitions and System of Units, Electromagnetic
In ter ference  Technology.

MIL—STD--469—1 3/67 Radar Engineering Design Requirements Electro-
magnetic Compatibility.

MIL—HDBK—235— l 6/72 Electromagnetic (Radiated) Environment of
Electrical and Electronic Equipment , Part I.

MIL—I—6l8lD 6/69 Interference Control Requirements Aircraft
Equipment -

MIL— I—1l683A Interference Suppression , Radio Requirements
Cancelled for  Engine Generators and Miscellaneous Engines.
Superseded by
MIL— E—55301

MIL—STD-Ol3lOB 11/7 Shipboard Bonding , Grounding and Other Techniques
for Electromagnetic Compatibili ty and Safe ty
Reliability Reports.

MIL—ST D-l377 8/7 1 Effect iveness  of Cable, Connector and Weapon
Enclosure Shielding and Filters in Precluding
Hazards of Electromagnetic Radiat ion to Ordnance ,
Measurement o f .

MIL—STD--1385 4/72 Preclusion of Ordnance Hazards in Electromagnetic
Fields: General Requirements for.

MIL—HDBK--237 4/73 Electromagnetic Compatibility Interference
Program Requirements -

MIL—F—15733E(2) 4/72 Filter , Radio Interference , General Specification for.

MIL—HDBK—238 8/73 Electromagnetic Radiation Hazards.

AR—43 Electromagnetic Compatibility Advisory Board ,
Requirements  for .

AR—46A Aeronautical Requiren~ nts Hero (Hazards of Electro—
magnetic Radiation to Ordnance; Requirements for
Hero Test, Ordnance and Documentation .

MIL—R—9673B(2) Radiation Limits, Microwave and X—Radiation
Generated by Ground Electronic Equipment (As
Related to Personnel Safety).

NAT—STD— 36l4 1/76 Electromagnetic Compatibility.
NATO STANAG
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SPECS AND STANDARDS (Ccn~~~

NUMBER TI TLE

MIL—STD--1541 Electromagnetic Compatibility Requi rements for
Space Systems.

NAT—STD--3516 11/7 Electromagnetic Compatibili ty Test Methods for
Aircraft Electrical and Electronic Equipment.

MIL— STD— 826A 5/70 Electromagnetic In te r fe rence  Test Requirements
USAF and Test Methods.

MIL—HDBK—54 10/6 Electromagnetic Testing for (for Inspection of
ARMY Material (Handbook H—54)).

MIL— I—l6l65D 8/61 Interference Shielding , Engine Electrical Syst.’rn-
SHIPS

M IL—HD BK—235—l&2 Electromagnetic (Radiated)  Environment of
NAVY Electrical and Electronic Equipmen t , Part I.

WR—lOl, Part I Electromagnetic Control Requirement for Advanced
ASW Avionics System.

MIL—B---5087B 8/70 Bonding , Electrical and Lightning Pro tect ion
for  Aerospace Systems .

MIL—W—5088C 6/74 Wiring, Aircraft , Installation of.

MIL—P—240l4 Preclusion of Hazards from Electromagnetic
Cancelled Radiation to Ordnance , General Requirements for.
Superseded by
MIL— STD— l385

MIL—D—8706D Data and Tests, Eng ineering ; Contract Requirements.

MIL—8708B 1/69 Demonstration Requirements for Airplanes.

MIL—STD—449D 1/73 Radio Frequency Spectrum Characteristics ,
Measurement of.

MIL—STD—454 3/76 Standard General Requirements for Electronic
Equipment.

M1L—STD--704 Electric Power, Aircraft , Characteristics and
Utilization of.

NACSEM 5100 TEMPEST Requirements.

NACSEM 5112 T EMPEST Control Plan.

AIR—STD—l2/19 4/76 EMC Test Methods for A/C Electrical and
Electronic Equipment .

MIL— STD—1 5l2 3/76 EE Subsystems Electrically Initiated , Design
Requirements and Test Methods.

NVCSF Survivability A/C

NAVMAT 2410.2

NAVAIR 3920.1

ADO 48.16 dtd 11/71.

A- 3

-— 
-

—---5—- 
-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

- 5-  — 



SPECS AND STANDARDS (Cont.)

N UMBER TITLE

EQUIPMENT DESIGN AND TESTING

MIL— I—6l8l0 Interference Control Requirements Aircraft Equipment
dtd 6/50.

MIL—STD—826A EMI Test Requirements and Test Methods dtd 3/70.

MIL—E—6 05 10 EMC Requirements  Systems dtd 5/68.

MIL— 1—ll683A Interference Suppression , Radio Req uiremen ts for
Engine Generators and Miscellaneous Engines.

MIL—I—l6l65D Interference Shielding, Engine Electrical Systems
dtd 8/61.

MIL—STD—46lA EMI Characteristics , Requirements for Equipment dtd 7/73.

MIL— STD--462 EMI Character is t ics, Measurements dtd 2/7 1.

MIL—STD—463 Definitions and System of Units , EMI Technology dtd 9/66.

MIL—ST D--469— l Radar Engineering Design Requirements , EMC dtd 3/67-

MIL—B—5087B Bonding , Electrical and Lightning Protection for
Aerospace Systems dtd 8/70.

MIL—HDBK—54 EM Testing for (Inspection of Material (Handbook H—54)).

MIL—STD--449 Radio Frequency Spectrum Characteristics , Measurement
of dtd 1/73 .

WIRING , CABLES , CONNECTORS , FILTERS

MIL—F—15733E(2) Filter , Radio Interference , General Specification
for dtd 4/ 7 2 .

MIL—W—5088C Wiring , Aircraft , Installation of dtd 6/74.

POWER SPECS

MIL—STD--704 Electric Power, Aircraft Characteristics and
Utilization of.

ENVIRONMENT SPECS

MIL—HDBK-235—l EM (Radiated) Environment of Electrical and Electronic
Equipment , Part I dtd 6/72.

HE RO SP ECS

MIL—STD—l385 Preclusion of Ordnance Hazards in EM Fields; General
Requirements  fo r  d td  4/ 7 2 .

MIL—P—24 014 Preclusion of Hazards f r o m  EM Radiat ion to Ordnance ,
Gene ral Requirements fo r .
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SPECS AND STANDARD S (Cont.)

N UMBER TITLE

MIL—ST~~l512 Electro—explosive Subsystems , Electrically Initiated ,
Design and Test Methods fo r  dtd 1/76.

MIL—STD—l377 Effectiveness of Cable , Connector and Weapon Enclosure
Shielding and Filters in Precluding Hazards of EM
Radiation to Ordnance , Measurement of d t d  8/7 1.

AR—46A Aeronautical Requirements HERO (Hazards of EM Radiation
to Ordnance Requirements for HERO Test , Anal yses and
Documentation).

TEMPEST

NACSEM 5100 TEMPEST Requirements.

SAF~~~

MIL—HDBK—238 EM Radiation Hazards dtd 8/73.

MIL—R—9673B(2) Radiation Limits, Microwave and X—Radiation Generated
by Ground Electronic Equipment (as Related to
Personnel Safety).

PROGRAM PLANNING SPECS

MIL—HDBK—237 EMC Interference Program Requirements dtd 4/ 73.

AR—43 ENC Advisory Board , Requirements for.

NUCLEAR SURVIVABILITY

NAVMAT 2410.2

NAVAIR 3920.1

ADO 48—16 dtd 11/71

N1JCUF Survivability A/C
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SPECS AND STANDARDS (Cont.)

NUMBER TITLE

MIL—E—6O5lD Electromagnetic Compatibility Requirements , Systems

This specification outlines the overall requirements for
systems electromagnetic compatibility, including control
of the system electromagnetic environment , lightning
protection , static electricity, bonding and grounding.
It is app licable to complete systems , including all
associates subsystem/ equipments.

MIL—STD--461A Electromagnetic Interference Characteristics Requirements
for  Equimen t

This standard covers the requirements and test limits for
the measurement and determination of the electromagnetic
in te r fe rence  character is t ics  (emission and susceptibility)
of electronic , electrical and electromechanical equipment.
The requirements shall be applied for general or multi—
service procurements and single service procurements , as
specified in the individual equipment specif icat ion, or
the contract or order.

MIL—STD—462 Electromagnetic Interference Characteristics , Measurement of

This standard establishes techniques  to be used for  the
measurement and determination of the electromagnetic
interference characteristics (emission and susceptibility)
of electrical, e lec t ronic  and electromechanical equi pment ,
as required by MIL— STD— 46 l .

MIL— STD— 469 Rada r Eng ineer ing Desi gn Requi rements , Electromagnetic
Compa t ib i l i t y

The engineering desi gn requicements  set forth herein are
established to control the spectral characteristics of all
new radar systems opera ting be tween 100 and 40 ,000
megahertz (MHz) in an effort to achieve electromagnetic
compatibility and to conserve the frequency spectrum avail-
able to military radar systems .

MIL—HDBK—235—l Electromagnetic (Radiated) Environment Considerations for
Desi gn and Procurement  of Elc-ctric al and Electronic
Equipment  — Part I

The intent of this handbook is to provide guidance and
establish a uniform approach for the protection of Navy
electronics from the adverse affects of the electromagnetic
environment .  Examples of systems , subsystems and equipments
f~~r which this l andbook may he applicable are as follows:

(~) Aerospace and weapon systt-rn~ and associated subsystems
and equipments.

(b) Ordnance.
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SPEC~ STANJ )\RDS ( C o n t . )

NUMB ER T I T L E

(c) Support  and check out equi pment  and In s t r u m e n t s  f o r
(a) and (b) above.

(d) Any other  e lect ronic  equipmcnt c f  subsys tem w h i c h
may be exposed to a high i n t€ n s i t y  e l e ct i nm : ig n e t ic
environment during its life c~ cle.

MIL—I—618D Interference Control Requirements , Aircraft Equipment

This specification covers design r e q u i r e m e n t s , i n t e r f e r e r .  e
test procedures , and limit s for electr ical and electronic
aeronaut ical  equipment to be ins tal led  in or clost l y
associated wi th aircraft.

MIL—STD—l385 Preclusion of Ordnance Hazards in E l e c t r o m a g n e t i c  F i e l d s ;
General Requi rements for

This standard establishes the general requirements to
preclude hazards resulting from ordnance having t-~ ect ro—
explosive devices when exposed to electromagnetic fields.
The nominal frequency range covered by this standard is
f rom 10 k i lohe r t z  (lO~ H e r t z )  to 40 gigahertz (4 x 1010
Hertz).

MIL—B—5087B Bonding, Electrical and Lightning Protection for
Aerospace Systems

This specification covers the characteristics , application
and testing of electrir~a1 bond ing for aerospace systems ,
as well as bonding for the installation and interconnection
of elec trical and electronic equipment therein , and
ligh t n i n g  p ro tec t ion .

MIL—D—8706B Data 3nd Tests, Engineering: Contract Requirements
for Aircraft Weapon Systems

This spec i f ica t ion  embodies the requirements fo r
engineering data to be furnished and investigations and
tests to be conducted under contracts for aircraft weapon
systems. This specification does not cover demonstration
requirements which are specified in MIL—D—8708 or MIL—D—23222.

MIL—D—8708B Demonstration Requirements for Airplanes

This specification contains the general requirements of
NAVAIR for  the contractor demonstration of airplanes.
It also describes reporting requirements relating to these
denEnstrations. In the procurement of Navy airplanes ,
these general requirements will be modified and amplified
by contract addenda to this specification . The expression
“demonstration ” refers  to any of the contractor ’s work
(as applied to specific airplane models and contracts)
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SPECS AND STANDARDS ( C o n t . )

N UMBER TITLE

during development and as specified herein including modifi-
cations and amplifications contained in pertinent contractual
documents. The modified and amplified requirements may limit
the  demonstrat ion for  a par t icu la r  cont rac t  or a i rplane
model to only a limited number of tests to be performed at
a single location and , also , may conta in  requi rements  for
the demonstrat ion of features and characteristics not
included in t h i s  general spec i f i c a t i on .

MI L—STD — 7 04 A Electric Power , A i r c r a f t , C h a r a c t e r i s t i c s  and
Ut i l i za t ion  of

This standard del ineates  the characteristics of electric
power supp lied to airborne equipment at the equipment ter-
minals and the requirements for the utilization of such
electric power by the airborne equipment.

NI L— ST D— 45 4C Standard  General Requirements  fo r  Elec t ronic  Equipment

This standard covers some of the common requirements  to be
used in mi l i t a ry  spec i f ica t ions  f o r  electronic equipment .

M I L—STD—4 € 3 D e f i n i t i o n s  and System of Uni ts , Electromagnetic
In ter ference  ‘lechnology

This standard contains general interference definitions ,
abbreviations, and acronyms used in MIL—STD—46l and MIL—
STD— 462.  D e f i n i t i o n s  of abbrevia t ions  and terms are limited
to s t a t e m e n t s  of mean ing  as related to this and referenced
s tandards , r a t h e r  than  encyclopedia or textbook discussions.
A basic f u n d a m e n t a l  knowledge of the  prin ciples of inter-
ference is assumed.

‘1!L—STD--l3lOC Shipboard Bonding , Grounding and Other Techniques for
Electromagne tic Compatibility and Safety

This standard sets forth methods for shipboard bonding ,
grounding and the utilization of non—metallic materials
for  the purpose of e lec t romagnet ic  i n t e r f e r e n c e  (F211)
reduction and the pretection of personnel from electrical
shock. In addition , methods for the installation of ship-
board ground systems are also provided.

MIL—STD--l377 Effectiveness of Cable , Connector and Weapon Enclosure
Shielding and Filters in Precluding Hazards of Electro-
magnetic Radiation to Ordnance ; Measurement of

This standard is intended t e  provide a weapon developer
or designer with shielding and filter effectiveness test
methods fo r  determining whethe r the particular weapon design
requirements of MIL—P-~ 4Ol4 have been properly implemen ted .

A.- 8
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h ~ECS AND STANDA R!J (Con t - )

NUMBER lT lF ~

It is not intended to be a substitute for fuli—scale
electromagnetic hazards evaluation tests of t h e  weapon
sys tem , but  ra the r an aid iu  developiLig a weapon system
with a high probability of s u c c e s s f u l l y  passing such
environmental tests.

MIL —HD BK—237 Electromagnetic C o m p a t i b i l i t y/ I n t e r f e r e n c e  ~‘ro~~ram
Requirements

This handbook provides c r i t e r ia  fo r  e s tab l i s h i n g ,  managing
and eva lua t ing  an ENC program on e lec t ron ic , e l e c t r i c a l
and electro mechanical equipments , subsvst€ms and sy st ems.
It provides EMC guidance to the project officer. The use
of these guidelines should incre-ise the probability for all
subsystems and equipments within a system to be c n ~patible
(intrasystem compatibility) and for electromagnetic compat i-
b ili ty  to exist between systems ( in t e r sys t em c o m p a t i b i l i t y ) .
For brevity and clarity not all of the details have been
included. The user shall consult with the proper  depart-
mental staff support organizations for these and other
departmental policies .

MIL—HD BK—238 Electromagnet ic  Radiat ion Hazards

This handbook addresses hazards due to electromagnetic
radiation of the non—ionizing type except for the i onizing
radiation of x—rays produced inciden t to operating elec-
tronic equi pmen t. Electromagnetic Radiation Il izards
(RADHAZ ) af f e c t per sonnel , sensitive electronic devices .
explosive and fuels. The present state—of—the— art in the
evalua t ion  of ex isting hazards limits the determination
of a b s o l u te  safe levels of a l l  frequencies.

AR—43 E l e c t r o m a g n e t i c  C o m p a t i b i l i t y  Advisory Board
Requirements for

(Purpose) This document describes the objectives , or gan iza tion al
structure , re spon sibil it ies and act ions o f an adv i sory
body needed to assure that electroma gnetic compatibility
will exist within and between systems , subsystems and
eq uipmen ts to be procured by Naval Air Sys tems Command
through industrial contracts.

(Scope) This document covers the general requirements applicable
to the forma t ion and opera tion of an Elec t romagnet ic
Compatibility Advisory Board (EMCAB ) on any contract that
has electromagnetic compatibility requirements. The intent
of this  document is to es tabl ish  the general framework
within which such a board can be organized and operated
in an effective manner. ENCAB tasks shall be character-
ized so that all appropriate tasks can be identified ,
presented to the members and acted upon as appropriate.
Reports , agenda and other documentation are covered in detail .

A-9
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SPECS ANt) S1ANI)ARDS (Cont.)

NUMB ER TITLE

AR—46A Aeronautical Requirements HERO (Hazards of Electromagnetic
Radiat ion to Ordnance) Requirements for HERO Tests,
Analyses and Documentation

This docunie :it establishes the procedures to be employed
in obtaining HERO evaluation and certification . This
document is p r i m a r i l y  fo r  use by the designers of air
launched weapon systems , items and devices containing
EEDs (electro—explos ive devices) and their ancillary equip-
men ts whi ch are intend ed for  use in hi gh intens ity EMR
(electromagnetic radiation) environments , such as the
flight deck and other weather decks of combatant and
ammuni tion supp ly ships , and at shore stations.

M IL—R— 9673B Radiat ion Limi t s , Microwave and X—Radiat ion Generated by
Ground Electronic Equipment (as related to personnel safety)

This specification establishes requirements for the prepara-
tion and submission by a contractor of data describing and
defining radio—frequency (r—f) power density and x—ray
characteristics for ground electronic systems , subsys tems ,
equipments , componen ts and end items proc ured by the U.S.
Air Force , under a research , experimental , development ,
development—production or production contract. It fur-
nishes guidance relative to Air Force policy regarding
permissible levels of exposure to x—radiation and provides
for the submission of x-ray survey data to the Air Force.
This s p e c if i c a t i o n  also covers  the  method by which source s,
p o t e n t i a l  sources and h a z a r d s  sha l l  be i d e n t i f i e d .

MIL— F—l5733E F i l t e r , Radio i n t e r f e r e n c e , Genera l  Specification for

This specification covere the general requirements for
current—carrying fi lters , alternating—current (ac) and
d i r e c t — c u r r e n t  ( d c ) ,  f o r  use  p r imar i ly  in iC reduction
of broadband r ad io  i n t e r f e r e n c e .

WR—lOl Part I E l e c t r o m a g n e t i c  cit rol Requirements for Advanced ASW
Av ionics Systems . A—NEW

This •i ’ecitl cat lnn ei t ihlishes the general requirements for
aT o rg an i z e d  electromag n etic c o m p a t i b i l i t y  (EMC) program
f o r  th e  A—NEW Weapon Sy s t e m .  The requ i rements  specified
her ein onst itute a minimum program to be conducted by all
cont rib ’-u~r- t o  t i t  A—NEW Program . The specification covers
design requirements for grounding, bonding,  cabling, con trol
plans and electromagnetic interference (EMI) limits and
test procedures that w i l l  f e  used as the A—NEW System
approach to electr omagnetic compatibility. It is mandatory
that r h desi gn of al l systems , subsystems , black boxes ,
etc., follow the criteri a set forth for system EMI control.
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SPECS AND STANDARDS (Cont.)

N UMBER TITLE

MIL—W— 5088F Wiring , Aerospace Vehicle

This specification covers the selection and installat~o
of wiring and wiring devices used in aerospace vehicles.
Aerospace vehicles include airp l anes , hel icop ter s and
missiles.

MIL—STD—449D Radio Frequency Spectrum Characteristics , ‘-‘easurement of

This technical standard establishes uniform measurement
techniques that are applicable to the Jetermi r ia t ion  of the
spectral characteristics of transmitters , receivers ,
antennas and system couplers .

A- 1.1
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4 INSTRUCT I ONS

N AVMAT INST E l e c t r o m a g n e t i c  E n v i r um en t  C o n s i d e r a t i o n  in the  Life Cycle
10380.9 of Navy Electronic/Ele ctrical Equipments

This instruction assigns responsibility for  prom ulga tion
of MIL—HDBK—235 and for insuring that prior to the design
of componen ts eq uipmen ts, systems and pla tforms , proper
consideration is given to the electromagnetic environment
which may be encountered during their life cycle.

NAVAIRINST Electromagnetic Pulse (EMP) Protection within NAVAIRSYSCOM
4210.2 Proced ures and Requirements for

This instruction provides procedures to be followed for
imp lementing EMP protection within the NAVAIRSYSCOM as
established by NAVMATINST 2410.2, “EM? Effects Program :
Establishment of.”

NAVMATINST EM? Effects Program : Establishment of
2410.2 .This instruction provides policy, assigns responsibilities,

and delineates actions within the Naval Material Command
to ensure that proper consideration to the potential effects
from EM? is given in the life cycle of Navy components,
eq uipments, systems and platforms , and to ensure that ade—
qua te  guidance and criteria to counter EN? effects are
deve loped and disseminated.

NAVSEAINST EMP Considerat ions wi th in  the Naval Sea Sys tems Command
2410.3 EM? protection considerations , requ iremen ts and p roced ures

appl y t h r o u g hout  t he Naval Sea Systems Command in the
research , p lann ing , desi gn , developmen t , cons tr uction ,
acquisition , modification , installation , main tenance , and
product ion  of individual surface and subsurface platforms
and of the electronic/electrical equipments and systems
ins ta l led t h e r e i n .

AR—29 Frequency Allocation and Equipment Spectrum Signature
Req ui reme n t s

This document describes the procedures governing the con-
trac tor ’s collec tion and submission of spectrum signa ture
and freq uency allocation data for communication—electronic
equi pmen ts or systems being developed or produced for the
Naval Air Systems Command .

MIL—HDBK—241 Design Guide for EMI Reduction in Power Supplies

(Foreword) This design guide has been developed to provide information
relating to methods and techniques that an equipment engineer
may use to reduce electromagnetic interference. Information
in this handbook is directed particularly to power supplies
since experience Indicate s that t hey art- the major cause of
undesired emanations. Many of the basic techniques of
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reducing ENI in power supplies can also apply t o  an en t i re
equi pment. Use of the methods and techniques here in  should
enable an equipment engineer to develop a compromise between
the various characteristics and disciplines applied to the
equipment design. These characteristics include electro—
magnetic compatibility (ENC) , weight , -i ze , cos t , reliability,
main ta inab i l i t y ,  temperature , humidi ty , human engineer ing,
and performance.  Use of this handbook should result in an
equipment design that is EMC e f f e c t i v e  with the fewest
penalties to other characteristics.

MIL— STD— 22 0 Method of Insert ion—Loss Measurement for Radio Frequency
Fi l t e r s

This  standard covers a method of measuring, in a 50 ohm
system , the insertion loss of feed—through suppression
c apaci tors , and of single and multiple—circuit , rad io-
f r equency  (RF) f i l t e r s  at f requencies  up to 1, 000 meg a c yc l e s
(MC) .

MIL—STD—285 Attenuation Measurements for Enclosures , Electromagnetic
Shielding, for Electronic Test Purposes , Method o f

This standard covers a method of measuring the attenuation
charac teristics of electromagne t ic shield ing encl osures
used for electronic test purposes over the frequency range
of 100 Kilocycles to 10,000 megacycles.
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APPENDIX B

ACRONY MDEX

AFB : Air Force Base

AFWL : Air Force Weapon s Labo ra to ry

A l :  A r t i c u l a t i o n  Index

AN: Ampl i tude  Modulat ion

AN? : Antenna Modeling Program

AR: Aeronaut ica l  Requirement

AS : Articulation Score

ASD: Aeronautical Systems Division

ASPR: Armed Services Procurement Regulation

AWCAP: Airborne Weapons Corrective Action Program

BER : Bit Error Rate

CCIR: international Radio Consultative Committee

CCM: Centralized Corporate Memory

CE : Communications/Electronics

CFE: Contractor Furnished Equipmen t

CNO: Chief of Naval Operations

COSAM : Cosite Analysis Model

DC?: Development Concept Paper

DNA : Defense Nuclear Agency

DOD: Department of Defense

DSARC: Defense Systems Acquisition Review Council

ECAC : Electromagnetic Compatibility Analysis Center

ECCM : Electronics Counter—Counter Measures

ECM : Electronic Countermeasures

ECP : Engineering Change Proposal

El?: Engineering Investigation Program

EM: Electromagnetic

EMCAB: Electromagnetic Compatibility Advisory Board

EMCPP: EMC Program Plan

Electromagnetic Environment

Electromagnetic Interference

EMP: Electromagnetic Pulse
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EMPASS: Electromagnetic Pulse Aircraft System Simulator

EMV : Electromagnetic Vulnerability

EMX: Electromagnetic X

ESM : Electromagnetic Support Measurements
EW: Electronic Warfare

FM: Frequency Modulation

GFE : Government Furnished Equipment

GTD: Geometric Theory of Diffraction

HF: High Frequency

LAP : Intrasystem Analysis Program

IEEE: International Electrical and Electronic Engineers

IEt4CAP: Intrasystem Electromagnetic Compatibility Analysis Program

IN: Intermodulation

1PM: Interference Prediction Model

LCDR: Lt .  Commander

3M: Maintenance and Material Management

MLII : Meaconing Intrusion, Jamming and Interference

MIL—HDBK: Military Handbook

MIL—STD: Military Standard

NADC: Naval Air Development Center

NAIl : Naval Avionics Facili ty,  Indian apolis
MOM : Method of Moments

NAMP : Naval Aviation Maintenance Program

NASA : National Aeronautics and Space Administration

NASC: Naval Air Systems Command

NATC: Naval Air Test Center

NAVAIR: Naval Air Systems Command

NAVS EA: Naval Sea Systems Command

NAVSEC: Naval Ship Engineering Center

NAVELEX: Naval Electronic Systems Command

NAVMAT: Naval Mater ia l  Command

NCEL : Naval Civil Engineering Laboratory

NC F : Nominal Characteristics File

NELC : Naval Electronic Laboratory Center

NMC : Naval Material Command
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NOSC: Naval Ocean Systems Center

NPGS: Naval Postgraduate School

NRL : Naval Research Labora tory

NSA: N a t i o n a l  S e c u r i ty  A gency

NSSC: Naval Se;i ;ysttms Command

N SWC/D: Naval S u r f a c e  Weapons Cen te r/Dah lg ren

NSWC /WO: Naval Sur face  Weapons Cen te r/Whi t e  Oak

NSWSES : Naval Ship Weapon Systems Engineering station

NUSC: Naval Underwater  Systems Center

NW C : Naval Weapon Center

NW SC: Naval Weapons Suppor t Cen ter
OPEVAL: Operational Evaluation

OR: Oper ational Requiremen ts

OTP: Office of Telecommunications Policy

P—STATIC: Precipitation Static

PMTC: Pacific Missile Test Center

PPI: Plan Position Index

Quick Reaction Capability

R & D: Research and Development

R.ADC: Rome Air Development Center

REDCAP: Real Time Digital Computer Analysis Program

RF: Radio  Frequency

S/I: Signal to Interf erence Ratio

SAE: Society of Automotive Engineers

S ENCA: Ship board Elect romagnet ic  C o m p a t i b i l i t y  Ana lys is

SEMCAN: Shipb oard Elec t romagnetic Compa tibil ity Analy sis , Microwave
SEMCIP: Shipboard Electromagnetic Compatibility Impr oveme n t Progra m
SEMI: Special Electromagnetic Interference

SINAD: Si gnal p lus noise plus d i s to r t i on  to noise plus distortion
ratio

SMS/DCAP Ship Missile System/Deficiency Corrective Action Program

SYSCOM: Systems Command

T & E: Test and Evaluation

TECHEVAL: Tecnnical Evaluation

TEMP: Test and Evaluation Master Plan
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TESSAC: Tactical Electromagnetic Systems Study Action Council

TRACE: Transmitter, Receiver, Antenna, Coupler Evaluator

TRED: Transmitter , Receiver Evaluation and Design

UHF: Ultra High Frequency

UR : Urgent Report

VHF: Very High Frequency

B—4

— -
.
~~~~

- --——--—— -- — --- - - ------

~~~~

:- - —-- -I—---



APPEN!)IX C
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N A V A L POSTGRADUATE SCHOOL Dr. Richard W Adler , EM( Te ho ie ,i 1 I ~-ri n~ L e a d e r

NAVAL OCEAN S Yh IJ- ~~S CENTER Dr. ~-hi r Laii Kvigni-
Dr . John Roc kway
LCDR N o r v a l  Br oome
Jack W i t t

NAVAL AIR  TEST CENTER Hon Lane

ELECTROMAGNETI ( COMPATIBILITY ANAYLISIS CEN I FR l o r ry  Hedge-
ike Lustg;i r: ci

NAVAL UNDERWATER SYSTEMS CENTER William Prysner
P J Johnson
Dave McQueeny

NAVAL WEAPONS CENTER Frank Harris
Rober t  C h ri st i an s e n

NAVAL SURFACE WEAPONS CENTER / I ) ! .  S teele  McGon&-g 1
Jo seph Haihers tien

NAVAL SHIPS ENGINEERING CENTER Robert  Pe te rson
Pres ton  Law

PACIFIC MISSILE TEST CENTER Duncan Plasman

NAVAL WEAPONS SUPPORT Cl-INTER Rich Plew

NAVAL RESEARCH LABORATORY C h a r l e s  Koh ier

ILLINO I S  IN STITUTE OF TECHNOLOGY RESEARCH INSTITUTE Jim Kr stanskv
J ack Bridges

Ted M a r t i n
l )avt- Mel eafl

NORTHROP SYSTEMS IN~ Quent Rasmussen

VEDA INC L. G i l d a  Hask ins
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