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OBJECTIVE

Identify system parameters controlling common-mode noise. Determine whether
Standard Electronic Module (SEM) line interface specifications are sufficient to preclude
common-mode interference.

RESULTS

1. System parameters controlling common-mode noise were identified. Interference
problems may or may not occur depending on the system’s balance, shielding, isolation,
impedance, grounding, data rate, and signal threshold.

2. Seven SEM interface modules were examined and only two were found to specify
common-mode noise rejection. The modules are designed to meet but do not reference
interface standards. Six interface standards were examined, and fewer than half specify
common-mode noise immunity.

RECOMMENDATIONS

1. To control common-mode effects in digital interface circuits, establish a set of
performance criteria based upon system requirements and system environments.

2. Develop procedures which test digital interface circuits against the established
performance criteria.

3. Determine which criteria, from the established set, are met by existing SEM mod-
ules. Develop new modules to meet system/environmental requirements not now met.
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INTRODUCTION

Electromagnetic energy impinging on signal cables induces common-mode currents
into signal lines and returns. The effect on the system depends on the magnitude of the
induced signals and the common-mode noise rejection of the signal driver, receiver, cable,
and grounding configuration. In a poorly designed system, the common-mode signal is
converted to a differential-mode signal and acts as a valid differential signal — resulting in
problems. Recent examples include the pegging of indicator meters in shipboard engineer-
ing stations and the shutdown of power inverters when a ship’s hf transmitter was keyed.

Acting like common-mode noise currents are structure currents feeding into signal
lines either capacitively or directly. The structure currents result from either ground voltage
differences or electromagnetic energy induced into the hull. Ground voltage differences
occur on ships despite the intentional ungrounding of the three-wire power lines. Stray
capacitances are significant causes, but the main culprits are line-to-chassis capacitors in
equipment emi filters. Thus varying ac voltage grounds are established from equipment to
equipment. Hull currents then result, adversely affecting some equipments. These structure
currents can also be brought directly into active circuitry by hard-wire connections. In
Navy shipboard grounding practices, it is common to connect the signal ground to chassis in
each equipment. In fact, MIL-F-18870E makes this mandatory for fire-control systems. It
is also mandatory to tie the chassis to the hull. When nonisolated line drivers and receivers
are used — also a common practice — structure currents can be brought directly into the
interface circuits being used to communicate information between equipments.

The purpose of this work is (1) to identify system parameters controlling common-
mode noise, and (2) on the basis of these identified parameters to determine whether Stand-
ard Electronic Module (SEM) line driver and receiver specifications are sufficient to preclude
interference problems in the presence of common-mode noise.

PROCEDURE

Common-mode noise problems were defined and possible solutions were studied.
System parameters controlling common-mode effects were identified.

Seven SEM interface modules were examined for common-mode noise rejection
specifications either directly or through a specified interface standard. The seven SEM
modules consisted of five line receivers and two line drivers.

Six interface standards were examined for common-mode noise rejection
requirements.

RESULTS AND DISCUSSION

Common-mode interference is defined by the IEEE (ref 1) as “Interference that
appears between both signal leads and a common reference plane (ground) and causes the
potential of both sides of the transmission path to be changed simultaneously and by the
same amount relative to the common reference plane (ground).” Differential-mode interfer-
ence, on the other hand, is defined as “Interference that causes the potential of one side of
the signal transmission path to be changed relative to the other side.”

1. The Institute of Electrical and Electronics Engineers, Inc, Standard Dictionary of Electrical and Elec-
tronics Terms — IEEE Std 100-1972




The source of common-mode noise is the induction of currents on signal cables by
! radiated electromagnetic energy (fig 1).* Adding to common-mode noise signals are un-
wanted potential differences between grounds (zero-signal reference points and other
grounds). Although not, strictly speaking, common-mode voltages, these ground voltage
differences contribute to the common-mode contamination of the signal (see fig 2).
: To further exacerbate the problem, a common-mode signal can result in not only
common-mode interference but also differential-mode interference. Differential-mode
voltages appear if unbalance exists in either the driver, cable, receiver, or grounding configu-
! rations (see fig 3). V; represents the resultant common-mode voltage from both radiated
i and ground voltage sources.
; Therefore, to preclude common-mode problems, it may be insufficient to only
specify that the receiver reject common-mode noise. For example, figure 4 represents a
balanced system in which the common-mode noise is rejected by the receiver and does not
become differential-mode noise unless R # Ry and/or Z| # Z;. Figure 5 represents an
; unbalanced signal source which would cause a common-mode signal to produce a

*Figures 1 through 5 are from the Training Notes for a course, EMC — Design and Measurement for Control
of RFI/EMI, taught by Don White Consultants, Inc, in Los Angeles, March 7 — 11 1977.
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Figure 3. Equivalent circuit of ground-loop coupling.

differential-mode interference signal. Thus, ideally, to preclude problems the entire system
must be balanced, including the transmission line.
Common-mode noise problems may also be attacked by:
. Isolating line drivers and/or receivers
. Lowering the impedance of the ground system

W N -

. Reducing the system size

4. Ungrounding either the driver or the receiver or both to reduce noise coupling
(however, as shown in fig 3, capacitive coupling exists even if the driver or the receiver is
ungrounded)

5. Increasing signal thresholds
6. Filtering if data rates are low (more difficult to filter high-speed data)

7. Using higher-voltage drivers and receivers (but higher signal swings generate pro-
portionately more cross talk)

By using the preceding techniques, common-mode noise problems can be prevented.
Adequate noise limits (both common and differential mode) should be specified in interface
circuits. However, for the seven SEM interface modular circuits which were examined,
common-mode noise rejection was specified for only two modules. Although usually de-
signed to meet interface standards, the SEM interface modules do not reference interface
standards. However, even if the standards were specified, most of those studied (six) are
silent about common-mode noise rejection. Table 1 summarizes the results for seven SEM
line drivers and receivers and six interface standards. More details are given in appendices A
and B.
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TABLE 1. COMMON-MODE NOISE REJECTION IN INTERFACE STANDARDS
AND SPECIFICATIONS.

Standard Comment

RS-232 (EIA)* Silent

RS-422 (EIA)* Immunity specified

RS-423 (EIA)* Silent

MIL-STD-1397 (SHIPS) Silent

MIL-STD-188-100 Immunity partially specified

MIL-STD-1553A Immunity specified

Specification

MIL-M-28787 (NAVY) Modules, electronic, Silent for five interface modules —
standard hardware pro- immunity specified for two inter-
gram (for seven slash sheet face receivers
interface modules — § re-
ceivers and 2 drivers)

*Electronics Industries Association

CONCLUSIONS

Common-mode noise rejection is specified in very few of the Navy’s standard digital
interface circuits. The requirement is seldom stated in detailed specifications. MIL-STD-
461 presently contains no common-mode testing, although common-mode tests are being
developed for future issues. Better control of common-mode noise effects is required now
and is essential in future EMP environments. At present, the Navy depends almost entirely
on the contractor’s knowledge and good intentions for any common-mode noise rejection it
gets in its systems.

RECOMMENDATIONS

1. To control common-mode noise effects in digital interface circuits, establish a set
of performance criteria based upon system requirements (eg, data rate, signal threshold) and
system environments (eg, shielding, grounding, EMP). Update the criteria when new threat
or system requirements occur.

2. Develop quality assurance (QA) test procedures for digital interface circuits to
measure the performance criteria established in the preceding paragraph.

3. Determine which criteria, from the established set, are met by the existing SEM
modules. Demonstrate their performance by the tests developed in paragraph 2.

4. For SEM modules meeting the criteria, incorporate performance specifications
and testing procedures into MIL-M-28787 slash sheets.

5. Develop SEM digital interface modules meeting system/environmental require-
ments not now met by existing SEM modules.




APPENDIX A: COMMON-MODE NOISE REJECTION IN SEM INTERFACE MODULES

Table A1 comments on common-mode noise specifications for seven qualified SEM
interface modules. As noted, only two modules specify common-mode noise rejection.
None of the modules reference interface standards.

However, discussion with NAFI personnel* indicated that the NTDS modules are
intended to meet the NTDS interface standard, MIL-STD-1397. Although MIL-STD-1397 is
not specified for the NTDS modules, they are tested to 1397 requirements by NWSC per-
sonnel at Crane, Indiana. Table A2 lists the SEM modules (qualified or in process) planned
to be compatible with MIL-STD-1397.

The telephone discussion with NAFI personnel also revealed that modules are cur-
rently being developed to be compatible with two other interface standards, RS-232 and
MIL-STD-1553. Interface modules are being designed for the UYK-30 (a bit slice micro-
processor) to meet RS-232 requirements, but it is not yet determined whether the modules
will reference RS-232. As indicated in appendix B, however, RS-232 does not specify
common-mode noise requirements. Interface modules are being developed (also for the
UYK-30) to meet MIL-STD-1553, but it is not yet determined whether the modules will
reference MIL-STD-1553. As indicated in appendix B, MIL-STD-1553 does specify
common-mode noise requirements.

*Telecon between Ray Malphy/Dean Demeyer (both with NAFI 924) and Edith Kamm, NOSC 9234,
4 May 1977

TABLE Al. COMMON-MODE NOISE REJECTION IN MIL-M-28787 (NAVY)
MODULES, ELECTRONIC, STANDARD HARDWARE PRO-
GRAM (FOR SEVEN SLASH SHEET INTERFACE MODULES).

SEM Slash SEM
Sheet Key Description Comments
16! IDK Receiver, 18 TTL Silent
232 SBT Receiver, 28 V to 5 V Silent
482 MDP Driver, Translate to Silent
Negative V, TTL
51 2 MDQ Receiver, Translate to Specifies £7-V
Negative V, TTL common-mode rejec-
tion
54 QDH Receiver, Slow NTDS Silent
109 MDL Driver Silent
110 MDM Receiver Specifies 0.5-V-us dif-
ferential noise immuni-
ty and +200-V
common-mode noise
immunity with less
than +50% overshoot,
and a rise time of 10 ns
or less

]Speciﬁed threshold voltages will not reject noise

Input threshold voltages are specified




TABLE A2. SEM INTERFACE MODULES DESIGNED TO BE
COMPATIBLE WITH MIL-STD-1397 (NTDS).

DRIVER RECEIVER
Key Key

Slash Sheet Code Slash Sheet Code
NTDS Slow
(Receiver is qualified 239 QBQ 54 QDH
as standard) (Driver
is in process)
NTDS Fast
(Qualified) 48 MDP 51 MDQ
NTDS ANEW
(Being qualified at 241 QDR 242 QDF
NWSC, Crane)

Note: None of the qualified modules (54, 48,and 51) reference MIL-STD-1397 and only module 54 refer-

ences NTDS.




APPENDIX B: COMMON-MODE NOISE REJECTION IN INTERFACE STANDARDS
Table B1 lists interface standards and comments on their common-mode noise

specifications.

RS-232 (EIA) is a data interface standard often specified for Navy interfaces. (EIA
is Electronic Industries Association, 200 Eye Street, Washington, DC 20006.) Common-
mode rejection is not specified. Some noise rejection is provided by the switching thresh-
old. Paragraph 6.3 of RS-232 states that the electrical specifications are intended to provide
a 2-volt margin in rejecting noise introduced either on interchange circuits or by a difference
in reference ground potential across the interface.

RS-422 (EIA) and RS-423 (EIA) are new data interface standards permitting faster
data rates and longer cables than the older EIA standard RS-232. A recent paper (ref 2)
states that these two interface standards have emerged because RS-232 cannot handle the
longer lines and higher data rates. Also, industrial applications often demand system

2. Morris, D, Revised Data-Interface Standards, Electronic Design, v 18, p 138-141, 1 September 1977

TABLE Bl. COMMON-MODE NOISE REJECTION IN INTERFACE STANDARDS.

Standard

Comment

RS-232 (EIA)

RS-422 (EIA)

RS-423 (EIA)

MIL-STD-1397 (SHIPS)

MIL-STD-188-100

MIL-STD-1553A

Interface between Data Terminal
Equipment and Data Communications
Equipment — serial binary data

Electrical Characteristics of Balanced
Voltage Digital Interface Circuits

Electrical Characteristics of Unbal-
anced Voltage Digital Interface
Circuits

Input/Output Interfaces, Standard
Digital Data, Navy Systems

Common Long Haul and Tactical
Communication System Technical
Standards

Low Level Balanced Interface

High Level Interface
Low Level Unbalanced Interface

Aircraft Internal Time Division
Command/Response Multiplex Data
Bus

Remote Terminal/Data Bus Interface

Terminal/Subsystem Interface

Specifies +7-V common-mode
rejection

Silent

Silent

Specifies +4-V common-mode
rejection

Silent

Silent

Specifies £10-V common-mode
rejection

Silent (but specifies £0.5-V
maximum common-mode output
voltage)




performance in a high-electrical-noise environment. In such cases, a balanced line (RS-422)
reduces interference, but the RS-423 interface only provides asymmetrical links. An adapter
standard (RS-XYZ) covers tae interconnection between the old and new standards.
MIL-STD-1397 is the NTDS interface standard. Four interfaces are specified:
NTDS Slow, NTDS Fast, ANEW, and Serial. No common-mode rejection is specified.
Switching thresholds are specified, providing some noise rejection. Also, NTDS Fast and v
ANEW specify differential receivers. Paragraph 5.2 requires that a plan for the hardware
implementation and system utilization of the intended interface be submitted to the pro-
curing agency for review prior to implementation. ’
MIL-STD-188-100 specifies common-mode rejection for low-level balanced digital
interfaces only. Both balanced and unbalanced interfaces are specified with the choice left
to designer, depending on transmission distances. For high-level interfaces, no common-
mode rejection is specified.
MIL-STD-1553 specifies common-mode rejection for a remote terminal/data bus
interface. No common-mode rejection is specified for an interface between an external
device and a remote terminal, but a maximum common-mode output voltage is specified.
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