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. 'FOREWORD

This document constitutes the final report of analyses conducted by Ketron,
Inc. to support planning and concept development for the new-generation Navy
Warfare Gaming System (NWGS) to be developed at the Naval War College. For
ease of reference, the material is presented as a series of monographs, each

of which deals with a particular issue or concept. In some cases, the mono- j,
graph format segments material that was originally contained in Ketron Report, i
KTR j;z-%, "External Architecture for the Navy Warfare Gaming System,"
which dealt exclusively with the question of extending NWGS capabilities to
remote users; it is felt, however, that the topical flavor achieved thereby will

appeal to a wider audience,

The work reflected herein was sponsored by the Office of Naval Research
under Contract No. N00014-76-C-0769.
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INTRODUCTION AND OVERVIEW

The Naval War College (NWC) plans to develop by the early 1980's a mod-
em, digital Navy Warfare Gaming System (NWGS) , which will provide the ca-
pacity, flexibility, and level of detail needed to support the full range of Navy
applications of wargaming. To subport planning and concept development for
this system, Ketron, Inc. was engaged by the Office of Naval Research to ex-
amine several issues concerning design of the system, and, in a related ef-
fort, to organize a Na‘vy Gaming Workshop to serve as a forum for examination
and discussion of broader issues in developing war games and applying them to

best effect.

This report summarizes the results of these efforts by presenting a series
of monographs on the various NWGS development issues and concepts developed,
often utilizing the ideas evolved in the Navy Gaming Workshop. The report is

divided into three sections:

° Section I. Background. The three monographs in this section set the

stage for the others by: examining computer-assisted war games and their ap-
plications; summarizing the broad plan for the NWGS; and describing the ques-
tion of their management.

® Section II. General Design and Development Concepts. In this sec-

tion are presented three monographs on specific questions and applications that
might be profitably considered in evolving the design of the NWGS. Specifi-
cally:

- "Expanded Usership" examines the question of security of infor-
mation management in the NWGS from the viewpoint of possibilities that have
not yet been explicitly considered, such as: use of SI*-like information, foreign
partlcipathn in war games, and extra-Navy use of the NWGS, which may create
needs for ensuring the privacy of information on Navy sub-systems.

-  "Perception of Situation and Objectives" examines the implica-
tions of psychological factors that tend to be overlooked in considering how

computer-assisted war games are exercised and applied, and suggests thereby

*Special Intelligence




ways that the NWGS mafr be made even more useful.

...= "Command Post Gaming" examines the NWGS in the context of
emerging new developments in the Navy command and control arena and sug-
gests a design concept that would enhance both the NWGS and the exercise

capabilities of the Navy Command and Control System.

° Section III. Remote Extensions of the NWGS. Finally, in this sec-

tion are presented four monographs on questions of possible extensions of the
NWGS via remote interfaces. The first, "Feasibility aﬂd Consequences of
Connecting the NWGS to Another Simulation Facility," examines the possibility
of using existent facilities and prograins outside of the Naval War College

to support the NWGS and shows by analysis of an example that there would be
much effort and little merit in trying to use other systems in this way. The
other three examine, in turn, the probable demand, costs, and possible con-
figurations for extensions of the NWGS in the opposite direction, i.e., by

providing remote accesses to users outside of the Naval War College.

|
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COMPUTER-ASSISTED WAR GAMES:
STRUCTURE AND APPLICATION S

Abstract: Computer-assisted war games are characterizéd in terms of the roles
that the computer plays in supporting the game and structure of facilities pro-
vided the players. Types of computer-assisted war games are classified;

ranges of applications are identified; and the types of game best suited Jor each
application are described.

.
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WAR GAMES -- DEFINITION AND IMPORTANCE

A war game is a dynamic simulation of military combat executed in such a
way that one or more human .participants can exercise control ox}er the activi-
ties of the simulated forces. The essential elements of war games that distin-
guish them from other kinds of simulations of military activity are, then, that:

® Force command and control and/or combat direction for at least one
of the opposing forces is supplied by human decision-makers, and
® These decision-makers must react to the evolution of the combat and

exercise options that will affect its outcome.

These characteristics make war games perhaps the only medium short of
actual warfare for examining bommand decision process @nd their effects.
Additionally, the latter characteristic makes war games very useful in identi-
fying and isolating problems and deficiencies as they arise. For example,

a simulation may suggest that a force will have a logistics shortfall in some
statically-structured scenario. In a war game, the point at which the effect
of that shortfall is first felt, the constraints it imposes on conduct of the sim-
ulated operation, and the possible alternatives for circumventing those limi-
tations are all surfaced during the interactive play of a war game. War games
are thus the richest and most powerful tools available for analyzing military

operations.
COMPUTER-ASSISTED WAR GAMES

The definition of a war game presented above is broad enough to encompass
almost all simulations of military combat that utilize human command and con-
trol -- from force exercises (in which real personnel and equipment are used to
simulate activity) to manual board games. Intermediate in this spectrum are com-
puter-assisted wargames, in which some of the activities and status of forces
are simulated and monitored by computers. Computer support for such war games

may include:

e A game executive - a computer program module which maintains the




profile of the tactical situation by tracking: elapsed time and movement of forces;
results of engagements; and status of forces with respect to number of units,
remaining fuel and firepower, maneuverability, etc. The game executive may,

in addition, track a tactical scenario, triggering simulated intelligence reports X
and automatically identifying critical decision points for the human players.

e System simulators - computer models that translate parameters de-
scribing environmental conditions and the technical characteristics of a wéapons
or support system into operational performance characteristics. Such a model
for a radar system might, for example, accept inputs describing power, fre-
quency, and environmental conditions and produce a detection probability curve
as a function of height, range, and size of a target.

® Engagement assessment modules - computer simulation models that

can be called up as necessary to translate actions into outcomes. One kind

of engagement assessment module might, for example, use the detection prob-
ability curve produced for a radar by the system simulators to determine when
various units in an incoming air raid will be detected by defenders. Other mod-
ules will presume the engagement of forces and/or units in combat and simulate
combat losses and damages resulting from the engagement.

- ® Weapons characteristics and unit capabilities data files - which

provide ready access to parameters needed for combat simulation in the engage-
ment assessment modules and used to establish reasonable constraints on what can
be accomplished by units in terms of movement, detection of enemy forces, etc.

in the game execution.

In addition to these computer capabilities, the total computer-assisted
gaming facility will generally provide:

e Physically separated input/output consoles and displays and communi-
cations links among these to enable simulation of dispersion of military com-
manders among and within platforms. 3

® A game umpiring system, so that dis-interested observers can monitor
game progress, resolve ambiguities when proposed actions or engagements ex-

ceed the interpretation capabilities of the game executive, and pace the game
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to maximize its utility to the players (e.g., by increasing rate of play during
maneuvering periods and slowing or freezing action during hot conflict phases

of the evolution) .

GAME TYPES

Within the broad spectrum of computer-assisted war games, there are a
number of different types of games that can be distinguished by the kinds of
program modules provided, structure of the opposition, and the number of sides
that are played with lim}ted inteliigence. Briefly, the game types are distin-

guished in terms of these characteristics as follows:

e Computer modules - With respect to the modules provided (or em-
ployed) , three types of games can be distinguished:

- - System level games - These provide only system simulators and
possibly weapons‘capabilities data bases to enable players to specify units
rather than the parameters needed in the simulation. These are really not games
in the strict sense of the word, but are little more than interactive simulations.
In larger computer-assisted games, however, provision for direct access to the
system simulators through system games in an important consideration, because
évaﬂabﬂity of system games will greatly enhance the utility of the total program.

- Engagement level games - Engagement games provide a true gam-
ing capability by providing engag.mnent assessment modules and rudimentary
game executives that enable players to specify limited scenarios involving com-
bat between a few units and control unit actions as the scenario evolves. Be-
cause engagement games involye only one kind of engagement, their output
can be much more detailed than larger-scale games which use a variety of en-
gagement assessment modules.

-~ Full-scale games - Full-scale games add to the engagement games
a full game executive capable of tracking a number of different units, calling

on a variety of different engagement assessment modules as necessary, and

accepting combat control inputs from several sources.




e Structure of the opposition - The next major distinction among games

is how the opposition that produces the simulated conflict is structured. This
is determined by the nature of the opponent force against which the players play
the game and the player structure.

- Opponent structure - For system games the players' "opponent”
is the computer, which accepfs the inputs and provides an answer. For en-
gagement and full-scale games, there are three alternatives for the opponents,

which create a further categorization of the game type. These are:

* Preprogrammed games, in which the operational environment and
scenario are specified in advance, and the "opposition" allows only llinited ac-
tion selection by the player. In these games, engagements proceed according
to a fixed scenario in which only a few major decisions by the players are called

for.

* Computer-opposed games, in which the actions_of the "op-
ponents" are controlled by the computer in accordance with pre-structured de-
cision/action tests that enable the computer to determine what actions and
responses will be taken in given situations.

s * Freely played games, in which all opposing forces are under
the tactical control of human players, and the computer acts only as a monitor
of the action and tabulator of results, force status, etc. Freely played games
may be constrained (e.g., by not allowing for engagements outside of a fixed
geographical region or actions that cannot be accommodated within the game

executive) , but force actions are otherwise totally specified by the players.

- Player structure - On the player side the primary distinction is
between:

*  Single-player games, in which command and control inputs
are provided from only one source, which may be an individual playing alone,
or a team of players constituted to simulate a single command node.

* Multi-player games, in which any number of different players

or separate teams can individually react to a portion of the game and provide

a¥e
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force command and control inputs. Because play of these games simulates the
coordinated responses of different command and control nodes, multi-player
games -generally must provide a means of communicating between the different

players.

e Number of sides - f‘inally, a major distinction among freely played
games is the number of sides in the game, as indicated by the number of op-
ponents who play with limited intelligence. The basic game types with respect

to number of sides are:

- One-sided games, in which realistic conditions of limited intel-

ligence are played only by one side in the simulated conflict and opposition
is provided by game directors or umpires, who have access to complete infor-
mation on both forces and are free to control parts of the game scenario as it
evolves. '

- Two-sided games, in which two opposing forces with imperfect

information are played against each other. Large-scale two-sided games usu-
ally require, in addition, presence of umpires who have access to complete
information so that they can monitor the actions of both sides for violation of
game constraints.

4

- Multi-sided games, in which more than two major forces with

conflicting objectives are played under realistic conditions of limited intelli-

gence.
USES:-OF WAR GAMING
There are four commonly recognized areas of application of war gaming:

® Operational planning, which deals with questions of future force

levels, deployment, or employment;

° Personnel and team training;

e Operational development, i.e., development of tactics, doctrine,

and procedures to maximize effectiveness of weapons systems; and

® System development, i.e., design and development activities aimed

at improving weapons systems and producing new items.




Each of these possible uses of the NWGS war gaming capabilities is examined
below to identify specific applications and.the kinds of war gaming-capabilities

needed to support those applications.

Operational Planning

The utility of war games in operational planning is that the game enables
planners to analyze situations in which the outcome is sensitive to the quality
of force command and -control and limitations imposed by available resources
and assets. Most war gaming applications that support operational planning
therefore require the interactive play possible in full-scale games, so that the
effects of human decision-making in the operational situation can be examined

and analyzed, and deficiencies will surface as they occur.

Specific possible applications of war gaming in this area vary with the
kind of planning involved. At least four distinct categories can be identified:

) Strategic/Force Level Planning. This kind of planning is aimed at

anticipating the future world military situation and selecting U.S. force levels
that will be great enough to adequately and clearly counter any threats, but not
b_e so great as to be perceived as a threat or an unnecessarily large investment
in national defense. Since the deterrent posture of general purpose forces de-
pends both on numbers and on effectiveness of the forces, and force effective-
ness is greatly affected by responsiveness of force command and control, a
realistic war game is perhaps the only adequate medium for analyzing force
level alternatives, and war games play a key role in force level planning. The
kinds of games required are relatively aggregated global or theater-wide games
that enable ilie players to confront a crisis situation, respond to needs for re-.
enforcing indigenous troops, mobilizing reserves, etc., and see as the game
progresses the consequences of delays and/or inadequate force levels. Most
force level planning is predicated on scenarios and enemy responses that re-
present the best available intelligence at the time. One-sided full-scale games
. are therefore the most appropriate medium for this kind of planning, because

they avoid the excursions that can be gerierated in freely played games.

|
|
1
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e Contingency Planning. In contrast to force level planning, which

focuses on questions of overall military posture, contingency planning focuses
on a specific situation and attempts to formulate courses of action to be followed
{f the situation arises. That is, a contingency plan anticipates the possible
need for action and attempts to abridge the action-selection process By deciding;
in advance, and without the pressures of an emerging crisis, what our response
ought to be. Since contingency plans are developed to be implemented, théy
must be carefully analyzed and tested to ensure that they are practicable and
are not likely to lead us into an untenable tactical position. Sophisticated
war games that enable the opposing force commanders to exercise both strategic
and tactical decisions are well-suited to the problem of testing contingency
plans -- so much so, in fact, that much of the impetus for hﬁproving war gaming
techniques and capabilities comes from contingency plar;ners . Since one of the
primary objectives in testing contingency plans is verifying their reasonable-
ness under a wide spectrum of opposition force options, full-scale, two-sided
games that allow the opposition commander maximum freedom in selecting his
course of action are most useful in this context. g

@ Exercise Planning. A step down from contingency planning is exer-
cise planning, in which the objective is to design a tactical scenario to be
carried out in the exercise which will confront the task force and unit commanders

with a variety of realistic tactical problems. While larger-scale war games

“might be used to suggest design of exercises by surfacing the kinds of tactical

~ situations about which more information is needed, engagement level games,

' which provide finer detail on tactical encounters, can be expected to be the
most immediately useful capability for exercise planning, By "pre-exercising"
the tactical situations planned for an exercise with an engagement level game,
exercise planners can set reasonable bounds on raid sizes, etc. to ensure
that the forces exercised are not «confronted with problems that are too great
to be managed or too easy to be of any practical use for training and developing
operational readiness. Here, cleverness of the opposition is not as much 6f an

issue as general size and structure of the opposition so computer-opposed games




are generally as useful in t_hls context as the free play games.

e Threat Analysis. Finally, although it is not strictly a planning func-

tion, threat analysis aimed at estimating the probable difficulty in countering
an enemy threat with a given force from what is known about enemy capablilities
and tactics is a necessary element in all kinds of operational planning. Ready
access to a computer-opposed-engagement level gaming capability can there-
fore be expected to be of great use to all operational planners, by providiné

an altemate means of testing tactical hypotheses and sizing the threat posed
by anticipated enemy force levels when other threat analyses are not readily

available.

Training

By enabling players to exercise command and control and/or combat direc-
tion of simulated forces in an environment where consequences of the player
decisions can be assessed and analyzed as they occur, war games provide a
med ium fér some types of training that would otherwise be impossible or pro-
hibitively expensive to acquire and not nearly so useful from. the viewpoint of
surfacing lessons learned. In particular, three kinds of training fall into this

category:

° Command readiness training, which is desiQne_d to give flag rank com-

manders an opportunity to test and hone the command decision skills they must
exercise, but are ordinarily exposed to, only in crisis situations. The tradition-
al medium for this kind of training is the command post exercise, which does

not provide realistic feedback on consequences of decisions and actions. Re-
cently, however, computer-assisted war games with sﬁfficient complexity to
challenge flag rank commanders with realistic crises have been developed, and
the success with these suggests that war games can be expected to achieve a
prominent role in maintaining command readiness. As suggested by the years of
operational experience possessed by the audience for this kind of training, any

war game used for this purpose must achieve extraordinary complexity and realism,
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or it will not sufficiently challenge the players. This means that command
readiness training must be supported by large-scale games that will admit many
higher-level commands and simulate the totality of assets in the operational
environment, including communications, intelligence, and combat performance
of weapons systems.

® Functional unit/team training, which is designed to exercise groups
of people who must support a common operational function, to allow them the
opportunity to test and streamline coordination. Since this kind of training
focuses on one function, only the tactical activities that impinge on, or are
supported by that function need to be simulated, and smaller-scale, multiple-
player game's played against standard, computer-generated opposition are best
suited for this kind of training. '

e Individual training, the objective of which is to expand the experience
base of individuals by providing an opportunity to run through a variety of situa-
tions and observe the tactical impact of their decisions. Because they can pro-
vide in a short time exposure to problems that might take years to attain in a
real-world environment, realistic tactical war games are an invaluable training
tool for training of prospective CIC officers, deck officers, and other junior
grade commanders whose position requires experience that will enable them to
anticipate the probable impact and effects of their decisions. To be most ef-
ficiently used in this role, the war games should: pose relatively short-lived
tactical problems; have good interactive input/dlsplay consoles that pro-
vide fine grained profiles of the evolution; and execute fast enough to enable
the player(s) to run through several iterations of the problem in a few hours.
The required capabilities are exemplified by the pre-programmed engagement

level games.

Operational Development

To ensure that existing capabilities and resources are used to the best
effect, force tactics, use doctrine, and standing operating procedures are con-
stantly reviewed and tested for possible improvements. This activity, called

here operational development, is a vital element in the management of military




forces that has always taken place to some extent, but is now receiving high-
level attention and evolving into a formal activity. It comes in two forms:
tactical development and evaluation (TAC D&E) , aimed at optimizing force,
platform, and weapons systems tactics; and similar activities, no so well

formalized, directed toward development of the best ways to use support systems.
TAC D&E

The importance of developing optimal tactics for applying new systems
was formally recognized in OpNav Inst 5401.1, "Navy-Wide Intra-Type Tac-
tical Development & Evaluation". Subsequently, TAC D&E as defined there
has become an integral part of military system management, and Type and Num-
bered Fleet Commands have organized TAC D&E groups respohsible for continu-
ing major TAC D&E programs in their respective areas. :

This kind of tactical development usually requires: extensive analysis
of force performance data to determine possible weaknesses in existing tactics;
further analysis to develop and evaluate proposed changes; and test of the pro-
posed tactics in force exercises to verify the analytical resr.;lts. Realistic
war games can greatly facilitate these activities by providing a means of gen-
érating the data for analysié of tactics and by providing an alternate, more
readily accessible test bed for evaluating proposed changes. In addition, much
of the analytical effort in TAC D&E uses combat simulators similar to those used
in engagement assessment in computer-assisted war games, so access to an
} appropriate war game may eliminate the need to develop simulation models lo-
cally.

The specific kind of war gaming that may be used to support TAC D&E varies
with the level of the tactics being examined. There are three possibilities:

e Fotce level tactics. Development and evaluation of integrated force

level tactics (also called inter-type TAC D&E) focuses on the problem of coor-

dinating the large variety of force missions (e.g., AAW, ASW, etc.) and the
use of weapons and platforms within a mission area. Since the objective is to

evolve tactics that govern the concerted use of many different platforms and

13
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weapons systems, this kind of TAC D&E requires large-scale war games that
will admit different commanders for different platforms, supported by fine-
grained engagement assessment modules that will accept weapons command and
control supplied by the players. To be of most use in this application, such
war games should be able to accommodate rigidly specified opposition force tac-
tics, so that the game can b.e repeated with variations in own force tactics,

and allow maximum free play by the individual players, to ensure that a wide
range of tactical alternatives can be played. In terms of the types of games,

these requirements suggest the need for one-sided full-scale games that can be

computer-opposed and will display the detail attainable in engagement level games.

e Platform tactics. In contrast to force level TAC D&E, which focuses
on heterogeneous groups of platforms, development and evaluation of platform
tactics (also called intra-type TAC D&E) focuses only on questions of optimizing
tactics for a given platform or homogenous group of platforms. Thus, either
pre-programmed or computer-opposed engagement games in which-several
players can assume individual functional or platform command roles are ideal-
ly suited for this kind of TAC D&E. :

e Weapon system tactics. At the lowest end of the spectrum of TAC D&E
are efforts to develop optimal use doctrine for single weapons systems (e.qg.,
an aircraft, missile system, Naval gun), or for a single platform engaged in
one activity (e.g., a destroyer prosecuting a submarine contact). For this kind
of TAC D&E, unit-on-unit engagement games with either a single player op-
posing a computer, or one player on ejther side in a free play mode are usually
sufficient, because the focus is on single unit variations. To be most useful,
such games must provide relatively fine-grained detail on the evolution of the

game and results of engagements.

Other Operational Development o

Another possibility for use of war games in support of operational develop-
ment occurs in the area of developing command and control (C% system doc-

trine, organization, and information flow requirements. The potential here stems




Y

' |
: -15- ' 11

from three features of a war game:

e Command and control is provided by the players.

° The impact of variations in that command and control can, if desired,
be readily observed and analyzed.

e War games are conducted outside of the real-world environment, there-

by safely allowing the assign:hent of command and control responsibilities, doctrine,

and rules of engagement to be varied in order to test alternatives.

These features make war games perhaps the only practicéble medium for con-
ducting the kinds of analyses needed to support operational development of C2
systems. This potential is only beginning to be recognized, but with the emer-
gence of the Navy's new generation Navy Command and Control System (NCCS)
and its subsystems, like the FCC and TFCC, demand for war gaming support

in this area can be expected to increase radically.
There are two potential applications:

) Development of C2 systems doctrine and organization. Here the regu-

lar war games might be played specifically to examine the impact of variations in
C2 system doctrine and/or organization, by conducting some game iterations with
t'he existing C2 system structure and o_thers with variations of the structure. The
kind of games required for this application will be ones that: (1) admit a large
number of players to exercise simulated C2 system nodes; and (2) can be con-
ducted under fixed scenarios supplied by the computer or umpires, so that out-
comes will vary only with the C2 system structure and consequent responsive- 4
ness.

e Analysis of information requirements. A by-product from almost
any war game (and not an unreasonable objective for specially-designed games)
is the opportunity to use the war game as a medium for analyzing command and
tactical information requirements. Data on information requirements can be de-
rived from almost any war game by simply asking participants to note at critical

decision points what information they would like to have had that was not available

o o A, ._-J




to them. To the extent that. the war game mirrors reality, such debriefing data
may identify deficiencies and/or importance of information elements in the com~
mand decision process. To test indications from these or other analyses,
specially-designed war games might then be used to conduct the same engage-
ments with and without certain elements of information to provide a basis for
assessing the contribution of those elements of information to force effective-

ness.

System Development

Operational development accepts the constraints imposed by existing sys-
tems and attempts to optimize their use; the alternate approach to improving
force capabilities is to evolve new systems or modify the technical performance
characteristics of existing ones. This kind of system development ordinarily
would not benefit too greatly from war gaming, but when war games are struc-
tured to provide direct access to the system simulators needed to support real-
istic gamés, the built-in system gaming capability represents a valuable asset

to system developers. Such capability is useful in: 2

) Testing new system qoncepts. This traditional application of war-
gaming in support of system development utilizes somewhat rigidly structured
war games to test the military utility of proposed new platforms and weapons
systems by trying to determine the impact of a system with the proposed charac-
teristics on force effectiveness in a variety of mission roles. Engagement games
are sufficient to support extensive concept testing of this kind.

® Selecting new system parameters, One of the most difficult problems

in developing a new system is that of ensuring that technical system improve-
ments produce the desired operational improvements. The system games that
provide direct access to the system simulators enable system developers to ex-
amine the effects of variations in system parameters on the operational measure
of system effectiveness that must be fed into the war games. This is precisely
the kind of capability needed to support the trade-off and impact analyses through

which technical characteristics of new systems are selected.
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Summary
2 Table I lists the possible uses of wargaming discussed above and shows for

each the kind(s) of war games that appear to be most appropriate of the suggest-

ed use. Also indicated in that table, by asterisks, are the activities that might

benefit from a natural by-prodgct of accessibility of computer-assisted war games --
4 the ability to use the games' weapon capabilities data bases as a ready source

of information on performance characteristics and performance parameters. His-

torically this convenient capability has been used inforxﬁally and almost uncon~

sciously by persons who, for example, keep a copy of war game documentation

as a handy reference for parameters used by the game designers. It has more

recently been explicitly recognized as a valuable by-product by the NWGS plan-

ners, and the NWGS will provide for direct query of the capabilities data bases.

-] 7




¥ 3
¥
7
TABLE I. POSSIBLE USES OF WAR GAMES
A vs .
¥ ' TYPE OF GAME
TYPE OF GAME
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” . Full-Scale| Engagement | @ >
Level o o
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o [
b T 51 o .
A A S 2l
g tx |8 423y Bl G [ B
[0 ) [V a 7 ‘3: = 8
S 18 (s el |. 55
c 2 L
(@) = m 1o | & ol
Operational Planning ! ' :
- Strategic/Force Level ° | ' %
- Contingency : ® : : *
- Exercise o § o - *
- Threat Analysis | e ! *
Training - - !
- Command Readiness ol| o ' -
- Functional Unit/Team g emi . !
- Individual ! e |
Operational Development : :
- Force Level TAC D&E - o2 ! ! x
- Platform TAC D&E | o o | *
- Weapons System TAC D&E ' o & o - *
- C2 system o’ : !
- Information Requirements . o o o ! :
ystem Development - -
- Concept Testing 6 4 o o | *
- System Parameters - -
0,79, 70, "0 OIS 0, 0K G0 08000, 10,00 0] 9 000 18)70,0)- 10,10, AN OO o N
| Single or |
{  Multi- 1 Player
! Player !

® Best-suited for use
o Best_—suigedAfor some, but not all applications
* Can support activity

Notes:
- Careful structuring of scenario required.

. Requires iterations on the same scenario and therefore ought to be computer-
opposed; fine grain detail on engagements required,

m multiple player games required; vtherwise, single- or multiple-player games may
be appropriate, depending on the specific question being addressed.
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THE PLANNED NWGS: AN OVERVIEW

Abstract: Characteristics of the NWGS are described in terms of: planned capa-
bilities of game executives; types of system simulators and engagement as-
sessment modules; and planned characteristics data bases. Facility configura-

tion and planned capabilities to extend the NWGS to remote sites are also briefly
described.
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The wargaming capabilities the Naval War College expects to have by

the mid-1980's are described in a document entitled Detailed Statement of

Requirements for a War Gaming Support System, 16 April 1975. This document

calls for development of two independent, self-contained software systems:
e Student Gaming Systein (SGS), which will handle war games typical
of those now used to support the NWC curriculum; and

e Command Gaming System (CGS), which will provide war gaming

Y e v s s A 0 bRl

capabilities to meet the needs of operational commands and users outside the
NWC.

Together these two systems will be capable of supporting the full spectrum of
games described in Table I, ranging from weapon-system-level games, which
will allow for direct access to the system simulators to enable examination of
changes of system parameters, to large-scale command games that can simu-
late the actions of global forces being directed by a command and control system
involving as many as 2000 commands. Although the current planning as des- 1
cribed in the requirements document treats some game types'shown in Table I
as if they were appropriate only for the SGS, they are also botential capa-
bilities of the CGS.

The scope of the capabilities that will be provided by the NWGS when cur-
rent plans are realized is briefly summarized below to suggest the potential of
this system, For further details the reader should consult the requirements

document or its successors.
GAME EXECUTIVES

Game executives envisioned for the NWGS will be provided as required or
appropriate for any of the types of game described in Table I. These executives
will be cagabl_e of tracking and constraining operations in terms of:

e Geography. Game executives will be able to define and monitor

play in an area of operations described at the same level of detail as standard

nautical charts for the area showing:: land masses and national boundaries;
altitudes and water depths; and flight and movement restrictions. Over and under 3

this area of operations th_e executive will, moreover, be able to track unit move-

-20-
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ments to an altitude of at least 150 nautical miles and a subsurface depth of
at least 10,000 feet. Location and capabilities of fixed facilities such as
radar sites, docks, storage depots, etc. can be specified for each game.

e Environmental Factors and Areas. Game executives will be able

to define and monitor the operatirig environment, defining such conditions as
cloud cover, light and darknéss, weather and sea state, air and water tem-
peratures, etc. for environmental areas within the area of operations.

e Mobile Units and Movement, Game executives will be able to }

distinguish and track reasonable movement of a wide variety of ships, sub-

marines, aircraft, and spacecraft at rates consistent with capabilities and

environmental conditions along prestructured or player-controlled paths.

Tracking may be executed either on a unit-by-unit basis or maintained for
groups of units presumed to be moving together in formation.

e logistics. In addition to tracking motion, game executives will ‘ E

S i

be able to simulate and record expenditures of ammunition, fuel, and consum-
ables and maintain current status for participating units, In some game
executives logistics status will be reflected as constraints on maneuverability

and operational capability of the units simulated.

i In addition to these functions, the game executives for some of the larger
scale games will recognize a force command structure containing as many as

2000 commands, and may be designed to store and automatically generate at

the appropriate time in the game play simulated intelligence and/or operational

reports from these commands.

: SYSTEM SIMUIATORS

The NWGS will be provided with a large variety of sensor and weapons
system simulators; the envisioned scope and variety of these is suggested by
Table II, which shows the systems that have been mentioned as candidates in

the requirements document.

ENGAGEMENT ASSESSMENT MOD ULES

The NWGS, considered as a whole, will provide a wide variety of engage-

ment assessment modules that will realistically simulate combat losses and
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damages occurring when opposing forces engage. The kinds of modules avail-
able will range from very detailed one-on~-one engagement models such as
those provided in the SGS up to force-wide engagement models that combine
one-on-one engagement assessments to simulate concerted attacks. As a
mlnimdm, larger scale engagement models will be provided for:

Air warfare (ARW) -

Anti-air warfare (AAW)

Submarine warfare (SBW)

Anti-submarine warfare ASW)

Surface warfare (SUW)

Mine warfare (MIW)

Amphibious warfare AMW)

CAPABILITIES AND CHARACTERISTICS DATA BASES

Two independent data bases containing data on capabilities and perform-
ance characteristics of platforms, weapons systems, and electronic systems
will be assembled and maintained for the NWGS. These will have identical
file structures, but one will be unclassified while the other will contain data
.classified up to SECRET. Within classification constraints each file will be
comprehensive with respect to classes of units, Typical characteristics of

units that will be contained in these data bases are summarized in Table III.

In addition to providing the parameters needed by engagement assessment
modules and game executives, these data bases will be directly accessible
by users who may want a print-out of selected portions. The data bases alone
can therefore be expected to become a valuable, ready source of information
needed for threat and requirements studies, exercise planning, and other

modelling efforts.
COMMAND CENTERS AND COMMUNICATIONS

The NWGS wargaming facility will be configured to support game play
among players in physically separated command centers, much as is done

today. Each command center will have direct access to the NWGS computers

" via consoles that will handle inputs of tactical directives and intelligence

-24-
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and provide alphanumeric and graphical displays of information available to
each command. Umpire positions will have similar consoles with access to
all game information, Initially, there will be at least 36 consoles of this
kind at NWC, 22 for command centers and 14 for umpire positions.

The command centers and umpire positions will be provided with flexible
voice and record communications accesses, so that the command centers can
be linked with simulated communications networks and 'umprles will be able
to coordinate game play or monitor communications to simulate intercepts,
Though not explicitly called out in the requirements document, these communi-
cations links will probably be routed through computers, so that communications
degradation, jamming, and delays can be realistically simulated to avoid the

artificiality of near instantaneous, perfect communications now played in NWC
war games.

EXTENSIONS TO REMOTE SITES

After the NWGS has been fully computerized in accorda.nce with current
planning, it will be possible to set up additional player command centers al-

most anywhere. To do this, a proposed site will need:

® A compatible input/Aisplay console to provide the player/computer
interface;

e A high quality data communications link between the console and
the NWGS computer for input and output of game information and record communi-
cations;

® Parallel voice communications links to provide access to the game
voice networks; and

® As required, a separate, full-time voice or record communications

link with the game floor in Newport to coordinate game play and computer
operations.

Communications security in the form of on-line encryption, or (possibly)
paper codes and physical security of messages will be required for the voice

and record communications links used in the game play, and the computer data



links will require on-line encryption when SECRET data bases are used. Other-
wise, a remote command center configured in this way will be no different
from the command modules at Newport, and a remote player will be functionally

indistinguishable from a player at the NWC,
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THE NWGS CONTEXT: EXISTING NAVY WAR GAMES
AND SIMULATIONS AND THEIR MANAGEMENT

Abstract: The existing Navy resources for large-scale wargaming and simula-
tions are reviewed and questions of management

-28=-

of these assets are discussed.
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INTRODUCTION

To examine the broader context in which the. NWGS will be devéloped ,
ONR sponsored a Working Group on War Gaming and Simulation at the U.S.
Naval Academy during 19-20 May 1976. Attending were representatives from: 3
ONR; the Naval War College; Navy Research Laboratory; Center for Naval Anal- | '
yses; Navy Weapons Laboratories at Washington and China Lake; OpNav; mem-
bers of the Management Science Department of the U.S. Naval Academy; the
Marine Corps Development Engineering Center; CNETS; Ketron, Inc.: and SRI.

Two of the primary objectives of this working group were to identify the
wargaming and simulation resources in the Navy that might be used as a start-
ing point for development of NWGS modules, and to address the broader ques-

? tion of management of war games and simulations within'the Navy. The infor- .
mation relevant to these objectives generated in the working group and sub-

sequent examinations is summarized here to display the context within which

the NWGS will be developed.

EXISTING RESOURCES

There are in the Navy six war games with capabilities like those to be
developed in the NWGS. Two of these -- the NEWS Control Engagement module
and the WARS simulation and bookkeeping modules -- reside at the Naval War

College, and will be supplanted by the NWGS. The other four are:

it

® TACDEWS -~ a tactical exercise game located at the Numbered Fleet

Commands to provide realistic gaming of engagements. TACDEWS is largely a
training game, played in mock-ups of shipboard CICs to allow operators and
% commanders an opportunity to get the feel of the CIC environment and handle
typical tactical problems in that environment.

° Tri-Lab Game - a large, complex war game capable of handling a
variety of war-at-sea scenarios. It is supported by Naval Weapons Center at
China Lake, Navy Undersea Center, a_nd the Navy Ocean Systems Center (NUSC)*

| * Formerly the Navy Electronics Laboratory Center

29~
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to provide a medium of testing and evaluating system alternatives in tactical

situations.
e LFWG - an amphibious operation war game maintained by the USMC,

Marine Corps Development Engineering Center.
e TWAES - a data bank for field land war exercises maintained by NOSC.

Simulations

i The significance of the war games described above is that they have built-

in and running system simulators, engagement assessment modules, and capa-

bilities data bases that might be lifted and modified for incorporation into the

B LU e e

NWGS. Additionally, there are a number of computer simulations of various

‘ aspects of Navy warfare that might serve as a starting point for developing other
engagement assessment modules for the NWGS. A listing is displayed in Table

? I. This list'is not claimed to be complete, but it does suggest the richness of

i possibilities for adaptation that exist within the Navy community.

MANAGEMENT ISSUES

A broader issue suggested by the great variety and many different locations

s le Zeacs Shide) Sty A

of existing Navy Warfare gaming and simulation resources is the question of how
these diverse capabilities might be managed to ensure the widest application :

to Navy need.

At present, the management of war games within the Navy is decentralized,
with the nominal center residing in the NWGS at the Naval War College (NWC) .

While the wargaming activities of the operational commands and other offices

are usually coordinated and frequently conducted at the NWC, there is no cen-

e i

tral authority or control for the naval.war games and simulations described above.
Each user sees the game or simulation under his control as a product uniquely
his own. Ih many cases, this is true, since simulation models are not easily

transferred from the solution of one problem to another. : ' i
i

To what extent this decentralization has led to inefficiencies or lack- of

e T T T T L Ty S e T B Y
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TABLE I.

Na\'ry Warfare Simulations

Simulation
BASD-MO
CAM-SAAB
FADM
STAB I1
APAIR
APSURF
LOTRAK II
MIPES
SEALIFT
SWIM II
TESE
CEM
GENIE

Mine Hunting

&7 Base II

ACM Simulator

User
Bendix
NADG/OPNAV
NWC China Lake
NADC
OPNAV
OPNAV
OPNAV
NSWC Dahlgren
OPNAV
APL
USMC-MCDEC
OPNAV/THU
VITRO
NSWC Dahlgren
NAVAIR
NASA/LTV/MCAIR

Purpose
AAW - ajrcraft and ship

AAW - ASMD

AAW

Air-to-Air Engagement
ASW Air Engagement
ASW Air Systems

ASW Localization
ASW Encounter
Convoy Protection

CV plus SSN

Tactical Exercise Simulator
Campaign Model

Fleet Defense

Minesweeping Operations
TAC AIR Campaign
Air-to-Air Engagement




progress is problematical. There is a paucity of research and information on

the needs, uses and capabilities of war games as they might be applied to the
problems of the Navy. However, it will be necessary to develop a better under-

standing of the relationship in order to sensibly address the following issues:

e Is central management of gaming and sirriulation desirable? If so,
which office should have responsibility for the centralized direction?

e What should be the relationship between groups using the same, or
different war games?

® What should be the connectivities between the members of the wargaming
and simulation community ? " Should they be tied into the operaﬂonal communi-
cation links?

°® Should priorities be established for new initiatives in wargaming and
simulation? If so, what should be the basis for establishing these priorities?

° How should the costs for supporting the wargaming facilities be shared?

Should users be charged on the basis of their participation?

Central to the resolution of these issues is the question of the centralization
of authority in the management of Navy war games. Only by virtue of a strong
central authority would it be possible to set priorities based on judgements of
utility and costs and to direct the communications between support and user
groups. In order to explore the issue of centralization, three alternative manage-
ment concepts representative of the range of possibilities are briefly described
here; the altemative ultimately selected may influence the way that the NWGS

is evolved and developed.

Centralized Management

Under this scheme, an office would be established -- most likely in OPNAV --
to direct all Navy wargaming activities. It would control the allocation of funds
and set priorities for these activities. If properly directed, such an office could
assure an efficient, coherent wargaming program at{d be a central repository of
data and information. Of course, the dangers of such centralization would be

the loss of flexibility and independence of the users and operations.
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A Centralized Support Activity

A more moderate approach would be to establish a Navy war game support
actlvify, preferably located at the Naval War College. A missfon sponsor could
be located in OPNAV together with a steering committee consisting of representa-
tives of the users, OPNAV, ONR and the support activity. While this concept
would not provide strong, cenfral direction to wargaming activities, it would
promote greater coordination between the various offices. Centralization of
wargaming support activities in one location should lead to greater efficiency
in management and operation. Use of remote terminals, mini-computers, and/or
traveling teams for specific.war games would ease the problems of a centralized

geographic location for the main activities.

Other problems could arise in this approach if some users did not believe
that the war games and the support were responsive to their specific needs.
Overcoming such concerns would be a major coordination task for the mission

sponsor and steering committee.

A Decentralized Approach

As a general rule, users of war games believe that they should have con-
;.rol of the activity so it can be tailored to their special needs. A decentralized
approach to management of the war games -- which closely parallels the pre-
sent situation -- would permit each Navy organization to develop programs to
satisfy individual organizational requirements. It would be desirable to have
an office to disseminate information throughout the Navy; however, there would
be no centralization of control. ; The penalties of such decentralization could
well be duplication of effort and = lack of uniformity in the quality or applica-
bility of the effort. On the other hand, diversity tends to stimulate creativity
and responsiveness to particular needs. It would be a major chénenge to en-

sure that new ideas, and techniques are communicated throughout the Navy.
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EXPANDED USERSHIP: ADDITIONAL CONSTRAINTS ON
INFORMATION FLOW AND DATA BASE ACCESS IN THE NWGS

Abstract: Possible requirements to constrain information flow and data base
access in the NWGS beyond those needed to safeguard ordinary classified in-
formation are examined and discussed. Major requirements considered are
those generated by: need to segregate game information at remote sites; use
of special intelligence-like information in large-scale games; participation
of foreign players; and participation of extra-Navy DoD and other government
agency players, which may create needs to safeguard organizationally sensi-
tive elements of the data bases.
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INTRODUCTION

The Navy War Gaming System and its associated data bases will be a major
trainiﬁg, planning, and analysis asset, with the potential to support not only
Navy organizations, but many other agencies of the DoD, the national govern-
ment, and allied staffs as well. If this asset is to be fully exploited, severe
requirements will be placed on the executive element of the system to flexibly
control access to both on-going games and the data bases. Since parts of the
total requirement have not been explicitly recognized in other documents, this
paper describes possible needs to control access to information in the system
beyond those dictated by security classification. The principal classes of con-
straints on access considered are those needed to: separate the two sides of a
game and the umpire staffs; safeguard classified material, when special intelli-
gence is played or there are foreign participants in the game; and withhold
organizationally sensitive materials from extra-Navy game participants.

SEPARATION OF PLAYERS AND OF GAME CONTROL/UMPIRING

During a game, each player should be furnished only tl';e information that
he would normally have in real situations, while the game control and umpiring
‘teams should have access to all the information. The need for the separation
of information along these lines at the central NWGS facility is universally
recognized and much experience in providing this separation has been accumu-
lated.

Care, however, must be taken to provide similar capabilities at the remote

facilities envisioned for the larger NWGS.

In this context, it appears that as a minimum the NWGS should be able to

segregate information furnished to the remote facilities into sets appropriate for:

e One player (e.g., Task Group commander)

e Commander of forces on one side (e.é. ., Commander
ORANGE forces)

PSR vOra S

T T D LU W P UNAR CC I P RO e




s

@ Game Control Team (e.g., CINCLANTFLT may want to
control the overall course of the game from his head-

quarters in Norfolk)

SAFEGUARDING OF CLASSIFIED INFORMATION

Clearly, in addition to the game-related restrictions on information flow,
the various categories of classified information must be properly safeguarded,
both at the central facility and at the remote installations. The need for this
is universally recognized, and the experience in safeguarding classified in-
formation is abundant. However, two factors that may complicate the require- : i

ments for protecting classified information -- the need to increase the use of

special intelligence and the likelihood of extensive foreign participation in
future war games -~ have not, perhaps, received full consideration. These

two factors are briefly discussed helow.

L: Need for Special Intelligence Information 2

Special intelligence, including deception techniques, have probably

played a crucial role in every major naval engagement since 1940. Today's
_~senior commanders have increasingly near real time access to evaluated
intelligence from a variety of monitoring, surveillance, and reconnaissance
systems. The flag officer player is no doubt well aware of this and should be
further stimulated and given an opportunity to use special intelligence infor- -
mation in the NWGS games. '

Clearly, the extent of special intelligence use in the war games should W
be dictated by the nature of the problems and the command-level of the

players -- and not by the nature of facilities available.

Foreign Participation in Future War Games

It appears increasingly less likely that future maritime conflict situations

will be restricted to exclusively bilateral US-Soviet naval interactions, even

in an extra~-NATO context. On the one hand, population growth, relative
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scarcities of raw materials and food commodities, increasingly complex patterns /
of foreign investment and multi-national enterprise, and the inadequacy of the ]
international monetary system all clearly point to greater interdependence among

the advanced Western nations and therefore to a greater likelihood of joint action

on the international scene. On the other hand, the potential for conflict involv-

ing emerging nations, particularly those that are rich in terms of scarce raw E
materials or strategic geographic circumstances is rising rapidly. This latter ‘

point, in particular, may benefit from some emphasis..

Small states and lesser powers can no longer be dismissed as insignificant,
or nearly so, with their involvement in maritime conflict situations restricted to

; ‘ such essentially passive roles as:

e Granting permission for surface transit tﬁrough straits,

1 archipelagic seas, and or extended territorial seas

. Granting permission for, or merely ignoring, over- A
flights

® Providing transient use of air and port facilities

Providing low-level intelligence
- e Continuing contributions to and existing ocean sur-

veillance arrangement.

In general, they now strive vigorously to establish and defend both their
sovereignty and their economic interests with respect to continental shelves,
the seabed, expanded fisheries zones and territorial seas, an increasing

numbers of crucial straits, and other restricted waters.

Toward these ends, more and more of the small states and lesser powers

are acquiring advanced weapons systems that were formerly available only

to the industrialized nations. These advanced weapons systems, include the
latest fighter/attack aircraft available, high speed anti-ship missile platforms,
and new types of sea-control vessels. Even a short list of examples clearly
shows that smaller states that can affort it have already acquired many of

the most current non-nuclear weapons systems under production in advanced
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Western countries and thus have or will soon have the capabilities to play a

significant role in conflict situations:

e IRAN: F-14, Spruance DD, US PF-109s

e ARGENTINA: FRG Type 148 Fast Attack with Gabriel missiles
BRAZIL: Vosper Thoneycraft MIC 10 frigates with Exocet
and Seacaglkéra

e CHILE; Leander frigates with Exocet and Seacat

e SOUTH KOREA: Asheville, PGM, Flagstaff PGM, and High
Point PCH, all with Harpoon

In addition to such non-nuclear weapons, nuclear warfare options appear to
be within the reach of such countries as India, Israel, Bgybt, South Korea,

Taiwan, Japan, Brazil, and Argentina.

Thus, both the disposition and the means to precipitate a conflict are
there, and if the United States would become actively involved in any resultant
conflict it most likely would be as an ally of a country or a team of allies.

Therefore, if future conflicts are gamed, they should include realistic coopera-

tion with third countries.

This leads to the problem of who should play the third country's roles in
the gaming situations, and the problem is not readily solved. Thus far, for
example, the scenarios for the CINCLANTFLT Tactical Command Readiness
Program have not been designed to include foreign nationals, largely because
the games are played at the SECRET/NOFORN level. For this reason, there
has been no NATO officer participation, though NATO forces, command relation-
ships, and other factors have been incorporated into the Norwegian Sea Game

and played, in a naturally inadequate fashion, by umpires or exercise control.

It has been widely acknowledged that both for the enhanced realism of
the United States side of the game and for the training value accruing to the
other nations, the representatives of third activities or of intemational staffs of

alliance headquarters should be involved in many future games. This would entail a

further elaboration of the arrangements for sajeguarding of classified information.
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The final touch is éiven when it is considered that the many allied opera-
i tions subject to gaming would involve several combinations of nations. With
each of these combinations, different agreements relating to the exchange of
intelligence and access to classified material will apply. It will be a nice
point of systems design to achieve a good balance between systems complexity
and cost versus the capabilify to conduct effective and efficient multi-national

games.
MANAGEMENT OF DATA RELEASE‘ TO U.S. ACTIVITIES

The NWGS, as currently proposed, is intended to serve several purposes.
It is to furnish simultaneous games for class instruction in tactical command
problems at the War College, and is also expected to support large-scale games
: for the training of present Flag Rank tactical commandez.'s and their staffs. Be-
sides serving as an instructional tool spanning these two levels, it is to con-
stitute an analytic resource for studies of R&D strategy, future force structure,
and the improved employment and support of existing naval assets. For all
these applications, the system is to be able to place fleet operations in the
context of appropriate surveillance, intelligence and C3 systems, collateral
.US forces such as land-based air power and, as was indicated above, the

complementary operations of allied and friendly nations.

If these objectives are achieved, the NWGS wil} incorporate a very compre-
hensive, up-to-date, and readily accessible body of data on US naval capa-
bilities. The access to this body of data may need to be controlled for reasons
of organizational sensitivity, in addition to any other controls. The potential
usefulness of this body of data, the likely users, and the ensuing access con-

trol problems are briefly discussed below.

Potential of NWGS for Non-Navy Users

The body of information assembled in the NWGS data base could become
an important aid in the generation and evaluation of operational plans not only

on the level of a Naval task group (for which it is being designed) but also on
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higher levels going up to the JCS. The NWGS thus has the potential for support-
ing the determination of national objectives and the organization of joint opera-

tions and campaigns.

This potential is considerable. A cursory examination of the assigned roles
and missions of the USAF, for example, shows that both the strategic and tac-
tical commands are charged V;Iith Coastal Defense, that SAC has Ocean Surveillance
and Mining responsibilities, and that land-based Tactical Air Support of Maritime
Operations (TASMO) is an increasingly important option in the Mediterranean
and Baltic areas. When the land forces are added, as in the case of amphibious
operations, it is clear that the effectiveness of traditional naval operations may
be vitally influenced by and in turn may vitally influence the activities of the
other services. Thus, the availability of naval war games and data base should

constitute an important aid in the studies and planning done by the other services.

Candidate Non-Navy Users

Broadly, other-service candidates for access to the projected NWGS fall
into three categories: Joint service schools, service analytic organizations,

and the staffs that plan eith_er joint or coordinated operations.

Schools. The joint service schools are the National War College, the
Industrial College of the Armed Forces, and the Armed Forces Staff College.
Of these, the utility of NWGS appears to be the greatest to the National War
College, both in support of the instructional program and in the thesis research
of the students. Perhaps the greatest value would be in having access to the

NWGS data banks.

Analytic organizations. The analytic organizations would have two classes

of use involving access to NWGS: the joint disinterested studies of combined-
arms operations and the studies supporting positions in adversary proceedings.
The joint disinterested class of use can, in turn, arise in two ways. The first
of these is a reaction to the divergent results obtained when two services hold

different policy views on a question which they both study. Higher authority




it e, g

will then frequently direct a new study by a joint team or by a JCS agency.

The second way in which a joint disinterested study may come into being is
the need to generate realistic naval context for what are otherwise purely land-
or air- force questions. The studies done in support of a position in adversary
procee;iings, such as an Air Force review of US carrier-based aviation, may
lead very directly to difficulties 1n'ga1ning access to the data base in NWGS.
This, however, would be just ah extreme manifestation of a general problem

which is identified further below.

Staffs. The staffs of the commands of other services having cooperative
or complementary responsibilities will have use for the widest access to NWGS.
The functions to be served would include the gaming of joint operations, joint

planning, and the development of tactics and procedures.

The Problem of Access to Data Base

The fact that the same non-Navy agencies may do both disinterested and
adversary studies clearly raises the problems of providing variable access to
external system users. The problem, however, is probably. more pervasive.

In any human organization, access to information is a source and symbol of
'Apower, and the possession of critical items of information can be of great value
in the ever present struggle for more power. Since much of the business of the
Department of Defense is conducted in the form of adversary proceedings, it
is legitimate for the Navy to hold in confidence some data and to restrict release
of plans and studies which are not yet complete or approved. In fact, some of
the business transacted among major components of the Navy is also adversanal
in nature. This means that the architecture of NWGS should have the dual
function of giving agencies (both Navy and non-Navy) convenient access to
gaming capabilities and a portion of the data banks while, at the same time,
positively preventing access to some data and the on-going games sponsored

by different agencies. The engineering of controls t6 accomplish this, both

for the central system and for the remote installations, may be an important

task for‘the NWGS designers.




SUMMARY

The main types of constraints on the flow of and access to information in
the NWGS are those needed (1) to separate the various players and the teams
that control or umpire the game, (2) to protect classified information, and (3) to
protect organizationally sensitive information, While some of these needs are
well recognized, the likelihood of demands for inclusion of special intelligence
material to make large-scale games more realistic and the possibility of foreign
participation in future war games suggest the need for more extensive controls
than have been established in the past, In addition, possible extra-Navy use
of the NWGS suggests a need to provide controls on organizationally sensitive
portions of the weapons capabilities data bases, even when classification of

the data is not a significant issue. Such possibilities should be carefully

considered in designing the constraints on information flow and data base access
in the NWGS.




PERCEPTION OF SITUATION AND OBJECTIVES: .
SOME IMPLICATIONS FOR DESIGN OF THE NWGS

Abstract: A frequently overlooked aspect of military command and control is
the role played by the commanders' perception of the situation and objectives.
The importance of these psychological aspects of command and control and
their implications for the design and applications of the NWGS are discussed.




INTRODUCTION

This is one of several short papers which bring up selected subjects for
possible considerations in the design of the NWGS. It briefly discusses two
related topics -- the perception of military situations and the definition of
objectives in a given situation -- and points out possible implications for the
NWGS design. :

PERCEPTION OF THE SITUATION
The Problem

It is a general human characteristic that people do not respond directly
to observed "facts" but to their interpretation of these facts -- that is to their

"definition of the situation". Although normally much care and experience

goes into the making of these interpretations, errors can and at times do creep in.

Military decision-makers are not free of this aspect of the human nature,
and, in s'pite of sustained efforts, they, too, are subject to error. In fact,
recent history is studded with spectacular instances of wrong interpretations
of "facts" -- even on the highest levels. In the summer of 1941, for example,
the high-level decision-makers of the Soviet Union examined the signs of a
massive build-up of German forces along the border in Eastern Europe and con-
cluded that these signs were not an indication of an impending attack. In fact,
the attack occurred shortly thereafter and pushed the Soviet army into a massive
retreat. Later that year, radar indications of large numbers of unidentified
aircraft approaching Hawaii were disregarded and the aircraft were allowed
to reach Pearl Harbor unopposed, with consequences recorded in all history
books. Just a few years ago, Israel failed to interpret correctly t.c signs of
the Egyptian troop movements and concentrations and as a consequence exper-

ienced a surprise attack.

Similar but less spectacular misinterpretations occur much more frequently
on various lower levels of military endeavors. There, however, such misin-
terpretations are more likely to be shielded from public view for reasons of se-

curity or simple human embarrassment.
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The possibility of such misinterpretations on the enemy side is, of course,
widely recognized and efforts both explicit and extensive -- usually referred to
as "cover and deception” -- are made to bring these misinterpretations about.
However, the problem of minimizing the occurrence of such mislinterpretations
on the friendly side, while implicit in many individual undertakings, seldom is
recognized and pursued as a general subject. This relative neglect appears to .
persist, in spite of the fact that the trend in military situations has been toward
a broader scope, greater complexity, and more uncertainty in the data on the
basis of which decisions are made -~ all of which make misinterpretations more
likely.

Since the payoff from avoiding erroneous definitions of the situation is
normally very high, it is of interest to ask whether war games -- which in large
measure are precisely exercises in generating "definitions of situations" and
in respondidg to them -- could not be tuned both to shed some light on this
general problem and to provide for the decision makers some expljfcit experience

in coping with it.

The answer appears to be affirmative. Clearly, scenarios can be designed
with sufficient ambiguity to cause many erroneous definitions of the situation j

in the play of games, and attempts can then be made to identify the factors

that either promote or impede errors. This would certainly provide for the players
some experience in coping with the problem. However, since many of the vari-
ables that may have an influence on the extent of errors are not realistically
represented in most war gaming systems, it is unlikely that an approach relying
only on the use of ambiguous scenarios would yield significant insights into

what does or does not affect the correctness of the definition of the situation.

To provide such insights, a new feature, it appears, would need to be
incorporated in war gaming systems. Since the significance of fhis new feature
is more readily seen when viewed in context of the command and control process,
this process is briefly discussed next. Parenthetiéally, the discussion of the
command and control process further indicates the relative abéence of explicit

concern with the general problems that arise in defining situations.




Command and Control Procg:ss

While the importance of the definition of the situation is usually recog-
nized on the intuitive level, it is rarely incorporated in formalized treatment
of the command and control problems. For example, while some details may
differ from case to case, it is corrimon to find the "command and control" pro-
cess viewed basically as is shown in Figure 1. In this view, the command and
control process is seen as consisting of three basic steps, triggered by the

arrival of an input:

® Receiving the input,
) Selecting appropriate action,
® Issuing and communicating action orders (and providing for feedback,

if not routinely available) .

When an input arrives, suitable action is selected when deemed necessary,
orders to. carry out this action are issued and communicated to appropriate
entities, and if necessary, arrangements are made to ensure feedback. Note
that in this view, the entity exercising command and control (a single indivi-
. dual or a group of people) does not take or direct any command and conftrol
actions until an input arrives. Once an input does arrive, action may or may
not be taken, but no action is ever taken without the arrival of an input. Ac-

tion taken is always a reaction to an input.

This view of command and control fails to take fully into account the part
of the process that involves interpreting the known "facts" -- i.e., defining
the situation -- that is so characteristic of human activity and so important
when ambiguities exist. It does not allow for action stemming, for example,
from a "new" interpretation of "old" facts, from a desire to have more informa-

tion, or from the fact that no inputs are coming in at all.

A schematic representation of the command and control process that ex-
plicitly makes allowance for defining the situation is shown in Figure 2. In

this view, the process consists not of three, as before, but of four basic steps:
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Receiving = Supporting
the Input Subsystems
Selecting | Supporting
Action Subsystems
Communicating
Action Orders/
Directives (and |-e Supporting
arranging for »{ Subsystems
feedback, if ¢
not available
routinely

Figure 1: Mechanistic view of the command and control process.
{
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Recelving the input
Defining the situation

Selecting appropriate action

Issuing and communicaiing action orders (and providing for

feedback, if not routinely available)

Here, the inputs are received, incorporated into the definition of the situation,
and then the whole situation is considered in the choice of any action.
Importantly, however, opportunity is left open for re~-defining the situation and
possibly taking action even when no inputs arrive. The defining of the situa-
tion is seen as a continuing (and at times a truly dynamic) process that always
takes into account the arriving inputs but also functions for some periods of

time without any external inputs.

This latter view of the command and control process helps to direct atten-
tion to the sub-systems that support the defining of the situations. And what
does affect the way a given situation is defined? Clearly, the inputs that come
in and the people who combine these inputs with the knowled'ge, predispositions,
and assumptions that are a part of their makeup. In additior;, however, there
are -- especially as military commands -- extensive and intricate arrangements
for storing, collating, correiating, and displaying processed and unprocessed
inputs. Without these supporting arrangements, no useful interpretations of
the situation would be possible in modern warfare, and the nature of these
arrangements is likely to exert a major influence on the way in which situations
are defined. It is in these supporting arrangements that the implications for NWGS
design lie.

Implications for the NWGS

The arrangements at military commands for supporting the interpretation of
the situation affect the interpretation process in a number of complex ways,
many of which are subtle and may depend strongly on details of particular
implementation. The existing facilities of the War Gaming Center, that now
simulate such supporting arrangementé are, however, at most marginally ade-

quate for some gaming purposes. These facilities do not represent, even in a most
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rudimentary manner, the information processing and display systems available

on minor ships, not to speak of flag ships or shore-based command support
centers. Thus, the existing facilities could not support any realistic investiga-
tion of the issues involved in interpreting tactical situations. Furthermore, d

even if a major effort were made to provide improved facilities of this nature

in implementing the projected NWGS, it is doubtful that a sufficiently real-
istic replication of major command and control centers could be achieved

in sufficient detail tc provide a vehicle for studying the interpretation issues. 1

The solution to this problem appears to be not in the internal NWGS
structure (i.e., not in providing facilities at the central war gaming site), but
in reaching out to take advantage of capabilities existing elsewhere. Specifi-
cally, it appears possible to provide connections from the planned NWGS to
functioning command and control centers that already possess some degree of

automation (e.g., NTDS-equipped CIC, the Tactical Fleet Command Centers, etc.)

and arrange for system compatibility. Some games could be then conducted
with at least some of the players acting in situ in their normal decision making
environment. Such an arrangement would certainly provide enough realism to

make work on issues that arise in defining the situations worthwhile.

It is stragly recommended, therefore, that making provisions for using
some selected operational command and control centers in certain war games
be seriously considered in designing the NWGS. The general feasibility of
making such provisions as well as additional reasons for having them are dis-

cussed in other monographs in this series.

DEFINITION OF OBTECTIVES

A conceptual companion to the."definition of the situation" is the "definition
of objectives" -- that is, the definition of what one wishes to accomplish
once one "understands" the situation. It is also a companion in neglect, for
much like the definition of the situation, the definition of objectives is often
recognized on the intuitive level but seldom.properly incorporated in explicit

considerations.
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Nature of the Problem

Neglecting to take full account of the definitions of objectives may lead
to errors in assessing human performance (é.g. , in determining how well an
individual decision maker did in a given game) and in attempting to determine
the effect of "stimuli" (i.e., inputs) on human performance. Conceptually,
these errors are easy to understand and easy to remedy. They are likely to
arise when no effort is made to ascertain the objectives of the person per-

forming the action.

To take a very simple example, a submarine moving toward an opponent's
barrier may have as its objective either passing through unnoticed or attacking
and destroying the unit (or units) manning the barrier. Clearly, to judge the
performance of this submarine in a valid manner, one must know which of
the two objectives it is pursuing; Similarly, to continué with this si mple
example, if one wanted to study the effect of supplying the submarine with
certain information (e.g., negative response from sonobuoys dropped in a known
location), one would need to know the objective to derive valid conclusions
about the relationship between the availability of the information and the quality

of the submarine's performance.

In principle, these issues are very clear. In practice, however, they
not infrequently escape notice. This has happened not only in military investi-
gations where methodological issues tend to be pushed back by the pressures
and practicalities of the immediate situation, but also, as the example quoted
below will indicate, in experimental psychology when problems of methodology

are normally accorded front play.

The example uses the familiar case of feedback in target tracking to
make the point:
"A classical example...is the tracking experiment in which a

subject manipulates a control lever to cause a cursor - say, a moving
spot of light - to track a moving target...

“From the subject's point of view...this is clearly a control task:
He is trying to keep the spot and the moving target in a particular




relationship, namely, spot on target. If there is feedback it involves
the position of the spot relative to the target and not in an absolute
coordinate system.

"That there is feedback is easy to verify. If the spot drifts to the
right of the target, the subject moves the control stick to the left and
corrects the error; if the spot drifts left, the subject responds to the
right...

"As this experiment stands, an important fact is still invisible.
To make it visible, I shall whisper in the subject's ear, after which
we observe that now the spot is off the target. In fact, it still moves
with the target, but now remains always a few inches to the right.
Another whisper, and it stays a few inches to the left. Another -
a foot to the left.

"I have been telling the subject of course, to do exactly what
was observed. How verbal instructions do this is beside the point here.
What is important is that the subject is not simply responding to 'error’
as we naively saw the situation at first. He is responding to an error,
but the error is of a totally different kind. It is the difference between
some condition of the situation as the subject sees it, and what we
might call a reference condition [or objective] , as he understands it.
The initial reference condition was spot on target. After the verbal
instructions the reference condition [i.e., the objective_] became
successively spot a few inches right of target, a few inches left, and
a foot left. A relationship which a moment before constituted an error
became the no-error condition, and vice versa. i

"The reference condition is not directly observable - in fact it is
extremely easy to take for granted, and only demands attention when,
as in the imaginary example, it suddenly changes to a new state.
Once noticed, it is easy to define...

"The reference condition determines where the spot of light will
be; the target does not. The motions of the target simply tend to cause
a disturbance of the actual state of affairs away from the reference con-
dition, and the subject moves the stick in any way that is required to
cancel the effects of those disturbances before any large errors result...

"...We can [thus] see...why the stimulus-response concept of
behaviorism has had to fail, and we can also see that the apparent
randomness of the connections from specific stimuli to specific re-
sponses is no more than an unfortunate illusion."

-- Powers, William T., Behavior; The Control of Perception, Chicago;
Aldine Publishing Co., 1973, pp. 44-55.
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For an example closer to home, we need to reach only to the CINCLANTFLT
Tactical Command Readiness Program. There, an early effort to assess players'
performance focused on recording the "stimuli" (i.e., certain pre-programmed
events- in the game) and on the subsequent actions of the playefs - in an
attempt to relate the actions to the stimuli. However, no explicit attempt
was made to determine players' objectives. The objectives were assumed to
be known. :

Of course, if the assumed objectives coincide with those of the person
performing the action, there is no problem. Experience seems to show, how-
ever, that it is not all that difficult to slip from a situation in which the assumed

and actual objectives coincide to one in which they diverge.

Implication for the NWGS

What all this implies for the design of the NWGS is that it would be
very desirable to "institutionalize" an explicit consideration of the player's
definition of objectives by making provisions for routinely ascertaining what

the player's objectives are. Specifically, it means that in any scheme for

recording player performance -- and the NWGS should have such a scheme,
be it manual, partly, or fully automated -- an explicit step should be the

determination of player objectives.
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COMMAND POST GAMING -- A CONCEPT FOR SYNERGISTIC
DEVELOPMENT OF THE NWGS AND THE
NAVY COMMAND AND CONTROL SYSTEM

Abstract: The possibility of using remote extensions of the NWGS to Fleet Command
Centers and Tactical Flag Command Centers to provide more realistic Command

Post Exercises is examined. It is observed that because of coincidence of the
NWGS and FCC/TFCC development programs early development of a Command

Post Gaming capability would: support operational development of the NCCS; en-
hance the utility and capabilities of the total NWGS; and capitalize on common-
alities in the different development programs, in that:

® The NWGS could provide the required exercise and evaluation
capabilities for the FCC and TFCC,

® Operational FCCs and TFCCs could serve as player positions
in large-scale games,

° Display capabilities developed for the FCC and TFCC could
be adopted to meet NWGS display requirements, and

@ Weapons capabilities data bases common to both the NWGS
and the FCC/TFCC could be jointly maintained and updated.
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INTRCD UCTION

During the same time period over whiéh the NWGS is to be developed and
installed, major development programs for the Navy Command and Control Sys-
tem (NCCS) will also be underway. Since a sophisticated wargaming capability
like the NWGS represents perhaps the only practicable medium for realistically
testing and exercising command -and control systems in a benign environment,
and many of the display capabilities to be developed fqr Fleet Command Centers
(FCCs) and Tactical Flag Command Centers (TFCCs) are needed in running a
full-scale, many player war game, the coincidence of these development pro-

grams creates a rare opportunity for mutually supporting development efforts.

The medium for merging these efforts would be an automated C3 system
exercise capability, called here Command Post Games,.which would utilize the
gaming capabilities of the NWGS together with direct interfaces between the
NWGS and NCCS nodes to exercise and evaluate the NCCS. Development of
such a capability would enhance the utility and design of the NWGS by providing
a realistic context for playing large-scale war games and at the same time
create a viable medium for continuous operational development of the NCCS with
‘much greater capabilities than can be achieved with the exercise nodes planned
for the NCCS.

This monograph explores the implications of Command Post Gaming from
both viewpoints to show the benefits that would accrue. To provide the
necessary background, it begins with a brief discussion of today's C2 system
exercise medium, command post exercises, and an overview of the NCCS

concept.
BACKGROUND

Command Post Exercises

Today the principal vehicle for exercising and evaluating major nodes of
command and control systems is the Command Post Exercises (CPX), in which

niessage traffic describing a hypothetical situation and a postulated sequence




of events representing the .development of the scenario is used to stimulate |
command decisions and action selection. -To support crude evaluation, obser-
vers record significant events and note the situation assessments and decisions
made by the participating commanders and their staffs. Upon conclusion of

the exercise, the cbservers debrief the participants to show generally how the
situation developed, what procedural and operational problems and deﬁclgncies

were observed, and why actions taken by the participants in response to exer-
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cise situations were appropriate or inappropriate.

prep e

As they are presently run, these exercises suffer from three deficiencies:

R W T IR

e Limited utility in analyzing the consequences of command deci-

slons, Because it is necessary for the team of observers to provide the on-
going stimuli for the exercise and to record and evaluate the reactions of the
participants, the observers must know in advance the significant events of the
scenario and be prepared to measure system responses at specific times and '
locations. This requirement severely limits their ability to react to individual
decisions and to demonstrate clearly in real time the consequences of these
decisions. Similarly, the workload imposed on the observers to capture all
relevant data and to reconstrﬁct the unfolding situation from a number of view-
points places limitations on a manual debrief. The difficulty in the reconstruc-
tion of the information available to each individual participant at the time of a
given action often forces the observer to make an educated, but sometimes ques-
tionable, guess, with the result that the CPX evaluation suffers from inaccuracies
and doubts,

e lack of realism. Since today's CPXs are run manually by observer

teams, there is very little opportunity for interpretation and realistic simulation
of the effects of decision and communications delays. Thus, most CPXs evolve
according to the original scenario with little or no adjustments for novel re-
sponses, lack of responses, or inordinate delays, The exercise events may

therefore display to the participants little correlation with their respons'e.s, and

there is little or no sense of urgency in responding to those events or incentive

to adopt creative approaches to command problems. : ;
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® lack of opportunities for fine-grained evaluation. Because it is

so difficult to trace significant events and responses in a CPX, there is very
little opportunity to use the results in well-structured analysis of causes for
delays and problems, information requirements, and other detailed aspects

of the Cz system,

In short, then, today's manual CPXs are neither sufficiently flexible nor
realistic enough to provide an adequate medium for training, operational develop-
ment, or evaluation of performance. Since the CPX is the major evaluation tool, :
these limitations greatly inhibit system development, and alternatives are sorely
needed.

Emerging Navy Command and Control System

The Navy Command and Control System (NCCS), scheduled for full operation
in the early 1980's, will provide computer-based centers for information pro-
cessing, display and dissemination to CNO, the FLTCINCs and afloat commanders,
plus on-line communications for voice, digital message, display, and query/
response traffic, It will interface with the WWMCCS (Worl&-Wide Military Com-
mand and Control System) to provide a system by which the National Command
Authority, Fleet Commanders in Chief, Numbered Fleet Commands ,‘ and officers
in tactical command can exercise opefational control over unit commanders with
responsibilities for release of a weapon, control of a sensor, or ¢ontrol of a
countermeasure system. Interfaces with sensor systems and specialized evalua-
tion capabilities within the Fleet-Commanders-in-Chief (FLTCINC) Fleet Command
Center (FCC) will enable him to monitor his entire area of responsibility and
advise the tactical commander, supported by a Tactical Flag Command Center

(TFCC), regarding situations developing beyond the range of his organic sensors.

Figure 1 illustrates the interface between the NCCS major nodes -- the FCC
and TFCC -~ and the interfaces with sensor systems at the respective centers.
The functional design of the NCCS will be based upon data paths made available
through these interfaces in addition to already defined major ADP equipment for
the centers, but the final design will evolve through specifically tailored exer=-
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cises and analyses that will explore the efficacy of alternate functional relation-
ships. The major nodes shown there -- the FCC ashore and the TFCC afloat -~
are described in detail below to illustrate the complexity of the systems which
will be developed and must be adequately evaluated.

Fleet Command Center Systems

The Fleet Command Center System (FCCS), encompassing the FLTCINC cen-
ters and CNO's Naval Command Support Center (NCSC), will function as the key
interface between the WWMCCS and the NCCS. Each FCC consists of three
subsystems: the headquarters operations; intelligence facilities; and communi-
cations facilities. Associated with each subsystem are the equipments, pro-
cedures, and personnel required to provide the CNO, C;NCIJ'SNAVEUR, CINCIANTFLT,
and CINCPACFLT with the capability to plan, command, and control the operations
of assigned forces. The NCSC includes the CNO's flag plot, intelligence plot.
and associated areas with their supporting communications centers, Automatic
Data Processing (ADP) and non-ADP equipment, procedures, and personnel, For
each FLTCINC, the FCC includes the FLTCINC decision areé, the fleet watch
area, the Fleet Ocean Surveillance Information Center (FOSIC), and associated
-staff areas with their supporting communications centers, ADP and non-ADP

equipment, procedures and personnel.

The information processing and storage requirements for the FCC will be
met in part by the existing systems at the FLTCINC sites (e.g., WWMCCS, OSIS
(Ocean Surveillance Information System)). The FCC-unique processing capability
is the Integrated Information Display (IID), which will extract data from these
interfacing systems and perform the necessary processing, storage, display,
and dissemination to integrate this data with that obtained through dedicated
FCC facilities and to present the information in a form useful to the decision
maker. The extent to which FCC capabilities will be provided through interfacing
systems, including such considerations as the nature and. capacities of communi-
cation links, the kinds and amounts of data extracted continuously or on an

ad hoc basis, and the requirements for data processing, storage, and update
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through the IID facilities, has not yet been defined. Such factors will be

analyzed in the exercises previously mentioned.

Built-in training and operations analysis capabilities that will utilize

= simulation and exercise data bases are planned for the FCC. With these,

the system will be able to switch resources between the real and the exercise
world on demand, and utilize ‘message stimuli generated internal to the sys-
tem or input via the communications facilities of the FCC. The latter mode of
operation (herein referred to as "exercise mode") will allow the FCC to par-

ticipate in Fleet or Command Post Exercises.

Tactical Flag Command Center

The TFCC will be developed to integrate processed data from its support-
ing FCC with data from information sources organic to the task force, thereby
providing the tactical flag commandér the capability to correlate, summarize
and display, in near-real time, tactical data and information required for

effective accomplishment of missions and tasks., The availability of a TFCC/

FCC computer-to-computer data link will provide the afloat commander more

timely intelligence and permit him to more readily keep seniors advised of the
status of forces, resource requirements, and the tactical situation., TFCC
facilities are planned for CV, CG and LCC class flagships. Figure 1 illus-
trates the varying availability of interfacing on-board systems, and the conse-

quent reliance on outside sources such as FCC, with ship type.

Unlike the FCC, which conceptually incorporates facilities of its inter-
facing systems, the TFCC concept is based on a self-contained system that
draws on its interfacing systems for data only. However, as in the case of
the overall NCCS and the FCC, the functional design of the TFCC and its

interfaces -- nature of the links, resolution among multiple data sources, etc, --

; will be examined through exercise and analyses.

TFCC functions will include operations'analysis and the ability to

accept and maintain simulated data to support training. The extent of these
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capabilities and the means of their accomplishment have not yet been deter-
mined, but remote inputs as might be supplied through a satellite link with
the FCC and/or NWGS are a distinct possibility.

COMMAND POST GAME CONCEPT AND DESCRIPTION

The Command Post Game (CPG) is an extension of the NWGS which pro-
vides for the interfacing of operational TFCCs and FCCs, thereby combining
the facilities of the NCCS with those of the NWGS. This arrangement would
enable use of the extensive NWGS game facilities, including large-scale
simulation, game construction, monitoring, and umpiring, to support and
upgrade C2 system exercise capabilities, thereby reducing the burden on fleet
personnel and requirements for equipment to conduct and reconstruct exercises.
Besides offgring support to the C2 system, the CPG would also add to the
NWGS. By incorporating physical facilities (hardware and displays) into the
system, an actual operational environment could be simulated as part of

gaming and training activities.

THE COMMAND POST GAMING SYSTEM

A notional CPG configuration, including representative communications
.links, is depicted in Figure 2, This configuration would make use of on-line
communication links to operational FCCs and TFCCs, which would participate
in the game in the exercise mode. The figure also shows the installation of
hardware at CWG to provide "exercise FCC/TFCCs". While not essential to
the CGP, this installation would greatly increase its flexibility and could
pfovide the CWG and NCCS programs additional benefits which are discussed

below.

Operational Concept

With the CPG the traditional CPX would be replaced by a game driven by
the NWGS. The environment generated for the FCCs and TFCCs would be that

currently conceived for NWGS games with the data content and communications
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formatted in accordance with the appropriate NCCS definitions. Game par-
ticipants at the designated exercise consoles would have access to the full
powers of the respective centers with the system automatically ensuring that
the messages they receive or release, the data bases they access and update,
the diéplays they are presented, and related characteristics of the center
operation are those pertaining to the exercise. Communication facilities would
automatically perform the internél and external routing of operational and exer-
cise traffic. Insofar as feasible, all aspects of the man/system interface
would be tailored to emulate actual operations, to make transparent to the

partfcipants any differences between operational and exercise modes.,

The CPG would be managed by umpires who would use the game consturc-
tion capabilities of the NWGS to define the forces and to input the elements
of the OPORDER, and who would continue to monitor the game, supplying
necessary amplifying information and formatting responses to any queries
beyond the scope of game data bases. With the configuration shown in
Figure 2, a full-scale game could include real and exercise command centers
in addition to a mix of real and simulated naval forces; the NWGS wouid up-

date kinematics and supply weapon and sensor interactions among units.

The NWGS would transmit to the FCC simulated external sensor and source
input and the message traffic from the exercise TFCC, other FCCs, and NCA.
It would receive FCC traffic for the exercise TFCCs, FCCs, and NCA, and
tasking for the game's fixed sensors, NWGS would also: supply the TFCC
on-board and external system data and traffic from exercise FCCs and TFCCs;
receive the traffic for the exercise FCCs and TFCCs and directives to unit
commanders; and maneuver the tactical commander's game forces in accordance
with directives from the commandér. Appropriate extracts from traffic between
operational FCCs and TFCCs would be forwarded to the NWGS as needed to

monitor and update game conditions,

The participating centers would continue to be netted for debrief, utilizing

the NCCS communications and display capabilities to allow personnel to be
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debriefed on station. Data normally recorded by the respective FCCs and
TFCCs would afford reconstruction and playback from the local viewpoint,
while a master record and display commands would be broadcast from CWG

(Center for War Gaming) to effect the game-wide debrief.

Potential Benefits

By making use of the automated facilities of the CWG and the next gene-
ration command centers, the Command Post Game would provide a powerful
and versatile tool for operational development of the NCCS, test and evalua-
tion of NCCS performance, and NCCS readiness training. In contrast to
today's CPX, the participants would experience a realistic sense of operations
resulting from the system's real time response to their actio'ns, and recon-
struction would be rapid and accurate, featuring continuous play group display
that could Se frozen at any point to permit complete and credible situation
critique. Additionally, six specific improvements in exercise capability

would be produced:

(1) The CPG would afford the full flexibility of the NWGS in the

play of the game, rather than following a pre-programmed sequence of events.

‘The range of options normallly available through the NCCS would be presented
to the commander and his staff, and the consequences of their actions would
be fed back in the progress of the game. The game could readily be stopped,
started, or recycled to respond to operational exigencies or to permit exami-
nation of variations in situation or alternate courses of action.

(2) The availability of the group displays for debrief would give all
participants a clear picture of the overall operation at all times to help them
develop better insight into their own contributions and responsibilities. In
addition, the c_'lata captured by the system would make possible the reconstruc-
tion of the 'viewpoint of any operator station at any point and its comparison

with the game situation to assess communications, processing, or retrieval

capabilities or to help refine operating procedures.




(3) With the capabilities of the NWGS to conduct a game and of the
NCCS to capture data and play back the exercise, the workload associated
with exercises should be greatly reduced. Such reduction wou.ld occur both
in the amount of time and the number of control group personnel required for
pre- and post-game activities and data recording, and in the total man-hours
required for game brief and debrief.

(4) The CWG could serve as a theater for observers not engaged in
the conduct of the game. These observers would receive all of the reports
and information they need, while the operational facilities would be fully dedi-
cated to the command centér personnel engaged in operations or the exercise.

(5) The optional installation of FCC and TFCC equipments at CWG
would afford the CPG fuli flexibility in the makeup of forces and command
structures.” FCC or TFCC suites utilizing the exercise capabilities of their
operational counterparts could be configured to represent multiple centers or
various stations within a single center. Available operational centers could
then be augmented by exercise centers playing hypothetical roles or the roles
of centers unavailable by virtue of operating schedules or personnel availability.

(6) Installation of the CPG communication links would make feasible
“the exchange of static data common to FCC and NWGS files, such as ship
characteristics or sensor performance parameters. This would permit consoli-
dation of the maintenance efforts, effecting a savings that could be shared

between the programs.

On the other hand, the utility of the CWG as a tool for investigation
and analysis of proposed concepts, tactics and/or systems would be increased
by the on-line accessibility of operational command centers, and the optional
installation of FCC/TFCC suites could provide additional command and student

gaming enhancements. Specifically:

(1) FCC equipment could satisfy some, and possibly all, remote
NWGS access requirements at the CNO and CINCFLT sites.
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(2) The CPG would add a dimension of reality to CWG games. In
those situations where the outcome might be affected by human factors such
as operator level of proficiency and motivation, efficacy of the man/machine
dialog, physical layout of the center, etc,, the CPG would reduce the
necessity to approximate or simulate these factors, with a corresponding in-
crease in confidence in the outcome. Similarly, incorporation of actual inter-
center communications into the game would enhance the realism of game :
communications.

(3) Incorporation of FCC and TFCC equipment into the CWG would
bring command gaming the versatility described above as an exercise enhance-
ment and would contribute to the NWC curriculum by promoting familiarity
with real, rather than representative centers. The resQItiné facility could,
in fact, become an educational center for training for command center officers.

(4) The TFCC and/or FCC suite installation would provide the CWG
with additional display capabilities. This would probably reduce NWGS initial
development cost and the cost of modifications to keep abreast of the upgrades
to the decision aids in the operational centers. If this equipment were found
to satisfy completely the CWG display requirements, NWGS hardware and

- software could be optimized to the gaming requirement.

Finally, a phased program of sharing and interconnecting facilities with
the CWG could provide powerful analytical tools to the NCCS programs. The
value of such an approach is particularly evident with regard to the TFCC
evaluation and the previously mentioned NCCS architecture definition.

Specifically, three benefits would accrue:

(1) The connection of a prototype TFCC to the NWGS could be used to
perform analyses for an early assessment of the contribution of the TFCC to the
decision process. These analyses would ideally commence prior to the on-
board tests of OPEVAL and would continue as needed to maximize effective
utilization of at-sea time. This configuration could then serve as a continuing
test bed for the evaluation of proposéd follow-on decision aids.

(2) The CPG could be used as a supplement to fleet exercises to

simulate alternate NCCS architectures under a variety of operating conditions
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and missions to assist in the ongoing NCCS functional design.

(3) The exercise capabilities intended for the FCC and TFCC are not
yet well defined and bounded; however, to begin to approach the level of capa-
bility that is available through the NWGS would entail considerable development
cost and would impose severe strain upon NCCS resources for execution.
Implementation of the CPG WOuld reduce demand for indigenous NCCS simula-
tions to a minimum required for system operator proficiency training and to
perform operational analysis when the avaﬁability of CWG resources could not

be guaranteed.
PROPOSED DEVELOPMENT APPROACH

The NCCS development program, together with the NWGS requirements,
suggest a phased implementation of the CPG that would provide a significant
increase in'capabilities over those of the independent systems without a com-
mensurate increment of cost and risk., Although the two programs appear to
allow considerable latitude in the establishment of CPG milestones, the TFCC
prototype evaluation is schedule to begin mid FY 79; for maximum benefit from
a connection to the NWGS, the required interface should be available near
.this date.

A four phase program attuned to both the NCCS and NWGS programs is pre-
sented here, providing a progression of capabilities that culminates in the full
CPG. The Phase I-III configurations are illustrated in Figure 3; Phase IV has
been previously presented in Figure 2. Certain overall assumptions and obser-
vations, in addition to those addressed specifically in the program phases,

follow:

e The definition of special communications identifiers (e.g., con-
tent indicator codes) and handling procedures for exercise traffi‘c is assumed.
The advent of the NCCS, with its inherent ability to support fleet exercises,
makes such a development likely, regardless of a CPG development.

e On-line connection of the NWGS to processors like those in the
FCC and TFCC, will require prior existence or development of suitable inter-

facing hardware or software in the NWGS internal architecture; requirements for
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these interfaces are not further enumerated in the discussion of the imple-

mentation phases.

e Interoperability between the NWGS and the command center units
should be effected by matching the appropriate NCCS interface specifications
in the NWGS rather than by augmenting the TFCC/FCC, to avoid the difficul-
ties in upgrading the more numerous TFCC and FCC modules if changes are
made.

e The command consoles of the NWGS are analogous in function to
the command centers of the FLTCINC, and afloat commanders, The type of
data derived from the game for presentation via these consoles and the game
inputs from the consoles is presumed similar to that interchanged between
the command centers and their operational environment. Hence, the incremen-
tal requirements NWGS interface with FCC and TFCC appears to be one more of
format than of unique data generation.

) A meaningful statement of CPG impact on communications, such
as loading, will be possible only when NCCS communicatio.ris requirements

analysis is available,

The implied four-phase CPG development program is outlined below,

PHASE 1

The first phase in the CPG development would consist of a physical link
between the NWGS and a prototype TFCC. A step in the development, rather
than a distinct CPG capability, this phase would provide the test bed for TFCC
evaluation and for development of the NWGS-TFCC interface. The TFCC
prototype could be located at NWC or interfaced remotely, although in the
latter case, certain of the advantages of the exercise TFCC would not be
realized. This. link would be effected through the interface management system
that govem.;s exchanges of data between TFCC and the various onboard systems,
since the NWGS outputs to the TFCC would piovide data similar to that availa-
ble from the on-board system. FCC-TFCC communications could also be simu-
lated utilizing this link, by positioning an umpire to respond to TFCC queries
for FCC data not held In the TFCC. :
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PHASE II

The -econd phase would entail on-line communications between the NWGS
and operational FCCs to permit CNO and the FLTCINC to conduct a basic CPG,
These links would support the exchange of data among the FCCs and with the
exercise TFCCs, With FCCs in the network, it would no longer be necessary
for the NWGS to emulate FCC interaction with TFCCs,

This phase would require NWGS sensor simulators to feed the FCC with
contact reports and responses to tasking messages. A basic communications
network control capability would be needed at the CWG to effect switching
among the FCCs, TFCCs, and the NWGS for this and succeeding phases.

PHASE I

Phase III would incorporate a communications link to the operational TFCCs
to permit their participation in CPGs. At this point, most of the capabilities
previously described for the full CPG would be available; only the exercise
FCC would remain to be added.

This phase would require the installation of an interface device incorporating
the Operational Test Environment function in TFCC-equipped ships to receive
the simulated on-board system data and input it to the TFCC. A corresponding

device would be required in CWG to format this data for transmission, To

accommodate participation of TFC's and other actual forces in the game, it
would be necessary for the NWGS to be able to accept actual force movements

and status to determine interactions with simulated forces.
PHASE IV

With the installation of the FCC Integrated Information Display suite at
CWG, the full CPG capabilities would be achieved, This installation would
utilize the software previously developed for functional interface with opera-

tional FCCs. The only new requirement on NWGS would be the umpire-augmented
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emulation of the proceséing support given the IID by collateral systems at the

FLTCINC site, As has been previously explained, the extent of this support

is yet to be determined.
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FEASIBILITY AND CONSEQUENCES OF CONNECTING THE
NWGS TO ANOTHER SIMULATION FACILITY IN A SUPPORTING ROLE

Abstract: An existing wargaming facility, TACDEWS is examined to assess
the feasibility of using this system to provide inputs to support large-scale
games played on the NWGS. The limitations discussed highlight the in-
herent difficulties in trying to absorb an existing wargaming facility into the

NWGS and show that this kind of extemal interface is probably not a viable
development option for the NWGS.




INTRODUCTION

Other monographs in this series show the potential benefits that would
accrue from designing the NWGS from the outset to be directly interfaceable

with major computer-assisted real-world command centers. This monograph
addresses the question of whether direct interfaces with existing wargaming
facilities would similarly offer significant extension/absorption potential in
developing the NWGS.

As a basis for assessing the utility of such interfaces with existing systems,
a simulation facility which appears to offer many capablilities that would be use-
ful in the NWGS -- the TACDEWS and Master Simulation Program (MSP) -- is
examined to determine the feasibility and consequences of using outputs from

this system to feed larger-scale games played at the NWGS.

TACDEW SYSTEM CAPABILITIES

The TACDEWS MSP system is designed to function primarily as an adjunct to
the overall training program for shipboard CIC and Flag Plot personnel. It pro-
vides computer-simulated sensor inputs from systems such as radar, sonar,

sonobuoy, MAD, IFF, etc., to realistic mock-ups of NTDS-equipped CG, DDG,

and CVA CIC and Flag Plot areas. These inputs are processed and displayed
in the same manner and on the same equipment as found aboard the ship type ]
represented. In addition to computer-generated data, problem-control personnel
supply information appropriate to the exercise over simulated radio nets. The
MSP is theoretically capable of simultaneously conducting up to eight separate
exercises involving a total of 335 tracks. It can be programmed to depict with ;
high accuracy the characteristics of up to ten different aircraft types and eight
different ship types. The system can account for winds, ocean currents, and

magnetic variation between 45o north and south latitudes.
- |
GENERAL SYSTEM LIMITATIONS ‘ l‘

As indicated above, the MSP has sufficient capability and versatility to
achieve the purpose for which it was designed, i.e., to train personnel through

detailed simulation of tactical battle conditions. However, it does have its
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limitations, some of the most significant of which are:

e - Game Size Limitations. Only cne CVA éan be simulated d{mng an
exercise, thus precluding a multi-carrier exercise.

® Execution Rate Constrain‘_cs. Although the system is capable of run-
ning at up to 4 to 1 time, it 15, normally limited to real-time (1 to 1) by the

detailed nature of the exercises usually presented.
® Personnel Limitations. Manning of the TACDEWS at the Fleet Combat

Direction Systems Training Center is limited to essential capabilities needed to
manage the smaller-scale games played in the TACDEWS. Thus, while greater
capabilities are provided in the MSP, these cannot easily be realized because
there are not enough trained personnel to operate the various. equipments.

e Equipment Problems. This goes hand-in-hand with the preceding
problem. There are only seven consoles available for communicating with the
system during an exercise. This limits the number of ships and aircraft that
can be controlled by human players while an exercise is running, and as a
result, severely restricts the amount of action-reaction play.that can be simu-
lated. This is discussed in more detail further below. Thus, even were more
players provided, the Free Play capability in TACDEWS could not be expanded
;vithout an investment in more consoles and/or larger programs.

¢ Game Executive Limitations. The system has no land mass simulation
and, therefore, lacks the capability to portray realistically anything but an open

ocean scenario.
FREE PLAY CAPABILITIES

As indicated above, the ability of the TACDEWS MSP to handle an
action-reaction interplay in freely played war games is restricted by the number
of units (shlps'and aircraft)that can be manually controlled. When used as a
training de‘;ice , the system can handle a large number of tracks and present a
very complex multi-threat environment to the various ship mock-ups, because
practically all of the hostile (and often many of the friendly) actions can be

pre-programmed. Under these training conditions, it is necessary to provide
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manuai control only to those friendly units that are actually reacting to some
pre-programmed threat, and the number of problem-control operators and com-
puter consoles available is usually sufficient to cope with this level of acti-
vity. However, in a Free Play situation the actions of ships and aircraft are
unknown before the actual p@ay of the problem, and therefore relatively little
can be programmed ahead of time. This means that in Free Play all units must

; be controlled manually for the duration of the game.

Within these limitations, capabilities of the TACDEWS MSP for the various
types of freely played games are:

x e AAW Free Play Game. The "Blue" and "Orange" players are limited

to an AAW-type exercise. Because of equipment limitations in Problem Control,
the maximum numbers of tracks that can be entered and controiied are fourteen
friendly and nine hostile aircraft. Jamming and Electronic Warfare information
is available to each group of players.

e Surface Free Play Game. The scope of this exercise is limited to the

locating and reporting of surface forces. The number of Freé Play targets is
again restricted by the equipment available in Problem Control. Jamming and
Electronic Warfare information is available to each group of players. A maximum
of two P3s can be exercised, but a few additional aircraft may be employed in
search roles.

® ASW Free Play Game. This type of exercise is the most difficult to

implement, because submarine expertise is limited at this center and submarine
simulation would require additional hardware similar to that needed for surface
Free Play. A submarine might be pre-programmed for certain ASW missions,
such as a submarine transit or a submarine on-station, but this submarine target

could not be dynamically controlled after initial detection. The Master Simula-

tion Program (MSP) is capable of handling simultaneously only five active sonar
contacts. There are no automated means of reporting sonobuoy information, but
reference points can be entered at the desired position of the sonobuoys and in-

formation manually generated by problem-control operators. Sonar information is

limited to range-of-day information; the MSP does not contain structured ocean data.




FREE PLAY LIMITATIONS

If used as a vehicle for freely played gameé, the limitations of the TACDEW

MSP would be severe:

@ The number of players for any game type described above is limited
to a total of eight, e.g., four "Orange" and four "Blue”.

e Unmanned units or pre-programmed forces would be nothing more than
video displayed to both groups of players. Problem-control personnel could
not control unmanned units because of the amount of on-line functions required.

® "Orange" tactics may not provide the realism required for the "Blue"
players because of the limitations on the number of Free Play targets that can
be controlled. Through pre-programming, TACDEWSs can provide hostile raids in
excess of eight aircraft. Missile profiles from on-line vehicles are unrealistic
during Free i’lay. Air-launched ASCMs are limited to 95 miles.

e Visual sighting reports from aircraft can only be resolved by partici-
pation of pilots/crews of aircraft types included in the scenarios. Crews or
pilots are not attached to the command but could be made available through inter-
type cooperation. Pre-written scripts for Free Play are not practical.

® Ships crews to suppbrt controlled Free Play exercises would receive
limited training due to the limitation placed on Free Play alternatives and the
loss of pre-programmed capability. Training presently received during the
LANTFLT Tactical Command Readiness Program (TCRP) includes pre-programmed
high density multi-threat environment. Possible boredom of the crews could

adversely affect the success of a Free Play exercise.
DISCUSSION

Clearly, the TACDEWs MSP performs credibly in cases where most of the
exercise proceedings can be stipulated in advance, but was not designed (and
lacks the flexibility) to handle large-scale, real-time, action-response exer-
cises. Obviously, then, it is not suited in its present form to be used in con-
junction with a large-scale war game, at least not in a real-time sense, since

the action in the such games is slngulgriy unpredictable.




The next question to consider, then, is whether the TACDEWS facility could
be modified to make it more amenable to Free Play exercise, and then connected
with tﬁe Newport wargaming facility to enhance the war game play there. At
present, the two systems are designed to achieve completely different aims,
they function in totally different ways, and they don't even talk the same lan-
guage. There is no doubt th.at, given enough time and money, the equipment
of the two sites could be altered and linked together. It would mean, however,

starting from scratch with new systems and, probably, new hardware as well.

It therefore appears that it would not be worth the attempt. Even if the means
were available to enlarge sﬁfficiently and modify the TACDEWS MSP system to
make it reasonably compatible with the Newport system, it is difficult to see
how this would contribute significantly to the play of a large-scale war game.

It seems that as long as the TACDEWS facility retains its basically tactical char-
acter (enlarged or not), its utility for a larger-scale war game will be limited

to a considerable extent to merely providing a different way of evaluating the
outcome of an engagement. In other words, it would constitute a very complex
and expensive engagement assessment model. Granted, tactical training would
be received by those actually playing in the TACDEWS mock-ups, but that could
.be accomplished as well in an exercise without the larger war game backdrop and
without the associated coordination problems. On the other hand, training in
campaing-level decision-making requires only that some means of generating

the results of tactical interactions be available to provide feedback to the play-
ers for continued play of the game. Players at this level accept damage assess-
ment generated By any reasonable- method, for they are interested primarily in the
information itself. Thus, using the TACDEWS MSP system (even if modified and
expanded) would be only a very expensive (and difficult to coordinate) means of
obtaining battle results, and hardly worth it when there are othef comparatively
inexpensive and easier-to-implement alternatives, such as improving the Newport

wargaming facility itself.
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CONCLUSIONS

As seen from the preceding discussions, the TACDEWS MSP system as it

stands provides limited capabilities for pre-programmed and freely played en-

'

gagement-level games in a single threat environment. Any direct interface with

the planned NWGS in its present form would at best provide inputs to engage-

b il i

ment-level games played at the NWGS on what will probably be incompatible

shaasidina

hardware with unnecessarily costly and complex engagement assessments.

Given the inherent limitations in what can be played in fhe free play mode with
TACDEWS and the difficulties in matching program languages, rates of play, out-
put formats, etc., any attempt to use TACDEWS to provide inputs to larger-scale
games controlled by the NWGS is, then, presently not cost-effective, and the !
cost of modifying TACDEWS to play such a role makes this alternative even less |

attractive.

This is not to say, however, that the opposite kiad of interface -- one
which would enable the NWGS game executives and weapons simulators to drive
and manage a wider variety of games played at the TACDEWS facility -~ would |
not be beneficial. This kind of interface is examined in other monographs in

this series. : |
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PROBABLE DEMAND FOR REMOTE ACCESS
TO THE NWGS

Abstract: Current planning for the NWGS calls for provision of remote access
capabilities so that NWGS game consoles can be located outside of the Naval
War College and used as additional command centers for large-scale games

or as a means of tapping the NWGS system simulators or capabilities data bases.
'.I‘his monograph describes classes of possible Navy users of such remote ac-
cesses, examines the wargaming applications each class of users will be most
likely to support with remote access, and estimates the total demand for remote
access that might be generated.
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INTRODUCTION

One of the features planned for the NWGS is a remote access capability
that will enable users outside of the Naval War College to use local game con-

soles and telecommunications links with Newport to participate in large-scale

war games, use the NWGS system simulators, and/or query the NWGS weapons
capab_lities data bases. Since this feature is likely to be attractive to many
potential users of wargaming and simulations throughout the Navy, the initial

design of the NWGS must recognize and accommodate a large demand for re-

mote use. Specifically, system designers will need early answers to questions
of who the possible remote ﬁsers will be, what NWGS capabilities they will be
most likely to use, and how often will they require access. This monograph
provides a basis for ansWerlng these questions by identifying classes of po-
tential users of remote access whose needs are similar, defining for each user
class the type of access that may be desired, and estimating the frequency with
which a member of the user class might be expected to use the NWGS for dif-

ferent kinds of applications.

The characterization of user class needs is based on the characterization

of possible applications of war games described in the first monograph in this

a
é-

series, "Computer-Assisted War Games: Structure and Applications." For ease
of reference, the applications described there are summarized in Table I. In
addition to the applications in Table I, frequent reference will be made to data
base access, which will involve simple query of the NWGS weapons capabilities
data bases. Because of the flexibility desired for the NWGS, the automated
capabilities and characteristics of data bases in this system will be the most
extensive and comprehensive ones of their kind. Since the information they

will contain is useful through the Navy in answering day-to-day .questions,
operational planning, and developing long-range programs, the capability to
query these data bases can be expected to be a very valuable byproduct of the

remote access provided any user.
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USER CLASSES

One major possible class of users of the NWGS ~- automated modes of the
Navy Command and Control System -- has already been described in the earlier
monograph and will not be conside.red here. To develop other classes of pos-
"slble users of remote access to the NWGS, each of the activities outlined in
Table I was examined to deterfnine at what commands each is typically carried
out and the extent to which each command was also involved in other activities on the
list. This process suggested seven distinct, major user classes characterized

primarily by the combination of activities they support:

e Fleet Commands. As the major operational commands for management

of Navy forces, Fleet Commanders-in-Chief and the Numbered Fleet Commands

are naturally involved in all kinds of operational plannirig on a continuing basis.
In addition, .they have responsibilities for force level TAC D&E, and, if the
CINCLANTFLT experience with Command Readiness Training is a harbinger, other
Fleet Commands will begin to use this kind of training for their flag rank command-
ers. Finally, nearly all of the staff and command functions would profit from ac-
cess to the NWGS data bases as a source of information on capabilities of forces
and systems. '

® Type Commands. Type commands are also typically involved in opera-

tional planning, particularly for fleet exercises. They may also run training
: schools and courses for teams and officers, and, when platform level TAC D&E
is not tasked to designated development groups, they may maintain continuing
TAC D&E programs.

® Warfare Training Centers. Any Navy training centers, such as FCDSTC,

which provide team and officer training designed to improve coordination and
L command skills in warfare areas are primary candidates for use of remote ac- 3

cess to the’'NWGS in the training role, and might profitably use the smaller-

scale gaming capabilities of the NWGS as an adjunct or supplement to existing
facilities. To be most useful in this role, the NWGS would interface directly

with the displays in the training center mock-ups to provide tactical training




problems. However, even if this were not done, remote NWGS consoles would
still be a useful medium for supplementary instruction.

® Development Groups. Some Navy development groups are tasked to

provide TAC D&E by their respective type commands, and nearly all develop-
ment grbups are involved in systems analysis. They are, therefore, potential
users of smaller-scale games and NWGS system simulators in their respective
areas of responsibility. ‘

® Navy Laboratories. Although Navy laboratories are usually well-sup-

ported with computer capabilities and are able to develop and use their own
simulation models, they generally have neither the flexible wargaming capa-
bilities of the kind-needed to analyze threats and tactical constraints nor the
extensive capabilities data bases needed to provide ready access to informa-
tion on existing weapons and support system characterisﬁcs. In addition, where
possible, access to quality system simulators in the NWGS would eliminate

the need to develop such simulators at the labs when study efforts generate
requirements.

® Major Development Agencies. In the material arena, standing major

development agencies for Navy systems, such as the Naval Electronic Systems
Command, Naval Ship Systems Command, etc., are continually involved in
evolving development concepts and specifications. They are, therefore, po-
tential users of remote access to the NWGS for system development applica-
tions. In addition, like the Navy laborator;es , they would profit from ready
access to the capabilities data bases to ascertain existing system capabilities.
® CNO. Finally, as a single member class, CNO is a natural candi-
date for access to the NWGS, if only because ready access to the capabilities
data bases and system simulators would greatly facilitate budgeting and pro-
gram development, which often generate specific questions as to force capa-
bilities that require fast answers. In addition, access to the NWGS would

provide CNO force level planners with ready access to a tool which could be

used to resolve ambiguities or inconsistencies in planning inputs received

from the field.




Table II summarizes the user classes identified here and shows for each one

the activities in Table I in which members of the class are engaged that justify
their consideration as potential major users. In addition, with the possible
exception of warfare training centers, all of these users would benefit from

the ability to readily query NWGS weapons capabilities data bases.
TYPE OF ACCESS '

The preceding section identifies possible users of remote access to the
NWGS. To identify the kind of access that they might require, it is useful
to think in terms of a three-level hierarchy of types of remote access within .

which different capabilities can be accommodated:

® Full facility access, capable of supporting multiple-player, full-

scale games. This kind of remote access would require convenient location®

of a wargaming facility at which were positioned physically separated input/
output consoles with the internal communication links and umpiring capabilities
necessary to assemble and conduct games equal in complexity to those con-
ducted at the Naval War College. Such an arrangement migh.t also accommodate
multiple-site games in which both the Naval War College Gaming Center and
one or more remote facilities were used.

) Multiple console access, capable of supporting smaller-scale, en-

gagement level games that can be conducted in the free play mode against
player opposition or in a computer-opposed mode with more than one »layer,
to simulate coordination. Included in this level of access would be the capa-
bility also to support simultaneous play of a number of single-player games.

® Single console access, through which single player games or data

base queries could be accommodated. Single console access would not pre-
clude the user from distributing more than one console within the command as
a matter of convenience; it would, however, preclude use of more than one

console at a time.

In this hierarchy, any higher-level access automatically provides all of the




TABLE II

MAJOR USER CLASSES AND THEIR POSSIBLE USES OF
REMOTE ACCESS TO THE NWGS
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PLANNING DtV
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Type Commands ® ol e oo
Warfare Training Centers o|e
Development Groups ojlejo|e
Navy Laboratories ° olole
Development Agencies olele
CNO o] @

e - Major activity, common to all members in the class.

o - Possible activity, supported by sc;me, but not necessarily all
members of the class.




capabilities offered by a lower one, so the type of access needed for the most
demanding game that might be played by a user will support the full spectrum
of his activities.

To determine the kind of access most appropriate for each user class, Table
II was compared with Table III, reproduced here from Table] of the first mono-
graph in this series, to determine the most demanding type of war game that
might be used. The implied access requirements for classes of users in terms
of the types of access identified above are summarized in Table IV. In con-
structing Table IV, when a user's activities were shown in Table III as possibly
utilizing either single- or multiple~player games the choice of the most appro-
priate game was based on an estimate of the relative utility of multiple-player games
to the user. Thus, development groups have been assigned multi-console
access, because their involvement in platform and weapon system TAC D&E
will often focus on questions of coordination of activities, which require the
ability to handle separate inputs to force control. The Navy labs and develop-
ment agencies, however, have been assigned single-console access because
their involvement in weapons system and platform TAC D&E will be explora-
tory and not aimed at formulating procedures, so multiple-console access will

be of lesser significance to their total activities. \

FREQUENCY OF USE

The remaining question in developing a profile of demand for remote ac-
cess to the NWGS is one of how often various capabilities might be used by
potential users in each class. Specific estimates of this nature are very dif-
ficult to generate, because such estimation requires determination of the use
which might be made of convenient, readily accessible capabilities that are
not now offered the potential users that have been identified. However, 'by
examining the nature of the activity and taking into account the relative dif-
ficulty in setting up and playing different kinds of games, it is possible to

develop order of magnitude estimates represented by the codes:
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TABLE III. POSSIBLE USLS OF WAR CAMES
Vs
TYPE OF GAME

TYPE OF GAME
(7]
Full-Scale| Engagement g >
Level o o
Games Games ,_(’2 8’
¢ o
; T F=y 2 <
33 |14 s
= |z | & 428 EJ 5 | 8
%) % o 3w ol + o]
sl s qae]. 8t l R
; c S ©Q Jo QO »
USE o ~ m JOO | ai al
' Operational Planning ! :
e Strategic/Force Level ° ° . : *
e Contingency ° . : *
e Exercise - (A : *
e Threat Analysis e [ .
Training - :
e Command Readiness ol | o ¢ :l'
e Functional Unit/Team I| em :
, e Individual - ° !
; Operational Development ] -
e Force Level TAC D&E o2 : :* *
@ Platform TAC D&E 1 o o 3 *
e Weapons System TAC D&E o1yl o : *
e C2 system o2 : :
e Information Requirements o o o ! -
System Development ' :
e Concept Testing 5 |l © S | *
e System Parameters - H )
: - TORLTR m_,%_ 2055000 AN >NLWNONS: !
" |[Multiple-Player | Single or | Single E
! Multi- | Player £
! Player !

® Best-suited for use
o Best-suited for some, but not all applications
* Can support activity

{
:
:

Notes:

1 ; ;
Careful structuring of scenario required.

- Requires iterations on the same scenario and therefore ought to be computer-
opposed; fine grain detail on engagements required.

g - m multiple player games required; u'therwisc, single- or multiple-player games may
4 be appropriate, depending on the specific question being addressed.
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TABLE IV
APPROPRIATE ACCESS TYPE FOR POTENTIAL USERS
DERIVED FROM EXAMINATION OF THEIR ACTIVITIES
ACCESS TYPE
1]
1]
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0 2 O 3
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USER CLASSES: 5 20 S0
. > R
Fleet Command —
Type Commands *—]
Warfare Training Centers [ —
4
bevelopment Groups . e—
] Navy Laboratories °
L Development Agencies ; °
CNO -




e I - infrequent, less than one application per year on the average

e Y - yearly, 0-3 applications per year

) S - semi-monthly, 4-9 applications per year

® M -~ monthly, on the order of one per month, 10-14 applications
per year.

e¢ MM - multi-monthly, 15-35 applications per year

e W - weekly, on the order of one application per week,
36-70 applications per year

® MW - multi-weekly, more than once a week, 71-100 applications
per year

° D - daily, 3-5 applications per week, 101-150 applications
per year .

® P - as possible, very frequent application, in excess of 150 per year

Here, an application of a war game includes set-up of a particular game and
its use with as many iterations as are necessary to solve a specific problem.
Thus, for example, one user's setting up and running a systgh level game
several times to test a range of parameters would represent but one applica-

tion.

Tentative estimates of frequency of use expressed in terms of these mag-
nitudes are displayed in Table V. These are not claimed to be precise, and
might change under more detailed analysis. However, their reasonableness

can be justified as follows:

® Force Level Planning - Force level planning is nominally carried
out on a yearly cycle, so even allowing for pre- and post-input applications
by CNO, demand for support of this activity by wargaming is not expected to
exceed the yearly rate of use.

® Céntihgenc_:z Planning - Contingency planning is a continuing acti~
vity, but major contingency plans are evolved slowly and usually in response
to some apparent change in the world situation or directives from higher auth-
ority. Hence, the relatively infrequent use of wargaming in support of con-

tingency planning shown in Table V is reasonable. -
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_ TABLE VII
ESTIMATED ACCESS REQUIREMENTS FOR POTENTIAL USERS BY USE

o >
Z ) 0
= 9w e
22 g2 | 82
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- Strategic/Force Level Planning Y
- Contingency Planning Y
- Exercise Planni:r . Y
3 - Threat Analysis S
- Command Readiness Training S
- Force Level TLC D&E Y
. - Data Base Query ¢ M
G Type Commands . / - ]
E " | - Exercise Planning s
- - Unit/Team Training W
- Individual Training w
- Platform TAC D&E S
- Data Base Query : ) : M
Warfare Training Centers / *
- Unit/Team Training » MW
- Individual Training / MW
. Development Groups '/
- Platform TAC D&E Y
- Weapons System TAC D&E Y Y
- System Concept Testing I Y
- Parametric System Analysis / P
- Data Base Query /| s I
Navy Laboratories / / f / / f |
- Threat Analysis ]
- Weapons System TAC D&E LY S |
- System Concept Testing Pkl D' ]
i - Parametric System Analysis % P |
; 4 - Data Base Query / //// S
. | Development Agencies 7 { / / / A
% - Weapons System TAC D&E R Y
. . |- - System Concept Testing [ Y] Y
' - Parametric System Analysis / : r 4
} ’ 3 - Data Base Query /////1 M
CNO : - |
- Force Level Planning : Y 1
- Contingency Planning ! S
- Data Base Query Y D E
[ ] - use that might be made of a néarby facility, but not sufficient to .
E; ’ justify provision of higher level access. 1
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e Exercise Planning - The estimated use rate shown in Table V is

based on requirements for one or two major. fleet exercises per year, for which
free play games might be used to support planning, and quarterly smaller-scale
exercises, usually managed by the type commands.

e Threat Analysis - In the case of the Fleet Commands, the semi~-monthly

estimate is notional only, bés'ed on an experiential estimate of the frequency
with which they are called upon to respond to "what if..." queries from high-
er authority. In the case of Navy laboratories the small value is included to
indicate that there is a possible demand for wargaming applications in the course
of concept studies for new systems. :

e Training - The semi-monthly estimate of command readiness train-
ing games replicates the present CINCLANTFLT Command Readiness Training

Program, which supports 3-4 games per year. For other training, the daily

use rate is consonant with a continuing curriculum in which the NWGS access
is used as an'adjunct to existing capabilities and/or multiple console access
to perhaps several available' consoles is used to support individual training.
But use rates will, however, be lower when the schools are 'not continuously
attended.

E °® Force Level TAC D&E - The use rate estimate is based on a 1 or 2

topic program and assumes each topic will inevitably be supported by a war
game.

° Platform TAC D&E - The use rate estimate is based on a typical
TAC D&E program of 5 to 10 topics, for which it is estimated only half the

topics will require some sort of wargaming support, and only half of that sup-
port will involve multiple-player games.

® Weapons System TAC D&E - In the case of development groups the

estimate picks up the rest of the estimated total wargaming support tha?t will

be generated by a 5-10 topic program. For the Navy labs and development
agencies, possible applications will vary with the number of development
programs, and the figures represent educated guesses as to numbers of ss}stems

In progress that may be in the concept development and engineering development

gl




|~ AD=AO48 761 KETRON INC ARLINGTON VA F/6 18/7
DEVELOPMENT CONCEPTS FOR THE NAVY WARFARE GAMING SYSTEM, (U)
: APR 77 W C HARDYr W 6 DOBOT!K NOOOIG-?H-OT“
UNCLASSIFIED KFR=117=77

202
AD
ADAST
END
DATE
FILMED
2—78

B




‘phases at a given location. The greater use rate for Navy labs is based on

the difference in applications: the Navy labs use Weapons System TAC D&E

in an analysis role, to test for tactical constraints implied by notional sys-
tems, while development agencies use Weapons System TAC D&E to check out
an emerging new system. .

e System Concept Testing - The small figure for development groups

merely suggests that fchese command may be called upon to analyze new system
concepts emerging from the Fleet. For Navy labs and development agencies the
estimates are again educated guesses. The inversion in relative frequency of
application is based on the development agencies' greater responsibility in e-
volving and specifying development objectives.

® Parametric System Analysis - For development groups, Navy labs and

development agencies, access to the NWGS system simulators can be expected
to evolve into a tool much like a calculator, used on-call for obtaining quick
answers. Demand for this kind of quick query access may, therefore, expand
to absorb almost all available time after other, higher priori:fy requirements are

met.

® Data Base Query - The opportunities for quick read-out of information
on force capabilities and sf(stem characteristics can similarly be expected to be-
come a high-use item to remote users of the NWGS. Although bounds are indi-
cated in Table V, if the query capability is easy to use and responsive, almost
any estimate of query frequency is apt to be exceeded, unless its use is carefully

controlled .
COMMENTS AND RECOMMENDATIONS

Remote Extensions of Smaller-Scale Gaming Capabilities

Implicit in the preceding analysis of possible demand for remote extensions
of the NWGS is the assumption that such access will be provided for all types of
games planned for the NWGS. In fact, current planning appears to consider only

remote extensions for data base query and large-scale war games, while the system

92~




level and engagement level. games have been called out as requirements for the °
student gaming system (SGS) which, according to current plans:

v ... shall be designed to meet the requirements of the

department and constituent colleges of the NWC for

simultaneous student war games." 1

As suggested by the potential uses and users of remote access described here,

this system dichotomy in the current planning is unnecessarily restrictive . Nine
of fourteen possible uses of remote access considered here are best handled by
smaller-scale games against well-structured tactical opposition or by direct
remote access to the NWGS system simulators. Since there is no technical im-
pediment to extending these capabilities to suitably equipped remote users, the
overall utility and value of the NWGS will be greatly enhancéd if the planning for

remote extensions is expanded to include system level and engagement level games.

It is therefore recommended that:

® The remote access system for the NWGS offer users access to the full

spectrum of games that will be developed.

Expansion of Planned Gaming Capabilities

One of the types 6f war games that has not yet been considered in planning
for the NWGS is what would essentially be a computer-opposed large-scale game,
i.e., a multi-player, large force game in which the "enemy" force would always
pursue well-structured decision logics in the conduct'of its operations. Omission
of this alternative is natural enough if only Naval War College applications of
the NWGS are considered, because considerable effort is required to structure a
computer-implemented scenario and opposition for human players, and presence
of umpiring facilities at the Naval War College enables a close approximation of
such opposition in one-sided games. However, the ability to control and repli-
cate opposi'tiori tactics is very important when the NWGS is used for force level

planning, force level TAC D&E, and operational development of C2 systems, and

1/ Detailed Statement of Requirements for a War Gaming Support System,
16 April 1975, p. 13
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the preceding analysis of possible demand suggests that remote extensions will
make the NWGS available to a large body of potential users of wargaming in these
applic:étlons. Thus, development of this capability will further enhance the util-
ity and value of the NWGS to possible remote users, and it is recommended that:

) Computer-opposed, full-écale games be considered as a possibility in
the development of the NWGS.

e




A PROFILE OF COST FACTORS AND COST OFF-SETS
TO BE CONSIDERED IN ASSESSING REMOTE
ACCESS TO THE NWGS

Abstract:

Cost elements, benefits, and possible cost off-sets for developing
remote accesses to the NWGS are highlighted and discussed. No rigorous

post/benefit analysis is attempted, but the qualitative comparison of costs
and benefits amply demonstrates the possible value of remote accesses.




INTRODUCTION

The preceding monograph displays a profile of possible demands for remote
accesses to the NWGS that suggest there is potentially great uﬂllty and value
in developing an extensive remote access system. However, there will natural-
ly be possibly large costs in developing such a system, and one of the greatest
near-term planning problems will be to decide how much of that demand should
or can reasonably be met. To provide a basis for this effort, this monograph
structures the associated cost factors that must be considered and examines the
benefits and possible cost off-sets against which the related costs must be
weighed. . '

COST FACTORS

The major costs of developing a remote access system for the NWGS will

be incurred in five categories:

Softward development
Facilities construction and modification
Console and computer procurement

Communications costs

Continuing operation and maintenance costs.

The specific cost elements in each category associated with each of the three
type accesses -~ full facility, multiple console, and single console, discussed
in the previous monograph and re-defined here in Table I -- are summarized in
Table II and discussed below.

Full Facility Accesses

Costs associated with developing and maintaining full facility accesses

include in each category:

e Software development. Creation of full facility access capabilities

would require development and implementation of four classes of software:

- Communications protocols to manage the flow of information between




. TAREY,
TYPES OF REMOTE ACCESS TO THE NWGS ;

Full Facility Access - capable of supporting multi-player, full-scale
games, using remote access fo NWGS game executives and program modules,
requires convenient location of a wargaming facility at which are positioned
physically separqted input/output consoles, internal communications links
among these, and umpiring capabilities. Can support games on-site or

on-site participation in large-scale games run at the Naval War College.

Multiple-Console Access - capable of supporting smaller-scale, engage-

ment level games and/or simultaneous play of single-player games; when pro-
vided with the necessary auxiliary communications capabilities can serve

as a command node for large-scale games played and managed at the Naval
War College.

Single Console Access - capable only of supporting access to the NWGS

for single-player games, access to the system simulators, or data base query;

display capabilities for the console are optional.
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the facility and the control facility at the NWGS.

- Local game management and display software for the facility to
manage local variations in game play and segregate and construct displays from
incoming data from the NWGS. An additional option here would be locally imple~
mented communications simulator packages to queue and simulate disruption to
and delays in the messages exchanged between the physically separated consoles 1

- NWGS access routines to enable remote call-up and use of the NWGS

game subroutines to support conduct of the games played at the remote facility.

- Interface management software to establish and manage interfaces

between consoles and the NWGS when local off-site consoles are used as play-
er positions in full-scale games and when the facility is used as a concentrator
for multi- and single-console accesses to the NWGS. Of these four classes of

software, only the interface management packages repre'sent a possibly substan-

tial development effort, because: standard communications protocols are readily
available; the local game management and display software can be tailored from
the corresponding NWGS software; and the access routines will have already

been developed for the NWGS executive.

e Construction and modification of facilities. Some costs may be incurred

in setting up spaces for a full facility. These can, however, be held to a min-
imum, because any game consoles distributed among commands in the immediate
vicinity of the facility for single console access may be used to achieve the nec-
essary physical separation, while common user or special user telephone lines
can be used to simulate inter-force voice communications.

° Consoles and computer procurement. A full facility will require a rela-

tively large computer and some full capability game consoles.

® Communications. A full remote facility will require a secure, high-qual-

ity, high data rate communications line from the facility site to Newpo_rt, plus
parallel secure voice and teletype coordination links. The costs will, however,
be nominal since most candidate sites for such facilities will be close to Naval

communications facilities, and should therefore be able to obtain lines and ac-
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cesses on a shared-use basis through the Navy's leased line network. As with
any of the higher level accesses, there will be a major initial investment to pro-
cure the required cryptographic devices.

e Operation and maintenance. A full remote facility will have a full com-

puter fécllity and will, therefore, require personnel support and funding for con-
tinuing operation and maintenance. However, since the computer need not be con-
tinuously and exclusively used for wargaming, these costs can be distributed

among the NWGS and a variety of general-purpose users in the area.

Multiple-Console Accesses

The majority of multi-console acdesses will either be obtained through full
facilities or located at Warfare Training Centers that can provide much of the
needed support. The marginal costs of stand-alone facilities will therefore be

nominal. Sbecific additional costs in each category are seen as follows:

°® Software development. Most of the required software will have been

developed for full facility accesses so the only additional development costs will
be incurred in adapting the existing software to smaller computers that will be used
to coordinate multiple-console games and in developing software for interfacing
NWGS with the displays and mock-ups already installed at Warfare Training Cen-
ters.

e Construction and modification of facilities. Since multiple-console ac-

cesses do not require the physical separatipn of consoles, umpire support, or
large computers needed for a full remote facility, construction and modification

of spaces will be minimal, requiring only such remodelling as might be required

to create a large enough space for accommodating a small computer and the neces-
sary consoles.

e Consoles and computer procurement. Several full capability consoles

will be required, along with a minicomputer to handle protocols and accesses.

] Communications. A stand alone multiple-console access will require

the same data communications capabilities as a full facility, but the additional
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costs of voice and teletype coordination circuits will not be incurred. Instead,
long distance telephone sh;)uld be adequate. Costs of the leased data line may
be greater than for smaller, multiple-console facilities, since shared access to
Navy leased lines may not be obtainable.

° Continuing operation and-maintenance. At Warfare Training Centers

these costs can probably be absorbed, because computer personnel will already
be available and the demands will not be great. At other stand-alone, multiple-
console facilities, one or two additional billets for operation and maintenance may

be required. Other expenses will be negligible.

Single-Console Accesses

Stand-alone, single-console accesses will be obtained either through a near-
by full facility or through a common-user, single-console access system. The
additional costs for the single-console will, therefore, be limited to the cost

of the console and either:

@ Costs of secure lines to a nearby remote, full facility which may utilize
small, on-line, voice-grade cryptographic devices and telephone lines; or

® Costs for developing a communications protocol and management soft-
ware for a common-user, singie-console access network that would use AUTO-

SEVOCOM or a similar common-user secure voice capability.
COST OFFSETS

While the software development and communications costs for remote accesses
to the NWGS cannot be avoided, the costs for other items shown in Table II may
be partially offset by savings in other areas. Possible cost offsets of this in-

clude:

@ Direct savings from shared use of equipment. The computers and con-
soles procured to establish remote accesses may be used to support other func-

tions, thereby reducing the proportion of their cost attributable to the NWGS re-

mote access program. Possibilities for each kind of access are seen as follows:
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- Full Facility Accesses. While the full capabilities of the computers

at full remote facilities will be needed for large-scale games, their support will
account for only a small fraction of the available computer time, and use of the
computers for the single- and multiple-console accesses will require neither all
of the remaining time available nor the full capacity of the computer when it is
used. The computers at such facilities can therefore be expected to have appre-
ciable capacity for dedicated or time~shared general-purpose applicatlons.. Con-
versely, if an adequate machine and facility is available in an area chosen for full
facility installation, that facility might be developed around existing capabilities

at a reduced cost.

- Multiple-Console Accesses. Since NWGS access is not likely to

be demanded or even possible around the clock or at all times, the smaller com-

puters needed to support multiple-console accesses can similarly be expected
to have time available for general-purpose applications.
- Single-Consoles. Stand-alone, single-console accesses might be

established through sophisticated calculator systems (HP 9525, IBM 5100, Tek-

tronix 4051 and the like) or "smart" computer terminals. If ti’lis is possible,
access consoles may be developed at little cost by users that already possess
such systems, and when théy are purchased as NWGS access consoles, they
will be available for other uses. Actual cost of single-console accesses may,

therefore, be but a fraction of the total cost of the console.

® Off-setting manpower savings. If the system is responsive, access

to the NWGS force and system capabilities and system simulators will provide
users with information and analysis support as good as can be found anywhere
else. Thus, remote accesses can eliminate the need to maintain similar data
bases and develop similar simulation models locally. When' integrated across

the wide spectrum of potential users of single-console accesses throughout the
Navy, the NWGS substitute might save literally thousands of man-hours annually.

® Direct savings in TAD costs. Finally, for any users of remote access

to the NWGS who would otherwise use the facility at Newport, availability of
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nearby full- or multiple-console facilities would reduce or eliminate the TAD costs

associated with such use. If Command Readiness Training Programs similar to that
develdped by CINCLANTFLT begin to be used by other commands, the dollar sav-

ings here would be substantial.

In addition to these more or less direct cost offsets, it should also be noted

that establishment of NWGS remote accesses will in many cases require allow-

ance of on-line voice or data grade cryptographic devices that might not other-
wise be justified. While not strictly a cost offset, the resultant secure voice

or teletype capability will be a definite asset to such users. i3
BENEFITS F

In the many possible» specific applications of the NWGS that have been dis-
cussed, the role of the NWGS has invariably been one of providing:

e Training and/or exercise capabilities that would be impo.ssible or
prohibitively expensive to obtain in any other way:;

) Analysis and evaluation tools that may not be readily available else-
where; or

e Ready access to information on force and system capabilities that may

not be easily obtainable from other sources.

By eliminating time and distance impediments that might otherwise keep poten-
tial users from actually using these capabilities, the remote access system will
ensure that they can be used to the maximum extent consonant with the needs of

the users.

The benefits from remote access are therefore reflected in the value and u-
tility of these capabilities to the individual users. Any assessment of such value
and utility will necessarily be qualitative and subjective, becau'se the capabili-
ties provided by the NWGS are not now available to the potential users, and there
is no generally accepted way to estimate the 1mpaét of training, analytical ac-

tivities, and access to information on force effectiveness. Within these constraints,

however, the capabilities that might be provided through remote access must be




estimated to offer substantial, unique benefits. The reasoning that supports this

conclusion is briefly seen as follows: - K .

e Full facility accesses. The full facility accesses would extend to the
higher level commands the opportunity for frequent application of wargaming in
improving: command readiness, operational plans, and C2 system performance.
These are three of the most sensitive and critical elements in a viable military
posture and their adequacy is a matter of continuing high-level concern. Since
there is virtually no other viable medium for the necessary training, analysis,
and system exercise, remote access must be considered invaluable.

® Multi-console accesses. When used to support TAC D&E, multi-con-

sole access would provide a unique capability to test and validate hypotheses
in a competitive environment to ensure that proposed tactics cannot be defeated
by an intelligent enemy. As with any analytic effort, the ultimate value of TAC

. D&E cannot be measured directly.. However, the capability to validate proposed

tactics is essential to many projects, and multi-console access must therefore

be considered as valuable as the activity itself. The use of multiple-console
accesses to upgrade training capabilities at warfare training centers must sim-
ilarly be considered to be as valuable as training itself, since access to the
NWGS war games will automatically expand the base of situations for which
specific experience can be gained by trainees.

® Single-console accesses. Finally, the ready access to analytical tools

and information offered by single-console accesses to the NWGS must be recog-
nized as a benefit whose value is virtually unbounded. Ready access to models
and system simulators already developed for the NWGS will simultaneously en-

courage wider use of such tools and eliminate needs for local development where

they are not frequently used.

Finally, the capability to query the NWGS data bases provided in any type of
access will in many instances provide users with access to information that is
sometimes so difficult to obtain otherwise that it is just not used to suppbrt de-

cisions. Moreover, at places where such information is already available, remote
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access to the NWGS data bases can eliminate the need to maintain the local

data base.
ASSESSMENT

While no formal cost/benefit analysis has been attempted here, even a cur-
sory comparison of costs, as modified by possible cost offsets, with benefits clear-
ly suggests that development of substantial remote access capabilities may be
warranted by the needs of the potential Navy users of wargaming. Moreover,
in view of the extent and magnitude of the possible benefits and relatively minor
associated cost, single-console accesses that would enable a large number of
users to use the system simulators and query the NWGS capabilities data bases
is clearly warranted. Such accesses could be: established relatively easily by
providing for telephonic interfaces through AUTOVON, utilizing AUTOSEVOCOM
terminals as necessary for security; managed on an on-call basis much as time-
shared computers are managed today; and obtained by users through use of rela-
tively inéxpensive terminals. This kind of on-call, single-console access sub-
system should be treated as a separate entity in the planning and development
of the NWGS, regardless of the decisions made with respect to providing other,

more elaborate remote access capabilities.
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AN ARCHITECTURE FOR NWGS REMOTE ACCESS
3 SUBSYSTEMS

Abstract: System, operational, and management concepts for three possible i
types of remote access to the NWGS are developed to show how the capabili-
ties described in the preceding monographs might be developed and managed.
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INTRODUCTION

To illustrate what might be involved in developing remote access capabili-

ties for potential users of the NWGS, this monograph describes:

e The extent and type of equipment needed to establish full facility,
multi-console, and single-console remote accesses to the NWGS, and
® The supporting administrative structure that would be necessary to

organize, schedule, and coordinate use of each kind of access.

FULL FACILITY ACCESS

Operational Concept

Establishment of remote, full facility accesses to the NWGS requires crea-
tion of Remote Wargaming Centers (RWCs) modelled after the center at Newport.
These RWCs would serve the two-fold purpose of providing convenient sites for
remote pl_ay of large-scale, multi-player games that might be played by some users,
and providing centers that could be used by nearby local commands for lower-
level access, thereby eliminating the need for separate equipment and admini-

strative support for each user.

For NWGS-controlled remote games the RWCs would serve as sub-control
centers where remote player inputs would be queued for transmission to the NWGS
and outputs would be separated and routed to the appropriate local consoles.
Although control for many remote games would be exercised at the Center for
Wargaming (CWG) in Newport, the complete system would allow for at least some
umpiring functions to be exercised at the RWC, before the inputs were trans-
mitted to the NWGS. Further, maintenance of a total force display would be pro-
vided, either at umpire consoles or on a larger display . Because of the flexi-
bility and convenience they would offer, the RWCs would be expected to greatly
increase the uéage of wargaming in the Navy analytic community without putting
a burden on the CWG it could not handle. Savings would be realized in travel
expenses and man-hours over the current system and land line cost would be less

than a remote system in which all remote players interacted directly with the NWGS.
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Candidate locations for Remote Wargaming Centers would be areas in which

a large number of potential users are concentrated, such as: Norfolk; Washing-

4 ton, D.C.; San Diego; and Honolulu.

Physical System

Each RWC would necessarily have its own computer system, which would s
not be nearly so extensive as the NWGS, but would have the basic characteris- ‘
tics of a CDC 17 6000 or UNIVAC 1100 series system. It would necessarily have
tape and disk storage capabilitieé, software for game control and large screen
and hard copy display capabilities. The center would also have several physi-
cally separated remote consoles on-site and the capability of interfacing with
off-site remote terminals. It would therefore need remote terminal interface
software, and software for queuing and transmitting inputs to NWGS and separ-
ating and diétributing outputs from the NWGS. Finally, it would require a dedi-

cated, encrypted, two-way, multi-channel land-line connection to the NWGS

computer to support the required data and coordinating communications links.

Remote sites feeding into the RWC would require a terminal facility allowing :
on-line interface with the RWC or NWGS, CRT and hard copy display capabili- ‘
ties, and provisions for an encrypted connection to the RWC. A locally program-
rhable terminal would give added flexibility. For instance, many of the highly
sophisticated calculator systems (HP 2/ 9830, HP 9525, IBM 5100, Tektronix
4051) which the Navy is now buying might be used as remote terminals when
equipped with the necessary peripherals.

Administrative System

The management chain for the operation of RWCs would begin at the Center

for Wargaming (CWG) in Newport, where overall supervision would rest with a 4

1/ Control Data Corporation
2/ Hewlett-Packard
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member of the CWG with a title such as "Director of Remote Wargaming". It
would be his job to approve and schedule wargaming activities involving the
NWGS .: At the Remote Wargame Centers activities will be overseen by a member ;
of the staff of the senior area commander (CINCLANTFLT in Norfole, CINCPACFLT
in San Diego and Hawaii, and OPNAV (probably OP-96) in Washington) . All re-
quests to use wargaming facilities by major subordinate commands would be
channelled through the wargaming officer on the staff of the appropriate RWC.

He would screen and schedule requests to use the RWC and, in turn, request

the necessary time on the NWGS from the CWG Director of Remote Wargaming.
Finally, each major subordinate staff (C2F, C3F, SURFLANT, SURFPAC, AIRLANT,
AIRPAC, etc.) would designate a wargaming officer to handle requests from its
staff and from its subordinate commands. To illustrate the administrative struc-
ture described above, Figure 1 displays the chain of corﬁmand for forwarding a

request to conduct a small-scale war game by the TAC D&E officer at Helicopter

Sea Control Wing, Atlantic.

In light of the large potential demand for this kind of sqfvice, it is expected
that significant use would be made of RWCs and that control would need to be
exercised at several levels to: minimize duplication, cull unnecessary requests,
iceep usage within budgets, and determine what requests could be combined into
one game. Further, it is expected that funding for the RWCs would be partly by
5 direct, partly provided by users, and partly obtained from cost offsets from shared

use of computers.

MULTI-CONSOLE ACCESS

Operational Concept

For users that require multi-console access, but would not be conveniently
served by a nearby RWC, on-site or shared multiple-console access would be
provided by a medium level facility (MLF), the main function of which would be
to act as a focal point for remote play, with 1ittle or no control capability. The
medium level facility centers would, however, provide a location for several re-

mote players and would still queue inputs to NWGS and separate and distribute
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outpuis from the NWGS. Depending on location, they would interface with an
RWC or directly with the NWGS, and would be capable of supporting small-scale,
multi-player games and directly accessing the NWGS capabilities data bases.

Physical System

Each MLF would contain a small (IBM 360/20, CDC 1700) computer or mini-
computer system (DEC, PDP, HONEYWELL) which could interface with the NWGS
over a dedicated, encrypted, two-way land-line. These systems would have
software to queue inputs from rerﬁote sites feeding into the NWGS or RWC and
transmit them sequentially. They would also have complementary software to
translate outputs from the NWGS and distribute them to the appropriate consoles.
In-house game control capability and software would be limited because of com-
puter memory and storage size constraints, but an MLF feeding into an RWC would

have the ability to become a node in a larger-scale game.

Administrative System

The same basic system as presented for the RWC would be needed exc&;t
the wargaming officer at the MLF would have less responsibility and would act
primarily as a go-between for users and the CWG Director of Remote Wargaming.
i—Ie would therefore not need to be as senior as the RWC officer, need not be on
the staff of the senior area command present, and, probably, need not dedicate
all his time to that job, since there would be more direct liaison between the
CWG and fleet commander representatives. To illustrate the administrative
structure required to manage and coordinate use of MLFs, Figure 2 shows thé
change in command flow for the same Atlantic Fleet HSCW request for conduct of

a war game through an MLF.
SINGLE-CONSOLE ACCESS

Operational Concept

Access to either a RWC or a MLF would simultaneously provide single-con-

sole access capabilities for most of the potential users of remote access to the
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NWGS. However, for users requiring single-console access that are too far

removed from either an RWC or MLF, and for some frequent users of system

level games and/or data base query, a minimal remote access system might be
provided. Such a system would consist of a console or small terminal that could
be interfaced with the NWGS via AUTOSEVOCOM or a similar on-call common-
user communications system to enable access to the NWGS system simulators and

capabilities data bases.

Physical System

The consoles would essentially be remote computer terminals with the capa-
i bilities to respond to protccols and call-up routines for system level games and
data base queries provided by the NWGS, together with minimal CRT and/or hard
copy displays. ;

Administrative Structure

Management and scheduling of these single-console accesses would be under
the purview of the NWC Director for Remote Wargaming. The magnitude of the
demand for this kind of access, both through single-console systems and through
MLFs and RWCs, can be expected to be so great that item-by-item approval of
i‘equests will not be practicable. Accordingly, overall management will probably
best be handled by establishing schedules of periods during which the NWGS
will be up and available for such access on an on-call, first?come-first—served
basis.

OVERVIEW

The NWGS remote access system concept implied here essentially utilizes
two networks: a teleprocessing network with concentrators and individual ac-
cesses at the RWCs and MLFs; and a parallel remote, on-call network for ac-
cessing system simulators and capabilities data bases. Illustrative node char-
acteristics for these networks are displayed in Table I, to suggest the magni-

tude of the notional system.
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TABLE 1

PHYSICAL SYSTEMS FOR DIFFERENT LEVELS OF ACCESS

Access System

Structure Features RWC MLF Single-Console
Local Game Control Yes No No (1)
Computer Medium- Small or Mini None
: Large
Dedicated land-lines to Newport 4 2-way 4 2-way None
Computer Peripherals
Random Access Mass Storage Disk Disk or Floppy Disk
Tape Storage 7 Track Tape |7 Track Tape or
Cartridge
Game Control Ccnsole Yes No ' :
Player Consoles Several Several (1)
Large Screen Display Yes No
CRT and Hardcopy Display '|Each ConsolelEach Console (1)
Several 1/0 Ports Yes Yes
Software Requirements
Higher Level Languages FORTRAN BASIC None
Game Control Access Yes No No
NWGS System Simulator Access Yes H{es Yes
NWGS Data Base Access Yes Yes Yes
Terminal Interface Yes Yes Yes
Queue and Distribute Yes Yes No
Communications Protocol Yes Yes No
NWGS
1/0 Port Requirements 4 4 Many
Game Control Responsibility Large Games |Most Games All Games 5
Software Requirements
Terminal Interface Yes Yes Yes
Queue and Distribute Yes Yes No
Allow Subroutine Access Yes No No
Allow System Simulator Access |Yes Yes Yes
Allow Data Base Access Yes Yes Yes
Remote Site Requirements
Smart Terminals Yes Yes No
CRT and Hardcopy Display Yes Yes Yes

(1) Remote centers containing several consoles may be established, but these
would not operate in concert, unless they were remoted to an RWC for large-

scale game play.
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