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‘
~~~~~~ n n st  s iqn i f i ca r i t problen facinq the co~i~ uter

i ~r~~~~~~jon to lay is nanifested in t w o  malor co:nplaints about

~)~~t ’~ 1r ~~: it is too expensive and u n r e l i a b l e .  Most corn aut—

I ~ r o:o s~~i o n al s  ro~ o gn i ze  t h e  h i g h  cost as larq~ ly a synp—

~~~~~~~ 
-

~~~ t :~~ l a t te r  ~D .~~ l i i r it .  T h e  high incidence of errors

I i i  ft’i~~r~ is t he  u n d e r l y i n g  reason , for unreliability. V

~~~� r . u ih e r  o~ ~rrors uncovered iurinc the software life

~ v~~L - ~ .~ is ~ significant i~npact upon the coSt in terns of re—

tr~~ s (~~ rsonnel m d  co !nplter) neeled to correct the e r —

r -)r5.  T h - ~ c o r r e c t i o n  cost is a fu n c t i o n  of w h e n , in  t h e

;o ’ea r~ li f ~ cycle , an error is f o u nL  S o f t w a r e  e r r o r s

~~ u n i  ~ i r i n g  t h e  d ev e lop ~~~nt phase generally cost less t.o

:r~ - t than errors wh ich occur d u r i n g  t h e  op e r a ti on s  phase .

:h.~r e f o r - ~, i t  is  n~~cess arv  to  ie t e c t  s o f t w a r e  ( p r o g r a m )  er—

i~ ~~~rly is nossible——oreferably before the software is V
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I
I m ade  op erat ional .  Also , it is necessary to predict  the  n u n —

I ber of residual errors in a p r o g r a m  to d e t e rm i n e  if die-I  w h e n

the progra m goes operational.

I Pro gra m s t r u c t u r a l  cha rac te r i s t i c s  me t r i c s  ( i n t e rn a l

c o mp l e x i ty )  is a means of estima t ing  the n u m b e r  of e r rors .

I Thir teen u n r e l a t e d  charac ter i s t ics  m e t r i c s  a r e  ased to de—

I tine 7 local c omp l e x i t i e s — — c on t r o l  f l o w , i np u t / o u tp u t , data

h a n d l i ng ,  c o mp u t a t i o n a l  s t r u c t u r a l  design , in t e r f a c e , anu

I dat a  u s e — — w h i c h  are pred ic to r s  of the  n u m b e r  of e r ro r s  in V

CO BOL pr ograms .  L inear  models f o r  each of ttiese me trics are

I ava i lab le  fo r  pr e d i c t i ng  s o f tw a r e  e r rors .

I fiodels developed f r o m  these me t r i c s  can be use d to pre-

dict  the  n u mb e r  of e r ro r s  in  COBO L p r o g r am s .  The “ oest 1’

I single variable model for predicting errors is the  Cont ro l

Flow C om p l e x i ty  metr ic  model .  The “b e st ’  mu l t ip l e  v ar i a n le

I model f o r  pr ed i c t i ng  er ro r s  is the cre e tuat contains all 7

I local complexity metrics . The Latter model can be used waea

dealing with many types of programs that are developed by

different organizations. However , each organization suould

estimate t h e  model parameters relative to erroL’ data from

I its development prolects.

I
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I. I N T R O D U C T I O N

I The p r i m a r y  cons idera t ion  in a ny  system is t h a t  it per-

forms properly whenever the user wants to use it. For cam—

I puter systems, consisting of hardware , software and nan—

m achin e inte r f aces, the most widely accepted and meania tul

I measure of performance is total sys t em reliability. Total

V I system reliability is define d as the probability that every

subsystem performs as intended for the necessary time and

I under the conditions of customer use. Thus, there is an ob-

vious need to measure the reliability of the software sub—

1 system as well as the hardware and the man— machine subsys—

V 
tems. But the most significant problem facing the computer

I profession toda y is a software problem that is manifested in

I two major complaints: software is too expensive and sott—

ware is unreliable. Most s o f t w a r e  p rofess iona ls  recognize

I the former problem as largely a symptcn of the latter. Al—

I though this paper ’s main focus is primarily on the proo lem

of unreliable software, the problem of high cost is au

I indirect issue because of its relationship to unrelianility.

Therefore, to put the problem of unreliability into proper

I perspective, the problem of high cost will be discussed
V 

I br iefly. This discussion wil l  stress the i mp o r t a n t  ro le  V

that reliability plays in increasing the cost.

1
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I 2

I I I~~ _~ Vig h_Cost of S o f t war e

There are several reasons w h y  software is so expensive.

The rest of this section viii discuss a few of them .

i Computer systems are becoming more complex as faster

and more versatile hardware evolves. The resultant sopnis—

I ticated uses of the compu ter systems demand that programmers

develop reliable software to drive the computer system.

I Additionally, the man—machine interface which is generally

I handled by software is becoming more and more sophisticated.

consequently, software is beccminq more and more complex

I because of the h a r d w a r e  and the man—machine interface suo—

systems. This increases software development cost.

I As we continue to automate processes which control our

3 life—style——bank accounts , air traffic control, medical sys-

tems, and defense systems—— we have to trust more and more in

3 the reliaole functioning of software. Nowhere is this more

evident than in the military where computers are being used

I increasingly as the heart cf sophis tica ted weapon systems

I such as the B—i bomber or a real—time comm and and c o n t ro l

system. They control their environments by receiving data ,

processing it and returning results fast enough to affect

the functioning of their environments. Reliable functioning] of software is also critical in an o n— l i n e  b a n k i ng  s yst em

I where a software error (failure) may result in a loss of 
V

thousands of dollars. To develop reliable software , we

:i



I
I
I 

spend more and more resources on V 4 u a lj t y  con t ro l  du r i n g

software development , thus, increasin g the cost directly.

I Software is a big business in the U. S. today. rhe

V annual cost of software is approximately 20 billion dollars.

I Its rate of growth is greater than that of the economy in

I 
general. Compared to the cost of hardware , the cost of

software——development and maintenance—— is escalating along

I the lines in Figure 1 [11. Studies 1 2,3 1 indicate tnat

software demand over the years 1975— 1~~85 will grow about

1 21—23 percent per year. This is considerably faster than

I 
the growth rate in software supply at the curren t estimated

qrowth rates of the labor force and its productivity per in—

1 dividual w h ich has a com b ined grow th ra te of ano~.ut 11.5—17

percent. Because of the demand and a shortage of experi—

J enced programmers , error prone software will be ieveloped . 
V

Poor software reliability will be revealed by an excessive

I numner of software errors resulting in higher mainten ance

I cost and customer dissatisfaction.

Errors discovered after the software is operational

I will impact greatly upon the cost of software becVi~ise of

computer resources and manpower neede d to correct tm e ~r—

1 rors. About 70 percent of today ’s software dolla: goes into

] sof twar e maintenance, and this number will likely grow [
~~].

This percentage varies by orqanizaticn. Maintenance cost

I versus development cost for different orlanizations Ls

1 
depicted in Figure 2 1 51. DeRose [6] estimates tha t it

1 costs the Department of Defense $75 an instruction to level—

I
- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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op aviation software, but that the maintenance cost is a lot

I more. On one particular aircraft comput e r, maintenance cost

I ran as high as $4000/instruction f7].

proposed solutions to the cost p r ob lem i n v a r i an l y  in—

1 volve an attempt to raise programmer prod uctivity by ie—

vis inq tools a n d  t echniques  to al low p r o gr a m m e r s  to w o r i

I more quickly. But it should ne o b v i o u s  t h a t  tri e h iq~ cost V

I of software is largely due to reliability problems. Cost is

not usually lowered significantly by increasing p r o g r a m m e r

I productivity if the latter is a measure of the  speed of

designing and coding the proqram. Depending on the situa—

I tion, attempts to increase programmer productivity can in—

I crease cost. The best way to sharply decrease software cost

is to reduce main tenance  and t es t ing  cost by dev ising

I techniques to pro duce reliable software. This is t h e  pri-

mar y  mo t iva t ion  for  a software reliability theory. The next

I section will discuss the software reliability problem .

I The~~ oft war e Reliab i ii ~~~~~~~~~~

1 .~~LiflitiQfl
Software reliability is the probability that a given

I program operates correctly, wi th ou t an error , tor some time

I period on the machine for whict~ it was designed. Correctly

means that the program performs as the ultimate user wants

I it to.

( I
I

- V V V ~~~~~~V~~
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I The~~~~~~~~
The hiqh incidence of errors in soi:tuare is the

I underlying problem of software reliability. It .ould me

fortunate if the well—develope d theccy of hardware reliabil—

I ity (see Appendix A) could be used to predict or enhance tae

reliability of software. Unfortunately, this is not tan

I case since hardware reliaoility theory is based m a i n ly  upon

I the statistical analysis of randcm and wear—out taiiure5 of

components with age. In contrast software is not subject t~i

wearout failures once it is debugged.

There are other important differences cetveen hardiare

and software which make the hardware reliability tecnnicTues

difficult to apply to software. The elementary components

of software are instructions. They do not wear , breaK , or

deteriorate . All software errors are in some sense design

or implementation errors [ 3 1  which are comparable to burn—i n

errors in hardware. When errors are found , they can be cor-

rected and are no longer present in the proqraw. Lu ~ener—

al, programs are more complex than corresponding hardware

logic. Large programs are probamly the most comple x oojects

built by man. Some of them have millions of instructions.

The complexity of these programs is so great that it is not V

well, understood what the proqram can or can not do. Final— 
V

ly ,  there is a lack of a scientific basis f or understand ing

the nature of programs . In contrast, the scientific basis

— of most hardware elements is well known. V

1
— ~~~~~~~~~~~~ ~~~~~~~~~~ — ~~~~~~~~~~ 
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I
Fiqure 3 shows a summary of current experience on the

1 relative cost of correcting software errors as a tunction of

the software life cycle phase in waich ttiey are corrected

I 151. For obvious reasons, it is desirable to predict tae

num ber of errors in a software system at the ear lie~~t m o m e n t

in the software lire cycle (development and o p e rat i o n a l  
V

I phases). Unfortunately there is no prove n technique in

practice today.

I The research done to date suqqests the hypothesis that

i profiles of actual program characteristics (internal com— V

plexity) are good predictors of the number of errors in a

I program . This paper will present the results of an an a ly sis

of error data to determine if actua l program characteristics

I are predictors of the number of errors, propose a model for

predicting the number of errors in COBOL programs, and dis-

cuss the application of this model to software reliability.

I The rest of this Chapter and Chapter 11 and III contain

background information only. The reader is directed to

I continue reading this repor.t at Chapter iv ii he is already

I familiar with software engineering and software reliamility

concep ts.

Sur ~~~~~~~~~~~~~~ Research

Over the past ten years, several investigations in the

area of sof tware reliabili ty and phenom enology hav e been

undertaken . As a result of these investigations , reliamili—

I
V ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~ V VV ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~ 
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I ty models which attempt to descrioe the failure or software

have been proposed and discussed. These moaels were derived

I from hardware reliability and have not been very successful

This failure is primarily founded on two reasons.

I One, there are fundamental differences between software

I phenomenoloqy and the hardware_oriented assumptions on which

the models were based. The failure mechanism ot a h a r d w a r e

I component is by chance or by componen t wear—out wnereas tae

f~ ilure mechanism of a progra m is a function of tac number

I of remaining errors in the program .

Two , t h e  f u n d a m e n t a l  s t a t i s t i c a l  issues which emauate

f r om  the use of these models have , by  and l a r g e , bee n

I iqnored. These issues pertain to model verification , tue

development of a procedure which formalizes t he  testing and

I de buqqiag of software, and paramete r estimation. In partic-

ular , the success of the models depends largely on tae

estimation of the original number (N) of errors in software

and the constant of proportionality (K) usei in determining

failure rate. Of the several methods used , the method of

I maxi mum likelihood gives the most reasonable estimators for

N and K 18—101 . However, this method does not yield satis-

factory results [101.

Models are being developed which explain previous error

histories in terms of appropriate program phenomenology.

I These models are based on a view of a program as a mampin y

i from a space of inputs into a space of outputs; of program 
V

1 operation as the processing of a sequence of points in the

I
— —  V ~~~~ -~ V~~~~~~~ V~~_~~ ~~—-~~~~~~~~~ V 

~~~~~~~~~~~~~~~~~~~~~~~~~~~



inpu t space, distributed according to an operational pro—

I file ; and of testing as a s amp l e  of p o i n t s  f r o m  the  i np u t

I space, [11 ,121 (see Figure ~ê ) .  T h i s  approa ch can ~e used

conceptually as a means of appropriately conditioning tine— V

I driven reliability models [5 1 .  But , we still are not able

to truly estimate the number of errors in software.

I Additional insights into reliability estimation have

I come from analyzing t h e  s o f t w a r e  e r r o r s  r e l a t i v e  to ac tua l

cha rac t e r i s t i c s  of p rog ram s .  C u r r e n t l y ,  it seems t h a t  a

I measure of program complexity offers the best estimator for

the number of residual errors in a program .. A k i y a n a  [ 13]

V 
concludes that the number of program errors is strongly cor—

I related to the number of conditions plus the number of calls

to other programs rather than program size. Lipow and

I Thayer FF4 1 sugqests the interesting hypothesis tnat the

number of program errors can be best predict€d by a measure

of the internal complexity of programs. They, using empiri—

I cal data , concluded that the number of software errors found

V 
in proqrams written in JOVIAL could be predicted my tae nun—

I ber of branc hes, a measure of program internal complexity.

I 
Herndon and Lane 115 1 developed an approach to the quantifi-

cation of software errors as a functicn of module compLexi—

I ty. Module complexity is based upon module composition.

The com plexity measure was shown to be a useful managerial

I I
~
I

I V

L ~~~~~~~~~~~~~ V VV V V  V
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I 
tool. Program components with high complexity indicators

should receive more attention than cnes with low co~nplexit /

I indicators.

There have been several other investigations into pro—

I gram complexity that did not address the error problem .

V These are b r i e f ly  s u m m a r i z e d  below. Flynn [16] suggests

1 that the number of nodes in the smallest path—i somorpaic

I proqram scheme may be a useful measure of inherent progr am

c o mp l e x i ty .  S u l l i v a n  117 1 propose s several complexity

I measures——cl , c2, c3, p1 and p2. The ci , c2 and c3 measures

deal with control flow graphs of programs. rhe p1 and p2

I measures deal w i t h  da ta  f l o w  g r a p h s  of p rog rams .  This re—

I port masically concludes that the number of ccnditicns P I U S

1 is a complexity measure of the ccntrol flow of a program.

I McCabe 118 1 develops a graph—theoretic complexity measure——

the number of conditions in a program plus 1. He i l l u s—

I trates how it can be used to manage and control program coLn —

I plexity . Additic nally, he prove s tha t complexity is inde-

pendent of proqram size. It is appropriate at this point to

stress that most all of the software reliability models

employ the program size. This may be one of the reasons wh y

I the models have not been very successful in modeling the

I failure rate of programs.

I
I

L~j I 
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I II. SOFTWARE ENGI~4EERING CONCEPTS

I I nt r o du c t i c n

Th e T E R M  “ s o f t w a r e  eng inee r ing ” was w ade p op u l a r  m y t w o

I NATO conferences in 196~ and 19 6 9 123 ,241. Since then the

development of software has evolved into an engineering dis—

I cipline involving a multiplicity of specialized branches——

Requirements Enqineerinq, Theory of Program Structures , Pro—

I qr a m m i n q  M e thodo logy ,  S o f t w ar e  R e l i a b i l i t y ,  S o f t w a re P r o j e c t

I Management, etc. This chapter will briefly discuss those

concepts relative to estimating the number of residual er—

- I rors in programs.

It is perhaps best to view th is  chapte r as an a t t e m p t

to identify the underlyinq ccncepts of software engineering

I in a f o r m  t ha t  p ermi ts  the main issues of th is  pape r to be

bet ter  unders tood.  
V

I 
_ _ _Defin i tion s

I Software includes not cnly compute r programs , bu t also

the associated documentaticn requirEd to develop, operate ,

and m a i n t a i n  pr oqram s .  The qene ra t ion  of t ime ly  d o c u m e n t a —

I tion is an integral part of the software devolopme~ t process

[5 ,25 1. 

V~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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g is the p rac t ica l  a p p l i c a ti o n  of

scientific knowledge in the design and construction o~ con—

I puter programs and the associa ted doc umen ta t i on  re qui red  to

develop, operate, and maintain them. This definitics covers

I the entire software life cycle (see Figure 5) , thus  in c lud—

ing redesiqn and modif ication activities which are of ten

called “software maintenance ” [5].

I The coais -of So f t w a r e_E n g i n e e jng

There are four fundamental goals or software engineer-

ing: m odifiability, efficiency, reliability, and understand—

I an ili ty  126 1. Boeh m 127 1 provides a larger list which ae

calls characteristics of software quality (Figure 6). In

what follows, this paper addresses some of these important

goals , those considered basic in nature.

~Q~j~iabilj~~ impl ies  cont ro l led  changes  in w h i c h  some

parts are unchanged while others are altered , all in suc h a

way that a desired result is obtained . Modifiability is

difficult to achieve because changes occur for many reasons.

• For example , when transferring software to a new computer

or op er a t i ng  sys tem , it is desirable to keep i n v a r i a n t  the

logical ef f ec t s  of the sys tem , limi ting changes only to ne c—

- 
essary machine—dependent aspects. Changes are also required

-. to add new ca pabilit ies, correct errors in  the p r o g r a m , and

imp rove  s o f t w a r e  p er formance .  D i fferent app roac hes ar e nec-

essary to satisfy these different types of m o d i f i am i l i t y

- [ 126 1.

F
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I 
Ad dit ional l y , modifiability implies not cniy the

ability to have an adaptaøle evolutionary design , empl oy

1 standardized software building—blocks , tune for performance ,

etc., but also the ability to maintain project schedules and

I budgets. There has been much progress in achieving this

goal, within the past ten years.

~ffjcienc,~~ defined as the optimal use of c o m p u t e r  re—

J sources by a program , is a much abuse d goal. P r im a r i ly  this

is because it is prematurely assigned a hiqh priority in en—

I gineerinq tradeoffs. Efficiency should me treated within

the contex t of other issues. For e x a m p l e , a c h i e v i ng  .nod i f i—

I ability can provide the basis for meeting efficiency goals

I during the maintenance phase of the software life cycle. In

addition , insights reflecting a more unified understanding

I of a problem ha ve wore impact on efficiency (via amstraction

I 
and uniformity) than any amoun t of “bi t  t w i d d l i n g ” w i t h i n  a

faul ty structure. In general , the efficiency goal does not

I domina te, as reliability and modifiability, the practice of

software engineering 1261.

I KetiabiliLi is an important goal w h i c h  is much in vogue

today. Reliability is concerned with ccnception, design ,

and construction as veil as failure in operation or per form—

I ance. Unlike efficiency which is often prematurely a p p l i e d ,

reliabili ty is more of ten considere d too late in t he  s o f t —

I ware life cycle. Since reliability can only be built in at

I 
the beginninq of the development cycle——it cannot me an add—

on at the end——it is a primary problem to be solved in any

I 
______ I
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software system. Mence, reliability has a crucial efrect on

software enqineerinq practices [ 2 6 ] .  Because of i ts  im p o r —

1 tance, Chapter III will be devoted entirely to it.

Ua&e~stan~~~iiit,~ is the final basic goal w h i ch exerts

I a strong influence in all aspects of software engineering.

I 
In particular , it is not a property of l ega l i ty .  I t  is,

therefore, muc h more impor tan t since the  entire conceptual
I
t I structure is involved 126 ,27 1. Also , in a ny  c i r cum s tance  an

acceptable level of understandability either is or is not

-t I present. Thus, there is no middle g round .  A l t h o u g h  u n d e r —

standability is a prerequisite to reliability and m o d i f i —

I ability, it also draws attention to an important barrier to

I it——complexity 126 1. Nanaqeuient of complexity is a crucia l

• part of software engineering methods , and the need

to manaqe complexity arises from the goal of understandabil-

ity. The only way to achieve understandability relative to
V 

an inherently complex system is to impose an appropriate V

V structure and orqanizaticn on the software system . As such ,

the structure must be represen ted in a clear notion t h at

permits the different translations (requirements , design ,

source coding, object coding, and documentaticn) to oridge

the gap between the actual system and an u n d e r s t an d a b l e  re p—

I resentation of it. Thus, achieving understandaoility

depends as muc h upon the software engineering tools such as

compilers as on the methods such as structured programming

V 1261. V 
V

_ _ _ _ _ _V
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I 
Other goals such as portability and testability are of

lesser importance than the ones discusse d above. Boehm

I f27 ,2d1 discusses all of the above goals as characteristics

of quality software.

I 
________ __________ ______________~~~~~~~~~

I The principles of software engineering are r n o u u l a r i t y ,  V

abstraction , localizat ion, hiding, uniformity, conpleteness,

I and confirmability. These principles are applied in various

combinations throuqhout the fundamental soztware life cycle

(see Figure 44) to achieve the desired goals discussed amove

1 15,251. 
V

The decomposition of a system [29] depicts the programs

or modules of the system organized into a structure by the

-f relationships (interfaces) among them. The seven princi—
V 

ples singl y and in combination , are used to determine and

control those re la t ionships  1 2 6 ] .  They  a r e  used as decision V

criteria to ensure that the resulting decomposition attains

the goals of the software system. Thus, each principle

deals with some aspect of the relationships—i.e., the

interfaces among the module s or p r o gr a m s .  The rest  of tn i s

section discusses each principle separately.

~~d~ikariti deals with the properties of a hierarchical

I software structure. It has been given various definitions

1 by several authors f 30—36]. Basically modularity deals with

how the structure of an object can make the attainment of

J some purpose easier. In essence, modularit y is purposeful

I
____ ____ - ______ 

V - V -
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structuring 12fl. Therefore, the principle or m o d u l a r i t y  is

made concrete by explaining how certain constraints on the

I struc ture of systems can make it easier or har der to ac nie ve

some qoal such as modifiabilit y, efficiency or reliability.

I Imposing constraints on structures is the essence of

applying the modularit y principle in software engineering

1261. For e x amp l e , t o p — d o w n  s t r u c t u r e d  p r o g r a m m i n g  f 3b 1

which forces programmers to make explicit the conditions

under whica programs are designed and coded can help ensure

j understandability and prevent errors [26].

It may be possible for a given proqram to satisfy all

qoals simultaneously. A program ma y have one structure if

J modules are constructed accor di ng to cne rule (module

strenqth) and a. different structure if a d i f f e r e n t  ru l e

(module coupling) is considered [4,37 ].

~~actjQ~ is a very pervasive principle [34 ,21].

Despite the existence of the above papers , no practical def—

I inition of abstraction exists. However, most researchers in

this field agree that the essence of abstraction is to ex-

tract essential properties while omitting nonessential

details. Hierarchical decomposition in the form of levels

~ 

shows abstraction in its best form. Each level or the

I decomposition shows an abstract view of the lower levels

purely  in the  sense tha t  details are  subord ina te d to the

I lower levels (26 1.  The top level expresses t h e  progr a m in

i i
I I
_ _ _ _- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - - ~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ V
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I 
term s na tural  to the ori g ina tor of the task wh i l e  lower V

levels express commitments to specific wa ys of realizing the V

I terms of the higher levels 13 9 1-  V

When combined with the principle of completeness, ab—

I straction ensur es that a given level in a decomposition is

unders tandab le  as a u n i t  without requiring eithe r Knowledqe

of the lower lev els of detai l, or necessarily how it partic— V

ipates in the system as viewed from a higher level. As

such , this principle is employed on the one hand to obtain a

I description of some level of the system which could be rea l—

ized by any of several implementations , and on the other

I hand to give a description of one part of a system which

I could be used in many other systems requiring the same con—

poaent at that level of abstract ion.

Abstraction interacts strongly with the purpose V

underl ying any particular decompositicn. Unless it is com-

bined with the principle of modularity, abstraction is of

I little practica l value. When employed to achieve the goal

of understandability, each decomposition level while

j presenting more and more detailed views of the system must

do so in terms that are understandable to the intended user

I 126 1.

I Locajizatj~ji is concerned with physical proximity.

Thinqs must be brought together in one place. Thus , the

J localizati on principle deals with physica l interfaces,

t ex tua l  sequence , memo ry ,  etc. The o ther  pr inciples  can
I in t errelate  the localized th ings  to serve specific purposes .

I
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Logical an d physical record s a..; hell as p aged memories

I are examples of localization. Also the avoidance of GUTU’s

in structured programming is an application of localization

to control structures which simplifies confirmability and

— I enhances u n d e rst a n d an i l i ty  126 1.

The pj
~d j f l2  principle , as discussed oy Parnas [ 29] ,  is

I used as the m aj o r  c r i t e r ion  fo r  a decomposition into

J modules. Althouqh it is not the same , it is related to the

idea of postponing binding decisions in top—down program—

I ming. The purpose of hiding is to make visible only those

properties of a module needed to interface with other

I modules and to make inaccessable details that should not

affect other parts of a system . Abstraction assists in

identifying details that should be hidden. Basically,

I hid ing  is concerned w i t h  access c o n s t r a i n t s  [29 ].

~1n iforait 1  is also an i m p o r t a n t  pr inc ip le .  Since i t  V

en sures consistency,  it is an obv ious  p r inc ip le  to a p p l y  in

software engineering. It is applied to notational matters

to yield notation (documentaticn) tha t is free of confusing V

I and perhaps costly inconsistencies. When combined with the

abstraction principle, uniformi ty implies a notation that

pe rmi ts  ar b i t r a ry  m e c h a n i z a t i o n  of the  i n t e r n a l  d e t a il i ng  of

J 
an object (the notation does not constrain one ’s choice of

imp lementa t ion) . Also, when the hiding pr inc ip le  is added ,

I the result is a notation that does not permit several imple—

aentation choices and also ensures that no unnecessary

I details of specific iapleaentaion are revealed by the  nota—

______  _________  _____  -
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l 
tion. Basically, uniformity is the lack of inconsistencies

and unn ecessary differences [26).

I Co*pletene~~ is another obviousl y important principle.

This principle ensures that all the essentials of an aD—

I straction are explicit and tha t nothing essential is left

out. Ever y detail does not have to be shown , but the set of

abstract concepts must cover every detail.

I When completeness is applied to notational matters, it

requires that a notation provides a means for saying

I everything that one wants to say. When it is commined with

ab straction, completeness implies that a notation should be V

concise, permitting the suppression of invariant deta.ils in

I favor of highliqhting the changeable details.. Additionally,

completeness, when combined with uniformity and abstraction

an d applied to the goal of efficiency, allows prog rammers to

selec t d ifferent imp lementa ticn mec hanisms to tune a sys-

tem ’s performance wi thout having to change the form of any

I subroutine call 1261.

Confirmabjljty is a principle that ensures tha t infor-

mation needed to verify correctness has been explicitly j
stated. This information is used for finding out whether

stated qoals such as reliability have been achieved.

“A pplied to design issues, confirmability re— 
V

fers to the structuring of a system so it is
readil y tested. It must be possible to stim—
ulate the constructed syste m in a controlled
manner so its response can be evaluated for
correctness. Applie d to notational matters ,
c o n f i r m a b i l i ty  means that a notation should

1 require explicit specification of constraints
that affect the correctness of a design or in—

I
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pleaentation (e.q. , data declarations that
specify range of values and units of value
as well as mode of representation). Applied
to the practice of software engineering, con—
firmability refers to the use of such metaods V

as structured walk—throughs of design , eqoless
proqrammin g 1381, and other methods that help
to ensure that nothing has been overlooked.” f 2o].

Software ~jetrics

The result of effective zoftware enqineejing is the

production of a program that meets the requirements

(assuming the requirements are accurately stated) of the

user. But, how can software be measured so it can be

compaired against specified goals of the user? Currently,

measures of software attributes seem to be ai~ answer.

The tern “metric” by definition means a standard of

measure. A software metric is define d as a measure of the

extent or degree to which softwa re possesses and exhibits a

certain property or attribute [27 ,28,40]. Software metrics

is discussed briefly in the following paragraphs. Chapter

IV will concentrate on the metrics appl ied  to COB OL source

code as a measure of progra m composition.

It seems obvious that the software profession is at the

point of moving from a ha ndicraft into an engineering indus-

try. Vrhere have been enough large failures in software pro—

lects to motivate us to acquire full, control over the soft—

ware technology. To be successful and have f u l l  con t ro l , we

must be able to recognize and measure all critical factors,

and not simply the easily available ones, such as space and

time consumption. Software metrics is concerned with meas—

I
I
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uring all factors, simple and critical , related to software.

I In particular, measures relating to the use of huma n t a len t

I resources are of major interest because of its scarcity

today, compared to the relatively cheap machine resources.

Also, measures related to reliability are b ecoming more  and V

more important as compute rs are increasingly used for cru-

cial functions 1401. There are man y other software metrics

I (see Figure 6) such as m a i n t a i n a b i l i t y ,  p o r t a b i l i t y ,  u n d e r —

standaoility, etc., but this paper is concerned with measur-

ing one characteristic——internal complexity of COBOL pro-

grams. These metrics will be discussed in detail in chapter

14~~

Su mm a ~ I

There are many aspects of software engineering . rhe

intent of this chapter has been to focus the unaerlyinq

goals and principles of software engineering into a coherent

framework for the readers of this paper. Software metrics

is applied to determine to what degree a c e r t a i n  a t t r i b u t e

is present in software.

I
I
I
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I III. SOFTWARE RELIABILITY CCNCEPTS

I W h a t  is S o f tw ar e  Re 1iabi1~~~~?

The most significant problem facing the software pro—

I fessional toda y is unreliable software. This is the reason

fo r  recent emphas i s  on d e v e l op i n g  a s o f t w a r e  r e l ia mil i t y

I theory. As pr e v i o u s l y  d e f i n e d , s o f t w a r e  r e l i a b i l i t y  is t i le

probability that a given program operates correctly, without

an error, for some time period on the machine for which it

was designed. Software reliability is thus a function of

the number of errors in a p r o g r a m .

Reliability is not an inherent property of a p r o gr a m ;

it is largely related to how the program was designed , con-

structed, tested, and operated. The word probability in

the definition actually represents the probability tha t

there are no errors in the program given a valid i n p u t  t r om

its input space. At times it is simply used as a qualita-

tive measure of the lack of err ors in a p rog ram [ 4 ]

-. ~eliabijity as a M Qftw~~~~~ ua~~~~
To provide a mean ingful assessment of software q u a l i t y ,

quantitative methods of evaluating software are being devel-

oped. Until recently, quality assessments have been subjec—

I tive evaluations of software based cm program deficiencies. V

V 27
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I 
How ever, sublective evaluations for software are not con-

sistent with the use of the methodologies used to measure

I the quality of hardware. For complex computer systems,

consisting of hardware , sof tware , and human interface suo—

I systems, the most meaningful measure of quality is total

system reliability. As such, the most meaningful measure of

I software quality is the reliability of the software subsys—

I ten. If software reliability is not explicitly stated it

must be determined from the specification of the total sys—

I ten. A study of the total system reliability and cost—

benefit trade—offs will determine the reliability apportion—

I neat  among the h a r d w a r e , s o f t w a r e  and h u m a n  opera ted  subsys—

( tens 1411.

I What is an Error?

Althou gh software reliability is the most appropriate

I measure of software quality, there are terminology problems

because the meanings of such words as software failure and

I software errors are not entirely obvious by analogy with the

corresponding hardware reliability concepts which are well

defined. A software error is present when an input is made

I or a command is given and the program does not respond as

the user expects it to. A failure is an occurrence of an

error. A failure may be manifested in many ways. A corn—

J plete stoppage of the program may or may not occur.

Detect ion of failures is, to a large extent , a sub-jec—

I tive decision which must be made by the users or the test

H
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V 
personnel. Hopefully, this decision will be made on the

basis of objective criteria such as performance specifica—

tions. In actual pract ice, failure detection depends on a

user ’s observation of an error, so, in e f f e c t, a software

failure is wha t a user says is an error.

After failures are detected a programmer must analyze

the program and locate the causes of the failure. Basically

all errors are design or implementaticn errors. Logical or

clerical errors in coding may be found to be responsible for

producing the incorrect results.. Also the program specifi-

cation could be in error. When errors are located , action

is taken to correct the errors to pre vent recurrence of the V

failures. The correspondence between software errors un-

covered and software failures detecte d is not necessarily

I one— to—one. ~any errors may occur without a failure being 
V

detected , and a failure may be a result of several errors.

Also, a software failure may be reported that is in fact no

sof tware failur e at all, but ratner a user or hariware defi-

ciency.

I Failures differ with respect to their impact on tue

mission of the software. Severe failures may result in a
V 

failure of a mission, while less severe f ailures na y on l y

I cause aggrava tions or limita tions w hich hav e li tt le ef f ect - V

on the overall mission of the total system.

V J The reader , if he has written a large program , should j
now be able to grasp the elusive nature of software reli—

I -

ability. Software errors are not an inherent property of
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software. Errors are basically human mistakes and we can

I never expect to find them all——regardless of how we.ll we

I test the programs. But , we can measure or predict the num-

ber of residual errors so we can decide when tne software

I has reached an acceptable reliability level.

I Do~~ Qft ware F a i lu r e s_Occ~~ç_~~~~~~~~~~~~~~~~~~~j~~~~

Unlike har dware , there is no physical mechan ism which

generates software failures. When all errors are removed ,

the software is 100 per cent reliable and will remain so

fore ver , provided no program changes are made. t,jhat tt~en

* 

accounts for the randomness of sof tw are fa ilures?

Different input combinations result in a different re—

5P0fl5C f ro m the s o f t w a r e .  The paths traverse d within a

software program depend on the input combinations. Each

path can be thought of as containing possible software or—

rors waiting to be discovered. Without correction , the same

errors will occur eac h time the same logic p a t h  is e x e c u t e d .

If the errors result in an observable software failure ,

the given failure can be reproduce d at will , or it can be

avoided by user control of the input combinations. There—

fore, software failures are functions of the input

co m bination s——not  r andom f u n c t i o n s  of t ime.  Ho wever , in

reality, inpu t combinations are chose n in a soiaevh~ t ran dom

I fashi3n , and the resultant effect is that errors are un— V

covered and failures are observed at random. It is with

1
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this meaning that we talk anout the random occurrence of

software failures f’411.

R~el j ab j  l i t y~~~~j~~~

I The most important unknown of software reliability is

the number of residual errors in a program. If an estimate

j of this n u m b e r  were avai lable  dur i n q  the tes t ing stages it

would help determine when to stop testing. Also if we knew

the number  of r e m a i n i ng  e r ror s  in an ope ra t iona l  p r o g r a m  we
V 

could estimate the cost of maintenance and establish a level

of confidence in the progra m. Other related attributes for

which estimates are desirable are the reliability of the

program and the mean—time-to-—failure of the program. ~1eas—

ures of the program ’s complexity would be useful to estimate

the number of errors and to judge the quality of the design.

* 
If software reliability models were available tha t would

V model sof tware failures, then one could deal with the

unknowns of sof twar e reli abili ty [~~J.

There are 3 types of software reliability models oein~

I evolved today. A number of software reliability models are

discussed in references L L ~2~~ 71. These models are closely

related to hardware reliability theory and contain signifi-

cant assumptions about the underlying probability distribu—

1 tion of software failures. References (L4 8—56 ] are reli—

i abi l i ty  studies which con ta in  eva lua t ions  of these models

re la t ive  to specific error  data.  These models seem to ap p l y

J only  to specific s i t ua t ions  and  do not  h a v e  gene ra l  appl ica—

I
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tion in any environment. The next set of models, discusse d

I in references 1 11 ,57—59 1~ produce s imi l a r  resu~.ts , b u t  are

i not based on hard ware reliability theory. The last set. of

models is concerned with predicting the complexity of a pro—

I gram f l t&—22 1. The rest of this chapter will discuss tue

hazard function for software failures.

~~~~~~ d F u~ ç~~ cii f or S o j ~~~~~~

~e shall assume that a large program is resident in a

computer and is servicing a steady stream of dissimila r “in-

pu ts”. We shall assume that these inputs enter the program

at arbitrary points in t ine , a n d t h a t  each such entry can be

looked upon as an opportunity to detect an error in tue pro-

gram. Thus, we assume that software errors are detected in

- a random manner.

* Software does not age with time, therefore, it is rea-

sonable to assume tha t its failure ra te is constant between

points in time at which changes are made. Every tine an er-

ror is detected , we eliminate it. If we ignore the possi-

bility of introducing new errors then our failure rate is a

V step function as indicated in 1?igure 7. Several v~ ri.ations

and justifications for this model have appeared in the lit-

erature. For the purpose of this paper , it wi.ll surfi~ e to

illustrate that a program failure rate £s  d e c Le a ~~L u q  a n d

i will eventually go to zero, ~ssuainq there are no mou iti~ a—

tions for new capabilities. This is in co~ trast to the

1 hazard function of a hardware colpoiient (see Figure 3).

I 
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I
I
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x (1) x(2) x (3) V

Time

Figure  7. Fai lure  Rate Chang es  As E r r o r s  Are R e m o v e d
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I 
V .

1
I
I
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pj]~~.~ I
Rate I

Software

Ia 

Time

Pigure 8. Hardware vs. Software Failure Curves
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i At the s tar t  of the test ing process , we assume t h a t  th e
V program contains an unknown number of errors, say N .  The

I f a i l u r e  ra te  is assumed to be pr op o r t i o n a l  to the  r e s i d u a l

num ber of errors in the program. Every tifle an error  is en—

countered , the error is removed and mc new error is intro—

V duced. A l t h o u gh  these a s s u mpt i o n s  make  t h e  model less t h a n

realistic, Jelinski and Noranda p42) have demonstra t€d tne

I usefulness of a model of th is  type  in a n a l y z i ng  err or data

from the U.S.. Navy and the Apollo program of NASA .

Let x ( 1 ) ,  x (2), ... , denote  the  points  in time at

which s o f t w a r e  errors are detected and correc ted. Thea , ac—

cording to the assumptions of tb-a model , the f a ilu r e  ra te

between x (i—1) and x(i) is K (N—i+1), i = 1,2, ... , n , for  n

~ N , where  K is the constant  of p r op o r t i o n a l i t y .  The f a i l—

ure rate generated by the test ing process is i l l u s t r a t e d  in

Figure 7. If 1~
- (i) denotes the time interval between x (i—1)

and x (i), then from the assumption that time—to—failure is

I exponentially distributed

Pft (i) 1 = PfT(i)�t(i) ) = 1 — e x p l — K ( N — i + 1 ) t ( i )  J, K > 0,

I andt(i)

If K and t~ were kn ow n , then the reliability of tn e

V software prior to testiL.g, the distribution runction of the

t ime  to test,  the  number of e r ro r s  to be removed  in order to

obtain a desired level of reliability, an d other such unfor—

I mation can easily be determined. In practice, K and N are

unknown, and hence the estimation of K and N becomes criti—

cal.

I
- -V---
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In or der to estima te K and N , and to o b t a i n  a s topp ing
I rule for testinq the prog ram , cne must use t(1), t(2), ...
I t ( n )  as the rea l iza t ions  of T(1), T(2), ... , T(n), fo r  a

N. This  e s t imat ion  problem is an u n u s u a l  one. The t im e  in—

I tervals  t ( 1) ,  t ( 2 ) ,  ... , t ( n ) , do not  cons t i tu te  a ra n dom

sample of size n from a single failure distribution , but

ra ther n samp les , each of size 1, f r o m a d it f e r ea t  bu t  re—

j lated d i s t r ibu t ions  1101. There in  lies the  prob len of pre-

dicting K and N.

V Schneidewind 160,611 showed that error data fitted no

single underlying probability distribution. This is more V

- reason to believe tha t  f a i l u r e  f u n c t i o n s  are not on ly  f u n c —

tions of the  r e m a i n i ng  e rrors  b u t  also the compos i t ion  of

the program itself.

The r e m a i n i ng  c hap t e r s  of th is  paper  wi l l  be devoted to

developing and discussing a model for estimatiny the number

of errors in COBOL programs.
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IV.  D E S C R I P T I O N  OF D A T A

In tro duc tion

Error data processing involves three interrelated ac—

tiv i ties: collection , classification into error cate~jories,

and analysis. Since collection and classification have been V

dealt wi th  adequa te ly  in other sources 161—67 1 [501 (:561,

analysi s is the  p r i m a ry  ccn cern of th i s  paper .  Whi le analy-

sis has been t he  primary concern of this research, the other

t~o were considered by using concepts and technigues aevel—

oped in o the r  studies.

The purpose of this chapter is to describe data that

are use d to develop a model f o r  p r e d i c t i ng  the  n u m b e r  of er-

rors in COB OL progr ams.  Chap te r  V will present a. detailed

analysis of the data described in this chapter.

I~ r m i.n~~~~i~_ .Revisited

A l t h o u gh  def ined  elsewhere, several terms need

c la r i f i ca t ion  to f a m i l a r i ze the rea der wi th wha t follo ws in

the rest of th i s  paper.

The term software reliability, for the purpose of the

analy s is  of emp ir ical  data , needs to be redef ined .  S o f t w a r e

posseses re l iabi l i ty  to the ex ten t  t h a t  it is expec ted to

perform its intended functions satisfactorily. iith this in

37 
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mind , errors  in pro grams represent  an inability of the pro-

grams to perform intended functions satisfactorily. An

I error— free proqram would be a reliable program. Henceforth

in this paper, anything that causes software not to perform

I its intende d function is an error. Specifically, the term

~~~~~~ is a user d issa t i s fac t ion, w h i c h  is documented  on a

1 form , with the results of a program. The error nay not nec—

I essari ly be the result of an execu t ion  of a progra m , e.g. , V

desiqa reviews can result in the detection of errors..

I The term proie~ t is the combination of development ac—

t ivities required to produce the  s o f t w a r e  and its docua aenta —

tion. Three sources of data are used in this report. Be—

cause of the restrictions in employing the actual system and

program names, the data sources are called Project 1, Pro— 
V

J ject 2, and Project 3. Each one will be discussed later. V

J Project Descriptions

The three projects represent small  to la rge  s o f t war e  
V

development activities. The application software for alL

three projects is written in COBOL. The smallest conpilanie

un i t  of source code is t h e  ~~~~~~~~~ Each project is us -

I cussed below. Table 1 lists the da ta available from each

project.

~~oiect...j

I Project 1 is a data collection system [67] consisting

of 5 batch programs with a total of 2280 lines of code.

I The system provides an on—goimq data tase fo r  i n p u t  in to  re—

I
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I TABLE 1 . Data Availability for Each Project

Project Project Project

• 1) General Project 

1 2 3

Descriptions X X X

2) Design Probl em Data X X
-
~~~ 3) Problem Report

(Error) Data X X X

4) Sof tware
Ch aracter i st i cs X X X

5) Test ing Data X X 
V

6) Computer Usage Data X X

1
I V~-
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liability models. The data base also contains program char—

1 acteristics as discussed in this pa per. The system applies

I to COBOL programs designed to execute on the Honeywell. H6060

computer system throughout the Air Force. The 5 programs in

J this system utilize a file management system awailanle on

the H6060.

I
I Project 2 is an on—line system involving several kinds

of data processing act ivi t ies  such as personnel  rn ana ;e inen t ,

accounting and f inance , i n v e n t o r y  etc. O n l y  14 p r o g r a m s  are

I avai lable fo r  analysis.  There a re  19Q45 lines of source

code in these pro grams .  These p r o g r a m s  execu te  on the

I Na tional Cash Reg i s t e r  N CR 82 00  c o m p u t e r  system .

I
Project 3 represents an initial delivery of a large on—

I line Command Manpower Data System (C~ DS). CMDS is a resource

account ing and m a n a q e m e n t  in f or m a t i cn  sys t em which  suppo r t s

the Manpower and Organization functio n at ~aicr Command

1 level throughout the Air Force. Data for 46 programs are

available for analysis. There are 5~~11b lines of source

I code in these programs. These progra ms execute on the  H~~O60

1 computer system and perform a wide v a r i e t y  of data process-

in g ac tivi ties, general purpose u t i l i ty ,  data r e t r i eva l ,

I data maintenance, etc.

1
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I A~~ roach to &ata Collection and Classi f ic~at ion V

It would  be ideal to p e r f o r m  a study of this nature

I using the same collection and classification tools and pro-

cedures for all projects. Since real data frcm on—going

I projects within different organizations are being used , this

was not possible. Data sources are the normal data

I collection and classification system of the organization

I developing the software. For example , the Air Force Data

Sys tem Design C e n t e r (A F D S C C )  has a manual system for

collecting error reports. Project 3 data was recorded usin~

this system .

* Although the data is reasonably good , it is onvious

t h a t  it is not the same type of data from all projects.

This presented a problem when trying to classify an error

according to a specific category. Finally it was decided t~~

• wor k onl y wi th  actual  errors  tha t  r e qu ir ed  a change  in V

source code to a f f ec t  correct ive  ac t ion .  By considering

only code change errors and performing analysis at the indi-

vidua l proqram level, it was possible to generate similiar

data  f r o m  a l l  projects. Errors were classified into 12 cat—

eq’iries. These categories are:

1) Computationa,

[ 2) Logic,

V 3) Data Input ,

I 4) Data  Hand l ing ,

5) Data O u tp u t ,

V 1 6) Interface,

I
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7) A r r a y  Processing,
I 8) Data Base,

1 9) Operation ,

10) Proqram Execution ,

I 11) Documentation , and

12) Other

The categories alonq with types of errors in each cate— V

gory are presented in rable 2.

Sof tware_Characteristics

Boehm [27 1 presents a detaile d discussion of character-

istics of software quality (see Figure 6). Thayer and Lipow

1501 discuss the two forms of s o f t w a r e  q u a l i t y  charac ter i s -

tics, those that can be quantitatively measured and  those

that require some subj ec t ive  e v a l u a t i o n.  Both  are needed to

exp la in  errors. Both f o r m s  were cons idered  by T h a y e r  and

L.ipow and examples are presented in Tamle 3. The subjective

- 
form did not show much promise as predictor variables for

— the number of errors in programs. Since p rev ious  r e sea rch

showed that software structure influenced the number of er-

rors and since our primary objective is to -develop a com-

plexity model ror predicting the number of e r rors  in  COB OL

programs , this p aper  is concerned w i t h  o n ly  s t r u c t u r a l  c h a r —

- .1 acteristics. Only those that can be measured are considered

in this  report .

_ _ _ _  
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I TABLE 2. Error Categories

COMPUTATIONA L ERRORS

Incorrect operand in equation
i Incorrect use of parenthesis
I Si gn convent i on error

Units  or data convers ion error
Computation produces an over/under flow

I Incorrect/inaccurate equation used
Precision loss due to mixed mode
Missing computation
Roun di ng or truncat i on error

LOGIC ERRORS

V I Incorrect operand in logical expression
Logic activities out of sequence
Wrong variable bei ng checked
Missing logic or condition tests
Too many/few statements in loop
Loop iterated incorrect number of times
(including endless loop)
Duplicate logic

V DATA INPUT ERRORS

V Invalid input read from correct data file
In put rea d f rom i ncorrect data f i l e
Incorrect input format

V Incorrect format statement referenced
End of f i l e  encountered prematurel y

J End of f i l e  miss ing

DATA HANDLING ERRORS

I Data file not rewound before reading
Data i n i t i a l i z a t i o n  not done
Data i n i t i a l i z a t i on done improperly

I Variable used as a f la g or i ndex not set properly
Variable referred to by th e wron g name
Bit manipulation done incorrectly
Incorrect variable type

I Da ta packing / unpacking error
Sort error

U
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TABLE 2. Error Categories (Continued)

DATA OUTPUT ERRORS

I Data written on wrong file
Data written according to the wrong format statement

I Data written in wrong format
Data wr i tten with wrong carriage control
Incom plete or miss ing  output

I 
Output f i e ld  size too small
L ine count or page eject probl em
Output garbl ed or misleading

1 INTERFACE ERRORS

Wrong subroutine called
1 Call to subrouti ne not made or made in wrong place
I Subroutine arguments not consistent in type, units ,

order , etc.
Subroutine called is nonexistent
Software/data base interface error
Software user interface error

1 
Software/software interface error

.1 ARRA Y PROCESSING ERRORS

Data not properly defined/dimensioned
Data ref erence d out of bounds
Data bei n g ref erenced at i ncorrect l ocat i on

-r Data pointers not incremented properly 
V

DATA BASE ERRORS

Data not i n i t i a l i z e d  in data base
Data initi~ 1ized to incorrec t value V

Data uni ts  are incorrect

OPERATION ERRORS

Operating system error (vendor suppl i ed ) 
V

- Hardware error
• Operator error

Test execution error
User misunderstanding/error

— Configuration control error

PROGRAM EXECUTION ERROR
-~ V

Bad object code

— 

_ _  _ _  
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I TABLE 2. Error Categories (Continued)

i DOCUMENTATION ERRORS

User manual
Interface specification

I Design specification
Requirements specification
Test documentation

I OTHER

Time l imit  exceeded
Core storage limi t exceeded
Output line limi t exceeded
Compilation error
Code or desi gn inefficient /not necessary
User/ progranitier requested enhancement
Design nonresponsive to requirements

T Code delivery or redelivery
Software not compatible wi th project standing

I
I
1

I I

_ _ _ _  _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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J TABLE 3. Available Parameters

V Program Structural Characteristics
-i

Program size

Total source code statements
— Executable statements

Non-executable statements
Machine dependent number of instructions

(ENTER SYMBOLIC)
- Number of unconditi onal branches

Num ber of con di t i ons i n p rogram

Num ber of direct interfaces

With routi nes w i th in  program and other appl ica t ion
programs

With operating system

Number of arguments in interface calls

Data interfaces

Num ber of global data blocks
Number of interna l data variables

Number of procedures

Number of entry points

Number of exi t  points

Routine code type

Num ber of computational
Number of logical
Number of data handling

-• Num ber of I/O

Loop and nesting levels

Pages of documentation

I
I 
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TABLE 3. Available Parameters (Continued)

Computer time (clock time , not CPU time )

I Development time
Test time

Subjective Character 1stics

I Routine difficul ty at preliminary design

Routine difficulty after formal test and delivery

1 Design
Code
Debug/checkout
Implementation V

Documentation

V Routine type

Executive
V Control

Setup
V Input
V Computational

Post processing
V 

Output

Personnel data

Number of people working on routine
Load factor on each prograniner
Prograniner rating
Prograniner/job eval uati on

I’I
I
~I I 
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Pro gram s t r u c t u r a l  characteristics aL-e measuraoie.

They quantify the actual paysical attributes of a program .

I The application of metrics allows the quantification ~~ sucb

things as a program ’s size, input/output patterns, use of a

data base, computations performed , interfaces, use or the

I var ious  lanquage  e l emen t s , and  logica l  complexity f17 , id  1.

The approach taken was to provide as mucn quantative
V J detail as possible. In an effort to tie specific error cat—

eqories to types  of code w i t h i n  a p r o g r a m , 22 ~eaer ic  typ e s  V

of structural characteristics were cnosen as la ngu a ~je m et—

I rics. The structural characteristics chosen for this s t u dy

are presented in Table 4. Please note that a measure for

each error category is included. The purpose for ctioosing

these charac te r i s t i c s  is to measu re  the  l ike l ihood tha t  a

program ma y have particular kinds of errors. These

characterisitcs will also be useful in future studies of er—

V ror type distributions. Since there were no automate-i tools

availanle to collect structure data , a program was developed

by the author to analyze COBOL source code. This proqra.a is

called COBO L Cha racter istics A n a l y z e r  P r o qr am ( C C A ) .  I t  was

I O tj V ~j f l i ll~ desiqned for  the  NCR8200 computer system , and  ha s

been conver ted to run  on the H6 0 6 0 c o m p u t e r .

I

I

V V 
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TABLE 4. STRUCTURAL C H A h A C T ~~R I S TIC S  DEF1 N I’ I I C~li

~1etric I De f in i t i cn s
Variaale I

‘V 

~~~~~

LC I Number  of logical  condi t ionsV VV ,  I
V 10 N u m b e r  of i np u t / o u t p u t  s t a t e m e n ts

CO J Number  of a r i t h m e t i c  statements

Number of data transfer statements

PC I Number of CALLS to external and
I internal routines

UBR I Number of unconditicnal branches

EXIT I Number of EXIT statements

SCOP Number of STOP statements

OSC I N u m b e r  of CALLS to  op ex a t i n g  sys tem

V - CC I Number of CALLS to compiler to COPY
- I source code from the library

- IS I Total  s t a t e m e n t s  = NEX + NNEX V

NEX Number of executable statements

NNEX Number of non—executable staten~ nts

PD I Number  of f i l e  desc r ip t io~is
V 

R D  $ N u m b e r  of record de sc r ip t i ons  or “ 0 1 ”  idvel
I descr ipt ions

DD $ N u m b e r  of da ta  i t e m  descr ip t ions

TO i Total descr ip t ions  = PD + R D  4 D D

1 DR I Nu m ber  of da ta  r e fe rences

NCO I Number of comments V

I — — 
V

I
_ _ _  
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TABLE L4 S T R U C T U R A L  C H A R A C T E R I S T I C S  D E F I N I T I C ~ S
cont inued

!letric I Definitions
Varia ble I

PAR J N u m b e r  of p a r a g r a p h s  V

NI. I Number of source lines
I There can be more than cne statement per line. V

R W I Number  of re ferences  to “ reserved” words

c~kQL Ch aracte~ istic~ _A~~~~~~~~~~~~~~~~~
CCA is a utility proqran which s t a t i s t i ca l ly  a n a l y z e s

COBOL source. It breaks a program ’s code into its languatje

elements. This analysis is done at the program level; how—

• ever , it identifies interfaces between routines, between the

subject program and o the r  applicaticn programs , and between

the subjec t program and the operating system. Tab le  4 n- as

presented the list of metr ics  chosen to qu ~ n t i fy  t he  s t r u c —

turaVl character istics of COBOL proqrams. CCA computes the

values for these metrics. Figure 9 presents sample output

for a program called S—PTUO.

Please no te that the co lumns  P E R C E N T  OF TOTAL and

P E R C E N T OF E X E C U T A B L E  (see Y i g u r e  9) require special inter—

pretation. For example , the number of logica l is 80. This

is not the  n u m b e r  of .~~gical_ s t a t em en t s  in t h e  p r o gr a m , it  V

represents  the number  of Logical c o n d i t i o n s  in the  p r o g r a m .  V

-- —--~~~~~~~~~ --—-~~~~~~~~ - V- -  
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V

I 
Each AND and OR is counted as a logical  cond i t i on .  Because V

of th i s  the P E R C E N T  c o l u m n s  -wi l l  not  add to 100 p e r c e n t .

5u mm~ ry of Available Data for Ea c h_ Proj~~~t

- 1 Individual project data is summari zed in Ta~ ies 5—7 re-

spectively. Tables 8—10 contain descriptive statistics for

i nd iv idua l  proj ec t  data. The error data were collected from

software discrepancy reports provided by project program— V

mers. P rogram CCA was used to ccllec t  the  s t r u c t u r a l  char—

- 
acteristics data. This data is ana ly zed  in the nex t

V 
- 

chap ter. When , in the cour se o f ana lys is, specific project

data are ge rmane  to resul ts, the reader  is encouraged  to

refer  back to t he  co r re spcnding  data .

$ i  V

I i  -

~

I
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1 V. E R R O R  DATA A~1ALY S I S

1
Error data analysis is important because of the

1 necessity to cope wi th  p rob lem s  of cost and s o f t war e  unreli—

V ability . Examples of areas which benefit from error .lata

analysis include manaqement of software development etforts,

design of software enqineering techniques and tools, and

determining which software cnaracteristics are relevant to

software reliability. This  chap te r is m a i n l y  concerned  wita

the latter. The principal emphasis of th is  ana lys i s  has

been on individual proqra n error data collected during

testing and op era t iona l  us~ qe.

There are many kinds of data available fLou t~ie soft-

ware life cycle (see Figure  5). Since the main empoasis ot

tnis research stems from the idea tha t much can be said

about  the quality and reliability of software trotu the soft-

ware ’s error  histor y, only error data were analyze.i. The

primary approach has been not to repeat other research , but

to verify and expand previous findings.

The purpose of this chapter is to summarize an analysis

of data collected from the three prolects. This will be ac—

J coaplished by presenting the results of an empirical and

V 

61

I
-— -~~ — . ——-— ~~~~~~~~~~ V~~~~~~~~~~~ _ : -~~ ~~~~~~~~~~~~~~~~~~~~~ — - ~~~~~~ ~~~~~~~~~~~~~~~~~~~ - V - ~~~~~~~~~~~~~~~~~~~~~~



— V~~V ~~~ V - ~~~_ V V I
VV 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~ 
~-~-

I
1 62

1 regression analysis of the raw data. Chapter VI will

I present the final empirical models developed fz-om tue analy—

I sis summarized in this chapter.

Analj,~is of ~~~ i r i’~al_ Da~~
This section contains the results of an analysis ~f

J software errors by type. Since error data by category type

was not available for Pro ject 3, only error data from Pro— V

lects 1 and 2 were analyzed.

-
~~ Using the error category list in Table 2, the question

natural l y arises “how many of each type were there?” This

analysis took place only at the major category level, and

only errors which required a change to the source code or

V data base were examined. Categories “DATA INPUT ERRORS ” and

“DATA OUTPUT ERRORS” were combined into “IN?UT/OUT?UT ER-

RORS”. Categories “DATA HANDLING ERRORS” and “AR RAY PROC—

ESSING ERRORS” were coithined i n t o  “DA TA HANDLING ~R i~ORS.

-* 
Categories “OPERATION ERRORS” , “DOCUdENrATIO N ERRORS” a n d

-
~ “PROGRA~ EXECUTION ERRORS” are included in category “OTHER” .

— Figure 10 shows a percentage breakdown by major catego—

I ry for Pro jects 1 and 2. It also shows a percentag e break-

4 down when projects 1 and 2 are combined. ~ercentaqe oreak—

I downs appear to be reasonable for the type software for each

project. Project 2 is an cm—line system and Project 1 is a

I batch system. Variations exist in the percentage oreakdowns

because of the kinds of operations the programs are

I performing. project 1 programs are performing mostly data

~~~~~~~~~~~~~~~~~~~~~~~~ ______ 
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inpu t/output and data transfers. The lo.ic within the pro-

gram s is not very complicated. On the other hand the pro—

I grams in Project 2 are doing more cc~ putations on the data

an d the log ic f low is more complicated.

I The data for each project supports the notion that the

distributions of the types are application dependent. How—

I ever, when the data from the two projects are conoined , the

I relative importance of the percentages chanqes. As one can

see the loqic type has the highest pe rcentage (2~Ló% vs

17.9%). It is su~ gested that this will be true in the gem—

• eral case.

VI

~~~~~~~~~~ An alysis ~~~~~~~~

Situa tions exist w here there are  t wo or mor e v a r i a m l es

V that are functionally related. The problem is to understand

V this relationship. This is not an easy tninq to do since V

T the r e l a t i onsh ip  may be a s imp le or a complex  one. ~iost

of ten , the functional relationship is extremely c3mplex , or

.1 completely unknown. The goal is to obtain a better under— V

* 
standing of the relationship and then use that information

for prediction , process optimization or contrcl.

I The technique usually employed in these investigations

of relationships between variables is known as regression

I analysis. Regression analysis assumes the existence of a V

functional relationship V

I T = Fl x (1) ,x(2) , ... ,x (n) ;B (0) ,B (1), ... ,B (n) ] + e ,

I
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I 
where  Y is the response (or  dependent)  var i ab l e ,

x ( i) (i= 1,2 ,..., n )  are the  indep enden t  var ia bles, 3(j)

V 
- ( 1= O, 1,..., n) a re  u n k n o w n  parameters, and e is a randoa er-

ror componen t. The problem consists of estimating the

I u n k n o w n  p a ramete r s  in the  above equa t ion .

The k ind  of r e l a t ionsh ip  be tween Y and the independent

var iab les  d e t e r m i n e  the type of regression analysis to per— V

fo rm.  If the  assumpt ion  of l i n e a r i ty  appears  reasonanle

then  l inear  regression ana lys i s  can be used. If l i nea r i ty

I does not seem reasonable then some othe r analysis tecnni4ue 
V

V 

must oe employed. Since this research assumes linearity,

linear regression analysis techniques are used. The rest of

this section briefly discusses linear regression analysis as

V relat2d to this paper.

V If one wishes to de t e rmine  the r e l a t ionsh ip  between a

single independent variable, say x, and a single response or

dependent variable, say Y, then use simple linear regression

techniques. The equation to predict would be in the form

Y B(O) + 5 (1)x + e,

where “3(0)” is the inter cept , “B(1)” is the slope and “e”

is the ran dom error component. The procedure is to use tne

method of least squares to estimate “E(O) ” and “8(1)” (6~3].

1 If one wishes to determine the relaticnship between V

man y independent variables and a single dependent variaole

I then use multiple linear regression techniques. The eVlua_

tion to predict would be ~~Vfl the f o r m
J = 3(0) + 8(1)x (1) + 8(2)x(2) + ... + 13 (n)x(n) + e,

I
IL —~~~~~~~~~~ V V _~~~~~~~~~~ V V VV _ V ~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~
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I 
where 3 (i) ‘s are the unknown parameters (regression coeffi-

cients) to be estimated using the method of least s q u a r e s  •

I y is the dependent variable , and x (i) ‘s are the known inde-

pendent variables.

I For our purpose, the independent variables are the 
V

characteristic metrics (see Viable 4). The equation would

be, if all me trics wer e inclu ded , similar to the following V

eq uation

N B(O) + 5(1)LC + 3(2)10 + E(3)CO + B (4)DH + B ( 5 ) P C  +

B(6)UBR + B (7)EXIT + B(8)STOP + 3(9)OSC + B (1O)CC + B (11)TS

+ 3 (12)NEX + 5(13)NNEX + B (14)FD + B (15)RD + 3(16)00 +

B (17) TO + B (18) DR + 3(19) NCO + 8(20) PAR + 3(21) NL + B (22) RW ,

V where BIi)’s are estimated using project data from Tables 5—7 .

Nost organ izations do not want to expend the resources

I to collect data. As the number of variables increase so

does the collection and maintenance costs for metric and er-

ror data. Therefore, it is desirable to have a m inimum nun—

I ber of metric variables to collect and maintain. Thus , the

oblectives of the regression analysis are to determine waich

I metric variabl es singly correlated with the nunoer of errors

and to determine  the “best” groups with the m inim urn number V

of variables to predict the number of errors in a program.

I The regression results presented in the following sec-

tions are summaries  of ou tp u ts f r o m  the Sta tistical Anal ysis

1 Syste m 76 1691. For the in teres ted rea der re fe renc e [ 69 ]

explains different techniques for determining which van — 
V

abLes of a collection of independent variables should most

I
_ _ _ _  — -V- V  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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likely be included in a reqressicn model. Since all

techni ques (fo rwar d, backward , stepwise , maximum r—s~ uare , V

and minimum r—sguare) were available in SAS76 , they were all

used initially to screen the independent variable list. Two V

statistics, “r—square ” an d “F” , are  use d to dete rm i n e  if a

linear relationship exists. “a— square ” is the proportion of

variability in N that is explained by the relationship be-

tween N and the independent variables (characteristics met-

rics). “F” is a well known statistic used in tests of

hypothesis.

~j~~ le Lia.e an ~~~~~~~~~~~~~~~~~~~~~~~~~

Each variable represents a metric which serves to meas—

ure to some degree the number of program errors. In order

to correlate the metric with the number of errors (N), a

single variable linear regression analysis was performed on

each metric variable.

A test of hypothesis was conducted on each metric to

determine if its regression on N was significant. All tests
V 

were set up in the following manner with a .05 level of sig-

n i f i cance

H (0): 5(1) = 0,

H (1): 3(1) * 0.

and under the  assumption tha t  the  e (i) ‘s are  norma l l y  dis—

tributed. The regression statistics for each respective

project is summarized in Tables 11—13. The “Decision”

J column indicates if 3(0) is rejected or accepted. Rejected

-— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ S~~~~~~~~~ V V ~~~~~~~~ ~~~~~~~~~~~ 
V~ 

~~~~~~~~~~~~~~~~~~~~~~~~~
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J 
TABLE 11. SU?1~ ARY OF SINGLE VARIABLE REGRESSION DATA

FOR PROJECT CNE

I I I I
Netric 3 R—square F Value 3 Pr > F 3 Decisioa

Varia ble I I I
I I 1 3

LC I 0.944435 I 50.99 I 0.0057 Reject 5(0)
10 I 0.212239 I 0.81 1 0.~~349 I Accept 11(0)
CO 3 0..627788 5.06 J 0.1100 3 Accept i(0)
OH I 0.943303 I 149.91  1 0 . 0 0 5 8  3 Reject 11(0)
PC I 0.566996 I 3.~~3 I 0.1418 I Accept 11 (0)
USR 3 0.995852 720.16 0.0001 3 Reject 1 1 ( 0 )
Exir I 0.285568 I 1.20 3 0.3535 3 Accept H ( 0 )  V

SiOP I 0.056103 I 0.18 3 0.7013 3 Accept 11(0)
OSC 0.074677 0.24 3 0.6564 I Accept 11(0)
CC I 0.000000 3 0.00 I 1.0000 Accept  1 1( 0 )
TS 3 0.677116 3 6.29 3 0.0871 3 A~ ceot 11(0)
NEX 3 0.945817 1 52.37 I 0.0054 3 Accept H (0)
NNEX I 0.232533 3 0.91 0.4107 3 Accept 11(0)
FD I 0.111622 3 0.38 3 0.5827 j Accept 11 (0)
RD 3 0.745010 I 8.77 0.0595 1 Accept  1 1( 0 )
DD I 0.430402 I 2.27 3 0. 2 2 9 2  3 Accept 11(0)
TD 3 0.470261 I 2.66 3 0.2012 I Accept 11(0)
DR 3 0.885232 I 23.114 3 0.0171 3 Reject 11(0)
NCO 3 0.095886 3 0.32 3 0.6121 3 Accept 11(0) - V

PAR I 0.421938 3 2.19 I 0.2355 I Accept 11(0)
NL 0.55733 1 3 3.78 I 0.1472 3 Accept 11(0)

* 
RW I 0.877502 3 21.49 I 0.C189 I Reject 1 1 ( 0 )

I I I I 
— 

I
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TABLE 12. SU~t h A R Y  OF SIN GLE V A R I A B L E  ~E~ R f SSI C N O A T A

FO R PR OJEC t T~ O

I I I I I
Lietnic I R—sguace I F Value I Pr > F I Decision

Variable I I I
1 I I I

I I I I
LC 3 0.952913 3 2142.85 3 C .0 0 0 1  I Reject 11(0)
10 3 0.769078 3 39.97 3 0.0001 3 Reject 11(0)
CO 3 0.1413572 I 8.46 3 0.0131 I Reject 11(0)
OH I 0.585479 I 16.95 I 0.0014 3 Reject 11(0)
PC 1 0.683309 $ 25.39 3 0.0003 I kieject 11(0)
UBR 3 0.6840914 1 25.99 I C.0003 I Reject 11(0)
EXIT I 0.5212414 I 13.06 1 0.0035 1 Reject 11 (0)
STOP I 0 .281546  3 14.70 I 0.0509 I Accept 11(0)

• OSC 3 0.000000 3 0.00 3 1.0000 3 Accept 11 (0)
CC 1 0.237354 3 3.73 1 0.0772 3 Accept 11(0)
TS 1 0.579287 1 16.52 3 0.0016 3 Reject 11(0)
NEX 1 0.869163 3 79.72 I 0.0001 3 Reject 11(0)
N N E X  I 0.256202 3 4.13 3 0.0648 3 Accept 11 (0)

- FD I 0.001341 3 0.02 I 0.9011 1 Accept 11(0)
RD I 0.1 241145 3 1.70 I 0.2166 I Accept 11(0)

V DD 1 0.267050 3 4.37 I 0. 0535 3 AcceDt 11(0)
TD 3 0.256989 I 4.15 3 0.06143 4 Accept 11 (0)
DR 1 0.884833 1 92.20 3 0.0001 I Reject 11 (0)

V PAR 1 0.807197 I 50.214 3 0.0001 1 Reject 11(0)
V N L 3 0.715260 I 30.114 I 0.0001 I Reject 11(0)

- 9W I 0.5943147 I 17.58 1 0.0012 3 Reject 11 (0)
NCO 3 0.709362 I 29.29 3 0..V0002 I Reject 11(0)

I I I I

I V

4 1 
V

_ _ _ _  _ _ _ _  _ _ _ _ _  _ _ _ _ _  ~~~~.
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I
TABLE 13. SU~1MA RY OF SINGLE V A R I A B L E  R E G R E SS I CN  OA TA

FOR PROJECT T H R E E

I I I I I
~etric 3 R—s~~uare 3 F Value I Pr > F 3 Decision V

Variable I I I 3
• 

— — 
V I

LC 4 0.830952 I 216.23 3 0.0001 I Reject 11 (0) V
V 

- 10 i 0.081709 I 3.92 I 0.0541 I Accept 11(0)
CO 0.696377 I 1 00.92 I 0.0001 1 Reject 11(0)
DII I 0.15150-) I 133.07 I 0.0001 1 Reject 11(0) V

• - PC 1 0.295987 3 18.50 3 0.0001 1 Reject 11 (0)
UBR 3 0.821589 1 202.62 I 0.0001 3 Re ject 11 (3)

• EXIT I 0.209254 I 11.64 I 0.0014 I Reject 11(0)
sro~ I 0.0114800 I 0.66 3 0.14206 3 Accept 11(0)
OSC I 0.1741450 I 9.30 3 0.0039 1 Reject 11(0)

V CC 3 0.001323 I 0.06 1 C.8103 I Accept 11(0)
rs 0.755609 3 136.04 3 0.0001 I Reject 11(0)
NEX I 0.809243 I 186.67 I 0.0001 I Reject 11(0)
NNEX I 0.271785 I 16.42 3 0.0002 1 Re ject 11(0)
PD 3 0.0 10272 I 0. ~~ 1 0.5027 3 Accept 11(0)
RD 3 0.162182 3 8.5~ I 0.0055 I Accept 11 (0)
DO I 0.291)75 I ~~~~ 3 0.0301 I Reject 11(0)
TD 1 0.286922 I 17.70 3 0.0001 3 Reject 11(0)

V DR I 0.7994214 I 175.37 3 0.0001 3 Reject 11(0) V

V NCO 3 0.023480 I 1.06 I 0.3093 3 Accept 11 (0) 
V

PAR I 0.647323 I 80.76 0.0001 I Reject 11(0)
NL I 0.668134 I 88.58 I 0.0001 I Reject 11 (0)
9W I 0.742020 I 126.56 I 0.0001 3 Reiect 11(0)

I I I I
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mean s that the re qression of the metric on N is si~j n i f i —

I cant. Accepted means tha t the regression is not signifi—

V cant.

A summary of the significance of the regression of

I single metrics on N is presented in Table 114. An ‘~~*‘1 means

the regression is significant. It is significant that “LC”

is the hiqhest ( regardless of software type , operating node

j or other projec t differences) in Projects 2 and 3 and second

in Project 1. Variables “Dli ” and “11W” were also significant

for all projects.

Althouqh most variables turned out to be significant

for one or the other projects, “LC” and “UBR” are more in—

portant since these can be obtained before coding starts

(they can be read directly from “control flow charts). Toe V

V 

predicted linear equations for all variables by project is

contained in Table 15. An “*“ means no equation was pre-

dicted for this project.

~~~i~ Le Linea r Re~~~~~~~~~jna~jsj~~R~~ u1ts

The purpose of the multiple regression analysis was to

determine which metric variables should most likely be in-

cluded in a regression model. Mainly we were interested in

screening the list of 22 metric variables shown in Table 4

~ I to eliminate the ones that did not influence software eL-rot

I data.

V 1 I
I

~~~~-~~~~
--
~~
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TABLE 14. SUMMAR Y OF SIGNIF1CANCi~ OF REGRESSION

FOR ALL PROJ ECTS

Metric I P L O lect
Variable I 

I I I
3 One Two I Three

— 

I I I

I I I
LC * I * 3 *

-~~ DR 3 * I * 3 *
UB R I * I * $ *
DR * 3 * *
RU I * * 3 * V

CO 3 1 * 3 *
PC I I * I *
EXIT I I * I *
NEX I I * *
TS 3 * I *
PAR I I * I *
NI. I I * I *
NCO I I * I
OSC 3 3 *
N N EX I I 3 *
DD I I I *

• TD I I I *
10 I I I
STOP I I I
CC I I I
PD I I I
RD I I

_ _ _ _ _ _ _ _ _ _ _  

_ _ _ _ _  

4 1
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TABLE 15. SINGLE VARIABLE MODELS FOR PRrDICTINJ

THE NUMBER OF ERRORS IN COBOL PROGRA~1S

I I 3
Metric I Prolect One I Project Two I Project Three

Varianle 3 I I
I I ——  I 

I Inter— I Slope 3 Inter— J Slopel Inter— J Slope
I cept I I cept I I cept

I I I I I I
LC 3 2.902 1 0.5871 3.7311 3 0.3193 ~.355i 0.03d
10 1 * 3 * I 5.8481 0.3034 * I * V
CO I * 3 * 9.319$ 0.3623 3.1573 0.223
DII 3 4.623 I 0.4044 5.6403 0.1041 1.5251 0.040 V

PC I * * I 8.5673 0.3713 8.7581 0.0141
UBR 3—1.683 3 1.047 3 12 .621j 0.1223 4 .llOj 0.060
EX iT 3 * 3 * - 3 9.2221 0.7141 7.7533 0.399
StOP I * I * 3 * I * 6.1492$ 0.234

V CC I * 3 * 3 * 3 * * I *
I * 3 * 1 2.61451 0.0223 0.6323 0.010

NEX I * I * I— 0.4221 0.0563 2.272j 0.012
HNEX I * 3 * $ * I * I 3.5791 0.020 V

PD * I * I * I * I * 3 *
• RD I * I * I * 3 * 3 * 3 *

V DD 3 * 3 * 3 * 3 * 3 3.3839 0.024
TD I * * I * 3 * I 3.6253 0.022

• DR )— 1.153 I 0.0641— 0..973$ 0.010$ 2.3253 0.005
NCO I * j * 3 — 0.1533 0.0883 * 3 *
PAR I * 3 * 3 7.2941 0.3341 2.8713 0.106
NI. 3 * * 3— 0.3263 0.0173— 0.4773 0.010
R iJ I 2.661 I 0.1391 6.0151 0.043$ 1.1271 0.014

• I I I

BEST AVAU-ABIE COPY
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I
Anal ysis Usinq all Metric Variables

I The basic approach to this part of the analysis wi s to

study the outputs from all five techniques referenced ~oove

and select the sets of variables most frequently included

I for each project. Table 16 lists a few of the sets of vari-

ables selected for all projects. The highest “r—square ”

value is qiven when the same set was selected more than

once. Column “Decisicn” reflects the decision relative to

the hypothesis

H (O): B(1)=B (2)...=B(n) 0, 
V

aqainst

V 11 (1): B (i)*0 for at least one i.

and under the assumption that the e(i)’s are normally dis— V

tributed . At a .05 significance level 1, at least one B (i) is

significantly different from zero for all selected groups.

V 
Tible 17 contains the final list of variables chosen from

those shown in Table 16. Table . 18 contains a summary ot the

predicted equations for each set of variables by project.

The precedinq discussion was based upon an objective

analysis of 22 variables without considering their relation-

ship to each other. Since some of the 22 variables were

kn o w n  to be functionall y rel ated , i.e.,

TS = NEX + NNEX and TD = PD + RD + CD , a suoset of variaLies

considered unrelated was selected and used in a regres5ioo

J analysis. These variables are LC. 10, CO, DII, PC, IJBR ,

EXIT , STOP, OSC , CC, TD , PAR , and DR. The results from this

I anal ysis is presented in the next section.

1
_____ - 
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• TABLE 16. VARIA BLES SELECTED FOR MODELS 

I I I I I
• No ixilVariables Selected I 11 1 F I Pr>F jDeci—

Groupt jSquare3Value 3 Jsion V

I I I I I
V 

I I I I
2 ILC 0511 J0.95853127 .11JO .0001)R Ff (0)

ILC STOP 1O.9911I612 .28I0. 0001IRH (0 )
• 3 0311 EXIT j0.99883855.7740.00123R 11 (0) V

I I

3 I I I I
3 JUBR EXIT NNEX IO.9999I999.99I0.0001IR 11(0)

ILC UBR CC I0.99351350.6CI0.00011R ii (0)
3LC CO STOP 30.9999j611.51 30.00013R 11 (O)
ILC CC NEX I0.99’463506.4C30.0001311 H (0)
I 3 3 3 I V

• I I I I I
‘4 30511 10 EXIT NNEX I1.C0003999.99$0.000113 11(0)

IDD TD DR RU I1 .CO0O I~~99.99I0.0001IR 11 (0)
• ILC CO 11311 STOP I0.9915I461.51I0.0001IR H(O)

I VL C EXIT CC HEX j0.99493’4L41.8630.00013i1 11 (0)
ILC U V B R OSC CC 10.86603 b6 .20I0.0001I~ 1 1( 0 )
IPC STOP CC NEX 30.87843 74.0730.30O1~ a 11(0)I I I I I
-; — — —  — 

I I I I
• 5 10511 EXIT NNEX TS RU I 1~~CO003649.7030.O001IR 11(0)

I VL C CO UBR STOP DR 30.99553354.0230.00011 11 1 1 ( 0 )
ILC CO 0511 DR PAR IO.99551354 .0210.0001IR 11 (0)
ILC PC EXIT STOP HEX 3 0., 99751652.7730.0001311 11(0)

V ILC 0811 OSC CC PD 10.87161 54.29IO.0001I~ ?~(0)
V IPC s-rop CC ~iN EX NL 30.88083 59.08)0.0001411 11(0)

3 I I I I

I I I I I
10 3LC 10 CO UBR EXIT STOP OD 3 I I

V 

I TD DR PAR 30.99951643.00I0.0001IR 11 (0)
3LC IO CO DH PC UBR DD TD I I I I
I DR PAR IO.9951I6.4S .OO IO.0001 IR 11(0)

• JLC to co UBR CC PD DR NL I I 3
I PAR RU IO.99271411. 14410.0002IR 11(0)
ILC P C STOP NEX FD RC DD DR $ I I I
I TS RU IO.9999I2310.710.0001IR 11(0)
ILC 10 CO 0811 STOP OSC CC I I I I
I PD RD ‘TD 30.8662) 27.25I0.0001IR 11(0)

BEST AVAILABLE COPY 
j
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TABLE 16. VARIABLES SELECTED FOR IODELS——Contiuued V

I I 1 I I
No inlvariables Selected I 11 3 F I Pr>F jOeci—
Groupj 3Square Ivalue I Ision

—— I I I I I

I I I I I
10 ILC PC CC HEX NNEX RE DD TDI I I I

- 3 NL TS 30.91353 36.9510.000lIa 11(0)
ILC 10 CO DII PC 0311 EXIT I I I I
I OSC CC TD I0.99551408.15l0.0001IR 11(0)

• 
V 3LC 10 CO 0811 STOP OSC CC I I I I

I HEX PD DR 10.88331 27.9430.0001)3 11(0)
- 1D M  PC STOP CC N E I  N N E X  PD I I I I

I RD TS NL 10.89081 28.55I0..000ljil 11 (0)
I I I I I

I I I I I
15 ILC 10 CO UBR EXIT CC PD RD I I I I

I STOP TD DR NL PAR RU DDI1.CC00I99999.J0.0001 j3 11 (0)
V 

ILC 10 DII PC 0311 CC HEX RD I I I
- •  I NNEX DD TD DR NCO TS HLIO .9216I 23 .4910.0001311 11 (0)

JLC CO DII PC 0311 OSC CC FD 3 I I I
• I RD DD TD NCO NL TS DR 10.91863 22.56$ 0.0001311 11(0)

— 
I I I I I

• 

—— —V— — — —— — 
20 ILC IO CO DH PC UBR STOP CCJ I I I

I OSC TS HEX NNEX PD RD I I I I
I DD TD DR NCO NL PAR 10.92443 15.28I0.0001IR 11(0)
I .LC 10 CO DU PC 0311 E X I t  CC I  I I I
I STOP OSC TS NEX NNEX FDI I I I
I RD OD TD DR NL PAR 30.92443 13 .goIo .0001I3 11(0)

— I I I I I

S.

S.

I
I 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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1
TABLE 17. FINAL LISTS OP METRIC VARIABLES SELECTED

— 

I I I I I
Metric 3 Humber of Variables in models

Variable I I I 3 I

V 
I 2 I 5 1 10 I 15 1 20

I I 1 1 I
LC 3 * 3 * 3 * 3 * I *
0811 3 a * I * 3 * 3 *
10 1 I ~ I * I * 3 *
DII I I * I 

a j  a j *
EXIT I j * a j * 3 *
CO I I I * a a
PC I I I ~ I * I *
osc 1 1 I a * I
CC J 3 3 * * 3 *
STOP I I I a a
TD I I I * a *
DR I I I • * I *
PA R I I 3 I * a
NI. I a a V

RU I 3 I * I
TS I I 3 I a
NNEX I I I I I a
PD I I 

V a
DD I I I I a
NCO 4 3 3 1 I
HEX I I 3 3 I
RD I 1 I I I

— - I I 3 1 I

L - V V~~~~~~~~~~~~~~ V • • ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ V~~~~~~~~V~~~~ V V~~~~~~~~~ VV ~~~~~~~~~~~~~~~
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I 
Analysis of Reduced Sets of Unrelated Variables

It is appropriate at this tine to point out that analy—

I sis ias not performed for a prolect containing a itunber of

observations less than  the  numbe r of metric var iablU s .  V

All tests of hypothesis were set up in the following

manner with a 0.05 level of significance

11(0): 3(1) B(2)=...V=3 (n)=O

against V

11(1): B(i}* 0, for at least one i,

and under the assumption that the e(i)’s are normally Jis—

tributed. The results of this analysis are summarized in

Table 19. The regression is significant. Therefore , this

final set of 13 metrics is a good pre dictor of software er-

rors.

Conclus ions

- -  The main purpose of the preceding a n a l y s i s  was  to de—

- termine if program characteristics metrics, whicn measure

-- program comp lexity, are predictors of the number of errors

in COBOL programs. I t  was shown , through sim ple linear and

multiple linear reqressio’n analysis , that the nurnber ~f er—

- rors in a COBOL proqram is a function of its structure wtiic~i

is measured by characteristics metrics.

A set of 13 unrelated metrics was chosen as the f i n a l

group of metrics to predict the numbe E of software errors.

The nex t chapter will specifically discuss how this set is V

• used as a measure of program complexity. 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ • V - ~~~~~~ 
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VI . A ~1E A StJ~ E OF P~ OG RA~ CON P L E X I T Y

— I n t r o d u c t ion

Initially it was hypothesized that the number or soft-

wa re errors could be predicted from the internal complexity

of the programs. But what does one mean by “internal con—

plexity tt? Is it a property that can be observe d and meas-

ured , and perhaps even related to the number or errors in

proqrams? V

Complexity of any object is some measure of the mental

- 
effort f~4,171 required to understand that object. In gener-

al usage, the complexity of an o b j e c t  is a f u n c t i o n  of t he

- relationships among the components of the object. As ap—

- - plied to c o mp u t e r  p r o g r a m s , it is a measure  of the i n t e r n a l
- 

structural characteristics of the proqram . The p r e v i o u s

chapter presented the results of an analysis that showed

I. that actua l program characteristics were related to the nun—

ber of program errors. The purpose of this chapter is to

def ine  a “program complexity measure” fro n these basic char—

acteristics.

j -

A program is made up of many components such as object

Ii ins t ructions, data base descriptions, external data bases,

- -  81
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I 
other external programs such as the operating system and

J other applicatica programs, proqran logic , etc. These corn—

ponents and the relationships among them determine program

complexity. The problem is to measure the degree to which

V

~ ~ 
certain relationships exist within a program. For example ,

the number of input/output staternents measures, in some

degree, whether an input/output relation exists between t~ie

program and a data base. Complexity when applied to a spe-

cific relation is called local complexity. The com plexity

of a program as a whole is defined in terms of local corn— V

plexities. There are 7 iccal complexities: control flow

complexity, input/output complexity, data use complexity,

computational complexity, data transfer complexity, struc-

ture design complexity, and interface complexity.

Control flow complexity is defined as the number of

loqical r e l a t ionsh ips  present  in t h e  source  code. In a

COBOL program , these relaticns are manifested as IF , GO-T O,

STOP, and PERFORN ...UNTIL statements , and AND and OR condi-

tions. The Control Flow Complexit y metric , CFC , can oc

numer ically evaluated for each program by calculation:

- C?C = LC + U B R + STOP

A Normalized Con tr ol F low me t r ic, NCFC , is defined as NL’FC =

• CFC/1000.

Input/output complexity is defined as t h e  n u m b e r  of I/O

statements. The Input /Output Complexity metric , abbreviated

as b C , is
1 10C 10.

I V4
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I 
Data use complexity is defined a~ the ratio of data

I references (actual references to data items) to total data

def in i t ions. ~1any data  r e f e rence e r rors  are made becaase

the assumptions made when defining data differs tro rn the as-

sumptions made when using the data. For example , when

defining a data item as ALPHABETIC , it is assumed tnat only

alphabetic data will be stored; but , when numeric data is

- stored in the data item it is assumed tha t the data item is

declared “ n u m er i c” or “ a l p h a n u m e r i c ” . As t h e  n u m b e r  of da ta

references increases relative to total derinitions , the data

use complexity increases. The Data Use Coinriexity metric,

abbreviated as DUC , is calculated as

DUC = DR/TD.

Computational complexity is define d as the number of

arithmetic statements such as ADD , �IULTIPLY, C(~NPUTE , etc.

The metric for this complexity is aboreviated as COC woere

COC = CO.

- Data transfer complexity is measured by the number of

data transfer statements. This complexity metric ,

abbreviated as DHC, is evaluated by counting the number of

data transfer statements (DHC = DH).

1 Interface complexity is measured by the number of syS

I tem interfaces (number of system routines called) and the

number of application routine interfaces (number of internai

I and external application routines called) . The Interface

I 
Coiplexity metric, abbreviated as IC, is defined as rollows:

IC = OSC + CC + PC,

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

V
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where

OSC = number of system program interfaces

CC = number of compiler calls such as COPY

PC = number of applicatica (internal and external)

j routine interfaces.

Structural design complexity is a measure of the number

of distinc t routines (number of components) in a program .

The Structural Design Complexity metric referred to as SC ,

is num erically evaluated for each proqram by calculating:

Sc (PAR — EXIT) #1.

The 1 accounts for the main control flow routine.

Total complexity is a function of the 7 local complexi-

ties discussed above. The Total Complexity metric , referred

to as ‘rc , is defined as follows:

TC = CFC + b C  + DUC + COC + DHC + IC + sC.

A Normalized Total Complexity metric, referred to as NTC , is

defined as TC = TC/1000.

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

Heretofore, data from 3 prolects were used. But here, the

complexi ty metrics are analyzed using the original 3 data

ba ses plus 1 data base consisting of all 3 prolects’ ~1ata

combined. The purpose for mixinq the sources of data is to

observe what happens when different types of programs, de-

veloped by different organizations, are mixed. Hereafter ,

the com bined data base is referred to as Projec t 4. There

are 55 observations (programs) in this data base . Tanles

I
— -~-—- -_,

—~~ ~~-~~~~~~~--~~~~~~
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20—23 summariz e the reqressicn statis tics for each respec-

tive project. The “Decision” column retlects the deci.ion

at the .05 significance level relative to the hypothesis

H (O): B =0,

against

U(1): B * 0 ,

and under the assumption that the e(i)’s are normally dis-

tributed. Table 2L4 prese nts a summ ary of the regression

siqificance, at the .05 level, of the complexity metrics ~y

pro ject.

The “best” c3mplexity models, predicted by the ~iaximt1 m

3—square technique , are listed by pro ject in Table 25. The

models for tota l complexity and the normalized metrics, TC,

NTC and NCFC , are listed in Table 26. Actual data points

(plo tted as 1+ $ )  and the regression line for project 3 are

shown in Figures 11—20.

• Conclusjg.~s

The purpose of this chapter was to define and develop a

“program complexity measure ” from 13 unrelated characteris-

tics metrics selected from the analysis presented in tae

previous chapter. Seven local ccmplexities were defined and

used to develop a measure of total. prcqra m complexity. Met—

rics for each com plexity were defined also. It was shown ,

through simple linear and multiple linear regression analy—

sis, that the number of errors in COBOL programs is a func-

tion of these complexity metrics.

I I
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Linear models develo ped from these metrics can be used

I to predict the number of errors in COBOL programs. The

I “best” single varia ble model for predicting errors is the

Control. Flow Complexity metric model. Eiie “best” multip le

I variable model. for predicting errors is the one that con-

tains all 7 local complexity metrics. Analysis of Prolect 4

1 showed that the latter model can be use d when dealing with

many types of programs that are developed by different or—

qanizations. However , it is suggested that each organiza—

tion estimate the model parameters relative to error data

from its development projects.

II
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TABLE 20. SUMMARY OF LIf E COMPLEXITY METRIC.~ a E G R E ~~~LoN

I DA T A FOR P RO J ECT 1

I I I I
Coaplexity j 3—square F Value I Pr > F I Decision

1 Metric I I I I
Variamle I I I I

3 1 I I 
I I — I  I 
I I

CFC 3 0.975512 I 119.51 I 0.0016 I Rejec t  H ( O )
b c  I 0.21223~ I 0.81 0. 4349 I Accept 11(0)
DrJC 3 0.25 8828 3 1.05 I 0. 3814 I Accept 11(0)
COC 3 0. 6 27788 I 5.06 I 0.1100 I Accept 11(0)

— . DHC 3 0.94.3303 1 49.91 I 0.0058 I Eeject 11(0)
IC I 0.091318 I 0.30 3 0.6212 1 Accept 11(0)
SC I 0.459725 I 2.55 3 0.2084 1 Accent 11(0)
TC I 0.9314449 3 42.77 1 0.0073 3 Reject 11(0)

• MTC I 0 .934449 3 42.77 I 0.0073 Reject 11(0)
- .  S NCFC 3 0.975512 I 119.51 1 0.0016 I Reject 11(0)

—. . I I I I

-- 
5 - - -
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TABLE 21. S U M M A R Y  OF TH E C O M P L E X I T Y  ME TRI C S R E G R E S S I C W

DAT A FOR PROJ ECT 2

I I
Complexity I B—square I F Value I P r  > F I Decision

Metric I I I
Varianle I I I I 

I I I 3 
I — — — — — — — — 1 I I  
I ——— —— ————— ——— 1 I I 
I I I I

CFC I 0.824537 I 56.39 I C .0 001  I Re jec t  11( 0 )
IOC I 0.769078 3 39.97 I 0 .0001 I Reiect  r i ( 0 )
DUC I 0 .06 1079 I 0.78 3 0.3943 3 Accept  1 1( 0 )
COC I 0.413575 I 8.46 I 0.0131 j Rejec t  11( 0 )
DUC I 0.585479 1 16.95 • I 0.0014 1 Relec t  11(0 )
IC I 0.727358 I 32.01 J C.CO01 I Rejec t  11(0)
SC 3 0.660955 I 23.39 I C. 0004 I Reject  11(0)
TC 3 0.903222 3 112.00 I 0.0001 3 Re jec t  11(0)

• NTC I 0.903222 I 112.00 1 0.0001 Rejec t  11(0 )
NCFC 3 0.824537 I 56.39 3 C.C001 3 Rej ec t  1 1( 0 )

I I I I

•
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TABLE 22. S U M M A R Y  OF THE C O M P L E X I T Y  METRICS B S G R E S S I C N

DAT A FOR PROJECT 3

I I I I
Comp lex i ty I R—s quare  I F V a l u e  I P r  > F I Decision

Metr ic  I I I 1
Var iab le  I I I I

I I I I 
I I i — — ~ 1 
I I I I
I I I I

CFC 1 0.845919 $ 241.56 1 C .CO01 I Reject 11(0)
b C  I 0.0817 09 I 3.92 I 0 .0541 1 Accept 1 1( 0 )
DUC I 0.385898 3 27 .65 I 0 .0001 I Reject  11(0)
COC I 0.696377 I 100.92 I 0.0001 I Reject  1 1( 0 )
DUC I 0.751509 $ 133.07 3 0..0001 I Reject  11(0 )
IC 3 0.341395 3 22 .81 I C .C 001  I Reject  11(0 )
SC I 0.686814 I 96.49 I C.C001 3 Reject  11( 3 )
TC I 0.806581 3 183.48 0.0001 I Reject  1 1( 0 )
NTC I 0.806581 I 183.48 I 0.C0U1 I Reject  11(0)
NCFC 1 0.845919 I 241.56 1 0.0001 I Re jec t  1 1( 0 )

I 1 I I

-_
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TABLE 23. SUMMARY OP ‘THE COMPLEXITY METRICS REGRi~SSI0N

DATA FOR PROJECT 4

I I I I
Complexity 3 B—square I F Value I Pr > F I Decision

Metric $ I I I
Variaole I I I I

I I I 
I I I I  
I I I I 
I I I I

CFC I 0.3C0097 3 27.01 1 0.0001 I Relect  11(0 )  5

b C  I 0.172233 I 13.11 I C.C006 I Reject 11(0)
DUC I 0.151020 3 11.21 I 0.0014 I Reject 11(0)
COC I 0 .34 6999 I 33.48 1 C.0001 I Reject  11(0)
DHC I 0 .270823 23.40 I 0.0001 3 Rejec t  1 1( 0 )
IC I 0 .106096 $ 7.48 1 0 .008 1 I Reject  11(0 )
SC I 0.206157 I 16.36 1 0. 0001 I Reject  1 1 ( 0 )  5

TC I 0.304956 I 27.64 I 0.0001 I Reject  11(0)
NTC I 0.304956 3 27.64 I 0.0001 1 Reject  1 1 ( 0 )
NCFC I 0.3C0097 $ 27.01 0.0001 1 Relect 1 1( 0 )

I I I 1

_ _ _ _ _ _ _-
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TABLE 214. REGRESSION SIGNIFICANCE OF COMPLEXITY ~iETRICSI VERSUS NUMBER OF ERRORS

I — 

Complexity Projec c
Metric I

Variable I

I I I I
3 1 I 2 3 1 4

— 

I I I
CFC I * I * I * I *S DLC ~ * I * I * I *
TC I * * I * I *
NTC I * I * I * ~ 

*

NCFC I * 
~ * I * I *COC I I * I * I *

IC I I * I * *S SC 3 I * * I *IOC I * I I *DUC I I I * I *
I I I I

4-

I
II 

_ _ _  

_ _ _ _  _ _ _  
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TABLE 26. TOTA L AND NORMALIZED COMPLEXITY MODELS BY PROJECT

PROJECT MODELS

1 N = — 3.728 + O.153Tc

N = - 3.728 + 153 .O6ONTC

N = 0.287 + 381.86ONCFC

2 N = 1.374 + O.042TC
- 

N = 1.374 + 41.977NTC

N = 8.943 + 95.763NCFC

3 N = 2.220 + 0.O11TC

N = 2.220 + 11.222NTC

N = 4.069 + 23.83ONCFC

4 N = 7.489 + O.O12TC

N = 7.489 + 11.666NTC

N = 9.52 1 + 24.37ONCFC

‘C.

I
I
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Pigure 13. Plot of the Data Use Complexity Model for Project 3
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Figure 18. Plot of the Total Program Complexity Model for Project 3 
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V u .  S0MiA.~Y , CONCLJSICNS AND COMMENDATI ONS

SummaLy

The high incidence of errors in software is the

underlying problem of software reliaoility. But , the most

S important unknown of software reliability is the number of

- residual errors in ~ proqram. If this n u m b e r  were ava i l ab le

early in the software development staçes, the software engi-

neering process would be enhance d ~j r eat ly .  Several o t h e r

unknowns co uld then be solved. One could determint~ when to

stop testing a proqram , estinate the cost of maintenance and

establish levels of confiaence in programs ann systems of

programs, and develop more accurate software models that

would  model s o f t w a r e  f a ilu r e s  more realistically. The S

resul ts  would  be the ab i l i ty  to dea l wi th  all the  u n k n o w n s  S

of s o f t w a r e  r e l i a b i l i ty  and reduce  the ove ra l l  cost of soft-

ware.

rhe goals of this research were to deter:nine it actua l

proqran characteristics are predictors of the  n u m b e r  of er-

rors in COBOL programs, to define progra m comple~city meas—

uzes from program characteristics , and to propose conpl.~xi t y

models for  p redic tin g the nu m ber of err ors in a COBOL pro—

gram. S

105 
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Through simple linea r and multiple linear regression

& analysis of 3 sources of data , the number of errors ia a

COBOL program was shown to be a function of its structure

wh ich can be measured by 22 characteristics metrics. A set

of 13 unrelated characteristics metrics was selected from

the 22 characteristics metrics to define 7 local complexity

metrics. The 7 local complexity metrics were predictors of

SI 

the number of errors in a proqram . Ccnsequently, these met-

rics were used to estimate models to predict errors. The

“best” sinqie variaole model for prelicting errors is the

• Control Flow Complexity metric model. The “best” nui.tiple

-- variable model for predicting errors is the one that con—

tains all 7 local complexity metrics. Analysis ot Project 4

showed tha t the l a t t e r  model can be use d when  dea l ing  w i t h

many types of programs that are developed ~y different or—

qanizations. However , each organization should estimate the

model parameters relative to error dita from its d e v e l op m e n t
4 

projects. Results rela tive to Projects 1 , 2, 3 an~ 4 are

summ ar ized  in App endices  B, C , D a n d  B r esp ec t ively .

There are several applications for the complexity

- models. Some of them are:

1) E s t i m a t i ng  the  n u m b e r  of e r ro r s  in p r o g r a m s ,

2) C o n t r o l l i ng  the q u a l i t y  and s t r u c t u r a l  c o mp l e x i t y  of
0.

programs durin g design [181, 5

3) Es t ima t ing  and a l l o c a t i n g  resources fo r  p r o g r a m  rna in—

—. tenance 115 ,621,

4)  Estimating a level of ccnfidence in a program [4 ] ,
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5) )evelop inq  f a i l u r e, d e n s i ty ,  and r e l i a b i l i t y  f un c t i on s

I fo r  sof twar e rel iabi l i ty , and

S 6) Establishing a cut—off point for debuqginq a n d

testing computer software f1O J .

Regardless of application, ho w ev er , it is necessary to es-

timate the number of errors. Once this number is dvdiiaoie ,

the problems of software reliability can be t rea ted  more  ef-

f ec t ive ly .  In order to i l l u s t r at e  t h e  ap p l i c a t i o n  of the

c o mp l e x i ty  model in d e t e r m i n i ng  s o f t w a r e  r e l i a b i l i t y ,  Appen-

d ix  F presents  an examp le  c a l c u l a t i c a  f o r  P rojec t  2.

Concl~~kgfls

A det ailed look a t  e r r o r  types  sho we d t h a t  logic and

data  h a n d l i nq  w ere , pe rcen t agewi se , the  most f r e q u e n t  errors

in Projects 2 a n d  1 r esp ec t ive ly .  H o w e v e r ,  when  e r r o r  da ta

from both projects were combined , log ic errors were the most

frequent errors. It seems that the percentage of error

types will vary dependinq on type of software~ but , in gen-

eral, logic errors will normally oe the lost frequent.

Twenty—two program characteristics metrics were

analyzed by reqression analysis techniques. Both single and

mu l t ip l e  va r i ab l e  regression an a ly s i .- showed tha t the rela-

tionship between the metrics and the number of errors was

s ign i f i c a n t .  Both  s ing le  and g r o u p s  of t h e  st r u c t u r a l  char-

acteristics metrics were good p r ed i c to r s  of the  n u m b e r  of

errors. The n u m b e r  of logical cond i t io ns is the  “bes t”

single predictor. The number of unco nditional branches is
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the  “second best” s ing le  p red ic to r .  D i f f e r e n t  coa ib inat ior ~s

of metr ics  were good p red ic tors  also. The m e t r i c s  in the

“best” equa t ions , as dete r m i n e d  by t he  ? l a x i m u m  R — s q u a r e

technique, varied by project. However , “L C” and “ U B ~~” con—

sisteritly appeared in the “best” equa tions. Thirteen unre—

- 
la ted met r i c s  wer e selected to m e a s u r e  p r o g r a m  c om o l e x i t y .

Total program complexity is measured by 7 local con—

- p l e x i ty  ue t r i cs  Several c om p l e x i ty  models  a re  good predic-

tors  of the n u mb e r  of e r ro r s  in C OB OL p r o g r am s .  The  “be st ”

singl e var iab le  model for  predicting errors is the Control

Flow Complexity metric model. The “best” multiple variable

S 
model for predicting errors is the one that contains all 7 

S

local complexit y metrics. The latter model can ne used when

dealing with many types of programs that are developed by

different organizations.

Recommendations

One v e ry  w or t h w h i l e  ou tccne  of t h i s  s t u dy  was a posi— 
5

• tj ve  a t t i t u d e  t o w a r d  be ing  aole to predict  s o f tw a r e  e r r o r s

- f r o m  c o mp l e x i ty  measures.  rh i s  paper  o n ly  scra tched the

sur face  by showing th a t  progra m c omp l e x i t y  could be used to

predict  the  number  of e r ro r s  in COBOL p r o g r am s .  H o w e v e r ,

the measures should  app ly  to all lan q uaqes. O the r  re searcn

areas are discussed below.

I The resul ts from the error  typ e ana ly s i s  i n d i c a t e  t h a t

error typ es  did have some sor t  of d i s t r i b u t i o n .  C o mp l e x i t y

I

_  

__  

I
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metr ics  fo r  spec i f ic  e r ror  types would be very useful for

costing and scheduling program maintenance.

The Data Use metric seems pro m ising. It seems t h a t  tne

Reserve  Word  c h a r a c t e r i s t i c  me t r i c  is related to this met—

I nc. ~ore research is needed to ~etermiae if this is true.

It was shown t h a t  t h e  n u m b e r  or errors are predictaole

f r om c o mp l e x i ty  measures .  We hy p o t h e s i z e  t h a t  t h e  n u m b e r  of

personnel assigned to a development project , total software

cost, total development time , computer test tine , .nainte—

nance cost, and program enhancement cost are also functions

of p ro gram c o mp l e x i ty  measures .  A d d i t i o n a l  research  is

needed to d e t e rm i n e  if this ay~ othesi E is true.

I

I S

I .
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1 LPP9t4DIX A

Hardware Eeliabj!ity Ccncepts

A brief summary of the wore important concepts associ-

ated wi th  the  u nder ly ing  math emati cal .  r e l i ab i l i ty  theory  as

- 

applied to hardware is presented for those readers

unfamiliar with reliability.

- If a more detailed insight is desired then the reader

should seek other references such as £69—71].

• ~ n ttc~4~ict ion

The reliabilit y of a com p cnen t is defined as the proba-

b i l i ty  t h a t  the component will f u n c t i o n  wi th in  specified

limits for  a specified period of t ime under  specified envi—

- - roninentaj. conditions. The frequencies at which components

fail per unit time is called failure rate. Its reciprocal

F value is called mean—time—to—failure, abbreviated as LITT!.

Several probability distributions are employed in the stud y

of reliability.

- Tiae—to—Faij~re Distribution

Let f (t) be the probability density of the time to

- failure or malfunction of a component; that is, the proba-

bility that the component will fail between tines t and

(t~~t) is given by f(t).~ t. The probability that the compo—
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nent will fail sometimes before t is given by

t
I F(t) = f f(t)dt
1 0

which is sometimes called the “unreliability” function.

- leliability Function

The probability that a comçonent will survive to time t

is given by the reliability function

R (t) 1 — P(t).

The reader should note the relationships between f (t), F(t)

and 9(t). In particular

f(t) = dP/dt = —dR/dt.

flean—tiwe—To—Failu~~

A measure of effectiveness often required in reliabili— 5

ty is the MTTF. This is found by taking the first moment of

the mean of the time to failure distribution .. In terms of

-

5 

the density f-(t), 
S

MTTF f tf(t)dt.

An equivalen t expression -‘iving the MTTF in terms of the re-

liability function is

MTTF = f R(t)dt.

1

~

5

~

5 5 5 5 5

~
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1 ~nstantaneous L~AJ~xe 3~te
ii The probability that a component will, fail in the in—

1 terval from t to ts At, qiven tha t it has survived to time t,

is as follows:

P(t  < T < t + At IT  > t) = 
F(t + at)- F(t)

- -  
dividing this expression by At yields an average rate of

failure in the interval from t to t4-~~t , given that it has

survived to time t, as follows:

~F t + At) - F(t)1 1a. L At j R(t]

By taking the limit of the last expression as At -
~~ 0, the

instantaneous failure rate or hazard function 11 (t) is ob-

tained; that is,

H(t)  = 
u r n  FF t+At-FltJl . ____ = (dF LtI’\ 1
At-~o L At R( t) ~ dt I R(t)

• using the identities involving f (t), F(t) and R(t) we get

• the following equivalent expressions for 8(t):

H(t) = f(t)/R(t)

= - 
dR(t)/dt
R(t)

- in [R(t)].
dt

I
I
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This differential equatio n is solved for R (t) to yield

t
i R ( t )  = exp (- J H(t)dt )
1 0

and since H (t) = f(t)JR(t) we get

f( t )  = H(t )  exp (.. f~ H(t)dt) (Al)

Expression (A l )  shows t ha t  the t ime tc f a i l u r e  density is

related to the instantaneous failure rate function. Also

(Al) is a general expression that applies to any type of

failure density and hazard rate functicns. Figure 21 shows

a typical hazard  function as a function of age.

Ihe Expon

There are situations where a ccm~onen t reaches a point

in its life cycle where the failure rate is constant, that

is,

11 (t)  c, c > 0.

on substitutinq into equaticn Al we get the tine—to—failure

density

f(t) = cexp(—ct )d t > 0

which is the exponential prokaaility density function , see 
S

Figure 22. Further calculations show that

8(t) exp (—ct)

and

NT?? = 1/c. 

- - _ _ _ _ _ _  J
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I
I - c t(t ) ~ - cexp(— ct )

( a ) Density Punct ion

..

- 

R (t )  
R(t) = exp(..ct)

(b) Reliability PUnction

.•

r -
C

-. H (t ) c

j ( a )  Hazard Punction

Ptgure 22. Exponential D1.atribution 
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5

The exponential model is the most widely applied model
I in reliability engineering. This is due to its simplicity

and its theoretical properties such as constant failure rate

and loss of memory property [70,71]. In many situations

failures are described quite well by the exponential model,

but there are also many examples where it is not appropri—

ate.

• The Weibul l  Model

The exponential, distribution is a single parameter dis—
- 

tribution which can be represented as a special case of a

more general two-parameter distributicn called the Weibull

- 
distribution.

The assumption of a constant failure rate is often ap-

propriate for describing chance failures, but it is not
- 

always sufficient. This is particula rly true during the

early “burn—in ” period and the late “wear—out” period in the

life cycle of a component , see Figure 21. Nor would the

constant failure rate be appropriate during a period of re—

- liability growth due to improvements in the ccaponent.
- 

Thus, it is obvious that a function that allows an increas—

ing or decreasing failure rate is req uired. The versatile

Weibull function is often used to approximate such failure

I. rates. The hazard function is

H(t) = ABt ; t > o  ; X B > o

______ _______ S
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When B < 1 the failure rate decreases with tine; if B > 1 it

increases with time ; and if a = 1 the failure rate is con-

stant, see Figure 23. The distribution and density func-

tions are

- 

f(t) = ABtB~ exp (_xtB), t > o

B i  BF(t) = f ABt exp(-xt ), t > o
0

The reliability function is

R(t) = exp (_xt B)

- 
. 

The Weibul]. model enloys widespread use because it can be

lustified theoretically and because it is so versatile.

Others Models

There are other probability func tions which are useful S

for describing the random nature of failures. They are the

normal ,  gamma , and loqnor aal .

- 2
-

t NORMAL : f(t) = 1 e 2~~ a’ ~~~~~~~~~~~~~~~~~~~~

~ 

~~v’2i~

I
I

‘ I
-
~~~~
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I 
- t (t )

f(t)a ~xp(— xt~ ), t>o

- Figure 23. Weibull Density for E~l and E~2
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and

I GAMMA: f ( t )  = 
exp(-t/ B) ; t, a, B > or(a)B’~

- and

LOGNORMAL : f(t) = 
B~ 

exp[-(ln t-ct)2/2B2) ; B > o

For appropriate choices of parameters, the gamma and

lognormal functions can be made to represent increasing or

decreasing failure rates. The normal. function is primarily

- 
used during the wearout petiod of a ccaponent, see Figure

21.

h
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A P P E ND IX B

Summary ~f Pro lect 1 Characteristics

~~scripti~ i.,

Project 1 is a data collection system.  The system pro-

vides an on—qoinq data base for input into relianility

models. The data base also contains proqran characteristics

- as discussed in this paper. The system applies to COBOL

proqrams desiqned to execute on the Honeywell 116060 computer

system throughout the Air Force. The 5 programs in this

-- 
system utilize a file management system availaDle ozi the

-. 116060.

Develo~men t Agep~cj.

Air Force Data System Design Center; Gunter AFS, Montgomery,

Al a.

~~~~~~~~~~~~~~ Honeywell 116060.

Qperatij~ Node~ Batch.

b~~_of_ Prograas; S.

LanQua~~~ COBOL 
-

I~ tal 1jg~ker of Line&~~f Source Coder 2280.

— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
S

N = —1.683 + 1.01~7UBR.

~est• 5.j~nqle Variable -Comp lexi ty Model

N 0.287 + 0.382C?C.

J 126
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- 

- ~~~t~~ ui~~ ple Vari~~~~~ Co~pjexity flodelI N = 3.156 + 0.326CFC — 0.01710C + — O.1L$61C

I
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I A P P E N D I X  C

I ~~mmary of Project 2_Characteristics

I Project 2 is an on—line system involving several kinds

of data processing activities such as personnel management,

accounting and finance, inventory etc. Only 14 programs are

1 available for analysis.

Pa IQQ.en-t- A~ency~
I

City of Montgomer y Housing Authority, Mon tgomery,  Ala.

~Q12~&l~C_Syste~~ National Cash Register NCR8200.

Q~~~~ jng Modej On—line.

~~~~~ g_Q~~.Prograas~ 14.

~~~~~~~~~ COBOL.

IQtI-L1~tk~-L..Q.~ Lines of Source Codei 19045.

~~~~ jp~ ).e ~~~~~~~~~~~~~~~~~~~~~~~~~ Metric Mode~j

I N = 3.731 + 0.319LC.

~~~t~~j~~ie Var iable C~ a~leLity ~.il

N = 8.9~e3 + 0.096CFC.

I ~~iL~ M-k i2.le..1~ ri4 b~~ C o pj~~it y Nodal

1 j j =  —1.291 + O.O79CFC + 0 .O19IOC + 0 .3 11$DUC + 0.208C0C

+ O.OO5DHC + 0.0561C — 0.,074SC
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I
I
1 A P P E N D I X  D

I S u m m a r y  of Proiect 3 Chayp cter ist ics

Q~scrjptjQ-1u

I Proj ect  3 represents an i n i t i a l  de l ive ry  of a large on—

S 
line Command  M a n p o w e r  Data  S y s t e a ( C M D S ) . CMDS is a resource

4 accounting and management informaticn system which supports

— the M anp ower  and  Organiza t ion  function at Major  Co mmand

level throughout the Air Force. Tne programs perform a wide

- -  
variety of data processing activities, general purpose utiL—

- 
i ty ,  data  re tr ieval, data maintenance , etc. The pro~ r am.s

- uti l ize a f i le  manageme nt sy stem ava i lab le  on the  116060.

pgvej opmen~t Agency :

Air  Force Data System Design Cen te r ;  Gun te r  AFS , M o n t g o m e r y ,
S 

Alabama.

ç Q j~~~~~~ystem~. Honeywel l  116060.

~~~~~~~~~~~~~~~~~ On—line  and ba tch .

~~ m~~~~ .QLj rg~ r ams:  46.

~~~~~~~ CO BOL , FORTRAN , and AssemUer  (only CO B OL

pro gram s a n a ly z e d  but CALLS to , and interface errors with ,

FORTRAN and assembly lanquage programs were counted).

~~~~~ .j4~~ ber of Limes of Source Cg~~~ 54116.

t..}j~~~l-e Varia ble -Characteristics Metric Mo~el~

N 14~~355 + 0.038LC.

1’ 129
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1 ~~~~~ Sin e_Variab]~e Comp lexity No~~l

1 N = 4.069 + 0.024CFC.

I ~~~~~~~ Lfl~p.Le Variable_Complexi
ty Mp~e~

N = 3.094 + 0.022CPC + O.CO8IOC + 0.O44DtJC — ) . O I 7 C O C

J + O.OO9DHC + O.0051C —

J

I.
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A P P E N D I X E

~ u mma ~r~~~~f _Pr oi~.çt 4 Cha rac t er i s t ic s

DescripUon~

This Prolec t is a coabina ticn of Projects 1, 2 and 3.

~~~~~~~~~~~ Agencies.

Air Force Data System Design Center; Gunter AFS , Montgomery,

AlaDam a and the C i ty  of M on t g om ery  Housing  A u t h o r i ty .

~ Qap~ te_r_ sys teJp .~~ 116060 and NC 3 8200 .

Q~~~~~~inc Modest O n — l i n e  and Ba tch.

~~~~~~~~~~ Pro gr4m~~ 65.

~~~~~~~~~~~~~~~~~~~~~ COBCL, FOR T R A N , and Assembly.

IQta l N~j~k~ r...2f Lines of Source code: 75441.

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ Me tr j j~~~~~~

N = ~3.807 + 0.065UaR.

~~~~~~~~~~~ !a~iabJ.e Co~ p le x i tv  Model

N = 6.789 + 0 .25L4 C0C

______ 1 exit y N cd el

N = 2. 845 + 0.O29CFC + 0.09310C + O.495DUC + 0.I19COC

— 0 .OO 7DHC + O.0281C — O. 13 8SC

131
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A P P E N D I X  F

A-pplication ~g S~oftware Relipbi1i~~

Several models for  predic t ing the number  of errors in

COBOL programs are presented in this paper. The ‘ best” mul— S

tiple variable complexit y model fo r  Prolect 2 is used in 
S

this appendix. The eguat ion  is

N = —1.29 1 + 0.079CFC + O.01910C + O.3IL4DUC + 0.208C0C

+ 0. OO 5D HC + 0.056 1C — O.0745C , ( F l )

f o r  the range of source data values con tained in Table 6.

But ,  how does equat ion ( F l )  apply  to software reliability?

Basically, thi s equat ion o f fe r s  a solution to the p r i m a ry

problem in so f tware  rel iabi l i ty ,  tha t  is predict ing the num-

ber of errors in a program. Onc e this number  is known , the

nazard , time—to—failure distribution , and reliability func—

• tions can be derived. Also, the failure frequency and

• mean— time-to—failure can be calculated, and stopping points

f o r  test ing pro grams can be established. To demonstra te  how

this is done , the Jelinski and N orand a (3M ) [42 ] model ( t he

ha zard func t ion  was discussed in Chapter  I I I )  is used. The

ba sic assuation s of the 3M model are:

- -- 1) The amoun t  of debugging time between error occurrences

has an exponential distribution with an error occurrence
0•

132
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rate or hazard function proportional to the number of

errors remaininq.

2) Each error discovered is immedia tely removed , thus

decreasing the total number of errors by one.

3) The failure rate between errors is constant.

F ~ The hazard function is S

H r t (i) i = K I N —  (i —i ) ] -

S = KI N—n i (F2)

where

N is the total number of initial errors in a progra m,

K is the proportionality constant ,

t(i) is the i—Ui time debugging interval, i.e., the time

between the i—th and the (i—l)—st errors discovered , and

n is the total number of errors found to date.

As was pointed out in Chapter III, the critica l problem

is to estimate N and K. Equation ( 1 )  is used to estimate N

and the following equation [42 ) is used to estimate k:

- n
K (F3)

— Ii
NT — 

~ 
(i — 1) t(i)

jal

where

a is the numer of errors found to date

t ~ and

T a i t(i) is the total test time from start of testing.
jal

I
I
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Prom this one can obtain the time— to—failure distribution

I (density function)

I (t) = K (N — n) exp f — K  (N — n) t (i) ]•

The reliability f u n ction is

Rf t (i) 1 = exp f—K (N —n) t (i) )~ 
(P5)

The m ean —time— t o — f a i l u r e  (N TT F)  is

1
NT?? = —

~~~ —— ~~~~~~ . (Fb ~ 
S

K (N — n)

~xainp1e Calculations

Program num ber (observation) 4 from Prolect 2 is used

to illustrate the calculations. The observed number is 22

(see Table 6 ) .  It is assumed that  5 e r rors  have neen

detected during 8 days of testing. Therefore , “n” is 5 and

“T” is 8 t ime units.  Each t im e  u n i t  is 1 day.  The proce-

dure for calculat ing re l iab i l i ty  eq ua tions is:

1) Calculate N using equation (P1),

2) Calculate K using equation (P2), and

3) Calcula te  re l iab i l i ty  statistics using r e l i a3i l i t y

equations (P4), (P5), and (P6).

CaLc~~j~in~g Distributj~~~
1) For N wher e (see Table 6)

CPC = LC + USE + STOP = 59 + 59 + 1 = 119

IOC = 10 = 57

DUC = DR,’TD 6.3474

COC = CO = 53

_ _ _ _  5 ‘--- -5 --- --~- 5 - 5 — — -  _________
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I DHC = Dli = 124

IC = OSC + CC • PC = 0 + 0 + 18 = 18

S SC = (PAR — EXIT) + 1 = (22 — 9 )  + 1 = 14

N = —1.29 1 + 0.079 (119) + 0.019 (57) + 0.314 (6.3474)

- + 0.208 (53) t 0.005 (124)  + 0.056 (18) — 0.074 (14)

= 22.8

= 23 since N is an integer .

2) For K where

- n = 5 , T = 8 a n d t ( 5 ) = 1

—
-5 n 5 

—— — — —  

n
• NT —L (i — 1) t (i) (23) (8) — [0 + 1 + 2 + 3 + 4)

i= 1

5 5
= = 0.0287/day.

-. 184 — 10 174

- - 
- 3) The hazard funct ion  is

11(t)  = K (N — n) = 0 .0287 (23 — n ) .

- - 

A failure curve for different values of n is shown in Figure
-

~~~~ - •  
24.

S 

4) The density func tion is
- fit (i) 1 = K (N — n) exp [—K (N — n) t ( i )  ].

= 0.0287 (23 — n)exp(—0 .Q287(23 — n)t(i) ].
5) The reliability function is

Rf t (i) J = exp [—0.0287 (23 — n) t(i)).

.~. Reliability curves for different values of n are plotted in
S 

- Figure 25. A few calculations were t (i) = 1 and n varies

are shown below:

a
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If t(i) = 1 and n = 5 then

I E (1 )  = e x p f— 0 . 0 2 8 7  (23—5 ) 1]

I = ex p [ —0 . 02 8 7 ( 1 8 )  11

= 0.5966.

I If t ( i )  =1 and n= 10 then
- 

. R (1) = e xp f— 0 .0 2 8 7 ( 2 3 — 10 ) 1 1

= expf—0.0287 (13) 1)

= 0.6886.

If t(1) = 1 and n = 22 then

R(1) = e x p f— 0 . 0 2 8 7 ( 2 3 — 2 2 )  1]

= ex p [ — 0. 0 287 ( 1)  1)

= 0.9717.

6) The mean—time—to — fa i lu re  is 
S

1 1
MT TP = ~~~~~ = 

K (N — n) 0.0287 (23 — n)

I f n = 5 t h e n

i 1 1 1
NT?? = =  = 1.94 lays.

0.0287 (23— 5) 0 .0287( 18)  0.5166

S 

~~~~~~j~hing p Stop~jng Pcikt for Testing

A cut off  rule for  d e t e r m i n i n g  when  to stop testing is

I si mply when the rel iabi l i ty of the pro gram reaches a desir—

aDle reliability for a specific time period. Let one assume

I that it is necessary for program ‘4 to operate 1 day with a

S reliability of 0.9 , When should one stop testing the  pro-

gram?  The answer is a f t e r  a e r ro r s  h a v e  been removed,  Cal— - S

J culations for determining this n u m b e r  are shown below:

H. i 1
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Ri t (i) 1 = exp f— 0 .  0287 (23—n)  t (i)  )
1 0.9 = expf —0. 0287 (23—n) ( 1) )

I 0 .9 = e xp f— 0 . 6 6 0 1  + 0.0287n]

La 0.9 = (— 0 . 6 6 0 1  + 0.0287n ]

—0. 105= —0. 6601 + 0. 0287n

— O .0287n  = — 0 .66 01  + 0.105

- — 0.0 287n  = —0.5551

H T n 19.34

a = 20, sinc :~ n is an integer.

Since a = 0.9175 for a = 20 , one should s top test ing the

pro gram a f t e r  20 errors have  been removed.

The next question that one naturally asks is, “app roxi-

mately how long will it take to remove 20 errors?” Assuming

systematic testing procedures are used, a rough estimate is

calculated by mu l t ip ly i n g  the MTTF b y the num ber of

-• remaining errors in the  program.

• If 5 errors have already been removed the n
-• !ITTF(20~5) = 1 .9 4 ( 1 5 )  = 29.1 days.

This es t imate  shou ld be up date d as errors  are removed f r o m

the program.
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