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PREFACE

This is Volume 3 of a 4 volume report prepared for the
Air Force Data Services Center (AFDSC) by the Directorate of

% Computer Systems Engineering, Deputy for Command and
Management Systems, Electronic Systems Division (ESD/MCI) . ; . 3
The entire report represents an evaluation and =3
. recommendation of the Honeywell Multics system carried out :

under Air Force Project 6917 from March 1972 to June 1973.

Work described in this volume was performed by personnel at

ESD/MCI with support from the MITRE Corporation. Computer

facilities at the Rome Air Development Center and the e

Massachusetts Institute of Technology were used in the =4 |
evaluation effort. This volume was primarily authored by -3
1Lt Peter L. Downey. Additional inputs to the text made by ;§

James P. Anderson and Captain Brian W. Woodruff. The
programs in Appendices B and C were written by Capt Paul
Rarger. The algorithm for "better" was developed by Lt Col
Roger Schell, who also wrote the program in Appendix D.
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SECTION I
INTRODUCTION

l.1 Basis for the Study

The Multics system <ORG71> began at the Massachusetts
Institute of Technology (MIT) in 1964 with the objective of
producing a computer utility embracing the whole complex of
hardware, software and users to serve as a model for other
similar systems. The impetus for Multics came from the
successful Compatible Time Sharing System (CTSS) that had
been developed at MIT previously on the IBM 709 and 7094.

The Multics system, because of its ambitious objectives
of serving as a prototype utility was concerned at the
outset with protection issues clearly in mind. The specific
mechanisms designed to permit sharing of various objects
(i.e. programs, data etc.) safely are discussed in <GRA68>,
<SCH72a>, and <SCH72b>.

In response to a requirement for "advanced" interactive
and multilevel processing imposed by the USAF and other DOD
customers in the Pentagon, the Air Force Data Services
Center (AFDSC) identified the Honeywell Multics system as a
computer system that could meet the requirements. Because
of the multi-(security)level processing ancitipated, AFDSC
commissioned the Electronic Systems Division (ESD) of the
Air Force Systems Command to conduct a security analysis of
Multics to ascertain whether the system could indeed provide
multilevel secure processing in a "benign" (restricted
access) environment where all users have at least a Secret
clearance and some users have a Top Secret clearance. As a
result of ESD's security analysis, Honeywell has implemented
security enhancements to the Multics operating system to
support AFDSC's requirements. <WHI73>

As part of the security analysis, penetration attacks
were organized and tested on the Multics systems at MIT and
at the USAF's Rome Air Development Center. Volume II of
this report <KAR74> describes the results of the penetration
attacks. Volume III reports in detail on one accomplishment
of the penetration exercise, namely, the successful
inverting of the "non-invertible" password enciphering
algorithm which was used in Multics at the time of the
penetration in 1972 and 1973. The relative ease with which
the Multics password :nciphering algorithm was broken is
instructive in showing the care with which a password or
file enciphering algorithm must be chosen. It is an example
of how easily one can be misled regarding the
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"non-invertibility" of an algorithm. The method of analysis
exploits some simple methods of number theory, and points
out the general approach taken in such an analysis.

l.2 Why Scrambled Passwords?

The login password file of any system presents an
attractive and tempting target for would-be penetrators of
time sharing systems. Such files have been the primary
target of numerous penetration exercises, because with the
information contained in them a penetrator can masquerade
indefinitely and effectively for long term exploitation of a
system.

For the reasons outlined in <KAR74>, obtaining the
password file internally from the system is of minimal value
to a penetrator who is also an authorized user of the
system. However, for a penetrator who may not always be an
authorized user of the system, obtaining a user's password
is of great value. 1In addition, passwords might appear in
memory dumps. Therefore, password files need to be
protected.

The special vulnerability of a list of passwords and
owners to attack by penetrators was recognized by R.M.
Needham <WIL72> who proposed the idea of storing the
ciphertext of an encrypted password with the owner's
identification. He proposed that the cipher transformation
be ‘'one-way', that is, for this particular use, there is no
need to have a reversible transformation (the usual case for
cryptographic applications). The reasoning behind Needham's
proposal was that even if the file of encrypted passwords
and their user identifiers was compromised, it would be
impossible to ascertain the user's input password and thus
masquerading would be prevented.

Evans et. al. <EVA74> elaborates somewhat on Needham's
proposal and discusses, in a heuristic way, families of
password scrambling functions. The interesting part of that
paper is the observation that some of the primitive
scrambling functions must be non-linear in order to defeat
analytic attacks on the algorithms. In general, Evans has
covered the major considerations involved in using one-way
ciphers for password protection.

The scheme used to scramble passwords on Multics was
devised prior to and independently of the considerations
outlined by Evans (or in the related papers by Purdy <PUR74>
or Johnson <JOH74>).




1.3 The Multics Password Scrambler

In the Multics system, user passwords are protected by
storing the encrypted version of the password in a segment
known as the Person Name Table (PNT). This is the only form
in which a password list is maintained in Multics. No clear
text listing of passwords exists anywhere in the system.

The PNT is further protected from unauthorized access by the
contents of its Access Control List (ACL).

The one-way cipher scheme used in Multics is called
scramble_. A PL/1 listing of the routine appears in
Appendix A.

The Multics scrambler works by first compressing the 8
Multics-ASCII character password from 72 to 56 bits by
removing the high-order two bits (always zero in the 9 bit
Multics representation of 7 bit ASCII characters) from each
character.. If the password is less than 8 characters in
length, blanks were added to make it 8 characters long. The
resulting compressed password, called p, is then multiplied
by its own low-order 16 bits, then reduced modulo 10**19-1.

The notation

(1) R = mod(D, C) means
(2) D = C*Q+R

with
{3y 8 s R ¢ C

and C, D, Q, and R are all non-negative integers. Define
(4) a = mod(p, 2**16)

Then the compressed password conversion to r, the number
stored in the PNT, is given by

(5) r = mod(p*a, 10**19-1)

Two attacks on this "non-invertible™ function were
developed. These are discussed below.
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SECTION II
TRAILING BLANKS ATTACK

If it is assumed that most passwords are less than or
equal to 6 non blank characters in length (the human
lassitude hypothesis), they can be brute force decrypted
very rapidly.

Scramble left justifies the ASCII input characters in
the 8 character field before encryption. As a result, a
password whose length is less than or equal to 6 characters
contains trailing blanks (octal 040) which when compressed
create a p of the form:

p=b(56), b(55), b(54)«....b(18), b(17), XX 0100000 0100000

where the b(i) denotes arbitrary bits and each X can be
either 0 or 1. On inspection there are only four possible
lower 16-bit patterns:

a(l) = 00 0100000 0100000
a(2) = 01 0100000 0100000
a(3) = 10 0100000 0100000
a(4) = 11 0100000 0100000

From (2) we observe, where Q is the integer part of
b/cC,

(6) Q = floor (D/C) .
Letting ¢ = 10**19-1, from (5) we have r = mod(p*a, c).
Applying (1) and (2) we obtain

(7) p*a = c*q+r, where g is a non-negative
integer.

In the special case of trailing blanks, we are
attempting to find p in (7), given r (the encrypted value of
p from the PNT), ¢ (10**19-1), and the only four possible
values of a. 1In attempting a brute force decryption by
trying all possible values of g for each of the possible
values of a, the only deterrent is the maximum value g can
obtain from (7). The maximum value of g determines the
maximum number of trials that would be required.

e = VTR SR TIT
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We can determine the maximum value of g by noting that
(8) 9 = (p*a-r)/c < p*a/c
By definition of a, we have

(9) a < 2**16

Similarly, we have ~
(10) p < 2**56 and ‘
(11) ¢ < 2**64 (i.e. 10**19 < 2**64)
then . : : -;:
(12) p*a/c < (2**16) (2**56)/2**64 ..
< 2%%72/2%*64 -
< 2%%g o
The significance of this result is that a is so small
that only a little over 250 trials are required to determine -

P

A brute-force algorithm unscr (r, a, p) was created
which finds a valid password, p, which corresponds to the
encrypted value, r, provided a = low order 16 bits of p.
Figure 1 is a flowchart for unscr. (A listing for unscr
appears in Appendix B). The unscr subroutine was applied to
a PNT which contained 1082 entries. Unscr either printed a
recovered password, or reported a failure (passwords > 6
characters long). Figure 2 depicts the cost in CPU time of
this program on the 1082 entries. Sixty-two percent of all
of the passwords on the MIT Multics system were thus
obtained with little effort. The figure shows the cost in
CPU time to recover short passwords was minimal.
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l [P = (c*o+R)/A(K) ]

IS MOD(P', 2**16

s 7

RETURN J

FIGURE 1. Flowghart for unscr.
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FIGURE 2. Cost in CPU time to either successfully
invert a password or to report a failure




SECTION III
GENERAL SOLUTION

Having developed a solution for a special case, it was
of some interest to determine whether or not a general
solution could be obtained. Such a solution was found; it
was based on the observation that the low order 16 bits of
p*a (the immediately transformed password (56 bits)) are
identical to a*a.

Call the low order 16 bits of p*a, d. Then,
(13) d = mod (p*a, 2**16)
Let p = x*(2**16) + a, where x is an integer. Then,
(14) d = mod ((x*2**16 + a)*a, 2**16)
= mod (x*a*2**16, 2**16) + mod(a*a, 2**16)
= 0 + mod(a*a, 2**16)
= mod (a*a, 2**16)
Let the function mod(a*a, 2**16) = g(a). Then let h(d)
denote the inverse of the function g. That is, h(d) denotes
the list of all of a, (a < 2**16), with g(a) = d.

The general decryption algorithm was called better.
Better first generates a two-part table. Part I contains
possible values of d and a pointer. The pointer is either a
null pointer (if h(d) is empty), or it is a pointer to a
value of h(d) in part 2 of the table.

The interesting aspect of h(d) is the fact that it is
quite sparse; consequently it has the potential for rapidly

discriminating whether or not a hypothesized inversion (of a
password) is correct.

To illustrate what is meant by h(d) being sparse, consider
an example in base 10:

g(a) (mod 10) g(a) (mod 10)

I
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Then h(d) is given by:

[ 4 h(d) 4 h(d)

[ 0 0 5 0

} 1 1,9 6 4,6
2 null 7 null

t 3 null 8 null

» " 2,8 9 3,7

In this simple example, only six out of ten possible values
of d would need to be considered further in an attempt to
unscramble a password.

Figure 3 is a flowchart for better. A listing of better is
in Appendix C.

The procedure better was run on a PNT of 1085 names.
The following CPU run times were recorded.

Table generation 200 sec
Inverting Passwords 148 sec
Total Time 348 sec
Cost/Password 0.32 sec

Note that the cost figure is comparable to that for the
special case decryption based on trailing blanks. On a
larger PNT, the average cost would be less since the cost of
the @ and h(d) table generation is constant.
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ENTER

=q+1
‘ c+g+r l

>
d=mod (t,2**16)

b
generate all aeh(d)|

select an aéh(d)

411ii|iiliiiilli>

pod (t/a,2**16)#a>

RETURN

FIGURE 3. Flowchart for better.
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SECTION IV
BUGS

As an aside, it may be of interest to note that in
developing the general solution outlined above, it was
discovered that bugs existed in both the mod and multiply
functions in Multics for double precision integers. Because
of limitations in the Honeywell 645 hardware instruction
set, these functions were implemented in software. This
caused the decryption project a few man days of effort to
diagnose what was really happening and required special code
(that exactly reproduced the errors) to handle the bugs

introduced by these functions in the original scrambling
function.

It turned out that the unscrambling routine which was
developed was put to use when the bugs were fixed. Simply
fixing the bugs would present a problem since after the bugs
were fixed, users logging in would have their passwords
scrambled to new values which would not agree with the
values listed in the PNT. This would happen because the PNT
was created using the incorrect mod and multiply functions.
The users would therefore be denied permission to log in.
Because no clear text listing of the passwords existed, the
unscramble routine was used to obtain a listing of all user
passwords when the bugs were fixed. This listing was then
converted into a new PNT using a new encryption routine.
Appendix D is a listing of the new encryption routine. If
scramble_ had been truly non-invertible, it would not have
been possible to generate a new PNT in this fashion.

14




SECTION V
CONCLUSION

Password encryption is not a fundamental requirement
for providing security in a computer system. As discussed
previously, if a penetrator is able to access the password
file in a computer, he is most likely able to access any
other file in that system as well, and the knowledge of
users' passwords would be of little value to him.

In addition, it is generally unnecessary to access a
password file from the system in order to obtain a user's
password. Obtaining a user's password may be as simple as
copying it from some place where the user has written it.
Even if the password is not written down, it has been found
that passwords can often be easily guessed if the users are
permitted to pick their own passwords.

To demonstrate how easy it is to guess a user's
password, the Multics password list obtained from the
decryption effort was sampled. The following approximate
percentages of "easily guessed" passwords were observed:

Total Passwords Sampled: 325

Direétly Associable 100 - (31%)
Common English Words 50 - (15%)
Short (3 letters or less) 20 - (6%)

Total Easily Guessed: 170 (52%)

The category of passwords directly associable with the
person covered two types of associations. Names, both
personal and project, were one type used to provide
associable passwords. These passwords consisted of
initials, first names, reversed spelling, friend's names,
etc. Numbers, such as telephone numbers and social security
numbers, were the second type used as directly associable
passwords. Combinations of associable names and numbers
were also observed.

Based on this quick analysis, the conclusion is that if
users are permitted to provide their own passwords, the work
required to "guess"™ a password is highly likely to be
minimal.

Not letting users pick their own passwords is one way

to minimize the possibility of having a user's password
compromised. <GAS75> describes an algorithm for generating

15
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random pronounceable passwords. By generating pronounceable
passwords, the algorithm produces a password the user is
more likely to remember, thus minimizing the need for the
user to write it down.

Another technique using one-time passwords is described
in <RIC73>. Under this scheme, a user's password is changed
every time the user logs into the system. In this way,
obtaining a user's password is of less value since it may
have been changed before the penetrator attempts to log on.
It also serves to alert a user if his password has been
compromised. ’

Despite these drawbacks, use of a properly constructed
one-way enciphering algorithm can provide a measure of
additional security to a system at very little cost. It can
provide security against anyone obtaining a password list
through an accidental dump of the system files, for example.
It will also discourage a system administrator from thinking
that in order to be responsible to his duties, he needs to
keep a listing of passwords in his office.

The development of an "irreversible" cipher
transformation for encrypting passwords is harder than it
would appear at first. The Multics algorithm appears to
have been selected in an ad hoc fashion. Even so, to the
casual observer, it would at first glance appear to be quite
difficult to invert.

It is interesting to observe the two approaches
embodied in <EVA74> and <PUR74>; one which creates complex
ad hoc algorithms, the behavior of which are not known, the
other which adopts an analytical approach to the design of
the algorithm and computes the probability of successful
attack under stated assumptions regarding what is known or
assumed available to the attacker.

For future developments in this area, one or more of
the functions discussed by Evans appears more promising than
the function which had been used on Multics. ESD/MCI has
provided an improved password scrambler that is now used in
Multics although the "non-invertibility" of it is not
guaranteed. This routine is also used in Multics to encrypt
and decrypt files. The basic encryption algorithm is
contained in Appendix D.

16
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APPENDIX A
Password Scramble Listing

This appendix contains the listing of "scramble ," the
program used on Multics at the time of the ESD security
study to encipher user passwords. This routine was invoked
at every user login attempt. It enciphered the password
typed at the terminal for comparison with the version of the
password stored in the Person Name Table. As a result of
the ESD security analysis, an improved password enciphering
algorithm is now in use on Multics. This improved algorithm
is listed in Appendix D.
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{teun (97) 319 919 T
‘1eun (95) 37q ped 7
‘paubyte (zd) peseq As3 1 1op

fteun (L) 319 (8) 2 ¢
‘teun (97) 31q ped Z
‘paubyre (zd) psseq xs3 [ 12oP

{(zd) peseq paubrre (8) ieyd goq
‘(1d) peseq paubyre (ZL) 3Fq 3Iqq@ 2P

furq paxt3y (¥‘t)
™ m»maumoo paseq 03 si13d 4/ ‘33d (zd‘1d)

‘(1L) urq paxt3 Tdwey
‘(g) 1eyd dwdy  TOP

{paubite (8) aeyod bae 1op

o e i
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APPENDIX B
Unscrambling Listing for Short Passwords

This appendix contains the listing of "unscr," the
unscrambling routine used to invert enciphered passwords of
less than or equal to six characters. This froutine is
discussed in section II. When unscr is applied to a
password that has been enciphered by scramble , it will
either return a recovered password, or it will report a
failure if the password is more than six characters long.
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faosun pua
£(4,,0,,) uiniaa

\ {pusa
Eieom ‘pua
man.-.ﬁ..v uinias uayl q,0, = 919 I
{(Mm) 4ppe = dd
F e =« A =M
(0 ‘TL ‘e ‘3) BpIAIP = A
{op

uayl o = (e ‘3) pouw j|
: {4+ bxd = 3 N
{(b) ejep Ind uayl ¢ = (00T ‘b) pow |
{4y o 0=b op
T + (0 “TL ‘2 ‘Y) 3piAalp = y

‘ese + (€ - €+90000000000000000000000000000000000000000T) * 90000000000000000T = Y

‘313@318

‘leun (91) 319 919 2
~_wcz (95) 319 ped ¢
‘paudj|e (dd) paseq s3|q 1
,,,,,, , b s X ] I
113
(u|sAs
‘3u)adsAs )
Lop
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{43d dd
‘(1L) uiq paxyy

\.- v
U] (6666666666666666666) I1U] paud)|e (TL) ulq pax)j 2
, ‘ Lop
{(paudjle (1) 31q) suanias (A ‘e ‘a) d0uad
140sun

~@nL IPd 0°0Z0T TL/%2/0T T1dTadsun

11d*aosun jujad




APPENDIX C
General Unscrambling Listing for All Passwords

This appendix contains the listing of "better", the
routine which was used to successfully invert all passwords
in the Person Name Table. The nature of the. general
solution is discussed in section III.

23

v

ix whAN

Mye'

: o P 'I.-. n




_ “ ..ﬂ. et L .n.,n ¢‘.-.- |

i . !
Lot vad vy ..c..... N :..ﬂ} Jus dagep ,.:.. ....,; TR ...4._. P Wb oL adat G R "
SLU| MOIS | UAG Joy u2ds QLS m+ vstita 1shr R | SLl Luc 5 Yl Cads cLiuut G EARTIRT]
% pue px uj ”cc_._>: Z:c_.... _o.c [xeo ch aC GLEN Leeey S0 50000
h te‘o Lxeo 1 50 LOT uLLEet A T
’ Fuspagp beas us e TL3L 55000 ) P gy
AQdpagni tiody 319 1901 9401504, 114 150] rv40 HY G TSLe 650G, Y Uy ypr
TYOC PO TATT U1 5317 T30T 99Ct FOOTGCY S0UG 398 ThIn T T T i [N SR e
: X Alpo g 5 LY Gu TLEE 9500C
R 18 [ a1 H L] :
: s povad Jo ssop ou, 1] he N GO YY) LuLeuy
PUTP AP ST O3 UL, - C50U0T 39S (B8] i LU LEUD LU0ue!
EX Ul Ind pul uojs|coad mwO—ICC Ay donpad,, ne‘cy- W7o (4] 1 042 _ﬂcmhsh
: TUSGUITTE XOPUT 0T TUSToav g, ot R Bl ST UC G4 cteoun A T TR ¢
) SSOL UOES O4d J0d Us|D,, VOTddwLUS 2l 1 00 IS5 TSUGE 2 TC TEEGnd
- Joo| A5UU| U QUDASISLP S, SOOIy Uy Ul U CELD CTOCHE 26 enporn
) Indu Isu el vaLtdwod,, ‘7 |de vudus Le 07 TLZIT Z0oGoD ¢ 20 yoppur
g— dopugenad xig, pTyiyiLs eyn g LU 0SEH DULILE e st
4 Jouaagns,, o dowus P w4 0O LLLY _gatou_ 0 vt CARES |
s ] AL O WOdJ JoCAIGIS OF 3US,, douy A 0U VSIS LOOUDL I
Ay L buW 104 03 e A Ld N, __bouy duyp G¢ Uu 09 chivuve Ch  pLLune !
s ¢ 8 49093 U| VHLL 0] Jogunlu Dbkl ppre,, S¢Y1LA Leyp TS Ou OLLY Vvaluoe Yy Loutow |
[-CT**UL JO UO|SJIDA sUILOLY Aq VP IALR,  pouy APJIP 191 Vo GL9Y entveo vC Jcuiuu |
: PUUP AP JO UO|SA3A pdICLOL),, 92e(douus 1s4p 5L v [LSH C50UL 0 © 3CuluG
AP0 Loty LY LAUZ ppi, np’-y= pey _Le ¢0_0SLY_LOLOLS v wiulev
il : 9 01 JUYUOdXY BUZ]Lwa0u,, NpTGTYTL= ol (11 €0 OLTH VVOITC  ©vLC ¢ZoLOL
A e i ' __ Alpo beys () 00 ILSL 95000 9 ev  ZZQU000
] tAajuaTiq  gg 220000
: & doo| 3dujppe 3z||e|Ijuja4 pue,  x‘g|de bep| Lc 0Z TLET TOOCU U v<  1ZOOOVO
4 o 4 sdool Uy ssn 03, 2149 3su| 9x1> Yo 00 L[94%L 0SuLL Y4 et Pgo00o
. v - 1oNpPOSd IA1I1R4BU B JOJ YSTW 3S|I,, "p‘00000Y0= gxJo 5 S5¢ £0 0992 000004 ev_ {10000 _ S
.m el LI® 2] pPaftl 8A,3m OAI|SOd j|,, Uuanjoad J0au9 zu} e 00 0109 SET000 6 9Twooe
! , Jojuogpu) ssed 39y us|3,, I|q Is0| 9%/ $C 00 19¢C 0SUOU 9 CU SIPGLE o ﬂ
,.mw.Run. SURIY dday T34 UL(S Ul muijauao LU g, TAULT LYy fds ce 60 LyLY Zlvtut o yIneLy 5
W , shinpow buepe i U0 GLSU SHTOGE LG STeLe
: b Alpo bupy ve VU LL%¢ Ys00e ) ©F G Leuon !
b .ﬂWﬂWfl-! 1 SdootTelg 1 clplvn
i
1 AajuuT iy e Ll Ul 0LTL ciuuut 2§ :_:.
) g JONPOAS OAIsud 0 VZPYIUf, AiY Isul Z15 91 cu [HCY 0soun ) i ¢
M s 13d 9yl ONLEBA JO VLLEA LUALS, 434U didis ST 00 T0SY 096pr 0 wee ::::
1 d uUp 91423 dnjea vl Juugc »’gldl dides Ul T TOLE GOUOn 4§ v apGror
9 yed 9anjLa 03 Jojujed 0] .Zu:_c.:r #’g|de ddea N 1 ¢ 0c_TuLg ulvon @ 2t SeCLue
dq U] oyl Xopu] 03 dojufcd, *701dq dqacor ) g 10ss DOUOL ¢ <O Surauy
JiGe] XUl €1 J4ojujou L0 avlujud,, ;c_a: dedoo X 0C LeSsg S000t ¢ v CLubLh
Juowndae nduy Adog, ¥’z de Ul ve TLSe coule n ©l  Suetow
‘ (G AN o AOaN VR 111 TVR AN A { W BT !
: ; ysnd t Ll UL GLToN S_::.
_Bdeaaay S a1 UL T [ !
EFRETUNN T p oy BT TS B = P B
ALpu pdeog 4]
puvp A gp 4
Joe (dauos Yy
143501 <
10710y Adjuo s voeeuLd i ot TG e
ALY B 2[5 By (s 11 OV [ e (R i 0LLLGHE
ULV RS IS T ERPAPATE 74 SR VW § ROV FN]
clli i SR IELITE S VAN :
Teoirgu™ Sluye i1s1] e
Pt R EULF RO (000 A SRR =
ST EaS T T ([ T R TR L T N Y S R T .
: ) ; 144 50 Iibe a2taddeld 151t 0110y




e

e

B e

v . - - o - -
.&.zc.. v ! (VAT AR R (R . LYt
o yl de beys 1L 00 TLSL HULLL © vE aCInLg
duuTEnu jw Lepr g LIL NG 0L$T w4Tuerc vo o SEI00L
) TUHANIOAT A0S0 91l GE TN
s 501
4 VAN W DY T T AN -
I EY] el e [UlL cutue ¢ v KERERHE
tuanjod ¢l _.m.:.:.,
It
: ! ] ‘1ldy 91xs (1L wu L9ui Leooe 7 e llou
1UDPI0Nb Udniag, Cldy g LUt LoLshL Touey ¢ CLilLE
: (UM} gxLY YUl LL USC) ubeuh fzlCoo
vidg uy,, s7uldi Al Lul ST LILS tuues % utluts
81 sl aoL GO ULs L Ceevou LIl
QA0S jue,, [+ppuvp |A P by 01 Cu 19%¢ SSGCe 2 €2 981w,
4 & doul U] poats, ol dq clxs T 00 L34Y% 00GLS T 2V STIEED
16’0 %o SOl 90 039 00LLOL  PY NILGLH
ALSNOAdad Jcu,, s‘gldi ALy 0l ST 1905 0UGDU 4 ©V ¢TTIGeD
' o1 Sa nr L LSSl Caouid LA S W
0y i e Al 8 M e ULT oL 0982 vuOLue  EU o LCTeor
vldqg ¢¥as oL U TENd U900 T TR ecTeet
uojieuisop INdIN0 01 Jujod Jdg oL, Y| d2 dqdea g 0T TC5% W0OUCG O e”  LI1uoC
Le
aco| zZuj I 00 _GILd SY6UGE oy aruen) o
:_‘._.:n:cn cxueo St LU UL WlLLLl T SIT000.
—— e LM oXeo UTH 96 0TL LLULLOL R} & §THIE
e S701d1 Ap s ST 1905 Geecee 4 @ ¢i1GCn
. : 31 140 et 00 0TLL TeGoou v ITLeLe
IUVLI0NL 394,  Puop AP b {0 00 T9¢Z %5000 9 ©C [LICGO
ue
POUl g qJuU g Ujkse AdYy, Jou| zu G2 00 0TVY S9000G VRS @ 1] (] CH
Y - e 9T+ pou,, {P’S5¢SS9 bued 83 L0 09TE Z2LLL1 ee /01000 -
s’oldt Liys L3 ST TYET 00000 % ©ce  9¢To0C
h . ¥ 9% Uj§ IUvjIONL vAvs, 10 grea 98 90 09¢9 00VULL kv SOTO0L e
' 58
ujeve Ay 'oavz-uou 4|, dou| <u] h8 00_01T09 _S90000 €0 wofrouo
49puU jLwad 043Z JSOW|E 403 )O3y, % ‘9 1qey” 9aedwod eued ] 81 0STS USIVLO ey SeIove
= il ¢ - SO oy > s‘uldl ALp <y ST 1905 0VOULC % €  ¢LIGUU
81 sS4 18 LU 0gel cclLLLY ve  joteut
_PAOM PUIP AP 40NOL JO ISDI 304, I’y bes g IL 09€9 0UOLLL e YULCoD >
e s7uldt AP 6L SL 1905 000LO % Cv  £L0000
- Jopu jewyd SNOJAIANJ PECy 81 sS4 3L 00 LEsL TZ00OLU ee 94000
Jey Jaddn puop jAp a9hoL 3194,, ﬂ.::cc_>_= bpi Ll 00 TJ€C GS006 9 LR GLGLCG
. s‘uldl ALP a ST 1905 GUOOU % ZC 410000
( Py e dopugewdd yijh dn 155, 81 sdi 5L 00 CEEL cThouh v gLpoon
. : S114 gL 1%9Uu, 0’0 bea (T4 U1 09§D LLOLDY e TLELno
s, Bk ) 1004 1C)d1 Aq wptAip,  §T0ldl ALp ¢L ST 1905 QUOUG & ve TLoeat
f : 31 [E1) il 0U VZLL TEvoel (AN e
PUOPTATE JO SI[q T 3Sd[) 3194,  pudp [A]P b 1L U0 [ueC hWLoLo LIupbe
9A LI voyn Duop,,  dooTplw 1w Ut 00 U S50000 SRR AT
JUNOD JUUL waLnbs JUOWIATIP,, 571~ GHCO L GL V9 h LUl Sreeue
tdou] 50 SL00Y
; oy . L5
di U] 3] 01 Jajujod pue, 9/pldlL Jdpded B 1 91 _L0LE 00LOT %% 2 waeern
1004 3531F oF Jsqi 39s,, t7oldq I 5 {1 [7¢C bo0ot »  C&  ¢aclv
JUVWEYS JN[EA JU 950G V] Jujdjoud Jd| Y8, x723duy Jduo %) ne TULE GIloLL 3 et
VILHLS IXIU Jue VUOU J),, JOO[TPIL 023 €9 0r LU SSuULY vy
Qaenbs Syl J0J SI004 JU JUNUID JVs,, L0lYy qixt o LT TSCL ouuut ¢ v pfveet
fa2puoTdue T 19 GOLLOG
Vdehius AXOU Op velwy, ('L RS by L1 0LE2 _luuiiy AL I
GUGU| 401NU U Us utiop ..-_.. JUU ey 0 it CU LULT « (ol FLR i
JRSSUOLAIU Sadenbs JUNOY, e’1- a0 5 7 €1 Uiy Lietdl o . _ “
suot | pgt
Sudenbs UL BU A0 JALLY Ve, AdIUOT VO _—. e R . G COle evote ,
- LY Y| oaunby, H v WL LOItlw 1

e B




Ly e W L MR R J § - . . .
&kﬂ.ﬂ fa g \ “ a
§ gheep o e g b ¥ ° 4 y e T Ul 4
» wq Y b ; o el SHT TAT Utu

oletil “otuut
ceptech ¢oubuto
cOulYe LLuoue
: ) OUL0UT LUNGEL

ocoeLe? puteee
COrUOo courot

S4TUVIL G !

cLZuun
GLotoL
Lot
cLeous
LI
eicogy
VAR UG
RIEHITE

Cliilee ASLNL God SHolAlENg W arnstet

AR )

(1Y) ::—A (TR U
e Lol vy 4
Ce ULty CI6LeU

BN
"o

5
ve

qUiuee
weooed
LuZeut

53JudNuds Audianie?

¥ |ruo Gl
= i : e ,
oohLLt 150 e uuHLLl VUCulue (S SR P 1 1
ovyLLT 120 PAUN | ULIJLLT LuLoLL R (Ui
vuLiLlt 120 [yt 0ULLLT vuoLLY L2 GOl
OWLLLt 100 vyl ONLLLT 0VoOUOL ee fLivue
0J3ZLLLT 330 (KA 09ZLLT veouue [SEYA ({1
0LLLLt 1%0 usl OLLLLT VOOLLOD e sLeee
x TRt 120 Lsi WeLLLt G009 Cv G2T06C
ILLLT o0 4 961 9LLLLT vOLGOU e g Toun
LLLLLt 100 56l LeLllt oueGon ve Sltoue
qeyTsew s 1 cLivee
LLS 150 (441 ZiTuo0 octovto et TZTont @ T
Lt 3200 ¢S1 LLTVOL VOO0 e pLreeoe
LL 120 st LLoOvO GOODGL (LA | EUTID
Ls 120 0S1 LSOUVOC GUOOLL L2 991006
L1 390 it LTU0UG VOVODD A AL (U TTU
L 120 ant LOUCOG GLOCDo R M0 €
[ 150 A £Locoe oooooe neocareun
1 100 nt 100000 GOUOOE v gateeo
0 150 aht noocue 0000Lo o &R (U TS
HE X ETTES BT TUT Ve B 1S ULR¢ 191600
ouniLleLeLeid 120 ohy GONLLL LLLLLL e guTuLe
LVOVLLLLLLLLL. Jo0 [ QONLLL LLLLLL ve  (SsIcoo
volLeLLeLeet 150 [0 ovLLLL et ce  gsroco
ohnLLLLLLLLLe 120 unt oneLLe Lt "e  SST1000
voLlLLLLLLll Iv0 uet 094LLL LLLLLe - ve wS1000
oLLLLLLLLLet 120 8¢l oLLLLL et ec ¢STouo
Conelilleediit 120 Let WLLLLL LLelil  ce ¢Sluuu
geLLLLLeeLee 320 e ) QLLLLL LeLLet e xstoge
Lt 3200 sel LLLLLL et ee gstooo
19 qey Daeduwod UTR ¢ 0ST00G
aLLLLrLttee 150 gl 9lLLLL tittée AR O]
09GIL0ES0T00 3190 el UYuUTLv £50100 °r o 9qT000
) T-T-(0I*x01)y ‘*shamon  T€T Julouo
(£
| TR | O T (ULLLL LILLiT & ~3ytcon
= QI all LLLLLL el e 6ot
19U0TSHU L Ll URT IO
: AT Y ATATY § SR U ) T
LLLLLLHLOLT LS Eniue Jou oy 9¢l uehhey Sehuie ve o gyiome
e i e e e e SOUDBUTE U 2t T S N e
VUULUULULLLL  OCU0uv0VLSTE 100 AT VA Sol LuLGuLL LuLaLe (SIS PR R £ (ML
HuAY ol —
\ . " S | - *
vAiLd " cul
35 | P

s




@ e ———

DaLuNG oLl v googbo
) ol S [LUTI0 040291 ve  Zgouue
! SATleht sSstant e Tevouo
. LSS o ol ek JITLST I9LTIONL e Lot
Sl USUTIY0 I50090 V2 Liuut
£ UN0YST (S1isl Lo J40uue
£91291 sutact SCuuby
% ON0STT HTTIvE S PATITIT]
QULULY Y900 U CZupnuY

. ¥ ZULU00 TCILLG  ve  ZEguou 1
{ LITOUU OLCOOL  “C  1Z0ULO
cOI0bU_DOLOUD __ev  LZuouw
0STO00 000DOL  ve  LToeto
: 0000HO MH0000 te 9TeoLy
cOULO0 ceovon  re STLUeY
x N, il OLTO0O WYOULGL B yToLen
ohovoy weauee RIS (R
UhooUe 420000 ve CIcuLn
) 00040 UwLON 11ugoe
= A K : A>Eca bl Uh0SsSL uSTINL (8 QU]
NIOTeN 291907 Logooo
T b o AL 1£N00T 00000Y L0060
shLngeL Twlten sueone
ZZM00T 000000 neency
HGLoCL eeuout e Cuoenn
2 4 et I Y e bl i i (Aot SHIGHT o191 v geueou
eSSt TLTCOT ve  poocee

3 S 100LBL LUCLOL v GUBLVD n

Jiauyil g
o AT g, st VLGB WOGUATN T ?

uTuLuL 00OVGLY ¢uLrue
e 4 UIOLOL QTUULL ¢ Jrutue
CULULO GOOOVL L2 SeeeeL

; VOULOU BELRLY Y yreoun o
a 00000 COLULL L guuoLyY
W, 4 bR T i LN e i SR 00LO0U 0OOGUE LR ToLubLb
- 0cLoVn 90T00L (U (0
> 0GUOOE_LLOVOE L2 DooLEL

iVl RY

HON N I

oA

(VY
oveuye

cooeos
U

RO SO ST N

o
L]

LIV R |

Leohue
o B 8 (]

S0 adLitos d

S id AdAL

SLG 1SR e

duiray

vyt
a1 chut
€T as1
S0 TLL
catted

(LU BRA §
LN uit
L51 ¢
€Ol
LotuLu

e CLULYY LUGLLE 25

GL00GS

LI SR RRARRE §Y

CUGLLL

Sl 4il

chit e
sl
Woctun
St

1¢ooty

ceetm

Ledtut

..:”Nfr,.

Seotu
9 6T —
Ceoht :
SosulL ]
oeee

Leaout

LTcnut




TP
¢
Sy g ‘Y FA03 3y SETE [ RTRNTA 25
*3h 09y YT saunT s it
‘ah tdulluy SouUTIus <
AL TI0T19N iz wanyos 4t
: ] t493130q YTRE a4
‘1 1491194 Snpngot ayl
- ‘Lt $A0330y SUUTSNU Yl
‘95 $4971319y Aa3uuTioG | Tp e 01
‘LS 4932104y doulTpp C%
e G HP R B TL9CTY 150t A0 ek
. o ‘ue ‘€t - ‘91 i $a03194 _%_;!hac. nw~
*G0 T ET TR $40110¢ Jooy 6)
Y 1 My ST UL $49130¢ d4uyy (]
L L $a9139y SeNila Lat
*Jol ’'SE ‘s 240130y Jrea.y 231
. OIL he Tivnaeq Uaiod 40130 el R
el e 50 ‘b ‘L ‘1L ‘0S ‘g $A0310q juay pagp i
] TTTTUURELTTERS $493194 Y S v EA TR 5t
*38l ‘Ze ‘Ut $do3oy AJJUOT g & 4
; 1 S 1L T ¢ 1191194 A0 4 :
‘8 72 1101194 10139y u
LU-.E:C G:—.- C—_& UoAno; —:.___.n,.. RLLE REFN
VIILSE) Dii3ulddi¥ SSudd ANadssy Collrnl HIL?
ohessl wstust veo potest
\J“ucmc— shintt ee rmw:p:
B &30 S0 S LIUouG
- ctIcul Culcet RFAU ST ]
* Zbicul Teinel i AR
clISCT culINt nLoten
G0TSeT THONLE gl0000
WEE* 10339640 LNHYNIZIDLaAF ppd VR SR U 747 oo SLoule
U0T00C 15T 0. [HS VAT 5
wehoel vouoooe (AR ETH
hostel thghon L AT
LEOUUL CLLOODO J9uo0ey
LLUULY BLLGLY 49000
e s LUUOLL DUULYU L WIY00U
vavohy vy £ 9uLLo
040049 vYLLYL cJuouu
U000 0YHOLYC 190000
0%00%0 ohQULYO 090uC0
0%00%0 0400%0 ee [S0000
TR e e S D B 0%00%0 VW00N0 _ Ce 950000
VH00H0 OYOLWY e §50000
oRennl enIshi ee yseo00
¢Stent LsrLst ve gspouoo !
= LI15hT 9sToNe ve 750000 ;
; 0%0NST WSTINI re 150000 -
LA ST I s 3 ENTLET LOTSHT ee  Qsouoo L4
9ST0%0 0h0e91 ve  ghoouoe ,
NSTLST Tulsst ne 9yeove
LTSS Luhooho e SH000D b
notent rsthst ve o yh0u00 1
(TR T A TV A ceo chpooo )
et SR o R SE W TSR WOUNO_tLhauuhe 2 Juoegw 1
vhanye cyoon e preoun
LhueKe OROuYe whuGue M
oheone LEopre
: X thrrsd HEAURUE

Heldse ¢9tunt 33U AU
IRITOT THICTT U psnany




APPENDIX D
Improved Password Scrambling Listing and Documentation

This appendix contains the listing of "encipher_%, the improved
password scrambling algorithm which was implemented on Multics following
the ESD security analysis. This program is also used to encrypt and
decrypt files in Multics using the standard Multics commands "encode" g, 1
and "“decode". i

The algorithm generates a new key word by forming a function
selection word from the last ciphertext word (or initial key at the
start), then using the last ciphertext word as a fill, generates a new

key word according to bits 0-4 of the function selection word as shown :_,3 ¢
in the table below. The notation used in the table is: : 58| E
0 rotate function (circular shift the value on the ;g
right by the amount on the left)
+ addition

] 'exclusive OR

The expressions are evaluated from right to left with parenthetic
grouping having its normal meaning. As an example, the expression M5 +
A5 @ (M4 @ M3 + A3 @ (M2 @ M! + A1 D C)) would be evaluated as

a) Rotate C by the amount A‘

b) Add M?

¢) Exclusive OR M2

d) Rotate the value obtained thus far by the amount A3
e) Add M3

f) Exclusive OR M4

g) Rotate the value obtained thus far by the amount AS
h) Add M5

The values of M1, ..., M7 and A1, ..., A7 are offsets in the register
containing the key. The contents of this register are obtained by
‘ applying a Tausworth pseudo-random number generator (1) to the input key
; value. The value of C is the word that is to be enciphered.

Figure 4 is a flowchart for the portion of encipher_ that actually
performs the enciphering of a word.

(1) whittleself, John R.B., "A Comparison of the Correlation Behavior of
Random Number Generators for the IBM 360", Communications of the ACM,
Vol 11, No. 9, September 1968,
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Function Select = 0-4 of M7 @ A7 D (M6 + A6 @ C(i-1))

BITS 0-4 OF KEY GENERATING FUNCTION
FUNCTION SELECT
! (bits numbered

r Be 3, 2,12
| | o=
; 0000 M5 + AS @ (M4 @ A4 D (M3 + A3 0 (M2 @ A2'D (M1 + A1 Q@ C)))) -
; 0001 M5 + M4 @ A4 D (M3 + A3 @ (M2 @ A2 @ (M1 + A1 O C))) T
{ 0010 M5 + AS O (M4 @ M3 + A3 @ (M2 @ A2 D (MY + A1 0 C))) :
t 0o M5 + M4 @ M3 + A3 @ (M2 @ A2 D (M1 + A1 D C))
; 0100 M5 + A5 @ (M4 @ A4 D (M3 + M2 @ A2 @ (M1 + A1 O C)))
; 0101 M5 + M4 @ A4 D (M3 + M2 @ A2 D (M? + A1 @ C)) : i
f 0110 M5 + AS D (M4 @ M3 + M2 @ A2 0 (M1 + A1 O C)) -
i 0111 M5 + M4 @ M3 + M2 @ A2 D (M1 + A1 @ C) ' -1 8
1000 M5 + AS'D (M4 @ AL D (M3 + A3 @ (M2 @ M1 + A1 @ C))) +
1001 M5 + M4 @ A4 D (M3 + A3 @ (M2 @ M1 + A1 O C)) N
1010 M5 + AS @ (M4 @ M3 + A3 D (M2 @ M1 + A1 D C))
1011 M5 + M4 @ M3 + A3 @ (M2 @ M1 + A1 @ C) R
1100 .- M5 + A5 D (M4 ©@ A4 D (M3 + M2 @ M1 + A1 D C)) - - e
1101 M5 + M4 @ AL D (M3 + M2 @ M1 + AT D C)
1110 M5 + A5 D (M4 @ M3 + M2 @ M1 + A1 O C)
1N M5 + M4 @ M3 + M2 @ M1 + A1 D C
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FIGURE 4.

START

ROTATE A COPY
OF C(i-1) BY 46;
ADD M6

ROTATE ;
XOR M7

B

USE 4 LOW ORDER
BITS AS FUNCTION

———

SELECT
E

ROTAT
BY A1} -

c(i=1)

ADD M1

| ROTATE BY A2 ]

| XOR M2 ]

Flowchart

N

for encipher_.

N 1
) ROTATE BY A3 J

—_
| ADD M3 9

L

| ROTATE BY A4 )

s

onn M4 ]

_LADD M5 3

CREATE NEW KEY;
ENCRYPT NEXT WORD
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MISSION
OF THE
DIRECTORATE OF COMPUTER SYSTEMS ENGINEERING

The Directorate of Computer Systems Engineering
provides ESD with technical services on matters
involving computer technology to help ESD system
development and acquisition offices exploit computer
technology through. engineering application to enhance
Air Force systems and to develop guidance to minimise
R&D and investment costs in the application of computer
technology.

The Directorate of Computer Systems Engineering
also supports AFSC to insure the transfer of computer
technology and information throughout the Command,
including maintaining an overview of all matters pertain-
ing to the development, acquisition, and use of computer
resources in systems in all Divisions, Centers and
Laboratories and providing AFSC with a corporate
memory for all problems/solutions and developing
recommendations for RDT&E programs and changes in
management policies to insure such problems do net
reoccur.
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