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I. INTRODUCTION

Although political terrcrism has captured headlines for almost
a decade, its main blows have spared the United States. The civ:l dis-
turbance events cof the 1960s in America are pale alongside *he violence
and sensationaiism of European and Palestinian terror. However, with
moderr: transportation, modern arns, and a rising demand for public
attention, the r=ach of political terror is global. Future terror
could be directed against stronger, better defended American targets,
including Army installations. Total protection from terrorists is
impossible; however, Science Applications, Inc. dedicated itself to
finding the most practical and economical means to thwart terrorism
on U.S. Arm installations. This study provides ways for the
Department of the Army to upgrade policy and directives which will
provide commanders and staffs at ali levels with m.thods designed
to deter terrorism, and if it occurs, to minimize its impacts on
personnel and other resources vital to the Army's missions. 7he
value of this study will not be in developing new krowledge, insights,
or exotic formulae - its real worth must be measured in helping to
make practical decisions on allccation of limited resources to protect
Army installetions against terrorism. Money and people are in limited
supply. Manpovzr and money costs may be minimized by judicious changes
in policy, procedures, training and indoctrination. The SAI study
team consistently sought to optimize use of existing resources before
invoking needs to commit additional resources.

The first months of this siudy concentrated on collection, collation,
and analysis of threat documentation, policy papers, directives, field
trips CONUS and OCONUS, and preparation of a comprehensive threat analysis.
This was foilowed by a period of not only continued in-depth research
but evaluations and probability matchings of concepts for the development
of countermeasures. Two surveys were completed in order to lend credence
to emerging concepts, ard visits to subject matter experts were made to
round out theory and practical methods. Tnese included intelligence
agencies and metropolitan police officials.
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II. THE STUDY APPROACH

To prevent gaps in the study, and to prioritize study compo-
nents, the SAI study team designed a detailed metrix to provide a

structured analysis of the various aspects of countering terrorism

on military (Army) installations. This was necessary in order to

develop a better understanding of terrorism and development or

appropriate countermeasures. ¥Five basic analysis task categories

wera estabiished, these being:

Crisis Management

Awareness (Educat’on and Tr-ining)
U.S. Army Capabilities {Personnel and Equipment)

Targets
Inteiligence.

These categories received analysis in three distinct orientations ar
phases: pre-event, event, and post-event. It was recognized early
in the study that actions required for each phase were different
prior to terrcristic acts, during, and subseauent to the act.

II1. THREAT ANALYSIS
SAI prepared an apalysis of terrorist developments and actions

focusing on information useful to understandings of possible future

terror against the U.S. Army. Provided with this repurt, at Apoendix

A is the analysis titled, "International, Transnational and Domestic
This document includes significant facts

Terror: A Threat Analysis”.
and key judgements, exampies of which follow:
There are more than 140 terrcrist crganizations op-

eratirg in 50 countries, ac least 13 of which are in
Since 1968, these organizations

the United States.
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have cenducted more than 900 operutions, taking 800
lives and wounding 1,700. Of total incidents, more
than 300 involved US citizens or property as direct
victirs or targets.

Between 1968 and 1975, there were more than 100 terrorist
acts against DOD personnel and targets . . . in 1975,
of 28 acts against DOD, 9 invoived US Army targets.

e Among terrorist organizations OCONUS are the Baader-
Meinhof Gang (FRG), the Japanese Red Army, the PLO Al-
Fatah, the PFLP, Black September, and the "“Carlos"
Group (transregional).

e Terror will probably continue at around 200 inci-
dents annually, with 20-30 incidents against DCD
installations.

e Transnational terror - that by groups NOT governed by
sovereign states - will continue to pose the more
serious threat.

o Terrorists wili seize nuclear facilities more to obtain
demends than cteal or aciivate weapons.

e Terrorist operatiunal tactics wiil remain swift and
violent by trained personnel.

The actiuns of terrorist groups and their stated chjectives
imply the US Army will continie to be confronted with terrorist inci-
dents. More probable are acts by individual terrorists, individual
domestic and transnational groups, and by cooperating domestic and
transnationai yroups. Less probable are acts by groups developed for
warfare by nations whose interests are in conflict with those of the
United States. To counter either, the US Army will need policies
and plans to maximize resources for appropriate intelligence, and
tactical operations.




Inter-dis.iplinary crisis-management techniques will be
required at command and field operational levels, and US Army law-
enforcement and other designated counter-terror forces will need o
develop prec.,se tactical appiications for terrorist situations in-
progress, to include specific rules of engagement and negotiating/
bargaining methods. Potential terrorist targets will have to be
identified and qualified . . . These comments are not rew. In fact,
they parallel judgements expressed by the US Army's Request for
Proposal (RFP) that resulted in this SAI study. They are defined
here, however, as fact corroborated by the SAI Threat Analysis
described above. During the course of the study, SAI engaged
these stated implications, so as to define potential targets and
present recommended policy, planning mechanisms, organizational
changes. and tactical considerations.

Appendix H to this report contains a discussion paper
pertaining to the CONUS threat.

IV. CRISIS MANAGEMENT

Predicting a terrorist group's intentions, with any degree of

accuracy, is dependent upon accurate intelligence. With tie highly
restrictive policies concerring intelligence gathering activities.
the filing and retention of information, a capability to forecast
or predict terrorist intentions with any accuracy does not exist.
Even if this capability did exist terrorist acts could not bte
positively mevented. Rather, the probability for success would
go down while the risk for the terrorist would go up. Without
adeg'iate intelligence there will be Tittle leadtime, if any,
leaving little specific forewarning of a tevrorist attack or other
disruptive activity. There must be a pre-determined pian for
managing the crisis created by a terrorist attack and the plan
must be able to be placed into effect as expeditiously as possible.

e vl il




SAI has developed an nverall U.S. Army strurture for terrorist
crisis mznagement. It can be implemented with existing personnel and
equipment. It agces on to consider the national and international im-
plications ¢ terrorism. This is due tc the political overtones of
most terrorist acts whe:z2by reaction to the situation can involve the
military and U.S. Government at every level - from the responsitile
individual at ihe scene to the President. The SAI developed crisis
management structure covers:

e Incident reporting and transition to the terrorism crisis
management -tructure.

e Terrorist crises occurring in the 5C U.S. states, terri-
torius, and possessiens.

e Terrarist crises occur,ing on U.S. installations in for-
gign countries.

This crisis management c<tructure, if .dopted, could be imple-
mented :mmediately at relatively little cost and is contained in
Appendix B.

V. FIELD OPERATING/COMBATIVE ORSGANIZATION/TACTICS

As stated earlier, terrorist situations inciude three (3) phases:
pre-event, event, and post-event. Of the three, it is the event phase
that includes the larger rumber of countermeasure actions and require-

ments that demanded c.tensive research and analysis. To this, Sal staff,
isolated findings related to the event-phase in order to develop recommended

organizational and tactical MCDELS “or use in creating procedwres to counter
terrorizt acts on military installctions. Findings. accrued th -ough
analys:s ¢f caze studies and simulated, hypothesized terrorist sit-

uatioss, in additon to studies of TQE's/TDA's produced workable

orgar ational concepts and tactics within a framework of realistic

cost.. Uocumentation cf these Tindings are currently incorporated

in & stuc -.omponent titled, "Field Counter-Terrc- 2perations:
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Organizaticnal an¢ Tactical MODELS" ara is contained in Appendix C.
This compenent focuses c¢n the folicwing event-phiase matters:

¢ Task-Forcing/Organizing
e {Command and Control
Command relationships ard problems of jurisdiction

P ]

o The Decision-Making process

¢ Intelligence ccllection, analysis and dissemiration
¢ Negoviating

¢ C(Care and Safety of Hostages

e Tactics {assault . . . security)

¢ Commuriications

o Liaison with Media and Public Officials

e Support (logistics)

Below are highlights of the component's current directions:

Study of current U.S. Army capabilities halanced against an
analysis of current and p..jected (1983} terrorist threits conclude
that within assigned U.S. Army TOL/TDA law-enforcement organizations
sufficient assets exist to form on-call counter-terror forces. To
establish nes force-structures and create additional permanent TOE-
spaccs would be to exaggerate the terrorist threat and underrate the
capacity of military police units to implement countermeasures. This
does not mean, however, that contingency plans for utilization of
combat task-forces to counter the less-expected but more violent act

should not be developed.

VI. AWARENESS-EDUCATION AND TRAINING

An overall program of education and training to create awareness
nf the terrorist threat and countermeasures has been developed and is
contained in Appendix D. Pre-conceived notions, varied perceptions,
and common mizunderstandings tend tc create unnecessary and unproductive
actions or expenditure of resources. This point was iilustrated in an
article which appeared in the Nnvember 22, 1976 issue of the Washington

Post extracted as follows:

E
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"American Companies Act Against Terrorism in Iran

American companies in Iran are taking steps to set up

a joint defense against terrorism in a project promoted
Dy the U.S. Embassy . . . Vi~re is nothing a company
can do to isolate itself from terrorists no matter

how much money it spends. The proposed security
committee would be valuable if it raises the awareness

of businessmen about terrorism and helps them to under-

stand the motives and operational methods of terrorists
. . A tendency to rely on elaborate security systems

that companies might be persuaded to install would he

dangerous

The overall awareness proaram is two pronged with many facets
of each. First, education of responsibie individuals. The second
major effort would be training individuals in physical security, and
other specialties, and to train reaction teams. A combination of
education and training appears warranted in order to achieve a well-
balanced approach to courtering terrorism - both before and after the
occurrence of such an act or incident.

YII. INSTALLATION YULNERABILITY DETERMINATION SYSTEM

If one attempts to treat a military installation in & strict
jeneric category, and design countermeasures accordingly, the result
would be wasted resources in terms of money and persornel. It is
obvious some installations are more vuinerable to terrorist aictivities
thaa others. During the course of this study it was ot practical,
nor was there time or money, to survey and individually design counter-
measures for each U.5. Army installation. Additionally, such individual
surveys would be valid only at the time such a survey was conducted.
Conditions change. Installations are opened and closed. What is
needed is a measuring device which provides a continuous means for
determining priorities or actions to be taken in order to reduce any
installation's vulnerability to terrorist acts.
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The purpose of the instaliation vulnerability determination
system contained in Appendix E is to provide a comparative measuring
device for the relative vulnerability of groups of installations to
terrorist acts or incidents. It is intended to be used as & staff
officer's analytical tool to establish priorities of actions, and
allocations of resources, to reduce the vuinerability while at the
same time conserve manpower and money. The more vulnera%le instalia-
tions should be directed to take certain actions, and be allocated
resources as appropriate, to reduce vulnerability. It is unnecessary
and impractical for all instailations to be directed to take the same
actions. This system has purposely been kept relatively simple, does
not involve sophisticated calculations, or highly specialized personnel
to use it.

To determine the vulnerability cof any given installation, in
the absence of a specific threat based on hard intelligence, ten major
factors are considered. These ere broken down into subfactors and
degrezs with a point value assiyned. The maic. factors considered
are:

Installation characteristics and sensitivity
Law enforcement resources

Distance from urban areas

Size of installation

Routes for access and egress

Area social environment

Proximity to borders

Distance from other U.5. military installations
Terrain

Communications with next higher echeion

It is readily apparent that any individual factor should not
be a determinent in isolation of the other nine. There are obvious
relationships between the factors. The system works on a scale of
0-100, whereby the iigher the value the highes the vulnerability.




NS N&:-I‘ai:{ SIS N O

Again, *this is a syst=m that can be used in the absence of a specific
threat based on hard intelligence (a condition that has proven to be

unlikely). If a specific threat against a given target, or targets,

were provided then specific countermeasures can be developed to meet

that threat.

To establish the quantitative values for the major factors,
two independent judgemental processes were used with a combining of
these processes in order to provide a degree of conficence to the
values used. First, the SAI study team, while developing the system,
applied values based on its experierce and judgement. Second, a group
experiment was conducted. In selecting the group it was desired that
the participants be in the military law enforcement field, have between
5 and 10 years service, ang that they not have a current assignment
to an installation. The officer's advance class, in an academic
environment at the U.S. Army Military Police School!, provided an ideal
group. Out of 58 students participating, 50 valid responses were used to
analyze and the 50 valid responses represented a total of 235 years of law
enforcement experience. After analysis, the findings of the experiment
were matched tn the initial SAI values, and while no great disparities
occurred, the SAI values were infiuenced and changed accordingly.
The breakdown of the quartitative values is ccntained in Appendix E.

VIII. THE "INTELLIGENCE" PROBLEM

To ascertain existing strength, weaknesses and needs in the
utilization of intelligence factors and assets, SAI staff studied

intelligence support organizations, directives and operations, and
conducted interviews with officials functioning in intelligence
positions. Analyses of terrorists events, and the intelligence or
lack of intelligence preceding these events, were also conducted.
Overriding throughout was an obvious and often-stated conclusion:
"Adequate intelligence is one of the highest priority requirements
in preventing and coping with terrorism."
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Two other matters, which place constraints on development of
effective intelligence, are as ftollows:

The Privacy Act of 31 December 1974 has limited agencies'
ability to protect records pertaining to individuals, as
defined by 5 USC 552a (a)(2), which are generated during
the course of conducting the business of the agency.
White Federal law enforcement agencies have been exempted
from disclosure of the information itself, as well as
many other provisions of the Act with the approval of the
agency head, the mere acknowledgement of the existence of
a record may be sufficient basis for the individual to
compromise its value, initiate litigation and hamper the
agency's efforts to corroborate and prevent a criminal
act. EO 1190% (February 1976) has placed constraints orn
intelligence gathering leading to concern that valuable
informatvion on terrorists may be denied those tasked with
the responsibility for countering radical acts of violence.

There are indications that DOD and DA directives and
regulations which serve as implementors of the above
“Act" and "0rder" have been misinterpreted at field
ievels, that is, restrictions cn intelligence collec-
tion have been exaggerated, in some cases practically
eliminating the intelligence collection 2ffort.

A more detailed explanation of the intelligence problem exists
in an analysis prepared by this contract's Principal Investigator,
Mr. Rowland B. Shriver, Jr., advanced copies of which were forwarded
to some members of tne Study Advisory Group through the COTR. This
paper is provided herewith as Appendix F.

10
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1X.  REVIEW OF REGULATIONS AND POLICY

During the course of the SAI study there were comprenensive
reviews of regulations and publications, both in effect and in draft,
promulgated a: various levels of command. At Appendix G are comments
on some of the mosi pertinent directives, particularly the Oraft DoD
Handbook 2000.12, Subject: Protection of Department Of Defense Per-
sonnel Against Terrorists Acts. In addition, assistance was provided
developirg Army Regulation 190-XX, SUBJECT: Countering Terrorism and
Other Major Disturbances on Military Installations. This new reguia-
tion and an associated DA Pamphiet and/or Field Manual incorporating
nolicies and procedures developed during this study should proride
the Army with a strong program for countering terrorism, and other
major disruptions, on its installations.

X.  RESEARCH AND DEVELOPMENT

in

The U.S. Army Material Develooment and Readiness Command (DARCOM)

uses a syscem of project managers to manage major research and development

programs. Trere are approximately 58 such project managed weapons/equ

-fp_

ment systems. These are, for the most part, major items to improve the

comhat capanility of the Army. Law enforcement equipment is not
included within any of the major research and development programs
primarily because of relatively small dollar cost of individual items
and its primary purpose does not contribute to enhancing combat readi-
ness.

The International Association of Chiefs of Police (IACP) is
estab!ishing standards for items of commercial law enforcement equip-
ment. Rather than embarking on a major, independent and expensive
development program, the Army should use the standards established
by the civilian law enforcement sector. This technological transfer
from civilian to military has obvious monetary advantages.

N




The U.S Army Military Police School should develop revised
Common Table of Allowances reflecting law enforcement equipment stan-

dardized by the IACP and determined to be suitable for military law
enforcement purposes.

Installation Provost Marsnal should review the installation
Tables of Distribucion and Ailowances to determine commercial items
of law enforcement equipment fc¢r inclusion and would be taiiored to the
needs of the specific installation. This would then provide a basis
for programming and budgeting for i2cal procurement.

XI. MISCELLANEOUS

Appendix H contains varicus documents that were developed
during the course of the study. They are inciuded in the final report
as they provide additional insight to the comprehansive research that
was conducted during this study. These documents are:

e Perceiving the Terrorist Threat in CLNUS. This paper treais
(1) characterizations about US terrorist groups which can
be drawn from their current pericd of silence, and (2) a
constraint placed upon law-enfor-ement and other agencies
in the U.S. which preciude: deveiopwent of accurate terrorist
intent prior to an act.

e Summary ot Field Visits - During Cctober and November 1976
the SAI study team made visits to the foliowing U.S. Army
installations:

Fort McNair, Washington. D. C.
Seneca Army Depot, New Ycrk
Fort Rucker, Alabama

Fort Mciellzn, Alabama

Fort Bragg, North Carolina

USAKEUR, Heidelberg, Miesau, Kriegsfeld and
Frohn-Muhle




These visits proved to be invaluable in collecting infor-
mation, personal views concerning counter-terrorism, and
absorbing the nature of the prubiems faced by responsible
individuals at installation level. Tnis "grass roots" input
was vital in the formulation of realistic policies, concepts,
and metheds to counter terrorism on military installations.
A general observation concerning the visits wis that the
outstanding cooperation and interest displayed by those
individuals contacted greatly esnhanced this information

col ection effort. Another overall observation is that many
excellent individual efforts are being made to cope with the
problem but all seemed to be looking for a fotal coorcinated
Army program. The highlights of eacn visit are containea

in Appendix H.

4 e Aliens in Nuclear Duty Positions. A finding that
: resulted from a visit to an installation was con-
sidered to be sufficiently serious to warrant
immediate reporting along with recommendations
for corrective action. A memcrandum dated

26 October, 1976, Subject: "Aliens in Nuclear
Duty Positions" was provided the Contracting
Officer's Technical Representative and a copy is

contained in Appendix H.

¢ Survey Questionnaire - Preparatory to evaluating
the vulnerabiiity of U.S. Army installations, and
developing pussible changes in poiicies, SAl per-
sonnel made visits to selected installations both
in CONUS and Europe. Due to budgetary and time
constraints it was not possible to make as many
visits as considered necessary to gain a good
sample. Consequently, the Study Advisory Group
recommended & survey questionnaire te developed
and sent to certain installations. The question-
naire was prepared; however, unforeseen staffing
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difficulties precluded serding the survey to the
selected installations. As a result, it was decided
to prepare the survey for presentation to the atten-
dees at the Law Enforcement Conference held at the
U.S. Army Military Police School, Ft. McClellan,
Atabama 1-3 March 1977.

While only 12 responses (appreximately 17%) were returned
for analysis it is believed that it represents a valid
sample. This view is based on the wide variance of
current law enforcement responsibilities of the respon-
dents. It should be noted that not all respondernts
addressed every question which accounts for the variance
in the number of responses to each quescion shown in
Appendix H. While each reader of chis report can draw
his own conclusions by readi:g the detailed responses to
the survey questions 2% Appendix H there are some overall
impressions summarized below.

e o There is a wide variance in perception of the terrorist
threat to Army installations.

o ¢ There is a divided opinion on the role of Military
Police versus CID in responding to acts of terrorism.

e ¢ There is general agreement on lack of policy guidance
in countering terrorism.

e ¢ There are varying degrees of emergency plans deveioped
at instatlation level.

® ¢ There appears to be a lack of understanding, or
appreciation, of jurisdictional problems associated
with acts of terrorism.

e e There is little or no appreciation that an actual
terrorist act on a military instailation can be

escalated quickly to the national level rather
than being contained at the instailation.

14
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RECOMMENDATIGNS

Based on the results of this stud, it is recommended that:

- A policy statement delineating terrorism as a crime, and
coping with terrorism a law enforcement function be issued.
The SCSPER (DAPE-HRE) should be designated as the DA staff

element responsible for coping with terrorism.

- Department of the Army ccnsider initiating action to update
the existing Memorandum of Understanding between Department
of Justice and Department of Defense, with emphasis on
jurisdictional and support responsibilities during terrorist
crises. This then would serve as a basis for local agree-
ments between installations and FBI field offices, a re-
quirement which should be dictated by Army Regulation.

The crisis management plan (Appendix B) be implemented as
soon as possible after required staffing and coordination.

Tne Organizational and Tactical Models for Field Counter-

Terror Operations, contained in Appendix C, be incorporated
in a Field Manual.

The Awareness Program, contained in Appendix D, be imple-
mented by Training and Dnctrine Command.

- The Installation Vulnerability System, contained in Appendix
E, be considered for use as a tooi for staff planning.

- The U.S. Army Military Police School develop revised Common
Tables of Aliowances reflecting commercial items of law

enforcement equipment«standardized by the International As-

sociation of Chiefs of Po™ce, and determined to be suitable
for military law enforcement purposes.

- A%l installation Provost Marshals review the installation

Table of Distribution and Allowances to &%termine commercial

15
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items of law enforcement equipment for inclusion, tailored
to the needs of the specific installation.

- The case study concerning aliens, ccntained in Appendix H,
be forwarded to the Assistant Secretary of Defense (Comp-
troller) with a recommendation that Dol Directive 5210.42,
“Nuclear Weapor Personnel Reliability Program" include a
requirement that an “ndividual must be a U.S. citizen to
ogualify for entry into the Personnel Reliability Progrem.

- The Service Secretaries and Commanders at all levels
should institute a comprehensive review of all policies,
directives, and regulations responsibilities of -
and restricticns placed vpon - inteiligence gathering
agencies to remove "safe-siding" that inhibits exercise
of full investigative/intelligence authority authorized
by the Privacy Act and Exec Order 11905.

- Commanders at all levels should require of their
intelligence agencies the pesitive execution o,
intelligence activities authorized under the Privacy
Act and the Executive Crder, monitor compliance and
punish individual abuses.

- A comprehensive study should be accompiished which
evaluates the present restrictions on intelligence
gathering with the objective of submitting new
legislation, if appropriate, permitting the gathering
of intelligence sufficient to protect society while
protecting individual rights.

16
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APPEMDIX A
THREAT ANALYSIS

Pt
.

INYRODUZTION
A. General

Analysts point out more terror occurs in summer than winter,
that specific events trigcer increases, but to predict a day and a
target for it is impossibie without "street" intelligence. SAI 'as mn*
attempted to develop a calendar of future terror, but instead realistic
deliverables - measured probabilities based on inputs which uncover
decidedly that terror will/or will not occur in the broaé sense, at
what intensity levels, and in what form.

B. Scope

1. Framing. Behind this analysis is a need to develop fea-
sible alternatives for US Army zountermeasures against terrorism. Of
the incidents between 1968 and 1976, Tess than ten percent occurred
on US miiitary installations. If SAI were to focus only on these,
there would be insufficient data to develop probapilities. Thus, other
places where terrorists have acted served as hase-line areas for study.
letropolitan pockets of the US, Western Europe, the Middle East and
l~tin America have had terrorist activities that cffer wide spectrums
of information applicable to probable events on US Army inscallations.

Today, there are more than 140 terrorist groups. 7o analyze
each is pointless. It is unlikely certain *errorists will impact on
US Army installations, and in their actions not a great deal can be
learned that cannot be learned through study of others. Terrorist
organizations this Analysis deals with are those which acted upon
US Army installations and those which have not, hLut have gained
recognition worldwide as effective terrorists, whose actions and
characteristics provide data for Tearning the state of the ary -
motives, objectives, modus operandi.

A-1




This analysis covers geographical spectrums of terrcrist
acts, which are -

Global

Ragional (hemispheric, e.g., terror in Latin America,
or the Middle East)

E e Natjonal {(a single country)

o Local (a city or county)
- urban

- rural
e Installations

- DoD

- Other US Government
o Targets

- material (buildings, houses, aircraft)
human

2. Defining. In readings on terrorism, the lack of common

?: definition for repeatediy-usad terms is evident. Terror, Terrorist -
words used frequently —have different meanings as used by different
government officiais. A need for standardization exists, so that SAI
and those who would extract value from this Analysis could perceive

descriptive terms in much the same wa). Part III, this document,
includes a giossary of terms.

3. Selecting. It would seem impractical to begin this
project without first sorting out subject-ccmponents. What is
terrorism in terms of objectives or events that cause it to exist?

The question assisted 3AI in recognizing one type terror frcm another,
especially in categorizing them for study. Types of terror are ex-

9 plained in Part IV, Overview and Findings.
- 4. Qualifying. Each majcr CONUS ard OCONUS terrorist group

has been assessed to develop whole capability structures from which
probability factors evolved. This document profiles groups. Part IV,
Overview and Findings, discusses activity patterns and potential for

new violence.

.
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5. Quantifying. Part IV also includes data summaries, cr,
statistical anaiyses of terror phenomena. Understanding the terrorist
tireat can be achieved through study of tables presented.

C. Approach

1. A four-sided relationship field matching (&) terrorist
organizations to (b) areas of operations, to (c) frequency of activities
to (<) te-rorist objectives, was used to determine which geo-nolitical
locations and what terrorist organizations should be studied. Once
seiected, each location and organization was evaluated in a frame-
work of relevance to probable type terrorist actions against military

installations. Those with 1ittle or no application in this frame
were eliminated.

2. Selactions, "Inputs". Threat information needs were
ascertained oy relating terrorists to targets and to ultimate objectives.
Immediately recognizauic were categories such as motivation. and
resources and tactical capabilities. Within these categories, suo-
sets of information - requirements grew evident. Selected for
examination were goals and objectives, preferred strategies and
tactics, significant past operations and operational trends, current
status, strength, available technology.

3. Subject Matter Experts. In addition to collection,
cailation and analysis of writtca rerial, SAI visited officials

and analysts of DoD and other government agencies concerred with
problems of terrorism. These persons represented US Department of
State; the Central Intelligence Agercy; Office of the As.istant Chief
of Staff for Intelligence, US Army; Office of the Criminal Investiga-
tion Division Command, 0-DCSPER, US Army; major CONUS/OCONUS instal-
lations, US Army; Office of Chief of Engineers, US Army; the FBI; and
the Federal Aviation Administration. A wealth of data and capability
judgements -ere obtained in this manner.

ey A G A S S e



4. Analysis. The metamorphisis from raw data to conclusion
involved anaiytical travel points. This phase of tha analysis demanded
the most effort. The analytical pointy were used to synthesize data
and determine outcomes for various threat factors, terrorizt groups,
types of terror, and of terror as aggregate phenomana impactiing
globallv, regionally, nationally, and upon US Army installations.

5. Constraints. The recent Privacy Act denjes active inves-
tigations of individuals (<itizens or legal aiiens) or US organizations
inclined tuward terror until a specific act to which they can be related
has occurred. This inability, on the part of USG and US Army law enforce-
ment and intelligence-gathering agencies, to develop information on terror-
ists prior to the deed can now and in the future hamper legitimate actions.
Still, unofficial and overt accounts by journalists and subject matter
experts allowed SAI to piece together trends and patterns, although a
greater abundance of data would have provided a more precise set of
probabilitlies.

Glossary
a. Lanvuage peculiar to the study of terror has formed. Govern-

ment, military and private sector anaiysts designed terms and phrases
which appear in documents and articles buildinj today's terrur biblicgra-
phies. But there are no universally-accepted definitions. The US De-
partment of State characterizes tevror differently than the US Army.

For example, International Terror appears to have special meanings in CIA
studies which differ from meanings elsewhere.

b. To insure readers understand what is meant by terms used
repeatedly in this Analysis, a glossary is provided.

c. Terms
1. Terrorism - In the broadest sense, terrorism may be
defined as follows:

"An act, or acts, against human and/or material targets by
a persun or persons to instill fear, obtain demands, ans/or
destroy property or lives."

In the political objective sense, terrorism is more appro-

priately defired as:
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"The calculated use of violence or the threat of violence
to attain political goals through instilling fear, intimi-
dation or coercion. It usually involves a criminal act
often symboiic in nature and intended to influence an
audience beyond the immediate victims." (This definition
is much used within U.S. Intelligence Community.}

2. Terrorize - ". . . to conduct terror according to a plan."
3. Terrorists - "malcontents who conduct terror as plarned.”

4. Terrorist Groups or Organizations - "groups or organiza-
tions that select ths uses of terror to acnieve objectives."

5. Threat (as in THREAT analysis) - “terror in selected en-
vironments qualitativel, and quantitatively defined."”

6. Threa. - "an inference, based on more than speculation,
terror will occur."

7. Transnational Terror - "such acticn when carried out by

individuals or groups controlled by a sovereign state."*

8. International Terror - "terror planned and executed by
groups operating beyond national boundaries." The U.S. Intelligence

community usually defines international terror as "terrorism transcend-
ing national boundaries in the carrying out of the act, the nationalities
of the victims, or the resolution of the inc®dent. These acts are
usually designed to attract wide publicity to focus attenticn on the

exis-.ence, cause, or demands of the terrorists.

9. Cooperative Terror - "terror carried out by one group to

support the aims of another."

10. Domestic Terror - "terror executed within a particular

nation's boundaries by indigenous terrorists based therein.

~ U

11. Urban Terror - "actions in cities or metropolitan areas.

12. Rural Terror - "actions in smali town or countryside.’

* CIA definition, see CIA Research Study, International and Transrational

Terrorism: Diagnosis & Prognosis, April 1976
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13.  Counterterror - "acts that reduce or prevent terrcr.”

14.  Countermeasures - "methedelegies, programs, plans, organ-

izational activities and anncuncements designed to reduce if not prevent
terror."

15. Pathological Terrcr - "that which is carried out by

mentally disturbed persons."

16. Vengeance Reaction Terror - "that which is carried out by
individuals against others whom they believe to have antagonized or

deprived them."
17. Spontaneous Terror - “that which is cavriedout as immediate
response to fear or failure. Example: Bank robber taking hostages while

fleeing scene of crime."

IT. OVERVIEW ANC FINDIMNGS

Overview. This assessment is about terror, specifically
(i) its uses as a cnercive and disruptive instrument to create situations
favorable to aims of terrorists, (2) the capabilities of certain groups
and individuals to employ terror now and in the future, in turn, (3) the
impact of terror probabilities on the U.3. Army, CONUS and OCOMUS.

There are more than 140 terrorist groups operating in around 50 countries,
roughly 20 in the United States. Since 1968, these groups have been res-
ponsible for nearly 1,200 incidents resulting in over 800 deaths and more

than 1,700 casualties.

Major terrorist groups operating outside the United States are listed on
the following page.
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GROUP

Ai-Fatah
Arab Liberaticn Front
Army of Mational Liberation
Baader-Meinhof Remnants:
e 2 June movament
o Revalutionary Call
Black June
Black September (sponsored by PFLP)
"Carlos" group
Erritrean Liberation Front
ERP (People's Revolutionary Army)
IRA-provisionals
uRA/Japanese Red Army
Lotta Continua
Montoneros
Movement of National Liberation

(MLN/Tupamaros,less effective
now than in 1960's)

Movement of the Revolutionary Left
People's Liberation Front

Popular Front for the Liberation of
Palestine /PFLP)

Red Brigade

Turkish People's Liberation Army
(TPLA)

23rd of Sepfémber League

UDA/Ulster Defense Association

TERRITORY

Middle East
HMiddle East
Columbia

FRG

Middle East

Middle East

W. Europe/Middle East
Ethiopia

Argentina

Northern Ireland
Japan

Italy

Argentina

Uruguay

Chile

Ethiopia

Middle East
Italy

Turkey

Mexico

N. Ireland
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United States terrorist groups active, or inactive but still
assembled are -

GROUP TERRITORY

Deleted per AR 380-13 NY and SF
San Francisco
Miami
NY - Puerto Rico - California
NY
SF
Los Angeles
SF
SF
San Diego
Qakland, SF, Los Angeles
South
NYC/Chicago

In Western Europe, remnants ¢f the Baader-Meinhof gang are
anarchist, while Italy's Red Brigade is Marxist. In some cases,
there are no political causes motivating terrorists. Al-Fatah,
Black September and the recently active Croatiun emigre group
serve nationaiistic/ethnic causes.

In all cases, objectives of terrorist groups are connected
to belief-systems that fall within basic realms of human concern.
These characterizing realms are -

politics
ethnicity/nationalism
religion

the environment/ecology
personal gain (mercenaries)
pathological need

Within these realms, division is evident. Among political
groups, distinct and polarized types have been -
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1eft

extreme left
reactionary

extreme reactionary

® e e % e

g2~archist

Continued examination splits political groups further. Among
left and extreme left are found groups that are -

(1eft)
e Soviet-Marxist (accepting doctrine on terror designed hy
Soviet Union - "politics before violence.")

o Trotskyite (revolution when military climate is favorable)
(extreme lefi}

¢ Maoist ("politics grows from the barrel of a gun")
o Castroite/Guevarist (“"revolution begins with physical
action - uprisings® -

Among reactionary and extreme-reactionary groups are found -

e Fascists
¢ Vigilantes (favoring existing governments)

Following is a breakout, in terms of cbjectives and belief-
systems of poiitical groups:

(OCONUS)  GROUP CREDO
Baader-Meinhof Gang (FRG) Anarchist
ERP (Argentina) Marxist
JRA (Japan) Maoist
PFLP (M.E.) Maoist
Red Brigade (Italy) Marxist

(CONUS)  GROUP CREDO

Deieted per AR 380-13

A-9




v

|
¢
?:\
ii
i

Ethnic and Naticnalistic Groups also have classifications.

These are -

1) those operating in a country that is their legal habitat;
(2) those uperating outside their legal habitat to effect
change within;

(3) those operating outside a country not their legal
habitat but which they desire as such.

Operating ethnic and nationalistic groups within the above
classifications have veen -

(OCONUS)

GROUP TYPE
Al-Fatah (Middie East) (3)
BSO (Middle East) (3)
IRA (Northern Ireland) (1)
PFLP (Middle East) (3)
(CONUS)

GROUP TYPE

Deleted, AR 380-13

Some ethnic and nationalistic groups also have political objec-

For example, the IRA-provisionals are Marrist in their political
belief, and the PFLP is Maoist.

goals are over-riding.

tives.

However, their ethnic and nationalistic

Religious groups are few. The IRA falls within the religious
and is made up of Catholics who, perceiving discrimination, corduct
acts acainst targeted Protestants.

In this aspect, the IRA is unique
and three-pronged.

As terrorists, they are political (establish a
Marxist government), alsc ethnic and nationlistic (eliminate from

Ireland all British controls), and religiously motivated as well
(exit from Northern Iraland any Prntestant domination).

A-10
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Groups perpetrating terror to effect environmental or ecological

situations ere few. Recent examples include threats to damage or destroy
nuclear facilities.

Mercenary groups, or individual mercenaries, are few, although
thare exists a polyglot of contacts and hiring organizations that could
supply large numbers of mercenaries tc rich buyers anywhere in the world.
At present, the "Carlos" Group is the only mercenary terrorist organiza-
tion that has impacted on world or national order. Politicai'y Marxist,
this Group has conducted operations primarily for money. The group is
often cited as "ideological mercenary."

Rarely a group characteristic, pathological need terror is not
to be ignored. Records maintained by the USG's Federal Aviation Admin-
jstration (FAA) reflect a high proportion of skyjackings conducted by
mentally disturbed individuals.

Individuals who conduct terror from pathological need have
been -

e psychotics, or -
® neurotics driven by extreme stress

Employment of Terror. Terror i1s employed by terrorists to
achieve (1) objectives toward obtainment of future goals, and (2)
immediate goals. Examples of the former are -

e acts to lay groundwork for dramatic changes in government,
coups_d'etat, revolution, civil war, or war beiween nations

SE R Rl G b S A N S T s R R e e

o acts to turn the tide favorably during guervila warfare

e acts to influence rational or international policy
decision-making
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Examples of immediate goals: acts to:

e obtain worldwide or national recognition for "cause"

s take life (assassinations)
® cause government over-reacticn and repression,

leading toward immediate public dissension.
harass, weaken or embarrass military or other security forces

e obtain money or equipment
disrupt or destroy facilities or mobility and communication

lines (e.g., to deny forms of energy)
¢ prevent development of new facilities or mobility and

communication lines

s demonstrate power or tactical credibility
e prevent imminent executive decisions or legislation
e cause strikes or worl. slow-downs

e discourage impending foreign investment or foreign government

assistance programs
¢ :xpress religious, ethnic or racial prejudices
¢ infiuence elections

e embarass and weaken reputations and political positions of

public leaders
# free prisoners
e satisfy vengeance (often, assassinations)
¢ build or sustain morale within terrorist group
¢ demonstrate commitment to “cause"
e express sheer frustration

e express pathological need (as committed by mentally disturbed)

A-12
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Characteriscics of terror are -

0 terror, as stated repeatedly by aualysts, is
“theatricality for effect®.

) the primary “effect" desired by terrorists is fear.

] in balance, terrorists are weaker than opposing

military or security forces, or "target governments",

until sufficient fear is aroused.

] during acts of terror, victims are not necessarily
related to "target governments" or "target audiences”.
A kidnap victim, or persons taken hostage and barri-
caded, may in nc way be related to those from whom
the terrorists desire to exact political, social or
military decisions, or money and equipment.

. a terrorist operation can be highly successful even
when perpeterators have been killed, woundad or
captured. That is, tactical success and mission
success need not be related. If most of a team of
terrorists are kilied during an operation that has
gained worldwide attention, the terrorist group's
command element may consider the operation highly
successful, especially if "publicity" was the main
terrorist objective. It is dangerous for legitimate
governments to believe a successful counter-terror
campaign is in the making only because terrorists
have suffered tactical and manpower failures. The
BSO :-onsidered its llunich Massacre a success, even
thouih none of the terrorist demands were met, and
host..ges and seven of nine terrorists were kiiled.

° political terrorists are rarely suicidal.... they
expect to succeed in their mission unharmed......
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) terror can be effective viclence by revolutionary
orgyanizations that wish to wage guerrilla warfare
in densely~-populated urban areas.

. because of advanced transportation and communications
technology, terrorists can be highly mobile and strike

almost anywhere.

) terror is cheap . . . Tew perpetrators with inexpensive
small arms can create disruptions affecting whole natinns.

The degree of fear instilled by terror normally parallels the
intensity of the drama associated with the terrorizt act. Nuclear
theft would, of course, create more fear than theft of conventional

small arms.
According to terrorist theory, fear leads to achievement of

demands. If enough people fear terrorists would use a stclen nuclear
device, chances terrorists will receive payment-cn-demand are greater.

st

Fear of terrorist action, &s threatened, reduces the effective-
ness of security forces almost proportionately until either -

° security forces can neutralize the object of che fear
(in case, a stolen nuclear device . . . another case,
threats to kill hostages, wherein security forces

B PSS S

would have to free them by force or through negotia-

CRNLA

2 tions); or:

) security forces, or "target governments", can recduce
the credibility of the terrorists to effectively do
what they have threatened (e.g., proving the terrorists
are bluffing and will not, under any circumstances,
"back ineir play"); or:

° “target governments" can convince the "target audience"
(population) to accept the consequences of the act
terrorists have threatened, thereby eliminating fear
; with stoic acceptance (probably impossible in extreme
cases), closing the door on negotiations.
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Transnational, International and Domestic Groups. CIA, Research Study,

International and Transnational Terrorism: Diagnosis and Prognosis,
April, 1976 (unclassified), defines: transnational terror as “such
action when carried out by basically autonomous non-state actors)
meaning they are in no way controlied or directed by one or more

governments, although they may receive government assistance.

CIA explains further that transnational groups cenduct operatioans
in more than one state or region. The PFLP (Popular Front for the
Liberation of Palestine) is a transnational group.

A prediction emerges weighing transnationai groups against
those international and domestic. International groups are controlled
by sovereign states. A domestic group is autonomous, operating in
one country. Uruguay's Tupamaros were, in the si.ties, domestic.

For governments utilizing an internctional group, surrogate warfare
may be an objective. Today, and in tiie near future, this wouid be
high-risk adventurism on the part of any government. Backlash from
other governments would be disastrous. Big pcwers would wot risk
detente, nor would smaller nations risk big power invervention. Even a
constituency of smaller nations would consider international terror un-
favaorable. Violence by proxy, twice-removed, via the clandestine

ofterings of assistance to a transnational rather than an international
group has less risks. Increases in terror are more likely to be trans-

national.

Some governments support transnational terror opting for
current or future political and military leverage. For example, the
Sceviet Union has provided training and logistics support to PLO
terrorists and to leaders such as I1lich Ramirez Sanchez ("Carlos")
who attended insurgency training courses at Patrice Lumumba University
in Moscow. Cuba has trained more than 300 persons who are now Latin
American terrorists. Libya has supported the PFLP and the "Carles”
Group with money and arms, and acts as a safe-haven for hijackers.
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Among transnational groups are the BSO (Black September Organiza-
tion), the PFLP (Popular Front for the Liberation of Palestine), ana tne
JRA (Japanese Red Army). Cooperation among these groups has grown fram
mutual assistance. engendered by .deologicai similarities, to that stim-
ulated by necessity, or "need to survive". The JRA finds it difficult
to conduct operations :in Japan due to governmeat crackdowns, thereby
conducts acts outside the parent country. To do so, support from groups
oustide Japan is necessary. The PFLP, losing support in Lebancn, no
longer able to launch asmany operations in Israel, nay increase acts

in other parts of the world.

Wren routed from one base to another, transnational groups lose
self-reliance. Dependency on others, to supplant resource and operational
weaknesses, is already a trend. In Latin America. Argentine, Chilean and
Bolivian once-domestic terrorist groups have formed a "Junta", a director-
ate with organizational characteristics bordering on the formal. Several
Middle East terrorist groups grew under the umbreila of a formalized PLO.
Cuban exile groups are connected through an administrative council. It is
possible transnational groups operating cooperatively in lestern Europe can
escalate from the "informal" to the "formal", developing an umbrella mechan-
ism. A directorate of terrorist groups, however, alone would not indicate
new terror. Rather, terror would be more carefully nlanned, sufficiently
supported, and conducted by personnel selected frum a larger array of experts.
From this, probabilities for successful operations are greater. In 1972,
members of the JRA (Japanese Red Army) joined members of the PFLP to conduct
the LOD Massacre. In 1976, a member of the Baader-Meinhof Gang (FRG)

participated in the Entebbe incident.

A-16




R

R P T P e R e o W T ST AN T T T G e I A KT

- e SRR T

«««««

Development of a "directorate" in Mestern Europe would be slow.
Although dependency-needs among its groups are hiqh, interral dissension
in most Jver jeadership, operational targets, modus operandi and resourzes
is also high, obviating quick resolutions through creation of an umorella
mechanism. Unless f “ed by social or political events, today's lest

European terrorist groups should remain decentralized Sor some time.

Surmarily, international terror - that Ly legitimate governments -
does not pose as serious a threat as transnational terror - that by
autonomous non-state groups. Transnatioral terrcr will continue at
present levels, or slightly higher, and becaﬁse of vYormalizing cooper.tion
among aroups realize an incre2ase in ef€iciency of operaticns.

Findings
1. Size and Composition. The larger terrorist groups exist outside

the United Staces. Erritreans, Al-Futah, and the IRA are jargest. Size,

howsever, does not necessarily mean greater freauency of cperations. Organi-
zational growth presents new administrative énd support burdens, minimizing
ability to insure additional terror. HWnen the Baader-Meinhof Gang conducted

its series of violent incidents, tnere were hardly fifty members.

Certainly, 1 small group can increase freguency of operations, but
only to a point; minimum personnel do so ruch. !hen small groups become
larger, frequency of oparations reach a similar point, as growth impacts
on operzticnal capabilitv adversely. Procurement, storage anad use of
resources, ability to communicate, security -- these necessities become
bui densome with size. Al-Fatah terrorists operating in Jerdan [1269-70)
grew so rapillyv, Arafat Tost control of them. This nelped precipitate
decimation of more than two-thirds of Al-Fatah by King Hussein. In Italy,
che Red Brigade has grown in strength, but it does not conduct the hard,
shocking terror smaller groups cen. In Uruguay, when Tupamarcs arew, the

coioration in which lay their populav suvpo.~t changed. Small, they were
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p-rceived as "Robin Hoods". Large, they were viewed as bureaucratically-
styled murderers.

Larger gioupns @ ‘e exposed sooner or later. The bigger the or-
ganization, the thinner the security shield. Governments respond -~y
jncressing reprisal forces, escalating conflict to stages terrorist groups

may be unable to handle.” Venezuelan, Brazi®ian and Guatemalan counter-

insu:'gency models of the sixties are examples of this cccurrence.

Terrorist groups know the advantages of smaiiness. The larger
group can only succeed for the long t2rm in a weak political environ-
ment. When such an environment exists, terrorists have an operational
area conducive to guerrilla warfare. Here, terrorists become a guerrilla
force, and terror a component of the guerriila war. In the fifties, in

South Vietnam, Viet Cong began as terrorists.

In the Faderal Republic of Germany {FRG), where the politica!

structure is stzhle, a large terrorist group could not survive. individual

W n TG e et o 5 - —_—

expansions of terrorisi grcups are prebable in some regions, not so
in others. On a one-to-%en scale (ten highest probability. zero

Towest) a rough outlook regarding potential for increased size is -

REGION PROBABILITY
Western Europe 2
Middle East 3
Northern Ireland 4
United Kingdom 1
Latin America 3
Asia 1
'Inited States 0
Africa €
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Assigning low probabilities to growth of individual groups in

no way implies there will not be an increase in terror. They stace

groups will be cautious about physical development. Nor do they imply
these groups will be any easier to contain. Further, growth does not,
as a variable, reflect anything about creation of new groups, or about

coalitions of groups that currently exist

By size, major groups rank as follows -

(OCONUS)

GROUP APPROX. SIZE
Eritreans (Ethiopia) 10,000
Al Fatah (M.E.) 8,000
Tupamaros (Uruguay) 200
ERP (Argentina) 600
PFLP (M.E.) 300
1RA (N.I.) 1,000
"Carlos" Group 50
Baader-Meinhof Remnants  (FRG) 40-50
JRA (Japan) 25
BSO (M.E.) 66

{CONUS}

GROUP APPROX. SIZE

Deleted, A~ 380-11
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2. Composition. The organizational make-up of a terrorist

group s determined by several factors. Significant are -

] security, and

) strength ,personnel)

Any illegal organization with a weak security shield is pene-
trable and will not survive. Strength must be managed and controlled

by appropriate organizational lines. Affecting security and strength

are -
) effectiveness cf government counter-terror forces,
? degree of popular support, and
) internal communication capabilities.

Counter-terror forces, when effective, penetrate terrorist
groups and destroy from within., or track terrorists down, or keep them
so employed :n defense and security that mobilization for new terror is
impossible. T> aveid effective counterterror, terrorist grouos must be

extremely covert. Traditionally, the clandesiine cell has been the

building block upon which these groups form and survive.

Reliable popular support acts as an outer security shield, a
buffer between terrorists and the government, allowing them to move about
more freely. Its greatest attribute lies in the network of safe-houses
popular support provides. The safe-house is where terrorists not only
hide, but plan, commuricate, train, manufacture and store weanons and

explosives, and rehearse.

It is common knowledge terrorism does not succeed without suff-
icient popular support. Mao's "Fish in the Sea" principie applies as much

to terrorists as to guerrillas. #Popular support also aids terrorists in
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transporting personnei and equipment, identifying and reconnoitering

targets, and in acquiring daily provisions. Group structure is affected
by how much of this support exists. Greater support allows for larger

and rore numerous cells, and 7Toser union betrween ther.

Intarnal communication capabilities are among determinants of
security and strength requirarznts. Secure equipment aileviates the need
Tor excessive message dropz, meetings, and cut-outs. Effective communication
of this sort prevents groups from having to create special cells, or sub-
cells, to provide tnesc communication values. In any undergrounc )peration,
"communicatiun" affects time, manpower, resourcas, location of cells and
safe-houses, operational targets and tactics. Thus, the structural Tines of

a covert terrorist group must be compatible with communication capabilities.

Todays no terrorist organization operates where counterterror
ferces are sc ineffective, where popular support is in such abundance,
or where communications are so effective, that as groups they can act
freely at ali times. Most have to be covert continuously. In the Middle
East, however, Al-Fatah and the PFLP often conduct open meetings and can
move about in certain areas with minimum security because of extensive
popular cupport. Their once-deep cells now functirn along with others
ovartly. In the FRG and Japan, remnants of the Baader-Meinhof Gang and
the JRA, respectively, can function only in the most stringent clandestine
ways, through cells whose members do not know the whereabouts of members

of nthor cells.,

Following is a 1ist of groups in relation to above-described

factors -
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a. Effectiveness of Government Counter-Terror Forces (high,

moderate, low; based cn reports of government security forces/historic data).

(coHus)

GROUP RATIING

Ai-Falah Low

Baader-leinhof Remnants High

BSO Low

ERP Moderate

IRA Moderate (UK)
Low (Ulster)

JRA High

PFLP Low

(conus)

In the United Stat=s, no terrorist group has succeedeu in develop-
ing an effective long-term campaign, although some have operaterd helter-

skelter for years, one since the Truman admiristration.
b. Degree of Popular Support (high, moderate, low; based on govern-
ment and private sector reports, studies/historic data).

T0CONUS)

GROUP RATING

Al-Fatah Hian

Baader-Meinhof Remnants Low

BSQ Moderate

"Carlos" Group High ~ only in Middle East,
Low, elsewhere

ERP High

IRA High

JRA Low

PFLP High

Red Brigade Moderate

(conwus)

flo terrorist group in the United States enjoys sufficient popular
support for a campaign of terror.

c. Internal Communication Capabilities (excellent: modern equip-
ment, trained operators, or perfected system of drops, cut-outs, runners;
fair: sufficient but troublesome equipment, some but not enough trained

operators, marginal system of drops, cut-outs, etc...poor: no equipment,
ineffective system...)
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] GROUP. RATING
E Al-ratah zxcellent
1 Baader-Meinhof Remnants Fair
4 8S0 Excellent
3 “Carlos" Group Excellent
¢ ERP Exceilent
% IPA Excellent
A JPA Fair
PFLP Excellent
Red Brigade Fair
(CONUS)

No terrorist group in the United States is known to have sophisti-
cated communications egquipment, although most have a perfected system of

drops, cut-outs,runners that cai be rated excellent.

Relasicnztine among the above factors indicate the closeness
between effects on security and strength and organizational structure.
Groups rated fiigh in two or mare areas are also those which have rigid
nizational lines irrespective o overt behavior of sub-elements

at territorial bases, and which have been more successful.
Organizations that enjoy high popular support, have excellent
wnications, o1 are not always confronted in immediate environs by

effective counter-terror forces are -

(OCCNUS)

GROUP COMMENT

BSQ Each of these groups is

PFLP nighly cellularized, main-
tains separate tactic

A1-Fatah sep ac.1 al and
support forces, enjoys muca

ERP popular support and has modern
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COMMENT
signal equipment, trained

operators, and perfected
numan systems. Among terror-
ist groups, they are most
formidable.

(CONUS)
In the mid-sixties, certain elements of the US "left" participated
in the upkeep of an underground that harbored or moved wanced terrorists, dissi-

dents, draft-evaders and deserters. Remnants of this underground still exist,
aiding US terrorist grcoups. The ability of this quasi-underground to assist
terrorists *s enhanced by democratic freedoms in the US that allow persons to
travel unchecked except at borders and in airports. The US also includes
inexpensive transportation, and highly urbanized areas where persons meit
easily into populations. This provides US terrorists a thick security shield,
behind which they communicate effectively and receive sipport from sympathizevs
for continued survival if not for active operaticns. By n¢ means, then, can

US left-wing terrorist groups be written off as elements that do not enjoy
some degree of support, cr wnich communicate ineffectively. These factors

have allowed terrorist groups to sustain cellular organizations.

As stated, in OCONUS and CONU3, terrorist groups exist along
covert organizational Tines. The smaller terrorist group {less tnan
100) has a command elemeni, support section, intelligence section, and
two to five basic tactvical units comprising two or three ceils, or teams,
each with two tc five persors. The larger group has a command element,
and several area and/or sub-commands controliing perhaps three to five

tactical units, suppert section, intelligence section. Examples are -

(typical smaller terrorict group, 40-50)
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COMMAND

ELEMENT
INTELLIGENCE SUPPORT TACTICAL (Each unit
SECTION SECTION UNITS cells of
2-5 persons
each)
(typical mediun-size terrorist group - more
than 100, less than 500)
COMMAND
ELEMENT
SUB-CCOMMAND SUB-COMMAND SUB-~CCMMAND
(Same) (Same)
1
i
INTELLIGENCE SUPPORT TACTICAL
SECTION SECTION UNITS
L
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When groups grcw with relative success and organizational

~ffectiveness, which, as previously stated, is rarely possible,
command elements organize subordinate area ccmmands to maintain effec-
tive span of control over sub-commands, and sub-commands develop new
sections to relieve tactical units and support sections of growing

burdens. Example -

COMMAND
ELEMEMT
L f
AREA AREA AREA
COMMAND COMMAND COMMAND,
(Same) (Same)
| | R
: SUB-CCMMAND SUB-COMMAND‘ SUB-COMMAND
7 i
? (Same) (Same)
J N |
§ NTELLIGENCE SUPPORT TACTICAL
3 SECTION SECTION UNITS
| =
2
g PROPAGANDA LIAISON (Links w/other arsa cmds,
% SECTION SECTION w/certain pvt cector
3 spt elements. w/other

terrorist groups)




Structural variances among groups are not great. In Latin

America, tactical units are called "firing groups", its calls "firing
teams". Other groups use militar terms, such as “platoon"

and "squad". In all, the cell is the basic ingredient. Even the
command element is composed of cells, in some groups so compartment-
alized that one cell never works knowingly in concert with another....

3. QOperations and "Patterns". There are seven (7) basic acts
that modern terrorists (1968-present) have committed. In a hierarchy

established by frequency cf occurrences (most-repeated), these are -

] bombings
. hijackings/skyjackings

. kidnappings

° armed assaults/ambushes

[ incendiary/arson

) assassinations

] hostage-taking/barricading

Following are total incidents,* by type, of these terrorist acts,

19€8-1976.
TOTAL
ACT INCIDENTS
bombings 501

hijackings/skyjackings 146

kidnappings 137
armed assaultis/ambushes 119
incendiary/arson 103

* excludes CONUS domestic/political acts
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TOTAL

ACT INCIDENTS
assassinations 63
hostage-taking/barricading 35
other: 48 48
TOTAL 1,152

Almost one-third of these terrorist incidents 1968-197€ accurred

in Wastern Europe. Following is a geographic outlay of these inci-

dents:
TOTAL
AREA INCIDENTS
Western Europe 457
Latin America 327
Middle East 135
United States and 46
Canada

Asia 54
Africa 12
USSR 22
Other 10

TOTAL 1,152

In 1968, there were 37 reported incidents, in 1976, 239, more than
a 450 percent increase. The highest accumulation occurred in 1976 -

239incidents. In 1974, there were 179. Below are annual totals -

TOTAL
YEAR INCIDENTS
1968 37
1969 55
1970 114
1971 63
1972 86




TOTAL

YEAR INCIDENTS
1673 211
1974 179
1975 168
1976 239
TOTAL 15152

Each year, except 1969 and 1970, bombings were the highest
recorded incidents. In those two years, there were more than twice the
skyjackings than bumbings. The highest number of bombings occurred in

1974, There were 95.

During the 1968-76¢ period, most bombings occurred in Western

Europe and the United States.

These ai'e annual bombing incident rates, 1968-76:

TOTAL

YEAR BOMBINGS
1968 24
1969 17
1970 17
1971 15
1972 38
1973 81
1974 a5
1975 88
1976 126
TOTAL 501

Distributed geographically, these are -

A-2¢
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TOTAL

AREA SOMBINGS/68-7

Western Europe 255

United States & Canada 81

Latin America 98

Middle East 46

Other: 19 _21
TOTAL 501

gombing incidents have ranged from the use of standard dynamite to
sophisticated timed detonating devices with plastic explosives. They have been
placed at airports, government buildings, commercial areas, and at Military
installations. More thai 90% of the terrorist acts against US Army and other
00D organizations have been bombings. In May, 1972, a bomb was pilaced in a
stolen vehicle with stolen USAREUR plates. The vehicle was parked in the
HQUSAREUR parking lot. The explosion killed three military personnzl and
dairaged several buildings. In 1975, an Officers Club in Frankfurt, FRG, was
bomped. An officer was killad, the club severely damaged. On 1 June, 1976,
the same club was again bombed by terrorists, several injuries but no deaths
the result. In December, 1976, a terrorist bomb exploded ¢t the Rhine/Main AFB
Officers Club, and in January, 1977, a POL storage tank at a US Army Post in
Giessen . FRG, was also bumbed.

Since 1958, terrorist bombings have caused around 125 casualties,
more than twice the number caused by armed assaults. As stated earlier, bombings
allcw terrorists to act from afar - from geographical distance as well as time-
distince — thus, a faverite tactic of the smaller group with minimum resources.

Terrorist hijacking/skyjackine~ +~~k a shbarp turn upward in 1969,

25 incidents against the 6 which accurrec 1 .468. In 1976, there were nina.
Annual totals, 1968-78 were -

TOTAL

YEAR INCIDENTS
1968 6
1969 25
1970 47
1971 14
1972 16
1973 15
1974

1975

1976




It was in 1971 that efforts began internationally to curb
skyjacking, resulting in airport securiiy measures without which the
incident rate may have remained as high, or gone higher than, the 1970
total. A single inciden:, however, can culmiiate in enormous
damage. In 1270, PFLP *2rrorists blew up four hijacked high performance
jet passenger aircraft cutside Amman, Jordan, and Cairc, ccsting more

than 100 million.

The greatest number of hijackings/skyjackings have originated

in Latin America. incidents, by area of origin, are -

TOTAL

AREA INCIDENTS
Latir America 44
U.S. and Canada 20
Westarn Europe 21
Middle East 21
USSR/Eastern turope 15
Asiz 17
Africa 6

TOTAL 146

Latin America terrorist groups also have thie highest kidnapping
rate, 87 betwaen 1968-76. Africa follaws with 17, Western Europe with

14. 1In the Middle East, there were 9, in the United States,and Capada, 3.




YEAR
1968
1962
1970
1971
1972
1973
1974

1975
1976

AREA
Western Eurone
Middle East

Latin America

Worldwide, the highest annual kidnapping total was in 1973.

There were 34. Following are annual totals.

TOTAL
INCIDENTS

1

3

(Average length of
26 victim captivity:

10 44 days)
11
34
12
b

TOTAL ‘T%%“

In most cases, the kidnapped victim was a government or big
business official. A US Army officer travelling in the Middle East was as
a target of opportunity kidnapped and held hostage by a PFLP splinter group.
In more than half the cases, ransom was included among demands set by per-
petrators. In 1973, the ERP (Argentina) received about $60 million from Ford

Motor Company for release of one of their executives.

Hostage-taking/Barricades have been greatest in Western Europe,
the Munich Qtympiad incident being the most well known. Of the 31 in-

c:dents during 1968-76 geographic distribution was -

TOTAL
INCIDENTS
15 (Average length of
9 hostages in cap-
tivity:
6 55 houvs)
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TOTAL
AREA INCIDENTS
Africa G
Asia 2
1S /Canada 1
TOTAL 35
Annuai totals were -
4 TOTAL
- YEAR INCIDENTS
1968 0
1969 0
1970 1
1971 1
- 1972 3
3 1973 8 i
E‘ N
S 1974 9
1975 9
1976 4

TOTAL 35

Western Europe experienced the greater number of armed assaults

and ambuéhgg during 1968-76. A1l were against goverrment security

forces or other persons representing authority. Geogranhic distribution

was -
TOTAL
AREA INCIDENTS
Western Europe 37
Middle East 26
Lat.n America 23
;
A-33
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TOTAL
AREA INCIDENTS
United States/Canada 10
Asia 9
Africa 6
TOTAL };;_-

Armed assaults and ambushes during 19€8-76 caused around 52 deaths

and casualties. Annual incident rates were -

TOTAL
YEAR INCIDENTS
" 1968 2
: 1969 5
£ 1970 6
E’ 1971 8
&
. 1972 6
% 1973 29
; 1974 24
1975 13
1976 TOTAL 119
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Western Europe, during

1968-76, accrued the highest number of

assassinaticns. Geographic distribution was -

TOTAL
AREA INCIDENTS
Western Europe 22
Latin America 23
Middle East 10
Acia 4
TOTAL
AREA INCIDENTS
United States /Canaca 3
Africa 1
TOTAL -“‘gg_-
Annuaily, toctais werse -
TOTAL
YEAR INCIDENTS
1963 4
1969 2
1970 6
1971 2
1972 4
1973 12
1974 8
1975 15
1976 TOTAL —-:;;_—




0f the 59 incendiary/arson incidents, more than half took place

in Western Europe. Geographic outlays show -

AREA

Western Europe

Latin America

United States/Canada
Asia

Other

TOTAL

TOTAL
INCIDENTS

67
17
10

7

2

103

Most terrorist groups have repeatedly rorducted more than two

of the acts described. Some specialize more in one than another. The

ERP and the Tupamaros were the first to perfect kidnapping. The PFLP

has conducted many skyjackings. Below is a breakout of type acts and

group perpetrations thereof -

a. Significant worst-case Hombings (1968-76); 39 worst incidents

involving total or near-total destruction, loss of 1ife or severe cas-

valtias) -

(OCONUS)
GROUP_
IRA

BSO

PFLP
Baader-Meinhof
A1 Fatah

ERP

Tupamaros

"Carlos" Group

INCIDENTS

14
8




(CONUS)
GROUP ANCIDENTS

Deleted, AR 380-13

b. Hijacking/Skyjacking (1968-76, 19 acts which resulted in

damage, loss of life or physical harm and significant concessions).

{0coNuS)

TOTAL
GROUP INCIDENTS
PFLP 8
BSC 3
JRA 3
A1 Fatah 2
ERP 2
Tupamaros 1

(CONUS) ( no trend re. US terrorist groups and
hijacking/skyjackings) (21 acts)

TOTAL
GRGUP INCIDENTS

Deleted, AR 380-13

c. Kidnappings (1968-76, 33 major incidents involving high

officials and large ransoms)

(OCONUS)

TOQTAL
GROUP INCIDENTS
Erritrean i
ERP 1
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TOTAL

GROUP INCIDENTS
Tupamaros 6
IRA 2
PFLP 2
BSO i

(CCNUS) (no trend)

TOTAL
GROUP INCIDENTS

Deleted, AR 380-13

d. Hostage-taking/Farricading (1968-76, 17 major incidents

irvolving more than three hostages, significant concessions and lengthy

goverpment negotiations)

(CCONUS)

TOTAL
GROUP INCIDENTS
B8S0 5
JRA 3
PFLP 2
"Carlos" Group 2

TOTAL 12

(CONUS) (no trend)

TOTAL
GROUP INCIDENTS

Deleted AR 380-13
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e. Armed Assaults and Ambushes (1968-76, 22 major :ncidents in-

volving more than three adversaries and serious casualties or de.chs)

(CCONUS)
TOTAL

GROUP INCIDENTS
2Su 7
Erritrean 6
PFLP S

ERP 2
Turamaros 1

JRA 1

(rONYS) (no trend) (Deleted AR 330-13)

f. Incenuiary/Arson. Few groups have conducted major

incendiary/arson incidents. OCONUS has witnessed two by the BSO and

two by the PFLP, acts against facilities in Western Europe.

TPends evolve through analysis of the above-cited statistics.
For example, in 1970 there were 47 hijackings/skyjackings, the highest
recorded annually during 1968-76. The same year there were but 17
bombings and only one hostage-taking/barricade. Three years later, when
international regulations prevented many hijackings/skyjackings, causing the
rate to drop to 15, there were 81 bombings, 8 hostage-taking/barricades,
and 34 kidnappings. Armed assaults and ambus had also risen - from
6 in 1970 to 29 in 1972, In brief. a see-s* wusical-chairs, effect

seems to take place with selections from the terrorist operations inventory
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when one or more of the type acts are precluded by increased government
activity. After »wareness of terrorist kidnapping objectives, security
measures on the part of potential victims caused the 1973 rate of 34

to drop to 12 in 1974, In 1974, there was a rise in hostage-taking

and bombings. Thus, as direct actions by terrorists become more difficult
to implement due %o increased s.curity or fear of overwhelming reprisals,
jndirect actions {such as bombings) increase. This occurred after the
1967 war when Palestinian terrorists were too weak to conduct active
operations and resortea to letter-bombings, and when the IRA initiated

bombing campaigns after British forces increased urban patrols.

Assassinations have been conducted by political and national-
istic g¢roups, but not primarily to instill fear. Terrorist assassinations
are often conducted to avenge harm, as in Black September's assassination
of Jordan's Prime Minister in Cairo, 1971, or to eliminate specific
blockages in a terrotist campaign, such as the murder of an effective
police chief. Exceptions include the 1973 assassinations of Israeli
officials by PFLP terrorists in Western Europe, and the 1975-76

“gunning" down of US cfficials in Greece, Cyprus and Iran.

Uver the long term, the number of terrorist incidents conducted
by a terrorist group may bring the most significant results. However,
a single high-capacity incident can be more effective in achieving re-
sylts than a dozen less violent. The BSO achieved more through a single
hostage-taking/barricade act (the Munich massacre) than if they had

conducted twenty bombings.
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Peculiar, then, to the inventory of terrorist acts is the
fact that the least conducted can have tue greatest effect in terms
of terrorist objectives, especialiy in bringing world attention fu "cause".
Even when perpetrators are killed in the process, divideads ir publicity
outweigh losses. There is no denying the BSO and PFLP hastage-taking/
barricades of 1972 aided United Nations 1974 acceptance of the PLO.

A group that conducts the most operations is nc: always the most
deadiy. The "Carlos" Group, well known and feared, has conducted rela-

tively few operations.

Below are tables describing (1) each group's total incidents,
and (2} a rarking order based on numbe~ of grave, or more seriously

damaging incidents.
Operations conducted by groups, 1968-76 -

(0C0:US) (167 major incidents)

GROUP TOTAL

BSO (last act, 1974) 37
PFLP 27
ERP 23
Erritreans 23
IRA 17
Tupamaros * 12
JRA 8
A1 Fatah 8
"Carlos" Group 7
Baader-Meinhof Remnants 6

[SESEEEN

* lieakened considerably by governmeni counterterror forces.
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(CONUS) (A1 major incidents)
GROUP TOTAL

Deleted, AR 380-13

g. Groups that have conducted the most flamboyant and repugnant

terrorist acts, 1968-76 (acts which resulted in worldwide publicity, loss

SO L AT T 213 v} Gt e T Mg LV T

of lives, excessive monetary damage and costly counter-action).

%: (OCONUS) (23 incidents)

g TOTAL
§ GRQUP. INCIDENTS
Eé Bsr 5

3

1 PFLP 5

o

i JRA 2
g “Carios" Group 2
3

3 ERP 4
%

: Tupamaros 3

3 IRA 2

{CONUS) (8 incidents)
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TOTAL
GROUP INCIDENTS

Deleted, AR 380-12

The more than 1,700 wounded and 800 deaths that resulted from
1968-76 incidents, when compared with casuaities and deaths induced
by war, seem insignificant. But in relation to total world violence,
exciuding war, in 196G terrorism accounted for 18 percent of aggregate
acts; in 1572, 48 percent; in 1975, 33 percent - large slices for a

single type.

The frequency with which these acts occurred have exhibited some
patterns. Many seem coincidental, and if not there has been no empirical
data that through comparisons and analysis could provide 100% proba-
bilities regarding the future of these patterns. As stated earlier,
times and places of specific acts of terror remain somewhat unpredict-

able.
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During 1969, an incident of terror cccurred approximately
every three months; in 1970, every two months; in 1971, except during
the summer (June through August), when there were no incidents, every two
menths; in 1972, until September, every two months; and in 1973, except
for April and October, every month. It was in December, 1973, that multiple
incidents began to occur during a given month, A US Exxon oil executive
was kidnapped by the ERP (Argentina), Spain's Premier was assassinated by

the ETA (A Basque Separatist movement), and IRA bombings in London

injured 60 pé;;;ﬁ;: 7in 1974, there were two incidents receiving world

attention every month through May, and more than four monthly June

through December. In 1975, there were -3 similar incidents monthly.

In December, 1975, four such incidents invoived 22 continuous days of terror,

more than 60 hostages, a kidnapped American, and the assassination of a

US Embassy official. Thusly, incident patterns of the past two and one-half

years show that on an averége én act of terror receiving significant recogni-

tion occurs two to three times monthly, Sinc none of the groups perpetrating

these acts have disbanded or weakened considerably, the trend may cunt*nue.
Other patterns emerge from the above when groups are viewed in relation

to geopolitical rather than purely geographical circumstances. These are:

e Mh.tionalist groups conduct more terror, <Cuban exiles,
ctivators of the least number of incidents among
nationalistic groups, conducted nearly twice the
incidents activated by the highest political or other

type groups.
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- number of 1308-76 major incidents by
nationalistic groups: 113
- numbei of 1968-76 major incidents by
other graups: 51
Transnational/nationalistic groups cenduct terror more
viclently and flamboyantly than others, choosing
hijacking/skyjacking and hostage-taking/barricades over
other type acts. Middle Eastern terrorists dominate
this category.
Demestic political groups seekinyg the overthrow of ruling
governments conduct more kidnapping and armed assaults/
ambushes.
Domestic political groups rarely conduct hijackings/
skyjackings.
Religious groups conduct bombings more than anv other
act, and have ccnducted few hijackings/skyjackinys
or hostage-taking/barricades.
Except for Spain, few incidents have uveen reported to have
occurred in non-democratic countries where governments endorse

repressive police measures.

Patterns are reflected seasonally -

the mest violent acts occurred between mid-May and mid-
September...and when not in that period in a warm

climatic area.
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° Since 1973, December has been a month of high terror.

A general prognosis about terror can be obtained by matching

the above derivations with the geopolitical circumstances surrounding
terrorist groups. In western Europe, for example, the following
geopolitical circumstances are bound to continue as characteristics

of th- operaticnal environment of terrorist groups:

0 Wect European governments, being democratic, do not impose
repressive measures...such measures have spin-offs that
restrict freedoms of innocent persons.

] Low, or minimum, popular support for terrorists...the
economic and social values of western European countries
. -isfv most inhabitants.

» There ure densely-populated urban centers, favoring
covert tactice, security operations, communications,
safe-houses, caches.

° There is a high concentration of varied targets, and
wide-range 'media.’

[ vost police and security forces are capable of effective
counter-terror operations.

° There is a high number of USG personnel and facilities,

and other Americans (proven tarrorist.targets).

Analysis of 1968-76 terrorist acts show that most take place

where the above circumstances, or factors, exist in degrees favoring

perpetrators.

B RO KR TIRER AT R

Essentially, then, the following list of geopolitical circumstances,

QI

Tyt

factors are terror detarminants which can be used to arrive at probapilities:
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(] incumbent politics/type restraints

° degree of popular support

° urban densitites

) availability of targets

(] media

) effectiveness of police and other security forces

° number of USG facilities, personnel, other Americans.

Taking the above example, a less than 100% probability accuracy
but cbviously a more than educated guess/hunch probability can be made
about Western Europe and terror. MOTE: The ambiguities of terror, and the
variances among type groups and group objectives and capabilities, do
not favor the equated 100% probability. Since 1970, scientists and
analysts have worked data through all sorts of mathematical systems,
to learn that feeding seven years of reported incidents into computers

does not predict terror any better than astute observances of political

and social change.

In balance, the above example shows that terror will continue
in western Europe for some time, without sharp increase and no decline.
Stavle political values, effective police and security forces, and lack

of popular support, will pravent terrorist groups from enlarging forces and

5
£
;
%
]
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increasing operations without igniting successful reprisals. Actions by

the FRG against the Baader-Meinhof Gang corroborate this fact.

Conversely, though, the unwillingness ~f Western Europe's democratic
governments to initiate stringent security and investigative measures
(because oF repressive characteristics), plus high concentration of dense
urban arwzas, wide-range media, availability cf attractive targets, and

tha preponderance of USG facilities and US personnel, should continue

to draw terrorists into action. The fulcrum, or btalancing agent, that will
keep :errorism at its present level or slightly higher in Western Europe
will, of course, be the frequencies of operations that terrorist groups
maintain. Sudden voluminous increases in terror would quickly upset the
balance. For terrorists, whatever popular support does exist would dwindle,
and police and other security measures wculd grow tenfold. Terror and
counter-terror, unlike other forms of confiict resolution, are not restricted

by rules of 'graduated response.’

Using the same factors/method, probability statements about terror
in cther regions are possible. Data is easily obtained through US government
area studies and historical accounts. Following «re general probability
summdries, by region:
(OCONUS)

(1) Western Europe

a, tncumbent politics/type restraint:

- democratic procedures, allowing freedom of

movement, passage, insecure targets, minimum

restraint

Gl e




R o S R AU .
i e e T —

r e P AL s

b. Degree of popular support: low

Urban densities:

)

- numerous dense urban areas, allowing cells,

safe-houses, communicatian, caches

d. Availability of targets:

- varied targets, such as airports, government
buildings, engineering and energy facilities,
embassies, military installations

e. Media: Maximum range, worldwide

f. Effectiveness of police and other security forces:

- high _ - .

g. Number of USG facilities, personnel, other Americans:

US military - high

US embassy officials - high

- US business - high

- US travellers - high
4 _ - US students - high

Prognosis: Political nuances, wide-range media, urban density,
target availability, US facilities and perscanel indicate that terror will

continue in Western Europe. However, noted deterrences wiil prevent sharp

increases.

(2} Latin America

a. Incumbent politics/type restraint:

RNt IN s R

- democratic but also militaristic, exercising

‘ maximum restraint in areasc where government
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support is high

b. Degree of popular support:

- Argentina, high
- Uruguay, moderate
- other, low

c. Urban densities:

- numerous dense urban areas, allowing cells, safe-

housez, communica*ion, caches...

d. Availability of targets:

- high, and varied
e. Media: maximum range, cross-continent and in
North America; re. US victims, worldwide

f. Effectiveness of police and other security forces:

- Tow in most countries, moderate to high in Argentina
and Uruguay

g. USG facilities, persoanel, other Americans:

- US military - moderate

- lIS embassy officials - high

- US business - moderate

- US traveliers - moderate

- US students - low

Prognosis:  Degree of popular support in certain areas, urban

densities, availability of targets, media and Tess than very effective
counter-terror forces, offset other factors, forming an indication that

terror in Latin America may increase.
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(3)

Middle Eost

a.

e.

Incumberit politics/type restraint:

- Israel: democratic, but exercising maximum
reciraint/maximum reprisals

- Arab countries: democratic but also
benevolent monarchial, exercising minimum
restraint, yet maximum reprisals

- nuances discouraging internal terrcr, but
encouraging external terror (trancnational -
outside middle east)

Degree of Popular Support:

- Israel: very low
- Arab countries: high, except Iran

Urban densities:

- moderate: Beirut, Tel Aviv, derusalem
- Israeli cifies, effectively guarded

Availabiiity of targets:

- high, varied, but guarded, especiaiiy in
Israel
Media: tow to moderate government intervention

Effectiveness of police and other security forces:

- Israel: high, very effective
- Arab countries: 1low to moderate

USG facilities, persounel, other Americans:

- US military ~ moderate

- US embassy officials - high
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- US business - moderate, although high i
Saudi Arabia, Iran, and Israel

- US travellers - low, but high in Israel

- US students - moderate

Prognosis:

Israel: Political nuances, lack of popular suppart,
media control, and effectiveness of counterte.ror forces, weigh against
other factors. Unpredictable is the infrequent spectacular event, such

as the 1972 LOD airport episode.

- Arab Countries: Arab incidents against Arabs are

few. Fear of maximum reprisals (e.g., public hangings of three Palestin-
ian terrorists, 1976) discourage frequent occurrences. Arab terror (BSO,
PFLP, Al-Fatah) is transnational/nationalistic, more accurately pradictable
through analysis of other regions. Factored into a Yest European prognosis,
Avab terror will continue. In the context of a Middle East prognosis,
c~rtain political nuances, such as increased inability for PLO terrorist:

to maintain support bases in Lebanon from which to launch actions into
Israel, may force the PFLP, BSO. and Al-Fatah to plan more operations in

Western Europe.

(CONUS)

a. Incumbent politics/type restraint

- democratic procedure allowing freedom of movement,

passage, insecure targets, minimum restraint
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b. Degree of popular support: Tlow

c. Urban densities

- numerous dense urban areas, allowing ce.ls, safe-housas,
communication, caches.

d. Availability of targets

- high, and varied
e. Media: maximum range, worldwide

f. Effectivenass of police and other security forces:

- high during te:ror and post-terror
activities...prohibited by law during pre-terror
periods from conducting active investigations without
probable cause ..

g. Government and foreign government pe~sonnel:

- Federal, state, local: high
- Military - moderate
- Foreign government - moderate in Washington, D.C.,

and New York City

- Foreign military - Tow

Prognosis: The low degree cof popular support for terror, and effective

police and othar security forces at various governmental levels, neutralize

advant -ges in other factors. Political nuances and urban densities
}j Ny meke it possible for terrorist groups to form, move about, hide, but difficult

to conduct operations without extreme post-operational pressure. Terror, in

-
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CONUS, is 1ikely to continue with newly-formed groups and infrequent

attempts by existing ones. However, should perfcrmance and technology

among US terrorist groups improve, the infregquent attempts could be
devastating, as in CONUS exists the greater abundance of attractive targets -
more airports, nucliear reactors, military installations, isolated government
buildings, hydro-electric and comrunication facilities, cross-continent
computer systems. Transnational groups based outside CONUS that want
increased credibility and world attention cannot but eye the American

cornucopia of targets with great hunger.

Summarily, then, the outiays and probabilities described

above imply that terror will continue in OCONUS and CONUS unless dramatic
changes occur among the political, social and other variables presented,
with sligat increases due to situational factors effecting transnational/
nationalistic terrorists at regional and national levels, (e.g., the PFLP,
BSO, and Lebanon) and because of increased cooperation among major terrorist

groups for operational purposes.

d. ModuéHOberandi (Terrorist Tactics, 1977/83 Terrc ist Group Profile)

Terr:rist groups conduct operations in small bands comprising
8-12 trained personnel ca.rying light automatic weapons, hand grenades,
basic explosives, and transistor radios to remain aware of public reactions
to their acts or to hear pre-arranged codes broaicast by stetions in
supporting countries. They dress similar to indicenous persons and carry
1ight rations and ammunition for several days. Teams include an assault element
and a security element, with leaders serving as negotiators. During hostage-

taking/barricades, kidnappings, and hijackings/skyjackings, perso~nel of
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boch elements take turns at 'security' that is, guarding victiws,

and observing entrances and exits to target areas and watching counter-terror
forces. Like infantry defending in built-up areas, they maintain fields

of fire and keep weapons loaded and ready. When possible, more than

one terrorist guards an entrance or exit simultaneously, changing exact
postions frequently. Hostages are usually separated to prevent their
communicacing or planning escape and from intelligence-gathering. To
preclude such intelligence, terrorists talk in front of their victims

in code other languages and with code-names. Unless provoking, hostages

and other victims are rarely harmea.

Pre-operational activities by terrorist groups include meticulous

planning, reconnaissance missions, and lenathy periods of training and
"rehearsals. Plans are conceived ind prepared by command elements. Target

and area reconnaissance missions are con’ucted by special units (intelligence
sections) or by one-time agents who have target and area access. It

is rare when planners, reconnaissance teams or agents, an actual perpetrators
know each other or meet. Information is passed up and down through inter-
mediaries (cut-outs/liaison sections). Training and rehearsals take place

in countries outside the target area, with perpetrators, even leaders,

having no knowladge of what their specific target will be untit it is time

to move to conduct the operation.

Movement to targets is covert, perpetrators departing individually
or in pairs along senarate and often circuitous routes, when necessary

with fake passnorts and false names.
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Weapons and other items travel separately, reaching pre-arrarged
sites near iargets where they are given to perpatrators sometimes mcments
before the terrorist act. Supporting countries have allowed diplomatic
pouches as carriers for these items., agents taking them from embassies
to pre-arranged sites. In many cases, these agents have been members
of cooperating terrorist groups. More than twelve cases have been reported
where weapans “ave been sent through diploma® c pouch by Zuba to terrorists
in Western Europe and Latin America. Baader-Meinhof terrorists (FRG)
z2nd members of Italy's Red Brigade assisted in the delivery of weapoiis

used by the BSO during th~ Munich Massacre.

More than 200 Latin American terrcrists have received training
in subversion, weaponry, infiltration and negotiating pract.ces from Cuba,
and more than 100 terrorists in Western Europe and the Middle East have been
trained in the Soviet Union, North Korea, Algeria, l.ibya, and Northern Ireland.
Japanese and West European terrorists have received training from Palestinian
forces in Lebanon. These terrorists are of above-average intelligence, between
ages 23;30, speak more than one language, ofter English, are excellent
marksmen, adapt readily to changes in cperational environments, and seem

to be effective at disappearing into "undergrounds" and assuming "new covers".

Direct terrorist operations (e.g., hostage-taking/barricades, hijackings/

skyjackings, kidnapping and assaults/ambushkes), include the following

sequential phases:
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[ movement tc target

. infiltration

0 assauit

[ occupation

. demands and negotiations (continuous)

) safe departure or escape; or:

] violent defense until captured, casualty-ridden or ki’ :d.

Following are characteristics amor.n groups during thece phases:

- movement to target

] covert

) indigenous dress

® fake identification/covers

) individual, or in pairs

) circuitous routes

] no equipment

L] only leader or one more of terrorists may have specific

knowledge of target

- infiltration

. terrorists assemble at pre-arranged site or safe-
house

) cevert

° indigenous dress

. precision and control

. speed

) weapons under cover

) communications

¢ possible use of on-site agents, or accompanying
agents
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- assault

° precision and contre?l

° speed and surprise

) visible weapons

° communications

. individual and smail unit tactics
° security

collection of hostages

Q

) exploitation of fear and uncertainty among

hostages

- occupation

. security
. assignments of responsibility
° -care and control of hostages
) selection of, or confirmation of,
escape routes...escape granning
° communications
] protectior and piacement of equipment and supplies
(] care and feeding

- demands and negotiations

9 pronouncements by chief .aegotiator or leader

) display of tervorist credibility

) receipt of response from counter-terror officials
L] terrorist assessment of response

° terrorist assessment of opposing tactical forces
» bargaining, but much unwillingness to compromise
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- safe departure or escape; or dafen<e

. intense security

) use of hostages (infrequent during sefe departure)
° visible weapons (violent use during dete:se)

. vulnerable to effective well-planted snipers

] night oparations

° communications

Once an operation is launched, terrorists act in reiation to opposition.
Few groups enter into operations without contingency plans. Groups have been
known to infiltrate and assault alternate targets. Several aircraft belonging
to one airline were hijacked when the init1ally selected aircraft of
another were found by terrorists to be too heavily guarded. Alternate
cemands have been negotiated frequently, and some groups have been known

to have several departure and escape plans.
Except for advances in attainment of weapons, analyses show that the above-

described profile will probably not change much beyond 1983-1990.

5. Targets

Repeated material targets of terrorist operations have
been civil aviation {aircraft hijackings/skyjackings), embassies {hostage-
taking/barricading), buildings and sther facilities symbolizing government
avthority, and military installations or sites. In the Middle East,
Palestinian terrorists have assaulted school buses, schools, apartment-
houses and hotels. 1In Latin America and Northera Ireland, attacks on

military instaliations have been greater.

Human targets have been embassy and other government ofviicials,

corporation executives, military officialc, police, dependents of "'IPs.
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Considering the broad spectrum ef targets avaijlable to terrorists,
the inventory to date seems narrow. Ore reason for this is the sensitivity
among terrorists *c total alienation from their cause on the part of 2
generai body-politic. Confining operations and targets to symbols of
governmer,. authority rather than targets connected in scme way to social
valuas limits the alienation process. Even sc, US government and other
officials and analysts agree that in the near future tervorists wili
increase the target inventory. Type targets axpected are -

8 engineering and energy systems, such as:

- hydro-eiectric plants
- off-shore o0il rigs
- nuclear facilities/sites
- water reservoirs*
- gas pipeiines
- dams*
- electric power lines
. & communication lines and facilities

e increased military installations/sites

e private sector lucations catering 1o mititary personnel

¢ chemical storage sites

9 shipyards and dock facilities

¢ equipment warenouses

e rail-lines/rail-cars

¢ bus depots

¢ trucks/truck facilities

* Unique in volume to U.5. Army Corps of Engineers/Civil Vorks.
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e management information systems {computerized)

Analysts cite new potential human targets being -

¢ dependents cf embassy and other goveramnz:nt officials
¢ dezanderts cf military officials

o foreign professionals (engineers, scientists)

# innocent travellers

While US Army Corps of Engineer Civil Works projects have a high
target attraction value, they also have a low security profile. This is
not to mean that these projects are surrounded by lack of security concern;
rather, the naturz and locations of these projects, which are not on military
installations, increase their exposure as targets and decrease the capabiiity

of law enforcement organizations to secure projects adequately against poten-

tial terrorism. For example, few, if any, of these Civil Works projects have
sufficient attendant security personnel to counter vandalism, assaults, or

sahotage attempts, let alone a terrorist attack to seize and barricade hostayes.

The field operating agencies of the Corps of Enginecers must rely on
nco-organic assets, or upon agreements witn local civilian police or, in
some cases, upon contract personnel, for security and to respcnd to incidents;

dedicated security operations assets are unavailable to the Corps of Engincers.
The impact of the Corps of Engineers! unique security problem is
obviously wortny of inclusion in an extension of curvent US Army study to

identify potential terrorist targets the vuinerability factory of these

targets, and the appropriate approach to developing countevrmrasures to reduce

their vulnerability to terrorist acts.
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Because of a lack of precedents, predicting volumes and frequencies
of the above as future targets is di“ficult. It is their availability and
their attractiveness that makes une belizve terrorists will attempt them.
Also, as current repeated targets become difficult to approacn due to
improved blankets of security, terrorists seek the new and different.
Seiection of some of the listed ruture potential targets, in tnis view,
seems inevitable. In some are.s, where there does not exist sufficient
political or social turmoil! for terrorists fo justify attacks against
government buildings or o“ficials (such as the United States) issues more
1ikely to engender less .nti-terrorist behavior mignt determine target
selections; for examp’e, local environmental issues serving as catalysts
toward terrorist destruction of off-shore 0il rigs, nuclear facilities and
other energy systems.

At present, the Director of Civii Works for the US Army Corps
of Engineers is responsible for more than 4,000 separate projects. which
include design, construction, maintenance and operation of "works" for
navigation, flood control, hydro-electric power production, water supply,
water quality and flow control, and beach and shore protection. The budget

authorizations for these activities approximate $42 billion.

Nuclear/Chemical. Certainly the "nuclear" facility or site,

whether civilian or military, ises much fear and concern as a potential
terrorist target. The damage to life and property, the immense monetary,
poli.ical and other concessions that can be "extorted" through nuclear
targets, are sufficient reasons to thicken and surround them witn effective

security, irrespective of the results of probability studies.
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Recerni US and international legal breakthroughs, combined with
growing needs for new energy, have provided fo, a proliferation of new
nuclear facilities, namely reactors. Several studies reflect that within
10 years, 30 more countries may have nuciear weapons and/or reactors.

This alone widens the spuctrum of pctential nuclear targets considerebly.

Of significant nuclear incidents reported since 1970, there
have been hoaxes, attempted radicactive  contaminations, a dismantling,
an incendiary attack, an overt threat (demorstrated by the appearance of
explosives on-site), and hostage-taking barricades.

None of these incidents resulted in severe damage, death or
physical harm. ‘ihree of the incidents were attributad to major terroris-
groups, Baader-Meinnof and the ERP.

To date, major terro -st groups have displayed little interest
in concentrating on acts against nuclear installations. But if terrorists
choose to destrny aircraft in flight and kill 73 innocent passengers (Cubana
Airlines, 6 October 1976), tu assume limited nuclear action on their part
is not unrealistic.

A study delivered to the California Seminar on Arms Control and

Foreign Policy*, October, 1675, listed type potential nuclear terrorist acts

¢ A nuclear hoax (claiming to have materials to sel off
a nuclear explosion tnless demands ~& met).

& Limized, or low-level, sabotage ~f clear facility.

* RAND Corporation, Bria. Jenkins, October 1975.

A-63




) - T e e e e R D B K S R e R R R R RS

® Seizure of a nuclear installation, or a portion thereof

(hostage-taking/barricade).

) Theft of a weapon, components, or plutonium.
° Radioactive contamination.
. Detonation of nuclear devices in unpcpulated remote

areas (as a show of force).

° Deliberate dispersal of plutonium or other toxic radioactive
materials.
] Detonation of a stolen or homemade nuclear bomb in a

populated area (the most extreme scenario).

Analyses of terrorist incidents between 1968-1976 show

that major terrorist organizations match operational risks and post-
operational goals with the consequences that terrorist acts can deliver.

- That is,‘mosf terrorist groups do not invest in acts of terror when
returns (legitimste countermeasures) can seriously jeopardize their
future capebilities or cause goal-oriented setbacks. Soviet and fast
European reactions to acts of terror show that the greatei the consequences
(government countermeasures), the greater the decrease in potential terror.
Thus, analysis of the consequences that the above-listed nuclear terror
acts would promuigate for terrorist groups could provide reliable assumptions
about one-time or repeated occurrences of the acts. Of the eight possible
nuclear terror acts listed above, in sequence from least harmful to most
devastating, each implies obvious consequences, or legitimate government
countermeasures that wouid impact adversely, in intensifying degrees up

the ladder of type acts, against terrorists and their gsais. For example,
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a terrorist attempt to disperse plutonium among a poniLlation may aive
Ticense to government officials to exert extreme pressure in tracking

down terrorists and enacting laws and security measures that would make it
practicaliy impossible for terrorists to act again, while Tow-level sabotage
or seizure of an installation without resulting harm to any person could
actually enhance popular support, especially among environmentalists,

and prevent serious countarmeasures. This factor, coupled with analyses of
existing terrorist goals and their capabilities to withstand post-operational
pressure, poirts out that terrorist groups operating now and near-future
would select the first three acts iisted rather than risk consequences

that would evolve through use of the remaining, escalating five. Further,

mass contamination or destruction through nuclear means, as opposed to

the threat of such actions, in no way connects to known or projected limit-

ec¢ or ultimate terrorist objectives, except in the case of the mentally
disturbed. Concern about the ovérall terrorist threat to nuclear instaliations
snouid concentrate, heaviiy, then, upon possibilities of hoaxes, Tow-level
sabotage, seizure (hostage-taking/barricades), iimited contamination and

theft, and less upon detonation and destruccion, althouah the latter must

by no means be ignored.

That terror is theatre, designed tu spread fear and uncertainty,
is an added factor implying that terrorists will seek auclear targets. Cther
targets repeatediy used evenually lose dramatic appeal. Terrorists must then
find other targets that will rejuvenate the continuing terror stery, just as
dramatists add the unusuai to enlarge vieving audiences of soap-operas.
Nuciear targets rate high among "attention-getters". Further, terrorist
groups more than once suffered operational defzat to such degrees they
seiected to 7quickly conduct operations of great violence so as to regain
credibility. The PFLP/JRA coordinatea attack at LOD airport in 1972, was
such an act, fcllowing a previous attempt that failed. No doubt, successful
nuclear tervror could serve this purpose.
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Chemical terror is another form with far-reaching potential
effects. In comparison with nuclear terror. it is difficult to determine
which could be worse. Some relie€ exists, however, in the fact that
there are methods to reduce the effects of chemical terror whereas not as
much can be done about the effects of nuclear explosions. Against chemical
agents, people can wear protective masks, inject combative serums, wear
certain cioting, take medicines. Unless used in great quantities (endan-
gering terrorists as well as victims and target-audiences) destruction is
nowhere quickly as complete as nuclear. But the drama, and ensuing penic,

would compare with that created by nuclear threat or use, as people are

as repulsed, perhaps moreso, by use of chemical agents and illnesses,
paralysis and deaths occurring therefrom.

Potential terrorist acts against chemical storage sites are similar
to those for nuclear, including hoaxec, sabotage, contaminations, seizure
(hostage-taking/barricades), theft, and 1imited or maximum use of agents.
Additionally, the same factors applying to terrorist decisions to select

nuclear targets apply to the chemical. Variances exist as follows:

) Although extremely difficult, it would be easier to
obtain chemical agents (via black market or through
supporting nations) than nuclear devices, and

) it would be easier to manufact: e certain lethal
agents with obtainable raw e sieats; further

° it would be easier for terrorists to conceal chemical

agents once stolen than to do same with most nuclear

items.
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Terrorist groups, then, should:

- continue to seiect targets used in the pzst

- increase selection of certain type targets when preferred
taryets become less accessible

- widen tha inventory of targets to include energy and
engineering-environmental systems

- increase selection of U.S. military targets

- select nuclear ard chemical targets, infrequently,
to conduct limited terror (less than mass destruction)

under the following conditjons:

] need exists on part of terrorists %o rejuvenate
overall dramatic impact and credibility of
terror

° need exists on part of terrcrists to regiin
organizational credibility (vengeance reaction)

(] terrorist assessments of other type acts prove
only nuclear or chemical terrar could serve
to obtain objectives, i.e., payoffs to

terrorist demands
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ysG Facilities, personnel , other Americans. In August, 1976

three American employess of a US firm were killed by terrcrists in Iran.
Since 1968, more than 59 Americans have been kidnap victims, and 136 us
installations were hombed. The total number of transnatnonal/internationa1
incidents involving US citizens and property in this period includes -

UsS Targets '

Act (Citizens & Property) Other ~Total % US
Bombings 166 335 561 33%
Kidnappings 64 73 137 46%
pssaults/Ambushes 40 79 119 33%
Incendiaries 45 58 103 43%
Hijackings/skyjackings 30 116 146 20%
Assassinations 22 41 63 34%
Hostage-taking/Barricades 5 30 35 14%
Other 19 39 48 3%

TOTAL 39 767 1,152 33%
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Of the total international/transnational terrorist acts that

'é; occurred in 1968 (37), 5 involved US citizens and property, around 13.5

i' percent. In 1975, of 168, 47 involved Americans, approximately 28 percent,
i? more than twice the 1968 slice. Although 1973 witnessed the hignest rumber
%» of acts against US citizens/property (85 out of 211 acts) in 1970 and 1971
¥ more than half the incidents, each year, were against US citizens/property.

Shown are acts involving Americans, compared with acts against others.

L3R R e TS
5

e
i Year U.S. Targets Gther Total Percentage, U.S.
1968 5 32 37 13.5%
9 1969 16 39 55 29%
E 1970 8¢ £ 114 49%
197 38 25 63 60%
1972 26 60 86 30%
1973 85 126 21 40%
1974 57 122 179 32%
1975. 41 121 168 28%
1976 ] 178 239 25%
TOTALS 397 761 1,152 33%

Breakouts, by type act, are -

R A R T I L R e e P e N

(Bombings)

Year J.S. Targets Other Total Percentage, U.S.

1968 1 23 24 4%

1969 9 8 17 53%

1570 12 5 17 7%
B 1971 12 3 15 80%
2 1972 18 20 3R 47%
% 1973 34 47 81 42%
5 1972 32 63 95 34%
% 1975 18 70 88 20%
E 1976 30 96 126 23%

TR
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(Xidnappings)

Year U.S. Targets Other Total Percentage, U.S.
1968 1 0 1 100%
1969 2 1 3 67%
1570 1% 11 26 58%
1971 4 6 10 40%
1972 1 10 11 3%
1973 18 16 34 53%
1974 5 7 12 42%
1975 13 13 26 50%
1976 5 9 14 35%
(Assaults/Ambushes)
Year U.S. Targets Other Total " Percentage, U.S.
1968 0 2 2 0
1969 1 4 5 20%
1970 4 2 6 80%
1971 4 4 8 50%
1972 2 4 6 33%
1973 14 15 29 48%
1974 5 18 24 25%
1975 6 15 40%
1976 3 21 24 12%
(Incendiaries)
Yesr U.S. Targets Other Total Percentage, U.S.
: 1968 0 0 0 0%
i 1969 1 1 2 50
2 1970 1 1 2 50%
1 1971 5 1 6 83%
e 1972 1 2 3 33%
- 1973 12 8 20 60%
5 1974 7 4 " 64%
1975 6 9 15 4c%
1976 12 32 44 27%
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( hi jacking/ skyjackings)

Year U.S. Targets Other Total Percentage, U.S.
1968 0 6 6 0
1969 1 24 25 4%
1970 16 31 47 34%
1971 7 7 14 50%
1972 3 13- 16 19%
1973 0 15 15 0
1974 2 7 9 22%
1975 0 5 5 0
1976 1 8 9 11%
(assassinations)
'lear U.S. Targets Other Total Percentage. U.3.
1968 3 1 4 75%
1969 1 1 2 50%
1970 3 3 6 50%
1971 0 3 3 0
1972 0 4 4 0
1973 3 9 12 25%
1974 2 6 8 25%
1975 3 6 9 33%
1976 7 8 15 53%
(hostage-taking/barricades)

Year U.S. Targets Other Total Percentage, Y.S.
1968 0 0 0 0
1369 0 0 0 0
1970 0 1 1 0]
1971 0 1 1 0
1972 0 3 3 0
1973 2 6 8 25%
1574 1 8 g 11%
1975 1 8 9 %
1976 1 3 4 25%
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In summary -

[ Except for 1968 and 1975, the majority of ail bombings
were of U.S.-related targets.

) Since 1973, kidnappings of U.S. personnel were approxi-
mately half that of other victims.

) Except for 1970, U.S.-related targets in assaults/
ambushes were 50 percent or less of annual totals.

) Except for 1972 and 1975, U.S. incendiary targets were
half or more than others.

) US-related hijackings/skyjackings were less than 33
percent each year.

] Except for 1968-70, U.S. assassination targets accounted
for 33 percent or less each year.

) The hichest number of U.S. citizens wssassinated in any
year was three (3).

) Hostage-taking/barricades of U.S. citizens/property in
any year was 25 percent or less.

® Excluding 1968, over 40 perc.nt of total targets were
U.S -related...as high as 60 percent in 1971.

¢ Bombings of U.S. targets have each year been greater in
number than other acts against U.S. targets

. Hostage-taking/barricades and hijackings/skyjackings
are conducted least by terrorists against U.S. citizens/
property

With respect to assassinations, of 68 between 1968-75, 4 were

U.S. diplomats and one an Army Attache assigned to a U.S. Embissy.
In kidnappings, 9 of 59 U.S. personnel were diplomats. Mecst of the remaining

were DoD and private ccrporation officials.
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U.S. citizens and property hold hich symbolic values among terrorists.
U.S. targets result in the widest exploitation of media, the largest kidnapping
ransoms (to date, Argentine terrorists have amassed more than $60 miilion
from U.S. corporations), and the greatest potential pressure, or infiuence,
upon target audiences. Bacause of America's economic, military and
technological position in the world, these values are likely to remain

high among terrorists, the above-cited targetting patterns staying in force.

Total Targets.

An analysis of how internaticnal/transnational terrorist incidents

increased (or decreased) from year to year, follows:

Year Total Incidents Annual % Increases/Decreases
1968 37 base-year
1969 55 48% (increase over 1968)
1970 114 107% (over 1969)
1971 63 -45% 'from 1970)
1972 36 37% (over 1971)
1973 211 145% gover 1972
1974 179 -15% (Trom 1973
1375 168 __ ~6% (from 1974) S
1976 239 41% (from 1975)
: Although incidents dropped considerably in 1971, increases in
;3 3 1970 and 1973 raised the 1968-76 total sharply. The percentage increase,
Xe ; t*
'f4 -3 1968 compared with 1976, is 454 percent. That is, against 1968, tercorist
é, l§ incidents have quadrupled.
%1 ﬁé The decreases ip incidents in 1974 and 1975 were slight. By the

end of 1976 - a year that witnessed some severe terrorist acts
(Entebbe; bombings of U.S. Officers Clubs, Frankfurt/Rhein Main; assassinations
of U.S. firm employees, Iran; explosicn of Cubana Airline, killing 73

pcrsons; more than 100 bombings, incendiaries and harrassments following
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suicide of Ulrike Meinhof), an increase in total incidents was reflected.
Stacistically, a three year 1974-1976 base would show that total terrorist

acts might continue at around the 1974 Tlevel (179 incidents per year).

V. DoD and US Army Installatiouas, 1968-1978

From 1968 through 1975, there were around 111 terrorist acts against
Dod instdaltations, sites, personnel, equipment. Between 1936 and 1968, only
7 incidents occurred, and there were none between 1947 and 1957; nor from 1959

through 1963, nor 1965 through 1967. Yet, in those years nearly 500 acts

were conducted by tervorists against othzr f-rgets. Balancing a 21 year span

(1943-1967) a, inst a subsequent 8-year span, the marked difference appears

E: as -
- 1946-1967: 7 acts
3 1968-1975: 111 acts
% During pariod-dne (1946-1967), excluding Korea and Vietnam, a greater

percentage of DoD and US Army persunnel existed in areas where terrorists
operated than during neriod twoc (1968- 975). Terrorists at that time (period
one) concentrated on obtaining concessions/limited objectives from their target

audiences directly, rarely through intermediary victims. That is, a close

relationship between victim and target existed. In period two, acts against

g CoD targets increased around the same time the world witnessed an emergence
é of transnational/nationalistic terrorists in Western Europe and international/
§> political urban terrorists in Latin America. In 1971, a year high in incidents

oo ,
PERA RS

perpetrated by these type groups, the highest number of acts against Dod -

33 - occurred, accounting for almost half the total acts and nearly ali of

TR

those against US targets. It appeirs, then, attacks on Dod targets rises

s
e,
.

3

with the increase in transnational and internaticnal groups.
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During 1975, more than 17 percent of total terrorist iacidents
were against DoD targzts, accounting for over nalf of the acts against US
targets. Because of ovvious disparity between acts conducted in periods
one and two, above, reflecting that intents (motives) more specific than
that DoD targets may have been more physically accessible than others, a
conclusion that DoD targets are selected by terrorists for strategic
reasons is quite valid. Couched in political, social and military terms,
the following list includes reasons why terrorist groups target, and would
continue to target, DoD military and/or civilian pers aneil and/ur property.

DoD targets -

o symbolize

- capitalist theory

- "instruments of imperiaiism"

- establishment authority

- wealth

- advanced technology

- preponderance of resources

- third-party influence in host~countries
- military power

e include nuclear facilities/sites

o attract "media” worldwide

o include snecific military targets

® include energy and engineering - environmental
systems/Civil Horks

r  Include potential for terrorist acquisition of arms
and equipment (via theft)

« might bring huge ransoms

A-75
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in several cases relate %o specific political, social or
environmental issues

could serve as intermediary victim to coerce U.S5.
government into exercising international influence
(i.e., U.S. Army installation as victim, USG-foreign
policy as target)

could serve as dummy-antaygonist in terrorist campaign

to divide a population and create dissenc (i.e.,

U.S. as cscapegoat to mobilize popular support)

could serve in vengeance operations tc protest U.S.
policy or previous U.S. measures against terror or a
specific terrorist group

could serve to establish or re-establish a terrorist
greup's ability to attack desirabie targets in spectacular

yYashion

'mmediate, or limited, tactical terrorist objectives in attacking

DaD targets, have been, or would be to -

credate immediate anti-military feelings within the surrounding
population
cause U.S. military forces to over-react, reinforcing
the above
demonstrate weakness of U.S. security forces and or of
host-country forces
harrass U.S. military personnel, instill fear, undermine
morale

reate slow-downs in project de.elopment (e.g., U.S. Army

Corps of Engineer projects)
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prevent dsvelopment of new installations, facilities,
sites that might erhance U.S. position favorably
1estroy installations, faciiities, sites, for reascns
directly above

cause relocations

embarrass military officials

embarrass nost-country officials

depress locat eccnomy

confine DoD and U.S. Army personnei to specific areas
prevent exploitation of nuclear technology (peaceful-energy
producing...or defense-oriented)

prevent U.S. Army from achieving training objectives
test credibility of U.S. security procedures

demand release of prisoners

reasons -

as surragates, attacking for another terrorist group
security may be lax and targets have easy access
targets are accessible because of agents within (i.e.,
the man inside, U.S. or, as in OCONUS, the indigenous)

stated, in years 1968-31975, there were around 111 terrorist acts

against DoD instrilations. Following 1s the year-by-year breakcut.

Vagr
19€3
1969
1970
1971

Incidents
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The lowest number of incidents that occurred since 1970 (6 in 1972) is

hat one less than the total incidents which occurred 1946 through 1968, and is

270 percent greater than the highest annual number of incidents against

(total-111)

By the end of 1971, the increase was over one-thousand percent.

DoD targets of the period.

spread,

Geographically, acts between 1968-735 against DoD were -

Region

Western Europe
Middle East
Latin Anerica
Asia
Africa
Near East (Turkey)
CONYS
(total-111)

The 1975 total - 28 - represents the widest geographical

as shown -

Country
Greece

Turkey
Japan
Iran
Argentine

Inzidents

42
12

36

Incidents

6

5
3
2
i
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and others, was 16&.

Country
Beirut
Guatenala
Ethiopia

fua'la Lumpur

Italy
Spain
CONUS

(total-28)

Incidents

i

The 1975 total also showed wide use among type acts. Shown -

Type Act

Incendiaries

Bombings

Kidnappings

Hostage-taking/
Barricading

Assassination
Assault/Ambushes

Other (harrassaent )

Incidents

(total-28)

7

4 (7 unsuccassful attempt)

Extracting 1975 acts against U.S. Army targe*s shows 9 incidents

Type Act

Bombings

Kidnappings

Hostage-taking/
Barricading

Incendiary

Other {harrassment)

{total-9)

Incidents

2

3 (Y unsuccessful)

In 1975, total terrorist acts cgdinst all type taryets, 'i.5.-related
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Cf 1975 total US transnativnal and international incidents (47),
US ..omy targels alcne accounted for 17 percent.
Develonmenis, then, fror the azbove data are -
@ Most incidents against DoD targets vccur in Wes.ern
Europe and CONUS, and next Middle East
¢ Incendiaries and bombings are higher among DoD targets
o To "extort", kidnappings of DoD and US Army personnel
are selected above hositage-taking/barriczades, which
would be more difficult on guaided installations.
¢ DoD targets are high among US-related, and US Army

kigh among DoD.

Dob targets represent values inherent in structures that
"ororists view as “the opposition". If today's number cof terrorist groups
remain or irncrease slightly, and political, social, environmental and military
“2ciors also remain as is, acts against DoD personnel/property are likely to
cornirie at a fluwtuating level of 20-30 incidents per year. And when it
bececmss ircreasingly difficult for tervorists to act against other US
targets (2.g., embassies) it is 1ikely thev may increase acts against DoD.
In CONUS. in the sixties, Y5 terrorists attempted to estabiish metropolitan
police as targets symbolizing reprassive government. The attempt faiiod.
A group including some of these terrorisis “n 1975 conducted a bombing at

US Army instalaticn, Fort Ord. Cne incident is no proof of intent; however,

A . . : : P s
¥ o0 3 as xeen by terrorists it would be practical to shift {rom the policeman to
2
: ¢ i che soldier, who is no more revered, it a new symbolic target for terror is
g perceived necessary.
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VI. Equipment and Technology

To date, terrorists and terrorist groups have rarely used other

than basic arms during operations - normally rifles and light automatic

;54 weapons, hand grenades and simple explosives. These have included -
g

5 ’ U.S. M-1's

5

: 4 ) U.S. M-16's

y

K v U.S. Carbines (M-1 and M-2)

. Kalishnikovs (4K-47's)

. Bren Machinz Guns (Great Britain)

) Warsaw Pact rifles and SMG's

) Chinese cevbines

. Sniper-scopes

0 Soviet and U.S-made fragmencation hand-grenades
) Miniature detonating devices (as in letter-bombs)
) Nynamite

] C-4

) Napaim

L Molotov cocktails

A terrorist incident involving advanced weaponry occurred
outside Rome Airpor* {I.aly) where Arad terrorists were armed with a Russian
nStrella" (SA-7). 1his Soviat weapon, like America's "Redeye", is 2
shoulder-fired, anti-aircraft, heat-seeking missile using an infrared
(oming device. Tne incident occurred in 1973. Certainly, advanced
weaponry is within the reach of terrorist groups Leadirg supporters,

! such as Libya's Quaddafi, could easily be persuaded to obtain
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non-nuclear man-portable weapons of the more sophi:‘icated genre for
several terrorist operations. As listed in 2 recent study*, present and

near-future attractive weapons cf this range might be -

) a Belgian silent mortar weighing but 22 pounds

) the "Dragon", a U.S. wire-guided anti-tank missile ercund
30 pounds, operable by on= person

] the "Blowpipe", a British surface -to-surface and surface-to-
air man-portable missile

) The RB-70, a 3wedish surface-tn-air missile weighinag around
170 pounds, conveniently breakable into zrmponents so as

to be carried bv several persons in small packages

® the U.S. "Stinger", similar t¢ "Redeye", with improved
velocity
° the "Milan", a West German (FRG) one-man portable guidance

missile system

) the FRG "Airmbrust 300", an anti-tani weapon without tack-
blast, ideal for urban terror

° U.S. M-79 grenade-launchers with advanced projectiles
capable of going through several inches of steel plate

an. igniting fuel

* High Technology Terrorism and Surrogate War, Brian Jenkins, California, 1975
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s Miniature mines

) M-60 machine-guns
Factors encouraging terrorists to use advanced weaponry are -

) necessary to destroy specific targets
° greater accuracy and faster killing power durirg assaults/

am_ushes and defensive shootouts

L) dramatic effect, attracting media worldwide

] faci'litates creating fear A

) easier to transport and conceal

) establish or regain 7nage of power or credibility

facilitates security (i.e., aids proteltipn during

inf+1trations and escapes) .

. substitutes for direct action (as mortars, cr bombs, to

»
be uced indirectly)

Factors d.scouiaging terrorists from &«sing advanced weaponry

would be: -
e escalation of opposicion capan.lity (deveicpment of better

forces, hardenirg of targeis, increased weapons support)

. effects may cause reprisals, or escalations of conflict,
that terrorists could mot defend against (creating setbacks
re. terrorists’ ultimate goals)

° effects may cause terrorist popular support, or chances
for such, to deteriorate

v some items nay be too cumbersome, hindering transport and

concealment as well as individual tactics

) new and complex training may be required
) small parts (components) mav be 4ifficult to replace
) expensive acquisition and storiige (monetarily)
e '"one-shot fired" capability
A-83
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Whether terrorists will use advanced weapoury or not regularly

CEg S TN
AT

#i11 depend on their willingress to risk maximum consequences relative

o
&

s

to their associated acts. Considering current ultimate goals of today's

e

i SO
*ﬂ' a1,

ég terrorist groups, their capabilities, degrees of popular support, and
?i‘ tha potertial reactions of most legitimate ¢overnment security forces

it doas not seem that there will be rearmaments of terr¢rists with the

type weapons described above on grand sharply-increasirg scales. How-

ever, the following does seem probtab.e -

) As inventeries of advanced eaponry increase. SO aoes

availability. Terrorists will find access to such weapons
easier. If nothing else, temptations to test advanced

weapons will cause several uses,

) Technology in any 7torm is subject to progress. What is
fé§ used currently turns over and becomes obso’ete. Terrorists
?g who once used M-1 vrifles now use M-16's. Some rapid-firing
fi weapon more effective and deadly will replace the M-16 and
'gé eventually fall into the hands of terrorists. 3
i 0 Tne weapon with a "bigger bang" would certainly eliminate %
i

any developing casual hc-hum attitudes about te-rorism

after jong runs of small operations using basic arms.

@ A W st wdy 1w

{ﬁf To prevent the loss of "drama" in terrorism. advanced
weaponry would play an important role.
Briefly, it appears that -

° terrorists operating today will use advanced weaponry
i whizh will not hinder future operational capability, risk

popuiar support, or cause goal-oriented setbacks.
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. these terrorists will use advanced weaponry that has high
risk potential infrequently - to achieve dramatic effect,
destroy specific targets, establish or regain power

or credibility.

® the natural flow of progress and its distributicn spin-ofy¥
could eventuaily place nighly-advanced non-nuclear weapons
into t'e hands of terrorists...this flow and emplacement

would be 2radual over a period of several years.

VI. Conclusion

Terror is aggravating world order as vrequently and intensely,
with similar damagirg results, as period 1974 through 1976. Acts against
the U.S. Army have increased. Now and ceav-{iuture, the U.S. Army can expect
terrorist acts by individuals, individual domestic or transnacional groups,
and by <ooperating domestic ¢r transnational groups. Acts by interna-
tional terrorists. developed for surrogate warfares by nations whose inter-

asts conflict with those of the USG, are less probable.
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CRISIS MANAGEMENT FOR TSRRORISM ON U.S. ARMY INSTALLATIONS

T, GENERAL

U.S. Army installations do not all have the same vulnerabiltity
to terrorist acts or incidents. Vulnerability depends on many factors.
Actions can be taken that will deter, or assist in preventing, terrcrist
acts or incidents. Predicting 2 terrorist group's intentions. with any
degree of accuracy, is dependent upon accurate intelligence. With the
high"y restrictive policies concerning inteliigence gathering activities
and the filing and retention of information, a capability to fore-
cast cr predict terrorists irtentions (with any accuracy) does not
exist. Even if this were possible terrorist acts would rnot be positively
prevented. Merely, the probability for success wouid go down while the
risk for tha terrorist would go up. Without adequate intelligence there
will be Tittle leadtime, if any, leaving little specific forewarning of
a2 terrorist attack or other uisruptive activity. There must be a pre-
determined plan for managing the crisis creat:d by a terrorist attack and
the pian must be able to be put intn effect as expeditiously as possible.

Due to the political overtcnes of most terrorist acts, reaction
to the situation cer involve the military and U.S. Government at every
level - from the responsible individual at the scene to the President in
the White House. There must be complete coordination for the U.S. to
react with solidarity. Certain decisions will be made at a high level
while others made at intermediate and Tower jevels. This requires 2
¢risis management structure, delineating command and control and flow
of information. A steady flow of accurate information is an absolute
necessity. Since terrorism is basically criminal activity with political
or diplomatic overtones some general areas of responsibilities and guide-
lines have been established.

B-2
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. The Depariment of Justice is the primary agency in coping
With terrorism in the 50 states, the Commonwealth of Puerto Rico, and
U.S. possessions and territories. Investigative and operational respon-
sibility rest with the Federal Bureau of investigation.

. The Department of State has the primary responsibility €or
dealing with terrcrism involving Americars abroad, which includes the

military, and for handling foreign relations aspects of U.S. domestic
terrorist incicents.

9 Fctual command and operational control of U.S. military
Torces will remain with the U.S. military.

IT. REFORTING AND TRANSITION TC CRISIS MANAGEMENT STRUCTURE

In order to cope with any type of crisis management situation
there must be in existence a basic operationai type of active communi-
citions network. This communications network coes exist as shown in
Figure 1. The National Military Command Center (NMCC) acts not only as
the command post for the Joint Chiefe of Staff but also for the Secre-
tary of Defense. It can be considered the command post for the Depart-
ment of Defense. The NMCC maintains active communications with the
Unified Commands, over which the Secretary of Defense maintains cperationai
control, as well as the opzrations centers of the three Military Depart-
ments. The Army Operations Center (AOC) i> capab e of lateral communica-
ticis with the Havy and Air Force. On a routine basis the AOC is manrned
24 hours a day monitoring and passing voutine traffic to and from the NMLC
and the major army commands (MACOM). The MACOM mairntain what is generally
called an Emergency Operations Center (FQC). The ECC serves the same pur-
pose for the MACOM as does the AOC for HQ Department of the Army. At in-
stallation level there are varying forms of FQOr. These are sometimes
maintained in a standoy or "caretake-" status. At every Army installa-
tion there should he an area designated as an E0C with standby communi-
cations read) to be activated for 24 hour operation shouid a major
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disruption oczur on the instailation. This basic network forms the
nucleus for an expanded crisis management command and control structure.

The initial report of a terrorist act eyainst an Arrry install-
ation could have many origins. It may be the threat of an act, such
as & bomb threat, sent to the news media who in turn would place it on
the wire services. 1t may originate through civil authorities or fed-
eral authrrities, such as the FBI. The most probeble origin of the report
for an impending terrorist crisis will be at the targeted instailation.
No matter what the origin the report must reach the AOC immediately.
The eristing Serious Incident Reporting precedures establisned by AR
19)-40 provides such a system. This reporting system provides an alert
to HQ DA that a terrorist iicident (defined as a Category I incident
heing of imnediate concern to DA or DOD} has occurred, or may occur.
In the case of terrorist acts even a credible *threat shculd be re-
ported as a Category I incident. If there is any dcubt the decision
must be mada in favor of making the report. In the case of terrorism
dirvected against Army installations the highesc¢ military and -~ivilian
leaders must receive early notification. Additionally, when the Serious
Incident Report of terrorisr is made in Army channels the report must
be submitted to the FEI ’in the case of installations in the 5C states,
U.S. territories or possessions) or the unified command (in the case of
overseas installations). Once the report is received by any of the
eiements shown on F'gure 1 it should be immediately relayed to the otner
elements indicated by the arrows. This alerts the primary elements
throughout the DOD of the terrorist incident, or the threat of such an
incident.

When the report of a terrorist incident is received by the AOC
the on duty team chief will refer to & "*errorism" emergency action
card. This emergency action card, similar to other AOC emergency action
cards, shall contain step by step instructions tn be taken immediately
when the initial report is received, to inczlude specific notificacions.
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A policy statement delineating tervrorism as a crime, and
coping with terrorism a law enforcement'function, should bz 1issued.
fhe DCSPER (DAPE-HRE) shouid be designated, ir writirg, as the DA
staff element resporsible for coping with terrorism and providing the

DA terrorist crizis manacer.

Onc2 the initial report of a terrorist incident on an Army
installation is received at the AJC and the initial notifications
nave been made, a decision must be reached concerning auymentation of
the AOC. The Toliowing represents a compiete augmentation which con-
stitutes the HQ DA terrorism crisis management team. This team must
be capable of sustained cperations. It consists of pre-designated on-
call representatives from the DA Staff elements indicated below.
Procedures for accompiishing the foregoing should be spelled out in
DA Memo 1-4.

° ODCSPER General Officer - This individual acts as the
overall manager of the crisis management team melding together the
various disciplines representad.

) ODCSPER-Law Enfcrcement - This individual acts as the
principal advisor to the ODCSPER General Officer. He mus: be familiar
with Taw enforcement capabilities and policies that wouid affect the
decision making process concerning the terrorist cvisis at hand.

. 0DCSOPS/Military Support - This individual provides ex-
pertise in providing military support to non-Army agencies ard activ-
ities.

¢ 0DCSOPS/Current Operations - This individual provides
expertise on the gecgraphic area in which the terrorist incident has

occurred.

] 0DCSOPS/Communications and Electronics - This individual
provides advice and assistance in assuring adequate and reliable commu-
nications throughout the crisis maragement structure. He must be able
to pinpoint additional communications assets that may be required. He
also works with the Mi’itary Support team member in providing required
communications to support non-Army agencies, such as the FBI.
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) O0DCSLOG/Explosive Ordnance Disposal - This irdividual

provides advice on all matters related to render safe and disposal

of explosive devices and munitions. He would be varticularly valu-

able in terrorist bomb threat situations.

. 0DCSLOG/Transportation - This individual maintains status

and availability of transportation assets that may be required, both
in support of the Army activities involved in the situation, as well
as non-Army agencies.

. 0ACST - This individual is in addition to the normal

OACSI element in thc AOC. He is responsible for analyzing inteiligence

reports from agencies and activities external tc the Army as well as
directing the Army Military Intel.igence support in*iand1*ag the crisis

. USACIDC - This individual is responsibl2 for analyzing

criminal repor<s from agencies and activities external to the Army, as
weli as directing the USACIDC support in handling the crisis.

) Public Affairs - This individual must provide assistance

in preparing and making announcement to the news media and the public

in general. He must be fully cognizant of DOD and other Governmental

Agency policies regarding news releases relative to terrorist inci-
den*s. He should maintain a file of releases already made at all Tevels.
t is critical that all announcements at all levels are consistent with
cne another.

] Office of the Surgeon General - This individual shou:d

primarily provide advice in the discipline of psychology, particularly

usefut in hostaga situations. While not able to directly apply psycho-

logical techniques to the situation he can collaborate with, or advise

his colleague: nvolved in the crisis situation. He should also be
able to obtain non-Army sources of such expertise, if required.

) Office of t- Judge Advocate General - Tnis individual

serves as the legal merber of the crisis management team. Questions of

a legal nature should be anticipated during the terrorism crisis. Of
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particular importance would be questions of jurisc.ction and legality
of any decision on concessions to demands.

N Department of Justice/FBI Representative - For a terrorist
crisis occurring on an Army installation located within the 50 states,
U.S. territories or possessions this individual provides a valuable ser-
vice to the team siwce the FBI normally has jurisdiction in these cases.
This representation, along with installed communications in the ACC augmen-
tation voom, is already provided for in Civil Disturbance (Garden Plot)
AQC augmentation. It provides for an invaluable liaison with the re-
sponsible Federal Agency.

) 3riefing Team - Many questions and updates will be required
during a terrorism crisis situation. The team members should not be
diverted from their primary team functions to prepare and participate in
briefings on tue si*uation. .he team members should merely provide
input to the briefina team. The briefing team continuously maintains a
current situation briefing along with necessaiy visual aids.

While the foregoing represents a complete crisis management
team, which should be able to manage the most severe terrorist crisis,
a partial augmentation using only selected exrertise may be more approp-
riate - depending on information contained in the initial repcrt. Es-
tablishrient of a crisis management team at the installation EOC should
match tie same disciplines as the DA crisis management teem, with some
ubvious exceptions. The installation crisis maragement team will no
doubt te smaller with some individuals providing expertise in more than
one area. In any event, the installation crisis management team must
be pre-designated by name and exercis<d perindically. to assure that
contingency plans to cope with major disruptions are current a:d effective.

IIT. TERRNRIST CRISIS 50 U.S. STATES, TERRITORIES, AND PGSSESSIONS

As previously mentioned, investigative and operational responsi-
bility for most terrorist acts occurring within the 50 U.S. states, territor-
ies, and possessions (including the Panama Canal Zone) rests with the
Federal Bureau of Investigatior under the Departmenrt of Justice. For a
terro~ist act occurring on an Army installation geographically located
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within the FBI jurdsdictional boundaries Army resources wiil normally be
provided the FBI agant in charge if required. At the same time the actual
command and opgrationa1 cortrol of Armv forces remains with the Army.
Control of the situation pendina arrival of the FBI will be an install-
ation resnonsihility. Pre-established agreaments should speil out pre-
cisely the role of the FBI subsequent tn their arrival at tha scene. A1l
of this considered collectively creates a need for a chain of command.

A "top to bottom" communications network and pre-determined control
center relationships must he established with minimum delav. This
network is shown at Figure 2.

The first element that receivns a report of terrorism makes an
initial internal notification while at the same time notifying other
elenents as indicated by the arrows. The information is passed to those
elements indicated by the broken lines. This insures that all levels are
aware of an artual or threatoned terrorist act. Each one of the elements
has a role in th2 ¢risis management network.

- ) Army Operations Center .AOC) - Upon receiviig a report of
a terrcrist incident the AOC Team Chiet should immediately notify the
DA Staff pecint of contact indicated on the emergency acticn card. Then
notification should be made tc the NMCC and the FBI. If the report did
not originate with the MACOM or installation, then they should be alerted.
Other MACOM should be informed of the situation, as well as the Navy and
Air Force. In the meantime the DA 3taff point of contact racommends and
obtains a decision as to AOC augmertation, either part<al or full, in
accordance with applicable internal staff procedures. Dedicated commu-
nications circuits are established for the cricic management team direct
to the FBI, the NMCC, through the MACOM EOC to the affected installation
EOC. These communications links are indicated Ly the solid 1ines at
Figure 2. The primary function of the DA crisis manigement team is to :
establish centralized control for actions by the U.S. Army in response g
to, or in support of, successful neutralization of the incident. This }
provides the instailation a single command ard control 1ine for military é

actions.

52
!
@t‘.&mﬂm@ﬁ%&&u‘p R e b B R4 L0 e Bt e




7
LS0d
ANYWAOD

3NIT NOILIY ——————

B-10

= ot

B S5 ot e PSS Tong AT ¢

R

i
SNOISS3SSod “SITUOLIVY3L °SILVIS "S°M 06 SISIY2 LSIYOY¥IL ‘¢ 39n9is &

AR
PR

R

¥

it s

TR M i

et
2 )::.sr (5

i




e o bonebei Mt A . m,; pags 5

(] Department of Justice/Federal Bureau of Investigation -

As previousiy stated the DOJ/FBI has overall U.S. Government respon-
sibility for coping with terrorist acts occurring on U.S. territory.
Upon notification of a terrorist act on a U.S. Army installation dedi-
cated communications would he established as indicated at Fic.re 2.
Wniie not shown on Figure 2, it is anticipated that the FRI would
establish a communications iink with the State Depariment, that has r:2-
sponsibiiity for international political implications of terrorism.

A11 U.S. Army support requirements would be relayed to the AOC as well
as informaticn concerning instructions being issued to the FBI agent(s)
at the scene. It is anticipated that there would be a continuous
dialogue hetween UOJ/FBI and the AOC crisis management team. Addition-
alily, DOJ/FBI would be tr- Togical element in the crisis management
structure to keep the White House situation room informed and any
Presidential decisions would be relayed to DOJ, FBI to be carried out.

° Department of Defense (DOD) - The Office of the Assistant
Secretary of Defense (International Security Affairs) serves as the
iacal point for tarrorism within the Office of the Secretary of Defense.
Tt is this focal peint that provides the interface for the DOD with
the Department of State. For terrorist incidents occurring in the U.S.
the Sperial Assistant tr the Secretary of Defense and the Deputy Sec-
retary of Defense will be part of the DOD Ad Hoc Task force, ac is the
case involving civil disturbance probiems. The Hationii Military Command
Center may rrovide the facility for the DOD fd Hoc Task Force.

) State Department - As previously mentioned, .ho State De-
partnent is tne U.S. Government lead agency for the international poiiti-
cal implications of terrorism. Ir the case of terrorism cccurring witnin
U.5. jurisd-cticnal boundaries the State Department would closely monitor
the situacicn for the international implications that may arise. The
State Department wculd also be involved in the decisinn process where
any political implications to major demands would be considered. Addi-
tionally, the State Department would provide information concerniag

international implications to the #hite Housz situation room.




(] Major Army Command Emergency Operations Center (MACOM
£0C) - While the MACOM ECC normally wou'd function as a command post,
*he extreme sensitivity of terrorism to national interests and the need
for pcisible hignly centralizad contrcl, communications must be estah-
1ished from tie ACC to tha tarcgeted installation, through the MACOM tOC.
This prevents delay and possible misundezrstandings of communications. Tue
MACOM £0C will, however, monitor these communications between the AQOC and
the targeted instailation to stay abreast of the situation as well as keep
other installatinns in the comnand informed, as deemed necessary. This
serves as an alert to possible widespread terrorism within tha command.

] Instal ation Linergency Operations Center (IEQC) - As
mentioned previously in Section II the installation crisis management
team shouid, for the mc-t part, match the disciplines representad by
the DA crisic management team at the AOC. One addit’aonal source of
information may be required, that of the facilities engineer who would
provide building floor plans, unility diagrams, etc. to be used in
coping with a hostage barricade situation. Depending on local agree-
ments, representation from civil authorities may be provided for at
the 150C. The installation IEOC serves as a buffer, or filter, to
the individucl in charge at the scene. It may be more desirable to
have the FBI communications terminate at tne I[EOC, provided tne agent-
in-charge agreed. This tyne of decision would depend on the situzation
and would be made by prior mutua® agreement between the senior FBI
orficial and the installation commander. Specific operations and
tactics at the scene, to include the functioning of the on-site com-
mand post, are covered in Field Count=r-Terror Operations, Appendix C.

Iv. TERRORIST CRISIS U.S. INSTALLATION IN FOREIGK COUNTRY

The Dzpartment of State kas responsibility for developing the
U.S. Government response to terr:-.~ist acts that have significant dipio-
matic ~r political ramifications on U.S. installations in overseas areas.
In tha case of terrorism on U.5. installations in foreign countries
the crisis managerment structure baccomes complex, primarily due to
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the overriding international implications and jurisdicticn. The other
major factor is the differasnce in the U.S. military command structure
where the major army command is & component of a unified command re-
porting to the Secrecary of Defense and the Joint Chiefs of Staff. The
initial report, in this case, will most 1ikely originate from the over-
seas command with the NMCC cnd the ACC being jointly notified.

When a terrorist act or incident occurs on a U.S. Army in-
stallation overseas a pre-determined communications and control network
mist pe established with minimum delay. Command and control relation-
stips must be vnderstood. Such a network is shown at Figure 3. Each
one of the elements shown in the Fiqura kas a role in the crisis
management network.

° Army Operations Center (AOC) - When a terrorist act
occurs o a U.S. Army installation overseas the crisis management be-
come: extvemely complex; however, the role of the AOC is primarily one
of monitoring the situation and the military chain of command is from
the Secretary uf Defense to the unified command. The AOC should receive
current information frcem OSD and the operations center of the unified
command army component; e.g., USAREUR. The AOC would alert other Army
major commands to the situations, primarily for informational purposes.
In this situation a complete augmentation of the AOC, in all probability,
would not be required.

) Department of Defense (DOD) - In the event of a terrorist
crisis on a military installation OCOHUS a DOD Ad Hoc Task Force would
pe established. This task force would probably be chaired by a repre-
sentative of the Office of the Assistant Secretary of Defense (Inter-
national Security Affairs) with representation from the Joint Statf and
the involved Military Department. Tne National Military Command Center
cin provide the facility from which the Ad Hoc Task Force could operate,
and, in any event shculd serve as the communications center for 0SD
during a terrorist crisis. If the crisis is one of primarily military
involvement, without diplomatic or political ramifications, the DOD
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would provide overall management of the situation with the Department

of State serving in an advisory capacity. On the other hand, if the
situation does involve diplomatic or political ramificaticns the Depart-
ment of State assumes overall management wich the Ad Hoc Task Force
managing the DOD support. The NMCC should provide current information
to the AQC, which in this case assumes a monitoring and support rcle.

. Unified Command - The operations center at the overseas
unified conarand serves as the "in-country" extension of the NMCC. It
provides the operations command post whereby operational control of
the U.S. Army compo..2nt is exercised in peacetime. Dur:irg a terrorist
crisis situation the unified command also would serve as the military
point of contact with the U.S. Embassy. The unified command should
also inform the other compornent commands of the terrorist crisis and
issue appropriate increased alert instructions. The unified command
should be the only element which issues operational instructions to
the component command/Army major command.

) Army Component Command/Major Army Command - The component
command of the unified command {e.g., USAREUR) receives operational
control and direction from the unified command({e.g., USEUCOM). The
severity of the crisis would dictate the degree of operations center
augmentation required. The component command should aisv notify other
installacions to the situation and issue recessary instructions for in-
creased alert, as deemed necessary. Additionally, the Army Operations
Center should be kept fully informed since this link could serve as an
alternate chain of command shouid communications through the unified
command to the NMCC be disrupted.

[ Irstellatior Emergency Operations Center (IEQC) - Tae
IEGC in ar overseas area performs essentially the same function as
the 1EQC in the U.SL. described previously in Sectica III; however, it
is anticipated that somz host nation representation will be present.
This would, of course, depend on existing local ag.eements. The IEQC
is the element where immediate decisions will be made and is just one




“generation" removed from the scene of the crisis. Specific operations
and tactics at the sczne, to include the functions of the on-site
command post, are covercd in Field Counter-Terror Operations, Appendix C.

0 State Cepartment - (f a terrorist act or incident gener-
ates political or diplomatic ramifications, the Department of State
assumes responsibility fo~ and management of the U.S. Government response.
This agency will provide overall policy dnd direction to the DCD Ad Hoc
Task Force. It is anticipated that close 1iaison will be maintained
with the host country embassy in Washington, D. C. as well as keeping
the Whice House Situaticn Room informed of the crisis. he State De-
partment will, in all probability, maintain continuous communications
with the U.S. Embassy in the country where the tervorist act has oncurred.

) Host Geoveriment Embassy, Washinaton, D. C. - The host
government will probably stay in close contact with the State Depart-
ment in order to insure close coordination cf effort in neutralizing the
crisis, particularly if major jurisdictional problems should arise that
must be resolved at the highest levels. The host government embassy
would also pass information back to the host country government.

) Host Country Goverrment - The host country plays varying
deqrees of importance, depending on the country involved and applicable
international agreements in effect - particularly Status of Focrces Agree-
ments. It shouid be anticipated that direct comrunications with Department
of State may be desired, which would depend cn the sensitivity and severity
of the crisis. Also, the host country government will. in all prcbability,
establish lines of communication to host country officials at the scene of
the crisis. There would be direct communications with the U.S. Embassy
in the host country, because the U.S. Amkassador is responsible for all
Americans in the country.

] U.S. Embassy - The U.S. Embassy, in the name of the Ambass-
ador, acts as the highest U.S. autherity within the country. During a
terrorist crisis the counutry team would be ideally suited to serve as a
crisis management team for the Ambassauor. The U.S. Embassy would be in
close communication wi*h the host government, U.S. Department of State,
and the unified command.
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FIELD COUNTER-TERROR OPERATIONS

I. INTRODUCTICN

a. Sccpe and Method. This section deals with method, skills

and techniaues for use on site during U.S. Army operations to counter
terrorism on military installations. Although the scope of prebabili-
ties for terrorisi acts on installations cor sites comprizes incidencs
which could cause the use of combat task forces, Ranger 1aits, or
Special Forces detachmentz, it is more 1iksiy near future zra 1983
acts against the U.S. Army, in a wajevrity of cisaes, will require but

local U.S. Army law enforcemen® rersonnel. Thus, tnis cection focuses
.

S,
primarily on actions to b2 met by trese personnci.

Included for consideration “: a nackage of inter-ralated Tield
countermeasures that, driven by poiicy and urder the supervision of
installation commanders, can, in response to ter:-¢.. be inplementea on-
site, by in-being installation commend anc staff, Provest Marshals, law
enforcement Special Reaction Forces and appiopriate supnort elements.

The countermeasures preserted 2voived from a design created by
the SALl study team against base l1ire data securea iuring an analysis of
the terrorist threat, and througn cvent tree analysis which insured an
appropriate list of ootions ior research toward vecommended measures.

The design, clearly basic, was cdeliberately trimm:d to test availabie

el Soncholont 0L

L

U.S. Army assets and resources cost effectively, meeting the precblems

»
s

"
TN

of response head on without leaving gaps. The design - essentially a

$Rh%idd

1ist of operationa:® task areas - begins with a critical time reiated

)

start point ~ the moment of reccgnition that a terrorist incident has
occurred on a military installation. The end point or the design in-
cludes post event measures - those acts which should be considerad for
use after the freeing of hostayes, capture of terrorists, or other
climactic points.
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In sequence, the study design comprised the following:

» Crisis-management

- Opns center
- Fwd ¢md post

) Command and control/chain of command
) Staffing/skill requirements
o Procedures/Tasks
. Location
) Equipment
] Communications

¢ Problems of Jurisdictior

- Military

- Federal, state, local
- Foreign {Host Country)
¢ Response
- Organization(S)
0 Combat arms/combat support

- fixed assets
- task forcing

. Law enforcement

- fixed assets
- Special Reaction Force/Teams

duties and responsib:lities
alert levels
mobilization procedures

moverent to operational areas
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security

cormunications

equipment

negotiating

hostage protection

use of special weapons and devices

individual and team tactics, to

" include assaults

<

,\,
L

S
i

s ¢ capturing terrorists
g e Tliaison with media and with federal,

QU faah
.
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state and local officials.
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Reactions tc terraorism occur 'n one of throe pnases: pre-event,
event, and post event. The material in this section is concerned with
the latter two, event and post event, that is, with theories and prac-

tices of response - more precisely, situational control and :zactics.

b. Force Characteristics. The principal actors in this

swJment of the study are terrorist organizations as defined in the
1977/1983 4 arrorist group profile, Appendix A, Threat Analysis, and
U.S. Army combat, combat support and specifically law enforcement
personnel as they exist under present TOE's. Cautiously, the counter-

;
g

measures that are presented for consideration were developed as r=ac-
tions that are pursuant to the capabilities of above mentioned U.S.
Army personnel in opposition to the cited terrorist group profiles.

To arrive at countermeasures, actions by one force were pitted against
another, of course in hypothetical situations (via simulation).

_f.1b : c. Terrorist Situations. To achieve countermeasure options
;? f}; for field operations, a set of terrorist acts on military installations
£§<fifl was staged (simulated) and prioritized, then re-staged (simulated).
??:L‘i Standards for selection were based on an examination of probable terror-

ist group objectives for conducting operations againsi the U.S. Army,

l
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and by determinine the type operation bLest suited for attainment of

these objectives. For exampie, if a terrorist group’s objective is

to attain worldwide publicity and to embarrass U.S. military forces

it might seiect to enter a headquarters/office building on a supposedly
secure installation. barricade and hold hostages, thereby achieving
media attention and stalemating military forces, rather than conduct
bombings or thefts, which would not bring in the publicity or possible
humiliation desired. Converseiy, if an objective is to create fear

and Timited harrassment or disruption, bombinys wouid seem an appropriate
tactic. Appendix A, includes a full range of probable terrorist

group objectives toward the U.S. Army and the most likely operations
they (that is, the proposed 1977/1983 groups) would s2lect fo attain
them. These operations, or incidents, represent cthe tzrrarist situa-
tions the following countermeasures can chalienge effectively.

IT. CRISIS MANAGEMENT

a. Cperational Constraints. There are several considerations

distinguishing most terrorist situations (hypothesized as taking place
on military instailations) from other criminal acts, and these need be
taken into account when designing nieasures to deal with them. ‘hese
are:

. The outcome of a terrorist act can impact beyond military
installations and affect, adversely, U.S. domestic and foreign policy.

e Irnocent persons, in addition to military personnel, can
be harmed more severely than in most like criminal acts and are in
greater danger of be.ng killed.

) Terrorist ard/or U.S. Army actions ir a terror/counter-
terror situation can easily be misinterpreted by media with unnecessary
harm ensuing.

] Sensitive and expensive resources may be involved,
.causing disrupntions at high yuvermmental levels.




It 15 because of these constraints that courtermeasures must

be fcrged from processes that factor in a greater number of variables
than might be studied when designing ways to respond to crimes that
ave similar to terrorist acts but which do not have the same far
reaching sffects. The social and political consequencas of a response
to terror, as stated, must be weighed in bhalance with military conse-
guences to ascertain cost/risk developments prior to selection of
countermeasures far enactmant. Thgrefore, decisions to commit counter-
terror forces for tactical operations shoulu be made only at the high-
est levels of authority above installation level. Preceding sections
of this study deal with such problems of authority, jurisdicrion and
decisiun-making at Departmrent of Army and major command lavels. In
this section, these problems are viewed in the context of the military
instailation and {ts environment. This cection also approaches prob-
Tems of interim authority, temporary jurisdiction and hasty decision-

making,
b. Commend Relationships/Jurisdiction. Memoranda of Under-
standing between FRI

Speciai Adgents In-Crarge and Military Installation
Commanders must define, spzcifically, when and how FBI and military
authorities will interact to insure effective operational procedures

during terrorist eventc. To this, it is suggestod that analysis,
recommendation and implementation of military solutions to counter terror
during events remain the responsibiiity of the Military Installation
Commander, except in those instances when experienced FBI personnel are
greater in number than those available from military sources, at which

time the FBI could assume scme direct contrel. When sufficient experienced

military personnel exist i’ is suggested the FBI assume an advisory role.

Bacause no two terrorist events are alike, the relationships
between the senior FBI orficial (Special Agent In Charge) and an Instal-
lation Commander <hould be a personal one, su that guidelines expressed
in Memoranda of Understanding are cieariy fathcmed and so ihat one can
safely act in the absence of the other, especially in the early moments
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of an event when time-distance precludes the immediate presence of the
FBI. In some cases, FBI officials and installetion commanders may agrec
to establishment of joint working groups, or forcas, at every level of
activity from an Emergency Operations Center on down to Forward Command
Post, negotiations and tactical operatior . It would appear that situa-
tional factors such as available assets, official fixed FBI locations
(offices), and existing terrorist “hreats would serve as determinants

of formal inint forces.

Official expression of U.S. policy anrd overall supervision of
U.S. conduct during counter tervor actions OCONUS remains with a high
U.S. Department of State represeatarive, in most cases a U.S. Anbassador,
wnile direct control of U.S. forces cn U.S. military instalilations is
the responsibility cf installatica commanders. Here, too, a joint com-
mand and control system can emerge, with the Department of State official
(Ambassador) and the installation commander performing in accordance
with Memoranda uf Understanding. But the 2xtent to which OCONUS they
can together or separately direct counter terror operations is largely
dependent on Status of Forces Agreements (SOFA) with Host Countiies.
In some countries - for example, Italy - local police have auchority to
react to terror on U.S. installations. There, Carabinieri would prepare
and conduct counter-terror actions, whiie in ocher countries - such as
the FRG - U.S. military law enforcement ager.cies raspond on installations.

Status of Forces Agreemenis {SOFA) express a Host Country's posi-
tion toward perpetrators conducting terror un military installations or
against off base military personnel. 1t is from these agreements that
measures are adopted to prevent military actions from extending beyond
Host Country legal boundaries. Additionally, several of these agreements
provide for Host Country assistance. Mutual cooperation, then, is a must
between Military Installation Commanders and Host Country officials.

Further, occasions could arise when a terrorist event OCONUS
may thrust Military Instellation Commander, U S. Department of State
Official, and Host Country official, into a triumverate, a three part

c-7
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commana and control system, where Memoranda of Understanding and Status
of Forces Agreements (SOFA) act as the stabilizing facters.

The premise heie is that CONUS and OCONLS the comwitend and
control component of field counter terror operations is not a black
and white, one dimer.. nal feature but a2 multi-faceted aspect that
has to be balanced b .re-event, agreed to procadures for inter-related
decision making. Tne separate authorities invclved par.i.ipate together
in arriving at appropriate cptions for decisions, and the mechanisms for
such cooperation should be culled frou Memoranda of Unde-standing, SOFA,
and realted implamenting instructions. Of course, ultimate decision
making must remain with the individual mardated for such by iaw or policy.

There s, at prasent, 1 Memurandum of Understanding between Lne
Department of Defense (DoD) and the FBI. This document implies coor-
dinatiun between Military Installation Commanders ana FBI counterparts
and cites the FBI's role during terrorist events, CONUS. However, during
visits tc U.S. Army installations, CONUS, by SAI Steff it was learned
that at some instailations there hdas been contact and coordinacion he-
tween the two but at others there has not; and further. detailed inple-
menting instructions for 1inkage between U.S. Armv and FBI personnel
hardly exists.

In view of emerging terrorist threats CONUS, it is recumended
that ODCSPER, Hgs, Department of the Army, formulate an action pregram
that would revitalize and enhance coerdination and coooperation between
the U.S. Army and the FBI at field operating ievels (installztions).
Further :uppart for such acti:n can be abstracted also from Civil Dis-

turbance Pian, "Gardsn Plot." Such 2ction, it 2ppears, should require
rew meetings between Military Installaticn Lomnanders and FBI officials.
From these meetings should evolve local imulementing instructions dealing
with the following: :
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- command relaticnships and jurisdiction

- sha-ing of information

- control »f military operations

- organization/construction of joint-forces
- negctiating tactics

- utilization of equipment

- liaison with radia ana public officials.

Further, FBI Special Agents In-Charge shouid reseive briefings

to become familiar with military installations they haveto mobilize too,

so as to he familiar with Taycut and surroundings.

Similar aciicons should also he accomplished QCUNUS between
Military Instaliation Conmanders and the U.S. Department of State and,
where applicable, with Host-Country Officials, certainly pursuant to
joint review of applicable segments o Status of Forces Aarcements

(SOFA).

Yith direction and supervision of the above cited ac.ions

-

begun at Department of Armv ievel, and enforced t, Major Cormands,
near fTuture compliance would be readily obtainabie, especially since
authority exists now in the standing Dod/FB: llemorandum of Understand-

ing, and in SOFA.
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c. Time factors, the Hoscaye-Taking Terrorist Event (Scenario)
ard Situational Control.

(1) Time Tacigrs. Tiere is a distinct relationship be-
tv.2en the phLases of a terrorist eveni and the degree and intaensity of
situational coumand ard control that can be brought to bear in a
counter terror effort on mil.tary instaliations. Unavoidably, it is
¢difficult to determine who can be the first rasponsible leader on
scene. Even if mechanisms exist to modilize a Reaction Force, a
Forward Command Post and an installation Emergency Operatiors center,
the first responsible counter terror agents to confront terrorists
may be rniearby security guards or a pair of military policemen arriving
by sedan while on roving patrol. This reality cannot be dismissed,
and instead shou:d be viewed as an initial 'official' reaction phase
during wnich opportunity -.xists to estimate the terrorist situation
and begin a transition into subseguent phases when a viable Reaction
Force could arrive on scene. As stated elsewhere in this study,
it is important and practical that all military polize personnal have
training in methods for dealing with terrorists. In civilian police
situations, the firct police officer to arrive on scene during a
criminal or terrorist nostaga-taking/barricade situvation is designated
the 'initial commander' of police forces until a special detail
trzined for such situations arrives. Otaer ranking officers arriving
on scene have authority to assume situational contrcl but normally
only provide guidance or advice, allowing the 'initial cowmmander' to
stay in charge until relieved by ine special detail. It is suggested
thic system 52 U.S. Army praclic» i1 order to sustain as much contin-
uity as possible during th-> exriy flow of activities.

(2) The Hest..t-Teking Terrorist Evert (Scenario). A later
par graph in this <ertion J1scusses elements that can be mobilized on

instellations *o counter tervorism. These elements are listed below
in reference .o tfguenc:is of some major tvpe hostage-taking terrorist
events that .ould corur anoinctallaticas, purpose: to relate time-,
or chronc seioal-, s2c.27Ces of terrorist events to the element, or
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elemerts, that should be exarcising direct situational control witnin
the framework of the sequence, and to outline major duties and res-
ponsibilities in the fiow cf actions, or sub-events. By direct, in
this case, is meant that element that should be in direct contact, or
confrontation, with the terrorists. The type terrorist event treatad
is worst case, that is, a hostage-taking/ barricade situation by poli-
ticaliy motivated terrorists with specific demands. From the point of

view of counter terror forces, events are:

e Initial Response Phase
e Necctiation Phase
o Assault Phase

The Initial Response Phase is that period during whica U.S.
military personnel beccme aware of a terrorist committed act and
prepare to counter the act through peaceciu: persuasion or miiitary
force. The Negotiation Fuase, occurring durin, hostage-
taking situations, is that stage during which mi:litary or other
official personnel interact with terrorists to raduce factors of
potentia’ violence and increase the probability of safety for hostages
while bargaining (negctiating) for their release. The Assault Phase
occurs when it nas appeared that only a military solution can bring
about the re'ease of hostages ~ith less harm coming tn them than
through the application cf other sclutions, or when anything less
than a military solution has been analyzed to have greater negative

impac* on human Tives elsewhera.

Below, in sequence and scenario fashion, is a breakcut of the
above mentioned phases. ‘

Initial Response Phase

& Terrcrists sieze building and take nostages.
o Nearest available military policemen arrive on scene.

o Military poclicemen estimate situation

Military policemen report inc.dent to higher headquartars
(MP Operations Desk).




v MP Operations Desk alerts Installation Headquarters
Operation. Center, the Provest Marshal; next, subc.dinate
Commanders of elements of a predesignated Reaction Force.

e Duty ofTicer at Installation Headquarters Operations
Center alerts installation Ccmmander, tnen, if in CONUS,
contacts the ©BI, next the Army Operations Center (AOC),
Aeadcuarters, Department of the Army, anu the next
highar command.

OCCNUS, the Installation Hcadgrarters Operations Center
contacts the Major Command, €.g., Headquarters, Usareur.

Q

(Note: ale~t notifications cited are in accordance
wirh Army Regulation Number 190-40)

¢ Installation Headquarters QOperations Center converts to
Installation Emergency Operations tenter (IEOC).

¢ Initial on scene commander (rankirg military peliceman)
sustains contact with terrorists arnd in accordance with
learned, pre-established procedures aitempts to ascer-
tain information toward & precise estimate of the situation.

8 rcovost Marshal, or designated representative, arrives
on szene at nearoy location to establish Forwarc Command
Post, assuming fcrward operational control as Commander.
Initial, now former, Commancer remains at Command Pust
to provide informetion and assistarce.

¢ Security and rec. 'naissance personnel of the pre-designated
Reaction Force arrive on scere and estanlish physical
security cordon and reconnoiter aivea to determine best
access and egress tc and from the terrorist target
(building with teyrorists and hostages).

¢ Tactical elements of predesignated Reaction Force moves
to assembly 3ares beyond sight or recognition of terrorists
and prepares for possible assault operations.

¢ Forward Command Post establishes communications with
installation Emergency Operations Center (IEQC).

o Installation Commander arrives at IEOC to ccmmand counter
tervor operations, first obtaining an estimate of the
situation from the Provost Moishal.

* Forward Command Post, in acceroance with learned pre-
designated procedures:

c-12
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- sustains contact with terrorists and determines,
if possihle:

¢ numbe of hostages and whn tihey are, and cheir
condition.

® precis:? interpretation of terrorist demands.

# number of terrorists, type terrorist group, and
positions of terrorists in the buiiding, and
movemenc patterns of both terrorists and host=ges.

® names of terrorists, especially the Teaders.

e terrorist behavior characteristics (e.g., nervous.
tense, easily excitable, or uneiotional).

@ terrorist weapons, explosives, eguipment.

- analvzes reported best access and agress to and from
building (reported by elements of the Keaction Force}.

- deveiops tactical military options for use by tactical
elements.

- deter.aines if available resources will support pianned
tactical military options.

- begins formal negotiations with terrorists (note:
tarrorists may reject the assigned Negotiator and
request to negotiate caly with Installation Commander
or other official party).

- reports results of all of abave to IECC.

Senior FBI official arrives at IEOC and receives briefing
on situation from Instaiiation officials. The FBI agent will
work closely with counterterror forces pvoviding guidance
and assistance.

Negotiation Phase

Negotiating Team, or Negotiatour, sustains contact with
terrorists and buys as much time as possible from
terrorists for the consideration of demands.

IEOC fcrwards clarificatior of demands to AGC/DA and

awaits quidance as to how the U.S. government will react.
OCONUS, reports to OPNS Center, Major Command.



Forward vommand Post forwards to IEOC recommend=ad tactical
military opticns with estimated risk factors.

IEOC analyzes tactical mititary options and determines best
option, then alerts Forward Command Post of the option
seiected.

Forward Command Post aierts Leader, Tactical Elemant and
provides him with tre military option plan although per-
missfon to conduct such plan is yet to be granted.

Leader, Tactical Clement, ceturns to rear assembly area
and briefs element to conduct che pian. Ei<ment obtains
dditional equipment, if needed, and undergoes full pre-
paration, rehearsing actions repeatedly.

FBI official and/or Installation Coi.nande~ (i.e., on command
perogative) may move to Forward Command Pcst. However, it
should 2 noted the appearance of additioral authority may

ba viewed by terrorists as an indication of impanairg violent
action.

AQC/DA for@a}dé'fo IEGC a decision on use or non-use of tactical
military option. IEOC reports decision to Forward Command Post
(FCP). Cmdr, FCP alerts Cdr, Ta-tical Element.

(if a decision is made to conduct tactical military operation,
the foliowing:)

- Assault Phase:

¢ Tactical Element completes rehearsals, re-groups
at Assembly Area, establishes mobile command post
and informs Forward Command Post when ready to
embark on military overation.

® On order, Tactical Element moves as covertly as
pussible from Assembly Area to its ob,ective (building
with terrorists and hostages).

® Furward Command Post alerts support elements,
e.g., medical, transportation, etc., to embark
on supnortive missions.

¢ Tactical tlement conducts assault to free hostages
and take prisoners.

(if a decision is made NOT to conduct an assault,
NEGOTJATION continues)




(3) Situational Control. As stated, event and post event

terror/counter terror cctivities include. sequaontially, three basic
catecories: Initial Response Phase, Negotiatica Phase,

and Asszult Phase. 1n each of these phases there are progressive
links of commend and contrul elements which exercise direct or in-
direcc, that is, operational or decision makina situational control.
These elements cover four dis:inct areas in the -ange of ccmmand and
control procedures, and these are:

- Direct Tactical Control

- Indirect Tactical Control

- Overall Strategic Decision Makina Control
- Overall Policy Effects Control

Figure One, page C.16 depicts these elements and their rela-
tionships as procedural mechanisms to command and control elements.

The outcome of terrorist events rests on the effects of

countne terror situational control; therefore, players in command

and contral 1inkages described must he ful;v aware of limitations
imposed ubon them by policy direction. Their duties ard r_sponsibii-
ities should pe spelled out ciearly in Installation and Special Unit
S0P, and all personne® involved sneuld have formal schooling and
training directly proportionate to the tasks that policy will require
of them.

d. Formalizing a Chain of Command. The iadder sf direction

for countering terrorism on military installations should be a besic
structure of authorized officials and directives. Analysis of cases
involving terrorist objnctivcs and counter tarror actions show that
the following vertical structure is more adsptable acrass the spectrum
of type terroristc acts as a viable chain of command:
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Command and Control Parallel Mechanisn(s)
Commander, US Army Instailation... National policy . .
FBI advises and assists. DOD/FBI Memorandum

of Understauding

. . Installation/F3I
Memorandum of Understanding .
Installation SOP/reaction force
SOP . . . Relative US Army
regulations and directives

Commar.der, Reaction ingzaliation SOP/Reaction Force
Force Sgr

Subvrdinate Commanders, Peaction Instaliation SOP/Reaztion Force
Force SOP

Negotiator Reaction Force SOP

Exclided fron this structure are the cowmmand and control ele-
ment{s) that would exercise situaticnal control during the Initial
Rasponse Phase. When added. a vertical structure - :ide-by-side
graphically with inherent command locations - appears as below:

O (Note: this MODEL is NOT presented as a panacea for
dea. ing with terrorism organizationally on installa-
4 tions; rather, as cited, it is the MODEL which in
3 SAI's case-by-case simulations appeared to have
greater flexibility and success in controlling
operations)

Initial Response Phase

£ - sub-phase one |~ 2aarition of tercorist act)

O csecs.



5 Install-
E nstal Installation
- ation Hgs Duty OFfi
OPNS Ctr uty Officer

MP Desk,
Hgs, MP

OPNS/CID/
MI/FBI

0IC or NCOIC/

MP Deck/ CID Duty Agent/office of
MI and of FBI-SAIC

B

. ?ST?};? st Ranking
E "1 MP On-Scene
3 Commander

“

- sub-phase two (Fstablishment of IEQC and Forward
Command Post/Arrival of Installatior Commander at

& IEQC)

\\\
- Installation Duty
Instaila-\  oeel o\ /Installation

\ tior :ff/// Commander

Commander, Reaction
Force (Provost Marshal)

Reaction
Force
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- sub-phas2 three (Eiements of

designated locations)

R
IEOC )

S

AT

Cn s 3
SHEE

iy

Reaction
( Force

Command
Post

Forward
Support
Element

Commander
Support Element
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Reaction Force arrive at

Cormander,
In.tallation

Commander,
Reaction Forcz

(Frovost Marshal)

Tacticatl
Element

(Assembly
Area)

{ ymmaader,
“acti~al Flament

Negotiation Phase/Assault Phase

IEQOC
Reaction
Force
Command
Forward \Eﬂft
Support
Commander,
FSE
Chief Negotiator
c-19

Installation Commender (rBI
advice and assictance)

Commander,

Reaction Force
(Provost Marshal)

Tactical
‘ Element
%As>y Area;

Commander, Tactical Element
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The regotiatar is considered a key elemert in the chain of
commai.d because in a Negotiation Tnase he is in direct contact with, and

can iifluence, the counterterrar target (i e, the tarrc-ists

In formalizing this chain of command, szveral questiors arose
which deserve comment. First, and perhaps mst siriking. has been dealt
with in preceding pages hut requires further analys’s. "Whai should the
FBI's role in counterterror operations cn a military installation include?”
On the ons hand, the guestion is nearly "moot" since law provides the FBI
with jurisdictional authority. But, the FBI suffers some disadvantages in
being abie to carry out obligations on military installations during terror-
ist events, especially arly on. Time, Zistance and lack of intimate know-
leage of military capabilities are certainly deterrents to tctal FBI effect-
iveness. In several instances, FBI officials are Tocated several hundreds
of miles from military instailations and cannot be c¢n scene during crucial
moments when initial response to terrorism must be thorough, balanced and
proficiert; thus, the need for the aforementioned Memoranda of Understanding.

Jther questions dezlt with in formalizing 3 recommended chain of
ccama.nd were:

-~ 3Should Provost Marshals always command Reaction Force:?

Could a non-law enforcement field grade office~ assume this responsibility?

~ Snould a Deputy or Assistant Reaction Force Commander have
full charge of the Tactical Element of a Reaccior Force or Should the Tactical
Element have a leader who has no other function than to lead the Tactical
Element?

- What should minimum grade structures be?

c-20
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To arrive at answers to thes

tages an

Cdr, lnstallation

Dap or Asst Cdr,
Installation

——d2n

nd dicadvantages were reviewed:

Senior influential
military officer . . .
expartise and thorough
familiarity w/miiitary
onerations and avail-
ahle assets and re-
sources

Can specia’ize moreso
than Cdr during pre-
event periods . . .
attention less div-
ided . . . expertise

e questions, the fcllowing advan-

other major installa-
tion duties may have
to be set aside

Less significant
advantage id dealing
w/externail and/or
higner authorities

and thorough “iarity
w/military ope.ations and

assets and resources
can free Cdr to serve

on scene, if necessary,

as Negctiator.
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Fhain of " _mmand

Pravost Marshal
{¢cdr, Reaction
Force)

Nor, 1law enforcement
Cdr, Reaction Fo.ce

Dep or Asst Reaction
Force Cmdr al<o as
Tactical Element
Leader (w/Asst Tac-
ticai Eiement Leader
Conducting Assault

0" Ns)

Ad antages

Law enforcement anu
coyater tarror trairing
expertise . know-
ledge of assets, re-
sources . legal
expertise . . . int:mate
knowledge of area of
operations

Frees PM or other key
law enforcement off7cer
for other majer require-
ments

Provides Reaction Force
Cdr divect intimate
1ink w/Tactical Element
. . . enablis bhalanced
controi of Tactical
Clemeni's Security

and Assault units

Disadvdantages

Diverted frem other
rajor duties

less, if any expertise
in counter terrcr,
legalities, law en-

forcement . . . less
knowledge of acsets,
resources

diverted from other
forms of leadership
assistance at fixed
cmd post

Preceding paragrephs refiect that in light of the abov2 and
othe, variabies, the cnain of command selected would provide greater
control and flexibitity. The beiow rescaiement of *his chain of

zommand inciudes basic rat’onale for selection:

Permanent
Title

Counter-terror

Locati i
Mode Location Rationale

Installation Cdv Current Cdr of
atl MIL assets and
resources .
highest vrficial
Tink t)y ciher

Chief Military Operations  JEQC

authorities
Dep. Inst. Cdr Dep. Chief, MIL. Operations IEQC .second to above)
Provost Ma:shai Cdr, Reaction For -2 Fud €V Law en¥orrcement,

A

tegal & counter
terror expertise;
intima*te knowledje

of assets & resources
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Permanent Counter-Terror

Taitle Mod. Location Rationale
Den. or Asst PM Cdr. Fwd Spt flement Fwd CP As above
Cmdr, MP Company Cdr, Tactical Element Rear Assy Linkage between
Area/Tac-  Fwd CP and Tactical
tical - Element
Mobile CP
Platoon Ldr, Ldr, Assault Unit Rear Assy OIC w/single focus
MP Company (Tactical Eierent) Area/Area
of Target
Plxtoon Ldr, Ldr, Security Unit Vicinity CIC v/single focus
MP Company (Tactical Element) target
area/

(FBI official, not in chain of command, is "operational consultant")

On major installations, fitting the above into a counter terror
force wcu.d meet with Tittle difficulty; however, at smaller installations
and sites company arade officers may have to fill positions suited for
field grade, and senior NCO's may have to serve in company grade positions.
Becau.e of the zensitivity of terror/counter terrcr and ensuirg national
and internatiorel implications, officers of the higher grades shouid be
fil1ling key positions. On more-pupulated installatiens, rec' .nmended grade

structuring follows:

Title Recommended
Commandar, Installation Colonel (0-6) to Maior-General,
(Chief, Military Operations) unless lower grade authorized.
Provost Marshal (Cdr, Reaction ' Field-grade officer unless compauny-
Force) grade (Captain) is highest grade

available for position.

Dep or Asst PM,0ffice of Provost Captain
Marshal (Cdr, Forward Support
Eiement)




Title Reconimended

Company Cmdr, MP Company Cartain
(%4r, Tactical Element)

Platoon Ldr, MP Company 1-LT
(Ldr, Assault 4ni+ of Tactical
Element)

Pilatoon Ldr, iP Company 1-L
(r.dr, Security lnit of Tactical
Element)

If. CRGANIZATION

Type Forces. A miiitary install-*tion counter terror infrastruc-
ture should emerge frow existing assets with speed, alacrity and minimum
re-organization. The previous sub-section, or paragraph, stated that
against near term and future terrorist threats, CONUS and OCONUS, existing
military organizations have personnel and rasources available to conduct
counter terror missions pursuant to effective training programs. It is
unlikely that soon, or Ly 1983, terror wili require organizations dedicated
solely a.d continuously to the counter terror mission. This conclusion
is based on analyses of saveral organizational concepts with matching ter-
rorist event probabilities. These concepts are:

) Newly-activatec, dedicated TOE/TDA counter terror force, to
include an internal command structure, and tactical, security and support
ejements.

) Newly activated, dedicated TOE/TDA counter terror tactica:

«nd security elements, commanded, contrnlled and supported by external
existing authorities.

0 Conversion, or fusion, of elements of current TOE/TDA units
into dedicated counter terror forces for indefinite period.

) Designation of existing personnel and/.r units to serve in
a counter terror mode when need arises/on-cai:.
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Balancing the terrorist threat against cost facters such as

manpower, physical resources, time, planning and training, to entertain
the first three concents cited would be to engage developmental models
far too costly i relation to real world need. The latter concept, more
cost effective, relies on existing personnel and resources backgrounded
for the counter terror mission within a framework of response realicm.
Inaeed, the former concepts would provide better trained and specifics
oriented ccunter terror elements, but only in a framework of illusions
about terrorism along with a lack of rea!ism about prioritizing funds and
resources.

Reconmended, then, is not a new organization in the force struc-
ture but the development cf cn-call missions for organizations already
TOE/TDA-authorized.

Since terrocism on military installations is likely to be
of lower-level violence (small teams with individual weapons) existing
U.S. Army law enforcemeni units appear to be most suited to enact counter
terror tactics under *the supervision of Provost Marshals and Installation
Commar.ders. In brief, current TOE/TDA'c for Military Police Companies
include personnel and equipment for expected stand-off cocvnter terror ac-
tivities. Personnel of these units selected to perform per the latter
cencept could continue in their normal TOE-prescribed duties, mobilizing
to counter terror in accordance with contingency plans and for periodic
training.

This recommendation does not preclude a need for the U.S. Army
to develop plans for counter terror force structures outside the law
enforcement reaim. After all, the imperative, or cue, for structuring
counter terror elements comes from the type of terrorist act committed.
The 1976 Israel. raid at Entebbe required meticulous task forcing of
reqular combat elements. It is possible that terrorist acts against
U.S. Army personnel or others on military installations could require
platoon or company-size forces such as Ranger units, or iha. aspects
of a unique incident could necessitate conversion of a Speciel Forces
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Operational Detachment "A" to a ctunter terror mode. Such considera-
tions cannot be ignored, cven tnough existing threat assessments
sprrad much doubt over the probability of terrorist acts against the
U.S. Army frequently necessitating combat task forces. Into 1983

and beyond, it appears that most terrori>t acts against the U.S. Arny
can be confronted successfully with in-being law enforcoment assets.

In designing a response configuration for military installations,
two basic compunents were rezlized to serve the foliowing two objectives:

. Crrisis-Management

. Tactical Response

The two components of the configuration are:

] Installation Emergency Ovzrations Center (IEOC); and
) Srecial Reaction Force (SRF).

These components include feurdations for independent action
against, or inter-2ction divect'y or indivsctiv with, tarrorists. Below
is a description of missions ard capabiiizies of these components under
an umbrella titled, Counter Terror lorce Structure. A MODEL, this organi-

zation should be viewed as onz o¥ several workable configurations. SAI,
however, has noted that in simulations it best suited personnel re-
sources, assets and capabilities available at most installations.

Counter Terror Force Structure

- Components

. Installation Emergency Operations Center (IEQC)
(Y Special Reactic Force (SRF)
- Forward Ccmmana Post
- Forward Support Element
- Spacial keaction Team (SRT-Tactical Element)
. Assault Unit

) Security Unit
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- Requirements

(] IL0C
- MISSION: Command and control military response
to terrorist acts on mifitary instailations.
- RESPONSIBILITIES:

o Pre-avant: Develop counterterror contingency
plans/SJP's

¢ Ascertain pre.ise estimates of the terror/
counter terror situation throughout the
respense period.

¢ Conduct assessments of military "response
options" and recommend the most favorable
to Department of Army for concurrence or non-
concurrence.

¢ Conduct operaticnal planning and provide
operational and support guidance to Cmdr,
SRF.

¢ Establish comnwunication Tinks to Major
Command and/or to AQC, DA.

¢ Coordinate support activities.

e Effect liaison with Public and Media officials.

e Organize post operational plan to support
needs of released hostages and io organize
captusced terrarists.

) Special Reacticn Force (SRF)

- MISSTON: Conduct on-site operations against
terrorists on the military instailation.

- RESPONSISILITIES:

@ Establish on site Forward Command Post.

C-27
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¢ Establish and direct Forward Cupport E.e-
ment to:

secure area nf operations
- negotiate with terrcrists

- develop safety measures for hostages
throughout the response pericd

- gather intellic¢ nce

- coordinate 1ogistics and medical
support

- establish communication links with
the IEGC and the SRF's Forward Support
components, and the SRF's Tactical
elewent (SRT)

- provide continvous estimate of the
situation to th~ IEQC

- recommend "response options" (tacti-
cal) to the IEOC

- conduct. only ON ORDER, tactical
operations.

Composition.  The IEOC, in essence, should be an installation's
in-being Operations Center augmented to deal with terrorist situations.
When manned fully, principals should be pre-designated on call represent-
atives of the installation's major command and staff elements that match
disciplines required to counter terrorism. It should also, as clesely as
possible, matrh counterparts in the AOC/DA or major cummand. To sustaiu
operations, this structure shculd, at « minimum, include the
following:
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- installation Commander,
- Dep or Asst, Installation Cdr.

- Chief of Staff, Installation. Coordinates IEQC

internal operations.
- Senier FBI officiai/SAIC...advisor

- IEQOC Augmentation. OLC :f:

. intellicence. Provides production and Axaty-

sis of intelligence collected not cnly from onerational site but from
On major installations, where assets exisc, directs "all-

other sources.
sou..ce" intelligence center:

e Operations. Provides estimates of tactical

options and develops and refines operational plans;

) Personnel. Provides guidance on availabiiity,

utilization and care of persornel;

) Logistics. Provides coordination of equipment

and trar.cportation support actions;
~ublic Affairs. Effects liaisen with Media
Note: This officer and assistants may

and private sector officials.
be positioned at the Forward Commaad Post (situation-dependert};

° Lagal Affairs. Provid:s advice and recommen-

dations on lega?! implications;
v Communications~Electronics. Insures

effective communication syscems, links, appropriate equipment. rigs.

) Facility Engineer. Prgvides information.

re. buildings and sites.
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o Eghgvicra] Psychologist. ‘Can be military, or locally

cantracied, or or. ca'1 from other installation). Frovides guidance for
on site Megotiator.

The counterterror augmented IEOC conTiguration that serves
responsitilities and requiremer s of the IEOC mission includcs three

pasic elemen*s. These are:

0 Commana Element Team
) Crisis Management

) Operaticnal Staff

The 3forementioned principals sho'ld comprise these elements
as rollows:

. Coamand Element (decision Making)

i -

oY R

- Cdr, Installation

i2n

gg - Dep. (or Ass't) Installation Cdr.
E; _. - Chief of Staff, Installatiun

s .

- FBI official/SAIC

W
¢

) Crisis Management Team (Analysis, Decision Making

R D
R
-

- Dep. (or Ass't) Installation Cdr.
(directs team)

- Intelligenc2 Officer
- USACIDC officer - special agent
- Operations Officer ;

- Logistics Officer

[UPYIRT

~ Legal Officer

o

Al

- Psychologist

Facility Engineer
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) Operational Staff. Principals, and staff
representatives .

- C0s, Installation (. . . directs:)
- Intelligence (0IC and Staff)

- Operations (0IC and Stafr)

- Personnel (0IC and Staff)

- Logistics (0IC and Staff)

~ Public Affairs (0IC and Staff)
- Legal Affairs (0IC and Staff)

- Communication-Electronics (0IC and Staff)

The purpose of the Command Element is obvious: to direct
action, and to recommend to higher authority the most favorable

option or options for a counter terror strategy.

The {yisis Management team provides the Command Element with

a breacont analysis of recommended options, sc that the Chie®, Military
Coordination (Cdr., Ins.allation) can deliver to higher authority the
best option, or options, and so that subsequent decisions and actions
can be analyzed thoroughly and be fully coordinated. This team should
be directed by the Deputy, or Ass't., Installation Comm=nder, and
conmerice as soon as a clear estimate of the situation is received a*
the IEQOC from the Forward Command Post of the Special Reactiun Force,
and certainiy upon each significant sub-crisis.
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The Operational Staff, third element of the IEOC, includes
continuous hands-on working staff members who are responsible
for the IEOC's internal operational and support duties. The
Cnief of Staff (COS) of the Installation should be responsible for
direction of these personnel.

No doubt, not every major installation CONUS and OCONUS will
have an organization available to immediately convert to the counter
tercor force structure dascribea herein. Some installations may not
have a Chief »f Staff but instead an executive officer and “n many
instances an installation's senior 'Qperations' officer may also be
the 'Intelligence' officer. Thus, the above is recommended as a
MODEL from which appropriate departures (modifications) should occur.

IEOC Facilities, Equipment and Special items for the IEOC
need be no different than those required for an installation's opera-

tions center during emergency category I events, although some addi-
tional communications frequencies may be needed and certain items
peculiar to the terrorist situation would reed be available, such as:

s Building and floor plans {bluerrints) of the
barricaded building and adjacent buildings (to include basements
and any other underground areas).

(] Maps and/or diagrams of the instaliation's air-
field and devignated helipads (to include blueprints of buildings
and hangars) in the event terrorists and hostages, via damand, gain
passage to move toward aircraft.

° Maps and/or diagrams of nearby commercial air-
fields, heliports, re. above situation.

) Maps and/or diagrams of buildings and other
facilities along obvious exit routes; from barricaded building and
along routes to airfield and/or helipad.
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] if availatle, files on terrorist organizations

o3 and practices.

Tnis IEOC configuration, pitted against several terrorist

<
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situations, insures in-depth coveraje against *he unexpected as well
as the obvious. Situation-dependent, its size may grow. For example,
as discussed earlier, FBI officials may wish to fuse rBI staff into
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e

454;:

functional sections. and USAF or civilian commercial airfield person-
nel may be required if there are neads for lung-range aircraft. Thus.
it is imperative that Installation Commanders develop contingency plans

4l

that include appropriate configurations for the IEOC, using the MODEL
herein as a base start. SOP must be Taid down carefully to insure
auick and efficient fusions of adgitional personnel.
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Speciai Reaction Force (SRF)

The Special Reaction Force (SRF) is the counter terror blow
impacting at the c¢risis-point. It should be a force of modular com-

porents that can be mobilized quickly to reach event locations and pre-
arranged sites. These structural units must gain control of terrorists
in any military or behavioral context. At the minimum - that is, for
installations reted less vulnerable to terrorism than others - a
Special Reaction Force should include the following:

. Forward Command Post (FCP)
® Forward Support Element (FSE)
) Special Reaction Team (SRT)

The Forward Support Element commences its operations from the

location of the Forward Command Post as directed bv the Conmander of
the Specia’ Reaction Force (Provost Marshal) and includes the
following:

- Security and Reconnaissance Team
- Supply Section

- Signal Section

- Medical Section

- EOD Detachment
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The Security 1nd Reconnaissance Team must early on cordon the

operational area and make certain that bystanders and onlookers are
out of range of any fire or danger. Elements of the Team must also
aevelop intelligence information as quickly as possible, reporting
to the Command Post entries to the tarcet building, escape routes,
characteristics of the building, and facts about the terrorists and
hostages.

The Negotiating Team should include two or more trained Nego-

tiators wno can be positioned on site to converse directly with terror-
ists to ascertain clarity of terrorist demands, and subsequent proposals
and counter proposals: to state U.S. Army and Y.S. Government positicns,
describe actions to be taken, and t¢ supervise oy assist in supervising
ists ana hostages; to stail; and to regu]%%gwb;”ﬁédify terrorist behavior.
More than anyone else in the counter terror force structure, negotiators,

the aalivery of hostages and products; to gain information about terror-

prior to an assault phase, are the cutting edge, the prime forward control
factor. Negotiators must attempt through direct or subtle means to up-
stage terrorists and steal their initiative, to wrest control from them

and lead the situation to a conclusion favoring **2 U.S. Government.
However, negotiators should not be decision makers. It is the inability
uf negotiators to make decisions that widens their field of communications
and =4tends their opportunities to develop rapport with terrorists. Still,
terrorists may reject assigned negotiators and demend to bargain only with
an authority who can make decisions. 4hen this occurs, assigned ne-
gotiators sheuld serve as assistants to the preferred negotiator.

The role of the Supply Section should be to acquire and deliver
equipment and rations to operating locations, as directed by the Forward
Command Post. It 1. 1ikely that rations and equipment wiil have tc be
provided to the terrorists and to hostages.
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Communicecions support, that is, the establishment of Tines,
and creaticn of a commard and control net linking the Forwerd Command.
Post to the Forward Support Element's varicus compenents and to the
Special Reaction Team, is the responsibiiity of the Signal Sectirn.

The Macdical Section, located initially at the Forward Command
Post, wiust be mobile and have the capability to treat terrsrists as
well as hostages and SRF personnel. A "dust-off" capacity shuuld be
established for the seriously wounded if appropriate facilities are

not nearby.

The EOD Detachment assumes a role in counter terror
when bombs or cther explosives are v= ired (o be idenlified and de-
fused.

En toto, 4 Forward Surport ETlement need not comprise more than

35 personnel. A suggested breakcut is:

(] Cmdr. Fwd Spt Element: 1

) Security and Reconn«issance Team
- Team Leader: 1
- Security Unit: 1N
- Reconnaissance Unit: 3
15
. Negotiating Team
- Chief Negotiator: 1
- Negotiator: 1
- As3t. 0 Neget-
jator ana Driver: 1
3

C-35 :
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. Supply Se:.cion

- Supply NCO: 1
- Asst. Sunply
NCO: 1
- Supply Clerk: 2
- Nrivers: .
6
] Signal Section
- Commurications Cfficer, WG, or Senior
NCO: H
- Communications
Specialist: 2
) Medical Section
- Surgecn: 1
- Medical
Officer: )
- Medics: 3
- Drivers: 2
7
0 EOD Augmentation Team (not included in above

personnel accounting).

The Spacial Reaction Tegm_(SRT) is the tactical element ~f the

SRF, similar to the Special Reaction Team that military law ertorcement
agencies formulated long before the civilian counterpart, SWAT. When
mobilized it sinuld niove to an Assembly Area sufficiently Jdistant from
the target area (terrorists) so as to avoid detection cf jts existence.
It's purpose is to sieze, ON ORDER, a target barricaded, cr defended
otherwise, by terrorists so a< to ca>ture them and to free hostages,
and to engage terrorists by fire, ON ORDER, as orportunities arisc.
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Below are elements of a Special Reaction Team (SRT) for the counter-
terror mode:

o SRT Ceimand Unit
. Assault Unit
) Security Uni=

The SRT Command Element need include only the SRT Commander
and a driver/radio-operator. The Assault Unit must oe capable of fast

and furious entry and offensive tactics, and accurate weapons firing.
The Security Unit must be able to provide support by fire during an

assault, and/or independent sniper fire. Appropriate make up for the
latter two is shown below:

° SRT Cmdr: ]
. Driver-Radio
Operator: 1
? Assauit Unit
- Leader: 1
- Rutomatic
Rifleman: 2
- Riflemai:: 4

- Grenadier: 2

- Radiv
Operator: 1

- Driver/
Radio
Operator: 1
TOTAL 11

) Security Unit

- Leader: i

- Automatic
Rifleman: 3
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- Snipers: 5

- Driver/
Radio
Operator: 1
TOTAL 11

SRT personnel require uiversified training, including wall-
climbing and rapelling, special weapons, night devices, use of demo-
litions, explosives and riot control agents, water cannons, battering
rams, rescue procedures, and first-aid.

Forward Command Post. The Forward Command Post effects command

and control of on site military operations against terrorists as directed
by the IEQC. It serves as a hub, or focal point, for delivery of orders
and commedities to the SRF's subordinate elements, and collects, analyzes
and disseminates intelligence information.

No more than 8 personnel need constitute the Forward Command
Post, and less can man it on sites or lesser installations where fewer
personnel exist. On most installations, 2 Forwai'd Command Post might
include the following:

. Commander, Special Reaction Force (Provost Marshal) - 1

) Deputy Commander, Speciai Reactior rorce and Commander,
Forward Support Element (Deputy, or Assistant, Provost Marshal) - 1

° SRF Operations Officer (Operations Officer, Office
of Provost Marshal) - 1

) Intelligence NCO (E-8 or E-7) - 1
° Intelligence Specialist (NCO, £-5 or above; - 1

() Communizations Specialist - 1
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. Briver - 1

) Cierk -~ 1
As to proper location, the Forward Command Fost should be in
a closed or protected area from where the target area (locaticn of
terrorists and hostages) can be observed.

Excluding IEOC personnel, the Counter Terror Force Structure

for a major installation as described above comprises 63 personnel.
A summary breakout of this structure is below:

"Counter Terror Force Structure"

Instaiiation Emergency Operaticns Center (IEQC)

. Command Element

] Crisis Management Team and Operational Staff

- Special Reaction Force {SRF)

° Forward Command Post

- SRF Commander

- Dep. SRF Comnander and Cmdr, Forward
Support Element

- Operations Officer

- Intelligence NCO

- Intelligence Specialist

- Communications Specialist
- Driver

- Clerk

4 Forward Support Element

- Security and Reconnaissance Team

e Team Leader
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e Asst. Team Leader

e Security Unit - 10

e Reconnaissance Unit -3
- Negotiating Team

e Chief Negatiator

s Negotiator

e Asst. to Negotiator and Driver
- Supply Section

o Supply NCO

» A35t. Supnly NCD

e Supply Clerk - 2

e Driver - 2

- Signal Section
e Communications Off., W0, or NCO
e Communications $necialist - 2
- Medical Section
s Surgeon
o Medical Officer
¢ Medics - 3
o Driver -2
- EOD Augmentation Team

Special peaction Team

¢ SRT Command Post
- SRT Commander

- Driver and Radio Oparator

!
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. Assault Unit

Leader

Autcnatic Rifleman - 2
- Rifleman - 4

- Grenadier - 2

- Radio Operator

- Driver

o

Security Unit

- Leader

:
%
.
&

- PAutomatic Rifleman - 3
- Snipers - 5
- Radio Operator -~ 1

Az

As stated earlier, small sites and lesser iﬁstal]ations may
nct have assets to develop the force stru:ture shown above. <Comman-
ders of such sites or installations shouid, however, be directed by
policy to formulate and arrange contingency measures to draw force
assets from the nearest available military or civilian law enforce-
ment sitas, installations or agencies. For example, nearby active
military posts and state or local police could serve this purpose well.

Tactical Reserves may become necessary during an assault phase.
Where personnel are available, a second Assault Unit, identical in
make up and capability to that of the assigned SRT, should be mobilizad
along with the SRT and undergc assault preparations with its front line
counterpart.
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Special Reaction Force Equipment. Equipment for the elements

of th_ Special Reaction Force need incluce only standard, low technology
‘tems that can be found on most instaliations or sites with the possible
exception of an armorad vehicle.

IV. SPECIAL OPERATIONAL TASKS

Analyses of counter ter-or operations conducted throughout the
world by mili*ary forces and police agencies since 1970 uncover func-
tional task-areas which require examinatiin subsequent to development
of theory (policy) and practice (operational response). The task areas
ascertained from SAI study of tsrrorist cases are:

] Command ard Control; command relationships; the
decision making process; task forcing/organizing.

. Intelligence (collection, dissemination, analysis)

9 Negotiating

* Communications
° Liaison with Media and Public Ofticials
() Support

Measures increasinoly evident from study of cases grew not
so much from what was achieved by caunter terror forces, but from
what was NOT achieved. No dnubt, a grest deal remains to be known
about dealing with political, ethnic, racial or pathological terrorists,
hcwever, the sampling o incidents studied, as well as simulated hypothe-
tical 1977/1983 terrorist events, provided a hefty number of lessons
and lessons learned. Among the real incidents studied were:
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e PFLP hijacking of aircraft, LOD airport, 1972,
Tess than two months prior to infamous JRA/PFLP
LOD airport massacre.

¢ Rlack September ettack during Munich olympiad,
1972,

8 Tupamaro “idnapping of 11.S. Advisor Daniel A.
Mitrione, 1970.

¢ Biack Septenber seizure of U.S. Envoy o Sudan,
Clec A. Necel, subsequert murder, 1973.

¢ PFLP attack, Tel Aviv hotel, 1975.

s Metropolitian area police cases, Disurice of Columoia,
New York City, San Francisco, 1975-1376.

¢ South Mollucan seizure of Indonesian Consulate,
Amsterdam, 1975.

¢ Hos*age - taking, OPEC Ministers Meeting, Vienna,
1975,

¢ (Cosrdinated terrorist actions, Washington,
D. C., 1577.

The first item of operations task interest Tisted abcve-- command
and control, etc. - has been covered in oreceding pages of this section.

Thus, the second item - intelligence - begins this portion of analysis.

inteiligence. During a terrcrist event, intelligencz informa-
tion is of nrime importance in perfecting countermeasures. In hostage-
taking situaticas, both assault and negotiation tactics benefit from
early informaticn about terrorists. It is because of this that SAI

has incorporated into its courter terror organizational MODEL, a small

ymh Yy SRR

- reconnaissance team, or functio=, to aid the intelligence gathering
gf effort and why, too, a 1ist of "essential elements of information"
:§f {EEI) should exist to5 aid such effort. More presisely, intelligence
g» coilection during events should serve the following needs-

g

e
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- information for imminent tactical use by
counter terror forces.

- information to flesh out a psych~logical
profile of the terrorist leader, and of
the group as well.

- information about general and specific
terrorist modus operandi {(for both present

and future use).

- general and specific information about
hustages.

The gathering of intelligerce information duriny events should
begin immediately on recognition that an event has taken place and
should continue well beyond the event with interiogaticns of any cap-
tured terrorists and debriefings of hostages and counter terror force
participants who confrontea terrorists directly. WNegotiators should
also be debriefed. A list c¢f intelligence collection sourcas i, as
foliows:

- Initial Commancar (1st ranking MP on scene).

- Bystander/witnesses of eariy terrorist
actions who have not been taken hostage.

- Security and Reconnaissance Team of the
Forward Support Element (SRF).

- Early-released hostages.
- Negotiators.
- Special Reaction Team.

- Facility nersornel (those with intimate
working knowledge of barricaded area or
areas to which terrorists may relocate,

e.g., airfield).
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- Remaining hostages.

Loce1 or other perscnnel who may be familiar
with terrorists or terrorist organization...

Hote: FBI and USACTDC should attempt to
Tocate such peisannsl

- ———— e - -

The or scene intelligence gathering courdinitor in the SAI
organizational MODEL is a trained non-commissioned officer assigned
to operate within the Forward Command Post of the Special Reaction
£ Force. Upcn arrival at the scene, this individual should begin to
3 obtain information in accordance with an iutelligence priority 1ist
based on “essential elements of information “(EEI). Special Reaction
Force SOP shouid require that this individual immediately debrief
those listed above who would be able to provide information ecarly on.
Ancther immediate task chould be to brief the Security and Reconnzissance

Team on this mission and intelligence requirements prior to their em-
ployment.

Thorough analysis of inteiligence information should be accom-
plished by the USACIDC and intelligence personnel assembled as augmer.ted
to the IECC, however, because the Special Reaction Force (Provost Marshal)
must pass upward to the IEOC an estimate of the situation =nd recommenda-

tions for the development of options for military solutions tc & hostage-
taking problem, the

of Timitad analysis.

Forward Ccmmand Post intelligence NCO must be capabie

Below is a 1ist of EEI for use by Special Reaction Forces dur-
ing terrorist events:

precise statement of terrorist demands

number, condition, identitxy and exact location of hostages

nurmber, condition, and identity of terrcrists, to include
names of leader

C-45
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- Identity characteristics of both terrorists and
hostages fe.g., clothing, distinquishable physical
features).

- Terrorist weapons, explosives, equipment.

- Routines. movement patterns, and/or fixed positions
of terrorists.

Terrorist behavior ~ characteristics.

- Physical characteristics of barricaded area (buiiding,
other).

- Favcrable access routes to darricadad area as well as
entries for assault breakthroughs or other type entries.

- Favorable terrorist escape routes.

While ruch of the above information may be unobtairable,
attempts to collect all must be made. Even partial information will
aid the decision making process. A1l information gained should be
passed speedily through the Forward Command Post to the installation
Emergency Operations Center (IEQC).

Actors and agencies not organic to the reaction force structure
put still appropriate to the intelligence gathering evfort during events

, can be:

;f - FBI analysts.

EQ - Special agents, CIDC

;%‘ - Military Intelligence anaiysts/operations.
§é3;'§ - Con*racted operativgs/informanrts.

égif;{ - local and state police.

,iig'%, - Host-country intelligence agents.

The type and degree of participation of these personnel or
agencies will, of course, be dependenrt uoon the nature of the terrorist
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situation, and the availability of such personnel or agencies. For
example, indirect contact - telephone or other type wire communica-
tion - may be just as effective a means of delivering information to
the IEOC as direct contact. To synthesize the input from these
personnel or agencies, the IEOC would do wel| te incorporate an al’l-
source inteiligence mechanism so that information valuable to the
Forward Command Post and negotiators will be more choroughly analyzed.

The reconnaissance element of the Security and Reconnaissance
Team should have the equipmeni and flexibility to observe the target
area (building w/terrorists and hostages) from as close a vantage
point as possib’a. Situation-dependent, it is advisable for these
personnel to wear civil.an clothing. Both po.:roid and 35mm cameras
w/telescopic lens' should be used by this element, in =ddition to high-
povered telescopes for continued observaticn.

Future reactions to terror can on'y benefit from intelligernce
gathered during inuidents. CID and military jntelligence personnel
should combine tc form sriminal informatior and intelligence debriafing
teams and every legal method possible shouid be used to extract maximum
information from released hostages, captured terrorists, ana counter

This information should be forwarded to a

terror force participants.
centralized data bank wheve the informavion csn be collated and then

analyzed and delivered to goverrment agencies with need-to-know.
Information obtained should also be part of “"after-action" reports to
be maintained at installatione as wel] as forwarded to higher head-
quarters ard other interested Army agencies.

In March, 1977, the nation's capital witnessed three simul-
taneously coordinated terrorist incidents. This precedent implies
that cne incident on a military installation perpetrated by a terrorist
group could be followed by another on the same day or shortly there-
after,necessitating that within an ing*ailavicn, when tervor occurs,
security elsewhere should be strengthened,and that coupled with this
auxiliary security effort, there be anm inteliigence gathering effort,
however fruitless the beginnmings.of such may appear. Tn this effort
{(criminal informaticn and inteiligence collection) CID, NI parsonnel,

FBI and iocail police can oe of much value. OCCIUS, CIA and Host-country
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orJanizations may aiso be able to provide assistance. This assumes that
a centralized intelligence gathering effort during terrorist events

exist not only at installations but at the highest levels of government
as well,

Negotiating. SAiL has evaluated several negotiating organi-
zaticnal and tactical concepts and techiniques ranging from partici-
pation of trained law enforcement personnel to area or public officials,
to behavioral psychologists or psychiatrists, to deliberate use of
females; to the direct approach, and to soft, or subtle behavior
manipulation. Test results, however, have not shown conclusive.y
that any organizational or tactical approach will in all cases serve
better than another, or that a desired approach can always be im-
plemented. In many cases, terrorists have determined their own neg-
otiat~r, and often their behavior, or behavior performance (acting
out) has caused negotiating tactics to shift to different modes.

It appears, then, flexibility in the selacti~n of negotiators and
negoiiating tactics should exist at instullatica Tevels. Negotiators
should be capable of employing different negotiating technigues and
have flexibility to switch from one to the other, that is, to be
direct at one point, subtle, or indirect, at another.

This is not to suggest that there nave resulted from analyses
of negotating methods only play-it-by-ear resoonses. In fact, sev-
eral analytical results have prcvided guidelines applicable to any
hostage-taking situation. These are:

) Hegotiators should rot be authorized to make decisions
on terrorist demands but rather communicate decisions

e Negotiators mvst develop trust, credibility and rapport
with terrorists. This can be accomplished during neg-
otiaticns by providing certain items that can benefit

the terrorists without jeopardizing hostages, counter

terror forces, or a U.S. government policy position.




< ‘:“'

oy

R S T R R b

53 05 chocn sbeghoons, . . N
L R e S i g s g
i N s
-

S
3 P

Ak
£

.
ditteitbtaptis oD B s S o
5 e Torad S

e

b -
B EERY

G ‘2"\;}? ‘;‘f’;«ﬂ.& 2y

0

,
Bt st ey

Selection of negotiating tactics should be based on

learned characteristics of the terrorists. Quickly,
negotiators must create a typolegy-profile of the
terrorists, or terrorist leader with whom negutiat.ons
take place, in order to determine methods of approach.
If a terrorist leader appears highiy emotionai, fright-
ened and erratic, the negotiator will know to test his
approaches gingerly and attempt behavior manipulation
indirectly rather than directly.

Negotiators can be trained law enforcement personnel, not

e o e e . "

necessarily psychologists or psychiatrists. However, there are
certain traits negotiutors should have. These are:

Ability to accept tension beiween two 2r .ore points
of view, maintain perspzctive and continue to possass
integrity of his or her own thoughts.

Moral courage and integrity.
Ability to role~play.
Persuasiveness.

Ability to demonstrate empathy without becoming emo-
tionally entangled.

Ability to foresee a negotiating approach in terms of

a logical sequence of events and outcomes, yet an abil-
ity to cope with the unexpected by thinking and acting
quickly and rationally.

Patience.

Quality of "listening" i.e., ability to serve as a
sounding-board.

Knowledge of human behavior, especially "aggressive-
ness".

C-50
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) General lLnowledge of the politicel and othe: motiva-
tions of existing tervorist organizations.

] 4bility to think es a *2rrovist and predict cerrorist
responses to his or her tactical &pproaches.

Many of the above traits can be cultivated in training and
awareness prog.ams ana re-iteirated in SOP of Snecia’ Reaction Forces.
Still, because of the nature, or sensitivity, of the negotiaticns,
and the erormcus impact of negotiation ineffectiveness, it 1s
recommended %hat assignments of negotiators be epproved by install-
ation commanders to insure that most of the abovec iraits exist tc
a substantial degree within the selectee. Whether the selectee
should be a trained military psycholojisi, a member of the C{D, or
a member of the 0ffice of the Provost Marshel, should te decided
at che instaliztion where 4 more -ersonal appraisal of selectees can
be made. Negotiators can be individuals who have primary TOE-assigned
duties, beccming negotiators as need arises. It is suggested they
be selected from among vuluntesirs, and that a test mechanism to show
that candidates meet evaluative criteria to be negotiators be ad-

ministered. FBI a:d major wzcropolitan area (NYC) police agencics
have such examinations on hand.

Because the nature o, hcstage-taking events 1S so unpre-
dictable, it is advisable that several negotiators be assignea on
installations to meet a variety of situations. For exampie, etanic,
raZ.al ard religious motives behind terror can be more effectively
dealt with by negotiato-s whu have orientatioas similar to tiose
of the perpetrator.

An additicnal comment about negotiators is thst during neg-
otiations they are the forward effort of counter tervor activities.
In immeaiate and nn-going confrontation with the terrorists, they
must be trusted by the Special Reaction Force commander and the 1EOC.
There can be only one negotiator at any given time. Interference
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from above can ignite harm and disruptio:, resulting in setback or
stalemate. 10 avoid temptation of interference, negotiaters should
communicate from a Tocatior close Lo "but away from" the forward
Command Post, and vi<iis to that location from higher authcrities
stouid be av a minimum. Further, it should pe made clear in IEOC
and Forward Command Post SCP  that their inherent duties do not
inclve negotiating.

As to where negotiators should fit within the counter terror
force structure, SAI sta’f has experimentally placed ihem in the
Forward Support Element 3f the Special Reaction Force within which
is constituted a Negotiating Team. This team tentatively includes
a Chief Negotiator and Assistant Negotiactor(s). The Chief hegotiator
maintains verbal! contact with the terrcrists and is relieved of such
by the others when rest is regquired.

Also, as tne Chief Negotiator is dezlirg directly with the
terrcrists, the Assistant Negotiator should be developing questions,
new directions in negotiatinc tactics, analyzirg terrorist responses
and cummunicating developmerts to the Forward Command Post.

Safety of Hostages. For counter terror forces, the uitimate

concern during hostage-taking situations must be (1), the safe release
of hostages, (2) protection of ‘ives and weli-being of 211 participants,
(3) apprehension of hostage-*akers and (4) the protection of property
and equipment. Bound and Timited by the need to mobilize 3 counter
terror plan and the force to activate and conduct such, counter terror
forces can only proceed to ~are for hostages incrementaily. These
efforts shouid begin with attainment of irformatior about the hostages
and end with their safe release. Below is a tentative list of require-
ments:

) Determi.ie number, condition and identit, of hostages.

] Ascertain basic aad other hostage nceds (rations, cloth-
ing, etc ) ani attempt to arrange their delivery, via
necotiations.
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¢ Attemnt, if necessary, to provide medical care and/or
peaceful evacuation for wounded or 111 hostages.

v Determing psyrhologiza: state of noctages and attempt,
via negotiations, tc communicate directly to them
to reduce their anxiety.

. Ascertain if any transference between terrorists and
hostajes has taken place and attempt tn exploit this
trarsference, via negctiations.

° Identify locations/positions of hostages in the
barricaded area.

] Debrief any early-released nostages.

) Maintain, on site, medical and medical evacuation
personnel/equipment.

0 Continue to incluue the safety of hostages as the

primary factor in plans for negotiations and other
tacticai efforts.

Hostages themselves caii increase their own chances of sur-
viva! bs keeping in mind the following guidelines for hostage behavior:

. Try to stay as calm as possibl... Be assured police
and your famiiy are doing al! they can to see that ycu
are sately released.

) Don't trv to fighc the terrc-ists should they rush you
around. Remember they are probably as afraid as you
are and therefore unpredictable. They ma, aiso nave
prearranged plans to bring harm elsewhere should ony
of tnem ke hurt by their hostages.

s Don't discuss personcl matters. There is no reason
¢ tell ther anything about your family, job or property.

LRDTS RN
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® Tey to remenber everything: what the terrorists say,

what they luvok live, how they move This information
could be valuahle to thn police iater.

v Do what the terrorists cell you to do and don't dispute
their commands.

¢ Attempt to sccape only if it appears ycu wiill be success-
ful and only when you are assureu there will be no harm
1o otner hostage,. Never forgei that your personal ac-
tions witl hav: an effect on other hostagos.

(] Remember that nostage situations have rarely lasted
more than two days. VYaeu wili probably be fed and the
percentage is high that you will b2 releasec.

° If you have an 1llness and requive special medicines,
let your captors know this.

. Try *to calm other hostages who may be acting irratiorally.

) Lcok and listen for opportunities t» develop rapport
with the terrorists.

Communications. Signal systems at the IEGC and Forward Command
Post need be no different than those employed during other emergency

operations. Communications security should, of course, be a primary
consideration. On site, portabla hand held radios should be provided
leaders of all elements, to include components of the Special Reaction
Team, and security ard reconr -sance personnel. Command vehicles
should maintain their vehicuiai radios, ard telephones should be in-
stalled at the Forward Command Post, the location of the Negotiator,




and the SRT's Assembly Area. The Negotiator, situation-dependent,

mey find it valuable to suggest to terrorists that a telephone be in-
stalled in the barricaded area if one does not exist. The loud-speaker
system ard the 3till picture cameras (Polaroid) authurized the Military
Police Company by TOE should also be available for use.

Weapons and Equipment. SAI has evaluated current

and projected technology as weil as basic equipment to determine
those items which would provide counter-terror acvantages, espec-
ially for use by forward elements. Among type items in existing in-
ventories are:

. M16 rifles

) Sniper-scopes
? Night Firina Devices (Starlite Scopes)
39 45-calibre zutomatic pistols

. 12-guage, 20" barrel, riot-type shotguns
(] Water-cannons (Fire Dept.)

) Riot Control Agents

) Bayonets wiih scabbards

° Protective body-vests

. Protective head-gear

. CBR Detector Kits

° EOD bomb and explosive detecticn/disarmament kits
° Walkie-talkies (Motornia)

] TA312 telepaones/field switihbocued set

® Signal teepars, for tracking vehicles
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) Rapelling rope/scaling gear
] Light AS:Zmbly Xits
. . Searchlights, vehicular-mounted
o Public Address Set
. Still came-a (Polaroid)
. Medical aid/First-aid kits
. Automobile sedans
® Truck~, Utility
. Armored or protected (modified for protection) vehicle(s)

. ....In uniguie situations, helicopters.....

Except for five of the above items, all are authcrized the
Military Police Compeny, and except for Starlite Scopes all are
readily available at most installations.

Liaison with Media and Public Officials. A terrorist act

can grow 3nto a media event. The platform tnat mecia can provide
perpetratore is often the true objective of terrorist acts. Thus,
the access tinat terrorists have to media can determine either a
favoratle or unfavorable outcome. If the terrorists demand media
attention, such should be provided. It may be learned that media
will serve as a catharsis for terrorist aggression, a hostiiity that,
if not for access to media, could be directed toward hostages. Media,
therefore, should be viewed by the courter terror force as a con-
structive adjunct to its counter terror plan. On the other hand,
distorted perceptions of the objectives and immediate intentions of
poth terrorists and counter terrcrists "on the part of media" cculd
have disastrous results. An imperative, then, is that close liaison
and rapport between the ccunter terror force and media should be
accomplished immediately and sustained, «d this should be the re-
sponsibility of the installation's Publir Avfairs Officer (PAO). The
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PAC should insure that media personnel receive a true, up-to-date
account ¢f the terrorist event via methods that will not interfere

with on-going operations, and thet their presence, on site, be
effectively coordinated. The installation PAO mvst also coordinate
all military news releases through appropriate higher PAQ channels
to ensure uniform reporting procedures. Further, information that
could be misconstrued by terrcrists listening to/observing nedia,
and produce dangerous overtones, should be withheld. Timely, well
prepared briefings and accompaniment to on site activities can
prevent necative media. Installation commanders should make che
determination as to whether a mecia briefing focation would be

more effective close to the IEOC or by the Forward Command Post.

As to public officials, they too should be briefed accordingly
and, unless required, they should not be allowed to attend on site
activities. If required on site adequate protection should be pru-
vided.

Support (Logistics). In the tentative counter terror organi-

zational MODEL, a Fo-ward Support Element exists under control of the
Forward Command Post and includes personnel to provide medical, trans-
portation, raticns, equipment and communications support. It is en-
visioned that much of what the Special Reaction Force needs for siupport
is on hand on the installation and so the Forward Support Element in-
cludes but a small team (four personnel) to coordinate forward deliv-

eriles.

Special Reaction Force SOP should include methods and provis-
ions faor resupply, and any additional su,port beyond the SRF's capa-
bilities shouid be requested from and coordinated by the IEQC.
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Other Events

primary emphasis in
ve been acts directed

The hostage-taking event has received

this section.Although bombinge and kidnappings na
personnel and property, there are no innovations or
to meet these other events that have not been
procedures of the US Army or of
and wihich have not been treated
Therefore, the hostage-taking

against US Army
special strategies
incorporated into existing security
federal, state or local governments

in existing studizs and documents.
, so unique, complicated and potentially more dangerous

situation
e US Army RFP has received greater

than other events, as reguested in th

attention.
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AWARENESS PROGRAM
EDUCATION - TRAINING

An overail program ¢t educat,on and training to create aware-
ness of terrorism wmust be implemented. Preconceived nu.icns, varied per-
ceptions, and coamor misunderstandings tend to create unnecessary and
unproductive actions or expenditure of resources. This cverall aware-
ie5s program is two pronged with many facets. First, education of
responsible individuals takin: the form of form21 instruction at branct
canters and sciools, Jrientations which could bring together military
ara civilian authorities in a controlled seminar forum, and articles
in Army professional perindicals. Second, is the training of individ-
uals and teams to a*tain skills and specialties to cop2 with terrorism.
This combination of education aad training can achieve a well balanced
approach to countering terrorism - both before, wuring, and after the
occurrence of such an act or incident.

EBUCATTON PROGRAM

The Draft DOD Hardbook 2000.12 . Subject: Protection of Department
of Defensz Personm: el Aproad Against Terrorist Acts, contains a com-
prehensive pibl.ography outline on the subject cf terrorism. This
outline was examined in detail and it was determined that it is ideaily
suited to be the fremework for developiny and overall cducation pro-
gram for the Army. This outline is particularly valuable in that the
Draft DOD Handbook contains eoxtensive reference lists for each of the
subject areas listed below.

I. TERRORISM/CQUNTER-TERRORISM - GENERAL
Definition
History
Theories & Concepts

a.
b.
c.
d.

Ps,chology

D-2
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IT. TERRORIST OPERATIONS
Urban Revolutionary Warfare
Terrorist Tactics

(1) Genera’

(2) Kidnapping

(3) Assassination
(4) Bombing

(5) Skyjacking

() Others
Regional Activities
‘1) Global

(2) North America
(3) South/Latin America
(4) Middle East

{5) Far East
(6) Europe
(7) USSR

(8) Africa

Terrorist Groups

(1) PFLP, Ai-Fatah, Black September
(2) 1IRA

(3) Baader-Meinhof

(4) Others

Propaganda Activities

Incidents

Material Resources

ITI. COUNTER-TERRORIST OPERATICNS
Policy/Jurisprudence Aspects
(1) u.s.
(2) Inrernaticaal
Prevention Techniques




pa—

General
Individual

~ne

Family/Residence
Vehicle

R I N

Facitities

(
{
{
{
(
(

(o) BENES )RR O o8}

Internationul

~—

¢. Repression Techniques

(1) Ceneral

(2) Xidnapping

(3) Assassination

(4) Bombing

%) Skyjacking
d. Muclear Related Activities
2. Media

Using the abcve 2itline varying prbgrams were deve]dsgd as
follows (a detailed subject breakdown is shown at Figure D-1):

’ Seminar for Senior Officers (16 hours) - These
seminars are intended for grades 9-o and above. They a“e intended
to provide a general hackground on the subject in order to deal more
effectively in policy decisions, as well as crisis management.

) Seminar for Middle Management (32 hours) - These
seminars ara intended for grades 0-3 to 0-5. They are a3sentially
patteried the same as seminars for senior officers, but in more detail.
They are intended to provide a working knowledge of the terrorism
probier.

° Program of Instruction fur Army War College (24

0{ has its emnhass on terrorist operations, primarily

23

heurs) - This

in ter~rorist tactics and regional activities.

3 °rogram of Instruction for Command and Generat
Staft Coilcge (18 hours! - This POl emphasizes counter-terrorist
operations, particiuiarly prevention techniques.
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° Program of Instruction for Officer 8ranch Basic

Course (3 hrs) - This POI is intended to provide at all Branch Schools,
an intrcduction to terrorism. Any more time devoted to the subject
during the Officer basic zourse would tend to be counter productive
during the formulation of basic Officer skills.

. Program of Instruction for Officer Branch Advanced
Course (17 hours) - This POi is intendad %o provide, at all branch
schools, a good understanding of terrorism and associated .roblems.
It i¢ structured the same as the basic course, but in more detail.

° Program of Instruction for Institute of Military
Assistance (35 hours) - This POI stresses counter-te. rorist operations,
and particvlarly prevention techniques. IMA has been a primary ac-
tivity in developing protective measures for individuals and has an
existing training program; however, the recommended PCI should be the
minimum tn be included in the various military assistance courses
taught.

o Program of Inctruction for Military Police School

Special Course on Terrorism/Counter Terruecism {45 hours) - This is intendec
to be a special course conducted periodically by USAMPS. It should not be

limited to Military Police officers and USACINC personnel. It provides
a good understanding and working knowledge for coping with vervorisi..

° Prcgram of Instruction for Military Intellsgence
(28 hours) - This POI is intend2d to provide Military Intelligence
personnel a background in terrorist operations, regional activities,
and an examination of specific terrorist groups. Additionally, back-
ground on counter terrorist operations is provided.

) Program of Instruction for Public Affairs Officers
(15 hours) - This POI is intonded (o provide a broad, general back-
o' ound on all aspe.ts of .he terrorist problem. Particular emphasis
is placed on U.S. and International policy aspects and the role of
che media.
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) Program of Instruction for Judge Advocates General
(9 hours) - Ths POI provides an overview on terrorism meraly to crecte
a pasic awareness of terrorism; however, emphasis is placed on juris-
prudence aspects.

. Non-Resident Course by the Military Police School
(45 hours) - The POI for this non-resident course is the same as the
speciul resident course described above. Consideration should be
given to establish a mobiie training team :-apability to conduct %his
course.

° Orientation of Instaiiation Commanders (16 hcurs) -
This orientation is to be provided individuals selected to become
instailation commanders, either on an individual basis or in small
groups. It is intended to provide the individual with a Dackground
on the terrorism problem and measures to cope with it.

] Jdrientation of Installation Provist Mz'shal Des-
ignees (24 hours) - This orie.tation provides the same background
giver the installation commander but most of the emphasis is placed
on counter-terrorist operations. This is beca.se the Provest Marshal
«111 probabiy be resronsible for the installation counter terrorism
plan.

) Orientation of Key High Level Staff Officers
(22 hours) ~ The candidates to receive this crientation shouid be
selected on the basis of job responsibi ities rather than grade. 7t
is intended that a good background on the terorrism problem be pro-
vided thoce staff officers having responsibility for developing pol-
ic’es to counter teyrorism and who could be involved ir crisis manage-
ment.
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. TRAINING PRCGRAM

SA] has approached problems of counter terror training in se-
quential phases. In the initial phase, by first identifying opera-
ticnal events to be carried out by courter terror forces and individual
members of tnese forces; second, by sorting out and differentiating
operational units and individuals; third, by relating operational
events to training subjects and those units and individuals required
to conduct tnesz events, thus, to be recipients of identifiable
training subjects.

In the second phase, SAI investigated training mettods in order
to match and select options for the most practical way to deliver sub-
jects to related recipients. The finai phase consisted of develop-
ment of a training MATRIX which includes and relates training subjects,
recipients and methods. This MATRIX is presented on the following
nage. It is recommended that subjects be incorporated into a Program
of Instruction (POI) that can be taught not only at the U.S. Army
Military Police School but also at installations and sites. It is
recommended further that those subjects designated for installations
or sites in the form of CPX and field training exercises be repeated
sufficiently to insure that newly-assigned personnei are aware of their
requirements and proficiency in training is maintained.
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TINSTALLATION VULNERABILITY DETERMINATION SYSTEM

- INTRODUCTION

If one attempts to treat a military instailation in a strict
generic category, and design counteirmeasures accordingly, the result
would pe wasted resources in terms of money and personnel. It is
ouvious some installations are more vulnerabie to terrorist activities
than others. Tor the purpose of this study it is not praccical, nor
is there time or money, to survey and individually design counter-
measurss for each U.3. Aray installation. Additionally, such individual
surveys wouid be valid only at the time such a survey was conducted.
Conditions change. 1installation are opened and closed. What is
needed is a measuring device which provides a continuocus means for
determining priorities or actions to be taken in ordger to reduce any
instaliation's vulnerability to terrarist acts.

The purpose of this installetion vulnerability determination
system is to provide a comparative measuring device for the relavive
vulnerability of groups of installations to terrorist acts or inci-
dents. It s intended to be used as a staff officer's analytical
tool to establish priorities of actions, and allocations of resources,
to reduce the vuinerability while at the same time conserve manpower
and money. The more vulnerahle installacions should be directed to
take certain eccions, and be allocated resources as approrriate, to
reduce vulnerab.lity. It is n.t necessary, or practical, for all
instaliations to be directed to take the same antions. This system
has purposely Leen kept relatively simple, does not involve sophisti-
cated calculations, or highly specialized personnel to use it.

To determine the vulnerability of any given instal’ation,
in the absence of a sprcific threat based on 'rd irtelligence, ten
major factors are considered. These are broken down into subfactors
and degrees with a point value assigned. As introduction to the
detailed breakdown of the quantitativ~ value, the majcr “actors to
he considered are:
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Instailation cnaracteristics and sensitivity

Law enforcement rescurcas
Distance from urban areas
Size of installation

)
[

.

®

e Routes for access and egress

@ Aresz social environment

e Proximity to horders

¢ Distance from other U.S. military installations
¢ Terrain

)

Communications with next higher echelun

It is readily apparent that oy individual faccor should not
be a determinent in isclation of the other nine. There are obvious
relationships between the factors. The system works on a scaie of
0-109, wi.ercby the higher the value *he higher the vulnerability.
Again, this is a system that can be used in the absence of a specific
tareat based on hard intelligence (a condition that has proven to be
unlikely). If a specific threat against a given target, or targets,
were provided then specific countermeasures can be developed to meet
that threat.

To establish the quantitative value.. for the major factors,
two independernt judgemental processes were used with 1 combining of
these processes in order to provide & degree of confidence to the
values used. First, the SAI study team, while develcping the system,
applied values based on its experience and judgement. Second, a group
exoeriment was conducted. In selecting the group it was desired that
the participants be in the military law enforcement field, have be-
tween 5 and 10 years servi e, and that they not have a current assign-
ment to an installatign. The officer's advance class, in an academic
environment at the U.S. Army Military Poliice School, provided an ideal
group. Qut of 58 participants, 50 valid vesponses were used to «nZiyze
statistically. The group of 50 valid responses represented a total of
235 years of Tlaw enforcement experience. After analysis, the findings
of the experiment were mztched to the initial SAI values, and whiie no
areat disparities occurred, the SAT values were influenced and changed
accordingty.
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- FACTOR QUANTIFICATION

o Installation Characteristics and Sensitivity (Total 18).
This particular factor considers the "attraciiveness" of a given

instaliation as 2 target for a terrorist act. There are four sub-
factors. First, a sub-factor considers personnel as hostage
candidates. General Officers and fureign personnel assignad to

the installatior are cocnsidered. Second, the sensitivity of the
installation mission is considered. Ndclear and chemical storage
sites, ASA, wou'd receive maximum value. R&C and training would
receive lesser values. Third, an open post is assessed the maximum
for this subfactor and a closed post is assigned no points. Fourth,
ar- installation that is ccnsidered, or contains, a symbnl of national
cignificance is assessed the total number of points, e.g., Arlington
National Cemetary; Ft. Monrce, Ft. McNair, etc. The points in the
four sub-factors are additive to provide the resultant for “he major
factor.

6 pts (VIP (1 pt/star) and foreign personnel (3 pts)

A pts Mission sensitivity (e.g., ASA, nuclear,

chemical, training)

3 pts Open post (zero for closed post)

3 pts Symbolic (e.g., shrine, historic, e%c.)
_ 7 e Law Enforcemert Resources (Total 13). Three cateéoriés '
of law enforcement resourzes are considered; i.e., military, federal
and local. In that the law enforcement resource is responsible for
law - d order it should be given a heavy weight when quantifying vul-
nerability. These also are the people who have as a mission assessing
ard sompensating for physicai security weaknesses. The military is
given more point value because they are immediately available and
undar the direct contrcl of tne installaticn Commander. While this
function is normally performed hy Military Police (MOS 958) other

military personael resources may be counted if they perform law
enforcement or physical security as a primary duty. The FBI and

m
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local authorities are corsidered supplements to the military resources
organic to the installation; therefore, are not weighted as heavy.

In this particular factor the higher the resource the lower the
vulnerability, thus the lower the quantitative valuve.

. Military Police (on duty or dvajlable within 15 minutes)

9 poiats 0-50

7 50100
4 100-150
2 156~200
0 270 plus

. FBI (OCONUS installations use host nation equivalent)

2 points max {use 1 agent/30 min ratio = O and go to
max of 2)

.. Local Civil BAuthorities
2 points max (use 4 personnel/30 min ratio = 0 and
go to max of 2)

¢ Distance from Urban Population Centers (Total 12).
For the purpose of this system an urban population center is defined
as an urban area that exceeds 100,000 population. Almost without
exception, experts on terrorism state that heavily populated urban

areas are conducive to providing advantages to the terrorist. Con-
cealment of supplies and equipment is made easier. Safe heouses are
mor? readily availanle, there is more of a tendency for nopular
support, and there is more freedom of movement in the relatively
obscurity among the masses. On the other hand, small population
center, or low population density areas, strangers are noticed and
local law enforcement personnel tend to be close to the day to day
pulse of the inhabitan.s. Focr the above reasons, a relatively high
point ascessment is given this factor as folliows:
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.. i2 pts C-60 milas

. 10 pts 60-90 miles
6 pcs 40-120 miles
2 pts 120 nlus miles

o Size of Inscallation (Tota: 10;. The size of an in.tallation
contributes to vulnerability. Tv2 major considerations are the phy-
sical sizz in area «wad the population. 1t is obvious that the larger
the area the more aifficult the physical security. One needs only
to compare a nuclear weapon storage d:pot with Ft. Bragg, N.C. to
illustrate this point. The larger the installation population the
larger the number of potential targets created due to increased re-
quirements for arms, ammunition, barks. schools, clubs, etc. Alco,
with increased population the probabilitv for infiltration and support
withir iz inc-eased. The overall factor is weighted relatively heavy
with equal assessment valur assigned to size and population.

Avea

-~ 1 pt 10-100 sq mi

-- 3 pt 100-200 sq mi

-- 5 pt 200 pl.> sq mi

Population (military + civilian + dependents)
--1rpt 50-500

-- 2 pt 500-2500

-- 3 pt 2500-5000

-- 5 pt 500 plus

¢ Routes for A:cess and Eqress (Total 10). There are three
major mears of approaching and leaving a military instaltation, i.e.,

aircraft, vericle, and woat. In quantifying this factor the following
Judgemental guidelines are used. Because of the capability of a
helicopter to land and take off practically anywhere, all mi.itary
installaticns are considered equally vulnerable. Therefore, only
airfiaelds, military and civilian, are measured. Road networks for
venicles should be judged in terms of freeways. major highways and
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secondary roads. The number of such roads approaching the installa-
tion should also be judged. For water routes only major waterways
or large bodies of water should be considered. All three ‘actors
must be weighted in terms of poor, average, and excellent and the
assessed val.es are additive.

. 1-4 pts Airiields (poor-average-excellent)
.. 1-3 pts Roads /poor-avarage-excellert)
.. 0-3 pts Waterways (none-puor-average-excellent)

¢ frea Sccial Envirornment (Total 10). This factor is
intended to give consideration tc the social and ethnic environment,

on a geographical basis, which is external to the installation.

the vulnerability point assessments are based on the SAI threit
analysis and other research papers. Some geographical areas of the
U.S. either have a history of, or a tendency for, unrest and dissident
elements within the society. For OCONUS installations *he maximum
vaiue af 10 should be given. A mup of the U.S. outlining the U.S.

by the described geographical areas is shown at Figure 1.

R R, R P S R s R TET

10 pts West Coast

5 pts Southwest

8 pts East

5 pts l Mid-Atlantic
3 pts South

3 pts Northeast

3 pts Central

3 pts Northwest

2ok

NOTL  Some installations may be assessed a higher, or lower, value
based on krown ioral sccial or ethnic problems. Al1 OCONUS instaila-
tions receive a maximum assessment of 10,

o Preximity te Borders (Toval 9). Tris fuctor of vulnerability
takes intn consiueratiun the desirability of preparing for a terrorist

attack in a foreign country and also escapc after the act. Tne juris-
dictional problems are readily apparent. The southern border of the
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U.S. is considered to.poc= a greater problem, in this respect, although
this could cnange with time. In assessing values for OCONUS irstalia-
tions the maximum vulnerability vwalun of 9 should be used. For CONUS
installations only the closest border shouid be used.

. Mexican Border

-- 9 pts 0-100 miles

-- 6 pts 100-500 miles

-- 2 pts 500 miles plus
. Canadian Border

-- 6 pts 0-100 miles

-~ 3 pts 100-500 mites

-- 1 pt 500 miles plus

NOTES: CONUS installations use clnsest border only
OCONUS 1installations assess meximum value of 9

e Distance from Other U.S. Military Installations (Total 8).
This factor is considered because of wmutual military support capability.

Distance is used as the measuremant which also is a1 major gover.ing
factor on response time. The other military instailation in this case
does not have to be U.S. ~rmy since all 'J.S. military resources can be
directed by the Natioral Military Command Center or the Unified Command,
as appropriate.

. 0 pts 0-30 miies
. 3 pts 30-60 miles
. 6 pts 60-90 miles
. 8 pts 90 miles plus

NOTE: If a local agreament for military support exists with a non-
U.S. military installation, and the supporting force is exercised
perindicaliy, the non-U.S. installation may be juantified as above.
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e Terrain (Total 5). Terrain adjacent to the instailation
is another external condition to be factored in the overall installa-
tion vulnerability. Some types of terrain or built up areas present
certain idvantages to nlanming and executing a successful terrorist
act or incident. While relatively low in the overall quantitative
vaiJse the type of terrain around an installation must nct be com-
pletely discounted.

5 pts Built up area
. 4 pts Mountainous, forrested or
conducive to concealment
. 2 pts Open

e Communications witn MNext #igher Echelon (Tota: 5).
Communications with the next highar echeion by itself does not have
a significart influence on determining the reiative probability of a
terrorist act occurring unless tne perpetrators have knowledge of
the effectiveness of the communications. Also, one should con-
sider communications as kaving some influence on the outcome of
certain terrorist acts. The more prolonged (e.g., hostage) the
act the more influence communications can have in providing advice
and assistance in coping with the situation. On the other hand,

a bombing is a sudden event and the communications then serve

primarily as a means of reporting. Botl land line telephone and
radio must te evaluated. Land line telephone is weighted higher
taar radio because it is more subject to interruption, either by
terrorists or by accident. A dedicated communications system of
aither tyne has obvious advantages.

. Land Line Telephone

-~ 4 pts Non-Dedicateu
-- 2 pts Dedicated pcint-to-point
.. Fadi)
-~ | pt Non-deuica.ed
-- 0 nts Dedicated
E-10
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- Bonus Points. ‘here are two of the vulnerability factor
~uantifications that can be influenced resulting from actions taken
by the installation commandar. These twc factors are Area Social
Environment and Law Enforcement Resources.

The ~ssessed vulnerability velue of the Arca Social Environ-
ment can be reduced to zero if the installation command and/or Provost
Marshal is aa active participant, on a reguiar basis, in meetings or
councils with otiier area law enforcement agencies; e.g., local and state
police, FBI, atc. With the restrictions imposed on Federa! authorities
in collection of domestic inteiiigence, close <ontact with state and
Tocal authorities provides the most effective means for stayirg current
on the social environment surrounding the installation. With this type
of current information specific measures may be developed to compensate
for anticipated unusual 2vents.

The assessed vulnerability value of the Law Enforcement factor
can be reduced if the military law enforcement assets have certain
cepabilities. fhese can take the form of either unique equipment or
training. Unique equipment such as V-100 type armored cars, military
police aircraft, special firearms and suppression devices all tend to
make law enforcement personnel more effective. Unique training such as
sniper, special reaction ‘eam, negotiating gives additicnal capability
to Taw enforcement personnel.

- Specific Targets

fue to the wide range of specific target candidates that
may be possible nc atte.pt is made tc specify targets. AR 190-13,

The Army Physical Security Program, provides excellent guidance in
this regard, as well as a formal svstam for surveys and inspections.
The following ~xcerpts will ~onfirm this finding.

- Para. 1-3g(b) Physical Security officers are responsibie
to the c¢~mrander for identifying, in writing, activities specified
by the ccmmander as mission esseatial, as well as those particulariy
vulnerabie to criminal acts or other distruptive activities.

E-1
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- Para. 1-3g(c) Insuring that the activities above are
inspected by physical security specialists to determine physical
safeguards necessary to provide reasonable protection.

- Chapter 2. Physical Security Planning

Para. 2-1 Considerations in planning includes - armed security
force, identifying specific targets.

-Para 2-1g Security plan will con®ain specific guidance
on planning and action to be taken in response to demards, threats,
or actions by terrorist groups.

- Chapter 3. Physical Security Inspections

These are annual inspections of mission essential/vuiner-
able areas and are an adjunct to the annual physical securityr survey.

Crime surveys are formal reviews and analysis of conditions
within a facility/activity/area to detect crime, evaluate the
opportunity to engage in criminal activity, and identify procedures
conducive to criminal activity. They are not conducted on a recuiring
basis but rather are authorized by USACIDC commanders after determining
the need.

- Chapter 4. Physical Security Surveys

These are an analysis of the efficiency and effectiveness
cf the physical security plan and are conducteu annually. Copy
of the survey forwarded to HQ DA who reviews and analyzes for overall
Army security posture.

- Appendix - Exampies of activities which may be considered
mission essential/vulnerable areas.

COMMENT - Acd key personnel, particulariy general officers/commanders
and schools/nurseries. Also things of high symbolic significance
(Tomb of Unknown Soldier, Monuments, Sta‘ues, etc.)
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It would be oniy natural to ccrutinize the individual tavgert
potentiai at those installations rated high on the vulnerability scale.

Physical Security Surveys for the more vulneratle in-
4 owtrcetion.

Likewise, the
stailations should receive increisea comme
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COUNTERING TERRURISM ON MILITARY INSTALLATIONS
{The Intelligence Prubliem)

One universal constraint to planning effectiveness is the
lack of intelligence. This constraint applies in varying degrees
wherever US military installations may be. Insofar as is now known,
no agency in the United States, local, state, or federal. to in-
clude the military, is authorized to collect domestic intelligence
until a criminal act occurs or there is a clear threat to the national
security within the context of current federal law. The root causes
of this situation are theoretically the abuses of the system which
resulted in the passage of the "Privacy Act" of December 31, 1974
and tae issuance of Executive Order 11905 dated February -8, 1976,
concerning United States Foreign Intelligence Activities.

Compounding the problem of obtaining information and intel-
ligence posed by the aforemencion. i documents, is the succession of
implementing instructions issued at every succeeding echelon down
the line. Specifically these implementers consist of DOD directives
(5200.27, 8 December 1975, Acquisition of Information Concerning
Perscns and Organizetions not Affiliated with the Denartment of De-
fense), Army Regulations (AR 380-13, 30 September 1974, Security,
Acquisiticen and Storage ¢f Information Concerning Non-Affiliated
Persons ard Organizations), the At.orney 3eneral Guidelines
(March 1976), Domestic Security Investigations), and a multitude of
supplements and directives issued by commands and installations to
"clarify and comply" with the source documen'.s emanating from above.

ks statecd above, the basic reason for the flurry of restric-
tions being placed on intelligence gathering agencies was the abuse
of some of the freedom given these agencies. However, if there have
been abuses in the field of law enforcement intelligence, the sensible
thing to do is to correct the abuses--and not to destroy our entire
intelligence capabi1ity.]
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De. William R. Kintner, President, Foreign Policy Research
Institute, Inc., and former Ar'assador to Thailand, addressed the
Senate Subcommittee on Interral Security on 18 June 126 ana statea:
"The first requirement of an effective anti-terrorist program is a

comorehensive intelligence operation. Intelligsnce incliudes not

only precise information but also an aralytical capability which
yields critical clues aboutf. the ideology, motivatinn, and 1ikely ac-
tion patterns of the terrorists and about tse changing patterns of
interlocks between the terrorist groups nationally and internaticna:ly.
The possessian of facts alone still does not solve the rroblem, but
without the facts, the authorities are condewsd *0 act in a blind

and sometimes arbitrary or indiscriminate fashion, doing the terrorist's

work for him. My first suggestion is, therefore, that the Americin
people and th2ir elected renresentatives must do some serious rethink-

ing on _this matter cf law enforcement intelligence. Adequate intei-

1igence is requirement number one in coping wich the nroblem of

terrorism--and in the absence of such intelligence the most dedicateu

police force in the world would not be able to effectively protact

its community. Our soc.ety is bound to remain extremely vulnerable

to terrorism so long as the present paralyzing restrictions on intel-

ligence gachering capabilities persist. Furthermore, since terrorism

frequently crosses natural frontiers, the inteiligence capabilities

of both the CIA and the FRI will have to be reinforced. 1 agree there
is a nead for quidelines. But the existence of guidelines does not

require the kind of near total wipeout that nov exis’cs."2 (Under-~
lining added for emphasis.)

While Dr. Kintner was addressing his remarks primarily to
the <ivilian community, it shouid be obvicus even to the uninitiated
that if the milicary is to .ombat terrorism, the same fundamental
princinzles and requirements apply. Dr. Kintner went on to state
that there is no cubstitute for public alertness in making it dif-
ficult for terrorists to function. This remark lends credence to
the awareness program in the military that is advocated by SAI.
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During the question and answer period following his prepared
remarks at tnis same hearing, Or. Kintner, in response to a questisn
from Senator Scott, stated: "I think one thing your cormittee might
well look into in the future is the nature of the guidelines which
are being imposed on both the FBI and the metropolitan and State
police forces with regard to this type of activity. For example,

I have heard some police departments are restraining their people

from even taking pictures of the demonstratc.s. I personally believe
that this would be a deterrent. Demonstrators are very cool about
police photographers. They like to see themselves on the "tube®.
They don't Tike to see themselves or the dossier."

Deputy Thief Robert L. Rabe of the District of Columbia
Police Department stated at those same nearings, with Dr. Kintner,
and again in an interview with SAI, °r nhis office, that his current
domestic intelligence is practically ncn-existant and that the D.C.
Police intelligence unit had been disbanded on orders of the D.C.
Lity Counci].3

It has been the jeneral consensus among military law en-
forcement officials interviewed by SAI that as a result of the
restrictions placed on Federal (to include military) intelligence
gathering agencies, their only source of information would be state
and local officials. What is emerging is that in many of our major
cities and states law anforcement intelligence files dealing with sub-
versive and extremist corganizations have been destroyed or otherwise
made inaccesible, and that Taw enforcement officers now find them-
selves almost paralyzed by the pyramiding restrictions on intelligence
operations. A few examples:

- In New York State, law enforcement intelligence files pain-
staxingly built up over a 30 year period have been locked up since
September 1975 and most of the 24 members of the intelligence unit
have been assigned to other duties.
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During the question and answer period following his prepared
ramarks at this same hearing, Dr. Kintner, in response to a question
from Senator Scott, stated: "I tnink one thing your committee might
well iook into in the future is the nature of tne guidelines which
cre being imposed on both the FBI and the metropelitan and State
police forces with regard to this type ot activity. For example,

I have heard some police departments are restraining their people
f-om ever taking pictures of the demonstrators. I personally believe
that this weuld be a deterrent. Demonstrators are verv ool about
police photographers. They like to see themselves on the "tube".
They don't 1ike to see themselves on the dossier.”

Deputy Chief kobert L. Rabe of the Disirict ¢f Columbia
Police Department stated at those same hearings, with Dr. Kintner,
an¢ again in an interview with SAI, in his office, that hic current
domestic intelligence is practically non-existant and that the D.C.
Police intelligence unit had been disbanded on orders of the D.C.
City Counci].3

It has been the general consensus among military law en-
forcement officials :interviewed by SAI that as a result of the
restrictions placed on Federal (to include military) intelligence
gatheri..g agencies, their only source of information would be state
and local officials. What is emerging is that in many of our major
cities and states law enforcement intelligence files dealing with sub-
versive and extremist organizations have been destioyeu or otherwise
made inaccesible, and that law enforcement officers now find them-
selves almost paralyzed by the pyramiding restrictions on intelligence
operations. A few exam‘p]es:4

- In New York State, law enforcement intelligence files pain-
stakingly built up over a 30 year period have been locked up since
September 1975 and most of the 24 members of the intelligence unit

have been assigned to other duties.
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- In the state of Texas, as a result of a law suit, the
Public Safety Division has destroyed over a millica card entries--
salvaaing only those cards where convictions or indictments on c¢riminal
charges were involved. These were transferred to the criminal files.

- In New York fity, aimost 98 percent of approximstely
1 million card entries were destroyed, leaving the inteiliaence unit
with a reported 20,000 cards covering pernaps a third of this number

of individuals.

- In Chicago, the files of the peiice intelligence unit
hava heen impounded since March 1975 teaving the unit witout access

to its own records.

~ In Michigan, a Federal judge has ordered the State Poiice
to destroy the files o7 their intelligence unit and disband the
unit. This ruling is being contested.

- In Pittsburgh, *the intelligence unit has been wiped out,
and in other ci.ies they have been reduced to levels which make it
impossible for them to operate offectively.

- In Los Angeles, New York and ~ther major cities, the con-
trolling criterion governing law enforcement intelligence is that
no en*try may be made abcut any person simply on the basis of member-
ship in the Communist Party or the Trotskyist or Maoist organiza-
tions, cr even in violence-prone groups such as the [names deleted
to comply with AR 380-13].

From the foregoing, it s apparent that an individual's
record of convictioun or indictment on a c¢riminal charge facilitates
an intelligence organization's retention of law enforcement informa-
tien. Law enforcement anu the criminal intelligence gererated in
support of its investigative functions is not predicated on convic-
tions, indictments, or even arrests, but instead upon credible in-
formation indiccting criminal activity. Consequentiy, law enforce-
ment is not as hampered by restrictions as intelligence; however,
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intelligence access to law enforcement records 1s restricted and

may result ir false analysis and underestimation of the :hreat

posed. The free exchange of infurmation between intelligence and

law enforcement organizations i3 nwocessary, if terrorism is to be

successtully combatted.
assessment is essentiai and predicated on the belief that terrorism

The synergy resulting from a joint threat

requires the best efforts of all, not the singularly directed ef-

forts of law enforcement.
it any wonder that the TYugosiavian Ambassador denounced U.S. security

To further reinforce this argumen:, is

precautions after his Embassy had been bombed for the third time

on June 9, 1976.

The State Department's “profound regrets" are

no substitutes for sound intelligence procedures, which are the

chief arm of domestic security.5

Further, in October 1975, in hear-

ings before the Senate Suobcommittee on Internai Security, four of

this country's top police experts on terrorist bombings ali complained
about the difficuities under which they were operating because of the
destruction or inactivation of intelligence files and the increrasing

restrictions on their intelligence capabilities.

Sergeant Arleigh

McCree of the Los Angeles Police Department told the subcommittee

that ‘ntelligence is relatively non-existant among our major police

departments tnday.

Following the resolution of the recent wave of terror in
Washington, D. C., T. R. Reid, a Washington Post staff writer, re-

perted in the March 11, 1977 edition of the Post that some D. C.
police officials and one member of Congress complained that

restrictions on intelligence-gathering activities hed hampered

police in dealing with the recent terrorist actions in the Nation's

capital. Furthe: that officers said they had maintained extensive
1974. They said the files were destroyed in the
#ake of sharp public criticism of police surveillance of political

files until about

and racial groups.

An official in the Metropolitan Police intel-
ligence vnit said the lack of intelligence had hindered police in
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their attempts to negotiate wiith the terrorist leaders. Rep Larry
McDonald (D-GA) went further charging in a speech on the House floor
that the successful seizure of three bui.dings was "a direct resulc
of the lack of advance infcrmation" police could have obtained from
ongr.ing surveillance.

Certainl, the first move that the military should make is
to address the tendency to provide for increased restrictions as
each headquarters publishes implementers, or as the implementers are
interpreted and enforced. A concerted effcrt by all concerned to
do that which is possible within the Congressianal/Presidential con-
straints would be a logical and necessary first step. In doing so,
such items as the foilowing could be avoided:

- Purging of all telephone nunbers and names of Federal,
ctate and local officials with official recponsibilities related
to the control of civil disturbances, from the pertinent military
plans. {“xoressly permitted in DOD Directive 5200.25 and AR 380-13.)

“his incident occurred at Ft. Bragg, M.C., and was reportediv
done on the recommendation of the Office of the Inspector Generai
HQ Depertment of the Army.

- Removal from intelligence files of written material
identifying dissident persons and groups not affiliated with the
Uepartment of Defense even though this material was published and
available to the general public. (Expressly permitted in AR 380-13
so long as it is not inserted in name or subject files.)

This incident occurred at the Terrorist section of the
Institute for Military Assistance at Fi. Bragg, N.C.

- During discussions with the intelligence community at
HQ USAREUR it was stated that no cericus direct threat against U.S.
military installations existed and "hat for political reasens it
woulc be more advantageous for the terrorist to attack West German
targets.s Within two weeks after this discussion the Officer's Club N
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at Rhein-Main AFB and the NCO Club at-Bad Hersfeld were both
destroyed by terrorists.

While it may be presumptuc.s to believe that intelligence
was available that would indicate these incidents might occu-~,
aggressive collection effort on the part of US agerncies migu: have
uncovered leads. This action falis within those actions permis-
sible under Executive Order 11905 but according to interviev
with agents at the operating level, their actions are being re-
strained by orders and policy from HQ USAREUR to the point that they
feel completely irpotent with respect to their intelligence gather-
ing responsibilities.

Conclusion:

Arthur Fulton summarized the situation in his case study
presented to the Senior Seminar in Foreign Policy, by stating:

“One point on which all authorities agree is the need for
improved intelligence on terrorists of all philosophies. 1In the
United States this is a sensitive matier at this time. The fallout
from "Watercate.” the repercussions of numerous inquiries into the
activities of intelligence agencies, %ite increasing concern cver
privacy and the outirage cver wire-tapping, all lead to a downgrading
of intelligence capabilities rather than an improvement. The plea
of Director Clarence M. Kelley of tne FBI for legislation providiny
for controlled domestic wiretapping falls on deaf ears. Local
police rush to destroy intelligence files and dismantle intelligence
squads because of suits by civil acticn groups. It is hoped that
we ir the United States do not have to experience a ich" before
we respond. You can be sure that if such a disaster uccurs, the
same critics now castigating and restraining intelligence agencies
because of their past activities will be demanding explana.ions why
those same intelligence agencies failed to know in advance of the
coming crisis. The American people and their lecaders must "bite
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the bulleil" and, without further delay, arrive at a decision of just
how much intelligence investigating they will permit and on whom

the responsibility will 1ie if, in the future, it is not sufficicent
to cope with international or domestic terrorism."7

Recommendations:

1. The Service Secretaries and Commanders at ali levels
should institute a comprehensive review of all policies, directives,
and regulaticns concerning responsibilities of--ang "estrictions
placed upon--intelligence gathering agencies to remove "safe-siding"
that inhibits excrcise of full investigative/intelligence authority
authorized by the Privacy Act and Executive Order 11905.

2. Commanders at all levels should reguire of their
intelligence agancies the positive execution of intelligence ac-
tivitiec authorized under the Privacy Act and the Executive Order,
monitor compliance and punish individual abuses.

3. A ccemprehensive study should be accomplished whickh
evaluates the present restrictions on intelligence gathering with
the objective of submittirg new legislation, if appropriate, per-
mitting the gathering of ir-elligence sufficient to protect society
while protectiig individual rights.
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APPENDIX G
REVIEW OF REGULATIONS AND PUBLICATIONS

Juring the course of the SAI study there were comprehensive
revicws of regulations and putlications, both in effect and in draft,
promulyated at various levels of command. The two attachments provide
comments on some of the most pertinent directives, particularly the
Draft DoD Handbook 2000.12, Subject: Protection of Department of Defense
Personnel Against Terrorist Acts. In addition, assistance was provided
in developing Army Reg ‘ation 190-XX, Subject: Countering Terrorism
and Other Major Disturbances on Military lnstallations. It is believed
that this new regulatiun and an associated DA Pamphlet and/or Field
Manual incorporating policies and procedures develuped during this
study should provide the Army with a strong program for countering
terrorism, and other major disruptions, on its installations.
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MEMORANDUM
22 April 1977

T0: LTC D. Gallagher
COTR Contract No. MDAS03-76-(C~0272
“Countering Terrorism on Military installations”

FROM: Rowiand B. Shriver, dJr. EE?;L’,,_

Principal Investigator

SUBJECT: Review of Draft Dob Manual 206u.12, Subj: Protection of
Department of Defense Personnel Against Terrorist Acts

The subject manual has been reviewed. This review is intended tc serve two
purposes. First, to determine consistency with the findings of the SAI
study team to date in order to prevent dupiication of effort on the part of
the contractor with what has already been accomplisiied by the veD. Secondly|
to assist in providing Army conments or the subject manual te 0SD. Reviewing
draft publications of this nature is considered to be within the terms of
the current contract and not an additional item of work.

Overall, the draft manual provides good, detailed planning guidance for
protection of personnel While the emphasis is on DoD persornel abroad,
much of the guidance can, and should, be used by personnel in CONUS. The
draft manual, understandably, contains numerous typographical errors. Since
the review was made for overall content no attempt was mace to provide =2di-
torial comments.

Due to certain portions of the manual being clis3571 7 1ed COsFIDENTIAL, the
overall manual becomes CONFIDENTIAL. This tends to detract Trom the useful-
ness of the manual and would probably force usars to extract and create
supplements to avoid the handling of a classified document. The classified
portions of the draft mancval were scrutinized to determine what the overall
effect would be chorld they not be included. As a result of this, it is
conciuded that the classified portions dc not significantly add to the in-
tended purpose of the manual and they should be deleted. A detailed review
of the classified portions is attached. If it should be d~termined that

the classified portions are necessary, an alternate solution is to have

a classified supplement to the basic manual and derive separate distribution
formulee for the basic manual and the supplement.

There is contradiction concerning the applicability of the draft manual.
Paragraph 1-1 states, in part, "Information in this manual may be used as
anpropriate by DoD eiements in the preparation of plans and programs deal-
ing with any aspect of the terrorist threat”. Paragraph 1-3 states. in
part, "The objective of this manual is to provide guidance....” These
statements lead one to believe that information in the manual is optional
for use. However, paragraph 4-2 contains sucr words as "shall be reviewed
and assessed in 1ight of the provisions of this manual”, "procedures gui-
dance and instructions shall", "Chapters 6-9 of this meanual....shall gov-
ern..... ", and “....in accordance with the provisions of chapter 10 of this
manual” - all tend to convey a mandatory meaning. Clarification is n=2eded
as to whether the manual is intended to be an optioral planning guidz or

mandatory in nature.
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MEMORANDUM
Page 2
April 22, 1977

Chapter 14 and Appendix H provide an excellent ottline, along with an exten-
sive bibliography, for establishing a program of ecucation and awareness of
the terrorist problem. SAI intends to use this outlire as part of the
development of an awareness program for the Army. This subject was included
as part of the Second Quarterly Report, dated 15 March 1¢77.

The subject manual, if unclassified, is considered suitahle for wide distri-
buticn throughout the Army. If distribution were made it would fill some

of the informational gaps that were noted in SAI field visits. It could be
the beginning of standardizing counter neasures to terrorism on Army install-
aticns.

Attachment
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REVIEW OF CLASSIFIED PORTIONS OF
DRAFT DOD MANUAL 2000.12 DTD | MARCH 1977

Paragraph 3-3 -~ USG Organization, Policy and Proccedures For Response to
Incidants Abroad.

This paragraph deals primarily with the USG reaction to specirtic
terrorist incidents abroad and the management structure. It alsc providas
the USG policy on terrorist demands and negctiations. While the content:
of this particulay paragraph are of prime importance to high level decision
makers it docsn't necessarily follow that it should be disseminated to the
lowest echelon in the Army. Suchk a policy could be provided separately to
selected dec’sion makers within a crisis management structure.

Appendix A - Pattern of Intern-tional Terrorism. -

This appendix graphica y displays statistics cf interrational
terrorist incidents 1970-1976. While nice to know, this information does
not significantly add t. he manual. It has been well established that
terrorism has been a problem. Also, there appears to be a disparity between
soma of the tabjec. ror example, the graph on page A-1 indicates an overail
increase in terrorisi incidents in 1976 aver 1975; however, the tables on
page A-3 indicate a declining trend. Statistics are interesting but are
admittedly not very precice as regards terrorist inciZerts. The general
treacment given this subject in paragraph 2-3, Developme. .t of Terrorism
Wor.d-Wide, appears to be adequate for the intended purpose c¢f this manual.

Appendix C - Potential Terrorist Weapons.

This appendix presents a vast amount of detailed technical infor-
mation. There are so many technical details it is doubtful that the reader
can comprehend, let alone even read, the contenis. An alterpative is to
use the unclassified paragraphs in Sectious II, III, IV, and V; which would
provide a general description, concealabilily, and specific types for various
categories of terrorist weapons. Deta® <d characteristics of these weapons
could te made availabie through intell gence channels, on a need to know basis.

Appendix D - Terrorist Incidents Against DOD Personnel.

The information portraye? 1:. this one page appendix provides a
geographical breakdown of tarrorist incidents against DOD or affiliated per-
sonnel and installations during the pericd 1970-1975. This background infor-
matign ;s nice to know but net essential for the overall intendead purpose
ot the manual.

Appernciix F - State Airgram 775, 5 Februvary 1975,

This appendix consists of a compilation of policy guidance for
State Teparument vse. While the information is important for inter-ageicy
coardination it is of questionable impcrtance below Departmental Tevel.
Addy+ienally, meny of the specific procedures outlined in this appendix are
aiso stated, in an unclassified manner, throughuut the various chapters
of the wanual. Llastly, it is questionable as to the prooriety of reproducing
State Department classificed correspondence in a 00D publication.

Appendix G - State Cable 283548, 2 December 1975.

This appendix is a retransmission 0% a State Department cable
concerning US policies during abductions of Asericans. The same comments
stated above for Appendix F generally apply to Appendix G.
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PROBLEM AND NISCUSSION

1. There is no US Army regulation or directive dealing compre-
hensively with the probiem ot terrorism; rather, there are requla-

tions or directives which deal with isoiated or peripheral aspects of
the problem. Matters that are treated are:

° chysical security of installations and equipmert (AR
190-13) (AR 190-3)

o Civil disturbances (AR 5¢0-50)
v Protection of officials (AR 190-10)

o Serious incident reports (AR 190-40)

) Criteria for protection of ruclear weapons and nuclear
storage facilities (AR 50-5)

] Acquisition and storage of :~formation (AR 380-13)

. AR 150-45, AR 195-2, AR 195-9, AR 145-15, AR 340-21

') Liaison with Federal agencies (Memorandum of Under-
standing)
) Support of private sector during hijackings/skyjackings

of aircraft.

Terrerist operations are complex. Often, the victims of acts of terror

are not related to the target, or target audience. Regulations and

directives supporting effective counter-terror programs must provide

guidance on a wide spestrum of terrorist activities. These are:

Bombings

Kidnappings
Hdostage-taking/barricades
Hijackings/skyjackings
Assauits and ambushes
Incendiary/arson attacks
Assassination/murder

®*® » © © o e O
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) Riots
? Threats
. Blackmail.

While the above are also criminal acts and need not be con-
nected purely to terrorists, when they are perpetrated by terrorists
the effects of the acts reach beyond the effects of similar acts
conducted by criminals. Terrorist effects have political! and social
ramifications which extend far pevond locations where terrorists acts
take place. The reactions of military perscane! against terrorists
on military installations can have positive or negative consequences
world-wide. Thus, it is necessary that US Army personnel have guidance
that relates specifically to the effects of terrorism and how such
effects need to treated. Matters of concern which are not covered or
not covered adequateiy in current US Army regulations or directives are:

. Command relationships (who is in charge, when? during
terrcrist incidents)

. larification/distincticr among ircidents {which are
terrorist, which are crimirail?)

) Clarification regarding supervisory relationships be-
tween S Army and FBI

° Duties and responsibilities at major subordinate com-
rands (installations and sites)

) What to do initially against specific terrorist acts...
reactions to:

- Domestic terrorists

- International and transnational terroristis (es-
pecially during kidnapping and hostage-taking/
barricades)

) Siza and composition of counter-terror forces

G-7
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0 Communications during counter-terror operations

. Negotiating and birgaining with terrorists

L) Liaison with host country officials

) Security of personnel during terrorist operations

° Developing speedy intelligence during operations

0 Divisions of responsibility among installation com- .

manders, provost-marshals, CID personnel, military po-
1ice commanders, cother personnel initially cn-scene

. Liaison with private secter officials/communities

° Reactions to, and use of, on-scene media (journalists,
televisien and radio)

. Duties and respensibilities of Army public affairs
officers
] Assistance and protection of hostages and kidnap vic-

tims during operations

'y Counter-terror tactics (assaults, break-ins, defense,
use of snipers, use of EOD teams)

. Ruies of engagement (when and when not to fire weapons)

9 Identifying terrorists by type early-on during gperations
) Organizing available combat-arms units

] Sealing off operational areas

) Protecting innocent bystanders

] Providing safe-withdrawal to terrorists when such has

been grantad through bargaining procedures

) Modifying terrorist behavior during incidents (preventing
unnecessary harm to hostages or other victims)

-0 Medical support - -
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) Specific .ire-emptive actions when terrcr i1s imminent:
- Protectior of depencents
- Protection of potential official material targets
- Protecticn of potential official human targets
- Implementation of pre-determined security alsrt
Tevels

- Identifying, approaching and detaining suspected
terrerists

- Preventing epidemics of ‘ear among Military and
other populations, preventing "over-reaction”

- Use of weapons

- Rules of search

] Hand1ling mentally disturbed terrorists

) Reporting terrorist incidents, or threats, separately
from other serious incidents

4 Responsibilities for counter-terror training and guidance
regarding traininq subjects.

RECOMMENDATION

2. Terrorism is a growing world problem. Since 1938, there have
been more than 900 incidents perpetrated by more than 140 groups in 51
countries, wounding around 1,700 persons, killing more than 800. Among
potential targets of terrorists, US Army instailations rank high. Mili-
tary installations and personnel symbolize, to terrorists, authorities
against which terrorists have directed their long-range objectives. A
comprehensive US Army directive defining actions that must be taken
against terrorists at all levels, from Hgs, Department of Army, down

t0 subordinate field acticn units would certainly serve as a more
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effective regulating instrument than an array of directives dealiny

with components of the probliem, which could lead to confusion and
omissions in the field.

PPEL IMINARY COMMENTS, SPECIFIC EXISTING
DIRECTIVES AND REGULATIONS

a. AR-190-11, Physical Security of Weapens, Ammunition,
Explosives.

Para 1-3b...no emphasis on performance criteria during
selection of arms rcom personnel.

Para 1-41...no mention of acceptable temporary sub-
stitutes, or of appropr.ate actions when standards have not been met
due to circumstances beyond the control of the responsible commander.

Para 1-4m...if wvractical options were stated, there
would be no need for excceptions.,

Para 1-5b...not specific as to just who should be de-
legated authority...security, as a responsibility, should be placed
in the hands of those subordinate commanders with direct experience...
paragraph should state Tower "type" comaand, so as to prevent the in-
experienced from receiving the security mission.

Para 1-5c...there are no comments as tc what happens
wnen approved waivers are forwarded to HQDA.

Ch 2, Para 2-1...thi~ paragraph allows local commanders
to determine prioricy given to arms stcrage development. The pyiority
should te fixed at HQUA level, especially when US Army installations
are potential terrorist targets.

Para 2-2(2)...does not state who will conduct weapons
inventories, ncr how completea inventories «ill be validated, nor how
inventories should be programmad (uniformity, staggered, how?) nor how
a program of inventories is to be monitored.
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Para 2-2(c)...does not cite actions when high incident
rates of threat occur.

Para 2-2d(2)...should specify type systems...para should
not be writcen so as to allow the intrusiun detection system to be a
substitute for guard or duty personnel at any time.

Ch 3, Para 3-1...not specific enuugh in defining who
will conduct inventories, how inventories will be validated ana mon-
itored.

Para 3-1g...high degree of vulnerability regarding
munitions, NOT d-fined...directive to major Army commanders to pub-
Tish guidance chould include comments as to required context of such
guidance.

b. AR 380-13, Acquisition and Storage of Information Con-

cerning Non-Avfiliated Persons and Organizations.

Tha thrust of this regulation reduces the Army's ability to
collect, store, collate ane analyze information on suspected terrorists
or terrorist organizations operating in the United States until opera-
ticns are conducted on military installations, anrd then intelligence
collection must be restricted to the act itself. This may be the US
terroristls strongest suit. Paragraph six (6) provides for exceptions
to the rule, but is vague in defining the degree of demonstrable threat
requirad pefore Army officials can request to conduct special investi-
gations without active incidents as justifiable background. The term
“characterizations”, which may nean "prnfile" or "modus operandi" or
something less, is not clear.

c. AR 190-31, Department of Army Crime Prevention Program.

This regulation does not isolate terrorism as a type crime,
therefore does not include specific pre-emption or terror couniermea-

sures. However, if terrorism were to be listed specifically as a
crime the regulation's listed Crime Survey would be a valuable

G-11
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instrument on susceptible installations for before-the-fact intelli-
gence scanning.

d. Memorandum of Understandinj, US Army and US Coast Guard,

Department of Transportation.

This memorandum does not cover situations involving US Army
personnel at Coast Guard installations when terror is directed against

them specificaily.

e. .nnex 0, "Garden Plot", Army Civil Disturbances Plan C...

and letter citing understandings between DoD and Federal agencies,
Subj: Military Support in Combatting Terrorism, Department of Justice,
10 November 1972.

These uc.uments state that the FBI is in charge of counter-
terror operations on military 1nstallations in the Unitec States.
Neglected are those situations wher FBl nersonnel are unable to be on
scene fast enough to implement control. Tne documents do not consider
the immediate responsibilities of installation commanders for the
safety of US Army personnel and/or equipment, which can be achieved
best and ht 'riedly by an installation commander with full charge to
make appropriate decisions.

f. AR 190-3, Physical Stanrards for Storage of ©B Agents
and Munitions...being rescinded.
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PERCEIVING THE TERRORIST THREAT IN CONUS
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CONSTDERATIONS
Premise

Tevrrurs as a force in America appears %o be de-escalating.
Two hypotheses fur tihiis are (1), the Vietnam conflict ended, cuiusig
anti-war factions, and (2) there is, and alwayc has been, a lack of
valid revolutionary causes in America. However, in de-escalation,
or silence, exists 1**tle pronf uf intent., Silence among US ter-
rorist groups can be evidence of defeat. or ¢f reversed coils capable
of future acts. Dormant appearances, by themselves, are pogr in-
dicators, especialily when suspected reasons for cerrorizt silence
other than the above have some validity. In view of such reasons, it
is possible US terrorists are re-organizing, re-evaluating, even
plotting.
Factors

Cues for actions adopted by terrorists cre delivered by en-
vironmental! stress. That is, political, social! or other peonle-
effectad events (nationa’ and/or local) ijmpact on terrorist decisions
to increxse, derrease or sustain responses. It is from these events
that reasons for sileonce among terrorists can be percezived. Dis-

cussed below, in an effort to stimulate thought, are factors which
can be in the undercurrent that motivates US terrorists.

Poiitical. Leftists, it is known, viewed Watergate and its
undermining of the Adrinistration as a sort of victory over the “right".
70 them it meant a warm and wide glcze of new liberalism might appear
acceptable to the body politic. With that Administ~ation gone,

Teftists would not want a re-curving "right", which could have oc-
curred if terrorists, a’ter Vietnam and Watergate, "astituted terror
acts. Terror, normally left-wing associated, woiuld !«ve resulted in
certain repressions, a swing “"right" politically. Tni. luplies .hat
extreme left tervorists have been held in check, perhars by less ex-
treme ieftists, that is, in abeyance until a chenge in jitical cliwste.
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Terror, as an issue, would benefit an incumbent during Presiden-
tial elections. Terrorists, not wanting to infiuence these elections,
would lie low. Thus, if Uy terrcriscs groups have scrie political savvy,
or can be reuched by less extreme leftists who Tcel they have a stake
in eiections, a valid reason for terrorist silence exists.

Social. In minds of extreme leftists, auantum progressicns
in federal dollars fc» social programs have not stripped the country
of major i11s. To a terrorist, if he/she is politically/sociaily
oriented left, Ameirica ha¢ too many have-nots. and only violence can
correct the imbalance. Although siient, terrorists of this genre,
who were active prior to the end of Vietnam and Watergate, remain
such. Recently, one of these groups published "Prairie Fire", a
manifesto that preaches violence.

it is not sociai couditions as tney really are that press 2
terrerists into particular actions. Rather, it is the way in which ;
terrorists perceive social conditiens, and what these perceptions are,
that cause actions. Conditions may imfprcve, but hard-core terrorists
will stay terrorists until che last issue is resolved to their satis-
faction. For terrorists, there is an array of issues in any societail
framawerk. Were it not for extreme repression, the Seviet Union would
have its run of terror. In America, when race, employment or war are
not issues, terrorists pick other cau-es.

In reality, &merica does not have just revoiutionary causes,
but to terrorists, through their distorted vision, there are cauces.
Certainly, within a population cover two hundred willion, terrorists
find each cther.

Method. The cnly base-Tine precedencs US terrorists have to
develop campaigns are foreign examples which effective in the mid-
sy ities became obsoiescent in the seventies. Latin American models

e ]

served US terrorists until it hecame apparent that perfected local
countermeasuras easily reduce their effects. Uruguay's Tupamaros
{whose terror tactics are rocted inm those developed by israel's |
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Irgun) and Brazil's FLN (led by Carlos Marigh:lla) were the models.
Both advocated uiban terror aimed at causing over-reaction/repression

by legal governments; but legal governments, once burned, invoked
controlled measures. In the US, democratic principles guaranteed
controlled response, thus terror bv US groups fachioned by the Latin
American models hardly got off the jround. Marighella's "Mini-
Manual of the Urban Guerriia" provec effective in terms of providing
"how-to" advice for the conduct of type tactics but ineffective as a
spur to continued terror. Ir ot*er words, US terrorists are witnout
"strategy”; they do not have a methodoloay by which to institute
tarror with some assurance of success.

Still, no evidence exists that US terrorists are not in
search of degma, no data citing that the curvent silence is no¢ a
transitional period during which terrorists are attempting tc evcive
precise strategies from which to rct later on. 7Tre manifesto
"Prairie Fire" could be a type foreword to such strategies.

Recruiting. No doubt, as the Vietram jssue subsided, quasi-
and trug terrorists drifted away from extreme grouns to re-join
scciety. Often, last year's radical becoies tomorrow's corporate
attorney, businessman or salesman. The ranks of US terror thinned
consideratly. Today, if terrorist groups are just skeletal, to sur-
vive they must recruit. This is another characteristic of transitional
Jeriods of radical organizations: burrowing undergrouna in order to
re-build cells.

When Vietnam was &n issue, the 2ra itse'f climatized a popu-
lation fringe that spawned pseudo as well as real terrorists. Today,
in America, the zeal for radicalism is spent. Only the hardcore, the
extremists steeped in dogma, would agree to terrorist assc.iatiaons.
Recruitment, *hen, is probably slow, deliberate, painstaking.

This, certaiily, wouid be an indication of prolonged silence...
also an indication chat should terrorist groups grow, fibres will be
tcugher.” ’ ;




Impl ications

Today, known US terrurists are inactive; however, organiza-
tions or.ce active have not disbanded. Silence being no indication of
ntent, it is possible a transitional ‘'seeding' phase is their approved
activity-mode and that several internal developments can reach a con-
fluence from which re -newed terror will spring. 1In truth, nc one is
sure what US terrorists ere up to. But if a valid picture is out of
focus, is it not better to develop alternative projections?

On the surface, US terrorists are silent but possibly ‘in
transition," biding time to develop new strategies, recruit, train.
Conversely, while there has been silence involving politicai ter-
rorists, there has been a rash of "particularistic" or "ethnic" ter-
ror. For example, recent acts perpetrated by Cuban exile groups in
Maimi, the Croatiors, and Puerto Rican nationalists. From this, we
can state terror is a real present threat. We could also perceive a
terror threat not in view of a continuum o~ acts originating frem a
planned campaign, but as the possibility of 1 single act drawn from
a plan ignited impulsively by even one or two neophyte terrcrists.
More than once, a single act of terror has proliferated a dozen more.
One act agcinzt a US-based military installation could initiate
these. And if that one act seems to destroy property valued wnigh
monetarily, let alone take lives, then ceitairly terror is, now, a
threat, and preventive measures are needed.

Bese-Line Statistics

While most terrorists incidents between 1968 and 1975 occurred
outside the United States, there has been a steady increase in the
number of Awmerican targets. If the American target is the trend, cer-
tainly there i3 the probability of specific targets being selected in
the US. If terror is "theater", that is, a spectacular meszage de-
signed to attract world attention and receive payment on demand, then
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the American target, in America, will soon be, for terrorists trans-
national by type, the brass ring. Below are some persu=c’ve daca
covering period 1968-1975.

- of 375 terrorist bombings, 136 ‘iere US targets, %9 of which
were in the US

- of 123 kidnappings, 59 ~were of U7 citizens (12 in 1974...
26 in 1975)

- of 137 hijackings, 21 were US oriented
- of the total 973 terrorists acts, 330 were US oriented.
A Problem

Minimum activity (near-silence) melts interest in terror as
a critical threat. Belief-systems desire credible information.
Without hard intelligence, pathways toward pre-emptors and counter-
measures are rolied up and shelved. Fields of targets are laid bare; »
so when future terrcrists strike, success probabiiities are greater. -

In view of censiderations discussed hereir, to determine a
thireat analysis of the slightest number of US terrorist acts shouid
not evolve would be remiss, and at some later point fatal.

Presently, law prohibits US agencies from developing intel-
ligence on organizations and individuals not associated wich specific
acts. There must be an cbvious link *o a terrorist act before
agencies such as the FBI can utilize operatives to irvestigate
organizations cr individuals. This gap, or stop, leaves those con-
cerned about probable terror witii 1ittle more Lhan assumptions.
Nevertneless, assumptions, combined with past data, serve as precur.ors
to probabiiities. That is, it is worth pursuing a premise that silence
among US terrorists is & product of transition and that terror will
occur.
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Lack of intelligence on US tarrorists preciudes knowledge of
their near-term intent. Instead of capitulating to this lack SAI
- intends to create specific case-probabilities playing terrorists
acainst US Army instaliations, using public data on pase events and
0CONUS eramples to define type minimum, moderatz and worst-case
s.tuations, subsequently to develop appropriate policies, plans and
countermeasurss to deai with each.
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During October and Wovember 1976 the SAI stucy team made visils
to the following U.S. Army installations:

Fort McNair, Washington, D. C.

Seneca Army Depot, New York

Fort Rucker, Alabama

Fort MclLellan, Alabama

rort Bragg, Norih Carolina

USAREUR, Heidelbery, Miesau, Kriegsfeld and Frohn-Munle

These visits proved to be invaluable in collectirg information, per-
sonal views concerning counter-terrorism, and ahsorbirg the nature of
the problems faced by responsible indi,1duals at installation Tlevel.
This "grass rcots” input is vital in the formulation of realistic
policies, concepts, and methc.s to counter terrorism on military in-
stailations. A general observation concerning tne visits is that the
outstanding cocneration and interest displayed by those individuals
contacted greatly enhanced this irformation collection effort. Another
overall obse‘vation is that manv excellent individual efforts are

being made co cope with the problem but all seem to be looking for a
total coordinated Army program. The following represents highiights

of each visit and is oresented merely for information. Specific details,
or elaboration, may be cbtained from SAI, if desired.

o Military District of Washington, Ft. McNair, 6-7 Nctober 1976
- The CG, MDW displayed keen interest in the study ana
stated his concerns on the lack of domestic intelligence and DA policy
re: terrovism, the policy and pianning is oriented toward the climate
of the late 60's, and that the degree of protection provided VIP should
not be detarmined by tre person being protected. The Garden Plot plans
were reviewed and these plans could provide a good point of departure
for counter-terrorist planning. There were varying perceptions of the
threat out everyone agreed that "the Army has not addressed the matter®.
t was believed that the person in cuarge for terrorist crisis management,

and an alternate, should be designated in advance. There was strong
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feeling about the lack of armored vehicies, such as the V-100. The
MDW personnel were not aware of any DA guidance on dealing with a
hostage situation. It was indicated that there should be a pol.cy on
things not to do, s a minimun. MDW has an ovtstanding regulaticn

on copirg with bormb threats, a copy of which was provided SAI. The
Provest Marshal stated that although the area surrounding Ft. McNair
is one of the highest crime areas of Washington, the pc-t is calm. He
attributed this directly t> the profecsional, soldierly MPs at the
entrance gate who are highly visible and represent law, order, and
authority.

-~ As an additional note ccntact was wede with the Inter
American Defense College at ‘Ft. iicNair concerning perceptions of the
threat against the Latin American students. It was stated there were
no extraordinary precautions taken and none contemplated unless dir-
ected to do >o.

o Seneca Army Depot, Romulus, New York, 13-29 Octube, 1976

- Seneca Army Depot was visited in order “o cain first
hand information relating to prysical security of a larce deput con-
taining sensitive items. Yey points that emerged were:

-~ Flieas in sansitive pcsitions. The depot had
been assigned militery police personrel who were aliers. Correspondence
voicing concern was forwarded to JARCOM. who se.l it to HQ DA for
comment. It was returned giving no reiief, solution, or apparevt con-
cern. A specific case is now pending {Appendix H-3) The concern is
that the DOD civilian guard force that provides external security and
control, must be U.S. citizens but military security and technical
personnel, in sensitive positions, within the exclusion area, can
be aliens with or without declaring intent to become U.S. citizens.

-~Irstallation Access - The Depot Commander stated
he could not deny access co the installation administrative area if
an :ndividual hxd a DOD ID card, even though it is a closed post.
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-- Personnel - It was stated saveral *imes that the
depot needed more security personnel. A "“Fifth Platoon" concepi had
been developed which would permit mor: flexibility in rotation of

duties, training, etc. There is some vaiidity to this because addi-
tioral requirements keep getting imposed {e.g., recovery mission, special
reaction teams, etc.) with no additional personnel authorization. It
has a de initc morale implication. There did not seem to be a majow
problem in maintaining the authorized strength. (The Fifth Platoon
concapt requires an additional 55 MPs).

-- Training Area - There was no good training area
available. Rifie ranges are at Camp Drum but Reserve Compoents have
priority.

-- Helicopters - Depot personnel 211 thought that
one or two UH-1 helicopters would greatly enhance the security p~sture, §
particularly recovery op=arations. ;

-- Attitude Toward Physica: Security Dut.es - It
was felt that physical sacurity functions were downgraded with respect
.0 the overall law enforcement mission. The views were that it started
with recruiting policies that advertise patrol cars and apprehension
or the general image of a policeman with no mention of physical security
and guarding things, thereby misleading the enlisted. This was then
compounded by incomplete hasic trainina and scheoling prior to a phys-
ical securi*y assignment. There was a very favorable opinion on es-
tablishing a physical security career fieid and MOS (95E). Interviews
indicated that there was definite interest in learning physical security
both as an Army career as well as preparing for a rapidly excanding
civilian trade.

~- Physical Security Tr=ining - What limited
physical security training there was during AIT contained little or
no mention of terrorism and how to deal with it. Discussions showed
that there were diverse irdividual views on dealing with a hestage
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situation and techniques for negotiating. It was felt that the MP
Schoul should have integrated training for “pecial Reacticn Teams
(SRT). Or their own initiative, depnt security personne! had re-
searched and obtained material from the Los Angeles Police Department,
Nassau County Police, newspapers, periodicals, etc. to develop
training for the SRT. No guidance on the hostage situation had been
providea. AR 50-5, Nuclear Surety represented the only definitive
guidance.

-- tquipment - TO&E and TA egiipment included M73
Grenad2 Launchers, .45 Cal Pistols, M-16 Ri€les. The security com-
pany had 8 V-100 armored cars but were experiencing a 70 percent
deadlire rate, due primarily t7 <hortage of parts. The V-100s were
rebuilds {rom Letterkenny &rmy Depot and were issued by DARCOM
siecial authorizetion. The armament ard radios wer2 to be issued as
senarats equipment and difficulty sas being experienced in obtaining
those items. Unit personnei were interested in a newer vorsioa, the
V-150 manu“actured by Cadillac-Gage. They were interested in ablaining
starlight scopes and other night vision devices. The starlight scooes
were on the TO&E but not availabie for issue because DARCOM ha= lower
priority than other majcr ccmmunds v.ith operational units with a STRAF
mission. The security company was not authorized some basic equipment
such as compasses and had only 1 pair of binoculars of 6 authorized.

~- Irteliigence - Discussion indicatad a possible
morale problem which could further e the already relative in-
effectiveness in ccllection of information. The primary factor was
the impact of the Privacy Act (AR 380-13) along with reduction of
personnel. The MI field off<cer had coverage of 3/4 the state of New
York which included 1/4 the population. Four yezrs ago the office was
authorized 9 perscinel and the current authorizacion s 1. When che 1
agent goes on leave or TDY {up {2 3 months) th-re is no coverage. The
assigned MI agent was highly experienced and mot vated. Ox his own
h2 atterded monthly meetings in Buffalo, New Yor! with representation
by all regtonal law enforcement agencies (e.g., state and Tocal police,
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FAA, “ustoms and Immigration, FBI, etc.). This was assessed 3s being
extremely valuable; however tha MI agent could not “ile, except men-
tally, any materiai. On three separa.e occasions it was stressed that
dis:eminat.on of reporis »f terrcrist incidents on other DOD install-
ations wouid greatly enhance training, mot.ivation, and plan.ing.

Ther~ was strung feeling in this regard. They felt that they were
workino in a vacym without knowledge of actual incidents. Thzay
atte.mted fo glzan this informatio~ by wird of wouth, newspapers, TV,
rtc.

-- Miscellaneous

¢ Iraividuals disqualifiad from the PRP were not
reassignea in a timely man:er. This -ould rause moraia problems because
replacements cannot be requisitioned until vacancies exist.

9 The military s:curiw.y supervisnrs “elt that the
DOD civilian guards could Le 3 problem i'- a crisis situation.

»

It was .uggested that WP uni*s with a STRAF mission
conduct part of their training at the denot and trereoy would be
availab'=s for augmentation. This would permit special training of
personnel in the 285th MP Co.

e There was mention of a HG DA message with SECRET
classificatior, &nnincing new restrictions on use of riot ~ontrol
agents.,

¢ Depot perscniel -elt that some Jf the AR 50-%
security redu irements were overiy restyict:ve and unsuitable for their
type installation. They would Tit2 to roe some flexibility in taiicring
requirements to their necads.

ihis visit hada two w2y dividends. Much in.ur. 3tion was collected
fer che study effurt and the ciscussions stimulated rer ideas a~d con-
cepts emc.ig depot securitv personnel as weil.

e Fort Rucker, Alabama, 27-29 Qcinker 1976

Thi. installation was selectec to he reprevantative Hf a
relatively icolated post with a specialized vrairniag mission. Sig-
nificant observetions ware :
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- There seemed to “e a ge 2ral feeliny of low probabiiity
reqarding the possibility of Ft. Rucker teing targetted for terrorist
acts or incidents. This could be attrifuted to a lack of awareness and
uaderstanding concerning today's terrorism coupled with the inability to
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collect and file domestic inte
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- Ft. Rucker has a rather elaborate EOC with unicue capabili :
ties. The EOC was under the charge of a GS-12, who haa been in that
position for approximately 9 years. The facility is able to control
all cable TV on the irstallation with an ovarride cap:bility on the
commercial brecadcasts ind can “nction as a small TV studio. Radio

.
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communications equipment provided the capability of netting with .
emergency vehicies, aircraft, and PM operations. The EQC was re-

sponsible for writing contingency plans. At the time of the vis’it a
new plin dealing with a terrorist situation was being staffed. The i
EOC pi-epares a contingency plar, reference chart which serves as a
quick reference of actions to be taken in emergency situaiions, as

.
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wel, as identify resourcaes that may be required. For each event
identified there is a detailed writ.en continyency plan. Some prin-
ciples that had been established for emergency planning were:

-- Establish a command post in the vicinity of the event.

B S N IY TR 72

-- £5tablish dedicated communications between the com-

mand post and the EOC. 3

E

-- Designate on-scene commander. <

-~ Control movement of personnel at the s-ane. é

i

- Physical Security MOS. There did not appear to he support %

for establishment of a Physical Security MOS (95E). The PM preferred ;

consideration of an ASI to identify physical security proficiency. 3

This could be due to the fact tnat the primary function of <ihe P!O i
at Ft. Rucker is law enforcement with the majoritvy of the physical

security functiun contracted.

- Physical Security Contract. Security of the flight 1ine and -

ammo storage was contracted to Transco. Inc., Cincinnati. Ohio., It é

1
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provides for approximate.v 110 personnel, unifurms, weapons, related
equipment, and vehicles. The instaitation provides radios, training
ammunition, and POL. ~he contractor is responsible for proficiency
ana 40 hours of annual training. There is a no-strike clause 1n the
contract. Twenty contractors responded to the RFP and 12 physicnlly
surveyed the area to be secured. The cost of the current contract is
$813,753/annum.

- Irtelrigence Div. The Intelligence Division on the instal-
latjon staff was headed by a civilian who had considerable tenure.
The primary function appearad to be processing requests for security
clearances. There was no perception of a terro ist thr~at to the
installation. It was admitted that the installation was vulnerable
bu* would not be a targat that terrorists would choose. The Intel:
Division provided information concerning training of foreign stu-
dents and stated there were no special precautions taken because of
these foreign elements. The projected input for next year (CY 77)
is approximately 800. The following countries have been represented
in training at Ft. Rucker:

Morocco Germany Saudi Arabia Panama Peru
Denmark Tran Norway Ethiopia Taiwan
Guatemala Spain Thailand Korea Israel
Mexico Argentina Bolivia Canada Chile
Britain Venezuela  Australia

- Military Intelligence. The 902d MP Gp Re.ident Field
Office was manned by two agents, in 1974 there were 5, and nad area
coverage of the southern half of Mississippi and Alatama along with
the northern part of Fiorida. The local FBI agent, was located in
Dothan, Alabama approximately 25 miles away. The resident office dic
receivr. a weekly intelligence report through MI channels but was
Europe oriented. The agents did beiieve that the focal envirconment
{emall agrarian non transient) had 2 favorabie effect rrom an intelli-
gence viewpoint. Local authorities knew what was going on in their
jurisdiction. AR 380-13, Privacy Aet-et al had a definite effect on
the morale and efficiency of the intelligence operatives. The agents
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did receive information from state anc local authorities hut could
net file it. They retained i: mentaily.

- Criminal Invastigation - The CID had responsibility for
protection of YIP; however, the reguirements for this by Ft. Rucker
were few. The CID office maintained clase liaison with local police
authorities. In preparation for 4th of July activities they held
m2etings with the local aurhorities in order to coerdinate jurisdiction,
if required. The crime rate at Ft. Rucker was relatively low.

¢ Ft. McCiellan, Alabama, 1-3 Nuvember 1976

The rirst day was spent with the ins.allation security
and 'aw enforcement personnel.

Ft. McCiellan is a relatively small installation, open
post, with training (MP School and WAC Center and school) the primary
mission. The 548th Supply and Service 3n reprasents the only “troop
unit". As of 31 Jaruary 1976 the post ponulation was 6,481 military,
2,765 civilians, and 1,781 dependents. There was awareness of the
terrorist probiem and some contingency planning had been accomplished.
The Provost Marshal reported directly to the Chief of Staff rather
than being submerged within another staff directorate. The 111th MP
Co. which serves as tha instailation 17w enforcement element, is under
the operational control of the Provost Marshal and was authorized 4
officers and 102 enlisted with & officers and 29 enlisted assigned.

i

.
The significant pcins of discussion were:

-Provost Marshal - The Provost Marshal did perceive terrorism as
a threat to Ft. McClellan because it would be a tow risk target. While
the installation is an open post all but two entrances are blocked
except during morning, noon, and evening rush hours. He discussed the
1imited number of law enforcement personnel (approx 100) and that
although Ft. Benning would provide back up forces the response would
be approximately 90 minutes under perfect conditions and that a more
realistic time would approximate 3 to 4 hours. He sits on local law
erforcement councils and stated that.e stablishing rapport with local
autnorities is imperative. He lamented the fact that the Civil
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- Mititary Inteiligence. There was one special agent assigned

to the resident office. M« had been in that job for approximately
two years. He did give information concerning the U.S. Army Invelli-
gence Agency (USAINTA). Effective 1 October 1976 USAINTA assumed

an army -wide mission whereas prfor to that i was limited to CORuS.
Effective 1 January 1977 ASA and JSAINTA are to combine with the
H:adquarters to remain at Ft. Meade Maryland.

- Emergency Operaticns Center - The EOU was in the Directorate
of Plans, Training, and Security -~ Plans and Qperations Div. It con-
sisted of desks for varijous staff elements, come basic communications
equipment and administrative supplies. The installation does have
Chemical Accident Incident Control plans ard appeared prepared to
handle that contingency. The EOC was managed by a civilian GS-11
who had been in the job for 10 years. He felt there should be a
requirement, and guidance, Jor establishing an installation crisis
maragement center with authorization documents for equipment.
Presently, eguipment is scrounged and the facility capability is
left to the initiative of the individual in charqe.

The remainder of the time was spent with the #4ilitary Poline
Schoal. Only a brief summary is provided at this time. Much of
what was discussed were concepts, and combat developments. Detaiied
naterial is to be forwarded to SAI but at the time of the writing of
this report the material had not been received.

One significant point that should be noted is the distribution
and installation of J-SIIDS (Joint Security Interior Intrusion De-
tection System). Informaticn provided by the Combat Development
Directorate, indicated that while issues were being made installa-
tion was experiencing delays and is shown graphically on Figure H-1.




Disturbance Orientation Course, which brought military and civilian
law eaforcement pecole together, was going to be discontinue&. He
suggested that the MP School should develop seminars on terrorism

for combined civilian and mil<tary participants. He had ctrorg
conviction that ccuntering terrorism on military installations should
be a law enforcement function with Provost Marshal responsibility.

He became very interested in the SAI study and fully agreed that
there is no guidance to installations on terrorism but felt that it
would be a mistake to provide too much detailed guidance.

Contingency Plans. The PMO had prepared numerous contingen-
cy plans primarily for MP use. Of interest to the current SAI study

were plans for handlirg bomb threats, security of government officials,

a military assistance plan which provided for the 548th S&3 Bn to
provide back up when MP resources were exhausted. There also was

a plan for dealing with b-stage situations and this plan emphasized
that the safety and welfare of the hostage was the primary consid-
eration. Also, the hoslage pian identified potential victims, all

of which were key individuals in pos: money handling facilities, and
did not jive consideraticn to ail poterntial terrcrist hostages; e.g.,
the Commandiag General.

- Criming’ Investigaticr. » higaly experienced CID agent had
been in hic current assignment approximately 3 months. For the
previous five years he had been a member of the Personal Security De-
tachmenit at SHAPE, providing personal security for the SACEUR. 1In
discuszing his experiences he stated that in NATO Eurcpe the terror-
ist threat was a prime consideration in planning personal protection
for VIP. He did not feel the Army had done enough to emphasize the
awareness of the terrorist problem in CID operations stating there
appeared to be no handie on the hostage problem or jurisdiction.

The CID office worked closely with the Anniston police authorities
and also the local FBI agent ‘hose ~ffice wac in Anniston. 1% was
indicated that Ft. McClellan had a relatively low crime rate.
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? Ft. Bragg, North Carolina. 4-5 November 1976

The visit to this installation began with discussions at
the Institute for Military Assistance (IMA). The purpose of these
discussions was to determine what work had been accomplished on the
subject of terrorism and what capability IMA had in this regard. Key
points were:

- At the request of the Puerto Rico National Guard @
3 day seminar entitled, "Transnational Terrorism and Urban Yiolence”
was prepared for 20 key command and staff ovficers of the PRNG. Upon
completion of the seminar an after action report was prepared, a copy
of which was proviaed to the SAI team. This after action report con-
tained two significant recommendations -

(1) That IMA conduct a study to determine the feasibility
of producing a senior level seminar based un the neads of the Army.

(2) That both IMA and the MP School participate in the
development of the FOI.

~ The IMA, on its own initiative, has be=n very active
in obtaining a vast amount of source material and information on the
subject of terrorism from agencies cutside of the government. It was
stated there is "no DA source". By studying this source material, and
by experience, a vast reservoir of expertise in tervorism exists at
IMA.

- It was felt that one of the mest practical approaches
in deterring terrorist incidents would be to build images and create
facades, while maintaining credibility. The same point had been
brought up during previous visits. The IMA has devoted a portion of
a manual on preotection of MAAG and Missions against terrorism to this
subject. A first step in this area is awarene:zs of the problem by
individuals charged with installation security.

- Just as its name implies, IMA is orientad toward MAAG
and Missions. An integral part of this function is protection of
personnel and ‘acilities against terrdrism. Much of tnis work could
be translated to pnlicy guidance for Army installatiors and personnel.
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A day was spent visiting Ft. Bragg instaliatior staff members
¢xd elements of XVII1 Airborne Corps. The following cbservations
were mace:

- rt. Bragg is an extremely large installation, onen pecst,
with a sizeable population. It would be practically impos.ibie to
secure the instaliation. Pope AFB is adjace~t to the north boundary
of the cantonement area and is in the prccess of beccming a ciossd
pest. There apreared to be wide variance in awareress of the terrorist
problem.

- Military Police Aviation. As 2f 21 June 1975 the 16th MP
Greup had organic TO&E Milizavy Police aviation assets. The aviation
section was authorized 2 UH-1 utility helicopters and 3 0K-58 cobser-
vat:on helicopters with 1 off and 4 wc pilots and & enlisted crew
chiefs. The remaining enlisted personnel provided support functions
for the section. The 16th MP Group had devised their own concert for
utilization of MP aviation in tha absence of any doctrine. The aircraft
normeliy fly missions with a crew of 3 (pilot, crew chief, MP)} and
are able to communicate directly with MP patrol cars and also with MP
operations. Spotlight systems for the OH-58 aircrafi had been locally
fabricated and the installed rotatable landing 1ight on the UH-1's
seemed to suffice. Nightly missions, at random times, were flown
over sensitive areas, parking lots, and other areas conducive toc crime.
This technique apparently has proven successful in serving as a deter-
rent. There have been cases where the MP aircraft were usad in pursuit
situations. The roofs of MP patrol cars are numbered co the aircraft
can provide direction to individual units. These MP aircra.t are also
used to support the Nuclear Accident/Incident Control Team, if re-
quired. At least one aircraft is on 1 hour reaction alert 24 hours/
day. It was indicated that the 89th MP Group at Ft. Hood, TX was form-
ing a similar MP aviation section. The 89th Gp had been in contact
with the 16th MP Gp in order to obtain concepts for use and lessons
Tearned. While the 16th MP Gp had done a commendable job in developing
MP aviationm concepts it would seem in-order for theMP School to use
this operational experience, obtain trom city and state law enforcement
agencies police aviation concepts, ancd establish U.S. Army doctrine and
policy.
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- Armored Vehicles. At one time the installation law enforce-
ment agency at Ft. Bragg was authcrized M-112 APC's; however, they

were replaced by V-100 Armored Cars. The V-10Q's are not used except
for display purposes. They have been a maintenance fieadache. At the
time of the visit 4 out of 6 authorized ware deadlined due to lack of
repeir parts. This was inuicatad to be abcut normal. There had bzen
no majur problems with the armament systems (20 mm rini-guns and .50
cal mg). There had been majcr problems with the communications equip-
ment. The V-100 Armored Cars and the ancillary_equipment were on t.e
installation TDA.

- Law E' “orcemant Resources. Due to the high troop population
there was a relatively large amount of MP resources. Therz was the
503rd MP Bn with 3 1ine companies, the 118th MP Co (Abn) organic to
HQ XVIII Abn Corps bul under the operaticnal control of the 16th MP
Cp, the 58th MP Co., a part of the 16th MP Gp which ran the confine-
ment facility and assumed the installation responsibility if the Zorps
deployed. The 82d Abn MP Co provided assistance in the installation
law enforcement mission.

- G6-2 and Miiitary Intelligence. It was indicated chat the
best intelligence source was local and state police. They did provide
intelligence but, for the most part, it could not be filed. The
intelligence personnel stated thaet they "had to rely on institutional
memory". The 902d MI Gp provided a daily operations report but
apparently included only what was being reported within the Group.
There was a definite feeling that some policies are overreaction to
the Privacy Act. For example the namas of civilian officials to be
contacted in case of c¢ivil disturbances had to be deleted from plans
and SOP. The MI agent further confirmed the decayirg morale within
the MI community due to the "hands tied" policies enanating from the
Privacy Act.

- Cririnal Investigation. It was stated that theft of arms
and ammunition at Ft. Bragg was not a problem. There had been isolated
cases but these had been cracked and there was no pattern or connection
in these instances. The detachment commander suggested the possibility
of MI supporting CID law enforcement in peacetime.
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- Emergzr-oy Operations Center. The entire EOC orientation
was geared to XVIII Abn Corps deployment and activities. There was
l1ittle attention given to suppercing a crisis on the installation.
There was no apparent perceptiun of a terrorist threat to the install-
ation. For example, there was no contingency plan to provide assis-
tance should the law enforcement resources be exhausted.

e U.S. Army, Europe, 15-1¢ October 1976

This visit was extremely valuable to the study effor: in that
many views were obtained, both individual and poljicy level, and
procvided an otherwise uncbtainable comparison of awaren:ss between
CONUS installations’activities and that of individuais and activities
in the environment of active terrorism. The USAREUR Provost Marshal
0ffice had the trip extremely well planned which facilitated the maximum
use of the limited time availablz. In general, there was universal
interast in the SAI study and, an open and candid participation in
discussions. Wnile in many cases USAREUR faces unique problems in
corflicting policy and quidance resulting from being a major Army
Command, this did not appear to be the case in the subject of countering
terrorism. This is because there is no specific guidance in this area
and thus USAREUR has had Tatitude in dealing with terrorism. Key
points which re_ulted fram discussions were:

- General Blanchard, Commander-in-Chief. Approximately one
hour and fifteen minutes were spent with the CinC in his office. GEN
Blanchard was aware of the GAI visit and had requested this meeting.
He was extremely interested and knowledgeable in the subject of
tarrorism. He had recently directed the Provest Marshal to prepare
a paper on the subject and a command regulation. GEN Blanchard re-
cuested that he be provided a copy of the SAI Quarterly Management
Report and any interim reporis that may be published prior to the
final report. It was also requested that USAREUR's Study Report be
forwarded to SAI. GEN Rlanchard discussed his philosophy cf having
plans to "accommodate varying conditions" analogous to DEFCONS and
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increased readiness. He thought this would conserve resources until
indicators appeared which would precipitate positive acticns. (The
SAI study team ..z¢ discussed this in general terms and this apprcach
should be developed in some detail.)

Wnile discussing VIP as prime hostage candidates he felt that
he should have personal protection but it should be low key because
of perceptions of the loc2l populace. He also believed someone
should define the lavel of VIP that required protection and what
degree of protection should be provided. He did not appear to be
oppased to the idea that the person being protected should not deter-
mine what proteztion shculd be provided, but that he should ba con-
sulted.

The SAI team related to GEN Blanchard the initial findings
that the increasing restrictions on inteiligence activities was
creating both immediate and long term problems. He was keenly aware
of the restrictions and was very interested in the comments concerning
the decaying merale and initiative o. the field operatives. When
informed that SAI intended to track the originating Public Law and
Executive Order through the implementing directives to determine if
the original spirit and intent was over reacted to, he asked 1f any-
one on the USARZUR staff had done the same thing upon publication of
USAREUR guidance. He felt this was an excellent idea.

- LT GEN Cooper, Deputy Commander in Chief. GEN Cooper had
requested this meeting after the visit of the SAI team had started.
He was informed of the origin and status of the current study. Whiie
GEN Cooper is int mately involved in the security upgrade of nuclear
sites he wu, keenly interested in the wider scope of the study. He
felt that penetration of a nuclear site with the subsequent thert of
a weapon was of paramount importance and concern. He agreed that much
has been done ard is planned to prevent such an occurrence.

- Office of the Provost Mars'ai. There was considerable dis-
cussion of the CinC directed study to_the Provost Marshal on countering
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tervorism. A significant point is that while many principal staff
agercies are involved the PM0, normally considered part of the specia’
sta®f, had been given prime staff responsibility. Certain interim
cutions were being completed such as a message to the command %n re-
porting procedures and actions to be taker within the headcuarters and

a message directing establishment of garrison security coumittees. This
will be addressed below as they were DCSI proponency. Ths end product
of this erfort will be the publishing of USAREUR policy and guidance
early in 1977.

Special weapons security and the current upgrade program was
discussed in some detail. It is not appropriate to elaborate or comment
o1 this program since it has nigh level interest and 't receives
intensive management. The USAREUR community structurz was discussed
in general terms and it was agreed that a visit to the Heidelberg
Community Law Enforcement Agency would be of assistance and represent-
ative of the community concept. Mention was made of a EUCOM Special
Reaction Team and a point of contact in ODCSOPS was given to discuss
further details. When approached nn the subject of physical security
MOS for military policeman, the USAREUR Provost Marshal voiced definitive
opposition to the concept. This further reinforces the opposition to
this concept at the policy making ievel as compared to views expressed
at the working level. The iritial visit to the PMO provided an
excellerit introd ction for the subsequent visits to USAREUR activities.

- 0DCSOrs. A visit was made to the contirgency plans branch to
gain information on a EUCOM anti-terrorist force. The designation and
lccation of this force is not inciuded in this report due to the
sensitivity of the information. A particuiar organization, which is
under operational control of USCINCEUR, has a contingency mission of
providing an anti-terrorist force with a capability of deploying on
short notice within the EUCOM area of responsibility. It undergoes
special training requirements and has special skills represented such
as ianguage, ECD, legal, psychological, sniper, and paramedic. "nique
equipment is arganic cuch as civilian typo vans, special communications,
high powered rifles, and the capability of operation in civilian clothes.
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In a general discussion cn terrorist special reaction teams

it was indicated that Special Fcices would lend themselves to this mission
far mare than rangers aue to their organization] being able to operate
autonomousiy and the type of skills ziready represented. Additionally,
the profile of a "Greun Beret" represents maturity, extremely high
motivation, a very positive attitude, ingrained with team ope.ations,

and is a vclunteer who urdergoes extremely rigorous training. When
informed that the SAI study probably would pursue a special forces anti-
terroris. reaction tear concept, it was indicated that this would

provide a valuable asset.

- DCS1. The USAREUR intelligence community has a distinct
advantage over CONUS intelligence activities in that they can tap
reliable sources 2f friendly fore:gn governments who do not have re-
strictions such as the Privacy Act and E£.G. 11905. For example, the
FRG has nlaced anti-terrorism at the national level with both intelli-
gence and law enforcement disciplines. The BKA provides a daily in-
telligence summary cable to UT intelligence agencies. The FRG is
also capable of respondirg to te-rorist acts or incidents from the
national level. They have established ant®~terrorist teams for almost
immediate dispatch to troubie spots should the occasion arise. The
FRG has enacted legislation to counter terrorism; for example, it is
a federal crime to have knowledge cf terrorist activities end not
report this knowledge to proper authorities. This is an obvious
assistance in coliecting informatior The MI has a liaison office
with each German state which establishes a direct Tink to FRG intelli-
gence sources. [t is through this type of reliable input that DCSI isc
able to publish a weekly terrorist summary message, which receives
wide distribution within the command. This type of information dis-
tribution has a positive effect of maintaining awareness to the
terrorist threat. In addition, the 66th MI Group has prepared a new
awareness briefing, complete with slides, to be used by the " -1d
operatives when giving orientations at the units they serve.

There was considerable discussion concerning a new letter of
instruction further restrictirg US MI investigation and surveillance




procedures. This is appar.ntly the USAREUR implementation ¥ E.J.
11905. Since this particular set of restrictions is an extremeiy
sensitive issue tiere s a good pocsibility that each time instructions
¢.oe promulgated they teid tn be mer. restrictive than the intert of

the original inctruction. The enc result on the operativ2 is frus-
tration, no initiative, and general lowering of morale. As a result,
Tittle useful intelligence is being generated with solely U.S. re-

sources.

DCSI had taken twc positive actions, which were included as
part of the CinC directcd stucy, which will aszist in counering
terrorism. One concerned proced.res for reporting of terrorist infov-
mation direct to the U, REUR Command Int21ligence Support Indications
Center (CJSIC) which is physically luceted 3djacent to the Operations
centar, Inte'ligence analysts are on call in order to evaluate any
information and provide feedback to the ariginator of the report and
determine vhether further acticrs within the commai.d are necessarv.

The other action established garrison security committees within the
CENTAG neographical area. Arrangements were made between USAREUR and
the German Terrotorial Southern Command to astailish regicnal, garri-
son level liaison among allied garrison commanders. It is onvisioned
that these garrison security ccnmittees will kecone the fccal point

of contacts to effect coordination of security matters of regioral
interest which will include but not be limited tv mutual exchange of
information on local security conditions, establishing local procedures
for the preovision of protective and security measures, and coordination
of Tocal actions to meet exigencies.

There was a discussion which touched on a variety of points.
One corcerned whether the subject of terrorism should be CI or MI.
There did not seem to be any argument that courtermeasures properly
belonged to law enforcement. The MI "commurity" felt that MI was 'n
the best position to verify the sources of terrorist infarnation.
It was believed that terrorisis would_require inside help to attack
u.s. assets~and it would not be pol{t‘ca11y wice to attack U.S. assets
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in the FRG. To date DCSI has had no experience o, a valia advance
warning of a terrorist ect. They had issued warnings predicated on
symbolic dates but had nc hard inteiligen.a based on precise infor-
mation. There was scme apparent concern that the "terrorict threat"
could get out of perspective and that awareness and understanding of
the problem could go a long way in developing prudent countermeasures
to terrorism.

- Office of the 1 .spector General. 1In discussions with ihe
Technical Inspectiors Division, whose function is inspecting nuclear
weapon activities, it was indicated that awareness of the terrorist
threat is high at unit level. This is probably due, in part, fo
the high degree of command interest. During inspections situations
are given to determine what degrze of deadly force wculd be used 1in
defeating a terrcrist holding a hostage situation. While most re-
snonded according to existing policy there was some speculation as
to concistency between a simulated versus actual situation.

- Office of the Political Advisor. The Political Adviso.,
was on leave and discussions were held with tre Assistant POLAD.
When asked quections concerning the status of forces agreement and
jurisdic. unal mattars it wac indicated that these questions should be
presented to the Internationel Affairs Divisicn of JAG. The Pssis-
tant POLAD aid provide information concerning the FRG daction to divert
some national border police assets to major airport security functions
and to be more inclined to represent a less military organization
appearance. (Note: Whiie waifting for the return flight from Frankfurt
airport, members of the border police wcre observed monitoring activ-
ities arourd the departure gates in uniform and carrying ariomatic
weapans. )

- Office of the Judge Advocate. [ti was apparent that the
Tnternationa? Affairs Division was extremely well qualified in Inter-
national Liw and the U.S. Status of Forces Agreement. When posed
with a sper.ific situation regarding jurisdiction (the CinC held hostage
ky terrorists in the barricaded cummand building) there was consider-
able discussion. Understandingly, they were cautious in responding
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to verbal hypochetical situations. The iawvers said that each case

of Jurisdiction would have to be judged on the specific situation at
hand And that scmetimes jurisdiction would be a inatter of negotia-
tion after the act had occurred. Also it was pointed out that certain
legal opinions would be based on poiicy but t“ac¢ they were not aware
of any policy re: the c¢iscussion 1t hard. [t was agreed that it would
be prudent to have certain legal guidelines prior to a termorist act
and that the same questions posed during the discussion would be valid
auestions to the General Counsel of both Department of Defense and
State.

- Heidelberg Commuriity. The Military Community has a Commun-
ity Commander who is normally the senior military individual, much as
the Post Commander in CONUS. Tlhere is also a Commander of the U.S.
M*1itary Community Activity whose role is similar to the Deputy In-
staliation Commander in CONUS. In the case of Feidelberg the Provost
Marshal/law enforcement element was designated the Directorate of
Public Safety. A1l MP assets, to include the i!SAREUR Honor Guard,
was under operational control of ihis cirectorate. He was also

’(F#, &

.

responiible for providing personal security for tiz CinC. I* was
stated that there was not very much guidance on carrying out these
functions but that a lot was done locally. As an example, there was
close duily contact with local German police officials, to include
the BKA. He said the BKA designates potential terrorist victims, the
CinC being so designated. As a result, the personal security fcr

the CinC was suppliemented to some degree by German authorities. The
cormunity Provost Marshal is ar excellent example c¢f an energetic,
practical and knowledgeable individual who uses a great deal of
initiative to accomplish the job at hand. He believed that USAMPS
should have some type of orientation for installation Provost Marshal

designees.

~ Miesau Army Depct. This depot is one of the largest ammunition
depots in USAREUR and has received more than its share of notoriety
due to incidents such as thefts, security personnel probiems, and lea-
dership. Unfortunately, the new Army Chief of Staff was to visit the
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next day and many o7 the key persornel were involved in the prepar-
ations for his visit. There was, however, an cpportunitv for detailed
discussions with th~ Depot Provost Marshal.

Miesau Army Depot has approximately 27 miles of fenceline en-
compassing about 2500 acres. It stores all types of ammunition and
aiso some track vehicle equipment for REFORGER units. There are between
1000-150C German civilian employees. The majority of married military
personnel live on the Geman economy rather than government quarters
at Kaiserslautern or Lardstuhl. The depot administrative area is
cansidered an open post but people are checked upon entry and spot
vehicle searches ar: made at the gate. The U.S. has jurisdiction
within the fence. The sensitive portion of the depot, which has its
own system of barriers and controls, is guarded by the 164th MP
Physical Secu:ity Company. In addition, overall depot security forces
consist of 38 dogs and handlers, 2 e:rplosive detection dogs, 48 military
police, and the 4099th Labor Service Company consisting of 240 per-
sonnel with mixed nationality (most Polish). To supplement the depot
security one infantry company, which rotates every two weeks, is used for
patrolling at night.

The Depot Provost Marshal has extremely good perception for
the security problems and aagressively seeks improvements. He was
concerned about security personnel becoming apathetic. This is due,
according to him, to the mundane type tasks to be performed and that
the MP's were disillusioned when first assigned to security duties. He
believed that this could be overcome to a large degree if the MP's
were briefed and oriented urior to arrival at the depot. One problem
he faces is that of untrained dog handlers. While losses of ammunition
had heen reported it was felt that inventories had not been accurate,
originating from the mass influx c.eated by FRELOC, and the shortages
were considered to be on paper rather than thefts. Improved inventory
procedures should alleviate this problem. The infantry ccmpany, which
is rotated every tuo weeks, likes this temporary dutyv because it pro-
vides 2 break in routine and it is ieﬁporary. Two improvements in
security have been .~semglishad.  Improved locks and hasps have been
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instal.ed on conventional storage structures and, to provide for
improved control of personnel, picture badges have been issued. Both
MI and CI support was considered to be gcod., He wcrks closely with
the local polizei but primarily in the la

than local intelligence.

w enforcement function rather

- Kriegsfeld Army Depot. This depot, which has a high security
area, is secured by an MP Physical Security Company. The Depot Com-
mander was an energetic, outgoing indiviaual who was aware of the
realities of security problems and his attitude wac reflected through-
out the depot organization. The MP company commander was the same
type iriividual, making for an ideal team to enhance security. A
significant point arose during the discussions - that being no exer-
cises are considered practices to include road blocks established
by loci1 German authorities. Very close planning had been worked out
with the lccal police, to include a point-to-point telephone 1ine.

The people in charge knew the security plans to the letter and provis-
ions had been made, and tested, to provide alternatives which provided
flexibility. Morale of the physical security personnel appeared to be
good and local innovations were practiced in the way of sponsored
recreational activities such as ski trips and tours. Again it was
voiced, rather emphatically, that the 95B MP assigned to physical
security duties should receive more orientation prior to arrival at
the unit. It was indicated that approximately 2 montns was spent

in preparing an individual to become fully effective. Tre MI support
was good and monthly briefings and updates were given to all personnel.
The Tocal MI agents again expressed frustration in carrying out their
functions efficiently. They felt "handcuffed". In spite of some
adversities, the security of this depot should be considered outstand-
ing - primarily because of the resporsible individuals rather than the
"system". The depot commander alsc expressed concern that safety ana
security of new weapons (i.e., LAW) could cause them not to be in the
hands of the troops when needed.

- A Btry, 24 Bn, 56th AD Ariii1éry. Security cf the sensitive
area was provided by 16 95B MP's. There has been a recent increase to
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38 MP's authorized pius an MPp Lt. as physical security officer. This
sncrease should provide for iess time an individual wili be on duty
with an obviocus increase in morale resuiting. The nit commander in-
dicated he would like to have dogs to supplement his security farce,
but had not taken into ~onsideration the associated problems in

maintaining the dogs.
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MEMOPANDUM - ALIENS IN NUCLEAR DUTY POSITIONS
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MEMORANDUM
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DATE: 26 QOctober 1976

TC: Major Gallagher (COTR Contract No. MDA903-76-C-(072}
)"' ;;‘,.H"
FROM:  Rowland B. Shriver, Jr., Principal Tavestigator $2fh%0 .
Science Applications, Inc. ”jf’

SUBJECT: Aliens in Nuclear Duty Positions

During the period 18-20 October 1976 R. Shriver and
J. Evans (Science Applications, Inc.) visited an Army depnt
in connection with HQ DA Contract No. MDA903-76-C-0272,
“Countering Terrorism on Military Installations." A condition
surfaced which is considered to be sufficiently serious to
warrant imrediate reporting alorg with recommendations for
corrective action. The following is submitted in accordance
with the terms of the cited contract and constitutes a spot

o)

report:

A Mexican female alien subject enlisted in -
the Army to become a nuclear weapons maintenance technician
(MOS 55G). She received her technical training at Redstone
Arsenal, Alabama, qualified for the Personnel Reljability
Program in a critical position, and was subsequentiy assigned
to an Army depot. During an interview she voluntarily stated
tha: due to her family's situation she did not intend to become
a U.S. citizen and planned to return to Mexico upcn completion
of her enlistment obligation. The Cepot Commander decided not
to ptace her in a critical position as defined in DOD Directive
5210.47, "Security Criteria and Stancards for Protecting Nuclear
Weapons." Corvespondence outlining this situation was forwarded
to HQ, OARCOM on 28 July 197¢.. On or about 20 August 1976 HQ
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DARCOM forwarded the case to HG DA for resolution. Informal
inquiry indicates that the correspondence is currently at
COCSRPER with LTC Jonn Gienn as the action officer.

This case points out the present poli.y legally allows
aliens with unknown motives to infiltrate the Army, and other
mijitary services, gain sensitive information, knowledge, act
as an insider, and return to the native country with no recourse,
such as extradition. It is a DOD wide problem.

It is recommended that:

- This case be forwarded to the Assistant
Secretary of Defense (Comptroller) voicing concern as stated
above along with a recommendation that DOD Directive 5210.42,
“Nuclear Weapon Personnel Reliability Program" inclide a requirement
that an individual must be a U.S. citizen to qualify for entry
into the Personnel Reliahility Program.

- AR 5C-5, "Nuclear Surety” be changed to include
the requirement as stated above.

~
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RESPONSES BY SENIOR ARMY
LAW ENFORCEMENT OFFICIALS
TO SURVEY QUESTIONNAIRE
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RESPONSES BY SENIOR ARMY LAW ENFORCEMENT OFFICIALS
TO SURVEY QUESTIONNAIRE

What do you perceive to be the terrorist threat within your area of
responsibility?

- The potential is there and probably so are they - but
who they are - where they are and what their pians are - is a gr2al
unknown to me.

- Dissidents intending to disrupt and disgrace the militar,
operations. This goal is limited to a specific area or operation.

- The threat could be from any group of malcontents with
real or fancied complaints against personnel or facilities. The immi-
nence of the threat is difficult to predict. Today I estimate the
threat as relatively low.

- In the Panama Canal Zone there could be three threats.
One coulu be "Zonians", a 2d or 3d generatior born in the CZ. Second,
the Panamanians. Third, a foreign power wishing to emiarrass the U.S.

- I take exception to consistent over use of "buzz word -
ter-orism.”" From law enforcement point of view, it is the criminal
acts (against persons or property) which are imoortant - not the under-
lying motive. In a loose sense of the word the threat is from dis-
gruntled groups claiming credit for bombings of federal facilities.

- The threat is high witn government buildings and/or
dignitarias as targets.

- Minimal - but distinctly possible since my installation
is extremely large, is an open thoroughfare, and far from homogenous.

- The literature today tends to define the terrorists as
those who commit crimes with political motivations. Your (SAI) def-
inition includes psychos and crimninals. According to your (SAI) def-
inition, the siezure of a hostage (plain old kidnapping) is always
possible.” I don't 1ike your (SAI) definition.
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What sources of local intelligence concerning terrorism are available
to you?

- Pretty scarce.

- Gossip, rumor, political and social organizations as
well as MI operatives.

- Unit personnel and internal unit reports, MI reports and
assessments, newspapers and other news media, reports from higher
headquarters, rumors, anonymous tips, and overt acts by any terrorist
type groups.

- Perhaps une of our better sources is cur own liaison
team who daily have cortacts with the Tocal authorities.

- MI, 1ccal offices of Federsl Agencies esvecially FBI,
iocal poliice. Although there are restrictions on collection and stor-
age there is nothiity to preclude obtaining verbal information hy fuce-
to-face liaison.

- A11 kinds, FBI, etc. - but how good their intelligence
is, in this now controlled envivonment, I don't know!

- Military Inte'ligence, local CID, DIS, FBT, Drug Enforce-
ment Administration, local police.

- I don't know - I'm in USAMPS.

- Local law enforcement agencies ard field offices of
rederal Adencies.

What do you consider to be the prime targets for terrurist acts on
inctallations within your area of respensibility?

- Arms rooms perhaps to obtiin capability to go on to
bigger and better things. Computer systems also very vulnerable.

- Storace sites containing sensitive munitions and activ-
ities wi“h sensitive missions. Students ina training, arms rooms,
water supply, communicaticns facility.
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- There was, several menths ago, one inciden: in which an
Army airfield was the target of a bombing. Other potartial targets
include arms rooms and ammo storage areas.

- Those ficilities which cculd be put out of business
without a substantial loss involvina time or meney to repair the fac-

ility for later use.

- Prime targets (based on actual incidents) which could
have been pernetrated by "terrorists" -

o Central arms/ammo storage facilities {but not urit
arms rooms)

¢ Central power and telecommunications facilities
e Major Army medical center

e Arson or bombing against troop billets

# Money handling activities

e Major outport for sealift of cargo

e Presence of "controversial groups", e.g., Yietnamese
relocation

o Anytime VIP are present.

- Classified documents, various Headquarters of key ac-
tivities (symbolic targets)

- VIP, arms and munitions, aircraft

- VIP visitors, pubiic utilities, clubs

- Sensitive munitions and materiel, sources «f money
- Arms rooms, finance offices, bank

If there have bLeea terrorist threats, or acts, within your area of
responsibility who conducted them, when, with what means, and whare?

What were the lessons learned?

H-4-4
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- The bombing incident referred to (airfield) was carried
out at night w ta no perscnne?! injuries and very little property dam-
age. The FBI investigated.

None

Not to -y knowlcdge

Ceem

Explosives detonated ip parking lots and other deserted
areas which would impact on civilian/dependent fears. They occurred
during evening hours and periods of limited visibility. Security per-

sonnel are nct the answer - personal awareness would be the best de-
terrent.

- No wctual acts specifically by "“terrorists", h.t bomb
threats and similar incidents found to have been perpetrated by youths
and mentally disturbed individuals. These pointed out the need for:

e Joint PM/CID Task Force with one "command and control
center."

o Task force to include medical/fire fighting/EOC plus
emergency reaction force.

- Not against our military instaliations. We orly have
bom; tnreats - so far all idle.

- To ny Kngwieage ihere nave been none.
- Don't know of any.
- None.

What policy guidance has been provided to counter terrorism?

- FBI speakers

- DOD Dirvective that addresses resosnsibility and propo-
nency for terrorism - belongs to FBI hut the Army should be prepared
to support.

2 None .-
i H-& 0
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- Without referring to my PM S0P it is impossible to
quote requlaticr» numbers here at the conference.

- There is now an ever iacreasing amount of material flowing
down from Dept. 2f Army and various profeseunal orgunizacions.

- Command corresgondencs, TH's, FBI preser.ations

- Cu far as 1 «know, othe- than the study baina prepared
under DA auspices, which will ultimately iead to auidancz, thes 2 is
none at present.

- Rely mostly on AR 380-32ries, CIA, and FbI material.

-~ Primarily warning documnents; i.e., better look at your
rnuclrar sites, etc.

- Very Tittle
- None

What changes ur <dditions to policy quidance would facilitate planning
to co.nter terrorism?

- Define parameters of terrorism in order to assign re-
sponsibility for neuiraiizing terrorist activities.

- Make someone responsible for program.

- Have a checklist, directive in nature, whereby personnel
would rot live in a vulnerable area, provide domocile to duty trans-
portation, have films which wcuic be part of mandatory welcome brief-
ings. (‘ote: this response was overseas oriented).

- As revealed by the SAI team, to date, there is an
immediate, urgent need to direct that all PM develop (update) their
emergency plans/SOP. These SOP need not be entitled "Anti-Terrorist"
but should cover reartions tu threats against key facilities/personnel,

These plans must be tested periodically. Ultimately there is a need
for DA Directives and training material on the subject.
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- Clearer iines of authority to respond, clearev guidance

oh responsibility and jurisdiction, provisionr of reseurces.
- I'm not sure

- The identification of responsibilities. Who does what?
Who is in charge? Who runs the scene? Policy on these subjects should
be issued.

- This shouid be a DOD task force project of the highest
priority. Plarning and equipping of an interbureau strike force,
highly trained in counter-terrorism.

- None

Within your area of responsibility, how are "crisis manazement" teams
organized? What disciplines are represented?

- No such teams have been organized.

T

- I am not aware of local program. There is a rl2n which
prcvides guidance but it is not widely puslicized. /Note: The re-
spondent did not have operational responsibilities).

- What teams!?

- MAAG Sccurity Team consisting of full time PMO, Embassy
rapresentativ2, signial, EOD, security officer from =ach service and
major activity, intel agencies, and also the most important - the PAQ.

No fteams now; however, they should irclude MP and CID,
PAO, SJA, medica’, firefighting., ECD, and Chcplain.

- K2 do not have as yet c¢risis iranagement teams formed.
However, we ao have active aiert plans which weuld marshal all avail-
able resources in a snort period of time. There is also excellent
tie-in with civil pciice resources.

- Organized to meet the known or perceived threat with
composition as needed depending oa hostage(s) or bargaining nositior.
Tied together through EOC operations.
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- At present time: law znfurcement, legal, and command.
- I don't know - I'm in USAMPS,
- None.

Regarding jurisdiction, who is "in charge" during a terrorist crisis?
(At the scen: of the incident)

- Unknown, probably Commander/Provost Marshal

- Terrorist incidents are primarily felonies, CID should
have major responsibility. PM is a manager, not ar operator - should
not control scene.

- We have not had any terrorist problems; however, if we
did it will probably be the CID. They are the most experienced in
this area.

- On a Federal installation, the Senior Commander.
- Post Commander.
- Commander, uniess he has delegated authority to the PM.

- Considering that, in essence, 30 cailed "terrorist crises"
are, in fact, the perpetration of crimes the only logical individual
wno .an be "in charge" is the Provost Marshal or his designated repre-
sentative. The PM “s the senior law enforcement official at the in-
stallation.

- The MP's
- Good question!
- Should be designated by a plan.

- Any number of people depending upon the location and
situation. It could be the unit or installation commander, Provost
Marshal, or commander of the counter terrorist force.

During an _act of terror what tvpe of command, control., and commur :-
cations procedures would be used?_ .
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- A Comma:d Group should be at the scene with the most
direct radio, wire, and visual communications.

- Depends on post - but MF's normally have good commo
and would probably be used.

- Military Poiice and MP Emergency Operations Center.

- Suggest a mobiie operations center in the vicinity of the
incident using MP radic net initiaily under "command" of the PM. There

should be provision fur wire commo, if situation permit..

- Command Directives, guidarce, delegation of authority.
Operational control exercised by apprepriate representatives. Commo
is critical to control!

- Post Commander will have centralized control with advice
from PM. MP commo will be used extensively.

- Most expeditious and most available.

- We would use the same system we use during any other
crisis type incident.

- CID agent at scene should be in charge. PM should back
him up with outer perimeter security, traffic control, ambuiance
support, Use CJD and PM commo. PM makes his "SWAT" team available
tn respond to agent in charge.

vuring an act of terror what would be the response elements and tactics?

- Every PM shouid have a platoon with 3 or 4 sauads trained
similar to a "SWAT" team.

- The same as reacting to a bank robbery. S0P governing
this area would be uscu.

- We have special MP sniper teams formed and trained by
the FBI. Riot control age are available and the control of them

and their use is incorpora.ed in alert plans. Reaction is contingent
on development of alert plan. -
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- There must be developed a syllabus for the training of
an "Emergency Reaction Force", which would inciude various disciplines.
"Tactics" envisioned are neither new not unigie. Inciuded would be
commo, r=action to emergency plans, first aid. crowd control, riot
control formations. These are tasks already performed - or supposed
to be performed by MP,

- Military Police and EOD
- Unknown

- Reaction force must have the capability to completely
and thoroughly overwhelm the terrorists if the need arises. The re-
action force must deal from a position of strength, real and apparent.

During an act of terror what type of procedures wculd be used during
negotiatiors with terrorists (who would neqotiate with wk. . type

technique)?

- A messenger type individual or a person who has little
or no authority to approve or comply with the terrcrist demands. This
will yive the Commander an edge so that he can delay or d-ag out the
negotiations and wear down the terrorist. Also, it will give tne
Commander increased re.ction and plcnning time.

- Jepends on ‘ocale but probably would be referred tc FBI
unless total military personnel involvement.

- The negotiator could be PM or his representative, Chap-
lain, SJA, medical personnel (possibly a p.ychoicgist) - but not
CID or installation CDR/CG.

- Difficult cuestion. It depends on the situation. Prob-
baliy the best trained ones (MI oy CID).

. It is envisioned that Militar, Police Investigatcrs wil?
be used. They are <lated to receive training in this art.
- Only the Cecmander or his < .i=nated representative

would negotiate.




- A senior CID special agent would probably negotiate.
The technique would depend on who the terrorists are, what they want,
etc. However, we would make it clear that the negotiator will not
have any authority at all. He can not promise anything and he must
have time to get any answer, giving us time to react to the situation.

- Train both selected CID and MFI perscnnel in negotiations.
The Cormarder.

Duriny an cct of terror how wou'd the public aifairs aspect be handled?

- Have PM cupport by coordineting press point inside outer
perimeter,

- Would ve handled as any other incident.

- Releases would be cleared throuch tne Commander via the
£0C.
- Cur PAC is tied 1n ciosely with DA Pudlic Affairs. In

significant incidents releases would come from thar Tevel.

- Credibility is vital to prevent and/or reutralize the
terrorism threat and to maintain excellent rapport with the public to
assist in maintaining public support against hestile actions.

- No comment. PAC possesses necessary expertise to
determine.

- A most important member of the security team.

- Biggest probiem is te find seating space for all the
news media that would show up.

- Incidents should be piayed down so as to deter immita-
tors, prevent the fcrming of large crowds of onlookers, but yet re-
leased information must be the truth and factual.

Curing an act of terror wnat special applications would be employed?

- Depanding upun the situation and location any type of
reaction force cr combination couid be employud.
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- A makeshift organization would result from whoever is
available.

- Riot control agents
- Spipers included as part of a special reaction team

- Organizations, special equipment, and special training
shot1d be available to counter “"hard-core" tarrorists as a contingercy
capability for protection of people, property, and maintenance of law
and order.

- Use of and escalation of force would be used as needed
but only after determination of what kind of negotiation woulc be
conducted and what the counter offers are.

- MP "SWAT" teams should have marksmen, gas, armored
vehicles, and other special equipment available.

What additional equipment and technology would you like to have to

cope with terrorism?

- That normally used by emergency teams - helicepters,
armored cars, weapoary, communications.

- Edgewood A-senal has a new foam that could b. excellent
anti-.ntrusion mate~ial for sensitive areas. Should be examined
and tested widely.

- I would like to see a centralized type 'nit that couid
support several Army facilities, that has been trained for this iype of
operation with a short notice reaction time.

- We only need to expand our training. Added resources
can be gotten from the civil police who are well equipped. We could
use an armored vehicle (V-100 type).

- No special equipment is n~eded. The key is ready av-
ailability of scandard equipment/ammunition. These factors must be
cernisidered in emergency plans.
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- Communications and perscnal protection devices other
than rifles and pistols. Weapons are more dangerous than the terror-
ists if in the hands of the wrong people.

- A nen-lethal immediate incapacitating capabiiity.

- A quick acting, non-lathal, temporary incapacitant
which is cdoriess, colorless, and tasteless which can be delivered
discretely.

- The answer to this question should be based upon the
study and *fter action analysis of terrorist incidents.

Additional Comments Provided:

- The anti-terrorist reaction could be structured in the
following marrer:

o CG, General Staff and Special Staff would handle
command decisions of magnitude, such as meeting money demands, etc.
Special Staff cou’d, upon request, furnish advice to the scene com-
mander on technical areas.

o CID to control the scene itseif and conduct negct-
jations. Spaciai Agents have much experience in d2aling with peuple.
They are aiso zxposed to crisis situations on a daily basis making
them ideal for functioning in a terrorist situation. They work
closely with the Command, and control the ccene and anyone cn jt.
When uniformed Military Police are used they chould operate under
the contrecl of the scene commander.

¢ Military Police would be ready to provide support
in different areas, such as traffic control, SwAT operations, etc.

~ Definition of terrorism is vital to deveivpment of
sound doctrine; approved and accepted by respunsible activities.
Give it a "continued" sense of urgency to davelop current solutions
to respond to and neutraiize the threa. (Update contingency plans
and trairming of law enforcenent rasturcrs and interested supportive
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activities. We nead to support now the effort to reac. to the mst
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serious current threat to the U.S. - te‘rovism that could escalate to
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querrilla warfare within the U.S. We commend the efforts SO far, par-
xicularly that of DAPE-HRE with Science Applications, Inc. wWell done-
keep up the good work in a serious problem area.

- The most important idea j= to stop efforis to identify
"peprorist activity' as uynique. From police paint of view “counter-
serrorism" is part of crime prevention (measures taken to preclude in-
cidents based on development of police spformation ana threatl assess-
merit) and reaction to coiminal incidents. By stressing “newness" or
"uniqueness" of nteprorism® DA is, in my view, de-emphasizing obvious
immediate naeds fov intelligence, threat assessments and emergency
plans. It is possible that too many PM are "waiting for dectrine.”

- 1 ~hink this survey is mech less meaningful than it
would be if you would have alicwed conferees to take 1t back to home
cLation and research some of the material - which wouid provide more
accucate responses. Waone of us came prepared for such a questionnaire;
therefare, many resnonses ars general in nature and less accurate than
they would De otherwise.
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