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CHAPTER 1

INTRODUCTION

The U. S. Naval Surface Weapons Center - Dahlqren Laboratory (NSW C-DL ) is

developing the technology base required to enhance the cost-effectiveness of

preventing Navy electronic systems from being vulnerable to the effects of high

power electromagnetic environments . The overall program includes developnent of

technology bases on:

a. the susceptibility of integrated circuits to microwave signals ,

b. the susceptibility of discrete components to microwave signals ,

c. the electromagnetic environment ,

d. electromag netic pickup and shielding.

The McDonnel l Doug las Astronautics Company - East (MDAC-E f ~ST ), unde r contract to the

U. S. Naval Surface Weapons Center - Dahl q ren Laborator y , is developin g the

technology base on integra ted circuit electromagnetic susceptibility (ICES).

Each of the technology bases developed under this program will be integrated

into an electromagnetic vulnerability (E MV) handbook wh ich may be used by the

designers of electronic systems for the prevention of EMV . The EM~’ handbook wi l l

inc lude all areas of the EMV problem , and Vie ICES program w i l l  issue an ICES

Handbook for eventual incl usion into the EMV handbook. The EMV examples in the

ICES Handbook are intended to show how to use the data in the ICES Handbook and

are not a substitute for the methods in the EM\! handbook. There is no pick—up or

shielding information in the ICES Handbook except what is included in the examples

to make them realistic.

This document is the second draft version of the ICES Handbook and contains

the techno logy base on the susceptibi l ity of integrated circuits to microwave

si gnals which is avai lable at this time . A previous draft 15 was issued on

4 June  19 76 and was publicly reviewed. This revised version is intended to refine
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the previously established format , and t~st information si gn i ficance. New

susceptibility data are included. Future vers i ons of the ICES Handbook will

F include additional susceptibility data as it becomes available. Comments and

suggestions regarding the format and contents of the ICES Handbook are invited.

Commen ts shou ld  be di rected to :

Commander
U. S. Naval Surface W eapons Center - Dahlgren Laboratory

Attn: DF-56
Dahl gren , Virg in ia 22448

An overal l  hardening approach is proposed for the prevention of EMV in

elec tronic systems . Figure 1-1 shows the task fl ow that would occur during the

EMV hardening design of electronic systems designated to operate in a hig h powe r

elec tromagnetic (EM) environment. From the system design viewpoint , the def init~~n

of the EM environment is dictated by the operating envelope of the system and

imposed by contractual requirements.

For a g i ven env i ronment , the EMV harden i ng desi gner must perfo rm a worst case

EM pi cku p analys i s to determ i ne the max i mum amount of m i crowave power that wi ll be

picked up by the system cables and wi rino. The EM pickup analysis requires the EM

cou pling section of the EMV handbook. The designer must then determine whether

unacce pt ab le  effects are l i k e l y to be p roduced i n the system ’ s components by

referr ing to the component susceptibility section of the EMC handbook. EMV

analysis is accomplished by comparing the expected pickup levels to the minimu m
power required to produce the unacceptable component responses. The hardening

requirement is the ratio of expected pi ckup power to the component susceptibilit y

threshold. If the hardening requirement value (dB) is less than 0 dB , man y

dollars in system cost can be saved by not worrying further about EMV. Howeve r ,

if the worst case hardening requirement value is greater than 0 dB , the designe r

mus t select a candidate hardening approach which is dependent on the value (dB)

of tne hardening requirement. If the worst case hardening requirement value is

2
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between 0 and 30 dB , the most cost -ef fect ive hardening approach appears to be to

provide the required shielding, rather than delve into the mo re cost l y  approach of

performing component suscept ibi l i ty analyses. There is nothino “magic ” about the

30 dB value and further shielding effectiveness information on practical shie ld inq

techniques may revise the value in the future . However , past experience has shown

th at the 30 dB value i s a realis ti c breakpoint in the hardenin g req u i rement i n

terms of economy and ach i evemen t. In the future , if the costs of perfo rm i n g

detailed component analyses can be made low enough , a more p rec i se vulnera b il ity

assessment may eliminate the need for such arbitrary divisions. If the worst

case hardening requirement value is greater than 30 dB , at this time it is probably

cost-effective to investigate the implications of the worst case assumptions by

perf ormi ng a component susceptibility analysis. The component susceptibi lity

analysis is accomplished using the integrated circuit (IC) susceptibility and the

discrete component susceptibility sections of the EMV handbook.

It is anticiDated that most system hardening designers will employ an iterative

approach by examining different techniques based upon refining the estimates of

component sus ceptibility and pickup values until a satisfactory system hardenin a

approach has been developed , it is also likely that hardening requirements will

be developed for individual portions of systems to minimize hardening overdesign

i n less vulnera b le portions . At th i s poin t, the des ig ner p roceeds to the deta i le d

har dening design task which involves such i tems as gasket selection , filter

specif i cati on , etc.

4
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CHAPTER 2

INTEGRATED CIRCUIT SUSCEPTIBILITY INFORMATI ON

Th is chapter provides predictions of worst case IC susceptibility based upon

measurements of device samples and theoretical models. Predictions are provided

for many different classes of ICs , and susceptibili ty models are provided which

may be used to estimate the worst case susceptibility thresholds for many others .

The predicted susceptibility parameter is minimum power incident upon the leads of

the device .

The susceptibility of ICs to microwave signals is divided into three factors :

a. The class of device (digital or linear),

F b. The parameters of the microwave signal (power level , frequency , pulse width ,

pulse rate , etc.),

c. The degree of severity (interference or damage).

In the fi rst factor , linear devices are generally more susceptible to microwave

signals than digital devices. For the purpose of this chapte r, digital devices

are defined as those devices designed to operate in one or two states only

(possiHy three states for some devices). Linear devices are defined as those

devices designed to have a continuous or smooth output. The operating conditions

of the device also infl uence the IC susceptibility to microwave signals. The

operating conditions for digital devices include the output states (low or hi gh),

power supply voltages , etc., while the operating conditions for linear devices

include bias level s , offset null settings , ci rcuit gain , input l evels, etc. For

instance , a typic~.l device (7400 TTL NAND gate) is susceptible to microwave signal s

injected into the output when the output state is low , but not w~ en the output

state is high. The opposite is true when the RE is injected inLu the input (i.e.,

the gate is susceptible when the output is high , but not when the output is low).

5
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The degree of severi ty implies the magnitude of the problem caused by the

microwave signal. For the purpose of this chapter , interference is defined as a

microwave-induced effect which does not produce permanent damage to the device .

The effect disappears when the microwave stimulus is removed and the device is

fully operational . Damage to the IC is divided into two categories , degradation

and catastrophic failure , which depend on the severity of the damage suffered.

Degradation is defined as limited permanent damage to the device resulting from

the microwave stimulus. The device is operational only in a limited manner.

Catastrophic failure is defined as extensive permanent damage to the device result inci

from the microwave stimulus so that the device wi l l  not operate in any manner. As

might be expected , more power is required to cause damage than simply to interfere

w i th  the device . For exam ple , figure 2— 1 illustrates a typical interference plot

of a 7400 digital IC. As the microwave stimulus increases, the interference

effect increases as evidenced by the increase in output voltage. If the power

conti nue d to i ncrease , the 7400 would reach the damage l evel and some part of the

ch i p would fail .

Actual susce ptibility data as snown in figure 2—1 carry an implicit dependence

on the measurement test fixture (described in Chapte r 4). For this handbook it is

desirable to remove such dependences so that a more universal result is produced.

In most cases of empirically deri ved susceptibility predictions , a measure of the

power absorbed by the device unde r test has been used as an estima te o~~ the min i r-’~-

incident power required to produce the effect. Where an absorbed powe r ‘~e~sur e~ent

had large uncertainties, other estimates of minimum incident power were used

including actual incident power for a tuned condition.

The frequency of the microwave signal is a very important susceptibilit y

parameter. Figure 2-2 is a typical plot of the interference effects in a 741 op

amp ( l i near IC) versus frequen cy. As the frequency of the microwave si gnal increases ,

6
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Figure 2—1 . Typica l Interference Effects on a 1400 NAND Gate As a Function of Power Level

the interference effect decreases as evidenced by the decrease in the input offset

voltage . This behavior is typical for most linear and digital ICs tested. The

l owest frequency at which ICs have been tested is 220 MHz and the hiahest

f requency is 9.1 GH2.

Another important microwave parameter is the modulation of the interferin a PF

signal. In general the mechanism causing interference in ICs is rectification of

the RE in  the assorted pn junc t ions of the IC. This rectification mechanism

results in envelope detection of the RE signal . Therefore the interfering signal

is basically the same as the modulating signal. Pulse modu l ation of the h F  causes

pulsed video interfering signals while CM signals produce a dc interferi ng signal .

7
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Figure 2—2 Typical Interference Effec ts on a 741 Operational Amplifier
As a Function of Frequency
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The effect that the interfering signal has on the circuit depends on the c i rcui t ’ s

ability to process the interfering signal. For example , a CW signal , which

rectifies in a pn junction to form a dc interfering signal , would cause a dc offset

to the output  vo ltage of the c i r c u i t , as in figure 2-3(a) .  A pulsed RF si gnal as

shown in figure 2-3(b) would interfere with the op amp in such a way that the

output of the op amp would have a pulsed offset from its nominal output. The output

of the op amp can not follow the modulating pulses exactly if the rise and fall

ti mes of t~ie pulses are faster than the specified slew rate. Figure 2-4 shows the

the case of a 741 op amp under RF whose slew rate was not fast enouqh to respond

to the pulse-modul ated RF interference signal. The detected interference pulse on

a 7400 NAND gate (figure 2-5) has much faster rise and fall times , consistent wi th

tne high switching speed of this device , and the 7400 exhibits interference

exactly like the modulation of the RF signal.

Another parameter which is important at damage level s is the pulse width.

Since t he damage mechanisms are therma l, they depend upon total pulse energy

(power level times duration).

All tests and measurements were made utilizing the integrated circuit

susceptibi lity measurement system described in Chapter 4 of this report . The IC

susceptibility testing consisted of injection into one lead of the device under

test a microwave signal of known power and frequency, and measuring the PF-induced

changes in device vo ltages and currents. The tests cover the frequency range

from 0.22 to 9.1 GHz and power levels from lO~~~W to 4 kM ( interference , degradation ,

and failure testing included). A large number of devices were tested at many power

levels. The large number of devices is required to determine the spread in the

device-to-device var iation ; while various powe r levels are require d to determine

the effects on the device under a w ide range of EM environments .

9
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Figure 2—3. Typical interfe rence Effects Due to Modul ation of the Inte rfer ing RF Signal
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Figure 2—5 . Pulse Interference Effects on 7400 NAND Gate with Fast Rise Time
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2.1 How to Use This Chapter — This chapter has two main subdivis ions: IC inter-

ference susceptibi lity and IC damage susceptibi l i ty . Each subdivision covers both

digital and linear ICs . Predictions based on empirica l results are presented in

these sections as we ll as analytical models which can be used for devices for which

no data are present ly avai lable. The avai lable data have been sorted into general

groups by the types of devices : TTL devices , CMOS devices , bipolar linear devices ,

etc. .~ conposite graph has been made for each type showing the wors t case suscep -

tibility profi le ( i .e. ,  minimum PF power leve l vs frequency for se lected

susceptibility criteria).

The user must define the applicable susceptibility criteri on (i.e., the

component response which is deemed uraccept able) based upon his own apolicatio n .

In general , the user will find that such factors as noise immunity , allo wable bit

error rates , normal component tolerances , etc., will set the susceptibility

criterion while bearing in mind that the more stringent criteria (e.g., no detec tab le

response) lead to low susceptibility va l ues (i.e., low RF power level for the onset

of excess ive RE effects). Excessively low susceptibility values impl y the need

for excessively lar ge shielding and protection values which can become nuite costl y .

The use of this handbook in conjunction with the EMV handbook shoul d assist

designers in determining the proper amount of shielding. The example which

fol lows shows how this handbook may be used in the determination of system

shie lding requi rements .

Electromagnetic environment levels (in terms of power density , 
~~ 

are determined

according to the stockpile to end of service life cycle of the system of interest ,

and a table or graph of required test levels is usually included in contractual

documents . A possible envi ronment level for this example is shown in figure 2-6.

An u n s h i e lded wi re  or cab le w i l l  pick up various amounts of power from this

environment according to such variables as frequency , aspect ang le , terminating

12
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P = 0.13 A 2

10 6 - 10 6 — ——-------___________ — ----- - - _ _ _ _

7— POWER DENSITY

1o 5 —_ _ _ _ _  
/ 

- 

--

FREQUENCY — GHz

Figure 2—6 . Sample Calculatio n of Pickup Power From Given Power Density

impedance , etc. One method for determining the maximum amount an unshielded wire

will pick up is given by the formula:

P = 0.13 ~2

where x is the wavelength of interest. From this formula , the maximum amount of

power expected on system wiring in the given environment can be calculated at each

frequency . This result is also illustrated in figure 2—6 .

Figures 2—7 and 2-8 repeat the max imum power levels expected but also add

component information which is available in this handbook . In particular , fiaure 2—7

shows the worst case burnout levels eve r observed for IC burnout. It is clear that ,

in the absence of any shieldi ng, burnout is quite possible across a large frequency

range , and some sort of protection in the form of shielding (either enclosure or

13
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Figure 2—7. Sample Determination of Shielding Required for Burnout Protection

cab le , or both) or fi l tering is required to guarantee that component burnout Will

not occur. The amount of protection required is indicated by the separation of the

two curves on this logari thmi c plot. Figure 2-8 shows similar results for inter-

ference effects .

The degree of overall system protection required for this example is sumarized

in figure 2-9. Many options are available to meet such reauirements includinq :

splitting the shielding requirements between enclosure and cable shieldino ,

filteri ng, isola tion of particularly sensitive circuits , etc.

Th is example shows one method for applying the predictions available in this

handbook to a realistic situation. The predictions presented in the follow ina

14

~ 1CDc;N~~~ELL OOUGL AS AS TAONAUT~CS CO~~~~~ANV - LAST

- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~- ‘-~~~~~~~~~~~~~~~~~
- 

— - -5— —  - _________ 



INTEGRATED CIRCUIT SUSCEPTIBILITY REPORT MDC [1669
3 JUNE 1977

io~

::: PICKUP POWER

~ 10 
SHIELDING REQUIREMENT

WORST CASE
~ 10 - 

DIGITAL
SUSCEPTIB ILITY —~~~~ ..-~~~~ .0~~

1 — — — — ,
— — — —
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0.01 ____________________________
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Figure 2—8. Sample Determination of Shielding Required for interfe rence Protection

secti ons are worst case values , i.e., thousands of ICs have been tested and the

data from the most susceptible are used as the worst case estimates . Because of

the vast quant i ty of data availa b le , it is impossible to tabulate the data without

publishing volumes . Therefo re the susceptibility data have been subdivided

accordi ng to device class i ficat i ons , TTL , CMOS , b i polar l i near , etc., and plo tted.

The power absorbed in the device provides an estimate of the minimum incident pover

an d i s also use d for the modelin g effort .

2.2 IC Interference Susceptibility - Interference occurs in ICs as a result of

rectified microwave signals which cause changes in the expected output of the IC.

If the microwave si gnal enters the IC at the output port , the observed effect on

the output is directly related to the microwave signal. However , if the microwave

15
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signal enters the IC throug h some other port , then the rectified signal is proce sled

through the device circuitry and the chanqe in the output is indirectly related to

the microwave signal with the intermediate ci rcuitry determining the relationship.

60 ~
_ 

_____ - _

_ _

FREQUENCY — GHz

Figure 2—9. Sample Requirements for System Shielding

Two general classifications of ICs are used in this handbook: digital and

l inear. The digital class was subdivided by manufacturing process into bipolar ,

of wh ich the TTL family is the more prevalent , an d CMOS, of which the B-series is

the fi rst series to have an industry-wide standard . The linear class was sub-

divided by device type into operational amp l i f iers (oo amps),  which make up nost

of the l inear category , vol tage regulators , comparators , and m i scellaneous l i near

devices to p ick up the rest of the linear class. General models are presented to

16
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analyze devices which are not rep resented in the test data. Some devices may be

similar enough to tested devices so that their susceptibility levels may be

approximated using the tested devices.

2.2.1 Di~jtal IC RF Interference - The digita l devices covered in this section

include bipolar and CMOS . The IlL 54/74 family of digita l devices is emphasized

as it is the sing le largest digital family. C~-~flS is separated b~.cause of its

differen t manufac tur i n g p rocess .

2.2 .1.1 Bipolar Dig it al IC RF In ter ference In forma ti on — Thi s section descr ib es

bipolar digital device interfe rence. A general model is presented , and worst case

interference predictions are shown . For digital circuits the main susceptibility

parameters are the output voltage and the total device current.

2.2 .1.1 .1 RF Interference Model for Bipolar Digital ICs - Models of RF effects in

integrated circuits are intended to extend the predictability of IC su scept ibility

to devices not represented in the measured data section. The models basically

accoun t for the effects of RF interference in pn junctions , and the ramifications

of the location of affected junctions must be studied for individual circuit layo ..ts.

To aid this study , the models are compatible with larg e circuit anal ysis codes and

an example of adapting the models for use wi th SPICE is presented. No attempt has

been made to mode l the RF transm i ssion charac ter i sti cs of IC chi ps , but a wo rst

case analys is based upon a parametric variation approach is reconriended. Specific

exam p les w i ll make th i s concept clearer .

The simplest RE mode l needed to perfo rm RF interference anal ysis is for the

isolated pri junctions (i.e., not part of an active transistor junction). Examples

of such junctions include diodes , isolation junctions , and parasitic junctions U
assoc iated with diffused resistors . Figure 2-10 is a schematic diaaran o~ a model

which will produce a piecewise linear approximation ~o actual p n junc ti on res ponse

un der RF stimu l us . Dl represents the normal , unperturbed junction characteristic

17
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r 1Li~~~~~~

R

Dl

D2 

~D1 

—

Figure 2—10. Circuit Model of Diode unde r RF Influence

which can be described by an equation of the form:

i = I~~exp (qv/kT) — 1 )

where i is the current throug h the junct ion , v is the voltage across the junct ion ,

is the leakage current, q is the charge on an electron , k is Boltzmann ’ s constant ,

and T is the temperature in °K. (q/kT is approximately 40 at room temperature ’i .

Diode D2 , res istor R , and current source i~ comprise the ~F- induced leg of

the circuit , which model s the difference in the diode IV character is t ics resu lt i nci

from rectification in the diode . 02 is identical to diode Dl in characteristics.

R arid 
~x depend on the ~F si gnal level , frequency , an d tunin ri conditions.

Fijure 2-il shows the range of i~, versus R for an ideal diode shunted by a capacita ice

C . This range is conservative for real diodes (i.e., i X and P wi ll be smaller

than tie values indicated). Figure 2-12 shows the type of diode characteristic

predicted by the model along with an actual curve measured at 220 MHz.
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Figure 2—11. Relationship Among Current Generator , RFPower , and Resistance in
the Diode Model (Parametric in the Frequency-Capacitance Product)

An Ebers—Moll model for bipol ar transistors can be similarl y modified to

account for RE effects 16 . Figure 2-13 is a schematic diagram of the RF interfe rence

model for an npn bipolar transistor. The base—collector and base-emitter junctions

are modified as described for the isolated pn junction and the subscripts C and E

refe r to the collector and emitter respective ly. In addition to the modi fied

diode characteristics (which account for changes in the saturation region), both

the forward and reverse alphas (ct
F 

and c
~R 

respectively) depend upon the PF signal.

19
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b) ACTUAL 1N4154 DiODE
f = 220 MHz RF POWER = 90 mW

Figure 2—12. Piecewise Linear Appro ximation RF Interference Model Compared
to Observed Diode Characteristics
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Figure 2—13. Modified Ebers -MoII Mode l for a Transistor Under RF Influence

This  depe ndence , shown in figure 2-14 , appears to be s ignif icant only whe n RE

enters the base lead.

To perform a worst case analysis with this model it is necessary to recognize

that the RF signal can affect either junction. Any combination of power split

between the two junctions is possible subject to the constraint that the total

power be less than or equal to the app lied power. It appears that for RE injected

on the collector lead, the base-collector junction is stimulated more than the

base-emitter junction , while the opposite is true for PF injection on the base and

emitter l eads. It is also true that different RE driving impedances (which wi ll

be a random factor in real world cases) will affect the Norton elements (
~X and R)
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Figure 2— 14. Observed Range of Normalized Transistor Al pha With RF Into the Base
for Frequencies From 022 GHz to 3 GHz

su bject to the constraints implied 1y figure 2-11 . In any event , ex ternal c i rcu it

constraints wi ll greatly affect the signif icance of any part icular powe r spli t  or

an d P combination so that an iterative search for the worst case is necessary .

It i s anticipated that a lar qe c i rcui t analys i s p rog ram w i ll be used to per form

this iterative analysis.

One such computer circuit analysis program is SPICE (Simulation Program with

Integrated Circuit Emphasis) 17 . SPICE is a versatile , general purpose circuit

analysis program which performs dc , ac , or transient analysis of linear or non-

linear electronic circuits . Two versions are in use: SPICE 1 has been available

s ince  1 972 ; SPICE 2 is an imp roved version that has been available since 1975.

22
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The program is written in Fortran IV , and contains approximately 13 ,000 statements .

Versions are available for several large computers , notably the CDC 6400 and the

IBM 360. SPICE can be obtained from Prof. D. 0. Pedersen , d o  Univers i ty of

California at Berkeley , for handling charges only. A time-sharing version ISPICE ,

is available commercially from Hational CSS, Norwalk , Connecticut.

Ci rcuit elements are specified by numbering the nodes in the circuit and

specifying to wh i ch nodes each element is connected along with the element parameters .

To use the RE models, it is necessary to decide which circuit elements (diodes or

transistors ) are most likely to be af~~cted by the RE si gnal. As a guide , the

elements closest to the RF injection port will usuall y account for the worst case

effects. Since SPICE only recognizes voltage-controlled current sources , it is

necessary to modi fy the previous model s slightl y by adding one ohm sensing resistors

which convert currents to voltages. Figure 2— 15 shows the bipolar transistor model

modified for SPICE . The two resistors RCSENSE and RESENSE develop the voltages

which control the current generators IARIC and MEtE, respectively. (In this

example IAEIE would be described by the data statement)

LAFIE V 8 12 12 13 .xxx
where IAF IE is the name of the circuit element connected between nodes 8 and 12

(node numbers are arbitrary in this example), the controlling voltage is between

nodes 12 and 13 (across RESENSE in this example) and .XXX is the value of cxF (i.e.,

IAF IE = .xXX(v 12 -

Also shown is a scheme to realize the RE dependence of rscc and ISCE for fixed

values of RGC and RGE. Both of these current sources are controlled by the voltace

between nodes 16 and 20 (in this example). The voltace generator VGEN is used to

step the values of 15CC and ISCE over the range of interest (as determined from

figure 2-11). For given value s of RGC and ~~, figure 2-11 shows the relationshi p

between i XC and 1~. Hence , for a maximum power there is a maximum value of i
~c .

23
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RBB 
RESENSE ix~~~RSWEEP
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~~~ VGEN

DE2 ®

(‘~~ ‘& (~
) IARI C

T DEl

RGE

ISCE

Figure 2—1 5. Modified Ebers-Moll Model in an External Model Configuration for SPICE Simulation

Since 1XC ( max ) = V GEN(flax) / lO
~ 

stepping V rEN from 0 to V rEN(max) is enuivalent to

stepping i~~ from 0 to ‘XC(max~
To account for the possible power split between the base-collecto r and

base—emitter diodes , the factors KC and KE are used. KC and KE are constants of

24
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proportional ity re lating the RE stimulation in the B—C arid B—E junction s ,

respectively, to V QEII. Thus one could have :

ISCC = KC vGEN~
and

ISCE = KE VGEN

for the worst case dependence shown in figure 2-11. The corresponding SPICE

statements would be:

ISCC V 10 8 16 20 Kc~
and

ISCE V 14 20 16 20 KE .

KC and KE are varied parametrically while i XC and i xE are stepped over their total

range by stepping vGEN . The generator VGEfl is stepped over a range with a contro l

statement such as

.DC TC VGEN .AAA .BBB .CCC

where .AAA is the val ue of VGE?~(min)~ 
.BBB is the value of V CEF~~~~)~ 

and .CCC is

the step size. From figure 2-11 .BBB is given by 
~X (max ) 

correspondinq to the

maximum RE power expected and the frequency of operati on. .AAP, and .CCC tell the

program where to start the VGEN sweep and the increment at each step.

The output of a SPICE sim ulation is selected circuit voltage s or currents

corresponding to the stepped values of VGEN . To display the explicit relationship

between the interfering RF signal and any particular circuit response , it is 
- 

-

necessary to establish a one-to-one correspondence between the stepped values of

VGEN and the RF power. -
- 

-

As an example of the application of the modified Ebers—~-1oll model and SPICE ,

conside r the problem of RE entering the output circuitry of a 54/74 fam ily device

when the output is low. The 5400/7400 NAND gate will serve as a specific example.
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T u e circuit diagr aiii of a 7400 NAND gate is shown in fi gure 2-16 together with

external connections that were used during the experimental p iases of the IC

Susceptibility Program . For an PF signal entering the output , it is suspected that

onl y transistor T4 (which is “on ”) will be affected by the interfering signal .

Accordingly, a SPICE simula ti on of the circuit  was perfo rmed wi th t ransistor 14

modeled by the circuit s~iown in figure 2-15 . The relationship between vrEN and

the RE power , p , is assumed to be 
~GEN 

= 20I~ where v GEN is given in volts and P iS

given in watts . The vol tage V GEN was stepped over a range of .2 to 20 vol ts which 
-

corresponds to a range of RF power from l to 1 000 mW . The powe r spl i t  constants

were chosen to be K
~ 

= 3.79 x l0~~ and KE = .667 x lO s . The calculated results

are compared to typical measured results in figure 2—17 . The SPICE simulation s iows

that the assumptions that 14 is responsible for the observed PF effects is reasonable

NAND GATE
I- —- 

~~~~~~~~1

Ti 
•
~
—
~i 

13 I

_ _ _  

12
INPUTS ‘—‘ +

- 

I D2 

D~ V CC( )
- RL OUPIPUT

1 D 1 .  
T4

I RIL
I R4 

Figure 2—1 6. Schematic Diagram of One 7400 NAND Gate With External Connections
for Producing Transfer Curves
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up to perhaps 200 mW , at which point the meas ured data begins to turn down . It is

easy to see that parti cular interference thresholds can be dete rmi ned by this procedure .

5 1 /SPICE GENERATED RESULTS
4

_ _ _ _ _ _ _  _ _ _ _ _ _ _  

/ o0
0

I 
_ __ __ _

~ 2 

/ 

0 

~~~~ MEASURED DATA

0.1 1 10 100 1000
POWER — mW

7

Figure 2— 17. Comparison of SPICE Simulation of 7400 NAND Gate to Measured Results

2.2.1.1.2 RE Interference Data for TTL ICs — All available interfe rence data

acquired on IlL devices are included in figure 2-18 which is a compos i te graph

showing the worst case susceptibility curves of powe r versus frequency for different

susceptibility cri teria. Table 2-1 is a l ist of the types of devices whose

interference data are included in the composite graph. Each susceptibility cri terion

for this graph is a combination of a high and a low output state value. The first

criterion~ l abeled manufacturer ’s guaranteed specification limit 1 is the maximum

allowable voltage for the low state , 0.4 volt , or the minimum allowable for the

high state , 2.4 volts. Since this graph is worst case , which state is susceptible
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1 OOC
LEGEND

LOW HIGH
— STATE STATE

LIMIT LIMIT

A — — 0.4V OR 2.4V GUARANTEED SPEC LIMIT
— B — — — — — 0.8V OR 2.OV EDGE OF NOISE MARGIN

C 2.OV OR 0.8V GUARANTEED STATE SWITCH

100 *OUTPUT VOLTAGE DID NOT
— CROSS THE ABOVE THRESHOLDS

AT HIGHER FREQUENCIES 
/

C

FREQUENCY — GHz

Figure 2—18. Composite Worst Case Susceptibility Values for TTL Devices
(Maximum Specification Value for Low V OUT = 0.4 Volt and
Minimum Specification Value for High V OUT 2.4 Volts)
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Table 2—1. 111 Devices Whose Susceptibility Data Are Included in This Section

DEVICE NO. DEVICE TYPE

7400 QUAD 2 INPUT NAND GATE
7402 QUAD 2 INPUT NOR GATE

7404 HEX INVERTER
7405 HEX INVERTER (OPEN COLLECTOR)

7432 QUAD 2 INPUT OR GATE

7450 EXPANDABI.. E DUAL 2 WIDE . 2 INPUT AND—
OR—IN VERT GATE

3021 QUAD EXCLUSIVE OR GATE

is i rrelevant in terms of the RE power leve l at which it breaks either limit. The

second criterion is the edge of the 0.4 volt noise Margin built into each state c-f the

device , i.e., the minimum or maximum value that the input of the next stage will

be guaranteed to recognize as the correct output state . These noise-ma rgin—limit

values are 0.8 volt for the low state and 2.0 volts for the hig h state . The third

criterion on the graph is the guaranteed switch limi t which means that a high

output would be below 0.8 volts and recognized as a low state or a low output would

be above 2.0 volts and recognized as a high state . Either of these conditions

would cause bit errors and incorrect system outputs. Figure 2-19 is the composite

graph showing the susceptibility levels for package supply current.

2.2.1.1.3 Miscellaneous Bipolar Digital IC RE Interference Data — At this time the

only bipolar digita l data available outside of the IlL family are on a line drive n

line receiver (9614/9615) pair. These two devices have been tested at 220 ~Hz to

determine their interference thresholds . Of special interest were the signal lines

between the driver and receiver which may be very long and act as pick-up ~iires

for interfering signals Table 2-2 shows the measured susceptib i l i ty for each port .

The RF power listed in the table caused a switch in the receiver output state .
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10,000

1000

2
100 /

LEGEND:
POWER SUPPLY
CURR~~T PER
PACKAGE

A is 2O mA

B 2S mA
10 *iS DID NOT CROSS THESE

— THRESHOLDS AT HIGHER

A 
FREQUENCIES

1 1 1 1 1  1 ! 1 ~0.1 1 10
FREQUENCY — GHz

Figure 2— 19. Composite Worst Case Susceptibi lity Levels of TTL Devices
for Package Supply Current (Typical 10 to 15 mA )
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Table 2—2 . RF Susceptibility Characteristics of Line Driver/ Line Receiver at 220 MHz

9614 (LINE DRIVER)

RF POWER REQUIRED TO PRODUCE
RF INJECTION PORT STATE CHANGE IN RECEIVER OUTPUT
ACTIVE PULLUP (PIN 1) > 566 mW

OUTPUT (PIN 2) > 566 mW

OUTPUT (PIN 3) 464 mW

ACTIVE PULLUP ( PIN 4) 175 mW

INPUT (PIN 5) 54 mW

INPUT (PIN 6) 41 mW

INPUT (PIN 7) 41 mW

9615 (LINE RECEIVER)

RF POWER REQUIRED TO PRODUCE
RF INJECTION PORT STATE CHANGE IN RECEIVER OUTPUT

OUTPUT (PIN 11 68 mW

ACTIVE PULLUP (PIN 2) 216 mW

STROBE (PIN 3) 120 mW

RESPONSE CONTROL (PIN 4) 13 mW

INPUT (PIN 5) . > 566 mW

INPUT (PIN 6) > 566 mW

INPUT (PIN 7) > 566 mW

9614 9615
LINE LINE
DRIVER 1 RECEIVER

INPUTS 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

OUTPUT
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2.2.1.2 CMOS Digita l IC RE Interference Info rmation - T h i s  s e c t i o n  d e s c r i b e s  CM~~
di g ital device interfe rence . Wors t case interfe rence data measured to date on

typical family representative devices are given. The prir iarv susceptibility para-

meters are output voltage and device current.

2 .2.1.2 .1 RE Interference Mode l for MOSFETs - The MOSFET model is not yet read --i

for inclusion in this handbook. It will be presented in the next edition .

2.2.1 .2.2 RE Interference Data for CMOS Digital ICs - All  ava i lab le  interference

data on CMOS devices are included in fi gure 2-20 which is a composite graph showing

the wo rst case susce ptibi li ty curves of power vs frequency for different suscepti bi-

lity criteria for output voltage. Table 2-3 is a list of the types of devices whose

interference data are included in the composite graph. As in the TTL case each

susceptibility cri terion for this graph is a combination of a hig h and a low output

state value . The specifi cation limits used are the industry wide acceptable limits

for CMOS B-series devices or a given increment from these specifications.

The fi rst criteri on , la beled manufac turer t s guaranteed specification level , is

the max i mum al lowa b le volta ge for the low s tate , 0.05 volt , or the minimum allowable

voltage for the high state , 4.95 volts with VOD equal to 5 volts . The secon d

criterion is the edge of the 1-volt noise marg in which is 1.05 volts for the low

state and 395 volts for the hig h state. These values are the guaranteed limi ts

which can be recognized by the input of a followfng CMOS device as being in the

correct state. The third criterion is an arbitrary 2-volt limi t , two volts above

zero or two volts below 5 volts , which is 3 volts. This criterion would be in the

ç,r~.j area between logic states w~ere no state can be Cuaranteed for a soec if i c —

voltage. Figure 2-21 shows the composite graph for the package current.

2.2.2 Linear IC RE Interfe rence - The linear category of ICs consists of op amps ,

comparators , voltage regulators , video ampl if iers , etc. Op amp dif ferential input

circuitry is the most susceptible to RE of all ICs tested by a considerable marg in.
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10,000
LEGEND I

— 
LOW HIGH
STATE STATE

— LIMIT LIMIT

A —  0.05V OR 4.95V GUARANTEED SPEC LIMIT
B 1 .05V OR 3.95V EDGE OF NOISE MARGIN
C 2.OOV OR 3.OOV 2 VOLT OFFSET FROM

E

-

100

:

- / 
*OUTPUT VOLTAGE DID

/ NOT CROSS THE ABOVE

/ THRESHOLD S AT HIGHER
— / FREQUENCIES

1 ________ __________________ 1 I 1

10
FREQUENCY — GHz

Figure 2—20. Composite Worst Case Susceptibility Values for CMOS Devices
(Maximum Specification Value for Low V0~1 = 0.05 Volt and Minimum
Specification Value for Hig h V OUT = 4.95 Volts)
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Table 2—3 . CMOS Devices Whose Suscept ibil ity Data
Are Included in This Section

DEVICE NO. DEVICE TYPE
4011A QUAD 2 INPUT NAND GATE

40118 QUAD 2 INPUT NAND GATE

4007A DUAL COMPLEMENTARY PAIR PLUS INVERTER

4007B DUAL COMPLEMENTARY PAIR PLUS INVERTER

4001A QUAD 2 INPUT NOR GATE

4013A DUAL “ 0.’ — TYPE FLIP-FLOP

1 000

BQ

— 
A 0 

LEGEND

A DELTA OF 0.25 mA
100 B DELTA OF 0.5 mA —

— 4DE[ . TA DID NOT CROSS
— THESE THRESHOLDS

— 
AT HIGHER FREQUENCIES

1 0 —  I I I .L I I I
0.1 1 10

FREQUENCY — GHz

Figure 2—21 . Worst Case Susceptibilit y Levels of CMOS 4011B Devices
for Change in Package Supp ly Current
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Op Amp RF Interference Information - Op amp interference is treated in

terms of a general model and the data presently avai lable.  The suscept ibi l i ty

cr i ter ia are the RF-induced offset vo ltage on the input and the package current.

2.2 .2 . 1.1 RF Interference Mode l for Op Amps - Figure 2-22 shows an operational

amplifier circuit with the addition of an offset interference generator. The

voltage v 11 provided by this generator to the inverting input is a function of the

RE dri ve signal and the injection port. Up to a vo ltage limit of one volt ,

is approximate ly proportional to the incident power level with a decreasino propor-

tionality constant with increasing frequency as shown i n f ig ure 2- 23. Th i s est i mate

is conservative at higher power levels. The polari ty of V 11 depends upon the RE

injection port and a worst case analysis must consider that v 11 could be of either

sign. The time dependence of v11 is the same as the tine deoendence of the modu-

lation on the ~F interference signal .
RF

RIN

,f

~~~~~~~~~~~ E ;ouT

Figure 2—22. OP AMP Ci rcuit Including Offset Generator

2 .2 .2 . 1.2 RE Interference Data for Op Amps - The RE interference data available

for op amps is defined in terms of the input offset voltage v11 as is the model.

This general te rm V
11 can then be a,plied directly to other circuits without taking

the measurem ent circuit into account. The composite worst case op amp interference

data for v 11 are presented in figure 2—24. Figures 2—25 and 2-26 show the worst

case levels for negative and posit ive device current , respective ly.
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100,000

10,000 
—

1000

d -

Cl) -
I-

0

I _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

— 
v11 = K P

10

1

I

0.1 I I I I  I I I I
0.1 1 10

FREOUENCY — GHz
Figure 2—23. Maximum Values of Proportionality Constant Between Interference

Input Offset Vo ltage and RF Power
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1000 — RF

E~~~~~~~~
J+ vI’~~~~~~~~~~~~~~~ 1~~~~~~~~~~~~~

I

— 
A v 11 = 0.05V

10 B — v11 = O.1OV
— C — v 11 = 0.1SV
— 0 — V 11 = 0.20V

—

uJ

0 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _  _ _ _ _ _ _ _

~. 1
—

—

0.1 

D~~~~~~~~~~~~~ 

‘7/
001 cc7’’ 

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _

— ......c
A Q.•

0.001 1 1 1 1 1 I I I
0.1 1 10

FREQUENCY — GHz

Figure 2—24. Composite Worst Case Susceptibility Values for OP AMPS
Using Input Offset Voltage v11 (Typ ical Maximum v11 is 0.005 Volt)
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1000 1
LEGEND

NEGATIVE POWER SUPPLY
CURRENT PER PACKAGE

— A i5 = —10.0 mA

100 
B~~

_ _ _ _ _
~~ = —5.0 mA

4
— C — —  i S_ = -2.8 mA 4
- *i S — DID NOT CROSS THIS

THRESHOLD AT HIGHER
FREQUENCIES

(V
~

+ =  +12
1 
volTS )

10 
— (V 5— = —12 volTs)
- p
-

E
I - /

I,

= ~~~4: * /

~~
O 1

i 
~~~~~~~/C

/
/
’/

E
o.oi~~~~~~~~~~~~~~~~~

f‘ N
0.001 I I I I I I I I

0. 1 1 10
FREQUENCY — GHz

Figure 2—25. Composite Worst Case Susceptibility Values for 741 Operational Amplifier
(Negative Device Current i s) Maximum Specified Supply Current is 2.8 mA
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1000 —

LEGEND

POSITIVE POWER SUPPLY
— CURRENT PER PACKAGE

A - — ‘s+ = 10.O mA
— B — — — — — —  i~ + 

= 5.0 mA
2.8 mA

100 
— •i s+ DID NOT CROSS THES.E

— THRESHOLDS AT HIGHER ,
FREQUENCIES

— (V 5÷ = +12 VOLTS )
(V

~ 
= —12 VOLTS )

_ _ _ _ _ _ _ _  
I10 • I/ ,;p

//
/ i

0.1 1 8 d J
- 

C
~~~~~~~~~~ _ < Z

0.01 I 1 I I I I
0.1 1 10

FREQUENCY — GHz

Figure 2—26. Composite Worst Case Susceptibility Values for 741 Operational Amplifier
(Positive Device Current i5.,,) Maximum Specified Supp ly Current is 2.8 mA
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~.2.2 .2  Voltage Regulator RE Interference Info rmation - T he resul ts of tes ts on

two voltage regulators show that one regulato r was susceptible and the other was

not susceptible. The LM 309H Positive Voltage Regulator was onl y slightly

susceptible at 220 MHz and not susceptible at all to higher frequencies. The L~

320H-O5 Negative Voltage Regulator was susceptible to the RF test signal. Figure

2 -27 shows the susceptibi l i ty levels for the LM 320H-05.

2.2 .2 .3  Comparator RE Interference Information — Since a compara tor uses a d iffer-

ential input similar to an op amp , the simple op amp input model may be used for

comparators . Figure 2-28 shows the worst case data available at this time for a

comparator.

2.3 IC Damage Susceptibi l i~y - Integrated circuits can suffer damaqe from

sufficientl y intense microwave signals.  The energy in the RE signal can be suff ic-

ient to cause thermal failures in the sili con junctions , the metallization strioes ,

or the bond wires . The s igni f icance of damage suffered by the IC is determined by

i ts ability to function after injection of the RE signal. If the devi ce can still

function in a l imited ca pacity afte r the RF st imulus is removed , the dev i ce i s

cons idered degraded. For example figure 2—29 shows the transfer curve for an op

amp installed in an inverter circuit with a gain of 10. Pfter exposing the op amp

input circuit to a hi gh level pulsed RE signal , the transfer curve chanoes as

• shown in figure 2-29. This degradation occurs when one of the input transistors —

of the differential pair has suffered a junction failure . Catastrophic failure is

defined as complete inability of the device to perform its intended function .

Thus the diffe rence between degradation and catastrophic failure in ICs is in

tne cr i t ica lity of the part damaged , not in the type of damage mechanism. For

instance , whi le a meta l liz at ion fa il u r e  may only cause degradat ion  i f  i t  occurs  i n

the offset null ci rcuit of an op amp , a similar metal lization failure in the output

c ircuit w i l l  cause catastrophic failure.

4°
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10,000

— LM 320H—05

- IN OUT

— 

RF INPUT

1000

- 
0 0

E —

uJ

2 100 -____________________ ____________________

2

0

10

0
1 1 I I  I I i
0.1 1 10

FREQUENCY — GHz

Figure 2—27 . Worst Case Susceptibility Values for Voltage Regulator Using
Change of 0.5 Volt out of 5 Volts as Susceptibility Criterion
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1000 -________________

- LM 339 QUAD COMPARATOR

100 ____________________

0 

0 

0

1 I I I I  I I I I
0.1 1 10

FREQUENCY — GHz

Figure 2—28. Worst Case Susceptibility Values for Comparator Using
Output Switch as Susceptibilit y Criterio n
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(V 5~ = +12 VOLTS)
(V

~
_ = _12 VOLTS)

‘ °— — -:- —

~~~5 —  
f J ~T4T T

I—. 0 ~++4-t- 4-$-+-+ 4.++4~ f+4#-4 .444-$- 4+-s-. -I-+-+-+
p- .4 .  ~~~~~~~. ço,uw.ui~ -~~~

- • ~OFFSET-
~~~ 

-
~~~~~

— 

~~ ~
--•— —.-- —4--- —

-10 --- --- — —

—2 — 1 0 1 2
INPUT VOLTS

b) V OUT VS y
IN CURVE FOR DEGRADED 141

Figure 2—29 . Degradation Effect on 741 Operational Amplifier in Amplifier Circuit
(Gain —10 )
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2.3.1 IC Damage Mechanisms - Under RE stress only three types of damage mechanisms

have been discovered: bond wire failure , junction failure , and metallization failure .

Figures 2—30 , 2-31 and 2-32 are photon iicrographs sho ,ing typical examples of a

bond wire , a junction , an d a metall i zat i on fa i lure , respectively. These types have

been observed both sing ly and in combination throughout hi gh power RE testing. During

thfs testing over 2500 devices have been exposed to microwave signals varying in fre-

quency, pulse wi dth , and power level . Thro ugh out thi s test ing all damage fell i nto

one of these th.rae damane mechanisms . The fol 1owin~ efforts will be directed toward

evalua ting the mi ni mum ener gy necessa ry to cause at lea st one of thes e mec han i sms

to occur regardless of whether degradation or catastrophic failure results.

2 . 3 . 2  IC Damage Models - Since the dama ge mec h an i sms are thermal i n na ture , the

damage models are deri ved from basic hea t fl ow analysis. For worst case analysis

the heat is assumed to be produced by 12R d iss ipat ion of the RE signal and there

is no frequency dependence . RF power level and pulse duration are the important

parameters .

_

V 
1

Figure 2—30. Photomicrograp h of Bond Wire Failure
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_ _ _ _  

-

I

-~~~~~~~~~~~~~~~~~~~~~

Figure 2—31 - Photomicrog raph of Collector-Emitter Junction F- .iil ur .- in the Output Transistor
of a 7400 NAND Gate

- - ‘ 1.

I 
- - -

4 
~/

Figure 2—32.  Photomicrograp h of Meta lti ,it iun Fa,lu~e in tht~ I n I ~~ 
I Ill of a CMOS 401 1 NAND Gate
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The bond wire model assumes the wi re is a rod with a perfect heat sink at earb

end and the RE power is dissi pated unifo rmly throug h the wi re volume . Since the tern-

perature is highest in the center of the wire , the desired solution of the heat flow

problem is a powe r versus time relationship to raise the temperature at the center

of the wi re to the melting point. The latent heat of fusion actua lly required to

melt the wire is assumed neglig ible so that the solution gives a theoretical

relationsh ip:

8 /\ K (T f - T )
= ° 

2

• ( n - 5~~kt
)

L[1 - ~~~ (exp L2 )(sin i- -) ]
— n=l ,3 ,5... n

where P is powe r in wat ts ,

t is time in seconds ,

k is thermal d i ffusi vi t~ of wi re  ~ateri al in cn 2/ sec ,

K is tner rra l con du ctivit / of wire raterial in watts/cm /CC ,

~ is w i re  cross -sect ional  area of wire in cm2 ,

L is ~ire le ngtn in cr ,

is wire n elt i n i ter-’~erature in °C ,

anu T~ is anL-ient temperature in °C.

The failure models for the junction and metal lization damage nodes are

essent ia l l y ident ical .  In both cases , the source of heat can be descri bed as a

thin sheet ( in ei lher s i l i con or aluminum) where it iS  assumed that all the oo~-~er

is being dissipated. Since the sheet is very thin , it is assumed that a unifor n

temperature ex is ts  through the thickness of the sheet and both cases can be

treated as unifo rm surface heating. Both models reduce to the same boundar y

va lue p ro b lem where hea t i s con ducted away from one sur face th rough the s i li con

cnip. The junction and metallization failure models assume one dimen sional heat

flow through the silicon chip. The lower surface of the chip is assumed to be
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attached to a perfect heat sink whic h remains at ambient temperature . The silicon

chip init ial ly is at ambient temperature . The po~er to produce fai lure temperature

T f in time t ~s given by:

T - T( f 0 )
I-

8 1 2 2  2 . n ~1 - —a- (exp (- kn t/4L ))(sin 
~

—)
n= l ,3,5.. - n

where the area of the failure site (metallization stri pe or junction ) is given by

the product W (width in cm) and D (length in cm) and L is the thickness of the

s i li con chi p in cm.

The wo rs t cas e assum p tion used for the fa i lure models i s that all the

incident power is actually absorbed in the fai lure site . This assumption is

conservative since it does not account for the power dissipated elsewhere in the

chip. Also wors t case values are use d for the phy s i cal parame ters i n the

predictions to calculate the minimu m power to cause failure. For example the

minimum bond wire diameter in current use is 0.001778 cm (0.7 nil) and a length

of 0.5 cm is as lon g as can be reasonably expected. For junction or nietallization

failures , the area of the junction or stripe is the primary factor affectin o a

worst case prediction of failure . The wors t case areas for junction and metalli-

zation failures are both assumed to be 6 x lO
_ 6 

cm2 (a representat ive fai lure s i te

area based on actual measurements ). The wors t case fai lure temperature for the

junction mode l was taken to be 660°C (anything hotter would presumably melt the

aluminum metal l izat ion fi rs t ) .

Figure 2-33 shows the pulse—power pulse-width plane separated into two regions.

In the l ower (unshaded) region , no failures of any k i nd are ex pected . .~~ failure

coul d probably occur anywhere in the shaded region; howeve r in the darker area

below 0.5 watt no failure has ever been observed even though many ICs have been

tested (for interference ) in this area.
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// POSSIBL E FAILURE 
//

~~ 

LEGEND

__________ __________ //t AREAS FROM MODELS /~(/, 10
4-

NO FAILURES4-

OBSERVED IN THIS 7A REA
w -

uJ
3-

-
2

0.01 1 I I I  I I l l  i i i ~ I I i i  I I l l
0.001 0.01 0.1 1 10 100

PULSE DURATION — mSEC

SHADED AREAS DETERMINED FROM FAILURE MODELS FOR: BOND WIRE
ALUMINUM

DIAMETER .� .001778 cm
LENGTH ~~. ~i.5cm

JUNCTION
SILICON

FAILURE AREA .� 6x1O 6 cm 2
CHIP THICKNESS ~. .032 cm

METALLIZATION
ALUMINUM

FAILURE AREA ? 6x 10 6 cm 2
CHiP THICKNESS 1 .032 cm

Figure 2—33. Composite Predictions of Worst Case Failure Levels From Bond Wire . Junction .
and Metal lization Models

Actual fai lure thresholds measured in tern ; of incident powe r are some 10 ~c

15 dB higher than the wors t case model line . Since different dri ve i-.n edances

could narrow this gap, the inherent safety factor of the conservative assunrtions

appears warranted.
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CHAPTER 3

HIGH RE Pfll-!ER I~1TERF ERENCE PEDUCT I flN TECI~NJ~ UES

At present , system desiqners must rely on cable and enclosure shie ld ing and

f i l ter ing techniques to prevent system vulnerabi l i ty to m icrowave siqna ls. There

are often severe penalt ies in ten— s of s ize , weight , and cost ~- ihich give impetus

to the search for other techniques for reducing vulnerabi l i ty  to micro w ave s iana ls

at the component l evel. Three approaches currently under investigation are :

a. screen ing for less susceptible components ,

b. use of less susceptible circuit desi gns~

c . use of loss y mater i als .

Screenin g for less susceptible components implies finding a re liable indicator

of relative susceptibility so that a screeninq procedure can be derived. Two

possibilities include an RE screening technique based upon the test methods

descr ib ed in Cha p ter 4 , and identification of critical parameters which can be more

eas ily measured and/or specified. For example, both measure ment and modeling show

that slow speed TTL logic circuits (54L/74L family) are sli ghtly more susceptible

than higher speed circuits (54H/74H family). The difference is not great enough

to be significant but the modeling and parametric analysis tec-mniques de~cri~-ed l~

Cha pter 2 are expected to shed more light on such possibilities.

The use of less susceptible circuit designs is another possibility for

reducing overall system susceptibility . For instance , linear ICs are more

susceptible than digital ICs so use of digital circuits could be several orders of

magn itude less susceptible than a linear circuit if that choice is available.

L i kewise , both measuremen t and modeling have shown that hiaher fanout loads on

TTL devices cause the devices to be more susceptible. P.gain , the differences are

no t great enough to be significant but more detailed parametric analysis may

y i el d sui tabl e circu it des ig n techn i ques to reduce susceptibility .
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Lossy materials consist of small iron or ferrite particles imbedded in a

suitable matrix material such as epoxy or silicone rubber. Such materials are

F ava i la b le commerc ia lly in a variety of foniis in cluding solid stock and castable

l iquids . To use the material , the w i re carrying the s ign al to be attenua ted

should be encased in the material (as closely as possible since the absorption

effectiveness falls off with distance from the wi re), and the at tenua ti on of the

signal will depend upon the length of the absorbing section and the frequency of

the signal (the absorption generally increases with both factors). The RE

absorptive materials are for the most part nonconducting. Applying these concepts

— to the IC susceptibility reduction prob lem , one can env i s i on us i ng suc h loss y

mater ial in the fabrication of IC sockets and packages , PC boards , and/or a

potting material for electronic assemblies.

One exam ple of a lossy IC socket was made using a castable resin and molding

it into a 16 pin DIP socket. The mold was machined and fitted with metal clips

taken from a plastic IC socket. Figure 3-1 is a photograph of the complete ferrite

soc ket. This socket was evaluated at four frequencies using the relative susceo-

tibilities of three different types of devices . Figure 3-2 shows the protect ion

provided by the socket at three frequencies . At 220 l’~Hz there was no improvement .

At the highest test frequency (5.6 GHz), the p rotect i on was the hig hes t observed .

In some cases at 5.6 GHz , the p rotection was so high tha t the chan ge in t he dc

parame ters under RE was negligi ble with the socket and could not be measured.

The concept of a lossy ferrite socket can be optimized to obtain imp roved

performance over this sample socket. However , there is a limit to the improvement

ava ilable because of the allowable size of the socket. Also use of lossy material

i s p robably not p ract i cal at this time for two reasons. Fi rst lossy mater i al is

not qual i f i ed for use on m i lit ary hardware as a method of susce p t i bili ty reduc t ion .

Secon d , the added weight and volume of the socket make it economically impractical
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on fli ght hardware. This I I ~dUCt iO ’ tec nn iqu e may be of u e  in the future but

presently it is not ~r-dc tic al .

~~~~~~~~~~ I

___ _  

- 
~~~~~J~~Jt - -

~~~~~~~~~~~~~~~~~~~~~~~~ i*a*,1

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

• • 

_ _  
_ _ _ _ _

Figure 3-- i 16 -Pin Loss~ Ferr ite Socket

20 ——--- i-

16

1
1

(.3
(#3

~

“
0 I

—4 — I

0 1 2 3 4 5 6
FRF O U F NCY GHz

Figure 3— 2 . Plot of Protection f rom Lossy F l i r t -  Socket Showing Total Spread of Values
Measured for 4007 , 7400 , and 747 ICs
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CHAPTER 4

IC SUSCEPTIBILITY MEASUREMENT TEC HNIO UE S

The specifications for an IC susceptibility measurement system must be deriv ed

from a cons i derat ion of the IC susce pt i bi lity p rob lem . In genera l ICs may rece i ve

microwave s ig nals on any lead and in any operating condition (incl uding unpowered).

Thus it is necessary to control the microwave parameters (frequency , modulation ,

power level , impedance , and injection port), while providing the IC with operatinq

vol tages and currents ’ and monitori ng device responses. Clearl y a specialized test

fix ture is required to intermix microwave signals with the devi ce operating

s ig nals , and a computer is needed to control experiments , acquire data , and

produce understandable outputs . A block diagram of the system used to develop the

IC data reported herein is shown in figure 4—1 , and a photograph of the system is

shown in figure 4—2. Reference 5 provides a detailed description of the system ,

and a br i ef descr ip t ion fol lows.

The IC susce ptibility test fixtures (for 16 pin DIPs , 16 pin flatpacks , and

10 pin T0-5 packages) are described in figures 4-3 through 4-8. The microwave

signals can be injected on any pin via bias units (described below) and a strip—

l ine RE network which interfaces with a conventional IC socket. Detailed drawings

are ava ilable from the U. S. Naval Surface Weapons Center (see address in

Chapter 1). The losses of both the bias units and stripline sections are cali-

brated at five frequencies (0.22, 0.91 , 3.0, 5.6, and 9.1 GHz) so that it is

possible to estimate the power absorbed in the test device when the incident ,

reflec ted , an d transmitted powers are known . These powers are measured wi th

cali b rated crys tal detec tors which are at tached at the ports other than the input

port , and via directional couplers on the input port.

Device operating voltages and currents are provided via the video arm of the

bias units as shown in figure 4-9. Video signals with rise times as fast as 80
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r~~Sr CONTROL L ER
(AUTOMATIC )

A 0 INTERCONNECT CIRCUITRY

I _ _ _

CRT~~~~— I
— CONTROL BOX

_________ I — (DIGITAL OR

1 
- FIXTURE - -- - - -

I _______ (IC UND ER
TTY 

_____ 

TEST IS —- - -

I _______ 
MOUNTED

_______ ON FIXTURE)
IN TE RD AlA ________

MODEL 7/16 
_________

__________ 

MINICOM PUTER

PRINTER! L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ _ -.

PLOTTER

_  
-  

_ _  1

~~~PE UNITf .fI MO DULAT ~~J 
“NJ AMPL IFIE~}~~~(_

COUPLER

i i
SIG NAL LEGEND
GENERATOR

_____________ 
MICROWAVE SIGN A LS

L _ 
_  _  _

Figure 4— 1. Block Diagram of IC Interference Susceptibility Measurement System with Minicomputer
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Figure 4—3.  Dual In—Line Package Test F ix t ur e
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(j~\
) _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

PARTS LIST
i IT E M  NAME NUMBER

- - - ~~— NO. 
_____________ 

R E Q U I R E D

;: 
~~~~~~~~~~~~~~ 

I
3 S C R E W  — 4— 40 X 3 4  2

I 

,-~~ç
— \ 

4 S C R E W  — 6—32 x 1 2 1 14

I 5 SCREW 0—80 ~ 1 8 2

~~~~ . .
. . . . .~

... —c~
i
~::~ — — ___________

. •~~ • 6 TAB  2
N ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ . 

.

~~~~

- •  /
-
~ 7 S C R E W  — 2— 56 x 1 2 112

- . - 

. 8 16 PIN DI P SOCKET 
-— 

1

- —p--- -,- :.. 9 T OP COVER PLATE 1
(D I P)

\ 
• - :~~ . . . . .•

•
... - . 10 TOP S T R I P  LINE 1

-
. 

-
. 

-
. : ., :~ - / BOARD ( DIP )

~~~~ 

F R  _
- : -. . 13 TEST F I X T U R E  S K I R T  I

- ~~~~ . 
~~~~~~~~~ -~ 

- -5 14 S C R E W  6—32  X 3 4 4

/ ~~~ 
. 

~~~~~~~~~~~~~~~~~~~~ ~~~~ 15 S T R I P L I N E  LAUNCHER 16

~~~~~~~~~~~~~~~~ •~~~“~~‘

\ ç~~~ 
. . . . . . ç~~~ 

I 16 EJECTOR PIVOT PIN14 . • . ... . 
. 

- — _______________ _______

• ci~ /  17 EJECTOR PIVOT 1

15 ~~~~~~~~~~~~~ . 
.
• 18 EJECTOR ARM 1

Q~~~~~~ ~~ 1 8  
_ _fl j -’

~ 

21 SCREW 2—56 x l  4 8

-\ ~~~~—~---~ ~~~~~~ 

L1 

F . 22 F A S T E N E R  4

-
~~ ~~— .1 - . .--.---. - 23 NUT 2—56 8

-- — - 

- 

-
, 24 BIAS UNIT 16

-_ _

21 22
Figure 4—4. Dual In—Line Package Test Fixture (Exploded View)
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~~~~~~~ ~~~~~~~~ 
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.
.

0 
~~ 
: • • ~,, •~~~ • 

•
. 

- 

-

# - - . • 
e

Al I’ ~~~ - .

— - - . • •- _ . S

(TEST FIXTURE SK IRT OMITTED FOR CLARITY)

Figure 4 — 5 .  FIat Pack Package Test Fixtur e
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~ (j) (i~
j •
~) ,

,_.

~~~ 

P A R T S  L IST

~~~
—‘ 

~~~~~~ 
6 ITEM NAME NUMBER( NO. 

___________________ 
R E Q U I R E D

-5 

\.~J 
/ ~~~~~ 

1 P L A S TIC HAN D L E 1

/ 
V,~

__® 2 sc~~~ w 8 — 3 2  x 0 .375 ROUND 4

/ ..L i@® I 
~~~~~~~ 

F OR 8-32  S C R E W  4

~~~~~~~ 
S T OG GLE CLAMP BAS E 1

6 NUT 10-24 1

- - -- : 
- 

7 C O V E R  PLUG P R E S S U R E  I

~ 
.~ 

_____._—4~~i~ 
S C R E W

(ii~ ~ 

8 C O V E R  PLUG P R E S S U R E  FOOT 1

9 CAP NU T 1
- - 

- 10 NUT 1
- —  

~_ ____
~~~::~ 

11 C O V E R  PLUG TOP 1

12 C O V E R  PLUG D I E L E C T R I C  1
- / 

— 

I N S E R T

- 
• 

. 
- 13 NON C O N D U C T I V E  I 2

- C O M P R E S S I V E  R U B B E R  FOR 

~~~ - IC L E A D  CONNECTION

/ I 14 ~C R F W  6— 3 2  X 1 2 114
- :~~~~~~~~~~~

- : -

- - : - -
~~~~~~~: . 

- - I 15 IC L E A D  L O C A T O R  PLUG I

- ~
-. . 1 - 16 S C R E W  8— 80  X l  4 F L A T  HEAD ~ 2

— ~- - - - - 
17 S C R E W  2— 5 o X 1 2 1 1 2

-~~ -
- 

- - - 
~. -~ 18 TOP C O V E R  PLATE 1

- .•. 

~

. - -
• 

- 21 ( F L A T  P A C K )  

• - - -
~- - _ _ ,

~
- - I  — _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _

- 

- - • :  - . - - - 
-
, 19 T O P  S T R I P  LINE B O A R D  1

( F L A T  PA C K )
/ -

~ - -
-
i 

_
:_ , - _______________________ _______

/ - 
_ —~~ 20 BOTTOM S T R I P L I N E  BOARD 1

/
/ 

- (F LAT  PACK )

21 BOTTOM C O V E R  PLATE 1

I 
( F L A T  P A C K )

22 T E S T  F I X T U R E  S K I R T  1

23 S C R E w  6 -32  x 1 2 4

/~ ~~~~

_ 24 S T R I P  L INE LAUNCHER 16

r /  25 F A S T E N E R
t (17~ / _____ ______

if  - I -1 

~ / ~ 
26 S C R E W  2 - -5 4  x 1 4 16

28 - -- 
B I A S  UN~~ —___

28 NUT 2 56 16

- - -Figure 4—6. FIat Pack Package Test Fixture (Exploded View)
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3 P A R T S  LIST

- I IT E M NAM~~~~~~~~~ JNUMBER

- C O V E R  PLUG

- 
- - --- S 2 S P R I N G  LOADED 1

HOLD DOWN

~~
-. .

. . 
- 

~~ 
—~~~ 3 S C R E W  4 — 4 0  X 3 4 2

-
~ 

4 S C R E W 6 — 3 2 X 1 2
_

-

~ 80

S S C R E W  2 — 56  X 1 2 70

6 T O — S  T E S T  1

- 
- SOCKET

® — 9 7 T O—5 S O C K E T  1o ~~~~~~~~~~~~~~~~~~~~~~~ 
-

-
-5

-5

- :  
-_

-5

.
.
.

.

.

.

. - P L A T E  (10-5) 
1

- - 

- 

.
. - - - - 

- 1 9 T O P S T R IP L I N E  I

N 
- - .

- . -; 

- 

— 
BOARD ( T O — 5 )

- • 
-.:- - 10 10 BOTTOM S T R I P L I N E  I

- 
- ~~~~~~~~~~ - 

-~~ - . 
- .

_—~~ 

— 
BOARD ( 1 0 — 5)  

-
. 

-
. - -

. 
~

- 
- 

- 
I 

1 1 S C R E W  0 — 3 2  X 1 2 4

- • 
.
. .

• 
. 

- . 
- 

. - 1 12 BOTTOM C O V E R  1
- . 

- 
- 

- - / PLATE ( 10— 5 )
-. - •

.  - : ,~ —
- 

- - - -5 • - . :   13 NUT 2—56 8
- — _ _ _ _ _  _ _

-~~ - 
- 

- - - - - - . 14 F A S T E N E R  4

15 S C R E W  2— 5 6 X 1 4 1 8
- - - 

16 TEST F I X T U R E  1
- 

- 

) 
~~~~~STR PL INE 

-

~ 10
- - 

— 

LAUN C HE R

i - - -~~~. ~~~~/
‘
~‘\ 

~~~~~ 
18 EJECTOR PIN 1

Ji~~~~~1 ~~ E J E C T O R  PIVOT 1

II ~~ EJECTOR PIVOT

/~ —
~~~~~ I I~~~ 

21 EJECTOR ARM 1

/.-- II 22 BI A S UNIT 10

/~ 
(

__
_
\ 23 S C R E W  4 — 4 0 X  1 8 2

~ c
_
~~ 

- 

~~~ 

— _ _ _ _ __ _

j-
~ - _--r.J

_)._J I

‘
~~

,

Figure 4—8. TO— 5 Package Test Fixture (Exploded View)
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UG—2 1 B/U TYPE N
CABLE PLUG

PLASTIC R O D

~~2% T U R N  W I D E B A N O

MICRO LA B!FX R HR—50N ____ 
~~~~~~ FERRITE CHOKE

OCBLOCK _____

~~~~~~~~
iiiiiiiiii 

- 5 . ”.- I 

L .

~~~~
..: 

~~~~~~~~

C ENTER CONDUCTOR TEFLON DIELECTRIC

Figure 4—9. Microwave Bias Unit

nanoseconds can pass through this arm while P.F frequencies below 100 Y~Hz are

effectively attenuated in the RE arm .

A mi n i computer p rov id es ex per i men t con trol , data acquisition , and data anal y sis

The computer peripherals include an A-D subsystem for readinn device and crystal

vol tages , a D-A su bsystem for controlling RE parameters and some device parameters ,

a printer ard plotter for hard copy of data , and naqnetic tape data storaoe. In

usage , a stored program establishes test conditions , con trols the RE s ia nal level

(usually 20 levels at 2 dB per step are used), reads the crystal and device

vol tages , applies calibration factors , analyzes the data for specific effects ,

an d p rints and s tores a formatted out put.
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While the interference test setup described so far is a Ct-) test , hiqh powe r

damage testing requires pulsed RE s ignals .  To provide capability for sin g le pulse

t e s t i n g ,  peak d e t e c t o r s  were added to hold the crystal detector voltages (produced

by the RE pulse) long enough for the computer to read them. Figure 4-10 shows a

block diagram of the high power pulsed RE test setup.

rF~ST CO NTROLLER
I (AUTOMATIC )

A/ D INTERCONNECT CIRCUITRY 

- - 5

CR1 
_____ 

CONTROL BOX
I TEST — ( DIGITAL OR

__________ ______ — FIXTURE — ANALOG )
______ — (IC UNDER

1 ______ 
PEAK — TEST IS

______ 

DETECTOR — MOUNTED —
TTY ______ TE ON FIXTURE ) ::

INTEROATA ______ —
MODEL 7/ 16 —

__________ 
MINICOMPUTER —

PRINTER/ L ____ _____

PLOTTER

ITAPE UNITF [ MODULATOR ~~ 
AMPL IF IER~ 

~~
( 

COUPLER

SIG NAL LEGE ND
GENERATOR -____ = MICROWAVE SIGNALS

L _  — _  _

Figure 4— 10. Block Diagram of IC Pulse Susceptibility Measurement System with Minicomputer
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Tne instru mentation must be designed , built , and calibrated wi th great care as

therI.~ are ~dfl~ pitfalls in the path to a rd lable s j~~tei . Cal i bration of losses

couplers , and crystals is dependent upon the freq uency , and the non-linear nature

of the ICs leads to qeneratio ri of harmonic signals which are in turn dependent upon

the power level . The si gnal seen by the peak detectors depends upon the imnedance

of the device unde r test , and the impedance often changes abruptly at the instant

of a failure in the device. Large values of reflected and/or transmitted power in

the system can lead to problems of comparinq small numbers whose uncertai nties are

on the same order as the values themselves . The measurement system describ ~ i is

a research tool which permits all the variables of IC susceptibility to be studied

(including statistical variables), hence , i t may be too powerful for ordinar y IC

susce p cibi lity jobs. A simpler and less costly measurement system could be

developed as a viable solution to determining IC susceptibilities , espec iall y for

devices which do not y ie ld to analyt ical treatment.
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CHAPTER 5

REFERENCE MATERIAL

5.1 T hi s cha p ter p rov i des a li s t of all the documen ts used as sources of

information in the preparation of this report. The MDC documents are reports

published by McDonnell Douglas Astronautics Company — East. The sources are :

1. MDC E0595 , “Integrated Circuit Electromagnetic Susceptibility Investigation -

Stu dy Phase Report ” , dated 5 May 1972 .

2. MDC E0690, “Integrated Circuit Electromagnetic Susceptibility Inves tigation -

Develo pment Phase Report” , dated 19 October 1972.

3. MDC E0883, ‘Integrated Circuit Electromagnetic Susceptibility Investigation -
Inter i m Report No . 1 1 , dated 24 Au gus t 197 3.

4. f-1DC E098l , “Integrated Circuit Electromagnetic Susceptibility Investi gation -
Interim Report No. 2” , dated 28 Decem ber 1973.

5. t-1DC El099 , “Integrated Circuit Electromagnetic Susceptibility Investigati on -
Tes t an d Measurement Systems ” , da ted 1 4 July 1974 .

6. MDC EllO l , “ Integrated Ci rcuit Electromagnetic Susceptibility Investigation -
MOS NAND Gate Study ” , dated 26 July 1974.

7. MDC E1l02 , “Integrated Circuit Electromagnetic Suscept ib i l i ty  Investigation -

Pulse Interference Study ” , dated 12 Jul y 1974.

8. MDC El lO 3 , “Integrated Circuit Electromagnetic Susceptibility Investi gation -
Package Effects Study ” , dated 12 July 1974.

9. MDC El123 , “Integrated Circuit Electromagnetic Susceptibility Investig ation -
Bipolar NAND Gate Study” , dated 26 July 1974.

10. MDC El 1 24 , “Integrated Ci rcuit Electromagnetic Susceptibility Investigation —
Bipolar Op Amp Study ” , dated 9 Au gust 1974.

11. MDC El125 , “Integrated Circuit E l e c t r o m a g n e t i c  Suscept ib i l i ty  Investination —
MOS /Hybr i d Stu dy ” , dated 9 Au gust 1974.

12 . MDC El1 26, “In tegrated Circuit Electromagnetic Susceptibility Investiqation -
Susce pti bi li ty Survey Study ” , dated 9 August 1974.

13. MDC El26l , “Inte grated Circuit Electromagnetic Susceptibility Investigation -
RF In jection Test of Government-Owned Circuits ” , dated 30 June 197 5.

14. F-1DC E l5l3 , “Integrated Circuit E lectromagnetic Suscept ib i l i ty  Investigation -

Technica l Report No . 1” , dated 4 June 1976 .
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15. ~-1DC El 5lS , “Integrated Circuit Electromaonetic Susceptibility Investiqation -
IC Hand book - Draft 1” , dated 4 June 1976.

16. MDC E1667 , “Integrated Circuit Electromagnetic Susceptibility Investigation -

Technical Report No. 2” , da ted 3 June 1977 .

17. L. W . Nagel and D. 0. Pederson , “SPICE (Simu l ation Program with Inteqrated
Ci rcuit Emphasis)” , Memorandum No . ERL- M3 82, Elec tronics Research Laboratory ,
Colle ge of Engineering, Un iversity of Califo rnia, Berkele y, 94720, 12 ~pr i1 1973.
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he objective of this handboo k is to provide syster’ designers with inte nrat ed
circuit ( IC) suscept ib i l i ty  information in te rms of microwave signals. This
iS tile second draft of the IC Handbook for coments from eventual users .
comments on the first draft have been s tud ied and incorporated where po s s i b l e .
The data in th is handbook include both interference and damage s u s c e p ti t ’ i l i t y .
Both types of s u s c e p t i b i l i t y  are eva luated throunh r- ,del inn and t e s t i n a . Bo t ’ l
dig ital and linear ICs are covered in the handboo k . This ve rsion includes
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-..~ 20.
all data available at the end of the second of three increi ients . The handbook
explains t u e electroi -ain etic vulnerability (E~-’V) hardening approach for
eli ctror ri c systems . On the component level susceptibilit y reduction techniques
such as lossy ferrite m aterials and screenin g for less suscept ible devices
are included. The handbook includes a description of the automated mea surement
sv- ~te iu used to take and anal yze the IC suscentibi l ity data. This handbook
--ill provide designers with actual test data when available ~nd mode ling
tec hni nue s to deterHne susceptibilit y informat ion where no test data are
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