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Abstract:

This thesis app lies and extends mathematical  program verification to systems programs.
The thesis is both methodolog ical (in proposing a methodology for the desi gn and ver i f icat i on
of large programs), and theoretical (in presenting various results dealing with the correctness
of parallel pr ograms).

The design methodology is based upon the use of abstract data types arid the
construction arid ver i f icat i on of both specifications and imp lemen tations for them. The
abstrac t data t ype is a means of modularizat ior i which encapsulates the representat ion of a
data struc ture and the al gor ithms which operate directl y upon it. The specification techni que
appeals to various mathemat ical structures (e.g. sets and sequences) to describe an abstract
s ta te  for objects of a given type. The correctness of the formal specif ications is cast in
terms of the proof of certain invariant properties of the abstract  state. An axiomatic proof
rule is given to formulate the theorems necessary for proving the invariance of predicates
across formal spec if icati ons.

The app licabili ty of the methodology to operating systems is exp lored. It is found that
a hierarchical decomp osition is most amenable to veri f icat ion , and that the imp lementation
language used is a function of that hierarchy. The examp le of a process dispatcher module
of a hypothetical operating system is used to i l lustrate the process of desi gn, speci f icat ion ,
implementation , and veri f icat ion using the methodology. Various properties are proven of the -

abstrac t specifications , including one representation of the concep t of fair service. Programs
are then wr i t ten for the specifications and their correctness is verif ied.

Three different approaches to the tota l correctness of parallel programs are treated.
The f i rst  uses the weakest pre-condit ion concept to explore stat ical ly the combir iatoric
interact ions which may occur among parallel programs during executi on. The method is
complete but computat ionall y comp lex. A second approach extends the axiomatic weak
co rrectness results of Owick.i to include a techni que for pr oof of loop termination . The
concep t of a stead y state loop invariant is introduced and used to establish the total
c orrectness of an old scheme of mutual exclusion which appeals only t o the indivisibility of
memory access for synchroniza tion.

The third approach treats a syntacticall y restric ted class of parallel programs. For this
class we give definitions for the weakest pre-conditions which guarantee weak correctness
and absence of blocking, deadlock , and starvat ion. We also formulate theorems which use
invarian t assertions to circ um vent the actual weakest pre-cond ition computation.
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I

1. introduction

The primary motivation for the work contained in th is thesis is the desire to app ly ar”d
ex tend  mathemat ica l  program ver i f i ca t ion  to the realm of systems programs. It has long been
recognized that the tes t ing and debugging of large programs cannot instill much confidence in
their correctness , since it is rarely possible to cause large prog rams to execute all possible
paths. Thus there has been a steadily increasing amount of research done to discover
methods by which programs may be s tat ical l y verif ied - i.e. deemed correct without any
execut ion a t all.

It is not our contention that run-time debugg ing should be total ly abandoned in favor
of co rrectness proofs , since any ver if ication of a program , be it mathematical  or other w ise ,
i-equ ires the user of that program to take at least something on faith. In t” e case of
debugging, we must believe that all possible inputs (or at least a covering se t of them) have
been checked against their out puts , and that the results conform to those predicted by the
program specifications. In the case of mathemat ica l ver i f icat ion , we must bet ie - .’e that alt
necessary theorems have been proven , and we must believe those proofs. In either case we
must believe that the program specif i cations are themselves correct.

Of la te , our inherent lack of confidence ri both of these ver i f icat ion methods has led to
their (at least semi-) automation , so that programs now exist to debug other programs by the
ge nera t ion  of appropriate test data , and there are program verif iers which attemp t to
genera te  and prove the theorems necessary for establishing the correctness of other
prog rams. Of course, we have merely pushed the problem off a l itt le , since we are now
faced with believin g that the automatic testers and ver i f iers are correct , but at the same time
we comeho w gain confidence in the ultimat e correctness of the target  programs.

The result is that although we cannot in general he absolutel y certa in that our large
programs are correc t , the more we ll-defined verif ication techniques we apply, the more
confidence we gain, and confidence is absolutel y necessary in systems which perform cri t ical
cerv ices .

Returning to the stated purpose of our research with some conviction as to its
usefulness , we find, alas , that reall y large pr ograms are way beyond the reach of known
tr~chni ques of mathemat ical  veri f icat ion. This is due to the vast increase with program size of
both the number and comp lexity of r equired theorems. Althoug h the autom ation of
mathemat ical verificat ion mentioned previousl y is both necessary and useful , conventional
ver if iers iSuzuki 75, Good 75) often cannot handle the comp lexi ty.  Thus we find that
large programs , which are not verif iable by testing, are l ikewise not ve r i f i ab le
mathemat ica l l y, and small programs , which are for the most par t co mo letel y testable , are the
only ones which can be c ompletely proved correct .  This has not onl y caused research in 

- - . .. - - . _ _  TTT i~~
-
~~~~~~ .
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2

“ ,itbcn~a t i c a l ve r i f i ca t i on  to be s c o f f e d  at by indc~. t ry ,  but has resulted in the discourag nrrent
of  many resea rche rs .

Part of this thesis then , Cha pter 2, deals w it h  a methodology for ver i f y ing la rge

programs by making them ~‘ppni~r to be s mal l p rog rams and appl y ing known techni ques. At
this point we mig ht mention that tho se who are i n t o r o c t e d  in ver i f i c a ’ ion (from here on we
wi l l  drop the p re f i x  “ma thc~’a~ic a I”) fal l  roug hl y nl~ two camps - those who are in terested in
tec h nio ues to ver i f y a rb i t ra ry  programs , and those , like us , who wi l l  s e t t le  for ver i f ying
proi~ ra r ns which were co n s t ruc t ed  w i t h  ve r i f i ca t i on  in mind. It is our f i rm belief that all
p rog ra ms can be so cons t ruc ted , and tha t  the~r resu lhng performance , esnec ia l l y in view of
INc e v e r - f a s t e r  hardware being buI t , can be made to be very clo~e to that o f programs
w r i t t e n  w i th  only performa nce in mind.

We have thus far invoked the notion of a “c o r r e c t ’  program severa l  t imes , appealing to
an in tu i t ive understanding of the term. The meaning of cor rec t  we have in mind requires
something to c o m p a re  aga inst — i .e. the “right ” answer . It is very  common when debugg ing a
prn~~ram to f ind tha t  f he wro ng  a nswers  i t g i ves  are due to an unsa t i s f ac to r y  or inconsis tent
def in i t ion of co r rec tn ess .  Thus we can have a c o r r e c t  program (with  respect  to a g iven
def in i t ion of c o r r e c t n e s s )  w h ich  is comp le te l y useless for the problem at hand. \.AJ Hat is
ne’~’aed is a descr ip t ion of w hat  the prog ram must do in a form other  than that  of the
p r og ra m  t e x t  i tsel f , so that we may opera te  on that  descr i pt ion to v e r i f y it w~thou t having to
a ppea l  to the par t i cu la r  i m o lc - m en t a t i on  cho ices mcde by an ac tual p rogram . in p rac t i ce  the
ne nc r ipt i on o f ten  takes t he shape of p r o c e , but prose does rot er~d i t se V  to mat he m at ic a l
anal ysis.  In Chapter 2, we discuss the re la ted problems of con s t ru c t ng formal  s pe c i f i ca t i ons
an d t ra ns f c rm i r~g programs into so meth ing that  can be convenient l y compa red w i th  t i~~ m.
Furthermore , in Chapter 2 w e discuss an approach to defining the co r rec tness  of fo rmal
s p e c i f i c a t i o n s  themselves , and provide a means to ver i f y that  co r rec tness .

In Chap ter 3, we are concerned wi th  the app l icat ion of the methodology cf  CHap ter  2
to operat ing systems. We f i rs t  examine the re la t ~ve e f f ec t s  of sys tem s t ruc tu re ,
i m o n m o n t a t i o n  language , and ve r i f i ca t i on  on one another . Subsequent l y we present t oe
r~u’ ig n , imp lementat ion , and v e r i f i c a t i o n  of a process d~cpa tcher , paying a t te n t~on no t onl y to
pro of of imp lemen ta t ion , bu t also to proof of spec i f i ca t ions  as outl ined in Chap te~ 2.

Operat ing systems employ a good deal of concurrency,  and s a t i s f a c t o y te chn i ques for
ve r i f~’ing para l le l pr ograms are not yet known , al thoug h wo rk  is beginning to be done on t he
sub jec t .  Owic.ki [Owick i 75, Ow icki 76) has c x ter idc d the work of HoMe [flua re 71 a) so
that  the insi ghtful  addition of aux i l i a ry  var iab les  to para Ue l  prog rams w il l  a l lOw them to be
ver ified. Griffi ths [Griffiths 74] constructed a system which could verif y cer ta in
proper t ies of paral lel  programs , althoug h the method depends heavil y upon the propert ies of
the ECL (Prenner 72J process control ler.  Habermann (Haberrnann 72), Flon and
Habermann [Flon 76), Howard [Howard 76], and Sax ena [Sax ena 76] have all a t t acked
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3

the problem of ve r i f i ca t ion  anp~ied to par t icu lar  synchro nizat ion mechanisms from a data—
ra th er th a i~ process-oriented viewpoint, in Chapter 4 we exp lore two d i f ferent  approaches
to  s c - i  if j ing the to ta l  c o r r e c t n e s s  of para l lel programs. The f i rs t  uses D i j k s t r a s  weakest
pre-c ondit ion semant ics  [Dij ks t ra  76] to consider the combinat o r ic  in te rac t ions  which may
occur during program execution , arid results in a comp lete but co m putat ional l y d i f f icu l t
method of ve r i f i ca t i on . The second approach is an extens ion of Owicki ’ s methodology app lied
to a rb i t ra ry  programs , which f a c i l i t a t e s  proofs of strong cor rec tness  (loop termination).

Neither of the two approaches of Chapt r 4 appear very promising for automation.
Since the ver i f ica t ion of a large-scale system is guara nteed to be a large project , any hel p
which can be provided vi a automation is welcome. W hile we t rea t  a f a i r l y large c lass of
paral le l  programs in Chapter 4 wi thout  much aut om at a b le  success , in Chapter 5 we discuss
the problem of paral lel  program ver i f i ca t ion  for a res t r i c ted  syn tac t i c  ca tego ry  of programs ,
arid present well-defined , automat a ble methods for ver i f y ing the weak cor rec tness  of
terminating parallel systems (i .e. verif ying their output), m d  the strong co r rec tness  of non-
terminating, cycl ic  paral lel systems. In par t icu l ar , we give formal def ini t ion of the we a kest -
pre-c ondition of a cyclic parallel program that guarantee . absence of blocking , deadlock , and
s tarvat ion.  We also present a verification meth od for s rong cor rec tness , along the lines of
the invariant method of sequential loop verific ation.

Chapter 6 contains a summary of the resul t s , along wi th  an ident i f cat ion of the
contr ibut ions this thesis makes to the field. We also evaluate the f eas ib i l i t y  of comp letel y
v e r i f ying a useful operating system , and identi f y w hat areas require more research  to make
it pra ct ical .

_ _ _ _ _  _ _ _ _ _  ~~~ .1
- . .-- - ..- .. 
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4

2. Methodology

2.1. Programming Language

The programming language in w hich a program is w r i t t e n  plays a vital part in
d e t e r m i nn g  the amount of e f fo r t  required to ver i f y its cor rec tness .  We shall see later that
the s pec f ic ~~t i o n language used to express  the ver i f i ca t ion  goals plays an equall y v i ta l  par t.
For t i~e moment we wil l  r es t r i c t  ourselves to the former.

2 .1 . 1 Level

In d : rcuso ng the most a o p rc p r ia t e  a’~guage features for the implementation and
ven f i al i on of la rge-s c a le  sy s t e m s , there  are many c onsiderat ions to be taken into account.
,~rnO’ n the most i m por tant  a re expr e r .o i ienes s , ver i f ia bhi fy ,  and ef f ic iency.  Histor ical l y, the

‘ ro t  t w o  ba s e  been thoug ht by many to be in conf l ic t  w i th  the third , but this is not the case.
F or a long t~me , peop le we re  ur- .v!lll ng to wr~te sy s t en ’s pr ogra ms in any thing other than

~~~e r i o l y ’ ang uaoe.  This was due both to the inab i l i t y  of c omOi !c - r s  fc r  hig h- level languages

~c g ev e ra t e  e f f c ’ e n t  machine code , and to the inappropr ia te- ness of language fea tu res  for the
p nH~~m at hand. Hcw ev er , since the ear l y years of como ler development , work on
n;:.t n. - z a .o ’~ has e rab led comp i le rs  to genera te  code which is o f ten  b e t t e r  than that  produced
o~ c - ’  5 i . n e c l 5 c - d  sys te rn s prog rammers (e .g. [Wu if 75]). There is no quest ion as to the
ad an.~a :es of high-l eve l languages for ve r i f i ca tion. Th is ‘s due jr  la rge par t  to tile

n p r c . t e c f e d na t u re  of most assembler ins t ruc t ions w i t h  re~.~~c ’ c t  to the t ,’ce and scope of
va ucS which they may change. The ~.l gol 60 concept of r es t r i c t ed  scope , fo r examp le , is an

invaluab le asset  when it comes to ver i f y ing as s o r t ions  of the form “and there is no other

~v a y  to c hange this value.”

Bet ter  exo res s iveness  is not quite so easi ly  a t t r i bu ted  to high- level languages , but it

~~~ be seen in succe eding sec t i ons  that  the abs t rac t ion  fea tu res  which a como ler can
prov ide p i ay a crucia l  r ole.

2.1 .2 Moduldrity

We can subsume the concept of scope in that  of modular i t y, since if the scope of a
va r iable or group of var iab les  is to be l imi ted to onl y par t of a program , then that par t  is
re pa ra b le  from the rest .  Exac t l y what cons t i tu tes  a module is ~ ie subject  of this section.

The f i r s t  thing we must asp. is , “VJi at a r t  the ds~ irab ie a t t r i b u t e s  of a good modular 

-.~~~.-- ‘- —~r--- — -- . ~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~
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Ic-’. omposit ion?” One is that each module should constitute a separate work assignment , so
that small groups of prcgrammers can work independentl y of cn~ another (the “too many
cooks ” syndrome). Another is that most reasonable cha rges made to t he  sy s t em s h o ulj
require exp licit alteration of as few modules as possible. While one way to achieve the lat ter
would be to limit ourselves to one module , th is is e f fec t i ve l y prohibi ted by the former . A
more reasonable way t o achieve local izat ion of changes is to assi gn to each module the
responsibil i t y for imp lementing sore e design decision. The c r i t e r i a  for deciding what
const i tu tes  separab le  desi gn dec isions are cer ta in l y oper to discussion (see [Pamnas 72h]),
hut an extremel y useful princi ple is to associate eac h module wi th  tile implementat ion and
management of a cla ss Cu data structu res. Modular zing along ife lines of data s t ructure
classes results in small , con tained sub- programs , and therein lies the benefit to ve r i f i c a t i o~ .
When assert ions about the propert ies of a data structure can he ver i f ied once and for all by
onl y considering the imp lementation of a few accessing operations , then those “invarian t
relat i ons ” can be assumed as given when veri f y ing programs which use those operations.
Otherw ise it is necessary to take into account every possible program statement which may
change the structure , arid there may be very many. The comp lexit y of theorems to be
proven decreases to a more manageable size if code to actuall y alter a st ructure occu rs in
only a few places.

This pr inc ip le plays an importan t role in the methodology we propose for ve r i f y ing
large prog ’ar n s, and mani fests i t s e l f  in var ious ways.  We s ta te  it mort~ r . recise l y h e e , chief l y
for emp hasis , naming it the Princip le of Max imal  Enca psu at ion:

The usage of a program module should never a f f ec t  its
cor rec tness  (althoug h it a f fec ts  that of the user). The co rec tness
of a sy s tem decomposed into modules is then determined sc~e! y by
the col lect ive correctness of the indi vidual modules.

If the princi ple of maximal encapsulation is adhered to in the decom posit ion of a
sys tem , then the ver i f icat ion of that system should consist of a separate , independent ,
ver i f i ca t ion for each module. It is onl y by this application of the divide and conquer s t ra tegy
that we can hope to verif y a large-scale system. The onus is then placed on tt ’e des i;riers
to c rea te  a good decomposition , but that is , after  all , where it belongs.

2.1.3 Abs tract ion

Having decided to modularize a system on the basis of the imp lementation of data
s t ruc ture  classes , we must now decide on the representat ion of a module in a programmi ng
language desi gned to support ver i f iab le  systems programs. Since the purpose of a module is
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to hide the deta i ls  of the implementat i on of a da ta  s t ruc tu re , that module represents  an
a b s t r a c tion to i ts users. Tills abs t rac t ion  t a kes  a behaviora l form , as in for ex a mo le
nest ri bing the proper t ies  of a s tack  wi thout  co r ’s der ing whether  it is imp lemented as a l ist
or an array. One o f tile ear l ies t  e..am p ies of I nguis t ic a bs t rac t ion  in programming is the
subroutine. The subroutine as it ex is ted  ever , in t~ e ear l ies t  version of FORTRAN provides
the programmer w i th  the means to 1) invoke the cart e program segment f rom severa l  places ,
thus rav ing mul t ip ie co ding; 2) pa r amet r i ze  that  p ro g ra m segment so tha t  several  similar but
slig htl y d i f t e re n t  segments could be col l apsed into one; 3) defer the coding of a program
segmen t ~,nt it necessary,  or to permit someone else to work on i t ;  4) hide tile deta i ls  of an
a~gor thm f ro m a program m er so as not to have them - n t e r f e r e  in his own task .

Tee subroutine (or procedure as it came to be known in Al gol 60) is c lear l y an
imp o r t a n t  concept , but is not in i tse l f  su f f ic ient  to pro’.:ce the modular i ty v~e desire. Because
we v~ an t modules to res t r i c t  data s t ruc ture  access , we must not allow those data s t ructures
to he dec lared in such a way  as to permit  d i rect  access by other than the “privi leged” code
of a cer ta in  pro cedure .  In basic Al gol 60 syn ta x , the da ta  must the re fo re  be declared local
to  the’ p rocedure  wh i ch  wi l l  o p e r a t e  upon it .  This canno t be done when more than ore
r~ oced ure  mis t La- .’e the d i r e c t - a c c e s s  pr~~ loge. To solve the problem , we need to be able
to “enca ps u la te ” the la t a d~ c : a r a t ions along w - f h  the app l icable p rocedures  in one t e x t u a l
unit .

The f : r s t  at~~L rapt at this kind of encapsu la t ion  was  t i e  class concep t  of Simula 67
[DahI ES .~. T h c - r &  has been much work  s ince wh i ch  has re ’ine d that  approach.  A discussion
o~ t~~e bas ic  issues may be foun d in [Liskov 74 , and in [Flon 74] along w t h  a compar ison
of Sirnula 67 , Al gol 68 , an d Pascal  along t nc - s e  lines. Current research  e f f o r t s  ind uce
[.Vui f  76 , Sc~~a l f e r t  75 , Pope~s 77 , Ambler 77 , Gssch lc e 77 , Johnson 76].

The re f ined  s y n t a c t i c  mechanis m has come to be know n as the abst ,an t  data t ype.
T~~~€ is an esg i v a l e nce  re lat ion which par t i t i ons  program data into c la s ses  ba~-ed up on tile
opera t ions app is ab le  to each c lass.  The a h r t r a c t  data t ype pr ovides t he means to
accompl ish  a v e ry  natural ex tens ion of the set of d a t a  t ypes pre- defined in a langia a~ e.
These p re— de f i ned  t ypes usua ll y H’IC IUdr  a t leas t tnt~’ge r and boo tear2 , and possibl y reaL. Each
of the so-ca l led  “primi tive ” t ypes is charac te r i zed  oy a set of abs t rac t  values , such as the
be- .lcna va lues TRUE and FALSE , in addit ion to t ype-spec if ic operat ions , such as t i le booleart
func t ions “~ND, OR , ard NOT.

To e~. t s n d the set of t y p e s , a p reg-amr i e r  ri~~j st  d .’s cr be both the behavior and
iiit er r r - p r (~ tn t at on of ob jec ts  of I c new t pe . Ti ic. i ’  n i - i -  nut ~t ion cot  aiR , namel y t he

re p r c - ’~.er ’ t a t i on i.i’ .c- d (whic h we will ca l l  the s t r u c t c i r n ’ and ti le al gori thms w h ich  imp lemen t the
opera t ions , are the design dec isions which h r  new da ta  t ype hides f rom users. A
c m e s c r i p t ion of the a u s t r a c t  values and the behavior of the operat ions is pro - . idnd t o u ser s
t hroug h t he m’.iduie st~e f i t  a t ions.
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As a br ief ex amp le , consider the extens ion of the set of types with the new type
“c omplex ”, which is intended to model tile behavior of values in the complex plane. The
a b s t r a c t  va lues , then, ar e ordered pairs , and the behavior of such operations as comp lex
addition or mult ipl icat ion is tile same as vector arithmetic , A type definition in our language
will take the form:

ty,p~ 
typerame =

<structure >
<Operations>

endtype

If we had such a definition for “complex ”, we would be able to use it in a subsequent
program as follows:

var x ,y,z: ç p j ~~j

x’—comp lex.create(1 ,2);
y — co rn pIe x .c meat e ( 2,—3);
z’-complex. mu!(x ,y);

Here we assume that the call “complex .create (a,b)” creates an object of type comp lex with
abs t rac t  value a+bi by invoking the “crea te ” operat ion of the type , and that the call
“comp l ex.rrul(x ,y)” invokes the “mul” operation of type comp lex on the values x and y,
returnin g the product. Then x=1+2i , y=2-3i , and z=8+i afterwards (if the implementation of
“comp lex ” is correct). One definition of “comp lex ” mi ght be

ty .p.~. comp lex
var re :~~~~ im:L~~j

Q,~ 
mul (x:comp l~~~,y:comp,j~~ ):comolex =

c o r n p l ex.create (x . re *y. r e-x . im ty. i m , x.re *y.im+x .im *y.r e) ;

endtype

while another might be

—‘

~

——————— .—‘. — , ...— ,.— ‘—, 
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typ ~ comp lex
var rho:~,ç~j,, t heta :reai ;

~~ mul(x:com~ y:c o~~,pje x ) :co r~pl ey =

cornp lex. create( x . rflo*y.rho , x. tl’iet a+y.the ta);

endtyoe

In th is  way we are able to hide f rom users both tile representa t ion  ( rectangular  or
po~ 3r coor dinates) and the al gor i thms.

Using ab stract data t ypes as our modularization tool , we have a means to adhere to
t ’~c p r i nc i p le of ri- a~ imal encapsulat ion . Since it is possible to direct l y al ter  an object onl y
~~‘ o ’e  ~~thin the scope of that object ’ s t ype def in i t ion , onl y the operat ions defined therein can
e ’ f e c t  tha t a l t e r a t i on . If the ope rat ions defined are not too primit ive (i.e. if they don ’t defeat
our who le purpoce by al lowi ng a r b i t r a r y  assignment to cr i t ica l  suhfie lds) and if they are
c a r e f ul to check their parameters , it should be possible to have absolute fa i th  in the
c uns is tency  of the da ta  s t ruc ture.  Subsequent sect ions wil l  discuss the concept of data
sIr ui- l ure  c o n s i s t e n c y  more formal l y.

2.2. Specification Langu age

m e  q . i e r t ~on of Ho.~. to -~‘ r i t e  f ormal spec i f icat ions for the abs t rac t  data  types  which
c O r r ,c - r i s e  a ~,-s te rn 5 i ery  r~po r ta r ~t , for it impacts not onl y the d i f f i cu l ty  of cons t ruc t ing
t h e r e  d o er  i f i ca t on: , but aRo the comp lexi t y of ve r i f icat ion — both the verification of a
p a r t c u i a r  c~ ta  t , pp n O e l  e n ta t io n  and that  of “global” propert ies of the sys tem . An
e~~~r p ie a ’ the a f t e r  d : s t i n c t o n  is tile d i f fe rence be tween ver i f y ing that  a ready-process
r. ieue al .va .  has a . ~i-d c’J t~ue s t ruc tu re , and verif ying that processes on t i e  cueue are
r.er~~iced ir Pound Puben f~is f icn. We wi l l  exa mine three speci f icat ion techniques here which
¶.eem c u r r e n t l y to cc the r - o r , t  promis ng. Liskov and Zi lles [Liskov 763 present severa l
s c - r c I f i C d t On t i~~ii” qun~ a O r ~ & wi th  a s i m i la r  t ype of ana lys is , although we shall draw some
d f~eren l conc ur-ions from t h o r s .  We d :sagree also on the classification scheme used.

‘T he t h ree rsothods can all he c lass i f i ed  as “axi o matic ”, in that  in each case , a comp lete
spec i f ica t ion  cons is t s  of a f in i te set of rules which 1) sufficientl y describe the desired
c- i  npr~ r t ies  of - 

an ob jec t  in a manner which in general al lows for many d i f f e r e n t
imp lem en tat i ons (in t l ’.o sa n e way that  a g iv en set of axioms of f i r s t - o rder  log ic a l lows many
different interpretations), and 2) ‘~hen combined with rules of inference , provide the means

_________________ ______ .—
~~~~

—‘,- ..--



9

for de ductive proofs  of theorems. The axiomat ic  methods are widel y di f fer ing thoug h, and
this c an be a t t r i bu ted  to d i f fe rences  in form as wel l as rules of inference. We further
classif y the methods as 1) al gebraic , 2) state machine oriented , and 3) predicate transforming.

2.2.1 Al gebraic Specifications

Al gebraic specif icat ions have been examined by Guttag [Guttag 75) and discussed in
[Liskov 76). The term “al gebraic ” stems from a formal basis in heterogeneous al gebra. The

reader who is in terested in further details is re fer red to (Guttag 75]. From a prac t ica l
v int  of v iew , the al gebraic specif icat ions of a data type consist of a domain-ra” ige

descri pti on of its operators , and a ser ies of axioms which define those ope rato rs  in terms of
their relations lllps to one another. As an examp le consider the al gebraic specif ica tion of a
t ype “queue ” (in fact  a FIFO queue) of elements of some other t ype t , similar to that
presented in [Guttag 75 ).

Domains - ‘ id Ranges:

riewq: -. queue <create an empty queue>
enq: queue X t -

~ queue <create a queue with an element appended to tai l>
deq: queue -

~ queue <create a queue wi th an element removed from head>
f i rst :  queue -. t < re tu rn  va lue of head elemen t>
empty: queue -

~ boolean <test for empty queue>

Axioms: q:queue, lc:t

empty(newq) = true
empt y(enq(q,k)) = false
first (newq) err or
first (enq(q,k)) — if ernpty(q) then k else f irst (q )
deq(newq) = e r r o r

deq(enq(q,k)) — if empty(q) then newq else enq(deq(q),k)

Each axiom equates a call upon one of the operations with a prim itiv e recursive function.
The set of axioms comprises a “sufficientl y complete ” descri ption of the notion of FIFO queue.
For our purposes we will take this to mean “all necessary cases are accounted for ” (see
[Gutt ag 75) for a more formal definition of sufficient completeness and for a discussion of
i t s  proof). The presence of the t e r m  “ e r ro r ” in the specifications is a means of expressing
those cases which should never occur in any program correct ly using these specif ications.

The algebraic specif icat ion technique exhibits a pleasing s tructure in this case , as it

— .--— =—. -— ‘ .-
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does in many other such examp les. One of its deficiencies is the purel y mathematical nature
of the funct ions which are specif ied. In the mathematical sense , functions do not cause s ta te
chan ges. In part icular , there is no way to express that the deq operation should remove a
queue element and return that element as its value. T h s  problem is inherent in the formal
basis. It has been proposed [Guttag 77) that the mechanism be extended with the
definition of composite functions , such as

deq f i r s t (x ,q) = x4 —f ir s t (q ) ;  q’—deq(q)

al t riou~ h this appears to be somewhat ad hoc.

A second problem with the technique is ref lected by the non-exi st ence of axioms
w h ic h  define enq exp l ic i t l y, and can be seen in the speci f icat ion of a bounded queue:

length: queue -
~~ integer

€ n ~~t h ( r~~
-
~. q) = 0

lLng th(enq2(n,k)) 1 +leng t h(q)
= error

ccq(enq 2(q,k)) = if e ’ ipty(q) then k else enq2(cleq(q),k)
enq q,k) if leng th(q) ~ m then error else enq2(q,is)

L:e re  we are forced to invent an auxi l iary operator , enq 2, in order to allow the
c’~f ” c ~~on of “er ror ” upon insert ion of a new e lenient in a full queue. In addition to the lack
C ’ ‘

~~ : ; t i v e  i — t c rp re ta t i ons  for these new opera to r s , a pr ogrammer may be mislead into
. . i r ~g t hem to be necessary  in the implementation. Tile reader should convince himself

I : t  if  S . K h  an operat ion is not used , then “error ” can only be detected at the point a “more
t han  f u i l ” queue is used for examining or dequeueing.

These problems det rac t  somewhat from the pleas ing mathematical  elegance of the
tr’~ lniai.le , hut the , are not real l y su f f i c ient evidence upon which to base our evaluat ion.
T h r~re  are t w o  ot her prob lems . that seem more serious from our point of v iew. The f i rs t
~h-a i~ -.c th the issue of specif ying the behavior of o bjects which are used by c oncurrent
processes. The al ge braic techni que provides no hel p for us in this problem simp ly because
the purel y funct ional nature of the speci f icat ions admits no notion of the in te r fer ence and
non-de terrnin acy introduced by concurrency. The other problem is associated with the
v e r i f i c  at ion of par t icu lar  implementat i ons for al gebra ic speci f icat io ns.  The basic idea in such
a v e r i f i c a t i o n  is to  ex a m i n e  each axiom in turn , and prove that the lef t  and ri ght sides
compute tIle same function when the programs are substituted for the abstract operators.
For examp le , if an axiom for type “boolean ” w e r e

( 1) imp(a ,b) or (not (a) ,b)

— - 
- — .. 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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and the pr ograms were:

imp(a ,b) = if a=0 then 1 else b ~
or (a ,b) = if a=1 then 1 else b fjj
no t (a) = if a=0 then I else 0 th

then or(not(a) ,b) becomes

(2) if (if a=O t h e n l e s e 0 f i)=l le l se b f i

or (3) if a=O then l else b f i

which is imp(a ,b), and axiom ( 1) would be verif ied ,

The problem wi th this s t ra tegy is that it relies heavil y on pr ogram transfo rmat ion such
as that between ( 2) and (3) above. For most rea l- l i f e  examp les , the subs ti tuted programs do
not t ransform into one another easil y, as the reader wou ld discover in attempting to verif y
an Al gol-like imp lementation of t ype “queue ”. Addit ionall y, each operat o occurs in severa l
places in the axioms , and therefore its imp lementat ion program must he cc mbined with other
programs many times , which gives one the feeling that the same prograi i must be ver i f ied
over and over again (in actual fact , smaller and dif ferent aspects of the programs are reall y
being verif ied at each stage , but that does not make it proportionall y easier ) .

Finall y, users of the al gebraic specif icat ion techn ique admit to the fact  that
c o n s t r u c t i n g  such axioms f or non-triv ial t ypes is difficult , althoug h they claim that experie nce
does hel p. There is some question in our mind as to why the di f f icul ty should exist .  We f eel
that most of the problem is due to the fact  that the way we v isua l ize  s t r u c t u r e s  is

si gnif icantl y dif ferent from the algebraic approac h, and we would therefore prefer a
mechanism with which it is easier to translate our thoughts into mathematics.

2.2.2 State Machine Model

The state machine model for speci f icat ion is due to Parnas [Parnas 72a], and was
adopted by the group a t SRI concerned with the desi gn of a provabl y secure operating
system [Neumann 74]. it is based on the notion that an object is controlled by both
passive (information gathering ) and active (state transforming ) functions. The passive
functions , called V-functions (V for value), have no side ef fects  whatsoever . They simp ly
return informat ion about the current state of an object. The active functions , called 0-
functions (0 for operation), change the state by altering the values of V-funct ions, The only
relevant program state is in fac t contained in the values of all the V-functions. In the case of
the bounded queue , such specifications would be:

.—- , - - __7_ —..
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k: t , j ,L : i n t e g e r

V-f unction: k ’- f~rst
purpose: returns f i rs t queue element
initiall y: undefined
ex cept i ons: length=0

V-funct ion: L - t er t gth
purpose: returns leng th of queue
initiall y: 0
ex cep tions: none

hidden V-funct ion: k +-el (j )
purpose: returns j ’th queue element
init ial l y: undefined
except ions:  j <O V j2le ng t h

0-function: ertq(k)
purpose: inserts k as las t queue element
except ions: length�m
e f f e c t s :

1) length= ’length’ +l
2) if ‘length’ =O then f i rs t=k
3) eI(leng th)=k

0-function: deq
purpose: removes f i rst  queue element
excep tions: length~0
ef fec ts :

1) leng t h— ’leng th’ -I
2) f i r s t= ’el’( l)
3) V j: 1 ~j~ leng th : e l (j ) = ’el ’(j ’e - l )

V-funct ion names n sing le quotes refer to the previous value.

A problem wi th  this speci f icat ion techni que arises from the fact  that 0-functions are
described purel y in terms of result ing changes t o V-functions. This introduces a “delay ”
e f fec t , in that the deq function above has no way to define the resulting value of f i rs t , purel y
in terms of ‘ f i rst ’  and ‘length’. This forces the introduction of the hidden V-funct ion, “el”,
which is not callable from outside the queue module (c.f . the “enq2” operation of the
algebraic speci f ica tions , with all the same cr i t ic isms ) .
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In order to ver i f y an imp le ment at on for an abs t rac t  s ta te  model spec i f ica t ion , it is
necessary  to def ine “maop ing V- funct ions ” wIli ch m a p  the abst rac t  s ta te  onto the program
s t a t e .  For exampl e , we mig ht have

map(length): (a program variable)
rnap(f i rst) :  hcadt (derefere nce the pointer to the head element )
map(eRj ) ) :  f( hecz d, j)  where f (x ,y)=if y=0 tllen xl else f (x t nex t ,y— 1)

for a linked list imp lementat ion of the queue. Then the ve r i f i ca t i on  of a par t icu lar  funct ion F
wi th  except ions $ and effect ‘p, consists of proving

map($) ~program F) map(~’)

The notat ion is that of Hoare [Hoare 69] and is read “if map(i~) is true and pr ogram F is
invoked , then map( 4’) will be true when it term :nates . ”

Ti lls kind of spec i f ica t ion has a more rra g i - - a b le ve r i f i ca t ion  method , sinc e the proof
of e~ oress ions like tha t above is welt understood [koare 69 , Floyd 67 ]. We stil l find
that  the lack of an exp licit representat ion for the type of objec t  in question is a probi em , as
i t is w i th  al gebraic spec i f ica t ions , forc ing the desi gner to invent “hidden” opera tors  .‘~hc se

onl y purpose is to take its place.

2.2.3 Predicate Transformations

Both of the above spec i f icat ion techni ques are representat ion- independent.  That is ,
tIle s p e c i f i c a tions make no reference to part icu lar data s tructures , thus leaving that decision
t o the imp lementor . We have seen that in many cases the purely func tional approach forces
the introduction of “hidden” operators , and we asserted that tiles e hidden operators are
merel y a way around making use of actual s tr uctures. This is part icularl y evident f rom the
abst rac t  s ta te  machine model examp le, where the hidden V-fun c tion “el” strong ly suggests
tIle use of an array. Of course , t h e  imp lemen tor is by no means forced to use an ar ray  -

tha t jus t happens to be a convenient “abstract representat ion. ”

We feel comfortable with the use of abs tract representations in the specif icat ion of
abst ract  data t ypes , because of our confidence in the combined data/ control nature of the
data t ype mechan ism itself. Since no pure l y data-orien ted nor control-oriented mechanism is
s uf f ic ien t , there is no reason to believe that either should he suff icient as a speci f icat ion
technique.

if the specification of an abstract  data t ype includes a mathematical representation ,
then the speci f icat ion of the operators can be given in terms of their ef fect  on that

- .~~. . ,  
— 

— — . 

~~~~ 
- . -  .- 

~ TT i1T’~~”~~~ .~
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i e p r es e n ta t i o n , ra ther  than in te rm s of ft . r c f kc t  on each other. That e f f e c t  can be s t a t e d
in terms of p r e d c a t e  t rans f o rmat ion  in the sam e way that the e f fec t  of pr imit ive
ni ogram ming an~ ua~ e f ta tu res  is descr ibed. The proof procedure given here is largel y
based on ti le work of Hoare [Hoare 72b] for  the ve i f i c  at ion of Simula c lasses , and the
subsequent deve looment by the A phard group at CMU [Wu If 76]. We shall , however , use

v~c’akest pre-condit ion seman tics [Dijk stra 76] fo r our spec i f i ca t i ons  and ver i f icat ion instead
of the weak  co r r e c tne ss 1 method of Hoare [Hoa-e 69]. Appendix A conta in s  the necessary
definit ions. The rea cer who is not ent irel y fami 1 ar wi th this approach should read the
A ppendix before continuing.

Every data type has both an abs t rac t  ( rriathe~sa t ic  al > and a concrete (pro~ ramrring
lan~:ua e) re p r25c . n t a t io n  or s t ruc ture .  Addit iona l ly,  each operator  has both a -n abs~~act and
conc re te  imp c ’mentat io n . The task of veri f ying the correc tn cs s of an imp leme nta t ion  consists
of showing that it is a valid model for the spec i f i ca t ions .  To accomplish this , it is necessa ry
to  define a rr.2pu n~~, -1, fr om the concrete representat ion to the abst rac t  one.

Axioms for operat ions take the fo r r i

P (X)  { F(X) Q(X)

w l i ic h  is in te rp re ted  as “Jf P(X) hoids and F(X) is e~’ocu ted , Q(X) w il l  hold w h ene ;~~r~ F(X)
Ic r  mina~es.” Then , to ver i f y t h is  ax iom for t l - ~ abs t rac t  ob ject  X and program F, aga ns t the
c or.cm-~ e ob jec t  x and program f , w e must pro.’e

= w p(f (x )~ Q(r~1(x))

w hic h, by the nature of wp , guarantees that the operat ion wil l terminate.  To ca r r y  out this
proof , it is necessary that the function sl’ be well-defined both before and a f te r  the
execut ion of each concre te operat ion - otherwise the ver i f i ca t ion  is meaning less. If we
charac te r i ze  the domain of r~~~ as the se t of concrete objects which s at is f y j, i.e.

domainh~f )  = ~c j(c)}

then if  we can show the invariance of j  across each operator , we can assert  that ~- .f is we l l—
def in ed. The method by which this invariance is proven is presented in [Weg brei t  76 ]
uilder the name of Generator induction , and was indicated informall y in [Hoare 72b]. Let tile
oper ators  of type t be o~, i( 1.,n, and let the set of objects of type t be 1. Furthermore , let P

Wp,~k c o ’ r e c t n e ~~5 is ut - ~~ut put c o r r . c t n e g ’ ~ w itho ut l e r m ’ ~~t ion  Sfr ~ c~ c o r r C c t n ( ’ , ,  us t e r m i n a t i o n  onl y Po~f io I
co ’ re~~t ’~es ,  ii or i i .a ~ent to  w eek c o r r e c t n e s s  Tala~ c o r v e c i n o ’ i s nclu de~ b o t h  w e a k  end s t r o n g  c o r , t i c i i e s s .

‘
4

.- - . _ _ _ __  =~~~~~~~. - . - ,~
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be (V ~ ’c T )  ~‘(x ) .  T rei ~ P is pre served by each 0~, j is invariant for t. Note that th is
o r i i u ia t io n  a i i c .ws  f o r  tile c r e a t c~ of new ob jec ts  by any operato r , as long as they are

in i tia l ized  to s a t i s f y  J .  It is assumed that  ti l ls IS the onl y wa y to create new objects.

2.2.4 The Character of Abstract  Pred ica tes

We ind icat e -u in s e c t i o n  2.1.3 t Hat new d a ta  t ypes are built up out of ex is t ing  ones.
This is done by appl y ing s t ruc tu r i n g  mechan is ms to those t ypes. These s t ruc tu r ing
mechanisms consist p rim aril y of arrays , records , and references [Flon 7/1]. Since we are
t o def ine m a t ne m a t c a l  r e p ’ e s e — t a t i c n s  for  the abs t rac t  t ypes we spe cif y, these are onl y
na tural l y c rea ted  by aa p i y ing rnat llemat cai s t ructur i ng mechanisms to other abst ract  t ypes.
Because w e  have not res t r i c ted  ourselves to any part icular  syntac t ic  form , we are f ree , in
princip le , to use any ma t hemat ica l  notions which we find appropriate. This somewhat
disconcert ing thoug ht - d sc oncer t i ng  because we mi ght all be required to be mathemat ic ians
a~~d programmers in order to read or construct  speci f icat ions - is for tunate l y not so ter r ib le
a f te r  all. It appears that a s r - a l l  number of co ncepts suff ices for most purposes. These
include the no tions of set , sequence , vec to r , and ca r tes ian  product. Taking the axioms of set
theory as given, we can define the other concepts ax iomat ica l l y as is done in [Hoare 72a] .
A series of definitions is g iven in A ppendix B, and should be scanned before continuing
further .

As an examp le, consider the bounded queue discussed previous l y.

Abst rac t  representat ion:  sequence (t )

Let S:sequence(t) ,
m:iriteger , <the maximum queue leng th>

x ,k:t ,
q:queue

Operator a%icrn s :

leng th( S)<m A q=S ( enq(q,lc) ) q=S’~k

q”k’~S { x’-deq(q) } x=k A q=5

( x4- f i r s t(q) ) x=k. A q=k-~S

We give an implementa tion for these specif icat ions as:

.~~~~~~~~~~~~~~~~~~ . 
.-

~~~~~
- . —.- ,-.- . —---- - . .  . — -—--—~~~~ -.~— -- .—- - .
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~~~~~~~~~~ 
queue( t : t ~~pe.. m:in tey,o r )

var V :a rray [O..m- 1 ] c_f
head ,t a i l : in t e~ e~j

c_2 c r e a t c ~ a: :euc
if mn~ O t he n  er ror
else

head ’-O; tai l.- O

O~ enq (a cv ’~~.e,k :t)=

if q.t a i l - o . head�m t~-on er
else

q.V [q.ta i i  mod m]’-k;
q. ta i l ’ — o ta i l~~1

q~ deq(oar ~e o) : t =

if q .tai l~ q head t~~’~’- e r ro r

else
q.head ’-q.heaa~ 1;
q.V [(q.head- 1) mod mJ

o~ f i r s t ( o:aue : = if q.tai l~ q.head then error  else q.V[q.head mod mJ fi

We def ine  oi(q) = seq~q.V ,q.head ,q.ta i l- 1) ,  .‘.- here

seq( V,i,j ) V[ i mod m]~V [(i+1) mod m]~...V[j mod m], if i~ j

~~X if i>j.

We wil l  drop the p r e f i x  “q.’ in what  fo l lows.  Note that

teng th(oc/(q)) length (seq(V ,head ,tai l - 1))

~ ( ta i l—i  mod m) — (head mod m) + 1
= tai l -head

‘.4

—--
~
.—=-~~~~~~.—— .. _

—: 
~~~~~~~ - . . - . - - - .~~~~ 

.
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Addi t o’m~i :y , we require

j  = O �tai l-headsm A m>O A ta i l�O A head~cO

The fact  that j  is ;nvar ia nt can be der ved as fo l lows:

(1) j  =~ wp(enq(q,k) , j )
) ~ wp(enq(q,k), OS 1ai l -head~ m A m>O A tai l2O A lead?O)
I =~ tai l-he ad< m =

~ O �ta i i - hea d +j ~~m A m>O A t ai l?- 1 A head�Q

t rue

(2) j  ~ v ;pyx ” - deq(q) , j )
j  ~ v. p(* ’.-deq(q), O~ ta il-head �m A m>O A tai l �O A head�O)

~ tai l>head 1~ ta i l - head~ rll+1 A m>Q A t a i i�O A - rad >- 1

t r e

(3’i t r u e  ~ w p (c r ea t e (q ) ,  j )
w p ( s r c - a t c ( c ) , O~ ta i l - heads im A m>O c~ t a i l~ O A lead~ O)
m>O A O~ O~ m A m>O A O?O A O~ O

t r u e

~t remai ns to ver i f y the operator axioms. For enq , we must prove

length ( S)<m A ~
.f (q)=S ~ w p( enq(q,lc) , .~ / (q = S - k )

The pos t - co ld it i o n  expands to

S-dc seq(v,head ,t ail-1)

Then ,

wp(enq (q,ic), S-’k=seq(V,head ,ta il-I )) =
ta il- l lead<m A S—k =seq (<V ,tai l  mod m,k>,head,tai l )  =

tail-head< m A S— k=seq(V ,head ,ta i l - 1)—ic =

Ieng th(S)(m A S=c.~1(q)

___________ — — — .- - - —-- —-——--tr-~~
-—- r~ -~ 
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~-,i miI / i r ~~, fO r  dec we ri ust p rove

-
~~ wp (” -deq (q ) , ~:f ( q )=5 A x=k)

The p os t - c o ’~d t io n  expan ds to

x= k A S~ seq( V ,head ,ta i l - 1)

~ r~cj then

.~ c (~~’ - - c ~-’ c~~, ~~k A S e q iY , ca d ,t a i l_ 1) )  =

ta iV ’ hrad A V [ b e a d  - c d  n~~=k A S=se q (V Hc a - l+ 1 ,t a l — i )  =

t a I — h e ~~d -‘0 A k— S =seq (V ,head, t c i l — 1  ) =

le rc ’.tHq)>O A ‘ (q ’ = k— S =

~or f rrd ~~e must p ro - .e

~ w~~ x~- f r~~t ( r, ) , ( a ) = k—S A x =k )

_
l? po s t - c ond i t ion  e~ par ds to

x=k A k-~S~ seq ( J,i d t a i i —  )

and

-.vp(x~- f i r s t ( q) , x =k  r. k— S c (V ,~~ a d t a i l- 1)) =

t a i l> he a d  A V [head mod m]~~. A k— S=seq (V ,hva d,t a i l — 1 )  =

2.3. On the Correc tness of Formal Speci~ic3tio ns

r~ow th a t  v~€. i a , ,e seen how we can s.p~i c f y a m o dule (data  t y ne )  and v e r i f y a
irr p lement ~d~cn , we come to the question of what we can say about t he c o r r e c t n e s s  of the
c p e c i f i c a t cn’ t he lme lves .

The prc ese of fo rma l  sp e c i f i ca t i o n  involves both a dec is ion  as to the a bs tr ~i:t
r pre~i ,e i .ta .t ion of an ob jec t  and decisions as to the ways  in which that  r e p r e s e n ta t i o n  n-ay
be per tu rbe d (by the opera t ions  of the type) . These per turbat ions are usuall y sub ject  to
con~ t a in ts  v. hi,c h are not full y descr i bed by the choice of representat ion.  For ex mp !e , a

_______ = -.---. ~--- — —
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¶ .equence of e lements of t ype t may be cons t ra ined  so ti lat the ordering of i ts  e lements
s a t i s f i e s  some proper t y ~1, i .e.

t ypo seq 2

abstract  representat ion:  sequence (t) such tha t (~ S’ seq 2) t~(S)

T his const ra in t  on the ab s t rac t  rep resen ta t ion  is hig hl y analog ous to 4he c ons t ra i n t  i r ruo~,ed

on a concrete  representat ion by tile invar iant which descr ibes t ee domain of ~.1, and it has
been called the abstract i nv a r ia r t  of a data t ype [Wo lf 76]. What is miss ing fr om that
t r ea tmen t  is a discuss ion of tile relat ionshi p between the abs t rac t  in-j e. r ant and the abs t rac t
s pec i f i ca t i ons .  While there is no w a y  to guarantee that  tile spec i f i ca t ions  are “c o r r e c t ’ wi th
respect  to the hi ghly abst ract  mode! possessed by the human who cons t ruc ted  tn - em ,
neverthe 1 ess we can go a long way by establish ing that the operat ions m a n  t a n  t~~e
cons is tency of the abs t rac t  representat ion. The problem then is , given an abst ract  in .ia r Ian t
f c r  t ype ~ 7~ , and a set of formal spec i f ica t ions of the form

P~ ~op ,~} Q~
to estab l ish  tha t  each sucn spec i f i ca t ion  sat is f ies

A P~ ~~~~ ~ a

I~. c t e a l - y , we must be care fu l  in our t reatment  of f ree var iab les in the various predicates.  in
par t icular , it is clear that  the asser t ion

v=vo

is not in~-a r iant  across the operatioti speci f ied by

v=v 0- 1 {op~ v=v0

and yet the conjunction (v=v 0) A (v=v 0- 1 )  is false , and

~~lse {op) Q

is. a lways  true. ~‘~!e solve this prOblem by res t r i c t ing  the f ree va r iables of 
~ a’ Let x be the

li s.t of variables free in P, Q which may have di f ferent  values in Q than t h ey  have in P. These
are the pararrieters of op. 

‘7 a must contain no f ree var iables which are not contained in x.
Ti le task tllen is to derive

A P {op (x )} 
‘7 a

-
~~ 

— 
. - 

- - ,n . —  -- - — -  -. - .- a~~
, ...a. . - .~ - r,a— -
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-0 m

P ~op(x )} Q

Using t he A da p t at on and Conseque nce ru les of [h~ a-e 71b] , .ce can s pec . f y the c c - ’ e t i o n s
whic h w i  aTh .v t h is  i n f e rence .  Spec i f i ca l l y, let k be the l ist  of var iab les f ree in P, Q but not

-n x . Then f ro m the rj l e  of A nap ta t ion:

F P {op (x ) )  Q

F 3k(P A Vx( Q~~j~ )) ~O~~~~)} 
~ a

and t i e  rule of Cons eq r:ence:

F P top (x )~ Q, ~ R=~P

F P ~op(x ) } Q

- .ce ob t a ,n  the rule of ~n a rm~~C e :

F P (op (x ) } Q, F 
~ a A P =~ 3k( P A

F 
~ a A P {op(x)}  

~ a

As a br ie f  examp le , co ns der to e spec i f ic a t on of a s imp le t ype fo pos i t i ’ .-e ir

type posint =

abs t rac t  representat ion = inte r~er sur.h that  (Vz~posint)z>0

Oper  at  ons

Let q, r , 5: posint.

1) r=a A s=h ~plus(q, r ,c ) }  r =a r. s=b A q =a+b

2) r a A s=b A a >b ~r i i nu r( q ,r ,s)] r— a A s=b t’. q=a-b

~ ndty~p~.

t i e  pred icate (Yz ’pos int)z ’O. To ver i f y that  the spec i f i ca t i ons  k~ave 
~ a n~ a r ia i t ,

~.t pro ‘e

. 

. 
.‘—-_.-- - , — .. . ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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(Y z posint )z >O A r=a A s=b (p lus(q,r ,s)~ (Vz posint)z>0

and

(Yz’pos int)z>0 A r=a A s=b A a>b {minus(q,r,s)) (Yz posint)z>0

From the rule of Invar iance , we must therefore show

(Vz posint)z>0 A r=a A s=b
=
~~ (Ja ,b) [r=a A s=b A

(Vq,r ,s posint) [r=a A s=b A q=a+b ‘~~ (Yz posint)z>Ofl

arid

(Vz pos int)z>0 A r= a A s=b A a>b
~ (3a ,b)[r=a A s=b A a>b A

(Yq,r ,s(posint)[ r=a A s=b A q=a-b =~ (Vz posint)z>0]]

~3oth  imp l icat ions fol l ow tr iv ia l l y.
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3. App lication

3.1. Introduction

The methodology of Chapter 2 is app l i cab le  to any large , pr operl y decomposed
progra m . As we discussed in Chapter 1, we are p r i m a r i l y i n te re s t e d  in the ve r i f i ca t i on  of
o pera nc. sy stems.  In this chapte r we shall present the design , spe c i f i c a t i o n , irr p lemen t a t i on ,
and v e r i f i c a t i o n  of a low- leve l  opera t ing  sys te m module , the process d i s pa tche r . A grea t
deal of emphasis is placed upon ve r i f i ca t i on  of the des gn ( s p e c i f i c a t - o n s )  be fo re  ser i f  i ca t ion
of t u e  imp lt ’ rne nt at i on . Before we at tempt  this task however , we mus t f i r s t  consider So m e of
t i c s- c-e  g i obal aspec ts of app l ying the methodology to operat ing sys tems .  In the next  f ew
nec t io ns  ‘.~e exa mine  the e f f e c t  of s t ruc tu re  and deco r i lpos i t io n Ori tile v e r if i a b i l i t y of
Cn e r a t I~~~ s , st e ms .  We also consider the important  in teract ion bet ~.c- eo the language in
.‘. hich a— o pe r a t i n g  s y s t e m  is wr t ten  and the sys tem i t s e f .

3.2. On the Structure of An Oporat in~ System

The s ’udy o f o r e - a t r’g sys tems  de s -~~ w a s  S ’ g n i i l c a r t y inf ,u€ ’ ” c ’~d o , t H- ee  r e s e a r c h
e f f o r t s  - U-c T i-OS. sys tem of D i ; - s t r a  [ i j k s t r a  58~, the 2 0 0  s y s t e m  of ~ r n c h kiancen

~E3r nco ~~~~~~~~~~~ 70], and the Muitics sys tem c lv .  e l coed  at ~1!T’ s p r o j e c t  MAC
[i Oa n ic ~ 7? ] . The reason these sy s t e r r s ba- w e  been so inhuent~~i s to e c ,g n i f i c  ant
c o t r i h u t i o n  e a c h  as. made w i th  regard to the s t ruc tu re  of C pe ra t i ng  s y s t e m s .  T~’e pr imary

eas.on f ur  tile co m p lex i t y of mos t cor i l-r e r c i a! sys tems is not merel y their huge s i z e , hut the
f a c t  U-at t oe  comp lexit y of a la rge-sca le  s y s t e m  is i nc reased  many t rres by the lack of a
coher e nt , w e l l  rr.cd ularized s t ruc tur e .  Since i t is our goal to reduce the comp lex i t y  of

e r i f y in~, opera t i ng  s7-stems , a good system s t r u c t u r e  is c r u c i a l .

TIle T .H.E. sys tem (and later  thc . Venus sys tem [Liskov 72]) dr~’ide d the var ious
aspe c t s  of an operat ng sys tem into several  Lay ers (or Le vels), whic h were arranged in a
h ie ra rc hical manner. Each layer  cons t i t u ted  a modi f icat ion of the nc~~t lower one , and in this
w a y  the ha rdware  was successivel y molded into a macri m e  which wa s  much more conv en ien t
t o use. Each of the layers  (above the def in i t ion  of p rocesses)  wa s co moos ed of a nj r ~ ber of
pr oces ses .  Each process c ould as k a lower - leve l  (but ne- icr a h gher - leve l)  p rocess  to do
some work for i t .

The RC4000 sys t em introduced the kernel  or nuc1eu~s approach to sys tem s t ruc tur :ng .
TIlls bas ic approach has , s inc e been used in severa l  diverse systems , inclu ding the HYDi ?A
mul t ip rocess ing  s , stem ~I-l!llf 74] . l Ie  kernel of an ope rat ing sys tem cons is ts  of the
di f ir i t ion and n- -~in cge rnent  of p r i r r i t i ve  sy s t e m f e a ture s , including processes , ro n io ry
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managemen t , and low- level  I/O. This a pproach is intended to allow for the desi gn of various
outer  shells , all using the same kernel , thus permi t t ing  t u e  tai lor ing of systems for par t icu lar
applications while maintaining a common bas is. Tile kernel is t yp icall y the most p ro tec ted
par t of tile system , and the approach has been used to res t r i c t the scope of ver i f icat ion of
p ro tec t i on  mechanis ms [Schroeder 75). The RC4000 system was desi gned for use w i th
process contro l  computers having diverse applications.

The k4ultics system introduced the idea of a highly modular and distr ibuted system ,
wi th  a p ro tec t ion  s t ruc tu re  that al lows the dynamic rep lacem ent of system modules on a per-
user basis. The distributed , non-hierarchical nature of the Mult ics sys tem negativel y a f f ec t s
its ver i f iab i l i ty .  In a non-hierarchical sys tem , it becomes dif f icul t  to maintain the princi ple of
maxinl a i encapsulat ion , since each system rilodule has the potential to call or be called by any
other , introducing the possibilit y of indirect recursion .

Kernel systems are not fundamental l y d i f ferent  f rom layered sys tems;  it is simpl y that
the kernel boundary has spe c ial pr opert ies .  A layered structure has the advanta ge of
rc S t r ic t i i lg  tile scope of ve r i f i ca t ion  by eliminating cyc les and recursion , so we shall want our
operating system to be so constructed.

3.3. On Hierarchy

In [Parnas 74), Parnas points out that there are many possible hierarchical
structures , and that any particular one is not defined until the parts (entities to be ordered)
and the rel at on (that governs the hierarch y) are specif ied. The T.H.E. system was a
hi erar ch y of abstract machines which consisted of processes , and the ordering relat ion was
“g - e o  work to.’~ The k4ultics system is organized into modules , and there exists an ordering
re la t i on win ch is “more privileged than ”, althoug h the hierarch y is ilot enforced on in ter—
ri,Odu~e cal ls.  The scheme we will use is most similar to that of the Famil y of Operating
Syste ms (FAMOS) design project  at CMU [Habermann 76). The FAMOS system is organized
in a layer ed manner , but the par ts  among which the hierarch y is enforced are subroutines ,
not modules nor processes. In that sys tem , a module is allowed to be sp lit among severa l
leve ls , some of it s  funct ions residing at each level. The FAMOS design s t ra tegy may be more
geruerd than us re ess ary ,  and we hope we wil l not find it necessary to have modules cross
e ,e l  houn-Jar es. Thus is ch ief l y because our modules (abst rac t data types ) are small. The

sp t t i n g  of n odules un ip i i c ~~t es  the verification of invariants , since it becomes possib le to
t r an’, ’er from one le-iel of a module to a lower one via an arbitrary path , without first having
placed the data -t ruct u re in a consistent state. 

- - .— - -
—-—- --—
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3A .  On a Decomposition into Leve ls

Having decided upon the s t r uc t ~~ ing techni que, the decisions as to -.vhich fu nct ions
bel ong at which e els becomes r~ost  i r r p o r t a n t  A goal of the FAMOS sys tem is that  the
seve ra l spec ia l  purp ose s , s t e r r s, ~~h:s , K a r .~ c r e a t e d  for  a par t icu lar  machine have as much in
co m mon as- possible. This is accompl ished by desi gning the lower system levels so as to
pos tpou le dec is io ns ,  w h ich are not s u f f i c e n t l y c onr on to sys tem fami l y members. Th is ,  leads
to a ra t he r  pf e a c ng log ica l s t ruc ture .  We present a hypothet ical  s t ruc tu re  here which dd fers
f r o m  t n a t  of the co mmon le-ie !s of the FA~V40-S sys tem primari l y in the ordering of processes
and M~ ru- anagenn. nt 2. It is:

lev e l ~ m i d  f unc t i on

9 user ir lter ~aCe
S f i le sys tem
7 user oe r i phera ls
6 s-i. a p p n g
5
~ M,. managemen t
3 M~ managemen t
2 synchronizat ion
1 pr ocesses and P~ m anagemen t
O hardware

In the s t ruc tu re  as shown , the cr i te r ion  for placing one level above another is s i r-p ly
tha t  the lower  level has no need for the fac i l i t ies  of the higher one. Level 1 is responsible

- for tile ma inte nance of a f ixed number of processes and for the multi plex in g of moa d~
r i r o c e s s e s  am ong the hardware processors .  Above this level , the ac tual number of
r ro c e s s ors is unknown. Le . ’eI 2 wi i t  define the synchronizat ion mechanism to be used by
processe s (e .g. semaphores).

T Ii~ next level , M~ mana;er c.nt , is responsible for the al locat ion and dea l loca t ion  of
pr r- i a ry  r i e r c i ry .  This leve l is placed above that of synchronizat ion because it may b~ that  a

I
2 T i~e ~~~ no~~~f i c ~rr of t Fe i i  71] (pr ima ry r~ -e r1~~~ry ) .  M1 (secondary n- emory ) , P~ (centra l  p roce r so ” )

- 
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request for memory allocation cannot be sat is f ied at a particular time , and the requesting
process must the re fore  be delayed until some al located s torage is freed.

A small d igression is in order at this point. The FAMOS system ass i gns the
responsibi l i t y for M~ nlarlagement to a level below tnat of the definit ion of processes - in
fac t  to the lowest so f tware  level. This was done because the lowest level , the one which
al locates memory, also introduces the concept of “pro tec ted  addressing environment ”, and it
was fe l t  that as much of the system as possible (i .e. every thing but the lowest level) should
be so pro tec ted.  The memory over f low problem (i .e. running out of memory) is solved by
using the general mechan ism of the sof tware trap, which is intended to model the behav ior of
the hardware t ra p faci l i ty .  Using this mechan ism , a level which encounters a condit on which
it is not prepared to handle can invoke a particular trap, allowing a higher , “smarter ” level to
f i x  tile problem. It is claimed that an upward t ransfer  of control , such as a trap , is not a
violat ion of the hierarchy if there is no dependence , on the part of the t rap  ini t iator , on the
successfu l  result of that trap. While this appears to be true in princi ple, the fact  is that t he
t r a p  usuall y occurs in an “inte rm edi a te ’s s ta te , requiring that control  eventuall y return to tile
point at which the trap occurred in order to continue the ori g inal task.  We ( the author) fee l
that such dependent traps are to be avoided. Since we are not using the address ing
environment scheme in any case , there is no reason to place memory management below
p r o c e s s e s  and synchronizat ion.

Returning to the exp lanat ion of our hypot het ica l  sys tem s t ruc ture , level 4 is assigned
the task of allocation and dealloca tion of secondary storage , e.g. disk, from tables kept in M~ .
Level 5 is then in charge of transferring da ta between primary and secondary memory. The
swapping system , at level 6, uses the faci l i t ies of levels 4 and 5 to multi plex the al located
p rocesses  in pr imary memory (essential l y sc hedul in g t hem in a much coarser fashion that that
of level 1). Above that , level 7 will def ine access  to tile other peri phera ls  in th e sy s t em  (e.g.

line printer , terminals , magnetic tape , and card reader) . Level 8 provides a f i le sys 4 em for
storing and retr ieving temporary or permanent data from the peri pherals. The user inter face
at level 9 then interacts wi th terminals to drive the rest of the operating system.

3.5, System Structure and Imp lementa tion Language

We sketched , in Chapter 2, a programming language that is strong ly t yped - i.e. every
variable has a t ype , the t ype determines tile legal operations which may be app lied to t l lat
var iable , and there are no imp lici t coercions between types. These at t r i butes will great l y
enhance the ve ri f iabi l i t y of programs. Unfortunatel y, we canno t define and imp lement that
language , and then use that f ixed language throug hout system implementation , for the simp le
reason that the semantics of many language features are dependen t upon the correct
operat ion of the sys tem itself .  For examp le , it would not be proper to use a language wi th
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d,-narn ,c s to rage a l locat ion f a c i l i t i e s  in order to imp lemen t any level below that of

nlai’a~,emen t , and it would not be proper to use any built- in synchronizat ion cons t ruc t s  at or
belOw the level at which synch ron iza t ion  is c:o ’ ined.

We therefore adopt the notion that the imp ienlen t a t i on  language is a chang ing en t i t y .
Each t ime a new level is imp lemented , that level a f fec ts  the language that is to be used to
imp lemen t the next  level . The easiest and most com m on change that  can occu r is the simp le

introduct ion of new data t ypes. Occas i onal l y, the syn tax  and semant ics of the language wi l l
ch~i ’~ e.

The base language , i.e. t h e  one wh ich we wil l  use to imp lemen t processes , wil l  be
s t ’ nn~~y t yped , hut conta in  no dynam ic a l locat ion f ac i l i t i e s , no recurs ion , no p rocess  c rea t i on ,
..nd rio s~’nc hronizat ion cons t ruc ts .  The only data t ypes in ex is tence at this point are the
prinli~iVe ones - ~- ufegc-r , bootear t , and rea l. When processes are imp lemented , we wil l  add to
the Ian~ ua~ e the const ruct

c2~;?
_Qg~fl ~i

// S 2// 5n çoend

which defines n processes , wi th  process i ex ecut ing s ta tement  S 1. The construct  will be
ii nler en ted by choosing n of the processes m ade ava i la b le  by level 1 and assign ir .g them to
t i ie r rec f ed t as ~ s.

Whatever  synchron iza t i on ri ,echanism is introduced by level 2, that mechanism wi l l  be
a~- a i l a r i e fo -  t ne imp lementat ion of level 3. One possib i l i ty  mig ht be the condi t ional  c r i t i ca l
u s  gion [ Ru nch Hansen 73], another the monitor concept [Hoare 74], and a third mig ht be
pa th  o~~press ions ~Flon 76]. Each wi l l  change the imp lemen tat ion language in i ts  own way.

W hen the k~ managemen t level is irnp lenlented , we w ili extend the language to o f f e r
dynamic s to rag e al locat ion . Two operators , new and free are introduced [Flon 75]. These
w i l 1  be used to al locate and re lease an instance of a g iven data  t ype , but onl y f rom inside the
t~ pe ‘n ‘ in it i or,. C rea t ion of new obj ec t s  f ro m outs :de the type def ini t ion must be cone via
Ire cr~. n te  c u r - ra t i on  of t l lat t y pe , w hich can invoke new and free. This wil l  a How us to eas i l y
v e r i f y urope r i n t i a l i za t ion  of all ob j ec ts.

We imagine that level 4 (M5 managemen t) wi l l  prov i de the language w i th  a new d a t a
t ype , V s b l o r k i s z e ) , to c o r r i~s-pond to a block of seco ndary  memory. Level 5 (M5 I/O) wil l
pu o- . vle opera tions to t r a n ’ ,fer Msblock ’s het~~c-en M5 and M~ . Level  7, t he f i le  s y s t e m ,
introd i c e s ,  t i e  da ta  t ype fi le , wi th  i ts ope rat ions open, c l ose , rea d , w r i t e , etc.  Fur ther
e x t e n s  -on of the langi .ia~ e by the other levels is minimal.

We also c’ n- phas ize that it is possible (necessary,  in fac t )  to remo”s f e a t u r e s  and data
,‘p ’~~ 

1rorri t i e  langu.~~n as they i, c C me too pr i mu t ! - : e .  This wi l l  enable us to reduce tile

~~~~~~~~~~~~ ~~~~ 

. - -—- .--— - - 
~~~~~

-
~~~~~~~~~~

--  —
~~~~



27

sco pe of ve r i f i ca t ions .  For ex amp le , the t ype Ms ,block will not be useful above the f i le
sys tem , arid it wou ld he dangerous to leave it around.

3.6. Desi gn of the Process Level

Before present ing formal spec :f cat ions for the process level of our sys tem , let us
consider the c r i te r ia  we would like those s pe c i f i c a t i o ns  to sat is f y. First , t he process leve l  is
intended to hide f rom higher levels the actual number of hardw are processors .  T his is
accompli shed by defining a pr ocess to represent the s ta te  of a par t icu lar  computat ion.  T hat
is , i t consists  of a prog ram , including global data and constants , and local da ta  which , am ong
other things , contain the necessary informat ion for res ta r t i ng  that computat ion f rom the point
at which it was last preemp ted. It is then possible to multi plex the processes among the real
Pu oce sso rs , switching among the d i f ferent  processes from time to time in order to g v e  the
an pearance of continuous service to higher levels. A reasonable goal is that the processor
multip lex ing be done in a fa i r  manner (we shall be more precise about the meanirg of fa ir
later on).

Since processes actual l y in execut ion have no useful task to per form from time to t ime ,
as w hen they arc. wai ting for informat ion f rom another source , we would like to separa te  the
se t of ex is t ing processe s into those which can execute  and those which are v ia it ing . In fac t ,
we wi ll def ine three s ta tes  for a process - w a c t i r i g ,  rea dy, arid running. A wai ting  process is
nOt considered a candidate for assi gnment to a processor - tile set of ready processes is the
one from which such cand idates are chosen. A process in actual execut ion on a processor is
said to be runn ing.  The three states are mutuall y exclusive , and as our second goal we
would like to guarantee that every process is in one of the three s ta tes , wi th corresponding
imp l icat ions , at all times. As an examp le of such implications , non-running processes must
ha- ,’e their execution s ta te  saved. We will therefore restr ict  the transi t ion to the wa it ing
s ta te  to be made only by the operation unread y, and that to the ready state only by the
operat ion ready. In order that we may guarantee a degree of fairness in the scheduling , we

shall not al low higher levels to choose which pr oce ss c s  to run next (else the fa i rn ess  proof
could not be localized to the process level) , althoug h we wilt allow them to determine t re
scheduling points. For this we define the operat ion preempt.  We defer the concept of “time-
sl ice ” to a higher level in order to avoid the quite separable problems of managing a
hardware clock. We onl y require of preempt that it be ca lled periodicall y. Determination of
tile par t i cu la r  per iod , or even if there should be (just ) one , is something to be decided by

~-u bsequent pe r fo rmance  evaluat ion .

Since we desire a somewhat real is t ic  system , we will incorporate the notion of process
prior i t y in our design With each process we associate a priorit y. A process will not be run
when there are ready proces ses of higher priority. The priority of a given process is
co nt ro l led by hig her levels , but it nlust remain f i red while that process is rea dy.

1~_



3.7. Formal Specif ication of the Goa ls

In t his s e c t io n  -
~.-e  presen t a set of s p cc i f  ca t i o ns  w h:~~h sat is f y the abo’ie goals.  V-ic

s t r : - n g l- y s ugg ec t  t h a t  the reader  be fami l ia r  w t h  the notat ion and def in i t ions  of Append ix  B
H P~~Cr  proceeding.

Let  t he a b s t r a c t  r e p r e s e n t a t - o n  of a process be tile record

(s t a t e : ( r u n n i n g ,  w a i t i n g ,  rec dy ) , pcs :P c c t s t e , pr ty: iatcge r , iccded~bss r an)

‘~-e Pcst ~~ e is a machine depende nt t ype w ho c e  re p res en t at ion  is s u i tab le  for  sav ing  ~he
ed e~ i cut iOn s t a t e  (e.g. program counter , re loca t ion reg i s te rs , general re . ; is te rs, e t c . ) ,

,-unc t .‘.i~ ch p-o  - dr.s the ope ra t ions  unload and load to save and re s to re  that  s t a t e .

~.e nce fo r tb we wi l l  as-~ ume that  t her e  is onl y one ha rdwa re  processor  a ..’ a ’ la b e , so tha t
l o ’d  and unload r ef e r  to that  pr ocessor . A l t hotj g h ~ e c ould have assumed a large r  number

of rea l  p roce ss ors , the resul t ing c o m u e x i t y w ould serve no pedagog ic puroose. We also

a’-s u ine that  our p roce sso r  has t w o  p r o t e c t i o n  s ta tes , and t hat  the s ys tem (at least  this level)
e x e c u t e s  in the pr iv i leged one w hi le p r o c e s s e s  do not. Spec i f i ca l l y, load and unload h~~v~
c Yec t onl y upon t ile ‘ user ” en , i r onr re nt .

Le t the var iable cur r ent  refer to tn .: cu r ren t l y running process (i .e. c i~r:~~at is a

r C ’v :  c - n c e 3 to type  process) . T hen we desire th a t  the opera t ions  at this level (read y,
LLc ’  S hy ,  and preempt )  sa t is f y the invar iant

j  1(curren t) = (V p’pr ocess) [ (p .s t a t e~~r eac i y  =~ p.pr t-y < cu r r e n t ~~. p r t y )
A (p.state=r unning (p leaded A c u r r e n t  =~lp)]

A curren t l .s t a t e ” r unn i rg

In or der to s a t i c f / this invar iant , the dec sion as to which p rocess  10 run n n~~t must be
n-.a- ~e b choosing a re a a ’y process  of highest pr io r i t y, In addition, in order to p-ov ide the
fa i r n e ss  we discu s sed c a - t i e r , we will choose f rom the set of such ca ndidates the one which
has been read y the longest. Since the spec i f ica t i on  technique has no exp l ic i t  no t ion  of t ime ,
wc ii.j s t  group the r e a dy  proce s ses  in an a bs t rac t  da ta  s t r uc tu re  which makes that  c ha ce
c c i ’ - en ient . W e c l i c c c e  a vec to r  of sequences of p rocesses for  this purpose , w i th  each
i’ le rsent of the vector  rep ru  sent ing the p r c c c ~ ses at a g iven pr io r i ty ,  and w i th  tile head of
each sequence being tile rex t  process to run at that pr ior i ty.

We use the rtu 0th n o t a t i o n  v i  m ea ns r c ie rs fe , ~v~c r d , H rne~~ris a r ’ e~ ence t o  t ie  ob je c t

4.
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Let R[1.. n p r t y ]  be the “rea dy-l is t” vec tor , wi th R[k] having type sequence of process.
Then rea dy, unready, and preempt  must a lso sat is f y the invariant

= (Vk( 1..npr t y)

[(V p ’ process) (has (R[~.1,p) (p.pr ty=k A p.state=ready ))
A (n~p~has(R[k] ,p)} — length(R[k]))]

so that  each sequence co n ta ins  all read y processes of a given pr ior i ty,  and that  no process
appears  more than once.

We can now at temp t to properl y specif y the rea dy, unrea dy, and preempt operat ions.

1) read y (p ) :  Ready ing a process of lov .er prior i t y than the current one.

p r e ’~: p s t a t e =w a i t i n g  A cur ren t 1 .pr t y2p.pr ty A R[p.prty]=S

post :  p=<p’,s t a t e ,rea dy> A cur ren t =c ur ren t ’  A R[p.prty)=S— p

2) ready (p ) :  Read y ing a process of higher priori ty than the current one.

pre: p .s ta te=wai t ing  A cur rent = ’Ic A c .p rty<p.pr ty  A R[c.prt y]=S

post:  current  =Ip A p=<<p’,s t ate ,running >,loaded ,true>
A c’~<<c ’,s t a t e ,ready> ,loaded ,fa lse> A R[c.prtyJ=S-’ c

3) unready(p): Unready ing a process other than the current one.

pre: p .s ta te = read y  A R[p.priy]=S-’p-~V

post: p=< p,s t a t e ,w ai iing> A R[p.prt y]=S-~V A current =current’

Ii the f o r m  d sc i j c se d  for  s pe c i f i ca t i on  ri Ci~ ia ier 2, ‘‘~ 
... ‘~i’ui’J read pr e ~i ’ c i d j (p ) ~ past

-4.
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~1) unr€ ’ad~ i p n e a d y - n~ t he cu rent p r o c e s s

n c :  c r~’ n t ’~Ip A ~~~~~~~~~~~~ A k - c ~~~

post :  p=~<~- p’,s t a t c ’ ,~.’ai t ing> , ou-:lc d,f a lce> A c u r r e r t ~:~~c
A c=”c ’,~ t a t e ,r unnir > ,l’uaded ,t r ue> a- P~c .pr ty ]~ S

~hi n r c r ’n l r - ~ (): c - e m p t  .n -.~ a r th no reauy p rO C e s s  of equal pr i o r i t y
to the cu r ren t  o~ e.

pre: (>j ) (P[ j ] iX )  cu r re n t  ~.pr t y

cu r re n t  =c u r ren t

.~~‘ . i z r t i ’): P re — e r : -ph n g  v.- nj le  a pr oc c-c s  of equa l p~ io r i t y  to the
cu r ren t one is read y.

f r~ ’: cu r re~~t ~~~ A p p r t - ~’ =c .p r t y a P~p pr t y ]~~p—3

~ c s t :  c u r r r ’ i ~~~ a ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
A c= e<c ’,s t a t e , r ead y >~ o ac: c d , f also > A P[p.prt yJ :~~~c

note t~ a~ each of thc’ above s p e c : f e d  process opera t ions  h~ ppenc to huvn t a o  a .

~~~~~~~~~ -~~~h i t . The t w ~ ar ionS ar e simp l y  a co r ’.’e n n n t  form of e~ uress ing the f a c t  t h~~t

t~ - . - - ~ a re t ~. o bas ic  cho ices as to  trie out come of t r :e opera t ion , and s t r cnu! y sug g ss t an
h r  ~~~e 1 c o n t r o l  Slr i~C t J r e  of tile form

~ P 1 t ’~e~ S 1 o r - : P2 ~~~~ ~2 ~~~ 
e rr or h

• ‘e P {S 1} Q 1 and P2 {S~~ Q2 c or re s po nd to the two  a ,ionls.

3.8. V e r i f i ca t ion  of the Goa ls

- ----— - .
~~— - -
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3 8. 1 Ver i f icat ion of the Co -s is te ncy Inva riant s

Before even conside ring an irip lerrien ta t i on  for t he s p e c i f i c a t i o n s  of t ype  p roc es s , we
mus t v e r i f y that these spec i f i c a t i ons  sa t i s f y our goals. In par t icu lar , w e  shall pr-n ie t ha t  both

and -~2 are invarian t across each axiom. The method used to prove this i r - ~ar ia r ic e is
given in sect ion 2.3. That is , to show j  is invariant over op(x) when

P (op(x )} Q

is known , w e mus t pr ove

A P ~ 3k( P A

.vl iere ~ is the parameter lis t , and k is the l ist of var iab les  f ree  in P,Q but not in x. in the
case w Here  k is emp t y, we can s imp lif y this to

5 A P ~ Vx (Q~~.j )

The proof fol lows:

1) reaoy (p) :  We must prcve

5 1(curr e nt)  A 52(R) A p.s ta te=wa i t in g  A currentt .pr t y?p.pr t y A P[o .pr ty]=S

~ (V q.pr oces s )  (VT( 1..nprt y of sequence of pr ocess)
[q=<p ,sta t e ,rea dy> A c u r r e n t = c u r r e n t ’  A T [q .prt y ]=S-q

~ 5 1(c urrent) A 52 (T)]

In this case , as in all of those that fol low , the truth of the above expression can be
ascer ta ined by s t r a i g h t f o r w a r d  simp l i f i ca t ion , .i.hich we omit.

~~
—

~~~~
--- -
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2) r c a  1- Pu p ) :  We must prO~ e

( c u r r e n t )  A P p s t a t y ~rw a i t i ng  A cu r ren t  Ic /‘ c p r t y~’ o.pr ty A R~c .p r t y]-=~

—
~ (V~ ,r ,cur i  pr oc e ss )  (VT( 1.. npr t y of se q uo nce cf process)

[(cur= Iq r- q - -<~ p,s t a t e ,runni np> ,loa deci ,t r~.
A r= < - <c ,r t a te ,re a c t y > ,loadcd ’a-cc: ~ A T L r p r t - ,’~~~~-~r)

7 . ( s u r )  A

7) u n.  -oa - .-- p): ~ r~ : ‘ -~ pr ove

a P’ A O r t ~~ s . n 
~~~ r - P p pr t y ]=S~ p —V

(
~‘ u ; - ~ ‘ess ) -

, 
. of seQ ue nce  of p ’ o c e - c s )

• a t C A  oh i I f L~~p r t  ~=S— ’,~ A c u r r c  n t= c : i r  rv ’-t ~

- ‘  ~2 1(c r r o n t )

u nr . - - . -
~~. o) :  /.e ~~: ct  or u- 10

1 (c 1 .~ e a t )  A 5~~( P)  A c i : r r ~~n~~~7 p  A k=(>~)(~ [j]yX) A

( Vq ,r ,c ur’ pr ocess )  (V T~ 1. .n prt y of seq ... r - ncn of process)
[(q=~~p,c t  a e ,’~ ai t :  nu”,ic~,de d,f a l r .c > A cur = r

A r= - c ,r t a te ,rurning >,loacte d ,t r ue > A T[r .pr t y ] — S )

~ j i(c u r )  ~

r r ~~~t~~ : ‘
•
‘.~~

- must p~u -‘v

i 1 (cu r r ‘.nt ) A 
~~~~ 

A (> j )(P .[ j  ]/~ ) 
~ - cu r ren t I .pr t y

- ( c u r r e n t -  r un  nt ’

~ 
( c i. i r  n i . i lt )  a

- — . .—.-——.—-,. - — .= . .—‘. — .- —~~~-
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6 1 preempt 0: We must prove

1(current )  A A curreri t=tc A p.prt y ’c , p r t y  A R[p,prt y 3 p ”S

~ (V q,r ,cur i’ proce ss ) (V T ( 1,.nprty of sequence of process )
[(cur =Iq A q=<< p,s t a t e ,running >,loaded ,t rue>

A r=<<c ,sta te ,ready >,loaded ,fa ls e> A T[q ,prty)=S-~r)

~ J1(cur) A 12(1))

This com p le te s  the proof that  both and 
~
i2 are invar iant  across the operat ions of the

process module.

3,8.2 Vc - ri f icati o r , of the Fairness Property

We wil l  now attemp t to prove that ~~~ implementat ion of the speci f icat ions for t ype
pi-ocess s a t : s f e s  the fair serv ice goal . In part icular , we shall prove that the ready ~rocess es
of l- ir,i’ es t  pri o r - 1 - ,- are e~ ecu ted in Round Robin fasll icn . Althoug h there may be many
a l t e r n a t i v e  def in i t ions which ma -,’ have their own meri ts , this one is reasonable both from the
c o n t e x t  of sys tem behavior we possess t H L S  far , and for the pedagog ic purpose of
i l l u S t r  a t ing the v e r i f i c a t i o n  techn i que. Karp and Luckham [Karp 76) have ver i f ied  a fa i rness
pr oper t y for a par t icu lar  i n - n o ~-=en~a iuon of a process disoatcher.  The proof we shall
presen t , dealing w i t h  the s p e c i f i c a t ’ o ’~s onl y, app lies to any ar b~~rary  imp te men t a t on .

The proof t a kes  the form of induchon on the h is to ry  of ca l l s  upon tk e ope at ions
r r a c ~v , unready, and p’a-e”~c r. We snaIl requ ire the addition of an au-~i ! iary var iable to the
s r .  n iu i ca t ions , f -c’ ~ e purpose of record ing the succe c - s i  .-e values of the pointer current .

- 
T i - - i ~ ‘ j a r i , ,o ie i~~ n. - ’~~ted 4 , and .vill have t jp e scqu °nc e of p rocess.  It is initiall y equal to tile
n j ’ : •-quence. ,. -

~~~‘ - ~- ‘ a sp e c ~icat :on of tue form

cur rent —I p A p#c ~op } cu r ren t —I c

‘ 5 . e~~e~ 
j t~~d - - ~ 

,
~ • er c ,.~~ re r ~t is c ha rged ac ros s  op) , we wil l  rep lace it by

(urr~~n~ ~r- A p~~c A H=S (op} curreilt=Ic A H=S~ c

~~~~~~~~~~~ ‘ j  pro .  erl C - i n r l Q ~~ be c a r t  as:

T I eorem

— 
— -  — -

~ 
- - . .  . — —-- — —.- - — • 1
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Let a and b be a rb i t ra ry ,  d :s t ’ nc t  re a d - ,, pro ress .e s  of equal pr iority ,  and let t here  be
no non-wa c t i i tg pr ocesses of hig her pr i or i t y. Then , f or any sequence of ca l ls  on rea dy,
unrea dy, and p r e e mp t  which ma rt a ins th is  s t a t e , the result ing h is tory of d i s patch in~ , H, when
re duc e d by deletion to a sequence of ju st a’s and b’s , wi l l  be of the form (ab)x (av>~).

Formall y, let p(S) reduce S to onl y a’s and b’s , i.e.

p (a )  a
p (b) b
p(c)  = X if c~~a an d c~ b -
p( S - x )  = p(S) ’p(x) -

TH~ n w i thout  locs of general i ty we v.’ is h to prove the re la t ion

5f a ir~~’~~ 
= p(H~ R[a,prty)) (ab)* (avX)

invar ian t over any history v, ’rAc h ma intains the s ta te

a , p r t - y =~b . p r t y a a . s ta te ~ w a i ting A b.s tate ~~w a it ing
A c u r re n t I p r t y~ a.pr ty A a.prt y=(>k)( R[k]y\)

0-2 ’ :

I )  r ‘ I : We rc uc, t p - a v e

‘ f ;,i r P’ , ’ U A J i (current )  A 52(R)
A po t  a~e~~wai t ing A current l .pr ty�p.pr ty  A R[p.prty]=S

~ (V q. pr oc ess )  (V T 1..nprt y of sequence of pr ocess)
[q=<p,s t a t e ,ready > A current  ocur rent ’  A T[q.prty~ =S -~q A H=H’

~ 5 1(cu r re nt )  A j 2(T) A p(H~ T [a.prty] )  ( (ab)* (avX )]

‘ ‘~ Ca n  or SUrr c p~ u and p~ b (he~~~tj 5 e  p .s t a te ~ wa i ting).
Fur the !  more p.prt y~m.pr ty ,  else a f t e r w a r d s  there will be a higher priority non—wai t ing
process .

Then p(H’~T [a .prt ’y~ p iU. p;a pr . 
7-D. 

— ~~— - —  
------ ——-——-‘..

~~~~~~
-,- -.- - - .-- . - - 

~~~~~~
— ‘

~~~~~ ——~~
-- 

—
- -.— - —.—
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2) ready (p) :

Since p,prty >current l.prty , the conditions of the theorem are violated , and
we need not consider this case.

3) unread yko ): We must prove

1fair~-~
,
~~ 

A 5 1(curr ent) is 52(R) A p.state=ready A R[p.p rty]=S- p—V

~ (V q(process ) (VT 1..nprty of sequence of process)
{q=<p,state ,waiti rig> A T[q.prt y )— S— V A current—current ’  is H=H’

~s j j (current) A 52(1) A p(H~ T[a.prty]) ( (ab)*(avX )]

We can assume that p~’a and p1’b, so p(H T [a .prty) ) = p(H~ R[a.prty]).



~) utiread y(o ): We must prove

•.t ta i r (P,H) A 5 1(curren t )  A 52 ( R) A cu r ren t —I p is k=(> j)( P[ j ]~ X )  t~ R[ic) =c—S A H=V

‘=~ (V q,rc u r corocess )
(VT ’  1..nprt y of seq uence ~f p rocess )  (V V] sequence of pr ocess )

[q=<<p,s ta t e ,w a t i r ~g> ,loaded ,fa lse> is cu r = I r
A r=<< c ,s ta te ,runn ng >,loaded ,t rue > A T[r.prt yj=S is W= V-’r

~~ 5 1(cur) A 52(T) A p(W — T [a .prt y )) ‘ (ab)* (av)~)]

We ar .sun-ie p~ a A p~~b. 
-

i) Suppose c =8, Then p( W)=p (V-~a)=p( V)-’a and p(R[a.prt y ))=a~ p( S ) =a — p(T [~ .prt y j ).
So p(W ~ T [a ,pr ty]) p(V ) -p ’P[a.pr ty)) p(H- R[a.prtyj ) .

ii) f c=b , the s- ,-- mmetr ic arg u ’ac n t holds.

iii) If c~~a a c~ b, t hen p V~ T[ a . p r t y ] ) = p ( W)- ~p( T [ a , p r t y ] )
~rp( V)~ p( P[ a. pr t y ~ = p (l-~’- P[a . pr t y]).
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5)  pree rnpt 0 :  This is t r iv ia l .

6) preemp t0: We must prove

is 5 1(current )  A
A cur ren t = tc  A p . p r t y = c . p r t y  is Rf p.prty]=p-~S A H V

~ (V q,r ,cur process ) (V1 1..nprt y of sequence of process)
(VW ’ sequence of pro ce s c)
[cur=Iq A q=<< p,s t a t e ,running>,loaded ,t r u e>

A r =<<c ,s t a t e ,read y >,loaoed ,f a se~ A T[q .prt y]=S— r A W=V — q

~~ 5 1(cur) A 52 (T) is p(W -T [a. pr ty] )  ‘ (ab)*(avX)]

i) Suppose p— a. Then p(H) (ab)* and p(S ) b  or p(S) X.
So p(W-T [a.prty))=p(H)-a -p (S)~p(r).
If c—b then p ( S) ”X  and p(W — T [ a p r t y] )=p ( H)’.a -’b.
If c# b then p(S)’ b and ~.(W- .T [a.prt y])=p( H)~.a-’b.

ii) The symmetr ic argument holas for p— b.

i i i )  Assume pit a A pp~b. Then p(W ) rp(H).
If c—a then p( S) ”b  and p(H)((ab)ra , so p(W— .T [a.prt y)) ( (ab )*aba.
If c=b then p(S)— a and p(H)((ab)* , so p(W~T[a.prty]) ( (ab )*ab.

So 5 f a ,  is indeed invariant for any imp lementat ion of the given spe ci f icat ions.  Thus ,
we have succ ee ded n ver i f y ing something which , thoug h concep tuall y relat ive ly simp le , has
not been ri gorousl y proven in the past.

— 
— -—

.~~~
-- --

.. ~~~~—- — ——- -—-- -—----—- -—— -~~~~ - -. , -,- ~~~~. -. - - ---.- -‘~~ — — -
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3.9. Implementation of the Process Level

The spec i f ica t ions for t ype process g ’!en in the previous se ct ion re l y on the
rrianipuiation of the abst rac t  data s t ruc tu re , R, which we cal led the ready-l ist  (even though it
isn ’t a l ist). There fore , the prog rams for t ype  o rocess wh ich imp lemen t those s pe c if i c a ! i ors
must ei t her imp lement a concr ete read y- l is t  mode lled a f te r  P or else rel y u p o n  a sep~~r a t e
im plement at ion of such a st ructure,  For tile moment we wil l ass ume the la t te r  course.

Based upon the ma nipu la t i on Of P in tile ~pe c :f i ca t io ns , we poo t u 1 a t e  a new ~~~~~nlul t lq, of which the ready- l is t  is an instance. its s p e c i f i ca t i o ns  are:

A b s t r a c t  Structure:

r n u l t t q :~~~~c ,r l : r n t e ~~er)  = r e c t o r  1,.nl of sc q :~~nce of t

Co e r a t i o ns :

1) ap Pend (V .rnc~~t~q,rr : 1 .,nl,x: t ) :  I . p p n s  x to KA[n],

w p ( a o p e n d(L~i,n,x ) , h /n~~ 5~ k A >- =k ) =

A x =k is (V j ( 1..rl)-’i ac (V [j ] , k)

2) de let e ( L~:mu1t q,n: 1..nl ,x:t) : Dele tes x f rom M[n].

wp (de lete(M,x ) , M[n)—V) =

V=S — T is M[n]=S x~ T

3) j ’— hig hest(M:multiq): Returns the hig llest index in M of a non-null &ement.

w p( j ’-highes t ( M), j - ~(>n)(~~[n]yX ))

(3n)(f’4n]yX )

________ 
------ - - ~ .— - -— - --. 

~~~~~~~~~~ 
- - - - . -  .--- -- -

~~~ 
-. .,.
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~~~~ -~ e ~‘. .‘r - i.:. ~,r’- i n)): Pet~ r ns the f i r s t  element of M[n) after removing it.

p~~~ . ’ e - ~~r E ’  ‘.~~-‘ i  
~~- )—5 A q=k) —

t h e ’  e pec c~~’ iOrs , we can give the following stra i ght forward implementation of
uc pr ess:

- •~ process
var  ~ ir- 1 r~prO c;

o.~n p- -’ec: ~~~~~ [ I..nproc] of
record

state:  (running,wait ing ,ready) ,
pcs: Pcsta te ,
loaded: booleari ,
prt y: 1..nprt y

end,
R: mult iq f  1..nproc ,npr ty) ,
cur: 1..rlproc;

macr o proc[pj  = pvec[p.p in),
cproc — pvec[curj ;

~Q 
ready ( p:pr o ces s) —

if proc [p) .state#wait ing then error
f cproc.prt y�proc [pJ.prt y then

proc [p].state .._ ready;
append(R,proc [p).prty,p.p in)

else
uriload(cproc.pcs ); cproc. loaded~-fa lse;
cproc.state ’-ready;
append(R,cproc.pr ty,cur)
Curf-p.pin;
c pr o c .s ta te ~-’running ;
load(cproc .pcs); cproc. loaded4- true
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op. unre ady ( p :p roces s )  =

if p roc [p) .c ta t e= ’.s’a : t ing t l ’ en  c ’ r ror
e ls i f pro c [p ) ,s ta t e ’ = r ea d y Ii ~ rl

proc [ p] .s t  ate ’ — w ~i t i  n o ;
delete (R ,pr oc[p) .prt / ,p.pm)

else
uriload(cproc .pcs) ;  c p roc . loadeci~- fa ls e ;
cp roc. s tate ’ -wa l  ing;
cur 4- remove(R,highest (R));
C proc . s ta t e—ru nn in ; ;
load (cproc pcs) ; cpr oc , loaded’--t ruo

p.p preempt
if hig hest ( R)>cp roc prt y t s l

b~~~n

~‘a~ p:1..riprOc;

p+-rem ove(P ,c pr oc prt ’,);

un !oad (cproc. ocs i ;  ~~~~
c~cr o c . s t a t e ’— r e a d , ’;

append( R,spr oc pr t y , c u r ) ;
cur’-p;
c prOc.S t at e * - r u n - r ~ ;
load(cproc - ps s) ; cpro c ‘ o ; - : r c  ~~

. t r c. ’’
end

fi

p.

3.10. Verification of Type Process

The ver i f icat ion of the iri’p ic- r r e n ta t ion  ju s t  presented fol lows. We define

c..f (cur) = curre nt
e ’.f (cproc) = current i
...f(p:1..nproc) = p:Iproce ss -

~q ’ (proc [p ] ) — p :proce s s

- . .—r: — — 
- 

. -‘—— -- — - ~—~~“ 
~ 

— - . ‘
~ 

- - - 
‘
~~ 

‘ ‘

:
‘ -
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maintaining the abs t rac t i ons  of Pcs ta te , (running,ready ,wait ing), and P. For this case , the
v.-e l l -d ef i nedne ss of - -..f is guaranteed by s ta t i c  type checking. Tha t is , the fact  that the
prog ram co mpiles guarantees that it will a lways be in a s ta te  which is in the domain of ‘~I.
We now give the pr oo f of each axiom of the specif ications in turn:

1) ready(p): We must prove

proc [p].st a t e — w a i t i n g  is cproc .prty �proc~p].prt y A P[proc [p].prty]=S

~ wp(ready(p), proc [p)=<proc ’[p],s ta te ,ready > is cur—cur ’ is R[proc [ pJ .prty )=S- ’ p )

Computing the wea kest-pre-cond it ion , we obtain:

p.o, ready ( p : proces s )  =

procfp) s ?afe - wa i? i ng A cp r ocp r i y? p r oc (p] pre y ~ ct,r.cur ’ A R (p r oc (p] prty) .S
A ( V1 1 r r p r t y ) - h a s (R fj ] , p )

if proc [p). state ?’wait ing th e-n error
&s if  cproc.prty�proc [p].prt y then

cur—cur’ A R~proc [p ’j p r? y).S A (‘~j C 1. nprty)-hjs(R[j 1,p)
proc [p) .state ’—read y;

p roc(p] . <pro c ’[p ] , s ta (e ,read >’> cur-cur ’ A R[ pr oc [ p ) pr f y] - S
A (Yj ( 1. npr ty) -has (R [j ] , p )  )

append(R,proc~p].prty,p.p in);
else . .

p r oc (p J . <pro c ’ (p } , sf a ? e ,ready~ A cur-cur ’ A R[ p r o c (p ] p r t y} . S—p

The weakest pre-conditiori is implied by the given pre-condition and the invariant J2(R).
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2)  s e n dy ( p ) :  We must prove

proc [ p ] s t a t c  a i t i ng  is cur c A proc[c ] prt y~ proc[p ] . pr ty  is R[ p roc [c ] .p r t y )=S

=~~ wp (r e a d y i ’p~, cu r=p is o r c r c [ p ] = << pr Oc ’ [p~ , s t a t e ,rLnn ing> ,lOad ed ,t r U e>

is proc [c] =<<proc ’[c ),s f a t e ,rea dy >,lOaded ,f a lse> A R[proc[c) .prt y)=S’.’c)

Co r ’ r : t n~ t - e  w c - a k e s t - p r e - c o n d i t On , we obtain: 
-

r:o ‘e u d y ( p :p~ocess )  =

{ i”~ c a ]  c t  i ’r~ .i. ; - f ~~’g * c~~’~~ c ~~~~~~~~~~~ 
p r l y  A cv’ -c R (p ro c [c ] pr~y ) .S A (Vj  I ‘ip r f ~’) -has (R (f ] ,c)

i ’ pr oc[p] . s t a t e ~~.s. ai ling t nen  e r ro r
el-u ’ c pr oc p ’ t y ? p r o c [ p ] . p r t > i therl .
c- se

~ 
ç~~~~-~~~[~~ pri >.~ .5 A (V J C 1 rp  y)-5as ~c~j ]. :)

uri ioad( cpro c .pcs ) ;  cproc. loaded ’— f a ise;  c pro c .s ta tc .”—r eady;
= p ’cc j c J . <~ c c r o c ( c ) , shlte . rea dy > .!~aded , f else> t R (pro c[c]  ~rt y)- S
A (Y j~ I rip ? t y).h~~ si c h i c )  I

append( R,cpr oc.prt y,cur); cur ’— p.p iri;
{ ci.J r .p ii p r O C t C ) . < . 0 . l c ’ ( C ] , Shl r e,rea dy> , !OsCed . ’J ’Se > , c’~p r cc [c )  o ’f ~ ‘s — c
cp roc . s t a te ~-runrin;; load (c proc .pcs ) ;  cproc. ?oaded ’—true;

Lb
{ cur —p A p r o c [p J .  <<p ro c [ p 3 . s ta fe , ucc,ng > ,toath~d, (rue>

A proc~c ) . <<pr oc~[ C), 5 tate , ’Cad Y> lO3ded , fai 5e > A P~p ro c ( c ]  p r f y ) . S—c

The -A ’ea ke s t  pre-condi t ion is imp lied by the given pre-co ndi t ion and

____ - - 
- ± Tr1~~T~~~~1T T— -----~

--- - - ‘ 
~~~~~~~~~ ~~~~~~~

-‘“‘- - - .
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3) unrendy(p): We must prove

proc [p ’i .s tate=re a dy is P[ proc [ p ]p r t y = S ~ p-V

=
~ wp(un rea dy (p) ,  proc [p]=<proc ’~p),s ta te ,wai t i ng >

A R[proc [pJ .prty ]= S—V A cur =Cur ’)

Computirg the we a kes t - pre-c o ndi t ion , we obtain:

00 unread y(p:pr oc ess )  =

proc (p 3 state- ready ~ cur-cur’ ~ Rtpr oc~pI p r t y ) .S.p— V
if pr oc{ p ] .s ta te -wa i t i ng  then er ror

f p ro c [ p ] s t a t e= re ady  then
cur-cur’ A P(p rac~p ) p rt y ] - S— p — V

proc [p] .s tate ’—wa it ing;
proc[pj-<proc ’[p),sfate ,waittng> A cur-cur ’ A Rtp rocf p]  pr t y3..S~ p— V

de lete(R ,pr oc[p].prty,p.p in)
else . .
Lb

proc(p) .<pro c’[ p), s?a!e , wa t ing> A R (p roc tp) pr ?y) -S— V A cur-cur’ }

T i - e  i ri .p l ic a t i o n  of the weakest pre-condit ion is clear.

_ _ _  *
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‘~ ) ic .i r * ’ - s c i ’J p ) :  We must  prove

cur =p is k = ( >j ) ( P [ j ] ~~X )  A

w p ( u n rea d y i p  , pro c [ p ] =< ’ p roc ~[p ’,s1 a te v.- a i ; r-~~- ,h,i - : . - ~~,’ ,. se> c
is proc [c] =<<proc ’[c),st a t  e r  u r ’n -n :~ ‘ , i : .  :‘-i:l , t r  uc> ~ P~ p r  oc ‘c ] u’ ‘yJ= S)

Computing the w e a k e s t - p r e - c o r - d i t ;o n, A C o b t a - ~:

p.p. ue r e a d y ( p :~~rocess )
proc [ p] 5f l ’ ri~~~ .1 t ,r i g A PF OC[ P ~ ct ~~’r~~te ,dy  t cQr.p S P~ ’C 1 5~ p~~ - > ) ~~’- , ,~ ’ A P r ~ c~ c u~!/ ; .~~S

if proc [p) .sta te~~w aj tv - c t hcn  erro r
e ls : f  pr oc [p ) . s ta t e =rea dy  t he n .

else
{ cur —p ~ pr oc [ c J pi

~f y— (~-j  (P[ ‘~r~ l P [ c ci - c  c ’ , - c — s
unload (cpr oc .pc s) ; cproc l o a c : c c ’ - t a se; cproc.s ’a~u’— .‘ c a t r ~~ ;

I pr c c (p ] —<< p r - oc ’ f sh ’~r , - ,l-c ’ - ,ns , h- . - .a ’c

A p ro C( C) ~~~~~~~~~~~~~~~~ ~ ~~ c c (  p r f )- . c— S )
cur ’— remove (P ,hrgnos t ( iR) ) ;
{ p r o c ( p ) — < , zp r o c [ p ) , s ’c f e - .~. S ~~~~~~~~~~

- . a ’ s~’ , A C~~ •c A c:a~c c t c j  a ’, : - Y
cproc. s ta te ’—r unn i rv~; lo a d (co roc .pc s ; ;  cp~oc* ’aded’- t~~’ e;

- .~~a’~ :’Ip ) , sta!e ,w a i f i ng > icadeJ , ’a/ se> A

A p C C  C ~— < <p r S c ( c] , s i a ?e ru r i n l r  i: c ~-cec ~ ~r~~e> A ~ :C 
~~~~~ ~—S }

T l - e  is -.p l i c a t i on  of f r - u w e a k e s t pre-condi t i o n is clear.

i 
~~r ~-.~ t r~ p~~( ) :  We must p-ove

(>j) ( R [j ]#X )< cpr oc prt y ~ w p ’,z-~- ri. -~ -up~~., c ur =c ur ’)

Th is pro of is t r i v i p l .

e - - — - -
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~ r ’ r e ~nrr O: We must prove

cu r — c  A proc pj .prt y proc [c]. o rt y  A R[proc [p]. prt y ]=p-’S

~~ w p ( p r e e m p t () , cur p A proc [ pJ r< < pr oc ’[p),s t a t e ,runn ing>,loaded ,true>
A proc[c]=<< pr oc ’[c ],s t a t e ,rea dy >,loaded ,f a l oe> A R[proc[p).prt y]=S-~c)

Co mp ut ing  the w ’ -  ak ec t -p re - c and i t i on , we obtain:

p.p, preem p t
{ (>J ) iA ’ i~~

,
~~)?cproc p~ t~ A c.~r.c A cp rocp  ,.- -~‘- - c p ] p r ? y

c hp r c c [ p J  p ”t y . c —S  A (Vj (  I c pr  .) , i,~ > ’Q~110) I
if hig hes t P’.:~c p~ oc ~ rt y th~~n

he~~n
v a  p:1..nproc;

cur - c ~ cpro c ~ l y -c ’  ‘ c p ~ c~ iy  ~ P~v r o c [ p )  ci r t y~~p..S A Y ’ E 1 ‘ p y ~-t ’~s(Rt, 1,c)
p’ remove ( 

~ ,c proc - pr t y);

~ R {p r oc [ p ) p r t y ) . S  A i~) C I npr ty). h as( RI/J , c)
unload(cpr oc. pce ) ;  c proc . loaded ’—f a lse;  4 proc .s ta te ’— re a dy ;
{ cur.c p r oc (c) .  <p r r i c ~[ c ) s~3te ,rea d) . > fsa ded , fs ’5e> A Rtp roc [ p J  p r t y ] - S

A (‘~j( 1 nprt y ) - hns (R [ j ] , c) 
~dppend(R,cpr oc .pr ty ,cur) ;

( prcc(cJ- <proc (c J . s~ate,rcad y> loaded, Ia/se> A R(prr7c f p3 pr t y J S c
cur4-p; cproc.state’-running ;
ioad (cproc .pcs); cproc . loaded ’—true
end

Lb
cur-p A p r oc(p) - .z< proc ’ [p i , s ta ’e, runri r ig =i r a ied ,frue >

A proc (c]-  < <pro c ’(c) , s t a?e .ready > , !oaded ,fa!se > A R (pr oc( p)  Pr ? y). S— c )

Tile w e a k e s t pre-condit i o n is imp lied by the given pre-condi t ion and j
~ 

R).

3,11. Implementation of Type Multiq

In the inip te - - e n ta t ion  and ver i f i ca t ion  of t ype process , ~~c’ relied upon the e~
- tence of

anot her t ype , multiq , wi th  which we impleme nted the rea dy- l is t .  Now we come to tile
im plem entat ion of type multi q, and subsequentl y its — e r i f i c a t i o n .  Refer to the speci f i ca t ions
given in sec tion 3.9.

- - — . -. .. -
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The s pec i~~c a t ’ s - ne  c lea r l y al io -w a corn p letc- ,’ [) ,- i a te  imp le me nta t on of t y pe m .j i l :q ,

.ind a reasonable appr oach A Q i l d  he to constr ic t  such a t ype b y using a vec tor  of list
re n te rs  as t he r e p re r .e n t a t i o n , i .e.

t ’~re mu i t iq ( t : 4 
~‘ ,nI:i P~ C ’ (  —

c a ’ ~ r-i~a r a ~~ [1..nl] Cf el;

c - ~ C -

H~~i e t .  pe ‘ L  ‘s (value:t , succ:1..nl).

o ~~ could c5 r-~~t ’  ~~ c h  a ’  ime lementa t ion wi t hout too much d i f f i c u l t y’, t wou ld

be r a t t i e ~ ~-e ”ici e nt. Each ~~s~ess on the ~ea d~ ’ - l L s t  w ould requi~e two  pointers (o ’ e  to the
p roce ss  a’, rc o°e t o the r- ,~~ l ist ri~~e r-t ). Furthermore , each insertion or delet ion w Qu id

req , r e  5l3~ ac e  a l l oca t i o n  ~ r c e - a  ocat en of the l ist  elements.

w e  had been cOns~r Y ~~ our sys tem in a not-so-care ful  man r- e-  and w i t hout

‘- -~~ r ’ f ç  af orl n rrin~l, A- e -gould p r c o a b lv  have imp lemente d the read ’ ,- - h s t as a “ t h re a d ”

‘ l ’ ro u g h ;he p r oz e ss eS  ‘he-er -e l  es - ie .  A~ w ould extend the rep r e sen ta t i on  of a process to

c o n ta n  a ~ C’ r . t e’ t~ o t i~ p ’ :~ ~-: ses. W t n  a l i t t le ref lect ion we find , in fac t , tha t  -we can stil l
do J L .  t t h a t  .‘~e re- dec lare t he s t r ic t u r e of type process to be:

process  —

.‘a ’~~pin: 1..ne rs c .
a w n  p-;ec: r - p y ~1.. nprocJ ~f

re o rd
state :  (runr’ ng ,read y,w at ing) ,
pc s ~ Pc s t a t e ,
loaded: h ç i ~~a~ ,
p r f 7 .  I .~~pr ty ,
rie rt: 1..riproc ,

preil: 1..nproc
r’ n

R: arr~j  f 1 . . ap r t y J  of Q..rtproc ,

cu r: 1. . rl pr oC

dl ype
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T hen we can see t ha t the previous v e r ’ f i c a t i o r  of t y pe  proce ss is un i f’ e c t ~~d ~lce cau c e w~
de ’ c t ed  nothing and changed onl y the conc re te  t ,pe of P) r:~-w A C  can r - .p l c.-.-~~nt t r ~~
operat ions of t ype multi q as local procedures of type process , obtaining La th  a rc ~ar onabie
v e r i f i c a t ion task for t ype mult ia , and an e f f i c i s a t  implementat ion thereo f . Our imp lurnenta t ion
f o l l o w s :

pros  ap pen~~R(i:1.. npr t -y , k: 1..nproc ) =

if R[l]=0 then R[ l] *— k
else

swap (pro c[k).succ , pr oc[proc [P[I]] . predj .succ) ;
swap (proc~k).pred, proc[R[lfl .pred)

proc  r e m c / e R(l :1 ..npr t y) : 1..nproc =

bee,-”
‘cac k: 1..nproc;

if k= O then error  else de leteR ( l ,k) f~
k

p.~p.ç de leteR( l : 1..nprty,k: 1..nproc) =

i f  R[l]=k then
if pr oc{k] .s ucc=proc ~k] pre d

t h e_2 P~l)’- O
else

f i
else

sw a p(proc~k] ar o r o c  :~ - . p r e n~ succ) ;
swa p( p r oc [k~ ~~~~~~ 

;, ~~~~ -
- J .succ p r c ’ d )

f i ;

p ,oc hig hest P: l..nprty —

begin
va r  k- 1. .npr t y ;
k’-nprty;
w hde R[k]=Q do k’-k-l p.ç~j
k

end;
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3.12. Verif icat ion of Type Multiq

The concrete  invar iant  J ci the g i- ien rs l j i tiq  imp lementation must full y capture the
not ion of a doubl y likened c i rc u lar  - s t  T .. ‘ ol w n g  i~ a concise definit ion of the concept:

j  = (Vj 1..nproc)(j =p roc p ’ cc [ 1~ cucc ].pred A j=p roc [proc [j ] .pred]succ )

Tnat is , eve ry process has t he prope’t y t h a t  c~ e step fo rwards  (succ) f o l lowed by one step
h~~c kwa ’ds  (pred) , or vice versa , w l l get you back to w - e r e  you s ta r ted  from. Note that this
must also be true of those processes w b - c h  are not On a Os t (they must be se l f - re fe renc ing ) ,

~~ d tha t is precisel y what makes the link swapp ing imp lementatio n work.

Proving the above predicate invariant is a matte r  of app ly ing the rules for ar ray
assig nmen t and access 5 wi th  appropr ia te simp l i f i c a t ion. We if l ustrate the method by showing
,9 invar iant  across the appendR proce dure.

Assume the concre te pre-condit ion to append R is

W = proc [ k ]succ=k is proc[k] .pred=k is (V j ’ 1..npr t y)( R[flyk)

T h a t  is , K is not a member of any list yet (because the only way to reach a sel f -referencing
element is d i rect l y throug h the list headers in R, and this is guaranteed impossible ) . Compare
t his pre-cor- idit ion wi th the abst rac t  wea kes t  pre-cond it ion speci f ied in section 3.9.

We must show

W is J ~ wp (appencPh ,k), j)

Clearl y, if R[lJ=O init ial ly then R[l]=k wil l  sa t i s f y the n;a r iant.  The in terest ing case then is

R{l]>O. Assume swap to have the definit ion

wp (swa p(x ,y), P) ~~~

(simul taneous exchange of the var iab les x and y). Then

wp(sw a p(A [x],A[y] ), A A 0) = A= <<A 0, [x] , A0[y]>, [y), A 0[x]>

See ~ p ce ndu x  B

- _.—~~-- _ _:_ _ 
- - - - - _ _ _ _— 

- .—. .. . -. —.- ___7_
~
___ __ _ - . - - -- . - -

~
=- - - .
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Thus if R[l]>O , wp (appendR ( l , .) , j  is p r o c = P)  —

prO c —
< < <P, [k].pre d, P[R[l]J .pred> ,

[R[lJ).pred , P[k].pred> ,
{k] succ , P[P~R[l]J .pred].succ> ,

[P[R[l]J .pred].succ , P{k J .succ>

We want  to show

j — proc [proc[ j Js uccj . pre d A j =proc[proc [j ] .predj .succ

r-Jo w proc [j]. succ =

i f  j =P[P[l]] .pred then P[k].succ
e lsi f  ~~k then P~P[P~I]] o red ].succ
else P[j ).succ

Thus proc~proc [j ] .succ] .pred =

i f  proc [jJ .succ =R[l] then P[k] .pred
e ls i f  pr oc [j ] .succ=k the - n P[R[l]] .pred
else P~proc [j].succ ].pred

There are three possib i l i t ies b r  j:

1) Suppose j =P[R{l]].pred.

Then procCj ].succ=P[k].succ
and

proc [proc[j ]  succ).pred =

if P[k] .succ=R{ i] then P[k].pred
elsif P[k) .succ=k then P[R[lJ].pred
else P[P[k] .succ).pred

From the pre - condit ion W, we know P[k) .succ=k and R[l]~’k , so

proc [proc[j ] .succ) .pred = P[R[lfl pred —

- -~~~~~~~~ --.----~~ - .  .~~~~~~ 
- -

~~
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2) Suppose j=k A j~ P[R[I)] .pred.

Then proc [j ) .succ = P[P[R[l)].pred).succ
and

pr oc[proc{fl .succ].pred =

if P[P[R[lfl .pred].succ = R[i] then P[k].pred
els if P[P[R[lfl .pred].succ = K then P[R~lJ ).pred
else P[P[P[R[l]~ pre d].succ].pred

From J, we know that P[P[R[l]] .pred].succ = R[l], so

proc [proc[j] .succj.pred = P[k] .pred = K =

3) Suppose j y k  ~ j~ P[R[l]J pred.

Then proc[j] .succ = P[j) .succ
and

proc [proc[j ) .succ] .pred =

if P[j].succ=R[l] then P[kipred
elsif Ptfl .succ=k then P[R[lllpred -

else P[P(j ) .succ] .pred

If P[fl .succ=REI] then P[P~j ].succ].pred = j P[R[l]] .pred
which cont rad ic ts  the hypotheses.
Furthermore , if P[j ) .succ= k then P[F[j].succ ] .pred j P[kJ.pred=k
which als o contradicts the hypotheses. So

proc [proc[j ] .succ] .pred = P[P[j] .succ).pred —

Similarly , we can establ ish

j — proc [proc [j ) .pred] .succ

and we omit that proof. Using the same ideas we can show j  to be invar iant across all of
t~ -e operat ions , and we omit those proofs also as not useful to the presentat ion.

Since j  is invariant , the mapp ing from the concrete to the abstract , for whic h we shall
use
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~..f (R ,p ro c )  — R2 ( the abs t rac t  object  R used in the specif icat ions)

if R[ j ]~.O then X else seq (proc , R[j], R[j ))

seq( proc , x , )‘) — if proc[x ].s ucc=y then proc~xJ
else proc [x]— .seq (proc , proc [x~ succ , y)

is w e ) i - c e q re c f . ~o be rigorous we should have to prove that the invariant guarantees

(J n) proc [ p [ l]] .s ij cc n 
= R{ l]

(where  ( means q.succ.succ. . .succ n times ) but we will take that as obvious. Under fI~e
above mapp ng , the pre-condit ion W becomes

= (Vj 1..nprty)-~has(R~ [j ],k)

Thus , for appendR , it onl y remains to show

wp(appendR (l,k), Pa [l]=S
~

k) = RaEl)=S -

From the def i n i t ’on  of seq, we can deduce that

Ra[i)=S
~

k s pr oc~k]. succ =f i r st (S) A proc [last (5)).s ucc k

Fur the r more ,

first ( R a [j I) = ~-f (pr oc[R[j ]])

and

as t(R a[ j )) - (proc [proc~R[j)] .pred))

(assuming the interes ting case when Rtj ]>0). Thus we must compute

wp (appendR( l ,k), -

proc [k).succ=R~l] is proc[pr oc0[R[j]]. predj.s ucc=K)

where proc 0 refers  to the s ta te  of proc at entry. This works out to

proc 0[k).succ=k is proc 0[proc 0[R[l)].pred].succ=R~l]

which , in li g ht of the invariant , wi ll map via i’l to
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Ra[i] S

While this proof has not been as ri gorous as it mi ght have been, it is convincing, and
there is l i t t le to be gained f rom forma ll y proving all of our assumptions (such as the o bv io us
r e la t ionsh i p be tween the fi.rst and last opera to rs  and ~4. The proofs of removeR , deleteR ,
and hig hest P are st ra i ght forwardl y similar and are not included.

-
- — - - — -

~~~ ~~T - - 
- -

_~~~~~~~~~~~~~~~
-
~~~~~~~~~~~~~ 

- 
~~‘ i T ~~~~~~ ~~~~~~~~~~~~~ _ _ _ _ _ _ _ _ _ _



4. Verif y ing Genera l Parallel Programs

4.1. Introduction

Tile v e r i f i c a t i o n  fo r ma l ism for sequential programs is re lat ive l y we l l-unde rs tood , a-nd
indeed most of the pro of rules for prog rams used in Chapter 2 are not new. In aealing w i th
opera ting s y s t e m s  however , we are f requent l y faced w i t h  the problem of ver i f y: rg paral le l
programs. A to ta l l y sa t is fac tory  formalism for this task has not ye t appeared.

In this chapter we will exp lore two approaches to para l lel program ver i l i ’ cat ion for a
rather general syntact ic  class of programs. The f i rs t  (section 4.2) uses Di j ks t ra ’s
weakes t pre~-condit ion semantics [Di jks t r a 76] to stat ical l y consider all of fte pose ble
e~ ecut io n paths of a sys tem of para llel pr ocesses. The second (sect ion 4.3) e~ te- ’ds
Owic k ’s methodology [Owicki 75] to handle arb i t ra ry  programs , without rel y ing on a hig h-
level sy nchroni zat ion mechanism. A methodology is given ‘or proving loop terminat ion in
paral le l  programs.

4.2. Combinatoric Weakes t Pre-CondUion Semantics

4.2.1 Primitive Actions

It is a wel l-known fac t  that because a s .rg l e hig h- i eve l ar gu~~ge s t a t e m e n t  is general l y
c omp iled into a sequence of machine inst ruct ions , it may be that a process is i n t e r r u p t e d  at a

“mathematical l y inconvenient” place. This is re f lected in the fol lowing c Ia ’ s ica l  examp le 6:

{x=0 } ADD2: cobegin x~-x + 1 // x ’ -x# l  coend .=1 V

In sp ite of the fact  that both processes appear to increment the variable 
~~ , 

f the
incren -enta t ion  is not indivisible the f inal va lue of x wi l l  be nonc ete ~ minist c

The d i f f i cu l ty  in proving the cor rec tness  of such prc iyams lies ~ r - a - H  -i the ~~r t
that  the prim it ive decomposit ion of “x ’ - x -# l ”  is net te~~i c a ~i y e - .p i c - t .  In o rder  to be able to
prove such programs , it is necessary that the ser na r lt ics of hi gher -level langua-~e s t a t ~~r~ c ’ nt s

6 At cI~~cusse d in s e c t i o n  35 , h, cobegin c e-S t — c ~ c - f  ‘ F t  1 t ‘- d”. -4 .ai , . 
~~
..— I -  ‘~~. p,~~c~ , ipd ~~

1~’ ‘ (P 9

-S -r~~_ — - — —
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inclu de enough informat ion to allow determinat i on of the possible pre-empt ion points. For
the case of simp le incrementat ion , the def nition

wp (x~-x+a , R) = p~X
x+a

which suf f ices for the sequential case must be replaced by the definition

w p(x4-x+ a , R) = wp (x 0’-x; x0~-x0 +a; x ’—x 0 , R)

where x0 is a unique temporary.

The fact  that such defini tions amount to expl ic i t l y spec if y ing the way  in which a given
sta temen t must be comp iled is somewhat unfortunate since it removes much of the option of
comp iler wr i t ers.  On the other hand, the program ADD2 can have ent irel y d i f feren t behavior
on the PDP—1 1 (where memory incrementation is a sing le instruction) than on the IBM 360-
370 series (where the only way to increme n t memory is by loading , incrementing, and stor ing
a reg is te r )  if p r imi t ive semant ics are not specif ied. If a concurrent programming language is
to be supported on d f ferent  machines and ye t produce similar results for any given program ,
its semantic def ini t ion must be as precise as we have indicated.

4 2.2 Basic Semantics

In order to build up graduall y to the general case , let us consider the semantics of
paral lel  programs which consist of lexical l y exp licit primit ive actions and which consist onl y
of sequences of as sgnment and when sta tements 7. Then the semantics of such programs
(for the two process case , with the obvious generalization) are expressed by

wp (cobe gin S 11; 
~12 .S in If S21; S22; . . .S 2~ coerid~ R) =

wp({<S11; ~
‘12 , , .S 1~~>, <S21; S22; . . .S2~~>],  R)

where

T~. ~‘a 1 ,,-~~rit t.’f,en B do S od metnt ‘wai t  f or B to  be c om e true , t hen e x e c u t e  S’  The eva luat io n  of B and th.
,,ecij t nri of S c o m p r i s e  one indiv isi bl e ac t ion.

-- -
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1) wp({~, R) — R

2) wp ( [<>, <S>}, R) = wp(~-S> , <>}, R) = wp ((<S>} , R)

3) wp ({<S>), R) = wp( S , R)

4) wp( { <S j j ;  S12~ . . .>, <S21; S22; . . .>}, R)

wp (c hoose 1 from {<S 11. S12; . . 
~~ 

<
~
‘2 1 ~

‘
22’ - ,>} ‘ R) is

wp (choose 2 from (<S11; S12; . . >

~ 
<Sfl; S22; - . .>}, R)

5) wp(choose j f rom {<S j j ;  S12; . . .>, <S21; ~22 ‘ ‘ ‘>)‘ ~~

if j =1 then wp ( 9 11; {<
~~12~ 

• . . >, <S~ j ; S22; . . .>}, R)

else if j =2 then wp(9 2 1; NS11; S12; . . .>, <S22; - . .“}, R)

6) wp(S; {P~, R) = wp( S, wp(~P}, R))

The primit ive actions of assi gnment and w hen-do are defined as:

p 1) wp(x .- e, R) = RI
X

p2) wp (when B do S ~~~~ , 
R) = B is wp (S , R)

1A 5 a brief examp le , consider the fol lowing computat ion:

iwp( cob~g~
when —0 do 14— i ~~ T 1; 4-0 lI

P2: when 1=0 do I~-1 ç~.ç~j T 2; 14-0
coend

wp(~’cwh e,t L ’O do 1’-1 T1; 1~-O> , <w t O  ~~ 1~~1 ~~; T2; 1~~O>}, ~
)

wp(wh en 1=0 do L’— 1 ~~ {<T j; l~ 0> , <when 1=0 do 1’-! ~~ T2; lf-0>}, R) A
w p ( w hea 1=0 do j4— 1 odj {<when 1=0 do 1*- I odj T 1; 1’-0>, <T 2; 14-0>}, R)

=0 A wp(T 1, wp( T2, R)) A wp( T2, wp (T j , R))

1J14 .. 
— 

— 
- 

- ~~~~~~~~~~~~~~~~~~~~~~ 
— : ‘

~~
‘ “ - 

~~~~~~~~~~ - ~~



In per ’c r m r ~ the ahc - .e ce- ’- - put a t io n , no simp l i f i ca t ion  can be done until the ex pansi on
di rec ted by rules ~ a’- d ~m is f I n is ne d .  If , howev er , we choose to compute s t r o nges t  post-
c o I d l i O n S  c~. tea d  of w e a ’ .es t pre-condi t ions , we o bta i n  some reduction in the comp lexi t y of
I r e  c~~- rnu ta t n n  s n c e  s impl i f i c a t icn  may be done along the way. For examp le , in the
se~~uent a cas e ‘ r~~- ~.r’a kes t  p re - con a i t i on  proof of

{-B} if B then S 1 else S 2 fi~~R}

in- cI ,es t he ev a l ua t on 0~

X — [E3 -~w p( S 1, R)] A [—B =~ wp (S 2, P)J

and t i e  s~~~~~ - ‘.-n t  evaluat  sin of -B=~X . Using s t rongest  post~~co nd t on d i - ec t i y r~~s i u r e s  t Im e
e . a l uat un ~J

4

X — sp( S 2, -‘B)

ai d t he n X — ~P. The a i~’e r enc e  is pr mar i ly a reduction in the size of the p red i ca te  X.

Fsi r s t ’ o — ~ est post-condi t ion , rule 4 becomes

~~ s p ( { <~~11; 
~ J ? - . >, <S ,j ; S22; . . .>~~ , R) =

sp (choose 1 f rom {<S 11; ~ j 2~ 
. . .>, <S~,1; S22; - . .>}, R) V

s p(cho os e 2 from ~<5~~; ~ j 2~ 
. - .>. <S~ 1; S22; - .>), R)

A i ? 1  - -~:es 1-3 and 5-6 having “wp ” rep laced by sp ”. Rules p1 and p2 become

pis )  s p(x ’-e , p1 X ) R

c - ? ’ )  sp ( .~~ r-n B do S ~~ R) = sp( S, B A R )

A - t h oug h we regarded T 1 and T 2 as primit ive in the previous exercise , in fact  the same
~su(t is c,~ tained when T 1 and T 2 are arb it rary  sequences of assi gnment and wi~en

-. a t € - m e n ts A i c h  are all free of access to the variable 1.

If we P % p r e m s  the 14002 prog ram of sect ion 4.2.1 in term s of its primit ive act ions:

ADD2p: ob~p~~
a’-x; a’— a+ 1; x~~a //
b’-x; b~ b+1 ; ~ —b
c os-nd

_______- - - - __
;.- -. -- .--—- - - - - - - ~~~~ —
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-~~e f ind

wp(Add2p, x=2 ) = fa lse

and

wp( .Add 2p, x= 1 v x= 2) = (x=0)

4.2.2J Condit ionals

If we add to the language the statement

i f  B then T 1 e lse T 2 ~

then we must consider that even if B evaluates to true at some po ”t , its va i ue may change -

by tne t m e  T 1 is actual l y execu ted. To solve this problem we re q- uvs -  tha t  f t e  p r i r n i t t u e  f u - m
of a condit ional be such that B contains no divisible references to shared va r a bies , and
and T 2 are t i-~ ms e Ives in primitive form. For example , tIm s t a tement

if c 1 A c 2 then x ’-x+ 1 
~~~ 

y’-~ +1 f~

must ce co ’  ;e~ted to

1 1’—c 1;

t 1’-t 1 A c 2;

f t 1 the ”  t 2~~x; t 2 ’-t 2+i; x’- t 2

e lse f 3~-y ; 13 4-t 3 + 1; y’— t 3

We can then modif y rule 5 to be:

—
. ~~~~~~~~~~~~~ 

‘
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5 )  wp~Cll oOSe j f rom (<S 1 ~ ~ 12 - - - >‘ 
< -

~21 ~22 - 
~~~~ 

R) =

if j = l  then

- f S 11 is f £3 t H n  T~ else 12 f!

t n e n  [B is wp ( { ’Z T j ;  
~ 12 .>, 

~~~~~ ‘~
‘22 .>~~~, R)] V

[-B A w p ( ( < T 2; S 12; - . .>, <S21; S22; . . .>} , R)]

else ~ p(S 1 ~ ~ 12 - ->
~ 

<
~
‘21 ~22 - - - >~~~ ~~~~

else if p-2 ~- - e n

i r’c i~~~ s- ~~~ s~ s t a t e m e ” tc , i .e.

w h i e  B do T od

A ~e arid B c ’e ,n ~ rim. t -  - e fo rm , we must cons ider that althoug h the boolean B may

~-ia ! ,~~‘ e ‘o t ru e ard t h e  loop may be ente red , B may no longer hold by the time T is
e .ec u ’s-d ~

‘. - ~urt he r change ru le E to be:

5”) w~Pchoose j f rom (<S j j ;  
~ I2 >

~ 
<S~~f~ ~ 22~ 

- •>}‘ R) =

i f  j — 1  then

if S 1 is ‘v,h e B do T od ” then

[B A wp( {<T; while B do T ~~~~ - - >‘ 
<‘~

‘21 ~22 - - ~}‘ R)]

v [-B A w p(~<S 12; - .  .>, <S~~1; S22H - .>}, R))

else if S 1 ~ 
is “if B then l

~ 
else T 2 ~~~

‘ then

- -~~--=- -
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4.3. Extending the Axiomatic A p ~roach

4.3.1 The Non-Interference Princip le

A lthoug h we have prese nted on the prev ous pages a c o n - o s - f e  semant ic
c ha rac t e -za t i on  of para l le l  p rog ra r- s which cons i s t  of lex ical l y e~ piic i t ndiv isi b o as t i a r ’ s , t - -e
c nm~’~~-, t y of that c b a r a c t e r i z a t cn e f f e c t i v e l y prohibi ts its direct app l ica t  ~ n to ver ’ -rat  on.
Most of the d i f f i cu l t y ar ises  f rom the fac t  that  all possible execu t ion  seq uences a’e
ndi~- dua~ y t rea ted , even if they fa l l  into large equivale nce c lasses based upon

indistinguishable outcome. For examp le , the fac t  that

w p( c e L e ~~;n
P 1: while x>0 do x ’—x - 1 od lI
P2: whi le y>O do y’-y- l  od

ccen d
,t rue)

is equal to true is immediatel y cbv io us . Ho w e v e r , the ac tua l  we a kes t  p r e - c s i nd i t on
com putat ion as defined must ex p lore the hypothesis , “Suppose P1 execu tes  cyc les , then P2
c-.- e c u t e s  j cyc les , then P1 executes  k cyc ’ es , etc., ” for all i,j,k, etc.  All such e~ e c - t on
seQ is- r ic es are equivalent in the sense that  t here  is nothing one process can do to a f f ec t  t~~e
other in an-1 way.  This is the princip le of rw rt -~r t t e rfe rence  introduced in [Ow icki 75]. V~e
give a p-ec ise definit ion in our own terms.

Let {P~ I ~‘ 1..n} be the set of processes of a cobegj~ -coend block , and let each process
be rep resen ted  by the program

S~: S~0; 5j 1~ 
- . . ~~~

w here each S~ is a separa t e  s ta tement .  Let proof (Q~, S~, R1
) be any sequential proof of

Q~ { Si } R i

i.e.

(a jO} ~jo {a~j] ~~ ~~~~ 
. . .  Sim (aj, m+ i}

Q 1 =~a10, aj ,m+j ~~
Rj~ 

and a
~k~~~~

n(S J k~ 
aJ, k+1 ). Then the set
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r o o t ( Q
1, S~, P~) 

~ 
I n

s a p roo t  u ’ f ’ s -  ‘: ‘ !  re - O~~ d’r’

V i ~ 1. - ’) (
~~- - J  —i .  

~~ i ( ;- �j ,  (~~ ‘0. ‘~~) ~~~~ A air ~ ~
1
~~

5 ir’ a k ))

T - ‘  - “C as~ e’ ’c a • p ~~~~~ • ~. - - ‘ er f e ’ s - d ,c.rth ~p c t s - n t ~ i y  r ij , ~ ‘~~~~p I  b
t:,~

,. ~ nt ‘- a’- :.~~ ~‘r p- ~

I - ‘ i— ’’- e ’ -  ~ 
- e - -  ~ : ~~~ 

‘ -
~ is not sat is f ied , ~~~ — :cc- - — r Press a r

-nean th a t  ~~~~-‘ ~~~~~~~ - - - :-‘ ‘~‘a ’ e nd iv - c ral  seq us - r - t ia l  prc o s  are rs i t  s t - c i - - ’ g

~.n cu gn F:- ~ - a - ’ ’1 P , E ~ v ” .~ r T C’

~~ue B .e , ~~~- t r ue ~A}

m 7 ’  ce

‘~ -.~e; ~t r  ~e} A - - t r u e  ( A)

0’ t mg ht Dv

( true) B’-true; {B~ Ac- true (A)

T re f~~rn.s- r -N - I ! not con f i rm non- in te r fe rence  of the asse rt ion  (A~~B) since

jA~~B A t rue)  A~~true {A~~B}

is not va lid, while the l a t t e r  w H  since

{A~~B A B) Ac-true (4~~B}

is valid. Note that it is not ns - s e 5 s a r 1  t ha t a high-level synchronizat ion mechanism be used to
guarar tee mutual ~~ c P ~~s ion . For examp le, the program

w~iile ~~0 do x ’-x-2 od //
.cb !e x <O do x ’ - x- 4 1 od

coend

has the proof
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c~°.L “ j ”

~ —. “1~ 
.
~~~~~ ~2 ~~O ~~ ‘ ~ - ‘ - 2 1  ‘ ra ~~~~ d 

~~~~~~~~ / f
l f r ~e ‘- ‘ % ‘~~-~ cq - <~~ ~~‘ *-  - • .

~~
- c r~ • - .~~:

c ce .-~
I ~-0

4 3 2 Proving T e r n - - r a t i o n

4.3.2. 1 In t r o d u c t  on

Cw ick i ’s -cork , ~- c ”  ~ :e-: upOn the non-i r.t:r ’ - . unc e p r :ps - ’ f y, r -

wea r.  c c r r e c t - ’ s-ss Ws - Sha h s - ’~ h” si the ut li t y of that wo ’c by shc w ng C : A t .~ s -
te minat cn for p~ rai ie s i rCg ’ams .  A oro l l ar y of being able to pr o 1e cc . . ~~~‘— ~ ~~

- - - - ,

course , being ab le to p r o v e  t h a t  a ~ h e2 . s t a f e n - e ’ -- t  N~~i e— ~e- ”tua l’ y be e ‘ -  . ‘ r t . - -

s ta tement  can be r e p r e s e n t e d  as a b u s y - A a i t  loop.

4.3~2.2 The Sequ e nt i a l  Case

We f i r s t  re : S W  fte r~-e th od of prov ing seq ue nt ia l  loop ‘e r — m at o -m p
[Di j ks t r  ~ 76~. The goal is to f ind a predicate 5 w i- ch s a t - s t i e s

5 A w l p(S , 5) ~ w p i,w I - t ! e  B do S qç~, true)

Let t be any bounded integer func t - o n  of the p r cg ra m  s t a te , i.e. ~~- t b a u t  loss of u s - -  v - a m

t�0. Furt hermore , suppose that

(1) ~ t>0

and that S dec reases t , i .e. if T is ~ne p’ - sg ’am t 0.—t~ 5, t hen

( 2) 5 i- ~ ~~~~~ t~ t 0
)

Then the loop must su re l y t e r mina te , s “ce (2 ;  g -j a ’a r tees  a s teady  dec~ ease of t and (1)
requi res that when t reaches 0 (as t must ) , B gill he fa lse (because J is invar iant) .  For
ex~in ip le , the prc ~~ram

s ,jc—O ;
wh i le j~ N do s’-~~+ A [ j ] , j c .-j + 1 ~~

1 — 1
wi l l  t e rm ina te  because 5 — ( s—  ~ A[k]) is invar iant , i .e.

k=0

- ~~~~~~~~~~-~~--. - - - - --—— - - — --- -- -- - - --
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s 
1
~~~A 1k] A j~~N ~ s~ A [ j~=

( 1) i s  gua ranteed i:,’ t — ~~~-~ -~- 1 , since

5 A j�N ~ I N i—j +1 >0

( 2) is gu a ra nteed  also , s ince

5 A ;~ N ‘~~

wp ( t 0’—~N~-j+1; s’—s*~~fj /; j’—j~ l , N~-j + 1<t 0)

=
~ IN I-i< IN I-i~ 1

] s mni~iall y r . u t i s f e d  since ~ = 0 holds vaccuoust y, and t�0 is ini t ial l y s a t i s f ed since
r~~ 1�o. k 0

~~3 2 3  The Paral e! Case

While t h e f ac t  t e a t  this s lr r p!e prog arn t e r m inates is ra the r  obvious , we have

o- ese .”te d  a - go mous proof so that we may now observe the e f f e c t  of other  processes on

t ne method. We have rel ied heavil y on the fac t  that  the loop body, S, decreases the
t e r r n i n a t - o n  fu nc t ion , t . This need not be t rue for parallel programs , for examp le

x ’— ~-~; y -’- O; 13’-true;
P: coi:~~&~~

L1: w h I e x>0 çiQ S j : yc - (y+ l)  mod N Q~j B’-fa lse //
L2: wh ie B do S2: xc-x - 1 od

coe nd

At this po int f is neces sary  to desc r ib e  the behav ior  of the cohegi n-coend block more
prec iuel y. In [Brinch Hansen 73), the program

cobeg~in S 1 // ~2 // - . .Sn coend

is said to behave as thoug h the s t a te ~me nts are ex c - c u ’ ed coacarre~~t1y, nis-an ing that t heir

execut ions may overla p in t ime. This defini t ion is not reall y suf f ic ient , because a uni—

pr oce s s o r  imp lemen ta t io n  may have radicall y d i f fe ren t  behavior f rom a mul t i -processor
imp~eri~entat ion. For exa mP le , suppose that the process scheduler of a un -p rocessor
operat ing system does not t n - c - s l ice at all. Then prog ram P above will def n i tely not

L -- 
- -. -__-

~~ 
--- - - - - - -
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t e r ’ u ’ - a t e , s in e there is r.e’.- er  any reason to ~w t c h  pro. es ses. Suppose , on the other hand,
that  the scheduler does t ’--e s l ice. Then we can oni ,- say that P ~~~ terminate , since we have
no t prohibited pr ior i t y schedul ing in which , for examp le , L 1 may have h gher pr ior i t y than L2.

However , if each process is assi gned its own processor , program P is guaranteed to
te rm ina te , ~cga rd less  of the re la t i v e  speeds of the individ ual processors  (as or.g as they are
f~~ it e ).

S ince we must choose a sui table def in~tion before we can -ier if y prcg ramc , we wi l l
choose the mult i  -pr ocessor  case. This decision is not at all a rb i t r a r y ,  since it re f lec ts  the
current  t rend in hardware t a A a r d  d ist r ibuted proce ssi ng powe r .

Returning to the anal ysis ol prog ram P, suppose we w~~h to prove te rm ina t i on  of t he
cop L 1. Clearly the funct~on gover n i ng  termina tion is t=pcs (x) , whe re

pos(x ) = if x <0 then 0 e 1 se x

~~e~ c ’ t u — ~a te l y, S 1 does not a f fec t  t , al thoug h S2 does. Let us consider sequ ential  proofs of
the t w o  processes:

x’-N; y4~O; Bc—true;
8I

ç~g~~~g!n
L 1: ~~

wh ile x >0 do 8) 9 1: y’-(y+l) mod N {8~ p~~

B’—fa lse
A -~ i II

L2: l f rue }
while B do {tr ue ) 9 2: x ’—x - 1 ~rrve) ~dJ
1.8)

{~~ O ’i -8}

E3- c th s e q ue n t i a l  proofs are in te r fe rence- f ree .  In process 1 onl y assert ions about x are
a f f e c t e d  by process 2 and

- x~0 A true ~ wl p (z ’-x - 1, x~ 0)

In p r o c e s s  2 only assert ions about 8 are a f fec ted  by process 1 and

- -B A x~~0 ‘~~ w lp (B— f e lse , -B)

“ - -  —i~r~~~~ -~ - --— - ---~~ —-- —- —.—-.- 
~~~~~

— 
~~~~~~~~

‘
~~~~~~~~~~~~~~~~

-‘ ---
~~~~~~~~~

- --
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To prove termi nat ion of L 1, we must show that S2, which decrements t=pos(x ) ,  is executed a
¶. Uf f  ic ent number of t imes to reach t=0. This is c lear because the non-terminat ion of L2, ~B},
is invar iant  across 5~ . Note that to prove terminat ion of L2, we must show that eventual ly
“B~-fa i s e ” is executed , and we ha ie that as a corol lary to the termination of L 1. In light of
this examp le we shall t r y  to formal ize a methodology for pr oving terminat ion of paral lel
prog rams. First we introduce some import a nt concepts.

We defi ne a weak ioop ~nz, a r lant to be any predicate which a lways holds dur i ng
execut ion of a loop body, not j ust at entry. For examp le,

whi t e t rue do
{A A 8)

Bc- false;
A}

B’-tr ue
(A A 8)
od

~‘ere onl y (A ) is a weak invar iant .  (We call it weak , even though its invariance requirement is
n- o r e s t r ingent , because it must be a weaker pred sate than the normal loop invariant.)

A weak p aral le l  1oop i rwar iaa t  is a weak loop i nvar ian t  for wh ich a proof of non-
i n t e r f e r e n c e  can he exhib i ted.

A s t e ~~dy - ~ t- i ~~ loop £n.va r~ant is any predic a te which is guaranteed to be sa t i s f ed a f te r
a f i n t e  number of executions of the body, and which remains invariant the rea f te r .  For
e ‘- a rn pIe ,

x .— N; A c -fa lse;
while true do

- if x >0 then x ’ -x - l else A c— true Ii
od

- l € ~ re  (A )  is a s te ad y - s t a t e  loop invariant. Formal l y, for the loop while B do S ~~~~~, P is a
s ts -~~rJ y — s t  a te  invar iant  iff at ent ry

[P A B ~ wp (S , P) ] A (3 k)G k

where

- 

G0 = P

Gk+ 1 B A wp (S, Gk )

- -r- --  - .— — -
~~~
-- 

-
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Th at is , i f f  P is invariant and the loop

wh ite  B A -? do S od

terminates by establishi ng P.

A s tead y -s ta te  wea k loop ~rwa rtart t , by ana logy to the d is t inc t ion be tween a normal a’-a
a weak invariant , is any stead y - s t a t e  loop invariant which is also a weak invariant.

Finall y, a s tead y -s t a te  weak paral le l  loop in.vartaat is a s tead y - s t a t e  w eak invar iant  for
which a proof of non- in ter ference can be exhibited.

To prove terminat ion  t i -en , we pr osec - d as fo l lows:

1) Define an integer function , t , of the program state , and prove t aO is
invariant.

2) Find a s t e a d y - s t a t e  weak para l le l  i n v ar ian t  5 for the loop in question , and
pr ove

5 A B ~ t>0

3) For those statements (in other proce sses and within the loop in question ) -

wh ich may a f fec t  the value of t , show that , in any state in which 5 holds ,
none of these can increase t unboundedl y.

4) Show that  in any s ta 1e in which 5 A B ho lds , some statements wil l cause a
decrease in t.

5) Show that as long as 3 A B holds , statements  which decrease t must continue
to be executed.

These conditions must imp ly te rminat ~on of the loop in question , sinc e a s t ea dy decrease in
and (2) impl y terminat i on when t— 0.

4 3 3 An Examp le

We i l lust rate the method wi th the fol lowin g examp le , which provides a fair solution to
the mutual exclusion problem without the use of synchronization other than busy wai t ing.
The problem was f i rs t  discussed in [Di j ks t ra  6~ ).
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Two processes , A and B, ea ch conta in a cr i t ica l  sect ion , and those cr i t i ca l  sections must
be p r r . -en ted  f rom execut ing s i m ultaneousl y. Furthermore , should both pr oce sse s  desi re
ex ecut ion at the same time , the decisio n as to which to grant permission to should be made
on an a l t e r n a t i n g  basis.

A solut ion is the fol lowing:

var m A , m B :  boclean in it ial l y, false ,
prt y: (A ,B) ~ jjjall A;

processA:  while t rue do processB : while true 
~p

<think> <think>
m Ac-true; inB’-true;
wh~ e m B  do while m A  do

if pr t y=B then if prt y=A then
inA’—false ; nBc— false;
w hile prt y=B do nothing ~~ while pr ty=A do nothing ~~~
inA’-t rue inBc-true
Li Li

<c r i t i ca l  section> <cr i t ica l  sect i on>
in,A c—f al se ; inB’-fa lse;
prty’- B prt y *-A

Weak correctness for this so lution is established by the fol lowing proof , which is easi l y seen
to be i n t e r f e r e n c e  f ree.  We include the auxil iary var iab les c r i tA  and c r ’B in order  to e ab 1 e
to s ta te  the mutual exclus ion requirement.
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~~~ 
m A , m B: bc c ea n i f a l se ) ,
pr ty :  (A ,B)(A);

aux var cr itA , cri tB: boo lea n (f a- se) ;

pi- ’c&ss A :  ~~n ’ ç  t u r  do processB:  w h i le  t rue  do
i-. .A  A .~~ - I A  A c ’i !E ~~-i8) ~-‘~B A .crit8 A critA~ cnA}

<think>

~ mo > ir’~ i— t r ~~e; <so> inB’-true;
A - IA  A t L~~in8) {in 8 A -cri W A cri tA ~ inA)

<A l> w~~~e —( c~ ’ t A ~~--in B) do <si> whi le - - ‘ (crit B’--— inA) do
.~ •~~r f A  ~ cri tS~~yrB} {iriS A -crilS A cri lA~~i r iA )

i f  prt , =B t i- e n  if prty’= A then
< A 2 >  ir’ A ’— f a ls e ;  <82> inBc-false;

A .cr, tA “ crif8 in8} { .sri B A .crii ’B A cr i lA~~inA)
.cA3, h I C  ort y=8 

~Q <83> ~~ je prf y=A do
A ‘cr i tA A cri (8~ in 8) (-inS A .criW A cr i fA~~i r iA)

nothing nothing

( - m A A -critA A cr,tE’—in& A pr fy .A)  (-iriS A -cr i t8 A cr, fA=inA A prfy. 8 1
<44 > m A c—true <54> inBc—tr ue

Li Li
.cA 5> { irr A A .cr,tA A cr,( 8— ~,n8 A pr ty ’.A)  <85> (in S A •cmetS A cr, tA~ inA A prly. .8)

Q&~j
1 , - nA A cr i tA A (inS A crd8 A -c r i( i4)

< c r i t m c a l  sect ion> <cr i t ica l  section>
c m i t  A c - fa lse;  cr i tB c— fa ls e;

m A  A -cr:M ~ -cr it 8) (inS A .c rmtS A -cri t .4)
<A G> inA ’— fa lse ; <go> inB’—fa lse;

A -cr i tA ,~ crct 8~ inS} { .~n5 A ‘emitS A c r i t A_ ~-mn A)

<A7 > prt y- ’-- B <87> prt yc— A
A - c r i fA  A crmW ~ in8} {.mn S A .crit3 A cr i (A~ sn A}

Note tnat the expanded terminat ion conditions of the ori ginal “while m A ” and “whi le nB”
loops (<Bi> and <A l> )  are quite legal on the grounds that we have simp ly expanded an

- indivisible act ion t the evalua tion of m A  or nB) into one which is guaranteed to terminate and
which only changes variables which cannot a f fe c t  the program ’s behavior.

- - - - - - 
‘
,

- -
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4.3.3.1 Weak Correctness

The s ta ted  assert ions foi low ‘ m m e d m ate l y by taking successive pos t-condi t ions of the
input asse r t i ons  which appear at entry to the outer loops. Furthermore , each asser t ion is
not :nte r fe red  wi th  by the other process.  We present  two i l lus t ra t ive  examp les of what must

be proven to gua rantee th is.

The asser t i o n

(irm A A - ‘crit .A A c r i t B = ~inB A prt y= A)

at <A4> is not in ter fered wi th by the ass i gnment at <82> because

(irmA A -cr i tA A c r it B=~in3 A prt y= A) A (- ‘m B A - ‘c-m tB A cr i tA=> inA)

~ wlp (i , t B’- fatse , ( i r m A  A - ‘cr itA A c r it B~~in8 A prty=A))

Fu r the rmo re , the carrie asser t ion  is not in te r fe red wi th  by the assignment at <84> because its

conj unc t ion  w i t h  the a s s e r t s ”  at <3a> is fa lse.

r-~ot e th at the cr i t ica l  s e c t i o n s  are guara nteed to be mutuall y exclusive (as Tong as tI-ny
don ’t a l ter  any of the va r iables nA , nB, and pr ty)  because the asse rt ions

( i rmA A cr i tA  A — cri tB )

and

( m B  A cr i tB  A - ‘critA)

cannot be t rue simultaneousl y.

4.3.3 2 Stron g Correc tness

It rema ins to be proven that all loops (excep t of course the outer ones) terminate , and
hence the c r i t i ca l  sect ions wil l be executed. We will prove termi nat ion for process A , wi th  all
arguments symmet r ica l l y appl y ing to the proof of terminat io n for process B.

ccc
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Loo p <A 3>

1) Let t=O i f f  prt y=A and t= l  i f f  prty=B. Si nce prty is of type (A,B), t �O is
invar iant .  -

2) Since loop <A3> performs no actual computation , its stead y-s ta te  weak
parallel invariant is identic al to i ts  weak invariant.

5 — - m A  A - ‘cr i tA A c r i tB~~inB

Clearl y 5 A pr ty= B ~ t>O.

3) The va lu~ pr ty is a f fec ted  onl y by statement <87> in process B. Since
prt yc— A co r re3ps nds to tc- O, statement <87> does not increase t

4) If 3 A B holds , then

-‘irmA A - ‘critA A c r l t B -4 n B  A ~rt y=B

so t= 1.  Thus prty’- A wil l  decrease t to 0.

5) The onl y way that <B7> wil l not he execu ted  is if loop <21> does not
terminate (assuming the cr i t ica l  sect ion terminates ) . Since th is loop
termina tes when irmA is fa lse , and since - m A  is guaranteed by the steady-
sta te invariant , non-terminat ion of <81> can only be a result of non-
terminat ion of arm inner loop, namel y <83>. Since this loop depends on
p rt y = A , and since prt y=B is implied by 3 A B, <B3> must also terminate.

1-5 cons ti tute the proof that loop <A3> (and hence loop <83>) must always te ’ r imnate.

Loop < A l >

1) Let t~ O if f  — m B , and t= l  i f f  nB. Since m B  is boole~cr , , t?O is invariant.

2) The stead y-s ta te  weak paral lel  invar iant  of loop <Al > is

5 — irmA A ‘cr itA A c r i t B=~inB A p r t y=A

3 is established a f te r  the f i rs t  pass throug h the loop, and remains true
t he rea f te r .  Clearly 3 A m B  ~ 1>0.
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3) The value of t is pote nt ia l l y a f f e c t e d  by <80>, <82> , <Ba> , and <~36> .
Statement <84> cann ot a f f e c t  te rmina t ion  of loop <~~l> b e c a - ~r.e i ts  ~ r e —
condit ion cannot hold at the sa~ne t i m e  as j. S r s e  nO is set to t r ’ j e  by
<80>, that s ta tement  w i l  no t i nc re a ’ .e t unbcundedl y.

4) S t a t e me n t s  <82> and <86> can po ten t ia l l y rp~~~~~ p ~ howev e r , because

t here  e x i s t s  a patr i  f ro m <86> t o  a s~~~e “ ~~~ ic~ 
- — - -

~ is an,ai~ t - - .n , A C

cannot depend on <BE~’ to cause ~ . ‘ ion ~~.r. ‘ s ’e -
, of t h~ oa t h  is

re f 1 e c t e d  by ftc f a c t  t hat  a i -  0’ ¶~‘e 5 uCC~- 5  - C  a ’ - - ~~~~~~ “ ~~~~~~ ~3- j.’ a ’ d
<P~O~ ca n hold a~ the sa~~e t- ~~e as ,’ ‘ .‘ r~~- , ~ - n ’ a n n g  ho;’- is

an d -
~ e see t i - a t  t j ~~.C  5 ~o oa 4 i-  ‘ - s ~- - 

~~~
-‘ ‘ o a s ’~ te  -~~~ ~~‘ - n  -

~~~~ iç re r ~~t

to true be~o e  K A I >  t i.-~~~ - ‘ cs ‘- - - - .~

A — m n ~3 A — C ’ - ’ cr 1t ~ . - -

~‘~~ile pr ’ _
~ -Jo

~ct i~m o g

od,
{ Ia i ’ ,e)

5) It re~r- ains to be sI-o.cm n .- ‘ ‘H, s ,~ ~~
- - - ‘r~ e ‘ ‘ -e

pm o~~r i m  cc~~ is t s  of s t r a : g i - t  ‘ - r  r ‘
~~

- ‘ - • -  - ‘ - dl -‘ , A C

guara nteed to re ~~ < d i >  E~.e~~uai ’ ,’ ç . r~~. ,.,- - . -  ‘ ~-& - i ’ , .
~~~~~ 2 re

guara nteed to enter  c ’ loop, - -‘
~~~ $ “ c e  .2 c - ’ ’ . -A , ~ e ~~~ . St ~ - - “ ‘:‘ - v Z u e

<82>.

1-5 const i f t ;e  the proof that  loop < - ~. 1> (a r c  re nc e  loop <8 >) ~‘ .. c t  al~ a y s t~ ‘ m nate.

-— - - t_.~~~,. - . - -
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5. Verif ying Restricted Parallel Programs

5,1, Introduction

In this chap te r  we take a decidedl y d i f f e ren t  approach  to paral le l  p rog ram c o r rec t ~’icns
f r o m  those of Chapter  4. By res t r i c t i ng  the syn tax  of paral lel  program s su i tab l y, we can be
much more precise about their semant ics and more prac t ica l  about automat in g a v e r i f i c a t i o n

v s t e m .

5.2. Restric tions

To express the semanti cs o’ parallel prog ’ams o rec i se l y, we f i r s t  r eed  a -~ o~~ 
-
~~~~~

ce ’i n t - O n of what p a r a l l e l  program c o r r e c t n e s s  means. The se q uent ia l  case d e f - ” - t - c ” ,
t e r m i n a t i o n  in a par t icu lar  s t a t e , wil l do onl y w I- -en we deal w i th te rm i na t ing  para l le l
pr cg rams.  Consider para l le l  pr ograms expressed in the syn tax :

T: ç,Q~~giri E 1 // E~ // - . . //  En 2~~’~

and e t us r e s t r i c t  the E1 to be sing le c onditional c r i t i ca l  reg ions [Brmnch Hansen 73] of the

~Orm: 
-

w ith  X , when B1 ~~ S 1 2-~

We c~~r e< p res s  t I- c cor rec tness  of prcgram T by requir ing that  it t e r m i n a t e  ( .e. all processes
must execute  and terminate individuall y) in a s ta te  which sat is f ies some re la t ion  R.

Opera ting sys tems f requent l y c ontain non-terminat ing,  cyc l ic  processes , hence no f inal
s t a t e  e x i s t s ,  Consider programs of the form , -

C: cobegin repeat E 1 If re peat E2 // . . . If ~~~~at En cc~e~~
where r~ p~ at <statement> causes i n f i n it e  repet i t ion of <s t d t ement > , and the E1 are as before.
Then we can e x p r e s s  the we ak co r rec tness  of pr ogram C in terms of the ac h ieve - ont of a
s t a t e  sat is f ying some relat ion P1, w henever process j executes S~. We re fe r  to this as weak
cor rec tness , since it may be that blocking develops ( i c .  all processes become blocked at the
same t ime , hence no further progress is made) , or i t  may be that one or more processes
deadl ock (i .e. remain blocked f c re ~ -e r  w i th  no possibi l i t y of co nt mnuing ) . Further , one or more
processes may s ta rve  (i.e. remain blocked forev er even though the possibi l i t y of continuing
ex is ts) . Blocking, deadlock , and s t a r v a t io n  are cal led st rong co r rec tness  issues. No cyc l ic

- —,---r - 
~~~ 

- - . . --  
- 

- . - -

~~~ -
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paral le l  program may be considered c o r ’ e c t  unless it is both ‘Neakl y c o r rec t , so t hat  we can

desc r ibe  i ts  e f f e c t , and s t ro n~~-, cor rec t (at e as t  blocking- , dea dlock- , arid prubab y
c . ta r va t i on - f r ee ), so that we can rei~ on t n- c weak co r rec tness  e f f e c t  being ac h’e-ied.

We have recent l y learned of the work of van La msveerde and S ntz o f f
[Lamsveerde 76], wh ich uses simi lar ideas in an e f f o r t  to de” ive s t rong l y co r rec t  programs.
Our interest is in v e r i f i c a t ion onl y.

5.3. Correctness of Terminating ParaUe( Programs

For o ro~ ran~ T, co rrectness amounts to the requirement that no mat te r  in what  ordcr
the processes  bs-~yn to execute , all w i l l  execute  (and terminate )  eventual l y, and some re la t ~~n
P wil l  hold ,c h ~~n all are finished.

Let adT) be the index set of processes in the ~~ ~~~-coend block T (i.e. q(T) = (1, 2, -

n }). T hen

wp( T , R) = Np (
~ (T), R)

.c

w p (~~, R) = P

~~~~~~~~ R) = (3 i~~~)iB~) A (V 3 i~~)[B~ ~ w p(S~, wp( -(j } ,  R))]

T his is ~us t m f i e d  as fo l lows. We cla im that wp(~ , R) has the interpretat ion , “No matter  in what
order the processes whose - ndices are conta ined in execute , all will execute and ter m uate ,
wi th  P establ ished at the finish. ” We show this by induction on

°or j =0, i.e. ~~~~~~~ the i n t e r p r e t . t : c - n c lear l y I-s ic ’s sin ce ~ p(~~ R) P. Assume tha t  t he
i n t e r p r e t a t i o n  holds for ~~ 

= Ic, k�0. f’~ow co nsmd e r ~~~
‘ 

~ u ~r, where 7r lZ .  If iA c,il~~’, R) is to
hav e the proper  in te rp r e ta t ion , then i t  mus t guarantee that at least  ore ot the processes
l is ted in ~~~

‘ is runnable , e s e  the prc-~ ram wo uld ma i- e no further progress. Aiso , execut ion of
any runnable pr ocess must terminate in a s t a t e  A ’ Hch a”-su res that the rema ining processes
wi l l  als o e x e c u t e  and f i r  all y t e r m in a te  wi th  P. This is e x a c t l y what is ex pre s sed by w p l~~’, R),
s ince lI’ -( j} Hk means that wp (Z ’ - ( j~ R) will cau s e the remaining processes all to execu te  and
t erminate w i th  P by the induction hypothesis.

Finall y, s ince o( T) cont a ins all of the process indices of program T, wp(c- ( T) , R) is the
des i re d weakes t  p re- rcnd i tion.

~

- - - ~~~~~ — - ~~~~~~~— -— —~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~ ~~—
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5-4. An Example

Conside r t he f o l l c w rg pr og ram:

P: coheg in
w i t h  x whe n x=0 do x ’— 2 od If
w ith  x ~~~~~ x = I do ‘-0 od / /
w i th  x when x=2 do ~‘—l od

coend

Then wp(P, x a )  = -~.p (-) l, 2, 3), x=a )  -

(x ”O V x = 1 V x=2)
A (x=0 ~ iwp(x+... 2, wp(~2, 3} , x =a ) ) )
A (x= 1 =

~ 
-
~~ o c x ’— 0, w p((  1, 3) , -x

A (x=2 =
~~ W p (X ’~ i, w p({ l , 2}, x=a )))

1) wp(~2, 3], x=a)
(x = l V x=2)

A ( =1 =
~ w p ( x — O , ‘.cp ((3t , x=a ) ) )

A (x=2 = wp (x~— l , wp ([2 ) ,  x= a ) ) )

= ( x —1 V x— ’ 2 )
A (x= 1 ~ wp(x ’- 0, x=2 A a= l))
A (x=2 =

~ wp(x’- . 1, x=l  A a=0))

( x = 1  v x =2 ) A x~’1 A ~~=2 =
~ a=0)

= x =2 A

2) Sirr. i l ar y’, A / O { I , 3), a) = i’~ =O A a=1)

3) S imi lar l y, wp( { l , 2) , x = a )  — ( x = l  A a=2)

- - ~~~~~~~~~~~~~~



Hence  ‘Apq l, 2, 3~, x=a )  =

(x= 0 v x=1  v x=2)
A (x=0 =* w p ’ x ”—2 , =2 A a=0)i
A (x=1 =

~ w p(x ’—O , -.~=0 r. a=1))
A (x =2  ~ w p ( x ’-1, x’= l A a=2 ))

= (x=0 v x= 1 V x 2 )  A (x=0 ~ a= 0) A (
~ =1 ~ a 1 )  A (x =2 ~ a 2 )

= x =a A (a=0 V a= 1 V a=2)

5,5. Correctness of Cyclic Processes

5 5,1 Weak Correctness

For programs of the form ,

C: sohs ~~r. r n - r n - a t  E 1 // re p e a t  E2 / 7 .  . - // m o n - a t  En c-~ -a~.

as n- e n t i c n e d in sec t ion 5.2 we def ’~o we a~. c o r r e c t n e s s  as the e s tab l shment o f s ome
relation .~ I-er i e uer pr ocess can ex ec ute .  T I-er

w l p(C, ~R 1,P2~ - - ‘~ n>
~ 

= (V~ 1..n) W J (CI P~)

is the weakest  l iberal p re- cond t ;on  w h ich gua rantees thi s , C-r e

W~(C~ R) = (Vk �O) V,ik lC R)

i~~~(C R) = B~ ~ R

W~~
1(C, R) (d i ’ 1.n~ [~~ ~ ~ l p(S ,, VI~ ( C , R)) )

has the n te rp re t ~~t io n , “If there is some sE —q s i : -n e Sf pr ocess  e . c c u t  ons of leng th k

~ hi~ h results n B . ho’ im p ,  t t m n- n i t mrur .t a lso re ’ u!i in P . ” T i - , 5  i~ c ” a H ~ 5,i t i u f - ’ T ’ l t for k=O.
A~ sur, c t he r i te ’~~re ta tion of W~ holds for  k=rn . m? 0. Then , since s iiar  ant e ~s that any
e - e c u ’ able proc~ wi l l  resul~ in W m. t he i n t n - r  c r c  t - t o n  ‘- - t ~hol d f~~r all k~ 0. The
renj unc t ion  ~ f W~’ for all k :~O then 1 has the i n t e ’ p re t ~ t c n , “ A f l /  seq iense of p rocess

--xic: --~~~~~~~~~~~~~ 
L_
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ex ecu t ions  which resu l ts  in B~ holding ‘w i l l  a ls o resu l t  in h holding ”, thus whe re  ier process
ca n run , P~ wi ll be t rue.

5 5 2 Strong Correctne ss

S.~ .2 .! ~3~cck ing

A set of p rocesses is bLacked if none of them can run, thus al lowing no fu r ther
progress. A cyc l i c  para l le l  program is b Lo c k i n g-f r e e  if t here is no execut ion  seque nce which
ca ds to biock ng. For program C, the weakes t  pre-condit ion w hich ~uarant e es  tha t  C is

b lock ing - f ree , denoted wbp(C), is g iven by

wbp(C) (Yk �O) Uk(C)

i e r e

U0(C) = true

Uk+l (C) = (]j(1..n)(B~) A (YjE l ., n) [B~ ~ w p( S~, U,(F))]

L ,. (C) “~as t i e  in te rpre ta t ion , “At least Ic processes will execute. ” This is c lear l y sa t i s f i ed  for
k =O. For Uk+ l (C), we must have tha t  at east  one process can execute , and that  any process
t r a t  mhs e s execu te  wi l l  resu lt  in Uk(C), which is precisel y what is ex p res sed  above. In t he

n- - f , Uk(F) w ill guaran tee an unbounded ex ecut ion  sequence , and hence that F is biocking-
f ree ,

5~~.2.2 ~ ea diock

If a c y c i c  para l le l  p rogram re~ c iies a s ta te  W hich ‘orever exc lu des a ry  possibi l i t y of a
g’ven p roce .s  continuing , then that process is said to be dc~1n ’ i3ck ed .  A cycl ic p. i ral le l

4 p r o g r a m  is deadlock-f ree i f there is no execut ion sequence wh ich  leads to the deadlock of
any process.  The w e a k e s t  pre-condi t ion which guaran tees program C to be deadlock- f ree ,
r : c n o t ed  wdp(C), is g iven by

wdp( C )  = wbp (C) A (Yi ( 1..n) (Y j ( 1..n) W 1(C , V(C,

w he r e  W~ is as. previousl y de f ined in sect ion 5.5.1 and
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V(C ,R) = (~~k’O )  V k(R)

V 0( R ) = R

V k + j ( P) = (]mEl..n)( Bm A W P(S m, V k( R)))

m,-~~ B~
) gi’ .es the -w eakes t  pre-condi t mon that  assures t he  ex i s t ence  of an ex e su t on seq uence

w hich es tab l i shes  B
1 W

~
(C

~
V(C

~B~
)) thus gives the condit ion which guarantees the continued

ex u ten ce  of such a sequence w he ne ’~-er process i is e ,ec u~able. The definit ion of w dp mn -a r
be read , “A ll processes must leave invar iant  the c o n d t i c n  which assures the possib i l i ty  of
an ,— ~ iven process e x ecu ting ”.

5.5.2.3 S t a r v a t ion

A p rocess  is said to s r a r u e  i f  :t is pre - e n t e d  f rom running by v i r f ~~ of t - e  pa r t i c u l a  -

n x n c u t - o n  sec ee nce taken by the para l l el prog ram , w nHe ri fac t  it w ould become r u n- n- a b l e  f
some other e ’ s c u t i o n  sequence ‘n- ad been chosen . Th~s is to be dist i rgu ~,hed f rom dead ock ,
r -A ’n ic h a s t a t e  is reached f rom which no execu t ion  sequence can enable a g iven c rocess .

The w e a ~.es pre-c ondition gua ranteein g no n - s ta r va bon  in a sys tem of para l le l  pr ocesses ,
is g \-en by

wsp ( C) = wbp(C) A (V if 1..n)-’V(C , Z (— B1 ))

wh ere

Z(R) = (Vk �O) Z k(R)

Z0( P) = P

Z~ +i (~
) = (3j ’ L.nX B, A w p(S~ ~~~~~

Z(R) g ives  the w e a ” .es t pre-cond it ion that  assures the ex is tence of an unbounded ex ec ut h~n
sequence which ma inta ins the t ru th  of P. That is , Z(

~
B
~
) holds if and only if B~ is fa lse  and

can he n- pt  fo rever  fa lse  by son- c execut ion sequence. V (C , R) is as defined in the previous
sec t i on , so —V ( C , Z(-’ B1 )) guaran tees  that it is not po~ :- hle to reach a s t a t e  in which process i
can be fo rever  p revcn ted  f rom running.
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5 5.3 Ver i f icat ion Methods

Having described the weakest  pre-condit i on formalism for the cla ss of prog~’ar r s. w t h
w c ’ i c h  we are concerned , we now discuss an approach to parallel program ve r i hca t io n  which
is analogous to the “invar iant  re lat ion ” approach to sequenti al loop cor rec tness (see sect ion
4.3,2.2).

Theorem 5.1 (Ncn-b 1ock ir~ Inva r ia~fl

(Yj E1~n) [j A B~ =
~ w~ (S~ J)] A [J “~~ 

(3i(1..n)B~l

I’ [j ~s w bp(C)]

Rewr i t i ng  the theorem , we must show

(Yj 1 ..n) [,9 ~ B,~ ~ w~ (S~ j )] A ~ (
~~ l . .n )B~fl A j  

~

w n e r e

U0 — t r ue

Uk+l (J j’ 1..n)(B~) A (Y jE L.n)(B~ ‘~~ wp(5 1, UK ))

We use induct ion on K .

1) For k=O , the theorem clear l y holds.

2) Suppose (V~c 1.. n) 
~~ 

-s B~ ~ wp(51, J)] ‘~ 
[3 - -

~~ 
(~~j ’, i..n;B~] A 3 ~ UK.

Then we will prove

(V j~~1..n) [,5 A B~ ~ w p(S~, 3)) A [3 ~~(3j ( I..n)B~] A 3 ~
That is.,

(Vj 1..n) [3 A B~ ~ wp( S~, 3)] A [3 ~ (3 j E 1..n)B~] A 3 A UK ~ 
Uk+1
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Subs t i tu t ing  the def in it i c n of Uk+1,

(V 1 1.,n) [3 s B~ ~ w~ (S~ 3)] A [3 ~ 
(
~ j ’ l..n)B~] A 3 A UK

~ 
(]j 1..n)8~ A (V j ’, 1..n) [B~ ~ ~v p(S~, Uk)]

Since we can derive (3j ’ 1.n)B~ from the hypotheses immediatel y, it remains
to show

(V j ~ 1..n) [3 A B~ ~ w~ (S~ 3)] A [3 ~ (3j ( l.n)B~) A 3 A UK

~ (Vj E1 . . ri) [B
~ 

=~ w~ (S~1 UK )]

We can assume 3 ~ 
UK, since o therwise the imp l icat ion c lear ly holds.

Then (Vj 1..n) [B~ =~ wp (S 1, 3)] ~ ( V J E 1..n) [B~ ~ w~~(S~ UK)]

f rom the monotonicit y of wp 8.

QED

T H e o rc - m 52 J~ on-de a~~ock  Invan

(YjE L.n) [3 A B1 ~ wp (~~,j) ] A [3 ~* (Jj E 1..n)B~] A (V iE i. .n ) [3 ~ V(C, B~)]

E [3 =* wdp(C)J

Se, A pp endi . A

—-

~

-

~

‘,, - .- - - -
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TH p~~r~~m 5 3 (
~ .o’ - S f a r v ~ t ion jn v a r ia~~~

(Y j i l..n) [3 A B~ =
~ w p(S ,1, 3)] A [3 ~ (Jj( 1..n)B~] A (Vj E 1..n) [3 ~

E [3 ~ wsp (C))

The proofs of thes e theorems are s u f f m c ien t l y similar to that of the non-blocking the o rem so
as to make their  inclusion unnecessary.

5 5. 4 An Example

We shall prove that the fol lowing program is blocking-free using Theorem 5 1~

asser t n>0 A 0~ xs n A 0�y�n A 0~ z~ n A 0<x+y+ z<3n;

cobegin
w it h (x ,y) when x>0 A y<n do x ’-x-l; y’-y+I od //

(y,z) w ker, y>0 A z<n do y ’— y- l ;  z— z~ 1 od 7/
wi th  (z ,x)  when z>0 A x<n do z ’— z- l ;  x’— x 4’ l od

ccc rid

This program models the act ion of three processes moving data among three buf fers , e.g.

q’— rernove(b 
~~ 

insert( f (q) ,b2) //
r ’— remove( b 2); in se rt (g ( r) , b3) If
s’— remove (b 3); insert (h(s) ,b 1)

coend

— Let us take the input assert ion to be our invariant 3. Then we must prove,
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1) (V j ( 1..n) [ A 
~ ~ w c L~~ 3)]

2) ,9 =~(3~’I..n ) E~)

n- c f

LI) 3 A B1 ~ wp ( S 1 , j )

n>0 ~ 0’ x~ n A O~ 1’s. n A 0c~ cn A C< .-~y -~z<3n A :~>0 A y <n
=~ wp ’ x ’- — l ;  y 4 — / + l , )

ri>0 A O<x~ n A ô~~y<n A 0~ z~ n c- 0< x 4 y ~ z <?n
= n’O A i o~~ n+1 A -I~~y~ n-i A 0~ z~ n A 0<x+y+z<3n

12 )  3 A Bn- =~ w p -~S 2, 3) by s’y nirnet ry

1 3)  3 A ~ ‘w p ’S3, 3) by s y m m n - t r y

2) 3 ~ (3j* 1,. r) B1

n>0 A 0~ x~ r~ A 05y~ n A 0hn~ n A 0<x~ -y+z <3n

~ (x> 0 A y<n) V (y>O A z<n) v (~ >O A x <n)

(x�0 V y�n) A (y~0 V z�n) A (z~ 0 v x �n)

~ n~ 0 V x<0 v x >n v y<O V y>n V z<0 v z>n V x+ y+ z~ 0 V x#y+z?3n

(x�0 A y~ 0 A zs0) V (x~0 A y~ 0 A ~~n) v (x~ 0 A z�n A z �0)
v (x ~ 0 A z?n A x~~n) v (y~~n ti y

~
O A z~ 0) v (y? n-  A y

~
O A x�n)

v (y?n ti z?n ti z�0) v (y�n A z?n ti x�n)

~ n~ 0 v x <0 v x >n v y <O v y>n v z<0 v z >n v x -’-y+z�O v x - ~y- ’z? 3n

which can be seen to be t rue b y in’ .pec tion.
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6. Conclusions

In this last chapter  we shall a t t e m p t  to draw the thesis together  in a coherent fashion .
Sect i on 6.1 contains a su mm ary of the mater ial  presented in each chapter .  Sec t ion
6.2 describes -.i.hat we think are the con t r i bu t i ons  made by the thesis. in sect ion
6.3 we present our evaluat ion ~ f t u e f e a s i b i t y of operat ing system ver i f i ca t ion .
S ec t ion  6.4 describes what we regard as impor tant  areas for  fu ture research .

6.1. Summary

In Chapter 2 we presented a met hcdo c;-y for t i - c  des -g n , spec i f ica t ion , imp le m e nt a t - o n ,
and ve r i f i ca t i on  of highly modular programs. The methodology relies upon the concept of an
abs t rac t  data  t ype to provide wel l -def ined module boundaries which , by virtue of their
e nca mc u at ion of low-level data s t ruc tu re  access , also convenientl y encapsulate the
ver i f i ca t i on  o~ data s t ructure co n s is tency .  Ease d upon the comparison of se j e r a i
s p e c i f i c a t ion techni ques, ore was ch osen which we think provides the most intuit ive means of
t r a ns f o r m n g  ideas into mathemat ica l  fo rm during the process of formal spec i f i ca t i on . The
e .am pie  of a queue was used in each case to provide a basis f o r  co mpa r ison . Once a
dec is io n was made as to the nature of formal  spec i f i ca t i ons , we descr i bed a m e t h od of

~. - enf yin; their cons is tency by proving the invar ance of cer t a : n  proper t ies of t re  a b ; t — a c t
~~~ ate.

Chapter 3 expanded upon the methodology of Chapte r 2 in order to i n v e s t - g a t e  i ts
a~ .p~ica b i l t y to the desi gn and ve r i f i ca t i on  of oper at i r - g syst e ms. The re la t Ionship bet~~een
t he  s t r u c t u r e  of a system and the language in which tt  is rn-d emented ‘was exp lored, if the
system is h ie ra rch ica l l y s t ruc tured , then the implementation ‘ anguage used to cons t ruc t  one
‘ e - ’ e l  is a combinat ion of that used to imp lement the level below and the f ac i l i t ies  changed by
the level  below.

Chapter 3 also conta ins  a la r g e  examp le - the design , spec i f i ca t i on , imp lemen t a t i o n , and
v e r i f i ca t ion of the process  d ispatcher  of a hypothet ica l  sys tem.  Par t icu lar  emp na.s i s  was
placed on veri f y ing the speci f icat ions in addition to t he imp lementation. Using the proof
te c nn ’cc ie  outlined in Chapter 2, propert ies such as “the current process has highest pr ior i t y ”
and “dispatching is done in Round Robin f ashion ” were shown to be true of any
irr -’p ic ’ mentat ion which c o r r e c t l y models the spec i f ica t ions.

Because operat ing sys tems emp loy much concurrency in their  imp lemen ta t i on , w e

de- ,cted the , next two chapters to var ious ap proac hes to ~‘er if y ing the to ta l  co r rec tness  of
paral le l pr ograms. In Chapter 4 we exp lored two of these , one using Dijkst ra ’s weakes t  pre-
condi t ion semant ics [D j ks t r a  76], and the other using the ax iomat i c  weak c o r r e c t n e s s
approach of Cw i c k i  [Owicki 75]. Both were  app lIed to a general c lass of paral lel  programs.
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Tb~ -~.ea~ e’ - t  p r -  ~~“ ‘ ror ~- p p r O~~Ch  t o  ~e - f y ’ g  ~e rc ra l  parallel prcg~ ams ted to the
c q u i i  em~~”t ~c’ ‘~ uc b ‘~

- n-~ e r , 
- ‘ 3 . .5 t ~ r n - e r  ‘ 

~‘ - i  c e r n - a n t - s n -  of s . ea ue nt ia l  c o n t ro l  c o n s t - u~ ts ,
becau se f l - c - ’ e .~ ‘n-  usuall 7 r”a r ~ ’- ~

- ,.‘ s.c . e ’ a ~ prirr~ y e mac hine in- s t r i c t  - o n - s ., a f t  sir any one of
-
~~ rich pr  e—e ~

- ,u ’ on mal oc cu r , T I e  m Jt w a s  a c o v n e t e  but c om pu t a t io na l l y d i f f i c u l t  proo f

techn ique f o r  the pa r a - - e l  or- lr~~l c c r ’ -s ’ m,~~t

Ow ic  s - i ’ s a~~o ma t ic  a n - p r o a c n  is le ss  m ,~o r i ’Hr i i c , Un- sa uc e i t re c u i re s  the ins ’ :~nt f u l
adc t~~ n of au ‘ - i ’ , -  an ,~u es . h O w e ~~n- r , 1 is more f eas i b l e  c o r v - p u t a t i o n a h I~~. A l s o  in Chapter

~ then , ~.e presented  Our O~~n -n t r r p r e ~ a t O r i  of f” , ’,- r r~~ thodO og,, incHd rg the prrnc ip ’ e of

‘ - c n - - i n t e r  f e rence , arid d iscussed an a pu roac h  t O - .- € - n t - ,’ng  t e r n  nat ion ‘~ bc h  gener ,~lized
Di , ’-~ t r a ’s a p o r o a s n  fo r  the sequent ia l  c a s e  [D’~~nt ra  76] .

In Chapter 5, we re tu m no d to the we a~ s~- t p r e - c o r ’ J t io n  approach , but app lied it to a
r e s t r i c  t e d  c lass of paral le l  prog rams.  The r e s t r i c t i o n s  a l lowed us to fo rmal l y def ~n t n-c
-we ~~ es t pre-condit ions w h ich  gua ran tee botI-  weak c o r r e c t n e s s  and the abse nce of b lock i rg ,
dea d loc k . ard c t a r v a tion. A l t hcugn - these d e l i — - t ons a r e  c o m p e x , -we -we re ab~e to f o rmu la te
t h e O r e m s  -whic h make use of the invar ant re la t ion  concept  fl order to guarantee c o r m e c t r e s s .
Sever a l  e x a m p le s  we re  presented.

6,2. Contributions of the Thesis

Foh !o -w i np are w ha t  we c o n - n- rem to be the c o n t r i b u t  on-s made by th i s  re s e a r c h . T b-s
or r ier  in ~~h;c h t he y’ are p-n - sc- nted s not inte nded to convey any idea of r e l a t ive  r r ,oc rt a -n - :e ,
but is based more or less s.r:cuen -t ,~ i up on the mater ia l  presen ted.

1) The idea of dev e i op ing an imdle n - e n t a t j o n  language hierarch icall y, based
upon the s t ructure of the s y s t e m  it is being used to imp len-en t.

2) The idea of cast ing the co r rec tness  of fc~ ma l spec i f i ca t ions  in terms of
inva r ian ts -w I - u  i r e l a t e  t he data t y p ? S  involve d , and the nic- thod of ‘.— e r f - i n g

- these invar iar i ts .  This inc ludes the notion that  such a b s t r a c t  idc a c -  as

• “ fa irness ” can be ver i f ied of the spec i f i ca t i ons if they can be ex pressed  in
terms of these inva riants.

3) The f a c t  that  the design , imp l ement ation , ~-~nd ve r f c ~~t:on of a small hut f a i r l y
re a l is t i c  par t  of an opera t ing  S y n - t e m , the p r o c e s s  d s ,oa t c k er , was  shown to
be re la t ive l y c t r  a p ht for w a r d  usir’ h the p ropo - . r d meth odo logy .

4) The p red i ca te  t ran s f o r r r , a t : n -~~al a p p r o a c .  to pa ra l l e l  pru  ~im. co r rec tness ,
most impor tant l y the ch a rdc te r i , ’~ ’ -e r  of w~-a kes t p r e _ c o ’ - i i t ions fo r  w e a k

- - ~~~~~ 
. - - . 

.— - 
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cor rec t ness , absence of block ing, deadlock , and s ta rva t i on , and tb ,e
formulat ion of invar iant re la t ion  theorems for  those concepts .

5) The ex te ns ion  of the w e a k  co r rec tness  rriethodology of Owicki  [Owick i  75]
to i nclude the proof of arbitrary par al el program loop termination. This

includes the genera l iza t ion  of Dij k s t r a ’s methodology for sequential loop
te r mination [Dij kstra 76] and the concep t of a “s teady -s ta te ” loop -

inva riant.

6.3. On the Feasib~hty of Operating Systems Ver if kation

Af te r  ex pend ng a good deal of e f f o r t  on the research desc ribed in the thesis , and in
g Ut of our resulting experience , it would seem appropriate that we comment upon the

~c-n - s ib il it y of ca r ry ing out the ver ification of an entire operating syste m.

The pri mary prob lem we encountered during t he process of ca~ ry ing out program

proo fs  was the inappropr ia teness of pencil and paper to the task.  Much of the -work

- n ’ - o l ved  was tedious , requir ing continuous re-copy r-; of non- t r iv ia l  asser t ions in order to
e 4

~ e c t  the s tep-b y-s tep t rans fo rmat ions  d i c t a t e d  by - w e a k e s t. p re -co nc it i on  computat ion.  This

pa~ t c u a -  process , usual l y ca ! led  v e r i f c a t on cond i t i on  (VC) g e n c - r a t - o n , is undoubtedl y best
han dled automat ica l l y by a computer  p rogram , an d n- Used numerous imp i ernenta t ions  of such
o rcg ’ams ex - ot , for examp le [Suzuk~ 75, Good 75). We made a conscious dec ison n e t he r
to i r npem en t nor to use an ex ist ing VC generator , princ ipall y because we desired the
freedom of not f ixing a syn tax  for our im p ;e r nen t a t ion  language. Since for any real a t t e m p t
at v e r - i - c a t i o n  of an en t i re  o p e ra t i n g  sys tem we could easi l y wr i te  a VC generato r , much of
t h is  tedium rhou ld disappear in p rac t i ce .

There is no question tha t a powerfu l  automatic theorem proving s~ s tem is also needed.
yost of the quant i f i e r - f ree  ve r i f i ca t ion  condit ions could be proved rather easil y by a

re la t ive l y simp le deductive system , but ow ing to the nature of the abs t rac t  d a t a  t ype
mechanism , asse rtions w h ch are quanti fied over t - 1pes are very common. For examp le , an
i n v a r i a n t  which descr ibes doubl y-l inked c i rcu la r  l is ts  of ob j ec ts of t ype  I is

(Vx ’ T )  (x .succ .pred = x A x pred.succ x )

The proof of the proc E-dure appe ndR of type Multi q in Chap ter 3 relies very heavil y on this
in - a r iant , and no simp le -minded theorem prover can handle it ~~ . In our ooinion however , a

~ W p hav i ri ‘ a c f  ir id o uf th. p roo f  of ~ PASCAL v e r s o r ,  c f  t i - e m . - c r - d u r e  on bo t h  Su z u k s ve nt er ~Suzu ki 75) and

fbi IS! v e r u f er [Good 75 )  ,w ti- r ul s u c c e s ;  Ti..; ii no f to say t ’ - s f  ;or ~e o t he r equ iv aie r , t def ,r, $ v n  of ( O r r ; c f ” i . ! s

- - - ‘ r i  be ,jx pd prod uc t i v i t y in fbi ; ca se , but w e .v-si  t r  s t i c k  f o  our c r. rør t~ ~bo u f s~ieci f i c a f o r i  f~~C~.~. ique S in

‘~~~‘ 2
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hi- ,—- : 7- n t e r a c t  ‘a t r ~eo re m prover  could subst rn ut e human in te l l ig e nce for a r,cp~~c t i c a ~ed

aut on’at c sic- c~uc ’ t on s y s t e m  iw - th  g - e a l success , s n-ce a f t e r  all very ic .w c a ’ ’ f i J u e t~ uo’e mu

cc - r e d f rom compu te r  p-c ;ra r r’ s r~~-j~~-r ~ cor — t , nuous c~ s i a t i v i t  to be p-c ,en ,

In a~ dti o n to t he VC ge ne ra to r  and i n t e r a c t v e  t heorem prc~ c-r , a VC g c - n - e r u t o  t or

sn-- i. c - t i c  at ons, as discus sed in s e c t i o n  2 .3, shou ld be n - a r t  of any sys tem used to v e r i f y large-

sca e p-og ram s . Furthermore , the e n - tire ye n 1 cat  ion s ,-:. t e m must be par 4 of a total 5 7~~~
t
~~.m

d e v e o o me n t  en i ronment in w - n c n  t i - e ’ e  e i. - e t  re ; , re se - ~t a t r c n s  of n t e r - mc  ule depen u’e nc es.
‘ T I - s  hookkceo rg sys te m must have ftp ~~ ow i eu:~ia to  in -v a l ida te  and regenera te  t h c -  p roo fs

of n~cJ u les -wh ic h a re p o t e n t a t y a f f - ~st ~
.
~ b y cha n pos to o t r ce -  modules. E?’acau ue c- f t~~e

-~~ i.-c - ’ s~~e of th is sort  of i n fo r m at on in a rea l  s ,c t em , t here is no hope of ever  rc mer n- ber i rg

su ch ce pen denc es w thc ut  machine as s :  tan - ce.  ~~n- a~t e r i i c t  a io r~ these lines , ~lt ho- .g b f 0 r

the ’ mo - - ’ : n-t  p man l y concerne d w t H  docu r rent a t on a d  nter - mn-o Uui i~e~ c o n  c o n s i s t e n c y , is
dt c r b e d in [l-iabermann 77). Wo rk is also in p r o o r e s s  to fo rm a l ize  both i n t e r —  ar -c u  - nf t a-

dute depen dencies [Ccc ipr der 77), and t n - i n -  s. F o r _ id c e r : e as a basis for t he E-

a c e- - :e lc pn e nt  and ma i n t e na r c e  c- n- .- r on’ .en-t fo r  c o r - e c t  n - - c s ; -  an-ir n-- d s y s t s  ms.

It is rot  c lear  tha t  the ne t n o d  of d e n - c r - b i n - a, da t a  s t ruc tu re- s h~ f~ ne q- , - , ..~-c s d
m n - v a r i a ’ -t ~ as we have used them is s u f f i c e n t .  A r-a~or prob i em is the use o ’ rec u rs : - , e

fti~~c t - c n s  in’ these asser t ions.  For examp le a bina y t r e e  be descr ibed by the in- . ar a nt

(Vx node) b t r e i Y x )

‘ w - c r c  b t r e e ( ) = if x=niull then t r ue c - s e  b1ree(x . le f t )  A bt ree ~x. rig ht) .

T I- c f uncti or btre e is onl y pa r t i a l  if there is. a path f rom any node to i t s e l f . Deal ’~g
w ’ t h  suc h a n - n - n - - t o n s  is quite co n - p l icated , and it re rn-a ins to be seen if the data  s t r u c t u r e s

use d b 7  an o pe ra t i ng  s y s t e m  ca n -  al l be s r - p Ie c - r ’icug h to a- ,- - oi d t he s e  com p l ica t ions .

Final l y, c-J r para l le l  p ro g ram co r rec t nes s  wor k  is onl y a basis for fu tu re w ork. 2 n -c e

no rea l  o p e ra t i ng  n - -j n - t o m  wil l  use s o n, c i t c n a l c r i t - s a l  reg ions because of t I -e r inhe re - nt
- imp lement at ion  inc~ f ic ency ,  ‘ - ore wo rk  must be done on using the c r i t i c a l  region fo rma l  bas i s

to dea l - wi t h  mcre p r a c t i c a l  sy nchro n izat ion pr im i t i ves .  2ome of this has l a t e l y been done ,
end is dec -  rihed in [Flon 77]. A n in t roduct ion to v a r - o u s  sy nchron iza t ion  c- r i m i t i ve s  and
their ueri I s  a t ; sin may be found in ~A r d e  77).

The conc I s i o n - w e  d r a y  f rom this eva luat ion of t ho fe e s  hi i i t y of o pe ra ’Jng s ,s t em

v e r i f -  at ion is th,i t it hinges c-p e n t I e  development of a pc- --w -o r f ul p re g r a  J- - - n U  an- d
v e r i f i c a t ion env ironment and the fu r her inves t i g a t ion  of n - e r a 1 el pr ogram c o r r e c t n e s s  as
U - c r I - - ed a lso - ic- . There is c- ~- ery reason to believe that fiv e years to a t o y  env i ronmen t  and

- . s y - t e m , and ten to a p r a c t i c a l  e n - i r o n - m e e t  and sys te m are  fa i r  est ~m a t e  s .

- .— — - - - -



6. 4. Areas of Importance for Future Research

As rne-- .t i oned in the p- c c  ed ng section , there remain sa v e ra l  important and in te res t ing
pro blems to be soI-.ed before  we ca r  hcpc- to achieve a ver i f ied  operat ing sys tem.  We l ist
what we consider to be the three most important.

1) Can the p rocess  of - ve r i f y ing the c o r r e c t n e s s  of pr ocedures w h ch manage
c c n p e x  da ta  s t r uc tu res  be made s i r - pIer by judicious choice of the
consis tency inv a r ian t , or is some other  method of spec i f i ca t ion  needed?

2) What should be the att ributes of an envi ronr r ’ent for the deve l opme nt and
mainte ria ’ ce of co r rec t  programs? What should the user inter ’ac e t o an
nt e - a c t ! - j e  prog am verification system be? Can program v e r i f i c a t i o n  be
done incremen t all y ? That is, ca n a mod ified program be re-’iercfied onl y
in~ o ’ar as s absolute l y neces s a ry ? -

3) bow can we appl y the paral le l  program cor rec tness  ideas of Chapte rs a
and 5 to p r a c t i c a l  sy nc Uroni :at ~on mechanisms? There has been work  dare
on pro - n ;  the cor rec tness of c o - ~c u r r ent l y used abst rac t  da ta  t~ pc- s
[Howa -d 76 , Fian 76, Owt c~ci 77] but very l i t t l e  has been said about
the correctness of processes s,-hic h use those data t ypes. Wha t e f f e c t  do
moni tors  and pa th  express ions have on the provabi l i ty of absence of
deadlock? (Car- ipbel l  has done an inves t i gat ion of th is  que s t on for hi g hl y
s imp lU~ie d path e~ pressio ns [Campbell 76) ,)

The a r e a  of l a rge -sca le  prog ram cons t ruc t i on , ma intenance , and v e r i f i c a t i o n  should provide a
r ich source of i n t e r e s t - n ;  r e s e a r c h  ques t ions  oser the years  to come.



A ppendix A: Weakest Pro-Condit ion Semantics

e t n - i t  On

The weake ,r ~ p r e -c o r ’ cL t i o n  of a s f a t e r r c - r t  S and p r e d i c a t e  ~~~, wp( S, P) is the n e c e s s a r y
and s u f f i c ;e n t  condi t ion which gua ran tees  that  S ‘w i l l  t e rm ina te  le-a \ ’~~; R true.

1) w p 1< e n - pt y >, R) = P

2) w p ( x — e , R) = R~

Al t  f ree  occurrences of x in R are rep laced by e.

3) —.. n - I f B t h e n  S 1 e lse S 2 ~~ , 
P) =

[B ~ w p 5 1, R)] A [-B =~ w p ( S 2, R)]

..1) - wc ~S ; S 2 R) = w p(S 1, w p( S 2, ~))

5 ) w n - .- H e a c c S ~~~~
R)

~~~~~
. ) G K

w b e ’ e  G0 = - B A R

= B A wp (S , 
~~~

on

The u.-e~c/ ~ -st I L L - c - r a t  i -  - € - - , : -u - ~~.’ t.or~ of a s l a t e s - - e n - f  S and pred icate  F, w~p~S, F) is t in- c-
nec es s a ry  and suff c ient cond i t ion wni ch gu aran tees  that  S will e i ther te r m - na te leav ing  R
true or not t e r m i n a t e  at all.

vip( S, R) wl p(S , R) A wp iS , t rue)

~cn  - r - p o r t a n t  proper t y o~ the we ak es t  p re-cond i t ion  is r r c ’ L o t ’ a ’ l . i ( : L t y ,  which is
c ~p-e ss ed  by the a~ ’ci -n
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P 
~ Q 1 w p (5 , P) ~ w p( S, Q)

S ince w p( S , P) cha rac te r i zes  t e set of s t a t e s  -w h i c h  guarantee the ~-- J t h of P a f t e r  S is
e~ ecuted , any one of those s ta tes  must also g uaran tee tee t r u t H  of Q a f t e r  S as long as P~~Q.

W e a k e s t  p re- o— d t ion  has a dual , ca l le c -  s~ r c r r ges t ro~ t - c o r t d c t t o n .

~ c i n - t On

T he stro rtgest pc s t - co r t d l t i o r t  of a s t a t e n — s o t  S and pred icate  P, sp( S, P) , is the
s~t c n gest  possible c h a r a c t e m z a t o n  of the set of s t a t e s  w h i c h  can hcld a f te r  S t e r m i n a t e s ,
g iven that  it is s ta r ted  w i t h  P hold ing.

) sp(<empt y>, P) = P

2) s- p (x ~’-e , F~~) = P
e

3) spY B then S
~ 

j~~~S2 f~~R ) =

[P A B ~ sp (S 1, R)] r [ P A -B ~ sp( S 2, R)]

~) sp(S 1; S 2, R) = sp(5 2, sp(9 1, R))

S) sp(w ile B do S~~~~ R) = -B t~ (3k) F~,

where F0 P

Fk+1 = ~p(5 , Fk A B)
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Appendix B: Primitive Abstra ct Data Types

The defini tions we present are in the style of [Hoare 72a3.

Notation

X:t means X has type t.

Enumeration Types

1) The type (d 1, d2, . . .d~ ) where n?1 and the d~ are dis tinct identif iers is cal led an
erzurn er a tL or~ type .

2) If x:(d 1, d2, . . .d~ ) then (Jj El..n) x=d~.

3) (VjE J.. n) d~+1>d~

P~~~ e_Typ~~

A r ar ~ge type  is an enumeration type , denoted a..b, whose elements are a conti gu ous
subset (fr om a to b) of the elem ents of another enumeration t ype , e.g. 1..n is a range type of
the integers.

Records

1) If a 1:t 1, a2:t 2 , . .  .a~ :t~ for any t ypes t~, then

(a 1,a2, . . .a~~) : (f 1 :t ~~
, f 2:t 2, . • f~ :t~ )

for any identifiers f~.

2) x:(f 1:t 
~~
, f 2:t 2, . . .f~ :t~ ) and x= (a 1, a2, . . .a~~) i f f  x. f 1=a 1, x. f 2=a 2, . . ~~~~~~~~~

3) if x :( f j : t 1, f 2:t 2, . . .f~ :t~ ) and x=(a 1, a2, . . .a~~) then

<x , f~, k> .f m if j=m then l~. e lse x. f m

_____________ —— --- ~~.—. ~. —-—~—~~~ 
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Vectors

The rules for vectors are taken from [Luckham 76].

1) If D is an enumerat ion t ype and R is any type , then vector D of R is a s,ector type.

Let X:vect or  0 of R.

2) (YdED) (X[d] R)

3) <X, d, r>(d’] if d’=d then r else X[d’)

4) j = (>k)P(X [k]) E P(X[j ]) A (Vk>j )~P(X[k])

j = (<lc)P(X[k]) P(X[j ]) A (Vk<j )-’P(X[k])

Sequences

1) If R is any t ype , then sequence of P is a sequer~ce type.

Let X:sequence of R.

2) If rEP then either

2.1) X — r
2.2) X=)~ (a distinguished symbol)
2.3) X— r’-Y where V:sequence of R

3) f irst (x ) : sequence of R -~ R

3.1) if X~ r then r
3.2) if X~X then undefined
3.3) if X— r-.Y then r

4) has(X ,k): sequence of R x R -~ boolean

4.1) if X~ r then (r— k)
4.2) if X—> . then false
4.3) if X — r— Y then (r—lc ) v has(Y ,k)

5) length(X): sequence of R -~ integer

-

~ 

_________ ~~— ---~ --i - 
. - - .

~~~~~~ -~~~_____ 
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~~~ if X=r then 1
5.2) if X —X then 0
5.3) if X=r-’Y then 1+length(Y)

6) equal(X ,Z): sequence of R x sequence of R ~ boolean

if X~ X A Z=X then true
else if X=r A Z~ s then (r=s)
else if length(X),’length(Z) then false
else (X = r—X 1) A (Z~ s—’ Z 1) A (r=s) A equal(X 11Z 1)

- - — — V V — . -. —~ ~~~~~~~~~~~~~~~~ -.-.- ~~ --V . - 
- -~
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